@ Windows Under the Hood

“Something’s wrong with my
CPU. My Register must be off
because Windows is all blue and
stuff and I can’t log in. I need to
get to my Internet. Please help.”

—ANONYMOUS TECH CALL

In this chapter, you will learn
how to

Work with the Registry

Understand and observe in detail
the Windows boot process

Control processes and services

Explore Windows tools for
programmers
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Windows is powerful, easy to use, surprisingly idiot proof, backward
compatible, and robust. A large part of Windows’ power is hidden—

under the hood—in programs and processes that Microsoft doesn’t want normal
users to see. For the record, | think hiding anything that normal users don’t need
to access is a smart idea; they can’t break what they can’t find. Technicians, on
the other hand, need to not only understand these processes and programs but
also know how to use them, configure them, and fix them when needed. Let’s
start with one of the most famous and most important items under the hood:

the Registry.
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Registry

The Registry is a huge database that stores everything about your PC,
including information on all of the hardware in the PC, network informa-
tion, user preferences, file types, and virtually anything else you might run
into with Windows. Almost any form of configuration you do to a Windows
system involves editing the Registry. Every version of Windows stores the
numerous Registry files (called hives) in the \%SystemRoot%\System32\
config folder and each user account folder. Fortunately, you rarely have to
access these massive files directly. Instead, you can use a set of relatively
tech-friendly applications to edit the Registry.

The CompTIA A+ 220-802 certification exam does not expect you to
memorize every aspect of the Windows Registry. You should, however,
understand the basic components of the Registry, know how to edit the
Registry manually, and know the best way to locate a particular setting.

Accessing the Registry

Before you look in the Registry, let’s look at how you access the Registry
directly by using a Registry editor. Once you know that, you can open the
Registry on your machine and compare what you see to the examples in
this chapter.

Before Windows XP, Windows came with two Registry editors: regedt32
.exe and the much older regedit.exe. You started either of these programs
by going to a command prompt and typing its filename.

The reason for having two different Registry editors is long and boring,
and explaining it would require a very dull 15-minute monologue about
how the Registry worked in Windows 9x and Windows NT. Suffice it to
say that starting with Windows XP, Microsoft eliminated the entire two-
Registry-editor nonsense by creating a new regedt32 that includes strong
search functions. No longer are there two separate programs, but interest-
ingly, entering either regedit or regedt32 at a command prompt (or in the
Start | Run dialog box or Start | Search bar) brings up the same program,
so feel free to use either program name. You may also dispense with calling
the Registry Editor by its filename and use its proper title.

Registry Components

The Registry is organized in a tree structure similar to the folders in the
PC. Once you open the Registry Editor in Windows, you will see five main
subgroups, or root keys:

m HKEY_CLASSES_ROOT
m HKEY_CURRENT_USER
m HKEY_USERS

Chapter 15: Windows Under the Hood

You might see either regedit
or regedt32 on the exam as

the way to access the Registry
Editor.
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m HKEY LOCAL_MACHINE
m HKEY_CURRENT_CONFIG

Try opening one of these root keys by clicking on the plus sign to its
left; note that more subkeys are listed underneath. A subkey also can have
other subkeys, or values. Values define aspects of the subkey. Figure 15.1
shows an example of a subkey with some values. Notice that the Registry
Editor shows only keys—root keys and subkeys—on the left and values on
the right. Each of the root keys has a specific function, so let’s take a look at
them individually.

HKEY_CLASSES_ROOT

This root key defines the standard class objects used by Windows. A class
object is a named group of functions that defines what you can do with the
object it represents. Pretty much everything that has to do with files on the
system is defined by a class object. For example, the Registry uses two class
objects to define the popular MP3 sound file.

If you search my computer’s Registry for the .PDF file extension, you
will find a class object that associates the .PDF file extension with the name
“FoxitReader.Document” (see Figure 15.2). Unless you use the popular
Foxit Reader for your PDFs, you'll see a different program name, but the
process still works.

So what are the properties of FoxitReader.Document? That’s what the
HKEY_CLASSES_ROOT root key is designed to handle. Search this sec-
tion again for “FoxitReader.Document” (or whatever it said in the value for
your PDF file) and look for a subkey called “open.” This subkey tells the
system everything it needs to know about a particular software item, from
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Macromedia * || Name Type Data
v 10 <Hi(Defauy | REG 52 (value not set
Ma:': opnckeplt( onsumer) b Components REG_SZ C:\Program Files (x86)\Mozilla Firefox\components
artin Prikryl i ¢
s ab] Plugins REG_SZ C:\Pragram Files (x86)\Maxzilla Firefox\plugins
b MirWoj
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Firefox
. Mozilla Firefox
Mozilla Firefox12.0
bin
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MozillaPlugins S

Computer\HKEY_CURRENT_USER\Software\Mozilla\Mozilla Firefox 12.0\extensions
\

® Figure 15.1 Typical Registry root keys, subkeys, and values

MName Type Data
,a_t_ij (Default) REG_SZ FoxitReader.Document
ab|Content Type REG_SZ application/pdf

* Figure 15.2  Association of .PDF with Foxit Reader
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which program to use to open a file (its file association), to the type of icon
used to show the file, to what to show when you right-click on that file type
(see Figure 15.3).

Although it is possible —— e Dats

to Change most of these set- .ﬂ‘}}:(DefaultJ:: REG_SZ "Ci\Program Files\Foxit Software\Foxit Reader\Foxit Reader.exe” "%1"
tings in the Registry Editor,
the normal way is to choose
more user-friendly methods.

Select a data file, right-click .
on the data file, and click o Flglll'e 15.3  PDFfile settings

Properties. Click the Change

button on the General tab to open the Open with dialog box. From there,
you can select the program you want to use. If Windows knows of another
program designed for that file type, it will show you these alternative pro-
grams. If not, you can simply browse for the program you want to use (see
Figure 15.4).

HKEY_CURRENT_USER and HKEY_USERS

Windows is designed to support more than one user on the same PC, stor-
ing personalized information such as desktop colors, screensavers, and the
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° Figure 15.4 Changing the file association the easy way
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contents of the desktop for every user that has an account on the system.
HKEY_CURRENT_USER stores the current user settings, and HKEY_
USERS stores all of the personalized information for all users on a PC. While
you certainly can change items such as the screensaver here, the better way
is to right-click on the desktop and select Properties.

HKEY_LOCAL_MACHINE

This root key contains all the data for a system’s non-user-specific configu-
rations. This encompasses every device and every program in your PC.

HKEY_CURRENT_CONFIG

If the values in HKEY_LOCAL_MACHINE have more than one option,
such as two different monitors, this root key defines which one is currently
being used. Because most people have only one type of monitor and similar
equipment, this area is almost never touched.

Talkin’ Registry

When describing a Registry setting, we use a simple nomenclature. For
example, I recently moved my copy of World of Warcraft from my C: drive
to my D: drive and was having problems when the program started. I went
online to www.blizzard.com (home of Blizzard Entertainment, the folks
who make World of Warcraft) and contacted the support staff, who gave me
instructions to access the Registry and make this change:

“Go to HKLM\SOFTWARE\BIlizzard Technologies\ World of
Warcraft and change the GamePath object and the InstallPath object
to reflect the new drive letter of your new WoW location.”

To do so, I fired up regedit. Using this nomenclature, I was able to find
the location of these Registry settings. Figure 15.5 shows this location. Com-
pare this image to the path described in the instructions from Blizzard. Note
that HKEY_LOCAL_MACHINE is abbreviated as HKLM. You will see this
abbreviation on the exam!

To describe the location of a specific Registry value, like where the Bliz-
zard tech told me to go, requires a little bit of repetition. To wit, in the previ-
ous example, World of Warcraft is a subkey to Blizzard Technologies, which
is in turn a subkey to the root key HKLM. The World of Warcraft subkey
has four values. All keys have the (Default) value, so in this case the World
of Warcraft subkey offers three functional values.

Values must have a defined type of data they store:

m String value These are the most flexible type of value and are very
common. You can put any form of data in these.

m  Binary value These values store nothing more than long strings of
ones and zeros.

m DWORD value These values are like Binary values but are limited
to exactly 32 bits.

® QWORD value These values are like Binary values but are limited
to exactly 64 bits.

Mike Meyer's CompTIA A+ Guide to Managing and Troubleshooting PCs
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° Figure 15.5 Editing the Registry to move World of Warcraft to a new drive

There are other types of values, but these four are used for 98 percent of
all Registry entries.

Manual Registry Edits

There’s little motivation for you to go into the Registry and make manual
edits unless you've done some research that tells you to do so. When you
do find yourself using the Registry Editor to access the Registry, you risk
breaking things in Windows: applications might not start, utilities might not
work, or worst of all, your computer might not boot. To prevent these prob-
lems, always make a backup of the Registry before you change anything.
Once the backup is in a safe place (I like to use a thumb drive, personally),
reboot the system to see if the changes you made had the desired result. If
it worked, great. If not, you'll need to restore the old Registry settings using
your backup. Let’s watch this in action.

One of the more common manual Registry edits is to delete autostart-
ing programs. I want to prevent three programs installed by my Logitech
GamePanel keyboard and mouse from autostarting. The most common
place for making this change is here:

HKLM\SOFTWARE\Microsoft\Windows\ CurrentVersion\Run

Opening the Registry Editor and going to this subkey, you’ll see some-
thing like Figure 15.6.

Before I delete these keys, I'm going to save a copy of my Registry. The
Registry Editor’s Export feature enables you to save either the full Registry
or only a single root key or subkey (with all subkeys and values under it).
Select Run from the left pane and then click File | Export. Save the subkey
as a Registration file with the extension .reg. Be sure to put that file some-
where you’ll remember. Should you need to restore that key, use the File |

Chapter 15: Windows Under the Hood
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® Figure 15.7 Merging keys from a backup file

If the command-line
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interface is new to you, you

Import command, or just right-click on the icon as shown in
Figure 15.7 and click Merge.

Command-line Registry Editing Tools

Windows includes a couple of command-line tools to edit the
Registry (plus a lot more in the PowerShell). The two that you
might need on occasion are reg and regsrv32.

The reg command is a full Registry editing tool. You can
view Registry keys and values, import and export some or
all of a Registry, and even compare two different versions of
a Registry. The tool is so powerful that it has multiple levels
of help so you can tailor a command to accomplish very tight
Registry edits. For example, typing reg /? brings up a list of 12
specific operations that you can search for help on, such as reg
query /? and reg add /7.

The regsrv32 command, in contrast with reg, can modify
the Registry in only one way, adding (or registering) dynamic
link library (DLL) files as command components. For the
scoop on what regsrv32 does, please see “Component Ser-
vices” later in the chapter for a description of the graphical
tool that does the same thing. Only the 32-bit versions of Win-
dows have the regsrv32 command, by the way.

The Boot Process

might want to flag this section of

Chapter 15 and skip it for now,
then return to it after reading
about the command line and
how it works in Chapter 18.

The Windows installation creates a number of specific files and folders that

the OS needs

to run a PC. Some of these files and folders are directly on the

root of the C: drive; others can be elsewhere. The best way to remember the
locations of these files and folders and to know their importance to the OS
is by looking at how they interact to boot the PC.

Booting Windows XP differs dramatically from booting Windows
Vista/7. Windows XP was the last Microsoft operating system to use a very
old boot process known as ntldr (NT Loader). Windows Vista introduced

Mike Meyer's CompTIA A+ Guide to Managing and Troubleshooting PCs



the far more flexible, complex, and powerful Windows Boot Manager (or
bootmgr), which Windows 7 also uses. The great difference between these
two boot managers requires us to look at both in more depth.

The Windows XP Boot Process

Windows XP distinguishes between the files that start the operating system
(called the system files) and the rest of the operating system files (by default
in the \Windows folders). The system files (memorize these!) consist of
three required files: ntldr, boot.ini, and ntdetect.com. If you're using a SCSI
hard drive, there’s a fourth file called ntbootdd.sys. The ntldr (pronounced
NT loader) file begins the boot process.

You know from Chapter 12 that to make a drive bootable requires an
active, primary partition, right? Let’s look at the process in a PC with a hard
drive partitioned as C: and D:.

The CPU wakes up and runs the system BIOS, and then the BIOS sends
out a routine that looks on the first bootable drive’s partition table for a
boot sector marked as active. This is usually the C: drive. The boot sector
takes over from BIOS and reads the master file table (MFT) in the bootable
partition. The MFT points to the location of the Windows XP system files.
Windows XP calls the primary active partition the system partition or the
system volume (if it’s a dynamic disk).

We're almost booted, but to complete the process, we need to take a
moment to learn about some more critical Windows XP files: the Windows
boot files and the Windows system files. The Windows XP boot files consist
of ntoskrnl.exe (the Windows kernel), the \Winnt\System32\Config\Sys-
tem file (which controls the loading of device drivers), and the device driv-
ers. Although these files are the core of the Windows XP operating system,
they are not capable of booting, or starting, the system. For that feat, they
require ntldr, ntdetect.com, and boot.ini—the system files.

The system files start the PC and then, at the end of that process, point
the CPU to the location of the boot files. The CPU goes over and chats with
ntoskrnl, and the GUI starts to load. The operating system is then up and
running, and you're able to do work.

The odd part about all of this is that Microsoft decided to make the OS
files mobile. The Windows XP operating system files can reside on any par-
tition or volume in the PC. The \Windows folder, for example, could very
well be on drive D:, not drive C:. Whichever drive holds the core OS files
is called the boot partition or boot volume. This can lead to a little confusion
when you say the system files are on the C: drive and Windows is on the D:
drive, but that’s just the way it is. Luckily, the vast majority of Windows XP
systems have the system partition and the boot partition both on the same
big C: partition.

You know the general process now, so let’s look more specifically at the
makeup and function of the individual files involved in the boot process.

ntldr

When the system boots up, the master boot record (MBR) or MFT on the
hard drive starts the ntldr program. The ntldr program then launches
Windows XP. To find the available OSs, the ntldr program must read the
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. To see these files, go into

My Computer and open the
C: drive. Go toTools | Folder

and folders, uncheck the Hide

(Recommended) option, and
click OK. Now when you return
to viewing the folder in My
Computer, you will see certain
critical files that Windows
otherwise hides from you to
prevent you from accidentally
moving, deleting, or changing
them in some unintended way.

Options. Click Show hidden files

protected operating system files
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www.ntdetect.com
www.ntdetect.com

boot.ini configuration file. To do so, it loads its own minimal file system,
which enables it to read the boot.ini file off of the system partition.

boot.ini

The boot.ini file is a text file that lists the OSs available to ntldr and tells
ntldr where to find the boot partition (where the OS is stored) for each of
them. The boot.ini file has sections defined by headings enclosed in brack-
ets. A basic boot.ini file in Windows XP looks like this:

[boot loader]

timeout=30
default=multi(0)disk(0)rdisk(0)partition (1) \WINDOWS
[operating systems]
multi(0)disk(0)rdisk(0)partition (1) \WINDOWS="Microsoft
Windows XP Professional" /fastdetect

A more complex boot.ini file may look like this:

[boot loader]

timeout=30

default=multi (0)disk(0)rdisk(0)partition (1) \WINDOWS
[operating systems]
multi(0)disk(0)rdisk(0)partition (1) \WINDOWS="Microsoft
Windows XP Professional" /fastdetect
multi(0)disk(0)rdisk(0)partition(1l) \WINNT="Microsoft Windows
2000 Professional" /fastdetect

Such a boot.ini file would result in the boot menu that appears in Fig-
ure 15.8.

This crazy multi (0)disk(0)rdisk(0)partition(1l) is an exam-
ple of the Advanced RISC Computing (ARC) naming system. It’s a system
that’s designed to enable your PC to boot Windows from any hard drive,
including removable devices. Let’s take a quick peek at each ARC setting to
see how it works.

lease select the operating system to start:

Microsoft Hindows XP Professional
Microsoft HWindows 2888 Professional

se the up and down arrow keys to move the highlight to your choice.
ress ENTER to choose.
[Sfeconds until highlighted choice will be started automatically: 29

For troubleshooting and advanced startup options for Windows, press FB.

* Figure 15.8  Boot loader in Windows XP showing dual-boot configuration
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Multi (x) is the number of the adapter and always starts with 0. The
adapter is determined by the boot order you set in your CMOS setting. For
example, if you have one PATA controller and one SATA controller, and
you set the system to boot first from the PATA controller, any drive on that
controller will get the valuemulti (0) placed inits ARC format. Any SATA
drive will getmulti(1).

Disk (x) is only used for SCSI drives, but the value is required in the
ARC format, so with ATA systems it’s always set to disk (0).

Rdisk (x) specifies the number of the disk on the adapter. On a PATA
drive, the master is rdisk(0) and the slave is rdisk(1). On SATA
drives, the order is usually based on the number of the SATA connection
printed on the motherboard, though some systems allow you to change
this in CMOS.

Partition(x) is the number of the partition or logical drive in an
extended partition. The numbering starts at 1, so the first partition is
partition (1), the second ispartition(2), and so on.

\WINDOWS is the name of the folder that holds the boot files. This is
important to appreciate! The ARC format looks at the folder, so there’s no
problem running different editions of Windows XP on a single partition.
You can simply install them in different folders. Of course, you have other
limitations, such as file system type, but in general, multibooting with Win-
dows is pretty easy. Better yet, this is all handled during the installation
process.

ARC format can get far more complicated. SCSI drives get a slightly dif-
ferent ARC format. For example, if you installed Windows on a SCSI drive,
you might see this ARC setting in your boot.ini file:

scsi(0)disk(1l)rdisk(0)partition (1)

If you want to boot to a SCSI drive, Windows adds a fourth
file to your system files called ntbootdd.sys. This file only exists

I You can’t boot multiple

installations of Windows Vista

or Windows 7 from a single

partition because their setup

programs don’t allow you to
choose the installation directory.

Startup and Recovery

if you want to boot to a SCSI drive. Most people don’t boot to a i

Default operating system:

SCSI, so don’t worry if you don’t see this file with the other three
system files.

i"MicrosoFt windows XP Professional” [fastdetect

of . Windows %P Professional" [Fastdetect
“Microsoft Windows 2000 Professional” (Fastdetect

On rare occasions, you might find yourself needing to edit the
boot.ini file. Any text editor handily edits this file, but most of us
prefer to edit boot.ini via the System Setup dialog box. In Win-

dows XP, open the System applet from the Control Panel. Click the System Faillre

To edit the startup options file manually, click Edit,

Advanced tab and then click the Startup and Recovery button. The i

boot.ini options show up at the top (see Figure 15.9).
Boot.ini has some interesting switches at the end of the ARC

Send an administrative alert
Automatically reskart

\Write debugging inFormation

formats that give special instructions on how the operating system
should boot. Sometimes Windows puts these in automatically, and
sometimes you will add them manually for troubleshooting. Here

Small durnp directary:

i FaSystemRookY\Minidurmp

are a few of the more common ones:

m /bootlog Tells Windows to create a log of the boot process
and write it to a file called ntbtlog.txt.

[#] Time to display recovery options when needed: | 30 |2 | seconds

[ o

] [ Cancel

m /cmdcons Tells Windows to start the Recovery Console

(see Chapter 19 for a discussion of the Recovery Console). o Figure 15.9  The boot.ini options
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m /lastknowngood Tells Windows to boot the Last Known Good set
of files.

m /noexecute Newer CPUs come with Data Execute Protection
(DEP) to prevent unruly programs from causing system lockups.
The setting for this, /noexecute=optin, is the default on Windows
systems.

ntdetect.com

If ntldr determines that you have chosen to start Windows XP, it boots the
system into protected mode and then calls on ntdetect.com to detect the
installed hardware on the system. Ntldr then refers to the boot.ini file to
locate the Windows boot files.

Critical Boot Files

Naming all the critical boot files for Windows XP is akin to naming every
muscle in the human body—completely possible, but time-consuming and

\ s
= -]
’;_\

=

The Recovery Console can

be used to restore damaged, without any real benefit. A few of the most important files certainly deserve
corrupted, or missing ntldr and a short mention.
ntdetect.com files from the Once ntldr finishes detections, it loads ntoskrnl.exe, hal.dll, some of

Windows XP installation disc.

the Registry, and some basic device drivers; then it passes control to the
ntoskrnl.exe file. Ntoskrnl.exe completes the Registry loading, initializes all
device drivers, and starts the winlogon.exe program, which dis-

Log On to Windows plays the Windows XP logon screen (see Figure 15.10).
Take the time to memorize the primary boot files and the boot
Il \ process for Windows XP. Most boot errors are easily repaired if
Copyrioht @ 19852001 e N you know which files are used for booting and in which order
e e - - they load.

User name: | Mike Meyers |

vai ' The Windows Vista/7 Boot Process
“ancel [Shut Dawn... ] [ Options << ]

Windows Vista and Windows 7 have a very different boot process
than previous versions of Windows. For one thing, Vista/7 sup-
* Figure 15.10 Where do you want to go today? ports both BIOS and UEFI, whereas older versions of Windows
did not, so things are a bit more complex right off the bat. So
not only is there a totally new boot process, this newer Windows
Vista/7 boot process varies between two slightly different boot processes:

one for systems using BIOS and one for systems with UEFL

In Windows Vista, bootmgr

resides in the root directory The very first thing that happens when you power on a system with

of the boot drive. Windows 7, Vista/7 is that either the BIOS or the UEFI starts up. The difference between

however, keeps bootmgr in the BIOS and UEFI systems is in what happens next.

special 100-MB system partition .

you learned about in Chapter 12. m Ina BIOS-based system, the BIOS uses its boot order to scan a hard

If you are using a UEFI system, drive for a master boot record (MBR). The MBR holds a small bit of

the helpfully named EFI system file system boot code that scans the partition table for the system

partition contains a special partition and then loads its boot sector. The boot sector in turn

\tl)zrcilr?wr;] : ft;ootmgr s contains code that does nothing but point the boot process toward a
e file called bootmgr (pronounced Boot Manager, or “boot mugger” if

you're trying to make nerds laugh).
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m In a UEFI system, on the other hand, neither the MBR/GUID
partition table (GPT) nor the file system boot code is run, and UEFI
simply loads bootmgr directly.

If you've ever run a dual-boot system with Vista or 7 as one of the oper-
ating systems, you're probably already somewhat familiar with bootmgr;
one of its jobs is displaying that “Which operating system do you want to
load?” screen and then loading the appropriate operating system. When
bootmgr starts, it reads data from a Boot Configuration Data (BCD) file that
contains information about the various operating systems installed on the
system as well as instructions for how to actually load (bootstrap) them.
Once an operating system is selected (or immediately if only one is pres-
ent), bootmgr loads a program called winload.exe, which readies your sys-
tem to load the operating system kernel itself rather like the way you clean
up your house before Aunt Edna
comes to visit. It does this by load-
ing into memory the hardware
abstraction layer, the system Reg- UEFI
istry, and the drivers for any boot
devices before the operating sys-
tem itself takes over.

Bootmgr Is Missing!

If you use Windows Vista/7 long
enough, you may encounter

an error message saying that
Windows cannot boot because
bootmgr is missing. This message
is generated when the boot sector
code is unable to locate bootmgr,
which can be caused by file system
corruption, a botched installation,
or viruses.

You learned about UEFI back in Chapter 8. What are some of the advan-
tages of UEFI? How is it different from BIOS?

Once the operating system
process (called ntoskrnl.exe) takes
over, it loads up all of the various processes and systems that comprise
Windows, the Windows logo comes up, and you're happily computing,
completely oblivious to all of the complex electronic communication that
just took place inside your computer.

Processes and Services and
Threads, Oh My!

Back in Chapter 6, you learned that CPUs run threads—bits of programs
that are fed into the CPU. Let’s see how all of this looks from Windows’
point of view.

In Windows, programs are executable files waiting on a mass storage
device. When you start a program, Windows loads it into RAM as a process.
Once there, the CPU reads the process and the process tells the CPU which
chunks of code to run. Dealing with processes in their many forms is a big
part of understanding what’s happening “under the hood.”

Windows is a multitasking operating system, running lots of processes
simultaneously. Many of these processes appear in a window (or full screen)
when you open them and end when you close that window. These processes
are called applications. There’s also an entire class of processes that, due to
the nature of their job, don’t require a window of any form. These processes
run invisibly in the background, providing a large number of necessary
support roles. Collectively, these are called services. Let’s look at applica-
tions, services, and processes and the tools we use to control them.

Chapter 15: Windows Under the Hood

I Unlike Windows XP, the boot

files and the system files must
all reside on the same partition
in Vista/7.

I The BCD file replaces the

boot.ini file used in previous
operating systems and can be
altered by using the command-
line tool bcdedit.exe.

I For the purposes of the

CompTIA A+ 220-802 exam, I'm
simplifying things a little, but
know that processes, services,
and threads can get a lot more
complicated.

I All versions of Windows use

services.
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i N
%8 Windows Task Manager [ =R ﬂ
File Options View Windows Help
Applications |Processes I Seryices | Performance I Networking | Users |
=
Task Status
@591_15 [Compatibility Mode] - Micresoft Word Running
@Hacker Mews - Mozila Firefox Running
@ Inbox - Local Folders - Mogzilla Thunderbird Running
CSpotify -Younger Brother — Ribbon On A Branch Rurining
JEUntiHed - Motepad Running
-ﬂWindows XP Professional - VMware Workstation Running
@ ¥nView - [Browser - Z:\...\Graphics\W\] Running
[ Endtask || switchTo | [ MewTask.. |
Processes: 83 CPU Usage: 1% Physical Memaory: 47%

—

* Figure 15.11

Task Manager in Windows 7

El Windows Task Manager
File Options View Windows ShutDown Help

Applications | Processes || Performance | Networking || Users |

=ES

Task Status
35 Untitled - Notepad Running
{éHacker Mews - Windows Internet Explorer Running

Processes: 29 CPU Usage: 2% Commit Charge: 237M [ 1632M

* Figure 15.12  Task Manager in Windows XP
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Task Manager

The Windows Task Manager is the one-stop-shop for any-
thing you need to do with applications, processes, and, if
you're using Windows Vista or Windows 7, services (see
Figure 15.11). The quick way to open the Task Manager is
to press CTRL-SHIFT-ESC. There are two other ways to open
the Task Manager that you might see on the CompTIA A+
exams: go to Start | Run or Start | Search, type taskmgr,
and press ENTER; Or press CTRL-ALT-DELETE and select Task
Manager.

If you're running Windows XP, the Task Manager is
similar (see Figure 15.12) but lacks a few handy features
offered in Windows Vista and Windows 7’s Task Man-
ager. I'll cover these differences in this section.

Applications

The Applications tab shows all the running applications
on your system. If you're having trouble getting an appli-
cation to close normally, this is the place to go. To force an
application to shut down, select the naughty application
and click End Task, or right-click on the application and
select End Task from the context menu. Be careful when
using this feature! There is no “Are you sure?” prompt
and it’s easy to accidently close the wrong application.

There are two other handy buttons on the Applica-
tions tab:

m  Switch To enables you to bring any program to the
front (very handy when you have a large number of
applications running).

m  New Task is a lifesaver of a tool, enabling you
to start any program you wish, as long as you
know the filename of the program. One of the
most common uses for New Task is to restart your
desktop in Windows XP. If your desktop crashes,
the Task Manager usually still works. Click on New
Task and type in explorer. Sadly, this doesn’t work
in Windows Vista or Windows 7, but New Task is
still a handy tool to start programs, especially if you
don’t have access to the Start menu.

Remember that everything is a process, so every appli-
cation is also listed in the Processes tab. Right-click on an
application and select Go To Process to open the Processes
tab and see which process is running the application.

Processes

If you really want to tap the power of the Task Manager,
you need to click on the Processes tab (see Figure 15.13).
Since everything is a process, and the Processes tab
shows you every running process, this is the one place

Mike Meyer's CompTIA A+ Guide to Managing and Troubleshooting PCs



that enables you to see everything running on your
computer.

All processes have certain common features that you
should recognize:

m A process is named after its executable file, which
usually ends in .exe but can also end with other
extensions.

m  All processes have a user name to identify who
started the process. A process started by Windows
has the user name System.

m  All processes have a Process Identifier (PID). To
identify a process, you use the PID, not the process
name. The Task Manager doesn’t show the PID by
default. Click on View | Select Columns and select
the PID (Process Identifier) checkbox to see the
PIDs (see Figure 15.14).

The Task Manager provides important information
about processes. It shows the amount of CPU time (per-
centage) and the amount of RAM (in kilobytes) the pro-
cess is using. Most processes also provide a description to
help you understand what the process is doing, although
you'll probably need to scroll right to see this information
(see Figure 15.15).

r y
%8 Windows Task Manager E@g
File Options View Help
| Applimtinns| Processes |Ser\rjces | Performance | Metworking | Users |
>
Image Name User Name CPU  Workir *
atiedix.exe 00
CCC.exe michaels 0o A
(555, E8XE oo T
Dropbox.exe *32 michaels 00
dwm.exe michaels 0o —
explorer.exe michaels 00
firefox.exe *32 michaels 0o
foobar2000.exe =32 michaels 0o
aooaletalkplugin.exe *32 michaels 0o
TunesHelper.exe *32 michagls fili]
jusched.exe *32 michaels 0o
KHALMNPR.exe michaels 0o
MOM. exe michaels 00
MSSECes.exe michaels 0o -
4 | 1 | 3
[ —
Processes: 83 CPU Usage: 0% Physical Memony: 48%

—

* Figure 15.13  Processes tab in Windows 7

You'll notice that almost all of the processes have the same user name.
By default, the Task Manager shows only processes associated with the
current user. Click on Show processes from all users to see every process on

F' EI N
1% Windows Task Manager EI_IE
File Options View Help
| Applimtions| Processes |Ser\rjoes | Performance | Netwarking | Users |
=
Image Name PID User Name CcP =
firefon, exe *32 1300 michasls ac
sidebar.exe 2638 michaels Lok 0
plugin-container, exe *32 2744 michaels oc
Steam.exe *32 3224 michaels ot
taskmar.exe 3548 michagls ogE
taskhost.exe 3716 michagls g
KHALMNPR. exe 3876 michaels o
TSVWNCache exe 3384 michagls oc
dwm.exe 3940 michaels ol
explorer.exe 3964 michaels oc
pidgin.exe *32 4028 michaels oc
mSSeces.exe 4056 michaels o
SetPaint.exe 4063 michagls ac
googletalkplugin.exe *32 4136 michaels Ol
1 mm | 3
[ @]Show processes from all users ] End Process
Processes: 81 CPU Usage: 0% Physical Memorny: 47%
—

* Figure 15.14  Processes tab showing the PID column in
Windows 7
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r N
%8 Windows Task Manager E@g

File Options View Help

| Applimtinns| Processes |Ser\rjces | Performance | Metworking | Lsers |
CPU  Working Set (Memo... Description e
0o 19 824 K
oo 8,608 K -
[ils] 15,228 K Plugin Container for Firefox 3
oo 62,316 K X¥nView for Windows
oo 7,520K —
(ila} 72,730 K Microsoft Office Word
oo 384,828K Firefox
oo 101,652 K  Windows Desktop Gadgets
oo 10,956 K Plugin Container for Firefox
0o 124 852K Steam
oo 11,504K  Windows Task Manager
oo 11,036 K Host Process for Windows Tasks
oo 15,356 K  Logitech KHAL Main Process
oo 9,156 K TortoiseSVN status cache -

4 | m | 2
[ 'ajshow processes from all users ] End Process
Processes: 82 CPU Usage: 0% Physical Memony: 48%

—

* Figure 15.15  Processes details in Windows 7
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- 5
1% Windows Task Manager l = ﬂ
File Options View Help
| Applications | Processes | Services I Performance I Metworking I Users |
G
Image Name PID User Mame CPU  Working Set (Memo.., Description i
System Idle Process 0 SYSTEM 99 24K Percentage of time the processor is idle
System 4 SYSTEM a0 5,384K NT Kernel & System
sychost,exe 152 SYSTEM o0 192,852 K  Host Process for Windows Services
Smss.exe 320 SYSTEM it} 1,404K  Windows Sezzion Manager =
svchost.exe 360 SYSTEM a0 49,792K Host Process for Windows Services
CErss.exe 416 SYSTEM oo 5,976 K Client Server Runtime Process
wininit.exe 488 SYSTEM o0 4,932K Windows Start-Up Application
CSrS5.2XE 512 SYSTEM 0o 19,824K Client Server Runtime Process =
aaHMSve.exe *32 516 SYSTEM oo 5600K  aaHMSvc
services.exe 544 SYSTEM o0 13,208K  Services and Controller app
|zass.exe 560 SYSTEM i} 17,092K  Local Security Authority Process
Ism.exe 568 SYSTEM o0 4,872K  Local Session Manager Service
sychost.exe 704 SYSTEM a0 11,168 K Host Process for Windows Services
winlogon.exe 756 SYSTEM a0 8,608K Windows Logon Application
svchost.exe 812 NETWORK SERVICE 00 10,216 K Host Process for Windows Services
MsMpEng.exe 876 SYSTEM oo 75,580 K Antimalware Service Executable
atiesroexe 952 SYSTEM 0o 5,012K AMD External Events Service Module
svchost.exe 996 LOCAL SERVICE 0o 22,784K  Host Process for Windows Services
svchost,exe 1036 LOCAL SERVICE 0o 14,072K  Host Process for Windows Services
plugin-container.exe *32 1108 michaels k] 15,228K  Plugin Container for Firefox
svchost.exe 1220 NETWORK SERVICE 00 19,956 K Host Process for Windows Services
xnview.exe *32 1276 michaels o0 62,996 K ¥nView for Windows
PresentationFontCache.exe 1284 LOCAL SERVICE a0 43,264K PresentationFontCache.exe
ngserver.exe *32 1328 SYSTEM oo 13,612K  Symantec Ghost Configuration Server
mDMSResponder.exe 1340 SYSTEM oo 6,592K Bonjour Service
sqlservr.exe 1376 NETWORK SERVICE 0D 13,636 K  SQL Server Windows NT - 64 Bit -
[7] Show processes from all users
Processes: 82 CPU Usage: 0% Physical Memory: 48%

* Figure 15.16  Processes from all users in Windows 7

the system (see Figure 15.16). Note that some of the processes show a user
name of Local Service or Network Service. As you might imagine, those are
services!

Now that you understand the basics, let’s watch the Task Manager do
its magic with processes. If you select a process and click the End Process
button, you'll instantly end that process. If the process is an application,
that application will close.

Closing processes is important, but to take it even further, you need to
select a process and right-click on it to see a number of options. If you select
a process that’s an application (the name of the process is a strong clue—
winword.exe is Microsoft Word), you see something like Figure 15.17.

Open File Location takes you to wherever the file is located. This is
extremely helpful when you're looking at a mysterious process and are try-
ing to find out what it’s doing on your computer.

You already know what End Process does. End Process Tree is extremely
important but also complex, so let’s save that for later.

Closing Applications
Start up Notepad and then start up the Task Manager. Right-click on
the Notepad application and select Go To Process. It takes you to the
process. Right-click and select End Process to close the application.
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Debug is grayed out, unless you're running a Win-
dows debugger program—see the explanation of dump
files below.

UAC Virtualization gives older programs that weren’t
written to avoid accessing protected folders a way to do
so by making a fake protected folder. In most cases, Win-
dows handles this automatically, but there are rare cases
where you'll need to set this manually. Again, you won't
do this on your own—you’ll be on the phone with the
tech support for some software company and they’ll tell
you how to use UAC Virtualization.

Dump files show the status of the program at the
moment you click Create Dump File. Programmers use
special debugging utilities to read dump files to analyze
problems with programs. The only time you’d ever use
this option is if you're having problems with a program
and the support people ask you to make a dump file.

Set Priority gives you the ability to devote more or
less processor time to a process (see Figure 15.18). This
is very handy when you have a process that is slowing
down your machine or if you have a process that is run-
ning too slowly and you want to speed it up.

Messing with priorities can get complicated quickly.
The best idea here is to just increase the priority of a single

F B’
1% Windows Task Manager E@g

File Options View Help
Applications | Processes | Services | Performance | Networking | Users |

Image Mame Pl'Df User Name Cp
CCC.exe 4156 michaels ale
wvmware-tray.exe *32 72 michaels oc
jusched.exe =32 4278 michaels oc
spotify.exe *32 4308 michaels oc
TunesHelper.exe *32 4328 michaels oc
notepad.exe 4384 michaels oc

| plugin-cantainer.exe *32 e o
Epyderé:l...li-jli-ty.exe =33 Open File Location E[‘
Dropbox.exe *32 e C 3
foobar2000.exe *32 (i
thunderbird,exe =32 End Process Tree l
Yammer.exe *32 Debug Jlil—
AL ders UAC Virtualization pe
wmware-unity-helper. exe DC ~
e Create Dumgp File

-
=8 Windows Task Manager

[ESREEE )

File Options View Help

| Applications | Processes |Ser\rices | Performance | Metworking | Users |

Image Mame

¥nview.exe *32
atiedxx.exe

>

FID User Mame

1276 michaels
1412

cP
0c

WINWORD.EXE =32
firefox. exe *32
sidebar.exe
plugin-container. exe *3
Steam.exe *32
taskhost.exe
KHALMNPR..exe
TSVNCache.exe
dwm.exe
explorer.exe
pidgin.exe *32
MSSECes.exe
L] [F—TT—

@'Show processes fro

Open File Location

End Process

End Process Tree

Debug

UAC Virtualization
Create Dump File

Set Priority
Set Affinity..,

Properties

Go to Service(s)

o

e |
o=
o
oc|
o
oc
oc
ot
o
oc
o
o -
C

=

Processes: 82 CPU Usage: 0%

Physical Memony: 48%

* Figure 15.17  Processes detail of the right-click

Low

= == ; ;
[ 1% show processes fram = Set Priority Realtime
Set Affinity... High
2 Ab M |
Processes: 81 CPU Usag Properties BHRLLRAE

"— Go to Service(s) @ Mormal

Below Normal |.v\\y‘

° Figure 15.18  Process priority

Chapter 15: Windows Under the Hood

Setting any single process to

Realtime priority will often bring
the entire system to a crawl as
no other process gets much CPU
time—avoid Realtime priority.
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/%8 Windows Task Manager

File Options View Help

Processor Affinity _—

23

Which processors are allowed to run “plugin-container.exe

[ =all Processors>
Flerun

[Flecpu1

CPU 2
CPU 3
CPU 4
CPU 5
CPUG
CPUT

[ @Show processes from all users ]

Processes: 81 CPU Usage: 0%

Physical Memony: 48%

* Figure 15.19  Turning off affinity to the first two cores
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process you need to run faster or reduce the priority
of a single process you need to run slower, without
touching any other priorities.

Set Affinity is a handy way to give a process more
CPU time without messing with priorities. Windows
tends to use your first two CPUs more heavily than
the others. If you have more than two cores on your
CPU and you have a single process that uses a lot of
CPU time, try unchecking the affinity checkbox for
the first two cores to force the process to only use
your other cores (see Figure 15.19).

The Properties option isn’t too exciting. It’s the
same as if you were to right-click on the executable
file and select Properties in Windows Explorer. Go
to Service(s) will move you to the Services tab of the
Task Manager, showing you any and all services asso-
ciated with the process. Depending on the process,
it could use no services or multiple services. This is
a great tool for those “Program won't start because
associated services aren’t running” situations. Fig-
ure 15.20 shows what happens when you use Go to
Service(s) for a process called lsass.exe.

Let’s get back to the End Process Tree option. It’s
very common for a single process to be dependent
on other processes (or for a process to start other

processes). This creates a tree of dependencies. Sadly, the Task Manager
doesn’t give you any clue as to what processes depend on other processes,

i A
1% Windows Task Manager E@g
File Options View Help
| Applications | Processes | SErVices | Performance | Networking | Users |
%

Name PID Description Status Group -
SENS 380 System Event Motification Service Running netsves
ShelHWDetection 360  Shell Hardware Detection Running netsves
Themes 360 Themes Running netsves
Winmgmt 380 Windows Management Instrumentation Running netsvcs
WUGLSErY 360  Windows Update Running netsvcs
asHmComSvc 516 ASLUS HM Com Service Running NJA

s 50 Encrypting ik System (&55) g
Netiogen 50 Neooon Running
SamSs - 560 Security Accounts Mana_g__er__ Running
DeomLaunch 704  DCOM Server Process Launcher Running DeomLaunch
FlugPlay 704  Plugand Play Running DecomLaunch
Fower 704  Power Running DeomLaunch |;|
RpcEptvapper 812  RPC Endpoint Mapper Running RPCSS i
RpcSs 812  Remote Procedure Call (RPC) Running rpcss
MsMpSve 876  Microsoft Antimalware Service Running NfA
AMD External Events Utility 952  AMD External Events Utility Running N/A
AudioSrv 996  Windows Audio Running LocalServic... =

Processes: 81 CPU Usage: 0% Physical Memary: 48%
—

* Figure 15.20  Services associated with the Isass.exe process
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but it still gives you the option to End Process Tree, which ends not only
the process, but any process it depends on. At first glance, this is scary since
it’s very common for many processes to depend on one important process.
Microsoft makes this less scary, as it will not let you kill a process tree for
the most important system processes.

Even so, it would be nice to actually see what processes you're about to
kill, wouldn’t it? That’s when the popular (and free) Process Explorer, writ-
ten by Mark Russinovitch, is your go-to tool (see Figure 15.21)

Think of Process Explorer as the Task Manager on steroids. It's very
powerful, and a lot of techs use it instead of the Task Manager. It isn’t on the
CompTIA A+ exams, but it should be. Instead of just listing all of the pro-
cesses, Process Explorer uses a tree structure so you can see all the depen-
dencies.

Services

If you've got Windows Vista or Windows 7, you can use the Services tab in
the Task Manager to work with services directly (see Figure 15.22). Here, ser-
vices can be stopped or started, and you can go to the associated process.
The best way to see services in action is to use the Services Control Panel
applet. To open it, click on the Services button at the bottom of the Services
tab in the Task Manager or go to Control Panel | Administrative Tools |
Services. Figure 15.23 shows the Services applet running in Windows 7.
Look closely at Figure 15.23. Each line in this applet is an individual ser-
vice. Services don’t have their own window, so you use the Services applet
to start, stop, and configure them. You can see if a service is running by
reading the Status column. To configure a service, right-click on the service
name. The context menu enables you to start, stop, pause, resume, or restart

\ s

~
’@\

Debug, and Set Priority.

The Windows XP Task
Manager lacks all of these
context menu options except for
End Process, End ProcessTree,

Process Explorer does so
much more than just show a

tree structure. Download a copy

and play with it. You'll see why

it's so popular.
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* Figure 15.21

Process Explorer

Chapter 15: Windows Under the Hood

You can open the Services
applet from the Start | Run
dialog box or Start | Search bar.
Type services.msc and press
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1% Windows Task Manager

:Eg

File Options Wiew Help

| Applications I Processes | Services | Performance I Networking I Lsers |

MName PID Description Status
Vaultsve 560 Credential Manager Running
SamSs 560 Security Accounts Manager Running
ProtectedSto... 560 Protected Storage Running
MNetTcpPortSh... Met.Tcp Port Sharing Service Stopped
MNetlogon Netlogon Stopped
Keylso CNG Key Isolation Stopped
idsvc Windows CardSpace Stopped
EFS 560 Encrypting File System (EFS) Running
AxInstsV ActiveX Installer (AxInstsV) Stopped
bthserv Bluetooth Support Service Stonped
Power 676 Power Start Service

FlugPlay 676 Plug and Pla Stop Service
DcomLaunch 676 DCOM Serve

WinHttpAuto. .. WinHTTP We Go to Process -
4 | 11l T ¥

Processes: 79

CPU Usage: 24%

Physical Memaory: 50%

* Figure 15.22

Services tab in Task Manager
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You can start or stop any

service at a command prompt
by typing net start (or stop)

service name.

any service. Click on Properties to see a dialog box
similar to the one shown in Figure 15.24.

Of the four tabs you see in the Properties dia-
log box, General and Recovery are by far the most
used. The General tab provides the name of the
service, describes the service, and enables you to
stop, start, pause, or resume the service. You can
also define how the service starts: Manual (you
go here to start it), Automatic (starts at beginning
of Windows boot), Disabled (prevents the ser-
vice from starting in any fashion), or Automatic
(delayed start), which starts the service at boot
but only after pretty much everything else has
started.

Performance

For optimization purposes, the Task Manager is a
great tool for investigating how hard your RAM
and CPU are working at any given moment and
why. Click the Performance tab to reveal a handy
screen with the most commonly used informa-
tion: CPU usage, available physical memory, size
of the disk cache, commit charge (memory for
programs), and kernel memory (memory used
by Windows). Figure 15.25 shows a system with

an eight-core processor, which is why you see eight graphs under CPU
Usage History. A system with a single-core processor would have a single

screen.
e P )
Fie Action View Help
ez |ElozBz/vmnw
% Services (Local) | (WS Savess ey
Select an tem 10 view i desciiption. MName - Description Status  StartupType  Log On As -
% Windows Connect Now - Config Registrar WCNCSVC hosts the Wi... Manual Local Service
: Windows Defender Protection against spyw... Manual Local Syste...
% Windows Driver Foundation - User-mod... Manages user-mode dri... Stated  Automatic Local Syste..
£ Windows Error Reporting Service Allows errors to be repo.. Manual Local Syste.,
% Windows Event Collector This senvice manages p.. Manual Network S...
(% Windows Event Log This service manages e..  Stated  Automatic  Local Senvice
% Windows Firewall Windows Firewall helps ... Stated ~ Automatic Local Service
% Windows Font Cache Service Optimizes performance... Started  Automatic (D... Local Senvice
5 Windows Image Acquisition (WLA) Provides image acquisit.. Started  Automatic  Local Senvice
i Windows Installer Adds, modifies, and re... Manual Local Syste...
£ Windows Live ID Sign-in Assistant Enables Windows Livel.. Started  Automatic  Local Syste..
i Windows Management Instrumentation  Provides acommon int.. Started  Automatic  Local Systeu,
£ Windows Media Center Receiver Service  Windows Media Center .. Manual Network S...
£ Windows Media Center Scheduler Service  Starts and stops recordi... Manual Network S...
(% Windows Media Player Network Sharing... Shares Windows Media ... Manual Network S...
4 Windows Modules Installer Enables installation, mo... Manual Local Syste...
4 Windows Presentation Foundation Font ... Optimizes performance.. Started Manual Local Service
« Windows Remote Management (WS-M... Windows Remote Mana... Manual Network S...
4 Windows Search Provides content indexi... Started Automatic (D... Local Syste...
£ Windows Time Maintains date and tim... Started  Manual Local Service
 Windows Update Enables the detection, d... Started  Automatic (D... Local Syste..
€ WinHTTP Web Proxy Auto-Discovery Se... WinHTTP implementst.. Stated  Manual Local Senvice
% Wired AutoConfig The Wired AutoConfig (.. Manual Local Syste. [
£ WLAN AutoCanfig The WLANSVC service .. Manual Local Syste...
£ WMI Performance Adapter Provides performance l... Manual Local Syste.. R
i Workstation Creates and maintsins ... Stated  Automatic  NetworkS..
£ WWAN AuteConfig This service manages m... Manual Local Service  ~
Extended { Standard /

L Figure 15.23  Services applet
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-
Windows Time Properties (Local Computer)

Service name:; [W32Time]

Dizplay name: Windows Time

Description: [Mairtains date and time s:ﬂ'ﬂc;h'ronizétionlon all
iclients and servers in the network. If this service is
Path to executable:

CAWindows system32'svchost exe -k LocalService

-~

-

Startup type: Manual

Help me configure service statup options.

Service status:  Started

Start Stop |

from here.

You can specify the start parameters that apply when you start the service

OK | | Cancel

* Figure 15.24  Service Properties dialog box

.
%8 Windows Task Manager

[ = [ B [ |

File Options View Help

CPU Usage CPU Usage History

Memory Physical Memory Uisage History

Physical Memory (MB) System

Total 8182 Handles 27316

Cached 4017 Threads 1188

Availlable 4177 Processes 82

Free 257 Up Time 0:05:32:09
Commit (GB} 4/15

Kernel Memary (MB)

Paged 635

Nonpaged a0 l 1% Resource Monitor... ]

Processes: 82 CPU Usage: 0% Physical Memory: 48%

* Figure 15.25  Task Manager Performance tab
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Not only does the Task Manager tell

-
1% Windows Task Manager

you how much CPU and RAM usage

is taking place, it also tells you what

File Options View Help ) )

program is using those resources. Let’s
| Applications | Processes | Seryices I Performance | Metwarking I Lisers | say your system is running slowly. You
5 open the Task Manager and see that
Image Mame User Mame CPU  Working Set (Mema... your CPU usage is at 100 percent. You
blender.exe michizels 83 262,308K  then click on the Processes tab to see
T —— . 73812K 411 the processes running on your sys-

VIMWare-vimx, exe 0o 711,328K tem. Click on the CPU column headin
MOM, exe michaels 0o 4,744 K em. LUcKo € colu cading
vmware-unity-helper.exe *32  michaels 0o 26,520 K to sort all processes by CPU usage to

, . .
taskmgr.exe michaels oo 30,364 K see who's hoggmg the CPU (see Fig-

ure 15.26). If necessary, shut down the

* Figure 15.26  CPU usage

= The CompTIA A+ 802 exam
objectives mention a command-
line utility called tlist. Tasklist
replaced tlist back in Windows
XP, but for some reason
CompTIA included it anyway.
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program or change its priority to fix the
issue.

Networking and Users

The other two tabs in the Task Manager, Networking and Users, enable you
to see network use at a glance and see which users” accounts are currently
logged on to the local machine. The Networking tab is a good first spot to
look if you think the computer is running slowly on the network. If there’s
little activity displayed, then it’s not traffic from your computer that’s caus-
ing the slowdown, so you need to look elsewhere. Chapter 22 covers net-
work troubleshooting in a lot more detail, so we’ll leave the Networking
tab alone for now.

The Users tab enables you to log off other users if you have the proper
permissions. You can also log off from here. There’s not much else to say,
but since the CompTIA A+ 220-802 exam objectives want this tab used in a
scenario, here’s one hypothetical. Another user is still logged on and left a
critical file open that you need to access. Logging the user off forces his or
her applications to close and makes the file available. Of course, unsaved
changes will be lost, so use caution here.

The tasklist and taskkill Commands

The two command-line utilities tasklist and taskkill enable you to work
with tasks, similarly to what you can do with the Task Manager. The tasklist
command enables you to view running processes on a local or remote sys-
tem. Open up a command prompt and type tasklist. The following is a
partial example of the output:

C:\Users\mike>tasklist

Image Name PID Session Name Session# Mem Usage
System Idle Process 0 Services 0 24 K
System 4 Services 0 940 K
smss.exe 268 Services 0 340 K
CcsSrss.exe 372 Services 0 2,388 K
wininit.exe 444 Services 0 968 K
csrss.exe 452 Console 1 9,788 K
winlogon.exe 500 Console 1 2,420 K
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services.exe 544 Services 0 4,536 K
svchost .exe 756 Services 0 4,320 K
MsMpEng . exe 828 Services 0 42,164 K
atiesrxx.exe 904 Services 0 824 K
notepad. exe 3932 Console 0 6,612 K

You can kill a process using the taskkill command. See the notepad.exe
listing in the preceding tasklist output? You can kill the process using either
the name or the PID, as shown here:

Performance Console

The Task Manager is good for identifying current problems, but what
about problems that happen when you're not around? What if your sys-
tem is always running at a CPU utilization of 20 percent—is that good or
bad? Windows XP provides a tool called the Performance console that logs
resource usage so you can track items such as CPU and RAM usage over
time. Performance is an MMC console file, perfmon.msc, so you call it from
Start | Run or through the Performance icon in Administrative Tools. Use
either method to open the Performance console (see Figure 15.27). As you
can see, there are two nodes, System Monitor and Performance Logs and
Alerts.

Objects and Counters

To begin working with the Performance console, you need to understand
two terms: object and counter. An object is a system component that is given

Performance

@ File Action \View Favorites Window Help - e x|
- = | 2m 2 mE
. D Q%G Bad +Xe eE 06 @
i gﬁsvstem Monitor = ==
B ﬁ Performance Logs and Alerts 100 =
S0
80
70
&0
50
40
30
20
10 J/\
1]
Last 0,000 Average | 56,993  Minimum | 0.000
Maximum 3369792 Duration | 140
Color | Scale Counter Instance | Parent | Object Computer
1,000 Pagesfzec Memory WCOMPUTERA
100,000  Avg, Disk Queue Length  _Total PhysicalDisk  \\COMPUTERA
1,000 % Processor Time _Total Processor WWCOMPUTERA

* Figure 15.27

Performance console
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Add Counters

() Use local computer counters
() Select counters from computer;

WCOMPUTERA v |

Performance object:

| Processor bt |

() & courters
(5) Select counters from list

% User Time s

C1 Transttions/sec — | |0
2 Transitions/'sec

3 Transttions/sec

DPC Rate

DPCs Queued/sec =
v

() &l instances
(%) Select instances from list:

a set of characteristics and can be managed by the oper-
ating system as a single entity. A counter tracks specific
information about an object. For example, the Processor
object has a counter, %Processor Time, that tracks the per-
centage of elapsed time the processor uses to execute a
non-idle thread. Many counters can be associated with an
object.

System Monitor

System Monitor gathers real-time data on objects such as
memory, physical disk, processor, and network, and dis-
plays this data as a graph (line graph), histogram (bar
graph), or simple report. When you first open the Per-

formance console, System Monitor shows data in graph
form. The data displayed is from the set of three counters
listed below the chart. If you want to add counters, click
the Add button (the one that looks like a plus sign) or

Explain Text - WCOMPUTERA\Processor\lnterrupts/sec

press CTRL-1 to open the Add Counters dialog box. Click the
Performance object drop-down list and select one of the

Intemupts/sec is the average rate, in incidents per second, at whichthe &
processor received and serviced hardware intemrupts. f does not include
deferred procedure calls {DPCs), which are counted separately. This &
value is an indirect indicator of the activity of devices that generate

intemupts, such as the system clock, the mouse, disk drivers, data -

many different objects you can monitor. The Add Coun-
ters dialog box includes a helpful feature: you can select
a counter and click the Explain button to learn about the
e counter, as shown in Figure 15.28. Try that now.

Even with just three counters selected, the graph can

* Figure 15.28  Add Counters dialog box
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get a little busy. That’s where one of my favorite System

Monitor features shines. If you want the line of charted

data from just one counter to stand out, select the coun-

ter in the list below the graph and then press CTRL-H. See

how this trick makes the %Processor Time line stand out
in Figure 15.29? Imagine how useful that is when you are monitoring a
dozen counters.

Performance Logs and Alerts

The Performance Logs and Alerts snap-in enables Windows to create a writ-
ten record of just about anything that happens on your system. Do you
want to know if someone is trying to log on to your system when you're
not around?

To create the new event log, right-click Counter Logs and select New
Log Settings. Give the new log a name—in this example, “Unauthorized
Accesses.” Click OK, and a properties dialog box for the new log appears,
similar to that shown in Figure 15.30.

To select counters for the log, click Add Counters and then select the
Use local computer counters radio button. Select Server from the Performance
object pull-down menu and then select Errors Logon from the list of coun-
ters; click Add and then click Close.

Back in the properties dialog box for your new log, click the Schedule
tab and set up when you want this thing to start running—probably at
the end of the workday today. Then select when it should stop logging—
probably tomorrow morning when you start work. Click the Log Files tab
to see where the log file will be saved—probably C:\PerfLogs—and make a
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Performance

B Fle Action View Favorits Window Help =] x|
- = | 2 o
(E3 console Root D E @ ° e
£ & 2
System Monitor
@-ﬁ Performance Logs and Alerts 100
S0
80
70
&80
50
40
30
20
10 ﬂ ’
X L
i
Last | 12,500 Average | 3.812  Minimum | 0.000
Maximum | 51,563 Duration | 140
Color | Scale I Counter I Instance | Parent | Ol_ajict I Computer I |
1,000 Pages/sec — e Memory VWCOMPUTERA
100,000 Avg, Disk Queue Length _Total - PhysicalDisk VCOMPUTERA
V\COMPUTERA

* Figure 15.29  Pressing ctri-H makes one set of data stand out.

(E3 console Root General | Log Files " SChEdLﬂEl

3 aﬁ System Monitor
B--ﬁ Performance Logs and Alerts
32 counter Logs

Trace Logs
} ¥ dlerts This log begins immediately after you apply changes.

Cument log file name: bSystem...
- \Perflogs'\Unauthorized Accesses 000001 blg

Counters:

[AddObJecls...J [Acld Cuurrters...] Remove

Sample data eveny

° Figure 15.30 Creating a new performance log

note of the filename. The filename will consist of the name you gave the log
and a number. In this example I named the new performance log “Unau-
thorized Accesses,” so the filename is Unauthorized Accesses_000001.blg.
When you come back in the morning, open the Performance console,
select Performance Logs and Alerts, and then select Counter Logs. Your
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[l Performance

LX)

@ File Action View Favorites Window Help & x|
€+ BEXESEER @5
(2 Console Root Mame Comment LogFileT,.. | LogFile Mame

3&' System Monitor ' System Overview This sample log provides an o...  Binary File C:i'\PerfLogs'System. ..

=] ﬁ Performance Logs and Alerts
& Counter Logs
20| Trace Logs

Unauthorized Accesses

C:\PerflLogsiUnauth. ..

Binary File

Alerts

* Figure 15.31

The Windows Experience

Index runs on a scale from 1.0 to
7.9 and gives you a pretty good
gauge of the relative strengths
and weaknesses of a system.
The system in Figure 15.32,

for example, has a CPU near
the top of the chart (it's an Intel
Core i7) and lots of fast RAM

(8 GB), but a relatively modest
hard drive. So the next obvious
upgrade to this system would
be to move from a platter-based
drive to a solid-state drive. Disk
performance would certainly
jump dramatically.

Stopping the performance log

log should be listed on the right. The icon by the log name will be green if
the log is still running or red if it has stopped. If it has not stopped, select
it and click the Stop button (the one with the black square, circled in Fig-
ure 15.31).

To view the log, open the Performance console, select System Monitor,
change to Report view, and load the file as a new source by using the log’s
properties dialog box.

Performance Tools in Windows Vista and
Windows 7

Microsoft improved on the Performance console dramatically with Reliabil-
ity and Performance Monitor in Windows Vista and yet again with Perfor-
mance Monitor in Windows 7. Reliability and Performance Monitor still has
a complete Performance console with all the objects and counters you see
in Windows XP, but it adds an excellent Resource Overview, a Reliability
Monitor tool, and a much more flexible way to use counters with Data Col-
lector Sets and Reports. Performance Monitor in Windows 7 functions almost
identically to Reliability and Performance Monitor in Windows Vista, but
Microsoft pulled out the Reliability tool to make the remaining tool smaller
and tighter.

You can open Reliability and Performance Monitor /Performance Moni-
tor by starting the Performance Information and Tools applet in Control
Panel. The initial screen is the Rate and improve your computer’s performance
screen (see Figure 15.32), which shows how your computer’s hardware
stacks up in the Windows Experience Index. Click the Advanced tools link
in the left task area. Then click on Open Reliability and Performance Moni-
tor or Open Performance Monitor, depending on the Windows version. You
can also open the tool by going to Start | Search bar, typing perfmon.msc,
and pressing ENTER.

Reliability and Performance Monitor in Windows Vista opens to a
Resource Overview screen (see Figure 15.33). Think of the Resource Over-
view as an advanced Task Manager, giving details on CPU, hard drive, net-
work, and memory usage.

When you click on one of the four bars, you get details on exactly which
processes are using those resources—a powerful tool when you suspect a
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(ol e |

@@v‘. v Control Panel » All Control Panel ltems » Performance Information and Tools - |&f| | Search Con... 2 ‘

Control Panel Home 2 i @

Rate and improve your computer's performance

B Adjust visual effects The Windows Experience Index assesses key system components on ascale of 1.0t0 7.9,

Adjust indexing options
Adjust power settings

Component What is rated Subscore Base score
Open disk cleanup

Processor: Calculations per second 16
Advanced tools

Memory (RAM): Mernory operations per second T8
Graphics: Desktop performance for Windows 73
Aero
‘Gaming graphics: 32;:[::::::“ inlgdie s 13 Det.ermiHEd by
B lowest subscore
Primary hard disk: Disk data transfer rate 58
" e : i = ./ View and print detailed performance and
|@I What do these numbers mean? - Lysterminkdmation
I.-"_“I Tips for improving your computer's
< performance,
Learn mere about scores and software
online
See also =
' Your scores are current HRe-run the assessment
Action Center Last update: 4/17/2012 8:45:35 AM

* Figure 1532 Performance Information and Tools showing the computer’s rating on the Windows
Experience Index

@ Reliability and Performance Monitor

@ File Action View Favorites Window Help
AL |

@ Reliability and Performance
4 | gw Monitoring Tools
B8 Performance Monitor CPU 100% Disk 100 KB... Metwork 56 Kbps
== Reliability Monitor |
&+ L34 Data Collector Sets
> L Reports

Resource Overview (a) i

Memory 100 Hard...

60 Seconds 0% 0

]
lCPU M 0% [T 100% Maximum Frequency 6 J
{ Disk 8 20 KB/sec B 25 Highest Active Time (=) J
[ Network . 3 Kb.;.:s . 0% Metwork Utilization \:.' J
‘ Memqry 8 0 Hard Faults/sec ¥ 41% Used Physical Memory ‘
Learn More

= Resource View Help « Create a Data Collector Set and Diagnosis Report

» Performance Maonitor Help » Maonitar System Activity with Performance Monitor

« Data Collection Help * Schedule and Manage Data

* Figure 15.33  Resource Overview in Windows Vista
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@ Reliability and Performance Monitor E@lﬂ
@ File Action View Favorites Window Help [=]=]x]
@ Reliability and Performance : s

4 [y Monitoring Tools L(ipu i 0% [ 100% Maximum Frequency - |
B8 Performance Monitor || 5 — e —
5 == Reliability Monitor ‘ Disk g 0 MB/sec E 0% Highest Active Time - |
i L4 Data Collector Sets ~
e Ll Network B 2 Kops B 0% Network Ltilzation -
Image FID Address Send (B/.. Receive(B.. Total(B/m.. * | —
iexplore.exe 460 ©3-235-20-59 6,060 237,214 243,274
iexplore.exe 460 www7 4100 194 447 198,547
iexplore.exe 460 51842218 21,79 75,322 97,118 &
iexplore.exe 460 157,56,51.123 1,620 5619 7,239
iexplore exe 460 www-15-03-frel 837 4,901 5,788
iexplore exe 312 www7 292 1676 1,968
svchost.exe (NetworkSer... 1360 FIBTesting [ 1133 1133
iexplore.exe 460 63-235-20-49 239 520 759
iexplore.exe 460 FIBTesting 306 306 612 - ||z
\ nilen-uux= 8 0 Hard Faults/sec [ 50% Used Physical Memory (=) |
+ Resource View Help » Create a Data Collector Set and Diagnosis Report
« Performance Monitor Help « Monitor System Activity with Performance Maonitor
« Data Collection Help « Schedule and Manage Data |

The Reliability Monitor tool * Figure 15.34  Network bar in Resource Overview

gives you an overview of how

GRRe & v ediover time, program might be hogging something! Figure 15.34 shows the Network bar

howing important t h .
IRl o Svents SUG opened to reveal the processes using the network and how much data each
as application or OS crashes. ) )
is sending.

You can find the tool in Windows
7 as part of the Action Center Performance Monitor in Windows 7 opens to a more modest screen that

Control Panel applet. displays some text about Performance Monitor and a System Summary (see

-
(&) Performance Monitor (= | B [
[=1=]=]

() File Action View Window Help

e=|EH
(&) Performance| T
4 L@ Monitoring Tosls ¥ formance Monitor
I Performance Monitor W You can use Performance Monitor to view performance data cither in real time or from a log file. Create Data Collector Setsto
1+ L5 Data Collector Sets (L configure and schedule performance counter, event trace, and configuration data collection so that you can analyze the results
» [y Reports and view reports,

To begin, expand Monitering Tools and click Performance Monitor, or expand Data Collector Sets or Reports.
The new Resource Monitor lets you view detailed real-time information about hardware resources (CPU, disk, network, and
memory) and system resources (including handles and modules) in use by the operating system, services, and running
applications. In addition, you can use Resource Monitor to stop processes, start and stop services, analyze process deadlocks, view
threzad wait chains, and identify processes locking files,

Open Resource Monitor

|System summary

\\SABERTOOTH
Processor Information _Total 0._Total 0.0 01 02
% Interrupt Time 0.000 0.000 0.000 0.000 0.000
% Processor Time 0,846 0846 1627 0.065 0.065
Parking Status 0.000 0.000 0.000 1.000 1.000

™

|Learn More

* Using Performance Monitor

« Working with Performance Monitor Reports

# Schedule and Manage Data

Done

* Figure 15.35  Initial Performance Monitor screen in Windows 7
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Figure 15.35). You can get (op———— (e e |

to the Overview screen by e ——
clicking the Open Resource |Overview [epu. [ Memony [k, [ Network]
Monitor link on the main cPu B 2% CPU Usage = 45% Marimum Freaueng (&) | 7| (3] Views._ [l
screen. ASide from Orient_ ] tmage PID Descrip... Statf.ls Threads CPU  Averag.. * CPU 100%
ll‘lg the graphical screens [ perfmon.exe 4416 Resour.. Runni.. 18 ] 032 o
|:| dwm.exe 3620 Deskto... Runni.. T 1} 0.25
on the rlght rather than on [[] perfmon,exe 2656 Resour..  Runni.. 18 0 0.22
. |:| perfman.exe 2392 Resour.. Runni.. 15 0 0.21
the top, the tOOl 1S the same |:|xnwew.exe 4784 XnVie... Runni... 14 a 0.20
th R O . |:| perfmon.exe 5292 Resour.. Runni.. 13 0 019
as € esource Verview [] suchost.exe (LocalSystemet... 638 Host Pr...  Runni... e} [l 0.19 60 Seconds 0%
in Windows Vista (See Fl _ [ explorer.exe 3648 windo.. Runni. 45 0 0.10 Disk 100 KB/sec
g DSystemInterrupts - Deferr.. Runni... - ] 010 - |
ure 15.36). = : : 3
. Disk i 0 KB/sec Disk /0 B 0% Highest Active Time (v ‘
The Performance Moni- | :
tor option you can select INetwork ¥ 11 Kops Network O B 03 Network Utilization (~) J
under Monitoring TOOIS ln |Meﬂ'|oq .Dl—lamFaultsf;ec -B%Usumf;.icaLMemnq '\:w ‘
either version of the OS is
simply a re-creation of the
Performance console and
works as described earlier . L=
fo]_' Windows XP (see Flg- Memory 100 Hard Faults/sec
ure 15.37). This is a great tool

for quick checks on specific %

counters.
Microsoft included Data o Figurg 15.36  Resource Monitor displaying CPU usage

Collector Sets in Reliabil-

ity and Performance Moni-

tor and Performance Monitor, groupings of counters you can use to make

reports. You can make your own Data Collector Sets (User Defined) or you

@ Reliability and Performance Monitar @M
@ File Action View Favorites Window Help | |
e 1EE=Hm
@ Reliability and Performance - B v| X 7 ‘ B EER | 1 b” H
4 g Monitoring Tools
B8 Performance Monitor
= Reliahility Monitor 1
[ Lz Data Collector Sets
I L Reports
- Rep 804
60+
40+
204
0 T T
4:15:45 PM 4:16:15 PM 4:16:44 PM 4:17:23 PM
Last [ 0.000 Average | 0871 Minimum | 0.000
Maximum | 32,258 Duration | 1:40
Show Color Scale Counter Instance Parent  Object Computer

* Figure 15.37  Reliability and Performance Monitor
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@ Reliability and Performance Monitor lilglg

@ File Action View Favorites Window Help |_7!|E”)7(7|

e fE XK= BE/mEC

@ Reliability and Performance - = " - -
« | g Monitoring Tools | M'FT"S"“ “.“"e.‘.’ pla_gnn_stlt_:s g_eport = ‘
B8 Performance Monitor . _ —
5 Reliability Monitor E‘agn"““’ Besults = & ‘
4 _;i- Data Collector Sets =
& [3 User Defined jptormationa,
o i, System Severity: @ Information
¥ LAN Diagnostics Warning: Mo problems found on this computer.
7 System Diagnostics
¥ System Performance Basic System Checks
o J
Wil Dlagnost\cs Tests Reszult Description
went Trace Sessions - =
[E Wired Network Checks Passed Troubleshooter logic related to the Wired Network state
1) Startup Event Trace Sessions
4 [ Reports Test Groups Tests Failed Description
ﬂ User Defined Check For Enabled Wired Adapters 1 i) Passed
4 ﬂ System
a L[ LAN Diagnostics lWired Networking Troubleshooting Information =] (+) J
&l wired = = s =
» [ System Diagnostics | Software Configuration @ |
[ _ﬁ System Performance —
i+ [ Wireless Diagnostics |H-'*""-5“""3")"‘3 Configuration @ |
| System State G) |
| Wired Network Configuration @ |
| Wired Trace &) |
Traces Top: & of &
Trace File
OneX Trace
Wired Dig Trace
Wired Group Policy Trace
Msmsec Trace
Wired Auto-Configuration Service Trace
Wired AutoConfiguration EventLog

Done

d Figure 15.38  Sample report

The CompTIA A+ exams

aren’t going to ask too many
detailed questions on either
Performance Monitor or
Reliability and Performance
Monitor.That doesn’t mean you
can ignore these amazing tools!
Make sure you understand that
these tools give you the power
to inspect anything happening
on your system to help you
diagnose problems.

canjust grab one of the predefined system sets. Once you start a Data Collec-
tor Set, you can use the Reports option to see the results (see Figure 15.38).
Data Collector Sets not only enable you to choose counter objects to track,
but also enable you to schedule when you want them to run.

Tools for Programmers

Back in Chapter 4, I discussed many of the tools available under Adminis-
trative Tools in Control Panel. I left out two applets that I want to discuss
now for two reasons: first, because they’re covered on the CompTIA A+
220-802 exam, and second, because they deal with some low-level function-
ality in Windows that affects how a lot of applications are programmed.
Read on to find out more about the Component Services and Data Sources
(ODBC) applets.

Component Services

To understand all that Component Services can do would require a huge
amount of information—far greater than the scope of CompTIA’s A+ exams.
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Simply put, as long as Windows has existed, Microsoft has come up with
many tools (with names like COM, DCOM, and COM+) to enable program-
mers to share data objects (an element of programs) between applications
on a single computer. Over time, this sharing was extended so that you
could share objects between computers on a network.

In almost all cases, this object sharing doesn’t require you to do any-
thing more than install an application that uses these features. Component
Services is there, however, for those very rare times when something’s
either wrong or a programmer needs you to make manual changes (see
Figure 15.39). If you have a company that creates in-house or buys cus-
tom applications, there’s a better than good chance that you’ll be firing up
Component Services and working with programmers, manually installing
programs, and tweaking those programs to get them to work the way you
wish. Professional, third-party applications (the kind you buy in stores)
should automatically configure any of these programs during the installa-
tion process, making it extremely rare that you'll need to go into Compo-
nent Services.

Every version of Windows has Component Services, but there’s no
ready-to-go icon in Windows XP or Windows Vista. You'll need to make a
custom MMC and load Component Services from there.

Data Sources

One of the oldest and most common motivations to make networks is the
idea of a number of computers accessing one or more shared databases.
These computers might not all be running the same operating system, nor

-
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* Figure 15.39  Component Services in Windows 7
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will they always use the same application to access those databases. That’s
where Open Database Connectivity (ODBC) really shines. ODBC is a cod-
ing standard that enables programmers to write databases and the appli-
cations that use them in a way that they can query ODBC to see how to
locate and access a database without any concern about what application or
operating system is used.

Microsoft’s tool to configure ODBC is called ODBC Data Source Admin-
istrator (see Figure 15.40). Data Source Administrator enables you to create
and manage entries called Data Source Names (DSNs) that point ODBC to
a database. DSNs are used by ODBC-aware applications to query ODBC
to find their databases. Keep in mind that you’ll rarely go into Data Source
Administrator unless you're making your own shared databases.

,
%/ ODBC Data Source Administrator ﬂ

User DSN | System DSN | File DSN | Drivers | Trecing | Connection Posling | About |

Uszer Data Sources:

Name Driver Add..
dBASE Files Microsoft Access dBASE Driver (*dbf, *ndx

Rem
Excel Files Microsoft Bxcel Driver ("xds, "axdsx, “xdsm, “x
MS Access Database Microsoft Access Driver {"mdb, " accdb) Corfigure...

¢ | i1l | 3

An ODBC User data source stores information about how to connect to
E| the indicated data prowider. A User data source is only visible to you,
—— and can only be used on the curent machine.

* Figure 15.40  Data Source Administrator in Windows 7
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Chapter |5 Review

B Chapter Summary

After reading this chapter and completing the
exercises, you should understand the following about
Windows under the hood.

Work with the Registry

The Registry is a huge database that stores
everything about your PC, including information
on all of the hardware in the PC, network
information, user preferences, file types, and more.
Registry files are stored in the \ %SystemRoot%\
System32\config folder.

To edit the Registry, you use regedt32 (or regedit),
also known as the Registry Editor.

The Registry is organized in a tree structure similar
to the folders on a PC. The five root keys of the
Registry are HKEY_CLASSES_ROOT, HKEY_

CURRENT_USER, HKEY_USERS, HKEY_LOCAL _

MACHINE, and HKEY_CURRENT_CONFIG.

Root keys are divided into subkeys, which are
divided into values. In the Registry Editor, keys are
listed on the left and values are listed on the right.

The Registry Editor’s export feature enables you to
save either the full registry or only a single rootkey
or subkey (with all subkeys and values under it).

Understand and observe in detail the Windows
boot process

The Windows installation creates several files and
folders that an OS needs to run a PC.

Each version of Windows boots differently.
Windows XP was the last version of Windows to
use the ntldr boot process. Windows Vista and
Windows 7 boot using Windows Boot Manager
(bootmgr).

Windows XP distinguishes between the files that
start the OS (system files) and the rest of the OS
files. The system files include ntldr (NT Loader),
boot.ini, and ntdetect.com. If you boot from a SCSI
hard drive, you also need ntbootdd.sys.

To boot Windows XP, the CPU wakes up and runs
the system BIOS. BIOS looks for the first bootable
drive’s partition table and finds a boot sector
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marked as active. The boot sector takes control
from BIOS and reads the master file table (MFT).
The MFT points to the Windows XP system files.
The system files point to the boot files (which
include ntoskrnl.exe, the \Winnt\System32\
Config\System file, and the device drivers) and
the GUI loads. The OS is then up and running and
ready to work.

The Windows XP OS files can reside on any
partition or volume in the PC.

Windows Vista and Windows 7 use a very different
boot process than Windows XP. Windows Vista/7
supports both BIOS and UEFI; the process is
slightly different between the two.

In a BIOS-based system, BIOS loads, and looks for
the master boot record (MBR). The MBR scans for a
system partition and loads the boot sector. The boot
sector points to the Boot Manager (bootmgr) and
Windows loads.

In a UEFI system, neither the MBR/GPT nor the
file system boot code is run. UEFI simply loads
Boot Manager directly.

In addition to booting Windows, Boot Manager is
also responsible for controlling dual-boot systems.
The Boot Configuration Data (BCD) file contains
information about the various OSs installed on the
system, along with instructions for how to load
each of them.

Control processes and services

In Windows, programs are executable files waiting
on a mass storage device. When you start a
program, Windows loads it into RAM as a process.
The CPU reads the process and the process tells the
CPU which chunks of code to run.

The Windows Task Manager is the one-stop-shop
for anything to do with applications, processes,
and services (Windows Vista/7). To open the Task
Manager, press CTRL-SHIFT-ESC OF CTRL-ALT-DELETE
and select Task Manager. Alternatively, go to Start
| Run or Start | Search, type taskmgr, and press
ENTER.
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The Applications tab shows all the running
applications on your system. Here, you can force
an unruly application to shut down. You can also
switch to open applications, start a new task (open
an application), or see the appropriate process for
the application.

The Processes tab lists all the running processes,
including any running applications and services.
The list of processes shows the name and the user
who started the process. You can also display the
Process Identifier (PID), which is how Windows
refers to each process.

From the Processes tab, you can end a process,
find the executable associated with the process,
debug, set UAC Virtualization, create a dump file,
set priority and affinity, and see the associated
services.

The Task Manager will show you all the services on
your computer, but for more options, you should
use the Services applet in Administrative Tools.
Here you can start, stop, and configure all of your
services. You can also set if and when the service
will load when you boot Windows.

The Performance tab shows you CPU usage,
memory usage, and the size of the disk cache. You
can switch to the Processes tab to see which process
is using your resources.

The Users tab enables you to log off your own
account or another user’s account.

The tasklist command is the command-line version
of the Task Manager. Here, you can view and end
processes by name or PID.

The Performance console enables you to create logs
that track CPU, memory, and other resource usages
over time. To track these resources, you must set
up objects (the resources you wish to track) and
counters (the measurements used to track the
objects).

System Monitor gathers real-time data on objects
such as memory, physical disk, processor, and
network, and displays this data as a graph (line
graph), histogram (bar graph), or simple report.
Think of System Monitor as a more detailed,
customizable Task Manager.

The Performance Logs and Alerts snap-in enables
Windows to create a written record of just about
anything that happens on your system.

Reliability and Performance Monitor in Windows
Vista and Performance Monitor in Windows 7
improve on Windows XP’s Performance console.
They include the older console, but add the
Resource Overview /Resource Monitor, Reliability
Monitor (Vista only), and Data Collector Sets and
Reports.

Think of the Resource Overview/Resource Monitor
as an advanced Task Manager, giving details on
CPU, hard drive, network, and memory usage.
When you click on one of the four bars, you get
details on exactly which processes are using those
resources—a powerful tool when you suspect a
program might be hogging something.

Microsoft included Data Collector Sets in
Reliability and Performance Monitor /Performance
Monitor, groupings of counters you can use to
make reports. You can make your own Data
Collector Sets (User Defined) or you can just grab
one of the predefined system sets.

Explore Windows tools for programmers

m  Component Services enables programmers to

share data objects between applications on a

single computer or over a network. Professional,
third-party applications (the kind you buy in
stores) should automatically configure any of
these programs during the installation process,
making it extremely rare that you'll need to go into
Component Services.

ODBC is a coding standard that enables
programmers to write databases and the
applications that use them in a way that they

can query ODBC to see how to locate and

access a database without any concern about
what application or operating system is used.
Microsoft’s tool to configure ODBC is called Data
Source Administrator. Data Source Administrator
enables you to create and manage entries called
Data Source Names (DSNs) that point ODBC to a
database.
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B Key Terms

Applications (530)

Boot Configuration Data (BCD) (529)
boot.ini (526)

bootmgr (525)

Component Services (546)

counter (540)

file association (52/)

ntdetect.com (528)

ntldr (525)

object (540)

ODBC Data Source Administrator (548)
Performance (536)

B Key Term Quiz

Performance console (539)
Performance Logs and Alerts (540)
Performance Monitor (542)
Processes (530)

Registry (519)

Reliability and Performance Monitor (542)
root keys (519)

Services (535)

System Monitor (540)

Task Manager (530)

tasklist (538)

Use the Key Terms list to complete the sentences that
follow. Not all terms will be used.

1. The Windows XP boot process uses
to track all of the installed
operating systems.

2. is a command-line version
of the Task Manager.

3. The tab in the Task Manager
displays overall CPU and memory usage.

4. The Performance console requires
a(n) and a(n)
to create logs about resource

usage.

5. When you open the Registry Editor, you will see
the five on the left side of
the window.

B Multiple-Choice Quiz

6. You can right-click on an item in the
tab of the Task Manager to
see the associated services.

7. Windows 7 uses , instead of
ntldr, to boot the OS.
8. The tracks everything

about your computer, from file types to user
preferences.

9. You can open the
pressing CTRL-SHIFT-ESC.

directly by

10. When programmers need to use objects
across multiple applications, they turn to

1. Which of the following tabs is not found in the
Task Manager?

A. Applications
B. Processes
C. Services

D. Objects

2. Which of the following root keys contains
the data for a system’s non-user-specific
configurations?
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HKEY_LOCAL_MACHINE
HKEY_USERS
HKEY_CURRENT_USER

. HKEY_CLASSES_ROOT

3. What replaced the role of boot.ini in the
Windows Vista/7 boot process?

oS0 wp

A. Processes

B. ntldr
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C. Boot Configuration Data

D. Data Sources

. What is the name of the command-line command

for killing tasks?
A. kill

B. taskkill

C. processkill
D. appkill

. With what is every application and service in

Windows associated?
A. An object

B. A counter

C. A component

D. A process

. Which of the following are organized inside the

Registry’s root keys? (Select two.)
A. Subkeys

B. Subfolders

C. Values

D. Objects

. Which of the following programs reads the

boot.ini file to launch Windows XP?

A. Reliability and Performance Monitor
B. bootmgr

C. ntldr

D. Tasklist

. Which of the following options are available

when you right-click on a process in the Task
Manager’s Processes tab? (Select two.)

A. Start Service

B. Go to Service(s)
C. Go To Process
D. Set Priority

Mark wants to monitor a PC that’s been having
performance issues overnight. He needs some-
thing that will record the data while he’s away
from the computer. Which tool should he use?

A. Performance Logs and Alerts
B. Task Manager

C. System Monitor

D. Registry

10.

11.

122,

13.

14.

158

Which of the following statements about booting
in Windows 7 is true?

A. BIOS does not use bootmgr.

B. UEFI looks for the MBR, which finds the boot
code that launches bootmgr.

C. BIOS looks for the MBR, which finds the boot
code that launches bootmgr.

D. UEFI does not use bootmgr.

From which tab in the Task Manager can you set
priority and affinity from a context menu?

A. Services
B. Applications
C. Performance
D. Processes

What is the name of the coding standard that
enables programmers to write databases and
applications that interact independently of the
operating system used?

A. Open Database Connectivity

B. Services

C. Component Services

D. Reliability and Performance Monitor

How do you open the Registry Editor from the
command prompt? (Select two.)

A. regedit
B. regedt32
C. regeditor
D. rgstry

Which of the following is not a system file
necessary for booting Windows XP?

A. ntldr

B. boot.ini

C. ntdetect.com
D. bootmgr.efi

Which of the following key combinations opens
the Task Manager?

A. CTRL-ALT-SHIFT
B. sHIFT-F5
C. CTRL-SHIFT-ESC

D. WINDOWS LOGO-PAUSE/BREAK
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B Essay Quiz

1. You work for a company that uses both Windows
XP and Windows 7 machines. The Windows
XP machines need to boot using BIOS, but the
Windows 7 systems have been set up with UEFL
Your non-tech boss wants to know more about
how Windows works. Explain to him the boot
processes for both Windows XP and Windows 7
(with UEFI).

2. Your coworker Mike just discovered the Task
Manager. He’s been wreaking havoc on his
applications, starting and stopping services,

and killing processes left and right. You notice
his behavior and decide to clue him in on how
processes really work. Explain the differences
and connections between applications, processes,
and services.

3. Your boss wants you to help him disable several

startup programs that have been slowing down
his PC. He thinks the best way for you to do this
is in the Registry. Before you begin your work,
explain to him the importance and the dangers of
the contents of the Registry.

Lab Projects

* Lab Project 15.1

The Task Manager is a powerful utility. Open it and
take a look around. In the Applications tab, right-

click on an application and select Go To Process. On
the Processes tab, right-click on a process and select

* Lab Project 15.2

Try tracking your CPU and RAM usage over time.
Open the Performance tool in any current version of
Windows and set up some objects and counters to
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Go to Service(s). Explore these connections until
you understand how it all fits together. This is also a
great time to try ending a task or killing a process.

monitor the information. How does this tool differ
from the Task Manager’s Performance tab?
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