@ Implementing Hard Drives

“Wisely and slow; they stumble
that run fast.”

—SHAKESPEARE, ROMEO AND JULIET,
AcTt 2, SCENE 3

“
In this chapter, you will learn From the standpoint of your PC, a freshly installed hard drive is nothing more
how to than a huge pile of sectors. Sure, CMOS recognizes it as a drive—always a
Explain the partitions available step in the right direction—but your operating system is clueless without more
in Windows

information. Your operating system must organize those sectors so you can use
Discuss hard drive formatting

. the drive to store data. This chapter covers that process.
options

Partition and format hard drives

Maintain and troubleshoot hard
drives
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Historical/Conceptual

After you've successfully installed a hard drive, you must perform two
more steps to translate a drive’s geometry and circuits into something the
system can use: partitioning and formatting. Partitioning is the process of
electronically subdividing the physical hard drive into smaller units called
partitions. A hard drive must have at least one partition, and you can create
multiple partitions on a single hard drive if you wish. In Windows, each of
these partitions typically is assigned a drive letter such as C: or D:. After
partitioning, you must format the drive. Formatting installs a file system
onto the drive that organizes each partition in such a way that the operating
system can store files and folders on the drive. Several types of file systems
are used by Windows. This chapter will go through them after covering
partitioning.

Partitioning and formatting a drive is one of the few areas remaining
on the software side of PC assembly that requires you to perform a series
of fairly complex manual steps. The CompTIA A+ 220-802 exam tests your
knowledge of what these processes do to make the drive work, as well as
the steps needed to partition and format hard drives in Windows XP, Vista,
and 7.

This chapter continues the exploration of hard drive installation by
explaining partitioning and formatting and then going through the process
of partitioning and formatting hard drives. The chapter wraps with a dis-
cussion on hard drive maintenance and troubleshooting issues.

Hard Drive Partitions

Partitions provide tremendous flexibility in hard drive organization. With
partitions, you can organize a drive to suit your personal taste. For exam-
ple, I partitioned my 1.5-terabyte (TB) hard drive into a 250-GB partition
where I store Windows 7 and all my programs, a second 250-GB parti-
tion for Windows Vista, and a 1-TB partition where I store all my personal
data. This is a matter of personal choice; in my case, backups are simpler
because the data is stored in one partition, and I can back up that partition
without including the applications.

You can partition a hard drive to store more than one operating system:
store one OS in one partition and create a second partition for another OS.
Granted, most people use only one OS, but if you want the option to boot to
Windows or Linux, partitions are the key.

802

Windows supports three different partitioning methods: the older but more
universal master boot record (MBR) partitioning scheme, Windows’ propri-
etary dynamic storage partitioning scheme, and the GUID partition table
(GPT). Microsoft calls a hard drive that uses either the MBR partitioning
scheme or the GPT partitioning scheme a basic disk and calls a drive that
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This chapter uses the term

“hard drive” as a generic term
that covers all the drive types

Once you get into Windows,
the operating system doesn't
particularly care if the drive is

a platter-based hard disk drive
(HDD), a flash-based solid-state
drive (SSD), or some hybrid
combination of the two.The
tools and steps for preparing th
drives for data are the same.

you learned about in Chapter 11.

e
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I Techs often refer to MBR-

partitioned drives as “MBR
drives.” The same holds true for
GPT-partitioned drives, which
many techs refer to as “GPT
drives.”

|.The master boot record
looks for a partition with
an operating system.

Master Boot Record Code

uses the dynamic storage partitioning scheme a dynamic disk. A single Win-
dows system with three hard drives may have one of the drives partitioned
with MBR, another with GPT, and the third set up as a dynamic disk, and
the system will run perfectly well. The bottom line? You get to learn about
three totally different types of partitioning! I'll also cover a few other parti-
tion types, such as hidden partitions, tell you when you can and should
make your partitions, and demystify some of Microsoft’s partition-naming
confusion.

Master Boot Record

The first sector of an MBR hard drive contains the master boot record (MBR).
To clarify, hard drives that use the MBR partitioning scheme have a tiny
bit of data that is also called the
“master boot record.” While your
computer boots up, BIOS looks at
the first sector of your hard drive
for instructions. At this point, it
doesn’t matter which OS you use
or how many partitions you have.
Without this bit of code, your OS
will never load.

The master boot record also
contains the partition table, which
describes the number and size of
partitions on the disk (see Fig-

2.The partition table tells
the master boot record
where to look.

Partition Table

The master boot record

* Figure 12.1

Initial MBR Code

—_—

ure 12.1). MBR partition tables sup-
port up to four partitions—the par-
tition table is large enough to store
entries for only four partitions.
The instructions in the master boot
record use this table to determine
which partition contains the active
operating system.

After the MBR locates the
appropriate partition, the partition
boot sector loads the OS on that
partition. The partition boot sector
stores information important to its
partition, such as the location of the
OS boot files (see Figure 12.2).

MBR partition tables support

Partition
Table

Partition boot

sector

* Figure 12.2  Using the master boot record to boot an 0S

= Only one master boot record
and one partition table within
that master boot record exist per
MBR disk. Each partition has a
partition boot sector.

two types of partitions: primary
partitions and extended partitions.
Primary partitions are designed to
support bootable operating systems. Extended partitions are not bootable. A
single MBR disk may have up to four primary partitions or three primary
partitions and one extended partition.
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Primary Partitions and Multiple Operating Systems Partition Table

Primary partitions are usually assigned drive letters and appear in My
Computer/Computer (once you format them). The first primary parti-
tion in Windows is always C:. After that, you can label the partitions D:
through Z:.

Only primary partitions can boot operating systems. On an MBR disk,
you can easily install four different operating systems, for example, each
OS on its own primary partition, and boot to your choice each time you fire
up the computer.

Every primary partition on a single drive has a special setting stored
in the partition table called active that determines the active partition. The
MBR finds the active partition and boots the operating system on that par-
tition. Only one partition can be active at a time because you can run only
one OS at a time (see Figure 12.3).

To control multiboot setups, many people use a free, Linux-based boot
manager called Grand Unified Bootloader (GRUB), shown in Figure 12.4,
although some people prefer Partition Commander by Avanquest Software
to set up the partitions. When the computer boots, the boot manager soft-
ware yanks control from the MBR and asks which OS you wish to boot. Partitions don’t always get

Once a partition is set as active, the partition boot sector loads the operating drive letters. See the section
“Mounting Partitions as

Windows 7

Active

C:

Partition 4 Partition 3 Partition 2 Partition |

* Figure 123 The active partition
containing Windows

system.
Folders” later in this chapter

cue for details.
Extended Partitions B
With a four-partition limit, an MBR disk would be limited to only four drive
letters if using only primary partitions. An extended partition overcomes
this limit. An extended partition can contain multiple logical drives, each of
which can get a drive letter (see Figure 12.5).

GMU GRUB wersion 1.99-1Bubuntul

Ubuntu, with L ] covery mode) Partition Table

m

Partition 3 Partition 2 Partition |
O

Extended Partition

* Figure 124 GRUB in action * Figure 126 An extended partition
containing multiple
logical drives
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= Extended partitions do
not receive drive letters, but
the logical drives within an
extended partition do.

. The terms “volume” and

“partition” refer to the same
thing: a defined chunk of your
hard drive.

A logical drive works like a primary partition—it usually gets a drive
letter such as D: or E:—but you can’t boot an OS from it. You format it just
like you would a primary partition. The only difference is that each logical
drive is actually in the same extended partition.

Dynamic Disks

With the introduction of Windows 2000, Microsoft defined an entirely new
type of partitioning called dynamic storage partitioning, better known as
dynamic disks. Microsoft calls a drive structure created with dynamic disk
a volume. There is no dynamic disk equivalent to primary versus extended
partitions. A dynamic disk volume is still technically a partition, but it can
do things a regular partition cannot do.

First off, when you turn a hard drive into a dynamic disk, you can create
as many volumes on it as you want. You're not limited to four partitions.

Second, you can create—in software—new drive structures that youcan’t
do with MBR drives. Specifically, you can implement RAID, span volumes
over multiple drives, and extend volumes on one or more drives. Table 12.1
shows you which version of Windows supports which volume type.

Dynamic Disk Compatibility

Windows XP Windows Vista Business/  Windows 7 Professional/ Windows Server 2008/
Volume Professional Ultimate/Enterprise Ultimate/Enterprise Server 2008 R2
Simple X X X X
Spanned X X X X
Striped X X X X
Mirrored X X
RAID 5 X
Simple volumes work a lot like primary partitions. If you have a hard
~6- drive and you want to make half of it E: and the other half F:, for example,
“=>| Only the high-end you create two volumes on a dynamic disk. That’s it.

editions of each version of
Windows support dynamic
disks. This includes Windows
XP Professional; Windows
Vista Business, Ultimate, and
Enterprise; and Windows 7
Professional, Ultimate, and
Enterprise.
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Spanned volumes use unallocated space on multiple drives to create
a single volume. Spanned volumes are a bit risky: if any of the spanned
drives fails, the entire volume is lost.

Striped volumes are RAID 0 volumes. You may take any two unallocated
spaces on two separate hard drives and stripe them. But again, if either
drive fails, you lose all of your data.

Mirrored volumes are RAID 1 volumes. You may take any two unallo-
cated spaces on two separate hard drives and mirror them. If one of the two
mirrored drives fails, the other keeps running.

RAID 5 volumes, as the name implies, are for RAID 5 arrays. A RAID 5
volume requires three or more dynamic disks with equal-sized unallocated
spaces.

Mike Meyer's CompTIA A+ Guide to Managing and Troubleshooting PCs



RAID 5

You read about RAID 5 in Chapter 11, so turn there now and see if you
can answer these questions. What type of hard drives can do RAID 5?
What common phrase designates RAID 5 in the real world? How many
drives do you need to implement RAID 5?

GUID Partition Table

MBR partitioning came out a long time ago, in an age where 32-MB hard
drives were more than you would ever need. While it’s lasted a long time
as the partitioning standard for bootable drives, there’s a newer kid in town
with the power to outshine the aging partitioning scheme and assume all
the functions of the older partition style.

The globally unique identifier partition table (GPT) shares a lot with the
MBR partitioning scheme, but most of the MBR scheme’s limitations have
been fixed. Here are the big improvements:

m  While MBR drives are limited to four partitions, a GPT drive can
have an almost unlimited number of primary partitions. Microsoft
has limited Windows to 128 partitions.

®m  MBR partitions can be no larger than 2.2 TB, but GPT partitions
have no such restrictions. Well, there is a maximum size limit, but
it’s so large, we measure it in zettabytes. A zettabyte, by the way, is a
million terabytes.

m  Remember all the lies that MBR drives had to tell BIOS so that the
logical block addressing (LBA) looked like cylinder-head-sector
(CHS) values? With GPT disks, the lies are over. GPT partitioning
supports LBA right out of the box.

On paper, a GPT drive looks a lot like an MBR drive, except it’s arranged
by LBA instead of sectors (see Figure 12.6). LBA 0, for instance, is the protec-
tive MBR. This is a re-creation of the master boot record from MBR drives

so that disk utilities know it is a GPT

drive and don’t mistakenly over- Copy of GPT
at end of drive

write any partition data.

Instead of the old master boot
record and partition table, GPT
drives use a GPT header and parti-
tion entry array. Both are located at
the beginning and end of the drive
so there is a protected backup copy.
The partitions on a GPT drive go
between the primary and backup
headers and arrays, as shown in Fig- GPT

ure 12.6. GPTs are not fixed in size

You can configure only the 64-bit

versions of Windows Vista and * Figure 12.6  GUID partition table
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You first encountered UEFI

back in Chapter 8 in the “Beyond
A+" section. Even though UEFI
is not currently on the exams,
it's important for modern techs
to understand. So if you can’t
recall the details, please revisit
that chapter.

= CompTIA refers to a hidden
partition that contains a
restorable copy of an installed
OS as a factory recovery
partition.

Windows 7 to boot from GPT if you use a UEFI motherboard. All other
operating systems are out of luck when it comes to booting, but every cur-
rent version of Windows can use GPT on additional, non-boot drives.

Other Partition Types

The partition types supported by Windows are not the only partition types
you may encounter; other types exist. One of the most common is called
the hidden partition. A hidden partition is really just a primary partition that
is hidden from your operating system. Only special BIOS tools may access
a hidden partition. Hidden partitions are used by some PC makers to hide
a backup copy of an installed OS that you can use to restore your system
if you accidentally trash it—Dby, for example, learning about partitions and
using a partitioning program incorrectly.

A swap partition is another special type of partition, but swap partitions
are found only on Linux and BSD systems. A swap partition’s only job is to
act like RAM when your system needs more RAM than you have installed.
Windows has a similar function with a page file that uses a special file instead
of a partition, as you'll recall from Chapter 7.

When to Partition

Partitioning is not a common task. The two most common situations likely
to require partitioning are when you're installing an OS on a new system,
and when you are adding an additional drive to an existing system. When
you install a new OS, the installation disc asks you how you would like to
partition the drive. When you're adding a new hard drive to an existing
system, every OS has a built-in tool to help you partition it.

Each version of Windows offers a different tool for partitioning hard
drives. For more than 20 years, through the days of DOS and early Win-
dows (up to Windows Me), we used a command-line program called FDISK
to partition drives. Figure 12.7 shows the FDISK program. Modern versions

M5-005 Version B
Fixed Disk Setup Program
(CICopyright Microsoft Corp. 1983 - 1993

FDISRE Options

Current fixed disk drive: 1

Choose one of the following:

1. Create DOS partition or Logical DOS Drive
2. Set active partition

3.
4

Delete partition or Logical DOS Driwve

. Display partition information

Enter choice: [1]

Press Esc to exit FDISR

* Figure 12.7  FDISK
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of Windows use a graphical partitioning program called Disk Management,
shown in Figure 12.8.

Linux uses a number of different tools for partitioning. The oldest is
called FDISK—yes, the same name as the DOS/Windows version. That’s
where the similarities end, however, as Linux FDISK has a totally differ-
ent command set. Even though every copy of Linux comes with the Linux
FDISK, it’s rarely used because so many better partitioning tools are avail-
able. One of the newer Linux partitioning tools is called GParted. See the
“Beyond A+” section for more discussion on third-party partitioning tools.

In the early days of PCs, you couldn’t change a partition’s size or type
(other than by erasing it) once you’d made it with any Microsoft tools. A
few third-party tools, led by PartitionMagic, gave techs the tools to resize
partitions without losing the data they held.

Current Microsoft tools have more flexibility than the older tools that
came with DOS and Windows. Windows XP can nondestructively resize
a partition to be larger, but not smaller. In Windows Vista and Windows 7,
you can nondestructively resize partitions by shrinking or expanding exist-
ing partitions with available free space.

Partition Naming Problems

So far, you've learned that MBR and GPT disks use partitions and dynamic
disks use volumes. Unfortunately, Windows Vista and Windows 7 foul up
this perfectly clear distinction when you use the Disk Management utility.
Here’s the scoop.

When you create a drive structure on an MBR or GPT disk, you create a
partition, regardless of which operating system you use. Figure 12.9 shows
the partitioning tool in Windows XP with the properly named partitions—
primary and extended—and the logical drives in the extended partition.
They’re color coded so you can readily see the different structures.
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== Disk Management

File Action \View Help
= = E%
Volume I Layout I Type File System Status I Capadity J Free Space J % Free Fault Tolerance Overhead J
= N3] Partition Basic NTFS Healthy (S... 39.99GB 33.77GB 84 % MNe 0%
SEINew Volume (E:) Partition Basic NTFS Healthy 19.53 GB 19.47 GB 99 % Mo 0%
ENew Volume {F:) Partition Basic NTFS Healthy .77 GE 9.72GB 939 % No 0%
ENew Volume {G:) Fartition Basic NTFS Healthy 10,69 GB 10,64 GB o9 % MNo 0%

&Ppisk 0 |
Basic (c:)

3939 GB 39.99 GB NTFS

Online Healthy (System)

EPDpisk 1 .| I

Basic Hew Volume (E:) | Hew Volume (F:) Hew Volume (G:)
+0.00 GB 19,53 GB NTFS 9.77 GB NTFS 10.59 GB MTFS
Online | |Healthy | Healthy | |Healthy
Ecp-rOM D

DVD (D)

Mo Media

B Frimary parttion [l Extended parttion [l Logical drive

* Figure 129 Windows XP very clearly showing primary and extended partitions and logical drives in the extended partition

If you create a dynamic disk drive structure, Windows makes a volume.
A dynamic disk volume is proprietary to Microsoft, so no other tool enables
you to create them.

Both during installation and in Disk Management, the names of the par-
titions stay the same. It’s not that way in Windows Vista and Windows 7.
During installation, everything is a partition, just like with Windows XP.

Here’s the really bad punch line. For some reason only fathomable to
Microsoft marketing folks, Microsoft decided to describe the process of cre-
ating every drive structure in Windows Vista and Windows 7 in Disk Man-
agement as creating a volume (see Figure 12.10). As you'll discover when we
get to the partitioning process, you can create primary partitions, extended
partitions, and logical drives in Disk Management, but you'll create them
as volumes.

I If you've ever been to a

library and walked past all of
the computers connected to the
Internet, down the stairs into a
dark basement, you might have
seen a dusty set of drawers

full of cards with information
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about every book in the library.
This is a “card catalog” system,
invented over 2000 years ago.
These days, you probably won't
encounter this phrase anywhere
outside of explanations for
formatting.

Hard Drive Formatting

Once you've partitioned a hard drive, you must perform one more step
before your OS can use that drive: formatting. Formatting does two things: it
creates a file system—Ilike a library’s card catalog—and makes the root direc-
tory in that file system. You must format every partition and volume you
create so it can hold data that you can easily retrieve. The various versions
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* Figure 1210 New volume option

of Windows you're likely to encounter today can use several different file
systems, so we’ll look at those in detail next. The root directory provides the
foundation upon which the OS builds files and folders.

File Systems in Windows

Every version of Windows comes with a built-in formatting utility with
which to create one or more file systems on a partition or volume. The ver-
sions of Windows in current use support three separate Microsoft file sys-
tems: FAT16, FAT32, and NTFS.

The simplest hard drive file system, called FAT or FAT16, provides a
good introduction to how file systems work. More complex file systems fix
many of the problems inherent in FAT and add extra features as well.

FAT

The base storage area for hard drives is a sector; each sector stores up to
512 bytes of data. If an OS stores a file smaller than 512 bytes in a sector,
the rest of the sector goes to waste. We accept this waste because most files
are far larger than 512 bytes. So what happens when an OS stores a file
larger than 512 bytes? The OS needs a method to fill one sector, find another
that’s unused, and fill it, continuing to fill sectors until the file is completely
stored. Once the OS stores a file, it must remember which sectors hold the
file, so it can be retrieved later.

Chapter 12: Implementing Hard Drives
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0000
0001
0002
0003
0004
0005
0006

FFF9
FFFA
FFFB
FFFC
FFFD
FFFF
FFFF

* Figure 12.11  16-bit FAT

I There is such a thing as

“low-level formatting,” but that’s
generally done at the factory
and doesn’t concern techs.

This is especially true if you're
working with modern hard
drives (post-2001).

One sector

MS-DOS version 2.1 first supported hard drives using a special data
structure to keep track of stored data on the hard drive, and Microsoft
called this structure the file allocation table (FAT). Think of the FAT as noth-
ing more than a card catalog that keeps track of which sectors store the vari-
ous parts of a file. The official jargon term for a FAT is data structure, but it
is more like a two-column spreadsheet.

The left column (see Figure 12.11) gives each sector a hexadecimal num-
ber from 0000 to FFFF. You'll recall from way back in Chapter 5 that each
hexidecimal character represents four binary numbers or four bits. Four hex
characters, therefore, represent 16 bits. If you do the math (2'°), you'll find
that there are 65,536 (64 K) sectors.

We call this type of FAT a 16-bit FAT or FAT16. Not just hard drives have
FATs. Many USB thumb drives use FAT16. Floppy disks use FATs, but their
FATs are only 12 bits because they store much less data.

The right column of the FAT contains information on the status of sec-
tors. All hard drives, even brand-new drives fresh from the factory, contain
faulty sectors that cannot store data because of imperfections in the con-
struction of the drives. The OS must locate these bad sectors, mark them
as unusable, and then prevent any files from being written to them. This
mapping of bad sectors is one of the functions of high-level formatting. After
the format program creates the FAT, it proceeds through the entire partition,
writing and attempting to read from each sector sequentially. If it finds a
bad sector, it places a special status code (FFF7) in the sector’s FAT location,
indicating that the sector is unavailable for use. Formatting also marks the
good sectors as 0000.

Using the FAT to track sectors, however, creates a problem. The 16-bit
FAT addresses a maximum of 64 K (2!°) locations. Therefore, the size of a
hard drive partition should be limited to 64 K x 512 bytes per sector, or 32
MB. When Microsoft first unveiled FAT16, this 32-MB limit presented no
problem because most hard drives were only 5 to 10 MB. As hard drives
grew in size, you could use FDISK to break them up into multiple parti-
tions. You could divide a 40-MB hard drive into two partitions, for example,
making each partition smaller than 32 MB. But as
hard drives started to become much larger, Microsoft
realized that the 32-MB limit for drives was unac-
ceptable. We needed an improvement to the 16-bit
FAT, a new and improved FAT16 that would support
larger drives while still maintaining backward com-
patibility with the old-style 16-bit FAT. This need led
to the development of a dramatic improvement in
FAT16, called clustering, that enabled you to format
partitions larger than 32 MB (see Figure 12.12). This
new FAT16 appeared way back in the DOS-4 days.

Clustering simply refers to combining a set of
contiguous sectors and treating them as a single unit
in the FAT. These units are called file allocation units
or clusters. Each row of the FAT addressed a clus-

One cluster
(in this case four sectors)

* Figure 1212 Cluster versus sector
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ter instead of a sector. Unlike sectors, the size of a
cluster is not fixed. Clusters improved FAT16, but it
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still only supported a maximum of
64-K storage units, so the format-
ting program set the number of

FAT16 Cluster Sizes

If FDISK makes a partition this big:

sectors in each cluster according to 16 to 127.9 MB
the size of the partition. The larger 128 to 255.9 MB
the partition, the more sectors per 756t 511.9 MB
.cluster. This method lfept c%uster— 512 to 1023.9 MB
ing completely compatible with the 1004 t0 2048 MB

64-K locations in the old 16-bit FAT.

You’ll get this many sectors/cluster:
4

8

16

32

64

The new FAT16 could support par-

titions up to 2 GB. (The old 16-bit FAT is so old it doesn’t really even have a
name—if someone says “FAT16,” they mean the newer FAT16 that supports
clustering.) Table 12.2 shows the number of sectors per cluster for FAT16.

FATI16 in Action

Assume you have a copy of Windows using FAT16. When an application
such as Microsoft Word tells the OS to save a file, Windows starts at the
beginning of the FAT, looking for the first space marked “open for use”
(0000), and begins to write to that cluster. If the entire file fits within that
one cluster, Windows places the code FFFF (last cluster) into the cluster’s
status area in the FAT. That’s called the end-of-file marker. Windows then
goes to the folder storing the file and adds the filename and the cluster’s
number to the folder list. If the file requires more than one cluster, Windows
searches for the next open cluster and places the number of the next cluster
in the status area, filling and adding clusters until the entire file is saved.
The last cluster then receives the end-of-file marker (FFFF).

Let’s run through an example of this process, and start by selecting an
arbitrary part of the FAT: from 3ABB to 3AC7. Assume you want to save a
file called mom.txt. Before saving the file, the FAT looks like Figure 12.13.

Windows finds the first open cluster, 3ABB, and fills it. But the entire
mom.txt file won't fit into that cluster. Needing more space, the OS goes
through the FAT to find the next open cluster. It finds cluster 3ABC. Before
filling 3ABC, the value 3ABC is placed in 3ABB’s status (see Figure 12.14).

Cluster | Status Cluster | Status
3ABB 0000 3ABB | 3ABC ¢
3ABC 0000 3ABC 0000
3ABD FFF7 3ABD FFF7
3ABE 0000 3ABE 0000
3ABF 0000 3ABF 0000
3ACO 0000 3ACO 0000
3ACI 0000 3ACI 0000
3AC2 0000 3AC2 0000
3AC3 0000 3AC3 0000
3AC4 0000 3AC4 0000
3AC5 0000 3AC5 0000
3AC6 0000 3AC6 0000
3AC7 0000 3AC7 0000

* Figure 12.13  The initial FAT
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* Figure 1214 The first cluster used
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Cluster | Status
3ABB | 3ABC -
3ABC | 3ABE -
3ABD FFF7
3ABE 0000
3ABF 0000
3ACO | 0000
3ACI 0000
3AC2 0000
3AC3 0000
3AC4 | 0000
3AC5 0000
3AC6 0000
3AC7 | 0000

* Figure 12.15  The second cluster used

Cluster | Status
3ABB | 3ABC -
3ABC | 3ABE -
3ABD FFF7
3ABE | FFFF
3ABF 0000
3ACO 0000
3ACI 0000
3AC2 0000
3AC3 0000
3AC4 0000
3AC5 0000
3AC6 0000
3AC7 0000

Even after filling two clusters, more of the mom.txt
file remains, so Windows must find one more cluster.
The 3ABD cluster has been marked FFF7 (bad cluster or
bad-sector marker), so Windows skips over 3ABD, finding
3ABE (see Figure 12.15).

Before filling 3ABE, Windows enters the value 3ABE
in 3ABC’s status. Windows does not completely fill 3ABE,
signifying that the entire mom.txt file has been stored.
Windows enters the value FFFF in 3ABE’s status, indicat-
ing the end of file (see Figure 12.16).

After saving all of the clusters, Windows locates the
file’s folder (yes, folders also are stored on clusters, but
they get a different set of clusters, somewhere else on the
disk) and records the filename, size, date /time, and start-
ing cluster, like this:

mom.txt 19234 05-19-09 2:04p 3ABB

If a program requests that file, the pro-
cess is reversed. Windows locates the folder
containing the file to determine the starting
cluster and then pulls a piece of the file from
each cluster until it sees the end-of-file clus-
ter. Windows then hands the reassembled
file to the requesting application.

Clearly, without the FAT, Windows can-
not locate files. FAT16 automatically makes
two copies of the FAT. One FAT backs up
the other to provide special utilities a way
to recover a FAT that gets corrupted—a
painfully common occurrence.

Even when FAT works perfectly, over
time the files begin to separate in a process

* Figure 1216 End of file reached

Cluster | Status

3ABB | 3ABC -

3ABC | 3ABE -

3ABD | FFF7 MOM.TXT
3ABE | FFFF

3ABF | 3ACO

3ACO | 3ACI H— IRSROB.DOC
3ACI | FFFF -

3AC2 | 3AC3 -

3AC3 FFFF .]—IBMHELF‘.DOC %
3AC4 | 0000

3AC5 | 0000

3AC6 | 0000

3AC7 | 0000

called fragmentation.

Fragmentation

Continuing with the example, let’s use
Microsoft Word to save two more files: a
letter to the IRS (irsrob.doc) and a letter to
IBM (ibmhelp.doc). The irsrob.doc file takes
the next three clusters—3ABF, 3ACO0, and
3ACl—and ibmhelp.doc takes two clus-
ters—3AC2 and 3AC3 (see Figure 12.17).
Now suppose you erase mom.txt. Win-
dows does not delete the cluster entries for
mom.txt when it erases a file. Windows
only alters the information in the folder,
simply changing the first letter of mom.txt
to the Greek letter X (sigma). This causes the
file to “disappear” as far as the OS knows.

* Figure 12.17  Three files saved
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It won’t show up, for example, in Windows [ Cluster | Status
Explorer, even though the data still resides | 3ABB | 3ABC -

on the hard drive for the moment (see Fig- 3ABC | 3ABE -

ure 12.18). 3ABD | FFF7 SOM.TXT
Note that under normal circumstances, 3ABE | FFFF 1

Windows does not actually delete files when | 3ABF | 3ACO 1

you press the DELETE key. Instead, Windows ;22? 3;;' T 'RSROB.DOC

moves the files to a special hidden directory TCRETR
that you can access via the Recycle Bin. The  —~———-— T MHeLeDOC
files themselves are not actually deleted 5.~ 5000
until you empty the Recycle Bin. (You can  [3ac5 | 0000
skip the Recycle Bin entirely if you wish, by 3AC6 | 0000
highlighting a file and then holding down 3AC7 | 0000
the sHiFT key when you press DELETE.)

Because all of the data for mom.txt is 4 Figure 12.18
intact, you could use some program to
change the X back into another letter and
thus get the document back. A number of third-party undelete tools are
available. Figure 12.19 shows one such program at work. Just remember
that if you want to use an undelete tool, you must use it quickly. The space
allocated to your deleted file may soon be overwritten by a new file.

Let’s say you just emptied your Recycle Bin. You now save one more file,
taxrec.xls, a big spreadsheet that will take six clusters, into the same folder
that once held mom.txt. As Windows writes the file to the drive, it over-
writes the space that mom.txt used, but it needs three more clusters. The
next three available clusters are 3AC4, 3AC5, and 3AC6 (see Figure 12.20).

The mom.txt file erased

2 WinUndelete v2.20 build 1208

Ele Edt Becover Help
New Scan Rﬁ P% Iﬁ Bu@ct nggért Quick Find
| Folder Tree || Name Size Type Date Condition | Folder A
»c 741 HEF 59 EF o oo C:

i % $unknonnFolders } [ [Blosc_+734.NEF 5961536 \MEF 6/23/2006 §:27:28 PH Good CARECYCLERS-1-5-21-682003330-
B Doctimiarce and Setings [ [losc_+736.MEF 5721249 MEF  6/23/2006 8:27:54 PM Good C\RECYCLER|S-1-5-21-652003330-
; S gf;;zm e [ TElosc_4735 NEF 5979558 MNEF  6/23i2006 5:27:36 PM Good CARECYCLERYS-1-5-21-652003330-
—piienlh [ [Elosc_4728 KEF 6051601 MNEF  6/23/2006 :25:28 PM Good CHRECYCLERYS-1-5-21-682003330-
D 0 5 1-5-21-e200330- 450960922725 | L TElosc_4731 NeF 5641274 NEF  6/23/2006 8:26:25 PM Good CHRECYCLERYS-1-5-21-682003330-
5.6 o [ TE)osc_4733 KEF 5721203 MEF  6/23/2006 8:26:46 PM Good CHRECYCLERYS-1-5-21-682003330-
[ RWSsttings [ TElosc_4732 KEF 5674057 NEF  6[23(2006 8:26:40 PM Good CHRECYCLERYS-1-5-21-682003330-
(B s e RS [ fElosc_s742 KEF 5381651 NEF  6[23(2006 8:51:14 PM Good CHRECYCLERYS-1-5-21-682003330-
& ] WINDOWS [ TElosc_4743 NEF 5831309 MNEF  6[23(2006 §:51:32 PM Good CHRECYCLERYS-1-5-21-682003330-
[ TEIDsc_4750 NEF 5938657 NEF  6[23(2006 §:52:25 PM Good CHRECYCLERAS-1-5-21-682003330-
[ TElDsc_4745 KEF 5351799 NEF  6[23{2006 $:51:40 PM Good CHRECYCLERYS-1-5-21-632003330-
[ TElosc_4744 NEF 5326207 MEF  6/23(2006 $:51:36 PM Good CHRECYCLERAS-1-5-21-682003330-
[ osc_745 psd 5142654 PSD 6/26/2006 1:22:14 PM Good CHRECYCLERAS-1-5-21-682003330-
[ TElosc_s738 KeF 5954948 MEF  6/23{2006 S:42:54 PM Goad CHRECYCLERYS-1-5-21-682003330-
[ TElosc_4740 KEF 5861658 MEF  6/23{2006 $:50:56 PM Good CHRECYCLERAS-1-5-21-682003330-
[ TElosc_s739 KEF 6011682 MEF  6/23{2006 5:50:06 PM Good CHRECYCLERAS-1-5-21-682003330-
[ [Elosc_4718 KeF 5669512 MEF  6/Z3{2006 §:01:45 PM Good CHRECYCLERYS-1-5-21-682003330-
[ Elosc_4717 NeF 5716669 MEF  6/23/2006 8:01:36 PM Good CHRECYCLER}S-1-5-21-682003330-
[ [Elosc_s720 KEF 5539173 MEF  6/23/2006 8:02:14 PM Good CHRECYCLERYS-1-5-21-682003330-
[ Elosc_4719 KEF 5623475 MEF  6/23/2006 8:02:02 PM Good CHRECYCLERYS-1-5-21-682003330-
[ Elosc_4714.KEF 5728578 NEF  6/23/2006 5:00:54 PM Good CHRECYCLERYS-1-5-21-682003330-
[ Elosc_4713 KEF 5642268 MEF  6/23/2006 8:00:26 PM Good CHRECYCLERYS-1-5-21-682003330-
[ Elosc_4716 KEF 5691664 NEF  6[23(2006 8:01:12 PM Good CHRECYCLERYS-1-5-21-682003330-

[1f8losc 4715 KeF 5661850 NEF  6/23(2006 8:01:00 PM Good CHRECYCLERYS-1-5-21-682003330- ¥
< 3% 1 5

Preview Area
CHRECYCLER|S-1-5-21-662003330- 1450960922-725345543-1 1 1 41Dc3\D5C_4741 HEF (5314520 byte:

* Figure 1219 WinUndelete in action
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Cluster | Status
3ABB | 3ABC -
3ABC | 3ABE -
3ABD FFF7
3ABE | 3AC4 -
3ABF | 3ACO
3ACO | 3ACI
3ACI FFFF = TAXREC.XLS
3AC2 | 3AC3
3AC3 FFFF
3AC4 | 3ACS
3AC5 | 3ACé
3AC6 FFFF -
3AC7 | 0000

Notice that taxrec.xls is in two pieces,
thus fragmented. Fragmentation takes
place all of the time on FAT16 systems.
Although the system easily negotiates a
tiny fragmented file split into only two
parts, excess fragmentation slows down
the system during hard drive reads and
writes. This example is fragmented into
two pieces; in the real world, a file might
fragment into hundreds of pieces, forcing
the read /write heads to travel all over the
hard drive to retrieve a single file. You can
dramatically improve the speed at which
the hard drive reads and writes files by

* Figure 12.20  The taxrec xs file fragmented

eliminating this fragmentation.
Windows comes with a
program called Disk Defrag-

e
By Disk Defragmenter

=] o menter, which can rearrange

+ performance. Tell me more about Disk Defragmenter,

Schedule

Scheduled defragmentation is turned on
Run at 12:00 PM (noon) every Wednesday

Mext scheduled run: 3/21/2012 12:00 PM

1.+ Disk Defragmenter consolidates fragmented files on your computer's hard disk to improve system

the files into neat contiguous
chunks (see Figure 12.21).
Defragmentation is crucial
for ensuring the top perfor-

I

“';‘ Configure schedule...

mance of a hard drive. The

“Maintaining and Trouble-

Current status:

shooting Hard Drives” sec-
tion of this chapter gives the

Disk

& ()

u System Reserved

Last Run

2/29/2012 3:07 PM (0% fragmented)
3/15/2012 4:44 PM (0% fragmented)

Progress details on working with the
various Disk Defragmenters
in Windows.

FAT32

Only disks that can be defragmented are shown.
To best determine if your disks need defragmenting right now, you need to first analyze your disks.

[

When Microsoft introduced
Windows 95 OSR2 (OEM

Service Release 2), it also

%) Analyze disk ] I %) Defragment disk I

unveiled a totally new file
format called FAT32 that

Close

brought a couple of dramatic
improvements. First, FAT32

* Figure 12.21
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Windows Disk Defragmenter

supports partitions up to
2 TB (more than 2 trillion
bytes). Second, as its name
implies, FAT32 uses 32 bits to describe each cluster, which means clusters
can drop to more reasonable sizes. FAT32’s use of so many FAT entries gives
it the power to use small clusters, making the old “keep your partitions
small” rule obsolete. A 2-GB partition using FAT16 would use 32-KB clus-
ters, while the same 2-GB partition using FAT32 would use 4-KB clusters.
You get far more efficient use of disk space with FAT32, without the need
to make multiple small partitions. FAT32 partitions still need defragmenta-
tion, however, just as often as FAT16 partitions.
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Table 12.3 shows cluster sizes for FAT32 partitions.

FAT32 Cluster Sizes

Drive Size Cluster Size
512 MB or 1023 MB 4 KB

1024 MB to 2 GB 4 KB

2 GB to 8 GB 4 KB

8 GB to 16 GB 8 KB

16 GB to 32 GB 16 KB

>32 GB 32 KB

NTFS

The Windows format of choice these days is the New Technology File Sys-
tem (NTFS). NTFS came out a long time ago with the first version of Win-
dows NT, thus the name. Over the years, NTFS has undergone a number of
improvements. The version used in modern Windows is called NTFS 3.1,
although you'll see it referred to as NTFS 5.0/5.1. NTFS uses clusters and
file allocation tables but in a much more complex and powerful way com-
pared to FAT or FAT32. NTFES offers six major improvements and refine-
ments: redundancy, security, compression, encryption, disk quotas, and
cluster sizing.

NTFS Structure

NTFS utilizes an enhanced file allocation table called the master file table
(MFT). An NTFS partition keeps a backup copy of the most critical parts of
the MFT in the middle of the disk, reducing the chance that a serious drive
error can wipe out both the MFT and the MFT copy. Whenever you defrag-
ment an NTFS partition, you'll see a small, immovable chunk somewhere
on the drive, often near the front; that’s the MFT (see Figure 12.22).

O fickocn Dl [E=Ey ===
Action Seltings  Help
Dewve: File System Capsaty Used FreeSpece  Fragmentabion Status
5 o bl Dk (A1) Uringmm ooGe 0.0GB (o) 0.0 8 (B} Unkrgmn Ready
awlocal Disk (C:) NTFS 93L4G8 480.268 (52%) A51.2G0 (%) I%  Sesch Finshed
[Ba o] | P + Sessh [ Dvemap | @ Hoath
Hew Search Fies thl cordsin “SMFT
Flename : Fragments s Path
3 m 2 615 188KB )
| Analyze | Defrag Hghighted |
Check for updates.. Cnline Help |

NTFS Naming
Nightmare

Most computer writers,
including those at Microsoft
(until recently), label the version
of NTFS that shipped with a
particular version of Windows by
the version number of Windows.
So the NTFS that shipped with
Windows NT 4.0 is frequently
called NTFS 4, although that’s
not technically correct. Similarly,
because the NTFS that shipped
with Windows 2000 offered great
improvements over the earlier
versions, it became NTFS 5 in the
minds of most techs.

Current Microsoft Knowledge
Base articles refer to the NTFS
that ships with Windows
XP specifically as NTFS 3.1.
Windows Vista and Windows 7
still technically uses NTFS 3.1,
even though it adds a few minor
features such as transactional
NTFS, which reduces the
incidence of data corruption, and
self-healing, which is basically a
chkdsk command that runs all of
the time.

e Figure 1222 The NTFS MFT appears in a defragmenter program as the highlighted red blocks.
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Security
NTEFS views individual files and folders as objects and provides security for

If you have a geeky interest

in what version of NTFS you those objects through a feature called the Access Control List (ACL). Future
are running, open a prompt and chapters go into this in much more detail.

type this command: fsutil fsinfo

R iaiblc: Compression

NTEFS enables you to compress individual files and folders to save space on
a hard drive. Compression makes access time to the data slower because the

OS has to uncompress files every time you use them, but in a space-limited
Microsoft has never . . P . .
. environment, sometimes that’s what you have to do. Explorer displays file-
released the exact workings of . K
NIES to the public. names for compressed files in blue.
Encryption

One of the big draws with NTFS is file encryp-
& Local Disk (C:) Properties % tion, the black art of making files unreadable to
anybody who doesn’t have the right key. You

-

General | Tools I Hardware I Sharing

e — T er— Ghicta can encrypt a single file, a folder, or a folder full
of files. Microsoft calls the encryption utility in
FEJ Quota Settings for (C) 8 . w NTES the encrypting file system (EFS), but it’s

simply an aspect of NTFS, not a standalone file
system. You’ll learn more about encryption when
you read Chapter 16.

Quota

¥ Status: Disk quotas are disabled

Disk Quotas

NTFS supports disk quotas, enabling administra-
tors to set limits on drive space usage for users.
To set quotas, you must log on as an Adminis-
trator, right-click the hard drive name, and select
Properties. In the Drive Properties dialog box,
select the Quota tab and make changes. Fig-
ure 12.23 shows configured quotas for a hard
drive. Although rarely used on single-user sys-
tems, setting disk quotas on multi-user systems
prevents any individual user from monopolizing
your hard disk space.

Enable quota management
Deny disk space to users exceeding quota limit
Select the default quota limit for new users on this volume:

() Do not limit disk usage

@) Limit disk space to 40
Set waming level to 35

Select the quota logging options for this volume:

Log evert when a user exceeds their quota limit

[#] Log event when a user exceeds their waming level

Cluster Sizes

Unlike FAT16 or FAT32, you can adjust the clus-
ter sizes in NTFS, although you'll probably rarely
do so. Table 12.4 shows the default cluster sizes
for NTFS.

By default, NTFS supports partitions up to
~16 TB on a dynamic disk (though only up to 2
TB on a basic disk). By tweaking the cluster sizes,
you can get NTFES to support partitions up to 16

OK || Cancel || Appy |

|

e Figure 12.23  Hard drive quotas in Windows 7

\‘@’_ exabytes, or 18,446,744,073,709,551,616 bytes! That might support any and
Y| NTFS supports partitions up all upcoming hard drive capacities for the next 100 years or so.
‘ to 16 TB by default. With so many file systems, how do you know which one to use? In the

case of internal hard drives, you should use the most feature-rich system
your OS supports. For all modern versions of Windows, use NTES. External
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1 ICRV R NTFS Cluster Sizes

Drive Size Cluster Size Number of Sectors
512 MB or less 512 bytes 1
513 MB to 1024 MB (1 GB) 1024 bytes (1 KB) 2
1025 MB to 2048 MB (2 GB) 2048 bytes (2 KB) 4
2049 MB and larger 4096 bytes (4 KB) 8

hard drives still often use FAT32 because NTFS features such as the ACL
and encryption can make access difficult when you move the drive between
systems, but with that exception, NTFES is your best choice on a Windows-
based system.

FAT64

Everyone loves USB thumb drives. Their ease of use and convenience make
them indispensible for those of us who enjoy sharing a program, some pho-
tos, or a playlist. But people today want to share more than just a few small
files, and they can do so with larger thumb drives. As thumb drives grow
bigger in capacity, however, the file system becomes a problem.

The file system we have used for years on thumb drives, FAT32, does
not work on drives larger than 2 TB. Worse, FAT32 limits file size to 4 GB.
Now that you can find many thumb drives larger than 2 GB, Microsoft
wisely developed a replacement for FAT32.

The newer file system, called exFAT or FAT64, breaks the 4-GB file-size
barrier, supporting files up to 16 exabytes (EB) and a theoretical partition
limit of 64 zettabytes (ZB). Microsoft recommends a partition size of up to
512 TB on today’s USB flash drives, which should be enough for a while.
The exFAT file system extends FAT32 from 32-bit cluster entries to 64-bit
cluster entries in the file table. Like FAT32, on the other hand, exFAT still
lacks all of NTFS’s extra features such as permissions, compression, and
encryption.

Now, if you're like me, you might be thinking, “Why don’t we just use
NTFS?” And I would say, “Good point!” Microsoft, however, sees NTES as
too powerful for what most of us need from flash drives. For example, flash
drives don’t need NTFS permissions. But if for some reason you really want
to format large USB thumb drives with NTFS, Windows 7 will gladly allow
you to do so, as shown in Figure 12.24.

The Partitioning and Formatting
Process

Now that you understand the concepts of formatting and partitioning, let’s
go through the process of setting up an installed hard drive by using differ-
ent partitioning and formatting tools. If you have access to a system, try fol-
lowing along with these descriptions. Remember, don’t make any changes

Chapter 12: Implementing Hard Drives

FAT32 only supports drives

up to 2TB and only supports

files up to 4 GB.

. An exabyte is 2% bytes;

‘ Backward Availability

a zettabyte is 27° bytes. For
comparison, a terabyte is 24°
bytes. Remember from your
binary practice that each
superscript number doubles the
overall number, so 24 = 2TB, 2%
= 4TB, and so on.That means a
zettabyte is really, really big!

of exFAT

Microsoft introduced exFAT in
Windows 7, but Windows Vista
with SP1 also supports exFAT.
Microsoft even enabled Windows
XP support for exFAT with a
special download (check Microsoft
Knowledge Base article 955704).
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-
Formatting Removable Disk (E:) w

Capacity:
0.99 GB

File system
NTFS
Allocation unit size

4096 bytes

Restore device defaults

Volume label

Format options

Quick Format
Create an M5-D0S startup disk

* Figure 12.24  Formatting a thumb drive in Windows 7

* Figure 12.25  Windows installation CD
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to a drive you want to keep, because both partitioning and
formatting are destructive processes.

Bootable Media

Imagine you've built a brand-new PC. The hard drive has no
OS, so you need to boot up something to set up that hard
drive. Any software that can boot up a system is by definition
an operating system. You need an optical disc or USB thumb
drive with a bootable OS installed. Any removable media that
has a bootable OS is generically called a boot device or boot disk.
Your system boots off of the boot device, which then loads
some kind of OS that enables you to partition, format, and
install an OS on your new hard drive. Boot devices come from
many sources. All Windows OS installation discs are boot
devices, as are Linux installation discs.

Every boot disc or device has some kind of partitioning
tool and a way to format a new partition. A hard drive has
to have a partition and has to be formatted to support an OS
installation.

Partitioning and Formatting with
the Installation Disc

When you boot up a Windows installation disc and the instal-
lation program detects a hard drive that is not yet partitioned,
it prompts you through a sequence of steps to partition (and
format) the hard drive. Chapter 14 covers the entire installa-
tion process, but we’ll jump ahead and dive into the partition-
ing part of the installation here to see how this is done.

The partitioning and formatting tools differ between
Windows XP and Windows Vista/7. Windows XP has a text-
based installation tool. Windows Vista and Windows 7 use a
graphical tool. But the process of setting up drives is nearly
identical.

Partitioning During Windows XP Installation

The most common partitioning scenario involves turning a
new blank drive into a single bootable C: drive. To accom-
plish this goal, you need to make the entire drive a primary
partition and then make it active. Let’s go through the process
of partitioning and formatting a single brand-new 1-TB hard
drive.

The Windows XP installation begins by booting from a
Windows installation CD-ROM like the one shown in Fig-
ure 12.25. The installation program starts automatically from
the CD. The installation first loads some needed files but even-
tually prompts you with the screen shown in Figure 12.26.
This is your clue that partitioning is about to start.
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Windows XP FProfessional Setup

Yelcome to Setup.
This portion of the Setup program prepares Microsoftd{R>
Vindows (R> X¥P to run on your computer.

To set up Windows HP now, press ENTER.

To repair a Windows XP installation using
Recovery Console, press R.

To guit Setup without installing Windows BF, press F3.

ENTER=Continue R=Repair F3=Quit

* Figure 1226 Welcome to Setup

Press the ENTER key to start a new Windows installation and accept the
license agreement to see the main partitioning screen (see Figure 12.27). The
bar that says Unpartitioned space is the drive.

The Windows installer is pretty smart. If you press ENTER at this point, it
partitions the hard drive as a single primary partition, makes it active, and
installs Windows for you. That’s the type of partitioning you will do on the
vast majority of installations.

As you can see on the screen, the partitioning tool also gives you the
option to press c to create a partition on the drive. You can also press D to
delete an existing partition.

When you press ¢, the installer asks you how large a partition to make
(see Figure 12.28). You may make the partition any size you want by erasing
the current number (the whole unpartitioned space by default) and typing

Windows XP FProfesszional Setup
The following list shows the existing partitions and
unpartitioned space on this computer.
Use the UP and DOWN ARROW keys to select an item in the list.
= To set up Windows HF on the selected item. press ENTER.
= To create a partition in the uwnpartitioned space. press C.

= To delete the selected partition. press D.

1823995 MB Disk @ at Id @ on bus B on atapi [MBR]
Unpartitioned space 1823995 MB

ENTER=Install C=Create Partition F3=Quit

* Figure 12.27  Partitioning screen
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Windows HXP Professional Setup

¥You asked Setup to create a new partition on
1823995 ME Disk B at Id B on bus @ on atapi [MBRI.

To create the new partition, enter a size helow and
press ENTER.

To go back to the previous screen without creating
the partition, press EEC.

The minimum ze for the new partition is 8 megabytes (MB>.
The maximum e for the new partition is 1823987 megabytes C(MBED>.
Create part on of size <(in MB>: i[:PEEFER]

ENTER=Create ESC=Cancel

* Figure 12.28  Setting partition size

in a number, from a minimum of 8 MB up to the size of the entire drive.
Once you have your number set, press ENTER to create the partition.

If you select a size smaller than the maximum and press ENTER, you'll see
the newly created partition and the remaining drive as Unpartitioned space
(see Figure 12.29). You can create more “partitions” by moving the selection
bar onto the Unpartitioned space and pressing c to create a new partition.
Repeat this for as many new “partitions” as you want to create.

The installer on the Windows XP disc calls all the drive structures you
create at this time partitions, but what’s happening is a little different. The
first partition you create will be a primary partition. The second partition
you create will be automatically an extended partition. Every “partition”
you create after the second will be a logical drive in the extended partition.

Once you finish par-
titioning, select the parti-
tion you want to use for the
Lrlksz.: lowing i;:gesl};s..;ihtizecg:li)ﬁzei:? partitions and installation. Again, almost

every time you should select
C:. At that point Windows

= To create a partition in the unpartitioned space. press C. aSkS y(nl hOVV YOLleani to
= To delete the selected partition. press D. fornﬁat that dIlVe (See Flg'

ure 12.30).
1823995 MEB Dizk B at Id B on bus B on atapi [MERI] . .
So you might be asking,
oni [New CRaw)] 340989 MB ( 348989 MB free) -
itioned space 683086 MB where’s the basic versus

dynamic option? Where do
you tell Windows to make
the partition primary instead
of extended? Where do you
set it as active?

The Windows installer

] makes a number of assump-
* Figure 12.29 A newly created partition along with unpartitioned space tions for you, such as always

Windows HP Professional Setup

Usze the UP and DOWN ARROW keys to select an item in the list.

= To set up Windows HP on the selected item. press EMWMTER.

ENTER=Install D=Delete Partition F3I=Quit

making the first partition
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Windows HXP Professional Setup

A new partition for Windows HF has bheen created on

1823995 MB Disk B at Id B on bus @ on atapi [MBRI].

This partition must now be formatted.

From the list below, select a file system for the new partition.
Use the UP and DOWN ARROW keys to select the file system you want,
and then press ENTER.

If you want to select a different partition for Windows HP.
press ESC.

Format the artition usin the HTFS file system (Quick)>
Format the partition using the MTFS file system

ENTER=Continue ESC=Cancel

* Figure 1230 Format screen

primary and setting it as active. The installer also makes all hard drives
basic disks. You'll have to convert a drive to dynamic later (if you even
want to convert it at all).

Select NTES for the format. Either option—quick or full—will do the
job here. (Quick format is quicker, as the name would suggest, but the full
option is more thorough and
thus safer.) After Windows
formats the drive, the instal-
lation continues, copying the
new Windows installation to
the C: drive.

The installation program SRt Il B 2a Ea e Biniein wina be 1oee.
can delete partitions just as To return to the previous screen without
easily as it makes them. If deleting the partition. pr ESC.
you use a hard drive that
already has partitions, for
example, you just select the
partition you wish to delete
and press p. This brings up a
dialog box where Windows
gives you one last chance to
change your mind (see Fig-
ure _1.’%.31). Press 1 to kill the Figure 12.31
partition.

Windows HP Professional Setup

You asked Setup to delete the partition
E: Partition3 [New (Rau)l 348989 MB < 348982 MB freed
on 1823995 MB Disk B at Id B on bus B on atapi [MBRI1.

L=Delete ESC=Cancel

Option to delete partition

Partitioning During Windows Vista/7 Installation

The process of partitioning and formatting with the Windows Vista or Win-
dows 7 installation differs from the Windows XP process primarily in looks—
it’s graphical—and not in function. You'll go through a couple of installa-
tion screens (see Figure 12.32) where you select things such as language and
get prompted for a product key and acceptance of the license agreement.
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% Install Windows

- ‘
>

Windows 7

Language o sl -
AL LR R EIRE Fnglish (United States)

Keyboard or input method: {13

n. All rights reserved.

* Figure 1232 Starting the Windows 7 installation

Eventually you'll get to the
Where do you want to install
Windows? dialog box (see

Where do you want to install Windows? Figure 12.33).
Click Next to do the most
| Name | TotalSize| _Free Space] Type common partitioning and
|{A.:;-’ Disk 0 Unallocated Space 1000.0 GB 1000.0 GB formatting aCtiOn: Creating

a single C: partition, making
it active, and formatting it as
NTFS. Note that Windows
7 creates two partitions, a
100-MB System Reserved
RpReiicsh Piive antier athianced) partition and the C: parti-
@ Load Diseer ~ tion. This is normal, the way
the system was designed to
work. Figure 12.34 shows a
typical Windows 7 installa-
tion in Disk Management.

If you want to do any
custom partitioning or delete
existing partitions, you click
on Drive options (advanced)
* Figure 1233 Where do you want to install Windows? in the Where do you want to

install Windows? dialog box.
To create a new partition,
click the New button. Type in an amount in gigabytes that you want to use
for a new partition, then click Apply. In Windows 7, you will get a notice

1 Collecting information 2 Installing Windows
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that  Windows mlght cre- i Disk Management (= |
ate additional partitions for Fle Adion View Hep

system files. When you click | ®®/=lH=
OK, Windows will create the  [|fll —— st — s s e wihte— thates 51w
100-MB System Reserved [~ oo TR e ’
partition as well as the par-
tition you specified (see
Figure 12.35). Any leftover
drive space will be listed as Bt s Reied
Unallocated Space. g
Once you create a new _
partition, click the Format oy
button. The installer won’t e Mesia
ask you what file system
to use. Windows Vista and I locatedd W B ey it

Windows 7 can read FAT
and FAT32 drives, but they
won't install to such a parti- o Figure 12.34  Disk Management showing the default partitions in Windows 7
tion by default.
The example here has

a 1-TB drive with a 499-GB partition and 500 GB of unallocated space. If

you’'ve gone through this process and have changed your mind, wanting to

make the partition use the full terabyte, what do you have to do? In Win-

dows XP, you would have to delete the partition and start over, but not so

in Windows Vista or Windows 7. You can simply click the Extend button

and then apply the rest of the unallocated space to the currently formatted

Where do you want to install Windows?

| Mame | Total S'zel Free Space | Type

"T'-V Disk 0 Partition 1: System Reserved 100.0 MB 86,0 MB  System

'_::’.? Disk 0 Partition 2 499.9 GB 4999 GB  Primary

’-V Disk 0 Unallocated Space 5000 GB 500.0 GB

+4 Refresh 75 Delete & Format

&% Load Driver %. Extend

1 Collecting information 2 Installing Windows

i Figure 12.35  New 499-GB partition with 100-MB System Reserved partition and
Unallocated Space
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The CompTIA A+ 220-802

exam will test you on how to get

into Disk Management. Know
the ways.

partition. The extend function enables you to tack unpartitioned space onto
an already partitioned drive with the click of the mouse.

Disk Management

The primary tool for partitioning and formatting drives after installation is
the Disk Management utility (see Figure 12.36). You can use Disk Manage-
ment to do everything you want to do to a hard drive in one handy tool.
You can access Disk Management by going to the Control Panel and open-
ing the Computer Management applet. You can also click Start | Run in
Windows XP and type diskmgmt.msc—or just type diskmgmt.msc in the
Start menu Search bar in Windows Vista/7—and press ENTER.

Disk Initialization

P

{2 Disk Management

[ESEE )

File Action View Help

e D ED XS a R

Every hard drive in a Windows

Volume ] Layout I Type I File System I Status

system has special information
] Capacity ] Free Spa... J % Free Fault Tolerance Overhead

= (C) Simple Basic NTFS
o System Reserved  Simple Basic NTFS

Healthy (B...
Healthy (...

BOGE  mMEE 7% No o placed onto the drive through
100 MB 72ME 2% No 0% . e

a process called disk initializa-
tion. This initialization infor-

Basic [System Reserved ©

Basic
2000.00 GB |2000.00 GB
Online Unallocated

Basic
2000.00 GB |2000,00 GB
Online Unallocated

icD-ROM O
DVD (%)

No Media

M Unallocated Ml Primary partition

40.00 GB 100 MB NTFS 309.90 GB NTFS
Online Healthy (System, Active, Prim | | Healthy (Boot, Page File, Crash Dump, Primary Partition)

[4Disk 0 e |

LiDisk 1 |

LiDisk 2 |

mation includes identifiers that
say “this drive belongs in this
system” and other informa-
tion that defines what this hard
drive does in the system. If the
hard drive is part of a software
RAID array, for example, its
RAID information is stored in
the initialization. If it’s part of
a spanned volume, this is also
stored there.

All new drives must be ini-

tialized before you can use them.

When you install an extra hard
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Figure 12.36  Disk Management

drive into a Windows system
and start Disk Management, it
notices the new drive and starts
the Hard Drive Initialization Wizard. If you don’t let the wizard run, the
drive will be listed as unknown (see Figure 12.37).

To initialize a disk, right-click the disk icon and select Initialize. In Win-
dows 7 you will get the option to select MBR or GPT as a partition style.
Once a disk is initialized, you can see the status of the drive—a handy tool
for troubleshooting.

Disk Management enables you to view the status of every drive in your
system. Hopefully, you'll mostly see the drive listed as Healthy, meaning
that nothing is happening to it and things are going along swimmingly.
You're also already familiar with the Unallocated and Active statuses, but

Mike Meyer's CompTIA A+ Guide to Managing and Troubleshooting PCs



{ =
{2 Disk Management =8

File Action View Help

o= T HEIRXSfsa R

Volume [tayout  [Type  [FileSystem | Status [ capacity [ FreeSpa... | % Free Fault Tolerance Overhead
= Simple Basic NTFS Healthy (B.. 39.90 GB WEAGE  T2% Ne 0%
i System Reserved  Simple Basic NTFS Healthy (5., 100 MB 2ME T2% No 0%

£ Disk 0 _E——————s

Basic |System Reserved Q) il
4U-U_U GB 1100 MB NTFS {3000 GBNTES /i 1
Online } Healthy (System, Active, Prim: [Hea\tﬁy (qun P'ag'e File, Crash Dump, Pnrr!ary Partition) .

@Disk 1 L |

Unknown
2000.00 GB | 2000.00 GB
Not Initialized | Unallocated

icp-ROM O
DVD (D7)

No Media

M Unallocated B Primary partition

* Figure 12.37  Unknown drive in Disk Management

here are a few more to be familiar with for the CompTIA A+ exams and real
life as a tech:

Foreign drive You see this when you move a dynamic disk from
one computer to another.

Formatting As you might have guessed, you see this when you're
formatting a drive.

Failed Pray you never see this status, because it means that the
disk is damaged or corrupt and you’ve probably lost some data.

Online This is what you see if a disk is healthy and
communicating properly with the computer.

Offline The disk is either corrupted or having communication
problems.

A newly installed drive is always set as a basic disk. There’s nothing
wrong with using basic disks, other than that you miss out on some handy
features.

Creating Partitions and Volumes in Disk Management

To create partitions or volumes, right-click the unallocated part of the drive
and select New Partition in Windows XP or New Simple Volume in Win-
dows Vista/7. Disk Management runs the New Partition Wizard or the

New

Simple Volume Wizard. In Windows XP, you'll be asked to select a

primary partition or an extended partition (see Figure 12.38). Once you do
that, you'll go to a screen where you specify the partition or volume size.
Because Windows Vista and Windows 7 don’t give you the option to spec-
ify whether you want primary or extended partitions, you'll go straight to
the sizing screen (see Figure 12.39).

Chapter 12: Implementing Hard Drives
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File Action View Help

== m 2o PSR

File System

New Partition Wizard

Select Partition Type
There are three types of partitions: pimary, extended, and logical.

Fres Space I % Fres | Fault Tolerance | Overhead l
i 84 % Mo 0%

Select the partition you want to create:
() Primary partition
() Extended partition
Logical drive

Description

partition.

A primary partition is @ volume you create using free space on a basic disk.
Windows and other operating systems can start from a primary parttion. You can
create up to four pimary partitions or three pimary partitions and an extended

| = Dm_l oem§.| Dwmﬁul

< Back ]L Neat = ][ Cancel J

Unzllocated . Primary parﬁoﬂ

° Figure 12.38  The New Partition Wizard in Windows XP at the Select Partition Type dialog box

” -
New Simple Volume Wizard u

Specify Volume Size

Choose a volume size that is between the madmum and minimum sizes.

Maxdmum disk space in MEB: 2047997

Minimum disk space in MB: 8

Simple volume size in MB:

° Figure 12.39 Specifying the simple volume size in the New Simple Volume Wizard

Specify a partition or volume size
and click Next. The wizard will ask
if you want to assign a drive letter to
the partition or volume, mount itas a
folder to an existing partition or vol-
ume, or do neither (see Figure 12.40).
In almost all cases, you'll want to
give primary partitions and simple
volumes a drive letter.

It's important to note here that
Windows Vista and Windows 7 do
not enable you to specify whether
you want a primary or extended par-
tition when you create a volume. The
first three volumes you create will be
primary partitions. Every volume
thereafter will be a logical drive in
an extended partition.

The last screen of the New Parti-
tion Wizard or New Simple Volume
Wizard asks for the type of format
you want to use for this partition
(see Figure 12.41). If your partition
is 4 GB or less, you may format it as

FAT, FAT32, or NTFS. If your partition is greater than 4 GB but less than 32
GB, you can make the drive FAT32 or NTFS. Windows requires NTFS on
any partition greater than 32 GB. Although FAT32 supports partitions up to

400
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New Simple Volume Wizard

Assign Drive Letter or Path

For easier access, you can assign a drive letter or drive path to your partition.

@ Assian the following drive letter:
© Mount in the fallowing empty NTFS folder:

(") Do not assian a drive letter or drive path

b Figure 12.40 Assigning a drive letter to a partition

Big FAT Partitions
Windows reads and writes to
FAT32 partitions larger than

32 GB; you simply can’t use
Disk Management to make such
partitions. If you ever stumble
across a drive from a system that
ran the old Windows 9x/Me that
has a FAT32 partition larger than

2 TB, Microsoft wants you to use NTES on larger partitions and creates this
limit. With today’s big hard drives, there’s no good reason to use anything

other than NTFS.

You have a few more tasks to
complete at this screen. You can add
a volume label if you want. You can
also choose the size of your clusters
(Allocation unit size). There’s no rea-
son to change the default cluster size,
so leave that alone—but you can sure
speed up the format if you select
the Perform a quick format checkbox.
This will format your drive without
checking every cluster. It’s fast and a
bit risky, but new hard drives almost
always come from the factory in
perfect shape—so you must decide
whether to use it or not.

Last, if you chose NTFS, you may
enable file and folder compression. If
you select this option, you'll be able
to right-click any file or folder on this
partition and compress it. To com-
press a file or folder, choose the one
you want to compress, right-click,
and select Properties. Then click the

Chapter 12: Implementing Hard Drives

32 GB, it will work just fine in a
modern Windows system.

-

New Simple Volume Wizard

==

Format Partition
To store data on this partition, you must format it first.

(7 Do not format this volume

@ Format this volume with the following settings:

Choosze whether you want to format this volume, and if so, what settings you want to use.

[7] Enable file and folder compression

File system: [NTFS ,]
Allocation unit size: IDefault vl
Volume label: New Volume

Perform a quick format

<Back ||

Net> | | Cancel

* Figure 12.41

Choosing a file system type
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When you move a dynamic
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disk from one computer to
another, it shows up in Disk
Management as a foreign
drive.You can import a foreign
drive into the new system by
right-clicking the disk icon and
selecting Import Foreign Disks.

Advanced button and turn compression on (see Figure 12.42). Compression
is handy for opening up space on a hard drive that’s filling up, but it also
slows down disk access, so use it only when you need it.

Dynamic Disks

You create dynamic disks from basic disks in Disk Management. Once you
convert a drive from a basic disk to a dynamic disk, primary and extended
partitions no longer exist; dynamic disks are divided into volumes instead
of partitions. This is obvious in Windows XP because the name changes.
Because Window Vista and Windows 7 call partitions volumes, the change
to dynamic disk isn’t obvious at all.

To convert a basic disk to dynamic, just right-click the drive icon and
select Convert to Dynamic Disk (see Figure 12.43). The process is very quick
and safe, although the reverse is not true. The conversion from dynamic
disk to basic disk first requires you to delete all volumes off of the hard
drive.

Once you've converted the disk, you can make one of the five types of
volumes on a dynamic disk: simple, spanned, striped, mirrored, or RAID 5.
You'll next learn how to implement the three most common volume types.
The final step involves assigning a drive letter or mounting the volume as
a folder.

| Big Files Properties & 1
F i i | O —— |
- e
Advanced Attnbutes ﬁ

Choose the settings you want for this folder.

When you dick OK or Apply an the Properties dialog, you will be
asked if you want the changes to affect all subfolders and files
as well,

Archive and Index attributes

[~] Folder is ready for archiving

Allow files in this folder to have contents indexed in addition to file
properties

Compress or Encrypt attributes

Compress contents to save disk space

[]Encrypt contents to secure data Details

oK || Cancel Apply

* Figure 1242 Turning on compression
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Disk Management
a9

File Action View Help

e HHD e R

Valume [Layout [ Type File System | Status | capacity | Free Spa... | % Free Fault Tolerance Overhead |
e (&) Simple Basic NTFS Healthy (B... 39.90 GB 2828GB T1% No 0%
CaSystem Reserved  Simple Basic NTFS Healthy (5.. 100 MB 2MB 2% No 0%

CDisk 0 |
Basic System Reserved | @
40.00 GB 100 MB NTFS 13990 GB NTFS
Online Healthy (System, Active, Primary || Healthy (Boot, Page File, Crash Dump, Primary Partition)
iDisk 1
Basic ‘
200000 GB 2000.00 GB
Onli
gL New Spanned Volume...
Mew Striped Volume...
\'::‘.‘:CD- Mew Mirrored Volume...
oD Mew RAID-5 Volume...
Do Me Convert to Dynamic Disk... %
Convert to GPT Disk
Offline
W Unall
= Properties
N Help

* Figure 12.43

Converting to a dynamic disk

Simple Volumes A simple volume acts just like a primary partition. If you
have only one dynamic disk in a system, it can have only a simple volume.
It’s important to note here that a simple volume may act like a traditional
primary partition, but it is very different because you cannot install an
operating system on it.

In Disk Management, right-click any unallocated space on the dynamic

disk and choose New Simple
Volume (see Figure 12.44) to
run the New Simple Volume
Wizard. You'll see a series
of screens that prompt you
on size and file system, and
then you're finished. Fig-
ure 12.45 shows Disk Man-
agement with three simple
volumes.

Spanning Volumes You can
extend the size of a simple
volume to any unallocated
space on a dynamic disk. You
can also extend the volume
to grab extra space on com-
pletely different dynamic
disks, creating a spanned
volume. To extend or span,
simplyright-click the volume

Chapter 12: Implementing Hard Drives

- S
B Dok Haragenert [E=En
File Action View Help
e Dl HEBEE
Volume [Layout [ Type File System | Status | Capacity [ Free Spa... | % Free Fault Tolerance Overhead
s (C) Simple Basic NTFS Healthy (B... 39.90 GB 282868 Tl% No 0%
i System Reserved  Simple Basic NTFS Healthy (5. 100 MB n2ME  T2% o 0%
4Disk 0 |
Basic System Reserved | @
40.00 GB 100 MB NTFS 132.90 GB NTFS
Online Healthy (System, Active, Primary |Haalthy (Boot, Page File, Crash Dump, Primary Partition)
aDisk 1 I EEEEEE————
Dynamic / , : 7
2000.00 GB
il S| SR L S ARSI
New Simple Volume... N
= New Spanned Volume...
£4CD-ROM 0 "
i New Striped Volume...
New Mirrored Volume..,
D tletha New RAID-S Volume..
A | Properties -
Hel
W Unallocated Wl Primary partition ?
\

° Figure 1244 Selecting to open the New Simple Volume Wizard
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you want to make bigger, and choose Extend Volume from the options (see
Figure 12.46). This opens the Extend Volume Wizard, which prompts you
for the location of free space on a dynamic disk and the increased volume
size you want to assign (see Figure 12.47). If you have multiple drives, you
can span the volume just as easily to one of those drives.

.
i=§ Disk Management ==
File Action View Help

e @ Hz BEB

Volume [tayout  [Type  [FileSystem [ Status | capacity [ FreeSpa... [ % Free Fault Tolerance Overhead
S () Simple Basic NTFS Healthy (B... 39.90 GB 88GB T % Ne 0%
o Mew Volume () Simple Dynamic ~ NTFS Healthy 666567 GB 666.56 GE 100 % No 0%
oMewVolume () Simple Dynamic ~ NTFS Healthy 66657 GB 666.56 GB. 100 % No 0%
(oNew Volume (G)  Simple Dynamic ~ NTFS Healthy 666567 GE 666.56 GB 100 % No 0%
(s System Reserved  Simple Basic NTFS Healthy (5. 100 MB 2MB T2% No 0%

CDisk 0
Basic System Reserved ©

40,00 GB 100 MB NTFS 39.90 GB NTFS

Online Heslthy (System, Active, Primary || Heslthy (Boot, Page File, Crash Dump, Primary Partition)

Capisk 1 = ==.e. - - S=--- - -

Dynamic New Volume (E) New Volume (F) New Volume (G
200000 GB 566,67 GB NTFS 666,67 GB NTFS 666,67 GB NTFS.
Online Healthy Healthy Healthy
<Licp-rRomo

DVD (D)

No Media

W Unaliocated Bl Primary partition [l Simple volume

* Figure 1245  Simple volumes

e =
=¥ Disk Management = |8

File Action View Help

e mHDIBX S = a6

Volume [Layout [ Type File System | Status | Capacity | Free Spa.. | % Free | Fault Tolerance Overhead
G () Simple Basic NTFS Healthy (B... 39.90 GB BB/GE T % No 0%
(CMew Volume (E)  Simple Dynamic  NTFS Healthy 97656 GB 9764568 100 % No 0%
(CaSystem Reserved  Simple Basic NTFS Healthy (S... 100 MB n2MB  T2% No 0%
CDisk 0
Basic System Reserved =]
40,00 GB 100 MB NTFS 39.90 GB NTFS
Online Healthy (System, Active, Primary || Healthy (Boot, Page File, Crash Dump, Primary Partition]
CaDisk 1
Dynamic
2000.00 GB 976,56 GB NTFS 102344 GB
Online H_E?\/ﬂ/‘ Unallocated
7 Gren
CaDisk 2 — Frolote
Yyoarse Extend Volume
200000 GB 2000.00 G8 N
Online rallocated Shrink Velume...
Add Mirror...
Llcp-Romo Change Drive Letter and Paths...
DVD (D:) Format...
Ne Media Reactivate Valume
Delete Volume...
B Unallocated Il Primary partition [l Simple volume Properties
Help

* Figure 1246  Selecting the Extend Volume option

Mike Meyer's CompTIA A+ Guide to Managing and Troubleshooting PCs



-
Extend Volume Wizard

Select Disks
You can use space on one or more disks to extend the volume.

Available: Selected:
Disk 2 2047597 {null) e [Disk 1 1047997 (null)

< Remove

< Remove Al

Total volume size in megabytes (ME): 2047957
Medmum available space in MEB: [To47397
Select the amount of space in ME: 1047997 ]
| <Back || Ned> | [ Cancel |

—_—

* Figure 1247  The Extend Volume Wizard

The capability to extend and span volumes makes dynamic disks worth
their weight in gold. If you start running out of space on a volume, you can
simply add another physical hard drive to the system and span the volume
to the new drive. This keeps your drive letters consistent and unchang-
ing so your programs don’t get confused, yet enables you to expand drive
space when needed.

You can extend or span any simple volume on a dynamic disk, not just
the “one on the end” in the Disk Management console. You simply select
the volume to expand and the total volume increase you want. Figure 12.48
shows a simple 488.28-GB volume named Extended that has been enlarged
an extra 1316.40 GB in a portion of the hard drive, skipping the 195.31-GB
section of unallocated space contiguous to it. This created an 1804.68-GB
volume. Windows has no problem skipping areas on a drive.

Striped Volumes If you have two or more dynamic disks in a PC, Disk
Management enables you to combine them into a striped volume. Although
Disk Management doesn’t use the term, you know this as a RAID 0 array. A
striped volume spreads out blocks of each file across multiple disks. Using
two or more drives in a group called a stripe set, striping writes data first
to a certain number of clusters on one drive, then to a certain number of
clusters on the next drive, and so on. It speeds up data throughput because
the system has to wait a much shorter time for a drive to read or write data.
The drawback of striping is that if any single drive in the stripe set fails, all
the data in the stripe set is lost.

To create a striped volume, right-click any unused space on a drive,
choose New Volume, and then choose Striped. The wizard asks for the
other drive you want to add to the stripe, and you need to select an unallo-
cated space on another dynamic disk. Select another unallocated space and
go through the remaining screens on sizing and formatting until you've

Chapter 12: Implementing Hard Drives

Once you convert a drive
to dynamic, you cannot revert
it to a basic disk without losing
all of the data on that drive. Be
prepared to back up all data
before you convert.

Extending Hard Drives

in Windows Vista and
Windows 7

You can extend and shrink
volumes in Vista and 7 without
using dynamic disks. You can
shrink any volume with available
free space (though you can’t
shrink the volume by the whole
amount of free space, based on
the location of unmouvable sectors
such as the MBBR), and you can
expand volumes with unallocated
space on the drive.

To shrink a volume, right-click
it and select Shrink Volume. Disk
Management will calculate how
much you can shrink it, and then
you can choose up to that amount.
To extend, right-click and select
Extend Volume. It's a pretty
straightforward process.
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1= Disk Management [E= =
File Action View Help

e mEmIRE

Volume [Layout [ Type File System | Status | Capacity | Free Spa. | % Free Fault Tolerance Overhead
[ (C) Simple Basic NTFS Healthy (B... 39.90 GB 282868 71% No 0%
CaExtended (E) Simple Dynamic  NTFS Healthy 1804.68 GB 180454 .., 100% No 0%
CaSystem Reserved  Simple Basic NTFS Healthy (S... 100 MB 72 MB 2% No 0%

LaDisk 0 I

Basic System Reserved )

40.00 GB 100 MB NTFS 39.90 GB NTFS

Online Healthy (System, Active, Primary || Healthy (Boot, Page File, Crash Dump, Primary Partition)

aDisk 1

Dynamic Extended (E) Extended (E)

2000.00 GB 488.28 GB NTFS |195.31 GB 1316.40 GB NTFS

Online Healthy Unallocated Healthy

LaDisk 2
Dynamic
2000.00 GB 200000 GB
Online Unallocated

LiCD-ROM O
DVD (D)

No Media

W Unaliocated Bl Primary partition Ml Simple volume

* Figure 1248  Extended volume

created a new striped volume (see Figure 12.49). The two stripes in Fig-
ure 12.49 appear to have different sizes, but if you look closely you’ll see
they are both 1000 GB. All stripes must be the same size on each drive.

Tr— == Mirrored Volumes Windows 7
Fie Acton View Hdp Professional, Enterprise, and
e ARl RIRE Ultimate editions can create
Volume [Layout [ Type File System | Status | Capacity | Free Spa.. | % Free | Fault Tolerance Overhead . . .

& () Simple Basic NTFS Healthy (B... 39.90 GB 82868 T1% No 0% a mirror set with two drives
(aStriped (E) Stiped  Dynamic  NTFS Heslthy ~ 19999968 199985.. 100% No 0%
CaSystem Reserved  Simple Basic NTFS Healthy (S.. 100 MB n2MB  R% No 0% for data redundancy_ You

know mirrors from Chap-
ter 11 as RAID 1. To create a
mirror, right-click on unal-

iDisk 0

Bait T e located space on a drive and
40.00 GB 100 MB NTFS 39.90 GB NTFS
Online Heslthy (System, Active, Primary | Healthy (Boot, Page File, Crash Dump, Primary Partition) select New Mirrored VOI-
Copuc)  ———————————— ume (see Figure 12.50). This
Dynamic i ) .
DG | oo caTss [— runs the New Mirrored Vol-
nline Healthy Unallocated . .

ume Wizard. Click Next to
by ‘ME continue. Select an available
¢ e disk in the Available box and
: click the Add button to move
icD-ROM O )
oV () it to the Selected box (see
Neiidcta Figure 12.51). Click Next to

get to the by-now-familiar
Assign Drive Letter or Path
. dialog box and select what is
appropriate for the PC.

M Unallocated Wl Primary partition Ml Striped volume

* Figure 1249 Two striped drives
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{2} Disk Management

File Action View Help

e D EaD BE @

Velume Layout Type File System | Status | Capacity

| FreeSpa... [ %Free Fault Tolerance Overhead

NTFS
NTFS

39.90 GB
100 MB

s (C) Basic

i System Reserved

Simple
Simple

Healthy (8...

Basic Healthy (5...

2828GB T1% No 0%
72 MB 72% No 0%

CDisk 0 I —
Basic System Reserved | @
4000 GB 100 MB NTFS 39.90 GB NTFS
Online Healthy (System, Active, Primary || Healthy (Boot, Page File, Crash Dump, Primary Partition)
et —
Dynamic |l 2007 : Z 7 ’ ?
2000.00 GB 200000 GB é iy, s e / , i
Online Unallocated - New Simple Volume...

L New Spanned Volume...
Sito I | eviiped Yolume
Dynamic | New Mirrored Volurne... L
200000 GB 2000.00 GB New RAID-5 Volume...
Online Unallocated

Properties

5CD-ROM O Help
DVD (D)
No Media

W Unallocated Wl Primary partition

* Figure 1250  Selecting a new mirror

Other Levels of RAID Disk Management
enables you to create a RAID 5 array that
uses three or more disks to create a robust
solution for storage. This applies to all
the professional versions of Windows XP,
Windows Vista, and Windows 7. Unfor-
tunately for users of those operating sys-
tems, you can only make the array on a
Windows Server machine that you access
remotely across a network.

Disk Management cannot do any
nested RAID arrays. So if you want
RAID 0+1 or RAID 1+0 (RAID 10), you
need to use third-party software (or go
with hardware RAID).

Mounting Partitions as Folders

While partitions and volumes can be
assigned a drive letter, D: through Z:,
they can also be mounted as a folder on
another drive, also known as a mount
point. This enables you to use your exist-
ing folders to store more data than can
fit on a single drive or partition/volume
(see Figure 12.52).
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Mew Mirrored Volume

Select Disks
You can select the disks and set the disk size for this volume.

Select the disks you want to use, and then click Add.

Available: Selected:
) [N
< Remove
< Remove Al
Total volume size in megabytes (ME): ID
Maximum available space in MB: &ﬂd?g_!]?
Select the amount of space in ME: 24}4799? =

* Figure 12.51

Selecting drives for the array
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Imagine you use your My Documents
folder on a Windows XP machine to store
your digital photos. As your collection grows,
you realize your current 500-GB hard drive is
running out of space. You're willing to buy
another hard drive, but you have a great
organizational structure in your existing My
Documents folder and you don’t want to lose
that. You don’t have to move everything to
the new hard drive, either.

After you install the new hard drive,

* Figure 1262 Mounting a drive as a folder

. Mounting a partition or

volume as a folder in the
scenario here only applies to

Windows XP and Windows Vista.

Although you can certainly
mount them as folders in
Windows 7, the use of Libraries
makes them irrelevant.You
would simply add a drive, give
it a letter, and add a folder to
the drive.Then add that folder
to the appropriate Library and
it will appear to be just like any
other folder.

-

\

/

N

The CompTIA A+ 802 exam

objectives mention “splitting”
partitions.To be clear, you never
actually split a partition. If you
want to turn one partition into
two, you need to remove the
existing partition and create two
new ones, or shrink the existing
partition and add a new one to
the unallocated space. If you see
it on the exam, know that this is
what CompTIA means.

you can mount the primary partition (or
logical drive) as a folder within the existing
My Documents folder on your C: drive (for
example, C:\Users\Mike\My Photos). At
this point the drive doesn’t have a letter (though you could add one later, if
you wanted). To use the new drive, just drop your files into the My Photos
folder. They’ll be stored on the second hard drive, not the original 500-GB
drive (see Figure 12.53). Amazing!

To create a mount point, right-click an unallocated section of a disk and
choose New Partition or New Simple Volume. This opens the appropriately
named wizard. In the second screen, you can select a mount point rather
than a drive letter (see Figure 12.54). Browse to a blank folder on an NTFS-
formatted drive or create a new folder and you're in business.

[FEEER)

VAL

Working with Dynamic Drives and Mount Points
You can’t begin to appreciate the ease and elegant simplicity of Disk
Management until you play with it, so Try This! Get a couple of spare
drives and install them into a Windows PC. Fire up the Disk Manage-
ment console and try the following setups.

1. Make a mirror set.

2. Make a stripe set.

3. Make them into a single volume spanned between both drives.
4

Make a single volume that takes up a portion of one drive, and
then extend that volume onto another portion of that drive.
Finally, span that volume to the other hard drive as well.

5. Create a volume of some sort—you decide—and then mount that
volume to a folder on the C: drive.

You’'ll need to format the volumes after you create them so you can
see how they manifest in My Computer/Computer. Also, you'll need to
delete volumes to create a new setup. To delete a volume, simply right-
click the volume and choose Delete Volume. It’s almost too easy.
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° Figure 12.53 Adding photos to the mounted folder stores them on the second
hard drive.

Formatting a Partition

You can format any Windows partition/ | New Simple Volume Wizard (e |
volume in My Computer/Computer. Just

. . . Assign Drive Letter or Path
Ugh’f‘Cth the drive name and choose For easier access, you can assign a drive letter or drive path to your partition.
Format (see Figure 12.55). You'll see a
dialog box that asks for the type of file
system you want to use, the cluster size,

a place to put a volume label, and two ) Assign the following drive letter: E
other options. The Quick Format option ® Mount in the following empty NTFS folder:
tells Windows not to test the clusters C\Database

and is a handy option when you're in
a hurry—and feeling lucky. The Enable
Compression option tells Windows to
give users the capability to compress
folders or files. It works well but slows
down your hard drive.

Disk Management is today’s pre-
ferred formatting tool for Windows.
When you create a new partltlon or Vol_ —
ume, the wizard also asks you what type
of format you want to use. Always use e Figure 1254  Choosing to create a mounted volume
NTEFS unless you're that rare and strange
person who wants to dual-boot some
ancient version of Windows.

All OS installation discs partition and format as part of the OS installa-
tion. Windows simply prompts you to partition and then format the drive.

Read the screens and you’ll do great.

(") D not assign a drive letter or drive path

| <Back | MNea> || Cancel |
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P
() Lﬁ » Computer » - | +,| Search Computer pe) |
Organize = AutoPlay Properties Systern properties s - O @
¢ Favorites 4 Hard Disk Drives (2)
B Desktop Local Disk (C)

4 Downloads P

: 286G 9.
| Recent Places 8.6 GB free of 39.8 GB

| _———

= Libraries IQ:,# Open
}J Eﬂoc'-_'me”ts i .DEVECES- Open in new window
@ RS Open AutoPlay...
[E] Pictures ;
BE videos e Share with »
Restore previous versions
Y S
8 Computer ! E B Include in library »
= Format..,
ej Netwark %
Copy
Create shortcut
= Local Disk (E2) BitLocker stat Rename
Eo” LocalDisk
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* Figure 12.55

CompTIA A+ uses the terms
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CHKDSK and check disk rather
than Error-checking. CompTIA
also includes the curious letter
combination of “CHDKS,” which
doesn’t map to anything in
computers and is probably a
misspelling of CHKDSK.

Choosing Format in Computer

Maintaining and Troubleshooting
Hard Drives

Hard drives are complex mechanical and electrical devices. With platters
spinning at thousands of rotations per minute, they also generate heat and
vibration. All of these factors make hard drives susceptible to failure. In this
section, you will learn some basic maintenance tasks that will keep your
hard drives healthy, and for those inevitable instances when a hard drive
fails, you will also learn what you can do to repair them.

Maintenance

Hard drive maintenance can be broken down into two distinct functions:
checking the disk occasionally for failed clusters, and keeping data orga-
nized on the drive so it can be accessed quickly.

Error-Checking

Individual clusters on hard drives sometimes go bad. There’s nothing you
can do to prevent this from happening, so it’s important that you check occa-
sionally for bad clusters on drives. The tools used to perform this checking
are generically called error-checking utilities, although the terms for two
older Microsoft tools—ScanDisk and chkdsk (pronounced “checkdisk”)—
are often used. Microsoft calls the tool Error-checking in Windows XP/
Vista/7. Whatever the name of the utility, each does the same job: when the
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tool finds bad clusters, it puts the electronic equivalent
of orange cones around them so the system won't try to
place data in those bad clusters.

Most error-checking tools do far more than just check
for bad clusters. They go through all of the drive’s file-
names, looking for invalid names and attempting to fix
them. They look for clusters that have no filenames asso-
ciated with them (we call these lost chains) and erase them.
From time to time, the underlying links between parent
and child folders are lost, so a good error-checking tool
checks every parent and child folder. With a folder such
as C:\Test\Data, for example, they make sure that the
Data folder is properly associated with its parent folder,
C:\Test, and that C:\Test is properly associated with its
child folder, C:\Test\Data.

To access Error-checking on a Windows system, open
My Computer/Computer, right-click the drive you want
to check, and choose Properties to open the drive’s Prop-
erties dialog box. Select the Tools tab and click the Check
now button (see Figure 12.56) to display the Check Disk
dialog box, which has two options (see Figure 12.57).
Check the box next to Automatically fix file system errors,
but save the option to Scan for and attempt recovery of bad
sectors for times when you actually suspect a problem,
because it takes a while on bigger hard drives.

i

,_
& Local Disk (C:) Properties

===

Previous Versions I

Secuity |

Queta

Genesl | Tools |  Hadwae |

Sharing

Ermorchecking

. This option will check the drive for emors.
=

Defragmentation

Ei “ This option will defragment files on the drive.

Backup

g This option will back up files on the drive.

Defragment mow...

* Figure 1266  The Tools tab in the Properties dialog box

Check disk options

“  This option will defragm
@_ ot o Automatically fix file system errors

& Local Disk (C:) Properties SZ_I
Security | Previous Versions I Quota
Genersl |  Tools Hardware | Sharing
Emor-checking
_ This option will check the drive for emors.

="

e,

r B
Check Disk Local Disk (C) =5

Defragmentation

"] 5can for and attempt recovery of bad sectors

Backup

!4: 4 This option will back up
L~

’ Qi ] I Cance| Apply

* Figure 12.67  Check Disk options
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. If you happen to have one

of those blazingly fast solid-
state drives (SSDs), you don’t
have to defrag your drive. In
fact, you should never defrag
an SSD because it can shorten
its lifetime. Windows 7 is

even smart enough to disable
scheduled defrag for SSDs.

& Duk Cefragmenter

Now that you know how to run Error-checking, your next question
should be, “How often do I run it?”” A reasonable maintenance plan would
include running it about once a week. Error-checking is fast (unless you
use the Scan for and attempt recovery option), and it’s a great tool for keeping
your system in top shape.

Defragmentation

Fragmentation of clusters can increase your drive access times dramatically.
It'’s a good idea to defragment—or defrag—your drives as part of monthly
maintenance. You access the defrag tool Disk Defragmenter the same way
you access Error-checking—right-click a drive in My Computer/Computer
and choose Properties—except you click the Defragment now button on the
Tools tab to open Disk Defragmenter. In Windows Vista/7, Microsoft has
given Disk Defragmenter a big visual makeover (see Figure 12.58), but both
the old and new versions do the same job.

Defragmentation is interesting to watch—once. From then on, sched-
ule Disk Defragmenter to run late at night. You should defragment your
drives about once a month, although you could run Disk Defragmenter
every week, and if you run
it every night, it takes only a

% Disk Defragmenter consolidates fragmaented files on youre
perfermance. Tall oo cvien absn Dk Dxdugrote
Setad:
Seheduled delrmgrmentation i turned en

Frrs it 1200 PM noon evey Wietneadiy
et schedubed rure 37172012 1200 PM

Lt Run
372172002 11:30 AM 0% bragmanted)

Hewet tun

PM 0% g

omputer's hard disk to improve sysbem

few minutes. The longer you
go between defrags, the lon-
ger it takes. If you have Win-
dows 7, Microsoft has made
defragging even easier by
automatically  defragging
disks once a week. You can
adjust the schedule or even
turn it off altogether, but
remember that if you don’t

etmatacd ek uthge Bafind e agmantition:

Eatrated g age st dehagmenianes

I |
(o) (]

Wrwreicife W omposto BHueeakto Dreone

run Disk Defragmenter,

* Figure 12.58
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Disk Defragmenter in Windows 7 (left) and Windows XP

your system will run slower.
If you don’t run Error-check-
ing, you may lose data.

Disk Cleanup

Did you know that the average hard drive is full of trash? Not the junk you
intentionally put in your hard drive such as the 23,000 e-mail messages
that you refuse to delete from your e-mail program. This kind of trash is all
of the files that you never see that Windows keeps for you. Here are a few
examples:

m Files in the Recycle Bin When you delete a file, it isnt really
deleted. It’s placed in the Recycle Bin in case you decide you need
the file later. I just checked my Recycle Bin and found around 3 GB
worth of files (see Figure 12.59). That’s a lot of trash!

Temporary Internet files When you go to a Web site, Windows
keeps copies of the graphics and other items so the page will load
more quickly the next time you access it. You can see these files
by opening the Internet Options applet on the Control Panel.
Click the Settings button under the Browsing history label and
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then click the View
files button on the
Temporary Internet
Files and History
Settings dialog box.
Figure 12.60 shows
temporary Internet
files from Internet
Explorer.

Downloaded program
files Your system
always keeps a copy
of any Java or ActiveX
applets it downloads.
You can see these in
the Internet Options
applet by clicking

the Settings button

BT ™)

3 ﬁ‘i Metwork
"-'-: 45 jtems
Y
T

|| automysglbackup.sh

| Bear

|| carpevaca.org
[ checkemen
|| Current EQ.feq

\michaels\Dacuments
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Ch\Users\michaels\Documents
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4

012 4:05 PM

3 012 4:05 PM
3/29/2012 4:05 PM
3/29/2012 4:05 PM
3/28/2012 4:05 PM
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Organize = Empty the Recycle Bin Restore all items 4=~ O @
> S Favortes Name Original Location Date Deleted f
@ .net ff extention Ch\Users\michaels\Documents 3/29/2012 4:05 PM ‘E‘
b 4l Libraries l 2010 C:\Users\michaels\Pictures 3 0124:05PM
M 2011 Ch\Users\michaels\Pictures 3
b (M Computer W o2012 C\Users\micha icture: =!
@ aplusphotos CA\Users\michaels\Documents 3
3

* Figure 1259 Mike's Recycle Bin

under the Browsing history label. Click the View objects button on
the Temporary Internet Files and History Settings dialog box. You'll
generally find only a few tiny files here.

Temporary files

Many applications create temporary files that

are supposed to be deleted when the application is closed. For one
reason or another, these temporary files sometimes aren’t deleted.
The location of these files varies with the version of Windows, but
they always reside in a folder called “Temp.”

Every hard drive eventually becomes filled with lots of unnecessary

trash. All versions of Windows tend to act erratically when the drives run
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* Figure 12.60
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out of unused space. Fortunately, all versions of Win-

-
=, Disk Cleanup for (C:)

M dows have a powerful tool called Disk Cleanup (see

Digk Cleanup

Figure 12.61). You can access Disk Cleanup in all ver-

space on (C).

Files to delete:

=) Temporary Intemet Files
] E Recycle Bin

|| Setup Log Files

|| Temporary files

You can use Disk Cleanup to free up to 1.33 GB of disk

sions of Windows by choosing Start | All Programs |
Accessories | System Tools | Disk Cleanup.

Disk Cleanup gets rid of the four types of files just
described (and a few others). Run Disk Cleanup once

% = a month or so to keep plenty of space available on

161KE [2|
Obytes |;| your hard drive.
458 KB

GEIME

Total amount of disk space you gain:

Description

Files folder on your hard disk.

I '&' Clean up system files J

How does Disk Cleanup work?

Downloaded Program Files are Active controls and Java applets

downloaded automatically from the Intemet when you view certain There’s no scarier computer problem than an error
pages. They are temporarly stored in the Downloaded Program P p

Troubleshooting Hard Drive
Implementation

133GB

that points to trouble with a hard drive. This section
looks at some of the more common problems that
occur with hard drives and how to fix them. These
issues fall into four broad categories: installation
errors, data corruption, dying hard drives, and RAID
issues.

l

OK || Cancel |

Installation Errors

Installing a drive and getting to the point where it

* Figure 12.61  Disk Cleanup

a4

can hold data requires four distinct steps: connectiv-
ity, CMOS, partitioning, and formatting. If you make
a mistake at any point on any of these steps, the drive
won’t work. The beauty of this is that if you make an error, you can walk
back through each step and check for problems. The “Troubleshooting Hard
Drive Installation” section in Chapter 11 covered physical connections and
CMOS, so this section concentrates on the latter two issues.

Partitioning Partitioning errors generally fall into two groups: failing to
partition at all and making the wrong size or type of partition. You'll recog-
nize the former type of error the first time you open My Computer/Com-
puter after installing a drive. If you forgot to partition it, the drive won't
even show up in My Computer/Computer, only in Disk Management. If
you made the partition too small, that’ll become painfully obvious when
you start filling it up with files.

The fix for partitioning errors is simply to open Disk Management and
do the partitioning correctly. If you've added files to the wrongly sized
drive, don’t forget to back them up before you repartition in Windows XP.
Just right-click and select Extend Volume in Windows Vista/7 to correct the
mistake.

Formatting Failing to format a drive makes the drive unable to hold data.
Accessing the drive in Windows results in a drive “is not accessible” error,
and from a C:\ prompt, you'll get the famous “Invalid media” type error.
Format the drive unless you're certain that the drive has a format already.
Corrupted files can create the invalid media error. Check the upcoming
“Data Corruption” section for the fix.
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Most of the time, formatting is a slow, bor-
ing process. But sometimes the drive makes
“bad sounds” and you start seeing errors like
the one shown in Figure 12.62 at the top of
the screen.

An allocation unit is another term for a
cluster. The drive has run across a bad cluster
and is trying to fix it. For years, I've told techs
that seeing this error a few (610) times doesn’t
mean anything; every drive comes with a
few bad spots. This is no longer true. Mod-
ern drives actually hide a significant number

Formatting 3070%.65H

Trying to recover lost allocation unit 37,925

of extra sectors that they use to replace bad

sectors automatically. If a new drive gets a ® Figure 1262 The “Trying to recover lost allocation unit” error

lot of “Irying to recover lost allocation unit”

errors, you can bet that the drive is dying and needs to be replaced. Get the
hard drive maker’s diagnostic tool to be sure. Bad clusters are reported by
SM.ART.

Mental Reinstallation Focus on the fact that all of these errors share a com-
mon thread—you just installed a drive! Installation errors don’t show up
on a system that has been running correctly for three weeks; they show up
the moment you try to do something with the drive you just installed. If a
newly installed drive fails to work, do a “mental reinstallation.” Does the
drive show up in the CMOS? No? Then recheck the cables, master/slave
settings on old PATA drives, and power. If it does show up, did you remem-
ber to partition and format the drive? Did it need to be set to active? These
are commonsense questions that come to mind as you march through your
mental reinstallation. Even if you've installed thousands of drives over the
years, you'll be amazed at how often you do things such as forget to plug in
power to a drive. Do the mental reinstallation—it really works!

Data Corruption

All hard drives occasionally get
corrupted data in individual sec-

’
CA\Program Files\foobar2000\foobar2000.exe

e e |

tors. Power surges, accidental shut- ._0:. C:\Program Files\foobar2000\foobar2000.exe is not a valid Win32 application.

downs, corrupted installation media,
and viruses, along with hundreds of
other problems, can cause this cor-
ruption. In most cases, this type of \

OK

error shows up while Windows is

running. Figure 12.63 shows a classic -
example. * Figure 12.63 A corrupted data error

You may also see Windows error
messages saying one of the following:

m  “The following file is missing or corrupt”
m “The download location information is damaged”
m  “Unable to load file”

m “...isnota valid Win32 application”
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Use the left and right arrow keys to move through the screens at any time, or
ress the SPACEBAR to select screen displays. Press ESC to suspend-terminate. must use a low-level for-

If core boot files become corrupted, you may see text errors at boot, such
as the following;:

m “Cannot find COMMAND.COM”
m  “Error loading operating system”
®m  “Invalid BOOT.INI”

m  “NTLDR is missing or corrupt”

®m  “An error occurred while attempting to read the boot configuration
data”

On older programs, you may see a command prompt open with errors
such as this one:

Sector not found reading drive C: Abort, Retry, Fail-?

The first fix for any of these problems is to run the Error-checking utility.
Error-checking will go through and mark bad clusters and, hopefully, move
your data to a good cluster.

If the same errors continue to appear after you run the Error-checking
utility, there’s a chance that the drive has bad sectors.

Almost all drives today take advantage of built-in error correction code
(ECC) that constantly checks the drive for bad sectors. If the ECC detects a
bad sector, it marks the sector as bad in the drive’s internal error map. Don’t
confuse this error map with a FAT. The partitioning program creates the
FAT. The drive’s internal error map was created at the factory on reserved
drive heads and is invisible to the system. If the ECC finds a bad sector, you
will get a corrupted data error as the computer attempts to read the bad sec-
tor. Disk-checking utilities fix this problem most of the time.

Many times, the ECC thinks a bad sector is good, however, and fails to
update the internal error map. In this case, you need a program that goes
back into the drive and marks the sectors as bad. That’s where the powerful
SpinRite utility from Gib-
son Research comes into

DynaStat Data Recovery play SpinRite marks sec-

tors as bad or good more
accurately than ECC and
does not disturb the data,
enabling you to run Spin-
Rite without fear of losing
anything. And if it finds
a bad sector with data in
it, SpinRite has powerful
algorithms that usually
recover the data on all but
the most badly damaged
sectors (see Figure 12.64).

Without SpinRite, you

* Figure 12.64
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SpinRite at work

mat program supplied
by the hard drive maker,
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assuming you can get one (not all are willing to distribute these). These
programs work like SpinRite in that they aggressively check the hard drive’s
sectors and update the internal error map. Unfortunately, all of them wipe
out all data on the drive.

Dying Hard Drive

Physical problems are rare but devastating when they happen. If a hard
drive is truly damaged physically, there is nothing that you or any service
technician can do to fix it. Fortunately, hard drives are designed to take
a phenomenal amount of punishment without failing. Physical problems
manifest themselves in several ways: you start getting read /write failures,
the drive works properly but makes a lot of noise, or the drive seems to
disappear.

Windows will give you error messages with read/write failures.
Good hard drives don't fail to read or write. Only dying ones have these
problems.

All hard drives make noise—the hum as the platters spin and the occa-
sional slight scratching noise as the read /write heads access sectors are nor-
mal. However, if your drive begins to make any of the following sounds, it
is about to die:

m  Continuous high-pitched squeal
m  Series of loud clicks, a short pause, and then another series of clicks

m  Continuous grinding or rumbling

Back up your critical data and replace the drive. Windows comes with
great tools for backing up data.

You’'ll know when a drive simply dies. If it’s the drive that contains your
operating system, the system will lock up. When you try to restart the com-
puter, you'll see this error message or something similar to it:

No Boot Device Present

If it’s a second drive, it will simply stop showing up in My Computer/
Computer. The first thing to do in this case is to fire up the System Setup
program and see if autodetect sees the drive. If it does, you do not have
a physical problem with the drive. If autodetect fails, shut off the system
and remove the data cable, but leave the power cable attached. Restart the
system and listen to the drive. If the drive spins up, you know it is getting
good power. This is usually a clue that the drive is probably good. In that
case, you need to look for more mundane problems such as an unplugged
data cord or jumpers incorrectly set. If the drive doesn’t spin up, try another
power connector. If it still doesn’t spin up and you’ve triple-checked the
jumpers (PATA only) and data cable, you have a problem with the onboard
electronics, and the drive is dead.

Troubleshooting RAID

For the most part, drive problems in a RAID array are identical to those
seen on individual drives. There are a couple of errors unique to RAID,
however, that need their own separate discussion.
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Long Warranties

Most hard drives have three-year
warranties. Before you throw
away a dead drive, check the hard
drive maker’s Web site or call
them to see if the drive is still
under warranty. Ask for a return
material authorization (RMA).
You'll be amazed how many times
you get a newer, usually larger,
hard drive for free. It never hurts
to check!

Data Rescue

Specialists

If you ever lose a hard drive

that contains absolutely critical
information, you can turn to a
company that specializes in hard
drive data recovery. The job will
be expensive—prices usually start
around $1000 (U.S.)—but when
you have to have the data, such
companies are your only hope. Do
a Web search for “data recovery”
or check the Yellow Pages for
companies in this line of business.
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Drives Not Recognized If you're using hardware RAID and the configu-
ration firmware doesn’t recognize one of the drives, first check to make
sure the drives are powered and that they are connected to the proper con-
nections. This is especially true of motherboards with onboard RAID that
require you to use only certain special RAID connectors.

RAID Stops Working When one of the drives in a RAID array fails, several
things can happen depending on the type of array and the RAID controller.
With RAID 0, the effect is dramatic. Many enthusiasts use RAID 0 for their
OS drive to make it snappier. If you're running such a rig that then loses
a drive, you'll most likely get a critical stop error, a Blue Screen of Death
(BSoD). On reboot, the computer will fail to boot or you'll get a message
that the OS can’t be found. You lose all your data because there’s no redun-
dancy on a stripe set.

All the other levels of RAID tend to do nothing extraordinary when one
drive in the array fails. When you reboot the system, that’s when the RAID
controller—if hardware—or Windows—if you've used the built-in tools—
will squeal and tell you that a drive has failed.

Often, the failure of a drive will cause access to the contents of the drive
to slow to a crawl, and that slow performance is your clue to check Device
Manager or the RAID controller firmware. Some drive failures will cause
the computer to crash. Others will show no effects until you get the error
messages at reboot.

Regardless of the reason a RAID stops working or the effects, the fix
is simple. Replace the failed drive and let the RAID rebuild itself. Life
is good.

RAID Not Found The CompTIA A+ 220-802 exam objectives use the term
“RAID not found,” which doesn’t really exist as an error but instead implies
a series of errors where an existing RAID array suddenly fails to appear.
The problem with these errors is that they vary greatly depending on the
make and model of hardware RAID or (heaven forbid) if you used software
RAID.

A properly functioning hardware RAID array will always show up in
the configuration utility. If an existing array stops working and you enter the
configuration utility only to find the array is gone, you have big trouble. This
points to either dead drives or faulty controllers. In either case they must be
replaced.

If the array is gone but you can still see the drives, then the controller
may have broken the array on its own. This is a rare action that some con-
trollers do to try to save data. You should at least try to rebuild the array
using whatever tools the controllers provide.

Beyond A+

Modern hard drives have many other features that are worth knowing
about but that rarely impact beginning techs. A couple of the more interest-
ing ones are spindle speed and third-party hard drive tools. If you have a
burning desire to dive into hard drives in all their glory, you need not go
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any farther than the StorageReview.com, an excellent site dedicated solely
to hard drives.

Third-Party Partition Tools

Disk Management is a good tool and has been greatly enhanced with Win-
dows 7, but it’s still limited for some situations. Some really great third-
party tools on the market can give you incredible flexibility and power to
structure and restructure your hard drive storage to meet your changing
needs. They each have interesting unique features, but in general they
enable you to create, change, and delete partitions on a hard drive without
destroying any of the programs or data stored there. Slick! These programs
aren’t covered on the CompTIA A+ exams, but all PC techs use at least one
of them, so let’s explore three of the most well-known examples: Symantec’s
Norton PartitionMagic, Avanquest Partition Commander Professional, and
the open source Linux tool, GParted.

Probably the most well-known third-party partition tool is Partition-
Magic, although it’s quite dated at this point. It supports older versions of
Windows but has problems with Windows Vista/7. With it, you can cre-
ate, resize, split, merge, delete, undelete, and convert partitions without
destroying your data. Among the additional features it advertises are the
capability to browse, copy, or move files and folders between supported
partitions; to expand an NTFS partition—even if it's a system partition—
without rebooting; to change NTES cluster sizes; and to add new partitions
for multiple OSs by using a simple wizard.

Avanquest offers a variety of related products, one of which is the very
useful Partition Commander. It supports all versions of Windows (unlike
PartitionMagic) and enables you to play with your partitions without
destroying your data. Among its niftier features are the capability to con-
vert a dynamic disk to a basic disk nondestruc-
tively (which you can’t do with the Microsoft-
supplied Windows tools); to defrag the master

3. Redistribute Free Space Wizard

Review the changes

file table on an NTFS partiﬁonl- and to move On this page you can review the changes that have been made.

unused space from one partition to another on
Your hard disk before the changes:

PIX

the same physical drive, automatically resizing

the partitions based on the amount of space you [ ol L —
tell it to move. Figure 12.65 shows the Partition I :Ja')atg:ws l 1 '!)‘f; -
Commander dialog box for moving unused e : —
space between partitions *Your hard disk after the changes:

The only problem with PartitionMagic and [ Basic Hard Disk 0 (FUJITSU MHV2080BH)
Partition Commander is that they cost money. @0 ' I : ' @ F)
There’s nothing wrong with spending money = 1
on a good product, but if you can find some- :

. . . Volume (F:), FAT32 - gained 15.5 GB
thing that does the job for free, why not try it? Size before changes: 24.4 GB. froe space: 24.4 GB
If you think like I do, check out the GNOME Size after changes: 39.9 GB, free space: 39.9.GB
Partition Editor, better known as GParted. You ke B
can find it at http://sourceforge.net/.
’ < Back ”: et = | [ Cancel

GParted is an incredibly powerful partition

editor and does almost everything the for-pay

partition editors do, but it’s free. In fact, you Figure 12.65
might already have a copy lying around in the
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GParted Edit View Device Partition Help

form of an Ubuntu desktop live CD. If you look closely at Figure 12.66,
you'll notice that it uses strange names for the partitions, such as HDA1 or
SDA2. These are Linux conventions and are well documented in GParted’s
Help screens. Take a little time and you'll love GParted too.

The one downside to GParted is that it is a Linux program—because
no Windows version exists, you need Linux to run it. So how do you run
Linux on a Windows system without actually installing Linux on your hard
drive? The answer is easy—
the folks at GParted will give
you the tools to burn a live

Q@+ & J —/devsdb (15578 = | CD that boots Linux so you
Jdev/sdb can run GParted!
1958 A live CD is a complete
Device Information Partition FileSystem  Label Size Used Unused Flags OS on a CD. Understand
Model: VMware, VMware Virtual s { . 0 . . . . .
S ot /dev/sdb1 ntfs New Volume 1.95T!B 3.00GiB 1.95TiB thlS is not an 1nstallat10n CD
unallocated unallocated 2.00MiB — =

Path: /dev/sdb

Partition table: msdos

Heads: 255
Sectors/ftrack: 63
Cylinders: 261083
Total sectors: 4194304000
Sector size: 512

¥l shrink /dev/sda2 from 39.90 GiB to 17.08 GiB

1 operation pending

@ Resize/Move jdev/sdb1

like your Windows installa-
tion disc. The OS is already
installed on the CD. You boot
from the live CD and the OS
loads into RAM, just like
the OS on your hard drive
loads into RAM at boot. As
the live CD boots, it recog-
nizes your hardware and
loads the proper drivers into
RAM so everything works.
You get everything you'd

< 4
Minimum size: 3073 MiB Maximum size: 2047999 MiB
Free space preceding (MiB): |[ S
New size (MiB}): 626688 -
Freespace following (MiB): 1421311 =

Align to: | miB

cancel | | 2l Resize/move |

* Figure 12.66  GParted in action
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expect from an OS with one
big exception: a live CD does
not touch your hard drive.
Of course, you may run programs (such as GParted) that work on your
hard drive, which makes live CDs popular with PC techs, because you can
toss them into a cranky system and run utilities.

The truly intrepid might want to consider using The Ultimate Boot
CD (UBCD), basically a huge pile of useful freeware utilities compiled by
frustrated technician Ben Burrows, who couldn’t find a boot disk when he
needed one. His Web site is www.ultimatebootcd.com. The UBCD has more
than 100 different tools, all placed on a single live CD. It has all of the low-
level diagnostic tools for all of the hard drive makers, four or five different
partitioning tools, S.M.A.R.T. viewers, hard drive wiping utilities, and hard
drive cloning tools (nice for when you want to replace a hard drive with a
larger one). Little documentation is provided, however, and many of the
tools require experience way beyond the scope of the CompTIA A+ exams.
I will tell you that I have a copy and I use it.
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Chapter 12 Review

B Chapter Summary

After reading this chapter and completing the
exercises, you should understand the following about
implementing hard drives.

Explain the partitions available in Windows

m Partitions are electronic subdivisions of physical
hard drives. After partitioning, each partition
must be formatted before it can be used to store
files. Every hard drive must contain at least one
partition, but many users choose to create multiple
partitions on a single hard drive. Windows
supports three partitioning schemes: master boot
record (MBR), dynamic storage partitioning, and
GUID partition table (GPT).

m  The MBR partitioning scheme uses a master boot
record and a partition table to enable the partition
with a valid operating system to boot.

m  MBR uses primary and extended partitions.
Windows limits each MBR hard drive to a
maximum of four partitions, with no more
than one extended partition. Primary partitions
can receive drive letters and support bootable
operating systems. Extended partitions, which
do not receive drive letters, house logical drives,
which can receive drive letters.

m Every partition contains a partition boot sector in
its first sector. During boot-up, a hard drive’s MBR
finds the active partition and uses the partition’s
boot sector to load the OS.

m  Only active primary partitions can boot an
operating system. Only one primary partition per
hard drive can be marked as active.

m Hard drives that use the dynamic storage
partitioning scheme are called dynamic disks by
Microsoft. Dynamic disks use volumes rather
than partitions. There are no primary or extended
volumes—a volume is simply a volume.

®  Dynamic disks support a total of five types of
volumes: simple, spanned, striped, mirrored, and
RAID 5. A simple volume is similar to a primary
partition in that it can store files and can receive
a drive letter or be mounted to a folder. Spanned
volumes combine space from several volumes and
treat them as a single volume. After one volume is
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full, files are written to the next volume in the span.
Striped volumes are similar to spanned volumes,
but files are deliberately split across volumes to
increase read /write access time. Neither spanned
nor striped volumes are fault tolerant. RAID 1, or
mirrored volumes, use exactly two volumes that
are exact duplicates of each other. You suffer a
slight performance hit but make up for it with fault
tolerance. RAID 5 requires at least three same-size
volumes, enjoys the speed boost of striping, and is
fault tolerant.

The GUID partition table (GPT) scheme fixes
several of MBR’s limitations. GPT drives can have
as many partitions as needed, although Windows
imposes a limit of 128. GPT partitions can be larger
than MBR’s maximum of 2.2 TB.

GPT includes a protective MBR to keep older
utilities from damaging the partition information.

GPT includes primary and backup copies of its
GPT header and partition array.

Other partition types are hidden and swap
partitions. Hidden partitions are not visible to

the operating system and are often used by PC
manufacturers to store emergency restore images
of the system partition. Swap partitions are used
by Linux and BSD systems for virtual memory and
function much the same as Windows page files.

Most operating systems enable you to create
partitions during the installation process. To create
partitions at other times, you use a dedicated
partitioning tool. Older versions of Windows
shipped with the command-line program FDISK
for this purpose. Windows now ships with

a graphical tool called Disk Management to
manage partitions, convert basic disks to dynamic
disks, and manage volumes. Linux uses several
partitioning tools, such as FDISK (same name, but
different from the Windows version) and GParted.

Discuss hard drive formatting options

m After a disk has been partitioned, it must be

formatted before it can be used. Formatting creates
a file system and root directory. You can use the
Disk Management tool to format a partition or
volume. Current versions of Windows support
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four file systems: FAT16, FAT32, NTFS, and exFAT
(FAT64).

The base storage area for hard drives is a sector,
which can store up to 512 bytes of data. If a file is
smaller than 512 bytes and does not fill a sector,

the rest of the sector remains unused because only
one file can reside in any one sector. If a file is more
than 512 bytes, the file is split into pieces, with each
piece residing in a different sector. If the sectors
containing all of the pieces of a single file are not
contiguous, the file is said to be fragmented.

MS-DOS version 2.1 first supported the file
allocation table (FAT). FAT is a data structure
similar to a two-column spreadsheet that tracks
where data is stored on a hard drive.

FAT comes in multiple variations, including FAT16,
FAT32, and FAT64. The number indicates how
many bits are available in the “left side of the FAT
spreadsheet.” Hard drives can use FAT16 or FAT32,
while FAT64 is designed for USB flash drives.

Every version of Windows fully supports FAT16,
which uses only 16 bits to address sector locations.
This translates to 2'°, or 64 K locations. With 64 K
locations of 512-byte sectors, 64 K x 512 bytes

hits the ceiling at 32 MB. For this reason, FAT16
partitions were initially limited to 32 MB. FAT16
later added a feature called clustering that treats a
set of contiguous sectors as a single FAT unit. These
clusters (also called file allocation units) allow a
maximum partition size of 2 GB.

Since FAT16, a cluster (rather than a sector) is the
basic unit of storage. Unlike sectors, the size of a
cluster is not fixed but changes with the size of
the partition. Because FAT16 still supported only
a maximum of 64 K storage units, the formatting
program set the number of sectors in each cluster
according to the size of the partition.

After the format program creates the FAT, it tests
each sector and places a special status code (FFF7)
in the FAT for any bad sectors so they won’t be
used. Good sectors are marked with 0000. When
an application saves a file, the OS starts writing the
file to the first available cluster marked as good. If
the entire file fits in the cluster, the OS places the
end-of-file marker (FFFF) in the cluster’s status
area. If the file does not fit entirely in a single
cluster, the OS searches for the next available
cluster. Once found, its location is written to the
status area of the preceding cluster holding a piece
of the file, and the OS writes the next 512 bytes of

the file in the available cluster. This continues until
the file has been completely written and the final
cluster in the chain receives the status code FFFF in
the FAT. After saving the entire file, the OS lists the
filename and starting cluster in the file’s folder.

As a file is split across multiple noncontiguous
clusters, the file becomes fragmented.
Fragmentation slows read /write access because
the OS has to piece together the many fragments
of the file. Every version of Windows comes with
a Disk Defragmenter program that reorganizes
the clusters of hard drive data so files are stored
wherever possible in contiguous clusters.

FAT32 was introduced with Windows 95 OSR2.
FAT32, which uses 32 bits to describe each cluster,
supports partitions up to 2 TB. FAT32 creates
smaller clusters and therefore stores files more
efficiently than FAT16.

The New Technology File System (NTFS) was
introduced with Windows NT and has gone
through several versions. The most recent version,
used since Windows 2000, is referred to as NTFS
3.1, although you'll see it referred to as NTFS
5.0/5.1. NTFS does not use a FAT such as FAT16 or
FAT32, but instead uses a master file table (MFT).

NTFES offers several major improvements over
FAT, including redundancy, security, compression,
encryption, disk quotas, and cluster sizing. A
backup copy of the most critical parts of the MFT
is stored in the middle of the disk, where it is less
likely to become damaged.

With NTES, you can protect individual files and
folders by allowing only certain users or groups
access to them. You can compress individual files
or folders to save hard drive space and can encrypt
tiles or folders so they are unreadable to anyone
but you. You can also limit the amount of disk
space per user by enforcing disk quotas. Finally,
you can adjust cluster sizes to allow support of
partitions up to 16 EB, though by default the limit
is 16 TB.

Partition and format hard drives

m  Windows XP installation discs walk you through

the process of partitioning and formatting your
hard drive. After accepting the license agreement,
you can simply press ENTER and Windows
partitions and formats your drive as one large
primary partition. If you prefer to partition only a
portion of the hard drive, you can do so manually
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by pressing the letter c to create a partition,
entering the desired size in MB, and pressing
ENTER. Finally, you are offered several options for
formatting before the installation continues. It is
recommended that you choose NTFS. Note that the
disk is partitioned and formatted as a basic disk.
Once Windows is installed, you can convert basic
disks to dynamic disks with the Disk Management
tool.

m  Windows Vista/7 installation discs also walk
you through the partitioning and formatting
process but use a graphical user interface, thus
greatly simplifying the process. When you click
the Custom install button, you're taken to the
partitioning screen, where you can create, delete,
edit, and format partitions. You can only format
partitions as NTFS off of the Vista/7 installation
discs.

m  All new disk drives must be initialized by Disk
Management before you can use them. The
initialization process places information on the
drive identifying it as part of a particular system.
New drives are always initialized as basic disks
but can be converted to dynamic disks by right-
clicking and choosing Convert to Dynamic Disk.
Once initialized, you can add partitions or volumes
to the drive.

m  Once a disk has been initialized and partitioned,
you can format it. Microsoft requires using NTFS
for any partition larger than 32 GB. Performing a
Quick Format skips the checking of clusters, which
results in a faster format but is risky.

m  To create a mount point, right-click an unallocated
section of a disk and choose New Partition or
New Simple Volume. This opens the appropriately
named Wizard. In the second screen, you can select
a mount point rather than a drive letter. You'll need
to pick an empty folder or create a new one.

®  You can format any partition/volume in My
Computer/Computer by right-clicking the drive
and choosing Format. Alternatively, you can format
partitions/volumes from the Disk Management
tool. Both methods offer you options to perform a
Quick Format and enable compression.

Maintain and troubleshoot hard drives

m Hard drive maintenance can be broken down
into two distinct functions: checking the disk
occasionally for failed clusters and keeping data
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organized on the drive so it can be accessed
quickly.

Microsoft offers Error-checking for scanning hard
drives. It checks for bad clusters and, if found,
marks them as bad so no data gets written to those
areas of the hard drive. Additionally, it looks for
invalid filenames and attempts to fix them, and it
searches for and erases lost cluster chains.

To run Error-checking in Windows, right-click a
drive to view its Properties dialog box, choose the
Tools tab, and click the Check now button. Check
the box next to Automatically fix file system errors,
but save the option to Scan for and attempt recovery
of bad sectors for times when you actually suspect a
problem.

Run Error-checking and Disk Defragmenter once

a month as preventive maintenance to keep your
system running smoothly. Both are available on the
Tools tab of the drive’s Properties dialog box.

The Disk Cleanup utility deletes files from the
Recycle Bin, temporary Internet files, copies of
downloaded Java or ActiveX applets, and other
temporary files on your hard drive. You can
access Disk Cleanup in all versions of Windows
by choosing Start | All Programs | Accessories |
System Tools | Disk Cleanup. Run Disk Cleanup
once a month.

Hard drive problems fall into four broad
categories: installation errors, data corruption,
dying hard drives, and RAID issues. Installation
errors can happen at any of the four steps:
connectivity, CMOS, partitioning, or formatting.
When troubleshooting, you should always walk
back through each step and check for problems.

Partitioning errors generally fall into two groups:
failing to partition at all and making the wrong
size/type of partition. You'll recognize the

former type of error the first time you open My
Computer/Computer after installing a drive. If
you forgot to partition it, the drive won't even
show up in My Computer/Computer, only in Disk
Management. If you made the partition too small,
that’ll become painfully obvious when you start
filling it up with files.

If you try to access a drive that’s not formatted,
Windows displays a drive “is not accessible” error,
while you'll get an “Invalid media” error from

a C:\ prompt. Format the drive unless you're
certain that the drive has already been formatted.

423




Corrupted files can also create the “Invalid media”
€ITor.

The “Trying to recover lost allocation unit” error
means the drive has bad sectors. Time to replace
the drive.

If a newly installed drive fails to work, do a
“mental reinstallation.” If the drive does not show
in CMOS autodetect, recheck the cables, master/
slave jumper settings, and power. If it shows up,
make sure you remembered to partition and format
it. Remember the drive must be marked as Active
to be bootable.

Power surges, accidental shutdowns, corrupted
installation media, and viruses are among the
causes of corrupted data in individual sectors.
These errors usually show while Windows is
running. If core boot files become corrupted, you
may see text errors such as “NTLDR is missing

or corrupt,” “Error loading operating system,” or
“Invalid BOOT.INL.” Older systems may generate
a “sector not found” error. The first fix for any of
these problems is to run an error-checking utility.

Almost all drives today have built-in error
correction code (ECC) that constantly checks the
drive for bad sectors. If it detects a bad sector, it
marks the sector as bad in the drive’s internal error
map so it’s invisible to the system. If the ECC finds
a bad sector, however, you will get a corrupted
data error when the computer attempts to read the
bad sector.

The powerful SpinRite utility from Gibson
Research marks sectors as bad or good more
accurately than ECC and does not disturb the

data. When it finds a bad sector with data in it,
SpinRite uses powerful algorithms that usually
recover the data on all but the most badly damaged
sectors. Without SpinRite, you must use a low-level
formatting program supplied by the hard drive
manufacturer, which will wipe out all data on

the drive.

B Key Terms

If a hard drive is truly physically damaged, it
cannot be fixed. Physical problems manifest
themselves in two ways: either the drive works
properly but makes a lot of noise, or the drive
seems to disappear. If you hear a continuous high-
pitched squeal; a series of clacks, a short pause,
and then another series of clacks; or a continuous
grinding or rumbling, your hard drive is about

to die. Back up your critical data and replace the
drive. If the drive that contains your operating
system disappears, the system locks up or you

get the error message “No Boot Device Present”
when you try to reboot. If the problem is with a
second drive, it simply stops showing up in My
Computer/Computer.

If your drive makes noise or disappears, first run
the System Setup program to see if autodetect

sees the drive. If it does, the drive doesn’t have a
physical problem. If autodetect fails, shut down
the system and remove the data cable, but leave
the power cable attached. Restart the system and
listen to the drive. If the drive spins up, the drive is
getting good power, which usually means the drive
is good. Next, check for an unplugged power cord
or incorrectly set jumpers. If the drive doesn’t spin
up, try another power connector. If it still doesn’t
spin up and you've triple-checked the jumpers and
data cable, you have a problem with the onboard
electronics and the drive is dead.

For the most part, drive problems in a RAID array
are identical to those seen on individual drives. If
you're using hardware RAID and the configuration
firmware doesn’t recognize one of the drives, first
check to make sure the drives are powered and
that they are connected to the proper connections.
Regardless of the reason a RAID stops working

or the effects, the fix is simple. Replace the failed
drive and let the RAID rebuild itself.

active partition (377)
basic disk (375)
chkdsk (410)

cluster (384)

data structure (384)
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defragment (412)

Disk Cleanup (4/4)

disk initialization (398)
Disk Management (381/)
disk quota (390)
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dynamic disk (376)

encrypting file system (EFS) (390)
Error-checking (410)

error correction code (ECC) (4/6)
extended partition (376)

FAT32 (388)

FAT64 (391)

FDISK (380)

file allocation table (FAT) (384)
file allocation unit (384)

file system (375)

format (375)

fragmentation (386)

globally unique identifier partition table (GPT) (379)
high-level formatting (384)
logical drive (377)

master boot record (MBR) (376)

B Key Term Quiz

master file table (MFT) (389)
mirror set (406)

mirrored volume (378)
mount point (407)

New Technology File System (NTFS) (389)
partition (375)

partition boot sector (376)
partition table (376)
partitioning (375)

primary partition (376)

RAID 5 volume (378)

simple volume (378)
spanned volume (378)

stripe set (405)

striped volume (378)

volume (378)

Use the Key Terms list to complete the sentences that
follow. Not all terms will be used.

1. The MBR checks the partition table to find the
or bootable partition.

2. If a file is not stored in contiguous clusters, you
can improve hard drive performance by using a
tool to the drive.

3. Instead of using a FAT, NTFS uses a(n)
with a backup copy placed
in the middle of the disk for better security.

4. On modern versions of Windows, the best file
system to choose is

5. The Windows tool that attempts to fix invalid
filenames, erases lost clusters, and seals off

B Multiple-Choice Quiz

bad clusters is called (or
CHKDSK).
6. The partitioning scheme

enables you to create more than four primary
partitions without needing to use dynamic disks.

7. Alogical drive must be created inside a(n)

8. Only a single
active on one drive.

may be set to

9. The utility is useful for
purging your system of unnecessary temporary
files.

10. A(n) requires exactly two

volumes and is extremely fault tolerant.

1. Which is the most complete list of file systems
Windows can use?

A. FAT16, FAT32, NTES

B. FAT16, FAT32, FAT64, NTES
C. FAT16, FAT32

D. FAT16, NTFS
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2. The Disk Cleanup utility removes which types of
unneeded files?

A. Temporary Internet files

B. Temporary files that remain when an
application is closed

C. Programs no longer in use

D. Both A and B
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Which of the following correctly identifies the
four possible entries in a file allocation table?

A. Filename, date, time, size

B. Number of the starting cluster, number of
the ending cluster, number of used clusters,
number of available clusters

C. An end-of-file marker, a bad-sector marker,
code indicating the cluster is available, the
number of the cluster where the next part of
the file is stored

D. Filename, folder location, starting cluster
number, ending cluster number

You receive an “Invalid media” error when
trying to access a hard drive. What is the most
likely cause of the error?

A. The drive has not been partitioned.
B. The drive has not been set to active.
C. The drive has not been formatted.
D. The drive has died.

Which of the following is an advantage of
partitioning a hard drive into more than one
partition?

A. It enables a single hard drive to store more
than one operating system.

B. It protects against boot sector viruses.
C. It uses less power.
D. It allows for dynamic disk RAID 5.

What graphical program does Microsoft include
with Windows to partition and format a drive?

A. Format

B. Disk Management console
C. Disk Administrator console
D. System Commander

Which of the following statements apply to MBR
drives? (Select two.)

A. Maximum partition size of 2.2 TB

B. Unlimited number of partitions

C. Cannot span partitions across multiple drives
D. Can stripe partitions across multiple drives

Which of the following statements is true about
extended partitions?

A. They are optional.

10.

11.

12.

13.

B. They are assigned drive letters when they are
created.

C. They may be set to active.

D. Each drive must have at least one extended
partition.

Adam has two primary partitions and wants
to create a new extended partition on his MBR
drive in Windows Vista, but Disk Management
won’t let him. Why not?

A. Windows Vista cannot use extended
partitions.

B. MBR does not use extended partitions.

0

He needs to set up dynamic disks.

D. Windows Vista creates three primary
partitions before automatically creating an
extended partition.

Jaime wishes to check her hard drive for errors.
What tool should she use?

A. FDISK

B. Format

C. Disk Management
D. Error-checking

To make your files unreadable by others, what
should you use?

A. Clustering
B. Compression
C. Disk quotas
D. Encryption

Which of the following utilities should you run
once a month to maintain the speed of your PC?

A. Disk Defragmenter

B. FDISK

C. Disk Management

D. System Commander

Which two terms identify a bootable partition?
A. Master, FAT

B. Slave, FAT

C. Primary, Active

D. Primary, NTFS
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14. For what purpose can you use disk quotas?
A. Limit users to a specific drive.
B. Extend the capacity of a volume.
C. Manage dual-boot environments.
D. Limit users’ space on a drive.

15. What are the requirements for booting Windows
from a GPT drive? (Select all that apply.)

B Essay Quiz

A. You must use Windows Vista Business,
Windows Vista Ultimate, Windows Vista
Enterprise, Windows 7 Professional,
Windows 7 Ultimate, or Windows 7
Enterprise.

B. You must use a 64-bit operating system.

0

You must use a UEFI motherboard.
D. Your GPT disk must be a dynamic disk.

1. You discover that your boss’s computer is using

examination, you determine that the drive shows

two old hard drives formatted using FAT32.
Write a two- to three-paragraph memo that
explains the virtues and benefits of NTFS
over FAT32.

You've been tasked by your supervisor to teach
basic hard drive partitioning to a couple of
new hires. Write a short essay describing the
difference between simple volumes, spanned
volumes, and striped volumes. What's better?
When would you use one and not the others?

One of your employees doesn’t quite get it when
it comes to computers and keeps complaining
that his hard drive is stopped up, by which he
most likely means “full.” He installed a second
hard drive by using some steps he found on the
Internet, but he claims it doesn’t work. On closer

up in CMOS but not in Windows—he didn’t
partition or format the drive! Write a short essay
describing partitioning and formatting, including
the tools used to accomplish this task on a second
hard drive.

4. Your office has a PC shared by four people to

do intensive graphics work. The hard drive has
about 1 TB of free space. Write a memo on how
you could use disk quotas to make certain that
each user takes no more than 25 percent of the
free space.

5. Your office has several computers with three

200-GB drives in them in addition to the C: drive.
Write a short essay that describes how you could

use spanning and mount points to make the extra
drives more easily usable for your users.

Lab Projects

* Lab Project 12.1

Grab a test system with multiple drives and
experiment with the partitioning tools in Windows
Disk Management. Create various partition
combinations, such as all primary or all extended

* Lab Project 12.2

Partitioning gets all the glory and exposure in
tech classes because, frankly, it’s cool to be able
to do some of the things possible with the Disk

Management console. But the experienced tech does
not forget about the other half of drive preparation:

formatting. Windows offers you at least two
different file systems. In this lab, you’ll put them
through their paces.
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with logical drives. Change basic disks into dynamic
disks and create volumes that span multiple drives.
Add to them. You get the idea—experiment and
have fun!

In at least one OS, partition a drive with two
equal partitions and format one as FAT32 and
the other as NTFS. Then get a couple of monster
files (larger than 50 MB) and move them to those
partitions. Did you notice any difference in transfer
speed? Examine the drives in My Computer. Do they
show the same amount of used space?
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