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2

Chapter 1: The Path of the PC Tech

Well, now you've really done it. The fact that you hold this lab manual
in your hands says one thing loud and clear—you're deadly serious about
getting that CompTIA A+ certification! Good. Even though the CompTIA

A+ certification exams are considered entry-level, you'll still need to take

them seriously if you want to pass.

Because you're serious, I'm going to let you in on a secret: The key to
passing these exams is preparation. When I say “preparation,” I'm not
talking about studying—although of course studying is important! I'm
talking about preparing to study. You need to know exactly how to study for
this exam, and you need to have the right tools to get that studying done.
Sure, you've got a textbook and you've got a lab manual, but you're not
yet ready to hit the books.

In this chapter, you'll go through the steps you need to start studying
for the CompTIA A+ exams. First, you'll organize what you need to study.
Second, you'll learn how the CompTIA A+ certification helps move you
toward more advanced certifications. Finally, you'll get some ideas on
how to gather equipment so that you can reinforce what you read with
real hardware and software. So stay serious, roll up your sleeves, and
start preparing to study for the CompTIA A+ exams!

0 60 MINUTES

Lab Exercise 1.01: Study Preparation

If you're a child of the TV age—and who isn't these days?—then you might have heard of a TV show
called The A-Team starring George Peppard and Mr. T. Okay, so maybe it wasn't the greatest television, but
I always remember one line from this show: “I love it when a plan comes together!” That’s how you
should feel as you get ready to become CompTIA A+ certified. In fact, just for fun, let’s call ourselves the
“A+ Team” as we put a plan together to knock that test right into next week’s episode!



Learning Objectives

This lab helps you lay out a logical path for your studies. To do this, you need to deal with three issues:
determining your weak points, checking your study habits, and scheduling the exams.

At the end of this lab, you'll be able to

e  Identify the CompTIA A+ topics you need to learn

e  Develop a good study plan

e  Understand how to schedule the CompTIA A+ exams

Lab Materials and Setup

The materials you need for this lab are

e A PCwith Internet access

e A telephone

Getting Down to Business

Total Seminars has been teaching CompTIA A+ certification for years, and we've developed a handy tem-
plate to help you determine what you need to study and how much time you need to devote to preparing for
the CompTIA A+ exams. This is the same table shown in the Mike Meyers’ A+ Guide to Managing and Trou-
bleshooting PCs textbook, but with an extra step added to help you determine the topics you need to study.

Step 1 For each skill listed in the table that follows, circle the number that corresponds to the amount
of experience you have: None, Once or Twice, Every Now and Then, or Quite a Bit. You'll use that num-

Lab Exercise 1.01: Study Preparation

ber to calculate the total number of hours you have to study for the exams.

Technical Task

Installing an adapter card
Installing hard drives

Installing modems and
network interface cards (NICs)

Connecting a computer to
the Internet

Installing printers and scanners

Installing random
access memory (RAM)

None

12

12

Amount of Experience

Once or Twice

I0

I0

Every Now and Then Quite a Bit

8
8

4

4

3
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Technical Task Amount of Experience
None Once or Twice Every Now and Then Quite a Bit

Installing central processing

units (CPUs) 8 7 5 3
Fixing printers 6 5 4 3
Fixing boot problems 8 7 7 5
Fixing portable computers 8 6 4 2
Building complete systems 12 10 8 6
Using the command line 8 8 6 4
Installing/optimizing Windows 10 8 6 4
Using Windows 2000 6 6 4 2
Using Windows XP 6 6 4 2
Configuring NTFS permissions 6 4 3 2
Configuring a wireless network 6 5 3 2
Configuring a software firewall 6 4 2 I
Installing a sound card 2 2 I o

Using operating system
diagnostic tools 8 8 6 4

Using a volt-ohm meter (VOM) 4 3 2 I

Great! You now have a good feel for the topics you need to study. Now you need to determine the
total study time. First, add up the numbers you've circled. Then add the result to the number from the
following table that corresponds to your experience. The grand total is the number of hours you should
study to be ready for the exams.

If you have this much direct, Add this number of hours
professional experience . . . to your study time
o 50
Up to 6 months 30
6 to 12 months 10
More than 12 months o

A total neophyte usually needs around 200 hours of study time. An experienced technician shouldn’t
need more than 4o hours.

The total number of hours for you to study is




Lab Exercise 1.01: Study Preparation

Step 2 Go to the Computing Technology Industry Association (CompTIA) Web site and download a copy
of the domains for both the CompTIA A+ Essentials and the CompTIA A+ 220-602 (IT Technician) exams.
As of this writing, you can find them at http://certification.comptia.org/resources/objectives.aspx;
you'll have to fill out a short form (requiring your name, e-mail address, country of residence, and how
soon you'll be testing) before you can view the objectives. Bear in mind, however, that CompTIA
changes its Web site more often than TV networks invent new reality shows, so be prepared to poke
around if necessary! Compare the circled areas on the preceding form to the CompTIA A+ domains. Note
that any single topic on the form will cover more than one domain on the CompTIA A+ exams. Circle
the domains that you think parallel the weak areas you circled on the form, and don’t be afraid to add
or remove circles after you've seen the CompTIA A+ domains in detail.

v’ Hint

If you are going to focus on one of the specialized paths for your CompTIA A+ certification—
either the CompTIA A+ 220-603 exam (Help Desk Technician) or the CompTIA A+ 220-604 exam

(Depot Technician)—you'll want to download the objectives for these domains.

Follow the methodology outlined in Step 2 (circle the domains that you think parallel the weak
areas you circled on the form) and concentrate on these domains as laid out in the objectives

for the specialized exams.

Step 3 Now that you know what topics are most important to you and how much time they’ll take,
you need to develop your study plan. Take the amount of time you've set aside and determine how
many days you have to prepare. Consider work, holidays, weekends, and anything else that will affect
your study time. If you're in an instructor-led course, then this part is easy—just use the end of the
course! Then break down your textbook into manageable chunks. Again, if you're in a course, then your
instructor will already have done this for you. You now have your deadline—the day you'll say, “I'm
ready to take the exams!”

Step 4 Go online and schedule your exams with either Thomson Prometric (www.prometric.com) or
Pearson VUE (www.vue.com). You'll almost certainly need to make a phone call to do this. Make sure
you have both a method of payment (credit cards are preferred) and some form of identification when
you call. In the United States you need your Social Security number to schedule CompTIA exams. It's
very important that you schedule your exams now—setting a test date early in the process will help
motivate you to study, and keep you from procrastinating!

v/ Cross-Reference

For details about taking the CompTIA A+ tests, go to the CompTIA Web site (www.comptia.org).
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0 60 MINUTES

Lab Exercise 1.02: Other Certifications

CompTIA A+ certification may be your first certification, but it certainly should not be your last! The
information technology (IT) industry considers obtaining certifications an ongoing process, one that
continues as long as you're working in the IT field. You need to appreciate how the CompTIA A+ certifi-

cation leads into other certifications.

Learning Objectives

This lab helps you learn about the various IT certifications that are available, and how they fit with
both your skills and aptitude.

At the end of this lab, you'll be able to
e  Understand some of the more common certifications that follow the CompTIA A+ certification

e  Plan in what order you might attain those certifications

Lab Materials and Setup

The materials you need for this lab are

e A PCwith Internet access

Getting Down to Business

It's time to jump onto the Internet and do a little research! You'll tour some of the more popular IT cer-
tifications and see how CompTIA A+ helps you gain these more advanced certifications. While you're at
it, review how CompTIA has expanded the A+ certification. Additional exams have been added to fur-
ther validate the specialized skills required of Help Desk Technicians and Depot Technicians.

v/ Cross-Reference

To review the domains of each of the four CompTIA A+ exams, refer to “The Basic Exam Struc-

ture” in Chapter 1 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Step 1 Fire up a Web browser and go to the CompTIA Web site (www.comptia.org). Look at the three
tracks offered to complete the CompTIA A+ certification. All three tracks require the CompTIA A+ Essentials
exam. Many candidates choose the primary track, the CompTIA A+ 220-602 exam (IT Technician). The two
secondary tracks will help the candidate to specialize their CompTIA A+ certification to the technical
requirements of their job. You would take the Essentials exam and then follow with either the CompTIA


www.comptia.org

Lab Exercise 1.03: Gathering Equipment

A+ 220-603 exam (Help Desk Technician) or the CompTIA A+ 220-604 exam (Depot Technician) to become
certified. Examine the domains (objectives) for each path and develop a plan to meet your goals.

v Hint

The laboratory exercises contained within this lab manual cover all the domains of the four
CompTIA A+ exams. You may want to allocate more time for review of the labs covering operat-
ing systems if you decide to take the CompTIA A+ 220-603 exam (Help Desk Technician). If you
opt for the CompTIA A+ 220-604 exam (Depot Technician), you will want to maximize the time
you spend working through the labs covering personal computer components. Either way, don’t

skimp on exploring the lab exercises for all the chapters.

CompTIA also offers additional certifications related to the IT field. Take some time to research the
Network+, Server+, and Security+ certifications. Many schools strongly recommend Network+ as the
next certification after CompTIA A+ certification. Why do you think they might do that?

Step 2 Head over to the Microsoft Certifications Overview site at www.microsoft.com/mcp/. What are
some of the Microsoft certifications shown?

Research the Microsoft Certified Professional (MCP), Microsoft Certified Desktop Support Techni-
cian (MCDST), Microsoft Certified Systems Administrator (MCSA), and Microsoft Certified Systems Engi-
neer (MCSE) certifications. What, in your opinion, would be the most natural order for you to achieve
these certifications (that is, which one would you take first, second, third)? Does the CompTIA A+ certi-

fication come into play in here?

Step 3 Now go to the Cisco Web site (www.cisco.com), and research the Cisco Certified Network Associ-
ate (CCNA), Cisco Certified Network Professional (CCNP), and Cisco Certified Internetwork Expert (CCIE)
certifications. Compare the CCNA to the Network+. How are they different?

Step 4 Now that you've seen the more common certifications that follow the CompTIA A+, chart out

your next three certifications and explain why you chose them.

b TIMES WILL VARY

Lab Exercise 1.03: Gathering Equipment

Although it’s theoretically possible to obtain your CompTIA A+ certification by doing nothing but reading
books, you'll be far better prepared for the real world if you get your hands on some real equipment so
that you can practice. You also need some tools so you can take things apart—and put them back
together. Finally, you'll need some operating system software, in particular Windows 2000 and Windows

7
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XP. If you're taking a course, all of this equipment should be provided to you. If not, you could find
yourself facing some fairly serious cash outlay trying to buy everything you need!

Learning Objectives

In this lab, you'll discover some rather interesting ways to get inexpensive or free hardware and soft-
ware. None of these ideas will work every time, but with a little patience you'll be amazed how much

you can get for very little!
At the end of this lab, you'll be able to
®  Acquire inexpensive or free hardware and software

®  Acquire a standard PC technician toolkit

Lab Materials and Setup

The materials you need for this lab are
e A telephone
e Transportation

e A PC with Internet access

Getting Down to Business

Most of the objectives on the CompTIA A+ exams don't require state-of-the-art hardware. If you're will-
ing to use systems that are a few years old, you can get plenty of good hands-on practice with the tech-
niques you need to know to pass the CompTIA A+.

Step 1 Go on a scavenger hunt. Get a list of the smaller “mom and pop” PC repair companies and small
PC parts suppliers in your town. Drive to these companies (don't call them) and ask them, “What do you
guys do with your broken or obsolete parts?” The vast majority of these stores simply throw the parts
away! Ask when they toss stuff and if you can have what they throw away. Most of these companies pay
to get rid of equipment and will be glad to give it to you. Oh, and you can forget the big chain stores—
they almost never let folks have equipment.

Step 2 Shop the sale bins at the local computer parts stores. You'll always find one or two pieces
of equipment at outrageously low prices. Granted, you may end up using a bright pink Barbie key-
board, but if it only costs USS$3, who cares? Don’t forget about rebates—you can often get parts for
free after rebate! Really!

Step 3 Tell everyone you know that you're looking for PC hardware. Almost every organization will
have occasional in-house sales where they sell older (but still good) PCs, printers, and so on to employ-
ees. If you can get in on some of these, you'll have some amazing deals come your way!
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v’ Hint

You'll often find that older machines still have the Windows 98 or Windows Me operating sys-
tem software installed. If you come across one of these systems, see if you can work with the
seller or donor to get the licensed disc. Working with an older operating system (even DOS) will
introduce you to the installation and configuration process. Having an operating system installed

will also enable you to verify that the hardware is working.

Step 4 Take one weekend to check out local garage sales. People often sell older PCs at a tiny fraction
of their original cost. If you're not afraid to barter a bit, you'll get incredible deals—just watch out for

equipment that’s simply too old to be worthwhile.

v’ Hint

I avoid PC flea markets. The problem is that these folks know the value of their computer equip-

ment, so it's often hard to find excellent deals.

Step 5 Locate the local PC user groups in your town—almost every town has at least one. Explain
your situation to them; you'll usually find someone who's willing to give you a part or two, and you
may also find others studying for the CompTIA A+ exams. You may even be able to start or join a study
group!

Step 6 Speaking of study groups, try teaming up with as many fellow students as you can to pool cash
for parts and to work as a study group. If you're in a course, this is easy—your fellow students are your
study group! Have everyone go equipment hunting, using the different methods described to get equip-
ment, and pool the items you find for everyone to use. You might even hold a drawing after you all get

certified, to choose who gets to keep the equipment.

9
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Chapter 2: The Visible PC

E very competent tech knows the PC inside and out. Nothing destroys your
credibility in the eyes of a client as quickly as not knowing the basics, like
the difference between a graceful shutdown and a forced power down. The
word “Oops!” doesn't always go over well in the real world! This set of labs
applies the information you learned in Chapter 2 of Mike Meyers’ A+ Guide to
Managing and Troubleshooting PCs, so you'll be poking and prodding a PC. You'll
begin by exploring the functions of a PC, and then you'll examine the typi-
cal user-accessible components, as well as the external connectors found on
most PCs. After taking a moment to protect both yourself and the PC compo-
nents from electrical damage, you'll pop open the hood—that is, you'll open
up the system unit's case—and take a tour inside. Finally, you'll finish up

with a complete disassembly of the system.

0 30 MINUTES

Lab Exercise 2.01: Exploring the Functions
and Components of a PC

Everything a computer does falls into one of four categories: input, processing, output, and storage. You
need a good understanding of these four processes, and the components that are involved with each
one, to troubleshoot PC problems successfully.

At the end of this lab, you'll be able to
e  Define the four functions of computer systems

e  Detail common components involved in each of these four functions

Lab Materials and Setup

The materials you need for this lab are
e A notepad and pencil, to draw a four-column table

®  Optional: Access to a working computer with a word processing or spreadsheet application
installed, to aid in drawing the table

e The Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs textbook, for reference



Lab Exercise 2.01: Exploring the Functions and Components of a PC

v Hint

Get used to taking notes and drawing pictures. Even after many years of repairing comput-
ers from mainframes to PCs, I still use a notepad to keep track of what I see and what I
change. I recommend that you save your drawings and notes, as you'll find them useful in

subsequent labs.

Getting Down to Business
In this exercise, you'll review, list, and define the various components involved in the PC’s vital func-

tions.

Step 1 Re-read the “How the PC Works" section in Chapter 2 of Mike Meyers’ A+ Guide to Managing and
Troubleshooting PCs, paying particular attention to the sections on input, processing, output, and storage.

Step 2  For each of the following functions of a computer system, write a definition and give a brief

example:

Input

Processing

Output

Storage

13
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Step 3 Using the following table, list the components that operate in each of the four functional cate-
gories. Try to include as many components as you can; you might take a peek at some of the later chapters
in the textbook to see if you can add any other components. Think about how each of the components con-
tributes to the overall workings of the PC, and include as much detail about the component as possible.

Input Processing Output Storage

Step 4 If you completed the table right here in the lab book, you'll have it handy throughout the rest
of the lessons. If you made a table in your notebook, or created an electronic version, make sure you
can get to it easily. As you work on later chapters, you'll want to update the table with additional com-
ponents and further detail on the components. The information on the table (and in your head) will
expand as you develop a better understanding of how the components relate to the PC’s “big picture.”



Lab Exercise 2.02: Examining User-Accessible Components

0 30 MINUTES

Lab Exercise 2.02: Examining User-Accessible
Components

It's been one of those days. You walked into what should have been a simple job interview, only to
meet a very frantic IT manager who was dealing with a crisis of epic proportions. She doesn't even
bother to interview you—instead she shuttles you out of her office, points down the hall, and says,
“Go check Jane’s PC, fourth cubicle on the left. She says the PC has locked up on her, and she can’t
even turn it off! Don't change anything or open it up. Right now I simply need to know if it will shut
down, boot properly, and access the drives.” Then the IT manager is off to deal with her crisis, and

you're on the spot.

This exercise looks at the many PC components that you can access without removing the case. You
can use a quick scan to determine whether a PC is functioning properly at the most basic level. Take
your time, and jot down notes where you feel the need. Practice each step until you're confident you
can do it on the job as a PC tech.

Learning Objectives

In this lab exercise you will locate and describe the various cabinet parts, user controls, and built-in
user-accessible devices of a PC system. You will not be opening the system case during this lab.

At the end of this lab, you'll be able to
®  Recognize and manipulate user controls

®  Describe the use of built-in user-accessible devices

Lab Materials and Setup

The materials you need for this lab are
e One fully functioning desktop computer system unit, with monitor
e A working optical drive (any drive that reads and/or records CD or DVD discs)
®  One readable data CD with files
®  One keyboard
®  One mouse
e A notepad on which to take notes and make sketches of the computer and components

e  Optionally, a digital camera to take photos of the computer and components

15
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v Hint

In Lab Exercise 2.01, I recommended that you get used to taking notes and drawing pictures.
Thanks to the wide popularity and availability of digital cameras (even most mobile phones
now include a camera function), you have another excellent way to record the configuration of
computer systems and the steps taken during disassembly, repair, and assembly. A digital cam-

era can be a handy tool for supplementing your trusty pencil and paper.

Getting Down to Business

As a technician, you need to know how everything works on a PC. The best place to begin is with the

externally accessible devices.

Step 1 Before you can do much work with a PC, you need a functioning output device, such as a moni-
tor. Check the monitor to see if it has power. The small light emitting diode, or LED, on or near the
monitor’s power button should be lit: orange if the system is turned off or asleep, or green if the system
is fully on. If you determine that the monitor is not plugged into a wall outlet, plug it in now.

Step 2 Look at the front of your system unit. Locate the power button. Compare your button to the

one in Figure 2-1.

Once you have located the power button on your system, make a note of its appearance. Is it in
plain sight, or hidden behind a door or 1lid? Is it round, square, or some odd shape? Pressing the power
button to start a PC when the electricity is off is known as a cold boot or sometimes a hard boot.

Describe your power button here.

Sometimes software will lock up your system and the only way to shut the system down is to force
a power down. This requires that you press and hold the power button for four to six seconds.

Ficure 2-1 Recognizing the
power button on the front of a PC
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Notice the two LEDs on the front panel near the power button. One will generally light up green to
indicate that the power is on, and the other will flash when the internal hard drive is active.

v/ Hint

On older systems, the power button or switch may be located on the back of the system. Many
newer systems have a power switch located on the back of the case that controls the flow of
electricity to the power supply, and a power button on the front that boots and shuts down the
PC. Most systems also have a reset button, which you can use to restart the PC if it becomes

unstable or locked up because of some software glitch.

Step 3 Now locate the floppy drive. You can recognize it by the 3 1/2-inch horizontal slot. Do you see
the eject button below the slot on the right side of the drive? Below the slot on the left side is an LED
that lights up when the drive is actively reading or writing information on a floppy diskette.

v’ Hint

Because floppy diskettes can store only a relatively tiny amount of data, floppy drives are disap-
pearing from PCs. In fact, many new computer systems ship without floppy drives. If your system
doesn’t have a floppy drive, you may want to explore an older machine to see one in action. As a
computer tech, you will most likely still have to deal with floppy drives for at least a few years.

On the front of your system, you should also see the external face of your system’s optical media
drive. You'll see either the front edge of the tray that opens to accept a CD or DVD disc, or a small door
that protects the tray when it’s retracted. Once you've located this drive, notice that it too has a button
in the lower right corner. When the system is on, you can press that button to open the tray door (if
there is one) and slide the tray out to receive your disc (see Figure 2-2). Pressing the button while the
tray is out retracts the tray so that the drive can read the disc.

Don't be tempted to force the disc tray to close. Always press the button on the front of the drive to
close the tray or to eject a disc. Forcing the tray to close can cause the gears inside to become mis-

aligned, so that the tray no longer closes properly.

v Hint

If you forget to remove a CD or DVD disc before turning off the system power, you can
straighten a strong paper clip and insert one end into the tiny hole on the front of the drive.

Pressing directly inward with the paper clip will cause the tray to open.
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Ficure 2-2 Can you locate the floppy

drive and CD-ROM drive on this system

unit?

Your system may have other devices installed, such as a USB flash drive (thumb drive), a Zip drive,
a tape drive, or various media card readers, such as those for CompactFlash or Memory Stick cards. Each
of these uses removable media; take care when inserting or removing the media.

Step 4 Now it's time to prepare your system for the scenario outlined in the opening text:

a) Turn your system on and log on in a normal fashion so that you are viewing the operating sys-
tem desktop.

b) Now press the eject button on the front of the optical drive. When the tray opens, carefully
insert a disc. Press the eject button again to close the tray. If you haven't done this a lot, prac-
tice inserting and removing a disc until you feel comfortable with the process. Does the LED on
the front of the optical drive flash or stay on continuously at any point?

¥ Warning

Don't start any applications yet! Close any open applications or open windows before performing
Step 5. You're going to force a “power down,” and you do not want to damage any of the software
applications.



Step 5

Lab Exercise 2.02: Examining User-Accessible Components

Now you're going to simulate a PC that has become non-responsive and “locked up.” Perform a

forced power down as follows:

a)

b)

Step 6

b)

c)

Press and hold the power button.

While continuing to hold the power button in, count out loud (one-one thousand, two—one
thousand, three—one thousand . . .) until the system powers down and the screen goes blank.

According to your count, how many seconds did it take for the screen to go blank?

After the system has been powered down for approximately one minute, do the following:
Press the power button and allow the system to boot.

Did the system boot properly?

Log on in a normal fashion so that you are viewing the operating system desktop.

Were you able to log on as normal?

Use the mouse to select Start | My Computer and double-click the icon that represents the
optical-media drive. This should enable you to view the contents of the disc that was

inserted prior to the forced power down.

List some of the contents of the disc:

d) Use the mouse to select Start | Shut Down. In the Shut Down Windows box, select Shut down

from the drop-down list. This performs a “graceful” shutdown of the system.

v Hint

If all of the actions in Step 6 were successful, you can probably be comfortable that the system is

stable and can report to the IT manager that Jane's machine is back up and running. If any of the

steps failed, you should use the mouse to select Start | Shut Down. In the Shut Down Windows box,

select Restart from the drop-down list. After the system reboots, you may complete actions 2, 3,

and 4 once more. Sometimes the forced power down leaves some of the files in a state of flux;

restarting shuts the computer down “gracefully,” properly closing all open files before powering

down. This should clear everything up and enable the computer to function properly.

Step 7

While the computer is turned off, pretend you lost power and must remove the disc from the

optical drive without power. Use a paper clip as noted in the accompanying Lab Hint to remove the disc.

Step 8

As a technician, you need to understand the keyboard, because it is still one of the most

important human interfaces on a PC. Look at the way your keyboard is laid out: it basically has three

main sections, with some extra keys thrown in for good measure (see Figure 2-3).
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Escape (Esc) key Function keys Numeric keypad

QWERTY letter keys

. Special keys
Special keys (ALT, Menu, cTRL)
(cTRL, Windows Start, ALT)

Ficure 2-3 Exploring the QWERTY keyboard

The largest area of the keyboard is the standard QWERTY (pronounced “kwerty") letter key layout,
which is familiar to touch typists everywhere. If you never took a typing or keyboarding class, you may
be wondering what I mean by QWERTY; it’s simply the standard keyboard used in the U.S. and most
English-speaking countries, so named for the first six letters in the top row of letter keys.

To the right of the letter keys you'll usually see a square numeric keypad similar to those found on
old adding machines. This feature is popular with people like accountants and merchants, because it
makes entering numbers quicker and easier.

Above the letter keys, you'll find a special row of keys called function keys, normally labeled F1
through rr2. What these keys do depends on the software you're using when you press them; pressing
the 1 key, for example, generally calls up a program'’s help feature. Function keys are used for various
tasks, including accessing basic system settings at startup. You'll use the function keys a lot when trou-
bleshooting a downed system.

In the keyboard’s upper left corner, next to the function keys, you'll see the Escape key, labeled Esc.
In many programs, particularly older ones, pressing this key backs you out of what you're doing, some-
times even causing your current program to close down. In more modern software, pressing Esc is a way
to make a program “let go of” some text or graphic you've selected, or to close the current dialog box
without implementing any changes.

To the right of the function keys are the PRINT SCREEN, SCROLL LOCK, and PAUSE/BREAK keys; depending
on your keyboard, any or all of these key names may be abbreviated. These specialized keys aren’t heav-
ily used these days, although some programs (such as the Windows Clipboard) use the PRINT SCREEN key to
capture snapshots of the monitor display (known as a screen shot). Screen shots can come in handy when
you're troubleshooting program or application problems and need to show someone else what you're
seeing (see Figure 2-4).
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C:~>ipconfig ~all
Windows IP Configuration

Host Mame . . . . . - - « & AndyRP
Primary Dnz Suffix - . . : totalhome
Mode Type . . . . . : Hybrid

IF Routing Enabled. : Mo

WINS Proxy Enabled. : Mo

DHS Suffix Search Lis : total

Ethernet adapter Local Area Connection 2:

Connection—specific DHS Suffix .

Description . . . . - . . . . « : Realtek RTL813%? Family PCI Fast Ethe
rnet NIC

Physical Address. . . . . . . . : BB-48-F4-3a-E6-D@

Dhcp Enabled. . . . . . . . P

Autoconfiguration Enabled . ..t

IP Address. . . . . - R .165.4.25

Subnet Mask . . . . - P .255.255.08

Default Gateway . . - .. s .165.4.1

DHCPF Server . . . . - PR .165.4.11

DHS Servers . . . . - ..o .165.4.11

Primary WINS Server - P -165.4.11

Lease Obtained. . . - . . * Tuesday, September 19, 2006 11:57:53

Lease Expires . . . - . . & Hednesday. September 27. 2886 11:57:

FiGure 2-4 A screen shot showing important information for a networked PC

Along the bottom row of the keyboard, on either side of the spacebar, you'll find the special keys
labeled ctrL (for Control) and arr (for Alternate). On keyboards designed for use with Windows operating
systems, you'll also find a key with the Windows logo (which opens the Windows Start menu), and pos-
sibly one with a menu symbol as well (which opens a context menu without using the mouse). For the
most part, the cTrL and ALT keys don’t do anything by themselves, but they are incredibly useful when
combined with other keys. In many word processing programs, for example, holding down the cTrL key
while pressing the s key has the same effect as selecting File | Save using the mouse—only faster and
easier. Techs use these types of key combinations a lot; in this manual you'll see them represented with
a hyphen between the keys, for example cTrL-s.

0 30 MINUTES

Lab Exercise 2.03: Recognizing External Connections

Just as you finish working with Jane’s PC, her intercom buzzes. It's the head of IT, and she has a new
assignment for you: The new satellite office in Albuquerque has received a delivery of new PCs, but the
machines are all in boxes and not one of the salespeople there knows a mouse from a monkey wrench.
Your job is to call them up and walk them through the process of connecting a PC, describing each cable
and connector, and explaining how they connect to the PC.
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Learning Obijectives

In this lab, you will identify, describe, and explain the function of the external connections on a stan-
dard PC.

At the end of this lab, you will be able to
e  Identify the external connectors on a PC and the related cables

e  Explain the function of each external connection

Lab Materials and Setup

The materials you need for this lab are
e A study partner, if possible (or this lab can be done alone)

e At least one fully functioning PC that's less than two years old (two or more systems is ideal,
with one older and one newer than two years old)

® A notepad on which to take notes and make sketches of the computer, connections, and

connectors

e  Optionally, a digital camera to record the connections and connectors instead of sketching

v/ Cross-Reference

Before you begin this lab, read the section “External Connections” and also the section “Devices

and Their Connectors” in Chapter 2 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Getting Down to Business

Now it’s time to learn about all the external things that can be attached to a PC. This lab exercise will
step you through identifying and understanding the functions of the various connectors. If you have
access to the same computer that you used in the previous lab, consult your drawings, notes, and any
photos you may have taken to assist you in the completion of the exercise.

®  Warning

Shut off the power to your system and unplug your PC from the wall socket before starting the fol-

lowing exercise.

Step 1 Look at all those wires coming from the back of your PC! There’s a power cable, a telephone or
network cable, probably a printer cable, a keyboard cable, a mouse cable, and maybe a few others,
depending on your system. Looking at the back of my current system (the one I'm using to write this
manual), I count 15 cables directly connected to it. Yowza!
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The great thing about PCs is that it’s difficult to connect the cables incorrectly. Each one has a
unique connector; some are male (connectors with pins), and some are female (connectors with holes).
Each connector has a particular shape and a specific number of pins or holes that match those of a spe-

cific device connected to the system unit.

Get your notepad ready to take notes and draw pictures.

v Hint

Cables have conductors. A conductor is a wire that can carry electrical signals. You may see a
cable described by the number of conductors it has; for example, a telephone cable can be a two-
or four-conductor cable. A power cable is a three-conductor cable. A network cable is an eight-

conductor cable.

Step 2 Unplug each of your PC’s cables one at a time and practice plugging it back in until you get a
feel for how it fits. You should not have to force any of the cables, though they may be firm. How is
each cable held in place and prevented from coming loose? Is there a screw, clip, or some other fastener
that holds the cable connector tight to the system? Is the connector keyed? What does it connect to?
What is the shape of the connector on each end? Is it round, rectangular, D-shaped? How many pins or

holes does it have? How many rows of pins or holes?

Step 3 Is it possible to plug any cable into the wrong connector? If so, which one(s)? What do you

think would happen if you plugged something into the wrong connector?

Step 4 Remove or disconnect any of the following cables from your system and describe its connector.

Follow this example:
®  Data cable from the monitor to the PC

Type of connector: End 1 (PC) D-sub End 2 D-sub

Male or Female: End 1 (PC) F End 2 M

Number of pins/holes/conductors 15

v Hint

Your PC may not have all of these cables; just document the ones you do have.
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Now it’s your turn!
e  Data cable from the printer to the PC (both ends)
Type of connector: End 1 (PC) End 2

Male or Female: End 1 (PC) End 2

Number of pins/holes/conductors
e  Data cable from the keyboard to the PC
Type of connector: End 1 (PC) End 2

Male or Female: End 1 (PC) End 2

Number of pins/holes/conductors
e  Data cable from the mouse to the PC
Type of connector: End 1 (PC) End 2

Male or Female: End 1 (PC) End 2

Number of pins/holes/conductors
e  Data cable from the network (cable modem / DSL modem) to the PC
Type of connector: End 1 (PC) End 2

Male or Female: End 1 (PC) End 2

Number of pins/holes/conductors
e  Data cable (telephone wire) from the internal modem to the telephone jack
Type of connector: End 1 (PC) End 2

Male or Female: End 1 (PC) End 2

Number of pins/holes/conductors

Step 5 If you're working with someone else, play “Flash Cords.” Have your partner hold up various
cables, and try to guess what they connect to by the connectors on the ends. Then switch roles and quiz

your partner.

Step 6 Properly reconnect all of the cables that you removed and prepare to turn on the system. If
you have an On/Off button on the back of the system, be sure it is set to the on position. Make sure the

monitor is turned on as well.

Step 7 Examine other computers to see if they have different connectors than the ones you've
already documented. See if you can identify the peripherals that connect to those sockets and plugs.



Lab Exercise 2.03: Recognizing External Connections

FiGure 2-5 Can you match the connectors on these two system units?

Step 8 The two system units in Figure 2-5 look different, but they have many connectors in common.

Try to find the following connectors on each system unit:

e  Power e  Keyboard
° Monitor ° Printer
e  Mouse ° Network

Step 9 Describe the connector that matches each type of cable in the list. Use Chapter 2 of Mike Meyers’
A+ Guide to Managing and Troubleshooting PCs or your notes (photos) for reference.

Cable Type Connector Type(s)
Keyboard cable

Mouse cable

Speaker cable
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Monitor data cable

Printer data cable (printer end)

Printer data cable (PC end)

Network data cable

Modem/telephone wire

Step 1o Identify the connectors pictured next. What is the name of each connector and what does it

connect to?

b 30 MINUTES

Lab Exercise 2.04: Safeguarding Against Damage
from Electrostatic Discharge (ESD)

So far, everything that you've explored has been accessible without removing the cover of the PC.
In the next few labs, you'll be opening up the case to explore the components inside. As discussed
in Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs, good techs always protect themselves and
the systems they work on from electrical damage. Protecting yourself is fairly easy at this point:
unplug the power cord from the electrical outlet and from the power supply on the PC (see

Figure 2-6).



Lab Exercise 2.04: Safeguarding Against Damage from Electrostatic Discharge (ESD)

Ficure 2-6 Unplugging the power to protect yourself

To protect the system unit’s sensitive components, you can use the following tools:
®  Anti-static wrist strap

®  Anti-static mat or anti-static wrist strap and mat combination

®  Anti-static bag

Proper use of these tools will help safeguard the components of the system unit against electro-
static discharge damage—just as removing the power cord from the PC and the wall will help ensure
that you are around to work on PCs for many years to come!

Learning Objectives

In this lab you will learn the techniques to protect both yourself and the sensitive components of the
computer system from damage caused by electricity and electrostatic discharge.

After completing this lab, you'll be able to
e Disconnect the power cord from the PC and the wall outlet, protecting yourself from electrocution
®  Properly connect an anti-static wrist strap or anti-static wrist strap/mat combination

®  Properly store unused components in an anti-static bag

Lab Materials and Setup

The materials you need for this lab are
e  Alab partner, if possible

e At least one PC that isn't vital to your (or anyone else’s) home or business, not necessarily in
working order but preferably less than a few years old

®  An anti-static wrist strap

e  Optional: anti-static mat
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e  Twelve anti-static bags of various sizes

e  Aclean, well-lighted workspace of about 3'x4' (a kitchen table with some newspaper spread

about usually makes a fairly decent ad hoc lab bench)

Getting Down to Business

The key to working on PCs without damaging their delicate components is caution. In this exercise,
you'll prepare for a cautious (and if done properly, harmless) exploration of the system'’s internal organs.

®  Warning

Shut off the power to your system and unplug the power cord from your PC and from the wall
socket before doing the following exercise.

Step 1 Disconnect all the external cables (monitor, keyboard, mouse, printer, etc.) from the PC you are
going to use and place it on a flat, stable surface (preferably on an anti-static mat) where you can sit or
stand comfortably to inspect the insides.

Step 2 Using whichever method applies to your case (thumbscrews, Phillips-head screws, locking
tabs), remove the cover of your system unit. Don't get frustrated if the opening method isn’t obvious at
first—even seasoned techs can have a hard time figuring out how an unfamiliar case opens.

Step 3 Locate a place on the chassis (the metal frame inside the case) where you can attach the alliga-
tor clip of the anti-static wrist strap or anti-static mat (whichever one you decided to purchase). Be pre-
pared to wear the anti-static wrist strap in later labs (see Figure 2-7).

FiGure 2-7 Proper use of an anti-static wrist strap



Lab Exercise 2.05: Disassembling the System Unit and Identifying Internal Components and Connections

Step 4 Locate and place the anti-static bags on your workspace. These will be used in later labs to
store components safely after removal. This machine may be disassembled for a few days, so you'll need
to protect the components from any ESD exposure during that time. Anti-static bags do a great job of
preventing ESD.

b 60 MINUTES

Lab Exercise 2.05: Disassembling the System Unit
and Identifying Internal Components and Connections

As promised, it’s finally time to go under the hood!

You're now going to walk through the complete disassembly of the system unit. Try to do this in an
orderly sequence, but depending on the configuration of the machine you are disassembling, you may
have to perform one or two of the steps out of sequence. For example, you may have to remove an
optical-media drive before you can gain access to remove the power supply.

When you're on the job, you'll encounter different models of personal computers manufactured by
different companies. Along with learning the slightly different methods of component removal and
installation, you should be able to identify the major internal parts of the PC system, regardless of the
manufacturer. This lab exercise will help you practice doing that.

Ready, Set, GO!

Learning Obijectives

In this lab exercise you will locate, remove, and describe the various internal components and connec-
tors of a standard PC system.

At the end of this lab, you'll be able to

e  Remove all major components of a PC

®  Recognize all major components inside a PC
e  Name the function of each component

e Define the relationship of internal components to external connections

Lab Materials and Setup

The materials you need for this lab are
e  Alab partner, if possible

e At least one PC that isn’t vital to your (or anyone else’s) home or business, not necessarily in
working order but preferably less than a few years old
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®  An anti-static wrist strap

(] Optional: an anti-static mat

® 12 anti-static bags of various sizes

e A simple technician’s toolkit

e A plastic cup or box to organize the various screws, nuts, and bolts that you'll remove

® A clean, well-lighted workspace of about 3'x4' (a kitchen table with some newspaper spread
about usually makes a fairly decent ad hoc lab bench)

e A notepad on which to take notes and make sketches of the computer and components

e  Optionally, a digital camera to record the placement, configuration, connections, and connec-
tors associated with the components you'll be removing from the system unit

Getting Down to Business

This lab exercise might remind you of the dissection labs that biology students perform on animal speci-
mens. You'll be going inside to examine and remove various parts—but unlike in those labs, your speci-
men has a good chance of leading a perfectly normal life afterward!

¥ Warning

Shut off the power to your system and unplug the power cord from your PC and from the wall
socket before doing the following exercise.

Step 1 Disconnect all the external cables (monitor, keyboard, mouse, printer, etc.) from the PC you are
going to use and place it on a flat, stable surface (preferably on an anti-static mat) where you can sit or
stand comfortably to inspect the insides.

Step 2 Use proper anti-static procedures while opening the case and during this entire exercise (see
Lab Exercise 2.04). Using whichever method applies to your case (thumbscrews, Phillips-head screws,
locking tabs), remove the cover of your system unit and then lay the system down so that the open side
faces the ceiling.

v/ Cross-Reference

Review Chapter 2 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs to confirm your under-

standing of proper ESD procedures, and how to open a PC system case.
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Look inside your system case. What do you see? To begin with, you'll see lots of cables and
wires. Some appear to be single-colored wires, while others seem to be multiple gray-colored wires
in the shape of wide ribbons. Most colored wires originate at the power supply and end at the vari-
ous devices to supply the needed direct current (DC) power to run the PC. The wide ribbon cables
attach at various points and are used to transfer data. These are sometimes referred to as logic cables
or data cables.

See if you can locate in your system case the major components labeled in Figure 2-8. You may have
to move some of the fan shrouds, wires, and cables in order to find them, especially components on the
motherboard—but remember your anti-static procedures and be gentle. Sometimes the slightest bump
is enough to unseat a connection.

Step 3 Now it’s time to take some notes, draw some sketches, or take a few pictures. Before you start
disassembling this machine, document where the components belong and what wires and cables are
connected to the different components. Be prepared to take a few notes on how you actually removed
the component (this will really help when you go to reinstall the components). Include as much detail
as possible; it will only help in getting the system unit back together.

Step 4 To start, you'll need to clear the way—a bit like peeling an onion, layer by layer—by removing
the easily accessible components and cables first.

Power supply CPU fan

CD-ROM drive
Molex plug

Ribbon
cable

Mini plug
Floppy drive
Hard drive

IDE controllers

Chipset

PCl slots

Ficure 2-8 Inside a typical PC
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Look inside the PC and find the expansion slots. How many total expansion cards can be plugged
into your system?

Some of the expansion slots may have cards in them. These may be modem cards, sound cards, net-
work cards, or video cards. Since expansion cards are designed to “expand” the capability of the com-
puter system, they are designed to be installed after the system unit is assembled. For this reason, the
expansion cards are a great place to begin your disassembly.

Look at the expansion cards installed in your PC, and then look at the external connectors on each.
Can you match the cable to the expansion card?

Remove all installed expansion cards from your system unit. Place each card into an anti-static bag
to protect it from ESD damage.

Step 5 If the machine you are disassembling is only a few years old, it will probably have multiple fan
shrouds to make sure the airflow is getting to the main components to keep them cool.

Remove any fan shrouds from your system unit and place them out of the way on your workspace.

v/ Hint

After removing each item, especially the bulky items such as fan shrouds, wiring, and cables,
it would be good to take a few more notes or pictures. Now that you have a better view of
the components underneath, you will be able to consult these notes or pictures during

reassembly.

You can complete the next three steps in the order written, or out of order if that works best for
your system unit. You'll be removing the power supply wires, the power supply, and the data cables
from the components and motherboard. If one of the data cables is in the way of one of the wires,
it's okay to remove the data cable first. Please remember to keep good records (notes or photos) of
your configuration.

Step 6 Locate the power supply, which is a large silver box in one corner of the system unit case.
Trace the colored wires leading out of it. Remember to be gentle!

Find the power plug(s) for the motherboard. If you have a newer PC, it will probably look like the
one in Figure 2-9. If you have an older PC, you might see two power connectors installed side by side.

Find the power connectors for the floppy, optical-media drive, and hard drives. Do they look like
one of the connectors in Figure 2-10? They should!

Remove all of the power connectors from the motherboard and all data drives. Place them to the
side as best as you can until you remove the power supply itself.

Step 7 If possible, remove the power supply at this point. If there are still many cables and compo-
nents in the way, you can perform this step later in the lab.
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Ficure 2-9 Power plug for the motherboard

Step 8 Now look at the floppy drive, which should be attached to a flat ribbon cable. (Don’t worry if
your system doesn’t have a floppy drive—just move on and explore your other data drives.) Trace the
ribbon cable to the motherboard. Do the same for all your other data drives, both hard drives and
optical-media drives.

These ribbon cables are about 1.5 inches wide, and they are normally gray with a colored stripe on
one side. The stripe—usually red—orients the cable properly to the connections on the motherboard
and the drive.

The cable to the floppy drive has 34 wires (conductors) and in most cases has a twist in the center.
Its position relative to this seven-wire twist determines whether a floppy drive is the primary or

A: drive for the system (attached to the connector at the end of the cable past the twist), or the second-
ary B: drive on the system (attached to the center connector).

Ficure 2-10 Power connectors
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v Hint

It’s rare to find two floppy drives in a newer system; in fact, floppy drives are going away com-
pletely on most brand-new systems. On systems that don't have floppy drives, you will not find a
floppy cable at all, though you may still have a 34-pin connector on the motherboard. On systems
with only one floppy drive, manufacturers may use a shorter floppy cable with no twist and no

second drive connector.

The type of ribbon cable that connects the hard drive(s) and optical drives to the motherboard
has 40 wires and no twist. You may even have the newest cable type, which has 8o conductors to
allow for faster transmission speed of the data to and from the hard drives. Both of these cable types
still have a colored edge on one side for orientation. Many current systems use much smaller, seven-
wire cables for Serial ATA, or SATA, hard drives; these cables have connectors keyed like the letter L.

Step 9 After noting the current state of the ribbon cables, disconnect and reconnect each device's
cable in turn. Practice this a few times. Can you plug a cable in backwards? Try it. Put the cable on the
device the wrong way if you can. Older types of cables can be put on incorrectly, but newer cables and
connectors have built-in keying to prevent this from happening. Make sure that the cables are properly

connected when you've finished.

Now look at where the ribbon cables connect to the motherboard. Make note of the proper cable
orientation. Practice disconnecting and reconnecting the cables at the motherboard. Do you have any
problems if you try to plug these cables in backwards?

When you feel you have practiced enough, remove the cables and place them safely away from the
computer on your work surface. Now would be a great time to make a drawing or take a photograph of

the de-cluttered system unit interior.

Step 10 Most modern systems have a set of small wire and cable runs connecting front panel indica-
tor lights (primarily the power-on and hard drive activity LEDs) and front panel Universal Serial Bus
(USB) ports to the motherboard (see Figure 2-11). Look for these individual wire connections (often col-
lectively called case wires), which are usually grouped together near one corner of the motherboard.
Make careful note of where each tiny connector plugs in—a photo would be incredibly helpful here—
and then disconnect them all and tuck the wires out of the way.

Step 11 Now that all of the wires and cables are removed, you should have plenty of room to finish
up the disassembly. You're now going to remove all the drives. Drives are usually the most cumbersome
to remove because of the drive cages or frames where they're mounted (see Figure 2-12). Depending on
the mounting the manufacturer has used, removing a drive may be as simple as pulling out a sliding
mechanism, or as complicated as opening up the other side of the system case, removing all the decora-
tive plastic facing, and removing a handful of screws.
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FiGUurE 2-11 Various case wires connected to a

motherboard

Remove the floppy drive, all optical-media drives that are present, and the hard drive(s), and set

them on your work surface.

Step 12 Look in your PC and find the random access memory (RAM) modules. RAM comes in thin
wafer-like modules, about three to five inches long by one inch wide. A row of metal contacts running
along one of the long edges plugs into a matching socket, three to five inches in length, located on the
motherboard. Look for a long wafer standing on its edge; often you'll find two or more RAM modules

lined up in a row.

FiGure 2-12 Typical drive configuration in a PC tower
system case; note the cages or frames used for mount-

ing the various drives
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How many RAM modules do you have?

Do you have Dual Inline Memory Modules (DIMMs) or Single Inline Memory Modules
(SIMMs)?

Making sure to follow proper anti-static procedures, remove the SIMMs or DIMMs from their slots

and place them in an anti-static bag for safekeeping.

Step 13 Look in your PC and see if you can locate the central processing unit (CPU). Running CPUs
generate a fair amount of heat, so they need their own dedicated cooling mechanisms. Because of this,
when you search the motherboard trying to find the CPU, you'll generally find it hidden under a fan/

heat sink unit.

Carefully remove the fan/heat sink unit from the CPU.

¥ Warning

Make sure you fully understand how to remove your particular model of CPU fan before you try it!

If you were able to remove the fan, make a note of the type of CPU chip you have:

If you're in a computer lab with multiple systems, examine a number of different CPU chips. Note
where each CPU is located on the motherboard.

Making sure to follow proper anti-static procedures, lift the lever of the zero insertion force (ZIF)
socket, remove the CPU, and place it in an anti-static bag for safekeeping.

Step 14 See if you can locate any jumpers or DIP switches on your motherboard. Resist the temptation
to play with them at this point—just make a note of what you find. In particular, look for the identify-
ing labels on the motherboard.

Step 15 Making sure to follow proper anti-static procedures, remove the screws that secure the moth-
erboard to the chassis or frame of the system case. Place the motherboard in a properly sized anti-static

bag and put it aside.

Congratulations! You have just successfully disassembled your first PC! If you have used an area
where you can leave the components, wires, cabling, and hardware for a while, you can leave the PC
disassembled for later labs. If you really need to clean up the area for now, you can either follow your
notes (and lab steps) in reverse order to reassemble the system, or find a large box to store the disassem-

bled machine until your next lab session.

Don't worry about the ESD-sensitive components; as long as they are in their anti-static bags, they
should be fine.



Lab Analysis Test

Ficure 2-13 Do you recognize these components inside your PC?

Step 16 You have explored and removed nearly all the components of a typical PC system unit. To fin-
ish this lab exercise, see if you can correctly match the components in the following list to the items
indicated in Figure 2-13.

Hard drive PCIe x16 card
Chipset Power connector
CPU and fan assembly Optical drive
PCI slot PCIe x1 card
Power supply RAM

Lab Analysis Test

1. Joe has just moved his PC to his new office. After hooking up all the cables, he turns on the system,
and when it asks for his password, the keyboard will not respond. What could possibly be wrong?

2. Theresa has just finished the production of a PowerPoint presentation detailing the design of a
new office building. She has included some cool 3-D animations in the presentation to really show
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off the design. When she attempts to save the presentation to a floppy disk, an error occurs. What
might have caused the error? Do you have any suggestions that may solve the problem?

3. Cal has purchased a new set of speakers for his PC. The old ones worked just fine, but he wanted
more power and a subwoofer. When he plugged in the new speakers, they would not work. Power is
on to the speakers. What is the first thing you would check?

4. John had a new modem installed in his computer at a local mom and pop shop, where he watched
as the system successfully connected to his AOL account. When he got home and tried, however, he
couldn’t get a dial tone. He calls you to ask for help. What should you suggest that he check first?

5. Audrey removed the case of her PC to check the type of RAM she has installed. When she put the
case back on and tried to start the PC, she got a message that there’s a problem with her hard
drive. What is a good reason this might have happened?

Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.
ALT key
cTRL key
data cable
electrostatic discharge (ESD)

female connector



Key Term Quiz

function key
LED

male connector
power cable
ribbon cable

The modern hard drive may utilize technology that requires a flat, 8o-wire

When a floppy or optical drive is being accessed, a(n) on the face of the

drive lights up.

A keyboard shortcut for saving a document is to press the in combination

with the s key.

Anti-static wrist straps and anti-static bags are used to protect devices from
damage.

Pressing the F1 often calls up a program'’s Help feature.
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Many PC users are comfortable performing simple installation and
upgrade tasks, such as adding RAM or installing a modem or sound card.
When it comes to the more complicated tasks, however, such as installing
or replacing a central processing unit (CPU), wise users turn to the

experts—this means you!

Installing a CPU is one of the many tasks that you'll find yourself per-
forming as a PC tech. Whether you're building a new system from scratch
or replacing the CPU on an existing computer, it’s your job to know the
important characteristics of the CPU, match the CPU to compatible moth-
erboards, and configure the CPU on the PC.

In this set of lab exercises, you'll identify current CPU types, form fac-
tors, sockets, and slots, and you'll practice installing a CPU/fan assembly
on a motherboard. You'll then explore the specifications of the micro-

processor with a freeware program known as CPU-Z.

It's time to find your anti-static wrist strap and get started with your

exploration of CPUs!

0 30 MINUTES

Lab Exercise 3.01: CPU Characteristics

There you are, innocently strolling down the hall at work, following the smell of freshly brewed coffee,
when you're ambushed by Joe the accountant, brandishing a CPU/fan unit. He wants to replace the CPU
in his machine with this new one he bought on eBay, and he wants you to help him. When you're the
resident computer tech geek, your coworkers will expect you to be able to deal competently with a situa-
tion like Joe’s.

Staying on top of the many developments in CPU technology can be challenging, but it’s also a nec-
essary part of your job as a PC technician. By this point, you know that you can't just plug any CPU into
any motherboard and expect it to work—you have to match the right CPU to the right motherboard. To
accomplish this, you need to identify important CPU characteristics such as form factor, clock speed,
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and bus speed, as well as things like voltage settings, clock multiplier configurations, and cooling
requirements.

Learning Objectives

In this lab, you'll practice identifying CPUs and CPU fan components.
At the end of this lab, you'll be able to
®  Recognize the different kinds of CPUs
®  Recognize different CPU fan attachments

®  Identify the basic specifications of different classes of CPUs

Lab Materials and Setup

The materials you need for this lab are
® A notepad and pencil to document the specifications

e  Optional: Access to a working computer with a word processing or spreadsheet application
installed and access to the Internet, to facilitate research and documentation of the CPU
specifications

®  The Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs textbook for reference

e  The disassembled, non-production PC computer system used in the lab exercises in Chapter 2

Getting Down to Business

In the following steps, you'll review your knowledge of CPU specifications, and then examine the CPU
and fan attachment on a PC.

¢/ Cross-Reference

Use Chapter 3 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs to help fill in the specifica-
tions for each CPU in the following charts.

Step1 A good tech will not only learn the specifications of different CPU chips but will also master
the use of reference tools such as the Internet, manufacturers’ Web sites, product documentation, and
reference books. A quick search of the Web or your motherboard book will generally yield a full list of
specifications for a given CPU.

43



Chapter 3: Microprocessors

See how many CPU chip features you can fill in given the maker and CPU type:

FSB Speed L2 Cache

Clock Speed

Maker  CPU Type Package Clock Speed (MHz) (KB) Multiplier
Intel Pentium III 750

AMD Athlon XP 1500+

AMD Sempron 3100+

Intel Celeron 2200

AMD Athlon 64 X2 3800+

Intel Pentium D 2800

Intel Pentium 4 2540

Intel Core DUO T2300

Intel Itanium

Step 2 Look at the CPUs pictured in Figure 3-1, making note of the differences you see. In particular,

look for the following:
e Differing pin grid array (PGA) or Single Edge Contact (SEC) packages

®  Orientation guide notches

pentium |

Ficure 3-1 Exploring different CPUs
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Ficure 3-2 Comparing different CPU fans

Step 3 Many different types of fans can be attached to CPUs in many different ways. Describe the

characteristics of the types of fans shown in Figure 3-2.

A.

B.

C.

Step4 Onyour disassembled PC, locate the CPU and fan assembly. Make note of the type of CPU package and
fan assembly. Also note the type of power connector used for the fan: Molex, three-prong motherboard plug,
or none. Then replace the CPU into the anti-static bag and return the fan assembly to your work surface.

b 30 MINUTES

Lab Exercise 3.02: CPU Sockets

Because you know your CPUs, you have identified Joe’s purchase, but you explain to him that until you
look at his motherboard, you can’t say whether he’ll be able to use it. CPU compatibility is determined
largely by the motherboard’s support capabilities. Some motherboards enable you to upgrade the PC by
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replacing the existing CPU with a faster model of the same type. In many cases, however, you must
replace the entire motherboard if you want to move up to a faster microprocessor.

Learning Objectives
In this lab, you'll identify various CPU sockets.

At the end of this lab, you'll be able to
®  Recognize different kinds of CPU sockets

e  Know which CPUs require which sockets

Lab Materials and Setup

The materials you need for this lab are
® A notepad and pencil to document the specifications

e  Optional: Access to a working computer with a word processing or spreadsheet application
installed and access to the Internet, to facilitate research and documentation of the CPU
socket specifications

e The Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs textbook for reference

This lab is more effective if you have access to different types of motherboards with different types
of CPU sockets.

Getting Down to Business

In the following steps, you'll review your knowledge of CPU socket types.

Step 1 Draw a line connecting each CPU to its corresponding socket type:

CPU Socket Type
Pentium D 820 Socket 939

AMD Opteron 248 Socket AM2
Athlon 64 X2 4200+ Socket A (PGA-462)
Pentium 4 Socket 478

Athlon XP 1500+ Socket 940

AMD Sempron 3500+ Socket LGA-775

Step 2 Identify and describe the different socket types in Figure 3-3. Include the socket number/letter
and the make and model of CPU that would fit that socket.

Example: Socket A (PGA-462), AMD Athlon XP CPUs
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Ficure 3-3 Identifying sockets

b 30 MINUTES

Lab Exercise 3.03: CPU Removal and Installation

Luckily for Joe, his motherboard is compatible with his new CPU. Now he expects you to play your
“computer expert” role and install the new CPU in his PC. As a PC tech, you must be comfortable with
such basic tasks. In this exercise, you'll familiarize yourself with the procedure; using your disassem-
bled PC, you'll practice removing and reinstalling the CPU and fan assembly.

Learning Objectives

In this lab, you'll practice removing and installing a CPU and CPU fan assembly.
At the end of this lab, you'll be able to
e  Remove and install a CPU safely and correctly

e  Remove and install a CPU fan assembly safely and correctly
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Lab Materials and Setup

The materials you need for this lab are
®  The disassembled, non-production PC you used in the lab exercises in Chapter 2
®  Anti-static mat, or other static-safe material on which to place the CPU following removal
®  Anti-static wrist strap
e  Thermal compound

o A small flat-head (slotted) screwdriver

Getting Down to Business

Time to get your hands dirty! Removing and installing CPUs is one of the most nerve-wracking tasks
that new PC techs undertake, but there’s no need to panic. You'll be fine as long as you take the proper
precautions to prevent ESD damage, and handle the CPU and fan assembly with care.

®  Warning

Be careful not to touch any of the exposed metal contacts on either the CPU or the CPU socket.

Step 1 Using the disassembled PC, determine whether the process of reinstalling and removing the
CPU and fan assembly will be easier with the motherboard on an anti-static mat or installed in its case;
if you prefer, reinstall the motherboard into the case before proceeding. You may find that it is easier to
work with the stubborn fan assembly clamp if the motherboard is secured in the case.

Step 2 In most cases you'll have to remove the fan assembly before you can remove the CPU. Screw-
down fans are easier to remove than clip fans. Screw-down fans require only that you unscrew the
securing hardware. Clip fans, found on many types of CPUs, require you to apply pressure on the clip to
release it from the fan mount. Use a small flat-head screwdriver to do this, as shown in Figure 3-4. Use
caution when prying the clip open, and don't forget to unplug the CPU fan!

¢/ Hint

You'll discover that releasing a fan clip takes way more force than you want to apply to anything so
near a delicate CPU chip. Realizing this in advance, you can be sure to brace yourself and position
the screwdriver carefully, to minimize the possibility of it slipping off and gouging something.

The CPU and fan assembly will have thermal compound residue on the surfaces that were previ-
ously touching. You cannot reuse thermal compound, so you'll need to apply a fresh layer when you
reinstall the CPU fan. Using a clean, lint-free cloth, carefully wipe the thermal compound residue from
the CPU and fan assembly, and then place the fan assembly on an anti-static surface.
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Ficure 3-4 Using a screwdriver to remove a clip-type

CPU fan from its mount

Step 3 Before proceeding, notice the orientation of the CPU’s notched corner. Almost all CPUs have
such a notch.

Now remove the CPU. Start by moving the end of the zero insertion force (ZIF) lever a little out-
ward to clear the safety notch; then raise the lever to a vertical position. Next, grasp the chip carefully
by its edges and lift it straight up out of the socket. Be careful not to lift the CPU at an angle, or you'll
bend its tiny pins. As you lift out the CPU, make sure that the ZIF lever stays in an upright position.

Step 4 Now that you have the CPU chip out, examine it closely. The manufacturer usually prints the
chip’s brand and type directly on the chip, providing you with some important facts about the chip’s
design and performance capabilities. If your chip is an AMD Duron 1300, for example, you know that its
PGA packaging fits in a Socket A (462 pins), its bus speed is 100 MHz (double-pumped), and it runs at

1.3 GHz. Make a note of the relevant specs for your chip.

What is the CPU information printed on the chip package?

The recommendation to use an older, non-production PC for the disassembly and reassembly exer-
cises may present you with the task of working with some older technology. PGA-style packages,
even the early designs, are fairly similar from processor to processor. If your CPU is an Intel Pen-
tium IT or III, or an early AMD Athlon, you may have to work with a Single Edge Cartridge (SEC)
package inserted in a Slot 1 or Slot A socket.

Removing an SEC CPU that uses a slot interface normally does not require removing the fan, which
is usually attached to the chip cartridge itself. To remove a slot CPU, first check for and release
any retaining clips that may be securing it to the slot, and then grasp the cartridge firmly on
both ends and pull straight up from the motherboard.
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®  Warning
Always handle a CPU chip like a fragile old photograph: very gently, holding it only by the

edges. Make sure you take complete ESD precautions because even a tiny amount of static elec-

tricity can harm a CPU!

Step 5 Reinsert the CPU with the correct orientation, lock down the ZIF lever, and reattach the fan.
Now remove the fan assembly and the CPU again. Practice this a few times to become comfortable with
the process. When you're finished practicing, reinsert the CPU for the last time. Be sure to apply a thin
film of fresh thermal compound onto the square in the center of the top of the CPU before you place the
fan. Now reattach the fan assembly. Don’t forget to plug the fan back in!

v’ Hint

If this were a production system with RAM and other components installed, this would be an
ideal time to turn the system back on and make sure you had the CPU seated properly. In real
life, you should always test your hardware before you put the case back on!

Step 6 You may leave your CPU/fan assembly installed on the motherboard and place the motherboard on
your anti-static mat. Optionally, if you reinstalled the motherboard in the case, you may leave it assembled.

0 30 MINUTES

Lab Exercise 3.04: Exploring CPU Specifications
with CPU-2Z

Joe is very impressed with your knowledge and expertise—and he's relieved that the CPU he purchased
on eBay happened to work out. You explain that not only did it work out, but he has really improved
the performance of his system with the upgraded CPU. In fact, to further display the characteristics of
the CPU Joe has just purchased, you download a utility known as CPU-Z from www.cpuid.com. This util-
ity reads the specifications of different PC components from information embedded in those components.
You launch the utility to display the parameters of the new CPU for Joe.

Learning Objectives

In this lab, you'll identify various CPU specifications.
At the end of this lab, you'll be able to
e  Run the CPU-Z utility

®  Recognize key characteristics of CPUs


www.cpuid.com

Lab Exercise 3.04: Exploring CPU Specifications with CPU-Z

Lab Materials and Setup

The materials you need for this lab are

®  Access to a working computer with Internet access, to facilitate downloading and running the
CPU-Z utility

® A notepad and pencil to document the specifications
e  Optional: A word processor or spreadsheet application to facilitate the documentation

This lab is more informative if you have access to different types of systems with different classifi-
cations of CPUs.

Getting Down to Business

In the following steps, you'll download a reference utility known as CPU-Z and use it to further explore
the characteristics of the CPU.

Step 1 Logon to a computer with Internet access and point your browser to the following Web site:
www.cpuid.com. Follow the directions to download the current version of CPU-Z (the current version at
this writing is 1.37). Unzip the file and launch CPU-Z.

Step 2 The CPU-Z utility displays a number of tabs across the top of the window (Figure 3-5). At this
time you are only concerned with the CPU and Cache tabs.

Using the data gathered by CPU-Z, record some of the pertinent information here:

Name

Code Name

Package

Core Speed

Multiplier

Bus Speed

L2 Cache

v/ Hint

Because of variations in CPUs, chipsets, BIOS, and motherboards, CPU-Z may not be able to display
all of the information about your CPU. In some cases, the information may actually be erroneous.
The CPUID Web site has good documentation on some of the common incompatibilities.

Step 3 If possible, launch CPU-Z on various machines to compare the characteristics of different CPUs.
Save the utility for use in future lab exercises.
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Ficure 3-5 The CPU-Z utility

Lab Analysis Test

1. James has an AMD Duron CPU motherboard and has bought a faster Intel Pentium D 820 from an
eBay auction. He asks you to install the new CPU. What is your first reaction?

2. Joanna called you to say that ever since you installed her new CPU, the PC gives intermittent prob-
lems when it runs. Sometimes it just quits and freezes up. What could possibly be wrong?

3. Theresa has a Socket 462 motherboard with an AMD Duron 8oo-MHz processor and would like to
put in a faster CPU. Can she install an AMD Athlon Thunderbird 1.4-GHz processor? Why or why

not?

4. Lindsey runs CPU-Z on her system and notices that the processor’s core speed is 2191.2 and the dis-
played multiplier is x22. What is the speed of the system clock in Debbie’s machine? How would
the industry display this system clock speed?

5. David has been reading the trade magazines and keeps seeing all the hype over the “dual-core”
processors. David decides, since he is a power gamer, that he will upgrade to a dual-core CPU to
improve the performance of his system when playing his favorite game. Will a dual-core processor
improve the performance in this scenario? Explain.
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Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.
clip connector
code name
CpPU
fan assembly
land grid array (LGA)
microprocessor
package
pin grid array (PGA)
screw-down connector

1. The Intel Pentium D CPU uses a package known as a

2. Both Intel and AMD have adopted the use of a to distinguish among revi-
sions of their CPUs.

3. You often need to remove the to get to a system’s CPU.

4. Another name for a CPU is

5. A common type of CPU fan connector, which requires a flat-head screwdriver to remove, is the
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56 Chapter 4: RAM

One of the easiest and most cost-effective upgrades you can make to a
PC is to add more memory. As such, RAM installation is probably the most
common type of upgrade you'll perform as a PC tech.

RAM installation tasks include determining how much RAM the PC
has installed, how much RAM the PC can support, and what type of RAM
it uses, as well as physically installing the RAM on the motherboard. The
following labs are designed to give you practice working with RAM by
using visual recognition of the different types and packages and by walk-
ing you through the steps of installing RAM.

0 15 MINUTES

Lab Exercise 4.01: Determining the Amount of RAM
in Your PC

So there you are, a week after upgrading Joe’s CPU (see Chapter 3), using your lunch hour to pummel
your fellow PC techs in Half-Life 2, when who should show up again but Joe, this time clutching a stick
of RAM he got from a guy on the fourth floor. He wants you to install it in his system. You tell him you
have to check on some things first, including how much RAM his system can handle and how much it
already has, before you can help him.

v Hint

High-end PCs usually come straight from the factory equipped with hefty amounts of RAM. One

of the areas where makers of lower-cost PCs cut corners is by skimping on RAM.

Your first task in performing a RAM upgrade is determining how much RAM you need. Start by
finding out how much RAM is currently installed on the system, and then consult with the mother-
board book to determine how much RAM the system supports.

Learning Objectives

In this lab exercise, you'll use various methods to determine how much memory is currently installed
in your system, and how much it is capable of holding.



Lab Exercise 4.01: Determining the Amount of RAM in Your PC

At the end of this lab, you'll be able to
e Find RAM measurements
e  Identify how much RAM is installed in a system

e  Determine how much RAM a particular motherboard supports

Lab Materials and Setup

The materials you need for this lab are
e A working Windows PC

e A notepad

v/ Hint

If you're in a computer lab or you have access to multiple PCs, you should practice on as many

different PCs as possible.

Getting Down to Business

There are several ways to determine how much RAM is installed on a PC. First, you can check the RAM
count during the boot process (some of the newer machines hide the RAM count, even if it’s enabled in
BIOS). This tells you how much RAM the system BIOS recognizes during its check of the system. Second,
you can check the amount of RAM that Windows recognizes from within the 0S. And third, you can
remove the PC case cover and physically examine the RAM sticks installed on the motherboard.

v/ Cross-Reference

To review the ways you can check the amount of RAM installed in a PC, refer to the “Determin-
ing Current RAM Capacity” section in Chapter 4 of Mike Meyers’ A+ Guide to Managing and Troubleshoot-
ing PCs.

Step 1 Turn on your PC, and watch the display as the system goes through its startup routine. Typically,

the RAM count runs near the top-left side of the screen. Figure 4-1 shows an example of a typical RAM count.

Most BIOS programs display the RAM count in kilobytes (KB). To convert this figure to megabytes
(MB), divide it by 1024.

Many systems run through the startup routine quickly, so the RAM count may only appear on the
screen for a few seconds. Press the pausE/BREAK key to pause the boot process so you have time to write
down the number accurately. When you want the count to restart, press the ENTER key.

57



58 Chapter 4: RAM

Award Modular BIOS w6 .BAPG, An Energy Star Ally
Copyright <C> 1984-2085, Award Software. Inc

GA—K8NF F13
Processor : AMD Athlon{tm) 64 Processor 3280+
CPUID:BBAAF4n P i B830

& L) el
ggﬂoz{ogisgiggu; 34?7 e EPA POLLUTION PREVENTER

Primary Master = UDC WD4BBBB-BAJHAB @5 .H01CHAS
Primary Slave : None
BEecondary Master = Mone
: LTH483 DQ19 ™

Secondary Slave

DEL>:BI0OS SetuprsDual BIOS, <{F?>:Hpress Recovery
B2 .-88 2885 —nForce—6A61 CGAAC—AA

FiGure 4-1: Viewing a typical RAM count during boot-up

What is the RAM count number displayed on your monitor?

v Hint

If you're starting the PC for the first time of the day, the startup routine may run through the
RAM count before the monitor has a chance to warm up. If this happens, just reboot the PC and

try again.

Depending on your system's BIOS, you may also see a RAM count in the system conﬁguration sum-
mary. This is a screen that lists the PC’s CPU type and clock speed, mass storage devices, port addresses,
and so on. Typically, you'll also see an entry for the system’s base memory (640 KB) and extended mem-
ory (the total amount of RAM installed).

Step 2 Use the following methods to determine the amount of RAM on your system from within any
version of Windows.

a) Right-click the My Computer icon and select Properties to see the amount of RAM in your sys-
tem (see Figure 4-2).

b)  You'll notice that Windows shows RAM as megabytes instead of kilobytes, but the numbers add
up to the same total amount.

Another way to see the amount of memory installed is to follow this procedure:

a) Click Start | Programs (or All Programs in Windows XP) | Accessories | System Tools | System Infor-
mation. In the System Summary, look for a value called Total Physical Memory (see Figure 4-3).
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FiGure 4-2 Viewing the RAM count in
Windows XP via My Computer

b) The amount of RAM will be listed in the displayed information.

How much memory is in your system?

Does this number agree with what you found in Step 1?

We'll save the last method for determining how much RAM is installed for the next exercise in this
lab. For the moment, let’s talk about how to determine the maximum amount of RAM your system is

capable of supporting.

Are all the amounts of RAM correlating? If you have 512 MB or 1 GB of memory installed, are the
displayed figures correct, or are they off by 32 MB or 64 MB?

Entry-level PCs and laptops often have onboard display adapters (the display adapter is built
into the motherboard). Manufacturers will include little to no video RAM on the motherboard,
so the display adapter must “steal” some portion of the system RAM to be able to handle today’s
intense graphic applications.

If the amounts are not adding up, and you're seeing a number such as 448 MB or 992 MB, then your
system has probably allocated some of the system memory to handle your display adapter’s needs.
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Ficure 4-3 The System Information dialog box showing Total

Physical Memory

Step 3 Because modern versions of the Windows OS are able to address 4 GB or more of physical RAM,
the amount of RAM you can install on a modern system depends on the limitations of the motherboard

hardware.

Neither the CMOS nor the 0S can help you determine how much RAM a PC is capable of handling.
The best source for this information is the system’s motherboard book, if you have it, or the PC maker’s

or motherboard manufacturer’s Web site.

Examine the documentation that came with your PC, or visit the manufacturer’s Web site, to deter-

mine how much RAM you can install on the system.

What is the maximum amount of RAM that your system can support?

b 30 MINUTES

Lab Exercise 4.02: Identifying Types of RAM

Once you determine how much RAM Joe has installed on his PC, and how much his motherboard can

handle, you conclude that there’s room for more. But, you explain to Joe, this doesn’t mean you can add

his RAM stick, because not all RAM is the same. Having looked at the specs for his system, you know it
takes 184-pin DDR SDRAM. Joe thinks the stick he got is the right size to fit, but you know it's 240-pin

DDR2 RAM, so it won't. This is why they pay you the big bucks—and why you get to take the RAM stick

Joe can’t use and add it to your own machine! (Just kidding. Of course you'd return it to inventory.)



Lab Exercise 4.02: Identifying Types of RAM

RAM comes in several standardized form factors, each compatible with specific types of systems.
Modern desktop systems use full-sized dual inline memory modules (DIMMs) of various pin configura-
tions (168, 184, and 240). Older desktop models may still support banks of single inline memory modules
(SIMMs). Laptop computers use scaled-down DIMM versions called Small Outline DIMMs, or SO-DIMMs.

v/ Cross-Reference

For details on the various types of RAM found in modern systems, refer to the “DDR SDRAM"
and “DDR2" sections in Chapter 4 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Steps for identifying the different types of RAM are listed below.

Learning Objectives

In this lab, you'll examine and compare different RAM packages.
At the end of this lab, you'll be able to

®  Recognize and differentiate between different kinds of RAM packages

Lab Materials and Setup

The materials you need for this lab are
e  The disassembled, non-production PC used in the lab exercises in Chapters 2 and 3

e  Demonstration units of various RAM packages (optional)

v Hint

It is helpful to examine the RAM configurations in multiple PCs, if you have them available.

Having a laptop with removable RAM is a plus.

Getting Down to Business

Let’s do a quick review of the types of RAM packages you'll see on modern PCs. Then you'll check your
PC or motherboard documentation to determine the type of RAM it uses. Finally, you'll examine the
RAM from the disassembled PC to determine what type of RAM it is.

Step 1 Typically, as older machines become obsolete and fall into disuse, they are easier to acquire for
little or no cost. Many times, this is exactly the type of PC you have available to disassemble, so there is
a good chance that it will use older memory (RAM) as well. If you are using an older, non-production
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FIGURE 4-4 A 168-pin DIMM

machine for your exploration, there’s a good chance the motherboard supports one of these older types
of RAM packages (included here for your information):

72-pin SIMMs Single Inline Memory Modules (SIMMs) are about four inches long and have 72
physical pins (edge connectors) on each side, but only one side is actually used for operation. The
board has a notch in the bottom center that is offset slightly. You'll only find SIMM RAM on very
old PCs.

168-pin DIMMs These are about five inches long and have 84 physical pins (edge connectors) on
each side, and all 168 connectors are used. The board has two notches on the bottom: one near the
center, and the other near an end (see Figure 4-4).

184-pin RIMMs Rambus Dynamic RAM (RDRAM) is the type of RAM you might find if you are
working with an old Intel Pentium III or Pentium 4 motherboard. You call a stick of RDRAM a
RIMM. RIMM is actually trademarked as a word; it’s not an acronym like DIMM, despite what
many people assume (see Figure 4-5).

If you are using a typical desktop system and it is relatively new (less than two years old), the
motherboard will most likely support one of the following two types of RAM packages:

184-pin DDR DIMMs DDR RAM sticks are about five inches long and look a lot like 168-pin
DIMMs, but with only one notch and more connectors. These are known as double data rate (DDR)
memory. The notches are different from 168-pin DIMMs, so these RAM types are not interchange-
able (see Figure 4-6).

240-pin DDR2 DIMMs DDR2 RAM sticks are physically the same size as the 184-pin DDR DIMMs,
but the guide notch is in a different location and there are obviously more connectors. DDR2 uses a

FiGURE 4-5 A 184-pin RIMM



Lab Exercise 4.02: Identifying Types of RAM

M Ssiaon baee
20011123 4T5]s]
(718 e Tiol11[7]

\D256M O128M D Oam B

FIGURE 4-6 A 184-pin DDR DIMM

240-pin DIMM that’s not compatible with DDR RAM slots (see Figure 4-7). DDR2 is expected to per-

form better than DDR due to lower voltage requirements, clock doubling on the chips’ input/output
circuits, and special prefetch buffers.

v Hint

Both DDR and DDR2 SDRAM can be used in motherboards that support dual-channel architecture
to increase throughput. These motherboards typically have one or two pairs of brightly colored
RAM slots; you'll need to install a matched pair of either DDR or DDR2 RAM sticks into slots of the
same color. Most often, this will mean that the matched pair of RAM sticks will not be installed

next to one another. If you have access to any systems using dual-channel architecture, check
out their innards to see these RAM slots in action.

Step 2 In your PC or motherboard documentation, or on the manufacturer’s Web site, locate the sec-
tion listing the type of RAM your system uses.

What speed of RAM does your system need?

Step 3 Using the disassembled PC at your workspace, locate the motherboard and the anti-static bag
containing the RAM sticks, and make note of the following:
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FIGURE 4-7: A 240-pin DDR2 DIMM
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How many RAM slots does your motherboard have?

How many RAM slots are filled with RAM sticks?

Can you tell at a glance whether your system has SIMMs, DIMMs, RIMMs, DDR DIMMs, or DDR2
DIMMs?

0 30 MINUTES

Lab Exercise 4.03: Removing and Installing RAM

Taking pity on Joe, you've found a stick of RAM for him that works with his system, and now you have
to install it. Meanwhile, you can “re-inventory” that stick of DDR2 RAM into another computer!

Although RAM installation is one of the simpler PC hardware upgrades, it’s still important that
you follow the correct steps and take all appropriate safety precautions. You will once again practice
using the disassembled, non-production system. This time, you will be removing and installing RAM
sticks.

Learning Objectives

In this lab, you'll practice removing and installing RAM.
At the end of this lab, you'll be able to
e  Remove RAM safely and correctly

e Install RAM safely and correctly

Lab Materials and Setup

The materials you need for this lab are
e  The disassembled, non-production PC used in the lab exercises in Chapter 2
®  An anti-static mat or other static-safe material on which to place the RAM
®  An anti-static wrist strap

e A notepad

v/ Hint

If you're in a computer lab or you have access to multiple PCs, you should practice on a variety of

systems.
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Getting Down to Business

Removal and installation procedures vary depending on the type of RAM your system uses. DIMMs and
RIMMs snap into the RAM slots vertically, whereas SIMM installation is a bit more involved; these mod-
ules insert at an angle and then pivot into their final locked position. The following steps describe the
removal and installation procedures for DIMMs.

®  Warning

Regardless of the type of RAM on your system, be certain to take measures to prevent ESD damage.
Shut down and unplug your PC and place it on your anti-static mat. Strap on your anti-static
bracelet and ground yourself. If necessary, remove any cables or components that block access to

your system RAM before you begin.

You should have already removed the RAM from your tear-down machine and have it safely stored
in an anti-static bag. You may either install the RAM in the sockets on the motherboard with the moth-
erboard on the anti-static mat, or reinstall the motherboard into the case first. The following removal
steps are listed for reference, especially if you have access to additional machines for exploration.

Follow these steps to remove DIMM or RIMM RAM from your PC:
Step 1 Locate the retention clips on either end of the RAM module.

Step 2 Press outward on the clips to disengage them from the retention slots on the sides of the RAM
sticks (see Figure 4-8).

Step 3 Press down on the clips firmly and evenly. The retention clips act as levers to lift the DIMM
sticks up and slightly out of the RAM slots.

Step 4 Remove the DIMM sticks and place them on your anti-static mat, or in an anti-static bag.

Step 5 Make note of the following:

FiGURrE 4-8 Removing a 184-pin DIMM (DDR SDRAM)
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How many pins does your RAM have?

Where are the guide notches located?

What information is on the RAM’s label?

Step 6 While you've got your system RAM out, this is a good time to check the condition of the metal
contacts on both the RAM sticks and the motherboard RAM sockets.

Are the contacts free of dirt and corrosion?

After you've examined your system RAM and inspected the motherboard RAM sockets, reinstall the
RAM as described below.

To install a DIMM or RIMM:

Step 1 Orient the DIMM or RIMM so that the guide notches on the RAM module match up to the guide
ridges on the RAM socket.

Step 2 Press the RAM stick firmly and evenly straight down into the socket until the retention clips
engage the retention notches on the ends of the RAM stick.

- Try This: SIMMs

If the machine you are using as a tear-down machine is fairly old, there's a chance that it will be
populated with 72-pin SIMM RAM sticks. For reference, I've included a few tips for working with
this type of memory.

Follow these steps to remove SIMMs (remember that it takes two of them to complete a memory
bank) from your PC:

Step 1 Locate the retention clips on either end of the SIMMs.

Step 2 Press outward on the clips to disengage them from the retention slots on the sides of
the RAM sticks. Some motherboards don’t leave you with much room to operate, so you may
need a small screwdriver or needle nose pliers to undo the retention clips. Be very careful not

to touch any of the circuitry with metal tools!

Step 3 Once the SIMMs are loose, pivot their slots to a 45-degree angle and then slide the SIMM

sticks out.
To reinstall SIMM RAM:

Step 1 Orient the SIMM RAM stick so that the guide notch on the end matches the guide ridge

on the socket.
Step 2 Slide the RAM stick into the socket at a 45-degree angle until it seats firmly.

Step 3 Pivot the RAM upright until it snaps into place, making sure that both retention clips

are secured.
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Step 3 Snap the retention clips firmly into place.

Step 4 Repeat these steps to install other RAM modules as appropriate. If you're using RIMM RAM,
don't forget to install the continuity RIMM (CRIMM) sticks into any empty RAM slots.

To professionally finish a RAM installation, specifically if you are on a production-level machine,
follow these steps:

Step 1  Once your system RAM is in place, reattach any cables that you may have had to move, and
plug the system power cable in. Do not reinstall the PC case cover until after you've confirmed that
RAM installation was successful.

Step 2 Boot the system up and watch the RAM count to confirm that you correctly installed the RAM.

v Hint

If your system has any problems when you reboot, remember that you must turn off the power
and unplug the computer again before reseating the RAM.

b 30 MINUTES

Lab Exercise 4.04: Exploring RAM Specifications
with CPU-Z

Now that you have Joe's system up and running with double the memory it had before, you can take a
moment to analyze the re-inventoried memory on your machine. You've already downloaded the utility
CPU-Z from the Internet; now you'll need to launch CPU-Z and examine the information on the Memory
and SPD tabs.

Learning Objectives
In this lab, you'll identify various RAM specifications.

At the end of this lab, you'll be able to

®  Recognize key characteristics of RAM

Lab Materials and Setup

The materials you need for this lab are
®  Access to a working computer with the utility CPU-Z installed
® A notepad and pencil to document the specifications

e  Optional: A word processor or spreadsheet application to facilitate the documentation
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This lab is more informative if you have access to different types of systems with different types
of RAM.

Getting Down to Business

In the following steps, you'll explore the different characteristics of RAM.
Step 1 Launch the CPU-Z application.

Step 2 Navigate to the Memory tab. The CPU-Z utility displays the current statistics of the RAM
installed, as shown in Figure 4-9.

Using the data gathered by CPU-Z, record the following information:

Type

Size

CAS# Latency (CL)

RAS# to CAS# Delay (tRCD)

RAS# Precharge (tRP)

v/ Cross-Reference

To learn about the meanings of RAS and CAS with regard to RAM and its timing, look up the defi-
nition for DRAM on Wikipedia (go to http://en.wikipedia.org for the English version) and check
out the information about asynchronous RAM.

cPU | cache | Mainkoar |SPD | awout |
—General
Type CDR Channels #

Size 446 MBytes Perfarmance Mode
Bank Interleave

— Timings

Freguency
Fmwren ||
CASH Latency 25 clocks
RAS#toCASEDelay | 3clacks
RASE Precharge 4 clocks
Cycle Time (Tras) ’W
Bank Cycle Time (Trz) 12 clocks
Commantd Rate ’7
DRAM ldle Timer
Total CAS#GRORAM) [
Rowy To Column (FRCE)

“ersion 1.35
CPU-Z
Ficure 4-9 CPU-Z showing RAM information
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CPU I Cachel Mainboardl Memor

—Memory Slot Selection

jsicter -] [ooR

Maodule Size ’W Correction MNone
Max Bandwicth | PC3200 (200MHZ)  Registered | no

Manufacturer ’W Buffered ’T

PartWumber [ EP | o

Setial Mumber ’W
Manufacturing Date | Week 255, Year 255
Timings Table
Frequency | 133MHz | 166MHz | 200MHz |
cas#latency | 2o | 25 | 30 |
RASH to CASH | [ 8 |
RASH Precharge | | | 3 |
Tras | B | | g |
T | | | |
| | |

Command Fate |

Yersion 1 .35

CPU-Z

Ficure 4-10 CPU-Z showing SPD information

Step 3 Click the SPD tab in CPU-Z.

Step 4 The SPD tab, shown in Figure 4-10, lists a number of technical bits of information about a par-
ticular stick of RAM. This information is contained on an additional chip on every SDRAM stick called

the serial presence detect (SPD) chip.
Using the data gathered by CPU-Z, record the following information for each of the system’s RAM

modules:

Module 1 Module 2 Module 3 Module 4
Slot #
Module size
Maximum bandwidth

Manufacturer

v/ Cross-Reference

To review how the SPD chip works with the system, refer to the “SPD” section in Chapter 4 of
Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Step 5 If possible, launch CPU-Z on various machines to compare the characteristics of different types

of RAM. Save the utility for use in future lab exercises.
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=> Try This: PC Wizard

On a computer with Internet access, point your browser to the following Web site: www.cpuid.com.

Follow the onscreen directions and download a copy of PC Wizard.

Extract the files into a folder and launch the PC Wizard application. Once PC Wizard is running,
find and click the Mainboard icon in the Hardware area. This brings up a list of components in the
right pane of the application window. Click the Physical Memory item and then browse through

the information displayed in the lower portion of the window.

Using this information, can you determine the maximum size for individual RAM modules
allowed on this system, and the maximum amount of total memory that it supports? Does this

correspond to the information you found earlier in the PC or motherboard documentation?

Note that because of variations in chipsets, BIOS, and motherboards, PC Wizard may or may
not provide detailed information on the RAM. In some cases, the information may actually
be erroneous. The CPUID Web site has good documentation on some of the common incom-

patibilities.

Lab Analysis Test

1.

Jarel wants to upgrade his memory and calls you for help. He knows that he's using DDR RAM and
that his system clock is 133 MHz, but he isn't sure what type of DDR SDRAM sticks he should pur-
chase. What DDR RAM would you recommend that he use?

Theresa's Windows 2000 Professional system has 512 MB of RAM. She adds another stick with 512 MB
of RAM, but the RAM count still only shows 512 MB. What could be causing this?

John's system has 512 MB of PC4200 DDR2 SDRAM. He recently installed an additional 512 MB of
DDR2 SDRAM that a co-worker gave him. He tells you that his system now boots up correctly and
shows the correct amount of RAM, but then it freezes after several minutes. He notes that if he
removes the new RAM, the system runs fine. What could be a possible reason for this?

Kyle has a system that supports dual-channel architecture (there are two blue DIMM slots on the
motherboard). The motherboard has space for three sticks of RAM, so Kyle installs three 512-MB
RAM sticks. What will be the result?

Joe reads that in some instances DDR SDRAM is faster than the DDR2 SDRAM he has installed on
his system, and he wants to know if he can simply swap out his current RAM for DDR SDRAM
DIMMs. What do you tell him?


www.cpuid.com
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Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.
168-pin DIMM
184-pin DIMM
240-pin DIMM
CRIMM
DIMM
DDR RAM
DDR2 RAM
dual-channel
EDO
megabytes (MB)
RIMM
SDRAM
SO-DIMM

SPD

1. Today's PCs use DDR2 RAM, which comes in a(n) package.

2. A RAM module used in a laptop is called a(n)

3. A component known as a(n) chip provides additional information about an
SDRAM module.

4. Astick of looks a lot like a 168-pin DIMM, but it has 184 pins.

5. The technology that uses two sticks of RAM together to increase throughput is known as
architecture.
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74  Chapter 5: BIOS and CMOS

Basic input/output services (BIOS) provide the primary interface

between the operating system'’s device drivers and most of its hardware.
Although modern BIOS is automated and tolerant of misconfiguration, a
good PC technician must be comfortable with those occasional situations

in which the BIOS may need some maintenance or repair.

The PC needs the BIOS to tell it how each different basic component is
to communicate with the system. At the beginning of the PC revolution,
many different manufacturers developed BIOS for PCs, but over the years
the BIOS business has consolidated to only three brands: AMI, Award
Software, and Phoenix Technologies. Each of these manufacturers provides
a utility called the CMOS setup program (CMOS stands for complementary
metal-oxide semiconductor, which is why everyone says “CM0S”) that enables
you to reconfigure BIOS settings for boot device order, amount of memory,
hard disk drive configuration, and so on. Most of these configurations are
automated, but as a PC tech, you'll find yourself doing this more often than
you might think!

As an example, let’s say that your company is planning a mass upgrade
from your current 0S—Windows 2000 Professional—to Windows XP Pro-
fessional. You've tested the upgrade process on a few lab machines, and
found that systems with an out-of-date BIOS have had problems upgrad-
ing successfully. In preparation for Windows XP installation, besides
upgrading any older BIOS versions you find, you'll disable any BIOS-level
antivirus checking functions. You're also aware that the prior IT manager
did not use consistent CMOS passwords, so you may need to reset the pass-

words on a few machines.

The lab exercises in this chapter will teach you to identify, access, and
configure system BIOS.



Lab Exercise 5.01: Identifying BIOS ROM

b 10 MINUTES

Lab Exercise 5.01: Identifying BIOS ROM

Having received your orders to do the big 0S upgrade, your first task is to check the BIOS types and ver-
sions on all the machines in your office, and then visit each BIOS maker’s Web site to determine

whether more recent versions are available.

The system BIOS is stored on non-volatile memory called BIOS ROM. BIOS makers label their BIOS
ROM chips prominently on the motherboard. In this exercise, you'll look at two different ways to iden-
tify your BIOS ROM chip.

v/ Cross-Reference

For details on the three big companies that manufacture BIOS on modern systems, refer to the
“Updating CMOS: The Setup Program” section in Chapter 5 of Mike Meyers’ A+ Guide to Managing and
Troubleshooting PCs.

Learning Objectives
In this lab, you'll learn two ways to identify your BIOS.

At the end of this lab, you'll be able to
®  Locate the BIOS ROM chip on the motherboard
e  Identify the BIOS manufacturer

® Determine the BIOS creation date and version

Lab Materials and Setup

The materials you need for this lab are
e A working PC
®  An anti-static mat

e A notepad

Getting Down to Business

The first thing you'll do is remove your PC case cover and locate the BIOS ROM chip. Next, you'll make
note of the BIOS information displayed during system startup.
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Ficure 5-1 A typical system BIOS ROM chip

¥ Warning

Any time you take the cover off of your PC, remember to follow all proper safety and ESD pre-

cautions.

Step 1 Remove the case from the PC and locate the system BIOS ROM chip. Look for a chip with a
shiny printed label on it. Compare your system BIOS ROM chip to the one in Figure 5-1.

Read the manufacturer’s label if you can, and answer the following questions:

Who made the BIOS?

What year was the BIOS written?

Are there any other numbers on the label? Record them.

Does it look like you could easily remove the system BIOS chip, or does it look soldered to the

motherboard?

Step 2 Replace the PC case cover and start the system. Be sure the monitor is turned on. When the
first POST data appears on the screen, press the PaUSE/BREAK key on the keyboard. This suspends further

operation until you press ENTER.

Figure 5-2 shows an example of what you may see. At the top of the screen is the BIOS manufac-
turer’'s name and version number. At the bottom of the screen is the date of manufacture and the prod-

uct identification number.
Make note of the following information:

Who made the BIOS?
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Avard Modular BIOS vh.@BPG. An Energy Star Ally
Copyright <(C> 1984-2888, Avard Software. Inc.

GREEN AGP-PCI-/ISA SYSTEM

Main Processor : Pentium III 856MHz(106x8.5>
Memory Testing = 114688K

[EPA POLLUTION PREVENTER
Awvard Plug and Play BIOS Extension vi.BA

Copyright (C> 2080 Award Software. Inc.

Primary Master : WDC WD1B2BAn. 808.18A88
Primary Slave lone
Secondary Master : ATAPI CD-ROM DRIVE 48X
Secondary Slave : MNone

Press DEL to enter SETUP
B6.-02/26088-694%-686A—REXREEKH QU

Ficure 5-2 A typical boot screen

What version is the BIOS?

What year was the BIOS written?

v’ Hint

Not all BIOS display the same type of information. Some BIOS makers modify the BIOS to show

nothing more than their logos during the boot process.

Step 3 Press ENTER on the keyboard to continue booting. Once the system is up and running, go online
and find out whether a more recent version of your BIOS is available. Your first stop should be your PC
maker’s Web site. If they do not have this information available, try your motherboard manufacturer or
the BIOS maker.

®  Warning

Do not “flash” your system BIOS at this time!

é 15 MINUTES

Lab Exercise 5.02: Accessing BIOS via the CMOS
Setup Program

Once you've assessed and, where necessary, upgraded the BIOS on each machine, before you proceed
with the Windows XP installation, you should check to be sure the BIOS is properly configured using
the special program for this purpose.
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You don't access the hundreds of individual programs contained in the system BIOS directly, or
from anywhere within the Windows 0S. Instead, you use a utility that interfaces with the BIOS pro-
grams to enable you to reconfigure settings. This utility is the CMOS setup program.

Learning Objectives
In this lab, you'll go into CMOS and explore your BIOS configuration settings.

At the end of this lab, you'll be able to
e  Enter the CMOS setup program

®  Navigate the display screens of the setup utility

Lab Materials and Setup

The materials you need for this lab are

e A working PC whose BIOS settings you have permission to change

Getting Down to Business

In the following steps, you'll reboot your PC and access the CMOS setup program. Each BIOS maker has
its own special way to do this, so how you go about it depends on which BIOS your system has installed.
Common methods include the following:

®  Press DELETE during the boot process.

®  Press F2 during the boot process.

®  Press 1o during the boot process.

®  Press CTRL-ALT-INSERT during the boot process.

®  Press cTRL-A during the boot process.

®  Press cTRL-FI during the boot process.

There are four ways for you to determine which method works for your BIOS:
®  Check your motherboard or PC documentation.

e  Visit your motherboard or PC maker’s Web site.

e  Watch the screen display after booting your PC. Most direct you to press a specific key to enter
CMOS.

®  Use the trial-and-error method! Boot your system and go down the preceding list, trying each
key or key combination until one works. You won’t hurt anything if you get it wrong, but if
you hold the wrong key down for too long you may get a keyboard error message. If this hap-
pens, just reboot and try again.
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Sustem Time:

FiGURE 5-3 Phoenix CMOS Main screen

Step 1 Determine which method you need to use to enter the CMOS setup program. Then reboot your
system and use that method to enter CMOS.

Step 2 Once you've entered the CMOS setup program, look at the screen and compare it to Figures 5-3
and 5-4. The Phoenix BIOS shown in Figure 5-3 opens immediately into the Main screen, whereas the
Award BIOS in Figure 5-4 presents an initial menu. Although the screens for different CMOS setup pro-
grams may look different, they all contain basically the same functions.

¥ Warning

Do not make any changes in BIOS settings during this lab exercise. You'll make changes in the

next two lab exercises.

CHOE Setup Utility — Copyright <{C> 1984-2883 Award Software

» t* CPU SOFT MENU IT *! » PC Health Btatus

» Standard CMOS Features Load Fail-Safe Defaults
» Advanced BIOS Features Load Optimized Defaults
F fAdvanced Chipset Features Set Password

» Integrated Peripherals Save & Exit Setup

F Power Management Setup Exit Without Saving

» PnP-PCI Configurations

Esc : Quit ATr4 : Belect Item
F1@ : Save & Exit Setup

Change CPU'=s Clock & Uoltage

Ficure 5-4 Award BIOS opening screen
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The CMOS setup program controls the “changeable” BIOS settings. Many settings depend on what
you add to the system. The following are some sample entries on your system you can change or update
(there are more depending on your BIOS):

® Date

e Time

®  Hard drive configuration

®  Boot sequence

° RAM

® JRQ reservations

e  Serial and parallel port assignments

e  Enable/disable onboard controllers

e  Enable/disable supervisor and user passwords

Step 3 Explore each screen and make notes about what each one does. Navigation, like the method to
enter the CMOS setup program, varies from maker to maker. Most are navigable by keyboard only, but
some (AMI, for instance) support a mouse. Look at the bottom of the CMOS setup program screen to see

how to navigate in your particular CMOS utility.

v/ Hint

Usually the arrow keys and the paGe UP and PAGE DOWN keys will select and change settings. Some-
times the + and — keys or the space bar will toggle settings. There is usually a key to the naviga-

tion and selection keys displayed on the screen; refer to it as well.

While navigating through the different setup screens, pay particular attention to any password or
security menu, which enable you to configure administrator/supervisor passwords and user passwords.
Do not make any changes at this time; just make a note of where you configure these passwords. You
will configure a password in the next lab exercise.

Step 4 Record some of the more common settings here for a review reference. View every screen of
your CMOS setup utility to locate these settings and record them:

Primary Master (Type)

Drive A

Video

Halt On
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Boot Sequence

Resources Controlled By

FDC Controller

Serial Port 1

Parallel Port Mode

Once you're done exploring, press Esc a couple of times until you get the message “Quit Without
Saving (Y/N)?” Press v, and then press ENTER. The system will boot into your operating system.

b 30 MINUTES

Lab Exercise 5.03: Configuring and Clearing CMOS
Setup Program Passwords

In many professional environments, the IT department doesn’t want users to fool with any of the PC’s
settings, especially detailed items such as the BIOS settings. The IT manager may even devise a pass-
word to prevent entry to the CMOS setup utility by unauthorized users. Unfortunately, in your organi-
zation, the IT manager has resigned and was not very thorough about documenting these passwords.

When a CMOS setup utility has been password protected and its password has been subsequently
lost, the typical way to clear the password is to shunt a jumper on the motherboard that clears either
the password or the entire contents of CMOS.

v/ Cross-Reference

For further information, refer to the “Clearing CMOS" section in Chapter 5 of Mike Meyers' A+ Guide
to Managing and Troubleshooting PCs.

Learning Objectives

In this lab, you'll learn how to configure CMOS setup utility passwords and how to clear the contents of
the password and CMOS using the onboard clear CMOS jumper.

At the end of this lab, you'll be able to
®  Set a password using the CMOS setup utility
®  Locate the clear CMOS jumper on the motherboard

®  (lear passwords and CMOS settings using the clear CMOS jumper
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Lab Materials and Setup

The materials you need for this lab are

e A working PC whose BIOS settings you have permission to change, with access to the clear
CMOS jumper on the motherboard

®  An anti-static mat/wrist strap

e A notepad

Getting Down to Business

In the following steps, you'll reboot your PC and access the CMOS setup program using the key combina-
tion you verified in Lab Exercise 5.02. You will then navigate to the password or security menu and con-
figure a CMOS setup utility password. Then you'll verify the password by rebooting the machine and
entering CMOS setup. Finally, you'll open up the case and reset the CMOS settings by physically shunting
the clear CMOS jumper.

®  Warning

Any time you remove the cover from your PC, remember to follow all proper safety and ESD

precautions.

Step 1 Reboot your system and use the appropriate key or key combination to enter the CMOS setup

program.

AMIBIOS SIMPLE SETUP UTILITY — UERSION 1.22

CC> 1999 American Megatrends. Inc. All Rights Reserwved

STANDARD CHMOS SETUP INTEGRATED PERIPHERALS
BI0OS FEATURES SETUP HARDWARE MONITOR SEIUP
CHIPSET FEATURES SETUP SUPERVISOR PASSWORD
POUER MANAGEME

PNP-PCI GONFIG Enter new supervisor

LOAD BIOS DEFA

LOAD SETUP DEFAULTS

ESC @ Quit Tti# : Select Item (Shift>F2 : Change Color F5 01d Ualues
F6 : Load BIOS Defaults F? : Load Setup Defaults Fi@a Save & Exit

Change~SetsDisable Password

Ficure 5-5 AMIBIOS supervisor password setup
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Step 2 Once you've entered the CMOS setup program, navigate to the security or password menu (see
Figure 5-5). Select the supervisor password and enter a four- to eight-character password. Save changes

and exit CMOS setup.

Record your password here:

¢/ Hint

Typically two types of passwords can be set in CMOS:

The supervisor password restricts access to the CMOS setup program so that only authorized per-
sonnel can change or modify BIOS settings. Organizations, especially schools, will usually configure

a supervisor password to keep curious users from causing system errors.

The user or system password restricts access to the PC itself, and is required every time the system
boots (before an operating system is even loaded). This type of password is often used when an

individual’s PC is located in a public area.

Step 3 Reboot the PC and press the key or key combination required to enter the CMOS setup program.

If you completed Step 2 correctly, you should be prompted to enter a password. Enter the password you
configured in Step 2 and press ENTER. The main menu of the CMOS setup program will appear.

Discard changes and exit the CMOS setup program.

® Warning

The next step will erase all CMOS settings! While you are in the CMOS setup program, take the time
to write down important settings such as the CPU Soft menu settings, boot order, which integrated
peripherals are enabled/disabled, and the Power Management Setup. While the system should run
fine using the default settings, taking notes now will help you get back to any custom settings that

may have been configured.

Step 4 Shut down the PC and unplug the power cord from the PC and the wall outlet. Remove the case
from the PC and, referring to the PC or motherboard documentation, locate the clear CMOS jumper. Fol-
low the instructions included with the documentation and move the jumper (see Figure 5-6) to clear the
CMOS.

Step 5 Replace the PC case cover, plug the system back in, and start the system. Press the appropriate
key(s) to enter the CMOS setup program.
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Ficure 5-6 The clear CMOS jumper

on a motherboard

Were you prompted for a password?

Do you need to configure any of the other settings?

b 30 MINUTES

Lab Exercise 5.04: Configuring BIOS Settings

If you find any issues when you examine the BIOS settings using the CMOS setup program, you'll need
to reconfigure the settings. Remember also that you're preparing the PC for an upgrade to Windows XP
Professional. BIOS-level virus checking is known to cause problems with the Windows 2000/XP installa-

tion process, so Microsoft advises that you disable it.

Many BIOS functions are unchangeable—such as keyboard and floppy drive recognition—and are
therefore inaccessible via the CMOS setup program. Other functions are under your control. These
include the boot sequence order and the date/time setting, as mentioned previously, but also some

potentially hazardous settings such as BIOS shadowing and memory timing.

v Hint

If you're not absolutely certain what a particular setting does, the best course of action is to
leave it alone! If you have any doubts, you can always exit the CMOS setup program without

saving.

Learning Objectives

In this exercise, you'll access the CMOS setup utility and navigate through to find the various BIOS set-
tings you would commonly need to modify, and practice disabling BIOS-level virus checking.

At the end of this lab, you'll be able to

e Modify the settings in BIOS
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Lab Materials and Setup

The materials you need for this lab are
e A working PC whose BIOS settings you have permission to change

e If possible, a BIOS that includes virus checking

Getting Down to Business

In the following steps, you'll learn to navigate to the CMOS setup program configuration screen that
includes the virus-checking option. This example uses the Award BIOS CMOS setup program. Your CMOS
setup program may vary, but all BIOS makers and versions should offer the same option.

v/ Cross-Reference

For more details about the features of CMOS setup programs, refer to the section called “A Quick
Tour Through a Typical CMOS Setup Program” in Chapter 5 of Mike Meyers’ A+ Guide to Managing and
Troubleshooting PCs.

Step 1 Enter your CMOS setup program using the steps you learned in Lab Exercise 5.02.

Step 2 Check your notes and navigate to the configuration screen that has the BIOS-level virus-checking
option. It's not always obvious where to find this option. For example, the Award BIOS CMOS setup program
screen shown in Figure 5-4 doesn't give any hints about where to find the correct screen. As Figure 5-7

Phoenix - AwardBIOS CMOS Setup Utility
Advanced BIDS Features

Virus Marning [Disabled] i Item Help
CPU Internal Cache [Enabled]
External Cache [Enabled] Henu Level »
CPU L2 Cache ECC Checking [Enabled]
Processor Mumber Feature [Enabled] Allows you to choose
Quick Power On Self Test [Enabledl the VIRUS warning
First Boot Device [Floppyl feature for IDE Hard
Second Boot Device CHDD-B] Disk boot sector
Third Boot Device [CDROMI protection. If this
Boot Other Device [Enabled] function is enabled
Swap Floppy Drive [Disabled] and someone attempt to
Boot Up HumLock Status [On] write data into this
Gate A20 Option [Fast] area , BIOS will show
ATA 66/188 IDE Cable Msy. [Enabled] a warning message on
Typematic Rate Setting  [Disabled] screen and alarm beep
% Typematic Rate (Chars/Sec) b
% Typematic Delay (Msec) 250
Security Option [Setup] i
APIC Mode [Enabled) v

T4+ :Move Enter:Select +/-/PU/PD:Value F10:Save ESC:Exit F1:Ceneral Help
F5: Previous Values  F6: Fail-Safe Defaults  F7: Optimized Defaults

Ficure 5-7 Disabling BIOS-level virus checking
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shows, virus checking can be disabled in this BIOS from the Advanced BIOS Features screen. Don’t hesi-
tate to explore.

Step 3 Follow the screen prompts to navigate to the correct configuration screen and find the
virus-checking setting option. Highlight the option (either using the arrow keys or mouse), and
change it from Enabled to Disabled. Once again, your CMOS setup program’s wording or appearance
may be different, but the option to control BIOS-level virus checking should be common to all mod-
ern types of BIOS.

Step 4 Save and exit the CMOS setup program. After you exit, the system will reboot automatically.
You have just made a change to BIOS.

The process you just followed is the same process you'll use for any changes you make to BIOS. Be
sure to save the settings before exiting the setup utility.

Lab Analysis Test

1. Katherine has noticed recently that when she boots her system, it displays a CMOS Mismatch mes-
sage. What could be the problem?

2. After running Windows XP for a few years, Chris has decided to perform a clean install of Windows
2000. After backing up his important files, he places the Windows 2000 CD in the CD-ROM drive
and reboots his machine—but it just boots into Windows XP like normal. What setting will he
most likely need to configure in the BIOS to correct this situation?

3. Arnold has just installed a new sound card. He boots his system to install the drivers, but his sys-
tem does not recognize the new card. What BIOS settings might he change using CMOS setup?

4. Alex has just finished making changes to the BIOS-level virus checking and would now like to
save these changes. Name two ways to save BIOS settings after making changes in the CMOS setup

program.

5. Ryan is working on an older Pentium II system. What key or keys should he press to enter the
CMOS setup program?

Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.
AMI
Award Software
BIOS (basic input/output services)
BIOS ROM
CMOS (complementary metal-oxide semiconductor)

CMOS setup program
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Key Term Quiz

DELETE key
PAUSE/BREAK key
Phoenix Technologies

The system BIOS is stored on non-volatile memory called

Technicians configure the BIOS using the

Press the to suspend operation of the POST.

provides the primary interface between the operating system'’s device driv-

ers and most of the system'’s hardware.

A common way to enter CMOS setup is to press the during startup.
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One of the many reasons that PCs are so useful is their amazing versa-
tility. Modern PCs support a wide array of peripheral devices and attach-
ments that expand their capabilities and boost performance. Peripherals

attach to the PC via the expansion bus.

The expansion bus is the pathway that enables you to plug new devices
and device controllers into the motherboard. This pathway can be split
up into two groups: the internal expansion bus and the external expan-

sion bus.

The internal expansion bus includes the Peripheral Component Inter-
connect (PCI) bus, Accelerated Graphics Port (AGP) bus, the PCI Express
(PCIe) bus, and on older systems, the Industry Standard Architecture
(ISA) bus. Other, specialized internal buses, such as Audio/Modem Riser
(AMR) and Communication Network Riser (CNR), also pop up on some
systems. The external expansion bus includes the Universal Serial Bus
(USB) and the IEEE 1394 (FireWire) bus. You'll explore the external
expansion bus in great detail when you work through the lab exercises
for Chapter 16.

In these lab exercises, you'll learn how to determine which expansion
slots are available in a system, and how to install and remove expansion
cards properly. This will help you gain confidence in handling expan-
sion card issues in the real world.

For the purposes of this chapter, suppose that you've befriended the
owner of a small Internet café. Currently, the café has 12 PCs of various
makes and models, all running Windows XP Professional. Paul, the
owner, wanted the systems to perform well, so he ensured that each sys-
tem had at least a 2.8-GHz processor and 512 MB of memory. In an attempt

to keep the initial cost under budget, however, he purchased the systems
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without upgraded graphics or sound, so they are using the on-board
graphics and sound.

Paul has noticed that many of the patrons seem to be using the sys-
tems to play games against each other in addition to the normal Internet
surfing. Some of them have asked if there’s any way to improve the per-
formance of the systems so that they can play more advanced games. Paul
has been thinking of branching off into hosting LAN parties anyway, so
he asks you to look into what it will take to upgrade the machines.

You would enjoy recommending that Paul buy new PCs with the latest
high-performance components—what tech wouldn’t want to play with
the latest and greatest tech toys?—but since the machines are fairly new
and well appointed, you decide to experiment with some upgrades.
Because PC games are graphics- and sound-intensive, you believe that
installing individual cards, such as an AGP or PCIe graphics card and a
PCI sound card, will improve the overall performance. You begin by
assessing what expansion slots (PCI, AGP, and/or PCle) are available on
the current machines. You ask Paul for some cash up front, and choose

two of the machines to test your theory.

b 30 MINUTES

Lab Exercise 6.01: Identifying Internal
Expansion Slots

Unless you've got X-ray vision, the best way to examine the expansion slots is to remove the PC case

cover. In this exercise, you'll identify the type of expansion slots on your disassembled system, your
working system, and as many systems (or motherboards) as you're authorized to examine. Does your
system use a PCI Express (PCle), AGP, or PCI graphics card, or does it use on-board video as in our lab
scenario? Check to see how many other expansion slots are available for adding a sound card and (if
required) upgrading the graphics adapter.
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®  Warning

Remember to use proper safety and electrostatic discharge (ESD) procedures when working inside
the PC case.

Learning Objectives

In this exercise, you'll properly identify expansion slots and the basic features of each type of expan-

sion technology.

At the end of this lab, you'll be able to

Identify legacy ISA expansion bus slots and component cards
Identify PCI expansion bus slots and component cards
Identify the AGP expansion bus slot and video card

Identify PCIe X1 and PCIe X16 expansion bus slots and component cards

Lab Materials and Setup

The non-production, disassembled PC and the working PC are adequate for this exercise, but it's more

beneficial to be able to see motherboards inside different systems.

The materials you need for this lab are

Your non-production, disassembled PC

A working PC (or more than one if possible)
An anti-static mat

A notepad

Some sample motherboards (optional)

Getting Down to Business

Start with the disassembled PC. Since the only components you have reinserted are the CPU and RAM, you

should have a very clear view of the expansion bus slots and connections. You should also locate any expan-

sion cards you removed during disassembly to identify what functions they serve. If the motherboard is

still removed from the case, place it on the anti-static mat for exploration. If you have installed the moth-

erboard into the case, lay the case down on the anti-static mat and follow all ESD precautions.

After completing the steps using the tear-down machine, switch over to your working PC. Shut

down your PC and unplug it from the wall. Place it on your anti-static mat, remove the PC case cover,

and take a good look inside. Your aim is to determine what type of expansion slots your motherboard

has, and what peripheral card components are currently installed.
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Step 1 If you acquired an older system to disassemble, you may find some old expansion bus slot types
on the motherboard. Check to see if you have any ISA expansion slots; a few legacy systems with 16-bit
ISA expansion slots are still in use today. Here are the physical characteristics of ISA expansion slots:

e  About five inches long

e  Usually black in color

e  Offset from the edge of the motherboard by about 1/2 inch
e  Large metal contacts easily visible inside the slot

e Divided by a small gap into two parts: the 8-bit portion (about three inches long) and the 16-bit
portion (one and a half inches long)

Figure 6-1 shows ISA slots alongside other types of slots on a motherboard.
Record the following information, as applicable:

How many ISA slots are on your motherboard?

What ISA devices are installed on your system?

How many ISA slots are empty?

Step 2 The next type of expansion slot you'll explore is the 32-bit PCI bus. This technology has had a
long run as the most common type of expansion slot on modern PCs, though it is expected to be eclipsed
by PCIe on desktop systems. Here are the physical characteristics of PCI expansion slots:

®  About three inches long

e  Usually white in color (modern motherboards may use bright colors like yellow or green to
enhance the visual appeal of the motherboard)

e  Offset from the edge of the motherboard by about one inch

Ficure 6-1 A group of three ISA slots, at the lower right



94  Chapter 6: Expansion Bus

AT g

12 -l

=
Bl
E—3

Figure 6-2 A group of PCI slots
Figure 6-2 shows PCI slots on a modern motherboard.
Record the following information:

How many PCI slots are on your motherboard?

What PCI devices are installed on your system?

How many PCI slots are empty?

Step 3 Now locate the 32-bit AGP slot. As the name suggests, the AGP slot is used for one component
only—the graphics adapter. Here are the physical characteristics of the AGP slot:

®  One slot per motherboard

e  Alittle less than three inches long

e  Usually brown in color

e  Offset from the edge of the motherboard by about two inches
Figure 6-3 shows an AGP slot in its natural habitat.

Record the following information:

Is there an AGP video card slot on your motherboard?

What can you tell about the type and brand of video card without removing it?
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FiIGURE 6-3 An AGP slot

Step 4 Take a look at your motherboard and see if there are any PCIe X1 or PCle X16 slot connectors.
These are fairly new (circa 2004), so you may not see them on all of the motherboards you are explor-
ing. PCI Express is very interesting, offering a theoretical throughput of 2.5 Gbps per lane and support-
ing from 1 to 32 lanes. The first devices to really take advantage of PCle are graphics cards using the
16-lane configuration. The physical characteristics of the PCle expansion slots depend on the number of
lanes.

PCle X1 slots have the following characteristics:

e  About one inch long

®  Often brightly colored (blue and white being fairly common)
e Offset from the edge of the motherboard by about 1.25 inches
PCle x16 slots have the following characteristics:

®  About 3.5 inches long

e  Often brightly colored (blue and white being fairly common)
e  Offset from the edge of the motherboard by about 1.25 inches
Figure 6-4 shows PCle slots on a modern motherboard.

Record the following information:

Are there any PCle slots on your motherboard?

If yes, how many PCIe X1 slots are there?
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PCle x16

FiGURE 6-4 A motherboard with both PCle X1 and PCle X16

expansion slots

How many PCIe X16 slots are there?

Are there any PCle cards installed in the system?

v/ Cross-Reference

For more detail about the PCI, AGP, and PCle buses, refer to the “PCI“ section in Chapter 6 of
Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

After you've completed your inventory of installed expansion bus devices, put the case cover back
on your PC, plug it back in, and restart the system.

é 30 MINUTES

Lab Exercise 6.02: Understanding
System Resources

The typical modern PC has many component devices installed: video cards, sound cards, modems, NICs,
and controller cards (such as SCSI controllers, SATA controllers, and so on), not to mention the built-in
devices such as IDE and floppy disk drive controllers. As amazing as it seems, a PC's CPU only talks to
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one device at a time. This means that at any given time, one device has exclusive access to the CPU. Of
course, this happens so quickly that it seems like the CPU is addressing multiple components all at once.
The PC keeps track of which device is which through system resources, the collective term for device settings
such as input/output (I/0) addresses, interrupt requests (IRQs), direct memory access (DMA) channels,
and memory address settings.

On modern PCs, Plug and Play (PnP) handles all of the details about assigning system resources to
devices, but this doesn’t mean that you can always leave it up to the system! Even as sophisticated as PnP
is, things don’t always work as they’re supposed to—especially if you're mixing old, non-PnP devices
with newer PnP devices. Therefore, it's important for techs to know how to identify a device's system
resources and, when necessary, manually configure them.

In the old days, configuring device resources meant setting jumpers and DIP switches on the device
and running a setup program supplied by the device maker. If you're using very old, non-PnP devices, this is
still the case—but on modern PnP devices, all resource configuration is handled from within the Windows
0S. Let’s look now at how to determine and configure your component devices’ system resource settings.

v/ Cross-Reference

If you need a refresher on system resources, refer to the “System Resources” section in Chapter 6 of
Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Learning Objectives

In this lab, you'll reinforce your knowledge of system resources.
At the end of this lab, you'll be able to

®  Use the Device Manager to examine devices and determine what IRQs and I/0 addresses are
allocated to a given device

®  Define the rules of assigning IRQs and I/0 addresses

e  State the default IRQ and I/0 assignments for some common devices

Lab Materials and Setup

The materials you need for this lab are

e A working computer running Windows

v Hint

As usual, if you have access to more than one system, take advantage of it.
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FIGURE 6-5 Device Manager
in Windows XP

Getting Down to Business

In this exercise, you'll use the Windows Device Manager to view the system resource settings on

your PC.

Step 1 Open the Windows Control Panel and double-click the icon for the System applet. Note that you
can also access this applet by pressing the Windows key and the pause/Break key at the same time.

On Windows 2000/XP systems, select the Hardware tab and then click the Device Manager button;
this brings up the Device Manager in a separate window (see Figure 6-5).

Step 2 The Device Manager shows you at a glance all of your system’s IRQ, I/0, DMA, and memory
address settings for each device. In Windows 2000/XP, select View | Resources by type, and then expand
the node for the resource type that you want to investigate (see Figure 6-6).

Step 3 Select the option to view the input/output (I/0) settings on your system. Scroll down the list
to review and locate the addresses to answer these questions:

What is the address for the keyboard?

What is the address for the printer port (LPT1)?
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FIGURE 6-6 Viewing system resources

What is the address for the real time clock?

What is the address for the communications port (COM1)?

What is the address for the system timer?

v Hint

On many new systems, the COM ports, LPT ports, and floppy drive are optional. The resources
that were traditionally assigned to these devices may not be displayed in the Device Manager.

Step 4 Repeat Steps 1-3, this time looking at the IRQ settings.

Does your system use IRQ 14?

What device uses IRQ 14?
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Step 5 Most seasoned techs (also known simply as old folks) know what the default system resource set-

tings are for COM and LPT ports. Compare the COM and LPT settings in the following table to the settings

on your system. Does your system list entries for all four devices?

Port I1/0 Address IRQ
COM1 3F8 4
COM2 2F8 3
LPT: 378 7
LPT2 278 5

0 30 MINUTES

Lab Exercise 6.03: Installing Expansion Cards

There are five steps to installing any expansion card device properly:

1.

Arm yourself with knowledge of the device before you install it. Is the device certified to run on
the Windows OS that you're running? Is it compatible with your motherboard and other hardware?
Be sure to check the Windows Marketplace, formerly known as the Hardware Compatibility List
(HCL), before you do anything. The Windows Marketplace (found at http://testedproducts.win-
dowsmarketplace.com) is the definitive authority on which devices are guaranteed to work on
modern Windows operating systems.

Remove the cover from your PC case and install the device. As always, follow all ESD and safety
precautions, and handle the card with care.

Assign system resources to the device. In approximately 99.73 percent of cases (a rough estimate),
you'll never have to do this because PnP takes care of it for you, but if you're mixing old compo-
nents with new, then you may have to assign resources manually to accommodate the old, non-PnP
device.

Install device drivers for the component. Windows comes with many device drivers preinstalled, so
it may try to help you by installing the driver that it thinks the device needs. In most cases, you
should visit the card manufacturer’s Web site, download the latest drivers for the card and your
operating system, and then install the updated drivers.

Verify that the device is functional and that it’s not creating any conflicts with other devices on
your system.

The following exercise is a somewhat abridged version of this procedure; instead of installing a

new device, you'll remove and reinstall devices that are already on your system.


http://testedproducts.windowsmarketplace.com
http://testedproducts.windowsmarketplace.com
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v/ Cross-Reference

To review the details of device installation, refer to the “Installing Expansion Cards” section in
Chapter 6 of Mike Meyers” A+ Guide to Managing and Troubleshooting PCs.

Learning Objectives

In this lab, you'll practice removing and installing internal expansion cards.
At the end of this lab, you'll be able to

e  Safely remove and install expansion cards in a system

Lab Materials and Setup

The materials you need for this lab are
® At least one working Windows computer with expansion cards installed
e  Phillips-head screwdriver
®  Anti-static mat and wrist strap
®  Anti-static storage bags

e  Notepad

¢/ Hint

As usual, if you have access to more than one system, take advantage of it—with one exception.
You may be asking yourself, “Hey, how come I'm not reinstalling the cards into this disassembled

PC I have sitting here?” That’s a very good question!

In the next chapter, you'll be practicing removing the motherboard from the case and reinstalling
it. This process would be complicated by having a card or two sticking out of the motherboard.
After you complete your practice on the motherboard, you can check back with this chapter and

reinstall the expansion cards in the disassembled PC.

Getting Down to Business

In this exercise, you'll physically remove expansion card devices from your PC. You'll then make note of
any important information you can find on the device’s label: device maker, version, and so on. You will
then visit the manufacturer’s Web site to check for any updated drivers for the device in your version
of Windows. Finally, you'll reassemble and restart the system and install the updated drivers.
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Shut down the system and unplug the power cable, and then place it on your anti-static mat.
Remove the PC case cover and strap on your anti-static wrist strap, and you're ready to start.

Step 1 Check your notes from Lab Exercise 6.01 and draw a sketch showing which device is installed in
which slot on the motherboard (assuming that you are using the same working machine from Lab Exer-

cise 6.01).
Step 2 Remove the cards one at a time from your system. For each card, follow these procedures:

a) Remove the retaining screw and store it safely.

v Hint

You'll see two main types of screws used in PCs. At first glance, they may look all the same, but
while these screws are the same overall size, they have different sizes of threads. Screws with the
larger threads, commonly called coarse-threaded screws, are generally used to secure expansion
cards, power supplies, and case covers. Screws with the smaller threads, commonly called fine-
threaded screws, are typically used to secure storage devices such as hard drives, floppy disk drives,

and CD media drives into their respective bays.

b) Taking hold of the card by its edges, carefully and firmly pull it straight up and out of its slot.

v Hint

These cards can be difficult to remove. If a card seems stuck, try rocking it back and forth (from

front to back in the direction of the slot, not side to side).

c) Holding the card only by the edges and the metal flange, place it in an anti-static bag for safe-
keeping.

Step 3 Examine each of the cards you removed from your system and record the pertinent information.

® Do any of the cards have writing or labels on them? If so, what information do these labels

provide?
®  (Can you identify the manufacturers of the cards? List each card with its manufacturer.
®  Are there any version numbers or codes on the cards? List this information for each card.

e  If there are any jumpers or DIP switches on any of the cards, how are they set? You might
want to make a quick drawing of the switches and their current positions.

e  (Can you locate a key or legend that shows you how to set the jumpers or DIP switches? If so,
make a note about where you found this information—was it in the instruction manual, or
perhaps printed directly on the expansion card circuit board?
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Step 4 Reinstall the expansion cards you removed into your system. For each card, follow these

procedures:
a) Check your notes to confirm where to reinstall the card.

b) Align the card over its motherboard slot, making sure that the metal flange is aligned properly
with the case slot. Holding the flange with one hand, place the heel of your hand on the top
edge of the card and push the card firmly into the expansion slot.

c) Once the card is in the slot and the flange is flush with the case, replace the screw that holds
the card in place. Don't be tempted to skip the screw! It keeps the card properly grounded and

prevents it from working loose over time.

¥ Warning

After all of the expansion cards have been reinstalled, take a look at the back of your system
(where you can see input/output connections for the cards). Are there any holes where no cards
are installed and a slot cover has not been used? It's very important to install slot covers wher-
ever an expansion card is not installed. This ensures that air will flow properly through the

computer case, keeping your critical components cool.

Step 5 Restart your PC and use Device Manager to confirm that each device is working properly. If
there is a missing driver, you'll see a yellow circle with a black exclamation point next to the device
listing. If there is a resource conflict, the problem device will be disabled and a red X will appear next

to its listing.

Step 6 Now download and install the latest device drivers for each of your expansion cards. There are
many methods you can use to accomplish this task, but the two that follow are the most common.

e  If your working PC is connected to the Internet, you can use the Update Driver Wizard from
the device's Driver tab in Device Manager to connect to the Windows Update Web site. Open
Device Manager and select View device by type. Locate the device that matches the expansion card
you have installed, and open its properties. Select the Driver tab, and then click Update Driver
as shown in Figure 6-7. This brings up the Hardware Update Wizard, as shown in Figure 6-8;
from here you can follow the directions to download the signed driver from the Windows

Update site.

e If your working PC is not connected to the Internet, or the device does not have a signed
driver available on the Windows Update site, you will have to follow these instructions before
clicking Update Driver. Using a computer with Internet access, find and connect to the manu-
facturer’s Web site. Using the model number of the device, locate and download the correct
driver for the operating system on the PC where the device is installed. Save the driver to a
floppy disk or USB thumb drive, remove the floppy or thumb drive from that system, and
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insert it into your working PC. Open Device Manager and select View device by type. Locate the
device that matches the expansion card you have installed, and open its properties. Select
the Driver tab, and then click Update Driver. When prompted to connect to the Internet,
choose “No, Not this time,” and follow the directions to locate and load the new device driver
(see Figure 6-9).
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FiGURE 6-8 Accessing the Windows Update site
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Many manufacturers include installation wizards for their devices, so this is yet another method

that you can use to update device drivers. Many times, the manufacturer will include related

applications along with the drivers to enhance the performance of the device. A good example

of this is an inkjet printer that includes the driver and utilities for adjusting print quality, per-

forming printer maintenance, and so on.

Lab Analysis Test

1.

When you examined the two machines from the Internet café, you were very pleased to find that

one of them had a PCle X16 expansion slot. What is the advantage of the PCle expansion bus, and

how will it contribute to providing a solution at the Internet café?

John has a system that runs at 3.2 GHz and uses a 128-MB AGP video card. He uses Windows XP Pro-
fessional and wants to try its multiple-monitor support feature. Can he add another AGP video card?

You've installed a NIC and a PCI FireWire controller card on Susan’'s Windows XP Professional sys-

tem. The system starts up fine, but when you check Device Manager, you see a yellow circle with a

black exclamation mark beside the NIC icon. What is the problem?

Given the scenario in the preceding question, what steps should you take to rectify the problem?

Tim has installed a PCle 10-GB NIC. He boots the machine and navigates to Device Manager, only to

find a red X icon next to this device. What should Tim do next?
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Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.
AGP
device drivers
DMA
expansion card
I/0 address
IRQ
ISA
PCI
PClIe
system resources
memory address

1. Most current motherboards continue to provide several slots.

2. Many video cards use the dedicated slot.

3. The settings for I/0 addresses and IRQs have pretty much become automated with the introduction
of PnP. These, along with DMA and memory addresses, are collectively known as

4. The bus provides for X1, X2, X4, X8, X16, and X32 lanes of bidirectional com-

munication.

5. The Hardware Update Wizard makes it easy to update the for a device.
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With all due respect to the CPU, system RAM, power supply, hard
drive, and all the other sundry pieces of a typical PC, the motherboard is
the real workhorse of the system. Every component on the PC plugs into the
motherboard either directly or indirectly. Every bit and byte of data that
moves between devices passes through the motherboard’s sockets and
traces. The motherboard is what brings all of the individual parts of
the PC into a working whole. As such, replacing a motherboard is one
of the most challenging tasks a PC tech will face. Luckily, only a couple
of circumstances require you to undertake this chore. The first, of
course, is when the motherboard malfunctions or is damaged; modern
motherboards aren’t made to be repaired, so when they go bad, they
must be replaced as a whole unit. The other is when you want to
upgrade the PC to a more powerful CPU than its current motherboard

supports.

In either of these cases, you've got a bit of work ahead of you!
Installing a motherboard requires more effort than any other type of
installation—more preparation, more time performing the installation,
and more cleanup afterward. Still, you shouldn’t be intimidated by the
prospect of replacing a motherboard—it’s a common and necessary part
of PC repair. In this chapter, you'll go through the process from end to
end.

In the following lab exercises, you'll make preparations for a mother-
board installation, including identifying the proper motherboard form
factor, labeling cables and connectors, and removing the motherboard
from a working PC. You'll then write down notes about key motherboard
features, and finally you'll reinstall the motherboard.
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0 30 MINUTES

Lab Exercise 7.01: Identifying Motherboard
Form Factors

You're consulting for a small graphics firm that’s upgrading its PCs to accommodate a major software

upgrade and network restructuring. While assessing the company’s PC stock, you discover that a num-
ber of their systems lack sufficient CPU power to run an important new CAD program. To remedy this,
you must replace the motherboards of these systems with models that support newer and faster CPUs.

To determine which of your client’s systems need upgrading for the new CAD software, you have to
be comfortable identifying motherboard types. If your client has any of the old AT-style motherboards,
these were phased out around the time of the Intel Pentium II and the early AMD Athlon processors.
Not only should the motherboards in these systems be retired, the systems themselves should be retired!
These systems will not have the same form factor needed by the ATX-style motherboard, so you would
need to replace the case, power supply, CPU, and system RAM. You most likely will need newer hard
drives, keyboard, and mouse—pretty much the whole system.

Current PC motherboards come in a few different styles, or form factors: ATX, microATX and Flex-
ATX, BTX (Balanced Technology eXtended), and proprietary form factors from companies such as Dell
and Sony. ATX motherboards are what you find in most PCs on the market.

Your first task when replacing motherboards is to determine which form factor each PC requires.
ATX, microATX, and FlexATX are all in the same family, so the main consideration is which PC case
you're using. The FlexATX is physically the smallest in size, the microATX is in the middle, and the ATX
is the largest. Typically, all three will work in the large ATX case because all three variations retain the
same form factor for the external connections.

You may see some BTX motherboards on newer machines. These are essentially the same compo-
nents rearranged for better cooling, but this form factor requires a BTX case, so it is not interchange-
able with ATX. As of this writing, it remains to be seen whether BTX will become the new popular
design or fade into obscurity.

Proprietary motherboards tend to be difficult to upgrade. The components usually need to be pur-
chased directly from the manufacturer, so those components are less readily available and often more

expensive.

Learning Objectives

In this lab, you'll become familiar with different motherboard layouts.
At the end of this lab, you'll be able to
®  Recognize different motherboard form factors

e  Understand considerations for upgrading a system with a newer motherboard
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Lab Materials and Setup

The materials you need for this lab are
e  The disassembled, non-production PC computer system used in the lab exercises in Chapter 2
e If possible, various systems with ATX, microATX, and FlexATX motherboards
®  Anti-static mat

®  Anti-static wrist strap

v Hint

As usual, if you have access to multiple systems, take advantage of it. It's most useful to have a

variety of motherboards to study.

Getting Down to Business

To start, you will review the main features and characteristics of the ATX family of motherboards.
Though the overall size of the ATX family of motherboards varies, the features and characteristics
remain relatively standard. You will then examine the motherboard from your disassembled machine

to determine what type of motherboard is installed.

v/ Hint

If you determine that the disassembled machine is using an AT form factor motherboard, you
will still be able to use it for assembly/disassembly lab exercises. Be careful when working with
the AT form factor P8/Pg power connectors—make sure you install them correctly (with the black
wires closest to the center when connected to the motherboard) or you will fry the motherboard.
The AT form factor motherboard is not the best choice for reviewing current motherboard features
and characteristics. If possible, locate a system with an ATX motherboard that you are authorized
to explore. No matter which machine you explore, disconnect the power cable from the wall and
the case, place the machine or the motherboard on your anti-static mat, and then perform the

following steps.

v/ Cross-Reference

To refresh your recognition of motherboard types, refer to the “ATX Form Factor,” “BTX Form
Factor,” and “Proprietary Form Factors” sections in Chapter 7 of Mike Meyers’ A+ Guide to Managing
and Troubleshooting PCs.
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Ficure 7-1 Connections on a current PC with an ATX motherboard

Step 1 Answer the following questions, referring back to the textbook chapter as needed:
®  What are some of the characteristics that define the ATX motherboard?

e What is the physical size difference between the ATX motherboard, a microATX motherboard,
and a FlexATX motherboard?

®  (Can you replace a full ATX motherboard with a FlexATX motherboard?

Step 2 Look on the back of your PC to find the panel of external motherboard connectors (see Figure 7-1)

to answer the following questions.
e  What external connections are available?

®  Does your PC use a mini-DIN (PS/2) connector for the keyboard and mouse, or does it make the

assumption that you'll use a USB keyboard and mouse?

e  Based on the answers to the preceding questions, what can you tell about the type of mother-

board your PC uses?

Step 3 Remove the case cover from your PC and view the motherboard (see Figure 7-2) to answer the

following questions:
e  What power connections are present?
®  What expansion slots are supported?
®  What CPU socket and chipset are used on this motherboard?

e  Based on the answers to the preceding questions, what can you tell about the type of mother-

board your PC uses?

If you have used a PC other than the disassembled machine, replace the PC case cover, but since the
next lab exercise requires you to access the inside of your PC case, leave it unplugged and turned off.
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opLIOLIYLL

Ficure 7-2 High-end motherboard

0 15 MINUTES

Lab Exercise 7.02: Removing and Labeling
Components and Cables

Once you've selected those of your client’s systems that will need new motherboards, you can't just rip
the old ones out. To get to the motherboard, you have to first remove the installed expansion cards and
cables. Many of us have had the experience of taking something apart only to wind up with leftover
parts after we put it back together. To avoid this result when you disassemble a PC, you should get into
the habit of properly storing and labeling any parts that you remove from the system. This includes

everything from the major components to the screws that hold them in place and the cables that con-
nect them to the motherboard.
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v’ Hint

If you are using the disassembled non-production machine for this lab, you have already removed
and organized the components and cables from the machine. Use this step to review the labeling
and storage of components and cables in preparation for removal and installation of the mother-
board. If you are using a second machine for this exercise, make use of this lab to build the “good
habit” of organization. Of course, you don't need to attach a label to each individual screw, but do

keep them organized in labeled containers to avoid confusion!

Learning Objectives

In this lab, you'll remove and label expansion card components, cables, and connectors in preparation
for removing the motherboard.

At the end of this lab, you'll be able to
®  Remove and label expansion cards
e  Remove and label data cables and connectors

e  Remove and label power cables

Lab Materials and Setup

The materials you need for this lab are
e A working computer
®  The motherboard book or online documentation for the motherboard
e  Sticky notes and a pen
®  Screwdriver
®  Anti-static mat
®  Anti-static wrist strap

e  Anti-static bags

Getting Down to Business

Starting with your system shut down (and as always, the power cable unplugged from the wall and the
case), set your system on the anti-static mat, remove the PC case cover, and strap on your anti-static
wrist strap. Have your labeling materials handy and perform the following steps.

Step 1 Following the procedure laid out in Lab Exercise 6.03 in the previous chapter, remove any
expansion cards from the PC. Label each one with a sticky note that identifies the card, and store it in

an anti-static bag.
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Step 2 Disconnect and label the following data cables:
e  Hard drive cables

®  (D- or DVD-media drive cables

Floppy drive cable
e  Sound cable (runs from the CD- or DVD-media drive to the sound card)
e  USB front panel connector dongle (if applicable)

Step 3 Disconnect and label the following power cables:
e  Hard drive cables

®  (D- or DVD-media drive cables

Floppy drive cable
e  Power plugs for CPU fan, power supply fan (if present), and case fan (if present)
e Motherboard power (P1 or P4 on ATX motherboards)

Step 4 Disconnect and label the front panel control wires (also called the harness wires) from the moth-
erboard. Be certain to use the motherboard book to properly label these wires! Front panel control wires
typically include the power button (on ATX motherboards), reset button, front panel LEDs (power, hard

disk activity, and so on), and system speaker.

v Hint

To label wires, use small sticky notes, or cut the square ones into strips. Fold the sticky part of the
sticky note over the wire and stick it to the back to make a tag you can write on.

Step 5 Depending on your system, you may have to remove other devices to ensure that you have suffi-
cient clearance to lift the motherboard out of the PC case in the next exercise. Visually confirm that
there aren’t any components blocking a path for easy removal. Are any hard drives or CD- or DVD-media
drives in the way? Is the power supply in the way? Remove anything that could block the motherboard’s
exit or bump into important attached components (namely the RAM or CPU fan) during removal.

b 15 MINUTES

Lab Exercise 7.03: Removing a Motherboard

With all of your PC components and cables safely tucked away, the next step in your upgrade job is to
remove the old motherboards so that you can replace them. Techs will tell you that motherboard
removal is the exercise that separates the geek from the meek and the true PC tech from the wannabe,
but don't let that intimidate you! Motherboard removal is completely straightforward and simple.
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v’ Hint

Once again, if you're using the disassembled non-production machine, you have already removed
the motherboard from the case, but you should use this exercise to review. If you're using a dif-

ferent machine for this exercise, follow the instructions.

Learning Objectives

In this lab, you'll remove your PC's motherboard.
At the end of this lab, you'll be able to

®  Remove a motherboard safely and correctly

Lab Materials and Setup

The materials you need for this lab are

e The working computer on which you performed Lab Exercise 7.02

Phillips-head screwdriver
®  Anti-static mat and anti-static wrist strap

e  Large anti-static bag

Getting Down to Business

Following the same ESD procedures listed in the previous exercises, you'll now remove the mounting
screws for the motherboard and lift it out of the PC case.

Step 1 Locate and remove the screws holding the motherboard to the frame of the case. There are
most likely six to nine screws, which may also have small washers. Be sure not to lose these washers
because they help prevent over-tightening the screws during installation. Some systems may use small
plastic or metal supports called standoffs between the motherboard and the frame. Remove these and

store them in a labeled container.

®  Warning

Remember to handle the motherboard as you would any printed circuit board: gently, by the edges,
as if you were holding a delicate old photograph.

Step 2 Carefully remove the motherboard from the PC case and place it on your anti-static mat. You
should place the motherboard in a large anti-static bag for the best protection.
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0 15 MINUTES

Lab Exercise 7.04: Identifying Motherboard Features

At a glance, one motherboard pretty much looks like another. Of course, as a PC tech, you know that this
isn't true: Two identical-looking motherboards can easily have completely different feature sets. Chipsets,
bus speed, CPU socket type, and clock speed are just some of the important features that separate one
motherboard from another. These differences don't always make themselves obvious, but you can turn to
your motherboard book to identify your motherboard’s features, as described in the following steps.

Learning Objectives

In this lab, you'll become familiar with different motherboard features.
At the end of this lab, you'll be able to
®  Recognize different motherboard features

e  Identify the location of motherboard features

Lab Materials and Setup

The materials you need for this lab are
e A motherboard, such as the one you removed in Lab Exercise 7.03

e The motherboard book or online documentation for that motherboard

Getting Down to Business

In the following steps, you'll identify the location of key features on your motherboard.

¢/ Hint

If you're using the motherboard you removed in the previous lab, take this opportunity to clean

any dust off of it using canned air before you begin.

Step 1 Note the location of the make and model information on the motherboards in Figure 7-3. Com-
pare this to your motherboard and locate the manufacturer name and model number.

v/ Cross-Reference

For details on chipsets, refer to the “Chipset” section in Chapter 7 of Mike Meyers’ A+ Guide to Managing
and Troubleshooting PCs.
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Ficure 7-3 Two examples of model number information printed on

motherboards

What is the name of your motherboard manufacturer?

What is the model number of your motherboard?

What CPU socket do you have on your motherboard?

What type of chipset do you have on your motherboard?

Keep this information handy! Having the make and model of your motherboard readily available

makes it easy to search the Web for drivers and updated BIOS.

Step 2 Look for any charts or numbers printed on the surface of the motherboard.

Are there any jumper blocks?

What are some of the settings that can be configured using jumpers?

Step 3 Locate the following on your motherboard:

System clock battery

e  BIOS

®  RAM slots (What type? Dual-channel support?)
®  SATA or RAID (if present)

e  Graphics adapter support (onboard, PCI, AGP, PCle?)
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b 30 MINUTES

Lab Exercise 7.05: Installing a Motherboard

Now that you've removed the old inadequate motherboards from your client’s systems, you get to the
real test of your tech skills: installing the new motherboards and reconnecting everything so that the
computers work! Once again, however, there’s no need to be intimidated. Everything you need to install
a motherboard (in your case, probably the motherboard you just removed in Lab Exercise 7.03) is right

in front of you.

Learning Objectives

In this lab, you'll install a motherboard. You can use the motherboard and system you disassembled in
Lab Exercise 7.03.

At the end of this lab, you'll be able to

e Install a PC motherboard and connect all of its associated components

Lab Materials and Setup

The materials you need for this lab are
e  The disassembled, non-production PC computer system used in the lab exercises in Chapter 2
e A working system from which the motherboard has been removed
e  Components and cables previously connected to the removed motherboard
e  Motherboard book or online documentation for the motherboard
®  Anti-static mat
®  Anti-static wrist strap

®  Notepad and pen

v Hint

When installing a motherboard, it's handy to use your notepad to check off assembly steps as you
go along.

Getting Down to Business

Physically installing the motherboard itself is mostly a matter of being careful and methodical. The
more complex part of the task is reattaching all the cables and cards in their proper places.
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Over the last few labs, you have concentrated on hardware removal and installation, using either
the disassembled non-production system or a working non-production system—or in some cases
both. It is very easy to become casual or even careless about technique and organization since

these machines are non-critical.

One of the really important concepts to remember is that all of these efforts—the studying, the labs,
and the CompTIA A+ Certification itself—are designed to help you become the highest quality tech
that you can be! It's very important that you develop and practice patience, attention to detail,

and finesse while working through the lab exercises.

To this end, when you remove and replace a motherboard in a system, you interact with almost
every component of the computer system. In the field, you must not only successfully disassemble/
assemble the hardware, but also verify that the system powers up and operates properly afterward.
Many competent techs, when installing a new motherboard, will check for proper operation along
the way. Here's a good checkpoint: After you've installed the CPU and RAM, configured any
jumpers or switches, and installed the motherboard in the case, insert the power connections and
test the system. A POST card is a real timesaver here, but you can also connect the PC speaker, a

graphics card, monitor, and a keyboard to verify that the system is booting properly.

®  Warning

Motherboards are full of delicate electronics! Remember to follow the proper ESD and safety

procedures.

Step 1 Carefully line up the motherboard inside the PC case and secure it in place with the mounting
screws. Be sure to use the washers and plastic/metal standoffs, if supplied.

Step 2 Insert the front panel control wires in their appropriate places. These should include your
power button (on ATX motherboards), reset button, front panel LEDs (power, hard disk activity, and so
on), system speaker, and so on. Refer to the labels and your motherboard documentation for the proper

connections.

¢/ Hint

At this point, if you're working on the disassembled, non-production system, skip to Step 5, install
the expansion cards, and then set the system aside. You will continue to build the disassembled
system in future lab exercises where you will explore the power supply, hard drives, removable

storage, and audio/video components.
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Step 3 Connect all power cables to the hard drive, CD- or DVD-media drive, floppy drive, CPU fan,
main motherboard, and so on.

Step 4 Connect data cables to the hard drive, CD- or DVD-media drive, and floppy drive, as well as the
sound cable and USB connector dongles, if applicable.

Step 5 Following the procedure laid out in Lab Exercise 6.03 in the previous chapter, install the

expansion card components.

Step 6 Now comes perhaps the most important step: Double-check all of your connections and cards to
make sure that they're properly seated and connected where they're supposed to be! If something is
wrong, it's definitely better to discover it now than to smell smoke after you've hit the power switch.

Step 7 Finally, if you're using the working PC you previously disassembled, you can now replace the case
cover on your PC. Then plug the keyboard, mouse, and monitor back in, plug the power cable back in, and
finally turn on the PC. Assuming you've done everything correctly, your system will boot up normally.

0 15 MINUTES

Lab Exercise 7.06: Exploring Motherboard Features
with CPU-Z

Now that you've completed the analysis and upgrade of your client’s systems with new motherboards
and CPUs where needed, you can verify some of the characteristics and features the motherboard manu-
facturer has promoted. You already downloaded the CPU-Z utility from the Internet, so you can launch
that to examine the information on the Mainboard tab.

v’ Hint

Over the years, motherboards have been called many names—and not just the bad names you
might use when one doesn’t work properly! Early motherboards were sometimes called the

planar board. A motherboard can be referred to as the system board, mainboard, and sometimes just
board or mobo. Regardless of the name, these terms refer to the large printed circuit board (PCB)

used to connect all of the components in a computer system.

Learning Objectives

In this lab, you'll identify various motherboard features.
At the end of this lab, you'll be able to

e  Verify motherboard features
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Lab Materials and Setup

The materials you need for this lab are
®  Access to a working computer with the CPU-Z utility installed
® A notepad and pencil to document the specifications
e  Optional: A word processor or spreadsheet application to facilitate the documentation

This lab is more informative if you have access to different systems using various motherboards.

Getting Down to Business

In the following steps, you'll verify the features of your motherboard.

Step 1 Launch CPU-Z and navigate to the Mainboard tab.

Step 2 The CPU-Z utility displays some of the key features of your motherboard as shown in Figure 7-4.
Using the data gathered by CPU-Z, record as much pertinent information as possible:

Manufacturer

Model

Chipset

Southbridge

mer CPU-Z =]

cPU | cache | memery | sPo | About |

—Motherboard

Manufacturer |Gigaby’te Technology Co., Lid.
Model |nF0rce | 1x
Chipset | nvidia | nForce3 150 Rev.| a4

Southbridge | nvidia | nForces MCP

Sensor | ME | m5712

~BIOS

Brand |Award Software Internstional, Inc.
Wersion |F11
Date |09/23/2005

—Graphic Interface

Wersion | AGP version 3.0

Transfer Rate Gx Maix. Supported Gx
Sicle Band enabled

Wersion 1.37
CPU-Z

Ficure 7-4 CPU-Z displaying motherboard

information
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Sensor

BIOS brand

Graphic interface version

Step 3 If possible, launch CPU-Z on various machines to compare the features of different motherboards.

= Try This: PC Wizard

Using the system from Chapter 4, “RAM,” launch the PC Wizard application. Once PC Wizard is
running, click the Mainboard icon. This brings up a number of items (components) in the top-
right pane of the window. Click the Mainboard item to display detailed information in the
lower-right pane of the window, as shown here.

PC Wizard 2006
File Edit Tools ‘Wiew 7
He B @ P OO0 80
Hardware Mainboard
@ ﬁ @ Item Description
- 'jthManuFacturer Dell Computer Corp,
- — T @Mainboard Quanta Computer Inspiron 1000
‘;'QB G Eios Dell Computer Carp,
& Chipset 5i5 650
éé % w B Physical Memary 256 MB DDR-SDRAM
; PR 35731 Yes
e_ CLE \Qy PEIPCI Bus Yes
= AT AP Bus es
1158 Bus Yes
@ SMBus/izc Bus es
@ Bus HyperTranspork Mo
@ Bus CardBus es
& Bus Firehwire Mo
Information Drivers |
Asset Unspecified ~
» On-Board Device Information :
Device 5i5 7018 PCI Sound Chip {Sound)
Device ! S5i5 900 EtherMet Chip (Ethernet)
Configuration
- » Slots Information :
System Files Slot AGP 43 ¢ vvailable (64-bit) 5.0v, 3.3v =
Resources Slot PCT Avvailable (32-bit) 5.0v
Benchmark Slot PCI In Use {32-bit) 5.0v ~
i) Ready. i~ Processoris) activity : 3% [ ]

Using this information, can you determine the integrated devices supported by your motherboard?

Does this correspond to the information in the PC or motherboard documentation?

Lab Analysis Test

1. Jonathan is building a system using an Intel Core 2 Duo processor, and he’s purchased a new moth-
erboard from ASUS. He would like to use an old (but working!) ATX power supply he has lying
around to power the system. Why might this not be a good idea?



Key Term Quiz

2. Keith bought a fancy new case for his system. He removed the motherboard from his old case, but
discovered it wouldn't fit in the new one. What did Keith forget to check?

3. Dianne is trying to install an ATX motherboard in a new, empty ATX case. She tries to set it down
in the bottom of the case, but it won't fit—the ports on the side are too low to poke out the back of
the case, and she can’t make the screws work at all. What has she forgotten?

4. After Erik reassembled his PC and turned it on, he noticed that the green LED and the disk active
LED never light up, but everything seems to work okay. What is the problem?

5. Jeremy wants to upgrade his system by replacing the CPU. His friend works at a local computer
shop and has offered him a Pentium D processor for a great price! Jeremy's current system uses a
Pentium 4 2.54-GHz CPU. Will this work? Why or why not?

Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.
AT
ATX
BTX
chipset
FlexATX
microATX
motherboard book
P1 power connector
P4 power connector
P8/Pg power connector

1. The power supplies for modern ATX motherboards connect using the

2. To check the technical specifications of a motherboard, consult its

3. The motherboard was the first motherboard to offer soft power.

4. The Northbridge and Southbridge are components of a motherboard'’s

5. One motherboard design has reconfigured the components and layout to maximize the cooling

properties of the system; this is known as the motherboard.
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The term “power supply” is somewhat misleading. After all, the power
supply in a PC does not actually supply power; it just takes the alternating
current (AC) supplied by the power company and converts it to the direct
current (DC) used by the computer system. Local power companies supply
AC to the outlet in your home or office, and some conversion must take
place to supply the lower operating voltages and DC power required for
the PC to function.

As a PC technician, you need to understand the difference between AC
and DC power. You should be able to measure the AC power at the wall
outlet and determine whether the hot, neutral, and ground wires are
properly connected. You must also measure the DC output of the power
supply inside the PC case to determine whether the power supply is pro-
viding the correct DC voltage.

The power supply in a PC is an electronic device that converts the
higher voltage—120 volts of alternating current (VAC) in the United
States or 240 VAC outside the United States—into the three power levels
of 12, 5, and 3.3 volts of direct current (VDC) used in today's PC systems.
The 12-volt level is traditionally used for devices that have motors to spin,
such as hard drives, floppy drives, CD-ROM drives, and cooling fans. The
5-volt and 3.3-volt power usually supports all of the onboard electronics.
Modern CPUs often use less than 3.3 volts, so there are further step-down

regulators and filters to provide core voltages as low as 1.4 volts.

The various versions of the ATX power supplies are, by far, the most
common power supplies you will see on desktop computer systems. These
include ATX (with a 20-pin P1 power connector), ATX 12V 1.3 (which added
the AUX 4-pin connector commonly referred to as P4), and the ATX 12V 2.0
(which added the 24-pin P1 connector and dropped the P4 connector).
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Server motherboards often require much more current, so you may start to
see the Server System Infrastructure (SSI)-developed, non-ATX-standard
motherboard with a power supply named EPS 12V; it uses a 24-pin Pr
connector, a 4-pin P4 connector, and a unique 8-pin connector.

Suppose a client calls you saying that her PC keeps locking up. After
walking her through a few simple troubleshooting steps, you rule out a
virus or a misbehaving application. This leaves hardware as the likely
culprit, and in all likelihood, it's the power supply. In these lab exercises,
you'll practice the procedures for measuring power going to the PC, test-

ing the PC's power supply, and replacing a PC power supply.

v Hint

The CompTIA A+ Essentials and 220-602 (IT Technician) exams really show their American roots in
the area of electrical power. Watch for power questions that discuss American power standards—

especially ones related to household voltage and outlet plug design.

The exams will also typically refer to the power supply using the abbreviation PSU (power supply
unit) or the acronym FRU (field replaceable unit). FRU can describe any component that would

be replaced in the field by a technician.

b 30 MINUTES

Lab Exercise 8.01: Electricity

Troubleshooting power-related problems is one of the trickier tasks you'll undertake as a PC tech. Your
first step is to go right to the source, so to speak, and make certain that the power being supplied to the
PC from the electrical outlet is good.

v/ Cross-Reference

For details on AC power from the power company, refer to the “Supplying AC” section in Chapter 8
of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.
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Learning Objectives
At the end of this lab, you'll be able to

®  Determine if the AC wiring is correct at a wall outlet

e  Determine if the AC voltages are correct at a wall outlet

Lab Materials and Setup

The materials you need for this lab are
e An AC electrical outlet tester

e A multimeter

Getting Down to Business

Measuring the voltage coming from an AC outlet is a nerve-wracking task even for experienced techs!
Sticking objects into a live power outlet goes against everything you've been taught since infancy, but

when done properly it really is completely safe.

Be sure to use common sense and appropriate safety procedures. If you're not familiar with using a
multimeter, please review the “Supplying AC” section in Chapter 8 of Mike Meyers’ A+ Guide to Managing
and Troubleshooting PCs, or ask your instructor for a demonstration.

v Hint

If a PC is having unexplained errors and you suspect the power supply, don’t be too hasty in
replacing it. First check the wall outlet. In some buildings, especially older ones, the wiring can

be improperly connected or otherwise provide poor power.

Step 1 Look at Figure 8-1, and compare it to your electrical outlet.

Ficure 8-1 A typical AC electrical outlet
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A typical electrical socket has three openings: hot, neutral, and ground. The hot wire delivers the
juice. The neutral wire acts as a drain and returns electricity to the local source (the breaker panel). The
semi-rounded ground socket returns excess electricity to the ground. If your outlet doesn’t have a ground
socket—and many older buildings don't—then don't use it! Ungrounded outlets aren’t appropriate for PCs.

¥ Warning

Take all appropriate safety precautions before measuring live electrical outlets. In a classroom, you
have the benefit of an instructor to show you how to do these exercises the first time. If you're

doing these on your own with no experience, seek the advice of a trained technician or instructor.

Step 2 Determine whether or not your electrical socket is “live.” Do this with your electrical outlet
tester. Plug your outlet tester (see Figure 8-2) into the electrical outlet or power strip where you plug in
the PC. Look at the LED indicators. Are they showing good power?
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FiIGURE 8-2 A circuit tester for AC electrical outlets
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Ficure 8-3 Multimeter probe locations when testing an AC outlet’s

hot-to-neutral circuit

Step 3 Now measure the voltage between the hot and neutral openings of the outlet. Start by setting
your multimeter to AC voltage; do not proceed until you're sure you have done this correctly! If you
aren’t sure, ask your instructor for guidance. Referring to Figure 8-3, take the black probe and place it
in the neutral opening of the wall socket. Make sure you have good contact inside the outlet. The metal

probe tip must contact the metal connector inside the outlet.

Next, place the red probe inside the hot opening. Again, you must make good metal-to-metal con-
tact. You may have to reposition the probes to get a good connection and proper reading for the AC cir-

cuit. Your reading should be somewhere between 110 and 120 V.

What is your reading?

Step 4 Measure the voltage in the hot-to-ground circuit. Place the black probe into the ground open-
ing of the outlet, as shown in Figure 8-4. Make sure you have good contact. Then place the red probe
into the hot opening. Move the probes around until you get a good reading for the AC voltage. Again,

your reading should be in the 110- to 120-V range.

What is your reading?
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FiGURE 8-4 Multimeter probe locations when testing an AC outlet’s

hot-to-ground circuit

Step 5 The last measurement you need to take is the voltage in the neutral-to-ground safety circuit.
When the neutral wire is broken or missing, the ground wire is the only way for wayward electrons to
depart safely. Any electricity on both the neutral and ground wires should have a direct path back to
earth, so there should be no voltage between these wires.

Place the black probe into the ground opening of the outlet. Make sure you have good contact.
Place the red probe into the neutral opening (refer to Figure 8-5). Move the probes around until you get
a good reading for the AC voltage. You should get a reading of o V.

What is your reading?

Step 6 Measure another outlet in the same building, and repeat the previous steps. Are the readings
similar? If the readings from your electrical outlets are outside of the ranges described, it’s time to call
an electrician. Assuming your reading is showing good power, go to the next exercise.
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FiGure 8-5 Multimeter probe locations when testing an AC outlet’s

neutral-to-ground circuit

é 30 MINUTES

Lab Exercise 8.02: Power Supply Output

Once you've determined that the AC power going to your client’s PC is good, the next troubleshooting
step is to test whether the DC power traveling from the power supply to the rest of her system is
good.

v/ Hint

Since this lab exercise takes you through the steps you would perform on an actual trouble ticket,
the scenario has you working on a machine that is completely assembled. If, however, you are

working on the disassembled, non-production machine, you should proceed to Lab Exercise 8.03
(“Replacing a Power Supply”) and reinstall the power supply in the tear-down machine. You may

then return here and perform the power supply output exercises.
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Learning Objectives
At the end of this lab, you'll be able to

e  Identify the connectors of a PC power supply

®  Measure the output of a PC power supply

Lab Materials and Setup

The materials you need for this lab are

e  The disassembled, non-production PC computer system used in the lab exercises in Chapter 2
(with the power supply reinstalled)

e  Optionally, a working PC with an ATX power supply
e A multimeter

e A PC power supply tester

Getting Down to Business

There are two ways to determine whether a power supply is providing the proper voltages to the compo-
nents of the computer. One is the traditional method, using a multimeter to measure the actual voltages.
Another method growing in popularity is the use of a PC power supply tester.

v/ Cross-Reference

For details on DC power from the power supply, refer to the “Supplying DC” section in Chapter 8
of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

In the following steps, you'll measure DC voltage coming from the PC power supply. The two
places to measure power supply output are at the Molex power connectors and at the motherboard
power connector. Molex power connectors plug into devices that need 5 or 12 volts of power. These
include hard drives and CD- or DVD-media drives. Mini connectors also carry 5 or 12 volts, but on
modern systems these are used only for floppy drives. On most recent systems, the power supply
will provide two motherboard power connectors: the 20- or 24-pin P1 and the smaller P4 (see Fig-
ure 8-6). Both of these power connectors are used on motherboards requiring an additional 12 V power

supply.
You'll then plug the P1 power connector into a PC power supply tester and verify that the readings

you measured with the multimeter are within tolerance. The power supply tester has LEDs that will glow
green for each of the voltages that it passes.
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Ficure 8-6 Motherboard power connectors: Pr (left) and
P4 (right)

¥ Warning

Although the power coming out of the PC power supply is considerably less lethal than that coming
directly out of the electrical outlet, you should still take all appropriate safety precautions before

taking measurements.

Step 1 Set the multimeter to read DC voltage. Find a Molex connector that’s not being used for a device.
If no Molex connectors are unused, turn the system off and disconnect the one from the CD- or DVD-

media drive, and then turn the PC back on.

Step 2 Referring to Figure 8-7, place the black probe into either one of the holes on the Molex con-
nector that is aligned with a black wire. Now place the red probe into each of the other three holes of
the Molex connector in turn, first the other black wire, then the red, then yellow, and record your

findings.
Black wire to black wire \Y
Black wire to red wire v
Black wire to yellow wire \Y

Step 3 Measuring the voltage from the motherboard connector is a little trickier. Leave the power

connector plugged into the motherboard and push the probes into the end of the connector that the

wires run into. You must push the probe deep enough to touch the metal contact pins, but be careful
not to push too deeply or you might push the pin out of the connector.

Push the black probe into the motherboard connector alongside any black wire, and leave it there.
Insert the red probe into each of the other wires, and record your findings. Depending on your mother-

board connector, you may not have all of these wires.
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Ficure 8-7 Measuring the voltage in a Molex connector

Black wire to red wire

Black wire to yellow wire

Black wire to purple wire

Black wire to white wire

Black wire to black wire

< < < < < <

Black wire to blue wire

Black wire to green wire A%

The voltages generated by the power supply must be within a tolerance (range) level; readings out-
side these ranges mean the power supply should be replaced. The 5V connections have a tolerance of
+2 percent (4.9 to 5.1V is okay), and 12 V connections have a tolerance of +6 percent (1r1.25 to 12.75 V is

okay).

v Hint

A single reading from your power supply may not be enough to pinpoint a power-related prob-
lem. Sometimes a power problem becomes evident only when the power supply is placed under a
heavier-than-normal load, such as burning a CD. Also, some RAM-related errors mimic a failing

power supply.
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The other method to verify that the power supply is operating properly and supplying all the volt-
ages within tolerance is to use a power supply tester. There are many styles of PSU testers on the mar-
ket, so make sure you follow the specific directions included with your tester as you complete the

steps.

Step 1 Starting with the P1 connector, follow the directions to connect the P1 connector for your spe-
cific PSU tester. Verify that all of the voltages provided through the Pr connector are acceptable (usually
an LED will light to verify voltage present and within tolerance).

¢/ Hint

When connecting and disconnecting the power supply connectors, always take care to insert the
connector with the proper orientation. Most power connectors are keyed to make it difficult to
install the connector backwards, but if you use excessive force, you may be able to insert the con-
nector improperly. This applies to powering the motherboard, plugging in devices, and even using
the PSU tester.

Step 2 Now, depending on your tester and power supply, plug either the 4-pin, 6-pin, or 8-pin auxil-
iary connector into the appropriate socket on the PSU tester and verify the voltages provided through
this connector. Once they are verified, remove the connector from the socket.

Step 3 Next, plug the Molex connector into the PSU tester and verify the voltages provided through
this connector. Once they are verified, remove the connector from the socket.

Step 4 Plug the SATA HDD power connector into the appropriate socket and verify the voltages pro-
vided through this connector. Once they are verified, remove the connector from the socket.

Step 5 Finally, plug the mini floppy drive power connector into the PSU tester and verify the voltages
provided through this connector. Once they are verified, remove the connector from the socket and
remove the P1 from the socket.

0 30 MINUTES

Lab Exercise 8.03: Replacing a Power Supply

Let’s assume that you've found a variance in the 12 V range that explains your client’s system lockups.
You know that power supplies aren’t user-serviceable components—you don't fix them, you replace them
as a unit—so it’s time to replace her power supply. Next to the motherboard, the power supply is the
most time-consuming component to replace, simply because of all those wires! Nonetheless, replacing
the power supply is a simple operation, as described in this exercise.
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Learning Objectives
At the end of this lab, you'll be able to

®  Determine the total wattage requirements of the system and select the proper power supply

®  Replace a power supply

Lab Materials and Setup

The materials you need for this lab are
e  The disassembled, non-production PC computer system used in the lab exercises in Chapter 2
e  Optionally, a working PC with an ATX power supply
e A Phillips-head screwdriver

e A labeled container for holding screws

Getting Down to Business

One of the areas where PC manufacturers cut corners on lower-end systems is power supplies. High-end

systems typically come with higher-wattage power supplies, whereas entry-level PCs typically have lower-
wattage power supplies. This might not be evident until you add power-hungry components to the system,

placing a heavier load on the power supply and causing an early failure.

In the following steps you'll determine the wattage of the power supply on your system, calculate
the power usage of your PC, and then remove and reinstall the power supply.

Step 1 To find out what the wattage rating of your power supply is, look at the label on the power sup-
ply (see Figure 8-8).

Find the similar label on your power supply, and locate the watts rating. If you don't see a clear
wattage rating as shown in Figure 8-8, or if you see something less evident, like the smaller “430 W”"

Model /8% : Neo HE430
430 Watt Output

PUt. 100v - 240V~ 7A ; 50Hz / 60Hz

Ficure 8-8 Typical ATX power supply ratings label

137



138 Chapter 8: Power Supplies

marking on the label, the power supply rating may be hidden in the model number, which in this
example is “Neo HE430.”

v Hint

All power supplies have a wattage rating. If it is not apparent on the power supply itself, search

the Internet using the model number for reference.

What is the wattage of your power supply?

Step 2 When it comes time to replace a power supply, don’t skimp on the wattage! Modern power sup-
plies typically range from 300 watts to 1000 watts or more; 300-watt power supplies are the bare mini-
mum you would use on a system that has only a few installed components (such as a single hard drive
and CD- or DVD-media drive), while the 1000-watt models are usually found on server systems that have
multiple hard drives (such as a RAID array), multiple processors, or other power-hungry components.
Many gaming systems with high-performance graphics, dual-core processors, and SATA RAID configura-
tions will use PSUs that provide 550650 watts to meet these systems’ power requirements. As a general
rule, get the highest-wattage replacement you can afford while maintaining compatibility with your
system. Remember, the system will draw only the current it requires, so you will never damage a sys-
tem by installing a higher-wattage power supply.

®  Warning

Never replace a PC's power supply with one of lower wattage!

Use the following table to calculate the overall wattage needed for your system. Add the numbers
for each component and determine the lowest and highest wattage requirements.

Component Requirement Voltage(s) Used
PCle video card 45-75 W 3.3V

AGP video card 30-50 W 3.3V

PCI card 5—10 W 5V

10/100 NIC 4 W 3.3V

SCSI controller PCI 200W 3.3Vand 5V
Floppy drive 5W 5V

7200 rpm IDE hard drive 5—20 W ;Vand 12V

7200 rpm SATA hard drive 520 W 5Vand12V
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Component Requirement Voltage(s) Used
10,000 rpm SCSI drive 10—-40 W 5Vand12V
CD/DVD media drive 10-25 W sVand 12V
Case/CPU fans 3 W (each) 2V
Motherboard (without CPU or RAM) 25—40 W 3.3Vand 5V
RAM 10 W per 128 MB 3.3V

Pentium 4 processor 70 W 12V

Pentium D processor 65-104 W 2V

AMD Athlon 64 X2 processor 92 W 12V

If the highest total exceeds the power supply wattage rating, you may run into problems. When
selecting a new power supply, you should multiply the load by a factor of 1.5. The multiplier provides a
safety factor and allows the power supply to run more efficiently. A power supply is more efficient at
30 to 70 percent of its full capacity rating. Thus, a 450-watt PSU works best when only 135 to 315 watts
are being used.

What wattage is appropriate for your system?

v Hint

Depending on the design of your PC case, you may have to remove data cables or components before
you can get to the power supply. Make certain that you have plenty of room to work inside the

case!

Step 3 Shut down the system and remove the power cable from the back of the power supply. Then
remove the power supply.

1. Disconnect the Molex, SATA, and mini connectors from your drive devices, then unplug the

main power connector from the motherboard.
2. If your power supply uses a P4 connector, disconnect it from the motherboard.

3. Unscrew the four screws holding the power supply onto the PC case (remembering to support it
while you remove the last one!), and remove the power supply from the case. Store the screws
in the labeled container.

Step 4 Take this opportunity to inspect and clean the power supply. Check for any rust or corrosion
on the power supply casing or on any of the contacts. Inspect the wires for damage or frayed insulation.
Use canned air to blow dust and dirt out of the intake and exhaust vents.

Step 5 Reinstall the power supply by performing the preceding steps in reverse order. If you had to
remove data cables or other components to get at the power supply, be sure to reattach them.



140 Chapter 8: Power Supplies

0 30 MINUTES

Lab Exercise 8.04: Power Protection

You've successfully fixed your client’s power-problem-plagued PC (say that five times fast!), but now you've
noted that she has nothing in the way of power protection for her system, nor do any of her coworkers. None!

When you mention this to her, she tells you that her boss never really saw the point of spending
money on surge protectors, uninterruptible power supplies, or any of “that stuff.” With a straight face,
she asks, “Do those things really do any good?”

Now it’s your task to sell the boss on the idea of power protection. To do this, you must explain the
types of power problems that lurk in the bushes just waiting to pounce on unwary users without power
protection, and suggest precautions that they can take to prevent power-related damage.

Learning Objectives
At the end of this lab, you'll be able to

e  Explain the need for power protection

e  Explain the types of power protection available for a PC

¢/ Cross-Reference

For details on power protection, refer to the “Surge Suppressors” and “UPS” sections in Chapter 8

of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Lab Materials and Setup

The materials you need for this lab are

e A working PC

Getting Down to Business

Too often, PC users take the electricity that powers their system for granted. After all, there’s not much
you can do about the electricity, is there? Not so! Armed with the knowledge of the types of power con-
ditions that can affect your PC, you can best determine what precautions to take.

Step 1 Describe the following types of power conditions and the types of damage they can cause.

Power spike

Brownout

Blackout




Lab Analysis Test

Step 2 Describe the following types of power protection equipment.

Surge suppressor

Online uninterruptible power supply (UPS)

Standby UPS

Lab Analysis Test

1.

Your client calls you and says that her PC is unusually quiet and keeps rebooting for no apparent
reason. What should you ask her to check?

Athena lives in an area where the power is often interrupted. She bought a good surge protector
strip, but that does not seem to help. What does she need to prevent her system from shutting
down unexpectedly?

Your assistant technician calls you and says he suspects a bad power supply in one of your client’s
systems. He said the multimeter readings are 12.65 volts and 4.15 volts. What should he do?

One of your clients has an older Pentium 4 system with a single IDE hard drive and 512 MB of RAM.
He had been using this PC as his main workstation, but he’s recently purchased a newer system
and now wants to redeploy the older system as a file server on his network. He has ordered a PCI
SCSI controller board and three SCSI hard drives, so that he can configure a RAID array, and an
additional 2 GB of RAM. He also ordered two Y adapters for the power supply connectors. He asks
for your advice about any additional hardware he should order. What do you tell him?

What are the power requirements of the following system?

e  AMD Athlon 64 X2 CPU and 512 MB RAM

®  Two Serial Advanced Technology Attached (SATA) hard drives and one floppy drive
®  One CD-RW drive and one DVD-ROM drive

e  P(le video

®  P(CI sound card

e NIC
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Key Term Quiz
Use the following vocabulary terms to complete the following sentences. Not all terms will be used.

3.3V

5V

12V

20-pin P1

24-pin P1

Molex connector

P4

P8/Pg

power sags

power spikes

power supply

UPS

1. The ATX 12V 2.0 power supply plugs into the motherboard using the

connector(s).

2. PCdevices with motors, such as hard drives and CD-ROM drives, usually require
of DC electricity from the power supply.

3. Hard drives and CD-ROM drives connect to the power supply with a

4. A surge protector prevents damage from in the voltage.

5. Pentium 4 motherboards have both and

power connectors.
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As the primary storage area for the operating system, applications,
and vital data, the hard drive takes on a level of importance to PC users
that borders on reverence. Considering the fact that the death of a drive
can mean many hours or days of tediously rebuilding, reloading applica-
tions, and re-creating data, such strong feelings make sense. And that
reverence can turn quickly to agony if the user hasn’t backed up his or

her data in a while when the hard drive dies!

Every tech must know how to connect, configure, maintain, and trou-
bleshoot hard drives of all types. A fully operational drive requires proper
hardware setup and installation, CMOS configuration, and software setup
usually performed by tools that come with the operating system. The first
few labs in this chapter cover physical installation and CMOS configuration
of the mainstream hard drive technology, namely Integrated Drive Elec-
tronics (IDE), in both parallel and serial flavors. You will then conduct
research on the developments of the rapidly changing Small Computer Sys-
tems Interface (SCSI), primarily used for large, fault-tolerant data storage.
The next exercise will have you troubleshoot installations, and finally
you'll install additional hard drives in preparation for an exercise in
the next chapter. You'll work with the software aspects of all hard drives—
partitioning, formatting, and running drive utilities—in Chapter 10,

“Implementing Hard Drives.”

b 1 HOUR

Lab Exercise 9.01: Installing Parallel ATA Hard Drives

The local nonprofit organization where you volunteer has received a donation of ten used PCs. Most of
them have tiny hard drives, so they need an upgrade before you can distribute them to the various workers
at the agency. All of the motherboards have built-in parallel ATA (PATA) controllers; some even have the bet-
ter ATA/100 controllers. Your boss breaks out a stack of donated hard drives and tells you to get to work!
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Installing a PATA hard drive successfully requires little more than connecting data and power
cables to the drive and plugging the other end of the data cable into the motherboard. Sounds simple
enough on the surface, but because all PATA drives give you options to install two on each motherboard
controller, unwary techs get tripped up here. This lab walks you through the first major step in drive
installation: the physical part.

v Hint

As you know from Chapter g of your textbook, IDE drives have several names that techs use pretty
much interchangeably: IDE, EIDE, and ATA. You'll see all three terms in this lab manual and on
the CompTIA A+ Certification exams. Except for discussions of very old technology, the terms

describe the same type of hard drive today.

Learning Objectives

In this lab exercise, you'll identify the different components of PATA hard drives and cables and learn
installation procedures.

At the end of this lab, you'll be able to

®  Remove a hard drive safely and correctly
®  Describe PATA cables and connectors

®  Describe the geometry of a hard drive

®  Calculate the capacity of a hard drive

®  Describe jumper settings

e  Identify the major parts of a hard drive

e Install a hard drive safely and correctly

Lab Materials and Setup

The materials you need for this lab are

e  The disassembled, non-production computer system from the lab exercises in Chapter 2, with
at least one PATA hard drive

e A working PC with a PATA hard drive installed
e  The Windows operating system installed on the PC

e  Optionally, access to one or more broken hard drives that have the covers removed for observa-

tion of the internal parts
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Getting Down to Business

Grab your handy screwdriver and anti-static wrist strap; it’s time to remove a hard drive! As in previous
labs, if you are using the disassembled, non-production PC for this lab, you have already removed all of
the hard drives, CD-media drive, and floppy drive (if present). You should gather together the drives you
removed from the system, along with all associated cables and mounting hardware, to facilitate their
reinstallation at the end of this exercise. The following removal instructions are included for clarifica-
tion; however, you will use the drives and cables to work through the identification steps that follow.

Step 1 Shut down your system and remove the system cover, following proper electrostatic discharge
(ESD) procedures.

Step 2 Disconnect all the ribbon cables from the hard drives and CD-ROM drives, but first note which
device is connected to which cable and where the orientation stripe is located on each device. Be careful
but firm. Grasp the cable as closely as possible to the connector on the drive and pull, rocking the con-

nector gently from side to side.
Examine the connector on the end of the ribbon cable. Use Figure 9-1 to help you.

How many holes does it have for pins?

Are any of the holes in the connector filled in? Does the connector have a raised portion on one
side so that it only fits one way? In other words, is it keyed?

Take a close look at the top connector in Figure g-1.

How many connectors are on your ribbon cable?

80-wire ribbon cable

40-wire ribbon cable

FiGure 9-1: ATA cables: Comparing 8o-wire and
4o-wire ribbon cable connectors
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Do you have a go-wire or 8o-wire ribbon cable?

Disconnect the power supply from all of the PATA devices by unplugging the Molex connector from

each one.

®  Warning

Molex plugs can be difficult to remove and brutal on the fingers. Little “bumps” on each side of the

plug enable you to rock the plug back and forth to remove it.

v/ Hint

You will explore removable storage devices (CD-ROM, DVD-ROM, tape drives, USB thumb drives,
floppy drives) and associated media in Chapter 11, “Removable Media.”

Step 3 Now look at the motherboard connections, and note the orientation of the cable connectors.
Disconnect the ribbon cables from the motherboard. Be careful but firm. Grasp the cable as closely as
possible to the connector on the motherboard and pull, rocking the connector gently from side to side.

Lay the cables aside for later reinstallation.
Step 4 Look at the PATA connections on your motherboard (see Figure 9-2).

How many PATA controllers do you see on your motherboard?

Look closely at your motherboard, and see if you can find writing on the board next to the IDE con-
nections. Are the interfaces grouped into pairs? Are any of them dedicated to special configura-
tions such as RAID?

What color are the IDE connections on the motherboard?

Step 5 Remove a hard drive from the system. Be careful to note the type of screws you removed and
store them for safekeeping. Also be sure to use proper ESD procedures when removing the drive from

your system.

Because of the variety of cases, caddies, bays, slots, and so on, it’s not possible to give detailed
instructions on how to remove the drive from your particular system. Look closely for caddy releases or
retaining screws. Close inspection and a little logic will usually make it clear how to remove the drive.
Make notes of how the drive comes out, as you'll have to reinstall it later.

Step 6 With the hard drive out of the system and on a static-free surface, ground yourself, pick up the
drive, and examine it carefully.
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IDE controllers

Floppy controller

Ficure 9-2: Viewing the PATA connectors on a motherboard

Note its dimensions. It should measure about 6” X 3-5” X 1”. Some drives may be larger than this,
measuring 6” X 5-25” X 1"—these are known as bigfoot drives. Some drives are smaller, but those are used
mostly in laptops.

Look at the largest surfaces of the drive (the top and bottom). The bottom is where the printed circuit
board with a ROM chip is located. This circuitry is the hard drive controller. The top side of the drive nor-
mally has a label or another means of listing the specifications for the drive, but this is not always the case.

Write down all the information on the label. Be sure to include the manufacturer and the model
number for future reference.

Usually the label lists the total capacity of the hard drive and the power requirements of the drive
(voltage and current). On older drives, the label lists the three main measurements of hard drive geom-
etry: the number of cylinders, the number of heads, and the number of sectors per track. Together
these measurements may be listed simply as CHS.

¢/ Cross-Reference

For more information about CHS, refer to the “Geometry” section in Chapter 9 of Mike Meyers’ A+
Guide to Managing and Troubleshooting PCs.

Using these three measurements, you can calculate the capacity of the hard drive. The formula is
cylinders X heads X sectors per track X 512 = bytes of data. (The number of bytes in one sector is 512.)

For example, an older drive has the following information on the label. What is the total capacity of
this drive?

° C=859

(] H=16
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° S =63
850 X 16 X 63 X 512 = 443,326,464 bytes

To convert this to megabytes, divide the answer by 1,048,576, as shown here:
443,326,464 / 1,048,576 = 422.8 MB

A Seagate ST310211A PATA hard drive has CHS values of 16383, 16, and 63. What is its total capacity
in bytes? In megabytes? In gigabytes? (To convert from megabytes to gigabytes, divide the number of
megabytes by 1024.)

Step 7 Look at the end of the drive where the ribbon cable connects. Find the markings for where pin 1
of the ribbon cable should go.

Is it closer to the center of the drive (near the power connector) or to the side of the drive?

Does your hard drive have jumpers like the ones in Figure 9-3?

Notice that the drive in Figure 9-3 has the jumper set to CS (which stands for cable select).

Each PC system that boots from a PATA hard drive should have the hard drive located on the first
PATA interface (IDE1). Normally the jumper must be set to Master so that the system can recognize it as
the boot drive. A second drive (hard drive or CD/DVD-media drive) can be on the same cable, but must
be set to Slave.

How are the jumpers set on your hard drive?

How are the jumpers set on your CD or DVD drive?

Can you have two master drives in the system?

Ficure 9-3: Locating the PATA hard drive jumper setting



150 Chapter 9: Hard Drive Technologies

For the purposes of this exercise, make sure you leave your hard drive jumpered as it was when
you removed it.

Step 8 Locate a broken hard drive (if you're in a class, ask your instructor for one) and remove its
cover.

¥ Warning

Never remove the cover from a functioning hard drive! Hard drives are extremely sensitive, so

merely exposing the inside to the air will cause irreparable damage.

Notice the round polished platters that spin in the middle of the drive. This is where the data is
stored magnetically.

The actuator arms that move across the platters have tiny coils of wire attached to their ends.
These coils hold the read/write heads.

How many surfaces does your sample drive have (one platter = two surfaces)?

How many physical heads does your sample drive have?

Both answers are most likely the same because usually there is a read/write head for each surface.
Look at Figure 9-4 and identify the following parts by number.

Read/write heads

Platters

Voice coil motor

Ficure 9-4: The internal parts of a hard drive
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Ficure 9-5: The external parts of a hard

drive

Now look at Figure 9-5 and match the numbered components.
Enhanced Integrated Drive Electronics (EIDE) controller

Molex connector

PATA connector

Master/slave jumper

Step 9 Insert the drive back into your system, and secure it with the proper screws. Connect all the
ribbon cables to all the drives, and pay attention to the proper alignment of the connectors. Connect
the Molex power connectors. Leave the system case off until you verify that everything works

properly.

If you used a working machine for the prior steps, you can verify that you've reinstalled the drives
correctly by going to the next major step in the process of hard drive installation: CMOS configuration.
Lab Exercise 9.03 in this chapter covers the CMOS details, but if you just can’t wait, try Step 10. This

bonus step should work on newer motherboard models.

Step 10 Turn on the system and wait for it to boot to the desktop. Double-click the My Computer icon,
and confirm that the icons for the reinstalled drives are displayed. The fact that you were able to get to
the desktop confirms that you've reinstalled the boot drive correctly, but do the other drives (if you
have them) and your CD-ROM drive work?

v Hint

If you cannot boot the system or the CD-ROM drive does not work, the first and obvious place to
start is to verify all the cable connections. Any kind of disk errors at this time were most likely
caused by the technician; after all, it worked before you touched it!
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b 45 MINUTES

Lab Exercise 9.02: Installing Serial ATA Hard Drives

A wealthy donor has just given your nonprofit organization a dozen brand-new desktop machines. Since
these are new machines, their motherboards have built-in serial ATA (SATA) controllers, but the SATA
hard drives have yet to be installed or configured. You're tasked to do the job!

Installing SATA hard drives is a simple matter of plugging in the data and power cables to the drive
and attaching the other end of the data cable to the SATA controller card or motherboard connection.
You don't have to pull the power from the PC. You don’t even have to shut down Windows. No, really—
it's that simple! Let’s go through the steps.

Learning Objectives

This lab is designed to introduce you to the two current flavors of SATA and walk you through the
straightforward installation. At the end of this lab, you'll be able to

e  Explain key features of SATA I and SATA II

e Install a SATA hard drive

Lab Materials and Setup

The materials you need for this lab are

e A newer PC system with an onboard SATA I or SATA II controller and either Windows 2000
Professional or Windows XP Professional installed

® At least one additional SATA hard drive

e  Optionally, a PCI SATA controller may be installed into an older PC system

Getting Down to Business

To start, you'll review the features and specifications of SATA, and then you'll compare and contrast the
technology with PATA. Keep that screwdriver handy, because you'll finish with the installation and hot-
swap of a SATA drive.

v/ Cross-Reference

To help in answering the following questions, reference the “ATA-7” section in Chapter 9 of Mike
Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Step 1 Using your reference materials, review the features and specifications of SATA hard drive tech-
nology. Then answer these questions:
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What is the speed of data transfer with ATA/133 drives?

What is the speed of data transfer with SATA I (SATA 1.5-Gb) drives?

What is the speed of data transfer with SATA II (SATA 3-Gb) drives?

What is the maximum length of a SATA cable?

How many wires are in a SATA cable?

What is the maximum length of an 8o-wire PATA cable?

How many drives can a single SATA cable support?

SATA RAID has waltzed into the mainstream today. Motherboards are now being sold with a SATA
RAID controller from Promise or another company built in, or you can readily buy a PCI SATA RAID con-
troller at your local computer parts store. You'll install additional hard drives in Lab Exercise 9.06, and
you'll explore the implementation of a software RAID solution in Chapter 10.

Step 2 It's time to get working with some SATA drives. Shut down your system and remove the system
cover, following proper electrostatic discharge (ESD) procedures.

Step 3 Disconnect the data cable(s) from the SATA hard drive(s), as shown in Figure 9-6. Grasp the cable
as closely as possible to the connector on the drive and pull, rocking the connector gently from side to
side.

Ficure 9-6: Removing the SATA data cable
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FiGure 9-7: Molex-to-SATA power adapter

Disconnect the power supply from the SATA drive(s) by unplugging the SATA connector from each
one. Is the power supply a newer model with SATA connectors directly attached, or is there a Molex-to-
SATA power adapter like the one shown in Figure g-7?

Step 4 Now look at the motherboard connections and note the orientation of the connectors. Discon-
nect the data cables from the motherboard, being careful but firm. Grasp the cable as closely as possi-
ble to the connector on the motherboard and pull, rocking the connector gently from side to side.

Lay the cables aside for later reinstallation.
Step 5 Look at the SATA connections on your motherboard (see Figure 9-8).

How many SATA connectors do you see on your motherboard?

Look closely at your motherboard, and see if you can find writing on the board next to the SATA
connectors. Are the interfaces grouped into pairs? Are any of them dedicated to special configura-
tions such as RAID?

Step 6 As in the previous exercise, remove the hard drive from the system, note the type of screws
you removed, and store the screws for safekeeping. Be sure to use proper ESD procedures when remov-

ing the drive from your system.
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FiGUrRE 9-8: The SATA connectors on a motherboard

Because of the variety of cases, caddies, bays, slots, and so on, it’s not possible to give detailed
instructions on how to remove the drive from your particular system. Look closely for caddy releases or
retaining screws. Close inspection and a little logic will usually make it clear how to remove the drive.
Make notes of how the drive comes out; you'll have to reinstall it later.

Step 7 With the hard drive out of the system and on a static-free surface, ground yourself, pick up the
drive, and examine it carefully.

Note its dimensions; it should measure about 6” X 3.5” X 1”, the same as a PATA drive. Here, too,
the bottom of the drive boasts the hard drive controller, and the top of the drive is normally labeled
with the drive’s specifications.

Write down all the information on the label. Be sure to include the manufacturer and the model
number for future reference.

Step 8 To demonstrate one of the benefits of SATA—hot-swapping—you will now reinstall all the
drives you removed and, if necessary, install an additional SATA drive to be hot-swapped. With the PC
still powered down, insert all of the original drives back into your system, and at least one additional
SATA drive with no critical data. Secure the drives with the proper screws, connect all the data cables,
and connect the SATA power connectors using Molex-to-SATA adapters if required.

Leave the system case off, to verify that everything is working properly and to facilitate the last steps.

v Hint

If you are performing this lab using a PCI SATA controller card, you'll have to install the expansion
card and load the drivers for the card. If you haven't loaded drivers for the SATA controller, you
should do so now. Otherwise, this is going to be a very frustrating lab for you!
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Power up the PC and boot into Windows. Windows should pick up the drive(s) with no problems at
all. Check My Computer to verify that the drive is installed and functional. If the drive has no parti-
tion, then of course it won't show up in My Computer; if this is the case, you can use the Computer
Management console to verify that the drive works.

Step 9 With Windows still running, disconnect the SATA data cable from the additional drive. What
happened?

Step 10 Plug the data cable back in. Does Windows see the drive?

Step 11 Try the same hot-swap test with the SATA power cable—unplug it and then plug it back in.
Does this produce the same effect as the hot-swap with the data cable?

b 30 MINUTES

Lab Exercise 9.03: Configuring CMOS Settings

After installing either PATA or SATA devices, the second step you'll want to perform is the configuration
of the BIOS to support these devices. On most motherboards, the BIOS automatically detects devices, so
you will primarily be confirming the detection of all of the devices and configuring advanced features
such as RAID, S.M.A.R.T., and boot options. Autodetection does not render CMOS irrelevant, though;
you can do or undo all kinds of problems relating to hard drives using CMOS setup. This lab walks you
through the important configuration options.

Learning Objectives
At the end of this lab, you'll be able to

e  Configure the CMOS settings for the hard drive

e  Confirm that the hard drive is indeed installed properly

Lab Materials and Setup
The materials you need for this lab are

e A fully functioning PC with PATA and/or SATA devices installed

e  Asecond drive with no important data (optional)

Getting Down to Business

There are many possible CMOS settings for the hard drive, depending on the BIOS installed on the
motherboard. For example, every motherboard gives you the option to disable the built-in hard drive
controllers. Why is this relevant? You can install a drive into a perfectly good system, but it won't work
if the controllers are disabled!
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Step 1 Turn on your system, and enter the CMOS setup utility by pressing the appropriate key(s) while
your system is booting.

Select the Integrated Peripherals option from the main menu, or the Drive Configuration option from
the Advanced menu (you may have to hunt around for where you enable the PATA/SATA devices in your
CMOS setup program), and look for the various controllers. You can enable or disable the controllers here.

v/ Hint

This option may look somewhat different depending on the version of CMOS you are using. Look

for a menu option such as one of these:
®  Onboard Primary PCI IDE

®  Onboard Secondary PCI IDE

®  P(CI Primary and Secondary IDE

®  Onboard IDE

®  Use Automatic Mode

o SATA Port o

When the controllers are disabled in CMOS, no device attached to them can be used—not even the
CD-ROM or Zip drives. This is why some systems will not let you disable the controllers at all.

If you are performing the labs in sequence, and have arrived at this lab directly from Lab Exercise
g.o1 or Lab Exercise 9.02, here’s where you find out whether or not you installed and jumpered the
drive correctly.

Make sure all controllers are enabled, and then look for the Autodetection option in the CMOS set-
tings. Older systems have a separate category in CMOS, appropriately named Autodetect or something simi-
lar; newer systems have it integrated into the main settings screen. Run this utility now. If your hard drive
shows up in Autodetect as the drive you thought it would be—primary master, secondary master, SATA Port
o, or what have you—then you installed and (if necessary) jumpered it properly (see Figure g-9).

Step 2 Save your settings, exit CMOS, and reboot your PC. You should boot into Windows normally.
Check My Computer to verify that you can see and access all drives.

Step 3 Reboot your PC and go into CMOS. Access the settings to enable or disable the various con-
trollers, and disable them all. (This won't affect your data; it will just prevent drive access for the next
couple of steps in this lab.)

Step 4 Save your settings, then exit CMOS to reboot the system. Making sure there is no floppy disk in
the floppy drive, reboot normally and watch the monitor display for messages.

What message is displayed last?
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Phoenix — Award BIOS CHOE Setup Utility
Standard CMOS Features

Date ¢mm:d Wed, Jun 7 20086
: 13 ¢ 19 : 35

Time <hh:m
Menu Level »
Channel WDC UD128AJB—75CRAB
Channel lone Change the day. month,
Ghannel SONY CD-CY CR¥17| year and century
Channel TOSHIBA CD-DUDY SDRS|
Channel None
Channel None
Channel WDC UD28AAJS—-ABMHBA
Ghannel None

>
>
[
»
[
»
>
>

Drive A 1.44. 3.5 in.
Drive B None

Floppy 3 Mode Support Disahled

Halt On All . But Kevhoard

Base Memory 648K
Extended Memory 1847552K

¥r4:Move Enter:Select +/—/PU/PD:Value FlB:Save ESG:Exit Fi:General He
5:Previous Ualues F6:Fail-Safe Defaults F?:0ptimized Defaults

FiGure 9-9: Various drives and their roles as listed in CMOS setup

With most systems, the PC searches its various storage devices for a way to boot. It looks for a
bootable drive (connected to an EIDE, SATA, or SCSI controller), a bootable CD or floppy disk, or a net-
work connection—not necessarily in that order—and then stops if it cannot find the operating system.
It then displays a message indicating “no bootable device” and waits for your instructions to continue.

¥ Warning

If your system is connected to a network and uses the network boot option, disconnect the net-
work cable for this exercise to get the desired results. Be sure to plug the network cable back in
when finished.

When the system is not able to find a disk (because you disabled the controller), it will probably hang
for a long period of time and then return a Primary Hard Drive Failure code or error message. Some sys-
tems try to recognize that you have a hard drive regardless of the disabling of features, but this is rare.

Okay, so the system can't find your hard drive. You obviously know why—you turned off the con-
troller!

Step 5 Reboot your system, entering the CMOS setup utility by pressing the appropriate keystroke
combination while your system is booting. Navigate to the menu where you disabled all of the con-
trollers and reenable them.

Step 6 Now that the controllers are enabled, go back to the Autodetection utility and look for any
drives connected.

If Autodetection still does not see a hard drive, save your settings, reboot your system, and reenter
the CMOS setup utility. Then try it again.

Do you now see all of the storage devices that are installed in the system?

Step 7 While you're still in CMOS, navigate to the menu where all of the storage devices can be config-
ured. Use this screen (sometimes there are multiple screens) to examine the device settings and answer
the following questions:
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Are there any devices listed as ATA/IDE devices (Primary Master, Primary Slave, Secondary Master,
or Secondary Slave)?

Are there any SATA controllers present? If yes, are there any SATA devices installed on the system
(SATA Port o, SATA Port 1, and so on)?

Is the motherboard capable of implementing RAID? If yes, how is it currently configured?

Exit CMOS without saving changes and let the PC reboot.

Step 8 At this point, if you did everything as described and if you started with a known good hard
drive containing a working operating system, the system will boot back into the operating system.
Otherwise, you'll have to wait until you partition and format the drive to see if everything’s working
as it should (for example, if your instructor gave you a demo hard drive to use with nothing on it).

v/ Cross-Reference

For details about partitioning and formatting drives, refer to Chapter 10, “Implementing Hard
Drives,” in Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

b 1 HOUR

Lab Exercise 9.04: Exploring SCSI,
SAS, and SATA

As you inventory the machines that were just donated to your nonprofit organization, you discover two
additional machines, both dual-CPU, Serial Attached Small Computer Systems Interface (SAS/SCSI) file
servers. Yippee! Your company can really put these to use. You've been hearing about the new SAS/SCSI
technology, but haven’t yet had the opportunity to work with it.

With the rapid changes taking place in the world of SCSI (not the least of which is SAS), you should
take the time to research this technology and the best way to incorporate it into your organization.

Learning Objectives

This lab touches on important tech skills, teaching you how to research hardware so you can provide
good information to clients. With the introduction of the SATA interface, the need for Small Computer
Systems Interface (SCSI) implementation on desktop machines is quickly fading. However, SCSI—which
is 20 years old as of this writing—still rules the hot-swappable, large-capacity, data server environment.
With the introduction of Serial Attached SCSI (SAS), which enables you to use both SAS and SATA drives
simultaneously on a serial SCSI controller, it looks like SCSI could be around for another 20 years.
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At the end of this lab, you'll be able to

e  Explain key features of SCSI

e  Explain key features of SAS

e  Discuss the uses of SAS/SATA technology

e  Define the levels of RAID

Lab Materials and Setup

The materials you need for this lab are
° Access to a PC system and the Internet

®  Atrip to the local computer store for research

Getting Down to Business

Limber up your surfing fingers, as you'll start your search on the Internet. Then you might want to
make a visit to the local computer store to explore further how the technologies of SCSI and SAS are
being used in today’s computing environments.

Step 1 Access the Internet and search for information on parallel SCSI devices, primarily hard drives. Use
keywords such as Ultra320, white paper, controllers, and storage solutions. Then answer the following questions:

What speed of data transfer can be achieved with parallel SCSI?

How many drives can be attached to a single controller?

What is the price range of parallel SCSI drives?

What is a SCSI chain?

v/ Cross-Reference

For more information on SCSI, refer to the “SCSI: Still Around” section in Chapter g of Mike
Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Step 2 Access the Internet and search for information on Serial Attached SCSI (SAS) devices, prima-
rily hard drives. Use keywords such as SAS hard drives, white paper, controllers, and storage solutions. Then
answer the following questions:

What speed of data transfer can be achieved with SAS-specific hard drives?

How many drives can be attached to a single controller? How many total drives can one system
support?
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What is the price range of SAS-specific hard drives?

What are typical revolutions-per-minute (RPM) speeds of SAS-specific hard drives?

What are some of the reported mean-time-between-failure (MTBF) figures for SAS-specific drives?

®  Warning

The system you're using should have Adobe Reader installed to view many of the data sheets on
the different technologies. If it’s not already installed and you're in a classroom setting, ask for
permission from your instructor before downloading this or any other program, just to be sure
you're complying with school policy. You may download the current Adobe Reader from the
Adobe Web site (www.adobe.com).

Step 3 One of the benefits of SAS is the ability to use either SAS-specific hard drives, SATA hard drives, or
both. Access the Internet and search for information on SAS implementing SATA drives. Use keywords such
as SAS/SATA hard drives, white paper, controllers, and storage solutions. Then answer the following questions:

What speed of data transfer can be achieved with SAS/SATA?

How many drives can be attached to a single controller? How many total drives can one system

support?

What is the price range of SATA hard drives?

What are typical RPM speeds of SATA hard drives?

What are some of the reported MTBF figures for SATA hard drives?

Step 4 As you surfed around to the different sites on SCSI, SAS, and SATA drives, you probably noticed
that many of these drives are implemented in different RAID configurations. With the overall cost of
hard drives dropping, many desktop motherboard manufacturers (ASUS, Gigabyte, Intel, and so on) are
incorporating RAID controllers into their motherboards. Visit a few of the motherboard manufacturers’
Web sites and research their implementation of RAID. Use the following questions to refine your focus.

v/ Cross-Reference

For more information on RAID, refer to the “Protecting Data with RAID,” “RAID,” and “Implement-
ing RAID" sections in Chapter g of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.
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What are the most popular implementations of RAID used on desktop machines?

How many drives are required to support the various RAID levels?

Can you configure desktop RAID using both PATA and SATA drives?

What are the two goals when implementing a RAID solution?

Step 5 Gather the information you've found in your Internet research and head to your local com-
puter store. Explore the current trends, based on the systems and components your local supplier is pro-
moting. Write a brief summary of your findings and share it with your instructor and classmates.

b 45 MINUTES

Lab Exercise 9.05: Troubleshooting Hard Drive
Installations

The newest tech in your office has had trouble installing hard drives properly. In fact, he's tried it on
four different machines with eight different drives and succeeded only once! You've been tasked to
troubleshoot his failed installations and patiently explain the proper installation process to him.
What fun!

Learning Objectives

This lab walks you through the errors new techs typically make on hard drive installation, particularly
with PATA drives. The lab also addresses the main problems with SATA drives—usually faulty hardware—
and how to address this in the field.

At the end of this lab, you'll be able to
e  Troubleshoot hard drive installation problems effectively

e  Explain the proper installation techniques for PATA and SATA drives

Lab Materials and Setup

The materials you need for this lab are
®  Access to a PC system with PATA and SATA interfaces

e At least one PATA or SATA hard drive (preferably two or more)



Lab Exercise 9.06: Installing Multiple Hard Drives in Preparation for RAID 163

Getting Down to Business

It might seem odd to mess up a hard drive installation deliberately, but you can’t hurt anything, so give
it a whirl. Seeing how the PC responds to mistakes when you know specifically what's wrong can help
you when you run into similar situations later in the field.

Step 1 You have to have a properly functioning PC for this lab to be effective, so verify first that you
have a system up and running with one or more hard drives installed.

Step 2 Power down the system. Disconnect the data cable for the hard drive used to boot the system,
then power up the system. What happens? Will the PC autodetect the drive?

It is difficult to imagine not connecting the data cables to hard drives, but many times to add RAM
or new devices, we have to disconnect the cables to gain access to the component. It is easy to miss
reconnecting one of the cables after installing the new device.

Disconnecting the cable also simulates a broken IDE or SATA cable. These cables are somewhat deli-
cate, and can fail after a sharp crease or a crimp from the system case. If you're having unexplained
problems with your drive, check the cables prior to replacing the drive.

Step 3 Power down the PC and put the cable back on properly.

Step 4 On a PATA drive, change the jumper for the primary master hard drive to slave, and then
power on the PC. What happens? Will the PC autodetect the drive? How should the jumper be
installed?

Step 5 Power down the PC and put the jumper back on properly.

Step 6 Install a second PATA drive onto the primary controller, and set the jumpers on both drives
incorrectly. Try variations: both as master; both as standalone; both as slave; both as cable select. Power
on the PC and test each variation. What happens? Will the PC autodetect the drive? How should the
jumpers be set for two PATA drives to work properly on the same controller?

b 30 MINUTES

Lab Exercise 9.06: Installing Multiple Hard Drives
in Preparation for RAID

Remember those two server machines you discovered—the ones with the dual CPUs and the SAS/SCSI
controllers? Well, each of them has eight 150-GB SATA hard drives ready to be installed. You haven't had
the opportunity to configure a RAID system before, so you ask a colleague for advice. She recommends
that you install some additional drives in one of the workstations and then practice configuring RAID o
using the software solution that comes with Microsoft Windows XP. This should help build your confi-
dence before tackling the hardware RAID controllers on the servers.
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Learning Objectives

In this lab, you will install additional hard drives—PATA, SATA, or both—in an existing system. You
will access CMOS to verify that all of the drives have been recognized by the system. You will then set
the system aside to be used in Lab Exercise 10.05, “Implementing Software RAID,” in Chapter 10.

At the end of this lab, you'll be able to
e  Install multiple hard drives in computer systems

e Verify multiple drives in CMOS

Lab Materials and Setup

The materials you need for this lab are
e A working PC with PATA or SATA interfaces and Microsoft Windows 2000 or Windows XP installed

® At least two additional, system-compatible hard drives—PATA or SATA as appropriate

Getting Down to Business

Even though you haven't been reminded during the last few exercises, you know that you should always
take the proper anti-static precautions when opening the system case and working with the delicate
components inside. Take those precautions now, and get ready to install a few extra hard drives into
your system. In this exercise, you'll make sure these drives are recognized by the system; in the next
chapter’s labs, you'll configure them.

v Hint

For many of the exercises in the next chapter, it is very important that you have a working system

with either Windows 2000 Professional or Windows XP Professional installed. Obviously, you will
need to keep the system partition and boot partition intact (usually these are the same partition,
and are the first partition on the first hard drive of the system) with the operating system

running.

Even if you have available space on the first hard drive, it is much cleaner if you can install at
least two additional hard drives. That way, you can partition, format, and convert to dynamic disks

to your heart’s content, without the worry of losing data (or the operating system).

Follow these steps to install an additional PATA drive:
Step 1 Determine on which controller, and in which order, you will be installing the drives.

Step 2 Set the jumpers properly for both the master and slave drives. (Usually, the boot device is the
master drive on the primary controller, whereas the optical media drive is the master drive on the sec-
ondary controller, so the new drive is likely to be a slave to one of those drives.)
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Step 3 Physically install the second drive, connecting the power and data cables properly.
Follow these steps to install additional SATA drives:

Step 1 Determine which controller you will use for the first additional drive and connect the SATA
data cable to the controller on the motherboard.

Step 2 Physically install the first additional drive and connect the SATA power and data cables to the

new drive.

Step 3 Determine which controller you will use for the second additional drive and connect the SATA
data cable to the controller on the motherboard.

Step 4 Physically install the second additional drive and connect the SATA power and data cables to
the new drive.

Follow these steps to verify the drives in CMOS:
Step 1 After installing all of the hard drives, plug the power back in and boot the machine.

Step 2 Press the appropriate key(s) to enter CMOS setup, and navigate to the configuration screen for
installed devices.

Step 3 Perform autodetection if required, and confirm that all of the installed devices are present.
If any of the devices are missing (and you remembered to reboot the machine if your system requires
it), power the machine down, disconnect the power, and double-check all of the cables and drive
settings.

Lab Analysis Test

1. Matthew has decided to use the RAID integrated into the SATA controller on his new system. He
uses the system for high-end video editing, and would like to improve the performance of the
system for this task. What implementation of RAID would you recommend to improve
performance?

2. In what situation(s) might it be appropriate to disable the motherboard’s hard drive controllers?

3. Brock, a new tech in your firm, informs you that the PC he’s working on can’t autodetect a
hard drive he installed. He thinks the motherboard is broken. What's the more likely problem
here?

4. The second SATA hard drive on your company’s server has just died. You have a replacement drive,
but it's critical that the server remain up and functioning. What, if anything, can you do to
resolve this problem and get the second drive replaced?

5. Sean would like to install four additional hard drives in his system. His motherboard has two IDE
controllers and two SATA controllers. There is one SATA drive installed, and the CD-RW drive is an
IDE device. How would you configure Sean's system?
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Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.
autodetect
cable select
CHS
master
PATA
platters
RAID
SAS
SATA
slave

1. A new implementation of SCSI, typically used in servers, can use SCSI devices, SATA devices, or
both. This new implementation is termed

2. The data in a hard drive is actually stored magnetically on disks called

3. One type of IDE drive transfers data in a parallel fashion. The other type of IDE drive transfers

data in a serial fashion. These two types are known as and
, respectively.
4. To secure data in servers and high-end PCs, use a(n) controller.

5. A great way to determine whether a new drive is installed and configured correctly is to run
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Once you've installed a new drive on a PC and it has been recognized
by the system, you've got two more steps to complete before you can start

storing data: partitioning and formatting.

v/ Hint

The tasks of partitioning and formatting have really become automated into the installation
of the operating system (and the tools included in the operating system). Many of the steps
are now completed in sequence, blurring the line between partitioning and formatting. Make
sure you're clear on the distinction between partitioning and formatting, because you must
do them in the proper order. Partitioning the disk simply means defining physical sections
that are used to store data. Formatting the disk means configuring the partition with a file system.

In the early days of DOS, Windows 3.x, and Windows gx, your hard drive
had to be partitioned and formatted before you could run the installation
setup routine. Windows NT, 2000, and XP incorporate these disk-prepara-
tion steps into the installation routine itself. However, it's still important
for you to be able to perform these tasks from scratch as part of your basic

PC tech repertoire.

You have a number of tools at your disposal for performing partition-
ing and formatting tasks. If you are working with a fresh hard drive, you
need to get to these tools without necessarily having an operating system
installed (this may be the first disk in the system, and you are preparing it
for the OS installation). The first of these tools is the Windows 2000 Profes-
sional or Windows XP Professional installation CD itself. Also, a number of
third-party utilities are available for partitioning and formatting, such as
Symantec’s PartitionMagic, VCOM's Partition Commander Professional, and
the open-source Linux tool Gnome Partition Editor, affectionately known as
GParted. These specific tools are beyond the scope of the CompTIA A+ exams;
however, a good tech should develop skills in the use of these tools. The sec-
ond tool you'll explore in this chapter is a LiveCD of GParted.
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Once you have an operating system up and running, you should have
some type of partitioning and formatting tool that you can run from the
GUI. Windows 2000 and XP use a tool known as the Disk Management
utility. Disk Management enables you to create, modify, and format parti-
tions. You can also format partitions from within My Computer on the

Windows desktop.

After looking at how to create and format partitions using the Windows
2000/XP installation CD and the LiveCD of GParted, you'll start up Windows
to look at how to accomplish these tasks using the built-in tools. Next, you'll
use the Disk Management utility to convert basic disks to dynamic disks and
implement a RAID o stripe set. Then you'll look at the procedures for per-
forming regular hard drive maintenance and troubleshooting tasks.

v/ Hint

The following exercises walk you through the basic management of hard drive storage available
on your system. If you have only one drive installed, you will need to install the operating system
after the first few exercises to perform the later exercises. In Lab Exercise 9.06, you installed two
additional hard drives into a machine with either Windows 2000 Professional or Windows XP
Professional installed. I recommend that you use this machine for all of the implementation labs
(being careful not to partition or format the first drive, which should contain the operating sys-
tem). Not only will this enable you to practice creating and deleting partitions and formatting and
reformatting those partitions, it will also enable you to verify the partitions and file systems with
the Disk Management tool in Windows 2000 or XP.

b 30 MINUTES

Lab Exercise 10.01: Creating and Formatting Partitions
with the Windows 2000/XP Installation CD-ROM

As you'll recall from the labs in Chapter g, you have just worked with a number of donated machines,
physically installing and configuring multiple hard drive technologies, primarily PATA and SATA hard
drives. Once these drives have been recognized in CMOS, you are only halfway to your goal of using the
drives for data storage. You must now partition each drive into usable space (even if only one partition
uses all of the available drive space) and then format each partition with a file system.
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In this lab, you will use the Windows install CD to partition and format hard drives in your sys-
tem. If this were the only drive in your system, once you partition and format it with a file system, you
have a blank partition in need of an operating system to boot the machine from the hard drive. In the
labs for Chapter 12, “Installing and Upgrading Windows,” you will complete the process of installing the

operating system.

v/ Cross-Reference

For details about partitioning and formatting drives with the Windows install CD, refer to the
“Partitioning and Formatting with Windows Install CD” section in Chapter 10 of Mike Meyers’ A+
Guide to Managing and Troubleshooting PCs.

Learning Objectives

In this exercise, you'll use the Windows install CD to partition a hard drive and format the partition for use.
At the end of this lab, you'll be able to
®  Setup a primary partition on a hard drive

®  Format the partition with the NTFS file system

Lab Materials and Setup

The materials you need for this lab are

e  The PC from Lab Exercise 9.06 with a primary hard drive that holds your Windows 0S, and the
two blank hard drives that you can partition and format to your heart’s content

® A Windows 2000 or Windows XP install CD

®  Warning

Partitioning and formatting a hard drive destroys any data on it! Practice this lab using only

drives that don’t store any data you need.

Getting Down to Business

In this exercise, you'll start the system by booting from the Windows XP install CD (you will have to
configure your system CMOS to boot from the CD). You'll partition a portion of one of the hard drives
and format it with the NTFS file system, as if you're preparing to install the operating system.

Step 1 Enter the CMOS setup program and configure the boot order, selecting the CD-ROM drive as the
first boot device. Also make sure that the setting called “Boot Other Device” (or something similar) is
enabled; otherwise, your system may not recognize the CD-ROM drive as a bootable drive.
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Windows XP Professional Setup

Welcome to Setup.
This portion of the Setup program prepares Microsoft{R>
Windows<{R> X¥P to »run on your computer.

To set up Windows HP now. press ENTER.

To repair a Windows XP installation using
Recovery Console. press R.

To guit Setup without installing Windows XP. press F3.

ENTER=Continue R=Revpair F3I=Quit

Ficure 10-1 The first Windows Setup screen

Step 2 Place the Windows XP install CD in the CD-ROM drive tray and boot the machine. Windows
Setup copies a number of files and then presents you with the screen shown in Figure 1o-1. Press ENTER

to set up Windows XP now.

Step 3  Press F8 to accept the license agreement and enter the main partitioning screen.

v/ Hint

If you are using the machine configured in Lab Exercise 9.06, Windows XP has been installed on
one of the drives in the system. Setup asks if you would like to repair this installation, and advises
you to press Esc if you want to install a fresh copy. Press Esc to progress to the next step—

partitioning the drive.

The screen displays the installed drives and any partitions and/or file systems that have been con-

figured on the drives prior to this session (see Figure 10-2).

Step 4 If any partitions exist on the drives you have installed to practice this lab (and the data on
these drives is expendable), delete them at this time.

To delete a partition, simply select the partition, press b to delete, and then press L to commit the

delete process. The partition will be returned to unpartitioned space.
Step 5 To create a partition, follow these steps:
a) Press c.

b) Select the size of the partition you want to create (1o GB is a good size for a system partition or

a boot partition, but you should try multiple sizes).

c) Press ENTER.
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Windows HP Professzional Setup

The following list shows the existing partitions and
unpartitioned space on this computer.

Use the UP and DOWN ARROW keys to select an item in the list.
= To set up Windows XP on the selected item. press ENTER.
= To create a partition in the unpartitioned space. press C.

= To delete the selected partition, press D.

284798 MB Disk @ at Id B on bus @ on atapi [HMERI]

:  Partitionl [NTFS1 284739HEB ( 204718 MBE free)

Unpartitioned space
284798 MB Disk @ at Id 1 on bus @ on atapi [MBRI]
Unpartitioned space 284797 MB
204798 MB Disk @ at Id 1 on bus @ on atapi [MBRI]
Unpartitioned space 284797 MB

ENTER=Install D=Delete Partition F3=Quit

Ficure 10-2 Partitioning screen

d) The new partition should appear in the partitioning screen.

Congratulations! You have created a partition.

Step 6 Press ENTER to see a list of file system options, as shown in Figure 10-3. Choose a file system

(NTFS is the default) and indicate whether you will perform an exhaustive formatting process or the

“Quick” formatting process.

Press ENTER. Windows formats the partition and proceeds with the operating system installation.

You can shut down the PC once this step is completed.

Step 7 Reboot the machine and allow your Windows OS to boot. Then use the Disk Management tool to

verify the partition(s) you have created with the install CD. Alternatively, you can verify the partitions

you created and the file systems you configured when you try using the GParted tool in the next lab.

Step 8 Practice deleting, creating, and formatting different combinations of partitions and file systems

to become comfortable with the tools used in this exercise. Have fun!

Windows XP Professional Setup
The partition you selected is not formatted. Setup will now
format the partition.

Use the UP and DOWN ARROY keys to select the file system
you want,. and then press ENTER.

If you want to select a different partition for Windows XP.
press ESC.

Format the partition using the NIFS file system (Quick>
[Format the part on using the NIFS file sustem

ENTER=Cnntinuer ESC=Cancel

Ficure 10-3 Format screen
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b 30 MINUTES

Lab Exercise 10.02: Creating and Formatting
Partitions with Gnome Partition Editor (GParted)

As a competent tech, you want to keep up with the newest methods for accomplishing old tasks. Using
the donated computers as an example, you might want to partition and format all of the machines before
installing an operating system and deploying the machines to users. To accomplish this task, it might be
easier to use a standalone partitioning/formatting tool such as the open-source Gnome Partition Editor
(GParted). Gnome is one of the many versions of the Linux operating system. GParted uses a basic, bootable
version of Gnome with disk management tools built in. This method is somewhat beyond the scope of the
CompTIA A+ exams, but the skills and techniques you will practice in this lab are valuable to a real-world

tech, and can help you gain a deeper understanding of partitioning and formatting hard drives.

In this exercise, you will use the LiveCD of GParted to partition and format the two additional
hard drives installed in your lab system. If you are working in a classroom setting, the instructor
should be able to provide copies of the GParted LiveCD to you for this exercise. Alternatively, you could
jump ahead to Lab Exercise 11.05, where you will create a LiveCD by burning a CD with an ISO image.

v/ Cross-Reference

For additional details about the GParted LiveCD, refer to the “Third-Party Partition Tools” section
in Chapter 10 of Mike Meyers' A+ Guide to Managing and Troubleshooting PCs.

Learning Objectives

In this exercise, you'll use the GParted LiveCD to partition a hard drive and format the partition for use.
At the end of this lab, you'll be able to
®  Set up primary and extended partitions on hard drives

e  Format the partitions with various file systems

=> Try This: Drive Imaging

Many techs, and specifically techs employed by the IT departments of small to large businesses,
often use one of the popular drive-imaging tools such as Symantec’s Ghost. Drive imaging is used
to roll out the operating system and applications on multiple machines expediently. This method
creates the partition, and copies the 0S, applications, and user profiles onto the file system that
was used to make the image, all in one step. This method is also beyond the scope of the CompTIA

A+ exams, but you should explore drive imaging for completeness.
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Lab Materials and Setup

The materials you need for this lab are

e  The PC from Lab Exercise 9.06 with a primary hard drive that holds your Windows 0S, and the
two blank hard drives that you can partition and format to your heart’s content

e  Optionally, a system with one hard drive that you can safely erase

e A GParted LiveCD

¥ Warning

Partitioning and formatting a hard drive destroys any data on the drive! Practice this lab only on

drives that don't store any data you need.

Getting Down to Business

In this exercise, you'll start the system by booting from the GParted LiveCD. (You will have to configure
your system CMOS to boot from the CD.) You'll then partition a portion of one of the hard drives and
format it with the file system of your choice.

Step 1 Enter the CMOS setup program and configure the boot order, selecting the CD-ROM drive as the
first boot device. Also make sure that the setting called “Boot Other Device” (or something similar) is
enabled; otherwise, your system may not recognize the CD-ROM drive as a bootable drive.

Step 2 Place the GParted LiveCD in the CD-ROM drive tray and boot the machine. GParted displays an
introduction screen, as shown in Figure 10-4. Press ENTER to boot; Gnome Linux should begin to load. As
the system loads, you will be queried a number of times for settings related to boot options, language,
keyboard, and screen depth and resolution. Unless told to do otherwise by your instructor, select the
defaults for these settings by highlighting OK and pressing ENTER.

GParted should finish booting and arrive at a screen displaying various menu items, icons, and the
current drive focus with strange Linux names such as /dev/hdar, /dev/hda3, and so forth. Notice the

e
.c GNOME PARTITION EDITOR 0.3

FiGURE 10-4 The Gnome Partition Editor initial screen
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GParted Edit Wiew Device Partition Help

[C\devihda  (9.54 GiB)
| L /devihdb  (9.32 GiB) |
— .._k.. ~ —

Jdevihdbl
8.82 GiB

Partition Filesystem | Mountpoint Size Used Unused Flags

Jdewvihdb1 ﬁ xfs /. Idev/ static/dev 8.82 GiB 1.38 GiB 7.43 GiB
devihdbz (S [l linux-swap 509.88 MiB

0 operations pending

Ficure 10-5 Selecting a drive on the main GParted partitioning/formatting screen

item at the far right of the menu bar; here, you can click the drop-down arrow to select which physical
drive the GParted screen is focused on (see Figure 10-5).

Step 3 Now change the focus to the second or third drive installed on your system. This will probably
be labeled /dev/hdb or /dev/hdc in the drop-down list of hard drives.

v/ Hint

If you are using the machine that you configured in Lab Exercise 9.06, Windows XP has been
installed on one of the drives in the system (most likely the first drive). When GParted first
launches, the screen focus will be on this drive and the label will probably read /dev/hdai. Make
sure that you use the menu drop-down list to select one of the drives that has been set up to be
partitioned and formatted, or you'll find yourself reinstalling Windows XP.

The screen now focuses on the drive you've selected, and shows any partitions and/or file systems
that have been configured on that drive prior to this session. If any partitions are displayed, highlight
the partition, right-click to bring up the menu, and select Delete.

Step 4 GParted requires that you commit any changes that you make to the partitions on the disk, so
after deleting the partition, you must click the Apply button to apply the settings and actually delete
the partition.

When you click Apply, GParted applies the pending operations. You should now have a drive visible
with all of the available space denoted as unallocated space.

Step 5 Select the unallocated space, right-click, and select New from the drop-down menu. Then follow
these steps:

a) Enter the size of the partition in megabytes; either type a number or use the up and down
arrows to select a size. For the purposes of practice, 4000 MB (4 GB) to 10,000 MB (10 GB) is a
good size for the partition.
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b) Select Primary Partition or Extended Partition; primary is a good choice for the initial partition

on the drive.

c) Select a file system; FAT32 and NTFS are good choices for Windows machines.

d) Click the Add button. The new partition with the formatted file system should appear on the

screemn.

e) Click Apply to create the formatted partition. A message box will pop up, asking you to confirm
that you want to apply the pending operations. Click Apply again, then watch as the “Applying
pending operations” dialog appears, shows you the status of the operation, and then disappears.

f) Click Close.

Congratulations! You should now have a drive with a formatted partition visible in the main screen

(see Figure 10-6).

Step 6 There is one last step, which depends on whether you plan to use this partition to boot the

machine with an OS (active partition) and which file system you have selected.

With the partition highlighted, right-click on the partition and select Manage Flags from the drop-
down menu. A small window appears where you'll see a number of flags that you can set (see Figure 10-7).
Many of these apply to operating systems other than Windows, but two of them must be set if you are to

use the partition in Windows:

® boot This flag must be set if the partition is to be the active partition in the system (this is

usually the first partition on the first hard drive in the system).

[devihda = GParted

GParted Edit Wiew Device Partition Help

Mew Delete | Resize/Move Copy Paste Undo

Jdevihdal
10.00 GIB

L /devihda (10.00 GiB) *

Partition Filesystem Size

Unused Flags

fdevihdal fat3z2 10.00 GiB

9.99 GiB

0 operations pending

Ficure 10-6 The GParted screen with a newly partitioned and formatted drive
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] Jdev/hda - GParted E“E“ZI
GParted Edit Wiew Device Partition Help
=
] _':H E L /devihda (10.00 GiB)| %
Delete Resize/Move Copy
jdewvihdal
10.00 GiB
Partition Filesystem Size Used Unused Flags
/devihdal fat32 10.00 GiB 10.01 MiB 9.98 GiB
& Manage fHags on fdev/hda =
Manage flags on /dev/hdal
O boot
[ hidden
O Iba
O wm
[ palo
O prep
0 operations pending O raid

Ficure 10-7 The Manage flags window in GParted

e lba If you have selected the FAT32 file system, the flag to indicate Large Block Addressing
(LBA) must be selected for Windows to see the partition after it has been created.

Set the appropriate flags for your partition and file system and close the Manage flags window.
Notice that you will not have to apply changes, as the settings take effect immediately.

Step 7 Reboot the machine and allow your Windows 0S to boot. You can then use Disk Management to
verify the partition(s) you have created with GParted.

Step 8 Practice deleting, creating, and formatting different combinations of partitions and file sys-
tems to become comfortable with the GParted program.

b 30 MINUTES

Lab Exercise 10.03: Using Windows Tools to Create
and Format Partitions

Once you have all of the donated machines’ drives configured, partitioned, formatted, and the Windows
XP Professional operating system installed, working with hard drive storage becomes much more intu-
itive. Windows 2000 and XP include tools that let you create, modify, and format partitions “on the fly”
from within Windows. One of these utilities is called Disk Management.

177
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v/ Cross-Reference

For details about creating and formatting partitions using Disk Management, refer to the “Disk
Management” section in Chapter 10 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

This lab exercise assumes that you want to create a partition on the second or third hard drive
installed on the Windows XP lab system, then format that partition with a file system. Disk Manage-
ment will enable you to format the partition right away; however, you can also use another Windows
utility that you should be intimately familiar with by now: My Computer. Follow the steps in this lab

exercise to create and format a new partition.

¢/ Hint

Remember that different versions of Windows support different file systems: Windows gx supports
only FAT, either FAT16 or FAT32; Windows NT supports only FAT16 and NTFS4; Windows 2000 and XP
support FAT16, FAT32, and NTFSs.

Note that if you format partitions with NTFS, you're not given a choice of an NTFS version—

Windows 2000 and XP automatically format with NTFSs.

NTESs is completely backward compatible with NTFS4, but Windows NT systems must have Service
Pack 4 installed to read NTFSs-formatted partitions.

Learning Objectives

In this exercise, you'll use the Disk Management program to partition a hard drive for use and format
the partition with a file system.

At the end of this lab, you'll be able to
®  Setup a primary, active partition on a hard drive
®  Setup an extended partition and logical drives in that partition

e  Format partitions with various file systems

Lab Materials and Setup

The materials you need for this lab are

e  The PC from Lab Exercise 9.06, with a primary hard drive that holds your Windows XP Profes-
sional installation and the two blank hard drives that you can partition and format
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®  Warning

Partitioning a hard drive destroys any data on it! Practice this lab only on drives that don't con-
tain any data you need.

Getting Down to Business

The steps for partitioning drives and formatting partitions in Windows 2000 and XP are very similar.
Follow these steps for Windows XP Professional:

Step 1  Right-click the My Computer icon and select Manage to open a Computer Management window.
Under the Storage node, click on Disk Management.

Step 2 As in prior lab exercises, if there are any existing partitions on the second or third drive, high-
light the partitions and either right-click and delete the partitions or simply press DELETE.

Step 3 Start the process of creating a partition by right-clicking an unpartitioned section of drive
space and telling the utility what type of partition you want to create: primary or extended.

In Disk Management, highlight your second or third hard drive and select a section of unparti-

tioned space labeled Unallocated, and then select New Partition from the pop-up menu to start the New
Partition Wizard (see Figure 10-8).

Step 4 Click Next, and then select Primary Partition from the partition type pull-down menu. At the
next screen, enter the size of your new partition in megabytes.

L Computer Management EJ@E|

=) File  action  Miew  Window  Help =] x|
& = & @
l@ Computer Management (Localy Yaolume: Layout | Type File System | Skatus | Caparit|
=l Svstem Tools = Partkion Basic  MTFS Healthry (System)  27.95¢
-] Event iewer =i Partition  Basic FAT3z2 Healthy (Page Fils)  27.94 ¢
# % Shared Folders =€) Partlion Basic  FAT32 Healthry (Active)  19.10¢
Fi-§& Local Users and Groups EIMew volume (F:)  Partition Basic  WTFS Healthy 4.00 G
=+ & Performance Logs and Alerts
&), Device Manager
= @ Storage
+ Removsble Storage
Disk Defragmenter <
Disk Management d
+- 54 Services and Applications ~
& EBpisk 2 . |
Basic {E:)
19.10 GB 19,10 GB FAT3Z
Cnling Healthy (Active)
“Bpisk 3 [ |
Basic New Yolume (F:)
19.11 6B 4,00 G NTFS 15,11 GE W
Crling Healthy Unallocated
Propetties
nallocate fimary partition elp
< 5 Unallocated [l P it Hel

FiGure 10-8 Creating a new partition in Disk Management
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As you've no doubt noticed, I keep warning you to protect your data because you'll lose it when
you create or format a partition. While the partitioning and formatting utilities you've practiced
with thus far are destructive to data, it is possible to resize a partition without losing data; pro-
grams such as PartitionMagic (http://partitionmagic.com) can do this.

There’s also a way to convert earlier file systems to NTFS without the loss of data. Windows has
a built-in command called CONVERT that you can use to change a partition from FAT32 to NTFS.
You will perform this conversion in the lab exercises for Chapter 14, “Working with the Command-

Line Interface.”

Step 5 You can now assign a drive letter or mount the partition to an empty folder. For now, go with
the default drive letter assignment and click Next again.

Step 6 The next screen offers you the option to format the new partition with a file system. Select a
file system: FAT, FAT32, or NTFS. Then enter a volume label if you want and click OK. Figure 10-9 shows
this selection screen in the Disk Management utility.

Step 7 The utility warns you that formatting will erase all data on the drive. Click OK to begin for-
matting.

Step 8 My Computer also enables you to format partitions, but generally speaking you'll use this method
only to format removable media such as floppy disks, Zip disks, USB thumb drives, and so on.

Mew Partition Wizard

Format Partition
To store data on thiz partition, you must format it first. >

Choose whether you wart to format this partition, and if o, what settings vou want to use.

() Do naat Forrnat this partiti

(%) Farmat this partition with the following zetiings:

File spstem: MTFS w
Allocation unit size: Drefault w
Yalume |abel: Mew Volumne

Perfarm a quick format

[ Enable file and folder compression

s

[ < Back “ ext > l[ Cancel

Ficure 10-9 Formatting a partition in Disk Management
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Ficure 10-10 Formatting a
partition in My Computer

Right-click a drive icon in My Computer and select Format from the pop-up menu to open the For-
matting dialog box (see Figure 10-10). Now proceed as in Step 6.

Step 9 Practice deleting, creating, and formatting different combinations of partitions and file sys-
tems to become comfortable with the Disk Management utility.

b 30 MINUTES

Lab Exercise 10.04: Converting Basic Disks
to Dynamic Disks with Disk Management

In Lab Exercise 9.06, you configured two additional hard drives in a system to facilitate a software imple-
mentation of RAID. Starting with the introduction of Windows 2000 and continuing with Windows XP
Professional and Windows Server 2003, Microsoft requires that a disk be converted to a dynamic disk to
allow the implementation of RAID. In this lab, you will prepare the two additional drives to be used in
the next lab exercise using Disk Management to perform the simple, nondestructive conversion from
basic disks to dynamic disks.

v/ Cross-Reference

To learn more about dynamic disks, refer to the “Dynamic Disks” section in Chapter 10 of Mike
Meyers’ A+ Guide to Managing and Troubleshooting PCs.
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Learning Objectives

In this exercise, you'll use the Disk Management utility to convert basic disks to dynamic disks.
At the end of this lab, you'll be able to

e  Convert basic disks to dynamic disks

Lab Materials and Setup

The materials you need for this lab are

e  The PC from Lab Exercise 9.06 with a primary hard drive that holds your Windows XP Profes-
sional installation and the two blank hard drives that you will convert to dynamic disks

Getting Down to Business
The steps to convert a basic disk to a dynamic disk are really quite simple. Follow these steps for Win-
dows XP Professional:

Step 1 Open the Disk Management utility as in the previous exercise.

Step 2 Select the first drive to be converted, and positioning the mouse pointer over the left-hand
drive icon, right-click and select Convert to Dynamic Disk (see Figure ro-11).

Step 3 Follow the wizard instructions to complete the dynamic disk conversion. Reboot the PC (if nec-
essary) and then open Disk Management again. The disk should now be labeled as a dynamic disk
instead of a basic disk (see Figure 10-12).

== Disk Management

File Acton View Help
- = 2 @eE
Volume | Layout | Type | File System Status | Capadity | Free Space | % Free | Fault Tolerance
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< i | >
— —
A
EPDisk 0 =
Basic ()
11]_--75 GB 111,75 GB NTFS |
Online Healthy (System) =

EPDisk 1
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186.30 GB
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Convert to Dynamic Disk. ..
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Ficure 10-11 Selecting Convert to Dynamic Disk in the Disk Management utility
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Ficure 10-12 Disk Management showing basic and dynamic storage

Step 4 Repeat Steps 2 and 3 on the third drive in the system (you will need two dynamic disks to
implement a RAID o stripe set), then proceed to Lab Exercise 10.05.

b 30 MINUTES

Lab Exercise 10.05: Implementing Software
RAID 0 with Disk Management

It's finally time to flex your RAID muscles in preparation to deploy the two server machines—remember,
these are the systems with dual CPUs and SAS/SCSI controllers. Windows 2000, XP Professional, and

Server 2003 allow you to configure software RAID implementations using Disk Management and multiple
hard drives. Windows XP Professional offers only RAID o, a stripe set, which offers improved disk access
time but no fault tolerance. At the end of this lab, you will have configured a stripe set using two disks.

¢/ Cross-Reference

Additional information on RAID o, 1, and 5 may be found in the “Dynamic Disks” section in Chap-

ter 10 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

This lab exercise guides you through the creation of a RAID o stripe set using free, unpartitioned
space on the second and third hard drives installed on the Windows XP lab system. These are the same
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disks that you converted from basic disks to dynamic disks in the prior exercise. Disk Management
allows you to configure simple volumes, spanned volumes, and striped volumes on dynamic disks.

¢/ Hint

Microsoft’s dynamic storage provides five types of volumes: simple volumes, spanned volumes,
striped volumes, mirrored volumes, and RAID g5 volumes. The first three—simple, spanned, and
striped—are the only volumes currently available on Windows 2000 Professional or Windows XP

Professional.

o Simple volumes on dynamic disks are equivalent to primary partitions on basic disks. Simple vol-
umes use a contiguous area of a single drive and are represented by one drive letter or mount

point.

o Spanned volumes enable you to extend the size of a simple volume to include any unallocated space
(contiguous or noncontiguous) on one or more dynamic disks. Spanned volumes are represented

by one drive letter or mount point and fill the volume sequentially.

(] Striped volumes use two or more dynamic disks, and spread data across all of them. Striped vol-
umes are represented by one drive letter or mount point and will speed up disk access times due to
concurrent disk write and read operations. The more disks in the stripe set, the faster the

throughput.

Learning Objectives

In this exercise, you'll use the Disk Management program to configure a RAID o striped volume.
At the end of this lab, you'll be able to

®  (reate and configure a RAID o striped volume

Lab Materials and Setup

The materials you need for this lab are

e The PC from Lab Exercise 9.06 with a primary hard drive that holds your Windows XP Pro-
fessional installation and the two blank hard drives that have been converted to dynamic
disks

¥ Warning

Partitioning a hard drive destroys any data on the drive! Practice this lab only on drives that

don't contain any data you need.
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Getting Down to Business

You're in the home stretch now! Once you've worked with the Disk Management tool and converted
basic disks to dynamic disks, it’s just a matter of using the Disk Management New Volume Wizard,
choosing the size allocated to the striped volume, and formatting the striped volume.

Step 1 Launch the Disk Management utility and right-click on the unallocated space on the first disk
of the planned striped volume. Select New Volume and then select Striped (see Figure 10-13).

Step 2 The wizard asks you to select at least one additional dynamic disk for the striped volume. You
will then select the size of the volume you want to create and decide what file system to use to format

the striped volume.

Are there any restrictions on the size of the volume?

Step 3 Disk Management now allocates the space on the drives and formats them with the file system

you've selected. You should now have a healthy, formatted, striped volume.

Step 4 Practice deleting and creating various sizes of striped volumes using various file systems. Can
you format a striped volume with FAT? Why or why not?

New Volume Wizard

Select Volume Type
There are five types of volumes: simple, spanned, striped, mimored, and RAID-5. ,

Select the volume you want to create:
() Simple
(") Spanned
(%) Striped

Description

A striped volume stores data in stripes on two or maore dynamic disks. A striped
volume gives you faster access to your data than a simple or spanned volume.

| <Back || Ned> | [ Cancel

Ficure 10-13 The Select Volume Type screen from the New Volume Wizard
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0 1 HOUR

Lab Exercise 10.06: Maintaining and Troubleshooting
Hard Drives

Of all the devices installed in a PC, hard drives tend to need the most attention. Maintaining and trou-
bleshooting hard drives is one of the most common tasks you'll undertake as a PC tech, but also one of

the most important.

After all, the loss of other components such as video cards or NICs is inconvenient, but hardly disas-
trous. The loss of a hard drive, on the other hand, means the loss of data. This data might be as trivial as
your favorite bookmarked Web pages or a saved Half-Life 2 game, or as important as your business records,
family photos, or the 1200-page novel that you've spent the last two years writing! Unless you want to
spend valuable time and money trying to retrieve data from a damaged or corrupted hard drive, you
should familiarize yourself with the built-in Windows drive maintenance tools. These tools include:

e  Error-checking This GUI tool enables you to examine the physical structure of the drive and
retrieve data from bad clusters. Command-line utilities that perform the same duties are
called CHKDSK and SCANDISK.

e  Disk Defragmenter This tool reorganizes disorganized file structures into contiguous clusters.

® Disk Cleanup This tool reclaims wasted space on the hard drive by deleting unneeded files

and compressing files that are rarely accessed.

Learning Objectives
At the end of this lab, you'll be able to

e  Use error-checking to scan for and fix physical errors on the hard drive
®  Use the Disk Defragmenter utility to reorganize the hard drive’s file structure

®  Use the Disk Cleanup utility to reclaim wasted disk space

Lab Materials and Setup

The materials you need for this lab are

e A fully functioning Windows PC

Getting Down to Business

Performing regular maintenance on your hard drives can keep them running more smoothly and effi-
ciently. If you're getting obvious disk-related errors (such as error messages indicating that your disk
has bad clusters or cannot be read), or if files are missing or corrupt, a tune-up is in order. Another sign
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that your drive needs maintenance is excessive disk activity, or disk “thrashing.” It's also a good idea to
do some maintenance after a serious system crash or virus infection by scanning your drive for damage

or fragmentation.

v/ Hint

In a computer system, the hard drive wins the prize as the most critical storage device and for
having the most moving parts of any of the components. For this reason, it is extremely important
that you not only perform routine preventive maintenance (error-checking, defragmentation, and

disk cleanup), but also regularly back up critical data.

¢/ Cross-Reference

You will work with some backup techniques and tools in the lab exercises for Chapter 15.

Step 1 To scan a hard drive for physical problems, open My Computer and right-click the drive's icon.
Select Properties from the pop-up menu, and then select the Tools tab, shown in Figure 10-14. Click
Check Now to start the error-checking utility.

In the Check Disk dialog box, you can opt to fix file system errors automatically, scan for and
attempt to recover bad sectors, or both. When you've made your selections, click Start.

Local Disk (C:) Properties

General | Todls | Hardware | Sharing | Security | Quata

Ermar-checking

Q Thiz option will check the volume for
..!'/ BIIOTE.

| CheckNow.. |

[refragmentation

=

w\- Thiz option will defragment filez an the volume.

Backup

This optian will back up fles on the volume.
B
&

Ficure 10-14 Disk Properties Tools tab
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v’ Hint

The error-checking utility must have exclusive access to the drive to finish scanning it. If you have

services or applications running in the background, the utility will halt. In some cases, the utility

will schedule itself to run the next time you restart your PC.

The error-checking utility has two command-line equivalents: CHKDSK (used on Windows NT,

2000, and XP) and SCANDISK (used on Windows gx). There’s no inherent advantage to running these

utilities as opposed to the GUI version, except that you can launch the utilities as part of a scripted

batch file.

Step 2
Disk Defragmenter is shown in Figure 10-15.

To launch the Disk Defragmenter, click Defragment Now. The Windows 2000/XP version of the

Disk Defragmenter offers you a choice: You can click Analyze to examine the disk to see if a defrag-

menting operation is needed, or simply click Defragment to start the process without first analyzing

the drive.

Step 3 Select properties for a drive and click Disk Cleanup on the General tab. Disk Cleanup calculates

the space you'll be able to free up, and then displays the Disk Cleanup dialog box, shown in Figure 10-16.

Near the top of the dialog box you can see how much disk space (maximum) you could free up

using Disk Cleanup. But look carefully! Depending on which categories in the list of Files To Delete are

checked, the actual amount of disk space you'll gain could be much smaller than the estimate at the top.

As you select and deselect choices, watch this value change.

% Disk Defragmenter

File  Action Help

m £

Wiew

B=)S)

Session Status File System Capacity
27.94 GB
27,94 GB

19.09 GB

Free Space
9,20 GE
12,62 b

4,06 GB

Defragmenting.. .

FAT3Z
FaT3Z

% Free Space

21 %

Estirnated disk usage befare defragmentation:

Estimated disk usage after defragmentation:

I

[ Fragmented files M Contiguous files [ Unmovable files [ Free spare

[ Pause Stop ]

I

(C:) Defragmenting. .. 1% Compacting Files

Ficure 10-15 Disk Defragmenter
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4% Disk Cleanup for (D:)

Disk. Cleanup | More Options

- *fou can uge Disk Cleanup to free up ta 544,024 KB of disk
gl space on [0

Files to delete:

o ETE 550 KB

#! Recycle Bin 0KB

B Systemn Restore: Obsolete Data Stores 543464 K

| @ Catalog files for the Content ndexer OKE
Total amount of disk space you gain: 543,464 K.

Description

‘when Chidsk checks vour disk diive for errors, it might save lost
file fragments as files in your disk drive's root folder. These files are
unheceszary and can be removed

Ficure 10-16 Disk Cleanup

Pretty cool, but wait, there’s more—Disk Cleanup does more than just delete files! If you scroll down
through the list, you'll see an option to compress old files. In fact, this file compression trick is where
Disk Cleanup really, uh, cleans up. File compression is where you'll gain the most space. The other big
heavyweight category is temporary Internet files, which you should usually have Disk Cleanup delete
for you.

Lab Analysis Test

1. Name at least two indicators that you should perform maintenance on your hard drive.
2. What are the two command-line versions of the Windows error-checking utility?

3. Amanda argues that a hard drive must be formatted before you can set up the partitions. Samantha
says the drive must be partitioned first. Who is correct, and why?

4. Kyle is running out of disk space on his hard drive on a Windows XP Professional system. He has
installed and configured a third hard drive in the system to increase the total storage. He is plan-
ning on converting his current drive to dynamic storage and extending the storage space to the
newly installed drive (also dynamic storage). Pablo argues that the conversion is destructive and
that Kyle would not be able to extend the volume anyway. Is Kyle going to be able to make this
work?

5. Sean has created a RAID o stripe set using three drives on a Windows 2000 Professional system.
After running the system for a few years, he arrived at work one day to find one of the three
drives had failed. He thought that if only one drive failed, he would still be able to access his data.
What facts about RAID did Sean misunderstand?
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Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.
basic disk
CHKDSK
defragmentation
Disk Cleanup
Disk Management
dynamic disk
error-checking
FDISK
format
GParted
partition
SCANDISK
volumes
Windows XP install CD

1. To partition and format a hard drive when no operating system has been installed, you may use

either or to boot the system and run disk setup utilities.
2. Usea(n) tool to fix noncontiguous file clusters on a hard drive.
3. The tool enables you to partition and format drives in Windows XP.
4. Microsoft supports two types of storage configurations now; the uses parti-
tions, whereas the uses

5. If your hard drive is running out of free space, you should use the utility.
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Removable media storage is one of the fastest-changing components of
the PC, and these days it’s also very much in the public eye. With the
advent of USB thumb drives, MP3 players with large-capacity hard drives,
and digital cameras using CompactFlash and Secure Digital memory cards,
all kinds of people—from children to great-grandmothers, from artists to
zookeepers—are using removable storage. With the high resolution of
today's audio and video files, photographs, and games, the need for portable

large-capacity storage is greater than ever.

The lowly floppy drive has the distinction of being the only component
of a modern PC to employ basically the same technology as the original
IBM PC. It’s hard to believe, but when the first PCs came out, the entire
data storage system consisted of a single floppy drive and multiple floppy
disks holding a little more than 300,000 bytes of data each! Floppies have
been around ever since, but with the recent advances in storage technol-
ogy, the floppy is finally entering its twilight, due mostly to its tiny
capacity.

Technicians were the last holdout in keeping floppy drives around.
While hard drives can contain trillions of bytes of data, they can also
fail; until recently, techs could still depend on the floppy drive, and a
disk that can hold less than 2 MB of data, to boot a failed system and pro-
vide troubleshooting utilities that might breathe life back into the PC.
While techs still need these tools, they now come in the form of bootable
CDs, DVDs, and even U3 bootable USB thumb drives.

As a budding tech, you'll work with all types of removable media. The
labs in this chapter will introduce you to the installation, configuration,
and use of optical (that is, CD- and DVD-based) drives, burners, and media.

You'll work with thumb drives and even learn to install the venerable
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floppy drive—this is important, as many corporations still order floppy
drives with new machines. The final lab in the chapter looks at some

troubleshooting techniques for removable media.

v’ Hint

Do you still have that non-production, disassembled PC from the lab exercises back in Chapter 2?
Well, if you haven't done so already, you should have it completely assembled and running again
after the floppy and optical-media drive installation lab exercises in this chapter. You can still
use it to explore the hardware of video and sound cards in future chapters, and if you can install

an OS on it, so much the better!

0 30 MINUTES

Lab Exercise 11.01: Installing Floppy Drives

Your boss recently approved the purchase of a number of new workstations, all without floppy disk
drives. “Times are changing,” he explained, “and floppies just hold too little data. Plus they’'re slow and
cumbersome!” Now, however, the employees assigned to the new machines have complained so much
that the boss has decided to retrofit all the new workstations with 3.5-inch floppy drives. Many manu-
facturers offer USB 3.5-inch floppy disk drives, but you found a supply house close-out on the old origi-
nal FDD. You've been assigned the task of adding floppy drives to these PCs.

¢/ Cross-Reference

To review the details of floppy drive installation, refer to the “Installing Floppy Drives” section
in Chapter 11 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Learning Objectives

In this lab, you'll practice removing and installing a floppy drive.
At the end of this lab, you'll be able to
®  Remove a floppy drive safely and correctly

e Install a floppy drive safely and correctly
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Lab Materials and Setup

The materials you need for this lab are
e A working computer system with a floppy drive installed

e A known good floppy disk with data

Getting Down to Business

Although this lab starts with a working floppy drive installed in a PC—a likely scenario in a classroom
setting—when building a system, you'd obviously need to install one from scratch. On a new system (or if
you are reassembling the disassembled, non-production machine from Chapter 2), you'd start this lab at
Step 5.

Step 1 Begin with the PC turned on and the standard Windows desktop displayed. To verify that the
floppy drive works, insert a known good floppy disk containing files into the drive, and then view the
files on it by following these steps:

a) Double-click the My Computer icon on the Desktop.

b) Double-click the 3 1/2 Floppy (A:) icon in the window (see Figure 11-1).
c) Observe the files and folders displayed.

Do you see files displayed?

v Hint

If no files are displayed, try another floppy disk. Also, be sure to insert the disk properly. You
should hear a ratcheting sound when you double-click the floppy drive icon. This is the sound

of the read mechanism opening the metal cover so that it can read the data on the disk.

File Edit View Favorites Tools Help |ﬁ
G fack » = -« ‘ ‘Phsearch [YFolders % | B X | [Ed>
Address IQ‘ My Computer ﬂ oo |L\nks >

[
e FH = =2 &
L 3 Flopp% Local Disk C:)  New Yolume  Compact Disc
My Computer (A oD} [

Select an item ko view its description. @ Eg

Displays the files and Folders on your  Compact Disc  Removable  Control Panel - Mobile Device
compter (F: Disk {G:)

See also:

[y Documents

My Network Places

Network and Diakup Connections

‘8 object{s) ‘ |Q‘ My Computer A

Ficure 11-1 Accessing the contents of a floppy disk
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Step 2 Properly shut down the system, unplug the main power cable, and open the case following

good ESD procedures.

Step 3 Carefully disconnect the two cables from the back of the floppy drive. One is the four-wire
cable from the power supply (with its mini connector), and the other is the flat ribbon cable that car-

ries the data to and from the drive.

®  Warning

Be sure to notice the seven-wire twist in the ribbon cable before you disconnect it. Is the twist
closer to the drive or to the motherboard? If you put this cable back on incorrectly, the floppy drive
will not work. The end with the twist (see the illustration) always goes closest to the floppy drive.

Floppy controller plug

v/ Hint

If your lab has gone sleekly high-tech and uses rounded data cables rather than the traditional
flat ribbon cables, you can safely assume that the connector on the end will have a marking for
the A: drive.

Now disconnect the other end of the ribbon cable from the motherboard. These cables can be quite
firmly attached to the motherboard, so use caution! Grab the connector, or grab as close to the connec-
tor as you can, and pull straight up firmly but gently. Sometimes a connector will seem to stick on one
side—make sure that you don't pull unevenly, or you may bend the pins on the motherboard.

How many wires make up the ribbon cable? (Go ahead, count 'em!)

Is one of the wires a different color from the rest, and if so, what does that mean?

Look at the motherboard where the cable was attached, and examine the pins.

How many pins do you count?

Look at the shape of the connection.

195
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Ficure 11-2 The orientation of the floppy drive connector on the motherboard

Is it symmetrical, meaning you can plug the connector in either direction, or is one side of the

connector keyed to prevent you from inserting it backwards?

Locate pin 1 (where the colored wire attaches) and pin 34. The thirty-fourth pin is the drive change
signal/disk change signal. It indicates when a disk has been physically changed. If this wire is broken
or not connected, the system will read the initial disk placed in the floppy drive after power is applied
and remember the contents for that disk, no matter how many times you change disks during a session,

until you reboot the system.
Compare your motherboard connection for the floppy drive with the one shown in Figure 11-2.

Step 4 Remove the floppy drive from the case. There are so many different ways that floppy drives are
held into system cases that it would be impossible to list all of the various carriers, caddies, bays, and

so on that might be used to hold your floppy drive.

Almost all floppy drives are secured to these carriers, caddies, and bays with fine-threaded screws.
The threads on these screws are narrower than those on the screws commonly used to secure expansion
cards and the case cover. There should be two screws in each side of the floppy drive for support.

v Hint

Get in the habit of storing screws safely while you're changing out or inspecting hardware. You
can use a small plastic bowl, a coffee cup, or an empty baby food jar or breath mint tin—but if
you let those screws roll around loose, you may not have enough of them the next time you need

to install a device!

Step 5 Now that you've removed the floppy drive, give it a thorough inspection. Look at the area

where the cables connect (see Figure 11-3).

Is this ribbon cable area keyed or notched?
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Ficure 11-3 Examining the connections for the ribbon cable
(top) and power cable (bottom) on the back of a floppy drive

Find the indicator for the location of pin 1 on the floppy drive.

What and where is it?

On which side of the connector does the red (or other colored) orientation stripe of the cable go—

toward the center or toward the outside?

How many physical pins are on your floppy drive?

Look at the area where the power is attached.

How many pins are there?

Take a moment to experiment to see if you can insert the power connector into the floppy drive

incorrectly. Be gentle!

Can you connect it upside down?

Can you connect it without covering every pin?

On which side of the Mini connector does the orientation stripe go: toward the center or toward
the outside?

®  Warning

It is possible to force the power connector on incorrectly, which will cause damage to the drive.
Practice how it feels to make this connection properly and improperly, so that when you do it
from an odd angle (for example, lying on your back under a desk), you know how it should feel.

Step 6 Reinstall the floppy drive by placing it back where you found it in the case. Be sure to use the
proper fine-threaded screws to secure the drive.

Now attach a mini power connector to the floppy drive to provide power, and attach the 34-pin ribbon

cable securely to the drive.
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Attach the ribbon cable to the motherboard. Make sure it is secure and all the pins are covered.
Did you make sure that pin 1 was connected properly at both ends of the ribbon cable?
Are the connectors properly aligned so that pin 34 is connected on both ends of the cable?

Step 7 Once everything is back in place, leave the system cover off so that you can make adjustments
if needed. Start the system, and watch the green LED on the front of the floppy drive.

If the green LED does not turn on at all during the boot process, then check your power connec-
tion.

If the green LED comes on and stays on all the time, then the ribbon cable is not connected prop-
erly (it is probably reversed either on the motherboard or on the floppy drive).

Is everything working properly?

After you confirm that everything is working, place the cover back onto your system. Start Windows
and test your floppy drive as you did in Step 1 of this lab.

0 30 MINUTES

Lab Exercise 11.02: Installing Optical Drives

Your supervisor calls you in one day and announces that he wants to simplify the daily database backup
procedures for your company. You will still use tape backups for archival backups, but he wants all the
CD-R/RW drives on your company's servers replaced with the latest DVD-R/RW drives. The increased
storage capacity of this type of drive will enable you to back up most of the critical files that change
during the day onto a single disc. To accomplish this task, you must physically uninstall all the existing
CD-R/RW drives and replace them with DVD-R/RW equivalents.

As a PC tech, you'll need to be comfortable removing and installing optical drives. Fortunately, the
vast majority of these drives still use the popular PATA interface to connect to your system, making the
installation process fairly simple. If you are lucky enough to be working with a newer system, you will
probably uninstall and install SATA optical drives.

Learning Objectives

In this lab, you'll remove and inspect an optical drive, and then reinstall the drive.
At the end of this lab, you'll be able to
e  Understand how to remove and install an optical drive safely and properly

®  Know the physical features of an optical drive
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Lab Materials and Setup

The materials you need for this lab are

e A working computer with Windows 2000 or Windows XP and a CD-ROM or DVD-ROM drive of
some type installed

Getting Down to Business

Removing an optical-media drive is almost too easy. The only real secret here is to remember which
cable you removed and how the cable ends were oriented to make sure you can put it back! Also, PATA
optical drives use the standard master/slave jumpers—these also need to be inspected to make sure that
the drive runs properly on the PATA connection!

Step 1 Properly shut down your system. As I've mentioned before, there are so many different ways that
drives are held into system cases that it would be impossible to list all of the various carriers, caddies, bays,
and so on that might be used to hold your optical-media drive. Using whichever method is appropriate,

remove the cover from the PC case so that you can access the screws on both sides of the drive. Using proper

ESD procedures, perform the following steps to remove the optical drive from your system:

a) Unplug the connections: First unplug the Molex connector from the back of the optical drive,
and then remove the PATA ribbon cable from the drive’s connector. Unplug the audio cable com-
ing from the sound card (if present) that plugs into the back of the drive.

b) Using a Phillips-head screwdriver, remove the screws holding the optical drive in place. Notice
that the screws are small-threaded screws—the same type you encountered when you removed

and installed your floppy drive.

v Hint

Some optical-media drives are held in their bays by rails. Simply squeeze the rail toggles (sticking
out of the front), and remove the drive by pulling it forward.

Step 2 Inspect the optical drive. Look at the front of the drive where you insert a disc. Do you see a
tiny hole near the edge of the tray door? Most optical drives have such a hole. You can take a straightened-
out paper clip and push it into this hole to release the disc tray. This is handy in case you accidentally
leave a disc in the drive when you remove it from the system. Go ahead and push a straightened-out
paper clip into the hole to eject the tray.

Look at the back of the drive. You should see several areas for connections:
e The Molex power connection

e The connection for the flat ribbon cable (usually a 40-pin EIDE connection)

199
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e  An audio connection for a cable to the sound card (there may be more than one connector
because of different styles of cables, but only one cable should be connected)

®  Jumper settings: master, slave, and cable select

v/ Hint

Look for the orientation of pin 1. It is usually closest to the power connection. This also applies

to the SCSI connection on some systems.

Step 3 Reinstall the optical drive into your system. It can be a master drive or a slave drive, depending
on what other PATA devices are installed. Figure 11-4 shows a properly installed CD-ROM drive.

Now answer these questions:

Did you fasten the drive using the correct screws?

Is the master/slave jumper set correctly?

Is the PATA cable connected properly?

Is the Molex plug fully inserted?

Is the audio cable connected to the drive?

Step 4 Leave the covers off the system and boot the PC to the Windows Desktop.

Ficure 11-4 Viewing a properly installed CD-ROM drive
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Step 5 Select My Computer, and notice if the drive’s icon is present. If so, all is well. If not, repeat
Steps 2 and 3. The most common problem when installing hardware is a loose connection, so re-check
your cable ends and try again. Replace the PC cover once the drive is recognized in Windows.

0 30 MINUTES

Lab Exercise 11.03: Working with USB Thumb Drives

Your company is finally being forced to provide larger-capacity removable storage for all of the sales
organization staff. In the not-so-distant past, PowerPoint presentations were moved from machine to
machine via floppy disks, and then CD-Rs. With the ease of use and convenient size of USB thumb drives,
all sales personnel will now be issued 2-GB thumb drives. Your mission (should you choose to accept it)
is to walk all of the field sales personnel through the procedures to use their new thumb drives.

v/ Cross-Reference

For a primer on USB flash memory drives (often called thumb drives), see the “USB Thumb Drives”
section in Chapter 11 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Learning Objectives

In this lab, you'll learn to insert, use, and safely remove USB thumb drives.
At the end of this lab, you'll be able to
e Insert and remove USB thumb drives

e  Save and transfer data using USB thumb drives

Lab Materials and Setup

The materials you need for this lab are
® A Windows XP system with USB 1.0 or 2.0 support

e A USB thumb drive

Getting Down to Business

In Lab Exercise 11.01, you physically removed and reinstalled a floppy drive, but as you are aware, this
technology is slowly being retired. This lab exercise uses the newest technology to replace the function
and ease of the floppy disk, the USB flash drive (thumb drive). You will simulate using a USB thumb
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drive to transfer a large file by inserting the drive into a Windows XP system, copying some data onto
it, removing it, and re-inserting it into a new system (or the same lab machine) and transferring the
data to the new machine.

Step 1 USB thumb drives come in many shapes and colors, as well as many data capacities: 256 MB, 512
MB, 1 GB, 2 GB, and so on. They are typically a few inches long, and most provide protection for the USB
connector, either a cover of some type or a retractable mechanism as shown in Figure 11-5.

Boot your lab system and allow it to finish displaying the Windows desktop. Insert the USB drive
and note any activity on the screen.

Did a window appear asking what you want Windows to do?

If yes, what were some of the options you could choose?

Close the options window.

v/ Hint

Current USB thumb drives support the USB 2.0 specification, allowing a faster transfer of data
(480 Mbps). Some systems (motherboards) offer both USB 1.0 and USB 2.0 ports, so when you insert
the USB thumb drive into a USB 1.0 port, you may see a pop-up message in the system tray (notifi-
cation area) pointing out that this device can perform faster if inserted into a USB 2.0 port.

Step 2 Open an application on your PC, such as Word or PowerPoint, and select and open a file. If you can
find a file larger than 1.44 MB, you can experience firsthand the benefit of USB thumb drives over floppies.

Ficure 11-5 A USB thumb drive with a retractable connector
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Step 3 In the application window, select File | Save As. In the Save As dialog box, click the drop-down
arrow for the Save in field. You will see a number of folders and drives where you could choose to save
the file. One of these should be the thumb drive, as shown in Figure 11-6. Select the thumb drive and

save the file. Close all open windows.

Step 4 In the system tray, find and click the Safely Remove Hardware icon, which shows a green arrow
and a gray rectangle. A tiny pop-up message appears adjacent to the icon, listing all removable devices;
click the name of the thumb drive. An information balloon with a Safe to Remove Hardware message should

notify you that you can now remove the USB mass storage device.

Remove the thumb drive from the USB port.

v Hint

If you forget to close one or more windows with a focus on the thumb drive, you will receive an
error message: The device ‘Generic Volume’ cannot be stopped right now. Try stopping it later. If you receive this
message, just click OK, close all open files and folders on the thumb drive, and try again.

If you have some open files or folders on the thumb drive and you just pull it out of the machine,
you may receive an error message such as “Fail Write Delay.” Most of the time the files and folders

will remain intact, but this is not the recommended removal method.

Step 5 At this point, if you have a second machine where you can plug in the thumb drive, it will
make the lab exercise more realistic. If you don't, you can just use the same system again for this step.
Insert the thumb drive into a USB port and again note any activity on the screen. This time, double-

click Open folder to view files using Windows Explorer.
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Ficure 11-6 The Save As dialog box showing a Lexar Media thumb drive
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Step 6 Double-click the file you saved previously; if the file has an associated application, this should
launch that application and open the file.

You have now successfully used a USB thumb drive—also referred to as a jump drive—to “jump”
files from one machine to another.

0 30 MINUTES

Lab Exercise 11.04: Configuring Removable
Media Drives

A new client has very specific needs for the boot order and access to removable media in his computer
center’s seven computers. For the two servers, the floppy drive and USB ports will be installed, but dis-
abled in CMOS. Three of the five workstations need the CD-ROM drive set as the first drive in the boot
sequence, but the other two need the USB drive to be first in the boot sequence, with the CD-ROM drive
second. It’s your job to set up these PCs properly, so get to work!

Learning Objectives

In this lab, you'll use the CMOS setup program to configure the settings for the floppy drive, USB devices,
and boot order.

At the end of this lab, you'll be able to

® Locate the CMOS setup screens for configuring the floppy drives, USB devices, and boot
order

e  Configure various scenarios for the floppy drive, USB devices, and boot order

Lab Materials and Setup

The materials you need for this lab are

e A working computer system with a floppy drive, a CD-ROM drive, and USB device support

Getting Down to Business

This lab exercise involves the floppy drive controller, CD-ROM drive, and USB controller, and shows you
how to configure these devices and the boot order of these devices in CMOS.

Depending on your BIOS manufacturer and version, you may or may not be able to perform all of
the following steps. Explore the different screens to discover whether you can enable/disable the floppy
drive controller (FDC) and the USB controller, and which devices you can put in the boot order (floppy
drive, CD-ROM, hard drive, and possibly USB devices).
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Step 1 You will start by disabling the floppy drive and USB ports on the two servers. Enter the CMOS
setup program by pressing the appropriate key or key combination (which you should remember from

Lab Exercise 5.02) while your system is booting.

®  Warning

If you were to disable the USB controller on a production machine, you would disable not only
USB thumb drives, but also USB keyboards and mice, as well as any cameras, external hard
drives, or other USB devices in use. Disabling the controller is overkill for keeping users from
removing important information through the use of USB thumb drives. The USB controller is

disabled in this lab exercise for demonstration purposes only.

Having previously browsed through your version of CMOS, you should be able to locate the screen
that contains settings for the FDC and the USB controller (often called Integrated Peripherals or I/0
Device Conﬁguration). If you can’t remember which screen deals with the FDC and USB controller,
browse through the CMOS screens until you find it.

Do you have an option in CMOS to disable the FDC and/or USB controller?

Under what title heading did you find these options?

How do you disable these settings?

Do it! Disable them!

v Hint

Disabling the FDC is a good way for a network administrator to prevent users from either taking
information off the network or introducing viruses into the network using floppy disks. Restrict-
ing the use of USB ports, on the other hand, can be handled more effectively in the security

settings of the operating system.

Step 2 Restart your system and see if you can access the floppy drive. Did the LED on the front of the
floppy drive turn on as the system booted up?

Launch Device Manager—my favorite way is to right-click My Computer and select Manage, then
select Device Manager from the Computer Management MMC—and find the listing for Universal Serial
Bus Controllers. Are they even listed as being disabled?
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Step 3 Re-enter the CMOS setup utility and turn both controllers back on. Reboot the system, and test
the floppy drive and USB ports. Do they function properly?

Step 4 One of the most important aspects of removable media is that you can boot a non-functioning
system from a device other than the hard drive with diagnostic and troubleshooting tools included. The
next CMOS setting to play with is the boot sequence.

When you boot up a PC, the system needs to know where to get the operating system software to
load into memory. The three standard places to store this software are the floppy drive, the hard drive,
and the CD-ROM drive. USB thumb drives are emerging as the next big bootable media. In some cases

the needed software is stored in another location, such as a network server.

Using the CMOS setup utility, you can designate the order in which your system will check the
devices for the operating system software. Specifying the proper boot sequence—that is, the search
order—saves time by telling the system where to look first. After all, why should your system waste
time looking on the CD-ROM or USB thumb drive every time you boot, if your operating system is on the
hard drive?

Enter the CMOS setup utility, and look for a screen that includes a Boot Sequence setting.

How many different boot sequences can you configure in CMOS?

How many different devices can be in the search sequence?

Set your system to boot from the CD-ROM drive first (Figure 11-7).

Step 5 Restart your system. Typically, the boot screen will prompt you with the message Press any key to
boot from the CD. If there is a bootable CD in the drive, the system will boot from that disc. Leave this
boot order in place for the next lab exercise, in which you'll learn to create bootable CDs.

Step 6 Re-enter the CMOS setup utility, and note whether your system will allow you to boot from a
USB device, such as a USB thumb drive.
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Boot Up Floppy Seek while booting. This
Boot up NHumLock Status will decreasze the time
Security Option needed to hoot the
MPS Uersion Control For 085 1.4 system
Delay For HDD (Secs> a
Full Screen LOGO Show Disabled

¥r4:Move Enter:Select +/—/PUsPD:Value FiB:8ave ESC:Exit Fl:General Help
“Proydione Jlalyuea 6-Fail Safe QNefa o “Optipizad Jiefa o

Ficure 11-7 Boot Sequence screen from CMOS with CD-ROM as first boot device
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If your machine is capable, you can substitute a USB thumb drive for the CD-ROM drive in the next
lab exercise and create a LiveUSB of the GParted partition editor. For now, leave the CD-ROM as the first
device in the boot order and shut down the machine.

0 1 HOUR

Lab Exercise 11.05: Burning CDs

PCs today are used more than ever for storage of digital photographs, music, and video, in addition to
more traditional types of data. Even a modest collection of MP3 files, family photos, and home video
clips requires many gigabytes of space! Hard drives do have space limits, and at some point they tend to
fail, so wise PC users turn to recordable CDs and DVDs. These discs provide an affordable large-capacity
portable storage option; you can put your important data onto a disc, or make multiple copies of that
disc to store in two or more secure locations.

This lab will introduce you to the process by which we record, or burn, CDs and DVDs. Rather than
burning a disc full of your favorite tunes or photos, you'll be making the type of disc that a technician
would have in his toolkit when troubleshooting a machine that won’t boot.

v/ Cross-Reference

For additional information on burning CDs and DVDs, refer to the “Applications” section in Chap-
ter 11 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Learning Objectives

In this lab, you'll use a third-party burning program to create bootable ISO images on CD-R discs.
At the end of this lab, you'll be able to
e  Work with writable optical media and burning tools

®  (Create a bootable CD-R

Lab Materials and Setup

The materials you need for this lab are
® A working computer system with a CD-RW or DVD-RW drive installed
e Internet access (preferably a high-speed connection) for downloading
e A CD burning application such as Nero Burning ROM or freeware CDBurnerXP

e  Blank CD-R or CD-RW discs (more than one if possible)
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Getting Down to Business

In Lab Exercise 10.02, you were asked to prep a number of newly donated PCs by preparing their hard
drives for the installation of an operating system; you already partitioned and formatted the drives. To
do that, you used an open source utility called GParted. GParted is a Gnome Linux LiveCD with the
Gnome Partition Editor application installed. Your instructor may have provided you the bootable CD,
or you may have jumped ahead to this lab to make it yourself. In this lab you will burn the ISO image of
the open-source, bootable LiveCD of Gnome Linux and the utility GParted.

Step 1 Ensure that you have CD/DVD burning software that will allow you to burn ISO images. An
ISO image is a complete copy of a CD, including all of the boot information in the boot record. Windows
XP’s built-in burning software is unable to write ISO images (at the time of this writing), so you'll
need a third-party product such as Nero Burning ROM software.

You can also try CDBurnerXP, an excellent freeware burning tool that supports the burning of ISO
images; it's available at www.cdburnerxp.se. Just go to the CDBurnerXP Web site, follow the instruc-
tions, and run the installation. After you've successfully installed the program, you should have all
the tools necessary to burn ISO images (see Figure 11-8).

v/ Hint

Microsoft is constantly updating operating systems and applications such as Internet Explorer and
Windows Media Player, so don't forget to check occasionally to see if they have updated the built-in
burning application with the ability to handle ISO images.
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Lab Analysis Test

=> Try This: Ultimate Boot CD

Now that you have an understanding of why you might want to boot a machine from removable
media—to perform low-level diagnostics, troubleshoot, or just prep the disk before installing an

operating system—take a cruise over to www.ultimatebootcd.com.

You can download the ISO image of “The Ultimate Boot CD, UBCD” which has over 100 different
freeware tools, all placed on a LiveCD. Use the method you learned in this exercise to burn the
ISO image to a CD, boot a machine with the UBCD, and explore some of the tools. You might find
that using some of the drive manufacturer’s low-level formatting tools will bring a dead drive
back to life.

Step 2 Now visit the GParted Web site at gparted.sourceforge.net. Select Download and follow the
instructions. You can download the full ISO, or download the .zip file to improve transfer times
(remember you will have to expand the .zip file after it’s on your system).

Step 3 Once you have the ISO image, open the tray on your CD/DVD drive and insert a blank writable
disc. Close the tray and launch your CD/DVD burning software. Navigate to the GParted ISO file and fol-
low the instructions to burn the ISO image on the disc. Most programs will eject the tray with the disc
once the writing process is complete.

Step 4 With the newly created disc in the drive and the tray closed, reboot the computer. If all has
gone well, GParted will boot, detect your hard drives, and give you the option to partition and format
these drives.

®  Warning

Remember, any time you partition or format a hard disk, you will delete the data currently on that
drive. Do not run GParted on the disk containing your operating system unless you have been
instructed to delete this system's OS.

Lab Analysis Test

1. Jovan installed a CD-ROM drive on the same cable as his primary hard drive, and now the system
will not boot. What could be causing this?

2. While looking around in the BIOS settings, Kaitlin set the PIO and DMA settings to Auto. Will this
affect the system in any way? Explain.

3.  Cecelia is a freelance web designer who is delivering some files to a client. She sits down at a Windows XP
system in the client’s office and plugs in her trusty USB thumb drive, but nothing happens—Windows
doesn't acknowledge the device at all. The thumb drive has been working perfectly well, as recently as
this morning. What is most likely the reason that the USB drive won't connect with the client PC?
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4. When Philip puts his CD-RW disc in the drive and copies files to and from it, he notices that the
drive speeds up and slows down. Is this normal? What should he do to fix it?

5. After removing a CD-ROM drive for replacement, you remember that you left a CD in the drive. You
look for a hole to insert the paper clip into, but there is none. How do you remove the CD?

Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.
CD-ROM drive
CMOS
disc
DMA
DVD+R
label
scratches
spiral
surface
USB 1.0
USB 2.0

1. An optical-media drive must be identified in the settings.

2. The recording of data on a CD is done in a fashion.

3. With capacities in the range of 4.37-8.74 GB, drives are being used more and
more for easy data backups.

4. The version of thumb drives supports a throughput of 480 Mbps.

5. The reflective aluminum layer of an optical disc can be damaged by
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As a PC technician, you'll spend a lot of time installing and upgrading
operating systems. For this reason, it's important that you become famil-
iar with the tasks involved; otherwise, you might find yourself in a tight
spot when Windows XP Professional won't install on the laptop that your
boss needs to have working for a presentation this afternoon.

A number of different operating systems are in use today, including
Apple Macintosh OS X, several different flavors of Linux, and of course
the Microsoft Windows family. Because CompTIA's A+ Certification focuses
primarily on Microsoft products—and because Microsoft products repre-
sent the majority of the market—these lab exercises are dedicated to the
installation of Windows.

Just about anyone can install software if everything goes right and no
problems come up during the process; plenty of people with minimal soft-
ware knowledge have upgraded Windows without the slightest incident.
Even an experienced technician may have problems, though, if the system
has incompatible expansion cards, broken devices, or bad drivers. As a PC
technician, you have to be prepared to handle both the simple installa-
tions—the ones with only new, compatible components—and the more

complex installations on older and more problematic systems.

Installing and upgrading Windows is more than popping in the installa-
tion CD and running the install program. You need to plan the installation
thoughtfully, check for component compatibility, and thoroughly under-
stand the installation options and how to configure them. Good planning up

front will give you the best chances for a successful installation or upgrade.

Be sure to have everything you need before you start, from the installa-
tion CD to the discs containing your device drivers. If you should start to

feel a bit over-prepared, remember the old adage “Measure twice, cut once.”
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Believe me, it’s no fun to start over on an installation or upgrade if you

mess it up! Do it right the first time—you'll be glad you did.

o 30 MINUTES

Lab Exercise 12.01: Pre-installation Planning

Your client has asked you to upgrade his system to Windows XP Professional. He's currently running
Windows 2000 Professional, and everything works fine. He has the documentation that came with his
system, which states that it has an ASUS P4G8X Deluxe motherboard. He isn't sure how fast the processor
is, but he does know that he’s already using 512 MB of memory. Where do you start the planning process?

v/ Cross-Reference

To review the details of pre-installation planning, refer to the “Preparing for Installation or
Upgrade” section in Chapter 12 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Learning Objectives

In this lab exercise, you'll become more familiar with using the Internet to help answer pre-installation

questions.
At the end of this lab, you'll be able to
®  Access the Microsoft support Web site

®  Determine the minimal requirements for a system installation

Lab Materials and Setup

The materials you need for this lab are
e A working PC
. Internet access

®  Pencil and notebook

Getting Down to Business

The first step in a successful Windows installation or upgrade is to determine whether the hardware meets
the requirements of the new operating system. Your first stop in this process is the Microsoft support
Web site.
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Microsoft has invested massive amounts of energy and time in building its support Web site. Some-
times digging through all of the articles on the huge number of Web pages can be overwhelming, but
I'm a firm believer in this site’s usefulness. When I have a question that directly concerns a Windows
operating system (or any Microsoft product, for that matter), I check this site first, and I'm rarely
disappointed. In fact, while searching for the answer to a problem or question, I usually learn two
or three new, sometimes unrelated, things just by reading through the search results. Also, my search tech-
niques improve with each visit. I consider the Microsoft support Web site an invaluable tool and resource.

Step 1 Start by looking up the requirements for Windows XP Professional. Go to www.microsoft.com/
windowsxp/pro/howtobuy/upgrading, and view the four choices that will help you determine whether
your client’s machine is actually capable of running Windows XP (see Figure 12-1).

v/ Hint

Web sites are infamous for losing information that was once relevant to a particular subject—or
sometimes disappearing altogether. If the Microsoft Web site should change significantly from the
time this book was printed to the time you're reading this, and you find that a link listed here is

no longer valid, a quick search of the site should get you where you need to be.

Select the first option, Check Your System Requirements, and then answer these questions:

What's the recommended/minimum CPU speed?
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What's the recommended/minimum amount of RAM?

How much hard drive space is required?

What video resolution is required?

At a minimum, what other devices are required?

Click your browser’s Back button, select Find Out If You Qualify for an Upgrade, and then answer
these questions:

Can Windows XP Home Edition be used to upgrade Windows 98 SE?

Can Windows XP Home Edition be used to upgrade Windows 2000 Professional?

Can Windows XP Professional be used to upgrade Windows 98 SE?

Can Windows XP Professional be used to upgrade Windows 2000 Professional?

Click your browser’s Back button, and this time select Make Sure Your Hardware and Software Are
Compatible.

Select Search Windows Marketplace. On the resulting screen, enter the following components to
see if they're compatible with the recommended settings for Windows XP (see Figure 12-2), and record
the results here.

ASUS P5VDC-X motherboard

ASUS P4G8X Deluxe motherboard
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Step 2 Because the ASUS P4G8X Deluxe motherboard isn’t listed, you'll now try to find out why.

Open an Internet browser window, and perform a search on ASUS P4G8X Deluxe. You might find ref-
erences to other versions, such as ASUS P4G8X Deluxe Gold, but it’s important that you look for the
specifications of the basic P4G8X Deluxe model.

Would this motherboard support upgrading to Windows XP Professional?

Why do you think this motherboard is not on the Windows XP compatibility list?

0 30 MINUTES

Lab Exercise 12.02: Installing/Upgrading
Considerations

You get a call from a client who wants to standardize the Windows operating systems that her employ-
ees use. She explains that as her company grew over the past few years, she bought new PCs and kept
whatever version of Windows came pre-loaded on them. Now, some employees are using Windows 2000
Professional, while others with newer systems have Windows XP Professional; team members on the
same project are using different operating systems, and your client feels that this is a drain on produc-
tivity. She wants you to come in and upgrade all the Windows 2000 machines to XP.

¢/ Cross-Reference

For a refresher on the considerations that come into play when you install or upgrade to Windows
2000/XP, refer to the “Upgrade Advisor” section in Chapter 12 of Mike Meyers’ A+ Guide to Managing
and Troubleshooting PCs.

Learning Objectives

You'll review the steps for upgrading from Windows 2000 to Windows XP Professional. The basic con-
cepts are the same whether you upgrade to Windows XP from Windows 98 SE or from Windows Me.

At the end of this lab, you'll be able to
®  Use the Microsoft Upgrade Center to check hardware compatibility for upgrading Windows

®  Use the Upgrade Advisor
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Lab Materials and Setup

The materials you need for this lab are
e A PCrunning Windows 2000 Professional

®  Access to the Internet

Getting Down to Business

You need to upgrade a Windows 2000 system to Windows XP; this exercise assumes that you've done the
preliminary research and collected all of the Windows XP drivers for your components. After looking at
all of the issues, you've decided to do an upgrade rather than a clean install. You've visited the Microsoft
Upgrade Center, and it appears that all of your hardware is compatible. Everything seems ready, but there's
one final step you should take. Microsoft offers a tool to help check your software compatibility and pro-
vide a final check of the hardware compatibility. This tool is called the Upgrade Advisor, and it’s a good
idea to use it.

Step 1 To begin verifying that your system is ready for an upgrade, make sure that the system’s exist-
ing devices are getting along with one another under the current operating system:

a) Go to Device Manager (see Figure 12-3), and check for the symbols that indicate problems.

b) If you find any conflicts, you should resolve these before you perform the upgrade. Consult with
your teacher if necessary to make sure that this happens correctly.
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Step 2 Insert the Windows XP CD-ROM into the CD drive, close the tray, and wait for the Welcome to
Microsoft Windows XP screen to appear.

v/ Hint

If the CD doesn’t auto-start, try this alternate method to get started: Open My Computer and right-
click the CD-ROM icon. Select Explore, and then double-click the SETUP.EXE icon.

Microsoft has built the Upgrade Advisor into the installation routine, so you can look once more at
the compatibility of your system from the operating system’s point of view. It's always best to run the
Upgrade Advisor before upgrading to XP, to make sure that you've addressed any issues before the
upgrade begins.

a) Click Check System Compatibility to start the Upgrade Advisor (see Figure 12-4).

b) On the What do you want to do? screen, click Check My System Automatically.

5 Welcome to Microsoft Windows XP

#f Welcome to Microsoft Windows XP

Eé What do you want to do??

[®] Install Windows XP
\§| Perform additional tasks

[B] Check system compatibility
K

X Exit

Ficure 12-4 Launching the Windows XP Upgrade Advisor
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Microsoft Windows Upgrade Advisor
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Ficure 12-5 Getting updated setup files

v Hint

Clicking Visit the Compatibility Web Site links you to a page that resembles an online retail store.
You have to search around a little to make any progress on this Web site, but you'll eventually

find where the compatibility lists are stored.

If you're connected to the Internet and your teacher gives you permission, select Yes, download the
updated Setup files (Recommended), as shown in Figure 12-5. If you have no Internet connection, select No,

skip this step and continue installing Windows.

When the Upgrade Advisor completes the check, it will display a report. If there are no errors, as
shown in Figure 12-6, then the system is ready to upgrade from Windows 2000 Professional to Windows

XP Professional.

Microsoft Windows Upgrade Advisor

Report Spstem Compatibility

I-—f'i Mo itemz were found to be incompatible with 'WwWindows:

)

For more infarmation about an item, select it, and then click Detailz.

Save As... | Details.. |

Ficure 12-6 No incompatible items found!
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v’ Hint

If the Upgrade Advisor informs you that an application or piece of hardware you have loaded is

incompatible with Windows XP, you should do a little more searching—for example, on the Web
site for that device's manufacturer—before you decide to remove the offending item. The Upgrade
Advisor isn't always correct! If you do determine that something should be removed, then by all

means remove it; if you don't, you may be in for some serious upgrade headaches.

c) Click Finish, then Back, and finish the lab exercise by clicking Exit.

v’ Hint

Microsoft also provides the Upgrade Advisor as a free download. I recommend using a high-speed
connection to download it because it’s a very large file—about 50 MB. I have a copy of this file
stored on a separate CD so that I can test systems before giving my clients the bottom line on
upgrading. If you do this, be sure to update the file periodically, as new hardware and software
are continually added to the list. The download site is www.microsoft.com/windowsxp/pro/

howtobuy/upgrading/advisor.asp.

0 3 HOURS

Lab Exercise 12.03: Upgrading a Windows

Operating System

A client of yours, who has a high-end system but still uses Windows 98 SE, decides to modernize by mov-
ing to a more recent 0S. He asks you to upgrade his system to Windows 2000 Professional. You agree,
and make the upgrade for him, only to find the next day that after reading up on the Web about Win-

dows XP, he would really prefer to use that 0S instead. Without missing a beat, you determine that his
system meets the requirements for Windows XP Professional, and upgrade his system a second time.

Learning Objectives

You need to finish at least one complete upgrade, both for practice and to prepare for questions asked

on the A+ exams.
At the end of this lab, you'll be able to

®  Upgrade an operating system


www.microsoft.com/windowsxp/pro/howtobuy/upgrading/advisor.asp
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Lab Exercise 12.03: Upgrading a Windows Operating System

v/ Cross-Reference

To refresh your memory about the ins and outs of performing a Windows upgrade, read the “Per-

” u

forming the Installation or Upgrade,” “Installing or Upgrading to Windows 2000 Professional,”
and “Installing or Upgrading to Windows XP Professional” sections in Chapter 12 of Mike Meyers’ A+

Guide to Managing and Troubleshooting PCs.

Lab Materials and Setup

The materials you need for this lab are

e A working PC with a hard drive that you can write to without negative consequences

v’ Hint

To complete the exercise as described, you should begin with a system that has a copy of Windows
98 SE installed. For the full effect of this lab, you should have copies of both Windows 2000 Profes-
sional and Windows XP Professional. If you're unable to start with Windows ¢8 SE and upgrade in
two steps—first to Windows 2000 and then to Windows XP—you can modify the lab to complete

at least one upgrade from an earlier version of Windows to a newer version.

Getting Down to Business

You'll need quite a bit of time to complete this lab; most of that time will be spent waiting for Windows
to install files. The exercise will walk you through upgrading a Windows 98 SE system to Windows 2000;
you'll then upgrade the system to Windows XP. Depending on the systems and software licenses you
have available, you may not be able to do this lab exactly as it's laid out here. The important thing is
that you actually perform a Windows upgrade, to see the questions that are asked during the installa-
tion and to become familiar with the process so that you're prepared for the CompTIA A+ Certifica-
tion exams. If time constraints make it necessary, you can complete this lab in two separate sessions:
first the upgrade from Windows 98 SE to Windows 2000, and then the upgrade from Windows 2000 to
Windows XP.

When you start the installation process, you'll be asked what type of file system you want to
install—FAT16, FAT32, or NTFS—and where you want the files installed. The program will set the
default location as the C: drive. You should think about this before you begin, referring to the text-
book for guidance on this issue. The next step is the big file-copy process. Finally, you’ll be asked a
series of questions about naming your system and what networking configuration is applicable to

your situation.
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®  Warning

While I would normally encourage you to answer the installation questions on network configu-
ration yourself after consulting the information on networking settings covered in Chapter 21 of
Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs, if you're in a classroom environment, you
should ask your instructor about these settings before you begin the upgrade process.

Step 1 You've completed the compatibility exercise in the earlier labs, and you know that your system
can handle Windows XP. With few exceptions, any system that can successfully load Windows XP can
also load Windows 2000. For this lab, you'll do an upgrade rather than a clean installation; note that
you'll also be migrating to NTFS during the upgrade to Windows 2000.

If you're starting with Windows 98 SE, the first step is to upgrade to Windows 2000. Ask the instructor
(or decide for yourself, if you aren’t in a classroom environment) what naming conventions you'll use, and
gather the information for any network you'll be connecting to, if applicable. Be sure that you have the
Windows 2000 Professional CD handy, and then follow these steps:

a) Insert the Windows 2000 CD. The Setup Wizard will start automatically. If it doesn't, go to My
Computer, locate your CD drive, and browse to and double-click SETUP.EXE.

b) From the Setup Wizard screen, select Upgrade to Windows 2000 (see Figure 12-7).

c) Follow the instructions on the screen, which you'll find are pretty straightforward. When asked
what file system you want to use, choose NTFS and continue.

d) When prompted, enter your user information and the information about your network, if
applicable.

e) When the installation is complete, start Windows and navigate to Device Manger to confirm
that there are no conflicts.

f) Ask the instructor whether you should continue with the next step at this time.

Windows 2000 Setup | _ =] x|

Welcome to the Windows 2000 Setup Wizard

What do you want to do?

& lpgrade to'Windows 2000 [Fecommended}
I you uparade, vour current operating system is
replaced, but your existing settings and installed
programs are hot changed.

€ Install a new copy of Windows 2000 [Clean Install)

If pou install a new copy, you must specify new
settings and reinstall your existing software, You can
uze multiple operating systems on your computer.

To continue, click Mest

¢ Back I Mext » I Canicel

Ficure 12-7 Selecting Upgrade to Windows 2000
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Step 2 Be sure that you have the Windows XP Professional CD handy, along with the appropriate net-
work and user data (again, in a classroom environment, check with your instructor for this information).

Then follow these steps:

a) Insert the Windows XP CD. The Setup Wizard will start automatically. If it doesn’t, you can go
to My Computer, locate your CD-ROM drive, and then browse to and double-click SETUP.EXE.

b) From the Setup Wizard screen, select Install Windows XP.
c) Follow the instructions on the screen; again, they're pretty straightforward.

d) When prompted, enter your user information and the information about your network, if

applicable.

e) When the installation is complete, start Windows XP and navigate to Device Manger to confirm

that there are no conflicts.

0 1 HOUR

Lab Exercise 12.04: Performing a Clean
Installation

Your boss has traditionally ordered new workstations already assembled and loaded with the desired
Windows 0S. She recently decided that with her great in-house techs, she should be buying PC parts
from a wholesaler instead, and having you and your team build the systems. You've enjoyed choosing
the various hardware components and building these custom machines, but now it’s time to bring your
creations to life! You need to load Windows XP Professional onto these new machines that have never

seen the light of day.

Learning Objectives

You should complete at least one clean Windows installation, both for the experience and to prepare for

questions asked on the CompTIA A+ exams.
At the end of this lab, you'll be able to

e Install a Windows operating system on a blank drive

Lab Materials and Setup

The materials you need for this lab are

e A working PC with a blank hard drive, or with a hard drive that you can write to without neg-

ative consequences

e A Windows XP Professional CD-ROM with a valid product key
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Getting Down to Business

In this exercise, you'll be putting an operating system onto a drive that doesn’t currently have one. If
the hard drive that you plan to use currently has data on it (even data that no one needs), then you must
wipe that drive clean before you begin the exercise. Once you have a clean hard drive, you can proceed
as directed.

¢/ Cross-Reference

If you need to refresh your memory on how to format a hard drive, review Lab Exercise 10.01:

Creating and Formatting Partitions with the Windows 2000/XP Installation CD-ROM.

Step 1 Insert the Windows XP CD-ROM into the CD drive, close the tray, and wait for the Welcome to
Setup text screen to appear.

Step 2 Follow the directions to install the 0S. Read the End User License Agreement thoroughly and
agree to it to proceed. When the setup program prompts you to partition your drive, set up a single NTFS
partition that uses all the available drive space. Then you'll simply need to wait and watch while the setup
program does its magic and reboots the computer.

Step 3 When the computer has rebooted, work through the graphical portion of the installation process
by carefully reading each screen and filling in the appropriate information. Be sure to enter the product
key correctly, as you won't get past that screen with an invalid key.

Step 4 When you come to the Networking Settings screen, ask your instructor (if you're in a classroom
setting) whether to use Typical or Custom settings, and what specific information to use.

Step 5 On the Let's Activate Windows screen, do not activate at this time. Instead, select No, log me off
and click Next. You should see a blank Windows desktop, signifying that you've completed a successful
installation of Windows XP.

b 30 MINUTES

Lab Exercise 12.05: Pre-installation Planning
for Windows Vista

At the time that CompTIA formulated its exam objectives for the 2007 version of the A+ exams, the Vista
operating system—Microsoft’s follow-up to the XP family—was not yet released to the general public. This
does not mean that you can ignore it for the purposes of your A+ exams! CompTIA reserves the right to add
in questions about emerging technologies, and few things make a bigger splash in the PC world than a
new version of Windows.
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Imagine, then, that you have a friend who has been happily using Windows XP Professional for a
few years, but now wants to upgrade to Vista. His PC isn't the very latest and greatest, but it's still pretty
respectable. Before you agree to upgrade the 0S, you want to make sure that his system meets the Vista
requirements. You also have been thinking about finally upgrading your own XP system, so you head to
Microsoft’s Web site to do some research.

v/ Cross-Reference

To review the operating systems offered by Microsoft, including Vista, refer to the “Microsoft
Windows” section in Chapter 12 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Learning Objectives

In this lab exercise, you'll explore the features and system requirements of Windows Vista.
At the end of this lab, you'll be able to
®  Access the Microsoft Web site for the Windows Vista 0S

®  Determine the requirements for installing Windows Vista

Lab Materials and Setup

The materials you need for this lab are
e A working PC
. Internet access

®  Pencil and notebook

Getting Down to Business

As you learned in Lab Exercise 12.01, the first step in a successful Windows installation or upgrade is to
determine whether your hardware meets the requirements of the new operating system. Your first stop
in this process for any of the Microsoft offerings, including Windows Vista, should be the Microsoft sup-
port Web site.

Step 1 Start by visiting the home page for Windows Vista (www.microsoft.com/windowsvista), shown

in Figure 12-8. This page will evolve over time, so the exact options on the main screen may no longer be
the ones I've listed here; if this should be the case, you should be able to find the information you need

with a little searching.

Navigate through the screens and see if you can answer the following questions.
First, select the tab labeled The Experience and then answer these questions:

How does Windows Vista enhance digital photography organization?



www.microsoft.com/windowsvista
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A Windows Vista Home Page - Microsoft nternet Explorer
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Ficure 12-8 Windows Vista home page as of this printing

List some of the external devices supported by Windows Backup Center in Windows Vista Business.

Next, select the tab labeled The Features and then answer these questions:

What is the function of the power state called Sleep?

What is Windows Vista ReadyBoost?

Finally, select the tab labeled Get Ready and then select the Windows Vista Capable and Premium

Ready PCs option. Answer these questions:

What's the minimum/recommended CPU speed?

What's the minimum/recommended amount of RAM?

How much hard drive space is required?

What video resolution is required?

At a minimum, what other devices are required?

Lab Analysis Test

1.

Betsy is preparing an installation of Windows XP Professional. She has used a partitioning tool to
prep the hard drive, but when she initiates the installation she receives a blue screen with the fol-
lowing error message: Windows XP requires a hard drive volume with at least 318 megabytes (333926400 bytes)

of free disk space. What's the problem?



Key Term Quiz

2. What's the recommended CPU speed and amount of RAM needed to install Windows XP Professional?

3. Dwight wants to upgrade his old Windows 98 system to Windows XP Professional, but he isn't sure
about his hardware. What Microsoft tools would you recommend that he use to check his system?

4. Joe is just starting to study PC repair and has been reading about file systems. He asks you, the vet-
eran tech, to explain why it'’s best to use NTFS for a new installation. What do you tell him?

5. What happens if you don’t complete the Microsoft Product Activation (MPA) for Windows XP Home
Edition within 30 days of installation?

Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.
133 MHz
233 MHz
8oo MHz
1 GHz
CD-ROM drive
floppy disks
installation
network drive
upgrade
Upgrade Advisor
Windows 2000 Professional
Windows XP Home Edition
Windows XP Professional

1. If you plan to install Windows XP onto a system, it must have a(n)

2. You can start with a blank hard drive to perform a clean of Windows 2000.

3. If you are planning on installing Windows Vista Home Premium, you must have a processor that
runs at a minimum speed of

4. Installing Windows XP on a system currently running Windows 98 is known as a(n)

5. You cannot upgrade directly from to Windows XP Home Edition.
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Every good PC technician should know the Windows environment inside

and out. This is vital to any troubleshooting scenario, and it won't happen

automatically—it takes some practice and discovery on the technician's

part. You need to be fluent in navigating the PC from a user’s perspective.
If there's anything magical about Windows, it’s that there’s almost always
more than one way to get a desired result, and your preferred way might
not be the same as your client’s. As a good customer-oriented tech, you need
to be flexible in your thinking, and this only comes through practice and
more practice. As you study and work through these labs, always look for
more than one way to access the files or programs you need. Many of the
shortcuts and hot keys you'll discover can be invaluable aids for a busy tech!

v Hint

Windows XP enables right-click menus for most of its buttons, icons, and other screen elements. Be
sure to right-click everything you see in Windows XP to explore the many shortcut menus and

options.

In the field, the PC tech is perceived as the Master (or Mistress) of All
Things Technical. This might not be a fair assessment—for example, why
should a PC hardware technician need to know how to open and close the
user’s programs?—but that’s the way it is. You need to be comfortable
and confident with the Windows interface, or you'll lose credibility as a PC
technician. If you show up to service a PC and have trouble moving or resiz-
ing a window or locating the information you seek, this won't instill a lot
of confidence in your client! There’s nothing more embarrassing to a tech
than having to ask the user how to find or use a Windows feature!

The creators of the CompTIA A+ Certification exams understand this,
so they test you on Windows user-level information, such as using power

saving settings, changing the appearance of the interface, manipulating



Lab Exercise 13.01: Windows XP Interface

files and folders, locating information stored on drives, and using Windows'’
built-in OS tools. You must also know how to navigate to the basic Windows
features—the CompTIA A+ exams are big on identifying paths to features.
Although you may already know much of the information about to be

covered, the labs in this chapter will help you review and perhaps catch a

few bits and pieces you might have missed along the way.

0 30 MINUTES

Lab Exercise 13.01: Windows XP Interface

Most new PC systems sold as of this writing have Windows XP installed, so that's where you'll start. This
operating system comes in several versions, the most common being XP Professional, XP Home Edition,
and XP Media Center Edition. Microsoft targets XP Home Edition and Media Center Edition at consumers,
while business and power users tend to use XP Professional. At its most basic level, XP Home Edition is
a subset or truncated version of XP Professional. “Everything you can do in Home Edition, you can do in
Pro,” Microsoft says. Media Center Edition is essentially Home Edition with some added functionality to
simplify access to music, video, and photos. The major advantages of XP Professional include remote access,
tighter security, and the ability to network in domains. For the purposes of these lab exercises, you'll use
Windows XP Professional.

v Hint

You can learn more about the different versions of Windows XP on Microsoft’s Web site. Find
the page called “Five editions of Windows XP compared” at www.microsoft.com/windowsxp/

evaluation/compare.mspx.

Learning Objectives

The main objective of this exercise is to familiarize you with the different “looks” of Windows XP. Because
the Windows XP default theme looks different from Windows gx and Windows 2000 Professional, the paths
to the old familiar ways of finding or configuring things such as the Desktop, Control Panel, and other
options have changed.

At the end of this lab, you'll be able to

e  Switch the system appearance between the Windows XP-style (default) interface and the Win-
dows Classic style, which looks more like Windows 98/2000
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e  Switch between the XP Start menu mode (default) and the Classic Start menu mode

e Switch the view of the Control Panel between the Category view (default) and Classic view

Lab Materials and Setup

The materials you need for this lab are
e A fully functioning PC with Windows XP Professional installed

®  Ideally, access to another system with Windows 2000 installed for comparison

Getting Down to Business

Windows XP has a look that’s aligned with a task-oriented Web view. You'll notice this right away when
you open a window and look at the title bar and window contents. It’s filled with bright colors, round
edges, and big icons. Some feel that this look is a great improvement over previous versions of Windows,
while others don't really like it. Happily, though, if you don’t like XP's native look, you can choose to use

the Windows 98/2000 Classic look instead.

v Hint

As a technician, you'll probably be working with all the flavors of Windows. Because many systems
installed still have the Classic look, it'll benefit you to learn Windows XP in the Classic modes
and views first. Once you're comfortable with locating the configuration screens, continue your

practice with the newer Windows XP style.

Step 1 To set the system theme to Classic mode, follow these steps:
a) Right-click the Desktop.
b) Select Properties.
c) Select the Themes tab.
d) Under Theme, use the drop-down menu to select Windows Classic (see Figure 13-1).
e) Click Apply and then OK.

Switch back and forth between the two interfaces. Each time, open other windows to observe the

different looks.

v Hint

To give your windows and buttons the Windows Classic look without changing personalized settings
such as your wallpaper, you can select the Appearance tab instead of Themes; click the Windows

and buttons drop-down list and select Windows Classic style.
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Ficure 13-1 Changing the
theme to Windows Classic

Step 2 Changing the theme of your Windows XP interface doesn’t change the way the Start menu works,
which is significantly different from earlier versions of Windows. The Start menu has the same function-
ality as in previous Windows versions, but it was restyled for XP. As it does for the overall screen look,
Windows XP enables you to change the Start menu to Classic mode, if you prefer it that way. Before you
can explore the XP style of Start menu, though, you need to know which style you're working with. The
following steps will ensure that your system is using the Windows XP Start menu style:

a) Right-click the Start button and select Properties to display the Taskbar and Start Menu Proper-
ties dialog box.

b) Select the Start Menu tab.
c) Select the Start Menu radio button.

d) Click OK.

Click Start to open the Start menu. Notice that the left side of the Start menu shows your recently
used applications. You can adjust the number of applications that Windows displays there. The top two
applications are the default Web browser and e-mail client, which you can also modify. Follow these steps:

a) Right-click the Start button, and select Properties.

b) Select the Start Menu tab.

c) Be sure the Start Menu radio button is selected, and click Customize.

d) Under the General tab (Figure 13-2), change any of the following settings if you like:
®  The number of programs on the Start menu
®  Whether to show the icons for the Internet and e-mail
e  Which browser and e-mail client to use

The Start menu’s All Programs command shows a list of all programs installed on the system,; it
works like the Programs list in Windows gx or 2000.
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Ficure 13-2 The General tab on the

Customize Start Menu dialog box

Step 3 Unlike earlier versions of Windows, which included icons for My Computer and My Documents
on the desktop by default, in Windows XP the only icon present on the desktop after installation is the
Recycle Bin. These icons are now in the Start menu, but you can add them to the desktop:

a) Click the Start button.

b) Right-click My Computer in the menu.

c) Select Show on Desktop.

d) Repeat Steps a) through c) for My Documents.

Step 4 For greatest compatibility with the lab exercises in upcoming chapters, you should now put your
Start menu in the Classic Start menu mode.

To set the Start menu to Classic mode, follow these steps:
a) Right-click the Start button.

b) Select Properties.

¢) Choose Classic Start menu.

d) Click OK.

¥ Warning

Most of the following lab exercises will assume you have the XP system in the Classic mode or are

using Windows 2000 Professional.

Step 5 Another change that came with the advent of Windows XP is the way you view the Control Panel.
The Control Panel icon now opens by default in Category mode (see Figure 13-3).
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o Wy Computer

Ficure 13-3 Viewing the Control Panel

in Category mode

Follow these steps:
a) On the Classic Start menu, Select Start | Settings | Control Panel.

b) Depending how it was configured when you turned on the system, you'll see either the Category
(default) or Classic view of the Control Panel.

c) An option on the top left sidebar in the Control Panel enables you to switch between the two

modes.

d) Set your Control Panel to Classic View for the rest of the exercises.

é 30 MINUTES

Lab Exercise 13.02: Windows Desktop

The Windows Desktop is the starting point for all operations. It doesn’t matter whether you have a new
XP installation or an existing installation of Windows 98 from years ago; there’s a desktop graphical user
interface (GUI) that you can use as a home base. The purpose of this lab exercise is to ensure that you're
familiar with the desktop.

Learning Objectives

In this lab, you'll work with certain features of the Windows Desktop.
At the end of this lab, you'll be able to
®  Use the Windows taskbar

®  Run a program from the Start menu
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e  Change settings for the Recycle Bin

e  Change the appearance of the desktop

Lab Materials and Setup

The materials you need for this lab are

e A working computer running Windows 2000 or Windows XP

¢/ Hint

Though outlining every step for each Windows operating system is beyond the scope of this book,
these labs are designed to be as Windows-generic as possible. You should develop and practice the
ability to navigate through the interface, achieving the end result, even if you are working with
a legacy version of Windows 98 SE, or the latest version of Windows Vista Ultimate. If the lab
exercise doesn’t produce the expected results, it may be because you're using a different operat-
ing system than the one used to write and illustrate the exercise. I've tried to show you a variety

of examples. Be flexible and look on your system for the same results via a different method.

Getting Down to Business

For most users, the Windows Desktop is the interface to computer applications and folders that are used
every day. Even though you may already be comfortable with the desktop, you should walk through the
steps to validate and refresh your skills. Everything you see has a purpose, with the possible exception
of the background wallpaper—but even that has amusement value! You most likely have icons that start
a variety of programs, such as My Computer, Internet Explorer, and Outlook Express, and you have the
taskbar with all of its built-in features. Make sure you know where everything is, and what everything

does!

v/ Cross-Reference

To refresh your memory on the various parts of the Windows interface, refer to the “User Inter-
face” section in Chapter 13 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Step 1 The taskbar, by default, runs along the bottom of the Windows Desktop (although you can move
it to any side: top, bottom, left, or right). The taskbar handles a number of critical jobs. Most important,

it displays the Start button, probably the most frequently clicked button on all Windows systems. To find
the Start button, look at the far left end of the taskbar (see Figure 13-4). Next to it is the Quick Launch area,

74 start Tl R € 7 U iotslenws- .. | @ MacomedaCre.. | B Chapter 13 D maawang-u.. | sssberhoteshop | ) Graphics - Adsbe... Ll P S AT T

FiGure 13-4 The Windows XP taskbar
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if it's currently turned on (see the accompanying Hint). At the right end of the taskbar is the notification
area—often referred to as the system tray—which displays the time and any number of small icons for
system programs currently stored in RAM. In the middle of the taskbar are buttons representing the

user-started programs that are currently running.

v’ Hint

If you don't see the Quick Launch area, point to an unused area of the taskbar, right-click, and select
Properties. Check the Show Quick Launch box and click OK. You can now drag program icons or even

folder shortcuts from the desktop onto the Quick Launch toolbar for quick access any time.

Step 2 Microsoft says, “Everything starts with Start.” Clicking the Start button opens the Start menu,
where you'll find the programs available on the system, the system settings via the Control Panel, and
various system tools such as Search and Help. Another useful feature is the ability to review your recent
documents. The Start button is also where you'll find the Shut Down command, as odd as that may seem.

Click the Start button. Move your mouse pointer slowly up to the Programs menu (remember, XP
should be in Classic Start menu mode), and hesitate at each icon along the way. As the mouse moves
upward through the Programs menu, notice how other submenus appear.

Look closely at the icons on the Start menu. Some icons have a small arrow pointing to the right on
the edge of the menu bar. When you see an arrow, it means there’s another menu beyond the one you're
observing. To access the next menu, slide your mouse pointer across the highlighted Start menu icon area
toward the arrow and into the next menu. This concept applies throughout Windows (see Figure 13-5). If
you don’t choose to click an option, you'll need to click somewhere else on the desktop to tell Windows,
“Never mind—close the Start menu.” Work through the following navigation steps using Notepad to
explore many of the methods, menus, settings, and options that are provided to you through the Windows

Desktop.
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Ficure 13-5 Exploring cascading menus
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B Command Line Test - Notepad

File Edit Format Yiew Help

This iz a small sentence of text created in Motepad that I will wvisit again in the
Lab Exercises in the next chapter, “working with the Command Line Interface.

Ficure 13-6 Using Notepad

a) Open Notepad by clicking Start | Programs | Accessories | Notepad.

e Type the following sentence and save the file in the My Documents folder as Command
Line Test.txt (see Figure 13-6):

This is a small sentence of text created in Notepad that I will visit again in the Lab Exercises in the next
chapter, “Working with the Command-Line Interface.”

e  (lose Notepad.
b) Now open Notepad by clicking Start | Run, typing notepad in the dialog box, and clicking OK.

¢  Open Command Line Test.txt by clicking File | Open, navigating to the My Documents
folder, and selecting the appropriate file.

®  C(Close Notepad.
c) Finally, open Notepad from the Start menu’s recent documents list.
e  (lick Start | Documents | Command Line Test.txt.

e  (lose Notepad.

v Hint

Each time you open Notepad, you should be able to open and edit the text file Command Line
Test.txt. You should also see a corresponding button appear in the taskbar. The button, space
permitting, includes an icon for the application, the filename, and the application name. Fold-

ers also appear in the taskbar with an icon and folder name, but no associated application.

Step 3 Now look all the way on the right side of the taskbar. This is officially called the notification area,
but as I noted earlier, its often called the system tray. In spite of Microsoft’s official terminology, most
techs call it the system tray, so I'll call it that for the sake of this exercise as well.

At the far right end of the system tray, you should see a display of the current time; on most Win-
dows systems, you'll also see a number of small icons in this area of the taskbar. These icons represent

programs running in the background.

You often see icons in the system tray for network status, volume controls, and virus programs,
and laptops may have additional icons for battery state and PC Card status. What you see in the system
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tray depends on your version of Windows, what hardware you use, and what programs you have
loaded.

Click the various icons in your system tray to see what they do. Depending on the icon, you may
need to click, double-click, or right-click and select from a menu.

Step 4 Now you'll look at customizing your environment. (Once again, if you're using XP, the Start
menu should be in the Classic mode.)

Click the Start button and select Settings | Taskbar and Start Menu. This opens the Taskbar and
Start Menu Properties dialog box, which you brought up before by right-clicking the Start button and
selecting Properties.

Windows 2000 and XP each have a slightly different look, but you'll find the following three items
listed in some manner on the leftmost tab of the Taskbar and Start Menu Properties (or equivalent) dia-
log box in all Windows versions:

e Show the clock controls the time display in the right side of the taskbar.

Turn off the Show the clock option and click Apply. What happens in the taskbar?

Select the Show the clock option again and click Apply. Does the time display reappear in the taskbar?

®  Auto-hide the taskbar makes the taskbar disappear until you point the mouse at the edge of
the screen where the taskbar resides (generally the bottom edge), or press the Windows Start
key on the keyboard. Why would you want to hide the taskbar? For certain programs, you need
all the display area you can get. The auto-hide feature minimizes the taskbar to allow more
room on the screen.

Select Auto-hide the taskbar and click Apply. What happens?

Move your mouse pointer toward the bottom of the screen. What happens when you reach the bottom?

Turn the auto-hide feature off again. How does the taskbar behave now?

e  Keep the taskbar on top of other windows prevents programs from covering up the taskbar.
If you observe a program using the entire screen, you know this feature is turned off, and you
can't access the taskbar until you resize the program window or press the Windows Start button
on your keyboard.

Step 5 As you know, a file isn't actually erased from your hard drive when you delete it. When you
delete a file in Windows, a shortcut to the deleted file is saved in the Recycle Bin. It stays there until
you empty the Recycle Bin, until you restore the folder or file, or until the Recycle Bin grows larger
than a preset size. Once you empty it, the files are permanently deleted, so make sure you're certain
before you do this.

239
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FiGure 13-7 Setting properties
for the Recycle Bin

¢/ Hint

Remember that most everything in Windows has Properties settings, which you can generally
access by right-clicking the object and selecting Properties. You can also access Properties by

highlighting the object and pressing ALT-ENTER.

To change the Recycle Bin’s properties, access the Recycle Bin settings by right-clicking the
Recycle Bin icon on the Desktop and selecting Properties. Your Recycle Bin Properties dialog box
may look different because of the version of Windows you have, because you have multiple hard
drives, or because of some other factor, but all versions basically work the same way (see Fig-

ure 13-7).

Note that 10% is the default amount of drive space to use for the Recycle Bin. Change this to 5% and
close the Recycle Bin Properties dialog box.

v Hint

If a hard drive starts to run low on space, emptying the Recycle Bin is a quick way to try freeing

up some space.

Step 6 Microsoft gives you many ways to change the look of your desktop to suit your personal prefer-
ences, from the color of the background to the size of the fonts. There are too many possible combinations
to cover them all, so you'll look at only the most popular one, the background graphic. Follow these steps:

a) Right-click in an unused area of the desktop and select Properties.
b) Select the Desktop tab. (It's the Background tab in Windows 2000.)

c¢) Choose a background of your choice and click Apply.
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v’ Hint

When you become more familiar with Windows, you can use the Browse button to locate your

own photo to use for the background.

Step 7 One other thing to look at while you have the Display Properties dialog box open, which you
should also remember for the CompTIA A+ exams, is where to locate the Power Savings settings.

a) Click the Screen Saver tab in the Display Properties dialog box.

b) At the bottom of the dialog box, you should see the Energy Star icon. Click the Power button next

to this icon.

c) Look at all the different settings here, and make notes to help you remember where to find them.

b 30 MINUTES

Lab Exercise 13.03: Windows Explorer

Windows Explorer is a program that enables you to see all the program and data files on a given storage
device. Explorer works with both hard drives and removable media such as CDs, USB flash drives, and
floppy disks. Everyday users and technicians alike use this program more than any other when they
need to locate and manipulate files and folders.

Learning Objectives

In this lab, you'll explore the Windows file structure.
At the end of this lab, you'll be able to
e  Use Windows Explorer

®  Understand and use the contents of the Windows and Program Files folders

Lab Materials and Setup

The materials you need for this lab are

e A working computer running Windows 2000 or Windows XP

v Hint

You can perform these steps on any Windows system, but some of them may involve functionality

that’s available only in Windows XP.
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Getting Down to Business

When you click (or double-click) a folder icon to view what's inside, you're seeing Windows Explorer in
action. It’s really just a great graphical interface that enables you to see and manipulate files, folders,
and their organizational structures quickly and easily, without memorizing a bunch of commands.
Becoming familiar with its ins and outs is vital to becoming an effective PC technician.

Step 1 Begin by looking at the internal directory structure of Windows. Start Windows Explorer by

selecting Start | Programs | Accessories | Windows Explorer.

Look at the top of the list on the left pane of the Windows Explorer window; you'll notice an icon
called Desktop. Anything you put directly under this folder will appear on the desktop itself, as well as
in a “Desktop” folder on your C: drive. Remember that C: is your root directory (on a standard Windows
system), and no file stored on the hard drive is “outside” that. The first place to go exploring in the

Windows directory structure is the root directory.

a) Locate the My Computer icon in the left pane of Windows Explorer and click the plus sign (+).
If it already has a minus sign () to the left, leave it there and continue.

b) Locate the C: drive icon, and click it once to highlight it. There should be no need to click the

plus sign, as clicking the drive’s icon automatically expands its contents.

c) The right pane now displays the contents of the root directory of your C: drive (see Figure 13-8).

v/ Hint

You can choose from several different views, or ways of displaying folder contents. The view shown
in Figure 13-8 is called Icons view; other views include Thumbnails, Tiles, List, and Details. When
you drop down the View menu, the current view is marked with a large black dot. You can switch

views as often as you like, simply by selecting another view from the list.

d) Find the folders named WINDOWS (sometimes named WINNT in Windows 2000) and Program
Files. These two folders contain the majority of your operating system and program files.
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FiGure 13-8 Viewing C:\ in Windows Explorer on Windows XP
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Ficure 13-9 Exploring the WINDOWS folder

e) Now click the WINDOWS (or WINNT) folder icon. Look at Figure 13-9 for a sample of what you
should see at this point if you're running Windows XP.

¥ Warning

Some system administrators may have changed the names of these folders, but in general this is
not the best practice. If you need to contact Microsoft for assistance, they always start by direct-
ing you to the default folder names, so changing them can increase your troubleshooting time.

Step 2 In the next few substeps, you'll configure your folder options to provide the maximum infor-
mation about your files and folders. Techs usually find the more information they have about a compo-
nent, the easier it is to troubleshoot or configure. Take a moment and explore the different folders and
files in the WINDOWS folder. A typical WINDOWS folder will have more than 15,000 files in more than
1000 folders (see Figure 13-10). To view the number of files and folders in your WINDOWS folder, right-
click somewhere in the blank area of the right pane and select Properties from the drop-down menu.
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Figure 13-10 Viewing the WINDOWS
folder’s properties
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Folders
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Ficure 13-11 Windows Explorer column headings in Details view

a)

b)

f)

g)

h)

k)

Maximize your window by clicking the small box icon next to the x icon in the upper-right corner
of the window. Then click the Views icon in the toolbar at the top left of the screen, and select
Details.

Notice the headings across the right pane, as shown in Figure 13-11. Click each of these headings
to sort by that value. Click any heading again to sort in reverse order.

Now select Tools | Folder Options.
Select the View tab.

In the Advanced settings area, click the radio button to Show hidden files and folders. This displays
all files and folders, even those for which the Hidden attribute has been set.

Remove the check mark next to Hide extensions for known file types. This directs Windows Explorer
to display the filename extensions in all views. This is useful for a tech, and these days it also
helps users with things like identifying e-mail viruses hiding as (for instance) FILE.MP3.SCR.

Remove the check mark next to Hide protected operating system files (Recommended). This will enable
you to examine critical system files (for example C:\boot.ini) when troubleshooting problems.

Click Apply to commit these changes to the Folder view.

Before closing the folder options, click Apply to All Folders in the Folder view section. This will
apply the Details view to every folder on the system, and enable you to see file extensions, hidden
files, and system files in all folders as well.

Now, sort the folders and files by Type, and see if you can locate the files with these extensions:
e .INI These are initialization files used to install and configure the system.
e .BMP These are Windows bitmap graphics.

° .EXE These are executable files (in other words, programs).

e .TXT These are text files containing only ASCII text and symbols, readable across a wide
range of systems.

Sort the list by Name, and locate these files:

e EXPLORER.EXE This is the Windows Explorer application you're using for these

exercises.

e DESKTOP.INI This contains the configuration data for your desktop.

e  WIN.INI This contains configuration settings for the boot process.



®  Warning

Do not alter these files in any way! You won't like the results.
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Step 3 Although MS-DOS is no longer used as an operating system, some of the original MS-DOS appli-

cations (commands) are still very much alive. These are now launched from the command-line interface

in Windows 2000 and Windows XP as well as when you need to invoke the Recovery Console. As a PC

technician, you're likely to need one or more of these command-line tools, so you'll work with some of

them in the next chapter; for now, you should just learn where to find them.

a) While still in Windows Explorer, find the C:\WINDOWS\System32 folder and open it. This folder

stores all the command-line applications.

b) Sort the details list by Type, scroll down to the MS-DOS applications, and locate these files (see

Figure 13-12):

FORMAT.COM This is used to prepare hard drives and floppy disks for storing data.

EDIT.COM This text editor program can create and modify configuration files in the

command-line mode. The Windows equivalent is Notepad.

Step 4 When working with modern-day Windows, it’s important to know the key system files involved

in the boot process and fundamental core files. Use the Search for files and folders tool to locate and record

the absolute path of the following system files.

v/ Cross-Reference

For additional information on the files used to boot the Windows operating system, review the

“The Boot Process” section in Chapter 13 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

a) Click Start | Search | For Files or Folders, then click All files and folders, and finally click More
advanced options.
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Ficure 13-12 Locating command-

line applications in Windows XP
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Ficure 13-13 The Search utility in Windows XP

b) Select the following check boxes (Figure 13-13):
e  Search system folders
e  Search hidden files and folders
e  Search subfolders

c) Look in the local hard drive (on most systems this will be the C:\ drive) where your operating
system is located and search for the following files. Make notes of their absolute paths:

e NTLDR The filename is an abbreviation for NT Loader. This file is the Master of Cere-
monies, responsible for beginning the boot process and launching the other system files.

e BOOT.INI This text file lists all operating systems available to the NTLDR. Double-click
boot.ini in the Search Results window and examine the contents of the file. This is an
important, editable file, especially on a multiboot system where you may need to change
the boot order of the operating systems.

e NTDETECT.COM This file detects installed hardware on systems that boot Windows 2000
or XP.

e HAL.DLL This file loads many of the Hardware Abstraction Layer drivers.

e NTOSKRNL.EXE The filename is an abbreviation for the NT Operating System Kernel.
This file completes the loading of the Windows Registry, initiates all device drivers, and
starts WINLOGON.EXE to display the Windows logon screen.

Step 5 Some of the other important folders and their contents are listed here. Look at each one to gain
more experience using Windows Explorer. Remember, the location may be slightly different across the
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Windows family of operating systems. For instance, Windows 2000 uses WINNT as the default Windows
folder. These are the folders you'll find:

Step 6

WINDOWS\CURSORS Windows stores the many different cursors you can use here.

WINDOWS\FONTS Windows stores all its fonts in this folder. Note that fonts usually have one
of two extensions, .FON or .TTF. The .FON files are the old-style screen fonts, and the .TTF files
are modern TrueType fonts. You can double-click a font icon to see what the font looks like. Some
users even print their favorite fonts and keep them in a three-ring binder for later reference.

WINDOWS\HELP This folder is the default location for all .HLP and .CHM (help) files. Open
one to see what program uses it.

WINDOWS\MEDIA This folder is the default location for sounds and audio clips. Double-
click a file with a .WAV or .MID extension to hear sounds.

WINDOWS\SYSTEM32 This folder is the heart of Windows. Here you can see the core oper-
ating system files: HAL.DLL and NTOSKRNL.EXE. This folder also stores almost all of the .DLL
files used by Windows 2000/XP.

Collapse the WINDOWS folder, and expand the Program Files folder (see Figure 13-14). Windows

2000 and XP don't like people messing around in these folders, so you may have to look to the left and

click Show Files to see the folders. This is the default location for applications installed on your system.

(Remember to scroll down if you can't see the end of the list.)

Follow these steps:

a) Open the Windows Media Player subfolder, and find the application. Remember to look for the

.EXE extension.

b) Click the .EXE file icon to start the program.

c)

Close the program you just opened.

d) Exit Windows Explorer.
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Ficure 13-14 Exploring C:\Program Files in Windows Explorer
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b 30 MINUTES

Lab Exercise 13.04: Windows Control Panel

The Windows Control Panel is the technician’s toolbox. It contains the tools you need to do everything
from changing the mouse settings to installing new device drivers. This lab exercise won't attempt to exam-
ine every tool in the Control Panel, but it will help you become familiar with many of them. Some Control
Panel programs—known as applets—are specific to particular hardware, while others are used for software
configuration. Windows initially sets up defaults that work for most installations, but as a technician, you
may need to tweak some of the settings. Also, not all Windows features are enabled in a normal installa-
tion, so you may need to enable or disable features according to the needs of a particular user.

v/ Cross-Reference

For a refresher on the Windows Control Panel, refer to the “Control Panel” section in Chapter 13
of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Learning Objectives

In this lab, you'll practice accessing the Control Panel and making configuration adjustments.
At the end of this lab, you'll be able to
®  Navigate to the Control Panel

e  Explain the use of some common Control Panel applets

Lab Materials and Setup

The materials you need for this lab are

e A working computer running Windows 2000 or Windows XP

Getting Down to Business

The Control Panel is the toolbox, and one of the key tools in the Control Panel is the Device Manager.
The Device Manager lists all your system hardware. From here you can load drivers, set resources, and
configure other aspects of your hardware devices. You'll now get familiar with both.

Step 1 As a technician, you'll access the Control Panel and the Device Manager often. You really do
need to know the path to these important tools in both Windows 2000 and Windows XP. The CompTIA

A+ exams have numerous questions about paths to these tools.
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v/ Hint

Throughout the rest of this manual, when a lab involves changing settings located in the Con-

trol Panel or the Device Manager, the directions will assume you know how to get that far, and
the steps will begin with the Control Panel or Device Manager already open. Refer back to this

exercise if you need a refresher on opening the Control Panel.

a) To open the Control Panel, select Start | Settings | Control Panel. This path applies to all versions
of Windows, including Windows XP in the Classic Start menu mode. The Control Panel dialog box

opens, as shown in Figure 13-15.

b) Start with the System applet. The System applet is the gateway to many important tools and
utilities you will use as a PC technician. You'll explore some of these utilities in other labs
throughout the manual; for now, just take a high-level view of the following:

® Device Manager Select the Hardware tab and click the Device Manager button. Note the
list of hardware installed in your system. Expand various items to see the list of devices in
each area. Highlighting any device, right-clicking, and selecting Properties will give you con-
figuration information for that device. You'll return here later in the lab manual to config-

ure these devices.
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Ficure 13-15 The Control Panel (Classic View) in Windows XP
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c)

Step 2

b)

® Driver Signing Close Device Manager, and while still in the Hardware tab, click the Dri-
ver Signing button. This is where you tell Windows how to handle device drivers that have
not been tested and approved by Microsoft. The three settings are Ignore, Warn, and Block.

e  Startup and Recovery Select the Advanced tab and click the Settings button under the
Startup and Recovery box. Examine the settings for the Startup options. Click the Edit but-
ton; do you recognize the file that is displayed?

Close Notepad and the Startup and Recovery and System Properties dialog boxes, all without
saving changes.

Now examine some other applets in the Control Panel:

Double-click the Display icon. This is the same window you see if you right-click the desktop and
select Properties.

Notice the tab headings. Three are common to all flavors of Windows: Screen Saver, Appearance,
and Settings. Windows 2000 also has Background, Web, and Effects tabs. Windows XP incorpo-
rates the contents of those three tabs into two tabs, named Themes and Desktop.

¥ Warning

Clicking an Advanced button in the Display applet can give you access to many special features of

your particular monitor/video card, including the refresh rate. Be sure you know what you're

doing before you change these settings!

Note that if you click the Apply button instead of the OK button after making a change, the Dis-

play applet will remain open after the change takes effect; this can be useful when you need to

experiment a bit.

c)

e)

Step 3

Return to the Control Panel and double-click the Sounds and Multimedia icon (Windows 2000),
or the Sounds and Audio Devices icon (Windows XP) to open that dialog box.

Again, you'll see tabs at the top left of the dialog box. Most of your applets will be similar to this.
Explore each tab, and become familiar with what each does. Make changes to see the results. Be
sure you remember or record the original settings so that you can reset them.

Reset all of your experimental changes, and close the applet.

Keyboard and mouse action settings are definitely a matter of personal preference. Be careful

to tell the user if you make any changes to these settings. If you need to speed them up for your own

use while troubleshooting a PC, remember to slow them down again so the user isn't frustrated by keys

that repeat or a mouse cursor that races across the screen out of control.

To adjust the Keyboard settings:

a)

Double-click the Keyboard icon in the Control Panel.



b)

c)

d)
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Change the cursor’s blink rate and test it.

Change the key repeat rate and delay settings. A minor adjustment here can really help a heavy-
fingered user.

Close the Keyboard applet.

v’ Hint

The Mouse applet can have many different looks, depending on whether the system uses a default

Windows driver or special drivers for the particular mouse. You may have to explore your applet

to find these settings.

e)
f)

g)

h)

i)

Step 4

Double-click the Mouse icon to open the Mouse applet.

Change from a right-hand to a left-hand mouse. Try it out. Does that make your brain hurt?
Well then, change it back. (Ahhh, that's better!)

Change the double-click speed. Slow it down a bit. Is that easier? Slow it down more. Do you
find that annoying? Now speed it up. Can you click fast enough?

Change the mini-icons that represent your mouse pointer, such as the arrow, hourglass, and so
on. Try a couple of different sets. Can you think of situations where some of these alternative
icon sets might be useful?

Change the pointer options. Change the speed at which the pointer travels across your screen.
Everyone has his or her own sweet spot for this, so experiment to find yours. Turn on pointer
trails. Do you find them cool or annoying? If you have a Snap To option, turn that on. Now open
a dialog box and watch the pointer jump to the active button. Is this convenient, or too much
help? Turn off any features you don't want to retain.

Now that you've tweaked your mouse performance, close the applet.

The CompTIA A+ exams include questions about user accessibility. Know what settings you can

change to accommodate the hearing and visually impaired, and where to find those settings:

a)
b)

c)

Double-click the Accessibility Options icon.

Notice that there are Keyboard, Sound, Display, Mouse, and General tabs (see Figure 13-16).
Select the Display tab.

Turn on the Use High Contrast option and click Settings (see Figure 13-17).

Choose a scheme you like and click OK.

Click Apply in the Accessibility Options dialog box to see how it looks.
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Accessibility Options 2]

Keyboard |Sound| D|sp\ay'| MDUSE' Generall

[~ StickyKeys

Use StickyKeys if vou wantto use SHIFT, CTRL ALT, or Windows
logo key by pressing one key atatime

[ Use StickyKeys Seftings

Filterkeys

Use Filterkeys if vou want Windows to ignore brief or repeated
keystrokes. or slow the repeat rate.

Use Filterkeys Setiings
g el

~Togglekeys

lse ToggleKeys if you wantto hear tones when pressing CAPS
LOCK, MUK LOCK, and SCROLL LOCK.

[ Use TogaleKeys Settings

[~ Show exira keyboard help in programs

oK I Cancel | Aply, |

FiGure 13-16 The Accessibility Options dialog box

g) Turn off the Use High Contrast option, then click Apply and OK.
h) Close the Accessibility Options dialog box.
Step 5 One more commonly used applet is Date and Time.

Open the Date and Time applet in the Control Panel. This applet has been around since the dawn of
time, more or less, when computers didn't automatically adjust themselves for Daylight Saving Time.

Accessibility Options ilil

Keyhoard | Sound Display | Mouse | General |

i~ High Contrast

Use this option if vou want ¥Wincdows to use colors and fonts
designed for easy reading

[+ Use High Contrast Settings |

—_—

r~ Cursor Option

Wowve the sliders to change the speed thatthe cursar blinks (cursor
blink rate) and the width of the cursor.

Blink Rate

None | Fast

Wit
Narraw J ide

0K I Cancel | Apply |

FiGure 13-17 Setting the High Contrast option

for the visually impaired
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Adjust the date and time. Notice that you can do this either by scrolling with the arrows or by high-
lighting the fields. This feature can come in handy if you travel and want to change the time zone on a
portable computer.

b 30 MINUTES

Lab Exercise 13.05: Windows Microsoft Management
Console (MMC) Toolbox

You're about to learn how to customize your Windows toolkit! Almost every profession requires a set of
tools to get the job done. Some of these tools are necessary, and some are luxuries. If you were a carpen-
ter, you might have a toolkit where you keep your hammer, saw, screwdrivers, pliers, and so on. You can
then buy new tools (“I really needed this pneumatic nail gun, and it was on sale!” is a common excuse) and
add them to your toolbox—but you'd need to keep it all organized, or risk not being able to find the tool
you need when you need it.

To help organize your PC technician’s toolbox, Microsoft created the Microsoft Management Console,
or MMC. The MMC not only organizes all of those useful tools, but it also provides a consistent look and
feel between different systems and even different operating systems, which makes it easier to use them.

¢/ Cross-Reference

For details on working with the MMC, refer to the “Microsoft Management Console” section in
Chapter 13 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Learning Objectives

In this exercise, you'll learn how to create an MMC. You'll also create a desktop icon that you can use to
access this customized software toolkit whenever you need it.

At the end of this lab, you'll be able to
L] Create an MMC

e  Add tools (snap-ins) to the MMC

Lab Materials and Setup

The materials you need for this lab are

e A PCsystem with Windows 2000 or XP installed

253
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Getting Down to Business

The MMC is a shell program that holds individual utilities called snap-ins. The first time you create an
MMC, you get a default blank console. A blank MMC isn't much to look at—Ilike any new toolbox, it

starts out empty.

Step 1 To create your MMC, select Start | Run, type mmec, and then click OK. Voila! You've created a
blank console (Figure 13-18). Notice that the name in the upper-left corner is Console 1.

Before you actually configure an MMC, you need to understand a few points. First, you can have
more than one MMC; successive consoles will be given default names such as Console 2, Console 3, and
so on. Second, you can rename the consoles that you create and choose where to save them so that you
can easily find them again. Finally, once you've created an MMC, you can modify it by adding or taking
away tools—ijust like your toolbox at home.

Follow these steps to practice working with MMCs:

a) Click File (Windows XP) or Console (Windows 2000) | Save As and fill in the boxes as follows:
®  Save in Desktop
®  File name My First MMC
° Save as type Microsoft Management Console Files (*.msc)

b) Click Save to continue. (Don't exit the MMC!)

c) Notice in the upper-left corner of the open window that the name has changed.

d) Find the new icon that's been created on the desktop. This icon, which bears the same name as
your new MMC, will enable you to access the MMC in the future with just a double-click of the

mouse.

‘i Console]

File  Action View Favorites  Window Help
BEER

i Console Root ‘Zl |E| El
|Waog

There are no items ko shaw in this view,

FiGure 13-18 A blank MMC
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Use this page ta add ar remove a standalane Snap-in fram the console.

Snap-ing added to

Description

About...

Ficure 13-19 Adding or removing snap-ins

Step 2 When you add snap-ins, they’ll show up in the Add/Remove Snap-in dialog box (see Figure 13-19).

You'll now add some snap-ins to your MMC:

a) Click File | Add/Remove Snap-in (Windows XP) or Console | Add/Remove Snap-in (Windows 2000).

b) Click Add, and let the fun begin (see Figure 13-20). I bet you haven’t had this many selections

since your last visit to Sears’ hardware department!

c) Add the Device Manager as your first tool. Select Device Manager from the list and click Add.

fdd Standalone Snap-in

Available Standalone Snap-ing:

Shap-in
@ Certificates
@ Component Services
Q Computer M anagement
Device Manager
isk Defragmenter
@ Disk banagement
Event Wiewer
[COFalder
@ Graup Policy
g Indexing Service

Wendar

Microzaft Carparation
Microzaft Carparation
Microzaft Carparation
Microzaft Carparation
Microzaft Carp, Executi
Microzoft and VERITAS
Microzaft Carparation
Microzaft Carparation
Microzaft Carparation
Microzaft Carpaoratian, |

|

<

[rezcription

congale.

The Activer Contral shap-in allows you to add an Active control to your

l

add | [ Close |

Ficure 13-20 Adding a standalone snap-in
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v/ Hint

When you add a snap-in, you have a choice of adding it for either your local computer or another
computer. With the proper access permissions, in other words, you can look at the Device Manager
on a networked system. More than likely, you don’t have the necessary permissions to do this, so

stick with the local option for now.

d) Select Local Computer and click Finish.

®  Warning

I can’t emphasize strongly enough that the best way to get a systems administrator mad is
to go snooping around on the network. As a technician, your main concern is to do no harm.
If you accidentally find your way to an unauthorized area, it's your duty to report it to an

administrator.

While you're here, you'll add one more snap-in: the Event Viewer. You'll use this tool in the labs
for Chapter 15, “Maintaining and Troubleshooting Windows.” Adding it here will provide an alternative
way to access this tool:

a) Select Event Viewer from the list.

b) Select Local Computer and Finish to close out the wizard.

c) Click Add to close the list window and OK to close the Add/Remove window.
d) Your MMC should now show two snap-ins.

e) Be sure to save your MMC.

You now have a toolbox with quick access to Device Manager and Event Viewer. You can use these
tools in the same way as if you navigated to them through the conventional methods.

Click Device Manager to expand the list of devices. Notice that it looks the same and works the
same as it would if you opened it through the Control Panel.

Step 3 If everything has worked correctly up to now, continue with this step (if you had problems cre-
ating your MMC, review the instructions or ask your instructor for assistance):

a) Double-click the desktop icon for My First MMC.

b) Your Device Manager and Event Log are now available directly from your desktop (see Figure 13-21).
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‘M My First MMC

Fle Action View Favorites Window Help
o BEEFES D

ijul Console Root\Device Manager on local computer

3 Console Root = 2 DUDLEYDELL
2, Device Manager on local computer Batteries
Event Viewer (Local) 4 Computer
Application e Disk drives
-84 Security @ Display adapters
{d System
24 Foppy disk controlers
M, Floppy disk drives
{5 Human Interface Devices
= IDE ATA/ATAPI controliers
&37 [EEE 1394 Bus host controllers
2 Keyboards
) Mice and other pointing devices
Modems
% Monitors
H3 Network adapters
B PCMCIA adapters
o Ports (COM & LPT)

EJ, Sound, video and game controllers

System devices
[+-82 Universal Serial Bus controllers

FiGure 13-21 Accessing Device Manager from a custom MMC

v/ Hint

I've only scratched the surface here showing you how to create an MMC. Your customizing options
are limited only by the number of snap-ins available and your imagination. Try creating different
groupings of tools to organize similar tasks, maybe all of the disk management tools together, or
all of the user, group, and resource tools. Be creative!

é 30 MINUTES

Lab Exercise 13.06: Windows Registry

The Registry stores everything about your PC, including information on all the hardware in the PC, net-
work information, user preferences, file types, and virtually anything else you might run into with
Windows. The hardware, software, and program configuration settings in the Registry are particular to
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each PC. Two identical PCs with the same operating system and hardware can still be remarkably differ-
ent because of user settings and preferences. Almost any form of configuration done to a Windows system

results in changes to the Registry.

®  Warning

When changing the Registry, proceed with great care—making changes in the Registry can cause
unpredictable and possibly harmful results. To paraphrase the old carpenter’s adage: consider

twice, change once!

Learning Objectives

Most of the common tools to modify the Registry are contained in the Control Panel. When you use the
Display applet to change a background, for example, the resultant changes are added to the Registry.
The Control Panel applets are what you should normally use to configure the Registry. However, there
are times—a virus attack, perhaps, or complete removal of a stubborn application—when direct manip-
ulation of the Registry is needed. In this lab, you'll familiarize yourself with the Windows Registry and
the direct manipulation of the Registry using the REGEDIT command.

At the end of this lab, you'll be able to
®  Access the Registry using REGEDIT
e  Export, import, and modify Registry data subkeys and values

e Define the function of the five top-level Registry keys

Lab Materials and Setup

The materials you need for this lab are

® A working computer running Windows 2000 or Windows XP

Getting Down to Business

A technician needs to know how to access the Registry and modify the configuration based on solid sup-
port from Microsoft or other trusted sources. As mentioned in the Learning Objectives, your main interface
to the Registry is the Control Panel. Changes made through the applets in the Control Panel result in
modifications to the Registry settings. To see what's going on behind the scenes, though, you'll explore
the Registry directly in this exercise using the REGEDIT command.

v/ Cross-Reference

For more detail on the Windows Registry and working with REGEDIT and REGEDT3z2, refer to the
“Registry” section in Chapter 13 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.
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= Type the name of a program, folder, document, or
7 Internet resource, and Windows will open it for you.

Open: =

I 0K H Cancel H Browse... ]

Ficure 13-22 Starting the Registry editor

Step 1 You almost never need to access the Registry directly. It's meant to work in the background,
quietly storing all the necessary data for the system, updated only through a few menus and installa-
tion programs. When you want to access the Registry directly, you must use the Registry Editor
(REGEDIT or REGEDT32).

v/ Hint

This lab exercise was written using a system running Windows XP Professional. Windows XP has
combined the two versions of the Registry editor—REGEDIT and REGEDT32—to have the strong
search features of REGEDIT. For convenience, I will use the REGEDIT command to launch the Reg-
istry editor. If you are working on a Windows 2000 Professional machine, you can explore the

different versions of REGEDIT and REGEDT32. Remember, no matter which version of Windows
you are using, that the Registry is a binary file. You can't edit it using EDIT, Notepad, or any other

text editor.

To edit the Registry directly, follow these steps:
a) Select Start | Run, type regedit, and then click OK (see Figure 13-22) to start the Registry editor.

b) Note the five main subgroups or root keys in the Registry (see Figure 13-23). Some of these root
key folders may be expanded. Click the minus sign by any expanded folders. Do a quick mental
review—do you know the function of each Registry key? You should!

c) Now test your knowledge of the Registry. Referring to the textbook as necessary, match the
listed keys with the following definitions by writing the definition number next to the corre-

sponding key:

HKEY_CLASSES_ROOT

HKEY_CURRENT_USER

HKEY_LOCAL_MACHINE

HKEY_USERS

HKEY_CURRENT_CONFIG
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#! Registry Editor

Fle Edit Vew Favorites Help
Bl 1y computer | Name Type Data
{11 HKEY_CLASSES_ROOT
D HKEY_CURRENT_USER
[Z1 HKEY_LOCAL_MACHINE
[C1 HKEY_USERS
[71 HKEY_CURRENT_CONFIG

My Computer

Ficure 13-23 Viewing the five main subgroups of the Windows XP Registry

1. Contains the data for non-user-specific configurations, and includes every device in your PC and
those you've removed

2. Contains the personalization information for all users on a PC

3. Contains additional hardware information when there are values in HKEY_LOCAL_MACHINE
such as two different monitors

4. Defines the standard class objects used by Windows; information stored here is used to open the
correct application when a file is opened

5. Contains the current user settings, such as fonts, icons, and colors on systems that are set up to
support multiple users

Step 2 One of the reasons you might want to edit the Registry directly would be to implement or expand a
component of Windows that is not accessible through the Control Panel interface. A favorite of many techs
is to enable the Rename function for the Recycle Bin. Expand the HKEY_CLASSES_ROOT key by clicking the
plus sign. Notice that there are more subkeys underneath it, some of which have subkeys of their own, and
so on. Search down to the CLSID subkey and expand the key by clicking the plus sign. You will see hundreds
of long identification codes. Now use the Find utility (cTri-F) and enter the following string into the text
box: 645FFo40-5081-101B-9gF08-00AA002F954E

Make sure you enter the numbers correctly. Expand the subkey and click on the ShellFolder icon. You
should see the information in Figure 13-24.

Before you start changing the Registry, it's a good idea to learn how to “back up” the keys by
exporting and importing them. This will enable you to reset the subkey to its original state if you make
a mistake in your entries.
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Registry Editor
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Ficure 13-24 Contents of the ShellFolder in REGEDIT

a) Highlight the ShellFolder subkey, and then select File | Export to open the Export Registry File
dialog box. Save the key in a folder where you can find it again, and give it a useful name that
you won't forget.

b) Highlight the key again, and double-click the Attributes REG_BINARY file. Replace the hexadec-
imal number 40 o1 0o 20 with 50 o1 0o 20 and click OK.

c) Now double-click the “CallForAttributes” REG_DWORD file. Replace the 40 with oo and click OK.
d) Minimize the Registry editor and find the Recycle Bin on your desktop.

e) Highlight the Recycle Bin icon and right-click. In the drop-down menu there is now a Rename
option (Figure 13-25). Click Rename and change the name of the Recycle Bin. Fun, eh?

Open

Browse With Paint Shop Pro 7
Explore

Empty Recycle Bin

Create Shortcut

Properties

Recyde Bin

Ficure 13-25 The Recycle Bin's
newly added Rename option
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f)

g)

Step 3

To return the Recycle Bin to its natural state, first rename it back to Recycle Bin. Now navigate
to your exported Registry file and double-click the file. You will be asked if you are sure you
want to add this information to the Registry. Click Yes. You should see a message that the infor-
mation was successfully added to the Registry.

To confirm that your backup Registry information has taken effect, right-click the Recycle Bin.
Can you still rename it?

Imagine you're in the Control Panel adjusting your mouse settings, and you adjust the mouse

double-click speed to the maximum (fastest) and close the window without testing it. When you try to

use the system, you can’t double-click the mouse fast enough even to get back into the Control Panel to

fix it. (This is a bit of a stretch, as you could always use the keyboard to access the Mouse applet, but go

with me here to see the Registry in action.) So, what do you do? Follow these steps to view your current

Mouse applet double-click speed setting and then use REGEDIT to change it:

a) Access the Control Panel and open the Mouse applet.

b) Adjust the slider for the double-click speed to the middle position, and test to be sure it works.

c) Click Apply and then OK. Close the Mouse applet and Control Panel.

d) Open the Registry Editor, and make sure that My Computer is highlighted at the top of the left
pane.

e) Select Edit | Find to search for the mouse double-click speed. In the Find What field, type
doubleclickspeed (be sure to spell it as one word, no spaces). Check the Match Whole String
Only box. Click Find Next. You want only the first occurrence it finds. There are other things
with that name that you don’t want to change.

f) When REGEDIT finds the file, right-click the word DoubleClickSpeed in the right pane and
select Modify.

g) Change the value to something between 100 and goo (milliseconds); 100 is very fast. Click OK
and then close the Registry editor.

h) Reopen the Mouse applet in the Control Panel. Did the slider move from where it was?

i) For more practice, set your double-click speed to the fastest setting in the Control Panel and go
to the Registry to slow it down.

v/ Hint

The Web site www.winguides.com/registry is full of working Registry fixes.


www.winguides.com/registry
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Lab Analysis Test

1. Your friend Brian calls you and asks if he can make his new Windows XP system look like the Win-
dows 2000 system he uses at work. He says he doesn’t like the bright, cartoonish style, and the Start
menu is different. Explain to Brian what he can and can’t do to change the look of Windows XP.

2. What's the purpose of the MMC?

3.  When you install Windows XP for the first time on Joe’s PC, he notices that some desktop icons he’s
accustomed to seeing are missing. As a matter of fact, only the Recycle Bin icon is present. Where
and how can you add the desktop icons he's used to seeing in Windows 2000?

4. One of your clients using Windows XP called your Help Desk because he's experiencing difficulties
using the mouse. He says his mouse moves too fast, and icons don't respond when he double-clicks
them. What's wrong? Where would you direct him to go to fix this problem? Give the complete path.

5.  Which is a safer place for trained technicians to make changes or modifications: the Control Panel
or the Registry? Explain your choice.

Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.
Classic View
Control Panel
MMC
Recycle Bin
REGEDIT
snap-ins
Start button
taskbar

1. The Registry contains all the configuration data and can be accessed directly using

When you delete files, Windows creates shortcuts to them in the

The System, Display, and Mouse applets are found in the

The various tools in the MMC are known as

v & w N

The Start button and the notification area/system tray are parts of the Windows
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Although the CompTIA A+ Certification exams have dropped the
requirements of working with the MS-DOS operating system, they do
stipulate that PC technicians should know some of the basic commands
and functions available at the command-line interface in all versions of
Windows. Why? Because they still work, and good techs use the command
line often. You'll need a solid understanding of several basic command-
line commands, and a few advanced tasks. Commands such as CD, COPY,
and ATTRIB, as well as the tasks of starting and stopping services, edit-
ing files, and converting file systems, should be part of your PC tech

arsenal.

If you have a system crash and are able to gain access to the machine
using the Microsoft Recovery Console, you'll really need to know the proper
commands for navigating around your drives, folders, and files, and launch-
ing utilities that will get your OS up and running again. Also, when you
start working with networks, the command-line interface on all Windows

systems is invaluable.

v/ Cross-Reference

You will further explore the use of the Recovery Console in the lab exercises for Chapter 15,
“Maintaining and Troubleshooting Windows.” You will also have the opportunity to work with
additional networking command-line utilities in the lab exercises for Chapter 21, “Local Area

Networking.”

The command line can often provide a quicker way to accomplish a task
than the graphical alternative. In cases where a virus, hard drive failure,
or OS problem prevents you from booting to Windows, you need to know
how to get around with the command line. The following labs are designed
to give you the chance to practice your basic command-line skills, so that

when the need arises, the command line will be your friend.
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v’ Hint

As you have worked through the labs in this manual, I have recommended often that you explore
features, options, and components not specifically covered in the lab exercises. You have embarked
on the journey to become a CompTIA A+ certified technician! Natural curiosity, enthusiasm, and

determination will go a long way toward developing the understanding and experience you need
to become a competent technician and pass the exams. These qualities are especially important when
it comes to working with the command-line interface. As you navigate through the following labs,
it is easy to take a left when you should have taken a right and get lost in subdirectories, mistype

a command, or delete a file you didn’t want to. Don't let it discourage you.

Making mistakes while learning is good, and learning from those mistakes is great! If you get lost,
explore ways to get back to where you need to be—you're unlikely to hurt anything. If you really
get lost, work with your instructor or a more experienced classmate to determine where you went

astray, then work through it again.

b 30 MINUTES

Lab Exercise 14.01: Configuring the Command-Line
Window

Before you can use the command line, you need to know the basics: ways to access it, manipulate and
customize the look of it within the GUI, and close it down properly. This lab covers those basics.

Learning Objectives

In this lab, you'll practice opening, resizing, customizing, and closing a command-line window.
At the end of this lab, you'll be able to
®  Open a command-line window from within the Windows operating system
®  Resize the command-line window
®  Customize the look of the command-line window

e  Exit the command-line window

Lab Materials and Setup

The materials you need for this lab are

e A PC with Windows 2000 or Windows XP installed
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Getting Down to Business

The first thing you'll need to do, obviously, is get to a command line. Spend the next several minutes

becoming familiar with accessing the command-line window.

¢/ Cross-Reference

For details on how to access the command-line interface, refer to the “Accessing the Command

Line” section in Chapter 14 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Step 1 Turn on your system, and wait for the Windows desktop to appear. Then follow these steps:
a) Select Start | Run, then type CMD.
b) Click OK to display a command-line window (see Figure 14-1).

Step 2 There are three ways to change the size of the command-line window for better viewing:

®  Use the resize arrows along the edges of the windows (this will not work when the window is

maximized).
®  Use the minimize/maximize button in the upper-right corner of the window.
®  Press ALT-ENTER to toggle between the full screen and a window.

Step 3 In Windows 2000, you should be looking at a black screen with your operating system informa-
tion in the upper-left corner and a C prompt (C:\>) below. Windows XP will have a different prompt
(C:\WINDOWS\Documents and Settings\username>). This just means that in Windows 2000, the command
line opens as a default at the root of the C: drive, whereas Windows XP opens with the focus pointing to
the user’s personal area in the Documents and Settings folder.

To the right of the prompt, you'll see a flashing cursor indicating that it’s waiting for your input.
There’s also a scroll bar along the right side of the window. Sometimes your command causes more
information to be displayed than the window can hold, and it’s really useful to be able to scroll back up
and see what messages were displayed.

i Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Qpen: ‘ cmd 3 ‘

[ 0K H Cancel H Browse... ]

FiGure 14-1 Opening the Windows XP

command-line window
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You'll now execute a few commands, for the purpose of exploring the scrolling issue. You will explore
these commands further in later lab exercises. The Change Directory command (CD) lets you to change
the focus of the working directory displayed in the command-line window. The Directory command (DIR)
lists the filename, extension, file size (in bytes), and creation date/time of the files in the current
folder.

You are going to change from the current working directory to a subdirectory with hundreds of
files. Type CD C:\WINDOWS\SYSTEM32 (C:\ is the root directory, WINDOWS is the system folder, and
SYSTEM32 is where many of the system configuration and driver files are stored). You may have to use a
different drive letter or system folder name to arrive at the SYSTEM32 directory.

Now type DIR and press ENTER. The SYSTEM32 folder contains over 1000 files, so the command-line
window will not be able to display all of the information at once. If there's more than one screen’s worth
of information, it will keep scrolling out of sight until everything has been displayed. You can use the
scroll bar to go back a few screens’ worth—give it a try.

If you were actually trying to work with a few of the files in the folder, you're probably out of luck,
as you can't scroll back more than a few screens. To address this problem, there’s a command you can use
that forces the information to be displayed one screenful at a time. Type DIR /P and then press ENTER.
Adding the /P switch to the command tells it to pause after each screenful of text. Press the spacebar to
display the next screenful. You can't go back if you're too quick with the spacebar, so take a good look at
each screen! If you tire of paging through the screens, you can end the command by pressing cTrL-c.

Step 4 Just as with most applets in the Windows environment, if you right-click the title bar and select
Properties, you can configure some of the features of the command-line window:

e  Options Configure the cursor size, command history, display options, and edit options.
e  Font Select from a limited set of command-line fonts and sizes.

® layout Set the screen buffer size and window size, and position the window on the monitor

screemn.

®  Colors Configure the color of screen text, screen background, pop-up text, and pop-up back-
ground.

Explore some of the settings you can change, and feel free to set up the command-line window to
your personal taste. I grew up on early IBM machines, in the days when owning a color monitor meant
that you had an electric green or bright orange character on a black monochrome screen. See if you can
re-create this wonderful look!

Step 5 There are two common ways to close a command-line window:

e  (lick the X in the upper-right corner of the window. This method isn’t recommended if the
window is actively running a program. You should wait until you see the prompt before click-
ing the X.

e  Type EXIT at the command line, and press ENTER. I prefer this method, because I can be sure
the window is inactive when I quit.

269
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b 30 MINUTES

Lab Exercise 14.02: Navigating Basic Commands

Before you can really use the command line, you must know the basic commands needed to navigate
around a drive to locate and modify files. In this lab exercise, you'll learn more basic command-line

commands that you would need to know when troubleshooting your or your client’s PC.

v/ Hint

For the most part, mistakes such as spelling a command or filename incorrectly won't be disas-
trous for you. It's possible to misspell just incorrectly enough to delete the wrong file, or some-
thing similar, especially if you're using wildcards (I'll get to those in a bit). Typically, though,
if you misspell a command or filename, the command line won't know what you're asking it to
do and therefore won't do anything, or won't know what file you're asking to work with and

will return an error message.

Learning Objectives
In this lab, you'll learn or review commands for directory and file management while using the com-

mand line.
At the end of this lab, you'll be able to
®  Use commands to view, navigate, create, and delete directories using the command line

e  Use commands to copy, move, rename, and delete files using the command line

Lab Materials and Setup

The materials you need for this lab are

® At least one working computer running Windows 2000 or Windows XP

¢/ Hint

Other Windows versions will work just fine for this exercise, as long as you understand that the

results may appear differently on your screen.

Getting Down to Business

Hundreds of commands and switches are available to you from the command-line interface. Although it
is beyond the scope of these exercises to explore every possible command and its associated switches, you
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should spend the time in this lab exercise working with the specific ones that form the cornerstone of
command-line navigation. These are the basic commands you'll use most often when working with the

command line.
Step 1 Follow these steps:

a) Launch the command-line interface by typing CMD in the Run dialog box and either clicking
OK or pressing ENTER.

b) When you first open the command-line window, your prompt might not be focused on the root
directory. Because you want to focus on the root directory at this time, you must change direc-

tories before continuing.

The CD (Change Directory) command changes the directory the system is focused on. When you use
the CD command, you must type the command followed by a space and then the name of the directory you
want to view. This is true of all command-line commands. First, type the command followed by a space
and then any options. Because you want to focus on the root of C: and the name of the root is the back-
slash (\), you'd type in the following and press ENTER (assuming that you're in the C: drive to begin with):

C:\Documents and Settings\username>CD \

Notice that the prompt has changed its focus to C:\> (see Figure 14-2).

Step 2 Probably the most frequently typed command is the request to display the contents of a direc-
tory (DIR). Because the command-line interface doesn’t continually display everything the way a GUI
does, you have to ask it to display specific information. The way you display the contents of a directory
is to focus on the particular directory or subdirectory, and enter the command DIR.

Let’s take a look at the contents of your root (C:\>) directory. You should already be focused there
from the previous step in this exercise. Type DIR at the command prompt and press ENTER.

v/ Hint

From now on, when you see an instruction to type a command, you should assume that you should
press ENTER afterward to complete the request (command). Otherwise, the command line will sit

there, waiting patiently until the sun grows cold.

e C:A\WINDOWS \spstem3I2hicmd. exe

icrosoft Windows HP [Uersion 5.1.26081
(CY> Copyright 1985-2881 Microsoft Corp.

:\Documents and SettingssUserlcd -
N>

-

141 | 2

Ficure 14-2 Changing the command-line focus
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et C:AWINDDWSAspstem32hemd. exe

odie
Uolume in drive C has no lahel.
Uolume Serial Mumber is 44A4-6AB3

Directory of G:N

?-03-2002 B8:59 AM @ AUTOEXEC.BAT
1-,87,2006 ©B8:80 AW 12,288,463 AUG7QT .DAT
?-03-2082 @A8:59 AM B CONFIG.SYS
4-22-2006 B7:19 AM <DIR> Gubase MIDI
1-04-2006 ©B2:45 PM <DIR> DELL
2,84-2804 B6:16 AM <DIR> Documents and Settings
7-14-2004 B89:29 AM <DIR> DRIUERS
?-12,2006 11:33 AM <DIR> Examlliew
1,04-2006 11:27 PM <DIR> 1386
?-14-2004 10:19 AM <DIR> My Music
1-18-2886 12:38 PH <DIR> Program Files
i-18-2006 11:39 AM <DIR> WINDOWS
3 File(s> 12,288,463 hytes
9 Dird{s> 18.429.411.328 bytes free
N
| I vl

Ficure 14-3 Viewing a sample Windows XP root directory

Now here’s where it gets a little gray. Because I don't know what’s in your root directory, there's
no way to predict exactly what your C:\ contents will look like—but it’s a good bet that something will be
different from what I show you here! In theory at least, your display should be similar to Figure 14-3.
Windows 2000 and XP will have the same basic look.

Notice that using the DIR command in any Windows operating system gives you the following

information:
e  Filename
e  File extension
® Date and time of creation
®  Size in bytes
® Designation as either a directory (<DIR>) or a file
e The number of files in the directory
e  The amount of free space on the drive

Look at your particular results and note the mixture of files, which display a size in bytes, and
directories, which have the annotation <DIR> after their name. In the preceding examples, AVG7QT.DAT
is a file of 12,288,463 bytes, and WINDOWS, Program Files, and Documents and Settings are all names of

directories.

Note whether you see the following files or folders in your root (C:\>) directory (you won't see

them all):
AUTOEXEC.BAT Yes No__
CONFIG.SYS Yes No
WINNT Yes No

WINDOWS Yes No
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Documents and Settings Yes No

Program Files Yes No

List the names of all the directories you see displayed in your root directory:

Step 3 The biggest challenge when working with the command prompt is remembering what exactly
to type to achieve your goal. Learning the commands is one thing, but each command can have switches
and options that modify it somewhat. Also, you may have noticed that the screen fills up and scrolls
from top to bottom, making it difficult to view all the information you might need. Let’s look at a
command to clear the screen and another to provide assistance with how to use the commands.

Type the command CLS. What happened?

Type the command DIR /?. What happened?

The question mark (/?) is a standard help switch for most commands. Even though I've used these
commands for decades, I still use the /? switch occasionally to remember what options are available for
a specific command.

v/ Hint

Be careful not to confuse the backslash (\) and the forward slash (/). In a command-line world,

the path uses the backslash and command switches use the forward slash.

At this point, a huge amount of help information is displayed (see Figure 14-4), so you may feel like
you're in command overload! Take comfort in the fact that DIR is the most complex command. Other com-
mands are more straightforward with their help. You don’t need to know what all the switches are—just
know how to use the help switch (/?) to find them! The main thing to learn is the syntax of the commands.

Everything in brackets ([ ]) is optional for the command. Notice that DIR is the only mandatory part
in that command even though there are several optional switches and parameters. This is the same for
all of the commands. The system will use defaults if you don’t specify a switch or optional parameter. It's
the defaults that can cause problems if you're not careful when using these commands. Now follow
these steps:

273
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|5 D:AWINDOWS\System32\cmd.exe =]

C:\>dir #? B
Displays a list of files and subdirectories in a directory.

DIR [drive:llpathllfilename] [~ALL:Jattributes]] [/B] [-C]1 [~D]1 [ L1 L[/N]

[/0LL:1sortorder]] [/P1 [-Q]1 [81 [/TLL:1timefieldl] [-W]1 [/X]1 [4]
[drive:1[pathl[filename]
Specifies drive, directory. andsor files to list.
“RA Displays files with specified attributes.
attributes D Directories R Read-only files
H Hidden files A Files ready for archiving
2 System files — Prefix meaning not
B Uses bare format <(no heading information or summaryr.
/G Display the thousand separator in file sizes. This is the
default. Use /-C to disable display of separator.
D Same as wide but files are list sorted by column.
#L Uses lowercase.
N New long list format where filenames are on the far right.
20 List by files in sorted order.
sortorder N By name <alphabetic) 8 By siee (smallest first)
E By extension Calphabetic> D By datestime Coldest first)>
G Group directories first — Prefix to reverse order
~P Pauses after each screenful of information.
] Display the ouner of the file.
/8 Displays files in specified directory and all subdirectories.
T Controls which time field displaved or used for sorting
timefield C Creation
A  Last Access
W Last Written
U Uses wide list format.

FiGure 14-4 Viewing the syntax of the DIR command

a) Put a known good disc with files in your CD-ROM drive and let it spin up and come to rest. Can-
cel any windows that automatically open and proceed to the next substep.

b) Type DIR, and examine the resulting list of files and folders. Did they change from the previous
step?

¢) Do you think it read the compact disc? Probably not, because your prompt is still focused on the
root directory of the hard drive.

d) Type DIR D: (replace D: with the appropriate drive letter for your CD-ROM drive, if necessary)
and examine the resulting list of files and folders. Did they change this time? Aha! The option
of [drive:] was needed to change the focus of the DIR command to the CD-ROM drive.

The [drive:] option will work for any of the drive letters. Floppy diskettes, CDs, DVDs, USB thumb
drives, and Zip drives are all fair game as well. When you use this option, you can look at those other
drives without switching from the directory you're in.

Step 4 Type DIR /? to look at two more optional switches: /P and /W. The /P switch is used when all
the information will not fit on one screen, and /W is used to see a condensed listing of the directory.

Let’s focus on a different directory. Remember, the CD command will let you change the directory

you want to focus on:
a) Type CD \WINDOWS.
b) Type CLS.

c) Type DIR at the command prompt. This shows way too much data for the screen to display all at
once.

d) Type DIR /P at the command prompt. This very useful switch causes the display to stop scrolling
(pause) after each screen, waiting until you press the spacebar to show you more. In directories
with lots of files, this is a lifesaver!
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v’ Hint

If you want to stop a process that seems to be running forever, you can press cTri-c. The process
will end, and you'll get the prompt back.

e) Now type DIR /W at the command prompt. This switch is convenient when you're simply look-
ing to see if a particular file resides in a particular directory, because it shows a “wide” list
with filenames but no details.

f) Now practice moving around in the command window. Right now you're focused on the WIN-
DOWS directory. Go back to the root directory by typing CD \. To change the focus to another
directory, use the CD command as you've learned. Use the DIR command to see what directories
you have available in your current folder.

g) Try going to a subdirectory in another subdirectory and listing the contents. Look back at the
list of directories you made previously and select one. Issue the CD command followed by a
backslash (\) and the name of the target directory. For example, to switch to the Documents

and Settings directory in the previous listing, type this:

C:\WINDOWS>CD \DOCUMENTS AND SETTINGS
Do this using several of the directory names you wrote down previously, and then type DIR to see
what's there. Are there any subdirectories in this directory? Make a note of them.

v’ Hint

After you've changed the prompt focus many times, you may become confused about exactly where
you are. You can always get to the root directory from any focus by typing CD \.

Step 5 A normal Windows XP installation creates a Drivers directory, within a directory called Sys-
tem32, under the WINDOWS directory in the root of C: drive. To go to the Drivers directory, you don’t
have to do the CD command three times unless you really want to. If you know the path, you can go
directly to the subdirectory with one CD command.

Go to the Drivers subdirectory by typing this at the command prompt:

C:\>CD \WINDOWS\SYSTEM32\DRIVERS
Your prompt should now look like Figure 14-5.

Type DIR to see what's there.



276 Chapter 14: Working with the Command-Line Interface

C:\WINDOWSAsystem3I2\drivers>a

Ficure 14-5 Focusing on the Drivers subdirectory

One final navigation hint—you can change directories going back up toward the top level without
returning directly to the root. If you want to go up a single directory level, you can type CD followed
immediately by two periods (sometimes referred to as CD dot dot). For example, typing this takes you up
one level to the System32 directory:

C:\>\WINDOWS\SYSTEM32\DRIVERS>CD. .

C:\>\WINDOWS\SYSTEM32>

Do it again to go to the Windows directory:

C:\>\WINDOWS\SYSTEM32>CD. .

C:\>\WINDOWS>

Type the command once more to arrive at the root directory:

C:\>\WINDOWS>CD. .

C:\>

Take a minute and practice using the CD command. Go down a few levels on the directory tree, and
then jump up a few, jump back to the root directory, and then jump down another path. Practice is the
only way to get comfortable moving around in a command-prompt environment, and a good PC techni-
cian needs to be comfortable doing this.

Step 6 Sometimes a technician needs to make a directory to store files on the system. This could be a
temporary directory for testing purposes, or maybe a place to store something more permanently (diag-
nostic reports, for example). In any case, it's important that you know how to create and remove a
directory. The CompTIA A+ exams will test you on this. Follow these steps:

a) Be sure you're in the root directory. If you aren’t there, type CD \ to return to the root direc-
tory, where you'll add a new top-level directory. Actually, you can make a directory anywhere
in the file structure, but you don’t want to lose track of where it is, so make your new directory
in the root. Do this using the MD (Make Directory) command.

b) Type MD /? to see how the command is structured and view the available options (see Figure 14-6).

c) At the command prompt, type the following:

C:\>MD CORVETTE

C:\>md /7
Creates a directory.

HKDIR [drive:lpath
HD [drive: lpath

Figure 14-6 Using the MD command
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d) When the command line just presents a fresh prompt, it means that everything worked correctly.
But to verify that the directory was actually made, type DIR to see your new directory in the list.
It's as simple as that!

¥ Warning

Be careful—the new directory will always be created wherever the prompt is focused when you

issue the command, whether that’s where you meant to put it or not.

e) Be sure you’re in the root directory (type CD\), and prepare to remove your new CORVETTE
directory.

Removing a directory requires the RD (Remove Directory) command and two conditions: First,
the directory must be empty, and second, your system must not currently be focused on the
directory about to be deleted.

f) Type this command:

C:\>RD CORVETTE
The directory has been deleted.

g) Type DIR to confirm that CORVETTE has been removed.

v Hint

Be very careful when you remove directories or delete files in the command line. It isn't as for-
giving as Windows, which allows you to change your mind and “undelete” things. When you
delete a file or directory using the command line, it’s gone. If you make a mistake, there’s noth-
ing left to do but pout. So think carefully before you delete, and be sure you know what you're
deleting before you do it—you'll save yourself a great deal of agony. Also pay attention to the

directory you're currently focused on, to ensure that you're in the correct one.

Step 7 Sometimes you know the name of the file you want to use, but you don’t know the directory
where it’s located. In this case, working with files and directories can become quite tedious. To help you
locate files more easily, here are some switches and wildcards you can use with the DIR command:

a) Look again at the results of the DIR /? command, and find the /S switch. The /S switch will
look for a file(s) in the specified (focus) directory and all subdirectories under that directory.

b) Windows XP has a file named XCOPY.EXE somewhere on the drive. Locate the path to the
XCOPY.EXE file using the /S switch.

c¢) Start with your command prompt at the root directory (CD \).

d) Type this command:

C:\>DIR XCOPY.EXE
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&% D:\WINDOWS\System32\cmd.exe [ [O] <]
C:~>DIR ~S XCOPY.EXE u
Uolume in drive C has no lahel. l

Uolume Serial Number is 942D-671C
Directory of C:NWINDOWS\system32

198232001 B86:00 AM 28,168 xcopy.exe
1 Filed{s) 28,168 bytes
Directory of C:SWINDOUS\system32-dllcache
198232601 B6:00 AM 28,168 xcopy.exe
1 File(s> 28,168 hytes
Total Files Listed:
2 File(s> 28 hytes

56.3
B Dird{s> 69.564.149.768 hytes free

Figure 14-7 Locating the XCOPY.EXE file

If the file isn’t in the root directory, nothing will be displayed.

e) Now try the new switch you just learned about to search all subdirectories. Type this command:

C:\>DIR /S XCOPY.EXE
f) On my system, the file shows up in two places: in the C:\WINDOWS\system32 directory and in
the C:\WINDOWS\system 32\dllcache directory (see Figure 14-7).

Another way to look for a file is to use a wildcard. The most common wildcard is the asterisk charac-

ter (*), which you can use in place of all or part of a filename to make a command act on more than one
file at a time. Wildcards work with all commands that use filenames.

The * wildcard replaces any number of letters before or after the dot in the filename. A good way to
think of the * wildcard is “I don't care.” Replace the part of the filename that you don't care about with *.

For example, if you want to locate all the README files on a hard drive and you don't care what
the extension is, type the following:

C:\>DIR /S/P readme.*
The result is a list of all the README files on the hard drive. Notice that I used the /S switch to look
in all the directories and the /P switch so I can view one screenful of results at a time (see Figure 14-8).

&t D:\WINDOWS\System32\cmd.exe [-[O0]

C:sxdir readne.® As/p .
Volume in drive G is LOGAL DISK
Uolume Serial Mumber is FC74-59D7

Directory of C:\Program Files“E-Color\3Deep

jo5-87-2001 ©B4:43 PHM 4.966 Readme.txt

1 File(s> 4,966 hytes
Directory of C:\Program Files“E-Color~E-Color Indicator

j95-82-2001  @4:32 PHM 4.882 ReadMe.txt

1 File(s> 4,882 bhytes
Total Files Listed:

2 Filed(s) ?.768 hytes
B Dirds> 35,438,488 hytes free

Gy

Ficure 14-8 Using a wildcard to locate files



Lab Exercise 14.03: Using Command-Line Tools 279

& D:\WINDOWS\System32\cmd.exe - DIR [S[P *read*. =

Uolume in drive G is LOGAL DISK u
Uolume Serial Number is FC74-59D7

Directory of C:\Program Files“\E-Color>3Deep

B5/07/2801 ©4:43 PM 4,966 Readme.txt
B5-87-2801 B4:43 PM 4,966 ReadmeNT.txt
2 File(s> 2,932 hytes

Directory of C:sProgram Files“\E—Color\E—-Color Indicator

|65-82-2081 B4:3% PM 4,882 ReadMe.txt
1 File(s> 4,882 hytes

Directory of C:slork Files

1%/%3/%831 12:380 PM 6.89% Style Guide Proofreader’s and Editor's Sy
mbo 1s . htm
B2-21-2883 B1:82 PM <DIR> Style Guide Proofreader’s and Editor’'s Sy
mbols_files

1 File(s> 6.895% hytes

Press any key to continue . . . _

FiGure 14-9 Using a wildcard to locate *READ¥.* files
You can use the * wildcard for any number of characters. For example, not all companies use
README.TXT as the help filename. Some use READ.ME, and others may use READ.TXT.

Because READ is common to all those variations, let’s find all the files with READ in the filename.
You should be prepared to see a long list of every file with READ in the name, not just the README files.

Type the following:

C:\>DIR /S/P *read*.*
Figure 14-9 shows the first screenful of results from my system. I found 104 files with READ some-
where in the filename. How many files and directories did you find with READ as part of the name?

0 30 MINUTES

Lab Exercise 14.03: Using Command-Line Tools

Commands such as TYPE, COPY, MOVE, RENAME, and DELETE are used for manipulating files, such as
you would be doing while troubleshooting a client’s PC. These are more of the commands that every
working tech should know by heart.

Learning Objectives

In this lab, you'll use commands for file management.
At the end of this lab, you'll be able to
e  View text (.TXT) documents from the command-line interface
e  Rename files using the command-line interface
e  Copy files using the command-line interface
e  Move files using the command-line interface

e  Delete files using the command-line interface
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Lab Materials and Setup

The materials you need for this lab are

° At least one working computer running Windows 2000 or Windows XP

Getting Down to Business

You might refer to these as the “second-tier” commands. Once you've used commands such as DIR, MD,
and CD to navigate and create folders, you can use the following commands to manipulate individual files.

Step 1 In Lab Exercise 13.02, you created a text document using Notepad that you could safely use to
explore file commands in this chapter. You will now navigate to your My Documents folder and verify
that the file is there and contains readable text:

a) If you don't already have the command-line window open, get to a command prompt.

b) Enter the following commands:

C:\>CD \Documents and Settings\%USERNAME%\My Documents
C:\Documents and Settings\%USERNAME%\My Documents\>DIR /P

v Hint

To locate the file you created in Lab Exercise 13.02 and saved to My Documents, you should be
logged on as the same user. The variable #USERNAME% (including the preceding and trailing
percent signs) in the command-line syntax represents the user name you're currently using.
Microsoft has assembled many variables that can be used in this manner, such as %SYSTEM-

ROOT% to represent the system folder (usually named WINNT or WINDOWS). You may actually

use the variable in the command-line syntax to have the system insert your user name (the folder
where all of your personal settings and saved documents are) in the path. I have included a generic

example of the use of this variable in Figure 14-10.

Look for the file you created in the previous chapter’s lab (it should be called Command Line

Test.TXT). Do you see it listed here?

Now you will use another command to verify that the file is a text file containing readable text.
There are many ways to do this; you'll use one of the simplest methods. The TYPE command displays
the contents of a text file, but doesn’t allow you to edit or manipulate the text in any way.

o C:AWINDDWS\system3Z\icmd. exe

=N>CD SNDOCUMENTS AND SETTINGE~:<USERNAME:“\MY DOCUMENIS

=»Documents and Settings:User“My Documents>

|41 | Y

Ficure 14-10 Using an environment variable to insert the user name
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c) Enter the following (carefully enter the line in the exact syntax as shown, including the quota-

tion marks):

C:\Documents and Settings\%USERNAME%\My Documents\>TYPE “COMMAND LINE TEST.TXT”
You should see the text that you entered in Notepad during Lab Exercise 13.02. All of the text should be
displayed, although you may have to resize your command-line window to see all of it, and even then it

won't be pretty.

The other thing you may have noticed is that to access the text file, you had to add quotation marks
to the beginning and the end of the filename. This is because the command line only understands spaces
as breaks between commands and operators or switches. Leave the quote marks out of the command line
and run the TYPE command again. What happened?

You should see something similar to the output in Figure 14-11.

You're going to use this file in the next few steps, and it will be easier to work with if its format
conforms to the 8.3 rule. In the early days of MS-DOS, filenames could only be eight characters long, with
a three-character extension after the period. The three-character extension has remained throughout
all versions of Microsoft operating systems, but you can now use up to 255 characters (with spaces) as
the filename. To make this file easier to work with in the command line, you'll use the REN (Rename)

command to change the filename.

d) Type the following command:
C:\Documents and Settings\%USERNAME%\My Documents\>REN “COMMAND LINE TEST.TXT”
CMDLNTST . TXT

e) Now confirm that this has worked by typing the following command:

C:\Documents and Settings\%USERNAME$\My Documents\>TYPE CMDLNTST.TXT
Great! Now you will be able to type the filename more quickly as you complete the rest of the exercise.

Step 2 At the command prompt, type CD \ to change your focus to the root directory. You'll now cre-
ate a new directory in the root called STUDY so that you can do some copying and moving. The only dif-
ference between copying and moving is that COPY leaves the original file in the same place (as a backup)
with a duplicate made elsewhere, whereas the MOVE command relocates the original file to a new location
with no backup available. They're otherwise similar, so once you've learned the COPY command, you've
pretty much learned the MOVE command too! Follow these steps:

er CAWINDDWS \system32\cmd. exe

:2\Documents and SettingssUsersHy Di ts>type d line test.txt
he system cannot find the file specified.

rror occurred while processing: command.

he system cannot find the file specified.

rror occurred while processing: line.

he system cannot find the file specified.

rror occurred while processing: test.txt.

:sDocuments and Settings“User My Documents>

|1 | BV

FiGure 14-11 Results of running TYPE without using

quotation marks
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a) Make a directory named STUDY by typing the following:

C:\>MD STUDY
b) Verify that the directory is there by using the DIR command.

Now follow these steps for copying your file named CMDLNTST.TXT to the new STUDY directory:

c) Change the focus of the command prompt to the STUDY directory:

C:\>CD STUDY
d) Copy the CMDLNTST.TXT file to the STUDY directory:
C:\STUDY>COPY “C:\DOCUMENTS AND SETTINGS\%USERNAME%\MY DOCUMENTS\CMDLNTST .TXT”
C:\STUDY\CMDLNTST . TXT
Here, COPY is the command, C:\DOCUMENTS AND SETTINGS\%USERNAME%\MY DOCUMENTS\
CMDLNTST.TXT is the current location and name of the file (notice the use of the quotation marks and
the %USERNAME% variable once again), and C:\STUDY\CMDLNTST.TXT is the target location and name
of the file.

The entire command and response will look similar to Figure 14-12.

e) Run the DIR command to see if you copied the file. If the file isn’t there, carefully repeat the
previous steps or ask your instructor for help.

f) Change your directory focus back to the My Documents folder (CD \DOCUMENTS AND SETTINGS\
%USERNAME%\MY DOCUMENTS) and run the DIR command to see if the original CMDLNTST
.TXT file is still there.

v Hint

If you're already in the target directory, you don't need to include the target path in the com-
mand. My idea of copying or moving files is to start in the directory to which you want to copy
the files. Then you can bring the files to where you are. Each time you copy or move a file, you
can run the DIR command to see if it's actually there. The other way of sending a file to a direc-
tory can be troublesome if you're moving files, because you may accidentally send them to a wrong

directory and waste time looking for them.

Another good use of the COPY command is to make a backup copy of a file and rename it at the same
time, so that the two files can reside in the same directory.

g) To make a backup of the CMDLNTST.TXT text file, type the following command:

C:\STUDY\>copy CMDLNTST.TXT CMDLNTST.BAK

o CAWINDDWSAsystem32\emd. exe

NSTUDY >COPY “C:N\DOCUMENTS AND SETTINGS-:USERNAME:“\MY DOCUMENTS\CMDLNTST.TXT" C:“STUDY~CHMDLNIST.TXT
1 file<s) copied.
NETUDY >

Ficure 14-12 COPY command and response
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You now have three copies of the same file; you will clean these up in the last step.

Step 3 The last two commands you will work with in this step are the MOVE and DEL (Delete) commands.
First, you will delete the copy of CMDLNTST.TXT that you copied into the STUDY folder in the last step. You
will then move the file permanently from the My Documents folder to the STUDY folder. Follow these steps:

a) Change the focus of the command prompt to the STUDY directory:

C:\>CD STUDY
b) Delete the CMDLNTST.TXT file from the STUDY directory:

C:\STUDY\>DEL CMDLNTST.TXT
¢) Run the DIR command to see if you deleted the file. If the file isn’t there, you deleted it.

Now you will follow the steps to move the file from My Documents to the STUDY folder. You will
then verify that the file is in the STUDY folder and no longer in the My Documents folder.

d) Make sure the focus of the command prompt is still the STUDY directory.

e) Move the CMDLNTST.TXT file to the STUDY directory:

c:\STUDY>MOVE "“C:\DOCUMENTS AND SETTINGS\%USERNAME%\MY DOCUMENTS\CMDLNTST .TXT”
C:\STUDY\CMDLNTST . TXT

In this case, MOVE is the command, C:\DOCUMENTS AND SETTINGS\%USERNAME%\MY DOCUMENTS\
CMDLNTST.TXT is the current location and name of the file (notice the use of the quotation marks and the
%USERNAME% variable once again), and C:\STUDY\CMDLNTST.TXT is the target location and name of
the file.

f) Run the DIR command to see if you moved the file. If the file isn’t there, repeat the previous

steps or ask your instructor for help.

g) Change your directory focus back to the My Documents folder (CD \DOCUMENTS AND
SETTINGS\%USERNAME%\MY DOCUMENTS) and run the DIR command to see if the original
CMDLNTST.TXT file is still there. Do you see it? Why or why not?

You should now have two copies of the file in the STUDY directory, CMDLNTST.TXT and CMDLNTST
.BAK. The file should have been moved from the My Documents directory.

0 1 HOUR

Lab Exercise 14.04: Advanced Command-Line
Utilities

In Windows, you can perform many tasks either from the GUI or from the command-line window. The
CompTIA A+ exams want you to be comfortable with both methods to accomplish these tasks. To practice
your skills with the command-line versions of these tasks, work through the following scenarios and
steps to explore the BOOT.INI system file, the Print Spooler service, and the NTFS file system, all with

the view from the command prompt.
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Learning Objectives

In this lab, you'll work through three scenarios.
At the end of this lab, you'll be able to
e  Work with the ATTRIB and EDIT utilities
e  Start and stop services with the NET command

e  (Convert file systems

Lab Materials and Setup

The materials you need for this lab are
® At least one working computer running Windows XP

e A hard drive with at least 1 GB of unallocated space, or a 1-GB or greater partition formatted
with the FAT32 file system

v/ Hint

If the machines configured with multiple hard drives are still available from Lab Exercise 10.05,
“Implementing Software RAID o with Disk Management,” you can convert these back to basic disks

and format them with FAT32 to use in Step 3 of this exercise.

Getting Down to Business

Working through commands as you have in the prior exercises is an excellent method to explore the
commands and their usage, but it can seem a little sterile since the commands are isolated and out of
context. The next few steps are built around scenarios common in the workplace, requiring you to per-
form tasks that incorporate both commands you have learned in prior exercises and new commands
that will be introduced as needed.

Step 1 BOOT.INI is a file that the Windows 2000 and Windows XP operating systems use to locate the

system files during the boot process. This is especially important if the machine has been configured to
be a multiboot machine capable of launching different operating systems. In the steps that follow, you
will use the command-line text editor, EDIT, to modify the BOOT.INI system file. You'll have to change

the status of the READ ONLY attribute using the ATTRIB command, and verify successful configuration
using the System applet’s Startup and Recovery settings.

a) Using your favorite method, launch the command prompt and change your focus to the root
directory.

b) To open BOOT.INI using the command-line editor, type the following command:

c:\>EDIT BOOT.INI
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This launches the text editor, which displays the BOOT.INI text. Move your cursor down to the line
that reads timeout=30 and change it to timeout=10. What happens when you do this?

Exit the command-line editor by pressing ALt-F, then x (this is the keyboard shortcut for File | Exit).

c) To list the files and all of their attributes, use the ATTRIB command:

c:\>ATTRIB
The BOOT.INI file is currently set with the attributes R (Read Only), H (Hidden), and S (System).
You must change the attributes before you can modify the file. Type ATTRIB /? to see the available
options for the ATTRIB command.

d) Now change the attributes for the BOOT.INI file so that you can edit it in the command-line
text editor. Type the following command:

c:\>ATTRIB -R -H -S BOOT.INI
This should remove the attributes from BOOT.INI. To verify the status of BOOT.INI, type ATTRIB at the
command prompt. Did the previous ATTRIB command clear the attributes of the BOOT.INT file?

e) Launch the command-line editor again using the following command:

c:\>EDIT BOOT.INI
Again move your cursor down to the line that reads timeout=30 and change it to timeout=ro0.
Save the file by pressing ALT-F, then s (File | Save), and exit the command-line editor by pressing ALT-F,
then x (File | Exit).

f) Verify that you have modified the BOOT.INTI file by following these steps:
1. Access the Control Panel.
2. Open the System applet and click the Advanced tab.
3. Click the Settings button in the Startup and Recovery area.

The setting called Time to display list of operating systems should be changed from 30 seconds to 10 sec-
onds (see Figure 14-13).

g) Now change the attributes for the BOOT.INI file again so that it's a read-only, hidden, system
file. Type the following command:

c:\>ATTRIB +R +H +S BOOT.INI
This will keep the file safe from accidental or malicious deletion or modification until the next
time you, the PC tech, need to edit it for different configurations.

Step 2 One recurring problem you will run into in the field is when one of the services in Windows
stalls—in particular the Print Spooler. The Print Spooler is a holding area for print jobs, and it’s espe-
cially important for network printers. If the print device runs out of paper while printing a document,
you may have to stop and start the Print Spooler to allow the print device to receive jobs again. Typi-
cally you just open the Computer Management console, select Services, and restart the service. However,
there may be times when it is more convenient or just plain necessary to accomplish this task from the
command-line interface.

285
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Startup and Recovery

System startup

Default operating system:

|"Micr050ﬂ: Windows XP Professional" /fastdetect /NoExecute=0p ¥ |

[#] Time to display list of operating systems: % | seconds

L

T\me to display recovery options when needed seconds

To edit the startup options file manually, click Edit.

System failure

ﬂrlte an event to the system log
Send an administrative alert
Automatical\y restart

Write debugging information

|Sma\| memory dump (64 KB} b |

Small dump directory:
| %SystemRoot%e\Minidump |

Overwrite any existing file

[ oK _H Cancel ]

Figure 14-13 Checking settings in the Startup
and Recovery window

The following steps walk you through stopping and starting the Print Spooler from the command-
line interface:

a) Launch the Services console by opening the Control Panel, launching the Administrative Tools
applet, and double-clicking Services.

b) Scroll down and highlight the Print Spooler, then select Action | Properties. You should see that
the Print Spooler is started and running (see Figure 14-14).

c¢) Now launch the command-line interface and change the focus to the root directory.

d) Type the following command at the prompt:

c:\>NET STOP SPOOLER

The command line should inform you that the Print Spooler service is stopping, and then that the
Print Spooler service was stopped successfully (see Figure 14-15).

¢/ Cross-Reference

You will explore the NET command-line utility in the lab exercises for Chapter 21, “Local Area Net-

working.” If you would like to explore the NET command while working on this lab, type NET /?
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Print Spooler Properties (Local Computer)

General |Log On | Recovery | Dependencies|

Service name Spooler

Display name

Description: Loads files to memory for later printing.

Path to executable:

CAWINDOWS\system32\spoolsv.exe

You can specify the start parameters that apply when you startthe service from
here.

Startup type: Automatic hd
Service status: Started
Start Stop Bause Resume

Start parameters: ‘

[ OK J [ Cancel Apply

FiGure 14-14 Print Spooler properties

e) Using ALr-1AB, change your focus to the Print

Spooler Properties window you opened earlier. You

should be able to confirm that the Print Spooler service has been stopped (see Figure 14-16).

f) Change the focus back to the command-line window, and type the following command at the

prompt:

c:\>NET START SPOOLER

The command line should inform you that the Print Spooler service is starting, and then that the

Print Spooler service was started successfully (see Figure 14-17).

In the real-world scenario, your Print Spooler service would be restarted, and you should have a

healthy, functioning print server once again. Now you just have to figure out where you stored the

extra toner!

AWINDOWS\spstem32icmd.exe

icrosoft Windows XP [Uersion 5.1.26801]
<G> Copyright 19852001 Microsoft Corp.

:z\Documents and Settings lUserded
:5>NET STOP SPOOLER

he Print Spooler service is stopping.
he Print Spooler service was stopped successfully.

1«1 | H oz

Ficure 14-15 Stopping the Print Spooler service

from the command-line interface
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Print Spooler Properties (Local Computer)

General |Log On | Recovery | Dependencies|

Service name: Spooler

Display name:

Loads files to memory for later printing

Description:

Path to executable:
CAWINDOWS\system32\spoolsv.exe

Startup type Automatic v
Service status Stopped
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service from
here.

Start parameters: ‘

[ OK J [ Cancel I Apply

FiGure 14-16 The Print Spooler Properties window

Step 3 Many of the legacy systems in the field started out as Windows 98 and Windows 2000 machines.
Often, these systems’ hard drives were partitioned and formatted with the FAT32 file system. As you
upgrade these systems, you may want to leave the FAT32 file system intact until you verify that the
upgrade has been successful. After successful completion of the upgrade, it is recommended that you
convert the file system to NTFS. This is a nondestructive, one-way conversion! Once you switch to NTFS,
you will have to delete the data and reformat the partition if you want to revert to FAT32.

In this step, you will create a FAT32 partition (unless you already have one from earlier labs) and
then use the command-line utility called CONVERT to convert the partition to NTFS.

a) Boot a computer system with at least 1 GB of unallocated hard drive space. If you have access to
the system you used to explore RAID 1 (striping), you can use the extra hard drives installed in
the system.

b) Launch the Disk Management console. From the Control Panel, go into Administrative Tools and
then select Computer Management.

o CAWINDOWSAspstem32hcmd. exe

:»>NET START SPOOLER
he Print Spooler service is starting.
he Print Spooler service was started successfully.

|41 | H

Ficure 14-17 Starting the Print Spooler service from the

command-line interface
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c) Click on Disk Management.

d) Right-click an area of unallocated space and select New Volume from the drop-down menu.

e) Follow the Wizard instructions to create a FAT32 partition of at least 1 GB.

v/ Cross-Reference

To refresh your Disk Management skills, refer to Chapter 1o, Lab Exercise 10.03, “Using Windows

Tools to Create and Format Partitions.”

f) Close the Disk Management console and double-click My Computer. Create and save a text file to
the new drive to verify that the drive is accessible. Right-click the drive and select Properties;
notice the tabs and file system (see Figure 14-18).
Now that you have a FAT32 partition, you can launch the command-line window and convert the
file system from FAT32 to NTFS. You will then verify that the conversion was indeed nondestructive by

opening the text file you created in step (f).

g) Launch the command-line window and change the focus to the root directory using the CD \

command.

h) Type the following command at the prompt (substitute the drive letter for your FAT32 partition):

c:\>CONVERT E: /FS:NTFS

MITFSLAB (E:) Properties

General | Taoolz || Hardware || Sharing|

<

Type: Local Dizgk.
File spsterm:  FAT32

W Used space: 8,192 bytes 8.00KE
. Free space; 9,425,158,144 bytes 477 GB
Capacity: 9,425,166,336 bytes 477 GB

Drive E Dizk Cleanup

[ ak. ][ Cancel ] Apply

FiGure 14-18 FAT32 partition properties
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WINXPAsystem32cmd.exe

:\Documents and Settings“Administratordecd -

:N\>CONVERT E: ~FS:NIFS

he type of the file system is FAT32.

nter current volume 1 1 for drive E: NTFSLAB

Uolume NTIFSLAB created 11-13-2886 1:37 PM

Uolume Serial Number is 48C7-E35F

indows is verifying files and folders...

File and folder verification is complete.

indows has checked the file system and found no prohlems.
9,284,264 KB total dizk space.
9.204,.256 KB are available.

-192 hytes in each allocation unit.
1.158,.533 total allocation units on disk.
1.158,.532 allocation units available on disk.

Determining disk space required for file system conversion...

Total disk space: 9213277 KB
Free space on volume: 9204256 KB
Space required for conversion: 57814 KB

Converting file system
Conversion complete

Ginz

Ficure 14-19 Converting a partition from FAT32 to NTFS

Your results should look similar to Figure 14-19.
i) Exit the command-line window and double-click My Computer.

j) Right-click the drive that you just converted and select Properties. Your drive should now be
formatted with the NTFS file system. Notice the additional tabs for Security and Quota (see Fig-
ure 14-20).

k) Close the Properties window and double-click the drive. The text document you created in step (f)
during the setup should still be there and accessible.

NTFSLAB (E:) Properties

General | Tools || Hardweare || Sharing || Securiy || Quota|

g |

Type: Local Disk,
File zyster:  NTFS

W Used space: 50,053,120 bytes 477 MB
. Free space: 9,384,341 504 bytes 873 GE
Capacity: 9,434,394 624 bytes 878 GB

Dirive E Disk Cleanup

[ Compress drive ta save disk space

Allow Indexing Service to jndex thiz disk for fast file searching

L Ok, ][ Cancel ] Apply

FiIGURe 14-20 NTEFS partition properties



Key Term Quiz

Lab Analysis Test

1.

Nate would like to make backup copies of all of his Word documents in the root directory. He types
the following at the command prompt:

C:\>COPY A:\*.DOC

Will this command work? Why or why not? What will it do? Are there any limitations?

Which command(s) would you use to make a full copy of a file in the same directory under a differ-
ent name?

The XCOPY.EXE file is in the SYSTEM32 directory, which is in the WINDOWS directory that’s in the
root directory of the primary hard drive. What's the complete command-line path to the file?

Explain the 8.3 rule. What does the 8 mean? How about the 3?

Thomas was messing around one day and deleted a file named CRITICAL.DLL from the SYSTEM32
directory. His friend gave him a copy on a floppy disk. What's the exact command he’d use to copy
it back to the correct place?

Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.

A w BN

/?
/P
/W
CD
COPY
DEL
DIR
MD
REN
RD

The command to create a new directory is

The command used to create a duplicate file is

The switch is used to get help about command syntax.

When there are too many files to show on the screen while using the DIR command, add the
switch.

For a listing of a directory’s contents that displays only the filenames, use the
command with the switch.
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Imagine if you will that your company has just acquired a small archi-
tectural firm. One of the principals of the firm informs you that they
haven't really had any IT support to speak of in a few years. You make a
visit to the new office, and determine that the computers are about three
years old. They were good machines when they were purchased, and as long
as the hardware is not failing, they should be more than adequate for a
year or two more. The architects do complain that their machines are run-
ning slowly and that it’s affecting productivity. You would like to avoid a
complete rollout of new PCs, since you're looking at a replacement expense
of thousands of dollars. Consequently, you decide it would be worthwhile
to spend a day trying to figure out if anything can be done to make the
machines run faster.

After checking out a few of the systems, you determine that they could
definitely benefit from additional memory, but that’s not the only issue. All
of the machines are running Windows 2000 Professional or Windows XP
Professional, but they have not been updated in three years. Even though
most versions of Windows are pretty well optimized when they're installed,
time and use can alter that fact significantly. It's important, therefore, to
be able to take what you know about navigating and manipulating the
Windows environment and put it to work figuring out what needs to be
fixed, updated, or improved. Sometimes a simple tweak is all it takes to
make a sluggish system run like it’s fresh out of the box.

One of the first tasks is to make sure that all of the systems have the
latest Service Packs and Windows updates. Before you do that, however,
it's recommended that you back up all of the data on the system, as this
can be a pretty major upgrade. Another item that needs to be checked is
whether the device drivers are all up to date. Neglected PCs will definitely
require updated device drivers.
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The next few labs assume that you've created your backups and are
ready to start updating and optimizing Windows. You'll then explore the
various troubleshooting tools for Windows 2000/XP. It’s time to drop a few
sticks of memory into the pilot machines, back them up, run them through

the Service Packs and updates, and get this office back on its feet!

0 1 HOUR

Lab Exercise 15.01: Performing an Automated
System Recovery (ASR) Backup and Restore

Windows 2000 Professional and Windows XP Professional both offer simple backup/restoration utilities
that you can use to back up both system data and program data and files. Each version of Windows
offers an advanced recovery feature, in case the systems should become so unstable that they do not
even boot.

Windows 2000 uses the Emergency Repair Disk (ERD), while Windows XP offers the Automated System
Recovery (ASR) routine. Both recovery methods require access to backups of the systems, and both methods
create a floppy disk that must be used during the recovery process. It is important to understand—and the
CompTIA A+ Certification exams expect you to know this—that neither disk is a “bootable” floppy.

This lab introduces you to the Automated System Recovery (ASR) process in Windows XP Professional.

¥ Warning

The ERD and ASR processes do not back up or restore program data or files! After the system
restoration process is complete, the program data and files must be restored separately from

previously created backup media.

Learning Objectives

Performing backups of any kind is a critical responsibility of a PC technician. The Windows XP Profes-
sional Automated System Recovery is an excellent representation of steps required to back up and
restore an OS.

At the end of this lab, you'll be able to
®  Prepare an Automated System Recovery backup in Windows XP

o Perform an Automated System Recovery restore in Windows XP
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Lab Materials and Setup

The materials you need for this lab are
e A working PC with Windows XP Professional installed
e  Some form of backup media/device (tape drive, network drive, separate partition)

e A blank, formatted floppy disk

Getting Down to Business

The time to prepare a backup is while the system and data are in a state of complete integrity. It's when
they crash or get corrupted that you'll need the backup! The following steps create an ASR set and then
use that ASR set to restore a Windows XP system to working condition.

AUTOMATED SYSTEM RECOVERY PREPARATION

Step 1 Launch the Windows Backup Wizard by clicking Start | Run and typing ntbackup.exe in the
dialog box. Alternatively, you can click Start | All Programs | Accessories | System Tools | Backup. Click
the Advanced Mode text link to bring up the screen shown in Figure 15-1.

Step 2 Launch the Automated System Recovery Wizard and perform the following steps:

a) Click Next and in the Backup media or file name dialog box, type or browse for the location and name
of your backup file, being careful to preserve the .BKF file extension. If you are using a separate
partition, for example, you might enter D:\MyASRBK.BKF to create the file on the D:\ drive.

b) Click Next | Finish to start the backup of your system files.

c) When the backup completes, the ASR preparation wizard instructs you to insert a formatted
1.44-MB floppy disk. Click OK. ASR copies the required files onto the floppy disk.

%y Backup Utility - [Untitled]
kb Ede Yew Joos Hep

‘Welcome | Backup | Fesioes and Manage Modia | Schedule Jobs

to the Bach Utility Ady d Mode

Hycu peatar,
| Backup Wizard (Advanced)
% hap and flas.
| Besior Wizaed (hdvancad)
a backep.

Automatod Systom Rucaviry Wirard
E y systes 3 8appy
¥ g, 4 b

Ry

Figure 15-1 Windows XP Backup utility’s Advanced Mode screen
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d) When instructed, remove and label the floppy disk and then click OK. You have completed the
preparation for an Automated System Recovery.

AUTOMATED SYSTEM RECOVERY RESTORE

Step 1 Boot the system using the Windows XP Professional installation CD.
Step 2 When prompted with Press F2 to run Automated System Recovery, press the 2 key.
Step 3 Insert the ASR floppy disk and press any key when ready.

Step 4 Windows XP Installation copies files to a temporary folder, formats the partition where XP will
be installed, and prompts you to remove the installation CD and reboot.

Step 5 After rebooting, the Windows XP installation continues.
a) During the installation, you'll be prompted for the location of the ASR backup file.
b) Enter the file location or use the Browse button to enter the location and name of the ASR backup file.
c) Click OK.

d) The installation now completes. All of the Windows XP configuration settings and preferences
should be as they were on the original system.

0 30 MINUTES

Lab Exercise 15.02: Upgrading to Windows XP
SP2 and Configuring Automatic Updates

These systems have been around for some time, so there are probably a number of outdated patches and
drivers. Windows XP went through a major upgrade with Service Pack 2, so this is where you'll start. If
you are working with a new installation of Windows XP, Service Pack 2 should already be incorporated
into the cabinet files, but these are old machines, so they will need some TLC. Upgrading to Service Pack 2
(or for Windows 2000 Professional, Service Pack 4) is imperative to keeping the system up and running,
secure, and compatible with new technology such as U3 flash drives or Bluetooth devices. After you bring
the OS up to date with Service Pack 2, you will want to configure Automatic Updates. This periodically
updates various drivers, security patches, and utilities.

Learning Objectives

A competent technician will understand the importance of upgrading an 0S with the latest Service Pack.
At the end of this lab, you'll be able to
e  Upgrade Windows XP to Service Pack 2

e  Configure Windows Automatic Updates to update drivers, security patches, and utilities



298 Chapter 15: Maintaining and Troubleshooting Windows

Lab Materials and Setup

The materials you need for this lab are
e A working PC with Windows XP installed

e  Windows XP Service Pack 2 CD or the authorization to download Service Pack 2 from the
Microsoft Web site

o An Internet connection

Getting Down to Business

You will start with the upgrade to Windows XP Service Pack 2, and then configure the system to per-

form automatic updates.

Step 1 You will need to procure Windows XP Service Pack 2. Launch the Microsoft Web site and type
“xp service pack 2" (including the quotation marks) into its site-wide search field. The search should
return a page with the title Windows XP Service Pack 2 or similar; follow the directions on this page to
download Service Pack 2. If you prefer to order the update on a CD—this can come in handy if you have
a slow Internet connection—you'll pay only a shipping charge for this option.

Step 2 Once you have the CD, download, or network share of SP2, log onto the system that you want to
update. Open the folder where you have placed the files and complete the following steps:

a) Double-click XPSP2.EXE to begin the installation. XPSP2 starts by extracting the needed files.

b) The Windows XP Service Pack 2 Setup Wizard welcome screen appears (see Figure 15-2). Click
Next to continue.

c) The License Agreement screen displays next. Accept the agreement and click Next to continue.

d) The Setup Wizard now inspects your machine, installs files, and upgrades your system. When
the upgrade is complete, the Completing the Windows XP Service Pack 2 Setup Wizard screen

appears (see Figure 15-3).

e) Click Finish and let the system reboot.

Welcome to the
Windows XP
Service Pack ? Setup Wizard

Eelone you el s wndate, v secoserad hal you
Bk up your syvdem
- Clase 8l coen programs
Tu compele lhis wrtalalon, Windurrs: iwghl iequse iecalog
aftes youu fiich this wizaed

To cortnue, chok Nexd.

| Hess | canen | Hep |

FiGure 15-2 Welcome to the Windows XP
Service Pack 2 Setup Wizard
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Windows XP Service Pack 7 Selup Wizard
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Ficure 15-3 Completing the Windows XP
Service Pack 2 Setup Wizard

f) After the machine reboots for the first time with Service Pack 2 installed, Windows gives you
the opportunity to turn on Automatic Updates before it presents the logon screen. Decline this
option for now; you will manually configure this in the next step.

Step 3 You will now configure the system to perform automatic updates. Log onto Windows XP and
complete the following steps:

a) Click Start | (All) Programs | Accessories | System Tools | Security Center. This opens the Windows
Security Center window, where you'll find the configuration utility for Windows’ Automatic
Updates feature. Maximize the window and then click Automatic Updates.

v/ Cross-Reference

You will work with the Windows Internet Connection Firewall (ICF) in Chapter 22, “The Internet.”

You will also work with antivirus software in Chapter 23, “Computer Security.”

b) This brings up the Automatic Updates configuration screen (Figure 15-4). Click Automatic (recom-
mended) and then click Apply.

Autematic Updstes
‘Wirdkows can requiarky check for impoetant updabes and install them for you.
{Turning on Autommatic Lpdstes may sutomatcally update Windows Lipdste
soltwere lirst, before sy olher updstes. )
B o Aodprmala, Updater, rurk?
7 Automatic (recommended)

Austomatcsly downlosd recommended updates for my
compubes and irstall them:

0 Qurvmibosd updates for v, but ket me choose wher Lo retsl them,
) oty me bt don't automatically dovanload or install them.

{=) Turn off Aukomati Updates.

‘Yo comguiter wll be moen vainerain unksss you instal
updstes requisry.
Tkl e Froms e Wingdoves Ugelate Wb i,

e J[Ceed ]

FiGure 15-4 Automatic Updates

conﬁguration screen
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c) The Windows Security Center screen now indicates that Automatic Updates is set to On, and the
yellow security shield should disappear from the notification area (system tray).

d) If your system is connected to the Internet, you can visit the Microsoft Windows Update Web
site by clicking Start | Windows Update (in Classic mode) or Start | Programs | Windows Update
(in Windows XP standard mode). Here, you can choose to install all critical Windows updates, or

select specific updates to install.

b 30 MINUTES

Lab Exercise 15.03: Installing Device Drivers
in Windows 2000/XP

Installing new devices under Windows 2000 and XP is easier than it has ever been. Assuming, of course,
that you're starting with compatible hardware, Windows 2000 and XP will detect the new device and
install the correct driver with little prompting. Often, Windows already has a usable driver and will
install it without any action on your part. If the device is not compatible with Windows, usually it is
just a matter of updating the driver, using driver rollback, or adjusting the setting for driver signing.
As these operating systems continue to mature, more new devices will become available. With that said,
it's better to use the driver that came with the device, and better still to download the newest driver
from the manufacturer’s Web site.

You should check for newer drivers periodically, even for devices that have been working fine.
Manufacturers occasionally release new drivers aimed at optimizing the device or enabling it to work
with some new technology. Keep in mind, however, that a new driver may cause unexpected problems
with your operating system. Because of this, Windows XP introduced a feature that enables you to roll
back to the previous (working) driver if something should go wrong with a driver update. Microsoft
attempts to protect the system by qualifying devices and drivers through the Windows Hardware Qual-
ity Labs (WHQL) and digitally signing the drivers as approved for the 0S. Driver Signing allows you to
configure how the system will handle the installation of untested drivers.

One of two wizards will assist you when you need to load a driver: the Found New Hardware Wizard
or the Add New Hardware Wizard. Windows starts the Found New Hardware Wizard when it discovers
some new hardware device while booting. If Windows has a driver in its database, it proceeds on its own.
If not, the Found New Hardware Wizard will prompt you for one. The Add New Hardware Wizard enables
you to add or update hardware manually at any time. There’s a lot of overlap in how the two wizards work,
so you'll look at just the Add New Hardware Wizard, which you can activate at any time.

Learning Objectives

Loading and removing device drivers is one of the basic skills that any good PC tech should have. The

following lab exercise walks you through the process.
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At the end of this lab, you'll be able to
® Load a device driver in Windows 2000 and XP
®  Roll back to a previously working driver in Windows XP

e  Explore Driver Signing

Lab Materials and Setup

The materials you need for this lab are
® A working PC with Windows 2000/XP installed

° An Internet connection

Getting Down to Business

The following labs cover the steps for installing and updating device drivers. You'll also look at the steps
to roll back (uninstall) device drivers that turn out to be incompatible, and explore the settings for how
Windows handles unsigned drivers.

Step 1 The first step before you begin installing any new device should be to check the Windows Mar-

ketplace Tested Products List for the device you're trying to load. The most current information is avail-
able on the Microsoft Web site at http:// testedproducts.windowsmarketplace.com/default.aspx. Devices
on the list are guaranteed to work with the Windows 0S. Always check there before purchasing a device
for your Windows 2000 or XP PC.

Step 2 Now let’s walk through the process of adding a device using the Add Hardware Wizard:
a) From the Control Panel, double-click Add Hardware.

b) On the Add Hardware Wizard’s welcome screen, click Next.

v/ Hint

If the wizard doesn’t find any new hardware, it asks, “Have you already connected this hardware

to your computer?” Select Yes or No, and follow the directions.

c) Select the device you want to install or update by either selecting from the given list or choos-
ing the Add a New Hardware Device item in the list box. For this lab, select the last item in the
list—Add a new hardware device—and then click Next.

d) Click the Install the hardware that I manually select from a list (Advanced) option button, and then
click Next.

e) Select the type of hardware you're trying to install or update from the list. If your device doesn’t
fit the descriptions, select the Show All Devices item. When you've made your selection, click Next.
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f) 1If you chose the Show All Devices item, the wizard displays the Select the device driver you want to
install for this hardware screen. If you chose a specific type of hardware, you'll be led off into a
series of options for that type of hardware.

g) Now choose the Windows driver for your device, or click Have Disk and point to the location of
the new driver you want to install. This driver will generally be located either on the installa-
tion CD that came with the device, if you have it, or on your hard drive if you'd downloaded it

from the manufacturer’s Web site.
h) Click Next. Windows is ready to install the driver.
i) Click Next again, and click Finish when installation is complete.

You should now have a driver that runs your newly loaded device. If the device isn't working prop-
erly and you're sure the driver loaded correctly, you can check online and see if there’s a newer driver
that you can download from the manufacturer’s Web site. If the device just won't work after you've
updated the driver, you'll want to perform Step 4—but I'm getting ahead of myself.

Step 3 What if you have a device already installed and you want to update the driver to address a prob-
lem, improve performance, or just add a new feature? This step will take you through updating new drivers.

a) Begin by locating the updated driver. In most cases, the best way to obtain the updated driver is
to search the Internet for the manufacturer’s Web site. Search its site for your specific model,

and download the most recent driver.

b) Go to Device Manager and expand the appropriate device category. Locate the device you want

to update.
c) Right-click the device and select Properties.

d) Select the Driver tab and click the Update Driver button (see Figure 15-5). This launches a wizard
similar to the Add New Hardware Wizard.

¢/ Hint

In Windows XP, you can right-click the device in question in Device Manager and update the driver

without accessing its properties.

For Windows 2000, click Next at the Welcome screen. Select Display a list of known drivers for this device
and click Next. On the next screen, click Have Disk and browse to the location of the updated driver.

For Windows XP, select Install from a list or specific location (Advanced) and click Next. Select Include this
location in the search, and browse to where you have saved the new driver.

You may be wondering, “What if I load a new driver, and my system doesn’t work correctly anymore?”
Well, if you're using Windows XP, you're in luck! Read the next step, and your question will be answered.

Step 4 If a driver is corrupt or if the wrong driver is installed, Windows has a bad habit of stopping
dead in its tracks, rendering your PC useless. Windows XP has a feature that keeps track of the drivers
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Metwork Everywhere Fast Ethernet Adapter(NC100 v2) Properties EE

General' Advanced Driver |Resources|

MNetwork Evenswhere Fast Ethernet Adapter(NC100 v2)

Driver Provider: Microsoft

Driver Date: Mot available
DriverVersion: 1000

Digital Signer. Mot digitally signed

Towview details about the driver files loaded for this device, click Driver Details
To uninstall the driverfiles far this device. click Uninstall. To update the driver
files for this device, click Update Driver

Driver Details.. | Uninstall | Upcdlate Driver... |

Ok | Cancel |

Ficure 15-5 The Windows 2000 Update Driver button

you install on a system and allows you to roll back to a previous one when a new one isn't working as it
should:

a) Go to the Device Manager and locate the device you want to roll back.

b) Right-click the device and select Properties.

c) Select the Driver tab. You can revert to the previous driver by clicking Roll Back Driver (see Fig-
ure 15-6).

General | Driver  Resources

%] MOEILITY RADEON 9000

Driver Provider ATl Technologies Inc

Driver Date: 8/1/2002

Driver Version: 6.13.106133

Digital Signer. Microsoft Windows Hardware Compatibility Publis

Driver Details To view details about the driver files.

Update Driver. To update the driver for this device.

Ifthe device fails after updating the driver, roll back

Rl to the previously installed driver.

Uninstall To uninstall the driver (Advanced).

[ OK ] l Cancel I

Ficure 15-6 Windows XP's Roll Back Driver button
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Ficure 15-7 Hardware tab under FiGure 15-8 The Driver Signing
System Properties Options dialog box

Step 5 Windows 2000 introduced a feature for Windows known as Driver Signing. Driver signing veri-
fies that a device driver has been tested by the Windows Hardware Quality Labs (WHQL) and will work
with the OS as tested. More important, Windows allows you to configure how the 0S will handle unsigned
drivers! You can direct Windows to ignore, warn, or block new, unsigned drivers. The following steps
explore this feature.

a) Open the Control Panel and launch the System applet.

b) Click the Hardware tab (see Figure 15-7).

c) Click the Driver Signing button to bring up a dialog box with the various options (see Figure 15-8).
d) Select Warn and click OK.

At this point, you should be pretty familiar with drivers and how to load and update them. More
and more devices are being sold as hot-pluggable, but I doubt that user-installed drivers will be going
away in the near future. Loading and maintaining drivers will probably be a part of the PC technician'’s
job for a while yet to come.

b 30 MINUTES

Lab Exercise 15.04: Examining and Configuring
Log Files in Event Viewer

The Windows Event Viewer, available in Windows 2000 and Windows XP, is a valuable tool to anyone
who maintains or troubleshoots these systems. It's mostly run as a stand-alone program, but it can also
be added as a snap-in to the MMC you created in Lab Exercise 13.05.

Event Viewer monitors various log files and reveals things about the health of the operating sys-
tem. This utility reports real-time statistics, but normally this data is only used with servers. Desktop
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computer users are less proactive and usually depend on the after-the-fact log files to help determine
the cause of a problem.

Learning Objectives

You'll become familiar with using Event Viewer to analyze the different logs kept by the system.
At the end of this lab, you'll be able to
e  Run the Event Viewer program
®  Examine an event log entry

®  Save the event log

Lab Materials and Setup

The materials you need for this lab are

e A working PC with Windows 2000/XP installed

Getting Down to Business

You can start Event Viewer from the Control Panel by double-clicking the Administrative Tools applet. If
you've added Event Viewer to your MMC, you can also access it there. For practice, you'll do this lab by
accessing it the conventional way, but you should confirm that everything works the same through the MMC.

Step 1 Go to the Control Panel and double-click the Administrative Tools icon. Then double-click the
Event Viewer icon to start the applet. Event Viewer displays events from three log files: Application,
Security, and System. (More log files are available in the server versions of Windows.) Figure 15-9 shows
the contents of the system event log in Event Viewer.

ol
“ Action  Wiew |J‘--’||||§ ‘
Tree I System Log 258 event(s)
Event Viewer (Local) Tvpe | Date | Tirme | SOUrCE | Ca\:l
i| Application Log @Information 9f1j2003 $:07:42 PM AL Hotkey Poller e
3| Security Log @Information &i30/2005 8:142:05PM  eventlog o
] System Log By wiarning &f30/2003 42017 PN Print NO\J
&Warn\ng &i30/2005 2017 PM Print T
@Information &i30/2005 2:07:52PM ELOOB e
@Information &i30/2005 2:05:05PM  eventlog o
@Information &i30/2005 2:05:05PM  eventlog e
@Information &i30/2005 2:08:06 PM AL Hotkey Poller o
@Information gjzafz005 81242 PM  eventlog e
Errar gjzafz005 34246 PM Server o
QError gjzafz005 342ETPM Server e
@Information gjzafz005 34235 PM ELOOB o
@Information gjzafz005 34z:27 PM ELOOB e
@Information gjzafz005 342:23PM  windows File Protection  hai
@Information gjzafz005 34z:23PM  windows File Protection bl
@Information gjzafz005 342:23PM  windows File Protection  hai
@Information gjzafz005 34z:23PM  windows File Protection bl
@Information gjzafz005 32646 PM eventlog o
@Ilnformation gizaf2005 32646 PMI eventlog Tl *
4 L3
\ \ |

FiGure 15-9 Viewing the system log in Event Viewer
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Notice in Figure 15-9 that there are three kinds of log entries for the system and application logs:
Information, Warning, and Error. The security event log shows two types of entries: Success Audit and
Failure Audit. These types of events are only logged when auditing is turned on; again, this is normally
done only on servers.

Double-clicking any entry gives you details of the event.
Step 2 Follow these steps to change the size of a log file:
a) In Event Viewer's left panel, right-click System and select Properties.

b) Change the number in the Log Size box to 1024 (512 is the default) and select Overwrite Events
As Needed (see Figure 15-10).

c) Do this for all three event logs: application, security, and system.

d) Sometimes the log can be completely full before you get a chance to look at the entries. Scrolling
through all of events can be a little boring and time consuming, but you can fix that with filter
settings. Click the Filter tab, and look at the filter settings (see Figure 15-11).

You can filter events based on type, source, category, ID, user, computer, and date. This only con-
trols what Event Viewer displays; all the events information will still be logged to the file, so you can
change your mind about filter settings.

e) Click OK to close the Properties dialog box.

System Properties

General | Filter

Display name: |System |
Log name: |C'\WINDOWS\systemSE\Eanlg\SysEvent Et |
Size: 320.0 KB (327.680 bytes)
Created Tuesday, August 05, 2003 6:52:19 PM
Maditied Thursday, September 04, 2003 10:38:02 A
Accessed Thursdey. September 04, 2003 10:38:02 Ahkd

Log size

tedmum log gize: 1024 o KB

When maximurn log size is reached:

(@)0verwrite events as needed

() Dwerrite svents older than I:I days
O Do not owenwtite events
(clear log manually) Restore Defaults

[JUsing & low-speed connection ClearlLog

[ ok ][ cancel |[ ety |

Ficure 15-10 Changing the size of a log file
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FiGure 15-11 Setting the Event Viewer's settings

Step 3 To clear, archive, and open a log file, follow these steps:
a) Clear the system log by right-clicking System and selecting Clear All Events (see Figure 15-12).
b) When you're prompted to save the system log, click Yes.

c) You can archive log files using different filenames each time (recommended) and select a loca-
tion other than the default. Give your file a name you can remember and save it.

d) To open a saved file, click the Action menu and select Open Log File. Select the file and log type
(System, Application, or Security) and click Open.

B Event Viewer

File Action Wew Help

= B @
] Evertt Viewer (Local) Event Viewer (Locd)
Application Name | Type | Description |size |
Security Application Log  Application Error Reco...  384....
Jif - #ll Security Log  Securiby Audit Records 4.0,

Open Log File. . stem Log  System Error Records 320,
Save Log File As...
Mew Log View

Clear all Events

Rename
Refresh

Properties

Help

Refreshes the current selection,

Ficure 15-12 Clearing the system log



308 Chapter 15: Maintaining and Troubleshooting Windows

0 45 MINUTES

Lab Exercise 15.05: Using the Advanced Options
Menu and the Recovery Console

An errant upgrade or a poorly written driver can cause the system to lock up. Some software problems,
such as corrupt Registry files, will even prevent the system from booting. This means that you must be

ready to use alternative methods to boot the system to make repairs or replace files.

Windows has several ways to boot, and these ways are as different as the operating systems them-
selves. A Safe Mode boot is available with all the Microsoft operating systems. There’s also a nice recov-

ery tool that comes with Windows 2000 and Windows XP known as the Recovery Console.

Learning Objectives

You'll become familiar with alternative methods of booting a faulty system.
At the end of this lab, you'll be able to
®  Boot to Windows’ Advanced Options Menu and enable Safe Mode
e Install the Recovery Console for Windows XP

®  Repair the Registry using Recovery Console

Lab Materials and Setup
The materials you need for this lab are

e A working PC with Windows 2000 or Windows XP installed (preferably a non-production system,

as you will be corrupting and repairing the Registry)

® The Windows 2000 or XP installation CD

Getting Down to Business

If your system won't boot normally because of some system problem, you need a way to gain access to
the hard drive and your files to troubleshoot the problem. There are, happily enough, troubleshooting
tools that give you access to these files if the normal boot process won't work. You'll begin this exercise
with the first line of defense, the Advanced Options Menu, and boot to Safe Mode. You will then install

and explore the Recovery Console, eventually repairing the Registry manually.

Step 1 Power up a machine with Windows 2000 Professional or Windows XP Professional installed and,
when prompted, press the appropriate key or key combination to invoke the Windows Advanced Options
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Menu on this system. Depending on your system, you will see a number of different boot options.
Record the various modes and provide a small description for each:

v/ Cross-Reference

For definitions of each of the boot modes, refer to the “Advanced Startup Options” section in
Chapter 15 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Step 2 Select Safe Mode and press ENTER. The system will proceed to boot into the operating system,
but it will inform you many times that it is running in Safe Mode (see Figure 15-13).

Safe Mode is often used when video settings have been changed and render the display unusable.
In Safe Mode, a standard VGA driver is installed, and the minimal settings (16 colors, 640 X 480 resolu-
tion) are set. This enables you to revert to previous drivers, and/or correct the settings for the current
display or monitor you are using. Complete the following steps to explore the display properties:

a) Right-click somewhere in the empty space of the desktop and select Properties from the drop-
down menu. This brings up the Display Properties dialog box.

b) Click the Settings tab and note the display, color, and screen resolution settings. Record your
settings here:

c) Click Cancel to close the Display Properties dialog box.
d) Click Start | Shut down.

Step 3 Next you will explore using the Repair menu item from the Windows Installation CD to launch the
Recovery Console. (The following steps were completed using a Windows 2000 Professional installation.)

Il Desktop .
' ‘Windows is running in safe mode.
LAY

This special diagnostic mode of Windows enables you to fix a
problem which may be caused by your network or hardware
settings. Make sure these settings are correct in Control Panel, and
then try starting Windows again, While in safe mode, some of your
devices may not be available,

Ta proceed to work in safe made, click Yes, If you prefer ta use
Syskem Restare to restare vour computer bo a previous state, click
Mo,

Figure 15-13 Windows running in Safe Mode
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a) Place the Windows installation CD into the tray, and then reboot the system from the CD. The
installation program loads a number of files and then displays a screen with the following
information:

Welcome to Setup
This portion of the Setup program prepares Microsoft
Windows 2000 (™) to run on your computer

To set up Windows 2000 now, Press ENTER.

To repair a Windows 2000 installation, press R.
To quit Setup without installing Windows 2000, press F3.

b) Because the operating system is already installed, press & to select the Repair function. The next
screen offers two choices:
To repair a Windows 2000 installation by using
the recovery console, press C.

To repair a Windows 2000 installation by using
the emergency repair process, press R.

c) Press c to open the Recovery Console.

You'll now see a command-line interface asking which installation you want to access. If you have
a dual-boot system, you'll have to choose an operating system; type its number from the list and press
ENTER. Then type the administrator’s password. This is the password for the first account created when
you initially installed the operating system. You now have a command-line prompt from which to work.

¥ Warning

Be sure you know what you're doing here. You have access to files that you can add, change,

rename, or delete. The old DOS command set is only partially available.

d) To see a list of commands, type help and note the results.

e) Type a command followed by /? to get an explanation of that command. You'll explore some of
these commands later when you install the Windows XP Recovery Console.

f) Type exit to quit the Recovery Console; the system will reboot.

Step 4 Although you can run the Recovery Console by booting directly to it from the Windows 2000
or XP installation CD, it's much more convenient to set it up as a startup option on your boot menu. In
this step, you'll install the Windows XP Recovery Console as a boot option. You can do the same thing
using the same steps for Windows 2000 (see Figure 15-14).

v Hint

To install the Recovery Console, you must have administrative rights on the computer.
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Please select the operating system to start:

Microsoft Windows 2HHBB Professional

Microsoft Hindows 2888 Recovery Console

Use t and 4 to move the highlight to your choice.
Press Ewnter to choose.

For troubleshooting and advanced startup options for Hindows 2888, press FB8.

Figure 15-14 Installing the Windows 2000 Recovery Console

a) Put your Windows XP (or Windows 2000) installation CD into the CD drive; if it autostarts,
select Exit. You can also press and hold suifr until the CD stops loading.

b) Select Start | Run.

c) In the Open box, type D:\I386\WINNT32.EXE /CMDCONS (where D is the drive letter for your
CD drive).

d) A Windows Setup dialog box appears, which describes the Recovery Console option. The system
prompts you to confirm installation. Click Yes to start the installation procedure.

e) When the installation is complete (Figure 15-15), restart the computer. You will see a Microsoft

Windows Recovery Console entry on the boot menu.

v Note

When you're installing the Recovery Console, you must use the same version of Windows CD that
was used for the system’s main OS installation. For example, if you used a Windows XP Service Pack

2 CD to install Windows on this system, you cannot use a pre-Service Pack 2 CD for this procedure.

It's wise to install the Recovery Console on important servers and on critical workstations.

Step 5 Reboot your system, and at the boot menu screen, select the Recovery Console. Watch for the
boot menu; you have to be quick! Go directly to the command-line prompt (you'll need the Administra-

tor password).

Hicrosoft Windows XP Professional Setup

i) The Windows Recovery Console has been successFully installed,

To use the Windows Recovery Console, restart vour computer and then select Windows
Recavery Console From the Startup Menu,

For a list of commands you can use with the Recovery Console, bype HELP at the
Recavery Console command prompt,

Ficure 15-15 Completing the Recovery Console installation
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To see a list of the commands, type help at the command prompt. Type a command followed by /?

to get an explanation of the command use.

Several commands are worth mentioning; for the CompTIA A+ exams, you should know what the

following commands do:

v/ Hint

CHKDSK Checks the clusters and sectors of a disk (fixed or removable) and, if possible,

repairs bad clusters or sectors

DISKPART The Windows 2000 equivalent to FDISK

EXIT Closes the Recovery Console and restarts your computer
EXPAND Extracts copies of single files from the CAB files
FIXBOOT Writes a new partition table

FIXMBR Equivalent to FDISK /MBR

HELP Displays a Help screen

Many techs resort to the Recovery Console when a system fails to boot in the normal fashion (from
the hard drive). Three of the commands, FIXBOOT, FIXMBR, and CHKDSK, are particularly impor-
tant when it seems that the hard disk, the master boot record, or the system partition is missing,

corrupt, or damaged. If you come across a system exhibiting these symptoms (and you will), follow

good troubleshooting procedures, but remember that you have these tools available to you.

The files that make up the Recovery Console reside on the system partition, making the Recovery

Comnsole useless for a system partition crash. In such a situation, you would use the CD drive to access

the Recovery Console. The Recovery Console shines in the business of manually restoring Registries,

stopping problem services, rebuilding partitions (other than the system partition), or using the EXPAND

program to extract copies of corrupted files from a CD or floppy disk.

Step 6 As mentioned in the previous step, the Recovery Console is excellent when you need to restore

Registry files. In the following steps, you will crash a system by deleting the SYSTEM folder, and then

use the Recovery Console to access the repair folder and recover the system.

®  Warning

As mentioned in the equipment needs, you are going to purposefully delete/corrupt the SYSTEM

folder of a working Windows XP Professional system. For this reason, the system you use must be

a non-critical, non-production system. Don't risk your family’s financial records or your 40-GB

photo archive—find another system to use for this exercise!



Lab Exercise 15.05: Using the Advanced Options Menu and the Recovery Console

=> Try This: Create a Batch File to Restore a Corrupted Registry

Though floppy drives are becoming scarce, the use of Recovery Console and some form of accessible,
removable media will enable you to semi-automate the restoration of the critical Registry folders.

Create the following batch file and save it to a floppy disk.

1. Open a text editor, type the following lines of code exactly, and save your work as a text file
(located on a floppy disk) called MyRegBak.txt.

MD TMP

COPY C:\%SYSTEMROOT%\SYSTEM32\CONFIG\SYSTEM C:\%SYSTEMROOT%\TMP\SYSTEM.BAK
COPY C:\%SYSTEMROOT%\SYSTEM32\CONFIG\SOFTWARE C:\%SYSTEMROOT%\TMP\SOFTWARE.BAK
COPY C:\%SYSTEMROOT%\SYSTEM32\CONFIG\SAM C:\%SYSTEMROOT%\TMP\SAM.BAK

COPY C:\%SYSTEMROOT%\SYSTEM32\CONFIG\SECURITY C:\%SYSTEMROOT%\TMP\SECURITY.BAK

COPY C:\%SYSTEMROOT%\SYSTEM32\CONFIG\DEFAULT C:\%SYSTEMROOT%\TMP\DEFAULT.BAK

DELETE C:\%SYSTEMROOT%\SYSTEM32\CONFIG\SYSTEM
DELETE C:\%SYSTEMROOT%\SYSTEM 32\CONFIG\SOFTWARE
DELETE C:\%SYSTEMROOT%\SYSTEM32\CONFIG\SAM
DELETE C:\%SYSTEMROOT%\SYSTEM32\CONFIG\SECURITY

DELETE C:\%SYSTEMROOT%\SYSTEM32\CONFIG\DEFAULT

COPY C:\%SYSTEMROOT%\REPAIR\SYSTEM C:\%SYSTEMROOT%\SYSTEM32\CONFIG\SYSTEM
COPY C:\%SYSTEMROOT%\REPAIR\SOFTWARE C:\%SYSTEMROOT%\SYSTEM32\CONFIG\SOFTWARE
COPY C:\%SYSTEMROOT%\REPAIR\SAM C:\%SYSTEMROOT%\SYSTEM 32\CONFIG\SAM

COPY C:\%SYSTEMROOT%\REPAIR\SECURITY C:\%SYSTEMROOT%\SYSTEM32\CONFIG\SECURITY
COPY C:\%SYSTEMROOT%\REPAIR\DEFAULT C:\%SYSTEMROOT%\SYSTEM32\CONFIG\DEFAULT

2. Place the floppy with your text file in the machine that needs restoration. Launch the Recov-
ery Console, locate the text file, and execute the following batch command to restore the

Registry to a working state:

C:\%SYSTEMROOT%\BATCH A:\MyRegBak.TXT
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v/ Cross-Reference

The following steps use many components of Windows XP Professional and the Recovery Console.

To fully understand the files, folders, and Registry components that are involved, be sure to read

the “Registry” section in Chapter 15 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Microsoft has also gathered invaluable information in their Knowledge Base articles (a component

of TechNet). The following lab steps incorporate valuable information from Knowledge Base arti-

cles 307545 and 309531. As previously mentioned, Web sites change over time, so if you don’t find

these exact articles, use your favorite search engine and locate similar articles related to the Recov-

ery Console and repairing the Registry.

a)

b)

c)

Some preparation may be required to complete the steps to corrupt and restore your Registry
folders. Open My Computer, then select Tools | Folder Options and click the View tab. Turn on
Show hidden files and folders, turn off Hide extensions for known file types, and turn off Hide protected

operating system files (Recommended). Click OK.

Boot to the Recovery Console, and after logging on as Administrator, type the following com-
mands at the prompt:

MD C:\%SYSTEMROOT%\TMP

COPY C:\%SYSTEMROOT%\SYSTEM32\CONFIG\SYSTEM
C:\%SYSTEMROOT%\TMP\SYSTEM. BAK

DELETE C:\%SYSTEMROOT%\SYSTEM32\CONFIG\SYSTEM
EXIT

At this point the Recovery Console closes and Windows restarts. Allow Windows XP to boot nor-

mally. Did anything inhibit the normal loading and startup of Windows XP?

Boot to the Recovery Console once again, log on as Administrator, and type the following com-
mands at the prompt:

COPY C:\%SYSTEMROOT%\REPATR\SYSTEM C:\%$SYSTEMROOT%\SYSTEM32\CONFIG\SYSTEM

EXIT

The Recovery Console again closes and Windows reboots. Allow Windows XP to boot normally.
Did Windows boot properly this time?

b 30 MINUTES

Lab

Exercise 15.06: Troubleshooting Startup Problems

When it comes to troubleshooting tools, Windows 2000 and Windows XP inherited the best of both the

Windows NT and gx OS families. They have vintage tools such as the Last Known Good Configuration

startup option for startup failures and the Task Manager for forcing errant programs to close. Both

operating systems have the Recovery Console. Each also has a completely revamped and improved ver-

sion of Windows Help.
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I'll leave the finer details of these tools for you to explore through Windows Help, the main textbook,
and other labs. In this lab, you'll explore a simple tool known as the System Configuration utility. The
System Configuration utility has been around for some time, having been introduced in Windows ¢8. It
was never incorporated into Windows NT or 2000, but it is included in Windows XP.

Learning Objectives

You'll be reintroduced to some troubleshooting tips using a vintage tool with Windows XP.
At the end of this lab, you'll be able to

®  Use the System Configuration utility to perform diagnostic startups

Lab Materials and Setup

The materials you need for this lab are

® A working Windows XP system

Getting Down to Business

Many systems have way too many startup options enabled. This isn’t only a source of boot problems; it can
also slow down the boot process and hog RAM from programs that need it. When Windows XP experiences
failures during startup, consider using the System Configuration utility to discover and fix the problem.

Step 1 Select Start | Run, type msconfig, and then press ENTER.
The System Configuration Utility opens (Figure 15-16).

Notice that on the General tab, you can select Diagnostic Startup. This is useful if you have just added
new hardware that’s causing intermittent problems, because it enables you to boot with only basic devices.

&= System Configuration Utility

General ‘SY‘STEM.INI WIMLINT | BOOT.IMI | Services | Startup

Startup Selection

(@)Hormal Startup - Inad all device drivers and service:

Ogiagnostic Startup - load basic devices and services anly

O Selective Startup

’ Launch System Restare ] ’ Expand File... ]

o[t ]

Ficure 15-16 Using the System Configuration utility
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= System Configuration Utility,

General | SYSTEM.IND | win.uE | BOOT.IND | services | Startup |

[boot loader]

timeouk=30
default=multi{Didisk{Drdisk{0partition{ 1 }W NP
operating systems

Ci\="Previous Operating System on C.
CCMDCONS\BOOTSECT. DAT="Microsoft Windows Recovery Console” fermdcons

heck All Boot Paths Set as Default Mowe Up
Boot Options
[l/seegBo0T MIMIMAL () NETWWORK DSRERAIR. Timeout: set.

i MINIMAL{ALTERNATESHELL)

[ mocuisooTt
[/eoomos
[]/BasEvIDEC
[ysos Advanced Options. ..

=

FiGUrRE 15-17 The BOOT.INI tab

The Selective Startup feature is also nice; it lets you bypass some configuration files to see which

one contains the errors that are causing problems.

Notice the SYSTEM.INI and WIN.INI tabs, which provide settings that enable you to change the

load sequence of your drivers and edit the entries when you find an error.

Step 2 The BOOT.INI tab is powerful (see Figure 15-17) and goes well beyond the CompTIA A+ exam

requirements, but there are a couple of options you should know about.

One important option for troubleshooting is to create a log of what transpired during the boot
process. On the BOOT.INI tab, you can enable a BOOTLOG to be created each time the system boots.

If you're troubleshooting a problem and you need to start in the Safe Mode every time, instead of

pressing F8, you can enable the /SAFEBOOT option.

Step 3 One item that I find useful is under the Services tab. Microsoft has many services that you can dis-
able during bootup if you believe they're causing problems. The Hide All Microsoft Services option, when
enabled, only displays those services you've installed—like my video adapter (NVIDIA) driver in Figure 15-18.

= System Configuration Utility
General | SYSTEM.INI | WIN.INI BOOT.INI‘ Services | Startup
Service Essential Manufacturer Status
3Corm DI Agent 2Com Corporation Running
MWachine Debug Manager Unknaown Rurning
NWIDIA Driver Helper S... NYIDIA Corporation Running
Hlde All Microsoft Eerwces; Disahle All
[ o J[ cmel J[ 2w ][ b ]

Ficure 15-18 Using the Services tab with Microsoft Services hidden
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; ystem Configuration Utility

General | SYSTEMLINI | WININI | BOOT.INI | Services | Startup
Startup Ttem Camrand Location 2
AsusProb CProgram FileshasU..,  HKLMASOFTWAREMIcrosoftwiindows\Currentie,
iHatePopUps "C:\Program Files\Sun,..  HKLMASOF TWARE\Microsoftiwindows\Currentve.
PPControl CProgram Files\Pest..  HKLMA\SOFTWAREMIcrosoftiindows\Currentie,
PPIMemCheack CAPROGRA~INESTP...  HKLMVSOFTWWAREMIcrosoft\windows\Currente.
CookiePatrol CHPROGRA~INPESTP...  HKLMYSOFTWAREYMIcrosoftywindows\Currentie.
HKLMASOFTWAREYMicrosoftyaindows\Currentve.
realplay CProgram Files\Real...  HKLMA\SOFTWAREMIcrosoftwiindows\Currentie,
MWICTRAY RUNDLL32.EXE C:\WIN... HKCUNSOFTWAREMIcrosoft\wWindows\Currente.
o TES 1 inl137 v s Al LA RS AETULAD EVer e B st it he
< >
Disable all
[ K I [ Cancel ] [ Bpply ] [ Help I

Figure 15-19 Checking your startup programs

Step 4 The Startup tab is perhaps the most useful. You can enable or disable any of the Terminate and
Stay Resident (TSR) programs that are installed. This is a good place to look if some unexplained pro-
gram is trying to load every time you boot, even though you thought you'd uninstalled it.

Notice in Figure 15-19 that one program on the list doesn’t have a name. I'm kind of suspicious about
what this program might be doing! If you find questionable entries in your Startup tab listing, you should
fire up a browser and do some research to see whether or not they’re harmful.

v/ Hint

You can also run the System Configuration utility in Safe Mode. If you're having problems, you
can boot to Safe Mode and then use this utility to identify the source of the problem.

é 30 MINUTES

Lab Exercise 15.07: Working with Windows XP
System Restore

The prior labs dealt with upgrading Windows XP and optimizing device drivers. In some cases, installing
a Service Pack or updating a device driver can cause problems, in which case the best thing you can do
is to put the system back to the state it was in before you started. You've already worked with Safe Mode
and the Recovery Console when the system will not boot; this lab focuses on restoring the system to a
previously working state when you can still access the system.

Learning Objectives

The successful technician knows how to restore a working Windows XP system that has encountered
problems beyond those associated with installation and configuration problems.
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At the end of this lab, you'll be able to
e  Manually create a restore point in Windows XP

° Restore a Windows XP system to a restore point

Lab Materials and Setup

The materials you need for this lab are

e A working PC with Windows XP installed

Getting Down to Business

Windows XP has a great utility to help you restore your system after a botched program or driver instal-
lation. It watches for any system changes and basically records them in a diary. To restore a system to a
previous state, you can just open the diary and point to a date and time to which you want to return.

Step 1 In this step, you'll manually create a restore point in Windows XP. The 0S automatically creates
restore points each day, as well as any time you install an application, update a driver, or add a piece of
hardware. You also have the option to create your own restore points whenever you want and give them
unique names that are meaningful to you. You might decide to create a restore point before tweaking a

bunch of settings in the Display applet, for example, and name the restore point “VideoBack” in case your
changes should have a dire effect on your video display.

a) To create a restore point, select Start | (All) Programs | Accessories | System Tools | System
Restore to open the System Restore utility (see Figure 15-20).

b) At the welcome screen, choose Create a restore point on the right side of the screen and click Next.

c) Type My Test Restore Point and then click Create.

¥ System Restore

Welcome to System Restore

You can use System Restore to undo harmful changes to

your compLter and restors ik settings and performarce,
System Restore returns your computer to an earlier time
{called a restore point) without causing vou to lose recent
work, such a saved documents, -mal, or history and
Favorites sts.

Any changes that System Restare makes to your compLter
are completely reversible.

Your computer sutamatically creates restare poinks (called
system checkpoints), but you can alsa use System Restore
b creake your own restore poinks, This is useful F you are
about to make & major change to your system, such as
instaling & new program or changing your registry.

Syskem Restore Setkings

To continue, selzct an option, and then dick Hext.

To begin, select the task that you want to perform:

@

() Create a restore point

Ficure 15-20 Using System Restore
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' System Restore

Restore Point Created

New restore pomnt:
Mamlay, Decemiber 10, 2007
TAR1L P My Test Restore Point

Vo e vt ash, uhch Husse, [(pome ] [eee ]

Ficure 15-21 Confirming the new restore point

d) The system takes some time building the restore file information and then displays a confirma-
tion screen (see Figure 15-21). Click Close to exit the System Restore utility.

You're done! That was easy, wasn't it?

Step 2 To restore the system to an earlier time, return to the System Restore utility, but this time,
select Restore my computer to an earlier time.

When you click the Next button, the Select a Restore Point screen displays, with a calendar and a
listing of the most recent restore points (see Figure 15-22). Based on your knowledge of when your system
started having problems, select a restore point and follow the prompts to complete the restore operation.

System Restore is pretty powerful. Even if you crash hard and can only boot to Safe Mode, you can
still run the System Restore utility to recover your system. It sure beats the alternative!

€ System Restore

Select a Restore Point

he ok darvdar el ol of th h alsbie. The kst dsplays the
resture poinks hal are avalable For the selected date,

" ks arc " ks crested by your congnder,
e Lo youh, et restore ponts

pomnts |
cratmd vedwen verlsin prograne are istabed),

1. On this cabendar, dick a bold date, 2, On Lhis list, dick a resbore point,

o] | G057 1 System Checkpone

= gack bext> | [ Concel

Ficure 15-22 Choosing a restore point
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Lab Analysis Test

1.

John complains that his Windows XP system gives him a lot of grief. He tries to tweak the settings
and then forgets what he changed, and it takes him days before he can straighten it back out.
What tool would you recommend that he use in the future to enable him to retrace his steps and
revert his system back to its former settings?

You've installed a new network card and sound card. Every time you boot, the system locks up, and
you must boot into Safe Mode to get to a GUI. What tool can you use to assist you in locating the
source of the problem?

Tim is a user who feels he’s really a programmer at heart—he always seems to be opening the Reg-
istry with REGEDIT and changing settings directly in the Registry. Today, it doesn’t go so well, and he
ends up with the Blue Screen of Death (BSoD). What can Tim use to get back to a working system?

Laurie has been given six computers in various stages of disrepair. Not one of the systems will
boot, even though they are Windows 2000 and XP systems. A friend gives her some floppy disks
labeled “ERD” and “ASR,” and recommends that she boot the machines using these floppies. When
she tries it, the machines display the message Non-System disk or disk error, replace and press any key
when ready. Why?

William has been running his Windows XP system for a few days and notices a small yellow shield
in the system tray/notification area. He calls you to ask what it might be.

Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.

ASR

automatic updates
driver signing
ERD

Event Viewer
MSCONFIG
Recovery Console
Service Packs
System Restore

WHOQL



Key Term Quiz

To assist in the recovery of a system crash, Windows 2000 uses the process,

while Windows XP uses the process. Both processes require a floppy disk to

store critical system files.

The can be added as a boot menu option.

As operating systems age, many of the system files, drivers, and utilities are updated. It is recom-
mended that Windows 2000 and Windows XP always have the latest
installed.

Microsoft qualifies devices and drivers through its , which approves and dig-

itally signs drivers that are proven to work properly with Windows.

The provides three log files—System, Security, and Application—to assist
with the troubleshooting of a Windows operating system.
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One of the most important functions in any type of computing is get-
ting information (data) in and out of the computer system. If it weren't
for data moving in and out, your computer would be a boring (and pretty
useless) device! You need two items to make input/output work on your
PC: a peripheral device and a way to connect that peripheral device to
your system unit. The typical desktop PC comes with a number of periph-
erals: keyboard, mouse, monitor, printer, speakers, and often a cable that
runs to a network. These peripherals all come with some form of cabling/
connection system.

Many of these connections are unique pairings. For example, a moni-
tor uses either a 15-pin VESA (also called VGA) connector or a DVI connec-
tor, whereas a sound card uses S/PDIF or mini-RCA connectors—you won't
see any other device commonly using these types of connectors. CompTIA
wants you to have a solid understanding of these types of peripherals and
their unique connections: printers using parallel connections, networks
using twisted-pair cabling, monitors using VGA or DVI, and speakers using
mini-RCA or S/PDIF. Entire chapters of this lab manual address these spe-
cific peripherals in more detail, but there’s much more to the world of
input/output than just those devices.

The most common PC input devices are keyboards and mice. Other,
more exotic input devices include scanners, touch screens, and biometric
readers. More general-purpose connections used by many types of periph-
erals include serial, USB, and FireWire. This chapter takes a look at those
“other” peripherals and connections that don't really fit well into any of
the other chapters.
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0 30 MINUTES

Lab Exercise 16.01: Exploring USB Drivers

USB'’s incredible ease of use makes it the most popular type of general-purpose connection used on PCs.
USB is so popular that every type of peripheral (other than monitors) has someone making a USB ver-
sion. The downside to this ease of use is that it can be a challenge to deal with USB when it doesn't

work as specified.

Learning Objectives
At the end of this lab, you'll be able to

e  Diagnose and repair common USB driver failures

®  Recognize the limitations of built-in Windows USB device drivers

Lab Materials and Setup

The materials you need for this lab are
e A Windows XP system using USB
e  Atleast one “human interface” USB device, such as a mouse or keyboard
® At least one mass storage USB device, such as a USB thumb drive

e At least one USB device that is neither a human interface device nor a mass storage device (for
example, a wired NIC, Bluetooth hub, wireless NIC, or PDA synching cradle)

® A notepad and pencil to document your findings

Getting Down to Business

The biggest problems you’ll see with USB are the result of improper drivers. If you know how to recog-
nize these problems from error messages or by using third-party tools, you shouldn’t have too much

trouble fixing them.

Windows XP comes with very good built-in support for what Windows calls human interface devices
(HIDs), such as keyboards and mice. Is also does a good job supporting most USB mass storage devices
such as USB thumb drives. However, once you move outside of these two classes of devices, Windows

really needs the drivers supplied by the manufacturer to work properly, if at all.

Step 1 Connect any HID or mass storage USB device to the XP system, without first installing the sup-
plied driver. Does the device work as expected? Is it missing any features? Does the device even come
with drivers? Write down your conclusions and unplug the device.
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Step 2 Check the manufacturer’s Web site of the USB device you just installed to see if a driver exists.
If there is a driver, download it and install it into your system. Now connect the device again. Does the
device work the same as it did before?

Step 3 Now select another USB device—specifically, one that is neither a HID nor a mass storage
device—and connect it to the same system without first installing the supplied driver. Does the device
work as expected? Is it missing any features? Does the device even come with drivers? Write down your
conclusions and unplug the device.

Step 4 Check the manufacturer’s Web site of the USB device you just installed to see if a driver exists.
If there is a driver, download it and install it into your system. Did the installation work? In many
cases installation will fail because Windows may have loaded an improper driver from when you first
installed the device. Does the device work the same as before? You'll probably find that it doesn't, for

the same reason.

Step 5 Go to the manufacturer’s Web site and see how to remove the device driver properly. Delete the
driver and then remove the device.

v Hint

Installing a USB device without first installing the proper driver on a non-HID or mass storage
device will almost always require you to uninstall the USB device completely from Device Man-

ager. Even so, you should still check the manufacturer’s Web site first!

Step 6 With the previous drivers properly removed, again install the drivers you downloaded earlier.
Then insert the USB device. Does the device work as expected? Are there features now that did not
appear earlier? What does this tell you about the importance of installing USB device drivers before you
install the actual USB device?

Step 7 As time and available hardware allow, practice installing other USB devices and document how
they work, both with and without proper drivers.

é 30 MINUTES
Lab Exercise 16.02: UVCView

Learning Objectives
At the end of this lab, you'll be able to

®  Recognize a system’s USB capabilities using Microsoft’s UVCView utility



Lab Exercise 16.02: UVCView

Lab Materials and Setup
The materials you need for this lab are
e A Windows XP system using USB
® A copy of Microsoft’s UVCView utility (do a Web search on “UVCView” to locate a copy)
®  Atleast one USB hub
e A notepad and pencil to document your findings

This lab is very flexible in terms of the types of USB (low speed, full speed, Hi-Speed) supported on the
system, as well as the number and type of USB devices. Add as many USB devices as possible (you can have
up to 127 devices per USB controller, so knock yourself out!), and try to get at least one USB hub, either pow-
ered or unpowered. The more USB devices and hubs you can get, the more interesting this lab becomes.

Getting Down to Business

Using the UVCView program, you can view detailed information about your USB controllers and the
devices currently running on them.

Step 1 Start the PC with as few USB devices physically installed as possible.

Step 2 Make sure a copy of UVCView is on the system. UVCView is a freestanding executable file and
does not require installation. Place the file on your Windows desktop for easy access.

Step 3 Open Device Manager and count all of the USB controllers (see Figure 16-1). On most systems
you should see two controllers: a Standard Open HCD Host Controller and a Standard Enhanced Host
Controller. Do you see those two? To determine what each of these controllers does, you can use a USB
thumb drive and (possibly) any message Windows places on the system tray/notification area.

Step 4 Start UVCView and compare what you see in Device Manager to UVCView. How do they com-
pare? Do you see any differences? Count the ports reported by UVCView and compare that to the actual
number of ports on your system. Are the numbers the same?

5 Device Manager,

Fle Action Wiew Help
- = g 2

=@ Universal Serial Bus contrallers

Standard Enhanced PCT to LISE Host Controller
Standard OpenHCD USE Host Controller
Standard OpenHCD USE Host Controller

USE Root Hub

USE Raot Hub

LISE Root Hub

USE Root Hub

USE Root Hub

USE Root Hub

V1A Rev 5 or laker USB Universal Host Controller
VIA Rev 5 or later USB Universal Host Contraoller =
/14 USE Enhanced Host Contraller

=

[E3

FiGure 16-1 USB controllers in

Device Manager
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Il USB device viewer.

File Options Help

&% Standard Enhanced Pl to USB Host Cantrolle ~ ———===»Device Information<===—— ~
=8 FoctHub ~ |[English product name: "JUMPDRIVE SPORT" 1
< [Potl] G e :
= [Foit2] onnectionStatus: . 3
= [Por Current Config Value 0201 -> Device Bus Spesd: High
2 [Pon3] Device Address 0=01
2+ [Portd] Open Pipes 2
-
_;[P“"'El ===3Endpoint Descriptor<=-=
% [Forté] Llength 0=07
£ Wi Rev 5 or ater USB Universal Host Cortioller bDescriptorType 0:05
=M FoctHub bEndpointaddress 0281 —» Direction: IN - EndpointID: 1
2 [Patl] Enattributes 0202 -5 Bulk Transfer Type =
= o] wHaxPacketSize: 020200 = 0x200 max bytes
L blnterval 0=FF
£ Yi4 Rev 5 or later USB Universal Host Cortioller
=M% RootHub ===)Endpoint Descriptor¢===
588 [Portl] : General Pupose USB Hub Elﬁength-t . gxg;
. escriptorTyps =
% [Por] - Microoft Hataal Keyboard Pro Campste Device e e Ded> > Direction: OUT - EndpointID: 2
= [Port2] bnAttributes 0=02 -3 Bulk Transfer Type
2 [Pord] anPacketSize 020200 = 02200 maz bytes
2 [Fortd] bInterval 0=FF
% [Port2] : Miciosolt Wireless Transceiver for Bluetonth e e
&+ V1A USB Enhanced Host Controllr length: s b et i
LDescriptorTyps: 0z01
bedUSB: 020200
bDeviceClass x00 -> This is an Interface Class Defined Device
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-

Devices Connected: 4 Hubs Connected: 1

FiGURE 16-2 UVCView details

v/ Hint

Sometimes running UVCView and Device Manager at the same time will confuse Device Manager.

If you're having problems, just close and reopen UVCView as needed.

Step 5 Insert a USB device, making sure to install the correct drivers first. UVCView should update as

soon as the device is inserted. Document which USB host controller and port are running the device.

Unplug the device and reinsert it into a different USB port. Document the changes. Is it on a different

controller? Is it on a different port?

Step 6 Click on the device in UVCView to see its details (see Figure 16-2). What speed is the device

(Low, Full, High)? Who is the manufacturer? What is the most power the device will use (Maxpower)?

Step 7 Repeat steps 5 and 6 for other USB devices until all of your system’s USB ports are in use.

Step 8 Replace one of the devices with a USB hub, and see how it appears in UVCView. Check the speed

of the hub. If the hub speed does not show as High, try inserting a Hi-Speed USB device (such as a thumb

drive) and see what happens!

0 30 MINUTES

Lab Exercise 16.03: Paging Dr. Keyboard!

Keyboards are plentiful and common, and a new basic keyboard is very inexpensive. Even with cheap

keyboards, users tend to get attached to these devices over time—and in the case of an expensive key-

board with lots of extra buttons and features, the user may have both a financial and an emotional
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attachment! For these reasons, it's important that you learn to play “Dr. Keyboard,” fixing these devices
when they break.

Learning Objectives
At the end of this lab, you'll be able to

®  Repair stuck keyboard keys

e  Dismantle and clean a keyboard

Lab Materials and Setup

The materials you need for this lab are
¢  Windows XP system

e As many “throw-away” keyboards as possible (functional keyboards that you won't mind
throwing away at the end of this lab; connection type is unimportant as long as they're usable
by a Windows system)

o  Medium-sized flathead (slotted) screwdriver
e  Compressed air

e Lint-free cloth

v Hint

Try to avoid using older (pre-2004) laptop keyboards, as many older laptop keyboards used a del-

icate type of scissors key connector that would shatter if pried off.

Getting Down to Business

In this exercise, you'll dismantle one or more keyboards, cleaning up the keyboard components in the
process before reassembling the device(s) and testing for functionality.

Step 1 Try prying off two or three keys using the flathead screwdriver (see Figure 16-3). Include more
difficult keys such as the spacebar, ENTER/RETURN, and a key from the center of the keyboard such as the
letter G. Inspect the bottom of the key and the key post that it sits on—how much dirt is there? Reinsert
the keys, making sure they are snapped all the way down.

Step 2 Test the keyboard by installing it into a Windows system. If any of the keys you removed aren't
working, double-check that they're properly snapped in. Shut down the system and remove the keyboard.
Repeat this process until all keys are working.
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Ficure 16-3 Removing the cTrL key with a screwdriver

v/ Hint

What should you do if you break a key? Well, nobody sells replacement parts for keyboards—
they’re just too darn cheap to bother! You might be lucky enough to have a non-working key-
board that's the exact same model, which you can cannibalize; otherwise, just consign the
affected keyboard to the scrap heap after you've used it for this lab.

Step 3 Insert the nozzle of the compressed air under a key and start blasting away. If the keyboard is
really old or looks dirty, you may want to do this outside! Did you see any dust or crumbs come out?

Step 4 Completely dismantle the keyboard. Most keyboards have a number of screws underneath that
you must first remove to begin this process. Inspect the screws—are they different sizes? Keep track of

which screw goes into which hole.

Step 5 The inside of the keyboard will have a number of plastic contact templates (see Figure 16-4).
Remove these, keeping track of their relation to each other so you can reassemble them. Wipe down
each template with the cloth dampened with water. If you run into serious dirt, add a bit of mild deter-

gent and repeat until the keyboard is clean.

v/ Hint

All keyboards have small circuit boards inside as well. Don't get them wet!
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Ficure 16-4 Inside a keyboard

Step 6 After allowing everything to dry, reassemble the keyboard and test it on a Windows system. If
the keyboard is not working properly, dismantle it and try again.

Lab Analysis Test

1. Why is it very important that you always install a USB device’s driver before you physically install
the USB device?

2. John encounters a system with a Bluetooth USB device installed, and the user is complaining that
many of the features that should be included with this device don't seem to exist. What does he
need to do to fix this problem?

3. Beth’s brand-new USB keyboard has a piece of the packaging stuck under the keyboard in such a
way that she simply can’t pull it out, even with a pair of needle-nose pliers. What should she do to
go about fixing this problem?

4. UVCView is an interesting tool for observing how USB works. How might this tool come in handy
for diagnosing USB problems?

5. Ken has just purchased a fast new 4-GB USB flash drive, complete with the latest U3 “smart drive”
technology. He plugs it into his older IBM laptop using the USB 1.0 ports on the system. What
should he expect to happen?



332 Chapter 16: Input/Output

Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.
driver
full speed
Hi-Speed
human interface device
low speed
Standard Enhanced Host Controller
Standard Open HCD Host Controller
USB controller
USB hub
USB mass storage
UVCView

1. A USB keyboard or mouse would fall into the category.

Every USB device connects to a

Most USB devices need a special

A w N

The three USB speeds from slowest to fastest are
and

5.  Windows calls the controller for Hi-Speed USB devices a
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Few components affect the PC user like the video system, the primary
output for the PC. As you know from the textbook, the video system has
two main hardware components—monitor and display adapter—that
work together to produce the image on your screen. Both components
must be installed and configured properly in Windows, or your viewing
pleasure will be seriously compromised. Good techs know how to do video

right!

In this set of labs, you'll install a display adapter, hook up a monitor,
load video drivers, and configure Windows for optimal viewing. You'll
then work with the growing practice of using multiple monitors (some-
times a projector and a laptop screen) to expand your desktop viewing
area. The last lab exercise will run you though some of the typical trou-

bleshooting issues that techs face when dealing with video.

¥ Warning

It is critical to understand that only trained monitor technicians should remove the cover of a video
monitor (or a television set, for that matter). The inside of a traditional monitor might look
similar to the interior of a PC, with printed circuit boards and related components, but there's
a big difference: No PC has voltages up to 50,000 volts or more inside, but most CRT monitors do.
So be sure to get one thing clear—casually opening a monitor and snooping around has the poten-
tial to become harmful to you and the monitor—and in cases of extreme carelessness, it can even
be deadly! Even when the power is disconnected, certain components (capacitors) still retain
substantial levels of voltage for an extended period of time. Capacitors work like batteries. Yes,
they can maintain 50,000 volts! If you inadvertently short one of the capacitors, a large discharge
will occur into the monitor circuits, destroying them. If you're touching the metal frame, you
could fry yourself—to death. Given this risk, certain aspects of monitor repair fall outside the
necessary skill set for a standard PC support person, and definitely outside the CompTIA A+ test
domains. Make sure you understand the problems you can fix safely and the ones you need to

hand over to a qualified electronics repair shop.



Lab Exercise 17.01: Installing Video 335

b 30 MINUTES

Lab Exercise 17.01: Installing Video

Your office staff’s computers need a serious video upgrade. Some of the PCs have tiny 14-inch CRT moni-
tors that simply have to go, while others have decent 17-inch and 19-inch CRTs that have a year or two of
life left in them. Your boss has bought new AGP and PCI video cards and some LCD monitors to replace
the older CRTs. You're tasked with installing the cards, loading drivers, and setting everything up in

Windows.

v/ Cross-Reference

For the details of CRT versus LCD monitors, refer to the “CRT Monitors” and “LCD Monitors” sec-
tions in Chapter 17 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Learning Objectives
At the end of this lab, you'll be able to

e  Identify the make and model of a video card
e Install a video display adapter card

®  Check BIOS for proper video settings

e Adjust the monitor for the proper display

e  Optimize the video settings in Windows

Lab Materials and Setup

The materials you need for this lab are
e A working PC with Windows 2000 or Windows XP installed
e A working monitor (access to both a CRT and an LCD monitor is recommended)

e A working computer system with access to the Internet

v Hint

Classrooms that have a variety of different monitor types and video display adapter cards are

a plus.
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Getting Down to Business

To begin this lab, you'll become familiar with the video components in your system. You'll then step

through the proper installation and configuration of a video adapter.

®  Warning

Some versions of Microsoft Windows operating systems have problems when you make changes

to the video display adapters, even when you're simply removing and reinstalling the same card
into a different slot. If you perform this lab on a test machine, you should have no real problem if
things go wrong. If you're using your primary PC to do the lab, however, make certain you have

current drivers available for your video card, or a source to get drivers if necessary.

Step 1 Shut down your system properly and unplug the power cable from the system unit and the wall.
Remove the cover from the PC to expose the expansion buses.

a) Find your video display adapter card (the one to which the monitor is attached). What type of
video display adapter is installed: PCI, AGP, or PCle?

¢/ Hint

Many laptop computers and some low- to mid-level desktop systems include display adapters inte-

grated right into the electronics of the motherboard. On desktop systems with this configuration,
the 15-pin connector will appear in line with the PS/2 and USB ports. If your system uses this type
of display adapter, the overall performance of the system may suffer because the display typically
“steals” 32 to 64 MB of system RAM to serve as video RAM. Not only is this a small amount of video

RAM for today’s PC applications, it also lowers the total amount of system RAM available for the
system. Laptops are usually designed around this limitation, but if your desktop system is of this
type, you can increase the performance (and usually the video quality) by installing a display
adapter card and disabling the onboard video in the BIOS. Typically, you can also balance between
video and system performance by selecting how much memory is allocated to the onboard video

in BIOS.

b) Detach the monitor’s cable from the video card.

Using good ESD avoidance procedures, remove the screw that holds the card in place, put it a
secure location, and then remove your video display adapter card (see Figure 17-1). Examine it closely to
answer the following questions. Be careful not to touch the expansion slot contacts on the card!

c) Look for a name or model number on the adapter’s circuit board or chipset.
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Ficure 17-1 This video card has a cooling fan for the Graphics
Processing Unit (GPU) and four onboard RAM chips.

Who is the manufacturer, or what is the model number? Write it down. (Note that for this lab’s
scenario, you'd actually be looking up the information for the new video cards, not the ones already

installed—those will most likely be donated to charity!)

Be sure to write down as much information as you can collect from the display adapter for a later

assignment.

d) Reinsert the video card into the same slot, and make sure it is properly seated. Reattach the
monitor cable and test your system with the case still open to see if it works. This could save
you the frustration that results when you close the case, fire up the system, and get a video

error. (Not that I've ever done that!)

v Hint

AGP and PCle cards can be a little tricky. They must be seated perfectly or they will not work.
Many of these types of cards use slots with locking levers—if you were observant when you

removed the card initially, you'll know what you have to do now for proper physical installation.

e) Boot your system and open your favorite browser to search the Web.

Conduct your search using the information you've gathered about the manufacturer and model

number of your card.

Can you find the specifications for your display adapter?

What is the highest resolution you can achieve with your video adapter according to these specifi-

cations?
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How much memory is available?

What type of memory is used?

Does the adapter support SLI or CrossFire?

Does the adapter have any features that are unusual or unfamiliar to you?

Step 2 Reboot your system and press the proper key sequence to enter the CMOS setup utility. Depend-
ing on the BIOS manufacturer and version, there can be as many as five or more video-related settings.
My lab system has ten settings directly related to video or the AGP slot. Complete each of these questions
based on your specific BIOS. Some of the names of the sections will undoubtedly differ from the ones
presented here. Search around a bit and you'll find video options in your CMOS.

On the Standard CMOS Setup or similar screen, how many choices are there for video, and how is

your video set?

On the Chipset Features Setup or similar screen, what is the value for your Video RAM Cacheable
setting? Are there any AGP-specific settings?

Are there any settings for the amount of RAM the onboard adapter will use?

On the Power Management Setup or similar screen, do you have settings to control how the moni-
tor and video adapter will react when not in use for a period of time? What are your settings?

On the Integrated Peripherals or similar screen, do you have an Init Display First setting? What

are the choices? What does your setting say?
Know that when this setting is wrong, the monitor display might not work.

Step 3 You'll now examine a monitor and see what external controls it has. If you're not in a com-
puter lab, you can go to your local computer store and examine a wide variety of monitors.

Figures 17-2 and 17-3 show the control buttons for adjusting the display attributes for an LCD and a
CRT monitor, respectively. Both of these have the controls on the front of the monitor, but some have

Step 2 With the power off and disconnected from the PC, open the case and s
screw that secures the video card to the case frame. Pull the video card wp sliy

end. Reapply electricity and power up the PC.

What hannenad?

safE2v¢

Page1s  Secl 1821

ViewSonic
—_——— :

1]

Ficure 17-2 An LCD monitor with front-panel buttons for adjustments
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ParkiCity

Ficure 17-3 Front controls on a CRT monitor

the controls behind a door under the front of the monitor screen, and others may have them on the
back.

A monitor can have quite a few adjustable features. How many of the following can you adjust on
your LCD monitor?

Brightness
Contrast

Clock

H-position
V-position

Color temperature
Auto balance
Sharpness
Gamma

Signal select (for LCDs with both VGA and DVI inputs)
Full screen

Language
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How many of these can you adjust on your CRT monitor?
Brightness

Contrast

Color saturation

Vertical size

Vertical position

Horizontal size

Horizontal position

Pincushioning (for adjusting displays that are narrow
in the middle but flare out at the top and bottom)

Keystoning (for adjusting displays that are narrow at
the top but flare out at the bottom)

Degauss (for adjusting displays that have become fuzzy
due to electromagnetic interference)

Play with the controls of your monitor or a test monitor. If the current settings use percentages,
write down the settings before doing any adjustments. Then follow these steps:

a) Change the settings such as color and sizing. Don’t be shy!
b) Put the settings back as close as possible to their original positions.
c) Optimize the screen for clarity and position.

Step 4 The hardware is set up properly and the BIOS settings should be correct, so now you need to
configure and optimize the Windows settings that determine your video display characteristics. To do
this, you need to use the Display applet.

v/ Hint

This lab simulates a working PC that you upgrade with new hardware and drivers. All the steps
can work just as well for installing a video card into a new system, although the pace of that
installation would differ. In a new system, you would physically install the video card, let Win-
dows use generic VGA drivers until you make sure you can boot properly, and only then install
the drivers for the video card. Finally, you'd go to the Display applet and optimize the video card
settings. Windows XP is fairly good at finding a suitable driver the first time around, but you

should still understand how to locate and update drivers for your video card.

Choose your favorite way to navigate to the Display applet, then click the Settings tab. This tab dis-
plays the monitor settings, such as those shown in Figure 17-4.
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Ficure 17-4 The Display Properties
dialog box’s Settings tab

Warning
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You're going to make changes to the look and feel of Windows. Making some of these changes can

result in frustrating and time-consuming problems. Use a test machine if you have one available.

If you must use your own machine, write down all your display settings before you make any

changes.

Each video display adapter manufacturer has different options for its cards. By clicking the Advanced

button, you can access more information about the display adapter. You may see a choice for setting the
refresh rate, as well as other features. Look through the settings on the Advanced tab, and see what your
display adapter manufacturer provides. Remember that the video adapter “pushes” the monitor. If you set
the refresh too high, it can cause problems, and in the case of older CRTs may even damage your monitor.

Write down your display’s current resolution, color depth, and refresh rate.

Close the Advanced dialog box (if you selected it), but leave the Display Properties dialog box open.

Make some changes to the background and colors on your screen. You'll find these options on the

things back when you're done.

v Hint

Background and Appearance tabs, respectively. Be sure to note the original settings so you can change

The setting changes suggested in this step are perfectly safe and easy to undo.
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Change the desktop background to something you might like better, such as Autumn or Bliss. Then
try the following:

e  Experiment with color combinations.
e  Make some changes to the displayed fonts and menu bars.

®  Add ascreen saver, or change the one you currently have. You'll find these options on the

Screen Saver tab. Play with the settings.

e  Experiment with changing the colors and resolution of your display.

Can your machine run in 16-bit color?

How about 24-bit color?

Can you run 8oo X 600 resolution?

Can you run 1024 X 768 resolution?

Can you run 1280 X g6o resolution?

Do you have any other options?

Click the Advanced button again, and experiment with changing the refresh rate (see Figure 17-5).

v Hint

Because of the way that LCD monitors work, the refresh rate setting doesn't really apply to them.
As a general rule, LCD monitors display a stable, flicker-free image at 6o hertz (Hz). There are no
visible differences between 85 Hz and 60 Hz.

SyncMaster, 905DF (X)/955DF (X), SyncMaster Magic CD... (]

Color b anagement n PowerDesk
General Adapter | Moaritor Troubleshoaot
Manitor type
@ Synchd aster 05D F[)/9550F(<). Synchaster Magic

CO1554(F)

— Eropert\es ey

Monitor settings
Screen refresh rate:

|1UU Hertz v

Hide modes that this monitor cannot display

Clearing this check box allaws pou ta select display mades that this
monitor cannat display correctly. This map lead to an unusable display
and/or damaged hardware.

Ficure 17-5 A typical refresh setting
under Display Properties
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Can you make specific numeric changes?

Are the Optimal and Adapter Default settings the only choices you have?

v Hint

The refresh rate is not an option on all video adapters. This setting may be in a different location,

or not on your system at all.

Make sure you return all the settings to their original values, and then close the Display Properties

dialog box.

Check the drivers for your video card and monitor. Are they “standard” drivers, or are they specific
to your hardware? Follow these steps:

a) Go to the Device Manager, locate your display adapter, right-click, and select Properties.
b) Locate your driver information.

c¢) Can you identify the version number(s) of your video drivers? Write them down.

d) Go online and find the manufacturer’s Web site.

e) Check to see if newer drivers are available. If so, download and install them. (Do this on a test
machine first. Get comfortable with the whole process before you do this on your personal
computer.)

How did this affect your machine?

v Hint

New drivers will sometimes fail to work properly, thereby crippling your PC. Windows XP has the
Driver Rollback feature that enables you to go back to a driver that worked correctly in case this
should happen. Refer to Chapter 15 for a refresher on how to do this.

Step 5 One more place to look for video settings is the Power Management Control Panel applet. Take
a look at any power management settings you may have.

Go to the Control Panel and double-click the Power Management or Power Options applet, if you

have one.
Click the arrow next to the drop-down list to see what power management schemes are available.

Which one do you have running?

How long is the period of inactivity before your monitor shuts off?

Close the applet and the Control Panel.



344 Chapter 17: Video

0 30 MINUTES

Lab Exercise 17.02: Configuring

Multiple Displays

Your consulting firm has just been awarded a contract to perform complete upgrades on the 12 digital audio
workstations at a local recording studio. Among the various considerations for this type of application—
large data storage, backups, fast processors, and loads of memory—the application also requires high-
performance display adapters with multiple monitors for each station. It is not unusual for a recording
engineer to have three or four critical windows open simultaneously during a session, so the studio design

has included three widescreen monitors for each station.

You jump on the project and immediately stage one of the systems in the shop to run it through
its paces. You decide to use one of the new ASUS motherboards with three PCIe slots and three high-
performance NVIDIA display adapters. You finish the video configuration and attach three 30-inch
widescreen monitors—this system looks impressive!

v/ Cross-Reference

For additional information on configuring your multiple displays, refer to the “Installing and
Configuring Video” section in Chapter 17 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Learning Objectives
At the end of this lab, you'll be able to

e Install an additional video display adapter card
e  (Configure a system to use multiple displays

e  Expand the desktop across two or more displays

Lab Materials and Setup

The materials you need for this lab are
e A working PC with Windows 2000 or Windows XP installed
® At least one additional display adapter

e At least one additional working monitor (CRT or LCD)
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v’ Hint

This lab exercise does not require any of the high-end equipment discussed in the scenario. You

should be able to complete the steps to configure multiple monitors using a few PCI video cards and
the monitors in your classroom lab. You can even use the integrated display adapter on many moth-
erboards and install one additional video card to complete the lab steps. If time permits, hop on
a system with Internet access and explore some of the components discussed in the scenario. Manu-

facturers such as ASUS, NVIDIA, and NEC are always adding new technology to their product lines.

Getting Down to Business

To explore the system configuration presented in the opening scenario, you will install at least one
additional display adapter and monitor on a working system. You will then use the Display applet in
Windows to configure the multiple monitors for use as an expanded desktop.

Step 1 Shut down your system properly and unplug the power cable from the system unit and the wall.
Remove the cover from the PC to expose the expansion bus slots.

a) Verify the type (PCI, AGP, or PCle) and location of the current video display adapter. Using
proper ESD avoidance procedures and one of the available expansion slots (depending on the
additional video card available to you), install a second video display adapter in your system.
Remember that AGP and PCIe cards can be a little finicky during installation, so make sure they

are in securely.

v’ Hint

If you currently have an AGP adapter installed, your second adapter will need to be PCI, as that's

the only type of slot you're likely to have that can handle a video adapter. If you're in a classroom
environment, your instructor should be able to provide you with an additional video card and mon-
itor to facilitate this lab. In some cases you can use an integrated display adapter as your primary
display, installing the new display as the secondary. Follow your instructor’s directions in addition

to the directions included in this exercise.

b) Attach the second monitor cable to the new display adapter, and test your system with the case

still open to see if it works.

To verify that the second display adapter and monitor have been installed correctly, are recognized by
the system, and have drivers available, open Device Manager and expand the display adapter’s icon. View
the properties of the newly installed card and select the Drivers tab. Does everything appear to be in order?

c) If the new display adapter is not working properly, you may need to install specific drivers or
updated drivers. Access the Internet to download and install the appropriate drivers for your

display adapter.

345



346 Chapter 17: Video

Display Properties

| Themes | Desktop | Screen Saver | Appearance | Settings 1
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Use this device as the primary monitor.
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[ idenity | [ Troubleshoot... | [ Advanced |

Ficure 17-6 The Display Properties dialog box’s

Settings tab, showing two monitors available
Step 2 Now that the hardware is set up and functioning properly, you will configure the Windows set-
tings to expand your desktop across two or more displays. To do this, you will again open the Display applet.

Navigate to the Display Properties dialog box’s Settings tab. This tab shows the monitor settings

and should now display two monitor icons, as shown in Figure 17-6.

Now complete the following steps to expand your desktop across the displays you have installed.

a) Click on the drop-down arrow next to the Display field. Are both of your display adapters

available?

| Themes " Desktop || Screen Saver ” Appearance ‘ Settings 1

Dirag the monitor icons to match the physical amangement of your monitors.

12

Display:
2. Plug and Play Menitor on NVIDIA GeForce 7300 GT v |
Screen resolution Colar quality
les —}— Mo Highest (32 bit) K
1280 by 960 pixels I | 1] ma | ]

[ Use this device as the primary monitor.
Extend my Windows deshktop onto this monitor

[ idenifty ][ Troubleshoot... | [ Advanced |

[ ok [ cencel J[ ey |

Ficure 17-7 Extending the Windows desktop
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Ficure 17-8 Dual monitors displaying multiple open windows

b) Now click on the second monitor icon, check the Extend my Windows desktop onto this monitor box,

and click the Apply button. Your monitor icons should now look something like Figure 17-7, and

the display on your monitors should change accordingly.

¢) Now click and drag the Display Properties dialog box from one monitor to the other. Notice that

the standard setup has the second display as the display to the right, so the expansion should

allow you to use the second monitor as the rightmost portion of the desktop. Open a few win-

dows and place them in different locations on the two monitors (see Figure 17-8).

d) Experiment with the “virtual” placement of the monitors by clicking one of the numbered

monitors and dragging it around the other monitor(s). Also click and highlight one of the num-

bered monitors and select it as the primary display.

Can you place the monitors on top of each other (see Figure 17-9)?

Can you set the second display as the primary monitor?

Right-click one of the displays in the Display Properties window and select Identify. What are the

results?

Display Properties
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Ficure 17-9 Configuring monitors to be “virtually” on top of each other
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0 30 MINUTES

Lab Exercise 17.03: Troubleshooting Video

Video troubleshooting really boils down to two distinct questions. First, are the physical video compo-
nents installed and configured properly, as discussed in Lab Exercise 17.01? Second, do the current video
display adapter and CPU support the software technologies you're trying to use? (Or have you loaded
that killer game and completely overwhelmed your video subsystem?) In this lab exercise, you'll create
connectivity problems to simulate real-world installation problems, and use the DirectX Diagnostic tool

to analyze your system.

Learning Objectives
At the end of this lab, you'll be able to

®  Recognize and fix typical video installation and connectivity problems

®  Use the Microsoft DirectX Diagnostic tool to analyze and test the graphic display attributes of
a PC system

Lab Materials and Setup

The materials you need for this lab are
e A working PC with Windows 2000 or Windows XP installed

®  Any version of the Microsoft DirectX Diagnostic tool installed

Getting Down to Business

If you went through Lab Exercise 17.01 and had typical results—video card not seated properly, forget-
ting to plug things in all the way, and so on—you can probably skip steps 1 and 2 of this lab. If you had
a perfect reinstall, on the other hand, then definitely do all of the steps!

Step 1 Loosen the screws that hold the monitor data cable securely to the video card. With the system
fully powered up and in Windows—and being gentle with your hardware—partially disconnect the
monitor cable.

What happened to the screen?

With many monitors, a loose cable results in a seriously degraded display. Colors fade out or a sin-
gle color disappears, or the display may appear grainy or snowy, for example. If you run into these
symptoms in the field, check your connectivity!

Connect the monitor cable and tighten the restraining screws to resume normal operation.

Step 2 With the power off and disconnected from the PC, open the case and remove the screw that
secures the video card to the case frame. Pull the video card up slightly on one end. Reapply electricity
and power up the PC.



What happened?
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You might have to run through this a couple of times to get

the desired effect, which is a seemingly

dead PC and some beeping from the system speaker. That long-short-short beep code is pretty universally
recognizable as the PC’s cry for help: “Hey! My video card isn't seated properly!”

With the power off and disconnected, reseat your video card, reinstall the restraining screw, and

power up your PC to resume normal operation.

Step 3 Access the Microsoft DirectX Diagnostic tool using these steps:

a) Select Start | All Programs | Accessories | System Tools | System Information.

b) Select Tools | DirectX Diagnostic tool (see Figure 17-10).

v/ Hint

Many technicians prefer to use the command line because it can save a lot of time. If you're one
of them, try this: Select Start | Run, then type dxdiag and click OK.

Step 4 Select the Display tab (see Figure 17-11).

What is the name of your display adapter?

How much total memory is on the adapter?

What is the current display mode?

What is the drive name and version?

Does it display a driver version date?

Should you look for a more current driver?

% DirectX Diagnostic Tool E]|E|E|

Spstem | Direct Files | Display | Sound | Music | Input || Metwork | More Help

Thiz tool reports detailed infarmation about the Direck< components and drivers installed on pour system. [t lets pou test
functionality, diagnose problems. and change vour system configuration to work best,

I pou know what area is cauging the problem, click the appropriate tab sbove, Othenwize, you can uge the "Next Page"
button below to visit each page in sequence.

The "More Help" page lists some other tools that may help with the problem you are experiencing

System Information
Current Date/Time: Wednesday, November 27, 2002, 21:13:26
Computer Mame: SCOTT=P
Operating System:  Micrasoft ‘Windows XP Pratessional (5.1, Build 2600]
Language: English [Regional Setting: English]
Processor: Intel Pentium [1I, ~871MHz
Memary: 512MEB Rk
Page file: 113MB uzed, 1137MB available
Direct Wersion: Direct< 8.1 [4.08.01.0810)

DxDiag 5.01.2600.0000 Unicode Copyright © 1338-2001 Microsoft Corporation. Al rights reserved.

‘ Mext Page | [ Save All Information.. I [ E it

Ficure 17-10 Using the DirectX Diagnostic tool
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* DirectX Diagnostic Tool = | _|@
System | Direct Files‘ Drisplay | Sound | Music | Input | Metwork | More Help
Device Drivers
Mame: Matrox Parhelia 128ME - English tdain Diriver; MTXPARHD.dI
Manufacturer. Matrox Graphics Inc. Wersion: 5.13.01.1000 [English]
Chip Type: Matrox Parhelia Signed: Mo
DAC Type: Integrated. 400 MHz Mini YDD: MTHPARHM.aps
Approx. Taotal Memory: 128.0 MB wDD
Current Display Mode: 1024 « 768 [32 bit] [100Hz)
Monitar:  Synchdaster 050 F(<)/9550F (<),
Direct< Features
DirectDraw Acceleration:  Enabled
Direct3D Acceleration:  Enabled Test Direct3D

AGP Testure Accelerations  Enabled
Notes
+  The file MT<PARHD.dIl is not digitally signed. which means that it has not been tested by Microsoft's Windows A

Hardware (uality Labs. “f'ou may be able to get a signed driver from the manufacturer of the hardware device.
*  Totest DirectDraw functionality, click the ' Test DirectDraw'' button abowve.
+  Totest Direct3D functionality, click the "Test Direct3D" button sbove. -
| Next Page | [ Save All Information ] [ E it I

Ficure 17-11 Viewing the DirectX Diagnostic tool’s Display tab

Step 5 Check out the Notes box at the bottom of the Display tab, and read the information provided.
This is where you can find out about any conflicts or problem areas.

Do you show any conflicting information? If so, what's the problem?

Step 6 Select and test the DirectDraw feature, and follow the instructions.

Did the test complete correctly?

Step 7 Select and test the Direct3D feature, and follow the instructions.

Did the test complete correctly?

Step 8 Some programs run very slowly or not at all unless Microsoft DirectDraw or Direct3D hardware
acceleration is available. On the Display tab, look in the DirectX Features section to see whether Direct-
Draw, Direct3D, or AGP texture acceleration is set to Not Available.

You may need to enable these items or adjust your graphics acceleration, as described in the follow-
ing steps. You might also consider upgrading your hardware if necessary to improve performance.

a) Go to the Control Panel.
b) Open Display, and select the Settings tab.
¢) Click Advanced, and select the Troubleshoot tab.

d) Move the Hardware Acceleration slider to Full.

v/ Hint

If you're looking at a Windows 2000 system, the tab under the Advanced options for hardware

acceleration is called Performance or Troubleshooting.
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Lab Analysis Test

1. If you remove an AGP video display adapter and replace it with a PCI video display adapter, what
must you do to be sure the Windows Desktop will display properly?

2. Your nephew Brian visited and used your computer last night, and this morning your monitor is
dead. What should you do first, second, and third?

3. What can happen if the refresh rate for a CRT is set too high?

4. Teresa installed a new game, but she is frustrated because it responds too slowly. What might she

check?

5. Taylor installed a new video display adapter, but the best setting he can adjust it to is 8oo X 600
resolution with 256 colors. What must he do to make it go higher?

Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.
color depth
Direct3D
DirectX Diagnostic
Display applet
hardware acceleration
Init display first
refresh rate

resolution

1. Once software is installed, test your video using Microsoft’s tool.

2. Erin’s monitor was set to 640 X 480, a very low

3. John complained constantly about getting headaches every day. When you looked at his PC, you
noted that the screen flickered. John's monitor had the set too low!

4. The is the one-stop shop in Windows for changing your video settings.

5. can offer excellent visuals in games and not bog down the system.
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You have been hired on as an entry-level tech for a public school dis-
trict. Your first day on the job, the technology manager asks how famil-
iar you are with recording, storing, and playback of audio files on
computer systems. It turns out that the sociology department wants the
students to be able to record audio documentaries on current events,
store the files on the network, and produce podcasts of the documen-
taries. Demonstrating your enthusiasm, you respond that you are some-
what familiar with sound and will tackle the project. You are tasked
with researching the sound card, building the prototype system, and
providing some basic audio recording and storage training to the sociology

instructors.

As a competent PC tech, you need to understand not just the tasks of
installing the physical sound card and associated drivers, but also the
applications that take advantage of the PC's sound capabilities. As such,
the CompTIA A+ Certification exams expect you to know about sound
cards and their workings. The following lab exercises will introduce you
to sound card hardware and drivers, as well as the basic use of some of

the popular Windows audio applications.

b 30 MINUTES

Lab Exercise 18.01: Installing Sound

The first task on the agenda is to do a little research on sound cards and choose a few that meet the
needs of this project. There are a number of different sound chips, and the “card” can be anything
from the onboard sound capability of a mid-priced system to professional multichannel (input/
output) devices used in recording studios. After you assemble a few candidates, you will select a
sound card and then install, configure, and test that card. For the purpose of completing this lab, it
is perfectly acceptable to use any working card, or an onboard sound device if that’'s what you have
available.
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Learning Objectives

This lab teaches you the basics of installing and configuring a sound card.
At the end of this lab, you'll be able to
e  Identify features of sound cards
e  Remove and install a sound card and associated devices (speakers and microphone)

e  Configure a sound card

Lab Materials and Setup

The materials you need for this lab are
e A working computer system running Windows 2000 or Windows XP

e A removable sound card, microphone, and speakers properly installed and functioning (the
sound drivers must either be part of the operating system in use or be available on CD or
diskette)

®  Warning

Different versions of Windows handle the drivers differently, to say the least. You should have a
current driver disc or diskette for your sound card handy, just in case Windows decides it cannot

remember your sound card when you go to reinstall!

Getting Down to Business

This lab will step you through removing, researching specifications for, installing, and configuring a
sound card.

Step 1 Begin by examining the configuration and resources currently being used by the sound card.
Turn on your machine and boot to Windows, and then open the Device Manager (Figure 18-1).

v’ Hint

There are several ways to access the Device Manager. If you need a memory jog, review pathing in

Chapter 13, “Understanding Windows.”

Now follow these steps:
a) Click the plus sign (+) next to Sound, video and game controllers.

b) Highlight the sound card icon.
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Ll Device Manager
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Figure 18-1 The Device Manager in Windows XP

v/ Hint

The name of the sound card icon differs according to the type of sound card you have installed.
A Creative Labs SoundBlaster Live! card, for example, has the entry listed as “Creative SB Live!
Series (WDM).” Try them all if it’s not obvious at first glance which is the appropriate icon.

c) Right-click and select Properties.
d) Click the Resources tab.
Verify which resources the sound device is using, and confirm that there are no conflicts.

Which interrupt request (IRQ) is listed?

What direct memory access (DMA) channels are listed, if any?
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What input/output (I/0) addresses are listed?

e) Now click the Driver tab, and record all the available information about the driver that is cur-
rently installed.

Step 2 Take a moment and look up the specifications of your current sound card. Identify the following:

Resolution

Sampling rate

Dynamic range

Signal-to-noise ratio

Now see if you can find this information on some other cards—try M-AUDIO Revolution 5.1, Cre-
ative SoundBlaster X-Fi, SoundMAX Integrated Digital Audio, and Voyetra Turtle Beach.

Step 3 Now that you've seen what resources are currently being used, and some of the relevant speci-
fications, the next step is to practice removing and reinstalling the sound card.

v Hint

This lab assumes that you have a removable sound card, not onboard sound. If all you have to
work with is a system with onboard sound, go into the CMOS setup utility and turn off the
onboard sound. Make what observations you can and resume the exercise with Step 4. When the
time comes in the second half of Step 4 to reinstall the sound card, just go back into CMOS and

enable the onboard sound again.

a) Close the Device Manager and shut down your system properly. Unplug the power cord.
b) Remove the case cover from your system and locate the sound card (see Figure 18-2).

What type of slot does the card use?

c) Disconnect any cables that are attached to the sound card (both internal and external), take out
the screw that secures the sound card to the case, and then carefully remove the card. Make
sure you're properly grounded before you touch the card!

What sort of internal connectors does the card have?

What sort of external connectors does it have?

Does the card have jumpers? What are they used for? Again, look on the Internet for the answers.
Find the name of the card manufacturer and search that company’s Web site for information on
your specific model. This information is also available in the documentation for the card, if you
still have it around.
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Ficure 18-2 A typical sound card

What is the brand name of the sound-processing chip?

Is the name on the chip different from the name of the manufacturer of the card? (For example,
the chip might have ESS printed on it, while the board is marked Creative Labs.)

Describe the cables you disconnected when you removed the sound card.

Does the card have an IDE interface? If so, you have a really old card. How would the IDE interface
be used?

v Hint

In old systems that had only one IDE controller on the motherboard, how were CD-ROM drives

connected when you had two hard drives in the system?

Step 4 With the card out of your system, turn on the machine and let it boot to the Windows desktop.
Then go to the Device Manager and see if your sound card is still listed.

Did Windows automatically remove the device when the card was removed?

If the sound card is still listed, highlight its icon, right-click, and select Uninstall. (Am I sure? Yes,
I'm sure!)

Save your changes and shut your system off properly.
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The next steps will confirm that the device has been removed:

a) Reboot your system, go to the Device Manager, and confirm that the sound device is no longer
listed.

b) Shut down your system and disconnect the power cord. Insert the sound card in the slot where
you originally found it, secure the card to the case using the screw you removed, and reconnect
all the cables.

c) Reboot the system. When Plug and Play (PnP) kicks in, your system should recognize that you
have added a card.

Windows will now locate the software drivers for the new hardware you installed. In fact, unless
you uninstalled them, the drivers should still be on your system.

Step 5 Return to the Device Manager and repeat Step 1 to verify what resources the sound card is now

using and confirm that there are no conflicts.

What IRQ is listed now?

What DMA channels are listed, if any?

What I/0 addresses are listed?

Are the settings the same as in Step 1 before you removed the card?

Go to the Driver tab and confirm that Windows installed the same drivers in the system. If neces-

sary, use the driver diskette or CD to reinstall the correct drivers.

Step 6 To confirm that sound is working properly, start by ensuring that the speakers are powered
and connected, and that the volume is set at a comfortable level.

Make sure your speakers are plugged into the proper jack on the sound card.

Is the speaker pair plugged into a working AC outlet, or does it have good batteries?

Is there a volume adjustment knob on your speakers?

If you have a volume knob, adjust it to the middle position, and then access the Control Panel.

Now place a Volume icon in the taskbar’s system tray/notification area so that volume adjustments
will be more convenient. Follow the procedure that matches your operating system.

e In Windows 2000, open the Sounds and Multimedia Control Panel applet, and check the Show

volume control on the taskbar box.

e In Windows XP, open the Sounds and Audio Devices Control Panel applet, and check the Place
volume icon in the taskbar box.

Once you have the Volume icon in the taskbar, double-click it to open the volume controls and then

follow these steps:
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Ficure 18-3 Setting the volume controls

a) Check to be sure that the Mute all option is not selected (see Figure 18-3).
b) Select Options | Properties.

c) Select the volume controls that you want to control.

d) Click OK to close the Properties window.

e) Now adjust all the sliders to the center position.

You now have a good starting point to play sounds. Once you have ensured that the speakers are

successfully putting out sound, you can go back and customize the levels to your liking.

Step 7 Test the speakers, and adjust the sound volume to a comfortable audible level. A good tool to
use to test your sound card is the DirectX Diagnostic tool. This is the same tool you used in Chapter 17
to test video performance. Click Start | Run and type dxdiag to launch the DirectX Diagnostic tool (see

Figure 18-4).

a) Click the Sound tab, and examine the information displayed about your sound card and

drivers.

b) Click the Test DirectSound button. This steps you through a series of tests to confirm the opera-

tion of your sound system.

c) Now switch to the Music tab and click the Test DirectMusic button. This tests whether your sys-

tem supports the DirectMusic component of DirectX.

Step 8 You've learned to remove, install, and configure a sound card. You've also learned how to test

the various parts of the sound system. Now it’s time to talk about troubleshooting.

Your sound system is working, but your speakers sound a little rough. Are they “blown” out because
they were overdriven with poor adjustments? You can go to this Web site and test the response of your

speakers at different frequencies:

http://www.eminent-tech.com/music/multimediatest.html
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¥ DirectX Diagnostic Tool

System | DirectX Files Disp\ay‘SUUﬂquswc Input | Metwork | More Help

Device Driver
Name: Crystal WDM Audio Name: cwawdm.sys
Device ID: PCRVEN_8086DEV_24855UBSYS_59591013F Version: 6.13.10.4159 (English)
Manufacturer ID: 1 Signed: Yes
ProductID: 100 Other Files:
Type: WDM Provider: Cirrus Logic, Inc.

DirectX Features

; Full acceleration
Hardware Sound Acceleration J e e

Level

MNotes
+  DirectSound test results: All tests were successful

i MNext Page ]’ Save All Infarmation... ]’ Exit

Ficure 18-4 Using the DirectX Diagnostic tool

These tests will help you confirm whether your speakers can still handle all the frequencies they are
designed to handle.

é 30 MINUTES

Lab Exercise 18.02: Recording Sound

With the sound card installed, configured, and tested, it’s time to get the project really rolling with
recorded sound. It is expected that each student’s documentary will last from eight to ten minutes and
will encompass typical current events. Each student has a microphone, sound card, and speakers. What
you want to do is get the speech recorded digitally, maybe add some music, and choose the audio quality
based on the expected delivery method.

Learning Objectives

The purpose of this lab exercise is to guide you in the recording of sound.
At the end of this lab, you'll be able to
®  Use the microphone to record a .wav file

®  Fine-tune the quality of the recording
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Lab Materials and Setup

The materials you need for this lab are
° A working computer system running Windows 2000 or Windows XP

e  Asound card, speakers, and a microphone properly installed

Getting Down to Business

Once you have installed, configured, and tested a sound card, you need to run some applications to see
if this is going to work. This lab steps you through recording sound into the computer and saving the
recording as a .wav or .mp3 sound file.

Step 1 To check your system's ability to capture audio so that you can record the documentaries, you
will use the Windows Sound Recorder. Make sure your microphone is plugged into the proper connector
before you proceed.

Access the Sound Recorder by selecting Start | All Programs | Accessories | Entertainment | Sound
Recorder. What you have now is similar to an audio cassette player. The buttons are the same—Record,
Play, Fast Forward, Rewind, and Stop—but they're labeled with icons instead of words (see Figure 18-5).

Step 2 You will now explore three different levels of recording. When working with digital audio files, the
balance between sound quality and sound file size is driven by the project. If you were recording a project
for CD, you would want the highest quality. For streaming audio and podcast audio, the .mp3 file format is
probably acceptable. Telephone quality, while achieving small file size, is not considered production quality.

a) To set the recording quality, select File | Properties and then click the Convert Now button. In
the Sound Selection dialog box, click the Name drop-down menu and select CD Quality. Click OK
and then OK again to return to the Sound Recorder window.

b) Click the red Record button and start talking into the microphone. Watch the graph to see that your
voice is being recorded. If nothing seems to be happening, check your microphone connections.

c) Record a full 6o seconds of CD-quality audio, then press Stop (the button with a square icon,
next to Record). To hear your recording, click Play (the single right arrow).

d) To discover how much space this sound file uses, click File | Properties and observe the file’s
data size. Record the file size here:

L5 Somebody trying to sing t... EJ|§|E|
File Edit Effects Help

Pasition: _ Length:
ooosec | s

[
L]

|5

Ficure 18-5 Using the Windows

Sound Recorder
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e) Create a subfolder named podcast in your My Music folder (under My Documents) and save the
sound file as CDQUALITY.WAV in the podcast folder.

v Hint

As you've probably figured out, our scenario for the sociology department would require a more
sophisticated digital audio recording application. One minute is not going to be a very lengthy
documentary! The Sound Recorder is a good application to demonstrate the steps required to record
audio, and you could use it to set up custom sound files to play during events. An example would
be the infamous sound file that announces: “You've got mail.” If you would like to explore digital
audio recording and playback further, you can find and download the open-source program called

Audacity at http://audacity.sourceforge.net.

Step 3 Telephone quality is very low resolution and frequency response, meaning that it will probably
sound muffled and dull. Follow these steps to convert the CD-quality sound file to a telephone-quality
sound file.

a) Select File | Properties, click Convert Now, and change the Name setting to Telephone Quality.
Click OK and then OK again to return to the Sound Recorder window.

b) Now check out the data size of the file and record it here: Has the size of the
sound file changed? How does it sound?

c) Save the sound file in the podcast folder as TELEPHONEQUALITY.WAV.

Step 4 Finally, you will explore saving a recording as an MPEG Layer-3 (MP3) sound file. This is proba-
bly the best balance between audio quality and file size.

a) Launch Sound Recorder and open the CDQUALITY.WAV file.

b) To set the recording quality to the MP3 format, select File | Properties and then click Convert
Now. In the Sound Selection dialog box, click the Format drop-down list and select MPEG Layer-3,
then click OK.

c) Note the file's data size and record it here: Has the size of the sound file
changed? How does it sound?

d) Open the podcast folder and save the sound file as MP3QUALITY.MP3.

v Hint

In the Sound Selection dialog box, you can also set more specific attributes for an MP3 file; just
click the Attributes drop-down list after selecting MPEG Layer-3 and you'll see a number of options
to fine-tune the quality of your recording.
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b 30 MINUTES

Lab Exercise 18.03: Exploring Windows Media Player

Now that you have successfully recorded the project, you will have to look at some of the methods used
to play the files and create an archive of the documentary on CD. The Windows environment has used

Windows Media Player since the introduction of version 6.1 in 1998. You can always download the latest
version of Windows Media Player from Microsoft’s Web site. In this exercise you will learn some of the

basic navigation steps for using Windows Media Player, and burn your recordings to an audio CD.

v/ Hint

The audio standard for the Apple Macintosh environment is QuickTime.

Learning Objectives

This lab exercise will help you learn the steps to navigate and play audio files, then burn an audio CD
using Windows Media Player.

At the end of this lab, you'll be able to
®  Open and play sound files of various formats
® Navigate Windows Media Player

e  Burn a CD of your recording

Lab Materials and Setup

The materials you need for this lab are
® A working computer system running Windows 2000 or Windows XP
e  Asound card, speakers, and a microphone properly installed
e  Windows Media Player 9 or newer (WMPir is used in the lab exercise)
® A commercially produced music CD of your choice

e A blank CD-R or CD-RW

Getting Down to Business

Once you've recorded the sound and saved it as a .wav or .mp3 sound file, you'll need a method to audi-
tion the finished product and package the sound file for distribution. You may want to make an MP3 file
for portable players or streaming audio over the Internet, or you may want to distribute high-quality
audio CDs.
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v Hint

There are a number of paths you could take to accomplish the playback of your recordings and
archive them to a CD. This lab exercise steps you through one method that explores some of the
features of Windows Media Player 11. Some of the steps, windows, and icons may look different
depending on the version of Windows Media Player you use. You can download Windows Media

Player 11 from Microsoft to follow along exactly with the steps in the lab.

Step 1 Launch Windows Media Player and then follow these steps:

a) If you have installed Windows Media Player 11, right-click the main menu and select Show Clas-
sic Menus. This displays the traditional menu bar with File, View, Play, Tools, and so forth (see
Figure 18-6).

b) Click the Now Playing tab. To open the three files you created in the previous lab (TELE-
PHONEQUALITY.WAV, MP3QUALITY.MP3, and CDQUALITY.WAV), select File | Open and then
click Look in. Use the drop-down menu to locate the podcast folder and files. Click the first file,
then hold the crrL key down while you click each of the two remaining two files. Drag the three
selected files to the Now Playing playlist. The first sound file should start to play automatically
and display the filename in the right-hand pane.

c) While listening to the podcast, click File | Save Now Playing List As and save the list as podcast
.wpl. This organizes your files into a named list for ease of use.

d) Now click the Burn tab, then click Burn ‘podcast’ in the Burn List pane on the right-hand side
of the Windows Media Player window.

© Windows Media Player ]
File Yiew Py Tools Help

e~ e Library
+

cdquality

Mow Playing ~
» cdqualiy

Ficure 18-6 Windows Media Player 11
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e) Insert a blank CD-R or CD-RW into an optical-media drive on your system with recording capa-
bilities, then click the Start Burn button.

f) Wait while the podcast audio file is burned to the CD-R/RW disc, completing the task of archiv-
ing your recordings.

Step 2 While you have Windows Media Player open, explore the other options available to you as you
work with sound files. One of the most popular uses of the computer when it comes to working with
audio is to convert your CDs to MP3 sound files for use on portable MP3 players. Complete the following
steps to calculate how many CDs you could fit onto a 2-GB MP3 player.

a) Insert a music CD into the CD/DVD ROM drive.

b) Right-click Rip and select More Options. This opens the Options dialog box for Windows Media
Player, with the Rip Music tab selected.

c) Under Rip Settings, click the Format drop-down list and select WAV (Lossless). Use the informa-
tion at the bottom of the dialog box to calculate the number of CDs that would fit onto a 2-GB
MP3 player at this resolution.

d) Now click the Format drop-down list again and select MP3. Experiment with the Audio quality
slider (which ranges from 128 Kbps to 320 Kbps), and calculate the number of CDs that would fit
onto a 2-GB MP3 player at various quality settings.

Lab Analysis Test

1.  Suddenly and for no apparent reason, the speaker icon no longer shows up in the taskbar/notification
area. Where would you check to be sure it is enabled?

2. John replaced his motherboard with one that has built-in sound. He still wants to use his Creative
Labs Audigy sound card. What must he do to prevent conflicts?

3. Theresa has been using her system for a long time to visit with friends in chat rooms. Lately her
friends are complaining that her sound quality is getting worse. What should she check first?

4. Karl is not getting any sound from his speakers. What three things should he check?

5. John complains about annoying sounds when he opens and closes certain programs and sometimes
when he clicks his mouse. He asks you if you can make them go away. Can you?

Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.
aux
compression

line-in
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.mid

-mp3

sound card
sound file
Sound Recorder
speaker

.wav

Joe wants to record himself singing the '5os classic “Hound Dog” to honor the birthday of Elvis

Presley. He plugs a microphone into his sound card and opens , the record-
ing software that comes with Windows.

By default, Windows Sound Recorder saves audio recordings as files.

Joshua is the keyboard player for a local band. He records some of the band’s songs into a sequencer
using MIDI. When he looks for the files on the computer, he can only find files with the
extension.

The MP3 format is popular because of the scheme it uses.

The most common sound file format for portable sound players today is

367
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The world has gone mobile, and accomplished technicians travel right
along with it. General technicians have always worked on the software
side of portables, tweaking power management options to optimize battery
life for the users. Working on the hardware side of portable computing
devices of all stripes, however, used to be the realm of only highly special-
ized technicians. As portable computing devices become increasingly
common and the technology inside becomes more modular, however,
frontline general technicians (think CompTIA A+ Certified technicians

here) increasingly get the call to upgrade and repair these devices.

Most portable computers (PCs, not PDAs) have parts that a user can
easily replace. You can swap out a fading battery for a newer one, for
example, or add a second battery in place of a CD-RW drive for long air-
plane trips. Lurking beneath access panels on the underside or below the
keyboard on some models are hardware components such as RAM, a hard
drive, a network card, and a modem—just like laptop batteries, these
units can be easily accessed and replaced by a technician. Some laptops
even have panels for replacing the video card and CPU.

In this series of labs, you'll do four things. First, you'll use the Inter-
net to research the upgrades available for portable computing devices so
you can provide proper recommendations to employers and clients. Sec-
ond, you'll open a laptop and gut it like a rainbow trout—removing and
replacing RAM, the most common of all hardware upgrades. Third, you'll
perform the traditional task of a portable PC technician, tweaking the
power management options to optimize battery life on particular models.
Finally, you'll tour a computer store to familiarize yourself with the latest
and greatest portable offerings.
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®  Warning

I want to caution you that completely disassembling a laptop can be like trying to wrestle a bear.
Even seasoned technicians pause before removing the dozens of screws involved in replacing

broken screens or damaged system boards. These types of repairs require patience and finesse, as
you disassemble and reassemble delicate plastic coverings and connect and disconnect fragile
wiring harnesses. Troubleshooting damaged laptops is beyond the scope of this lab manual. The
lab exercises here focus on the more accessible upgrades, as outlined in the CompTIA A+ domain

objectives.

0 30 MINUTES

Lab Exercise 19.01: Researching Laptop
Upgrade Paths

Your boss just sent word that one of your most important clients wants to extend the life of their sales
force’s laptop computers by upgrading rather than replacing. You've been asked to provide an upgrade
track for your client. This requires you to research the laptops used by the company to determine which
upgrades you can make, and to verify that the laptops themselves are not so old that the cost to upgrade
them outweighs the cost of new laptops with new technology. You have to determine whether you can
add RAM, replace the hard drives, replace the aging batteries, or add docking stations to provide extra
functions when the salespeople are at the home office. Get to work!

Learning Objectives

Given the manufacturer and model number of a notebook computer, you'll figure out how to upgrade

your client’s computers.
At the end of this lab, you'll be able to
®  Determine the replacement price of a battery
®  Determine memory upgrades, including the quantity and type of RAM

e  Determine hard drive upgrades, including the capacity and price of a hard drive

Lab Materials and Setup

The materials you need for this lab are

e A working PC with Internet access
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Getting Down to Business

Limber up your surfing fingers because you're about to spend some time on the Web. Researching infor-
mation about hardware and software is something technicians do all the time. The better you are at it,

the better you are at your job!

When you're searching for replacement and upgrade parts and information, always take a look at
the device manufacturer’s Web site. Most major PC manufacturers, such as Dell and IBM (Lenovo has
purchased IBM’s personal computer line, so IBM laptops are now supported by Lenovo), have compre-
hensive product specification sheets available to the public on their sites. You can even order replace-
ment parts directly from them! A popular tactic for researching upgrades is to grab the upgrade specs
from the manufacturer’s site and then search the Internet for the best prices. Not only are you doing
your job well, but you'll be saving your company money too!

In the following steps, you'll navigate the tumultuous seas of the Internet in a quest to find the
Golden Fleece of laptop battery, memory, and hard drive upgrades.

Step 1 Fire up your Web browser, and surf over to the device manufacturer’s Web site. Try http://www.
dell.com. If you can’t locate the information you need on the manufacturer’s site, try http://www.
batteries-store.com to get information about battery upgrades. If that site isn't available, do a Google search
(http://www.google.com) for “laptop battery.” Many sites sell every laptop battery imaginable. The goal of
this exercise is to become familiar with using the Internet to identify parts, confirm the specifications, and
purchase replacement batteries. Once you reach a suitable Web site, answer the following questions:

You need replacement batteries for several Dell Inspiron 86oo PCs. What's the vendor’s part num-

ber and price for this battery?

What's the voltage, current, and/or power capacity of the battery?

¢/ Hint

Just like any other electrical power source, batteries are rated according to voltage (9.6 V, for
instance), current capacity (2600 milliamps per hour, or mAh), and sometimes power capacity
(72 watts per hour, or WHr). When purchasing laptop batteries from third-party vendors (that
is, vendors other than the laptop manufacturer), make sure to buy a battery that matches the
voltage recommended by the manufacturer. Depending on the type of battery (NiCD, NiMH, or
Li-Ion), the current or power capacity of replacement batteries may be greater than the original
battery. This is not a problem—increased current/power capacity means longer run times for

your portable PC.

Step 2 Search the manufacturer’s Web site for information on memory. If that isn't available, flip
your browser over to http://www.kahlon.com to check RAM prices and availability. If the site isn't
available, perform a Google search to find other Web sites that sell “laptop memory.” Then answer the

following questions.


http://www.dell.com
http://www.dell.com
http://www.batteries-store.com
http://www.batteries-store.com
http://www.google.com
http://www.kahlon.com
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Your client has ten Dell Inspiron 86oos with 256 MB of RAM. How much RAM can you install? How
many sticks of RAM will it take to upgrade this machine to a respectable 1 GB of memory, and how

much will it cost?

Step 3 Stay where you landed in your search for memory upgrades. Do they have replacement hard
drives available as well? If not, try http://www.kahlon.com, but now research possible hard drive
upgrades for the five IBM ThinkPads the client owns. Answer this question:

The client’s five IBM ThinkPad T41 Pentium M 2374 PCs have 20-GB hard drives and 512 MB of RAM.
How much will it cost to upgrade each ThinkPad to an 80-GB hard drive and 1 GB of RAM?

0 30 MINUTES

Lab Exercise 19.02: Replacing and Upgrading RAM

Your client settled on the RAM upgrades as the first step for making their laptops more usable, and you
get tagged as the person to remove the old RAM and install the new. Upgrading RAM is the most common
technician-performed upgrade on portable PCs and something you're likely to run into in the real world.

Learning Objectives

In this lab, you'll learn essential skills for upgrading portable PCs.
At the end of this lab, you'll be able to
®  Access the RAM panel in a laptop
®  Remove RAM in a laptop

e Install RAM properly in a laptop

Lab Materials and Setup

The materials you need for this lab are

e A working portable computer (one with modern SO DIMM or DDR SO DIMM modules is
preferable)

e  Avery tiny Phillips-head screwdriver

® Warning

Opening a portable computer can result in a nonfunctional portable computer. Don’t use the

instructor’s primary work laptop for this exercise!


http://www.kahlon.com
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Ficure 19-1 Opening the access panel to find RAM

Getting Down to Business

You're about to open the sensitive inner portions of a portable computer, but before you do, it’s a great
idea to refresh your memory about avoiding electrostatic discharge (ESD). The inside of a laptop looks
different from the inside of a desktop or tower case, but the contents are just as sensitive to static elec-
tricity. Watch out!

Step 1 Using your handy screwdriver or other handy tool, open the access panel for the RAM. Every
portable PC offers a different way to access the RAM, so I can’t give you explicit directions here. Most
often, you'll find a removable plate on the bottom of the laptop secured with a tiny Phillips-head screw.
Some laptops require you to remove the keyboard, unscrew a heat spreader, and then access the RAM.
Figure 19-1 shows a typical panel, accessible from the underside of the laptop.

Step 2 Once you have the panel open, push outward on the restraining clips on the RAM stick(s). This
will cause the RAM to pop up partially (see Figure 19-2).

Step 3 Remove the RAM gently, gripping only at the non-contact edges. Place the stick(s) on an anti-
static pad or in an anti-static bag.

Step 4 Install the replacement RAM into the laptop, reversing the process of removal. Place the stick(s)
at an angle into the RAM slots and push firmly. Once the contacts have disappeared, press the body of the
RAM into the restraining clips.
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FiGure 19-2 Releasing the RAM

v/ Hint

If you don't have new RAM to install, simply install the RAM you removed in Step 3. This gives
you the opportunity to practice!

Step 5 Replace the access panel.

Step 6 Power on the laptop to confirm that the new RAM is recognized and functioning properly.

é 30 MINUTES

Lab Exercise 19.03: Adjusting Power Management
to Optimize Battery Life

Several of your sales staff members have to attend a conference on the other side of the country. The
conference came up on short notice, so everyone needs time to prepare, even while on the flight to the
conference. You've been tasked with configuring power management on their laptops to optimize battery

life so they can work as long as possible while on the plane.
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Learning Objectives

In this lab, you'll adjust the power management features for a PC, a task that’s vital to proper support
of portable PCs.

At the end of this lab, you'll be able to
e  Enable and disable power management in the CMOS

° Change power management settings in Windows

Lab Materials and Setup

The materials you need for this lab are
e A working computer with Windows 2000/XP installed

° A BIOS that supports power management

v’ Hint

Having a notebook computer available is a plus. Performing these steps on a notebook computer
will allow you to configure the settings for the Portable/Laptop power scheme and then remove
the power cord, running on battery power to experience the actual results. If you're practicing
on a regular desktop PC, keep in mind that a notebook will have two options for each adjustment:
one for when the notebook is using battery power, and one for when it’s connected to the alter-

nating current (AC) source.

Getting Down to Business

Windows PCs have two separate areas for power management: the CMOS setup utility and the Control
Panel. You'll start with CMOS and then go to the Control Panel.

Step 1 Boot your system, and enter the CMOS setup utility.

v/ Cross-Reference

Refer to the “Power Management” section in Chapter 19 of Mike Meyers’ A+ Guide to Managing and

Troubleshooting PCs for more information on power management on portable PCs.

Now follow these steps:
a) Go to the Power Management Setup screen.

b) Enable power management if it's currently disabled.
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c) Look at each option for commonsense settings. For example, when operating on battery power,
the portable should be configured for maximum energy efficiency, thus increasing run time.

d) Make sure the ACPI setting is enabled if the BIOS supports it.

e) Save your settings, and boot the system to the Windows Desktop.

v Hint

ACPI is short for Advanced Configuration and Power Interface, a power management specifica-
tion developed by Intel, Microsoft, and Toshiba. ACPI enables the operating system to control
the amount of power given to each device attached to the computer. With ACPI, the operating
system can turn off peripheral devices, such as CD-ROM players, when they're not in use.

Step 2 Access the Power Options applet in the Control Panel, and make a note of your current power

management settings.

Check out the different power schemes available (this will depend on your specific system) and
experiment with changing the settings to see how this affects when the monitor and hard drives turn
off. Each of these schemes has adjustable times. The tabs and settings will differ depending on which
version of Windows you're running. Be sure to look at them all.

Now answer these questions:

Which tab contains an option to place the Power icon in the system tray/notification area?

When do the monitor and hard drives turn off when the Presentation scheme is in effect?

v Hint

The Windows XP (on a notebook) Power Options Properties dialog box has five tabs: Power Schemes,
Alarms, Power Meter, Advanced, and Hibernate (see Figure 19-3). You can use the Alarms tab to set
the time when the battery alarm is activated. The Power Meter tab shows the percent of charge

remaining in the battery.

Step 3 Once you've finished experimenting, enable or disable power management as you prefer.

¥ Warning

Some PCs and some components don't like standby and suspend modes. They can cause your

computer to lock up. Be aware of that, and if your computer locks up, turn those settings off.
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Power Options Properties

Power Schemes |A\arms Power Meter | Advanced | Hibemnate

rti; Selectthe power scheme with the most appropriate settings for this
computer. Note that changing the settings below will modify the
selected scheme.

Power schemes

Portable/Laptop b

[ savess.. |[ Delete |

Settings for Portable/Laptop power scheme

When computer is: i%é Plugged in Running on

batteries
Turn off monitar |Never b | ‘Never hd |
Turn off hard disks: |Never v | ‘Aﬁer 30 mins ~ |
System standby: |Aﬁer25 mins e | ‘Aﬁeﬂ hour hd |
System hibernates: |Never v | ‘AﬁerE hours ~ |
I oK } ’ Cancel ] [ Apply ]

Ficure 19-3 Accessing the Windows XP power

options on a portable computer

é OrEN

Lab Exercise 19.04: Field Trip to Play with the Latest
Portable PCs

The best way to understand portable PCs (laptops, tablet PCs, and PDAs) is to play with one. If there
isn't one available in the classroom, then this exercise is for you.

v/ Cross-Reference

Refer to the “Portable Computer Device Types” section in Chapter 19 of Mike Meyers’ A+ Guide to
Managing and Troubleshooting PCs. It will give you an excellent shopping list of portable PCs devices.

Learning Objectives

This lab will take you into the field for a little computer browsing—for educational purposes, of course!
At the end of this lab, you'll be able to

®  Recognize the variations in key features among different portable PCs
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Lab Materials and Setup

The materials you need for this lab are

e  Alocal computer store or other retailer with a good selection of portable PCs you can examine

v Hint

If you don't have a store nearby, use the Web to browse a computer store such as CompUSA

(http://www.compusa.com).

Getting Down to Business

Portable PCs are manufactured by a wide variety of companies, and no two notebooks are created
equal. Some notebooks feature a slim and lightweight profile and are designed for the busy traveler;
others feature a full complement of ports and rival desktop PCs in their power and features. Tablet
PCs have pen-based interfaces that allow you to use them like a paper notepad. PDAs are great for
portable address books and tasks lists that can be quickly synchronized with desktop programs
through infrared or Bluetooth interfaces. Take a look at all the available models and compare their
features.

Step 1 Go to your local computer or office supply store and check out the portable PCs on display. Try
to find a store with a variety of brands. Bring this lab manual (or a copy of the following chart) with
you to record the different specs you find.

Step 2 Pick out three portables, preferably from different manufacturers. For each portable, record

the following information.

Feature Portable 1 Portable 2 Portable 3
Size/weight

Screen type/size

CpPU

RAM

Pointing device(s)

I/0 ports

PC Card slot(s)

Hard drive

Floppy/optical drive(s)



http://www.compusa.com
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Lab Analysis Test

1.

Bill wants to upgrade his memory from 256 MB to the maximum amount of RAM his notebook can
take. He has an IBM T43 notebook. How much RAM does he need to buy?

Teresa complains that her Windows XP notebook turns itself off without any warning. What
should she adjust?

Maanit travels often cross-country and even back and forth to India on occasion. He uses his laptop to
watch DVDs for hours on end, usually on battery power. Lately, the battery seems to run out of juice
well before the battery specifications indicate. What could possibly cause this recent development? Are
there any recommendations you would make to Maanit to improve his laptop’s performance?

During your research earlier in these exercises, which did you discover to be the most expensive—
hard drives, memory, or batteries? Which component was the most inexpensive to replace?

Would the LCD screen or hard drives turn off, for energy conservation, if you set your power scheme
to Always On and you walked away for a long period of time? Why or why not?

Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.

ACPI

battery

hard drive
hibernate
memory
notebook
Power Options
Power Meter

Power Scheme

standby

The amount of time the hard drive will continue to spin once it’s no longer being accessed is deter-
mined by the setting.

You can use the applet in the Control Panel to set the power conservation

options for the notebook computer.

The battery, , and are all upgradeable laptop components.

The amount of power remaining in a battery can be determined by looking at the

Software can control power consumption if is turned on in the CMOS setup utility.
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P rinters continue to be a major part of the day-to-day working environ-
ment, both at home and in the office, despite attempts to create a “paper-
less office.” What this means is that the PC technician will have to under-
stand the operation of several types of printers and be able to keep them
in good working order. Many companies have service contracts for their
more expensive printers (they're usually leased property anyway!), but
there will always be printers that need a good technician’s love and care.

This chapter’s labs will take you through a scenario in which your boss
walks into your office and tells you there are five printers on their way
to you—two impact printers using legacy parallel ports, two USB inkjet
printers, and a HP LaserJet laser printer using a Jet Direct network inter-
face. You need to install them so that they’'re accessible by anyone who
needs them and to make sure they work properly. You'll explore different
port settings and how to alter them when you need to do so. You'll then
learn about some of the key differences between the two most popular
types of printers (inkjet and laser printers), and you'll load printer driv-
ers. Finally, you'll look at some of the maintenance issues that are required
to keep the printers up and running and some of the techniques to follow
when they stop.

b 30 MINUTES

Lab Exercise 20.01: Exploring Configuration Settings

Printers have used just about every interface available to the computer from legacy RS-232C serial and
IEEE 1284 parallel interfaces to the most recent USB, FireWire, Infrared, and Bluetooth wireless inter-
faces. The two most common ports used in connecting a printer locally to a PC are the Universal Serial
Bus (USB) and parallel ports. It just so happens that the printers you'll be working with use parallel,
USB, and network interfaces! In this lab, you'll look at the parallel interface—the oldest of the three—
and walk through the process of enabling and configuring the parallel port in the BIOS.
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v/ Cross-Reference

You have already explored the Universal Serial Bus (USB) interface in Chapter 16, “Input/Output,”
and will delve into the wonderful world of networking in Chapter 21, “Local Area Networking.”
The parallel interface is aging, but there is still a large installed base of printers using this
interface, and the CompTIA A+ exams expect you to know some of the details of the interface.
Refer to the “Printer Connectivity” section in Chapter 20 of Mike Meyers’ A+ Guide to Managing
and Troubleshooting PCs for help identifying parallel port modes and their differences and simi-

larities.

Learning Objectives

In this lab, you'll explore the different configuration settings that are available for the parallel inter-
face in your PC’'s CMOS setup utility.

At the end of this lab, you'll be able to
®  Enable and configure parallel ports in the basic input/output services (BIOS)

®  Locate information about the parallel port in Device Manager

Lab Materials and Setup

The materials you need for this lab are

® A working computer running Windows 2000 or XP

v’ Hint

The steps assume that you have Windows XP and will vary only slightly for other versions of
Windows, mostly in the paths to get to certain configuration windows. By now you should be

quite familiar with the different paths used by various versions of Windows.

Getting Down to Business
First, take a look at the ports in your CMOS setup utility. You may never need to use this, but it's really

helpful to know, and the CompTIA A+ exams expect you'll be familiar with the information.

Step 1 Boot your PC, and go into the CMOS setup utility. Find the settings for your USB and parallel
ports. They'll most likely be under a heading such as Integrated Peripherals (see Figure 20-1).
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Phoenix — Award BI0S CMOS Setup Utility
Integrated Peripherals

» OnChip IDE/RAID Function Press Enter Iten Help
Init Display First e
OnChip USB Ui.1+2.8 Menu Level &
— USB Keyboard Support Enahled
- USB Mouse Support Enabled
OnChip Audio Controller fluto
OnChip LAN Controller fluto
— Onboard LAN Boot ROM Disabled
Onhoard FDD Controller Enahled
Onboard Serial Port 3F8/TRQ4
Onboard Parallel Port Enabled
- FParallel Port Hode ECP+EPP
— EPP Hode Select EPPL.7

— Ecp Mode Use DMA

A¥r4:Move Enter:Select +/—/PU/PD:Ualue FliB:Save ESC:Exit Fi:General Help
F5:Previous Values F6:Fail-Safe Defaults F?:0ptimized Defaults

Ficure 20-1 The Integrated Peripherals CMOS screen

¥ Warning

When making changes to the system resources in both CMOS and Device Manager, be sure to first
write down the current settings. If your changes don’t work, you can always return them to the
original settings that did.

How many parallel ports do you have?

What resources are the parallel port(s) using?

Step 2 Make the following changes in CMOS, and observe any effect on hardware installed on the par-
allel ports. Make sure you have drivers or parallel devices handy because making changes at the CMOS
level can make Windows unhappy! (You might need to reinstall drivers.)

e  Parallel Port = I/0 Address 378 and IRQ 7
e DMA=3
Exit CMOS properly, saving your changes.

Step 3 Reboot your system to the Windows Desktop, and access Device Manager in the Control Panel
to verify that the resources are assigned.

Confirm the resources allocated to the parallel port by following these steps:
a) Click the plus sign (+) next to Ports (COM & LPT).

b) Highlight the LPT port in the list, and click Properties.

c) Select the Resources tab.

What are the I/0 and IRQ settings for this port?

d) Click OK to close the Properties dialog box.
Step 4 Verify the resources again by accessing the list of resources used in Device Manager:

a) From the Device Manager, select View.
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b) Select Resources by Type.

c) Expand the groups as needed by clicking the plus sign (+) next to the desired resource.

v Hint

If there's no IRQ listed, it may be by design. In Device Manager, expand the item called Ports
(COM & LPT), and display the properties for ECP Printer Port (LPT1). Click the Settings tab—do
you see the selection for never using an interrupt? Change the selection to Use Any Interrupt

Assigned to the Port, and verify the resources again as outlined in Step 4.

Verify all of your settings and close the Device Manager, Control Panel, and My Computer to return

to the desktop.

0 30 MINUTES

Lab Exercise 20.02: Examining Types
of Printers

There’s an enormous amount of information on the Internet about printers. All of the top printer
manufacturers—HP, Lexmark, Canon, and so forth—have Web sites that can provide insight about
modern printers. As a PC technician, you'll need to visit these sites for information about your new
printers, and to download the most current drivers for those printers.

¥ Warning

You must have access to the Internet for this exercise. If there’s no access or the sites are down,
refer to Chapter 20 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs for a review.

Learning Objectives

In this lab, you'll compare the features of impact, inkjet, and laser printers using the Internet.
At the end of this lab, you'll be able to
®  Recognize the key differences between impact, inkjet, and laser printers

e Identify and visit Web sites on the Internet dedicated to printers and printer trouble-

shooting
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Lab Materials and Setup

The materials you need for this lab are
e A working computer with Windows 2000 or XP installed
° A connection to the Internet

®  Access to either an inkjet printer or a laser printer

v/ Hint

A trip to your local computer store or other retailer with a good selection of printers would be

beneficial for a general knowledge of printers.

Getting Down to Business

Fire up your favorite Web browser and head out on the old Information Superhighway. The Internet is
just brimming with helpful information about printers.

v Hint

Web sites have the annoying tendency to either disappear or drop the information that was once
relevant to a particular subject. If any of the links in this exercise are no longer active or don’t
seem to contain the relevant information, you may need to do a little Web research of your own.
As always, practice safe surfing! There are thousands of online forums available, and they can

contain questionable hyperlinks, poor quality information, and in some cases, outright wrong

information. Try to stick with legitimate manufacturer and technical Web sites, examine where
that hyperlink is going to reroute your computer, and visit multiple sites to verify information you

discover in the forums. Consider it excellent practice for real-world tech work!

Step 1 To find information about inkjet printers, access the following Web site to complete this step:
http://computer.howstuffworks.com/inkjet-printer.htm/printable.

If this link doesn’t work, you can also do a Google search and look for information about how
printers work.

What's the major difference between impact and non-impact printers?

What part of an inkjet printer moves the print head back and forth across the page?

List the two ways in which the droplets of ink are formed in inkjet printers.
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The type of paper used in an inkjet printer greatly influences the quality of the image produced.
What are the two main characteristics of inkjet printer paper that affect the image the most?

Step 2 For information about laser printers, access this site to complete this step: http://www.
howstuffworks.com/laser-printer.htm/printable. Do a Google search or refer to the textbook if this site

isn't available.

What's the primary principle at work in a laser printer?

What moves the image from the drum to the paper?

Printer Control Language (PCL) and PostScript are both examples of what?

What's toner? Is it an ink, wax, or something else?

Step 3 Put these steps in the printing process of a laser printer in the correct order (don't forget to
reference the textbook as well):

Charge
Clean
Toner
Fuse
Transfer
Write

Step 4 If you have access to a laser printer, open it and carefully examine the insides. Also read the
printer manual for details on the specifications. Access the manufacturer’'s Web site for additional

information.

If you don’t have access to a laser printer, go to your local office supply or computer store and ask a
salesperson to show you the differences between various impact, inkjet (black and white as well as color),

and laser printers.
Look inside your laser printer.

What parts are easily removable and replaceable?

Practice removing and reinserting the toner (see Figure 20-2) and paper.

¥ Warning

Remember to turn the printer off before removing anything but the toner or paper. Also, be careful

not to spill any toner inside the printer.

387
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Ficure 20-2 A toner cartridge with its photosensitive drum exposed

Look at the manual or the manufacturer’s Web site for these specifications. Answer all the follow-
ing questions you can about your printer:

How much random access memory (RAM) can it hold?

How much effect does the amount of RAM have on the cost of a new printer?

Are the drum and toner separate, or are they one replaceable part?

Speed of the printer (pages per minute)

Quality of the output (resolution)

Number and types of ink cartridges

Price of a new printer

Cost per page

v Hint

Most inkjet (and even laser) printers are priced very low so they're affordable to buy initially.
Using them is another question. Ask yourself about the cost of the ink and how many pages it'll
print. This calculation will amaze you. They're not so cheap after all.

What can you conclude from your research about the true total cost of printing, including consum-
ables?
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0 30 MINUTES

Lab Exercise 20.03: Installing a Printer

The key to a successful printer installation is having the correct software drivers and understanding
how the printer will interface with the computer. You'll certainly need the drivers when you install
those five printers, and you'll also have to configure the printers you are installing to use parallel, USB,
and network interfaces. A common practice in multiple-user environments—companies considered to
be Small Office/ Home Office (SOHO)—is to use a printer with its own network interface card (NIC), so
that computers from anywhere in the network can print directly to the printer through the network

interface.

Learning Objectives

In this lab, you'll install a printer, first as a directly connected device, and then as a network device.

You will then explore and change its settings.
At the end of this lab, you'll be able to
®  Recognize the variations in key features of laser printers
e Install a laser printer in Windows
e  Change laser printer settings in Windows

e  Configure a TCP/IP port for a network printer

Lab Materials and Setup

The materials you need for this lab are
e A working computer with Windows 2000/XP installed
®  An inkjet or laser printer for installation (or you can skip Step 1)

e  Optionally, a print device with a network interface card

Getting Down to Business
These days, installing a printer is a fairly straightforward task. This is good because you'll probably do
your fair share of it as a computer technician.

Step 1 If you have an actual print device, start here. (If you don’t, skip to Step 2.)

Connect the printer to your system via a parallel or USB port, turn on the printer, and then turn
on the PC. As the boot sequence progresses, the Plug and Play feature will locate the printer and install

it for you. Follow the instructions on the screen.
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v’ Hint

Here's the twist. If your printer is older than your operating system, the 0S should install the
printer drivers with little interaction on your part. If the printer is newer than your operating
system, then you'll need to have the driver CD or disk handy because the system will stop and
ask you for it.

Step 2 If you don’t have a print device, start here:
a) Access the Printer applet.

b) For Windows 2000, select Start | Settings | Printers. For Windows XP, select Start | Printers and

Faxes.
c) Click the Add Printer icon. A wizard should pop up on the screen. Click Next to proceed.

d) You want to install a printer attached to your PC, so select the option for Local printer attached to

this computer (see Figure 20-3).

e) Follow the steps through the Printer Wizard by selecting LPT1 and then a printer from the list
of printers or your driver CD.

¥ Warning

If you weren't able to install an actual print device for this exercise, don't print a test page.

You'll receive some interesting messages if you do.

Add Printer Wizard

Local or Metwork Printer
The wizard needs to know which type of printer to set up.

Select the option that describes the printer you want to use:

Automatically detect and install my Plug and Play printer

(O & ngtwiork printer, o a printer attached to another compiter

C To zet up a network. printer that iz not attached to a print server,
\!‘) uze the "Laocal printer option.

[ < Back “ Mext > ][ Cancel

Ficure 20-3 Installing a local printer
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Once you've installed the printer, open the Printers folder in the Control Panel, right-click the new
printer’s icon, and select Properties.

You'll see the various tabs and options depending on your printer. I used the Epson Stylus PHOTO
870 ESC/P 2 from the built-in drivers list. Check each of your tabs to see the information available and
the features you can change:

®  General Description, preferences, and print test

e Sharing To share or not to share; that is the question (this is covered in Chapter 21, “Local
Area Networking”)

® Ports Additional ports to assign the printer

e Advanced Spooling, separator page, and print defaults
° Color Management Automatic or manual

® Security Permissions

e  Utilities Nozzle Check, Head Cleaning, and Print Head Alignment

v Hint

You should know how to navigate all the previous steps for all the different Windows versions
(Windows 2000/XP) for the CompTIA A+ exams.

Step 3 In the following steps, you will set up a TCP/IP printer interface port for a Hewlett-Packard
LaserJet printer with a Jet Direct Network Interface Card. If you have access to a printer with a network
interface, or your classroom is equipped with one, please use the IP Address or Printer Name of the
printer when configuring the port. This will allow you to actually test the installation.

a) Open the Printer & Faxes folder (Start | Settings | Printers & Faxes) and launch the Add Printer
Wizard.

b) Select Local printer attached to this computer (note the information balloon at the bottom of the dialog
window, as in Figure 20-3) and clear the Automatically detect and install my Plug and Play printer box.
(Click Next.

c) Click the Create a new port radio button and select Standard TCP/IP Port from the drop-down

menu.

d) This launches the Add Standard TCP/IP Printer Port Wizard (see Figure 20-4). Click Next.
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Add Standard TCP/IP Printer Port Wizard . |

‘ Welcome to the Add Standard
TCP/IP Printer Port Wizard
#

*Y'ou use thiz wizard to add a port for a network. printer.

Before continuing be sure that:
1. The device is turned on.
2. The network iz connected and configured.

To continue, click Mest.

< Back Cancel |

Ficure 20-4 The Add Standard TCP/IP Printer Port Wizard

e) In the Add Port dialog box, enter the IP address of the network printer. The printer wizard
automatically creates the Port Name (see Figure 20-5). Click Next.

f) If the IP address is fictitious, for the purpose of completing the lab steps, the Add TCP/IP Port
Wizard will be unable to identify the printing device. In the dialog box for Device Type, click
the drop-down menu for Standard and select Hewlett-Packard Jet Direct (see Figure 20-6). Click
Next.

g) Review the port characteristics and click Finish (see Figure 20-7).

Add Standard TCP/IP Printer Port Wizard |
Add Port \L
For which device do you want to add a port? N
e

Enter the Printer Mame or IP address, and a port name for the desired device.

Frinter Mame or [P &ddiess: I‘I 7216.1.191

Port Name: IIF'_‘I F216.1.191

< Back I Mest » I Cancel |

Ficure 20-5 The TCP/IP Address and Port Name of a

Jet Direct Printer
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Add Standard TCP/IP Printer Port Wizard

Additional Port Information Required
The device could nat be identified.

The device iz not found on the netwark. Be sure that:

1. The device is tuned on.

2. The network iz connected.

3. The device is properly configured.

4. The address on the previous page is comrect.

If you think the address is not comect, click Back to return ta the previous page. Then comect
the address and perform another zearch on the network. |f you are sure the address iz comect,
zelect the device type below.

Device Type
% Standard  |{RiIucaae]

' Custom Seftings... |

ckard Jet Direct

< Back I Mest » I Cancel |

Ficure 20-6 Selecting the Standard Hewlett Packard
Jet Direct device type

h) You will now follow the steps through the Printer Wizard by selecting a printer from the list of
printers or your driver CD as you did when directly connecting to the printer in Step 2.

Warning

Again, if you are unable to install an actual print device for this exercise, don’t print a test page.

You'll receive some interesting messages if you do.

Printer Port Wizard 3 |

‘ Completing the Add Standard
TCP/IP Printer Port Wizard

Y'ou have selected a port with the following characteristics.

SHHP: Mo
Pratocol: R, Port 9100
Device: 172161191

Port Mame: IP_17216.1.191
Adapter Type: Hewlett Packard Jet Direct

To complete this wizard, click Finish.

< Back Cancel

FiGure 20-7 Port characteristics
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0 30 MINUTES

Lab Exercise 20.04: Maintaining and Troubleshooting
Printers

It is estimated that technicians, especially those working for the help desk or desktop support group for
a small to medium-sized organization, spend approximately 30 percent of their time on printer issues.
If you think about it, of all of the components used in computing technology, printers have the highest
percentage of moving parts. Moving parts tend to need maintenance more than static components or

they wear out and break.

Printers also like to be finicky and stop printing, usually resulting in a phone call from the client
to the help desk for quick resolution. The following exercises will help you develop some understanding
of laser printer and inkjet printer maintenance, and what steps to take when they stop printing!

Learning Objectives

In this lab, you'll research laser printer maintenance kits, clean dirty inkjet nozzles, and troubleshoot

a failed print job.
At the end of this lab, you'll be able to
®  Select a proper maintenance kit for various laser printers
e  (lean and verify operation of inkjet nozzles
e  Manage print jobs in Windows

®  Restart a stalled print spooler

Lab Materials and Setup

The materials you need for this lab are
e A working computer with Windows 2000/XP installed
° A connection to the Internet

®  Access to an inkjet printer

Getting Down to Business

The following exercises will round out your activities as you finish with the rollout of the five new
printers in your office. You will want to get your Internet connection fired up again and research the
maintenance kit available for your laser printer. Then you'll check the print-head nozzles of the inkjet
printers and run the cleaning routine if necessary. Finally, you should prepare for any print errors so
that you can correct them quickly and efficiently.
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Step 1 Laser printers are, by design, highly precise machines. They typically move thousands of sheets
of paper per month through the printing mechanism, placing 1200-1600 dots per inch (DPI) of toner on
each page. As such, toner cartridges need to be replaced from time to time and parts that wear out need
to be refurbished. Most manufacturers offer a maintenance kit for the printer to assist in the upkeep of
the printer when these common parts age or fail. It would be a good idea to have a maintenance kit on

hand for each model of laser printer in your organization.

v Hint

Most of the current manufacturers of laser printers—Hewlett-Packard, Lexmark, Kyocera, Canon,

and so forth—offer some form of maintenance kit for their printers. You should be able to conduct

an Internet search using your favorite search engine to uncover available kits, their contents, and
competitive pricing. Don’t be surprised to find the maintenance kits somewhat costly, though they
should still be only a fraction of the cost of replacing the printer.

Select a laser printer make and model, and perform an Internet search to identify the appropriate
maintenance kit, its contents, and the average cost of the kit. Use this information to fill in the follow-

ing items:

Printer Model

Maintenance Kit

Contents

Price

Step 2 Though you have just installed new inkjet printers, if the printer sits idle for an extended
period of time (a few weeks or months), or the ink cartridges have been replaced, you may need to
check the print quality and clean the nozzles. The following steps were performed on an Epson Stylus
PHOTO 8go but are similar to the steps required on Hewlett-Packard and Lexmark inkjet printers. Con-

sult the manual for specific instructions.

¥ Warning

The nozzle cleaning process uses a fair amount of the expensive ink. If you are working on a
personal inkjet printer, or one in the classroom, after printing the nozzle check page, run the

nozzle cleaning process only if required.

a) Open the Printer & Faxes folder (Start | Settings | Printers & Faxes) and highlight your inkjet

printer.

b) Right-click the printer and select Properties.
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& EPSON Stylus Photo 890 Properties ] 2=

Color Management I Security | Wersion Information
General | Sharing I Ports I Advanced

é{é [EPSON Stylus Photo 90

Location: I

Comment;

hodel: EFSON Styluz Photo 890

 Features
Cuolor: Yes Paper available:

Double-sided: Yes ;I

Staple: Ho
Speed: Unknown

b axinum resolution: Unknovn LI

Frint T est Page |

Ok | Cancel | Ay |

Ficure 20-8 Properties window showing printing preferences

c) Click the Printing Preferences button (see Figure 20-8).

d) Select the Utility tab (Figure 20-9) and click Nozzle Check. This will print a test pattern using
the cyan, yellow, magenta, and black ink nozzles.

e) If the printout is not clear or there are dropouts, select Head Cleaning to clear the nozzles and

return to the Nozzle Check to verify performance.

Step 3 When you are called upon to troubleshoot a failed print job, you should follow a logical step-
by-step process to make sure that no obvious, possibly simple failure has occurred. If the power cord has
been kicked out, or the paper tray is open, it would use valuable time to troubleshoot the network con-
nectivity or the printer driver. Once you know the print device is online and ready and there are no
paper jams or mechanical errors, then it might be time to open the Print Manager and attempt to

restart the document.
The following steps are meant to be a rough guideline to troubleshoot and diagnose a failed print job:
a) First, check the physical print device:
Is the printer plugged in, and is the power turned on?
Is the printer out of paper or is there a paper jam?

Is the toner low, or in need of replacement?
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& EPSON Stylus Photo 890 Printing Preferences ﬂil
(ﬁ Mainl (s F'apell 3% Layout @ Utility |

% EFS0OM Status Monitar 3 [b4)
Ulze thiz utility to automatically check for enors

and alzo check the level af ink remaining.

% Mozzle Check [M]
Uze this utility if gaps or Faint areas appear in

pour prinkout,

Head Clearing [H]

Uz thiz utilitg if your print quality declines or
the Mozzle Check indicates clogged nozzles.

Frint Head Alignment [F]

Uz thiz utility if mizaligned vertical ines
AQPEAN it Your printaut,

Frinter and Option Information (0]

Ugze thiz utility to create or venfy zettings for
your printer and optional devices.

Speed & Progress |

Yersion 5.21/F

ak I Cancel | Spply | Help |

Ficure 20-9 Utility tab under Printing Preferences

Are there any error messages on the printers LCD readout or are error indicator lights flashing?
Is the Printer online and ready to print?

If all of these areas are examined and everything appears to be in working condition, then you may
have a problem with the connectivity between the computer and the printer, or there may be problems

with the document or drivers.

b) Make sure that the connections between the computer and the printer are in good condition
and securely fastened. These may be USB, IEEE 1284 Bi-Directional Parallel, or UTP using RJ-45

connectors.

v Hint

To create a failed print job, disconnect the printer cable, shut the power off on the printer, or
open the printer paper tray. If you do not have a physical printer, create a printer, following
the steps in Lab Exercise 20.03. Send a print job to the printer; the printer icon should appear
in the system tray and indicate that the print job has failed. Then continue with Step 3.
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& Epson Stylus Photo 870 ESC/P 2
Pt

inter  Document  Wiew  Help

Docurment MName Stakus et Pages Size Subr
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|
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Ficure 20-10 Print Manager showing error status on a Word file

c) After checking all of the physical components, you should try to resend the document. Open
the Print Manager by clicking the icon in the system tray/notification area.

In the Print Manager, select the failed print job by highlighting the job with Error in the Status col-
umn (see Figure 20-10).

Select Documents | Restart. If you are creating the printer problem, the printer icon in the system
tray/notification area indicates that the print job has failed once again.

d) Highlight the document once again, and then select Documents | Cancel to delete the document.

If this were a real scenario, you would verify that the print drivers were installed and are the cor-
rect drivers for the operating system. You would then perform Step 4 to see if the problem is related to
the Print Spooler.

Step 4 If the print device is online and ready, there are no paper jams or mechanical errors, and
restarting the document is of no help, you can check to see if the Print Spooler is stalled. The Print
Spooler is a holding area for print jobs and is especially important for network printers. If the print
device runs out of paper while printing a document, you may have to stop and start the Print Spooler
before the print device will receive jobs again.

In Chapter 14, “Working with the Command-Line Interface,” you accomplished this task using the
command line. Now you will use the Services snap-in for the Microsoft Management Console (MMC) to
do the same thing, only more quickly and in a GUI.

a) Launch the Services console by opening Administrative Tools in the Control Panel and then
double-clicking Services.

b) Scroll down and highlight the Print Spooler. Select Action | Properties. You should see that the
Print Spooler is started and running (see Figure 20-11).

c) Click the Stop button. The Print Spooler indicates that it has stopped.
d) Click the Start button. The Print Spooler indicates that it has started.

e) Alternatively, you can highlight the Print Spooler and select Action | Restart. You'll see a mes-
sage stating that the Print Spooler is stopping, and then another message indicating that the
Print Spooler is starting.
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Print 5pooler Properties [Local Computer]

futomatic 5]

HES e

Ficure 20-11 Print Spooler Properties

In the real-world scenario, your print spooler service would be restarted, and you should have a
healthy, functioning print server once again.

Lab Analysis Test

1. Patrick and Erik are having a small disagreement. Patrick says that printers can use a number of
different interfaces, while Erik says that there are only two: parallel and USB. Who is correct? List
the interfaces you are aware of and a typical use of each interface.

2. Theresa is using Windows XP and just purchased a printer from a friend. When she installs it
using the original driver CD that came with the printer, it won't install properly. Why?

3. Danyelle has just joined a large organization as a level II tech and is tasked with the evaluation of
all of the laser printers in use. The business managers are concerned that all of the units will need
to be replaced because of frequent paper jams and poor print quality. Danyelle makes her recom-
mendations, and is actually awarded a bonus for saving the company money. What is her recom-
mendation?

4. Brandon has sent a document to the printer, but the document never actually prints. Where can
Brandon check to see the status of the document?

5.  Why are laser toner cartridges so expensive?
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Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.
DMA
ECP
IEEE 1284
impact
inkjet
laser
pages per month
primary corona
TCP/IP port
toner
transfer corona
USB

1. The part of the laser printer that actually causes the toner image to be created on the paper is the

2. To use a printer that’s attached to the network with its own NIC, you must configure a(n)

3. The duty cycle of a printer is known as the

4. The printer that spits ink onto the paper is a(n) printer.

5. Printers with platens are printers.
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There’s no doubt about it—a PC technician will have networking issues
to work through at some point. Whether it’s a three-computer, home-based
local area network (LAN), a public Wi-Fi access point, a large company
with thousands of connected devices, or the Web itself, networks have
become as common as PCs. The main consideration is no longer whether
you're going to network your computers—it's now what method you're
going to use to network your computers.

A competent PC technician is called upon to be a network guru,
answering connectivity questions and making recommendations on the
best price/performance considerations for homes and businesses. This
happens frequently, especially in smaller companies that can’t afford to
hire multiple people to support both the network and the PCs. The Comp-
TIA A+ Certification exams reflect these changing roles of the PC techni-

cian and include many questions related to computer networking.

In this chapter’s labs, you'll imagine that you've been hired to work
for a small company that has made the decision to upgrade the network
in their office. You'll need to have a working understanding of network
hardware and network operating system issues, as well as some good
troubleshooting tools for when things don’t work quite right.

0 30 MINUTES

Lab Exercise 21.01: Identifying Local Area
Network Hardware

Your boss has decided to upgrade the network in your office, which is about five years old. With the
changes in networking technology, he wants your ideas about purchasing the right equipment for the
upgrade. Your company is a small one, so the task is quite doable, but you need to make sure you know
what you're talking about before you give your report.
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Learning Objectives

In this lab, you'll familiarize yourself with networking hardware.
At the end of this lab, you'll be able to

e  Identify different kinds of network cabling

e Identify different network interface cards (NICs)
e  Identify different types of network hubs
e Identify different wireless networking devices

Lab Materials and Setup

The materials you need for this lab are
®  Access to a PC running Windows 2000/XP

®  Access to a working local area network and the Internet (you may have demonstration devices

provided by your instructor)

Getting Down to Business

One of the best ways to find out what a network is made of is to physically look at all of its pieces. Even
then, however, it may be necessary to access a manufacturer’'s Web site to see, for instance, if the “hub”

you're using is really a hub or maybe a switch.

Step 1 If you have access to a LAN (the classroom computer lab network, a friend’s home network, or
your company’s network), spend some time exploring the physical hardware connections and devices. If
possible, acquire the diagram of the physical layout of the network, or create a simple diagram of the
layout to familiarize yourself with the various devices and connections associated with the network

you're analyzing.

¥ Warning

Don't disconnect anything, and be careful while probing around. One small mistake, like removing
a cable or turning off the wrong device, can disrupt the entire network. If you're using the class-
room network, ask the instructor what you can and can’t remove while you make closer inspec-

tions of the cables and devices.

What sort of cabling does the network use, or is it wireless? Is it twisted-pair cable or coaxial cable?
Does it use T-connectors? Are the cable ends RJ-45 connectors, or something outdated like BNC con-
nectors? Describe the physical layout of the LAN here.
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v/ Cross-Reference

Be sure to check out Chapter 21 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs for help
identifying network cables and connectors. It's a good idea to have the textbook handy while
you progress through this lab.

What sort of NICs do the machines have? Describe the back of the card. Does it have a single connector
or a combination of connectors (Figure 21-1)? Does it have an antenna? Is there a link and/or activity
LED? Which of the LEDs is on steady? Which is flashing? Describe the NIC here.

v/ Hint

It is very important to understand the difference between the link light vs. the activity light.
First, these “lights” are really light-emitting diodes (LEDs) and will usually appear in some
form of yellow, orange, or green color, depending on the NIC manufacturer. Second, the link
light indicates that the NIC and the cable have a valid electrical connection between the PC
and the network device, usually a hub or a switch. This does not guarantee connectivity—it
just means that the electrical connection is intact. The activity light is a better indicator that
the NIC, cable, and hubs or switches are working. When the activity light blinks, it is indi-
cating that data is being transferred between the networking devices. It does not guarantee
that the data is usable—it just means that data is making the trip from the NIC to the hub
or switch, or from the hub or switch to the NIC. If you are having trouble connecting to a
network or communicating to other machines on the network, the link and activity lights

are a good place to start your troubleshooting.

Ficure 21-1 A network interface card (NIC)
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Step 2 Hubs and switches are very much a part of every network.

Are the PCs connected with a single cable (crossover cable limited to two PCs), or are they con-
nected to a hub/switch (Figure 21-2)? Is part of the network wireless? What is the model number of
the network hub/switch? Who manufactures the hub/switch? How many devices can be attached?
Record your findings here.

Is the hub or switch a standard single speed (1oBaseT, for instance) device, or can it handle multiple
speeds (10/100/1000 Mbps)? Does it have wireless capabilities? Record your findings here. If this infor-
mation isn't apparent or printed on the cabinet, ask the instructor or the network administrator.

Step 3 Are you going to have a wireless network or wireless devices in your network? Do you plan on
installing a wireless network sometime in the near future? Follow these steps:

a) Go to www.linksys.com/products/ and select wireless; Linksys has an excellent selection of
wireless products.

b) Under the Broadband Routers, choose the WRT54G, and finally select Product Data Sheet.

What's the WRT54G? Is it a router, switch, or wireless access point? Explain your answer.

Ficure 21-2 A LAN hub with multiple cables/devices attached
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=> Try This: Hub, Switch, or Router?

In the current world of networking, the terms hub, switch, and router are often used interchange-
ably, but they really are very different devices with very different functions. Conduct an Internet
search on the definition of each device and prepare a short presentation contrasting and compar-
ing the devices, how they achieve their functionality, and where or for what purpose it makes
sense to use each device. Include how the devices map to the International Organization for Stan-

dardization (ISO) Open Systems Interconnect (0SI) model in your presentation.

c) Look at the Wireless Network Adapters section of the Linksys site.

Would you use the WMP54G or WPC54G NIC or both in your network with a WRT54G? Explain your

answer.

v’ Hint

When researching wireless compatibility issues, it is always a good idea to look at the product

data or specification sheets of the devices to see if they'll work together.

0 30 MINUTES

Lab Exercise 21.02: Exploring Local Area Network
Configuration Options

You've made your recommendation, and you've installed the network. The hardware side of installing a
basic LAN is really simple these days, so you managed to get that put together in a flash. Now it's time
to configure the PCs that connect to the network.

To prepare for the CompTIA A+ exams, and to build your toolbox of skills as a PC technician, you
need to be able to set up, configure, and troubleshoot networks that use Windows 2000 Professional and
Windows XP clients. From a network configuration standpoint, Windows 2000 and Windows XP are very
similar. This lab uses Windows XP to illustrate network configuration. There are notes about how other
versions of Windows handle the same settings. If possible, you should practice the exercises using Win-
dows 2000 Professional as well. The CompTIA A+ exams will test your configuration knowledge for both

versions of Windows, including the paths you use to locate configuration settings.
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Learning Objectives
In this lab, you'll explore the network configuration options in a Windows environment.

At the end of this lab, you'll be able to

e  Configure network access using the networking applets

Lab Materials and Setup

The materials you need for this lab are
®  Access to a PC with Windows 2000/XP installed

®  Access to the LAN

v/ Hint

I don't want to sound like a broken record, but if possible, you should repeat the exercises in

both the Windows 2000 and the Windows XP environments. If you only have a single operating
system, be sure you understand how to configure networks in the other operating system envi-
ronments. It's also a good idea to have the drivers for your NICs handy just in case you need to
reload any of them. Finally, you'll want to determine the relevant settings (in other words, the
proper protocol, the name(s) of the workgroup(s) you'll be using, and so on); write them down,

and keep them with you as you go from computer to computer.

Getting Down to Business

For a computer to gain access or share resources on a network, it must have a NIC installed and certain
basic information configured. Microsoft provides configuration wizards to set up your network with
mostly default parameters and a lot of assumptions. In other words, you tell it the computer name, and
it does the rest. Using the Microsoft wizards will allow you to set up a default configuration for quick
access (good for at home), but this may not always work for a LAN in a business environment.

Whether you use the wizards or manually configure the system, the following steps must be accu-
rately programmed into the software or you can'’t take full advantage of the LAN. For the CompTIA A+
exams, you need to know where to locate and how to modify the network configuration. Specifically, each
computer that will be connected to the LAN must have the following:

® A NIC with correct drivers installed
®  (lient software, as this determines if it is a Microsoft or Novell Netware system
®  Protocols (what language[s] you'll use on the network and the settings)

®  Services, like File or/and Printer Sharing



408 Chapter 21: Local Area Networking

e  Computer name
®  Workgroup name

Step 1 Go to Device Manager, and verify that the correct NIC drivers are installed. Reinstall the driver

if necessary.

¢/ Hint

This lab uses Windows XP and assumes you're running in Classic mode when viewing the Con-
trol Panel. You can switch from Category mode to Classic mode by clicking the entry at the top
of the left column in the Control Panel. Throughout the exercises, you're told to “go to the Con-
trol Panel” or “go to Device Manager.” If you have any questions about the path to use for these

operations, refer to the path exercise in Lab Exercise 13.01.

In Device Manager, expand the Network Adapters. Right-click your network card and select Proper-
ties. Click the Driver tab to see what driver is installed or to update the driver.

Step 2 In this step, you'll verify what network services are installed. In Windows XP, go to Control Panel |
Network Connections. Right-click your Local Area Connection (if you have multiple network adapters in a
single machine, there may be more than one connection), and select Properties. Select the General tab.

In Windows 2000, go to the Control Panel, double-click Network and Dial-Up Connections and

right-click your Local Area Connection.

v Hint

There's nothing wrong if you don't see any or all of these components listed or if you see more
than the ones listed previously. It’s just that the network configuration hasn’t been completed

on your system, or it’s in a network supported by more than one server.

You should find the following components listed in a selection window. Your system may have oth-

ers as well.
e (Client C(lient for Microsoft Networks (default)
e  Protocol TCP/IP (default)
® Service File and Print Sharing for Microsoft Networks

What client(s), other than the default, are listed in your system?

What protocol(s), other than the default, are listed?
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What services, other than the default, are listed?

Step 3 Now that you've found the network configuration screen, take a look at the various options:

e Install The Install button enables you to add network components. Clicking the Install but-

ton gives you three choices:
® (Client Adds a client to the configuration (must have at least one).
e  Protocol Microsoft TCP/IP is the default (must have a protocol to communicate).

° Service File and Print Sharing must be enabled for other computers on the network to

access the one on which you're working.
e Remove/Uninstall The Remove button enables you to remove network components.

®  Properties The Properties button displays a variety of dialog boxes based on the network

component selected.

v Hint

Each of the preceding options asks questions about what you want to change. If one or more of
your required settings is missing, use this screen to add them. When you make changes, you may

be asked to reboot the system.

Step 4 Now that your system is configured for networking, you need to have an identity for it and
join a workgroup to be recognized by the network and access network resources.

In Windows XP, go to the Control Panel, double-click System, and select the Computer Name tab. In
Windows 2000, the information is on the Network Identification tab. Record your system settings here:

Computer name

Workgroup name

Step 5 Now that you've confirmed and recorded the networking components, your computer
name, and your workgroup, the next step is to practice removing and reinstalling your network

adapter.

®  Warning

This step is optional and can cause you grief if you aren’t prepared. Ask the instructor if it's
okay for you to proceed with this step. If not (or if you think this may harm your configura-
tion), skip this step.



410 Chapter 21: Local Area Networking

Access Device Manager, and logically remove (uninstall) your network adapter. Yes, this will erase
all your network settings. Did you take good notes earlier? Expand the Network adapters heading and
right-click your specific adapter. Choose Remove or Uninstall.

®  Warning

If your notes are incomplete, ask the instructor to fill in the settings you're missing.

Reboot your system; the adapter will be detected (if it's Plug and Play) and installed. Access the
Network Connections applet, and verify your network configuration using the information you recorded
in Steps 1, 2, and 4 previously. If your system doesn’t load the drivers for the network card, you'll need
the driver CD or disk to complete your settings.

Test your system by accessing the network. Can you browse the network now? Look in My Network
Places.

b 30 MINUTES

Lab Exercise 21.03: Verifying TCP/IP Settings

As you are probably aware, TCP/IP has emerged as the standard transport protocol for network communica-

tion. Microsoft operating systems normally use Dynamic Host Configuration Protocol (DHCP), which auto-
matically retrieves and assigns client TCP/IP settings from a DHCP server. This makes it easy to set up a
small home or business network of PCs. All systems in the network will communicate with each other using
these settings. The problem is that most businesses have their own set of TCP/IP settings (either automati-
cally configured through DHCP or manually configured) that must be used for all new or repaired systems
introduced into the network. Your responsibility as a PC technician is to verify the TCP/IP settings.

v/ Cross-Reference

To review additional details of TCP/IP, re-read the “Configuring TCP/IP” section in Chapter 21 of
Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Learning Objectives

In this exercise, you'll access and verify the TCP/IP settings for a given PC system.
At the end of this lab, you'll be able to

e  Define Automatic Private IP Addressing (APIPA)
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e  Use the IPCONFIG command-line utility

e  Manually configure the TCP/IP settings on a PC

Lab Materials and Setup

The materials you need for this lab are
® A PCsystem that's properly configured for LAN access using Windows 2000/XP

e  Alist of TCP/IP settings provided by the instructor

v’ Hint

This exercise is written for Windows XP with notes for Windows 2000. You should be familiar
with the process in all operating systems for the CompTIA A+ exams.

Getting Down to Business

Typically, in corporate environments, the network protocol configuration scheme has been defined by
the senior systems administrators. Until you had some experience with the configuration, you would
not automatically know all of the TCP/IP settings for a network. For instance, even when you're setting up
a small network (one that connects to the Internet), you'll need to contact your Internet service provider
(ISP) to set up your router’s TCP/IP settings. So don't worry if you have no idea what settings to use.
The trick is to learn how to get them.

Step 1 TCP/IP requires each system to have two basic settings for accessing a LAN and two additional
settings for accessing other LANs or the Internet. You can configure your system to obtain the following
settings automatically when you log on (Microsoft’s default settings), or you can specify them, depending
on the requirements of your network:

e TP address (unique to the PC)

®  Subnet mask (identifies network information)

®  Gateway (address of the router to the external realm)
e Domain Name Service (DNS)

Step 2 First, you'll locate and verify your current TCP/IP settings. Go to Control Panel and double-
click Network Connections. Right-click My Network Places and select Properties; then right-click your
local area connection and select Properties. Highlight the Internet Protocol (TCP/IP) entry and select
Properties. When the Internet Protocol (TCP/IP) Properties screen appears, one of the options shown in
Figure 21-3 will be selected.
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Internet Protocol (TCP/IP) Properties

General |

“Y'ou can get P settings assigned automatically if your network. supports
this capability. Dthenwize, you need to ask your network, administrator for
the appropriate [P settings.

(7 Obtain an IP address automatically
(%) Use the folowing IP address:

IP address: 192 0168 . 18 . 200
Subnet mask: 256 285285, 0

Default gateway: 192 168 . 18 1

Obtain DNS server address automatically

(&) Use the folowing DMS server addresses:

Prefered DNS server: 26 .51 12302
Alternate DNS server: 26 . B4 13513

Ficure 21-3 Viewing manually configured

TCP/IP properties in a Windows XP system

If the settings are manually configured, you will be able to verify them in the TCP/IP Properties
dialog box. Write the settings down and verify them with the settings given to you by the instructor.

IP address

Subnet mask

Gateway

Preferred DNS server

If the system is configured to use the Microsoft Automatic Private IP Addressing (APIPA) settings or
if the network has a DHCP server (ask the instructor), the Obtain an IP Address Automatically and
Obtain DNS Server Address Automatically radio buttons will be selected. You will not be able to verify
the values of the TCP/IP settings from this window. Close this window by clicking Cancel. To verify the
settings, launch a command-line window and at the prompt, type the following command:

c:\Documents and Settings\%USERNAMES%\>IPCONFIG /ALL
This produces a listing similar to Figure 21-4. Use these values to fill in the following settings and
then verify them with your instructor.

IP address

Subnet mask

Gateway

Primary DNS server
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&% C:\WINDOWS\system3.

IC:\>ipcenfig rall

indows IP Configuration

Host Mame . . . . . . . . . . - . = CindyEP
Primary Dns Suffix . . . . . . . = totalhome
Mode Type . . . . . . . . . . - - : Hybrid

IP Routing Enabled. . . . . . . . & HNo

WINS Proxy Enabled. . . . . . . . & No

DNS Suffix Search List. . . . . . : totalhome

fEthernet adapter Local Area Connection 2:

Connection—specific DNS Suffix . :
Description . . . . . - . - . - - * Realtek RILB13? Family PCI Fast Ethe

rnet MIC
Phyzical Addeess. . . . . . . . . : B8-48-F4-3A-E6-D@
Dhcp Enabled. . . . . . . . . . . = Yes
Autoconfiguration Enabled . . . . : Yes
IP Address. . . . . . . . . . . . & 192.168.4.25
Subnet Mask . . . . . . . . . . . & 255.255.255.8
Default Gateway . . . . . . . . . = 192.168.4.1
DHCP Server . . . . . . . . . . . :1%2.168.4.11
DNS Serwers . . . . . . . . . . . i 192.168.4.11
Primary WINS Server . . . . . . . : 192.168.4.11
Lease Obtained. . . . - . . . - . * Sunday,. January A7, 2087 1:52:34 PH
Lease Expires . . . . = . = «. - - * Monday, January 15, 2087 1:52:34 PH

IC:ND>

Ficure 21-4 The Windows IP CONFIG /ALL command results on
a system configured to use DHCP

Step 3 You should be familiar with one final configuration: Automatic Private IP Addressing, or APIPA.
If Windows 2000/XP is configured to Obtain an IP Address Automatically and no DHCP server is available,
Microsoft will automatically configure an address in the 169.254.0.0 network. Follow these steps to explore
APIPA:

a) In a classroom lab environment, have the instructor disable the DHCP server if applicable.
Alternatively, you can disconnect the DHCP server’s UTP cable from the hub or switch.

b) Verify that your TCP/IP Properties settings are set to Obtain an IP Address Automatically and
Obtain DNS Server Address Automatically. Close all windows and reboot the system.

¢) Launch a command-line window and at the prompt, type the following command:

c:\Documents and Settings\$%$USERNAMES%\>IPCONFIG /ALL
This produces a listing similar to Figure 21-5. Use these values to fill in the following setting and

then verify them with your instructor.

IP address

Subnet mask

Gateway

Primary DNS server

d) Exit the command-line window and launch the TCP/IP Properties window. Return all settings
to the normal classroom configuration. Click OK to finish, and close all the windows. Reboot the
system, and verify that it's working properly and that you have reestablished network commu-

nication to its prior state.
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= C:\WINDOWS\System32\cmd.exe

IC:~>ipconfig ~all

indows IP Configuration

Host Hame . . . . . . . . - . . . = test—v93yi?3158
Primary Dns Suffix . . . . . . . =

Mode Type - . . = = « = « =« =« = « = Unknown

IP Routing Enabled. . . . . . . . = No

WINE Proxy Enabled. . . . . . . . = Ho

§Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =
Description . . . . . . . . . . . = UMuare Accelerated AMD PCNet Adapter|

Physical Address. . . . . . . . . & BA-AC-29-CC—4B-76
Dhcp Enabled. . . . . . . . . . . = Yes
Autoconfiguration Enabled . . . . = Yes
Autoconfiguration IP Addeess. . . = 169.254.81.77
Subnet Mask . . . . . . . . . . . = 255.255.8.8

Default Gateway . . . . . . . . . =
HERN-

Ficure 21-5 The Windows 2000/XP IP CONFIG /ALL command
results on a system using APIPA

0 30 MINUTES

Lab Exercise 21.04: Sharing Resources

With the network set up properly, the next thing to do is decide how you want to share resources. You
can share a folder or any other type of resource; floppy drives, optical drives, Zip drives, and hard

drives can all be shared.

Learning Objectives

In this lab, you'll set up file sharing for others to access information from their system.
At the end of this lab, you'll be able to

e  Enable and configure shared directories and other resources

Lab Materials and Setup

The materials you need for this lab are

® A PCsystem that's properly configured for LAN access using Windows 2000/XP

v/ Hint

The exercise is written for Windows XP with notes for how to share using Windows 2000. For
the CompTIA A+ exams, you should know how to share resources with any Windows operating

system.
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Getting Down to Business

Whew! That last exercise was interesting, but the job is only half done. Now you'll find where to set up

sharing for a particular resource.

Step 1 Open My Computer, double-click the C: drive, and create a new folder on the C: drive. Name it
Shared. Right-click the Shared folder icon to see the folder options, and select Sharing. This will open
the Shared Properties dialog box (see Figure 21-6).

v Hint

If the Sharing tab isn't there, it's probably because you forgot to enable the File and Printer
Sharing option in the Networking applet. Go back and enable this option, and then try

again.

Step 2 Try sharing and un-sharing the folder. Note that the share name and permissions are grayed
out when you select Do Not Share This Folder. Share the folder again, change the share name, and look
at the various levels of permissions: Full Control, Change, and Read.

Step 3 When you're done, click OK to close the dialog box.

Shared Properties

General‘ Sharing |Secumy || Customize

ﬁ::Z You can share this folder with other users on your network. To
enable sharing for this folder, click Share this folder

() Do not share this folder
@Share this folder

Share name: ‘Shared |
Comment: ‘stuﬁ\wamto share |
User limit (@) Maximum allowed

() Allow this number of users:

To set permissions for users who access this
folder over the network, click Permissions.

Permissions

To configure settings for offine access, click

Cach
Caching. aching

I I I I <

New Share

[ oK I I Cancel ] Apply

Ficure 21-6 The Shared Properties dialog box’s
Sharing tab in Windows XP
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v’ Hint

If you're running Windows XP Home Edition or Windows XP Professional Edition in a workgroup

environment, the Sharing dialog box is much simpler. It contains Share/Do Not Share buttons and

a space to provide a share name.

0 30 MINUTES

Lab Exercise 21.05: Testing Your LAN Connections

You can use a variety of tools to test and troubleshoot your new network. The textbook covers using
these tools in detail. Some of these tools are beneficial to you now as a CompTIA A+ Certified technician
and are covered on the CompTIA A+ exams. This lab exercise lets you practice several key network trou-

bleshooting tools on the Windows 2000 and Windows XP operating systems.

Learning Objectives

In this exercise, you'll be introduced to troubleshooting tools for determining proper installation of the

network components. These tools are covered in order of importance. Be sure to verify the local settings

before trying to access other systems on the same LAN and testing Internet connectivity.

At the end of this lab, you'll be able to

Use the IPCONFIG command to determine local network settings

Use the NET CONFIG command to check the local system name and who is logged on as a

user
Use the PING command to test the local TCP/IP software and adapter

Use the NET VIEW command to check for other computers on the network
Use the PING command with switches to test connectivity to other computers
Use the NSLOOKUP command to translate IP addresses and domain names

Use the TRACERT command to check the path to other computers

Lab Materials and Setup

The materials you need for this lab are

A PC system that's properly configured for network access using Windows 2000/XP

Access to the Internet
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v’ Hint
The commands vary slightly, depending on the operating system you use. You should practice

with both operating systems if possible. Test the LAN first by accessing another computer on the

network using My Network Places and Computers Near Me.

Getting Down to Business

A PC technician should be familiar with several networking tools, both for his or her own good and
because they're covered on the CompTIA A+ exams. You'll begin by looking at IPCONFIG.

v/ Hint
Since you have already used the IPCONFIG /ALL command, run through the steps again, either
on your own system or on a different lab machine. Ask the instructor if any different networks

or system configurations are available to explore.

Step 1 You have already examined IPCONFIG in Lab Exercise 21.03. You'll now use the IPCONFIG com-
mand again to determine local network settings. As you have already learned, checking the automatic
TCP/IP settings given to you by a DHCP server and verifying your manual settings is easy: just open a
command-line window, type IPCONFIG /ALL, and press ENTER. The details of your local network connec-

tion appear on the screen.

Does the display contain the settings that were automatically assigned by the DHCP server or the

ones you entered manually?

Record your settings here:

IP address

Subnet mask

Default gateway

DNS

¢/ Hint

If you have a system in a peer-to-peer network (no servers) and there are no routers installed,
you won't see information about gateways and DNS. What may appear are Windows Internet
Naming Service (WINS) settings. More of this would be covered in the coursework for the Comp-

TIA Network+ Certification.

417
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= CAWINDOWS\System32icm

:5YNET CONFIG Workstation

omputer name SAMTEST-U93YI93158
ull Computer name test—v?3yi?3i58
SEF name Mike

orkstation active on
NethiosSmh (AAAARRRRROEE>
NetBT _Tcpip {648CDF58-BB28-4B2C-8F28-EB2E7ABG?CA4> <(BBBC2?CC4876>

oftware version Windows 2082
orkstation domain WORKGROUP
orkstation Domain DNS Hame {null>

ogon domain TEST-U23¥193158
OM Open Timeout C(sec) a

OM Send Count Chyted 16

OM Send Timeout <{msec>? 258

he command completed successfully.

TN

Ficure 21-7 Using the NET CONFIG WORKSTATION command in Windows XP

Leave the command prompt window open; you'll use it throughout the rest of this exercise.

Step 2 You'll now use the NET CONFIG command to check the local system name and to see who is
logged on as a user. To confirm the computer name and discover who is currently logged on, you'll again
use the command line.

Type NET CONFIG WORKSTATION at the command prompt and press ENTER. You'll see how the
identification is set up for your local PC. There’s a lot of information listed, but you're only interested
in a couple of items (see Figure 21-7).

How are these listed?

Computer name

User name

Workstation domain (workgroup)

Software version

Step 3 You'll now use the PING command to test the local TCP/IP software and adapter.

At the command-line prompt, type PING 127.0.0.1 (including the periods) and press EnTER. This
address, known as the loopback or localhost address, tests the TCP/IP software and the internal part of the
local network card. Look at Figure 21-8 to see a successful test. If you don't see the test results, there are
serious problems with the software. Reinstall your network drivers, and reconfigure the TCP/IP settings.

Step 4 You'll now use the NET VIEW command to check for other computers on the network.

Can you see anyone else on the network that will prove your network card can transmit and
receive data?

At the command-line prompt, type NET VIEW and press ENTER. You'll see what other computers are
on the network by a listing of their computer names (see Figure 21-9).
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e CAWINNT\System32\cm

icrosoft Windows KP [Version 5.1.26881
{C> Copyright 1985-2881 Microsoft Corp.

»Documents and Settings“jeremycrping 127.8.8.1
inging 127.8.8.1 with 32 bytes of data:

eply from 127.8.8.1: bytes=32 time<{ims TTL=128
eply from 127.8.8.1: bytes=32 time<ims TTL=128§
eply from 127.8.8.1: bytes=32 time<{ims TTL=128
eply from 127.8.8.1: bytes=32 time{ims TTL=128

ing statistics for 127.8.8.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss>.
pproximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms,. Average = Bms

:“Documents and Settings“jeremyclr_

Ficure 21-8 A successful PING test

Step 5 Now you'll use the PING command to test your ability to connect to other computers on the

network.

Okay, so now you can actually get the IP address and names of other systems on the local area net-
work, but can you actually communicate with them?

At the command-line prompt, type PING computer name, where computer name is another PC on the
network you found in Step 4, and press ENTER. The results will look the same as when you used PING to
see your own computer, but with the other computer’s IP address (see Figure 21-10). Be sure to put a space
between the PING command and the computer name. If you get errors, use the NET VIEW command again
to be certain of the computer name’s spelling. If the DNS is down, you can adjust by pinging the other
computer’s IP address instead of its name.

Step 6 You'll now use the NSLOOKUP command to translate an Internet domain name to an IP address
or an IP address to an Internet domain name.

o C:AWINNT\System32\cm

icrosoft Windows P [Uersion 5.1.260881
(C> Copyright 1985-2881 Microsoft Corp.

sDocuments and Settings“jeremycinet view
erver Mame Remark

~BRANDY T
~CARYHP Cary’s HP System

~DUDLEY DELL Dudley’s Dell
“JANELLE Janelle
~JEREMYC

~KATHY

~MARTIN

~MELISSA

“MIKEOFFICE

~ROGER—OQLD roger
NSCOTTHEP

SSHIPPING

STOTALFS1

STOTALHOMEDCL

STOTALHOMEDG2

he command completed successfully.

:\Documents and Settings“jeremyc>_

Ficure 21-9 Using the NET VIEW command
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=> Try This: PING Switches

The humble PING command is one of the most frequently used troubleshooting tools for TCP/IP.
As you saw in Step 5, you can actually use PING to test whether DNS is working. If you do not
receive a response from the computer using its HOST name, but you do receive a response when
using the IP address, this points to a problem with DNS.

PING also has a number of switches that add to the functionality of the command. If you need
to explore the switches, type the following at the command prompt:

c:\>PING /?

This will list all of the available switches and their functions. The following combination is
typically used for a connection that seems to intermittently drop packets. You would run the
command indefinitely and increase the packet size to overload the connection. Type the follow-
ing command:

c:\>PING -t -1 65000 computername

To stop the continuous PING, press cTRL-C to break the program.

This is a good command for finding out the IP addresses of Web sites. Why do I want this, you ask?
Well, when you use a URL in your browser, it has to be translated somewhere to an IP address. This slows
down your access time. If you know the IP address and type that into the address of your Internet browser,
the site will pop up faster. Follow these steps:

a) Type NSLOOKUP microsoft.com, and then press ENTER.

C:\>ping mikeoffice I

Pinging mikeoffice.totalhome [192.168.4.2] with 32 bytes of data:

Reply from 192.168.4.2: bytes=32 time<16ms TTL=128
Reply from 192.168.4.2: bytes=32 time<10ms TTL=128
JReply from 192.168.4.2: bytes=32 time<10ms TTL=128
Reply from 192.168.4.2: bytes=32 time<10ms TTL=128

fPing statistics for 192.168.4.2:

Packets: Sent = 4, Received = 4, Lost = O (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

C:\>

Ficure 21-10 Using PING to view a computer by its name
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What's the IP address(s) of http://www.microsoft.com?

Try http://www.totalsem.com. What's the IP address(s)?

b) Now enter the IP address you got when you did a lookup for http://www.microsoft.com. If you
get a different result, it could be that a Web site is being hosted by someone other than the orig-
inal domain you looked up.

Step 7 You'll now use the TRACERT command to check the path to other computers or Web sites on the
Internet.

This command will show you where the bottlenecks are in the Internet. The TRACERT command
will list the time it takes to get from your PC to the Web site or other system you're accessing. Follow
these steps:

a) Type TRACERT maxtor.com, and then press ENTER.

Was it successful?

How many hops did it take?

What's the IP address of the first hop?

b) Use the NSLOOKUP command with the IP address of the first hop to see where your first server
is located. For example, type NSLOOKUP 207.46.130.108, and then press ENTER.

Go ahead—have fun with this! Part of the learning process with PCs is to dive in and tackle a sub-
ject that you're not completely familiar with. As long as you remember to write down any information
you want to change before you change it, you can enjoy exploring the amazing world of computers and
still have a recovery point.

Lab Analysis Test

1. A user complains that after you installed the new NIC in her system, she can see everyone on the
network but can’t access the Internet. What did you forget to do? Are there any other configuration
problems that could cause this to happen?

2. What command would you use to test the NIC's internal TCP/IP capabilities? What would the
“human readable” address be?

3. Theresa’s boss bought a wireless network adapter for her laptop. It works great in the office. What
does she need for it to work with her PC at home?

4. Describe two ways to access the Network Connections applet in Windows XP.

5. Tanner has replaced his older ISA NIC with a new wireless NIC. The office wireless network is set up
and works fine for everyone else. Now he can’t see anyone on the network or access the Internet.
Where should he start checking and in what order?

421
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Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.
Device Manager
hub
Network Connections applet
NET VIEW
NIC
PING
PING -1
PING -t
RJ-45
router
switch
UTP
wireless

1. You use an access point when you network devices.

2. An excellent tool for determining who is currently logged on to the network is the
command.

3. A(n) can effectively place a device on its own collision domain, thereby

increasing network bandwidth.

4. Twisted-pair network cabling uses a(n) connector.

5. To find out whether a machine can accept a large packet of data, you would use the
command.
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The Internet is a complex system of communication that allows com-
puters, in-business networks, mobile computers, and home PCs to share
information worldwide. Today we even have cell phones, personal digital
assistants (PDAs), and other personal devices that can connect to the

Internet for accessing e-mail, downloading MP3s, and doing other tasks.

Connecting to the Internet requires three pieces in place and function-
ing: a modem, a wire, and an Internet service provider (ISP). The device
referred to as a modem can be of various technologies. The use of 56 kilo-
bits per second (Kbps) dial-up modems and Integrated Services Digital
Network (ISDN) modems is rapidly declining due to slow access speeds
and high cost. Much more common today are high-speed, or broadband,
Internet connections, using digital subscriber line (DSL) and cable modem
technologies.

The wire used to connect to the Internet can be a phone line (this is in
fact what DSL and ISDN services use) or a coaxial cable. Corporate envi-
ronments typically use dedicated T1 or T3 connections, or something even
more zippy. The ISP provides access to the worldwide network that makes
up the Internet.

Because nearly everyone wants access to the Internet, implementing
and troubleshooting Internet connectivity is a PC technician’s bread and
butter. The CompTIA A+ Certification exams recognize this and test you
on the details of installing and configuring a connection to the Internet.
It may be a legacy dial-up analog modem used to connect to an ISP through
a phone line, or a broadband cable modem using the local cable company
as the provider. This heightened usage brings with it a new task for the
PC technician: security! Since most computers are now communicating
with the world through the Internet, the exposure to malicious intruders
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and programs has greatly increased. Two components that go hand-in-
hand with the Internet are firewalls and wireless network security. You'll
explore the configuration of these two components here. This chapter’s
labs start by going through the properties of the current wide area net-
work (WAN) connection technologies and then take you through the steps
needed to perform the installation and configuration of these technolo-
gies. You'll also explore the configuration of the Windows Internet Con-
nection Sharing and Firewall, explore a browser, and configure wireless

security.

¢/ Cross-Reference

Computer security is such an important component of a PC technicians’ training that the topic
receives its own chapters in both the textbook and the lab manual. Refer to Chapter 23, “Computer
Security,” in Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs. Chapter 23 in this manual covers

additional lab exercises to build your security awareness.

b 30 MINUTES

Lab Exercise 22.01: Identifying Internet
Connectivity Properties

A new client has signed up with your firm, requesting that you evaluate their current Internet connec-
tivity and recommend the best upgrade path for their 12-person office (six desktop PCs and two laptops).
Your first job is to assess what method they are currently using to connect to the Internet and what
methods are available in their location, and to make a recommendation for upgrades if necessary.

Learning Objectives

This lab tests basic assessment skills. Every technician should be able to go into a situation and quickly
understand the state of the technology in question—in this case, an Internet connection. Plus, you
should feel comfortable telling your clients about any concerns with aging technology and confidently
recommend upgrade paths to higher performance technology.

At the end of this lab, you'll be able to

e  Verify the Internet connectivity method
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®  Check the properties of the connection

e  Perform an Internet search to learn about the performance of various connectivity methods

Lab Materials and Setup

The materials you need for this lab are
e A working computer running Windows 2000/XP, with some form of Internet connection

e Internet connectivity to perform your research

Getting Down to Business

First, you will visually inspect your computer and its surroundings for the method used to connect to
the Internet. Then you will run an Internet utility to determine the speed of your connection and
appropriate upgrade paths.

Step 1 Look at the back of your computer. Is there a phone cable (RJ-11) plugged in? This could indi-
cate that this computer is using an analog modem for the Internet connection. Are there any USB or
network (RJ-45) cables plugged into the system? Trace the wires. Do they connect to a cable modem or
DSL modem? This could be your connectivity method. Is there a network patch cable plugged into the
NIC? You may be connecting to the Internet through the corporate LAN. Are you on a laptop with wire-
less connectivity? You could have access to the Internet through a wireless access point (WAP) connected
to a cable or DSL modem.

These are the possibilities a technician is faced with today, so the more you can explore the various
methods of connectivity, the better your familiarity when you walk into the client’s home or office and
attempt to configure or repair their Internet connection. Examine the physical components that consti-
tute the method your system uses to connect to the Internet and then record the details of the hardware/
connectivity type here. Figure 22-1 depicts a typical PC using a wired LAN patch cable to connect to a
broadband cable modem.

Step 2 Once you have determined the connectivity method, boot your system and launch your Internet
browser (I'm currently using Internet Explorer 7). Now surf over to the c|net Web site at www.cnet.com.
This is an excellent tech Web site with many tools, applications, and forums for PC and network

10 BaseT NIC

Cable modem

FiGure 22-1 A PC and cable modem Internet connection


www.cnet.com
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information. Click the Reviews tab and look for the Internet Access hyperlink. Click the link and scroll
down to the Bandwidth Meter speed test. Click the link and follow the onscreen directions.

What is the speed of your connection?

Step 3 Using the table provided by the c|net Bandwidth Meter, fill in the approximate data transfer
speeds of the various Internet connection types:

Dial-up 56 Kbps Modem

DSL

Cable

T1

T3

Step 4 Based on the results of the analysis of your client’s Internet connection method and perform-
ance, are there any recommendations you would make to improve the performance of the connection?

0 30 MINUTES

Lab Exercise 22.02: Installing and Configuring
an Internet Connection

You determine that the client is currently using dial-up networking through analog modems to access
the Internet. Though this is probably acceptable for occasionally connecting to the Internet, these folks
have a business to run! You decide to recommend either high-speed DSL or cable. You explain to the
client that unlike the analog modem they're currently using, the other methods use a standard NIC and
an external device to interface between the DSL or cable lines. Ironically, this device is usually referred
to as a DSL or cable modem. You will evaluate the current PCs and select one that will act as the interface
to the Internet. If required, you'll add a PCI network interface card, connect the DSL or cable interface,
and then configure the interface in Windows.

Learning Objectives

Installing DSL or cable high-speed Internet access requires four steps. First, you should verify whether
your system is already equipped with a NIC, either integrated into the motherboard or as a PCI card,
and if not, physically install such a device. Second, verify that this device is operating properly and has
the latest drivers installed. Third, connect the DSL transceiver or the cable modem, and finally, config-
ure the proper settings required by the ISP.

At the end of this lab, you'll be able to

e Install a network interface card (if not already present)

427
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e  Verify proper operation, and install or update the drivers
e  Install the DSL transceiver or cable modem

e  Configure the connection in Windows

v/ Cross-Reference

Refer to the “DSL” and “Cable” sections in Chapter 22 and the “Installing Expansion Cards” section
in Chapter 6 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs for help installing and config-
uring NICs. It's a good idea to have the textbook handy while you progress through this lab.

Lab Materials and Setup

The materials you need for this lab are
e A PCsystem with or without a NIC
° A PCI NIC
®  Access to the proper driver software (either built-in Windows drivers or a separate CD)

® A copy of the Windows CD (may be needed, depending on the system)

Getting Down to Business

Break out your trusty screwdriver and anti-static wrist strap. It's time to install a NIC!

¢/ Hint

You can omit Steps 1 — 3 if the system is already equipped with a network interface card, as most
systems are today. The steps are included here for completeness. You will be asked to install a
second NIC in Lab Exercise 22.04, “Windows Internet Connection Sharing (ICS),” so if you have

that second NIC handy, go ahead and install it now.

Step 1 Make sure the PC is off and unplugged. Take proper ESD precautions, and remove the cover of
the PC. Choose any free PCI slot to install the NIC. Remove the back plate if one exists.

Step 2 Plug the NIC into the PCI slot (see Figure 22-2). Physically inserting the NIC into the PC is the
easiest part of the task. Take care to avoid touching the pins or any of the chips on the NIC. Once the
card is inserted, secure it by putting the proper screw through the metal tab of the card and screwing it

to the case. Put the cover back on and restart your computer.
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FIGURE 22-2 Inserting a PCI NIC

Step 3 Now that you have physically installed the NIC, the next step will depend on your 0S. When
you restart your computer, if you're running Windows 2000, the operating system will recognize that
you've added new hardware and launch the Found New Hardware Wizard. Windows XP goes one step
better—when you install a PnP device, the drivers are most likely already part of the operating system,
so they’ll be installed automatically. This all occurs with no user intervention. The operating system

reports success installing the new device with a small balloon from the system tray.

v/ Hint

Every Windows operating system has a good selection of network interface drivers built in at
the time of release, but your driver may not be one of them. For example, if the NIC you're
installing was manufactured after the release of software you're using, the drivers may not be

part of the operating system and will need to be installed or updated.
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Found New Hardware Wizard

Welcome to the Found New Hardware
Wizard

This wizard helps you install a device driver for a hardware
device

To continue, click Next.

< Hack Cancel

Ficure 22-3 Using the Found New Hardware Wizard

The following is the Found New Hardware Wizard driver installation process in Windows 2000:
a) As Windows boots, it displays the Found New Hardware Wizard screen (see Figure 22-3).

b) Click Next to continue. Select the option that directs Windows to search for a suitable driver for
the new device (see Figure 22-4). If the driver is on a floppy disk or CD, select that as the search
location, insert the media for the driver before continuing, and then click Next.

v’ Hint

A popular trick is to copy the drivers from the CD onto the PC’s hard drive and then install them
from there. That way, if you ever need the drivers again, you won't need to rummage around for
the driver CD. You need to know exactly where you store the drivers, though, because you'll be
asked to locate them during the install process. You could create a Drivers folder at the root of
the C: drive to serve as a central repository for drivers. Remember, drivers are constantly being

updated by manufacturers. Check the manufacturer’s Web site before using the driver CD.

¢) The wizard will search the drivers built into Windows and then the location you specified for
the file(s) and will (you hope) report that it found the appropriate driver. Click Next. If prompted,
you may also need to insert your Windows CD. When the wizard is finished, it'll prompt you a
final time. Click the Finish button, and reboot your system. The new NIC and drivers are now
properly installed.

If Windows doesn't detect the driver right away, you'll need to do a little extra work. Network inter-
face manufacturers bundle drivers for multiple operating systems on the driver CD, so you often need to
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Add/Remove Hardware Wizard E
Mew Hardware Detection i
The wizard automatically locates new Plug and Play hardware.

Wwindows iz searching for new Plug and Play hardware ta install

Searching...

< Hack I [lExt > | [Carize] |

Ficure 22-4 Completing installation by locating a suitable

device driver

navigate to the appropriate folder for your operating system before Windows will find the driver. In other
words, look for a Winzk folder when installing modem drivers on a Windows 2000 machine. Other manu-
facturers package the driver into an installation routine. Check the CD for a SETUP.EXE file, and run it if
you find it.

Step 4 Now that the drivers are installed, you should confirm the NIC properties and verify what
drivers are installed. The following steps were completed in Windows XP, but they are similar in Win-

dows 2000:
¢) In Classic view, select Start | Settings | Control Panel and double-click Network Connections.

b) Right-click the Local Area Connection (if this is the second network interface, choose Local Area
Connection 2) and click Properties. In the Local Area Connection Properties dialog box, click the
Configure button next to the network interface adapter (on my systems it is a SiS goo-Based PCI
Fast Ethernet Adapter).

c) In the network interface adapter Properties dialog box, click the Driver tab (see Figure 22-5).
Record all the information provided about the driver you installed.

Step 5 Now examine the physical device that has been provided by your ISP to connect the computer
to the Internet. If the device is a DSL transceiver, it will typically have an RJ-45 Ethernet connection to
connect to the NIC of the computer, an RJ-11 connector to connect to the telephone wall jack, and some
sort of power adapter. If the device is a cable modem, it will typically have an RJ-45 Ethernet connection
to connect to the NIC of the computer, an F-connector to attach to the cable, and some sort of power
adapter (refer to Figure 22-1). Both interfaces may provide a USB connection, but for the purposes of the
lab exercise, this will not be used.
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General Advancedl Diriver |Delails Resources || Power Management

5i5 900-Bazed PCI Fast Ethernet Adapter

Driver Provider. SiS

Driver Date: 7/A0/2002

Driver Version: 1.16.00

Digital Signer: Microsoft windows Hardware Compatibility Publ
To view details about the driver files.
To update the driver for this device.

: If the device fails after updating the driver, roll
Bl back to the previously installed driver,

Ta uninstall the diver [Advanced).

Ficure 22-5 Network interface adapter

driver properties

¢/ Hint

If you are in a classroom lab environment, you may not have access to the actual DSL transceiver
or cable modem. Follow the instructor’s directions to connect the computer to the Internet. You
should conduct an Internet search or make a trip to the local technology store to explore the spec-
ifications of common DSL and cable interfaces. For the most part, going through the full configu-
ration of the actual connection is beyond the scope of this book, but you should at least know
where to go to follow instructions from your ISP; that’s the purpose of these last steps.

Connect the interface device following the instructions provided with the device or by your ISP. The
layout and configuration of the device may differ somewhat from device to device, but you should be able
to confirm that the device is working properly by observing the various indicator lights on the device.

Step 6 To finish this installation and gain high-speed access to the Internet, you will most likely have
to follow specific directions from your Internet service provider to configure Windows to communicate
through the DSL or cable device. Windows also provides a generic wizard to configure this communica-

tion. The following steps walk you through this generic configuration:

a) Select Start | Settings | Network Connections and click on Create a New Connection in the Net-

work Tasks pane to launch the New Connections Wizard.
b) To continue, click Next and select Connect to the Internet. Click Next.
¢) Choose Set up my connection manually and Click Next.

d) Choose Connect using a broadband connection that is always on and click Next.
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e) In the Completing the New Connection Wizard window, click on Learn more about broadband con-
nections. Record some of the pertinent information related to your installation.

f) Click the Finish button.

If you have followed the steps (and actually have installed a DSL or cable interface), you should
now have high-speed access to the Internet.

0 30 MINUTES

Lab Exercise 22.03: Windows Firewall

Your client is very pleased with how the rollout of the office’s Internet connection upgrade is progress-
ing. They have been surfing around a little, and are impressed with the speed at which the Web sites
are loading. You explain that you must now configure a firewall to protect them from outside intrusion
through the high-speed connection. Microsoft’s Windows XP Service Pack 2 offers a very competent built-
in firewall. In this lab you will enable Windows Firewall and explore some of the services (ports) that
you can allow or block.

Learning Objectives

Completing the following steps, you will explore the Windows Firewall and associated TCP and UDP
service ports.

At the end of this lab, you'll be able to
e  Enable the Windows Firewall

e  Identify various protocols and associated service ports

v/ Cross-Reference

To further explore the Windows Firewall, refer to “The Windows XP Internet Connection Firewall”
in Chapter 22 of Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Lab Materials and Setup

The materials you need for this lab are
® A working computer running Windows XP

e  Optionally, a machine actually connected to the Internet



434 Chapter 22: The Internet

Getting Down to Business

Enabling the firewall is as simple as a few clicks of the mouse and verifying that you can communicate
with the trusted sites that you prefer. Windows Firewall is practically self-configuring, but if you want
to allow access to Web servers or e-mail servers in your organization, you will have to open some TCP
ports. The CompTIA A+ Certification exams will expect you to know some of these “well-known-ports,”
so you'll explore them in the Windows Firewall.

v Hint

If you are configuring a single machine for Internet access, you will want to implement the
Windows Firewall on that machine to protect it from malicious intrusion. However, if you are
configuring machines as part of a local area network, and using a proxy server or Internet Con-
nection Sharing (as you will in the next lab exercise), you will only want to configure a firewall
on the machine that connects directly to the Internet. Assume the computer in this lab is the

machine connected to the Internet.

Step 1 Open the Local Area Connection Properties dialog box by clicking Start | Settings | Network
Connections. Right-click the Local Area Connections icon of the external connection (the one connected
to the Internet), then select Properties from the drop-down menu. Click the Advanced tab, then click
the Settings button in the Windows Firewall area to open the Windows Firewall dialog box (see Figure 22-6).

Step 2 Select On to protect the PC from unwanted access through the Internet connection.

. .
= Windows Firewall

Generdl | Exceptions || Advanced|

‘Windows Firewall helps protect your computer by preventing unauthorized users
fram gaining access to your computer thraugh the Intemet or a network,

@ cu

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

[]Don't allow exceptions
Select this when pou connect to public networks in less secure
locations, such as airports. You will not be notified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be
ignared,

@ () Off [not recommended)

Auvoid using thiz setting. Tuming off Windows Fireweall may make this
computer more vulnerable to viuges and intruders.

What else should | know shout \Windows Firewsll?

Ficure 22-6 The Windows Firewall

properties screen
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F A
Windows Firewall

| General | Exceptions [ Advanced |

Metwark Connection Settings

Windows Firewall is enabled for the connections selected below. To add
exceptions for an individual connection, select it. and then click Settings:

tian Settings...

‘wireless Metwork Connection 3

Security Logging

“You can create a lag file for roubleshaoting purposes. Setlings...

IChP
‘with Intemet Control Message Protocol ICMP), the Setlings
computers on a network. can share enor and status =.

information,

Default Settings

Ta restore all Windows Firewall settings to a default state, Eiestore Defaults
click Restore Defaults. —

FiGure 22-7 The Windows Firewall
Advanced properties screen

Step 3 Now select the Advanced tab of the Windows Firewall dialog box and select the Settings button
for the Network Connection Settings (see Figure 22-7).

Step 4 This opens the Advanced Settings dialog box, where you can allow various services to pass through
the Internet connection and access dedicated servers on your internal network. For instance, if you have
an FTP server that you have technicians update from the field, you will want to enable external commu-
nication by allowing TCP service port 21 to pass through the firewall (see Figure 22-8).

Services ||[:MP |

Select the zervices running on wour network, that Internet users can
access.

Services

O Internet Mail Access Protocal Yersion 3 (IMAPZ)
O Intermet Mail Access Protocol Version 4 (IMAP4)
O Internet Mail Server (SMTP)

O Past-Office Protocal Wersion 3 [POP3)

[ Remote Desktop

O SecurewWeb Server (HTTPS)

O Telnet Server

O wieb Server HTTF)

[ age. [ Ed. | Diglete

L Ok ][ Cancel ]

Ficure 22-8 Allowing FTP traffic to pass
through the firewall
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Service Settings

Description of service:
| FTP Server |

MName or IP' address (for example 192.168.0.12] of the
computer hosting this service on your netwark:

External Port number for this service:
B | ®1cp uDpP
Internal Fart nurber for this service:
2 |

[ (18 J[ Cancel ]

FiGURre 22-9 Service Settings showing
the TCP port number for the FTP server

Using the Edit button, identify the service ports for the following protocols (Figure 22-9 shows the
port information I used to complete the first answer for you).

1. File Transfer Protocol (FTP Server) TCP Port 21

2. Internet Mail Access Protocol Version 4 (IMAP4)

3. Simple Mail Transfer Protocol (SMTP)

4. Post-Office Protocol Version 3 (POP3)

5. Secure Socket Layer (HTTPS)

6. Hypertext Transfer Protocol (HTTP)

Step 5 To complete this lab, check with your instructor to obtain the proper configuration of the fire-
wall to allow the completion of further labs. You will probably disable the Internet Connection Firewall

for normal classroom use.

0 30 MINUTES

Lab Exercise 22.04: Windows Internet Connection
Sharing (ICS)

Now that the main PC is secure from external threats and attacks, its time to configure this machine so
that all of the PCs can take advantage of the secure Internet connection. Welcome Internet Connection
Sharing (ICS)! With ICS, you will be able to set up a small LAN that allows all the client machines to
access the Internet through the ICS host computer (this PC).
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Learning Objectives

In this lab, you will implement the steps to use ICS. It will take some extra hardware to actually test
the configuration, but you can still learn the basic concepts through the configuration exercise.

At the end of this lab, you'll be able to

e  Configure Internet Connection Sharing (ICS)

v/ Cross-Reference

To further explore ICS, refer to “Internet Connection Sharing” in Chapter 22 of Mike Meyers’ A+

Guide to Managing and Troubleshooting PCs.

Lab Materials and Setup

The materials you need for this lab are
® A working computer running Windows 2000/XP
®  An additional network interface card for the ICS host computer
® A network hub or switch
e  Asecond computer running Windows 2000/XP to be configured as the client

e  Optionally, a machine actually connected to the Internet

Getting Down to Business

ICS allows a small workgroup of computers to connect to the Internet through one of the workgroup
computers acting as an ICS host computer. There are a few items that need to be configured on both
the ICS host computer and the clients. The host will have two communication devices installed (in
this case, two NICs). The network will need a hub or a switch to allow multiple computers to com-
municate. Finally, the client machines will have to be configured to obtain their TCP/IP settings

automatically.

Step 1 To use ICS, you will need two communication devices installed in the computer: either a modem
connected to the Internet and a NIC connected to the internal network, or a NIC connected to a broadband
interface and a NIC connected to the internal network. (If you need to install a second NIC to facilitate

this lab exercise, perform Lab Exercise 22.02, Steps 1 — 3.)

Step 2 Open the Network Connections applet and select the internal Local Area Connection. Select
Properties, then click the Advanced tab (see Figure 22-10).

Step 3 Select the checkbox for Internet Connection Sharing called Allow other network users to connect
through this computer’s Internet connection.
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-t Local Area Connection Properties

| General || Authenticationl Advanced

Windows Firewall

Protect my computer and network. by miting
o preventing access ko this computer from
the Intemet

Settings...

Intemet Connectian Sharing

;ﬂ.llow other network uzers to connect through this
icomputer's [nternet connechion

Allow other network, users to control or disable the

shared Internet connection
Settings...
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Sharing.
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FiGure 22-10 The Advanced tab of the Local Area Connection
Properties dialog box showing Internet Connection Sharing

Step 4 Click the Settings button to view additional services that Internet users can access (if they are
not blocked by the firewall).

Step 5 Click OK. A hand icon (representing sharing) should appear under the Local Area Connection
that has just been configured with ICS (see Figure 22-11).

Step 6 Alternatively, if you have a second computer and a hub, you can test the ICS feature by follow-
ing these steps:

a) Verify that the ICS host computer is capable of communicating with the Internet. Connect the
external Local Area Connection NIC to the broadband interface (DSL or cable).

*s Network Connections

File Wigw Advanced

OBack -'\_) l.@ pSearch H__ Folders v

Address ‘; Metwork Connections

Edit Favorites  Tools Help

>

LAN or High-Speed Internet
Network Tasks

Create a new

conneckion

Local Area Connection 2
Metwork cable unplugged

Set up a home or small
office netwark

@ Change Windows

Fireweall settings

[ B Intel(R) PROJ 100+ PCI Adapter

Local Area Connection
Connected, Shared
=y B FZom 3C920 Integrated Fast ...

FiGUrE 22-11 A shared Local Area Connection



Lab Exercise 22.05: Upgrading and Tweaking Internet Explorer 439

Internet Protocol (TCP/IP) Properties

General | Alternate Configurati0n|

‘You can get IP settings aszighed automatically if your netwark supports
this capability. Othenwize, you need to ask pour network, administrator for
the appropriate [P gettings.

() Use the following IP address:

(%) Obtain DMS server address automatically
() Use the following DNS server addresses:

FErefered DMS server: l:l
Alternate DNS semver: l:l

[ Ok ][ Cancel ]

FiGure 22-12 Internet Protocol (TCP/IP) Properties

b) Power up the hub or switch, and connect the internal interface from the ICS host computer to
the hub.

¢) Connect the network interface card of the client PC to the hub or switch.

d) Open the Network Connections applet of the client PC, select the Local Area Connection, and
open the Properties. Highlight the Internet Protocol (TCP/IP) Properties and verify that
Obtain an IP address automatically and Obtain DNS server address automatically are selected (see Fig-
ure 22-12).

Launch Internet Explorer on the client machine; verify that the connection is set up to use the
LAN connection. Type www.comptia.org in the address line and press ENTER. If there are any problems,
shut down both machines and check all of the connections. Boot the ICS host computer first (allow all
of the services to start), then boot the client machine.

b 20 MINUTES

Lab Exercise 22.05: Upgrading and Tweaking
Internet Explorer

Now that you have improved and protected your client’s Internet connectivity, you will want to make
sure that the method they use to interact with the Internet is the most current. Microsoft’s Internet
Explorer (IE) is probably the most popular Internet browser in use today (though Mozilla's Firefox is


www.comptia.org
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gaining wider popularity). The following steps will help you upgrade your client to the latest version of
IE (version 7 as of this writing) and introduce you to some of the configuration areas that you should be

aware of.

Learning Objectives

When it comes to applications—and this includes Internet Explorer—the computer technician is
looked to as the Master or Mistress of All Things Computer. For this reason, a knowledge and awareness
of applications, in addition to learning and practicing your craft as an IT technician, will enhance your
reputation as an expert. In this lab, you'll briefly explore the upkeep of a networking application.

At the end of this lab, you'll be able to
e  Evaluate and upgrade the IE application

° Fine-tune IE settings

Lab Materials and Setup

The materials you need for this lab are
e A working computer running Windows XP SP2

e Internet access, preferably high-speed to facilitate downloads

Getting Down to Business

Internet Explorer is currently the most popular browser application. You and your client may launch
Internet search engines such as Google or Yahoo!, visit manufacturers’ Web sites to research, and in
some cases, purchase new hardware and software. You'll want to make sure that IE is up to date and
working efficiently to make your client’s browsing more pleasant.

¥ Warning

The following lab steps have you update Internet Explorer and change some of the configuration
settings. A prerequisite is to upgrade Windows XP to Service Pack 2. If you are performing these
labs on a personal machine, evaluate the requirements for IE7 before upgrading. If you are in an
instructor-led class, or performing these operations on machines in your organization, verify you

have permission to perform the upgrades.

Step 1 Fire up your current browser and navigate to the Microsoft Windows Internet Explorer page
(http://www.microsoft.com/windows/ie/default.mspx as of this writing). Examine the new features
and requirements (click on About Internet Explorer 7). Will IE7 work with all versions of Windows?

Verify that your system and OS meet the requirements, and then click and download Internet
Explorer 7.


http://www.microsoft.com/windows/ie/default.mspx
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FiGUrE 22-13 The General tab of the Internet

Options dialog box in Internet Explorer 7

Step 2 Open the Internet Options dialog box and examine the General tab (see Figure 22-13).

Explore some of the features of the Home Page (you may now have multiple pages available with
the click of a tab), Browsing History, and Tabs sections.

Step 3 Click on the Content tab and click on the Settings button under the AutoComplete section. Notice
the items that can be selected to AutoComplete. I like to disable the User Names and Passwords on forms.

Step 4 Click on the Advanced tab and explore the many settings that can be configured to modify how
the browser deals with components and content. Navigate down to the Security heading and locate
Empty Temporary Internet Files Folder when browser is closed. I like to enable this setting.

Explore some of the other tabs available in Internet Options and experiment with the different items
you can configure. Microsoft has done a good job of setting the browser up with default settings that will
work in most installations, but as the expert, you will want to be familiar with customizing the browser.

0 30 MINUTES

Lab Exercise 22.06: Configuring Wireless Security

As mentioned in the first lab exercise, your client has two laptop computers. They would like to keep
the laptops as mobile as possible, so they have asked you to install a wireless access point (WAP) in the
office. The actual installation is almost simple enough that the office personnel could handle it; however,
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you know how vulnerable wireless networks are to unauthorized access. You agree to install the WAP,

but you insist on securing the network to protect the business.

Learning Objectives

This lab exercise will use a Linksys wireless router to walk you through the steps to properly secure a
wireless network. All of the principles developed here can be applied to most of the wireless routers of

the other manufactures.
At the end of this lab, you'll be able to
e  Configure router administration security
®  Secure wireless access

®  Protect data traveling over wireless networks using encryption

v’ Cross-Reference
To further explore wireless networking technology, visit the following Web sites:
WWW.3com.com www.belkin.com
www.intellinet-network.com www.linksys.com

www.netgear.com

Lab Materials and Setup

The materials you need for this lab are
® A working computer running Windows 2000 or XP

® A wireless router or wireless access point

Getting Down to Business

You're going to spend the next 30 minutes configuring wireless security that will protect the client and its
employees, the company’s confidential data, and the company itself. That will be 30 minutes well spent!

v Hint

The steps in this lab are written for a router that is in the factory default condition. If the router
has been in use, or is part of the lab equipment in a classroom environment, ensure that the
default settings are restored. Most wireless routers/WAPs have a reset button to clear all config-

uration information and return them to factory default settings.


www.3com.com
www.belkin.com
www.intellinet-network.com
www.linksys.com
www.netgear.com
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Step 1 Connect to the wireless router using a network patch cable (RJ-45 connectors, CAT se UTP).
Power up the router and boot the PC into Windows.

Step 2 Launch Internet Explorer (or browser of your choice) and enter the IP address of the router’s
administration page. (Linksys uses 192.168.1.1; Intellinet uses 192.168.2.1.) Consult the documentation
that came with the router for your specific model’s IP address.

Step 3 Enter the default administrator name and password; many devices use admin for both the user-
name and password (for Linksys devices, leave the username blank). This will bring you to the main
administration page (the Welcome screen appears in Linksys). You will now configure the three impor-

tant areas of administration, access, and encryption.
Step 4 Begin with securing the administration of the router by configuring the following components:

a) Change the name of the router (this is accomplished on the Welcome screen of the Linksys

router).

b) Change the administrative password; the administrative username is usually permanently set
(check the device's documentation if necessary).

c) If applicable, disable remote administration. You will not be able to configure the wireless
router while wireless, but nobody else will be able to either!

Step 5 Now you'll secure access, allowing only the users you want to gain access to the wireless net-
work. Normally, the first two steps are sufficient; the third step requires some additional information

during configuration.

a) Change the Service Set Identifier (SSID) of the router; this is the name of your wireless local
area network. Many times this is left to the default, allowing access to anyone who is familiar

with wireless networking practices.

b) Disable SSID broadcast. Your client will have to configure the laptops or share the SSID with the

employees, but passersby will not have free Internet access.

c) Allow access only to PCs with specific MAC addresses. These can be manually entered for the
machines you are allowing, or you may choose them from a list of machines currently allowed

access.

Step 6 Finally, you will secure you client’s data with encryption. There are three levels of encryption:
Wired Equivalent Privacy (WEP) and two types of Wi-Fi Protected Access (WPA and WPA2).

WEDP is the least secure of the three types of data encryption, but should be used if WPA or WPA2 is
not supported. WPA is better and will provide a higher level of security than WEP, but the most secure
is WPA2.

WPA2 is fairly new, but older routers are receiving firmware upgrades to enable them to take
advantage of the highest data encryption. WPA2 uses a pre-shared key (PSK) methodology and allows
complex passkeys of letters, numbers, and special characters to secure the data. It is recommended that
passkeys be much longer than the traditional 6 to 8 characters recommended for user passwords.
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Though not directly related to wireless security, most wireless routers come with robust, built-in

firewalls. The wireless router firewall will protect your client’s network and systems from malicious

attempts to procure their data.

Using security in the administration of a wireless router, access to the wireless network, and

encryption of the data being transmitted through the air will at least deter all but the most aggressive

threats and attacks. Stay alert for any change in activity on your systems.

Lab Analysis Test

1.

Tanner wants to configure his wireless network so that if Andrew just happens by with a laptop
and a wireless card, he will not be able to gain access to the network without Tanner’s approval.
What component(s) does Tanner need to configure?

Brandon is using his school’s computer to do some research for a term paper. He attempts to surf to
a Web site he has found on Google, only to receive an Access Denied message from the browser. What
could cause this to happen?

Andrew has configured his four-computer network to use Internet Connection Sharing. He has double-
checked the ICS host computer, and it can access the Internet. All of the physical connections
between the computers and the switch seem to be in good shape. Yet, he still cannot access the
Internet from a client machine. What might he have missed?

Mary has stated that when she used the c|net bandwidth meter, she achieved Internet transfer
speeds around 7.5 Mbps. What type of Internet access do you think Mary has?

Cindy is installing a high-speed connection to the Internet. What are the four components she will
need to verify and have on hand?

Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.

analog
dial-up
digital
drivers
HTTP
ICS

ISP
PnP

POP3
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RJ-11

RJ-45

SSID

transceiver
Windows Firewall

When connecting to the Internet using a high-speed digital subscriber line, the DSL
is often referred to as a DSL modem.

The protocol that is synonymous with the World Wide Web is

If the NIC isn't detected by , run the Add New Hardware Wizard.

Every wireless network has a network name that all of the machines accessing it must configure.
This network name is known as a(n)

The slowest means of accessing the Internet still in use today is
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COmputer security is paramount to protecting your client/company’s
business, finances, and in some cases, even life! In the following exer-
cises, you will create a secure environment by configuring a Windows XP
system properly with users, groups, logon methods, password policies,
and complexity rules. Finally, you will clean a client’s computer that has
come to you with various malicious programs installed. You will do this
by installing and running Lavasoft’s Ad-Aware, PepiMK’s Spybot Search &r
Destroy, and ALWIL's Avast! Antivirus software.

0 20 MINUTES

Lab Exercise 23.01: Users, Logon, and Simple
File Sharing

User accounts are a powerful and necessary function used by Windows to provide security. While organ-
izations with large networks usually take advantage of user accounts, stand-alone systems often fail to
take advantage of them. In this exercise you will configure user accounts for a stand-alone Windows XP
Professional system.

By default, Windows XP uses simple file sharing unless you are on a Windows XP system configured
as a member of a Windows domain, or unless you explicitly turn off simple file sharing. Windows XP also
provides two very different logon methods: the classic logon prompt and the Welcome screen. This lab
will show both methods and help you determine when to use each method.

Learning Objectives
At the end of this lab, you'll be able to

®  (reate, modify, and delete local user accounts with Windows XP Professional
e Disable and enable simple file sharing in Windows XP Professional

e Modify logon and logoff options with Windows XP Professional

Lab Materials and Setup

The materials you need for this lab are

e A Windows XP Professional PC with the C: drive formatted as NTFS. Configure the system as a
member of the TEST workgroup with simple file sharing and Welcome Screen logon disabled.
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Windows Security

Copyright & 1985-2001
Corporation

Logon Information

‘ou are logged on as LABDZ\Administrator.

Logan Date: 100182006 4:10:17 PM

Use the Task Manager ko close an application that is not responding.

|, Lock Computer I| [ Log Off... ] [ Shut Down, .. ]

[ hange Password, ] [ Task Manager ] [ Cancel ]

Ficure 23-1 Task Manager showing
administrator logged on

®  Access to the local administrator password

Getting Down to Business

Step 1 Timmy and Fred are sharing a Windows XP system. They want to configure the system so that
each user’s personal information is hidden from the other, yet they also want to share some folders.
Begin by logging on to the computer using the local administrator account. Use Task Manager to con-
firm you are logged on as the local administrator as shown in Figure 23-1.

Step 2 Go into the Control Panel and open the Users Account applet. Create a new user called Fred and
make Fred a limited user. Create a second account called Timmy and also make this account a limited
user. After you create the accounts, give each account a password using the Change an Account option.
Make sure to remember the passwords for these accounts!

Step 3 Log off the system and log on with the Timmy account. Create a folder on the Desktop called
Timmy. Right-click this folder and select Sharing and Security to see a dialog box similar to Figure 23-2.

timmy Properties

Gemera\l Shaing |Cuslomize|

Local sharing and security

E !l Ta share this folder with ather users of this computer

only, drag it to the Shared Documents folder.

Ta make this folder and its subfolders private so that
only you have access, select the following check box,

[ Make this folder private

Metwork. sharing and security
As a zecurity measure, Windows has disabled remate
access o this computer. However, vou can enable
remote access and safely share files by running the
Hetwork Setup Wizard.

IF you understand the security rigks but want to share
file without runining the wizard, click here

Learn more about sharing and security.

[ [1]8 J[ Cancel ][ Apply

Ficure 23-2 Folder Properties
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Note that the dialog box tells you the only way to share the Timmy folder is to place it in the
Shared Documents folder. Open the Shared Documents folder by clicking the Shared Documents link in
the dialog box (refer to Figure 23-2), and drag the Timmy folder into the Shared Documents folder.

®  Warning

Ignore the Make this folder private check box for this lab. If you select this, you are encrypting the
folder. If you encrypt the folder, no one—not even the local administrator—will be able to access

this folder or anything in it. Encryption is covered in Lab Exercise 23.03.

Step 3 Log off Windows and then log on with the Fred account. Open My Computer to see the Shared
Documents and Fred's Documents as shown in Figure 23-3. Open the Timmy folder in the Shared Docu-
ments. Can the Fred account create a folder called Fred inside the Timmy folder?

Step 4 Still using the Fred account, close all open windows and reopen My Computer. This time open
Local Disk (C:), and then the Documents and Settings folder. You should now see the Timmy folder as
well as the Fred, All Users, and Administrator folders. Which of these folders can the Fred account open?
What error does Windows display on some folders when the Fred account tries to open the folder? Why
can’t the Fred account open all of them?

Step 5 Log off and log back on with the Administrator account. Once again get to the C:\Documents
and Settings folder. Which of these folders can the Administrator account open? After answering this
question delete all the folders created for this lab.

2 My Computer (%
File Edit ‘iew Favorites Tools  Help a’
O Back L) l.ﬁ p Search [} Folders v

Address 5) My Computer v| Go

# Files Stored on This Computer

System Tasks

~

_—— (==
M ' Shared Documents w Fred's Documents
infarmation 1 |

(LY Add or remove
programs

9 Change a setting Hard Disk Drives

Other Places @ Local Disk (C:) E’@ Hew Yolume (E:)

!':.] My Nebwark Places
[] My Docurnents Devices with Removable Storage

[ Shared Documents

G’ Contral Panel % 3% Floppy (A

f_ CD Drive {D:)

Details

My Computer
System Folder ~

Ficure 23-3 My Computer



Folder Options

| Genarall Wiew | File Types ” Offline F\Ies‘

Folder wiews

A You can apply the wiew [such az Details or Tiles) that
r you are using for this folder to all folders

LAppIytnAlanldErsJ [ Reset 4ll Folders ]

Advanced settings:

(O Do not show hidden files and folders A
(3 Show hidden files and folders
[] Hide extensions for known file types
[[] Hide protected operating system files [Fecommended)
[ Launch folder windows in a separate process
Remember each folder's view settings
[] Restore previous folder windows at lagon
[ Show Control Panel in My Computer
Show encrypted or compressed MTFS files in color
Show pop-up description for folder and desktop items
[1 Use simple file sharing [Fecommended]

<

Restore Defaults

FiGure 23-4 Turning off Simple File Sharing

-2 User Accounts

Related Tasks R
Select logon and logoff options
Manage accounts
Learn About Use the Welcome screen
By using the Welcome screen, you can simply click vour account name o log on. For added
@ Lagan aptians security, you can turn off this Feature and use the classic lngon prompl which requires users ko
type a user account name.

[Cuse Fast User Switching

account,

With Fast User Switching, you can quickly switch Eo another user account without having to
close any programs, Then, when the other user is finished, vou can switch back ta your own
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Step 6 While still logged on as Administrator, open My Computer and select Tools | Folder Options.

Click the View tab and scroll down until you see the Use Simple File Sharing check box (see Figure 23-4).
Clear this box to turn off simple file sharing.

Step 7 Up to this point you've been using the classic Windows logon prompt, so let's now change this.
While still logged on as Administrator, go to User Accounts in the Control Panel, select Change the way
users log on and off, and then select the Use the Welcome Screen check box as shown in Figure 23-5.

B Ed

Ficure 23-5 Enabling the Welcome screen
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-2 User Accounis |:| ‘E”X‘

e Back o ﬁ Home
Related Tasks R
Select logon and logoff options
Manage accounts
Learn About Use the Welcome screen
By using the Welcome screen, you can simply click vour account name to log on, For added
@ Logan options security, you can turn of f this feature and use the classic logon prompt which requires users to
bype a user account name,

Use Fast User Switching
tiith Fast User Switching, you can quickly switch ko another user account without having to
close any programs, Then, when the other user is finished, you can switch back bo your cwn
accaunt,

pply Op Cancel

Ficure 23-6 Fast User Switching

Step 8 Practice logging on and off your Timmy, Fred, and Administrator accounts. Compare the Wel-
come screen to the classic logon screen—why would Microsoft provide two totally different ways for
you to log on to a system? Write down your answer, comparing the features of both logon methods.
Here's a hint that will help with a part of your answer: you cannot use the Welcome screen on a system
that is a member of a domain—why would Microsoft create this limitation?

Step 9 Log on as Administrator. Once again go to User Accounts in the Control Panel and select Change
the way users log on and off. This time select the Use Fast User Switching check box as shown in Figure 23-6.

Fast User Switching becomes obvious once you try logging off. Instead of returning to the Welcome
screen, what options do you see? What are the benefits of Fast User Switching? Come up with a work
environment where Fast User Switching would be beneficial.

é 30 MINUTES

Lab Exercise 23.02: Standard File Sharing

Now that you understand simple file sharing, it's time to increase the complexity by un-simplifying file
sharing! In this lab, you'll see the true firepower of NTFS as you use standard file sharing on a stand-

alone system.

Learning Objectives
At the end of this lab, you'll be able to

®  Recognize the standard NTFS permissions
e  Configure NTFS permissions for a shared folder on a stand-alone system

®  Recognize and configure NTFS permission inheritance
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Lab Materials and Setup

The materials you need for this lab are
e  The system you used in the previous lab

®  Access to the local administrator password

Getting Down to Business

Step 1 Log on as Administrator and verify that simple file sharing is disabled, and then use My Computer
to open the Local Disk (C:) folder. Right-click this folder and select Properties to bring up the Local Disk (C:)
folder’s properties. Click the Security tab and you should see something very similar to Figure 23-7.

Now that you're no longer using simple file sharing, you can control access to any folder on your
computer—assuming you have the right to control access! Given that you are logged on as Administra-

tor, you have complete control.

Step 2 Note the “two head” icons on the top of the Security Dialog box. These are groups. Groups are
very handy when you want to give a number of users very specific NTFS permissions for one or more
folders. Close the Security dialog box, navigate to Computer Management, and select Local Users and
Groups. Click the Groups folder to see something like Figure 23-8. These are all of the built-in groups for

your system.

Local Disk (C:) Properties

| General | Tools || Hardveare || Sharingl Security | Quota

GIDUD Or User names:

ﬁ Adminiztrators (L
€7 CREATOR OWwWMER
!ﬁ Evervone
€7 SYSTEM
€5 Users [LABDZM  sers)
[ Add... ] l Remove ]
Permizzions for Adminiztrators Al Deny
Full Cantrol 0O &
Madify O
Read & Execute [ =
List Falder Contents O
Read O
write O «
For special permissions of for advanced settings.
click &dvanced,
L Ok, J [ Cancel ] Apply

Ficure 23-7 The Security tab under
Local Disk (C:) Properties
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Ll Computer Management

Q File  Action Wiew ‘Window Help ;Iilil
|~ =@ 2 |
Computer Management {Local) Mame | Descripkion |
Em System Tools 5 Admiristrators Administrators have complete and ...
@ Ewenl Viewer Backup Operators Biackup Operators can override secu. .,
% Shared Foldsrs gGuests Guests have the same access as me. .,
#8 Local Users and Groups gNetwork Corfiguration ...  Members in this group can have som...
g gPower Users Fower sers possess mosk adminiskr .
Remate Deskkop Users Members in this group are granted t...
Performance Logs and Alerts
evice Manager gReplicator Supports file replication in a domain
[_]@ Storage Users Users are prevented from making ac...
Removable Storage gHelpSarvicesGroup Graup for the Help and Suppart Center
g Disk. Defragmenter
gl Disk Managerment
[]--@ Services and Applications

L] |

Ficure 23-8 Groups

The three most important built-in groups are Administrators, Power Users, and Users. Each of these
groups has a very complex set of things they can and cannot do, but let’s start by looking at what they
can do when it comes to file sharing:

e Administrators Have complete control of all NTFS permissions. Any user who is a member
of this group has all the same power as the Administrator account—use sparingly!

e Power Users Can create users and groups, but they cannot change any NTFS settings unless
they have the right to do so.

e Users Can only change NTFS permissions on a folder if they have been given the right to do so.
Anyone with a user account on the system is a member of this group.

You used the User Accounts Control Panel applet to make the Fred and Timmy accounts. When you
created those user accounts, you were given two choices as to the “type” of account you want to make.
When you set the type of account, what were you really doing as far as Windows was concerned? Using
the Local Users and Groups tool in Computer Management, answer this question: “What group is a limited’
account type assigned to?”

Step 3 Still using the Local Users and Groups tool in Computer Management, make the Fred and
Timmy user accounts members of the Power Users group. Here's a clue how to do it: Right-click either
the Power Users icon or right-click each user—both ways work! How many users were members of the
Power Users group before you added Timmy and Fred?

Step 4 Still logged on as Administrator, go back to the Local Disk (C:) Security dialog box you saw ear-
lier (refer back to Step 1 to remind you how to get to this). This time let’s concentrate on the Permissions
at the bottom of the dialog box.
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Select Users or Groups

Select this object type:

|Users, Groups, or Buil-in security principals | [ Object Types. . ]

Fraormn this location:
|LABD2 H Locations... ]

Enter the object names to select [examples]:

Everyone Check Names

T

Ficure 23-9 Adding the Everyone group

Step 5 You'll notice some groups in the list that were not in the Local Users and Groups utility. These
“specialty” groups are used to help organize NTFS permissions. For example, the System group is used
by the operating system itself (yup, even Windows needs permission sometimes!), the CREATOR OWNER
is the person who actually created this folder, and the Everyone group is a quick way to set the NTFS per-
mission so that everyone (and I mean everyone, even someone who's not a user—risky on networked
computers) may access the folder. How many of these specialty groups do you see? Do you see the three
examples just mentioned? Do you see others?

v/ Hint

Just for fun, check out who is the creator/owner for the C: drive by clicking the Advanced button
and then the Owner tab.

Step 6 If the Everyone group is not yet listed, add it now. Click the Add button, type in the word
Everyone (not case-sensitive) as shown in Figure 23-9, and then click OK.

Adding everyone into the C: drive is not something we would do on a normal system, as it gives lit-
erally anyone—even remote users—complete access to the entire volume, but simply putting everyone
on the list doesn’t do anything until we start adding NTFS permissions. For this example, click all of the
Allow check boxes except for Full Control. When you finish, members of the Everyone group will have
Modify, Read & Execute, List Folder Contents, Read, and Write permissions, and your dialog box should
look like Figure 23-10. What happens when you click the Modify button first?

Step 7 Create a folder called C:\LAB. Look at the Security tab under the folder’s properties (surely by
now I don't have to tell you to right-click to get to properties, do I?) and look at the NTFS permissions.
What do you notice about the permissions? This is called Inheritance—any NTFS permissions set for a
folder are automatically transferred to any folder in that folder.

Step 8 Create an empty text file. Open the C:\LAB folder and right-click anywhere inside the folder.
Select New | Text Document. Give it the name FIRST. It should like Figure 23-11. Check out the text file’s
NTFS permissions. Yup, files get NTFS permissions too! And yes, they also inherit permissions from the
folder in which they were created.
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Local Disk (C:) Properties

| General ” Tools ” Hardware || Shalingl Security 10u0ta|

Group or user names:

!ﬁ Administrators (LABD2NAdministrators)
€7 CREATOR OwWNER

!ﬁ Everpone
€7 SraTEM
€5 Users [LABO2AUsers)
Permissions for Everyone Allow Deny
Full Contral O 0O =
Modiy O
Read & Execute O =
List Folder Contents O
Read LI —
Wite O =
For special permissions or for advanced seftings,
click Advanced.

L ok, J[ Cancel ][ Apply ]

Ficure 23-10 Setting the Everyone

group permissions

Step 9 Sometimes you don't want inheritance, so you need to know how to turn it off. Go back into the
LAB properties, click the General tab, and make sure the Read-Only attribute is turned off (Figure 23-12).

Go into the Security tab and click the Advanced button, and then clear the check box that starts
with the phrase Inherit from parent the permission, as shown in Figure 23-13.

When you do this, you get a warning dialog box. Basically, Windows is saying, “Okay, I will turn off
inheritance, but what do you want me to do with any folders and files in here right now? Keep the cur-

rent NTFS permissions (Copy) or just delete everything (Remove)?”

File Edit WView Favorites Tools  Help

Qe - @ - [F| POsesrch [ roiters |[HY-

=]

Address (I3 CriLaB

v|Go

File and Folder Tasks

22 Make 5 new folder
& Publish this folder to the
Wb

kad share this Folder

Other Places

g Local Disk (C2)

My Documents
() Shared Documents
'Q My Computer

g My Nebwiark Places

Details

FIRST
Texk Document
OKE

Ficure 23-11 First file in C:\LAB folder
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LAB Properties

General ‘ Shating | Security | Custorize |

W [ |

Tppe; File Folder
Location Ch
Sizer 0 bytes

Size ondisk: 0 bytes

Carntaing: 7 Files, O Folders

Created: “resterday, December 20, 2006, 1:52:10 PM

Attibutes: [ Read-ory
[ Hidden

[ o J[ Cancel I[ Apply I

Ficure 23-12 Making sure Read-Only

is unchecked

If you delete all of the NTFS permissions, no one—not even the Administrator account—will have
access to the folder (Administrator accounts have a way to fix this if it happens, called taking ownership),
so let’s just click the Copy button. When you do this, you'll notice all of the formerly disabled check

boxes are now enabled.

Step 10 Go into the C:\LABS folder’s Security tab and add the Timmy user. That’s right—you can assign
both users and groups NTEFS permissions. Do this exactly as you did before: click Add and then type in the
word Timmy. What NTFS permissions is the Timmy account given by default?

Advanced Security Settings for LAB

Peuissions | Audiing | Dwner || Effective Permissions |

To view mare information about Special permissions, select a permission entry, and then click Edit

Pemiszion entries:

Permigsion Inherited From Apply Ta

Type

e

iy || immy]  Full Control i
CREATOR DwWMNER Full Contral [543 Subfolders and files anly
Everyane Modify ch This folder, subfolders...
STSTEM Full Contral CA This folder. subfolders
Usere [LABOZ\ zers) Special [543 This folder and sublal...
Users [LABD2WUsers) Read & Execute B This folder, subfolders. ..

[ Add... ] [ Edit... I Remove

Inherit from parent the permission entries that apply to child objects. Include these with entries explicitly
defined here.

[ Replace permission entries on all child objects with entries shown here that apply to child objscts

Figure 23-13 Turning off inheritance
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Step 11 Go into the C:\LABS folder’s Security tab and add the Power Users Group. What NTFS permis-
sions is the Power Users Group given by default?

Step 12 Time to start setting permissions! Start by reviewing the NTFS permissions that follow. Keep
in mind that these permissions behave differently, depending on whether they are applied to a folder
or a file.

®  Write Enables you to change or add to (append) existing files and create new files and folders.

e Read Enablesyou toread any file in the folder. Also allows you to see the names of the sub-
folders (but not open them).

e Read & Execute This permission is the same as Read but also enables you to run executable
programs in the folder and to open any subfolders.

e List Folder Contents This permission enables you to see the contents of the folder and any
subfolders. (This permission seems the same as the Read & Execute permission, but it is only
inherited by folders to help the Read & Execute permission work properly.)

e Modify Enables you to do anything except delete files or subfolders.
e  Full Control Enables you to do anything you want!

Step 13 The Timmy account has Read & Execute, List Folder Contents, and Read permissions, so he
should not be able to change any files, correct? So log on as Timmy and see what happens when you
try to open the First file. Go ahead and open it and type in some text; then try to save it. What hap-
pens?

The issue is that Timmy is also a member of the Everyone group, which still has Modify permis-
sions. When an account has more than one reference in the NTFS permissions, the greater permissions
always win. Delete the Everyone group. What happens now? Go through all of the groups to make sure
there are no groups of which Timmy is a member that have greater permissions than the Timmy account
by himself. Do not delete the Administrators or the Creator Owner groups from the C:\LAB folder’s per-

missions!

b 20 MINUTES

Lab Exercise 23.03: Local Policies

NTEFS permissions are powerful tools to control with great detail what users and groups can do to fold-
ers and files. However, NTFS does not cover a number of security issues that are important but don't
directly involve the file system. For example, what if you don’t want a particular user group to shut
down the computer? What if you want to make sure all accounts use a password of at least eight charac-
ters? What if you want to prevent certain users from reformatting the hard drive? These types of secu-
rity settings are all controlled under the umbrella term of local policies.



Lab Exercise 23.03: Local Policies

v’ Hint

There are hundreds of different policies that you can configure for a system. This lab covers only

a few of the most basic policies!

Learning Objectives
At the end of this lab, you'll be able to

® Locate and open the Local Security Policy utility

®  (reate, modify, and delete local policies with Windows XP Professional

Lab Materials and Setup

The materials you need for this lab are

e A Windows XP Professional PC with the C: drive formatted as NTFS. Configure the system as a
member of the TEST workgroup with simple file sharing and Welcome Screen logon disabled

®  Access to the local administrator password

Getting Down to Business

Step 1 Log on using an account with administrator rights. All local security policies are controlled
through the Local Security Settings in Administrative Tools. When opened, it should look like Figure 23-14.
Open the program.

Click the Account Policies icon to see two icons: Password Policy and Account Lockout Policy. Go
into Password Policy, right-click Password must meet complexity requirements, and select Properties. Enable

this policy as shown in Figure 23-15 and click OK.

& Local Security Settings |;||§‘ El

File  Action View Help

5 ¥ s Mare
+-[8 Account Polidies (28 Accourt: Policies

+-(18 Lacal Policies (8 Local Policies
+1-[23 Public Key Policies CAPubiic Key Folicies

#-[Z3 software Restriction Policie

. - [CD5oftware Restriction Policies
‘g TP Security Policies on Loca

.g IP Security Policies on Local Computer

|~
|

FiGure 23-14 Local Security Settings
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Password must meet complexity requirements Proper... |E||X|

Local Security Setting |

il Paszword must meet complexity requirements

£9

(%) Enabled
(") Dizabled

[ (] 8 ][ Cancel l Apply

Ficure 23-15 Enabling password complexity

Create an account called Janet and give it a password. Try something simple like “janet” and see
what happens. Keep trying to make a password until you get one that is accepted. What do you need to
do to make an acceptable password? Hint: use the help in User Accounts to get some ideas as to what
you need to do.

Step 2 Head back to the Password Policy in Local Security Settings and enable Password History.
Go into User Accounts and try to change a password using the same password you used before. What
happens?

Step 3 This time try the Account Lockout settings. An account lockout is when the operating system
no longer allows a certain account the right even to try to log on. Try to change the properties on the
Account lockout duration setting—it is disabled until you set the Account lockout threshold to something
other than the default of o. Try changing it to 3 attempts. Note that Windows now automatically sets the
Account lockout duration and the Reset account lockout counter after settings to 30 minutes. Use the help in
Local Security Settings to determine exactly what these two settings mean.

Log off the computer and using the Janet account (you do still remember the password, correct?),
intentionally attempt to log on using incorrect passwords. What happens after the third try?

Step 4 Log off and log back on as Fred. Try to change the system time (go to the Date and Time Control
Panel applet). What happens? Log off as Fred and log back in as Administrator. Now try using some of the
security policies under User rights assignment. Locate Change the system time (Figure 23-16) and notice that by
default only Administrators and Power Users can change the time. Add the Fred account to those who
can change the time.

How can you test to make sure your policy change works? Then go do it!
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& Local Security Settings
File Action Wiew Help
& = x =2
l@ Security Settings Policy 7 | Security Setting ~
(28 Account Policies Access this computer From the network Evervone, Administrators, Users,Power Users. .,
(28 Local Policies Act as part of the operating system
8 Audic FTUHEV E Add wiorkstations to domain
% User Rights Assignmen lgh .1y et memory quotas for a process LOCAL SERVICE, NETWORK SERYICE, Adminis, .,
@ PubI\ScE;:;‘tgo(\:i);Zsons Allow logon thraugh Terminal Services Administrators,Remate Deskkop Users
(2 Seftware Restriction Police Back up files and directaries Administrators,Backup Operators
g TP Security Policies on Locs Bypass taverse checking Everyone, Administrators, Users,Power Users,,,
nge ¢
reate a pagefile Administrators
Create & token object
Create permanent shared objects
Debug programs Administrators
Deny access ko this computer from the network, SUPPORT_388945a0, Guest
Deny logon as a batch job
[R8]oeny logon as a service |
Deny logon locally SUPPORT_388945a0, Guest
Deny logon thraugh Terminal Services
Enable computer and user accounts to be trusted For delegation
Furce shutdown from a remote system Administrators
Generate security audits LOCAL SERVICE,METWORK SERVICE
Increase scheduling priority Administrators
Load and unload device drivers Fred,Administrators
[R8)Lock pages in memory
4 > Log on as a batch job SUPPORT_388945a0 b

Ficure 23-16 Change the System Time Policy

b 30 MINUTES

Lab Exercise 23.04: Cleaning and Protecting
a Client's Computer

Geek Squad, the popular PC repair arm of Best Buy computers, reports that over 75 percent of their serv-
ice calls involve cleaning malware off of a computer and then showing customers how to protect their

PCs from malware and other attacks.

Windows comes with many programs and features to protect your computer, but these tools are
useless if not used properly. In this lab you will check and clean the computer of malware and then go
through the steps to reduce the likelihood of another attack.

Learning Objectives
At the end of this lab, you'll be able to

®  Remove malware from a Windows XP Professional system
e  Configure a software firewall

®  Configure an anti-malware/antivirus utility
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Lab Materials and Setup

The materials you need for this lab are
e A Windows XP Professional PC (Service Pack 2 with Windows Firewall not running)
®  Access to the local Administrator password

®  An antivirus suite (this lab uses the popular and free Avast! Antivirus suite with the separate
Avast! Antivirus tool, but any antivirus suite—Norton, McAfee, Trend Micro, AVG—will work)

®  Spybot Search and Destroy anti-spyware

e  Ad-Aware SE Personal Edition anti-spyware

v Hint

This is a great lab for students who want to bring a PC from home—or one that belongs to a

friend—for testing and cleaning.

Getting Down to Business

Step 1 You are stepping up to a system that has no antivirus tool installed. Whenever you approach a
new system, your first act should be to remove any viruses. Every antivirus utility comes with a special
scanner tool to be used on possibly infected systems. Do not confuse this scanner tool with a full-blown
antivirus suite that’s normally installed on systems. Run the tool to find any viruses. Figure 23-17 shows

the Avast! Antivirus tool running.

How long does this scanning last? If the utility finds a virus, what does it do? What are your choices?

Step 2 With the viruses cleared, the next step is to clear out any spyware/adware. There is no single
utility that does a perfect job, so most techs prefer to use two different products to improve their chances
of finding all of the spyware. Run both programs and compare them. Can you identify malware that one
utility finds but the other does not? Where are these spyware/adware located? Why are they given a
danger/threat level?

- avast! Virus Cleaner Tool
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Files scanning started... A
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C:'\Documents and SettingsimichaelmLocal Settings{Temp~DF82E2. tmp... file could not be s
C:'\Documents and SettingsmichaelmLocal Settings{Temp\~DFEC32. tmp... file could not be =
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FiGURE 23-17 Avast! Antivirus tool
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computer, with the exception of those selected on the Exceptions tab.

Ficure 23-18 Windows Firewall
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Install an antivirus suite to protect the system from ongoing threats. More advanced suites

provide protection from malware/spyware as well as viruses. What are some of the options you see with

your antivirus tool?

Start Windows Firewall by opening the Windows Firewall Control Panel applet as shown in Fig-

ure 23-18.

Simply starting the Firewall provides a degree of protection from intrusions into your system, but

there are cases when you might need certain services from the Internet to come into your computer—

that’s the job of exceptions. Click the Exceptions tab to see a list of programs Windows recognizes as

programs that may need input from the Internet. In most cases we use the default settings.

Lab Analysis Test

1.

Jen's mother just got a new Windows PC for home use. Her mother used to work on a large network

and is rather “security sensitive”; she is concerned that when she starts her system it automatically

goes into Windows without asking for a username and password. What can Jen do to keep this from

happening?

Frank is trying to install a new program on his computer, but the system tells him he doesn’t have

the correct privileges to do so. What does he need to change?

John shares his computer with two colleagues. John's system currently allows him to share only the

Shared Documents folder on his PC, but he wants each of the other users to have access to only one

specific folder, and not to the other’s folder. What should he do?
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4. Kyle has a laptop that he sometimes needs to loan out to colleagues, but it holds a lot of information
that he wants to prevent others from accessing. He alone has control of the Administrator account.
What could he do?

5.  Kelly has just purchased a brand-new system and wants to protect it from spyware, malware, and
Internet attacks. What should she do to protect the system?

Key Term Quiz

Use the following vocabulary terms to complete the following sentences. Not all terms will be used.
Administrator
exceptions
Full Control
group
inheritance
local security policy
Modify
NTFS permission
Power Users
Read & Execute
Sharing and Security
simple file sharing
spyware
user account

User Accounts applet

virus
Write
1. The group is the second most powerful built-in group in a Windows system.
2. The permission would enable a user to open a file.
3. The permission is second only to Full Control in terms of what a user can do.
4. Windows Firewall allows for programs that need incoming data from the
Internet.

5. Allowing a user to change the system time is an example of a(n)
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At this point you're well on your path to becoming a CompTIA A+ Cer-

tified technician. You have an excellent understanding of the major tech-
nical aspects of computer systems: hardware, software, networking, and

the Internet.

When a client launches an application, that person isn't thinking about
what happens behind the scenes: “Hey, look at me! I'm using the keyboard
and mouse to input data! The processor is calculating all of the information
to produce the desired results and present the output on the screen or in
hard copy form on a printer. This is only possible because the operating
system, applications, and data were successfully stored on the hard drive.”
You, as the tech, do have to think about all of this, but you also need the
user’s perspective. When you look at the computer system as a whole—that
is, as a practical tool that can create and process everything from your
résumé to the latest Hollywood thriller—you'll have a better understanding

of how your clients envision the computer.

In the real world of PC tech, you also have to work with people: cus-
tomers, clients, supervisors, co-workers, family members, maybe even
spouses. You have to develop the skills for calmly gathering information
about the state the computer is in and how it arrived there. Usually, your
clients won't use the most technical language to explain the situation,
and they may be frustrated or even a little on the defensive, so you need
to be understanding and patient. You want them to see you as an ally,
and to ensure this you'll need to treat them with respect and kindness.

Bear in mind that someone who doesn’t understand computers can
still be quite intelligent and capable in other areas; talking down to a
client is a bad idea! The client also trusts in your integrity to solve the
problem in the most efficient and cost-effective manner possible, and to
return their machine and data uncompromised.
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Finally, and most importantly, you should cultivate a good troubleshoot-
ing methodology. It’s difficult to give you a specific checklist, but the
following guidelines should help:

e Make sure you have the proper tools for the situation.
e Back up as much as possible before touching anything.

® Analyze, progress from simple to complex, and swap known good

for bad.

Don’t forget that many times the client will be there with you, hang-
ing on your every word. Explain the steps you are taking to configure a
new system, or to repair damage and recover data from hardware failure
or malicious software. When backing up data prior to working on a sys-
tem, err on the side of caution; make your best effort to determine which
data is vital to your client and to their business, even if they are vague
about what data needs to be protected. Try to give them realistic expecta-
tions of what you likely can or cannot do, so that the outcome is a pleas-

ant surprise rather than a bitter disappointment.

v Hint

For the lab exercises in this chapter, you should find a friend to play the role of the client
while you play the role of the PC tech. Work through the scenarios in a live, person-to-person
role-playing of the situation, just as if it were real. If you are working with your classmates,
try to work with different classmates through each of the different scenarios, and spend time

playing the client as well as the tech.

b 30 MINUTES

Lab Exercise 24.01: Scenario #1: Computer
Obsolescence and Expense of Replacement

An independent salesperson for a multiline musical instrument dealer walks into your shop carrying a
weathered laptop case. He lays the case on the counter and asks simply, “Is there anything you can do?” You
open the case to find a late-iggos model IBM ThinkPad. You open the lid on the ThinkPad and see a semicir-
cle indentation and spider-web cracks all across the screen. The LCD panel has been completely smashed!
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As the expert in this situation, you have to make some decisions about what would ultimately be the
most timely and cost-effective solution. You then have to explain your recommendations to the client
carefully and respectfully, as either solution will most likely be costly and therefore stressful for him.

v/ Cross-Reference

Before you work through the role-playing scenarios, go back and re-read Chapter 24, “The Complete
PC Tech,” in Mike Meyers’ A+ Guide to Managing and Troubleshooting PCs.

Learning Objectives

This exercise will test your ability to stay cool in the face of a concerned client, even as you may have to
deliver news that the client doesn’t want to hear.

At the end of this lab, you'll be able to
®  Assess the damage and back up the client’s data
e  (Convey the options available to the client

®  Provide a recommended solution to the client

Lab Materials and Setup
The materials you need for this lab are

e A partner or classmate to play the role of the client (if you don't have a partner, you can still
work through the scenario and complete the Lab Analysis Test at the end of the chapter)

® A notepad or computer-generated “trouble ticket” to simulate the practice followed in many
computer support organizations

e  Optionally, a demo machine and/or Internet access, to re-create the scenario and research
options on vendor Web sites and tech forums

Getting Down to Business

To begin, have your partner read the Client section that follows. You will then read the PC Tech section
and use the specifics to analyze the situation and recommend the best course of action. Sit down and
work through the scenario with your partner. If possible, use the Internet or demo machines to make
the scenario role-playing more valid.

CLIENT:

You are an independent salesperson for a multiline musical instrument dealer and spend about
20 days a month on the road. You use the laptop to keep all of your customer data and product information
up to date. Wrapping up a particularly busy week, you compose a couple of last e-mails from bed at your
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hotel room. You placed the laptop on the floor next to your bed before falling asleep, only to step on it
in the middle of the night. Your entire business relies on the information contained in the computer,
and having it down, even for a short time, is going to create problems.

Along with the time-critical issues, you are also basically self-employed since you are an independ-
ent salesperson; you pay your own travel and lodging expenses, health benefits, and life insurance. A
costly repair or replacement was not in the planned budget until forever. You do know that working
with a dial-up connection to the Internet in hotels and using floppies to transfer files between your lap-
top and your home machine (when you're there) is becoming cumbersome.

PC TecH:

As the technician, you are going to analyze the laptop and quickly recommend that the hard drive
be backed up immediately. Using a laptop IDE harness and duplicating the hard drive to a volume on
the shop data server, you can alleviate the customer’s concern that all his data will be lost.

You know that the machine is over six years old, and that the replacement screen and labor to
install it are probably going to cost a fair amount. You use the Internet to research replacement LCD
screens and try to estimate the overall cost of the repair. Not only is it expensive, the availability of the
screen is backlogged over three weeks. It is also a good bet that other components in the machine will
begin to age and fail even if the screen repair is warranted. The laptop does not have wireless access,
there is no USB, and the CD-ROM drive is just that, a CD-ROM drive!

Your job is laid out before you. You need to discuss the options of repairing the current machine,
warts and all, or having the client upgrade to a current-day laptop.

0 30 MINUTES

Lab Exercise 24.02: Scenario #2: Hardware Failure,
or | Can't See Anything!

One of the marketing analysts in your company calls the help desk and complains that he’s unable to
get his monitor to work. He arrived this morning and the computer just never booted. There’s a mission-
critical presentation on this system that is due to be presented today at 2:00 .M. It's now 1:00 P.M. and
nobody has returned his call, even to say that his initial request was received! The analyst storms into
the IT department and demands some assistance. You look up from your screen just in time to see your
supervisor and the analyst barreling toward your cubicle. Your supervisor asks if you will accompany
the analyst to his department and see if you can figure this out.

In cases such as this, the tech'’s job is not only to troubleshoot the problem and provide a solution,
but also to provide customer service and present a good image of the IT department to other employees.
As the expert in this situation, you not only have to solve the issue—you must also make your best effort
to diffuse the agitation of the anxious analyst.
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Learning Objectives
The plan is to have a classmate play the role of the client, and you to play the role of the PC tech. Work
through the scenario in a live person-to-person role-playing of the situation, just as if it were real.

At the end of this lab, you'll be able to

e  Analyze the problem with input from the client

e  Diffuse the frustration of the client

®  Provide a complete solution

Lab Materials and Setup

The materials you need for this lab are

® A partner or classmate to play the role of the client (optionally, if you do not have a partner,
work through the scenario and complete the Lab Analysis Test at the end of the chapter)

e A notepad or computer-generated “trouble ticket” to simulate the practice followed in many
computer support organizations

e  Optionally, a demo machine or Internet access to re-create the scenario and research options
on vendor Web sites and tech forums

Getting Down to Business

To begin, have your partner read the Client section that follows. You will then read the PC Tech section
and use the specifics to analyze the situation and recommend the best course of action. Now sit down
and work through the scenario with your partner. If possible, use the Internet or demo machines to make
the scenario role-playing more valid.

CLIENT:

You arrived this morning and started your normal routine: You dropped your briefcase in the cor-
ner of your cube, carefully placed your coffee on the file cabinet (away from the computer), and pressed
the power button on the computer. You exchanged a few pleasantries with your fellow workers and sat
down to get the finishing touches on the presentation you will be delivering at 2:00 p.M. today, only to
find a completely blank screen. You attempted to reboot the computer, and verified that the power light
was lit on the monitor (you do know that much about computers). But it was still a no-go!

You placed a call with the help desk and tried not to panic. Some friends invited you to lunch, and
you joined them with the hope that the IT department would visit while you were gone so that you
could return to a working machine. When you returned, nothing had been done!

You are a little tense, but you know that you are at the mercy of the IT group. You head on down to
the IT department and visit directly with the support supervisor. He introduces you to one of the techs,
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who is now traveling to your desk with you. The only thing you can remember doing differently was
authorizing an Automatic Windows Update last night as you were leaving.

PC TecH:

Well, you've certainly been here before—a critical situation with severe time constraints, but now
it's 1:20 P.M. and the analyst is very tense. You arrive at the analyst’s desk and have him run through the
routine that he followed when he arrived this morning. You ask if anything has changed since yesterday
when the machine worked. You then run a check of the obvious diagnoses and troubleshooting steps.

v Hint

It is imperative that you keep detailed records of diagnosing and troubleshooting steps. If you have
set items that you check first (remember: simple to complex), then you will perform a quick check
of the power lights, power cord connections, monitor connections, and whether the monitor set-

tings menu is accessible to rule out simple items that may have been overlooked in a time of stress.

If none of the simple solutions appears to work, you have two issues on your hands. One is that you
need to get the system back up and running, and the other is that your client has a big presentation due
in 30 minutes (yes, it took 10 minutes to check the simple items, so it's now 1:30 P.M.). You know that
your organization has all of the employees save their documents to My Documents, which is mapped to
the server to facilitate backups. You have the analyst log onto a co-worker’s machine, access his My Doc-
uments folder, and fine-tune his presentation with 10 minutes to spare.

You send a calmer analyst to the meeting, complete the analysis of the system, and perform the
required repairs. Record the additional steps you would take to complete this trouble ticket. How would
you communicate your findings with the analyst? Share the results with your instructor.

0 30 MINUTES

Lab Exercise 24.03: Scenario #3: What Do You
Mean, a Virus?

You're just finishing up lunch when one of your neighbors walks into your shop with her computer
under her arm. She knows you from the neighborhood, and has heard that you know a fair amount
about computer systems (I hope so, since you are working in a computer shop!). She asks if you can take
a look at her system.

You ask what seems to be the problem, to which she responds, “It seems to be running really slow.
I can’t find some of the documents and pictures I used to have, and every time we try to access the
Internet, it kicks us off!”
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You recommend that she return to whatever she was doing and leave the machine with you; it just
so happens that your schedule is open this afternoon, so you should be able to take a quick look at the
system. You ask if there are any passwords you'll need, and the client responds, “No, we don't worry
about passwords.” You fill out a trouble ticket with the contact information and let her know you'll be
in touch with her shortly.

Learning Objectives

The plan is to have a classmate play the role of the client, and you to play the role of the PC tech. Work
through the scenario in a live person-to-person role-playing of the situation, just as if it were real.

At the end of this lab, you'll be able to
®  Analyze the machine to determine if it exhibits the symptoms the customer has indicated
e  Perform routine maintenance and optimization

®  Make recommendations to the client for the upkeep of her machine

Lab Materials and Setup
The materials you need for this lab are

® A partner or classmate to play the role of the client (optionally, if you do not have a partner,
work through the scenario and complete the Lab Analysis Test at the end of the chapter)

® A notepad or computer-generated “trouble ticket” to simulate the practice followed in many
computer support organizations

e  Optionally, a demo machine or Internet access to re-create the scenario and research options
on vendor Web sites and tech forums

Getting Down to Business

To begin, have your partner read the Client section that follows. You will then read the PC Tech section
and use the specifics to analyze the situation and recommend the best course of action. Now sit down
and work through the scenario with your partner. If possible, use the Internet or demo machines to make
the scenario role-playing more valid.

CLIENT:

The computer you are dropping off to the shop is the family computer and is used by all the family
members—two teenagers, you, and your spouse. The machine is constantly online, using a high-speed
cable Internet connection, and there are tons of music files, pictures, and games stored on the hard drive.

You are not completely computer savvy, so if asked by the tech, you respond that you do not know
if there is any anti-spyware or anti-virus software installed, although it's possible that the kids have
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installed something. All you know is that the machine is running terribly slowly, you have lost some
documents and pictures that you wanted, and the machine will no longer connect to the Internet.

When you drop the machine off at the repair shop, the tech attempts to send you on your way, but
you would like to see what he is doing and possibly learn how to make the system run better. You are
fairly insistent, and finally work out that the tech will walk you through everything when you return.

PC TecH:

You set the system up on your test bench and boot into Windows XP. The system does take an inap-
propriate amount of time to boot and load all of the programs (you notice there are a large number of
items in the system tray, but it is surprisingly devoid of an anti-virus icon). You take a quick note of the
version of XP and notice that there are no Service Packs installed, so it’s a good bet that Windows
Updates have not been running either.

You check Device Manager and Event Viewer to verify that there are no specific hardware issues;
everything seems to check out there. You then run Disk Cleanup—which uncovers over 4 GB of tempo-
rary Internet files—and then Defrag, which indicates that the disk is fragmented. It is a 20-GB hard
drive that is almost filled to capacity, so Defrag is probably not going to run. Finally, you double-check
to see if there are any anti-virus/anti-adware/anti-spyware programs installed, and find nothing.

v/ Cross-Reference

Refer to Lab Exercise 23.04, “Cleaning and Protecting a Client’s Computer,” to review a checklist
for cleaning up a machine that appears to have no specific hardware problems causing issues, but

merely an accumulation of junk files, adware, spyware, and viruses.

You contact the customer and recommend that she stop back by the shop to discuss your recom-
mendations for the machine. You still do not know if the lost files are recoverable, but you know you'll
have to work through the other problems before you get there.

é 30 MINUTES

Lab Exercise 24.04: Scenario #4: No Documents,
No E-mail, and | Can't Print!

You arrive at work bright and early at 7:00 A.M. to find several voice mail messages blinking on your phone.
You are one of the desktop support specialists at a large financial institution, and you usually make a point
of arriving early to catch up on some of the studying you have been doing to pass your next IT certification
exam. However, it looks like you will have to put this on the back burner for today. You check the messages,
and it appears that the entire proposals department is in already, working on an investment proposal for
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a prominent client. The messages are frantic requests to fix the computer systems in the proposals depart-
ment. Apparently, none of the computers are able to access the documents the team has been working with
all week; they could not e-mail their concerns, and on top of it all, the network printer is down!

You have an idea what might be happening, but you decide to drop by the proposals department
and check some of the individual machines before you jump to conclusions. You close your Managing and
Troubleshooting Networks textbook, and walk over to the proposals department.

Learning Objectives
The plan is to have a classmate play the role of the client, and you to play the role of the PC tech. Work
through the scenario in a live person-to-person role-playing of the situation, just as if it were real.

At the end of this lab, you'll be able to

e  Verify that this is not an isolated problem with one or two machines

e  Diagnose and troubleshoot from simple to complex, and record your findings

e  Follow proper procedures to escalate the trouble ticket

Lab Materials and Setup

The materials you need for this lab are

e A partner or classmate to play the role of the client (optionally, if you do not have a partner,
work through the scenario and complete the Lab Analysis Test at the end of the chapter)

e A notepad or computer-generated “trouble ticket” to simulate the practice followed in many
computer support organizations

e  Optionally, a demo machine or Internet access to re-create the scenario and research options
on vendor Web sites and tech forums

Getting Down to Business

To begin, have your partner read the Client section that follows. You will then read the PC Tech section
and use the specifics to analyze the situation and recommend the best course of action. Now sit down
and work through the scenario with your partner. If possible, use the Internet or demo machines to

make the scenario role-playing more valid.

CLIENT:

You are the Chief Financial Officer (CFO) for this large financial institution. You have asked your
entire team to come in today at 6:00 A.M. to finish up an investment proposal for a high-profile client.
Everybody was on point, but as soon as things began rolling, a number of your staff appeared at your

"

door: “The network is down
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They inform you that they have left numerous messages with the IT department, but you do not
expect anybody to be there until 8:30 A.M. or so. Just as you are preparing to call the Chief Information
Officer (CIO) at home, one of the desktop support specialists arrives on the scene.

You ask if they are up to the challenge of determining the cause of the outage, and if so, whether
they will have the authority to complete the tasks involved to get the network up and running again.
They seem like a sincere individual, so you ask them to perform the initial investigation and report to
you as soon as they have a handle on the situation.

PC TecH:

This issue is going to challenge you on a professionalism level more than it will challenge you as a
technologist. You should run through some quick checks of the various computers in the proposals
department. Check the physical connections and log on to a few of the machines to verify that the net-
work connectivity is down.

As soon as you can verify that the entire department is down, make sure you apprise the CFO of
the situation. This is a case of escalation—you need to get your network administrators online and
have them troubleshoot the network. You have checked a few machines in other departments to verify
that there is network connectivity in the building, and it is only the proposals department that is
down.

You assure the CFO that you're on the issue, and will inform them when the network admin is
onsite. You then make a call to your friend, who just happens to be one of the network administrators;
she is only a few minutes from the office, and tells you to hang tight and plan on joining her in the
switch room. You're going to have an opportunity to work the issues through to the resolution. Don’t
forget to update the CFO!

Lab Analysis Test

1. Write a short essay summarizing the problem, discussion, and solution of the smashed laptop
screen from Scenario #1.

2. Write a short essay summarizing the problem, discussion, and solution of the nonfunctioning mon-
itor from Scenario #2. Be sure to include detail on handling the analyst’s stress level and frustra-
tion with the IT department.

3. Write a short essay summarizing the problem, discussion, and solution of the slow machine and
connection problems on the Internet from Scenario #3. Be sure to include detail on the steps and
updates you would recommend that the client authorize.

4. Write a short essay summarizing the problem, discussion, and solution of the network outage in
Scenario #4. Be sure to include detail on the steps you took to escalate the issue to the proper indi-
vidual, the documentation paper path, and communication with the CFO.
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Symbols and
Numbers

wn

(quotation marks), 281

* (asterisk), 278-279

/? (help) switch, 273

12 VDC, 126, 135

15-pin VESA (VGA connector), 323

168-pin SIMMs, 62

184-pin DDR DIMMs, 62—63

184-pin RIMMs, 62

24-pin P1 connector, 126

240-pin DDR2 DIMMs, 62-63

3.3 VDC, 126

5 VDC, 126, 135

56 Kbps (kilobits per second) dial-up
modems, 424

72-pin SIMMs, 62

8.3 naming system, 281

A

A+ Guide to Managing and Troubleshooting PCs
(Meyers), 7-9

AC (alternating current), 126, 128-132

Accelerated Graphics Port bus. See AGP
(Accelerated Graphics Port) bus

Accelerated Graphics Port cards. See AGP
(Accelerated Graphics Port) cards

access, wireless security, 443

Accessibility options, 251-252

ACPI (Advanced Configuration and Power
Interface) setting, 377-378

activity lights, 404

Add New Hardware Wizard, 300-302

Add Standard TCP/IP Printer Port Wizard,
392-393

Administrative Tools, 305

Administrator account

configuring standard file sharing,

453-458

configuring users, logon, and simple file

sharing, 448-452
configuring wireless security, 443
Administrators group, 454
Adobe Reader, 161
Advanced button, Display applet, 250
Advanced Options Menu, 307—-308
adware, 462-463, 473
AGP (Accelerated Graphics Port) bus
identifying expansion slots, 94
as internal expansion bus component,
90
AGP (Accelerated Graphics Port) cards
configuring multiple displays, 345
proper installation of, 337
act (Alternate key), 21
alternating current (AC), 126, 128-132

AMIBIOS, 74, 82

AMR (Audio/Modem Riser) bus, 9o

analog modems, 427

anti-static bags, 27-29

anti-static mats, 27-29

anti-static wrist straps, 27-29, 30

antivirus programs, 461-463, 473

APIPA (Automatic Private IP Addressing),
412414

applets, 248. See also Control Panel

application logs, Event Viewer, 305-306

Apply button, Display applet, 250

archives, log files, 307

arrow keys, CMOS navigation, 8o

ASR (Automated System Recovery), 295-297

asterisk (*), 278-279

AT motherboards, 109, 110

ATA /133 drives, 153

ATTRIB command, 285

ATX motherboards, 109-112

ATX power supplies, 126

Audacity, 363

Audio/Modem Riser (AMR) bus, 9o

Auto-hide taskbar option, 239

autodetection option, 158

Automated System Recovery (ASR), 295—297

Automatic Private IP Addressing (APIPA),
412-414

Automatic Updates, 299—300

Avast! Antivirus suite, 462-463

Award BIOS, 74, 79

background graphics, changing, 240, 342
backslash (\), 273
backups
with Automated System Recovery,
205297
hard drive, 187

of information on obsolete computer, 469

of Registry keys, 260262
Bandwidth Meter speed test, 427
basic disks, 181-183

Basic Input/Output Services. See BIOS (Basic

Input/Output Services)
batteries
optimizing life of, 375-378
upgrading, 372
bigfoot drives, 148
BIOS (Basic Input/Output Services), 73-87
accessing via CMOS setup program, 77-81
configuring/clearing CMOS passwords,
81-84
configuring settings, 84-86
displaying RAM count, 57-58
identifying BIOS ROM chip, 75-77
identifying on motherboards, 117
key terms, 86-87

Copyright © 2007 by The McGraw-Hill Companies. Click here for terms of use.

lab analysis test, 86
overview of, 74
BIOS ROM chips, 75-77
blackouts, 140
.BMP files, 244
boards, 120
boot process
accessing CMOS setup during, 78
in Advanced Options Menu/Safe Mode,
307-308
after forced power down, 19
creating/formatting partitions with
GParted, 174-177
creating/formatting partitions with
Windows installation CD, 172
locating system files during, 284
for removable media, 209
reviewing RAM count during, 57-58
setting Recovery Console to start during,
310—-311
Boot Sequence screen, 206—207
BOOT.INI file, 246, 284-285
BOOT.INI tab, System Configuration, 316
brackets ([ 1), 273
broadband Internet connections, 424
brownouts, 140
BTX motherboards, 109
burning CDs, 207—209

C

cable modems
defined, 427
high-speed Internet connections using,
424, 426
installing/configuring Internet
connection, 427-433
cables. See also connections
connector types for, 21-26
Internet connection, 424
LAN, 403-405
peripheral device, 323
removing and labeling motherboard,
112-114
removing external, 30
removing internal, 31-34
sound card, 357-358
troubleshooting video monitor, 348
capacitors, high voltage, 333
case wires, 34
Catse UTP connectors, 443
Category mode, 408
cathode ray tube (CRT) monitors, 333,
338-339
CCIE (Cisco Certified Internetwork Expert), 7
CCNA (Cisco Network Associate), 7
CCNP (Cisco Networking Professional), 7
CD command, 271, 275-276
CD-ROM drives
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checking after forced power downs, 19
internal cables/connectors for, 32
locating, 17-18
opening after shutting down unit, 17, 19
removing, 35
CD-ROMs
burning, 207209
copying drivers onto hard drives from,
430
creating/formatting partitions with
GParted, 173-177
creating/formatting partitions with
Windows Install, 169-172
CD-Rs (CD Recordable), 207—209
CDBurnerXP, 208
C: drive icon, 242
cell phones, 424
central processing units. See CPUs (central
processing units)
chipsets, motherboard, 117
CHKDSK command, 188, 312
CHS values, for PATA drives, 148-149
circuit boards, 148, 330
Cisco Certified Internetwork Expert (CCIE), 7
Cisco Network Associate (CCNA), 7
Cisco Networking Professional (CCNP), 7
Classic view, 232-233, 408
clients
cleaning and protecting computer,
461-463
computer obsolescence, 467469
e-mail, print problems, 473-475
hardware failure, 469—471
LAN conﬁguration, 408-409
viruses, 471-473
clip connectors, 48-49
CLS command, 273
CMD command, 271
CMOS (complementary metal-oxide
semiconductor) setup utility
access BIOS via, 77-81
configuring BIOS settings, 84-86
configuring/clearing passwords, 81-84
configuring parallel ports for printers,
383-385
configuring PATA or SATA devices, 156159
configuring power management for
laptop batteries, 376—378
configuring removable media devices,
205-206
controlling changeable BIOS settings, 8o
creating/formatting partitions with
GParted, 174
creating/formatting partitions with
Windows 2000/XP installation
CD, 170
defined, 74
installing additional PATA or SATA
devices, 165
installing video, 338
turning off onboard sound, 357
c|net Bandwidth Meter, 427
CNR (Communication Network Riser) bus, go
coarse-threaded screws, 102
code names, CPU, 51

COM ports, 100
command-line interface, 265292
configuring command-line window,
267-269
overview of, 266—267
tools, 279—283
command-line interface, navigation, 270-279
* (asterisk) wildcard, 278-279
/? switch, 273
/P switch, 274
/S switch, 277278
/W switch, 275
brackets ([ 1), 273
CD command, 271, 275—276
CLS command, 273
CMD command, 271
DIR command, 271-273
MD command, 276-277
overview of, 270
RD command, 277
viewing syntax of DIR command, 274
command-line tools, Windows Explorer, 245
Communication Network Riser (CNR) bus, go
complementary metal-oxide semiconductor.
See CMOS (complementary metal-
oxide semiconductor) setup utility
compression, with Disk Cleanup, 189
CompTIA A+ 220-603 exam (Help Desk
Technician), 5-7
CompTIA A+ 220-604 exam (Depot
Technician), 6-7
CompTIA A+ certification
gathering equipment, 7—9
other certifications, 5—7
preparation for study, 2-5
scheduling exam, 5
CompTIA A+ Essentials exam, 5—6
computers
naming, for LAN configuration, 409
obsolescence, and expense of
replacement, 467-469
connections
installing and configuring Internet,
427-433
Internet, 425—427
solving problems with Internet, 471-473
connectors
external PC, 22-26
internal PC, 32-36
male and female, 23
peripheral device, 323
sound card, 357
continuity RIMMs (CRIMMs), 67
Control (cTrL) key, 21
Control Panel, 248-253
Accessibility options, 251-252
configuring Registry in, 258
Device Manager, 248—249
Display applet, 250
Driver Signing button, 250
Keyboard applet, 250—251
Mouse applet, 250—251
opening, 249
overview of, 248
Power Management applet, 343-344

Sounds and Audio Devices, 250
Sounds and Multimedia, 250
starting Event Viewer from, 305
Startup and Recovery, 250
System applet, 249—250
viewing in Windows XP, 234-235
CONVERT command, 180, 288-290
COPY command, 281-283
CPU-Z utility
exploring motherboard features with,
I120—-121
identifying CPU specifications with,
50-52
identifying RAM specifications with,
67-70
CPUs (central processing units), 41-53
characteristics of, 42-45
identifying specifications, 50-52
key terms, 53
lab analysis test, 52
removal and installation, 47-50
removing fan/heat sink unit from, 36
socket types, 45-47
CREATOR OWNER, 455
CRIMMs (continuity RIMMs), 67
CRT (cathode ray tube) monitors, 333,
338-339
cTrL (Control) key, 21

D

data cables
defined, 31
disconnecting from SATA drives, 153, 156
installing motherboards with, 120
labeling, 114
removing, 32, 114
replacing traditional flat ribbon cables,
195—-196
DC (direct current), 126, 132-136
DDR DIMMs, 62—64
DDR2 DIMMs, 62-64
defragmentation, 186, 188, 473
DEL command, 283
DELETE key, 78
Depot Technician exam, 6-7
Desktop icon, Windows Explorer, 241
desktop systems
expanding across two displays, 346347
video display adapters on, 336
Desktop, Windows, 235-241
background graphics, 240
customizing environment, 239
Notepad, 237-238
notification area, 238
Recycle Bin properties, 240
Start button, 237
taskbar, 236—237, 238-239
DESKTOP.INI, 244
device drivers
installing expansion cards with, 100,
103-104
installing in Windows 2000/XP,
300-304
installing USB, 325-326



Device Manager
accessing from custom MMC, 256
configuring removable media devices, 206
identifying sound cards with, 355-357
installing expansion cards with, 103-104
LAN configuration with, 408, 410
overview of, 249
viewing system resource settings with,
97-100
DHCP (Dynamic Host Configuration Protocol),
410
dial-up modems, 424
digital cameras, for documentation, 13
digital subscriber lines. See DSL (digital
subscriber line) modems
digital video interface (DVI) connector, 323
DIMMs (Dual Inline Memory Modules)
defined, 6o
installing RAM, 64-67
removing, 36, 64-67
types of RAM, 62-64
DIP switches, 102
DIR /? command, 273
DIR command
overview of, 271-273
switches and wildcards with, 277-278
viewing syntax, 274-275
direct access memory. See DMA (direct access
memory) settings
direct current (DC), 126, 132-136
Direct3D, 350
DirectDraw, 350
directories
changing, 275-276
creating, 276—277
displaying contents of, 271-272
removing, 277
DirectX Diagnostic Tool, 349—350, 360—361
Disk Cleanup, 186, 188-189, 473
Disk Defragmenter, 186, 188, 473
Disk Management utility
converting basic disks to dynamic disks,
181-183
converting FAT32 to NTFS, 289—290
creating and formatting partitions,
178-181
defined, 169
implementing software RAID o, 183-185
verifying partition created with
Windows installation CD, 172
Disk Properties Tool tab, 187
DISKPART command, 312
display adapters, for video
configuring multiple, 344-347
documenting, 336-338
modifying settings, 341
refresh rate settings, 342-343
warning about changing, 336
display adapters, testing, 349350
Display applet, Control Panel, 250
Display tab, DirectX, 349-350
DMA (direct access memory) settings
printer configuration, 384
sound cards, 356
as system resources, 97

viewing system resource settings, 9g8-100
DNS (Domain Name Service) server
troubleshooting LAN connections, 417,
419
verifying TCP/IP settings for LANs,
412-413
documentation
taking notes and pictures for, 13, 16
of video display adapters, 336-338
Domain Name Service. See DNS (Domain
Name Service) server
dots per inch (dpi), 395
DoubleClickSpeed, 262
DPI (dots per inch), 395
drive-imaging tools, 173
Driver Rollback, 343
Driver Signing, 300, 304
Driver Signing button, 250, 304
drivers
built-in, 429
display adapter, 336, 345
Drivers directory, 275-276
Internet connection, 429—431
LAN, checking NIC, 408
printer, 390
USB device, 325-326
video card and monitor, 340, 343
Windows 2000/XP, 300-304
DSL (digital subscriber line) modems
defined, 427
as high-speed Internet connection, 424
identifying, 426
installing/configuring for Internet,
427-433
dual-channel architectures, 63
Dual Inline Memory Modules. See DIMMs
(Dual Inline Memory Modules)
DVD media drives
locating on system unit, 17-18
opening after shutting down unit, 17, 19
removing, 35
DVD-R
burning images on disc, 207—209
installing, 198—201
DVDs, burning, 207-209
DVI (digital video interface) connector, 323
dxdiag, 349-350, 360-361
dynamic disks, 181-184
Dynamic Host Configuration Protocol
(DHCP), 410

e-mail problems, 473-475

ECP (Extended Capability Port), 385
EDIT utility, 284-285

EDIT.COM, 245

editing, Registry, 258—260

electrical outlet tester, 129

electricity, power supplies and, 127-132
electrostatic discharge (ESD), 26-29, 50
Emergency Repair Disk (ERD), 295
encryption, 443

ENTER key, 57, 271

environment variables, 280

Index

EPS12V power supply, 127
equipment, gathering, 7-9
ERD (Emergency Repair Disk), 295
error-checking utility, 186, 188
esc (Escape key), 20
escalation, 475
ESD (electrostatic discharge), 26-29, 50
Event Viewer, 256, 304—307
Everyone group, 454
exceptions, defined, 463
.EXE files, 244
EXIT command, 312
EXPAND command, 312
expansion bus, 8g-106
installing expansion cards, 100-105
internal expansion slots, g1-96
key terms, 106
lab analysis test, 105
overview of, go—g1
understanding system resources, 9g6—100
expansion cards
installing, 100-105
removing and labeling, 113-114
removing from unit, 32
expansion slots
configuring multiple display adapters,
344-345
identifying on motherboards, 111
EXPLORER.EXE, 244
Extended Capability Port (ECP), 385
extensions, file, 281
external connectors
motherboards, 111
sound card, 357
external expansion bus, go
externally accessible devices, 15-21

F

fans
removing and reinstalling CPU, 45, 47-50
removing from CPU, 36
removing shrouds from unit, 32
Fast User Switching, 452
FAT file system, 178, 180
FAT16 file system, 178
FAT32 file system, 178, 180, 288-290
FDC (floppy drive controller), 204—205
female connectors, 23
file systems
deleting/creating various volumes on, 185
formatting new partitions, 181
File Transfer Protocol (FTP), 436
files
compression of old, 189
displaying extensions, 244
installing for Windows 0S upgrade, 221
simple sharing, 449-451
standard sharing, 452-458
filter settings, 306-307
fine-threaded screws, 102
firewalls, wireless router, 444
FIXBOOT command, 312
FIXMBR command, 312
flags, managing in GParted, 176-177
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flash drives, USB, 201204
FlexATX motherboards, 109, 111
floppy drive controller (FDC), 204
floppy drives
history of, 192
installing, 193-198
internal cables/connectors for, 32-34
locating, 17-18
removing, 35
sharing, 414-416
folders
configuring, 243-245
sharing, 414—416
Windows Explorer views for, 242-243
form factors, 109
FORMAT.COM, 245
formatting hard drives
with GParted, 173-177
overview of, 168
with Windows 2000/XP installation CD,
169-172
with Windows tools, 178—181
forward slash (/), 273
Found New Hardware Wizard, 300,
429-430
front panel control wires, 114, 119
FTP (File Transfer Protocol), 436
Full Control permission, 458
function keys (r1-r12), 20

G

gateway, 412—413, 417

Ghost, Symantec, 173

GParted (Gnome Partition Editor)
burning CDs/DVDs with, 207-209
creating and formatting partitions with,

173-177
defined, 168, 173
graphics

adapter support, 117
choosing desktop, 240
ground sockets, 129, 130
groups. See also workgroups
Administrators, 454
built-in, 454
Everyone, 455
Power Users, 454, 458
standard file sharing, 453-454

H

HAL.DLL, 246
hard drives
copying drivers from CDs onto, 430
emptying Recycle Bin to free up space
on, 240
sharing, 414—416
upgrading laptop, 373
hard drives, implementing, 167-190
converting to dynamic disks, 181-183
creating and formatting partitions with
Windows tools, 178-181

creating/formatting partitions with
GParted, 173-177
creating/formatting partitions with
Windows 2000/XP installation CD,
169-172
implementing software RAID o, 183-185
key terms, 190
lab analysis test, 189
maintenance/troubleshooting functions,
186-189
overview of, 168-169
hard drives, technologies, 143-166
configuring CMOS settings, 156-159
installing multiple hard drives for RAID,
163-165
installing parallel ATA hard drives,
144-151
installing serial ATA hard drives, 152-156
key terms, 166
lab analysis test, 165
overview of, 144
SAS, 160-161
SATA, 161-162
SCSI, 159—161
troubleshooting installations, 162-163
hardware
acceleration, 350
failure, 469471
gathering, 7-9
installing device drivers in Windows
2000/XP, 300-304
LAN, 402-406
video, 333
Windows installation, 213-216
Windows upgrade, 217-218
Hardware Compatibility List (HCL), 100
Hardware Update Wizard, Device Manager,
103-104
harness wires, 114
HCL (Hardware Compatibility List), 100
hearing impaired options, setting, 251-252
heat sinks, 36
HELP command, 312
Help Desk Technician exam, 5-7
help (/?) switch, 273
Hide All Microsoft Services, System
Configuration, 316
HIDs (human interface devices), 325
high voltage capacitors, 333
HKEY_CLASSES_ROOT, 259, 260
HKEY_CURRENT_CONFIG, 259
HKEY_CURRENT_USER, 259
HKEY_LOCAL_MACHINE, 259
HKEY_USERS, 259
hot-swappable, SATA drives as, 155
hot wires, electrical socket, 129, 130
HTTP (Hypertext Transfer Protocol) service
port, 436
HTTPS (HTTP over Secure Sockets Layer)
service port, 436
hubs
Internet Connection Sharing for, 438-439
LAN, 405
link lights vs. activity lights, 405

routers and switches vs., 406
human interface devices (HIDs), 325
Hypertext Transfer Protocol (HTTP) service
port, 436

1/0 addresses, 9g8-100
1/0 Device Configuration screen, 205
icons
adding to Windows Desktop, 234
system tray, 238
in Windows Explorer, 242
Icons view, 242
ICS (Internet Connection Sharing), 436-439
IDE (Integrated Drive Electronics), 144, 358
IEEE 1284 standard, 382, 397
IEEE 1394 (FireWire) bus, 9o
IMAP (Internet Message Access Protocol)
service port, 436
impact printers, 386
Industry Standard Architecture (ISA) bus,
90, 93
Inheritance
defined, 455
turning off, 456-457
.INI files, 244
inkjet printers
nozzle cleaning on, 395-396
overview of, 386-388
troubleshooting failed print jobs, 396399
input device components, 13-14
input/output, 323-332
fixing keyboards, 328-331
key terms, 332
lab analysis test, 331
overview of, 323-324
USB drivers, 325-326
UV(CView utility, 326-328
Install button, LANs, 409
Integrated Drive Electronics (IDE), 144, 358
Integrated Peripherals screen, 205
Integrated Services Digital Network (ISDN)
modems, 424
internal connectors, sound cards, 357
internal expansion bus
components, 9o
identifying expansion slots, 91-96
Internet, 423-445
connectivity properties, 425-427
installing and configuring connectivity,
427-433
Internet Explorer, 439—441
key terms, 444-445
lab analysis test, 444
overview of, 424-425
Windows Firewall, 433-436
Windows Internet Connection Sharing,
436-439
wireless security, 441-444
Internet Connection Sharing (ICS), 436-439
Internet Explorer, 439—441
Internet Message Access Protocol (IMAP)
service port, 436



Internet Service Providers (ISPs)
installing/configuring Internet
connection, 424, 432-433
setting up router’s TCP/IP settings, 411
interrupt requests (IRQs), 99, 356
IP addressing
Automatic Private IP Addressing, 412—414
troubleshooting LAN connections, 417-421
verifying TCP/IP LAN settings, 412-413
IPCONFIG /ALL command, 413-414, 417-418
IRQs (interrupt requests), 99, 356
ISA (Industry Standard Architecture) bus,
90, 93
ISDN (Integrated Services Digital Network)
modems, 424
IS0 images, 208-209
ISPs (Internet Service Providers)
installing/configuring Internet
connection, 424, 432-433
setting up router’s TCP/IP settings, 411

J

jumpers
clear CMOS, 83-84
expansion card, 102
motherboard, 117
sound card, 357

K

KB (kilobytes), 57
Keyboard applet, 250-251
keyboards
cable connectors, 25
fixing, 328-331
layout, 19—21

L

Land Grid Array (LGA), 46
LANSs (local area networks), 401-422
configuring, 406-410
identifying hardware, 402-406
identifying Internet connectivity
method, 426
key terms, 422
lab analysis test, 421
overview of, 402
sharing resources, 414-416
testing connections, 416—421
verifying TCP/IP settings, 410-414
laptops, 369-380
browsing latest, 378-379
disassembling, 371
lab analysis test, 380
overview of, 370
replacing and upgrading RAM, 373-375
saving battery life, 375-378
upgrade paths, 371-373
video display adapters, 336
Large Block Addressing (LBA), 177
laser printers

maintenance kit, 395
overview of, 387
troubleshooting failed print job, 396-399
LBA (Large Block Addressing), 177
LCD monitors
changing background, 342
examining controls, 338-339
refresh rate, 342
LEDs (light-emitting diodes)
CD-ROMs, 18
floppy drives, 17
link lights vs. activity lights, 404
monitors, 16
motherboards, 119
LGA (Land Grid Array), 46
link lights, 404
LINKSYS products, 405, 442-444
Linux, GParted tool, 168
List Folder Contents permission, 458
LiveCD, GParted, 173-177
Local Area Connection
ICS configuration, 438-439
LAN configuration, 408
Windows Firewall configuration, 434-435
local area networks. See LANs (local area
networks)
local security policies, 458-461
LOCALHOST address, 418
logic cables, 31, 32
logon, configuring, 448-452
logs, Event Viewer, 304-307
LOOPBACK address, 418
LPT ports, 100, 385

M

MAC addresses, 443
mainboards, 120
maintenance functions, Windows, 293-321
Automatic Updates, 299—300
enabling Safe Mode, 308
examining/configuring logs in Event
Viewer, 304-307
hard drives, 186-189
installing device drivers in Windows
2000/XP, 300-304
key terms, 320-321
lab analysis test, 320
overview of, 293—295
performing ASR backup and restore,
295-297
printers, 394-399
upgrades to Windows XP SP2, 297-299
using Advanced Options Menu, 307-308
using Recovery Console, 308-314
with Windows XP System Restore, 317-319
male connectors, 23
malware software, 461-463
Manage Flags window, in GParted, 176-177
MB (megabytes), 57
MCP (Microsoft Certified Professional), 7
MCSA (Microsoft Certified Systems
Administrator), 7

Index

MCSE (Microsoft Certified Systems
Engineer), 7
MD command, 276—277
megabytes (MB), 57
memory. See RAM (random access memory)
memory addresses, g7-100
Memory tab, CPU-Z, 68
microATX motherboard, 109, 111
microprocessors, 41-53
CPU characteristics, 42-45
CPU removal and installation, 47-50
CPU sockets, 45-47
identifying CPU specifications, 50-52
key terms, 53
lab analysis test, 52
Microsoft. See Windows
Microsoft Certified Professional (MCP), 7
Microsoft Certified Systems Administrator
(MCSA), 7
Microsoft Certified Systems Engineer
(MCSE), 7
Microsoft Disk Operating System (MS-DOS),
245
Microsoft Support Web site, 214
mini-RCA connectors, 323
MMC (Microsoft Management Console),
253-257
accessing Device Manager from, 256
adding Event Viewer snap-in, 256
adding or removing snap-ins, 255-256
checking Print Spooler installation with,
398-399
creating, 254
overview of, 253
mobo, 120
model numbers, motherboards, 116-117
modems
cable. See cable modems
dial-up, 424
DSL. See DSL (digital subscriber line)
modems
ISDN, 424
setting up Internet Connection Sharing,
437-439
Modify permission, 458
Molex connectors
installing PATA drives by disconnecting,
147
measuring voltage from, 133-136
removing optical drives by
disconnecting, 199
Molex-to-SATA power adapter, 154
monitors
cable connectors for, 25-26
changing background of, 342
checking power to, 16
configuring multiple displays across,
344-347
examining controls on video, 338-339
opening CRT, 333
troubleshooting loose cables on, 348
motherboard book, 113-114, 116
motherboards, 107-123
determining amount of RAM for, 60
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determining RAM count on, 57
features, 116117, 120122
form factors for, 109-112
identifying labels on, 36
installing, 118-120
internal cables/connectors for, 32—33
key terms, 123
lab analysis test, 122
overview of, 108
power connectors, 133-135
power supply for Server System
Infrastructure, 127
removing, 114-115
removing and labeling components and
cables, 112-114
removing and reinstalling CPU fans and,
48-50
removing from frame of system case, 36
SATA connectors on, 154—155
using DDR and DDR2 SDRAM in, 63
viewing PATA connectors on, 147-148
mouse, 25, 262
Mouse applet, 250—251
MOVE command, 283
.mp3 files, 361-363
MS-DOS (Microsoft Disk Operating System),
245
MSCONFIG, 315-317
multimeter probes, 130-132, 134-136
My Computer
formatting partitions, 180-181
in Windows Explorer, 242

naming conventions
8.3 rule, 281
sound card icons, 356
Windows Explorer folders, 242
navigation, CMOS, 8o
Nero Burning ROM software, 208
NET command, 286287
NET CONFIG command, 418
NET VIEW command, 418-420
Network Connections applet
Internet Connection Sharing and,
437, 439
network configuration verification, 410
network interface cards. See NICs (network
interface cards)
networks. See also LANs (local area
networks)
adapters, 410
cable connectors, 25—26
interfaces, 391-393
patch cables, 426
solving outage problem, 473-475
neutral wires, electrical sockets, 129-132
New Connection Wizard, 432-433
New Partition Wizard, 179-180
New Volume Wizard, Disk Management, 185
NICs (network interface cards)
identifying LAN, 404
LAN configuration with, 407408

setting up Internet Connection Sharing,
437-439
verifying Internet connection with,
428-429
non-impact printers, 386
notebook computers. See portable computers
Notepad, opening, 238
notetaking, 13, 16
notification area
overview of, 238
placing Volume icon in, 359
Windows taskbar, 237
nozzle cleaning, inkjet printers, 395-396
NSLOOKUP, 420-421
NTDETECT.COM, 246
NTES file system, 178, 180, 288-290
NTFS permissions, 453-458
NTLDR (NT Loader) file, 246
NTOSKRNL.EXE (NT Operating System
Kernel), 246

o

onboard sound, 357
online resources
Adobe Reader, 161
Audacity download, 363
CDBurnerXP, 208
CompTIA A+ exams, 5
GParted, 209
Internet connectivity, 425-426
Internet Explorer upgrades, 440
laptop upgrades, 372-373
Microsoft Support Web site, 214
other IT certifications, 5—7
printers, 386387
RAID implementations, 161-162
Registry fixes, 262
speaker testing, 360
Update Advisor download, 220
Windows Marketplace, 100, 301
Windows Service Pack 2, 298
Windows Vista, 225
wireless network planning, 405
wireless networks, 442—444
optical drives, 198—201, 414-416
outlets
power supply, 132-136
testing AC, 128-132
output device components, 13-14

P

/P switch, 274

P1 power connector, 114, 136

P4 power connector, 114

P8/9 power connectors, 110

packages, CPU, 45

PAGE DOWN key, CMOS navigation, 8o
pAGE UP key, CMOS navigation, 8o

pages per minutes (ppm), print speeds, 388
paper clips, releasing disc tray with, 199
paper per month, laser printers, 395
parallel ATA. See PATA (parallel ATA) drives

parallel ports, 382-385
Partition Commander Professional, VCOM,
168
PartitionMagic, Symantec, 168, 180
partitions
converting from FAT32 to NTFS, 289-290
creating and formatting with Windows
2000/XP installation CD-ROM, 169-172
creating and formatting with Windows
tools, 178-181
creating with GParted, 173-177
deleting, 171
overview of, 168
rebuilding with Recovery Console, 312
passkeys, 443
passwords
CMOS, 81-84
user account, 449
wireless security, 443
PATA (parallel ATA) drives, 144-151
calculating CHS values, 148-149
configuring CMOS settings for, 156-159
disconnecting ribbon cables, 146-147
identifying external parts, 151
identifying internal parts, 150
installing additional drive, 164-165
installing optical drives, 199—200
overview of, 144-145
removing system cover, 146
troubleshooting, 162-163
viewing connectors on motherboard,
147-148
PAUSE/BREAK key
identifying BIOS ROM chip, 76
overview of, 20
reviewing RAM count, 57
PC components
Electrostatic Discharge protection, 26—29
function of, 12-15
key terms, 38-39
lab analysis test, 37-38
PC components, disassembly of internal,
29-37
drives, 34-36
expansion slots/cards, 32
fan shrouds, 32
motherboards, 36
overview of, 29-31
power supply, 32
RAM, 36
wires and cables, 32-34
PC components, external, 15—-21
CD or DVD media drives, 17-18
connectors, 21-26
floppy drives, 17-18
keyboards, 19—21
power button, 16-17
PC technicians, and clients
computer obsolescence and expense of
replacement, 466—469
e-mail, print problems, 473-475
hardware failure, 469-471
lab analysis test, 475
viruses, 471-473



PC Wizard application, 122
PCI (Peripheral Component Interconnect)
bus, 90, 93—96
PCIe (PCI Express) bus
configuring multiple display adapters,
345
identifying expansion slots, 95-96
as internal expansion bus component, go
proper installation of, 337
PCL (Printer Control Language), 387
PCs, finding used, 7—9
PDAs
connecting to Internet, 424
defined, 379
Pearson VUE, 5
Peripheral Component Interconnect (PCI)
bus, 90, 93—96
peripherals, 323
PGA (Pin Grid Array), 49
Phoenix BIOS, 74, 79
pictures, for documentation, 13, 16
Pin Grid Array (PIN), 49
PING command, 418—-420
PING -t command, 420
planar boards, 120
Plug and Play (PnP), 97, 429
PnP (Plug and Play), 97, 429
policies, local security, 458—461
POP3 (Post Office Protocol, version 3), 436
portable computers, 369—380
browsing for latest, 378-379
disassembling, 371
key terms, 380
lab analysis test, 380
overview of, 370
replacing and upgrading RAM, 373-375
saving battery life, 375-378
upgrade paths, 371-373
ports
Add Standard TCP/IP Printer Port
Wizard, 391-393
Windows Firewall “well-known”, 434-436
POST cards, 119
Post Office Protocol, version 3 (POP3), 436
PostScript Page Description Language, 387
power adapter, Molex-to-SATA, 154
power button
forcing power down with, 19
installing motherboards with, 119
locating on system unit, 16-17
rebooting using, 19
removing and labeling, 114
power cables
identifying connectors for, 25-26, 111
installing floppy drives, 196-197
installing motherboards, 120
removing and labeling, 114
replacing power supplies, 139
power, configuring laptop, 375-378
power down, forcing, 16, 19
Power Management applet, 343-344
Power Management screen, 376—378
power protection, 140-141
Power Savings settings, 241

power spikes, 140
power supplies, 125-142
disconnecting from SATA drive, 154
electricity and, 127-132
key terms, 142
lab analysis test, 141
outlet for, 132-136
overview of, 126127
power protection equipment, 140-141
removing from unit, 32
replacing, 136-139
power supply tester, 136
power supply unit (PSU) testers, 136
Power Users group, 454, 458
ppm (pages per minutes), print speeds, 388
pre-installation planning
Windows, 213-216
Windows Vista, 224-226
pre-shared key (PSK), WPA, 443
Print Manager, 398
PRINT SCREEN key, 20
Print Spooler, 285-288, 398-399
Printer applet, 390
Printer Control Language (PCL), 387
printers, 381-400
cable connectors, 25-26
configuration settings, 382385
installing, 389-393
key terms, 400
lab analysis test, 399
maintenance functions for, 395-396
overview of, 382
problems with, 473-475
troubleshooting failed print job, 396-399
types of, 385-388
processing data components, 13-14
Program Files folder, Windows Explorer,
242-243, 247
programs, display of currently running, 237
properties, LAN configuration, 409
proprietary motherboards, rog
protocols, LAN, 407, 408-409
PSK (pre-shared key), WPA, 443
PSU (power supply unit) testers, 136

Q

Quick Launch toolbar, 236—237
quotation marks (“ "), 281
QWERTY keyboard, 20

RAID (redundant array of independent
devices)
implementing RAID o stripe sets, 183-185
implementing with dynamic disks,
181-183
installing multiple hard drives for,
163-165
on motherboards, 117
popular implementations of, 161-162
rails, 199
RAM (random access memory), 55—71

Index

amount of, 56—60
installing, 64—67
key terms, 71
lab analysis test, 70
on motherboards, 117
printer specifications for, 388
removing, 35-36, 64-67
specifications for, 67-70
types of, 60-64
upgrading and replacing, 373-375
upgrading in laptop, 372-373
video vs. system performance and, 336
Rambus DRAM (RDRAM), 62
Rambus Dynamic RAM (RIMMs), 62-67
random access memory. See RAM (random
access memory)
RD command, 277
RDRAM (Rambus DRAM), 62
Read & Execute permission, 458
Read permission, 458
recording sound, 361-363
Recovery Console, 308-314
Recycle Bin
properties, 240
Rename function for, 261
redundant array of independent devices.
See RAID (redundant array of
independent devices)
refresh rate, on video adapters, 342—343
REGEDIT command, 259—260
REGEDT32 command, 259—260
Registry, 257-262
backing up keys in, 260-262
configuring with Control Panel, 258
making changes in, 258, 262
online guide to fixing, 262
overview of, 257-258
REGEDIT command for, 259—260
restoring files with Recovery Console,
312-314
viewing subgroups in, 259
removable media, 191-210
burning CDs, 207-209
configuring drives, 204-207
installing floppy drives, 193-198
installing optical drives, 198—201
key terms, 210
lab analysis test, 209—210
overview of, 192-193
USB thumb drives, 201-204
Remove button, 409
REN command, 281
Repair menu item, 308-309
reset button, 17, 119
resources, sharing on LANSs, 414-416
restore
with Automated System Recovery, 297
of corrupted Registry, 313-314
with Windows XP System Restore, 317-319
restore points, manually creating, 318-319
ribbon cables
defined, 31
floppy drive installation using, 195-198
overview of, 33-34
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Index

PATA drive, disconnecting,
146-147
right-click menus, in Windows XP, 230
RIMMs (Rambus Dynamic RAM), 62-67
RJ-11 cables, 426, 431
RJ-45 cables
configuring wireless security with, 443
identifying, 403
Internet connectivity with, 426, 431
Roll Back Driver button, 303
root directory, 271-272
routers
built-in firewalls in, 444
changing name of, 443
clearing all configuration with reset
button, 442
hubs and switches vs., 406
setting up TCP/IP settings, 411-414

S

S/PDIF (Sony/Philips Digital Interface
Format) connectors, 323
/S switch, 277-278
Safe Mode
diagnostic startups using, 316
enabling, 308
System Configuration utility running
in, 317
Safely Remove Hardware icon, 203
SAS (Serial-Attached SCSI) devices, 160-161
SATA RAID controllers, 153
SATA (serial ATA) drives
cabling for, 34
configuring CMOS settings for, 156-159
identifying controllers on motherboards,
17
implementing with SAS, 161
installing additional drive, 165
installing hard drive, 152-156
troubleshooting installation, 162-163
SCANDISK, 188
scanners, 462—463
screen shots, capturing, 20
screw-down connectors, 45
screws
coarse-threaded vs. fine-threaded, 102
installing motherboard mounting, 119
removing motherboard mounting, 115
removing optical drives by removing, 199
SCROLL LOCK key, 20
SCSI (Small Computer System Interface), 144,
160
SDRAM (Synchronous DRAM), 63
Search utility, 245-246
SEC (Single Edge Cartridge), 49
security, 447-464
cleaning client’s computer, 461-463
configuring Automatic Updates, 299—300
configuring/clearing CMOS passwords,
81-84
key terms, 464
lab analysis test, 463

local policies, 458—461
standard file sharing, 452-458
users, logon, and simple file sharing,
448-452
viewing/configuring logs in Event
Viewer, 304-307
wireless, 441-444
serial ATA. See SATA (serial ATA) drives
Serial-Attached SCSI (SAS) devices, 160—161
Server System Infrastructure (SSI), 127
Service Pack 2, 297-300
Service Set Identifier (SSID), 443
services
checking Print Spooler installation,
398-399
configuring LAN, 408-409
System Configuration Utility, 316
Setup Wizard, Windows XP SP2, 298-299
Sharing and Security, 449
sharing resources, on LANs, 414-416
ShellFolder, 260—261
Show the clock option, 239
shutdown, 19
SIMMs (Single Inline Memory Modules)
defined, 60
removing, 36
removing and installing RAM, 64-67
types of RAM, 62-64
simple file sharing, 451
Simple Mail Transfer Protocol (SMTP),
service port for, 436
simple volumes, 184
Single Edge Cartridge (SEC), 49
Single Inline Memory Modules. See SIMMs
(Single Inline Memory Modules)
Small Computer System Interface (SCSI), 144,
160
SMTP (Simple Mail Transfer Protocol),
service port for, 436
snap-ins
adding or removing, 255-256
defined, 254
sockets
identifying CPU, 111, 117
types of CPU, 45-47
typical electrical, 129
Sony/Philips Digital Interface Format
(S/PDIF) connectors, 323
sorting, folders and files by type, 244
sound, 353-367
installing, 353-361
key terms, 366—367
lab analysis test, 366
recording, 361-363
Windows Media Player and, 364-366
sound cards
removing and reinstalling, 355-359
testing with DirectX Diagnostic Tool,
360-361
sound files, recording, 361-363
Sound Recorder, 362-363
Sounds and Audio Devices, 250
Sounds and Multimedia, 250
spanned volumes, 184

SPD tab, CPU-Z, 69
speakers
confirming sound is working properly,
359-360
testing at different frequencies, 361
specifications
identifying CPU, 43, 50-52
identifying RAM, 67-70
spyware, 462-463, 473
SSI (Server System Infrastructure), 127
SSID (Service Set Identifier), 443
Standard Enhanced Host Controller, 327
standard file sharing, 452-458
Standard Open HCD Host Controller, 327
standby mode, 377
standby UPS, 141
standoffs, 115, 119
Start button
customizing on Windows taskbar, 239
exploring, 237-238
on Windows taskbar, 236
Start menu, Windows XP, 233-234, 237-238
startup
setting Recovery Console to boot at,
310-311
System Configuration Utility, 317
troubleshooting problems at, 314—317
Startup and Recovery, 250, 285-286
storage
components for, 13-14
types of Microsoft volumes for dynamic,
184
striped volumes, 184
study, preparation for, 2—5
study, working in groups, 9
subnet masks, 412-413, 417
supervisor passwords, CMOS, 82-83
surge suppressors, 141
suspend mode, 377
switches
/? (help), 273
/P, 274
/S, 277-278
/W, 275
identifying LAN, 405
link lights vs. activity lights on, 405
PING, 420
routers and hubs vs., 406
setting up ICS using, 437-439
Symantec
Ghost, 173
PartitionMagic, 168, 180
Synchronous DRAM (SDRAM), 63
System applet, 97, 249-250
system boards, 120
system clock battery, 117
System Configuration Utility (MSCONFIG),
315-317
system files, 284
System group, 455
system logs, in Event Viewer, 305-306
system passwords, in CMOS, 83
system resources
installing expansion cards and, 100



understanding, 96-100
Windows installation/upgrade
requirements, 213-216

System Restore, in Windows XP, 317-319
system tray

overview of, 238-239

placing Volume icon in, 359

on Windows taskbar, 237
SYSTEM.INI tab, System Configuration, 316
%SYSTEMROOT%, 280

T

tab headings, Display applet, 250
tablet PCs, 379
Task Manager, 449
taskbar, Windows XP, 236-237, 238-239
TCP/IP (Transmission Control
Protocol/Internet Protocol)
configuring port for printers, 391-392
setting up Internet Connection Sharing,
439
verifying settings for LANs, 410-414
telephone-quality sound file, 363
templates, keyboard, 330
Terminate and Stay Resident (TSR)
programs, 317
testing
AC outlets, 128-132
CompTIA A+ exam, 5
expansion card compatibility, 100
LAN connections, 416—421
sound cards, 359—360
speakers, 361
using power supply tester, 136
themes, Windows XP interface, 233
thermal compound (heat dope), 48
third-party tools
for burning CDs/DVDs, 207-209
for laptop batteries, 372
for partitioning and formatting, 168,
173-177
Thomson Prometric, 5
thrashing, disk, 186
three-character file extensions, Windows, 281
thumb drives, USB, 201-204
time display, in Windows, 239
toner cartridges, 387-388, 395
TRACERT command, 421
transceivers, DSL, 431-432
transfer corona, 387
Transmission Control Protocol/Internet
Protocol. See TCP/IP (Transmission
Control Protocol/Internet Protocol)
troubleshooting
hard drive installation, 162-163
hard drives, 186-189
keyboards, 328-331
LAN connections, 416—421
screen shots for, 20-21
speakers, 361
startup problems, 314-317
USB drivers, 325-326

videos, 348-350
TSR (Terminate and Stay Resident)
programs, 317
TXT files, 244
TYPE command, 280-281

U

UBCD (Ultimate Boot CD), 209
Ultimate Boot CD (UBCD), 209
uninterruptible power supply (UPS), 141
Universal Serial Bus. See USB (Universal
Serial Bus)
unshielded twisted pair (UTP) cable, 413
Update Advisor, 299—300
Update Driver Wizard, Device Manager,
103-104
updates
Automatic Updates, 299—300
driver, 302
Upgrade Advisor, 217-220
upgrades
Internet Explorer, 439-441
laptop, 371-373
laptop RAM, 373-375
to new computer, 469
for Windows 08, 216-223
to Windows XP SP2, 297-300
UPS (uninterruptible power supply), 141
USB (Universal Serial Bus)
connecting printers to PCs with, 382-383
disassembling controllers, 205
drivers, 325-326
as external expansion bus component, go
thumb drives, configuring, 206207
thumb drives, overview of, 201-204
viewing with UVCView utility, 326-328
User Accounts applet, 449, 454—455
user accounts, configuring, 448-452
%USERNAME%, 280
users
accessibility options, 251-252
conﬁguring names for wireless security,
443
setting CMOS passwords, 83
simple file sharing, 449-451
Users group, 454
UTP (unshielded twisted pair) cable, 413
UVCView utility, 326-328

\"/

VAC (volts of alternating current), 126
variables, environment, 280
VCOM, Partition Commander Professional,
168
VDC (volts of direct current), 126
VGA drivers, in Safe Mode boot, 308
video, 333-351
configuring multiple displays, 344-347
installing, 335-343
key terms, 351
lab analysis test, 351

Index

overview of, 333-334
troubleshooting, 348-350
video cards, 348-349
views, folder, 242
viruses
disabling BIOS-level checking, 85
PC tech handling of, 471-473
Vista, pre-installation planning, 224-226
visually impaired options, 251-252
volts of alternating current (VAC), 126
volts of direct current (VDC), 126
volume controls, 359-360
Volume icon, 359
volumes, types of Microsoft, 184

W

/W switch, 275
WAPs (wireless access points)
configuring wireless security with,
441444
Internet connectivity and, 426
resetting configuration of, 442
wattage, power supply, 137-139
.wav files, 361-363
WEP (Wired Equivalent Privacy), 443
WHQL (Windows Hardware Quality Lab), 300
Wi-Fi Protected Access (WPA), 443
Wi-Fi Protected Access 2 (WPA2), 443
wildcards, 278
Windows, 229-263
Control Panel, 248-253
Desktop, 235-241
determining RAM count on, 58—-60
Disk Management utility. See Disk
Management utility
Explorer, 241-247
file systems supported by different
versions of, 178
key terms, 263
lab analysis test, 263
Microsoft Management Console toolbox,
253-257
overview of, 232
Registry, 257-262
Vista, pre-installation planning for,
224-226
XP interface, 231235
Windows 2000
hardware acceleration options in, 350
installation CD, 168, 169-172, 222
installing device drivers in, 300-304
printer installation in, 390-393
requirements for exam, 7
upgrading to, 220-223
Windows 2000 Professional
backup and restoration with ERD, 295
upgrading to Windows XP Professional,
213-216
Windows Backup Wizard, 296—297
WINDOWS\CURSORS folder, 247
Windows Explorer, 241-247
C: drive icon, 242
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command-line tools, 245
Desktop icon, 241
folder options, 243-244
folder views, 242
locating absolute path of system files,
245-246
My Computer icon, 242
overview of, 241
Program Files folder, 247
starting, 241
Windows Firewall, 433-436, 463
WINDOWS\FONTS folder, 247
Windows Hardware Quality Lab (WHQL),
300
WINDOWS\HELP folder, 247
Windows, installing and upgrading, 211-228
considerations about, 216—220
key terms, 228
lab analysis test, 226227
overview of, 212-213
performing clean installations, 223-224
pre-installation planning, 213-216
pre-installation planning for Windows
Vista, 224—226
upgrades, 220-223
Windows, maintenance/troubleshooting,
203-321
enabling Safe Mode, 308
examining/configuring logs in Event
Viewer, 304-307

installing device drivers in 2000/XP,
300-304
key terms, 320-321
lab analysis test, 320
overview of, 293-295
startup problems, 314-317
upgrades to XP SP2, 297-299
using Advanced Options Menu, 307-308
using ASR backup and restore, 295-297
using Automatic Updates, 299—300
using Recovery Console, 308-314
working with XP System Restore, 317-319
Windows Marketplace
Tested Products List, 301
testing expansion card compatibility
on, 100
WINDOWS\MEDIA folder, 247
WINDOWS\SYSTEM32 folder, 247
WINDOWS (WINNT) folders, 242—-245
Windows XP
adding icons to desktop, 234
Automated System Recovery in, 295-297
changing system theme to Classic mode,
232-233
enabling right-click menus, 230
Home Edition, 215, 227
installation CD, 168-172
installing device drivers in, 300-304
printer installation in, 390-393
requirements for exam, 7

Start menu in, 233-234
System Restore in, 317-319
upgrades to SP2, 2g7-300
upgrading to, 220-223
viewing Control Panel, 234-235
Windows XP Professional
CD, 223-224
upgrading to, 213—220
WIN.INI files, 244
WIN.INT tab, System Conﬁguration, 316
WINS (Windows Internet Naming Service),
417
Wired Equivalent Privacy (WEP), 443
wireless access points. See WAPs (wireless
access points)
wireless networks, 405-406, 441-444
workgroups
connecting to Internet using ICS,
437-439
naming, for LAN configuration, 409
sharing, 415
WPA (Wi-Fi Protected Access), 443
WPA2 (Wi-Fi Protected Access 2), 443
Write permission, 458
WRT54G, 405-406

Z

ZIF (Zero Insertion Force) socket, 36, 49-50
Zip drives, 414-416
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