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GIOI THIEU

Sau khi hoan t4t khoa hoc, hoc vién cé kha nang:

©)

©@ © © © @

®© © 0 O

©)

Hiéu dwoc cac khai niém, ly thuyét vé mang may tinh nhw: OSI, TCP/IP.

Hiéu dwoc cac chirc ndng va md hinh hoat ddng cla cac thiét bi mang nhw: Hub, Switch,
Router, Modem, Network Card...

S dung dworc cac tién ich mang thong dung nhw: web, mail, ftp...

Cai dat va quan tri hé diéu hanh Windows Server 2003.

T4 chirc va quan ly ngudi dung trén moéi trworng Windows Server 2003.

T6 chirc phan quyén NTFS va quan ly tai nguyén dung chung trén mang nhw: thw muc, may in,
tap tin...

Quan ly dia theo cong nghé Dynamic Storage.

Xay dung duwoc hé théng mang két ndi tir xa (Remote Access Services).

Xay dwng va quan trj dwgc cac dich vu co s& nhw: DNS, FTP, Web, Mail...

Chia sé két ndi internet thdng qua cac ky thuat nhw: ICS, NAT, Proxy trén méi trudng Windows
Server 2003.

Bao mat hé théng mang théng qua phan mém ISA 2004.

Vé&i thoi lwong 108 tiét LT va 180 tiét TH dwoc phan bd nhw sau :

Bai hoc So tiét LT So tiét TH
1 Gioi thiéu vé mang 4 5
2 | M6 hinh tham chiéu OSI 4 0
3 |DiachilP 5 5
4 | Phuong tién truyén dan va cac thiét bi mang 6 10
5 Céc kién truc va cdong nghé mang LAN 5 10
6 Khao sat cac I&p trong mé hinh OSI 6 10
7 Cac dich vu mang co s& 6 20
8 Gi¢i thiéu va cai dat Windows Server 2003 4 3
9 Active Directory 4 8
10 | Quan ly tai khoan ngu¢i dung va nhém 4 10
11 | Chinh sach hé théng 5 6
12 | Chinh sach nhém 3 3
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13 | Quanly dia 3 5
14 | Tao va quan ly thu muc dung chung 4 10
15 | Dich vu DHCP 2 3
16 | Quanly in 4n 2 2
17 | Dich vu truy cap tir xa 5 10
18 | Dich vu DNS 6 12
19 | Dich vu FTP 3 6
20 | Dich vu WEB 5 10
21 | Dich vu MAIL 8 16
22 Dich vu Proxy 8 16
23 | Gi¢i thiéu vé hai phan mém Mdaemon va Wingate 6 0
Téng sb tiét : 108 180
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GIAO TRINH LY THUYET

Str dung gido trinh Mang May Tinh cla tac gid Tran Van Thanh, tai ban 1an tht 2, nha xuét ban Dai
Hoc Quéc Gia Tp.HCM.

St dung gido trinh Quan tri Windows Server 2003 clia tac gid Tran Van Thanh, tai ban 1an th&r 2, nha
xuét ban Dai Hoc Quéc Gia Tp.HCM.

St dung gido trinh Dich Vu Mang Windows 2003 cla tac gia Tiéu Déng Nhon tai ban lan thir 2, nha
xuét ban Dai Hoc Quéc Gia Tp.HCM.

TAI LIEU THAM KHAO

Giao Trinh Windows Server 2003 cta Sybex.
Cac giao trinh MCSE cua Microsoft.

Cac tai liéu trén website http://support.microsoft.com/winsrv2003
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HUONG DAN PHAN LY THYET

~_ Bail
GIOT THIEU VE MANG

Tom tat

Ly thuyét 4 tiét - Thwc hanh 5 tiét

Muc tiéu Cac muc chinh Bai tap bat SETRETNETY]
budc thém
Két thuc bai hoc nay cung| |- Cackién thirc co & Dwa vao bai tap | Dwa vao bai
cép hoc vién kién thic| 1. Cac loai mang may tinh. moén mang may | tdp mén mang
tong quat vé mang may | ||| Cac mé hinh x( ly mang. tinh. may tinh.

tinh, cac loai mang, cac

IV. Cac md hinh &rng dung mang.
mo hinh x& ly mang...

V. Céc lgi ich thuc té ciia mang
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) ~_ Bail
GIOT THIEU VE MANG

. CACKIEN THUC CO' SO

Mang may tinh 1a mét nhém cac may tinh, thiét bi ngoai vi dwoc ndi két véi nhau théng qua cac
phwong tién truyén dan nhw cap, séng dién tiy, tia hdng ngoai... gilp cho cac thiét bi nay cé thé trao dbi
di» liéu vé&i nhau mot cach dé dang.

Cac thanh phan co ban ciu thanh nén mang may tinh:

- Cac loai may tinh: Palm, Laptop, PC, MainFrame...

- Céc thiét bj giao tiép: Card mang (NIC hay Adapter), Hub, Switch, Router...

- M@i trwdng truyén dan: cap, séng dién tir, séng vi ba, tia héng ngoai...

- Cac protocol: TCP/IP, NetBeui, Apple Talk, IPX/SPX...

- Céc hé diéu hanh mang: WIinNT, Win2000, Win2003, Novell Netware, Unix...

- Cac tai nguyén: file, thw muc

- Cé&c thiét bj ngoai vi: may in, may fax, Modem, Scanner...

- Cac rng dung mang: phan mém quan ly kho bai, phdn mém ban vé tau...

Server (may phuc vu): 1a may tinh dwoc cai dat cac phan mém chuyén dung lam chic néng cung cap
céac dich vu cho cac may tinh khac. Tuy theo dich vu ma cac may nay cung cép, ngudi ta chia thanh
cac loai server nhuv sau: File server (cung cép cac dich vu vé file va thw muc), Print server (cung cép
cac dich vu vé in 4n). Do lam chirc nang phuc vu cho cac may tinh khac nén ciu hinh may server phai
manh, thong thwong la may chuyén dung clia cac hang nhw: Compagq, Intel, IBM...

Client (may tram): la may tinh s& dung céac dich vu ma cac may server cung cap. Do x& Iy sb cong viéc
khong 1&n nén théng thuéng cac may nay khéng yéu cau cé cdu hinh manh.

Peer: l1a nhirng may tinh vira déng vai tro la may st dung vira la may cung cip cac dich vu. May peer
thwong st dung cac hé diéu hanh nhu: DOS, WinNT Workstation, Win9X, Win Me, Win2K
Professional, WinXP...

Media (phwong tién truyén dan): la cach thire va vat liéu ndi két cac may lai véi nhau.

Shared data (di* liéu dung chung): la tap hgp cac tap tin, thw muc ma cac may tinh chia sé dé cac may
tinh khac truy cap str dung ching théng qua mang.

Resource (tai nguyén): 1a tap tin, thw muc, may in, may Fax, Modem, &6 CDROM va céc thanh phan
khac ma ngu&i dung mang st dung.

User (nguoi dung): 1a ngudi si dung may tram (client) dé& truy xuét cac tai nguyén mang. Théng
thwong mot user sé& c6 mot username (account) va moét password. Hé thédng mang sé dwa vao
username va password dé biét ban Ia ai, c6 quyén vao mang hay khong va cé quyén s dung nhirng
tai nguyén nao trén mang.

Administrator: 14 nha quan tri hé théng mang.
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Il. CAC LOAI MANG MAY TiNH

I1.1. Mang cuc bd LAN (Local Area Network)

Mang LAN & mdt nhém may tinh va céac thiét bi truyén théng mang dwoc ndi két véi nhau trong mot
khu vire nhd nhw mot toa nha cao bc, khudn vién trwdng dai hoc, khu gidi tri ...

Céac mang LAN thuwong cé ddc diém sau:

- Bang théng 16, c6 kha nang chay cac trng dung truc tuyén nhw xem phim, héi thdo qua mang.
- Kich thwéc mang bi gi¢i han béi cac thiét bi.

- Chi phi céc thiét bi mang LAN twong dbi ré.

- Quan tri don gian.

Sales Marketing

2o s
'y ﬁiﬁﬂ

Biling Customner Service

Hinh 1.1 — M6 hinh mang cuc b6 (LAN)

I1.2. Mang d6 thi MAN (Metropolitan Area Network)

Mang MAN gan giébng nhu mang LAN nhwng gi&i han cda né la mét thanh phd hay mét qubc gia. Mang
MAN néi két cac mang LAN lai v&i nhau théng qua cac phwong tién truyén dan khac nhau (cap quang,
cap dbng, séng...) va cac phuong thire truyén théng khac nhau.

Pac diém cia mang MAN:
- Bang théng mirc trung binh, di dé phuc vu cac (rng dung cép thanh phd hay québc gia nhw chinh
phu dién tlr, thwong mai dién tlr, cac rng dung clia cac ngan hang...

- Do MAN néi két nhiéu LAN v&i nhau nén dd phire tap cling tang déng thdi cdng tac quan tri sé khé
khan hon.

- Chi phi cac thiét bi mang MAN twong dbi dat tién.

I1.3. Mang dién rong WAN (Wide Area Network)

Mang WAN bao pht vung dia ly rong 1&n c6 thé la mét qubce gia, mét luc dia hay toan cdu. Mang WAN
thwong 1a mang cla cac cong ty da qudc gia hay toan ciu, dién hinh la mang Internet. Do pham vi
rong lén cia mang WAN nén théng thwong mang WAN 1a tap hop cac mang LAN, MAN ndi lai voi
nhau b&ng cac phwong tién nhu: vé tinh (satellites), séng viba (microwave), cap quang, cap dién
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DPac diém cia mang WAN:

- Bang thoéng thap, dé mét két ndi, thuworng chi phu hop véi cac (rng dung offline nhu e-mail, web, ftp

- Pham vi hoat déng réng I&n khdng gidi han.
- Do két ndi cta nhiéu LAN, MAN lai v&i nhau nén mang rat phirc tap va co tinh toan cau nén
thwong 1a ¢6 td chire quéc té dirng ra quan tri.

- Chi phi cho c4c thiét bi va cac cong nghé mang WAN réat dat tién.

San Francisco Office Boston Office

Hinh 1.2 — M6 hinh mang dién réng (WAN)

Il.4. Mang Internet

Mang Internet la trudng hop dac biét ciia mang WAN, né cung cap cac dich vu toan ciu nhw mail,
web, chat, ftp va phuc vu mién phi cho moi nguoi.

. CAC MO HINH XU’ LY MANG
Co ban co ba loai mé hinh xt& ly mang bao gém:

- M6 hinh x& ly mang tap trung

- M6 hinh x& ly mang phan phbi

- M6 hinh x* ly mang cong tac.

lIl.1. M6 hinh xtr ly mang tap trung

Toan b6 cac tién trinh x( ly dién ra tai may tinh trung tam. Cac may tram cudi (terminals) dwoc nbi
mang v&i may tinh trung tdm va chi hoat ddng nhw nhirng thiét bi nhap xuét div liéu cho phép nguoi
dung xem trén man hinh va nhap liéu ban phim. Cac may tram dau cudi khéng lwu triv va xt ly di liéu.
M6 hinh xt& ly mang trén cé thé trién khai trén hé théng phan cirng hodc phan mém dwoc cai dat trén
server.

Uu diém: di liéu dwoc bao mat an toan, dé backup va diét virus. Chi phi cho cac thiét bj thap.

Khuyét diém: khé dap rng dwoc cac yéu cau cta nhidu (rng dung khac nhau, tbc d6 truy xuat cham.
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Mainframe or Minicomputer
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Terminal Terminal Terminal Terminal Terminal
Hinh 1.3 — M6 hinh xt ly mang tap trung
lI1.2. M hinh x& ly mang phan phéi
Céac may tinh c6 kha ndng hoat déng doc lap, cac cong viéc duoc tach nhd va giao cho nhidu may tinh

khac nhau thay vi tap trung x& ly trén may trung tam. Tuy di liéu dwgc x& ly va lwu trir tai may cuc bd
nhwng cac may tinh nay duwoc ndi mang véi nhau nén ching cé thé trao déi div liéu va dich vu.

Uu diém: truy xuat nhanh, phan Ién khéng gi¢i han cac ing dung.

Khuyét diém: div liéu lwu triy roi rac khé ddng bd, backup va rat dé nhiém virus.

t 11
2 2

Hinh 1.4 — M6 hinh x& ly mang phan phdi

l11.3. M6 hinh xtr ly mang cong tac.
M6 hinh xt ly cong tac bao gdm nhidu may tinh c6 thé hop tac dé thwe hién mot cong viéc. Mot may
tinh c6 thé mwon nang lwc xt ly bdng cach chay cac chwong trinh trén cac may nam trong mang.

Uu diém: rat nhanh va manh, cé thé dung dé chay cac (rng dung c6 cac phép toan I6n.

Khuyét diém: cac di¥ lieu dwoc lwu trik trén cac vi tri khac nhau nén rat khé ddng bd va backup, kha
ndng nhiém virus rat cao.
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IV. CAC MO HiNH QUAN LY MANG

IV.1. Workgroup

Trong md hinh nay cac may tinh cé quyén han ngang nhau va khéng cé cac may tinh chuyén dung lam
nhiém vu cung cép dich vu hay quan ly. Cac may tinh tw bdo mat va quan ly cac tai nguyén cuda riéng
minh. Béng thdi cac may tinh cuc bd nay cling tw chirng thwe cho ngudi dung cuc bo.

IV.2. Domain

Nguwoc lai véi mo hinh Workgroup, trong mé hinh Domain thi viéc quan ly va chirng thwc nguwoi dung
mang tap trung tai may tinh Primary Domain Controller. Cac tai nguyén mang ciing dwgc quan ly tap
trung va cap quyén han cho tivng nguoi ding. Luc do trong hé thdng cé cac may tinh chuyén dung lam
nhiém vu cung cap cac dich vu va quan ly cac may tram.

V. CAC MO HINH I’NG DUNG MANG

V.1. Mang ngang hang (peer to peer)

Mang ngang hang cung cép viéc két ndi co ban gitra cac may tinh nhung khéng cé bat ky mét may tinh
nao doéng vai trd phuc vu. Mot may tinh trén mang cé thé vira la client, vira 1a server. Trong moi
trwdng nay, ngwoi dung trén tirng may tinh chiu trach nhiém diéu hanh va chia sé cac tai nguyén cua
may tinh minh. M& hinh nay chi phu hop véi cac té chirc nhd, sé ngudi gidi han (théng thuéng nhé
hon 10 nguoi), va khéng quan tdm dén van dé& bao mat. Mang ngang hang thudng dung cac hé diéu
hanh sau: Win95, Windows for workgroup, WinNT Workstation, Win2000 Proffessional, OS/2...

Uu diém: do mé hinh mang ngang hang don gidn nén dé cai d&t, t6 chirc va quan tri, chi phi thiét bi
cho mé hinh nay théap.

Khuyét diém: khéng cho phép quan ly tap trung nén dir liéu phan tan, kha nang bao mat thap, rat dé bi
xam nhap. C4c tai nguyén khong duwoc sap xép nén rat kho dinh vi va tim kiém.

Hinh 1.5 — M6 hinh (*ng dung mang ngang hang (Peer-to-Peer)
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V.2. Mang khach chu (client- server)
Trong mé hinh mang khach chi c6 mét hé théng may tinh cung cép céc tai nguyén va dich vu cho ca
hé théng mang st dung goi la cac may chu (server). Mot hé théng may tinh st dung cac tai nguyén va
dich vu nay dwoc goi la may khach (client). Cac server thwéng cé cau hinh manh (tdc do xt& ly nhanh,
kich thwéc lwu triv I16n) hodc la cac may chuyén dung. Dwa vao chirc ndng cé thé chia thanh cac loai
server nhu sau:

- File Server: phuc vu cac yéu cau hé théng tap tin trong mang.

- Print Server: phuc vu cac yéu cau in 4n trong mang.

- Application Server: cho phép cac (rng dung chay trén cac server va tra vé két qua cho client.

- Mail Server: cung c4p cac dich vu vé g&i nhan e-mail.

- Web Server: cung cép céc dich vu vé web.

- Database Server: cung cap cac dich vu vé lwu triv, tim kiém théng tin.

- Communication Server: quan ly cac két ndi tir xa.
Hé diéu hanh mang dung trong md hinh client - server |a WinNT, Novell NetWare, Unix, Win2K...

Wu diém: do cac di lieu dwoc lwu triv tadp trung nén dé bdo mat, backup va déng bd v&i nhau. Tai
nguyén va dich vu dwoc tap trung nén dé chia sé va quan ly va cé thé phuc vu cho nhiéu ngudi dung.

Khuyét diém: cac server chuyén dung rat dat tién, phai cé nha quan tri cho hé théng.

l
i

Hinh 1.6 — M6 hinh (*ng dung mang khach cha (Client-Server)

VI. CAC DICH VU MANG
Céc dich vu mang phé bién nhét la:
- Dich vuy tap tin.
- Dich vyin an.
- Dich vu thdong diép.
- Dich vu thv muc.
- Dich vy trng dung.
- Dich vu co s& div liéu.
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Dich vu Web.
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VI.1. Dich vu tap tin (Files Services)

Dich vu tap tin cho phép cac may tinh chia sé cac tap tin, thao tac trén cac tap tin chia sé nay nhw: lwu
trr, tim kiém, di chuyén...

Truyén tap tin: khéng cé mang, cac kha ndng truyén tai tap tin gitra cac may tinh bi han ché. Vi du nhw
ching ta mudn sao chép mét tap tin tir may tinh cuc bdé & Viét Nam sang mot may tinh server dat tai
Phap thi ching ta dung dich vu FTP dé sao chép. Dich vu nay rat phé bién va don gian.

Lwu trir tp tin: phan I&n cac dir liéu quan trong trén mang déu dwoc lwu trir tAp trung theo nhiéu cach
khac nhau:

Lwu tri trwc tuyén (online storage): di¥ liéu dwoc lwu triv trén dia clirng nén truy xuét dé dang, nhanh
choéng, bat ké thdi gian. Nhung phuong phap nay cé6 mét khuyét diém la chung khéng thé thao roi dé
trao dbi hoac lwu trir tach roi, ddng thdi chi phi lwu trir mdt MB di liéu twong dbi cao.

Lwu trlr ngoai tuyén (offline storage): thwong ap dung cho div liéu it khi can truy xuét (lwu triv,
backup). Cac thiét bj phé bién dung cho phuong phap nay la bang ti, dia quang.

Lwu tri® can tuyén (near- line storage): phwong phap nay gitp ta khac phuc dwgc tinh trang truy xuét
cham cta phwong phap Iwu trir ngoai tuyén nhwng chi phi lai khéng cao dé 1a ching ta dung thiét bi
Jukebox dé tw ddong quan ly cac bang tir va dia quang.

Di tra di¥ liéu (data migration) 1a cong nghé tw ddong doi cac div liéu it dung tir kho lwu triy trwc tuyén
sang kho lwu tri¥ can tuyén hay ngoai tuyén. N&i cach khac day la qua trinh chuyén cac tap tin tir dang
Iwu trlr nay sang dang lwu trir khac.

Déng bd hoa viéc cap nhat tap tin: dich vu nay theo déi cac thay ddi khac nhau lén cung moét tap tin dé
dam bao rang tat cd moi ngwdi dung déu c6 ban sao méi nhat cla tap tin va tap tin khéng bi héng.

Sao lwu dy phong (backup) la qua trinh sao chép va lwu trir mot ban sao dir liéu tir thiét bi lwu tri
chinh. Khi thiét bi lwu trir chinh c6 sw ¢ thi ching ta dung ban sao nay dé phuc hdi di liéu.

VI.2. Dich vu in an (Print Services)

Dich vu in 4n 1& mét tng dung mang diéu khién va quan ly viéc truy cap cac may in, may fax mang.
Cac loi ich cta dich vu in an:

Giam chi phi cho nhiéu ngudi co thé chia nhau dung chung cac thiét bj dat tién nhw may in mau, may
v&, may in kho gidy Ion.

Tang dd linh hoat vi cac may tinh cé thé d&t bat ky noi nao, ch khéng chi dat canh PC clia nguoi
dung.

Dung co ché hang doi in dé an dinh mdrc dd wu tién ndi dung nao dugc in trwde, ndi dung ndo duoc in
sau.

VI.3. Dich vu théng diép (Message Services)

La dich vu cho phép g&i/nhan cac thw dién t& (e-mail). Céng nghé thw dién t& nay ré tién, nhanh
chéng, phong phu cho phép dinh kém nhiéu loai file khac nhau nhw: phim anh, am thanh... Ngoai ra
dich vu nay con cung cap cac rng dung khac nhu: thu thoai (voice mail), cac ’ng dung nhém lam viéc
(workgroup application).
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V1.4. Dich vu thw muc (Directory Services)

Dich vu nay cho phép tich hop moi théng tin vé cac dbi twong trén mang thanh mét cau tric thw muc
dung chung nh& dé ma qua trinh quan ly va chia sé tai nguyén tr& nén hiéu qua hon.

VL.5. Dich vu trng dung (Application Services)

Dich vu nay cung cap két qua cho cac chuong trinh & client bang cach thuc hién cac chwong trinh
trén server. Dich vu nay cho phép cac rng dung huy déng nang lwc cla cac may tinh chuyén dung
khac trén mang.

VI.6. Dich vu co’ s& dir liéu (Database Services)

Dich vu co s& di¥ liéu thwe hién cac chirc nang sau:

- Bao mat co s& div liéu.

- Téi wu héa tién trinh thwc hién cac tac vu co sé di liéu.

- Phuc vu sb lwgng ngwéi dung Ién, truy cap nhanh vao cac co s& di liéu.

- Phan phéi di¥ liéu qua nhiéu hé phuc vu CSDL.

VL.7. Dich vu Web

Dich vu nay cho phép tat cd moi ngudi trén mang cé thé trao ddi cac siéu van ban véi nhau. Cac siéu
ban nay co6 thé chva hinh anh, am thanh gilp cac nguwdi ding cé thé trao dbi nhanh théng tin va séng
déng hon.

VIl. CAC LOI1iCH THUC TE CUA MANG.

VIL.1.Tiét kiém dwoc tai nguyén phan cirng.

Khi cac may tinh ctia moét phong ban dwoc ndi mang véi nhau thi ching ta cé thé chia sé nhirng thiét bi
ngoai vi nhw may in, may FAX, 6 dla CDROM... Thay vi trang bi cho tirng may PC thi théng qua mang
chung ta c6 thé dung chung cac thiét bi nay.

Vi du 1: trong moét phong may thwe hanh cé khodng 30 may, néu trang bi cho tat cd cac may tram co
dia cirng thi rat phi ma chang ta lai khéng tan dung dwoc hét ndng suét cia cac dia clrng do. Giai
phap tap trung tt ca cac rng dung vao server va dung cong nghé mang bootrom dé& chay cac may
tram sé& lam gidm chi phi phan cirng dong thoi tién dung cho céng tac quan tri phong may han ché
dworc tinh trang cac hoc vién vo tinh lam hédng cac may tram.

Vi du 2: Mét cong ty mudn rang tat ca cac phong ban déu dwoc st dung Internet théng qua modem va
dwéng dién thoai. Néu chung ta trang bi cho méi phong ban 1 modem va 1 dwdng dién thoai thi khéng
kha thi vi vay chang ta phai tan dung co s& ha tadng mang dé chia s& 1 modem va duwdng dién thoai
cho ca cong ty déu cé thé truy cap Internet.
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VIl.2. Trao déi dir liéu tr& nén dé dang hon.

Theo phuwong phéap truyén théng mudn chép di liéu gitra hai may tinh chidng ta dung dia mém hodc
dung céap link dé& néi hai may lai v&i nhau sau dé chép div liéu. Chung ta thay réng hai giai phap trén sé
khéng thuc té néu mot may dat tai tAng trét va mot may dat tai tang 5 trong mét tdoa nha. Viéc trao dbi
dir liéu gitra cac may tinh ngay cang nhiéu hon, da dang hon, khoang cach gitra cac phong ban trong
codng ty ngay cang xa hon nén viéc trao déi di¥ liéu theo phuong thirc truyén thdng khéng con duoc ap
dung nira, thay vao dé la cac may tinh nay duoc ndi véi nhau qua cdng nghé mang.

VII.3.Chia sé rng dung.

Cac rng dung thay vi trén tirng may tram chung ta sé cai trén mot may server va cac may tram dung
chung trng dung dé trén server. Luc dé ta tiét kiem dworc chi phi ban quyén va chi phi cai dat, quan tri.

VIl.4.Tap trung dir liéu, bao mat va backup tot.

Déi v&i cac cong ty I&n div liéu lwu trir trén cac may tram rdi rac dé dan dén tinh trang hu héng théng
tin va khéng dwoc bao mat. Néu cac div liéu nay dworc tap trung vé server dé tién viéc bao mat, backup
va quét virus.

VIL.5.Str dung cac phan mém trng dung trén mang.

Nh& cac cong nghé mang ma cac phan mém ng dung phat trién manh va dwoc ap dung vao nhiéu
[inh vwe nhw hang khéng (phan mém ban vé may bay tai cac chi nhanh), dwéorng sét (phan mém theo
déi dang ky vé va ban vé tau), cip thoat nwéc (phan mém quan ly cong ty cap thoat nwéc thanh phd)...

VII.6.Str dung cac dich vu Internet.

Ngay nay Internet rat phat trién, tat cd moi ngudi trén thé gi¢i déu co thé trao ddi E-mail véi nhau mét
cach dé& dang hodc c6 thé trd chuyén véi nhau ma chi phi rat thap so véi phi vién théng. Dong thoi cac
coéng ty cling dung cdng nghé Web dé quang cdo san phdm, mua ban hang héa qua mang (thwong
mai dién tc) ...

Dwa trén co s& ha ting mang ching ta c6 thé xay dwng cac hé théng (rng dung Ién nhw chinh pha
dién t&r, thwong mai dién t&, dién thoai Internet nham gidm chi phi va tdng kha nang phuc vu ngay
cang tét hon cho con nguoi.
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o _Bai 2
MO HINH THAM CHIEU OSI

Tom tat
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Muc tiéu Cac muc chinh CETRET LT CETRETHET
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TCP/IP va qua trinh x& 1y, | 11|, M hinh tham chiéu TCP/IP.
van chuyén cua mét goi
tin ...
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. MO HINH OSI.

.1. Khai niém giao thirc (protocol).
La quy tic giao tiép (tiéu chuén giao tiép) gitra hai hé thdng giup chung hiéu va trao dbi dir liéu duwoc
v&i nhau.

Vi du: Internetwork Packet Exchange (IPX), Transmission control protocol/ Internetwork
Protocol (TCP/IP), NetBIOS Extended User Interface (NetBEUI)...

.2. Cac té chirc dinh chuan.

ITU (International Telecommunication Union): Hiép hoi Vién théong quéc té.
IEEE (Institute of Electrical and Electronic Engineers): Vién cac ki sw dién va dién tir.

ISO (International Standardization Organization): Té chirc Tiéu chudn qudc té, tru s& tai Geneve,
Thuy ST. Vao nam 1977, ISO dwoc giao trach nhiém thiét ké mot chuan truyén théng dua trén Ii thuyét
vé kién tric cac hé théng mé lam co s& dé thiét ké mang may tinh. M6 hinh nay cé tén 1a OSI (Open
System Interconnection - twong két cac hé théng mé)

1.3.  M®é hinh OSI.

M6 hinh OSI (Open System Interconnection): Ia mé hinh dwoc td chirc ISO d& xuét tir 1977 va cong

bd 14n dau vao 1984. D& cac may tinh va cac thiét bi mang cé thé truyén thdng véi nhau phai cé nhivng

qui tc giao tiép dwoc cac bén chap nhan. M6 hinh OSI la mét khudn mau gitp chang ta hiéu di liéu di

xuyén qua mang nhw thé nao ddng thoi ciling gitp ching ta hiéu dwoc cac chirc ndng mang dién ra tai

méi 16p.

Trong mé hinh OSI c6 bay I&p, mdi I&p md td moét phan chirc ndng doc lap. Sy tach I1&p clia mé hinh

nay mang lai nhirng lgi ich sau:

- Chia hoat déng théng tin mang thanh nhirtng phan nhd hon, don gidn hon gitp ching ta dé& khao
séat va tim hiéu hon.

- Chuan hoéa cac thanh phan mang dé& cho phép phat trién mang t& nhiéu nha cung cap san pham.

- Ngan chan duoc tinh trang sw thay déi cia mét I1&6p lam anh hwéng dén cac 16p khac, nhu vay

giup méi I&p co thé phat trién ddc lap va nhanh chéng hon.

M6 hinh tham chiéu OSI dinh nghta cac qui tdc cho cac néi dung sau:

Céch thire céac thiét bi giao tiép va truyén théng dwoc véi nhau.

- Céc phwong phap dé cac thiét bi trén mang khi nao thi dwoc truyén di liéu, khi nao thi khong
dworc.

- Céc phuong phap dé dam bao truyén dung di liéu va dang bén nhan.

Céch thire van tai, truyén, sép xép va két ndi véi nhau.

Céch thirc d&m bao cac thiét bi mang duy tri tbc d6 truyén dir liéu thich hop.
- Céach biéu dién mét bit thiét bi truyén dan.

M6 hinh tham chiéu OSI dwoc chia thanh bay 16p véi cac chirc nang sau:
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Application Layer (I&p (*ng dung): giao dién gilra rng dung va mang.
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- Presentation Layer (I&p trinh bay): thoa thuan khuén dang trao déi di liéu.

- Session Layer (I&p phién): cho phép nguoi dung thiét 1ap cac két ndi.

- Transport Layer (I6p van chuyén): ddm bao truyén théng gitra hai hé théng.

- Network Layer (I&p mang): dinh hwéng di liéu truyén trong méi treéng lién mang.
- Data link Layer (16p lién két dir liéu): xac dinh viéc truy xuat dén cac thiét bi.

- Physical Layer (I&p vat ly): chuyén déi di¥ liéu thanh cac bit va truyén di.

Appiication, |« EE——— +[ Application
: }
W -
[ B
3
e irual
;p T Communication
W -
Computer A 3 Computer B
Data-link - .

Hinh 2.1 — M6 hinh tham chiéu OSI

4. Chirc nang cua cac I&p trong md hinh tham chiéu OSI

Lép ng dung (Application Layer): la giao dién giira cac chwong trinh (’ng dung clia ngwoi dung va
mang. Lép Application x( ly truy nhap mang chung, kiém soat ludng va phuc héi I16i. Lép nay khéng
cung cap céc dich vu cho I&p nao ma né cung cép dich vu cho cac ing dung nhu: truyén file, g&i nhan
E-mail, Telnet, HTTP, FTP, SMTP...

L&p trinh bay (Presentation Layer): [&p nay chiu trach nhiém thwong lwong va xac lap dang thirc di
liéu dwoc trao ddi. N6 ddm bao théng tin ma 1&p trng dung cia mot hé théng dau cudi g&i di, I6p tng
dung cla hé théng khac co6 thé doc dwoc. Lép trinh bay théng dich gitra nhiéu dang di liéu khac nhau
théng qua modt dang chung, déng thdi nd cling nén va giai nén dir liéu. Thi tw byte, bit bén g&i va bén
nhan qui wéc qui tdc g&i nhan mot chudi byte, bit tir trai qua phai hay tlr phai qua trai. Néu hai bén
khong thdng nhét thi s& c6 sw chuyén ddi thir tw cac byte bit vao trwdc hodc sau khi truyén. Lép
presentation ciing quan ly cac cap dd nén di liéu nham giam sb bit can truyén. Vi du: JPEG, ASCCI,
EBCDIC....

Lép phién (Session Layer): 1&p nay c6 chirc ndng thiét 1ap, quan ly, va két thac cac phién thong tin
gitva hai thiét bi truyén nhan. L&p phién cung cap céac dich vu cho I&p trinh bay. Lép Session cung cap
sy dbng bod héa gitva cac tdc vu ngwdi dung bang cach dat nhivng diém kiém tra vao ludng div liéu.
B&ng cach nay, néu mang khong hoat ddng thi chi c6 di¥ liéu truyén sau diém kiém tra cudi cing maoi
phai truyén lai. L&p nay ciing thi hanh kiém soat hdi thoai gitra cac qua trinh giao tiép, diéu chinh bén
nao truyén, khi nao, trong bao lau. Vi du nhu: RPC, NFS,... Lép nay két ndi theo ba cach: Haft-duplex,
Simplex, Full-duplex.

L&p van chuyén (Transport Layer): I&p van chuyén phan doan di liéu tr hé théng may truyén va tai
thiét 1ap di lieu vao mot lubng div liéu tai hé thdng may nhan dam bao réng viéc ban giao cac théng
diép gitra cac thiét bi dang tin cay. D liéu tai I&p nay goi |a segment. Lop nay thiét 1ap, duy tri va két
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thuc cac mach 4o ddm bao cung cép céac dich vu sau:
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- Xép thr tw cac phan doan: khi mot théng diép I&n duwoc tach thanh nhiéu phan doan nhé &t
giao, 1&p van chuyén sé sdp xép thr tw cac phan doan truwdc khi rap néi cac phan doan thanh
théng diép ban dau.

- Kiém soat 16i: khi co6 phan doan bj that bai, sai hodc trung Iap, I&p van chuyén sé yéu cau truyén
lai.

- Kiém soat ludng: I&p van chuyén dung cac tin hiéu bdo nhan dé& xac nhan. Bén gt sé& khong
truyén di phan doan dir liéu ké tiép néu bén nhan chwa gdi tin hiéu xac nhan rang da nhan dwoc
phan doan di liéu trwdc dé day da.

Lép mang (Network Layer): I&¢p mang chiu trach nhiém lap dia chi cac thong diép, dién dich dia chi va
tén logic thanh dia chi vat ly ddng th&i nd cling chiu trach nhiém gé&i packet tir mang ngudén dén mang
dich. L&p nay quyét dinh dwong di tr may tinh ngudn dén may tinh dich. N6 quyét dinh div liéu sé
truyén trén dwdng nao dwa vao tinh trang, wu tién dich vu va cac yéu té khac. N6 ciing quan ly lwu
lwong trén mang chang han nhw chuyén dbi goi, dinh tuyén, va kiém soat sw tdc nghén di liéu. Néu bo
thich (’ng mang trén bo dinh tuyén (router) khéng thé truyén da doan di liéu ma may tinh ngudn g&i di,
I6p Network trén bd dinh tuyén sé chia di liéu thanh nhitng don vi nhd hon, néi cach khac, néu may
tinh nguén gé&i di cac goi tin cé kich thwéc la 20Kb, trong khi Router chi cho phép cac gai tin ¢6 kich
thwoe la 10Kb di qua, thi luc d6 16p Network clia Router sé& chia géi tin ra lam 2, méi goi tin co kich
thuwec 1a 10Kb. O dau nhan, I&p Network rap ndi lai dir liéu. Vi du: mét sb giao thirc Iop nay: IP, IPX,...
D liéu & l&p nay goi packet hoac datagram.

Lép lien két div liéu (Data link Layer): cung cap kha ndng chuyén di liéu tin cay xuyén qua moét lién
két vat ly. Lép nay lién quan dén:

- Diachivatly.

- M6 hinh mang.

- Co ché truy cap dwong truyén.

- Théng béo 16i.

- Th tw phan phéi frame.

- Diéu khién dong.

Tai I6p data link, cac bit dén tr 16p vat ly dwoc chuyén thanh cac frame di liéu béng cach dung moét
sb nghi thirc tai I&p nay. Lép data link dwoc chia thanh hai I&p con:

- Lo&p con LLC (logical link control).

- L&p con MAC (media access control).

Lép con LLC 1a phan trén so v&i cac giao thire truy cap dwdng truyén khac, né cung cdp sw mém déo
vé giao tiép. B&i vi I6p con LLC hoat ddng ddc lap véi cac giao thirc truy cap dwdng truyén, cho nén
cac giao thire 16p trén hon (vi du nhw IP & I&6p mang) c6 thé hoat ddng ma khéng phu thudc vao loai

phuwong tién LAN. Lép con LLC cé thé 1é thudc vao céac lép thap hon trong viéc cung cép truy cap
dwéng truyén.

Lép con MAC cung cép tinh thi tw truy cap vao méi truérng LAN. Khi nhiéu tram cung truy cap chia sé
méi trwéng truyén, dé dinh danh méi tram, 1&p cho MAC dinh nghia mét trwéng dia chi phan cing, goi
la dia chi MAC address. Dia chi MAC 1a mét con sb don nhat dbi véi méi giao tiép LAN (card mang).
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L&p vat ly (Physical Layer): dinh nghia cac qui cach vé dién, co, tha tuc va cac dac ta chirc nafg<
kich hoat, duy tri va divrng mot lién két vat ly gilba cac hé thong dau cudi. Mét sO cac dac diém trong lop
vat ly nay bao gom:

- Mc dién thé.

- Khoang thoi gian thay dbi dién thé.

- Tbc dd di liéu vat ly.

- Khoang dudng truyén téi da.

- Céc dau nébi vat ly.

.  QUA TRINH XU LY VA VAN CHUYEN CUA MOT GOI DU LIEU.

Aplcation 17| Deta I Apicin o] 4
Preseriztion 16| 17| Deta Preseriztion 16| 17| Data

Sessin 15| 16|17 | Data Sesson 15|16 17| Daa
Tersot 14| 15|16 17| Dta @Traspm 14{15|16( 17| Deta (@)
Newok  [13{14] 15| 16( 17| petm Nwok | 13| 14|15 16[ 17| Deta
DetaLirk |L2H| 13| 14| 15| 16 17 | Deta | L2 DetaLink | L2 13| 14| 15| 16| 17 | Dt | 1244
Fscd |L2H| 13| 14]1515| 17| Daa| L2 S L s |12 13 14] 15| 16| 17 | Do L] |

@@‘ >ﬁ@

Hinh 2.2 — Qua trinh x& ly va van chuyén cla goi tin

I1.1. Qua trinh déng go6i dir liéu (tai may guwi)

Doéng goi div liéu 1a qua trinh dat di liéu nhan dwoc vao sau header (va trwédc trailer) trén méi 16p.
L&p Physical khong dong goi dir liéu vi né khéng dung header va trailer. Viéc dong goi div liéu khéng
nhéat thiét phai xay ra trong méi lan truyén div liéu cta trinh &ng dung. Céc I&p 5, 6, 7 sir dung header
trong qua trinh kh&i dong, nhwng trong phan I&n cac 1an truyén thi khéng cé header cta lép 5, 6, 7 Iy
do 1a khéng cé théng tin mai dé trao dbi.

|7 | Application | <e— —>| Application

[6 |Presentation | «— D3 L_5 | Presentation

| 5| Session Session

[Zj Transport ]-(Mp[ Transport ]
Ej Network ]4‘%}[ Network ]

Ej Data Link ]..;lF’E'—JL,.[ Data Link ]

1 Physical l—_: L_Bis | :' Physical I
b= ;

oy

N
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Hinh 2.3 — Tén goi di¥ liéu & cac tang trong md hinh OSI
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Cac di¥ liéu tai may gtri dwoe xir ly theo trinh ty nhw sau:

- Nguwoi dung théng qua I6p Application dé dua cac thong tin vao may tinh. Cac théng tin nay cé
nhiéu dang khac nhau nhw: hinh anh, am thanh, van ban...

- Tiép theo cac thong tin d6 dwoc chuyén xudng Iép Presentation dé chuyén thanh dang chung, roi
ma hoa va nén dir liéu.

- Tiép d6 div liéu dwoc chuyén xubng I&p Session dé bd sung cac thdng tin vé phién giao dich nay.

- D@ liéu tiép tuc dwoc chuyén xubng I6p Transport, tai I&p nay di¥ liéu dwoc cét ra thanh nhiéu
Segment va bo sung thém cac théng tin vé phwong thirc van chuyén di liéu dé dam bao dd tin
cay khi truyéen.

- D@ liéu tiép tuc duwoc chuyén xubng I16p Network, tai I&p nay méi Segment dwoc cét ra thanh
nhiéu Packet va bd sung thém cac théng tin dinh tuyén.

- Tiép d6 dir liéu dwoc chuyén xubng Iép Data Link, tai I&p nay méi Packet sé dwoc cét ra thanh
nhiéu Frame va bd sung thém cac thong tin kiém tra goi tin (dé kiém tra & noi nhan).

- Cubi cung, mdi Frame sé& duoc tAng Vat Ly chuyén thanh mét chudi cac bit, va duwoc day 1én cac
phwong tién truyén dan dé truyén dén cac thiét bi khac.

I1.2. Qua trinh truyén dir liéu ttr may gri dén may nhan.

Bwdc 1: Trinh (’ng dung (trén may givi) tao ra di¥ liéu va cac chwong trinh phan cirng, phan mém cai

dat mbi I6p sé& bd sung vao header va trailer (qua trinh dong goi div liéu tai may guvi).

Buwdc 2: Lop Physical (trén may glvi) phat sinh tin hiéu 1én méi trudng truyén tai dé truyén di liéu.

Buwaéc 3: Lép Physical (trén may nhan) nhan dir liéu.

Buwéc 4: Cac chwong trinh phan cing, phdn mém (trén may nhan) g& bd header va trailer va xt ly

phan di liéu (qua trinh x& ly di liéu tai may nhan).

Gilra budc 1 va bwéc 2 1a qua trinh tim dwéng di clia goi tin. Thong thwdng, may gl da biét dia chi IP

clia may nhan. Vi thé, sau khi xac dinh dwoc dia chi IP ctia may nhan thi I&p Network clia may glri sé
so sanh dia chi IP ctia may nhan va dia chi IP cta chinh né:

- Néu cung dia chi mang thi may glvi sé& tim trong bang MAC Table cGa minh dé cé dwoc dia chi
MAC cua may nhan. Trong trwdng hop khéng cé dugce dia chi MAC twong (rng, né sé thwc hién
giao thirc ARP dé truy tim dia chi MAC. Sau khi tim dwoc dia chi MAC, né sé lwu dia chi MAC nay
vao trong bang MAC Table dé I&p Datalink st dung & cac lan glvi sau. Sau khi c6 dia chi MAC thi
may glri sé g&i goi tin di (giao thirc ARP sé dwoc néi thém trong chuwong 6).

- Néu khac dia chi mang thi may glvi sé& kiém tra xem may cé dwoc khai bao Default Gateway hay
khong.

+ Néu c6 khai bao Default Gateway thi may gt sé g&i goi tin thdng qua Default Gateway.

+ Néu khoéng c6 khai bao Default Gateway thi may gd&i sé loai bd géi tin va thdng bao
"Destination host Unreachable"

I1.3. Chi tiét qua trinh xt ly tai may nhan

Bwéce 1: Lép Physical kiém tra qua trinh dé”)ng bo bit va dat chudi bit nhan dwoc vao vung dém. Sau do
théng bao cho I&p Data Link di¥ liéu da dwoc nhan.
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Buwdc 2: Lép Data Link kiém 16i frame bang cach kiém tra FCS trong trailer. Néu c6 16i thi frame5roo-
Sau d6 kiém tra dia chi I&p Data Link (dia chi MAC) xem ¢6 trung véi dia chi may nhan hay khéng.
Néu ding thi phan dir liéu sau khi loai header va trailer sé dwoc chuyén lén cho 1&p Network.

Budc 3: Dia chi 16p Network duoc kiém tra xem cé phai la dia chi may nhan hay khéng (dia chi IP) ?
Néu dung thi di¥ liéu dwoc chuyén 1&én cho I&p Transport x( ly.

Budc 4: Néu giao thirc 16p Transport cé hd tro viéc phuc hdi 16i thi sé dinh danh phan doan duoc xt
ly. Cac théng tin ACK, NAK (goi tin ACK, NAK dung dé phan héi vé viéc cac goéi tin da duwoc géi dén
may nhan chwa) ciing duwgc xt ly & 1&p nay. Sau qua trinh phuc héi 16i va sép th tw cac phan doan,
d liéu dwoc dwa Ién IGp Session.

Budc 5: Lop Session dam bao mét chubi cac théng diép da tron ven. Sau khi cac Iu6ng da hoan tat,
I&p Session chuyén di¥ liéu sau header |1&p 5 I&n cho I16p Presentation xur ly.

Budc 6: D liéu sé dwoc Idp Presentation x(r ly bang cach chuyén dbi dang thirc div liéu. Sau d6 két
qua chuyén 1&n cho I&6p Application.

Buwéc 7: Lop Application xtr ly header cubi cung. Header nay chira cac tham sé thoa thuan gitra hai
trinh ng dung. Do vay tham sb nay thwdng chi dwoc trao dbi luc khéi ddng qua trinh truyén théng
gitra hai trinh &ng dung.

. MO HINH THAM CHIEU TCPI/IP.

lll.1. Vai tro ctia md hinh tham chiéu TCPI/IP.

Céc bd phan, van phong ctia Chinh phi Hoa Ky da nhan thirc dwoc sw quan trong va tiém nang cta ki
thuat Internet tlr nhidu ndm truée, cling nhw da cung cap tai chanh cho viéc nghién clru, dé thuc sy cod
dwoec mdt mang Internet toan cau. Sv hinh thanh ki thuat Internet 1a két qua nghién ctru duwdi s tai tro
cta Defense/Advanced Research Projects Agency (ARPA/DARPA). Ki thuat ARPA bao gdm mét
tap hop cla cac chuan mang, dac ta chi tiét cach th&rc ma cac may tinh théng tin lién lac v&i nhau,
cling nhw cac quy wéc cho cac mang interconnecting va dinh tuyén giao théng. Tén chinh thic la
TCPIIP Internet Protocol Suite va thwong dwoc goi 1a TCP/IP, cé thé dung dé théng tin lién lac qua
tap hop bét ky cac mang interconnected. N6 c6 thé dung dé lién két mang trong mét cong ty, khéng
nhét thiét phai néi két véi cac mang khac bén ngoai.

lIl.2. Cac I&p cta md hinh tham chiéu TCP/IP.

Applicatiom

Trahsport

Fdemet

Hebarork
Trterface

Hinh 2.4 — Mé hinh tham chiéu TCP/IP

M6 hinh tham chiéu TCP/IP twong tw nhu kién tric OSI, sau day 1a mét sé tinh chat clia cac I6p trong
md hinh tham chiéu TCP/IP:
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Lop Application: quan ly cac giao thire, nhw hé tro viéc trinh bay, ma hoa, va quan ly cué ot
Lép Application ciing hé tro nhiéu (ng dung, nhu: FTP (File Transfer Protocol), HTT

(Hypertext Transfer Protocol), SMTP (Simple Mail Transfer Protocol), DNS (Domain Name
System), TFTP (Trivial File Transfer Protocol).

Lép Transport: ddm nhiém viéc van chuyén tr ngudn dén dich. TAng Transport ddm nhiém viéc
truyén di liéu théng qua hai nghi thirc: TCP (Transmission Control Protocol) va UDP (User
Datagram Protocol).

Lép Internet: ddm nhiém viéc chon lwa dwédng di tét nhat cho cac gai tin. Nghi thire dwoc st dung
chinh & tang nay la nghi thirc IP (Internet Protocol).

Lép Network Interface: co tinh chat twong tw nhw hai Iép Data Link va Physical cia kién tric
Osl.

l11.3. Cac bwéc dong goi dir liéu trong mo hinh TCP/IP.

1. Application
2. m Transport

3. | IP ITCP IData | Internet

Network
Interface

4. ||.H| P |TCP|Data|LH|

5. 4}

Hinh 2.5 — Cac bwé&c dong goi trong md hinh TCP/IP

lll.4. So sanh mé hinh OSI va TCP/IP.

OSlI TCP/IP NetWare
Application
Presentation Application SAP, NCP
Session
Transport TCP UDP SPX
Network IP, ARP, ICMP IPX
Data Link
MAC
Physical Network Interface Protocols

Hinh 2.6 — So sanh mé hinh OSI va mé hinh TCP/IP

Céc diém giébng nhau:

Ca hai déu c6 kién truc phan 16p.

DPéu co 16p Application, mdc du cac dich vu & méi I&p khac nhau.
DPéu c6 cac |6p Transport va Network.

S dung ki thuat chuyén packet (packet-switched).

Cac nha quan tri mang chuyén nghiép can phai biét rd hai mé hinh trén.

Cac diém khac nhau:

M6 hinh TCP/IP két hop I1&6p Presentation va I&p Session vao trong |&p Application.
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M6 hinh TCP/IP két hop I&6p Data Link va I&p Physical vao trong moét 1&p.
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M6 hinh TCP/IP don gidn hon béi vi ¢é it I&p hon.

Nghi thtec TCP/IP dwgc chuén hoa va duwoc str dung phd bién trén toan thé gidi.
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Tom tat

Ly thuyét 5 tiét - Thwc hanh 5 tiét

Muc tiéu

Cac muc chinh

.r
Bai 3
DIA CHI I

Bai tap bat Bai tap lam
budc thém

Két thic bai hoc nay cung
cap hoc vién kién thirc vé
ciu trdc cua mot dia chi
IP, cac I&6p dia chi, ky
thuat chia mang con, ky
thuat NAT...

I. Téng quan vé dia chi IP.
Gidi thiéu cac I&p dia chi.
Cac vi du khi tinh toan trén
dia chi mang.

Dwa vao bai tap | Dwa vao bai
moén mang may | tdp mén mang
tinh. may tinh.

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net

56



.  TONG QUAN VE PIA CHI IP

La dia chi c6 chiu tric, dwgc chia lam hai hodc ba phan la: network_id&host_id hoac
network_id&subnet_id&host_id.

La mot con sb cé kich thwdc 32 bit. Khi trinh bay, nguoi ta chia con sé 32 bit nay thanh bén phan, méi
phan c6 kich thuwéc 8 bit, goi la octet hodc byte. C6 cac cach trinh bay sau:

- Ky phap thap phan c6 dau chdm (dotted-decimal notation). Vi du: 172.16.30.56.

- Ky phap nhi phan. Vi dy: 10101100 00010000 00011110 00111000.

- Ky phap thap luc phéan. Vi du: AC 10 1E 38.

Khong gian dia chi IP (gdm 23 dia chi) dwoc chia thanh nhiéu I&p (class) d& d& quan ly. D6 la cac 16p:
A, B, C, D va E; trong d6 cac l16p A, B va C dwoc trién khai dé& d&t cho cac host trén mang Internet; 16p
D dung cho cac nhém multicast; con 16p E phuc vu cho muc dich nghién ctru.

Dia chi IP con dwoc goi la dia chi logical, trong khi dia chi MAC con goi la dia chi vat ly (hay dia chi
physical).

. MOT SO KHAI NIEM VA THUAT NG(¥ LIEN QUAN.

Network_id: |a gia tri & xac dinh dwérng mang. Trong sb 32 bit dung dia chi IP, s& c6 mét sb bit dau
tién dung dé xac dinh network_id. Gia tri cGia cac bit nay dwoc dung dé xac dinh dwéng mang.

Host_id: 1a gia trj dé xac dinh host trong dwdng mang. Trong s 32 bit dung lam dia chi IP, sé& c6 mot
sb bit cudi cung dung dé xac dinh host_id. Host_id chinh la gia tri ciia cac bit nay.

Dia chi host: 1a dia chi IP, c6 thé dung dé d&t cho cac interface clia cac host. Hai host ndm thudc cuing
mot mang sé c6 network_id giéng nhau va host_id khac nhau.

Mang (network): mot nhém nhiéu host két néi truc tiép véi nhau. Gitra hai host bat ky khéng bi phan
cach b&i moét thiét bi layer 3. Gitra mang nay véi mang khac phai két ndi véi nhau bang thiét bj layer 3.
Dia chi mang (network address): 1a dia chi IP dung dé d&t cho cac mang. Dia chi nay khéng thé dung
dé dat cho mot interface. Phan host_id cla dia chi chi chiva cac bit 0. Vi du 172.29.0.0 1a mét dia chi
mang.

Mang con (subnet network): la mang cé dwoc khi mét dia chi mang (thudc Iép A, B, C) dwgc phan
chia nhoé hon (dé tdn dung sb dja chi mang dwoc cép phat). Bia chi mang con dwgc xac dinh dwa vao
dia chi IP va mat na mang con (subnet mask) di kem (sé dé cap ré hon & phan sau).

Pia chi broadcast: la dia chi IP dwoc dung dé dai dién cho tat ca cac host trong mang. Phan host_id
chi chtva cac bit 1. Dia chi nay ciing khéng thé dung dé d&t cho mét host duwoc. Vi du 172.29.255.255
la mot dia chi broadcast.

Cac phép toan lam viéc trén bit:
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Phép AND Phép OR

A B AandB |[A B AorB
1 1 1 1 1 1
10 0 1 0 1
0 1 0 0 1 1
0 0 0 0 O 0

Vi du sau minh hoa phép AND gitra dia chi 172.29.14.10 va mask 255.255.0.0

172.29.14.10 = 10101100000111010000111000001010AND
255.2556.0.0 = 11111111111111110000000000000000
172.29.0.0 = 10101100000111010000000000000000

Mat na mang (network mask): la mét con sb dai 32 bit, 1a phuwong tién giup may xac dinh dwoc dia chi
mang clGa moét dia chi IP (bdng cach AND giira dia chi IP v&i mat na mang) dé phuc vu cho céng viéc
routing. Mat na mang cling cho biét sé bit ndm trong phan host_id. Buoc xay dwng theo cach: bat cac
bit twong (rng v&i phan network_id (chuyén thanh bit 1) va tat cac bit twong (rng véi phan host_id
(chuyén thanh bit 0).

Mat na mac dinh cla I&p A: st dung cho cac dia chi I&p A khi khéng chia mang con, mat na co gia tri
255.0.0.0.

Mat na mac dinh ctia I&p B: st dung cho cac dia chi I&p B khi khéng chia mang con, mat na cé gia tri
255.255.0.0.

Mat na mac dinh cta I&p C: str dung cho céac dia chi I&p C khi khéng chia mang con, mat na cé gia tri
255.255.255.0.

. GI®I THIEU CAC LOP DIA CHI.

1. Lép A.

Danh moét byte cho phan network_id va ba byte cho phan host_id.

network_id host_id

Dé nhan dién ra I&p A, bit dau tién cta byte dau tién phai la bit 0. Dwéi dang nhi phan, byte nay cé
dang Oxxxxxxx. Vi vay, nhitrng dia chi IP c6 byte dau tién nam trong khoang t&» 0 (00000000) dén 127
(01111111) sé thudc I&p A. Vi du dia chi 50.14.32.8 1a mét dia chi lop A (50 < 127).

Byte dau tién nay ciing chinh la network_id, trr di bit d4u tién lam ID nhan dang 1&p A, con lai bay bit

dé danh thr tw cac mang, ta dwoc 128 (27) mang l&p A khac nhau. Bé di hai trwong hop dac biét la 0
va 127. Két qua 1a I16p A chi con 126 (2'-2) dia chi mang, 1.0.0.0 dén 126.0.0.0.
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Phan host_id chiém 24 bit, ttrc co thé dat dia chi cho 16.777.216 (2**) host khac nhau trong moirramg:
Bd di mét dia chi mang (phan host_id chira toan cac bit 0) va mét dia chi broadcast (phan host_id
chtra toan cac bit 1) nhw vay co tat ca 16.777.214 (2?*-2) host khac nhau trong méi mang Iép A. Vi du,
déi v&i mang 10.0.0.0 thi nhivrng giéa tri host hop 1€ 14 10.0.0.1 dén 10.255.255.254.

moi mang ch6a16777214 host

126 maing khalic nhau

Hinh 3.1 — M6 t& cac mang I6p A két ndi v&i nhau

l.2. Lép B.

Danh hai byte cho mdi phan network_id va host_id.

network_id hosft_id

DAu hiéu d& nhan dang dia chi I&p B 1a byte dau tién luén bat dau bang hai bit 10. Dwéi dang nhi phan,
octet c6 dang 10xxxxxx. Vi vay nhitng dia chi ndm trong khodng tr 128 (10000000) dén 191
(10111111) s& thudc vé Iop B. Vi du 172.29.10.1 1a mét dia chi lop B (128 < 172 < 191).

Phan network_id chiém 16 bit ba di 2 bit Iam ID cho I&p, con lai 14 bit cho phép ta danh thir tw 16.384
(2") mang khac nhau (128.0.0.0 dén 191.255.0.0)

Phan host_id dai 16 bit hay c6 65536 (216) gia tri khac nhau. Trir 2 trwedng hop dac biét con lai 65534
host trong mdét mang 1&p B. Vi du, dbi véi mang 172.29.0.0 thi cac dia chi host hop 18 14 tir 172.29.0.1
dén 172.29.255.254.

moi mang chda 65534 host

16384 maing khauc nhau

Hinh 3.2 — M6 t& cac mang I&p B két ndi v&i nhau

I.3. Lép C.

Danh ba byte cho phan network_id va mét byte cho phan host_id.

network_id host_id

Byte dau tién luén bat diu bang ba bit 110 va dang nhj phan cta octet nay la 110xxxxx. Nhw vay
nhirng dia chi ndm trong khoang tir 192 (11000000) dén 223 (11011111) sé& thudc vé I&p C. Vi du mét
dia chi lop C la 203.162.41.235 (192 < 203 < 223).

Phan network_id dung ba byte hay 24 bit, trir di 3 bit [am ID cta I&p, con lai 21 bit hay 2.097.152 (22)
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dia chi mang (tr 192.0.0.0 dén 223.255.255.0).
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Phan host_id dai mot byte cho 256 (28) gia tri khac nhau. Trtr di hai trwdng hgp dac biét ta ¢
host khac nhau trong mét mang I&p C. Vi duy, déi voi mang 203.162.41.0, cac dia chi host hop 1€ la tw
203.162.41.1 dén 203.162.41.254.

Nl.4. Lép D va E.

Céc dia chi c6 byte dau tién ndm trong khoang 224 dén 255 |a cac dia chi thudc I6p D hodc E. Do cac
I&p nay khéng phuc vu cho viéc danh dia chi cac host nén khong trinh bay & day.

l1l.5. Bang tong két.

Léop A Lép B Lép C
Gia tri clia byte 0-127 128 — 191 192 — 223
dau tién
Sbé byte phan 1 2 3
Network_id
Sé byte phan 3 2 1
Host_id
Network mask 255.0.0.0 255.255.0.0 255.255.255.0
Broadcast XX.255.255.255 XX.XX.255.255 XX.XX.XX.255
Network Address XX.0.0.0 XX.XX.0.0 XX.XX.XX.0
Sb duwong mang 128 16.384 2.097.152
S host trén méi 16.777.214 65.534 254

dwdng mang

* Ghi chu: XX la sé bat ky trong mién cho phép.

I11.6. Vi du cach trién khai dat dia chi IP cho mét hé théng mang.

Mang 192.168.1.0

/' 192.168.1.5
;
\

\

192.168.1.1 [-

E——
192.168.1.6

! /

192.168.1.7~~- ——---192.168.1.8

Maing 192.168.3.0
192.168.3.2 /

-

/ 192.168.3.1

Maing 192.168.2.0

=
/1 192.168.2.5

192.168.2.1

e

192.1682.6 ™
\\

/

= E
192.168.2.7 - —— ---192.168.2.8

Hinh 3.3 — Minh hoa mét hé thc“')ng mang

l11.7. Chia mang con (subnetting).

Gia st ta phai tién hanh dat dia chi IP cho hé thdng c6 cau tric nhw sau:
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Hinh 3.4 — Hé théng mang c6 6 dwdng mang
Theo hinh trén, ta bat budéc phai dung dén tat ca la sau dwéng mang riéng biét dé dat cho hé théng
mang cGa minh, m&c du trong mi mang chi dung dén vai dia chi trong tbng sb 65534 dia chi hop 1&, d6
la mot sw phi pham to 1&n. Thay vi vay, khi s& dung ky thuat chia mang con, ta chi can s dung mét
dwdng mang 150.150.0.0 va chia dwdng mang nay thanh sdu mang con theo hinh bén dudi:

Ray 150.150.1.0 150.150.2.0  vinnia

D Sneliville Barnesville —D 150.150.2.1
—_—

e e ¥
-

5
D A B —E’ 150.150.2.2
—_——_

Fay Jodo

Ralay
150.150.5.0

Sioux Falls
AW Z C 150.1506.0 #S2F0

Atlanta . -ﬁ'""ﬁ;. o ’ D
150.150.3.0
|
= =/ et
Kris Wendell
150.150.4.2

Hinh 3.5 — Hé théng mang c6 6 dwéng mang (sau khi chia Subnet)

R6 rang khi tién hanh cép phat dia chi cho cac hé théng mang Ién, ngudi ta phai st dung k¥ thuat chia
mang con trong tinh hinh dia chi IP ngay cang khan hiém. Vi du trong hinh trén hoan toan chwa phai la
chién lwgc chia mang con téi wu. That sy ngudi ta con c6 thé chia mang con nhé hon nira, dén mot
mtrc do khong bé phi mot dia chi IP nao khac.
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Xét vé khia canh ky thuat, chia mang con chinh la viéc mwon mét sb bit trong phan host_id bt
dé dat cho cac mang con. Luc nay, cAu tric cla dia chi IP gédm c6 ba phan: network_id, subnet_id va
host_id. Sé bit dung cho phan subnet_id bao nhiéu la tuy thudéc vao chién lwoc chia mang con cua
ngwoi quan tri, cé thé 1a mot con sb tron byte (8 bit) hodc mot sé bit 1& van dwoc. Tuy nhién subnet_id
khong thé chiém tron sé bit c6 trong host_id ban dau, cu thé 1a (sb bit |am subnet_id) < (sé bit lam
host_id)-2.

o] 24 -% X
oebweark Cubnet Host Class &
16 16 - % ¥
Mletwork Subnet Host Class B
24 g-% X
letwcrk SubnetHost| Class C

Hinh 3.6 — Sé lwong Subnet t6i da duwoc phép

Sé lwgng host trong méi mang con dwoc xac dinh béng sb bit trong phan host_id; 2* — 2 1a sb dia chi
hop 1& c6 thé d&t cho cac host trong mang con. Twong tw, sé bit trong phan subnet_id xac dinh sb
lwogng mang con. Gia st sb bit la y @ 2¥ — 2 1a s6 lwong mang con c6 dwoc (trwdng hop dac biét thi cé
thé st dung dwoc 2 mang con).

Mot sb khai niém mai:
- Bja chi mang con (dia chi dwong mang): bao gébm cd phan network_id va subnet_id, phan

host_id chi chtra cac bit 0. Theo hinh bén trén thi ta cé cac dia chi mang con sau: 150.150.1.0,
150.150.2.0, ...

- Dia chi broadcast trong mét mang con: Gilr nguyén cac bit dung lam dija chi mang con, dé”)ng thoi
bat tat ca cac bit trong phan host_id 1&n 1. Vi du dia chi broadcast cia mang con 150.150.1.0 1a
150.150.1.255.

- Mat na mang con (subnet mask): giup may tinh xac dinh dwgc dia chi mang con clia mét dia chi
host. P& xay dwng mat na mang con cho mét hé thdng dia chi, ta bat cac bit trong phan
network_id va subnet_id 1én 1, tat cac bit trong phén host_id thanh 0. Vi du mat na mang con
dung cho hé théng mang trong hinh trén la 255.255.255.0.

Véan dé dat ra la khi xac dinh dwoc moét dia chi IP (vi du 172.29.8.230) ta khong thé biét dwoc host nay
ndm trong mang nao (khéng thé biét mang nay cé chia mang con hay khéng, va néu cé chia thi dung
bao nhiéu bit @& chia). Chinh vi vay khi ghi nhan dia chi IP cGa mét host, ta cling phai cho biét subnet
mask 13 bao nhiéu (subnet mask c6 thé Ia gia tri thap phan, ciing cé thé 1a sb bit ding lam subnet
mask).
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+ Vi du dia chi IP ghi theo gia tri thap phan clia subnet mask la 172.29.8.230/255.255.25
+ Hoac dia chi IP ghi theo sb bit dung lam subnet mask la 172.29.8.230/24.

I1.8. Dia chi riéng (private address) va co’ ché chuyén déi dia chi mang
(Network Address Translation - NAT)

T4t ca cac IP host khi két ndi vao mang Internet déu phai cé mét dia chi IP do t6 chirc IANA (Internet
Assigned Numbers Authority) cap phat — goi la dia chi hop I& (hay la dwoc dang ky). Tuy nhién sb
lwong host két ndi vao mang ngay cang gia tang dan dén tinh trang khan hiém dia chi IP. Mét giai phap
dwa ra 1a st dung co ché NAT kém theo l1a RFC 1918 qui dinh danh sach dia chi riéng. Cac dia chi nay
s& khong duwoc IANA clp phat - hay con goi la dia chi khdng hop 1&. Bang sau liét ké danh sach cac dia
chi nay:

Nhom dia chi Lép Sé6 lwong mang
10.0.0.0 dén 10.255.255.255 A 1
172.16.0.0 dén 172.31.255.255 B 16

192.168.0.0 dén

192.168.255.255 256

l1.9. Co’ ché NAT

NAT duwoc st dung trong thwc té 1a tai mot thoi diém, tAt cd cac host trong mét mang LAN thuwong
khong truy xuét vao Internet ddng thoi, chinh vi vay ta khéng can phai st dung mét sb lwong twong
&ng dia chi IP hop 1&. NAT ciing dwgc s dung khi nha cung cép dich vu Internet (ISP) cung cép sb
lwong dia chi IP hop I it hon so v&i s may can truy cap Internet. NAT dwoc st dung trén cac router
dong vai tro la gateway cho mét mang. Cac host bén trong mang LAN sé st dung mét I&p dia chi riéng
thich hop. Con danh sach cac dia chi IP hop & sé dwoc ciu hinh trén Router NAT. T4t cd cac packet
cla cac host bén trong mang LAN khi glvi dén mot host trén Internet déu dwoc router NAT phan tich va
chuyén déi cac dia chi riéng co trong packet thanh mét dia chi hop 1é trong danh sach rdi méi chuyén
dén host dich ndm trén mang Internet. Sau d6 néu cd mot packet givi cho mét host bén trong mang
LAN thi Router NAT ciing chuyén déi dia chi dich thanh dia chi riéng cta host d6 rdi méi chuyén cho
host & bén trong mang LAN.

Mot co ché mé rong cia NAT |a PAT (Port Address Translation) ciing diung cho muc dich twong
ng. Luc nay thay vi chi chuyén déi dia chi IP thi ca dia chi cdng dich vu (port) cling dwoc chuyén dbi
(do Router NAT quyét dinh).

IV. MQT SO CAU HOI THUONG DAT RA KHI LAM VIEC VOI BIA
CHI IP.

IV.1. Vidu 1.

Nguwei ta ghi nhan dwoc dia chi IP ciia moét host nhw sau: 172.29.32.30/255.255.240.0, hay tra loi
cac cau hoéi sau:

- Hay cho biét mang chira host d6 c6 chia mang con hay khéng? Néu c6 thi cho biét cé bao nhiéu
mang con twong tw nhw vay? Va co bao nhiéu host trong méi mang con?
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Hay cho biét host ndm trong mang c6 dia chi la gi?
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Hay cho biét dia chi broadcast dung cho mang d6?
Liét ké danh sach cac dia chi host ndm chung mang con véi host trén.

Hwéng dan tra 1o

Hay cho biét mang chira host d6 c6 chia mang con hay khéng? Néu cé thi cho biét c6 bao nhiéu
mang con twong tw nhw vay? Va cé bao nhiéu host trong méi mang con?

1.

Xac dinh 1&p dia chi # xac dinh mat na mac dinh cda I&p, so khdp véi mét na cia dia chi & két
luan cé chia mang con hay khéng?
Xac dinh sb bit trong subnet_id = x £ sb mang con = 2*-2.

Xéac dinh s6 bit trong host_id = y @ sb host trong mang con = 2-2.

™ Nhw vay, Host nay cé dia chi IP thuéc I&ép B, trong khi subnet mask cla Host lai la
255.255.240.0 (khac véi subnet mask mac dinh cla I&p B) 'R nén host trén ndm trong mang cé
chia mang con.

Subnet mask mac

dinh cda I6p B 255.255.0.0 = 11111111 11111111 00000000 00000000

S”b”e}_l’(‘;:ts"cua 2552552400 11111111 11111111 11110000 00000000

R So sanh sb bit dung l1am subnet mask ctia Host v&i s6 bit dung lam subnet mask mac dinh cla
I&p B, sé& c6 dwoc sb bit dung lam subnet_id & 4 bit. Nén sé bit dung lam host_id sé 1a (16-4) = 12
bit.

R S6 mang con twong tw 1a 14.

R S6 host trong méi mang con 1a 4094.

Hay cho biét host nam trong mang cé6 dia chi la gi?

1.

2.

Duyét mat na mang con va dia chi IP theo tirng byte twong rng, ti trai qua phai.
+ Byte nao cla subnet mask mang gia tri 255 thi ghi lai byte twong (rng cla dia chi IP.
+ Byte nao cla subnet mask la 0 thi ghi lai byte twong wng & dia chi IP 1a 0.

+ Néu gia tri cia byte nao & subnet mask khac 255 va 0 thi dé tréng byte twong (rng & dia chi
IP va goi byte nay la sé khé chiu.

Tim sb co s& = 256-s6 kho chiu.

3. Tim boi s6 1&n nhat clia sb co s& nhwng bdi sb nay phai bé hon hodc bang sb twong (rng trong dia

chi IP va ghi lai sé nay.
N 172.29. 0. S6 khé chiju = 240.
W S6 co’ sé& = 256 — 240 = 16.
] Bai sb clia 16 I&n nhat nhwng bé hon hodc bang 32 la 32

‘R dia chi dwdng mang can tim la 172.29.32.0.

Hay cho biét dia chi broadcast dung cho mang d6?

1.

Duyét mat na mang con va dia chi IP theo tirng byte twong trng, tir trai qua phai.
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Byte nao clia subnet mask mang gia tri 255 thi ghi lai byte twong (rng cta dia chi IP,
Byte nao clia subnet mask la 0 thi ghi vao byte twong (rng ctia dia chi IP la 255

Néu byte clia subnet mask c6 gia tri khac 255 va 0 thi dé tréng byte twong rng & dia chi IP
va goi byte nay la so khé chiu.

2. Tim sb co s& = 256 - sb khé chiu.

3. Tim bdi sb nhd nhat clia sé co’ s& nhung bodi sb nay phai Ién hon sb twong trng trong dia chi IP,

dem sb nay trir di 1 thi dwoc két qua.
W 172.29. _ .255. S6 khé chiu = 240.
R S6 co s& = 256 — 240 = 16.
R Boi s6 nhd nhét ctia 16 nhung Ién hon 32 14 48. 48 — 1 =47
R Dia chi broadcast can tim 1a 172.29.47.255.

Liét ké danh sach cac dia chi host nam chung mang con véi host trén?

Céc dia chi host hop 1& c6 thé dat cho cac host nam chung mang con véi host & trén la: cac dia chi sau
dia chi mang va trwéc dia chi broadcast.

R Céc dia chi tlr 172.29.32.1 dén 172.29.47.254.

IV.2. Vidu 2.
Cho host c6 dia chi 10.8.100.49/19. Hay tra I&i cac cau haéi trén cho host nay.

Subnet mask la 19 bit hay 255.255.224.0 # c6 chia mang con. Sé bit trong subnet_id 1a 11 # s6
subnet = 2''-2 = 2046. S6 bit trong host_id 1a 13 # sb host hop 18 = 2 — 2 = 8190.

Dia chi mang: 10.8.____.0. S6 kho chiu = 224 # S6 co s& = 256 — 224 = 32. B6i sb |&n nhat cla
32 nhwng bé hon 100 la 96 ¢ dia chi mang la 10.8.96.0.

Pia chi broadcast: 10.8.127.255.

Céc dia chi hop 1é ctia mang con: 10.8.96.1 dén 10.8.127.254
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Bai 4
PHUONG TIEN TRUYEN DAN VA CAC THIET BI MANG

Tom tat

Ly thuyét 6 tiét - Thwe hanh 10 tiét

Muc tiéu Cac muc chinh CETRET Y E CETRETYENY

buébc thém

Két thuc bai hoc nay cung | |- Gidi thiéu vé méi trudng Dwa vao bai tap | Dwa vao bai

cép hoc vién kién thirc vé truyén dan. mén mang may | tp mén mang

cac modi trwong truyén| Il. Céc loai cap mang. tinh. may tinh.

dan, chrc nang va mo | ||| Puong truyén vo tuyén.

hinh hoat dong cua cac| |\ cac thit b mang

thiét bi mang...
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. GIOI THIEU VE MOI TRUONG TRUYEN DAN

.1. Khai niém

Trén mét mang may tinh, cac dir liéu dugc truyén trén mét mdi trwdng truyén dan (transmission
media), né 14 phwong tién vat ly cho phép truyén tai tin hiéu gitra cac thiét bi. Cé hai loai phwong tién
truyén dan cha yéu:

- Hou tuyén (bounded media)

- V6 tuyén (boundless media)

Théng thueng hé théng mang s dung hai loai tin hiéu la: digital va analog.

1.2. Tan sé truyén théng

Phwong tién truyén dan giup truyén cac tin hiéu dién t& tir may tinh nay sang may tinh khac. Cac tin
hiéu dién t&r nay biéu dién cac gia tri di¥ liéu theo dang cac xung nhj phan (bat/tat). Cac tin hiéu truyén
théng gitra cac may tinh va céc thiét bi 1a cac dang séng dién tir trai dai tir tAn sé radio dén tan sd héng
ngoai.

Céc séng tan sb radio thwdng dwoc dung dé phat tin hiéu LAN. Cac tan sb nay cé thé dwoc dung voi
cap xoan doi, cap déng truc hodc théng qua viéc truyén phu séng radio.

Séng viba (microware) thuwdng dung truyén théng tap trung gitra hai diém hoac gitra cac tram mat dat
va cac vé tinh, vi du nhw mang dién thoai cellular.

Tia hdng ngoai thuweng dung cho cac kiéu truyén thdng qua mang trén cac khoang cach twong dbi
ngan va co thé phat dwoc séng gitra hai diém hodc tir mét diém phi séng cho nhiéu tram thu. Chung
ta c6 thé truyén tia hdng ngoai va cac tan sb anh sang cao hon théng qua cap quang.

I.3. Cac dic tinh cia phwong tién truyén dan

Mbi phuwong tién truyén dan déu cé nhirng tinh ndng d&c biét thich hop véi mdi kiéu dich vu cu thé,

nhwng thong thuwdng chiang ta quan tdm dén nhirng yéu to sau:

- Chiphi

- Yéu ciu cai dat

- Do bao mat

- Bang théng (bandwidth): duwoc xac dinh bang téng Iwgng thong tin c6 thé truyén dan trén dwdng
truyén tai moét thoi diém. Bang thong la mot s6 xac dinh, bi gi¢i han béi phwong tién truyén dan, ky
thuat truyén dan va thiét bi mang dwoc str dung. Bang théng 1a mét trong nhivng thong sé dung dé
phan tich d6 hiéu qua ctia dwdng mang. Bon vi clia bang théng:
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Bps (Bits per second-sb bit trong mét giay): day la don vi co ban cla bang théng.
KBps (Kilobits per second): 1 KBps=10°bps=1000 Bps

MBps (Megabits per second): 1 MBps = 10° KBps

GBps (Gigabits per second): 1 GBps = 10° MBps

+ TBps (Terabits per second): 1 TBps = 10° GBPS.

- Théng lwveng (Throughput): lvong thong tin thyc sy duoc truyén dan trén thiét bi tai mot thoi
diém.

+ + + +

- Bang tAng co s& (baseband): danh toan bo bang théng cho mét kénh truyén, bang tAng mé rong
(broadband):cho phép nhiéu kénh truyén chia s& moét phwong tién truyén dan (chia sé bang
théng).

- Do suy gidm (attenuation): d6 do sy suy yéu di cta tin hiéu khi di chuyén trén mét phuwong tién
truyén dan. Cac nha thiét k& cap phai chi dinh cac gi¢i han vé chiéu dai day cap vi khi cap dai sé
dan dén tinh trang tin hiéu yéu di ma khong thé phuc héi duorc.

- Nhiéu dién tr (Electromagnetic interference - EMI): bao gébm céc nhiéu dién tlr bén ngoai lam
bién dang tin hiéu trong moét phwong tién truyén dan.

- Nhiéu xuyén kénh (crosstalk): hai day dan dat ké nhau lam nhiéu I&n nhau.

Hinh 4.1 — M6 phdng trwong hop nhiéu xuyén kénh (crosstalk)

.4. Cac kiéu truyén dan.

Cé céc kiéu truyén dan nhu sau:
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+ Don cong (Simplex): trong kiéu truyén dan nay, thiét bi phat tin hiéu va thiét bi nhan :
dwoc phan biét ré rang, thiét bi phat chi ddm nhiém vai trd phat tin hiéu, con thiét bj thu chi
dam nhiém vai trd nhan tin hiéu. Truyén hinh la mét vi du cta kiéu truyén dan nay.

+ Ban song coéng (Half-Duplex): trong kiéu truyén dan nay, thiét bj cé thé Ia thiét bj phat, viva
la thiét bi thu. Nhwng tai mot thoi diém thi chi cé thé & mot trang thai (phat hodc thu). Bo
dam la thiét bi hoat dong & kiéu truyén dan nay.

+ Song cong (Full-Duplex): trong kiéu truyén dan nay, tai mot thoi diém, thiét bi cé thé vira
phat vira thu. Dién thoai 1a mot minh hoa cho kiéu truyén dan nay.

. CAC LOAI CAP.

II.1. Cap dong truc (coaxial).

La kiéu cap dau tién dwoc dung trong cac LAN, cAu tao cla cap dong truc gom:

- Day dan trung tam: day ddng hodc day déng bén.

- Mét I6p cach dién gitra day dan phia ngoai va day dan phia trong.

- Day dan ngoai: bao quanh day dan trung tdm duéi dang day déng bén hodc 1a. Day nay co tac
dung bao vé day dan trung tam khdi nhiéu dién tir va duoc néi dat dé thoat nhiéu.

- Ngoai cung la mét Iop vé plastic bao vé cap.

Outer shield )
Insulation (PVC, Teflon)

Copper wire mesh
or aluminum sleeve

Conducting core

Hinh 4.2 — Chi tiét cap dbng truc
Uu diém cla cap déng truc: 1a ré tién, nhe, mém va dé kéo day.
Céap méng (thin cable/thinnet): c6 dwdng kinh khodng 6mm, thudc ho RG-58, chiéu dai dwdng chay
toi da la 185 m.
- Céap RC-58, tr& khang 50 ohm dung vé&i Ethernet méng.
- Cap RC-59, tr& khang 75 ohm dung cho truyén hinh cép.
- Cap RC-62, tré khang 93 ohm dung cho ARCnet.

Cap day (thick cable/thicknet): cé dwdng kinh khoang 13mm thudc ho RG-58, chiéu dai dudng chay
t6i da 500m.
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Hinh 4.3 — So sanh cap déng truc: Thicknet va Thinnet.
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So sanh gitra cap dong truc mdng va dong truc day:

Chi phi: cap déng truc thinnet ré nhat, cap déng truc thicknet dat hon.

Téc dd: mang Ethernet st dung cap thinnet c6 téc dd téi da 10Mbps va mang ARCNet c6 téc dd
t6i da 2.5Mbps.

EMI: cé I&p chéng nhiéu nén han ché dwoc nhiéu.

Cé thé bj nghe trém tin hiéu trén dwong truyén.

Céch lap dat day: mudn ndi cac doan cap ddng truc méng lai v&i nhau ta dung dau ndi chiv T va dau
BNC nhuw hinh vé.

E% BNC Conneclor

Hinh 4.4 — D4u ndi BNC va dau ndi cht T

Serial data

Parallel data ™|

Hinh 4.5 — Dau chuyén dbi (gan vao may tinh)

Mudn d4u ndi cap déng truc day ta phai dung mét dau chuyén déi transceiver va ndi két vao may tinh
théng qua cdng AUL.
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Thicknet

Transceiver

Transceiver cable

Hinh 4.6 — Két ndi cap Thicknet vao may tinh.

II.2. Cap xoan doi.

] Copper wire
Insulation conductor

Hinh 4.7 — M6 t& cap xoan doi

Céap xoan ddi gdm nhiéu cdp day ddng xoan lai v&i nhau nhdm chéng phat xa nhiéu dién tir. Do gia
thanh th4p nén cap xoén dwoc dung rat rong rai. Co hai loai cap xoan déi duwoc st dung rdng rai trong
LAN Ia: loai 6 vé boc chéng nhiéu va loai khdng c6 vé boc chdng nhiéu.

Cap xoan doéi c6 vé boc chéng nhiéu STP (Shielded Twisted- Pair).

G6m nhiéu cap xoan duoc phi bén ngoai mét I16p v lam bang day ddng bén. Lép vé nay cé tac
dung chéng EMI tir ngoai va chéng phat xa nhiéu bén trong. Lép vé boc chdng nhiéu nay duwoc néi
dat dé thoat nhiéu. Cap xoan dbi c6 boc it bi tac dong béi nhiéu dién va truyén tin hiéu xa hon cap
xoan dbi tran.

Chi phi: d&t tién hon Thinnet va UTP nhwng lai ré tién hon Thicknet va cap quang.

Toéc do: tbe do ly thuyét 500Mbps, thuc té khoang 155Mbps, véi dworng chay 100m; téc do phd
bién 16Mbps (Token Ring).

D6 suy dan: tin hiéu yéu dan néu cap cang dai, théng thwong chiéu dai cap nén ngan hon 100m.
Dau ndi: STP st dung dau ndi DIN (DB -9).
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Hinh 4.8 — M6 ta cap STP.
Cap xoan doéi khong cé vé boc chéng nhiéu UTP (Unshielded Twisted- Pair).

G6m nhiéu cdp xoan nhw cap STP nhung khéng ¢ 16p vé dong chéng nhiéu. Cap xoén doi tran st
dung chudn 10BaseT ho&c 100BaseT. Do gia thanh ré nén da nhanh chéng tré thanh loai cap mang
cuc bd dwoc wu chudng nhat. Do dai téi da ciia mot doan cap 1a 100 mét. Do khéng c6 vé boc chdng
nhiéu nén cap UTP dé bj nhiéu khi dat gan cac thiét bi va cap khac do d6 théng thwdng dung dé di day
trong nha. Dau néi dung dau RJ-45.

s (-

Hinh 4.9 — M6 ta cap UTP
Cap UTP c6 nam loai:
- Loai 1: truyén am thanh, téc d6 < 4Mbps.
- Loai 2: cap nay gdm bdn day xoan ddi, tbc d6 4Mbps.

- Loai 3: truyén di lieu v&i tbc d6 Ién dén 10 Mbps. Cap nay gdbm bén day xodn déi véi ba mat xoan
trén moi foot ( foot la don vi do chiéu dai, 1 foot = 0.3048 mét).

- Loai 4: truyén di¥ liéu, bén cap xoén déi, tbc d6 dat dwoc 16 Mbps.
- Loai 5: truyén di¥ liéu, bén cap xoan déi, tbc d6 100Mbps.
Cap xoan c6 vé boc ScTP-FTP (Screened Twisted-pair).

FTP la loai cap lai tao gitra cap UTP va STP, n6 ho tro chiéu dai tbi da 100m.
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Hinh 4.10 — M6 ta cap FTP

Cac ky thuat bam cap mang.

¢
.l I e,

Piastic
frauistion

Cap thang (Straight-through cable): 1a cap dung dé& nbdi PC va cac thiét bi mang nhw Hub,
Switch, Router... Cap thdng theo chuan 10/100 Base-T dung hai c&p day xoan nhau va dung
chan 1, 2, 3, 6 trén dau RJ45. Cap day xoan thtr nhat ndi vao chan 1, 2, cap xoén thr hai ndi vao
chan 3, 6. Pau kia ctia cap dwa vao mau néi vao chan ctia dau RJ45 va ndi twong tu.

0 =~ ;oW AW N

: White Orange
: Orange

: White Green _/\ | /\
: Blue |
: White Blue
: Green

: White Brown PC
: Brown

AN

Hinh 4.11 — Pau RJ45.

Pair 3 Pair 3

Pair 2| Pniﬂ Pair 4 Pair 2 Pn'ir 1| Pair &

ALA

2345678

1

12345678

HUB

OO"\IQ’UI:I_;WN—\

: White Orange
: Orange
: White Green

Blue

: White Blue

: Green

: White Brown
: Brown

Hinh 4.12 — Cach d4u day thang.

Cap chéo (Crossover cable): [a cap dung néi truc tiép gitra hai thiét bi gidbng nhau nhw PC — PC,
Hub — Hub, Switch — Switch. Cap chéo trat tw day cling gibng nhw cap thang nhung dau day con
lai phai chéo cap day xoan str dung (vi tri thir nhat ddi véi vi tri thir 3, vi tri thi hai dbi véi vi tri thiy

sau) .

0 =~ O AW N -

: White Orange s . 1
: White Green A \AIA - 3
: Blue 4
: White Blue 5
: Green 6
: White Brown PC PC 7
: Brown 8

: White Green

: Green
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Hinh 4.13 — Cach d4u day chéo.
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- Cap Console: dung dé nbi PC vao céc thiét bi mang chi yéu dung dé ciu hinh céac thiét bi.
thworng khodng cach day Console ngan nén chung ta khéong can chon cap day xoan, ma chon
theo mau tir 1-8 sao cho dé nhé va dau bén kia nguoc lai tlr 8-1.

ANSI (Vién tiéu chuédn quéc gia Hoa ky), TIA (hiép hoi cong nghiép vién théng), EIA (hiép hoi cong
nghiép dién tt) da dwa ra 2 cach xép dat vi tri day nhw sau:

- Chuén T568-A (con goi la Chuan A):

1. Tring Xanh l4 ciy (White Green)
T T, 2. Hanh la cay {Green)
I ’ ’ 3. Tring Cam (White Crange)
10 4. Xanh dim (Blue)
12345678 5. Tring ¥anh dém (White Blue)
& Catn (Orange)
7. Tréng Méu (White Brown)
8 INMau {Brown)
- Chuan T568-B (con goi la Chuén B):
1. Tring Cam {(White Crange)
2. Cam {Orange)
3. Tring Xanh 13 ciiy (White Green)
4. Hanh d8m lue
12345678 SR ey (%hit)e Blue)
6. Hanh 14 c3y {Green)
7. Tring Miu {(White Brown)
8. MNau {(Brown)

I1.3. Cap quang (Fiber-optic cable).

Glass cladding

Optical fiber (core)

Protactive outer shaath

Fibar-optic connactor

Kevlar

Hinh 4.14 — M6 ta cap quang.
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Cép quang c6 cau tao gdbm day dan trung tdm la soi thdy tinh hodc plastic da duoc tinh ché nh&frero
phép truyén di téi da céac tin hiéu anh sang. Soi quang dwoc trang mét Iép nham phan chiéu céc tin
hiéu. Cap quang chi truyén séng anh sang (khéng truyén tin hiéu dién) véi bang théng rat cao nén
khéng gap céac sw cd vé nhiéu hay bi nghe trom. Cap dung ngudn sang laser, diode phat xa anh sang.
Cap rat bén va do suy gidm tin hiéu rat thAp nén doan cap c6 thé dai dén vai km. Bang théng cho phép
dén 2Gbps. Nhwng cap quang ¢ khuyét diém 1a gia thanh cao va kho 1ap d&t. Cac loai cap quang:

- Loai 16i 8.3 micron, I&p 16t 125 micron, ché dé don.

- Loai 16i 62.5 micron, I&p 16t 125 micron, da ché do.

- Loai 16i 50 micron, 1&p 16t 125 micron, da ché do.

- Loai I6i 100 micron, I&p 16t 140 micron, da ché do.

Hop dau ndi cap quang: do cap quang khong thé bé cong nén khi néi cap quang vao cac thiét bj khac
ching ta phai thdng qua hop d4u néi.

ODF
12/ 24 ports

Hinh 4.15 — M6 ta hop d4u ndi cap quang.

DPau ndi cap quang: dau ndi cap quang rat da dang thong thwédng trén thi trworng cé cac dau néi nhw
sau: FT, ST, FC...

HYBRID ADAPTOF

FC ADAPTORS “
5%

ST ADAPTORS

r L
SC ADAPTORS d ‘d

Hinh 4.16 — M6t sb loai dau néi cap quang.
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. DPUONG TRUYEN VO TUYEN.

Khi dung céac loai cap ta gap mot sé khé khdn nhw co sé cai dat cd dinh, khodng cach khéng xa, vi vay

dé khac phuc nhirng khuyét diém trén nguwoi ta dung dwédng truyén vé tuyén. Budng truyén vo tuyén

mang lai nhirng loi ich sau:

- Cung cép ndi két tam thdi véi mang cap co6 san.

- Nhirng ngwoi lién tuc di chuyén van ndi két vao mang dung cap.

- Lé&p dat dwong truyén vo tuyén & nhirng noi dia hinh phirc tap khéng thé di day duworc.

- Phu hop cho nhitng noi phuc vu nhiéu két néi cung mét luc cho nhiéu khach hang. Vi du nhu:
dung dwdng vé tuyén cho phép khach hang & san bay két vao mang dé duyét Internet.

- Dung cho nhi*tng mang cé gi¢i han rong I&n vuot qua kha nang cho phép cla cap déng va cap
quang.
- Dung lam két néi dw phong cho cac két néi hé théng cap.
Tuy nhién, dwdng truyén vo tuyén ciing cé mét s han ché:
- Tin hiéu khéng an toan.
- Dé bi nghe lén.
- Khi c6 vat can thi tin hiéu suy yéu rat nhanh.
- Bang thdng khong cao.

lIl.1. Séng vé tuyén (radio).

10 0 Freguency A
1]

1 1100 Fraguency B

S
Data to b transmittad

110 010 111 000

Hinh 4.16 — Truyén dir liéu qua séng vo tuyén.

S6éng radio nam trong pham vi t» 10 KHz dén 1 GHz, trong mién nay ta c6 rat nhiéu dai tan vi du nhu:
séng ngan, VHF (dung cho tivi va radio FM), UHF (dung cho tivi). Tai mbi quéc gia, nha nuéc sé quan
ly cAp phép st dung cac bang tan dé tranh tinh trang cac séng bi nhiéu. Nhung c6 mét sé bang tan
dwoc chi dinh la vung tw do cé nghia la ching ta dung nhwng khéng can dang ky (vung nay thwdng cé
dai tan 2,4 Ghz). Tan dung loi diém nay céac thiét bi Wireless clia cac hang nhuw Cisco, Compex déu
dung & dai tdn nay. Tuy nhién, ching ta st dung tan s khéong cip phép sé& cé nguy co nhidu nhiéu
hon.
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ll.2. Séng viba.

Truyén théng viba thwdng ¢ hai dang: truyén théng trén mat dat va cac ndi két véi vé tinh. Mién tan sb
cla viba mat d4t khodng 21-23 GHz, cac két néi vé tinh khodng 11-14 Mhz. Bang théng tir 1-10 MBps.
Sy suy yéu tin hiéu tuy thudc vao diéu kién thoi tiét, cong suét va tan sé phat. Chung dé bi nghe trom
nén thuwdng dwgc ma hoa.

San Francisco New York

Hinh 4.17 — Truyén di¥ liéu thdng qua vé tinh.

Hinh 4.18 — Truyén di liéu truc tiép gitra hai thiét bi.

lIl.3. Héng ngoai.

T4t cd mang vo tuyén hong ngoai déu hoat dong bang cach dung tia hdng ngoai dé truyén tai di liéu
gitra cac thiét bi. Phwong phap nay cé thé truyén tin hiéu & tbc do cao do dai théng cao cla tia héng
ngoai. Théng thwdng mang hdng ngoai cé thé truyén véi tbe do tr 1-10 Mbps. Mién tan sb t» 100 Ghz
dén 1000 GHz. C6 bén loai mang hdng ngoai:

- Mang dwdng ngdm: mang nay chi truyén khi may phat va may thu cé6 mét duwéng ngam rd rét gitra
chung.

- Mang héng ngoai tan xa: ky thuat nay phat tia truyén doi twdng va san nha rdi méi dén may thu.
Dién tich hiéu dung bj gi¢i han & khoang 100 feet (35m) va co6 tin hiéu cham do hién twong doi tin
hiéu.

- Mang phan xa: & loai mang hdng ngoai nay, may thu-phat quang dat gan may tinh sé truyén toi
mot vi tri chung, tai day tia truyén dwoc dbi hwéng dén may tinh thich hop.
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- Broadband optical telepoint: loai mang cuc bd vo tuyén héng ngoai cung cap céac dich'%4
rong. Mang vd tuyén nay cé kha nang xt ly cac yéu cau da phwong tién chéat lwong cao, vén cod
thé trung khdp véi cac yéu ciu da phwong tién clia mang cap.

Hinh 4.19 — Truyén di liéu gitra 2 may tinh théng qua héng ngoai.

IV. CAC THIET Bl MANG.

IV.1. Card mang (NIC hay Adapter).

Card mang la thiét bi ni két gitra may tinh va cap mang. Chung thwong giao tiép véi may tinh qua cac
khe cdm nhu: ISA, PCI hay USP... Phan giao tiép v&i cap mang théng thwdng theo cac chuan nhu:
AUI, BNC, UTP... Cac chlrc nang chinh cla card mang:

- Chuén bi di¥ liéu dua Ién mang: trwdc khi dwa 1én mang, dir liéu phai dwoc chuyén tir dang byte,
bit sang tin hiéu dién dé co thé truyén trén cap.

- G&idi liéu dén may tinh khéac.

- Kiém soat luéng di¥ liéu gitra may tinh va hé théng cap.

Dia chi MAC (Media Access Control): mdéi card mang c6 mét dia chi rieng dung dé& phan biét card
mang nay v&i card mang khac trén mang. Dia chi nay do IEEE — Vién Cbéng nghé Dién va bién t& —
cdp cho cac nha san xuét card mang. Tt d6 cac nha san xuét gan cb dinh dia chi nay vao chip cua
mdi card mang. Dia chi nay gébm 6 byte (48 bit), c6 dang XXXXXX.XXXXXX, 3 byte dau la ma sb cla
nha san xuét, 3 byte sau la sb serial cGia cac card mang do hang dé san xuét. Dia chi nay dwoc ghi cb
dinh vao ROM nén con goi la dia chi vat ly. Vi du dia chi vat ly ctia mét card Intel c6 dang nhw sau:
00AO0C90C4B3F.

Hinh dwdi Ia card mang RE100TX theo chuan Ethernet IEEE 802.3 va IEEE 802.3u. N6 hd tro ca hai
bang théng 10Mbps va 100Mbps theo chuidn 10Base-T va 100Base-TX. Ngoai ra card nay con cung
cap céac tinh nang nhv Wake On LAN, Port Trunking, hé tro co ché truyén full duplex. Card nay
ciing hd tro hai co' ché boot ROM 16 bit (RPL) va 32 bit (PXE).

Hinh 4.20 — Card RE100TX.
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Hinh dudi l1a card FL1000T 10/100/1000Mbps Gigabit Adapter, né 1a card mang theo chuan Gigat
dung dau néi RJ45 truyén trén méi trwdng cap UTP cat 5. Card nay cung cap dwéng truyén véi bang
théng I&n va twong thich voi card PCI 64 va 32 bit dong thoi nd ciing hé tro ca hai co ché truyén
full/half duplex trén ca ba loai bang thong 10/100/1000 Mbps.

Hinh 4.21 — Card FL1000T 10/100/1000Mbps Gigabit.

Hinh dwai la card mang khéng day WL11A 11Mbps Wireless PCMCIA LAN Card, card nay giao tiép
v&i may theo chudn PCMCIA nén khi st dung cho PC chung ta phai dung thém card chuyén dbi tir PCI
sang PCMCIA. Card duogc thiét ké theo chudn IEEE802.11b & dai tan 2.4GHz ISM, dung co ché
CSMAJ/CA dé xtr ly dung dd, bang thong cla card la 11Mbps, cé thé ma hoéa 64 va 128 bit. Dac biét
card nay hé tro ca hai kién trac két néi mang la Infrastructure va AdHoc.

Hinh 4.22 — Card WL11A.

IV.2. Card mang dung cap dién thoai.

Card HP10 10Mbps Phoneline Network Adapter 1a mét card mang dac biét vi né khéng dung cap
déng truc cling khéng dung cap UTP ma dung cép dién thoai. Mot dac tinh quan trong cla card nay la
truyén s liéu song song v&i truyén am thanh trén day dién thoai. Card nay dung dau két néi RJ11 va
bang théng 10Mbps, chiéu dai cap c6 thé dai dén gan 300m.

Hinh 4.23 - Card HP10 10Mbps Phoneline.
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IV.3. Modem.

La thiét bi dung dé ndi hai may tinh hay hai thiét bi & xa théng qua mang dién thoai. Modem thuéng co
hai loai: internal (14 loai dwg'c gén bén trong may tinh giao tiép qua khe cdm ISA hoac PCI), external
(14 loai thiét bi d&t bén ngoai CPU va giao tiép véi CPU thdng qua cdng COM theo chudn RS-232). Ca
hai loai trén déu cé cbng giao tiép RJ11 dé ndi voi day dién thoai.

Chtrc nang ctia Modem la chuyén déi tin hiéu sb (digital) thanh tin hiéu twong tw (analog) dé truyén
dir liéu trén day dién thoai. Tai ddu nhan, Modem chuyén di liéu ngwoc lai tir dang tin hiéu twong tw
sang tin hiéu sb dé truyén vao may tinh. Thiét bi nay gia twong dbi thAp nhwng mang lai hiéu qua rat
I&n. N6 gitp ndi cac mang LAN & xa vé&i nhau thanh cac mang WAN, gitip ngudi dung cé thé hoa vao
mang ndi bd clia cong ty mét cach dé dang du ngudi dé & noi nao.

Digital

Analog

Analog

11001101 00010110 11100111

FET
ECED)

EGE

e
ECRL]

FETEr

Hinh 4.24 — M6 hinh truyén di liéu thdng qua Modem.

Remote Access Services (RAS): 1a mot dich vu mém trén moét may tinh hodc 1a mét dich vu trén thiét
bi phan ctrng. N6 cho phép ding Modem dé néi két hai mang LAN véi nhau hodc mét may tinh vao
mang ndi bo.

RAS Telephone Computer
Server  Modem  Connection

Telephone
Connection

File
Server
Computer

Client Computers

Hinh 4.25 — S& dung RAS dé lién lac.
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IV.4. Repeater.

La thiét bi dung dé khuéch dai tin hiéu trén cac doan cap dai. Khi truyén dir liéu trén cac doan cap dai
tin hiéu dién sé& yéu di, néu ching ta mudn mé rong kich thwéc mang thi ching ta dung thiét bj nay dé
khuéch dai tin hiéu va truyén di tiép. Nhwng chung ta cha y rang thiét bi nay hoat dong & 1&p vat ly
trong md hinh OSI, né chi hiéu tin hiéu dién nén khéng loc dwoc di liéu & bat ky dang nao, va mbi 1an
khuéch dai cac tin hiéu dién yéu sé bj sai do dé néu c tiép tuc dung nhiéu Repeater dé khuéch dai va
m¢& réng kich thwéc mang thi div liéu sé ngay cang sai léch.

Weakened signal

Hinh 4.26 — Thiét bi Repeater.

IV.5. Hub.

La thiét bj gibng nhw Repeater nhung nhiéu port hon cho phép nhiéu may tinh néi tap trung vé thiét bi
nay. Cac chirc nang gibng nhw Repeater dung dé khuéch dai tin hiéu dién va truyén dén tat ca cac
port con lai ddng thdi khong loc dwoc di liéu. Thong thwerng Hub hoat déng & 16p 1 (16p vat ly). Toan
bd Hub (hoac Repeater) dwoc xem la mét Collision Domain.

Hub gdm c6 ba loai:

- Passive Hub: 13 thiét bi d4u ndi cap dung dé chuyén tiép tin hiéu tir doan cap nay dén cac doan
cap khac, khong ¢ linh kién dién tlr va ngudn riéng nén khong khong khuéch dai va xtr ly tin hiéu;

- Active Hub: 14 thiét bi d4u ndi cap dung dé chuyén tiép tin hiéu tir doan cap nay dén cac doan cap
khac véi chat lwong cao hon. Thiét bi nay c6 linh kién dién t& va ngudn dién riéng nén hoat dong
nhw mot repeater c6 nhiéu céng (port);

- Intelligent Hub: Ia mét active hub cé thém cac chirc nang vwot tréi nhw cho phép quan ly tir cac
may tinh, chuyén mach (switching), cho phép tin hiéu dién chuyén dén dung port cdn nhan khéng
chuyén dén céac port khong lién quan.

Hinh 4.27 — M6 hinh mang st dung Hub.
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IV.6. Bridge (cau nébi).

La thiét bj cho phép ndi két hai nhanh mang, c6 chirc nang chuyén cé chon loc cac géi tin dén nhanh
mang chilra may nhan géi tin. Trong Bridge c6 bang dia chi MAC, bang dia chi nay sé& dwoc dung dé
quyét dinh dwdrng di ctia goi tin (cach thire truyén di ciia mot goi tin sé dwoc néi ré hon & trong phan
trinh bay vé thiét bi Switch). Bang dia chi nay c6 thé dwoc khdi tao tw dong hodc phai cAu hinh bang
tay. Bridge hoat dong & I&p hai (I&p Data link) trong m6 hinh OSI.

Uu diém cua Bridge 1a: cho phép mé& rong cing mét mang logic véi nhiéu kiéu cap khac nhau. Chia
mang thanh nhiéu phan doan khac nhau nhdm giam lwu lvgng trén mang.

Khuyét diém: cham hon Repeater vi phai x(r ly cac géi tin, chwa tim dwoc duwong di téi wu trong
trworng hop c6 nhiéu dwdng di. Viéc xi ly goi tin dwa trén phan mém.

PN

xt E g g

E £ ]

Hinh 4.28 — M6 hinh mang st* dung Bridge.

IV.7. Switch
La thiét bj gibng nhw bridge nhwng nhiéu port hon cho phép ghép ndi nhiéu doan mang véi nhau.
Switch ciing dwa vao bang dia chi MAC dé quyét dinh géi tin nao di ra port ndo nham tranh tinh trang
gidm bang théng khi s6 may tram trong mang tang 1én. Switch ciing hoat dong tai I&p hai trong mé
hinh OSI. Viéc xt ly géi tin dwa trén phan cirng (chip).
Khi mét goi tin di dén Switch (hodc Bridge), Switch (hodc Bridge) sé thyc hién nhw sau:
- Kiém tra dia chi ngudn cla géi tin da c6 trong bdng MAC chwa, néu chwa cé thi né sé thém dia chi
MAC nay va port ngudn (noi géi tin di vao Switch (hoac Bridge)) vao trong bang MAC.
- Kiém tra dia chi dich cta goi tin da c6 trong bang MAC chua:
+ Néu chwa cé thi né sé gdi gai tin ra tat ca cac port (ngoai trir port goi tin di vao).
+ Néu dia chi dich da cé trong bang MAC:
® Né&u port dich trung v&i port nguén thi Switch (hodc Bridge) sé loai bd goi tin.
® Néu port dich khac véi port ngudn thi géi tin sé dwoc géi ra port dich twong &ng.
Cha y:
- Dia chi ngudn va dia chi dich dwgc ndi & trén déu la dia chi MAC.
- Port nguén la Port ma géi tin di vao.
- Port dich la Port ma gai tin di ra.
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Do cach hoat ddng clia Switch (hoac Bridge) nhw vay, nén méi Port cia Switch |a mot Cof
Domain, va toan b Switch dugc xem Ia mdt Broadcast Domain (khai niém Collision Domain va
Broadcast Domain sé dwoc gi¢i thiéu trong chwong 5, phan “cac céng nghé mang LAN”).

A Modern Ethernet Network

Backbone
Ethemet Switch

LA

|

Ethernet Hub Ethernet Switeh

Hinh 4.29 — M6 hinh mang st dung Switch.
Ngoai cac tinh nang co s&, Switch con cac tinh nang mé rong nhw sau:

- Phuwong phap chuyén géi tin (Switching mode): trong thiét bi ctia Cisco c6 thé sir dung mét trong
ba loai sau:

+ Store and Forward: 1a tinh nang lwu di¥ liéu trong bd dém trwdc khi truyén sang cac port
khac dé tranh dung dd (collision), thong thwdng téc do truyén khodng 148.800 pps. V&i ki
thuat nay toan bd géi tin phai dwoc nhan du truéc khi Switch truyén frame nay di do d6 do
tré (latency) & thudc vao chiéu dai cta frame.

+ Cut Through: Switch sé truyén géi tin ngay lap trc mét khi né biét dwoc dia chi dich cua
goi tin. Ky thuat nay sé c6 dé tré thép hon so v&i ky thuat Store and Forward va dé tré ludn
la con sb xac dinh, bat chap chiéu dai cia gai tin.

+ Fragment Free: thi Switch doc 64 byte diu tién va sau d6 bat dau truyén di liéu.

- Trunking (MAC Base): & mét s thiét bi Switch, tinh nang Trunking dwoc hiéu Ia tinh nang giup
tang tbc do truyén gitra hai Switch, nhwng cha y 1a hai Switch phai cung loai. Riéng trong thiét bi
Switch cuta Cisco, Trunking dwoc hiéu la dwdng truyén ding d& mang théng tin cho cac VLAN.

) o) (o= . ..

-| -l -| -| LAN A

Hinh 4.30 — M6 ta cach dung dwdng Trunking.

- VLAN: tao cac mang a0, nham dam bdo tinh bdo mat khi m& réng mang bang cach néi cac
Switch v&i nhau. M&i VLAN co6 thé dwoc xem |a mot Broadcast Domain, nén khi chia cac mang
40 gilp ta sé phan vung mién broadcast nham cai tién téc do va hiéu qua cta hé thdng. Néi cach
khac, VLAN la mét nhdm logic cac thiét bi hoac ngwoi st dung. Nhém logic nay dwoc chia dwa
vao chirc ndng, rng dung, ... ma khéng phu thudc vao vi tri dia ly. Chi c6 cac thiét bj trong cung
VLAN mdi lién lac dwoc véi nhau. Néu mudn cac VLAN cé thé lién lac dwoc véi nhau thi phai sty
dung Router dé lién két cac VLAN lai.
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Chuc ndng VLAN

Hinh 4.31 — M6 ta cach str dung VLAN.

- Spanning Tree: tao dwong dy phong, binh thwdng di liéu dwgc truyén trén mot cdng mang sb
tht tw thdp. Khi mét lién lac thiét bi tw chuyén sang céng khac, nhdm dam bao mang hoat déng
lién tuc. Spanning Tree thyc chét la han ché cac dwdng dw thira trén mang.

Hinh dudi 1a Switch Compex SRX2216 duoc thiét ké theo chuan IEEE 802.3, IEEE802.3u, Switch
nay thuwdng dung trong cac giadi phap mang vira va nhé. Thiét bi nay hd tro 16 port RJ45 tbc do
10/100Mbps, 12K MAC Address, 2K bd dém (buffer). Ngoai ra thiét bi nay con cé nhirng tinh nang
nhw: Store and Forward, Spanning Tree, Port Trunking, Virtual LAN gilp ching ta mé& roéng mang
ma khong s¢ xay ra dung dé (collision).

Hinh 4.31 - Switch Compex SRX2216.

IV.8. Wireless Access Point.

MAP-811

Hinh 4.32 — Thiét bj Wireless

Wireless Access Point la thiét bi két n6i mang khong day dwoc thiét ké theo chuin IEEE802.11b, cho
phép ndi LAN to LAN, dung co ché CSMA/CA dé giai quyét tranh chap, dung ca hai kién tric két néi
mang |a Infrastructure va AdHoc, ma héa theo 64/128 Bit. N6 con hd tro tbc d6 truyén khong day 1én
11Mbps trén bang tdn 2,4GHz ISM dung coéng nghé radio DSSS (Direct Sequence Spread
Spectrum)
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Hinh 4.33 — Mang str dung Wireless.

1IV.9. Router.
La thiét bj dung ndi két cac mang logic v&i nhau, kiém soat va loc cac géi tin nén han ché dwoc lwu
lwong trén cac mang logic (théng qua co ché Access-list). Cac Router dung bang dinh tuyén
(Routing table) dé Iwu trir théng tin vé& mang dung trong truéng hop tim dwéng di tbi wu cho cac goi
tin. Bang dinh tuyén chiva cac théng tin vé duwong di, théng tin v& wéc lwong thoi gian, khodng céach...
Bang nay cé thé ciu hinh tinh hay tw dong. Router hiéu dwoc dia chi logic IP nén théng thwéong
Router hoat dong & I&p mang (network) hoac cao hon.
Ngu®i ta cling c6 thé thuc hién firewall & mirc d6 don gian trén Router thong qua tinh nang Access-
list (tao mét danh sach truy cap hop 1é), thwe hién viéc anh xa dia chi théng qua tinh nang NAT
(chuyén déi dia chi).
Khi mét géi tin dén Router, Router sé& thuc hién cac viéc kiém tra dia chi IP dich cta goi tin:
- Néu dia chi mang cla IP dich nay c6 trong bang dinh tuyén ctia Router, Router sé g&i ra port
twong ng.
- Néu dia chi mang cua IP dich nay khoéng c6 trong bang dinh tuyén, Router sé kiém tra xem trong
béng dinh tuyén cGa minh c6 khai bao Default Gateway hay khéng:
+ Né&u c6 khai bao Default Gateway thi géi tin s& dwoc Router dwa dén Default Gateway
twong ng.

+ Néu khong c6 khai bao Default Gateway thi gai tin sé& bi loai bo.
Chu y: dia chi dwoc xét & day la dia chi IP.
Do céach hoat ddng clia Router nhw dé trinh bay, nén mdi port clia Router |a moét Broadcast Domain.

Net A Net B

L

Router 1 Router 2 -Ruutsrs
Net C
/—Iﬂ. Net D
I.Ftauters

Router 4

_ Router 6
m— Net F

NetE Router 7

Router 8
Net G
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Hinh 4.34 — M6 hinh mang str dung Router.
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IV.10. Thiét bi mé réng.

1vV.10.1 Gateway — Proxy:

La thiét bj trung gian dung dé& néi két mang ndi bd bén trong va mang bén ngoai. Né cé chirc nang kiém
soat tat ca cac ludng di¥ liéu di ra va vao mang nham ngan chan hacker tan céng. Gateway ciing hé
tro chuyén déi gitra cac giao thirc khac nhau, cac chuan di liéu khac nhau (vi du IP/IPX).

Proxy giéng nhw mot firewall (blrc twdng Itra), nang cao khd nang bdo mat git*a mang ndi bd bén
trong va mang bén ngoai. Proxy cho phép thiét Iap cac danh sach dwoc phép truy cap vao mang ndi
bd bén trong, ciing nhw danh sach cac 'ng dung ma mang ndi boé bén trong c6 thé truy cap ra mang
bén ngodi. Ngoai ra Proxy con la may dai dién cho cac may tram bén trong mang ndi bé truy cap ra
Internet, day 1a chirc ndng quan trong nhét ctia Proxy.

Gateway services

Hinh 4.35 — M6 hinh mang st dung Gateway.

1IvV.10.2 Thiét bi truy cap Internet.

i Mat trudc

| .;%m_, e

2 céng modem

Mat sau

HUB 8 cdng

Hinh 4.36 - Thiét bi IS3010

C6 nhiéu thiét bi dung dé truy cap Internet. Hinh vé trén 1a moét trong nhirng thiét bi vira cho phép chia
sé Internet, vira cho phép nang cao tbc dd dwdng truyén théng qua viéc sir dung 02 modem ciing mét
luc.

(ng dung: nhiéu may tinh (LAN) truy cap Internet chung mét account qua hai Modem.
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Hinh 4.37 — Truy cap Internet bang thiét bi IS3010.

Thiét bi nay ciu hinh rat don gian dung Web browser, Telnet, Console. C6 hai cbng Modem cho
phép dial out hodc dial in, tich hop sén dich vu NAT, Default GateWay, DHCP dung cép phat IP dong
cho cac may tram. Hb tro' ca hai nghi thirc thdm dinh quyén truy cap PAP/CHAP, hd tro' Filter (cho
hodc cAm nguwdi dung truy cap Internet).
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Tom tat

Ly thuyét 5 tiét - Thwc hanh 10 tiét

Muc tiéu

Cac muc chinh

CETRET Y EL

-
Bai 5

CAC KIEN TRUC VA CONG NGHE MANG LAN

Bai tap lam

Két thic bai hoc nay cung
cap hoc vién kién thirc vé
cac kién tric va cong

nghé mang LAN ...

Céc kién trac mang.

Cac cbng nghé mang LAN.

budc

Dwa vao bai tap
mon mang may

tinh.

thém

Dwa vao bai
tdp mbén mang
may tinh.
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. CAC KIEN TRUC MANG (TOPOLOGY).

I.1. Khai niém.
Network topology 1a so d& dung biéu dién cac kiéu sép xép, bb tri vat ly cia may tinh, day cap va
nhirng thanh phan khac trén mang theo phwong dién vat ly.

C6 hai kiéu kién trac mang chinh Ia: kién tric vat ly (md t& cach bd tri dwdng truyén thwe sy cla
mang), kién trac logic (mé ta con dwdrng ma di liéu that sy di chuyén qua cac node mang)

1.2. Cac kiéu kién tric mang chinh.
Mang Bus (tuyén)

- Kién tric Bus la mét kién tric cho phép ndi mang cac may tinh don gian va phd bién nhat. N6
dung mét doan cap ndi tAt cd may tinh va cac thiét bi trong mang thanh mét hang. Khi mot may
tinh trén mang g&i di¥ liéu dwoi dang tin hiéu dién thi tin hiéu nay sé dwoc lan truyén trén doan
cap dén cac may tinh con lai, tuy nhién di liéu nay chi dwoc may tinh cé dia chi so khép véi dia
chi ma héa trong di¥ liéu chap nhan. Méi 1an chi c6 mét may cé thé géi div liéu 1én mang vi vay sb
lwong may tinh trén bus cang tang thi hiéu suét thi hanh mang cang cham.

- Hién twong doi tin hiéu: la hién twong khi di liéu dwoc g&i Ién mang, dir liéu sé di twr dau cap nay
dén dau cap kia. Néu tin hiéu tiép tuc khéng ngirng né sé ddi t&i lui trong day cap va ngan khéng
cho may tinh khac g&i dir liéu. D& giai quyét tinh trang nay nguoi ta dung mét thiét bi terminator
(dién tré cudi) dat & méi dau cap dé hap thu cac tin hiéu dién tw do.

- Uu diém: kién trac nay dung it cap, dé lap dat, gia thanh ré. Khi m& réong mang twong dbi don
gian, néu khoang cach xa thi c6 thé dung repeater dé khuéch dai tin hiéu.

- Khuyét diém: khi doan cap dut doi hodc cac diu néi bi hé ra thi sé& c6 hai dau cap khong néi voi
terminator nén tin hiéu s& doi ngwoc va lam cho toan bd hé théng mang sé ngwng hoat déng.
Nhirng 16i nhw thé rat kho phat hién ra 1a hdng chd nao nén céng tac quan tri rat khé khi mang 16n
(nhiéu may va kich thuéc Ion).

TR R 1

X v

-

Hinh vé& 5.1 — Kién tric mang Bus.
Mang star (sao)

- Trong kién trGc nay, cac may tinh dwoc ndi vao mot thiét bi dau ndi trung tdm (Hub hodc Switch).
Tin hiéu dwoc truyén tir may tinh g&i dir liéu qua hub tin hiéu dwoc khuéch dai va truyén dén tat
cé cac may tinh khac trén mang.
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- Uu diém: kién trac star cung cép tai nguyén va ché do quan ly tap trung. Khi mét doan cap
thi chi anh huwéng dén may dung doan cap do, mang van hoat dong binh thuwong. Kién tric nay
cho phép chuing ta c6 thé mé rong hodc thu hep mang mét cach dé dang.

- Khuyét diém: do méi may tinh déu phai néi vao mét trung tam diém nén kién tric nay doi hdi nhiéu
cap va phai tinh toan vi tri dat thiét bi trung tam. Khi thiét bi trung tdm diém bj héng thi toan bd hé

théng mang ciing ngirng hoat doéng.
TINY
N 7
n Ly
/ /
u

7

Hinh 5.2 — Kién tric mang Star.

Mang Ring (vong)

- Trong mang ring cac may tinh va cac thiét bi néi véi nhau thanh mét vong khép kin, khéng cé dau
nao bi hé. Tin hiéu dwoc truyén di theo mét chiéu va qua nhiéu may tinh. Kién tric nay dung
phwong phap chuyén thé bai (token passing) dé truyén di liéu quanh mang.

- Phwong phap chuyén thé bai 1a phwong phap dung thé bai chuyén tir may tinh nay sang may tinh
khac cho dén khi t&i may tinh muén géi div liéu. May nay sé gilr thé bai va bat diu g&i div liéu di
quanh mang. D@ liéu chuyén qua tirng may tinh cho dén khi tim dwoc may tinh cé dia chi khép véi
dia chi trén di liéu. May tinh dau nhan sé g&i mot thdong diép cho may tinh dau g&i cho biét dir liéu
da dwoc nhan. Sau khi xac nhan may tinh dau g&i sé tao thé bai mai va tha 1én mang. Van téc cla
thé bai xap xi v&i van téc anh sang.

Hinh 5.3 — Kién trac mang Ring.

Mang Mesh (lwéi).

Twng cdp may tinh thiét lap cac tuyén két néi lién diém do d6 sb lwgng tuyén két ndi nhanh chéng gia
tang khi s6 lwong may tinh trong mang ting lén nén ngwoi ta it dung cho cac mang lwéi Ién.
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Hinh 5.4 — Kién tric mang Mesh.
Mang Cellular (té bao).
Cac mang té bao chia vung dia ly dang dwoc phuc vu thanh cac t& bao, méi t& bao dwoc mot tram
trung tam phuc vu. Céc thiét bi s&r dung cac tin hiéu radio dé truyén théng v&i tram trung tam, va tram
trung tam sé dinh tuyén cac thong diép dén cac thiét bi. Vi du dién hinh cla mang té bao la mang dién
thoai di dong.

I.3. Cac kién tric mang két hop.

Mang star bus.

Star bus 1a mang két hop gilra mang star va mang bus. Trong kién tric nay moét vai mang cé kién trac
hinh star dwoc ndi v&i truc cap chinh (bus). Néu mét may tinh nao dé bi hdng thi né khéng anh hwéng
dén phan con lai cia mang. Néu mot Hub bj héng thi toan bd cac may tinh trén Hub d6 sé khong thé
giao tiép duoc.

Star bus

Hinh 5.5 — Kién tric mang Star-Bus.

Mang star ring.

Mang Star Ring twong tw nhw mang Star Bus. Cac Hub trong kién tric Star Bus déu duoc néi voi
nhau bang truc cap théng (bus) trong khi Hub trong cAu hinh Star Ring duoc ndi theo dang hinh Star

v&i mot Hub chinh.

Star ing

=

m.ﬁ
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Hinh 5.6 — Kién truc mang Star-Ring.
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. CAC CONG NGHE MANG LAN.

I.1. Khai niém.

- Collision Domain: day 1a mét ving c6 kha nang bi dung do do hai hay nhiéu may tinh cuing g&i tin
hiéu I&n méi trwérng truyén théng.

- Broadcast Domain: day la mét ving ma géi tin phat tan (géi tin broadcast) cé thé di qua dwoc.
Trong vung Broadcast Domain c6 thé Ia viing bao gém nhiéu Collision Domain.

1.2. Ethernet

DAu tién, Ethernet dwoc phat trién béi cac hang Xerox, Digital, Intel vao dau nhivng ndm 1970. Phién
ban dau tién cta Ethernet duwoc thiét ké nhu mét hé théng 2,94 Mbps dé ndi hon 100 may tinh vao
mét s@i cap dai 1 Km. Sau dé cac hang Ién da thao luan va dwa ra chuan danh cho Ethernet 10 Mbps.

Ethernet chuan thuworng c6 ciu hinh bus, truyén véi tbc d& 10Mbps va dwa vao CSMA/CD (Carrier
Sense Multiple Access / Collision Detection) dé diéu chinh lwu thdng trén dwdng cap chinh. Tém lai
nhirng dac diém co ban clia Ethernet nhuw sau:

- CAu hinh: bus ho3c star.

- Phuwong phap chia sé moi trudng truyén: CSMA/CD.

- Quy cach ky thuat IEEE 802.3

- Van tbc truyén: 10 — 100 Mbps.

- Céap: cap ddng truc manh, cap déng truc Ién, cap UTP.

- Tén cua chuan Ethernet thé hién 3 dic diém sau:

- Con sb dau tién thé hién tbc do truyén téi da.

- T tiép theo thé hién tin hiéu dai tan co s& dwoc st dung (Base hoéc Broad).

+ Ethernet dwa vao tin hiéu Baseband sé si¢ dung toan b6 bang thong cla phwong tién
truyén dan. Tin hiéu d¥ liéu sé dwoc truyén truc tiep trén phuong tién truyén dan ma khéng
can thay ddi kiéu tin hiéu.

+ Trong tin hiéu Broadband (ethernet khéng s dung), tin hiéu di liéu khéng bao gi& g&i truc
tiép Ién phwong tién truyén dan ma phai thuc hién diéu ché.

- Céc ky tw con lai thé hién loai cap dwoc st dung. Vi du: chudn 10Base2, téc dd truyén téi da la
10Mbps, st dung tin hiéu Baseband, st dung cap Thinnet.

Card mang Ethernet: hau hét cac NIC ci déu duoc cdu hinh bang cac jump (cac chau cdm chuyén)

dé an dinh dia chi va ngéat. Cac NIC hién hanh dwoc ciu hinh tw dong hodc bang mét chwong trinh

chay trén may chira card mang, né cho phép thay ddi cac ngat va dia chi bd nhé lwu trir trong mét chip

bd nhé dac biét trén NIC.
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Serial dala

Hinh 5.7 — Card mang Ethernet.

Dang thirc khung trong Ethernet: Ethernet chia di¥ liéu thanh nhiéu khung (frame). Khung la mét goi
thong tin dwoc truyén nhw mét don vi duy nhat. Khung trong Ethernet cé thé dai tir 64 dén 1518 byte,
nhwng ban than khung Ethernet da s dung it nhat 18 byte, nén di¥ liéu mot khung Ethernet co thé dai
tlr 46 dén 1500 byte. M&i khung déu cé chira théng tin diéu khién va tuan theo mét cach té chirc co
ban. Vi du khung Ethernet (dung cho TCP/IP) dugc truyén qua mang v&i cac thanh phan sau:

Preamble Source

Deslination Type Data CRC

by ! !

Field
Length (byles) ] 6 6 2 46-1500 4

Hinh 5.8 — C4u triuc khung Ethernet.

Cac trwdng trong Frame Ethernet:

Preamble: 8 byte mé dau.

Destination: 6 byte thé hién dia chi MAC dich.
Source: 6 byte thé hién dia chi MAC ngudn.
Type: 2 byte thé hién kiéu giao thirc & tAng trén.
Data: di¥ liéu ciia Frame.

CRC: 4 byte dung dé kiém 16i cia Frame.

Cac loai Ethernet v&i bang tan co so

10Base2: tdc d6 10, chidu dai cap nhé hon 200 m, dung cap thinnet (cap ddng truc manh).
10Base5: toc d6 10, chiéu dai cap nhé hon 500 m, dung cap thicknet (cap déng truc day).
10BaseT: téc d6 10, dung cap xoan ddi (Twisted-Pair).

10BaseFL: tbc d6 10, dung cap quang (Fiber optic).

100BaseT: tbc d6 100, dung cap xoan doéi (Twisted-Pair).

100BaseX: té¢c d6 100, dung cho multiple media type.

100VG-AnyLAN: téc d6 100, dung voice grade.

1.2.1 Chuan 10Base2
Céu hinh nay dwoc xac dinh theo tiéu chuan IEEE 802.3 va bao dam tuan tht cac quy tac sau:

Khoang céch téi thiéu gitra hai may tram phai cach nhau 0.5m.

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net

99



- Dung cap Thinnet (RG-58).

100
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- Tbéc dd 10 Mbps.

- Dung dau néi chi T (T-connector).

- Khéng thé vuot qua phan doan mang ti da 1a 185m. Toan bd hé thdng cap mang khong thé vuot
qua 925m.

- S6 nut ti da trén mdi phan doan mang la 30.

- Terminator (thiét bi ddu cubi) phai c6 tré khang 50 ohm va dwoc ndi dat.

- M&i mang khéng thé cé trén nam phan doan. Cac phan doan c6 thé nébi tbi da bén bo khuéch dai
va chi ¢c6 ba trong s6 nam phan doan cé thé cé nat mang (tuan tha quy tac 5-4-3).

Quy tac 5-4-3: quy tac nay cho phép két hop dén ndm doan cap dwoc nbi béi 4 bo chuyén tiép, nhung

chi c6 3 doan |a néi tram. Theo hinh trén ta thdy doan 3, 4 chi tdn tai nhdm muc dich lam téng tdng

chiéu dai mang va cho phép may tinh trén doan 1, 2, 5 nam cung trén mét mang.

Trunk
Segment
£l

Hinh 5.9 — Qui tc 5-4-3.

Uu diém chuan 10Base2: gia thanh ré, don gian.

1.2.2 Chuéan 10Base5
Chuén mang nay tuan theo cac quy téc sau:
- Khoang cach téi thiéu gitra hai nat 1a 2.5m.
- Dung cap thicknet (cap ddng day).
- Bang tan co s& 10Mbps.
- Chiéu dai phan doan mang tbi da la 500m.
- Toan bd chiéu dai mang khéng thé vwot qua 2500m.
- Thiét bi dau cudi (terminator) phai duwoc ndi dat.
- Céap thu phat (tranceiver cable), ndi t may tinh dén bd thu phat, cé chiéu dai téi da 50m.
- S6 nut téi da cho mdi phan doan mang la 100 (bao gébm may tinh va tat ca cac repeater).
- Tuan theo quy tic 5-4-3. 101
Uu diém: khéc phuc dwoc khuyét diém clia mang 10Base2, hd tro kich thuwd'c mang Ién hon.
Chi y: trong cac mang I&n ngudi ta thwong két hop cap day va cap manh. Cap day dung lam cap
chinh rat tot, con cap manh dung lam doan nhanh.
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Hinh 5.10 - M6t vi du vé& chuan 10Base5.

1.2.3 Chuan 10BaseT.

Chuén mang nay tuan theo céc quy téc sau:

Dung cap UTP loai 3, 4, 5 hoac STP, cé mirc tré khang la 85-115 ohm, & 10Mhz.
Dung quy cach ky thuat 802.3.

Dung thiét bi du ndi trung tam Hub.

Téc d6 tbi da 10Mbps.

Dung dau nbi RJ-45.

S6 nut téi da 1a 512 va chang cé thé ndi vao 3 phan doan bat ky véi ndm phan tuyén tbi da co sén.
Chiéu dai tbi da mét phan doan cap 1a 100m.

Dung mé hinh vat ly star.

C6 thé néi cac phan doan mang 10BaseT bang cap déng truc hay cap quang.

S6 lwong may tinh téi da la 1024.

Khodng cach téi thiéu gitra hai may tinh la 2,5m.

Khoang cach cap t6i thidu tr mot Hub dén mot may tinh hodc méot Hub khac 1a 0,5m.

Uu diém: do trong mang 10BaseT dung thiét bi dau ndi trung tdm nén di liéu truyén tin cay hon, dé
quan ly. biédu nay cling tao thuan lgi cho viéc dinh vj va stra chira cac phan doan cap bj héng. Chuan
nay cho phép ban thiét k& va xay dwng trén tirng phan doan mét trén LAN va c6 thé tdng dan khi mang
can phat trién. 10BaseT ciing twong dbi ré tién so v&i cac phwong an diu cap khac.
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Hinh 5.11 — Mot vi du vé chuén 10BaseT.

I.2.4 Chuan 10BaseFL.

Cac dac diém clha 10BaseFL:

- Tbc d6 téi da 10 Mbps.

- Truyén qua cap quang.

Uu diém:

- Do dung cap quang néi cac Repeater nén khoang cach tdi da cho mét doan cap 1a 2000m.
- Khéng so bi nhiéu dién tw.

- S6 nut téi da trén mot doan cap Ién hon nhiéu so véi 10Base2, 10Base5, 10BaseT.

10Base-FL

15-pin AUI Connector
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Hinh 5.12 — M6t vi du vé chuan 10Base-FL.

11.2.5 Chuan 100VG-AnyLAN. 103

100VG (Voice Grade) AnyLan la cong nghé mang két hop cac thanh phan cta Ethernet va Token
Ring, dung quy cach ky thuat 802.12. Cac d&c diém ky thuat:

- Tbc d6 truyén dir lieu téi thiéu Ia 100Mbps.
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- S dung cap xoan ddi gébm bbn cap xoén (UTP loai 3, 4, 5 hodc STP) va cap quang.

104
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- Kha nang hé tro sang loc tirng khung ¢6 dia chi tai Hub nham téng cwéng tinh ndng bao mat
- Ché&p nhan ca khung Ethernet I4n géi Token Ring.
- DBinh nghia trong IEEE 802.12.

- M@ hinh vat ly: cascaded star, moi may tinh dwgc ndi véi mét Hub. C6 thé mé rong mang bang
cach thém Hub con vao Hub trung tam, Hub con déng vai trd nhw may tinh dbi véi Hub me.

- Chiéu dai tbi da ciia doan chay cap nbi hai Hub Ia 250m.

Ethernet, Token Ring, FDDI, ATM, WAN

P
m 10010 Ethernet

Switch c

Bridge/
Router

100VG-AnyLAN Hub
Hub 100VG-AnyLAN
Hub

Hinh 5.13 — M6t vi du vé chuan 100VG-AnyLAN.

1.2.6 Chuan 100BaseX.

Tiéu chudn 100BaseX Ethernet con goi 1a Fast Ethernet |4 sy mé réng cla tiéu chuan Ethernet co
sén. Tiéu chuén nay dung cap UTP Cat5 va phwong phap truy cap CSMA/CD trong cAu hinh star bus
v&i moi doan cap ndi vao mét Hub tuwong t 10BaseT. Toc d6 100Mbps. Chuan 100BaseX c6 cac dac
ta (rng v&i cac loai duwdng truyén khac nhau:

- 100BaseT4: dung cap UTP loai 3, 4, 5 c6 bbn cép xoén doi.

- 100BaseTX: dung cap UTP loai 5 c6 hai cip xoan dbi hodc STP.

- 100BaseFX: dung cap quang co hai day 16i.
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Hinh 5.14 — M6t vi du vé chuan 100Base-X.
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Bang du¢i day sé tom tat lai cac thong sé clia mot sb loai cap.

Loai cap Chiéu dai toi da Pau noi
10Base2 Thinnet 185m BNC
10Baseb Thicknet 500m AUI
10Base-T UTP cat 3-4-5, 2 cap 100m RJ45

day
100Base-TX UTP cat 5, 2 cap day 100m RJ45
100Base-FX Cap quang Multimode, 400m MIC, ST, SC
16i 62.5 hodc 125
micro
1000Base-CX STP 25m RJ45
1000Base-T UTP cat 5, 4 cap day 100m RJ45
1000Base-SX Cap quang Multimode, | 62.5 micro thi dwgc SC
16i 62.5 hoac 50 micro 275m
50 micro thi dwgc
550m
1000Base-LX Céap quang Multimode, | 62.5 micro thi dwgc SC
16i 62.5 hoac 50 micro 440m
Céap quang 50 micro thi dwoc
Singlemode, 16i 9 550m
micro 9 micro thi dwoc 3-
10Km

1.3. FDDI.

M6t trong nhitng bét lgi chinh clia cac mang vong tin bai la sw nhay cdm cla chung véi bat tréc. Vi moi
may gén trén vong phai chuyén khung cho may k& nén mét hdng hoc trén may sé lam cho toan mang
nguwng hoat déng. Phan cirng vong tin bai thwdng dworc thiét ké dé tranh nhirtng hw hdng nhw thé. Tuy
nhién hau hét cac mang vong tin bai khéong thé vwot qua khi sw két ndi bi cit nhuw khi dworng cap nbéi
hai may béng nhién bi dut.

Mot sb cong nghé mang vong da dwoc thiét ké dé& khac phuc dwoc héng héc nghiém trong. Vi du FDDI
(Fiber Distributed Data Interconnection) la cdng ngh& mang vong tin bai cé thé truyén di liéu & téc
do 100 triéu bit/gidy, nhanh gép 8 Ian mang vong tin bai IBM, va nhanh hon 10 1an mang Ethernet. Dé
cung tng tbc dé dir liéu nhanh nhw vay, FDDI dung soi quang dé ndi cac may thay cho cap déng.
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Hinh 5.14 - Mang FDDL.

Mang FDDI st dung cap quang cé dac diém sau:

- Chiéu dai ctia cap: chiéu dai toi da clia cap (2 vong) la 100Km, néu cap (1 vong) thi chiéu

dai toi da la 200Km.

- Sb6 tram trén mang: c6 kha n&ng hé tro 500 may trong mét mang.

- Bao mat: chi bi nghe 1én khi vong cap bi dut.

- Nhiéu dién tir: khong bi nhiéu dién tir.
FDDI ding tinh nang du phong dé khac phuc sw cd. M6t mang FDDI gém hai vong - mét dung dé g&i
dir liéu khi moi viéc déu én, va chi st dung vong thr hai khi vong mét hdng. V& mat vat ly, hai dwong
ndi v&i modt cap may tinh 1& khéng hoan toan cach biét. M&i soi quang dwoc boc trong mdt vé nhua
déo va cé mot vé boc cap soi bao bén ngoai twong ty nhw cac dwong day dién trong nha. Vi vay co
thé 1ap dat hai vong cling mét luc.

FODI DUAL ATTACHED

STATION
FILESERVER @
DUAL HOMED
\ CONNECTION

PRIMARY RING, :| [

SECONDARY RING

FDDI DUAL
@l CDUNTERROTA?\NG RING @l
/ NETWORK —=

CC NCENTRATCR 2 _“ ‘

[TTTTT]
; \DUAL ATTACHED

CONCENTRATOR 1

Hinh 5.15 — So d6 hoat déng ctia mang FDDI.
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Diéu thu vi la cac vong trong mang FDDI dwoc goi 1a xoay nguoc (counter rotating) vi div lié

trong vong th&x hai nguoc lai véi hwéng div liéu vong thi nhat. Bé hiéu tai sao lai dung cac vong xoay
nguwoc, hay xét trwong hop cé sw cd nghiém trong xay ra. Th&r nhat vi cdp soi ndi hai tram thwdng di
trén cung dwong nén khi dirt mot soi thi thwong 1a diet ludn soi kia. Thir hai, néu di liéu ludn ludn di
theo mot hwéng trén ca hai soi, viéc ngat mot tram ra khdi vong (vi du khi di chuyén may) sé ngat
truyén thong cac may khac. Tuy nhién, néu di liéu chuyén theo hwdng nguoc lai & dwong dy triv, cac
tram con lai c6 thé ciu hinh mang dé s&r dung dwdng dy phong.

RING WRAP

DUAL ATTACHED —m S
CONCENTRATOR 3
\_ CABLE FAILURE
PRIMARY RING LTI T] /
p O
DUAL ATTACHED
CONCENTRATOR 4
T SECONDARY RING / =]
T T A=
FDDI DUAL E =]
COUNTER-ROTATING RING
A NETWORK B =
DUAL ATTACHED, \\
CONCENTRATOR 2 B| |A

=
\ DUAL ATTACHED
%‘ % CONCENTRATOR 1

=1 =1

=)

Jo

Hinh vé 5.16 — Khi cap gitra hai may ké tiép bj dut.

Phwong phap truy cap ma mang FDDI sir dung la phwong phap Token-Ring. Thé Token la mot
Frame dac biét, chay xoay vong trén dwdng mang. Khi may tram can truyén di¥ lidu, n6 sé bat thé
Token, sau khi bat dwoc thé thi nd bat dau truyén di liéu, sau khi truyén div liéu xong thi né sé giai
phong thé Token. Chi c6 may tram nao gil» thé Token m&i duwoc phép truyén di liéu 1én trén dudng

mang.

108

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net




Tom tat

-
Bai 6

KHAO SAT CAC LOP TRONG MO HINH OSI

Ly thuyét 6 tiét - Thwc hanh 10 tiét

Muc tiéu

Cac muc chinh

CETRET Y EL

budc

CETRETET
thém

Két thic bai hoc nay cung
cap hoc vién kién thirc vé
cac lop con LLC, MAC
cla l&p 2 va cac giao thirc
TCP, UDP, khai niém port,
dac biét la cac m6é hinh
firewall ...

Khéo sat chi tiét Iop 2.
Khéo sat chi tiét Iop 3.
. Khao sat chi tiét Iop 4.

. Cac mo6 hinh Firewall.

Dwa vao bai tap
mon mang may
tinh.

Dwa vao bai
tdp mbén mang
may tinh.
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.  KHAO SAT CHI TIET LOP 2 (DATA LINK).

Lép 1 lién quan dén méi trwdng, lién quan cac tin hiéu, cac ludng bit di chuyén trén méi trwong, cac
thanh phan dwa di¥ liéu ra moéi trwdng va cac ciu hinh khac nhau. N6 thuc hién vai trd thiét yéu cho
hoat déng truyén tin kha thi gitra cac may tinh, nhwng véi nd lwc mot minh cta né thi khong dd. Méi
chirc néng cé cac han ché ctia né. Lép 2 hwéng téi khac phuc han ché nay. ng véi mbi han ché
trong 16p 1, 16p 2 c6 mot gidi phap. Vi du 16p 1 khdng thé théng tin véi cac 16p trén, 16p 2 lam viéc nay
théng qua LLC (Logical Link Control). L&p 1 khéng dat tén hay dinh danh cho may tinh thi I&p 2 dung
mot lwgc dd dia chi. Lop 1 khong thé quyét dinh may tinh nao sé truyén div liéu nhi phan tir mét nhém
cung mudn truyén tai cung moét thoi diém. Lop 2 dung mét hé thdng goi 1a MAC (Media Access
Control).

.1. Lé&pconLLC.

L&p con LCC tao ra tinh nang linh hoat trong viéc phuc vu cho cac giao thirc I&p mang trén no, trong
khi van lién lac hiéu qua va&i cac ky thuat khac nhau bén dwdi né. LLC véi vai trd 1a 16p phu tham gia
vao qua trinh déng goi. LLC nhan don vi di¥ liéu giao thirc 1&p mang, nhw la cac goi IP, va thém nhiéu
théng tin diéu khién vao dé gitp phan phdi goi IP dén dich ctia né. N6 thém hai thanh phan dia chi cta
dac ta 802.2 diém truy xuét dich vu dich DSAP (Destination Service Access Point) va diém truy xuét
dich vu nguén SSAP (Source Service Access Point). N6 déng géi tré lai dang IP, sau d6 chuyén
xuéng 1&p phu MAC dé tién hanh cac ky thuat dac biét dwoc yéu cau cho déng gdi tiép theo. Lép phu
LLC quéan ly hoat déng théng tin gitra cac thiét bi qua mét lién két don trén moét mang. LLC duoc dinh
nghfa trong d&c ta IEEE 802.2 va hd tro cac dich vu két ndi c6 ca tao cau ndi va khong tao ciu ndi,
dwoc dung béi cac giao thirc 16p cao hon. IEEE 802.2 dinh nghia ra mét sé field trong cac frame cua
I&p lién két di¥ liéu cho phép nhiéu giao thirc 1&p cao hon chia sé moét lién két vat ly don.

.2. Lép con MAC.

Lép con MAC dé cap dén céac giao thire chl yéu phai theo dé truy xuat vao méi trudng vat ly. Tom lai,

I&p 2 cb 4 khai niém chinh ma can phai biét:

- L&p 2 théng tin véi cac Iop trén théng qua LLC.

- Lé&p 2 dung chudn dia chi héa ngang bang (d6 la gan cac dinh danh duy nhét-cac dia chi).

- L&p 2 dung ky thuat déng frame dé té chirc hay nhém dir liéu.

- Lép 2 dung MAC dé chon may tinh nao sé truyén cac di liéu nhi phan, tr mot nhém trong d6 tat
ca cac may tinh déu muén truyén cuing mét luc.

.3. Qua trinh tim dia chi MAC:

Vé&i mang TCP/IP, thi géi tin phai chira ca dia chi MAC dich va dia chi IP dich. Néu mét trong hai dia

chi nay khéng dung thi géi tin cling xem nhw 1a khéng géi dwoc dén dich. ARP 1a mét giao thire dung

dé tim dia chi MAC cGia mét thiét bi mang dwa trén dia chi IP da biét.

M6t vai thiét bj co lwu tri bang chira dia chi IP va dia chi MAC twong trng véi IP d6 (cha cac thiét bi

trong cung mang LAN v&i ndé). Bang nay duoc goi la bAng ARP. Bang ARP nay duoc lwu gilr trong
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RAM, va khi thiét bi g&i gdi tin 1én mang thi né st dung théng tin trong bang ARP nay.
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C6 2 cach dé thu thap théng tin cho bang dia chi MAC.

- Khi c6 mét géi tin dwoc géi trén duwong truyén, thiét bi ludn kiém tra dia chi dich cla gai tin (dia chi
IP va dia chi MAC) c6 phai la ctia minh hay khéng? Sau khi kiém tra, dia chi IP va dia chi MAC déu
dwoc lwu vao trong bang ARP.

- Cach thu thap thong tin thir 2 1a thu thap qua géi tin broadcast ARP request. Khi may tinh gé&i mét
go6i tin broadcast dang ARP request thi tAt cad cac may khac trén mang déu phan tich gaéi tin nay.

+ Néu nhuv dia chi IP dich cuta thiét bi mang can tim 1a dia chi thudéc cung dwéng mang véi dia
chi may gutvi.
® Néu may dé nhan dwoc goi tin thi may sé tra i bang mot géi tin ARP reply (trong dé
c6 dia chi MAC va dia chi IP cla may).
® Néu dia chi dich khéng tdn tai hodc thiét bi chwa hoat dbng thi sé khéng c6 géi tin ARP
reply.
+ Né&u dia chi IP dich cla thiét bi mang can tim la dia chi khac dwérng mang thi viéc tim dia chi
MAC thuong dwoc lam théng qua Router, cé hai cach dé thwe hién:
® Né&u Router bat tinh nang cho phép thwc hién Proxy ARP. Thi khi nhan dwoc goéi tin
broadcast ARP request, Router sé& kiém tra xem dia chi dich cé khac dwdng mang voi
dia chi nguén khong? Néu khac dia chi nguén thi Router sé tra vé mot ARP response
dé tra I1&i (trong goi tin nay sé chra dia chi MAC — dia chi MAC cua interface nhan goi
tin ARP request).
® Néu may tinh gri c6 khai bao dia chi Default Gateway thi may tinh s& g&i goi tin dén
Default Gateway dé Default Gateway gdi tiép.

Néu may tinh ngudn khéng khai bdo Default Gateway va tinh nang thuc hién Proxy ARP khéng bat
thi hai may tinh cé dia chi dwdng mang khac nhau sé khong thé lién lac dwoc v&i nhau.

.4. Cac phwong phap truy cap dwong truyén.

.41 Cam song da truy (CSMA/CD).

Khia canh tha vi nhat cia Ethernet 1a kj thuat dwdng dung trong viéc phdi hop truyén théng. Mang
Ethernet khong diéu khién tap trung dén viéc cac may luan phién chia sé dwérng cap. Luc dé cac may
ndi véi Ethernet sé tham gia vao mét lwoc dd phdi hop phan bd goi 1a Cam séng da truy (CSMA —
Carrier Sence with Multiple Access). D& xac dinh cap c6 dang dung khéng, may tinh cé thé kiém tra
séng mang (carrier - dang tin hiéu ma may tinh truyén trén cap). Néu cé séng mang, may phai chd
cho dén khi bén g&i két thic. V& mat ky thuat, kiém tra mot séng mang duwoc goi la cdm séng (carrier
sence), va y twéng st dung sw hién hivu cla tin hiéu d& quyét dinh khi nao thi truyén goi la Cam séng
da truy (CSMA).
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Vi CSMA cho phép méi may tinh xac dinh dwéng cap chia sé c6 dang dwoc may khac st dufig
khéng nén né ngan cdm mot may cat ngang viéc truyén dang dién ra. Tuy nhién, CSMA khéng thé
ngan ngtra tat ca cac xung dot cé thé xay ra. Bé hiéu ly do tai sao, hay twéng twong chuyén gi xay ra
néu hai may tinh & hai dau cap dang nghi nhan dwoc yéu ciu géi khung. Ca hai cung kiém tin hiéu
mang, cung thdy cap dang tréng va ca hai bat dau g&i khung. Céac tin hiéu phat tir hai may sé gay
nhiéu 14n nhau. Hai tin hiéu gay nhiéu Ian nhau goi la xung dét hay dung dé (collision). Ving cé kha
nang xay ra dung do khi truyén géi tin dwoc goi 1a Collision Domain. May dau tién trén dwdng truyén
phat hién dwoc xung dét sé phat sinh tin hiéu xung dét cho cac may khac. Tuy xung dét khéng lam
héng phan cirng nhung né tao ra moét sy truyén théng méo mé va hai khung nhan duoc sé khong
chinh xac. Bé x(r ly cac bién cbé nhw vay, Ethernet yéu cAu méi bén gai tin hiéu giam sat (monitor) trén
cap dé bao dam khong c6 may nao khac truyén déng thei. Khi may géi phat hién dung dd, né ngung
truyén ngay lap tirc, va tiép tuc bt diu lai qua trinh chuén bj viéc truyén tin sau mot khoang thi gian
ngau nhién. Viéc giam sat cap nhw vay goi la phat hién dung (CD - collision detect), va ky thuat
Ethernet d6 dugc goi la Cam séng da truy véi phat hién dung (CSMA/CD).

1.4.2 Chuyén thé bai (Token-passing):

Chung ta da biét mang LAN vong néi cac may thanh moét vong tron kin. Hau hét cac LAN dung dd hinh
vong cling s dung mét ky thuat truy cap goi 1a chuyén thé bai (token-passing). Khi mot may can
chuyén di¥ liéu, nd phai che phép trudc khi truy cap mang. Khi gitv dwoc thé bai, may g&i hoan toan
gitr quyén diéu khién vong — khdng cé cac truyén théng nao khac xay ra ddng thdi. Khi may géi truyén
frame, cac bit chuyén t» may géi sang may ké, va chuyén tiép sang may ké va ctr thé cho dén khi cac
bit di hét vong va tré vé may géi.

Tin bai la mét khuén mau bit khac véi khung div liéu théng thwong. Thuwe chét 1a tin bai trao quyén cho
mdt may duoc géi khung. Nhu vay trwde khi géi khung, may phai che tin bai dén. Khi tin bai dén, may
tam thoi loai bd tin bai ra khdi vong va bat dau truyén di liéu trén vong. Tuy co thé cé nhiéu khung
dang ch® g&i di nhuwng may chi g&i mot frame va truyén lai tin bai. Khdng nhw khung di liéu di liéu di
hét mot vong khi dwoc gdi, tin bai chi di thang tir mét may dén may ké tiép.

Néu tat ca cac may trén mang vong can g&i dir liéu, chuyén tin bai bado dam chung sé dén lwvgc va mbi
may sé& g&i mot frame truwdc khi chuyén tin bai. Lwu v la lwgc db nay bdo dam truy cap cong bang: khi
tin bai chuyén trén vong, méi may sé c6 co hdi str dung mang. Néu mot may nao dé khéng géi div liéu
khi nhan dworc tin bai, né chi viéc chuyén tin bai ma khdéng tri hoan. Trong trwd'ng hop dac biét khdng
cé may nao truyén dir liéu, tin bai sé& quay vong lién tuc, méi may khi nhan dwoc tin bai sé chuyén
ngay lap trc dén may ké. Thoi gian chuyén tin bai mdt vong trong trworng hop nay la cuc ngén, vi 2 ly
do. Thir nhét, vi tin bai nhd nén co thé chuyén rat nhanh trén dwdng day. Thir hai, sy chuyén tiép trén
méi may duoc thwe hién béi phan cirng vong, diéu dé cé nghia téc dd khoéng phu thudc vao CPU cla
may.

. KHAO SAT CHI TIET LOP 3 (NETWORK).

Chtrc ndng quan trong nhat cta I&p Network la dinh tuyén (Routing), dinh tuyén 1a qua trinh chuyén
théng tin qua mang tir noi géi t&i noi nhan. Dinh tuyén c6 hai thanh phan 1a chuyén mach (switching)
va chon dwong (path determination).
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Trong qua trinh switching, bén g&i (source or sender) thém vao dia chi bén gdi, dia chi bén nha o
chi vat ly (MAC), dia chi cia Router dau tién (hay |a dia chi Default-Gateway) ma packet t&i. Khi
packet t&¢i Router, Router sé xac dinh dia chi IP dich clia packet (con goi la destination IP address),
néu nhu Router khéng nhan ra IP dich thi n6 s& bd packet, néu nguoc lai thi Router sé& chuyén
packet t&i dia chi dich hodc chuyén packet t¢i Router ké tiép (next Router), khi d6 Router né sé thay
thé MAC nguén, va MAC dich bang MAC trén interface ctia n6 va MAC trén next hop Router, khi
packet chuyén qua mang I&n (qua nhiéu Router) thi dia chi IP ngudn (source address) va dia chi IP
dich (destination address) khong thay déi nhwng dia chi vat ly (dia chi MAC) bi thay déi tai méi hop.
Thanh phan th&r hai cha routing 1a Path-Determination, Router can c6 mét sé cach xac dinh con
dwédng di ngan nhat dé chuyén packet téi dich, Router can cé nhiéu théng tin tr ngwdi quan tri (ngwdi
quan tri phai lam cong viéc dinh tuyén) hay tir cac Router khac dé xay dwng bang routing (Router tw
hoc dinh tuyén théng qua cac giao thirc) ma théng tin nay giup cho né dinh tuyén packet di t&i dich.
Trong bang routing dia chi mang dich dwoc anh xa t&i interface (céng) thich hop trén Router, théng
qua interface nay packet cé thé di t&i né.

Khi cé sy thay dbi trén mang cac Router trao dbi v&i nhau bang cac exchanging message dé cap
nhat lai bang routing. Cac exchanging message bao gdm:

- Routing update message.

- Link-state advertiment (trang thai cla sender’s link).

Theo dinh nghia cla mét sb nghi thirc routing nhw RIP, IGRP, ... cir sau mdt khoang thai gian (interal
time) n6 sé g&i update message t6i cac Router khac dé cap nhat vé sw thay ddi thong tin trén mang.
Khi cac Router nay nhan duwoc théng tin update, né sé kiém tra trong bang routing table cia né v&i
thong tin update néu cé sy thay dbi thi n6 sé& xéa entry twong (rng va cap nhat théng tin méi vao,
ngwoce lai thi nd sé khdng cap nhat théng tin.

Routing Algorithm la thuat toan dinh tuyén cho phép chon Router, chon con duwdng di tbt nhat dé g&i

dir liéu dén dich. Routing Algorithm tiy thudc vao cac yéu tb sau :

- Design.

- Metrics.

- Type.

Design bao gém:

- Tinh don gian (simplicity) Ia thanh phan rat quan trong trong hé théng gitp gi¢i han tai nguyén
vat ly (physical resource).

- Tinh linh hoat (plexibility) d& cho phép mang thich (rng nhanh v&i sy thay dbi va phat trién cta hé
théng, vi du nhw sy thay dbi vé bang théng kich thwéc hang doi, do tré, ...

- Sw hdi tu (convergence) tinh héi tu thong tin Ia muc dich quan trong cla thuat toan routing, tinh

hodi tu nhanh lam cho théng tin trong bang routing dwoc théng nhat mot cach nhanh chéng.
Nguwoc lai né sé& lam pha vé& tinh théng nhét théng tin dinh tuyén gitra cac Router.

- Tinh téi wu (optimality): 1a kha ndng ma nghi thirc dinh tuyén Iwa chon dwéng di tot nhat dé truyén
div liéu, dé xac dinh con dudng di tét nhat Router dwa vao metric va weighting (trong lwong) cia
moi metric.

Metric dwoc str dung trong thuat toan dinh tuyén dé Iwa chon con dwdng di tét nhat, né bao

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net

114



Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net

115



- Hop count va path length.

- Reliability.

- Load.

- Delay.

- Bandwidth.

- Maximum Tranmission Unit (MTU).

Hop count 1 sé lwong host (hay 1a sé lwong Router) ma packet phai di qua tlr ngudn t&i dich.
Mbi mot dwong truyén dwoc gan bdi mét gia tri, chi cd ngwdi quan tri mang méi thay dbi gia tri nay,
tdng gia tri clia cac dwong truyén dé goi la path length.

Reliability 1a metric cho phép danh gia mac do 16i clia mot dwong truyén.,

Load kha nang tai hién tai trén dwong truyén (busy link) dwa vao sé lwong packet duoc truyén trong
thoi gian 1 giay, mirc do x ly hién tai ctia cpu (CPU Utilization).

Delay metric thuc sy dé do lwong mot sé tac dong cla mot sb dai lwong trén dwdng truyén nhw bang
thong (bandwidth), tdc nghén duong truyén (conguestion), khodng cach duong truyén (distance),
kha nang mang théng tin trén dwong truyén con goi la bang thdong cha dwéong truyén duoc tinh bang
sb bit/giay ma duwong truyén dé cé thé truyén thong tin, sb lwong traffic trén dwong truyén qua nhiéu sé
lam gidm bang théng cé s&n cho dwéng truyén.

MTU I3 chiéu dai tbi da clia théng diép (tinh bang byte) ma né co thé truyén trén dwéorng truyén. MTU
cia mdi moéi truyén truyén vat ly thi khac nhau. Vi du MTU cho ethernet 1a 1500.

lIl. KHAO SAT CHI TIET LOP 4 (TRANSPORT)

Cac dich vu trén I&p transport cho phép phan manh va tap hop dir liéu vao cung transport-layer data
stream, Transport-layer data stream 1a mot két ndi logic gitra bén g&i va bén nhan trén mang. Lép
Transport cung cap cac dac tinh sau :

- Reliability (tin cay) bang cach danh sb thr tw clia cac segment (source secquence), bén nhan
thong bao cho bén géi biét rang né da nhan duwoc dir liéu bang cach théng bao cac ACK
(acknownledgements).

- Flow Control: 1a k§ thuat cho phép diéu khién buffer bén nhan, bén nhan st dung ky thuat nay dé
ngan khong cho bén g&i g&i di¥ liéu qua nhanh lam tran buffer ciia bén nhan.

- Hai protocol & I&p transport layer |a TCP va UDP,

lll.1. Giao thirc TCP (TCP protocol).

TCP cung cép két ndi tin cay gitra hai may tinh, két ndi dwoc thiét lap trwde khi div liéu bt dau truyén.
TCP con goi 1a nghi thirc hwéng két ndi, véi nghi thire TCP thi qua trinh hoat déng trdi qua ba budéc
sau:

- Thiét Iap két ndi (connection establishment).

- Truyén d liéu (data tranfer).

- Két thuc két ndi (connection termination).
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TCP phén chia cac théng diép thanh cac segment, sau d6 né rap cac segment nay lai tai bén n
né cé thé truyén lai nhirng géi div liéu nao da bi mat. V&i TCP thi di liéu dén dich la dang the tw, TCP
cung cap Virtual Circuit gitra cac (rng dung bén g&i va bén nhan.

Giao thirc TCP thiét lap mot két ndi bdng phwong phap “Bét tay 3 1an” (three-way handshake)

i
B

=) &

Send SYN

i \ Receive SYN
(seq =x)
Send SYN

Receive SYN / (seq =y,

(seq =y, ACK =x + 1)

ACK =x + 1)

Send ACK

(ack = y+1)
Receive ACK
(ack = y+1)

Hinh 6.1 — C4ch thiét 1ap két ndi ciia giao thirc TCP.

Hinh vé dwdi day la mot vi du vé cach thire truyén, nhan gai tin bang giao thirc TCP.

Sender Receiver
Window size = 3
send 1
send 2
send 3 receive 1

receive 2

receive 3
receive ACK 4

/ send ACK 4
send 4 \
ond 5 \ receive 4
send 6 \

receive 5
receive 6

send ACK7
receive ACK 7

Hinh 6.2 — Minh hoa céch truyén, nhan gai tin trong giao thirc TCP.

Giao thtrc TCP 1a giao thirc cé dd tin cay cao, nhd vao phuong phap truyén goéi tin, nhw co ché diéu
khién ludng (flow control), cac géi tin ACK,...

Hinh vé sau day thé hién goi tin ciia TCP.
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Hinh 6.3 — C4u truc géi tin ctia TCP.

Céc thanh phan trong géi tin:
- Source port: port ngudn
- Destination Port: port dich

- Sequence number: sb tuan tw (d& sp xép cac gai tin theo dung trat tw ctia no).

- Acknowledgment number (ACK sd): sb thir tw ciia Packet ma bén nhan dang che doi.

- Header Length: chiéu dai cta goi tin.
- Reserved: tra vé 0

- Code bit: cac co diéu khién.

- Windows: kich thwdc tdi da ma bén nhan cé thé nhan dwoc

- Checksum: may nhan sé dung 16 bit nay dé kiém tra d¥ liéu trong gai tin c6 dung hay khéng.

- Data: di¥ liéu trong géi tin (néu co).

l11.2. Giao thirc UDP (UDP protocol).

UDP khéng giéng nhu TCP, UDP Ia nghi thirc phi két ndi, nghia 1a di liéu g&i t&i dich 1a khong tin cay.
B&i vi két ndi khdng duwoc tao trwde khi dir liéu truyén, do d6 UDP nhanh hon TCP.

UDP la nghi thirc khong tin cay, nd khéng ddm bao div liéu dén dich 14 khéng bi mat, dung thir ty ma
né nhé& cac nghi thirc & I&p trén ddm nhan chic nang nay. UDP c6 wu thé hon TCP:

- Nho vao viéc khdng phai thiét 1ap két ndi trwde khi that sw truyén dan di liéu nén truyén véi tbe do

nhanh hon.

- Bén nhan khéng can phai tra vé géi tin xac nhan (ACK) nén giam thiéu sw Iang phi bang théng.
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16-bit Source Port Mumber 16-bit Destination Port Number

16-bit UDP Length 16-bit UDP Checksum

Data (if any)

Hinh 6.4 — C4u truc goi tin ctia UDP.
Cac thanh phan trong géi tin UDP:
- Source Port: port nguén.
- Destination Port: port dich.
- UDP Length: chiéu dai cta gdi tin.
- UDP Checksum: dung dé kiém tra géi tin c6 bi sai léch hay khéng

- Data: di¥ liéu di kém trong goi tin (néu co).

11.3. Khai niém Port.
Trong cuing mét thdi diém, moét may tinh cé thé cé nhiéu chwong trinh dang chay. Vay lam sao dé xac
dinh mét géi tin sé dwoc chuwong trinh nao st dung?

Khai niém Port ra d&i dé gidi quyét chuyén dé. Mbi chwong trinh (rng dung mang déu cé mot Port xac
dinh. D& gd&i goi tin dén mot chwong trinh tai may tinh A, ta chi can g&i géi tin dén dia chi IP ctia may
A, va Port ma chwong trinh d6 dang st dung.
TCP hoéc UDP dung port hodc socket, né 1a con s ma théng qua dé théng tin dwoc truyén I&n cac
I&p cao hon. Cac con sb port dwoc dung trong viéc lwu vét cac cudc hoi thoai khac nhau trén mang
xay ra trong cung moét thoi diém. Port 1a mét loai dia chi logic trén mot may tinh, 1a con sb 2 byte. Cac
port c6 gia tri nhé hon 1024 dwoc dung lam cac port chuan. Cac trng dung dung port riéng co gia tri
I&n hon 1024. Céc gia tri port dwoc chiva trong phan dia chi nguén va dich ctia méi segment TCP.

M6t rng dung c6 thé st dung port riéng trong mién cho minh dé giao dich trén mang nhwng chu y 1a
khéng duwoc tring véi cac port chuan.

Vi du mét sé port chuan ma cac phan mém stv dung

- HTTP: Port number 80

- FTP: Port number 21

- DNS: Port number 53

- Telnet: Port number 23

- SMTP: Port number 25

- TFTP: Port number 69

- SNMP: Port number 161

- RIP: Port number 520
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IV. CAC MO HINH FIREWALL.

IV.1. Giéi thiéu vé Firewall.

Firewall hay con goi la birc twdng Ira dwoc hiéu nhw 1a mot hé thédng may tinh va thiét bi mang giup ta
cé thé bao mat va giam sat cac truy xuét tir bén trong ra ngoai va nguoc lai tir bén ngoai vao trong tir
do ta co thé phong chdng cac truy cap bat hop phap.

IV.2. Dual homed host.

Firewall kién tric kiéu Dual-homed host duoc xay dwng dwa trén may tinh dual-homed host. M6t
may tinh dwoc goi la dual-homed host néu né cé it nhat hai network interface, c6 nghia la may dé cé
gan hai card mang giao tiép v&i hai mang khac nhau va nhw thé may tinh nay déng vai tro 1a Router
mém. Kién tric dual-homed host rat don gian. Dual-homed host & gira, mot bén dwoc két néi voi
Internet va bén con lai néi voi mang néi bo (LAN).

Dual-homed host chi c6 thé cung cép céac dich vu bang cach Uy quyén (proxy) ching hodc cho phép
users dang nhap truc tiép vao dual-homed host. Moi giao tiép tir mot host trong mang ndi bo va host
bén ngoai déu bi cAm, dual-homed host la noi giao tiép duy nhéat.

J P
Firall E]:m
] 1_;:. ) ml
L

Hinh 6.4 — Kién trtc Firewall Dual homed host.

IV.3. Screened Host.

Screened Host cé ciu tric nguoc lai véi ciu tric Dual-homed host. Kién tric nay cung cép cac dich
vu tir mét host bén trong mang ndi bd, dung mét Router tach r&i véi mang bén ngoai. Trong kiéu kién
tric nay, bdo mat chinh la phwong phap Packet Filtering.

Bastion host dwoc dat bén trong mang ndi bd. Packet Filtering dugc cai trén Router. Theo cach nay,
Bastion host 1a hé thdng duy nhat trong mang ndi bd ma nhitng host trén Internet cé thé két néi t&i.
Mac du vay, chi nhitng kiéu két ndi phu hop (dwoc thiét lap trong Bastion host) méi dwoc cho phép
két ndi. Bat ky mot hé thdng bén ngoai nao cbd gang truy cap vao hé thdng hodc cac dich vu bén trong
déu phai két ndi t&i host nay. Vi thé Bastion host 1a host can phai dwoc duy tri & ché dd bao mat cao.
Packet filtering cling cho phép bastion host cé thé mé két ndi ra bén ngoai. CAu hinh cta packet
filtering trén screening router nhw sau:
- Cho phép tat ca cac host bén trong mé két ndi t&i host bén ngoai théng qua mét s dich vu cb
dinh.
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- Khéng cho phép tat ca cac két nbi tir cac host bén trong (cAm nhirng host nay st du
proxy théng qua bastion host).

Ban c6 thé két hop nhiéu 16i vao cho nhirng dich vu khac nhau:
- Mét sbé dich vu duoc phép di vao tryc tiép qua packet filtering.
- Mét sb dich vu khac thi chi dwoc phép di vao gian tiép qua proxy.

B&i vi kién tric nay cho phép cac packet di tiv bén ngoai vao mang bén trong, né dwérng nhw 1a nguy
hiém hon kién tric Dual-homed host, vi thé né duoc thiét ké dé khdng mot packet nao cé thé toi
dwoc mang bén trong. Tuy nhién trén thuc té thi kién tric dual-homed host ddi khi ciing c6 16i ma cho
phép cac packet that sw di tr bén ngoai vao bén trong (b&i vi nhirng 16i nay hoan toan khéng biét
trwdc, né hau nhu khéng dwoc bao vé dé chdng lai nhivng kiéu tdn cong nay). Hon niva, kién truc
dual-homed host thi d& dang bdo vé Router (I8 may cung cép réat it cac dich vu) hon 1a bao vé cac
host bén trong mang.

Xét vé toan dién thi kién tric Screened host cung cip do tin cdy cao hon va an toan hon kién trac
Dual-homed host.

So sanh véi mot sé kién truc khac, chdng han nhu kién tric Screened subnet thi kién tric Screened
host c6 mot sé bat Igi. Bat lgi chinh 1a néu ké tan cdng tim cach xam nhap Bastion Host thi khong co6
cach nao dé ngan tach gitra Bastion Host va cac host con lai bén trong mang ndi bo. Router ciing cé
mot sé diém yéu 1a néu Router bj tdn thwong, toan bé mang sé bj tAn cong. Vi ly do nay ma Sceened
subnet trd thanh kién tric phd bién nhét.

Hinh 6.5 — Kién trac Firewall Screened host.

IV.4. Screened Subnet.

Nham tang cwdng kha nang bdo vé mang ndi bd, thwe hién chién lwgc phong tha theo chiéu sau, tang
cudng sy an toan cho bastion host, tach bastion host khdi cac host khac, phan nao tranh lay lan
mot khi bastion host bj tén thwong, ngudi ta dwa ra kién trac firewall cé tén |a Sreened Subnet.
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Kién truc Screened subnet dan xuét tlr kién tric screened host bang cach thém vao phan al=
mang ngoai vi (perimeter network) nham cé lap mang ndi bd ra khdi mang bén ngoal tach bastlon
host ra khdi cac host théng thweng khac. Kiéu screened subnet don gidn bao gébm hai screened
router:

Router ngoai (External router con goi la access router): nam gitra mang ngoai vi va mang ngoai c6
chirc nang bao vé cho mang ngoai vi (bastion host, interior router). N6 cho phép hau hét nhirng gi
outbound tlr mang ngoai vi. M6t s qui tic packet filtering dic biét dwoc cai d&t & mic can thiét da dé
bdo vé bastion host va interior router vi bastion host con |la host dwoc cai dat an toan & mirc cao.
Ngoai cac qui tdc do, cac qui tac khac can gibng nhau gitra hai Router.

Interior Router (con goi la choke router): nam gira mang ngoai vi va mang ndi bd, nham bao vé
mang ndi bé trwéc khi ra ngoai va mang ngoai vi. N6 khéng thwe hién hét cac qui tac packet filtering
cta toan bd firewall. Cac dich vu ma interior router cho phép gilra bastion host va mang néi b9,
gitra bén ngoai va mang noi bd khong nhét thiét phai gibng nhau. Gisi han dich vu gitra bastion host
va mang ndi bé nham gidm sb lwong may (s lwong dich vu trén cac may nay) cé thé bj tAn cong khi
bastion host bj tdn thwong va thoa hiép véi bén ngoai. Chang han nén gidi han cac dich vu duwoc phép
gitra bastion host va mang néi b6 nhw SMTP khi cé Email t» bén ngoai vao, cé 1& chi giéi han két ndi
SMTP gilra bastion host va Email server bén trong.

Exiarir

Roular

Foriwaibr Hetwerk

Inkerier
REinE

=

Hinh 6.6 — Kién tric Firewall Screened Subnet.

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net

122



, Bai 7
CAC DICH VU MANG CO SO

Tom tat

Ly thuyét 6 tiét - Thwc hanh 20 tiét

Muc tiéu Cac muc chinh Bai tap bat SETRETNETY]
budc thém
Két thuc bai hoc nay cung . Dich vu Web. Dwa vao bai tap | Dwa vao bai
cép hoc vién ky nang s Il. Dich vu FTP. moén mang may | tdp mén mang
dung cac cong cu client lIl. Dich vu e-mail. tinh. may tinh.
cua cac dich vumang o/ Ngan ngi HTML.
s& nhw: web, ftp, mail...
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, Bai 7
CAC DICH VU MANG CO SO

V. DICH VU WORLD WIDE WEB.

V.1. Mot s6 khai niém vé Internet.
Cac thuat ngir co’ so.

- HTTP (Hypertext Transfer Protocol): |a giao thirc cho phép cac may tinh giao tiép qua World
Wide Web va két néi véi nhau qua cac hyperlink.

- Gopher: 1a hé thdng cho phép ta duyét cac tai nguyén trén mang Internet, dich vu nay ra doi
trwédc Web va hoat dong gibng nhu mét danh ba, liét ké céac tap tin sép xép theo tang.

- Dich vu trwc tuyén (Online Service): 1a nhirng dich vu truy cap Internet cé6 thu cwéc phi do cac
cong ty 1&n cung cip nhu: AOL (America Online), CompuServe hodc MSN (Microsoft
Network).

- HTML (Hypertext Markup Language): 1a ngén ngi dinh dang dung dé tao ra cac trang Web gitp
ngudi dung co6 thé doc va truy cap tir bat ky may nao trén mang, dung bat ky hé diéu hanh nao.

- WebPage: |a mét trang tw liéu Web.

- WebSite: |a tap hop cac trang Web ctia mét td chirc, mot cong ty, mdt web site cé thé cd nhiéu
Web Server.

- Home page: la trang Web dau tin cia moét Web Site hoac trang Web xuat hién dau tin khi khoi
dong Web Browser, ddng thdi trang nay chiva cac lién két tiéu biéu dén cac trang Web con lai.

- HyperLink (link): la cac méi lién két gitra cac tw liéu. Théng thudng, trong moét trang Web, cac mdi
lién két co6 mau xanh dwong va dwoc gach dwdi. Ngoai ra, bat ky mot hinh anh, van ban nao khi di

chuyén con tré chudt téi chuyén sang hinh o déu la céac lién két (link).

- URL (Uniform Resource Locator): la duwong dan chi t&i mét tap tin trong mét may cha trén
Internet. Chudi URL thuéng bao gdm: tén giao thirc, tén may chi va dwérng dan dén tap tin trong
may chd dé. Vi du: http://www.hcmuns.edu.vn/TongQuan/Tongquan.htm cé nghta la: giao thirc st
dung http:// (Hypertext Transfer Protocol), t&én may chi: www.hcmuns.edu.vn, duwdng dan va
tén tap tin: /TongQuan/Tongquan.htm.

- Lwuy: dwdng dan st dung d4u "/" thay cho d4u "\".

- IXP (Internet Exchange Provider): la nha cung cap duéng truyén va cdng truy cap Internet.

- ISP (Internet Service Provider): |a nha cung cép dich vu Internet cho nguwdi dung truc tiép qua
mang dién thoai nhw la cap quyén truy cap Internet, cung cap cac dich vu nhv Web, E-mail,
Chat, Telnet...

- ICP (Internet Content Provider): la nha cung cép théng tin I&n Internet, thong tin dwoc cap nhat
dinh ky hay thuwéng xuyén va thudc nhiéu linh vere nhw thé thao, kinh té gido duc, chinh tri, quan
SW ...
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Cac hoat déong chinh trén Web.
- Duyét Web tim kiém thong tin nhuw sé dién thoai, dia chi nha, tin tirc, tin dw bao thoi tiét, bang gia
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chirng khoan, cac phan mém mién phi...
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Hinh 7.1 — Minh hoa mét sb trang Web dé tim kiém thong tin.
Giai tri nhuw nghe nhac,xem phim, choi game trén mang.
Trao d6i E-mail.
Truy xuat va download céc tap tin.
Tan ngau (chat).
Sép xép cac chuyén di du lich nhw dat vé may bay, dang ky phong khach san...
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Pao tao tr xa qua mang.

Hinh 7.2 — Minh hoa mét trang Web duing dé tim théng tin cac chuyén bay.
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Hinh 7.3 — Minh hoa mét trang Web duing dé dao tao t xa.

Quaéng cao san pham.

= D Enternat
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Hinh 7.4 — Minh hoa mét sb trang Web dung dé mua ban qua mang.

- Thwc hién cac giao dich ngan hang.

- Hb tro chinh pha dién t&r va thwong mai dién tur.

3 Welcome To HuChiMinh City - Microsolt Internet Explorer
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Hinh 7.5 — Minh hoa mét trang Web ctia Tp HCM.

V.2. Gié&i thiéu mé hinh hoat dong cua Web.

Dich vu World Wide Web (viét tat & www hodc Web) Ia mét dich vu cung cp thong tin trén hé théng
mang. Céac théng tin nay dwoc lwu trir dwdi dang siéu van ban (hypertext) va thwong duoc thiét ké
b&ng ngdén ng* HTML (Hypertext Markup Language). Siéu van ban Ia cac tw liéu cé thé 1a van ban
(text), hinh &nh tinh (image), hinh &nh ddng (video), am thanh (audio)...., dwoc lién két véi nhau qua
cac mbi lien két (link) va duwoc truyén trén mang dwa trén giao thiec HTTP (Hypertext Transfer
Protocol), qua d6 ngudi dung cé thé xem céac tw liéu cé lién quan mot cach dé dang. Mé hinh hoat

déng:
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—d

= = Wely Client
Web Server
Web Client /‘ /
Weh Client

Hinh 7.6 — M6 hinh hoat dong clia Web Server.

Web server: la mét trng dung dwoc cai dat trén may chi trén mang véi chirc nang la tiép nhan cac yéu
cau dang HTTP tir may tram va tuy theo yéu cu ndy may chi sé cung cap cho may tram cac théng tin
web dang HTML.

Web Client: 1a mét (rng dung cai trén may tram (may clia ngudi dung dau cubdi) goi la Web Browser
dé g&i yéu cau dén Web Server va nhan cac thong tin phan hdi réi hién 1én man hinh gidp ngwdi dung
c6 thé truy xuat dwoc cac théng tin trén may Server. M6t trong nhirng trinh duyét Web (Web Browser)
phd bién nhét hién nay 1a Internet Explorer.

V.3. Khao sat web browser Internet Explorer.

Chuwong trinh Internet Explorer rat quen thudc véi ngudi dung vi né da tich hop sén trong cac hé diéu
hanh clGa Microsoft nhv Win9x, Win2K, WinXP... Nhung chi y la cac phién ban IE trén cac hé diéu
hanh Win9X, WIinME & nhirng phién ban cii va cé nhiéu 16 héng can cai phién ban méi va cai cac
chwong trinh stra 16i cho cac phién ban dé. (Bé sira 16i ta nén vao trang Web Support ctia Microsoft,
rdi download cac chuong trinh stra 16i cho IE va cai lén may)

Truy cap vao cac Web site.

Trwée khi duyét cac Website ta phai khéi dong chwong trinh bang cach click
Start/Programs/internet Explorer/internet Explorer, ddi v&i Win2K thi Start/Programs/Internet
Explorer. Sau khi chwong trinh da chay, ta nhap dia chi Website ma ta can truy cap vao 6 Address.
Vi du: trong hinh dwéi day la dia chi: http://www.hcmuns.edu.vn/ngcuu/nghiencuu.htm. (1)

T mulwen Luu Elwa Hoc & Hop Lac Quoc Te - Microselt lntermet Explorer =18] =l
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Hinh 7.7 — N6i dung cta trang Web (1)
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Ngoai ra dé duyét théng tin trén Website nhanh ta cé thé sir dung cac nut trén thanh céng
SBack ~ = - (2 i

- Nut quay vé trang truéc Bk v cac trang Web da duyét qua phan I&n chira trong thw muc

Temporary Internet Files (trong Win98 thi thw muc cache la C:\Windows\Temporary Internet
Files, trong Win2K tr& I[én Ila C:\Documents and Settings\Administrator\Local
Settings\Temporary Internet Files), do d6 khi can quay vé trang Web truéc ta dung chirc nang
Back dé IE doc thong tin trong dia cirng khéng can |4y tir Internet nira, nham téng téc dd duyét
Web.

- Nut t&i trang sau — clng twong ty nhw chirc nang Back, tinh nang Forward giup ta truy cap

nhanh trang Web phia sau da duyét réi chira trong dia cirng.

- Nut nglrng tai div liéu Q: khi ta mudn ngirng truy xuat vao mot Website hién tai ta chon tinh
nang Stop.

- Nat vé trang cha ﬁ (HomePage hay trang méc dinh): gilp ta tré vé trang default dwoc quy dinh
trong muc Option.

- Nut cép nhét lai thdong tin : khi duyét cac trang Web cl ma IE khong chiu Iéy théng tin mai trén
Internet ma cir 14y théng tin trong dia cing, ta can chon chirc ndng Refresh dé cap nhat théng tin
ma&i tir Internet.

Kiém tra phién ban va nang cap IE

Trwée khi dung IE duyét Web ta can kiém tra phién ban hién tai d& quyét dinh nang cap hoéac cai
chwong trinh stra 16i tranh trwéng hop duyét Web khéng an toan. Xem phién ban cla IE Click vao
menu Help - About Internet Explorer, nhw hinh sau la phién ban 6.0.

43 About Internet Explorer x|

0spft*

Wersion: 6,0.2501, 000115

Cipher Strength: 128-bit

Product ID:50293-0EM-4551734-04559

Update Wersions:0

This is a customized version of Internet Explarer,

Based on NCSA Mosaic, NCSA Mosaic{ TM); was ﬂ
developed at the Mational Center For Supercomputing
Applications at the University of linois at Urbana-
(Champaign. j

J’ ] Copyright £1995-2001 Microsoft Corp.
2 J Acknowledgements

Hinh 7.8 — Hop thoai hién thj phién ban Internet Explorer 6.0.

Lwu hinh va néi dung van ban ttr trang Web.
] . \ s s 130
Nhu la ban thay trén trang Web, c6 rat nhiéu ndi dung hay ma ban can Iwu trir lai va chia sé cho nhiéu

ngwdi cung biét. Ban cé thé lwu trir toan bo trang web hodc mot phan trang Web nhw: mét doan van
ban, hinh ho&c nhirng lién két. Ban ciing c6 thé in toan bd trang Web ra gidy.
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Yéu ciu Thao tac

Lwu mét trang hoac
mot hinh ma khbéng
can mé no lén.

Click phai chuét vao két ndi cta biéu twong ma ban
can muén lwu va sau dé click Save Target As

Copy théng tin tr mét
trang Web vao mot tai
lieu.

Chon théng tin ma ban mudn sao chép trén trang
Web va sau d6 vao menu Edit, click Copy. Ban
chuyén qua tai liéu can lwu tri» va chon Paste.

Tao moét shortcut trén
desktop cho trang
Web hién tai.

Click phai chudt vao trang hién tai, va sau d6 click
Create Shortcut

Dung hinh trén trang
Web nhw 1a hinh nén

Click phai chudt vao hinh trén trang Web va click vao
Set As Wallpaper (hodc Set As Background)

G&i mot trang Web
trong E-mail

Trén menu File, chon Send, sau do click vao Page
by E-mail hodc Link by E-mail. M6t cira s6 ctia mail
ma&i hién ra, ban nhap néi dung vao va g&i mail. Chu
y la ban phai c6 tai khoan mail va chuwong trinh E-
mail da cai dat trén may tinh ctia ban.

Lwu toan bd trang Web: vao menu File chon Save As, sau d6 chon duwéng dan va nhap tén tap tin can

lwu triv.

Save Web Page : 21x|
x| = ®Eck E-
95743 - ERR Mot a Database File; How to Modify Database Header _files
Emission Inventory Unit_files
Google Search dbf Foxpro_files
Wisual FoxPro 6_0 Highlights_files
;198?43 - ERR. Mot a Database File; How to Modify Database Header htm
jEmission Inventory Unit,hkm
:]Google Search dbf Foxpro.htm
jVisuaI FoxPro 6_0 Highlights.htm
File name: INghien Cuu Khoa Hoc & Hop Tac Quoc Te j Save I
Save as tppe: |wieb Page, complete [* htm:* ki) =l Cancel |
Encoding: IWestern European [Windows] j
Hinh 7.9 — H6p thoai hién thi sau khi chon Save As.

Lwu hinh trén trang Web: click phai chudt trén hinh can lwu trir va chon chirc nang Save Picture As,

sau d6 chon duwéng dan va tén tap tin can lwu trie.
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St Pickure

2 Picture As...

E-mail Picture. ..

Print Picture. ..

Go ko My Pictures

Set as Background
Set as Desktop Ikem...

Hinh 7.10 — Danh séach cac thudc tinh sau khi click chuét phai 1én hinh anh.
In trang Web.

Mubdn in trang Web hién tai, ta vao menu File, chon chirc nang Print ho&c 4n phim tat Ctrl+P, nhung
ban chu y Ia phai chon khé gidy va canh 1& cho phu hop.

&% Print cd |

|Dptions| La_l,loutl Papera’ﬂualit_l,ll

— Select Frinter

add Printer  HP LaserJst 5L

Statug:  Feady [~ Print to file
Location: - -
o ) Find Printer.... |
armment:
—Page Range
&4 Mumber of copies: |1 3:
) Selection, € Cunent Page
" Pages: |1 ¥ Collate
Enter either a zingle page number or a single
page range. For example, 512

FErrint I Cancel I Apoplp |

Hinh 7.11 — Hop thoai hién thi sau khi chon Iwa Print (hodc Ctrl-P).
Lién két dén cac trang Web khac.

Ban c6 thé click chudt vao cac lién két dé truy cap vao cac trang Web khac, nhung khi dé ndi dung
trang web mai sé chong lén trang cii, néu ban mubn nodi dung trang Web mé&i hién thj trong mét ctra sb
khac thi ban click phai chudt vao lién két va chon Open Link in New Windows
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Download.

Download file 14 qua trinh tai mot file tlr Internet vé may tram, ban click vao lién két, IE xuat hién hop
thoai download, ban chon Save, hop thoai Save As xuat hién, ban chon dwdng dan va nhap tén tap

G vghien Luu Eboa Hoc & Hop Tac Quoc Te - Microsoft Intemet Explorer il -IES|

Fi= Edl  View Favordos  Took  Help

CrC --@Qﬁlam .ﬂlw Fun 3 B-S8-A0¥RO

adess [ =] Po |t | it [ |

¥ - 2 l T-]| (- woskmarks . attemcting to retrieve buttons From Yshoo..

BAI HOC KHOA HOC T NHIEN

W NGHIENIG Q_J' ’(-LU.! H )l_
VASHO BATAGIO DO CRIE

Tiing Ques 5904 T4 Chic Cic Bic Bbe Too Hohidn Cin Hims Hoc Sink viln o 59 WHL Chil Tin Tac b Sy Wi 870 dba 7

| T ¢ NGHIEN CUU KHOA HQC #

Sarve Targot 4.

Pk Target

g nghilén it kehoa boe 1 midng ol
be Trutrag luén ludn due ohid trong, Véi

clda mét trofing ichoa hoe od bdn, cde Inh
oy vt da dang, o6 lifn quan 480wt ﬂi’

bing nghifn ot chinh oda cde khoa va bS

Lic, nhidu d¢ 131 nghi€n ot cdn mang tinh dhg dyng dép

cd uthi? ctid ned axd hd 1 Teé nnd ned cnghié nedf ud y.mé t
b % nhon dukic dijc bigt quan thm va difo t: Cofing nghed

Cofing nghed snh hote, Khea hole vadt bedn, Ehoa hole mobl tréSamg, vas
fieh mao thaenh phod vas khu veic ool nha cado.

\ i darg ik i Finh v nghin e vi
g dang, Kin phil diinh cho hagt déng

3 kb o efing dén tir nhidu neudn ; =l
[ ] e combonc ot b i CT [ ke
dhstort| | & B preperes || | Gys | 0. | e [[Enc $0u.| [+ SFVH smem

Hinh 7.12 — Hop thoai hién thj khi click chudt phai vao Link “Nghién ctru”.

tin can Iwu trir. Click vao nut Save.

File Download x|

@ “r'ou are downloading the file:

Bhkav40B.exe from wiw. vin. v

“wiould pou like to open the file or save it to pour computer?

Save Cancel Mare Info

I | &lways ash before opering this wpe of file

Hinh 7.13 — Hop thoai hién thj sau khi chon Download.

Chi ra dwérng dan va nhap vao tén tap tin, Click nut Save.
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1Bl C1PHP Tarddrexe
D CETLIE [:I Program Files :Iarcsetup.exe
oA _IRECYCLER.
Ca Config,Msi Ga setup
|_1Data | System Yalume Information
|1 Documents and Settings | teleportpro
|| Downloads Ca temp
) Giairi CTauch
| 1Instpub CIvIETKEY2000
| IMDAEMON Cwinemd
] Vs CwWInNT
1 |

Save as bpe: IAppIication Cancel

2
File name: IBkawﬂ T.eve j Save I
T o |
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Hinh 7.14 — HOp thoai hién thi sau khi chon Save.
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Hinh dwéi la hién thi trang thai download nhw thdi gian dw doan sé& hoan thanh, sb b
download, s byte can download, tén tap tin, téc do truyén.

15% of Bkay417.exe Completed _ =] x|

&

Saving:
Blawd17. exe fram wean.vhn vn

LTI

Estimated time left: 42 sec [26.5 KB of 196 KB copied)
Download to: C:4Blkavd] 7. exe

Tranzfer rate: 400 KB/Sec

¥ Close this dialog box when download completes:

Open | [0 pen Eolder | Cancel I

Hinh 7.15 — Hop thoai hién thj qua trinh download cla tap tin Bkav417.exe

M6t lwu y quan trong 1a khi dang download dwérng mang bi nghé&n hodc dit két ndi thi xem nhw phan
da download khong con dugc st dung nira. Khi download nhirng tap tin cé kich thuwéce I&n thi lam
theo cach nay 1a khéng kha thi vi két ndi mang rat dé dut trong khi thei gian download rét 1au. Muédn
vay ta phai dung phan mém download chuyén nghiép c6 tinh nang download tiép tuc (resume) khi
két ndi mang dt va cho phép cét tap tin thanh nhiéu phan nhé gitp download nhanh hon vi du nhuw:
FlashGet, NetAnt...

Vi du sau ta dung FlashGet dé& download mét chuong trinh diét Virus, cha y trwéc khi ban dung theo
hwéng dan ban phai cai dat chwong trinh FlashGet truéc trén may cta ban.

B ANTL VIRUS LAY - Nguyen Tu Quang - Microsoft Internet Cplorer B =181 x|

Flo ESk Vew Fades Touk  Hep -

bock - = - G [[) | Dsewrch EiFavortns Pweds (F |- S -EH DR O |

ariress [ ] bt fledeor. cratet. com.vnivnel kv z] @ |Juks > | Potg-[ |

Y7o @dew! ~ RgiHotlobs = WP Yahoo! = 7] Shoppig = ] Games - »
BRAV DOWMLOAD

» Chon céc file bén dudi dé download :

« Download BRAVATT Cap nhit 3402002 Bic ] worm BugBear)
= Download DEAVADG Can nhat 2272002

+ Download HKA  Cpen .t Cip nhat 40772002
« Download Bia O in e Window

+ Download BKA 7508 1Es s

o Download HEA 000

= Download BKA BadTrans.B
= Download DKA g <

+ Downluad Hia S0Py Shortos ! Minedn

= Download BKA

= Download DKS  Addto Favorkes..
. load BRE
= Download BKE
= Download DKS
o Dovenlnad B TP
+ Dowmload BKAVIES[E]

= Download DEAVHS[V]

Dowrdand

=

B Ireernat

gﬂ emM OO EAE || Db | Ew. | B [Saviiv. [ *SE0E s
Hinh 7.16 — HOp thoai hién thj khi click chudt phai vao Bkav406.

Ban click phai chudt vao link va chon chirc ndng Download using FlashGet, hop thoai Add New
Download xuét hién va ban nhap mét sé théng tin phu hop nhu proxy, sd phan chia tap tin, sau do6
chon OK.

Trong muc Split File ta nhap gia tri s6 phan tap tin bi cat ra, muc Proxy la céng ra ngoai Internet clia
may ban.
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Add new download

Download |
URL: Ihttp:a"a’www.vnn. wnivrin /bkav /Bkavdl 7. exe _I
¥ Find alternate LIFLs thiough the miror list file or Ftp S earch
Referrer: |http:x’£www.vnn. vhdvnnl bkavs
LCategony: I@ Downloaded j _I
Save to: IC:\D awnloads _I

Prowy

Rigname: |Bkav41?.exe Htp: IDirect Connection 'l
Split file |5 =| cetsimierems
) = Ftp: IDirectConnection 'l

[~ Loginto Server:

Comment:
Uszername: I

Download BKAVA A =]
Pazzword: I
Skart
' Manual
 Immediately
" Scheduls
Save Az Default j

Ok I Cancel |

Hinh 7.17 — HOp thoai hién thi sau khi chon Download using FlashGet.

Trong vi du nay file Bkav405.exe dwoc phan ra thanh 5 tap tin va trén man hinh hién thj tién do
download ciia méi phan.

¥ Default.jcd - FlashGet 1ol x|
File Category Edit View Jobs Tools Help
hitp://www.skycn.com
DO X T +vywa @ 2B 59
g FlashGet 45 [ 4 [ ame | Size: Camplatedl Per... | Elapsed Left
| Download o -00: e
b 6 O0:00; 102:
3 @ Bkav405,exe 1B4KE 27KB  14% 00:00:29 00:02:38
]@ Downloaded
£ Software
@ Game
5 Driver |
L Mp3 H
@ Deleted
PIJ—T: &
Ready 2.12KBS v

Hinh 7.18 — Hop thoai hién thi tién trinh download tap tin Bkav405.exe
Td chirc lwu triv dia chi cac trang Web thwong truy cap.

Khi duyét Web, ta mudn lwu lai dia chi mét sé trang Web hay va td chirc theo trat tw d& nhé, dé tim
kiém. Mubn lwu dia chi trang Web hién hanh ban vao menu Favorites chon Add to Favorites, hop
thoai Add Favorites xuét hién, ban chon vi tri lwu va nhap tén cla trang Web, sau d6 chon OK. Néu
ban muédn tao thém thuw muc riéng thi chon New Folder. 136
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Add Favorite x|

* Internet Explorer will add this page to your Favorites list.

[~ Make available offline Customize... | Cancel

Marme: IWeIcome to 5-EDU Site LCreate in <<

Create in:

i

0 Mew Falder. .
Fram ICG

{:I ahoo!

Hinh 7.19 — Hop thoai hién thj sau khi chon Add Favorites.

Ban muén tim dia chi cac trang Web da Iwu hay sap xép cac dia chi clia cac trang nay theo té chirc
nhat dinh ban vao menu Favorites va chon chic nidng Organize Favorites. Hop thoai Organize
Favorites xuit hién, ban Click vao Create Folder d& tao muc mdi, thay ddi tén thv muc click vao
Rename, di chuyén thuw muc chon Move to Folder, x6a chon Delete. Ban mudn xem néi dung muc
nao thi Double Click vao muc d6. Mudn di chuyén trang Web hodc mét thw muc con vao mét thw muc
khac thi ban click va kéo tha vao thuw muc do.

3} Organize Favorites |
Tao create a new folder, click on the Create
Folder button. To rename or delete an 1 FromICO
item, select the item and click Rename or 27 Links
Delete. ;
1 Media
Create Folder | Bename | Free ADL & Urlimited | ntemet
Move to Folder... | Delete | ’Gj MSH
e Q Riadio Station Guide
Favarites Folder ’g‘] “Web Everts
|
Maodified: 2 Yahoo!
5/16/2002 7:29 AM %7 My vahoo!
“w? 'ahoo! Mail
&7 ahoo!
Cloze |

Hinh 7.20 — H6p thoai Organize Favorites.
Cau hinh Internet Option.

Phan 1&n cac ciu hinh quan trong cla IE déu tap trung trong hop thoai Internet Options. Muén mé&
hop thoai nay ban vao menu Tools chon Internet Option.
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Internet Options 2l x|

General | Securityl F'rivac:_l,ll Eontentl Connections Programsl Advancedl

—Home page
% Yo can change which page to use far your home page.
Address: hitp: //my.vahoo. com]

Usze Current Usze Default Uze Blank

r— Temporary Internet file:

<y Pages you view on the Interet are stored in a special folder
@ Y\ for quick viewing later.

Delete Cookjes... |  Delete Files... Settings...

— History

The Hiztary folder containz links to pages you've visited, for
quick access to recently viewed pages.

Daps to keep pages in hiztory: |2D 3: Clear Histary |

Colors... | Fonts... | Languages... | Accgssibility...l

QK I Cancel | Lpply |

Hinh 7.21 — H6p thoai Internet Options.

Trong phan HomePage, chi ra dia chi trang Web lam HomePage trong 6 Address. Ngoai ra, con cé
thé st dung cac nut Iénh nhw : s& dung trang Web hién hanh lam HomePage click vao Use Current,
str dung http://www.adminviet.net/ lam HomePage click vao Use Default, khéng s&r dung HomePage
click vao Use Blank.

Khi truy cap théng tin Web, dé tiét kiem thdi gian cho cac 1an truy cap sau, cac Web Browser thuong
Iwu trlr tam cac thoéng tin da truy cap trén dia. Vung Iwu trlr tam nay goi la Cache. Nhw vay, khi truy cap
mét trang Web, trwdc tién Web Browser sé kiém tra trang Web can truy cap da co6 trong cache hay
chwa, néu cé né sé hién thj thong tin trong cache thay vi phai truy cap vao Web Server dé lay thong
tin. Tuy nhién, théng tin lwu trir trong cache cé thé bi lac hau so véi thdng tin thwe té do dé cac Web
Browser phai cé co ché kiém tra. Trong Internet Explorer, c6 bén co ché:

Every visit to the page: kiém tra thdng tin trong cache so vé&i thong tin thuc té mdi 1an truy cap
vao mét trang Web.

Every time you start Internet Explorer: kiém tra thong tin trong cache so véi théng tin thuc té
mdi 1an kh&i déng Internet Explorer.

Automatically: tw dong hé thdng IE sé kiém tra.
Never: khéng can kiém tra, ludn lay thdng tin trong Cache.

Céu hinh Temporary Internet Files:

Click vao Delete Cookies dé xoa cac thong tin ma IE lwu trir trong Cookies.
Click vao Delete Files dé xoa cac file dwoc lwu tri trong vung lwu trir tam (cache)

Click vao Setting dé& ciu hinh cac thong sé cho vung lwu trir tam. Ban chon céach thirc kiém tra
cta IE va thay déi kich thwdc clia ving lwu trir tam.

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net

138



‘ Check for newer wersions of stored pages:
ay € Every visit ko the page
. Ewvery kime vou stark Internet Explorer
o ;
 Mewver

— Temporaty Inkermet Files Folder

Current location:  C:iDocurents and
SettingsiAdministratoriLocal
Settingsi Temporary Internet Files),
Amount of disk space to use:
[l

N 218 =i 1B
Move Falder. .. View Files... | View Dbjects... |
QK I Cancel |

Hinh 7.22 — H6p thoai Settings.

C4u hinh History: trong muc Days to keep pages in history cho phép ta quy dinh sé6 ngay ma IE nh&
cac dia chi trang Web ma ta da duyét qua. Mudn xda tat ca cac dia chi nay ta click va nat Clear
History.

Click vao nut Colors dé thay ddi mau cla cac thanh phan sau nhw : mau clGa van ban binh thuwong
(cac van ban khéng phai link), mau nén, mau cla cac Link chwa duyét qua, mau cla cac Link da
duyét qua. Ngoai ra, dé céac link dbi mau khi di chuyén con trd chuét t&i thi chon Use Hover color, sau
doé chi dinh mau cho Hover.

il 4
Colars Liriks
ﬁ Text: _I Wisited: !I
! _I Unvisited: !I
[ Use hover calor:
Hower: _I
’T‘ Cancel I

Hinh 7.23 — HOp thoai Colors.

Click vao nut Font dé thay ddi cAu hinh cla Font.
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Fonts (x|

The Fonts you select here are displaved on Web pages and
documents that do not have a specified text Font.

Language scripk:

Web page Font: Plain text Fonk:
Rachgia ﬂ

Tahoma | |tucida Console
Thanhoa

Latin ‘ Latin

oK I Cancel |

Hinh 7.24 — H6p thoai Fonts.

Click vao nut Language dé chon ngdn ngi hién thi néu Website d6 hé trg' da ngdn ngir.

Language Preference ﬂil

Some Web sites offer content in multiple languages. You can
choose several languages below; they will be treated in arder of
pririty,

Language:

English {United States) [en-us) Mawe Up

[Moye Bawn

Remove

i}

add. .

Menus and dialog boxes are currently displayed

in English {United States).
oK I Cancel |

Hinh 7.25 — H6p thoai Language.

CAau hinh két néi Internet.

Muén truy cap duoc Internet, ban phai tao cac két ndi Internet, hai két ndi thong dung la Dial-up va
LAN. Trong Tab Connections ban cé thé chon cac két ndi Dial-up c6 sén hay tao két ndi khac. Néu
ban chon hinh thirc két ndi Internet qua mang LAN thi ban click vao nit LAN Settings.
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Internet Options : ll il

Generall Securityl F'rivacyl Content I Proglamsl Advancedl

A Toset up an Internet connection. click Setup...
E_. Setup. —

— Dialup and Virtual Private Metwork settings
% Microzoft Intermet B eferral Service Add...

vhin [Default)
Bemove

Chooge Settings if you need to configure a proxy Settings...
server for a connection,

Ul

& Never dial a connection
" Dial whenever a nebwork, connection is not present
" dlways dial my default connection

Current default:  wnn Set [efault

— Local Area Metwark [LAM] settings

LAM Settings do not apply to dial-up connections. LAM Settings...
Chooze Settings above for dial-up settings.

|

Qg | Cancel | Apply |

Hinh 7.26 — H6p thoai Internet Options — Tab Connections.

Théng thwéng cac may tram truy cap Internet qua mang LAN thi cac may tram nay khong truc tiép lén
Internet dé 14y thong tin ma g&i yéu cau dén mot may lam dai dién (proxy). May dai dién nay dwoc két
trwc tiép 1én Internet, do d6 may nay sé |4y théng tin gilp cac may tram va g&i trd cac théng tin vé cho
cac may tram. May tram nhan théng tin va hién thi ndéi dung 1én man hinh gitp cho ngwdi ding cadm
giac nhw minh dwoc tryc tiép s dung cac dich vu Internet nhung thuc té thi khéng. Nhw vay, cac may
tram muén truy cap Internet thi phai khai bao dia chi may Proxy.

192.168.0.2

=

WaorkStation

192.168.0.3

‘QH Internet

203.128.76.5¢

Proxy Server

WorkStation

Hinh 7.27 — M6 t& mé hinh hoat dong cltia Proxy.

Trong hop thoai LAN Setting, ban nhap dia chi IP cla Proxy va gia tri port ma proxy cho phép cac
may tram di qua.
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Local Area Network {LAN) Settings

— Bwkanatic configuration

Aukomatic configuration may override manual setkings, To ensure the
use of manual settings, disable automatic configuration.

v automatically detect settings

™ Use automatic configuration scripk

Address

—Proxy server

2 Use a proxy server For your LAN (These settings will not apply to
dial-up or ¥PM connections),

Address: |192.168.D.1 Fort: IBUBD

[ Bypass prosxy server for local addresses

oK | Cancel |

Hinh 7.28 — HOp thoai LAN Settings.

Ngoai ra cé mét sb dia chi ma ta muén truy cap truc tiép ma khéng can qua Proxy, thi ta nhap vao 6
Exceptions.

Proxy Settings 2=

Servers

[l Type Proxy address to use Fort
o —
HTTP: 192.166.0.1 + | a0s0

Secure: I 192.168.0.1 H ISDBD
ETP: I 192.168.0.1 B ISDBD
Gopher: I 192.166.0.1 : ISDBD

Socks: l— 8 I_

¥ Use the same proxy server for all protocals

—Exceptions
[l Do not use proxy server for addresses beginning with:

S

* hemuns.edu.wvn; 192, 168.* ﬂ

Use semicalons § ;) ko separate entries,

Hinh 7.29 — Hop thoai Proxy Settings.
Duyét web khéng trinh dién hinh va nhac

D6i luc ta can tim nhanh mot tai liéu nao doé trén mang ma chi can text khéng can hinh anh thi ta nén
tadt ché do trinh dién hinh va nhac trén IE vi khi t&t cac ché do nay di thi trang web s& dwoc duyét
nhanh hon. Ta vao menu Tools/Internet Option chon Tab Advanced, trong muc Multimedia bd cac
danh dau vao cac muc: play animations, play sounds, play videos.
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Genslall Se:unlyl F'nvacyl Cuntentl Cuﬂnecliunsl Programs  Advanced

Seftings,

MR, Multimedia |
[ Aiways show Intemet Explarer 5.0 or later] Radio toolbar

[ Dont display online media content in the media bar

Enable Automatic Image Resizing

Enable Image Toolbar [requires restart)

[mEFiay animations in web pages:
[ Plav sounds in web pages
[ Play videos in web pages

O Show image download placeholders J

Show pictures
Smart image dithering
@ Printing
[ Print background colors and images
12, Search from the Address bar
“When searching

O Display results, and go to the most kely site -
4 | 3

Restore Defaults

,TI Cancel | Apply |

Hinh 7.30 — HOp thoai Internet Options — Tab Advance.

V.4. Search Engine va tim kiém théng tin trén Web.
Gi®i thiéu vé Search Engine.

Search Engine thdng thuwong 1a mét hé thédng mang 16n chay song song va co thé x ly phan tan chay
trén nhiéu may tinh. Hé thdng nay dwoc chia thanh ba tAng chinh, gébm tang thu thap théng tin, nhan
dang va chuyén ddi thong tin thanh dang text, lap co s& dir liéu cho cac théng tin dang text. Méi tAng
dwoc chia thanh nhiéu don vi doc |ap hoat ddng theo kiéu chia sé tinh toan ho&c dw triv (redundant), tiv
dé tinh tin cay va hiéu ndng cta hé thdng rat cao. Don vi khai thac di¥ liéu dwoc tich hop cung véi
phan lap chi muc co s& di¥ liéu, cho phép khai thac qua céac client str dung giao thtrc TCP/IP trén bét
ky hé théng nao (Windows, Unix...). Viéc chia hé thdng thanh cac khdi chirc ndng phdi hop véi nhau
théong qua bé diéu phdi, hé théng cé thé phan tan dé x& ly trén nhiéu may tinh nhé hay tap trung toan
bo trén hé théng may I&n. Vi vay, lwong dir liéu ma hé théng cé thé phuc vy, vé mat nguyén tc cho
phép dén hang tram triéu tai liéu.

Tim kiém théng tin trén Web

Coéng cu tim kiém trén IE, ban mudn tim kiém trong IE ban click vao nut Search trén thanh trang thai,
bén trai ctia clra s6 IE xuat hién hop thoai tim kiém, ban nhap chudi can tim kiém. Vi du nhw hinh sau
ta tim kiém cac trang Web cung cip mién phi cac source code hd tro hoc tap.
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3 The Lode Project - HomePage - | ree Source Lode and Tutorials - Microseft Internet Explorer =18] x|

| Be ER Yew Fgeddes Joos Help -
|weet - = - QE) B[ Dsemen Goibwortes @ede 3 B S0 -HOHRE
| address (] bt vemre codepmoject.com =l @e |[uks || Pz [
| ¥ & - custenas search Ilea’mmemr‘ome . '.nmnloml'afnx\l - grenks - Wrvshool - W
Search * [ Newslatter/Sign in_- ) e —
Euew Wrr - | ot ® Vemat [ §| QLEmTED tolaccessicode
moo, 2| | passward[ / ] andexpertiselonithelinterne
h " ;o L2 i r
firee zource code” 0y ._"“”} THE CODE "0 Jer
Seorch | 5 sty passwierd? | [amcer =[] FAQ What's New Loung
Weh Pages 8
Sig';';'s[fnr Welcome to the Code Project.
Your place for free C++, C# and (NET articles, code snippets,
. “_‘:“ISJ'_" ”':““] newsletters discussions, news and the best bunch of developers on thie net.
Luperments e Join CodeProjectl CodeProject Sta
ELZEN - m = what is the CodePraject? Buy
(Communty =) = Sile Map (3248 articlis) BN © Visual Studlo HER
add To Favorites » CodeProject Stuff e
A Codefraject Stuff = adding and updating articles — Become & supparkar
i T || who's who ® 70693 members and growing! VE.NET Upgrade FAQ
3. Mewrsl Network Lising Tell 8 frisnd
RG] s :;":"u"" Contacts Want notification of new articles? ffosfmad 1]
More brasle s Gousie ASERET :HFC}'C!—-}] C# | ASP.NET | .NET [.nl‘mlu]ma::nunr]
4. Accounting Software "'L’L"I"“ (S5 Featu .
Depoy S ET-style Objectinspector Contral -
| wore: dggourtig » Soqware i IN[ | |
2] Petp: v codepenpoct.comfindns.am | | rkomes

Hinh 7.31 — K&t qua sau khi Search bang tir khoa “free source code”.

Céng cu tim kiém Panvietnam, Panvietnam sir dung hau hét cac cong nghé mai nhét trong tim kiém

théng tin twong ty nhw Google nhung né con tich hgp thém cac cong nghé dac thu danh cho Viét

Nam nhu:

- Hb tro tiéng viét v&i ca ba bd ma chinh nhw : Unicode, TCVN, VNI. Suy doan b6 ma tiéng viét
théng minh.

- X ly song song.

- Co ché tra 16 két qua théng minh.

- H6 tro moi hé thdng st dung chuén giao tiép TCP (Windows, Unix, Macitosh).

- Khéng gi¢i han sbé lwong tai liéu tim kiém.

- Tbéc d6 cap nhat thdong tin méi nhanh.

- H6 tro trén 200 dinh dang tai liéu phd bién nhét.

TP anvictnamaom - Stop searching, Start finding - Microselt imesmet Explorer

=18 %l
B Gt Wew  Favorkes  Jook e
e e - @D A Dsewch (Fmvorkes Beds 3 B G- DD YR O
fekress [ retp: fjpamm, comy =] e ks ™ 'ﬁrrm.[_
Tuibus
Stop Searching, Start Finding!
[
Text search | [mags s4acch et test]
Tin ki e oo ¢ gERRCH o Gaie
TEWN imgcooE WWI
Tia v phiin mém PanVistnam Toolbar min phi
- Saarch [Tt Lnicode Wigm
Tidvh phinmbm b6 g3 tifng Vigt Uniay nifn bd COKBytes, | shoit] —
Trang chil | Quing céo | Giki phap Search Engine | Search Eogine mifn phi |
Gicri thidy Nethlam Search Enging | Methlam Internal sites | Viét Nam Wabsites | Tro gidp |
=l

[ 8] retp: fgumeroe. cemfndens, agiTpmengielm 3007 [ Y

144
Hinh 7.32 — Trang Web Panvietnam.

Ban nhap vao chudi can tim kiém mang may tinh thi két qua trd vé nhw hinh sau. Méi két qua tim dwoc
la moét dwong link dén mot Website chira thong tin ma ta can tim. Mudn xem chi tiét néi dung thi ta
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click chuét vao dudng link nay.
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T Panvietnam.conm - Stop searching, Start finding - Micresalt Internet Explorer

| Be EX wew Favomes Lo b

| doback » = - Q[ | Psewch Gifvertes Pies J| - FE-HO¥RO |

| s []) nder.sp7qe a2 1 BRI T Ty M AT S22 pr o A B ol i) | P60 | |Links ™ | #:‘-‘.VI—
|

r—u-nr\l[mw semch [bets teet]

Search
‘s v e bk sbch - try it

Ay 68563

7. myng miy tink (72713)

1. LOP KT THUAT VIEN PHAN CLING VA MANG MAY

LEP KF THUAT VIEN PHAN CLUNG VA MANG MAY TIMH | afarmation D svelopment and C amguter
HOC PHI WA HOC BANG Lap kjl hugt

devn.co 01 Thim trén s4% ngy - (B0 y ird |
E.LI..L]LJ]

2 CHUYEN VIEN LAP TRINH TREN MANG MAY TiNH

CHUYEN VIEN LA TRINH TREN MANG MAY TiNH CHUYEN VIEN LAP TRINH TREN
MANG MAY TINH Hiér nay céc Cnng 1y phan mém lrnng & ngoaid nude dang rit .

: 8 2-2000 Thim irén site ndy - [B8n
] F T T bt

Hinh 7.33 — Két qua search tir khéa “mang may tinh” trén PanVietnam.

Céng cu tim kiém Google, Google |a mot cong cu tim kiém théng tin toan cau trén Internet manh nhét
hién nay. Tién ich nay giGp ta cé thé tim kiém thong tin v&i rat nhidu ngén ngir khac nhau. Trong hinh
sau ta cling tim kiém cac trang Web chira théng tin mang may tinh.

N =

|k + > - DD | Dsowch GilFoerins Gy I B ST -HO¥RO |
| s [8) st fjvmwws-gocgie.comjsmarch himentl mdiewl ITF-&ioom ITF-Sm tl il | A %Al ngemtc T #| G0 | |Unks ™| | #:‘-‘.VI—

Advanced Sesech Preferences Language Tools Sesvch Tips

GOL)gle [mongmagian | Guogle Search |

Results 1- 10 of aboutl 1,860, Search took 044 seconds
Migc In most browsers {on can just hat the return key instead of chicking on the seasch button.

SongQue Entertainment Forum - M: miy tinh
. SongGue Entettaimment Forum « Mang may tnh » ...ungi)l.e Entertainment
Forum Ciu lac bd Tin hoe uw.q m.i[lmh (Mo
or B, pi7bo

ar pages

HomeHome Forums Didn Ban Dawnload Download IRC Chat IRC Chat ...
- Tim thea muc: Mang méy tinh T3 :a cac thé Inal
wiww. 12317 org/search. phpPlopic=2 - 39k - Cached - Similar pages

nhngoc comimang_may_tinh, asp - 23k - Cached - Similar page:

Ciéng Lﬂhun:rr;l hai Ky Thudt Tin Hoo Anh Ngoc
BMAHG (] LA GI? Vit cor bin, mit mang iy tinh i mit sl =l

1] . T [t

Hinh 7.34 — Két qua search tir khéa “mang may tinh” trén Google.
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VI. DICH VU FTP.

VI.1. M6 hinh hoat déng cua FTP.

FTP (File Transfer Protocol) 1a mét dich vu cho phép ta truyén tai file gitra hai may tinh & xa dung
giao thic TCP/IP. FTP ciing la mét irng dung theo mdé hinh client-server, nghia la may lam FTP
Server sé& quan ly cac két ni va cung cap dich vu tap tin cho cac may tram. N6i tém lai FTP Server
thwdng la mot may tinh phuc vu cho viéc quang ba cac tap tin cho ngudi dung hoac la mét noi cho
phép nguoi dung chia sé tap tin v&i nhivng ngwdi dung khac trén Internet. May tram muén két néi vao
FTP Server thi phai dwoc Server cdp cho mdt account cé day di cac théng tin nhw: dia chi may
Server (t&n hodc dia chi IP), username va password. Phan I&n cac FTP Server cho phép cac may
tram két ndi vao minh théng qua account anonymous (account anonymous thuéng duoc truy cap
véi password réng). Cac may tram co thé st dung céc 1énh ftp da tich hop sén trong hé didu hanh
hodc phan mém chuyén dung khac dé twong tac véi may FTP Server.

—

FTP Client

FTP Client

FTP Client
Hinh 7.35 — M6 hinh hoat déng ctia FTP Server.

VI.2. Tap hop cac Iénh FTP.

I

Chay chuong trinh command dos trén may tinh cuc
bo.

Hién thi giup d& cda cac 1énh Ftp, I&nh nay gibng voi
Iénh Help.

Chen no6i dung ctia mét tap tin trén may tinh cuc b6 vao
Append cudi clia moét tap tin trén may tinh & xa (may FTP
Server), dung dinh dang tap tin hién tai.

;s 147
Dat loai dinh dang truyén file 1a ASCII, gia tri nay la mac

Ascii i s £, 4.
dinh khi kh&i tao két n6i FTP.
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Bell

Binary

Bye

Cd

Close

Debug

Delete

Dir

Disconnect

Get

Help

Lcd

Ls

Mdelete

Bat trang thai chuéng la on/off. Néu 1a on thi sau mbi
l&n I1&énh truyén file hoan thanh thi may phat ra tiéng
chudng. Mac dinh trang thai nay la off.

bat loai dinh dang truyén file la binary.

Tat két ndi véi may tinh & xa va thoat khdi chwong trinh
FTP.

Thay déi thw muc hién thanh trén may & xa(Server).

Ngtrng phién giao dich v&i may tinh & xa va tré vé dong
Iénh cla chwong trinh ftp.

Bat trang thai Debugg on/off. Néu la on thi mdi lénh
g&i dén may tinh & xa thi chwong trinh sé in ra cac
théng bao. Mac dinh la trang thai la off.

Xoa tap tin trén may tinh & xa.

Hién thi danh sach cac tap tin va thu muc con trong thw
muc hién tai.

Tat két n6i v&i may tinh & xa va trd vé dong lénh FTP.

Chép mot tap tin t» may tinh & xa vé may tinh cuc bo,
dung dinh dang truyén file hién tai.

Hién thi giup d& cua céac lénh Ftp.

Thay dbi thw muc hién trén may tinh cuc bd. Mac dinh Ia
thw muc dang lam viéc trén may tinh cuc bd.

Hién thi danh sach céc tap tin va thu muc con trong thw
muc hién tai.

X6éa nhiéu tap tin cung trén mét may tinh & xa.
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Chép nhiéu tap tin t may tinh & xa vé may tinh cuc bo

Mget . ) A ml A :
dung dinh dang truyén file hién tai.
mkdir Tao thw muc trén may tinh & xa.
Mbut Chép nhiéu tap tin & may tinh cuc bd l1én may tinh & xa
P dung dinh dang truyén file hién tai.
open Mé& mot két ndi dén may FTP Server.
Put Chép mét tap tin & may tinh cuc bd 1én may tinh & xa
dung dinh dang truyén file hién tai.
Pwd Hién thi thw muc hién hanh trén may tinh & xa.
. T4t két néi v&i may tinh & xa va thoat khéi chwong trinh
Quit
FTP.
Chép mét tap tin tr may tinh & xa vé may tinh cuc bd,
Recv dung dinh dang truyén file hién tai. Twong tw nhw Iénh
Get.
Rename Déi tén tap tin, thw muc trén may tinh & xa.
Rmdir Xo6a mot thw muc & xa.
Send Chép mét tap tin & may tinh cuc bd 1én may tinh & xa
dung dinh dang truyén file hién tai. Twong tw nhw Put.
Status Hién thi cac trang thai lwa chon cua két nbi FTP.
type DPat hoac hién thj dinh dang truyén file.
L 149
user Binh ngwoi dung khi két n6i dén may tinh & xa.
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V1.3. Dung FTP trong Windows Commander.

Gi&i thiéu.

Windows Commander la chuong trinh quan ly tap tin va thw muc dwgc s dung rong rai nhét hién
nay. Déng thdi Windows Commander ciing da tich hop chwong trinh FTP Client. V&i chwong trinh
tram nay, ban co6 thé truy cép dén 10 FTP Server cung ldc trén Internet hoac trén Intranet. Chuong
trinh FTP client nay khéng chi cho phép upload va download file ma con hé tro truyén files truc tiép
tr may tinh & xa dén mot may tinh khac. Ban cé thé thao tac trén FTP Client gidéng nhw céc tinh ndng
ctia Windows Commander. Vi du nhw: sao chép (F5), dbi tén (SHIFT+F6), x6a (F8), tao thu muc (F7).

Tao két n6i méi:

Ban vao menu Commands chon FTP New Connection. Hop thoai FTP xuét hién, trong muc
Connection to ban nhap vao dia chi ctia may FTP Server ma ban can két ndi, chon OK.

CEE—— X
Connect to [host or URL]:
[17229.14.4 [

¥ anonymous connection

[~ Use firewall [prosy server)

I [Drefine new j Lhange... |

0K Lancel | Help |

Hinh 7.36 — HOp thoai sau khi chon FTP New Connection.

Sau d6 chwong trinh yéu ciu ban nhap User va Password vao. Néu dung chwong trinh sé két néi vao
Server va luc d6 trén man hinh c6 hai ctra sb. Clra s bén trai hién thi cac tap tin trén may cuc bd, clra
sb bén phai hién thj cac tap tin trén may tinh & xa (may Server).

'Z |windows Commander 4.52 - Predator [PC/pGC] -0 5[
Files Mark Commands Show Configuration  Start Help

HE#: e % e B8 258

W'alllng for server.. ﬂ
| FTP Trianster modeIBlnaw [archives. doc etc.) J Disconnect T oater anlﬂh =
[-e-] 7| Iwin2000] 1.025.979 of 7.173.022 k free | | [-0-] 7| p:/F172.29.14 46 ‘ \ |
_
i Name TExt Size  [Date  [Aw |
Baa..] <DIR>  04417/2002 06:51r— =] [fu]..] <DIR>  00/00/1980 00:00--—
IRl cig 1,253 02/07/1995 12:00ra-— __I[Thu] <DiR> 1370672002 10:06
=M c_exit com 829 02/07/1995 12:00ra-- ~cLP2DIB EXE 38,501 12/06/2002 10:05—-
De_moi doc 2,560,512 04/17/2002 01:51-a-- [~ DBVIEW EXE 101,276 12/06/2002 10:05—-
Mc_exit doc 2,748 02/07/1995 12:00ra-— [~DIRZDIR EXE 12,470 12/06/2002 10:05—-
T123view exe 128,144 02/07/1995 12:00ra-- = DRAW2WMF EXE 49,957 12/06/2002 10:05—-
TArcview exe 81,520 02/07/1995 12:00ra-- = DRW2WHMF EXE 64,085 12/06/2002 10:05—-
~Bitmap exe 54,805 02/07/1995 12:00ra--
=CIp2dib exe 38,501 02/07/1995 12:00a- =/
0 of 8.584 k in O of 88 files selected 0 of 260 k in O of 5 files selected
025 | =
F3View | F4Edt | FS5Copy | FGRenMov | FZMKDir | FBDelete |  AltsF4 Exit

Hinh 7.37 — Giao dién chuong trinh Windows Commander.

Sau khi da két ndi ban cé thé thuwc hién cac thao tac tap tin git)a may tinh cuc bd va may tinh & xa
thong qua hai ctra sé trén. Khi mudn hay két néi ban click chudt vao nat Disconnect, chwong trinh sé
tré vé trang thai binh thwong.
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VIl. E-MAIL.

VII.1.Mé hinh hoat déng.

E-mail (electronic mail) 1a thw dién t&, 1a mét hinh thirc trao ddi thw tir nhwng théng qua mang
Internet. Dich vu nay dwoc sir dung rat phd bién va khéng doi hdi hai may tinh g&i va nhan thw phai
két ndi online trén mang..

Tai méi Mail Server thong thuwdng gdm hai dich vu: POP3 (Post Office Protocol 3) lam nhiém vu giao
tiép mail git)a Mail Client va Mail Server, SMTP (Simple E-mail Transfer Protocol) lam nhiém vu
giao tiép mail gitra cac may Mail Server.

SMTP Protocal SMTP Protocal

Hinh 7.38 — M6 hinh hoat dong ctia Mail Server.

Dé st dung E-mail, nguoi dung can cé mot account mail do nha cung cép dich vu Internet (ISP) cép
bao gém cac théng tin sau: dia chi mail (vi du: nvteo@hcm.vnn.vn), username, password va dia chi
ctia Mail Server ma minh dang ky. Sau dé chon mét chwong trinh Mail Client (Outlook Express,
Eudora, Netscape...) va ciu hinh cac théng sb trén vao chwong trinh d6. Tlr d6 ban c6 thé s dung
chwong trinh nay dé soan thao va g&i nhan mail mét cach dé dang.

VII.2. Cac loai mail.

Thoéng thwong co hai loai mail théng dung 1a WebMail va POP Mail. Webmail Ia loai mail ma hinh thic
giao dich mail gitra Client va Server dua trén giao thirc Web (http), théng thuwéng Webmail 1a mién
phi. Con POP Mail la loai mail ma cac Mail Client twong tac véi MAIL SERVER bang giao thirc POP3.
Mail loai nay tién loi va an toan hon nén théng thuwong 1a phai déng ky thué bao véi nha cung cap dich
vu.

VII.3. S dung WebMail.

Ban mudn cé mot dia chi mail Internet dé giao dich véi ban bé trén thé gidi, ban cé thé dén nha cung
cép dich vu Internet dé déng ky hoéc tw tao cho minh mét dia chi mail mién phi trén cac Website néi
tiéng nhw Yahoo, Hotmail, Fpt, Vnn... Trong vi du nay s& huwéng dan ban tao mét dia chi mail mién
phi trén Yahoo.

DPAau tién ban vao Website ctia Yahoo va ban click vao Sign up now.
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3 Yabwsu! Mail - The best Iree web-based emaill - Microsoft Inbermet Explorer (=]

| e Edt Wew Fgvortes ook  Meb

| bk = o - D [2) 2] Deach [afFanntes Greha B3| 5 B0 - NDER ”

| Pabess [18] rerm: fimd.vobo.comf =] @e ks *|| Pl [
ne to Yahoo! Mall =l

You must gign in to read or send mail.

MNew to Yahoo!? Exlsting Yahoo! users
Gl Yahoo! Mail, CNET Editurs” Chaice! Entar your |0 and passward to sign in
/N - Free email Yahwal 10 |

/ * Free 4MD storace - up 1o twice 85 much 85
r uther free emal proveders! Pasgword I

* Free state-of-the-art spam protection

™ Remember my |0 on this computer

/ « Access from virtually anywhere, anyline
- Easy access to Yahoa! serviees like Address Al

k and Calends
posk and Gelendar Mode: Standard | Secure
. Sign up now
nd 3 AAID T Stgnein hely  Passwond lovkup
red!
Get the email address yml'ule always T
. of
) o) travenat &

Hinh 7.39 — Trang Web Mail ctia Yahoo.

Yahoo sé& hién ra ba dich vu mail cung cap cho khach hang va ban chon dich vy dau tién vi day la dich
vu mién phi. Hai dich vu sau déu phai thué bao. Ban click vao Sign up now trong phan Free Yahoo

Mail.

2} Yahao! Mail Setup - Microsalt Inberet Explorer E =101 ]

| B EdR Vew Fgrokes  Tock  Help
| sk - o - Q[ | Qsewrch GiFovores Prede F| - GO -HOTREO
| aress [ ] Horociibling mad yabios. commitaie? dontat. it sicmmt umdzingbumy 7] P00 | [Unks || g - [

hHOO.' Mail ’lf‘\(j' Yahoo! - Ha=]
Welcome to Yahoo! Mail

Wahoo! Mail offers a variety of email solutions to fit your needs.
Free Yahoo! Mail Yahoo! Mail Plus rwee Custom Email Address

Loaded with Great Features Incredible Tools, Incredible Value Email Made Just For You
» Fras 4MR starsge

* Stata-of-tha-art spam protaction
& Advsnoad virue protastion

* Starting at §29. 90/ vaar

Sign Up Now Sign Up Now
Likin Mo Laach More
Ll

Hinh 7.40 — Giao dién sau khi chon Sign up now.

Yahoo sé hién bang théng tin ca nhan va ban nhap vao cac théng tin nay nhw: dia chi mail ma ban dé
xuét, password, ngay thang nam sinh, tén, méa ving.
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-5 QRABEEIIHSB-E | Pl
YaHoO! Mail & Yabos! - o

Sign up for your Yahoo! ID with Mail Already have an ID?  Sign In
Geta Yahoo! I and passvird for access fa Yahoo! Ml and all ofher pesonaliad Yahoo! sendces
vanoo! 12: [hos ; Chuwsing your 1D
hovienmangd2 g yahoo.com “You willuse this fomation 10 6Ccess
fexamples: “dainmangs” or “reedihyme”) Yahoo! each bime. Capdakzation matiers
T your paaswoed
Pagsworg: [rrrrr

o fargee ot pracssownare, wae winudd idierlify you with Ihis iifornation Rircalling your prssvrord

Secusity Question [What |5 your per's namer [~ QKL b I

vour Answer: [ mi 1 o anwer” i memerabie for
you et lard fur utlvers fo gusss!
Bithtay [Jarwary  Z] 19 [1988  (Monih Day, iar
Currart Emall (Optional:

il M y Cugtomizing Yahoo!
First Marie: [Tuan Last Harnay [Tran van emana ] _—
Language & Condert [English - United Kingdom = crrierd ansd advetizag based 1 e

mlormalion Cobectid o s page e on

ZpiPostal Sode: [oge0s Gender [male  # e VAR DrChicts and services you

s
Ingustry: [Computers/ Blectronics =
Tite: [Database administrator =l
Speclalzston: | Computer: Database id

Peogie Search Lissng. 7 Ligimy new Yahoo! Mail adaness for free

Hinh 7.41 — Giao dién dé tao mot dia chi mail Yahoo moi.

DPé tranh cac hacker tao tw déng dia chi mail, Yahoo xay dwng tinh ndng Word Verification. Do d6
ban phai quan sat chir trén hinh va nhap chir dé vao textbox ctia muc Word Verification. Sau do click
vao Submit This Form dé cap nhat cac théng tin viva nhap Ién Yahoo Server.

2} Wrlcome ta Yahoo! - Micrasolt Intemet Explorer g = 5]

Ble Edt Yew Favekes Dok Heo
| mmh - o - Q[ | Dsewh (WFwores Preds J| - FT-HO¥R B O

agross [ ] Fooclledt vshoo,comlcoriialesl_reguter? ietinewe b donsat sromymik pitre 7] P00 | |Unks || Py - [

™ Home & Famidy [ Computers & Technalogy [ Sports & Outdoors = |
T Health T Personal Finance I Travel
T Music ™ small Business I Sweepstakes & Free Stuff

| @l carthe Word Verification
Erter the word a8 it is hown in Bhe Dox below. " Tris stap. " )
HHHHH stomated regsttons.
i ¥ 950 i image cick bere
IEEEEEEN]
rrrery

By submiSing your registralion infarmalion, you indicate that you agree 1o the Terms of Service and have read and understand
e Yahoo! Privacy Policy. Your submission of this forrn will constibule your consent to the collection and use of this
Infoemation and the transfer of this informaton to the Uinited States or other countries for processing and storage by Yahoo!
ard fts aMiliates. You als0 sgree o receive required sdminisirative and l2gal nolices such a8 this elecironically

ESubmit This Form |

Hinh 7.42 — Giao dién dé tao mét dia chi mail Yahoo mdi (tt).

Néu théng tin nao khéng phu hop thi Yahoo sé t& mau dd, luc dé ban xem huéng dan cia Yahoo va
diéu chinh cho phu hop. Sau khi dang ky thanh céng Yahoo sé& thédng bao véi ban cac théng tin vé
Yahoo, ban click vao | Accept dé hoan thanh qua trinh dang ky.
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/3 Yahou! - Terms amd Conditions - Microsolt Intermet Explorer 4 I (=] |

| e Edt ew Favortes Tooks el

| Bak = & - D [3) 4| Dsearch [alFevotes Greds B Y- 3 0 - @ ¥R O

| Pukess [ 48] retn: indt.yaboo J——— T =] e Lok | "p:v.“.]—
=

T T T T P T T TP TGP E Ty T T T o e T oo
of third-party software. The TOS and the relationship between you and Yahoo! shall be
govermid by the laws of England. You and Yahoo! agress to submit to the eaclusive
Jurisdiction of the English courts. Arry failure by Yahoo! o exercise or enforce army right
or prowsion of the TOS shall nol consbitute & warver of such nght or provsion. I any
provision of the TOS s feund by & court of compelent unsdicion 1o be rvalid, the
parhes naverthaless agraa thal tha count should andesvour to give alfect to the parbies'
intantions as raflected in the provision, and the other provisions of the TOS ramain in
fill force and effact

The sechon btles in the TOS are lor convenience enly and heve no kegal or contracluel
effecl

25 VIOLATIONS

Please report any violations of the TOS to Yahoo! Customer Care.

| Accept I Decling _'lj

] Done | o treeenet &

Hinh 7.43 — Giao dién g&i cac thong tin tao mét dia chi mail mé&i.

Néu qua trinh dang ky thanh céng thi Yahoo sé& théng bao nhuv man hinh sau. Tl day ban cé thé st
dung dia chi mail hocvienmang02@yahoo.com dé giao dich v&i moi ngudi trén thé gidi.

hWeleome to Fahoo! - Micrasoflt Intemet Explorer § =101
Fe [t Yew Frooies Tock  Help

| bk - = - (D[ | Dsemh (Favores Freds (P - DE - D OYR B A

Akress (€] ket scrumbmQR BORP WD (runb= QA K WE. 1 myint. done=t pirter= =] PGo | |Unks ';h".ﬂ-r

“HOQ! Mail .f(\‘.g;' Yahoo! - Help =l
Wi to Yahoo! i 02

£
A confirmation message has been emailed to your ¥ahoo! Mail sddeess.

Your Yahoo! ID: hoevienmang02

Mewslenens - Click hore to edit your Masketing Proferences. You can select and customize the categories of
communications you recedve about Yahoo! products and sendces, or choose to opt-out of each.
LA "} LAUNCH Dackstage - Receive emails for [~ YAMOOL  Travel Newsletar - & must for
~AIRET the nottest anists, concens, promotions TRAVEL g gawy traveler, Fantastic travel
& music vidoos savings
™ Busrledex % Buzz Index Weekly - What's hot this r Yarool  Movies Newsletter - New movie
week? Find out with the Yahoo! Buzz releases and local showtimes in
Index your rrailbax

lm mote with Yahoo! Mail I _,ﬂ
4 *

Hinh 7.44 — Giao dién sau khi tao thanh cong mét dia chi mail Yahoo méi.

Ban da cé mot account mail trén Yahoo, mdi IAn ban mudn g®i nhan mail thi ban vao trang Web
http://mail.yahoo.com, sau dé ban nhap ID mail va password vao chon Sign in

T ¥ahoat Mail - The hest feee web based email - Microsalt Internet Explorer =181 |
Fie £t Wew Favoites Took  Help -

| woback = = - (@ [@ 4| Dseach [BFavortes Frieda (P 5 b - B @
A []) beto: fimad, abeo.com =] @G0 ||unks || P [
=

]

New to Yahoo!?

Free state-of-the-art spam protection

You must gign In to read or send mall.

Mode: Standard |
Sign up now

Existing Yahoo! users

Get ¥Yahoo! Mail, CHET Editars’ Choicel Erter your 1D and password 1o sign in
Free smal ¥ahoo! I0: |hocwienm angd2

Free 4M8 storage - up to twice as much as

ather free armal providars! Paggyword; [sasssss

™ Remambar ry 10 an this computar
acenss from virtually anywhers, anytime =
Easy aconss to Yahoo! services like Addrass Sgnin

Book and Calendsr

A

|

sl

(@ btmenat

P

Hinh 7.45 — Giao dién dé b&t dau dang nhap vao Mail Yahoo.

Yahoo cung cip cho ban mét giao dién twong tac mail rat tién lgi. Mudn xem cac mail méi nhan duwoc
ban click vao Inbox, ltc dé clra sb bén phai sé hién toan b6 cac mail ma ban nhan dwogc. Ban click vao
chl dé& cua mail dé doc ndi dung chi tiét ciia mail. Ban click vao cac muc con lai nhu: Draft chira cac
mail soan chwa hoan thanh, Sent chira cac mail da g&i di, Trash chra cac mail da xda gitp ban cé thé

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net

154



phuc héi cac mail bi x6a nham.
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/3 Fahuw! Mail - hocvienmang02@y shoo.com - Microsolt Inbermet Explores E =10 x|

| Hle e Yew Fawortes  Jook Ll

| wBak - =+ - @ 2 | Disearh _,jrmln Gress 330 - DR #EA

rregrz] oo ||unis ?|| P - [

| pdoss [ ) FLa0.mal yshoo.
=
LA Mall - () Add s v [ZF calendar ~ % Notepad ~ Sian Out]
_ CheckMail | compose | Mail Yggrades - Saarch Mail - Mail Options
Fudurs [£44] Inbox
7 Inhax 1) _
0, Drsft “igw: All | Unread | Flagged LEE PR Al ! |
;ﬁm Mark as Unread J_ Move to folder... = UKI
Uf Trash [gmow] s Subjert Do Siza
¥, . C ‘fahoo! Welcome to Yahoo! Mall Mon 12730 5091
Fbonon sy Chuck - Claara
@ Emt | Ciointe [ Brark s Urrad J_Muw to fulder... = oKI
;':E"E":'"U'f' . Wessages 1-1 of 1| First |
B numbar | -
& i
£ ') Intesnet =

Hinh 7.46 — Giao dién sau khi dang nhap vao Mail Yahoo.

Mubdn thay dbéi cac théng tin ca nhan hoac thay dbi password ban click vao Mail Option, sau dé ban
thay déi nhirng théng tin can thiét.
RN T PT I Y R = e— |

Review My Account Information

Review the member information listed below, click the Edit butien above each item to
change the information. Be sure 1o chek Finished when you're done.

Finished

|Yahoo ID Card

Name: Mr Tusn Tran Van
Yahoo! ID: hocvienmangD?

Public Infarmation
Bublie prafiles

Yahoo! Mail Address:  hoovienmangl2@yahoo.com

+ hocvienmanglz

Password:

Change Password

Security Key: Change My Security Key

Premium Services: Manage My Pormium Services

Member Information

' ahool People Search:
[Fai] Crzate a Listing

Gender: Male
Birhdate: On file Yahoo! GeoCities:
Industry: Computers/Elecironice
Occupation: Analyst it
Yahoo! Mall Address: hocvienmanglQEryshoo. com Optinns:
Ahernate Email 1: (o individual servivas)
Edit your matkuting prefemences, + Adrass Bl
* dutions
Time Zone: U5 Eastemn & o
Language & Contont: Englith - Unted States P
Prompt for Password: Daly =
& Groa

AddressiContact Information
Name: Mr Tuan Tran Van .

Home Address: Jcher ody, NY 12345
i, -

Hinh 7.47 — Giao dién sau khi chon lya Mail Option.

Ban mudn g&i mail thi click vdo Compose, man hinh soan thao mail xuét hién. Trong muc To ban
nhap dia chi mail ma ban can g&i dén. Muc Cc va Bcc ban nhap vao dia chi mail clia nhitng ngudi
cung nhan mail nay. Muc Subject ban nhap chd dé ctia mail, Attachments cho phép ban g&i mail c6
file dinh kém. Cac nut khac trén thanh coéng cu gitp ban soan thdo mail, cac tinh nang nay gibng nhw
céac tinh nang clia cac nut trén thanh céng cu ctia Word. Sau khi soan thdo xong ban click vao Send

dé g&i mail di.
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weBack = = - 1) 2] 2| Dseach [pfFavorkes Preeds B - O 0 - & DY R & D
Az [ 2] bt fus.F140.mal. yahos o =407 E—— I s D
COoMPOSe (Piuin | Color and Graphlcs ) ﬂ Send o Free Greting =

T8: [chuang@yahoa.cam

L6 [lan@hotmail.com D [

Subject: [Trao doi tai liew

Atachments: | Aftach Files |

[Paragraph =] [Fam =[size =] I view nrmw sourcs
¥ M@ B 7 U Ty EFN |EESEER D

Chao hai ban |

Chue cac ban thi ol

a

4| |+ |_I
2 &

D Lot

Hinh 7.48 — Giao dién sau khi chon I[va Compose (dé tao mot mail méi).

VIl.4.Str dung Outlook Express.

Gi&i thiéu:

Vé&i mét két ndi Internet va chuwong trinh Outlook Express, ban cé thé trao déi thw dién t&r (E-mail)
v&i tAt cd moi ngudi trén Internet va gia nhap vao bat ky mét nhém tin (newsgroup) nao.

Chwong trinh Internet Connection Wizard gitp ban két néi véi mot hodc nhiéu Mail hodc News
Server. Khi ban cdu hinh thi ban can nhirng théng tin tr nha cung cép dich vu Internet (ISP) hoac
ngwoi quan tri mang ndi bé (LAN administrator) nhw:

- CAu hinh tai khodn mail, ban can tén tai khodn cla ban (account name) va mat khiu (password).
DPong thoi ban phai cé tén (mail.hecm.vnn.vn) hodc dia chi (203.168.10.200) cGa Incoming va
Outcoming Mail Server.

- Doc tin, ban can tén cta News Server ma ban mudn két néi. Néu c6 yéu ciu ban phai cé tén tai
khodn va mat khau.

M6t chwong trinh Mail Client co ban théng thuwdng coé cac folder sau:

- Inbox: chi¥a cac thw da nhan

- Outbox: chtva cac thw chuan bi g&i di

- Send Items: chlra cac thw da gdi di

- Deleted Items: chira cac thu da x6a, giup ta c6 thé phuc hdi khi xoa nhap mét thu nao do.

- Drafts: chira cac mail dang soan dé dang.
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Hinh 7.49 — Giao dién clia Outlook Express.
Cac cau hinh co’ ban.

Thém tai khodn mail: mudn cau hinh mail ban phai biét loai Mail Server ban dung (POP3, IMAP,
HTTP), tai khodn, mat khau, tén cla incoming mail server loai POP3 va IMAP, tén clia outcoming
mail server. Sau khi c6 di cac théng tin ban vao menu Tools, click vao Account, hdi thoai Internet
Account xuét hién, click vao nat Add, chon mail.

Internet Accounts

All tail I Mews I Directony Servicel _‘
Accout | Type | Conhection | Bemaove |
% Hotmail mail [default] Any Available

Properties |
Set az Default |
Imnport. .. |
Export.. |

Set Order... |

Close

Hinh 7.50 — H6p thoai Internet Accounts.

Sau khi hdp thoai Internet Connection Wizard xuét hién, trong muc Display name ban nhap tén cla
ban vao, chon Next.
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Internet Connection Wizard

Your Name

“When you send e-mail, your name will appear in the From field of the outgaing message.
Type your name as you would lke it to appear.

Display name: |Tran an Tuan

Far example: John Smith

< Back I Hest > I Cancel |

Hinh 7.51 — Giao dién hép thoai Internet Connection Wizard.

Trong hép thoai Internet E-Mail Address, trong muc E-mail address ban nhap vao dia chi mail cla
ban vao.

Internet Connection Wizard 1[

Internet E-mail Address

Your e-mail address is the address other people uze to zend e-mail meszages to you.

E-mail address: Itvtuan@hcm.vnn.vn

For example: someone@microzoft.com

< Back I Mest > I Cancel |

Hinh 7.52 — Hop thoai Internet Connection Wizard (tt).

Trong hép thoai E-mail Server Name ban nhap vao tén hoac dia chi cia Server Incoming va
Outcoming. Ddng thdi ban cha y 1a hién tai minh dang dung protocol pop3 dé twong tac véi Server

Mail (ban c6 thé sir dung cac protocol khac nhw imap, http nhung véi diéu kién 1a Server Mail phai h
trg’), sau d6 chon Next.
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Internet Connection Wizard

E-mail Server Names

My incoming mail zerver is a IPD P3 'I FEVEL.

Incoming mail [POP3, IMAP or HTTF) server:

mail.hem.vnn. v

An SMTP server iz the server that iz used for pour outgoing e-mail.

Dutgoing mail [SMTF) server:

mail.hem.vhn.wn

< Back I MHest » I Cancel |

Hinh 7.53 — Hop thoai Internet Connection Wizard (tt).

Trong hép thoai Internet Mail Logon, trong muc account name ban nhap vao tai khoan cta ban, muc
password ban nhap vao mat khdu clGa ban. Néu ban danh diu vao Remember password thi
password sé& duwoc nhé, 1an sau ban check mail thi outlook khéng yéu cau ban nhap password niva.

Internet Connection Yfizard 1[

Internet Mail Logon

Type the account name and password your Internet service provider has given you,

Account name; Itvtuan

Passward: I xxxxxxxxxxxx
¥ Remember password
If pour Internet service provider requires you to use Secure Pazsword Authentication

[SP&] to access your mail account, select the 'Log On Using Secure Password
Authentication [SPA] check box.

™ Log on using Secure Password Authentication [SPA)

< Back I Mest > I Cancel |

Hinh 7.54 — H6p thoai Internet Connection Wizard (tt).
Chon Finish dé hoan thanh. Ban muén kiém tra lai cac théng tin minh vira ciu hinh ban chon Account

trong Tab Mail va click vao nut Properties.

160

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net




#2 mail.hcm.vnn.vn Properties

General  Servers | Eonnectionl Securily' Advancedl

Server Information

My incoming mail serveris a  |[EEEE SEIVEN.

Incoming mail [FOR3). Imail.hcm.vnn.vn

Outgoing mail [SMTP: |mai|.hc:m.vnn.vn

Incaming Mail Server

Agcount name; Ilvluan

Paszword: |
¥ Remember password

™ Log on using Secure Password &uthentication

Outgoing Mail Server

I My semver requires authentication Settings |

ak. I Canicel | Apply |

Hinh 7.55 — HOp thoai Mail Properties.

Nhan va doc thw: sau khi click vao nut Send/Recv trén thanh cong cu, Outlook sé g&i cac mail trong
Outbox ra ngoai va nhan cac mail m¢i dwa vao Inbox. Mudbn doc ndi dung cac mail méi nay, ta click
chuét vao Inbox, lic d6 bén phai sé& xuat hién thdng tin chi tiét cia cac mail nay va bén dudi 1a noi
dung clia mail. Ban xem hinh phia trén.

Xem tap tin g&i kém: trong man hinh Preview, click chudt vao biéu twong chiéc kep gidy, sau dé chon
tap tin g&i kém rdi chon Open d& mé tap tin hodc chon Save to disk dé lwu tap tin vao dia.

Tra I thw: chon thw can tra i va click vao nut Reply trén thanh cong cuy, sau d6 nhap ndi dung tra 1o
va click vao Send dé gai di.

Chuyén tiép thu: d6i luc ta mudn chuyén toan bd ndi dung moét mail ma ta nhan dwoc dén mot ngudi
khac thi ta click phai chuét trén mail d6 va chon chirc ndng Forward, sau d6 nhap dia chi can g&i dén.
Néu cé nhiéu dia chi thi cac dia chi nay cach nhau b&i ddu chdm hodc chdm phay.

Tb chirc va sap xép thu: dé tién loi cho viéc tim kiém va x& ly mail ta nén sap xép cac mail theo mot td
chtrc thw muc nhét dinh. Trwéc tién ta can tao thém cac thw muc mé rong bang cach click phai chuot
vao Local Folders, chon New Folders va nhap tén thu muc can tao. Trong vi du sau ta tao folder Ban
dé chra cac mail clia ban bé, folder Congviec dé chiva cac mail cong viéc. Sau d6 ta vao Inbox chon
mail can di chuyén rdi click phai chuét trén mail d6, chon Move to Folder.
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¥ Ban - Outlook Express - Main Identity - 10l x|

J File Edit Wew Tools Message Help |

= 32
A . 2 @ X | 8 .
Create Mail Reply Reply Al Forward Prink Delete SendfRecy
2 Ban Main Icdentity
Falders x (2] o] = |From | subject
F—;‘ Outlock Express 1 Mguyen Yan Hang Thu thar hoi
E1-45 Local Folders
A Inbex il | _’I
From: Mouyen an Hung To: bvtuan@hom.vnnyn
Subject: Thu tham hoi
=
Chao bhan | i .
Lidc nay cding viéc ban thé nao rdi |
Hing.
a
|1 messagels), 0 unread @ ‘working Online | .

Hinh 7.56 — Mail ctia “Nguyen Van Hung” da dwgc g&i vao thu muc “Ban”.

Quan ly thw bang cac quy tac (Rules): khi ban giao dich mail v&i nhiéu ngwdi ma ban sép xép cac mail
béng tay thi méat rat nhiéu thoi gian. Outlook cung cap cho ta cong cu Message Rules gilp ta c6 thé
quan ly tw dong cac mail modt cach dé dang. Mot quy téc (Rule) gébm hai phan: phan diéu kién
(Conditions) chira mét hodc nhiéu diéu kién v& mail, phan hanh dong (Actions) chira mét hoac nhiéu
hanh ddng tng v&i cac diéu kién trén. Vi du ta muén khi nhan bat ky mail nao ctia anh Nguyen Van
Hung thi tw déng chuyén vao Folder Ban. Ta lam cac bué¢c nhw sau: vao menu Tools/Message
Rules/Mail... Hop thoai New Mail Rules xuit hién, trong muc diéu kién (Select the conditions for
your rule) ban check vao Where the from line contains people thi phia dw®i muc Rules Decription
chira hang chir mau xanh contains people.

Select pour Conditions and Actions first, then specify the values in the Description.

1. Select the Conditions far your rule:

“where the From line containg people
[ “here the Subject line contains specific waords

Li» |

O where the meszage body contains specific words
O *where the Ta line cantaing peaple

KR

2 Select the Actions for pour rule:

O Mowe it to the specified folder
O Copy it to the specified folder
O Delete it

O Farward it to people

Liv|

L

3 Rule Dezcription [click on an underlined walue to edit it):

Apply this rule after the message arrives
wwhere the From line contains peopls

4 Mame of the rule:
|New Mail Fule #1

QK I Cancel

162
Hinh 7.57 — H6p thoai New Mail Rule.

Ban click vao hang chir mau xanh contains people, hop thoai Select People xuat hién. Ban nhap vao
dia chi mai cGa anh Nguyé&n Van Hung: nvhung@hcm.vnn.vn, chon Add, chon OK.
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Select People |

Tvpe one name at a time and click Add, or gelect people from the
Address Book.

Invhung@hcm. R Add

People:

here the From line contains Address Book... |
Bemove |
[Hpticrs... |

K | Cancel |

Hinh 7.58 - Hop thoai sau khi chon Contains people.

Buwdc ké tiép & ban chon hanh déng cho didu kién nay, trong muc Select the Actions for your rule

ban check vao Move it to the specified folder.

Select your Conditions and Actions first, then specify the values in the Description.

1. Select the Conditions for your rule:

where the From line contains people ﬂ
[ 'where the Subject line contains specific words

[ ‘where the meszage body contains specific words

O Wwhere the To line containg people LI
2. Select the Actions for your rule:
Mave it to th ied folder
O Copy it to the specified folder
O Delete it

O Forward it to people LI

3. Rule Description [click on an underlined value to edit it]:

Apply this rule after the message arrives

Wwhere the From line contains ‘nvhung@hcm, von, vo'
Move it to the specified folder

4. Mame of the rule:
Mew Mail Fule #1

()8 I Cancel |

Hinh 7.59 — HOp thoai New Mail Rule (tt).

Trong muc Rule Description, click vao hang chir mau xanh specified dé chi ra thw muc mail sé di

chuyén d@én.
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Maove the iter(z] to the selected folder: i}

E;';J Outlook Express Cancel
EI@ Local Folders
-5 Inbox Hew Folder

R,

i Q@ Congviec

Hinh 7.60 — HOp thoai sau khi chon Specified Folder.

Sau khi hoan thanh ban sé& c6 mét quy tdc nhu sau:

tail Rules I Hews Hulesl Blocked Sendersl

Thesze milzez will be applied to Mail meszages.

MNews M ail Rule #1
todify...

Copy
Bemove

Apply Now. ..

I3

I ove g Mowve Dawn

Rule Description [click on an underlined value to edit it);

Apply this rule after the message arrives
whers the From line contains 'nvhung@hcrn, vnn, vn'
Move it ko the Ban Folder

ak I Cancel

Hinh 7.61 — H6p thoai Message Rules.

Xac dinh théi gian check mail tw ddng: ban vao menu Tools/Option, hop thoai Option xuét hién, trong
Tab General, muc Send/Receive Messages ban check vao Check for new message every XX
minute, ddng thdi ban nhap vao thdi gian check mail tw dong.
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Spelling | Security | Connection | Maintenance
General | Fead I Receipts I Send | Compose | Signatures
General

[~ When statting, go dirsctly to my |nbos’ folder
[ Matifty me if there are ahy new newsgroups

¥ Automatically dizplap folders with urread messages

Send / Receive Messages

. v .
[+ Elay sound when new messages anive

v Send and receive messages at startup

¥ Check for new messages every IEI 3: mirute(s]
If my computer is not connected at this time:
IDD ot connect j

Default bMeszaging Programs

%4 This application iz the default Mail handler I ake Default
2 [ v
Thiz application iz the default Mews handler take Default |

QK I Cancel | Apply |

Hinh 7.62 — H6p thoai Options.

Mail cé hai dinh dang co ban la: HTML va Plain Text. Dang HTML cho phép ta soan thao mail nhw
mot trang Web c6 thé chén hinh anh, am thanh vao mail, lam cho mail cé thé séng dong hon. Dang
Plain Text chi cho phép ta soan thdo mail nhw mét tai liéu van ban trong suét. Mudn chon dinh dang
mail ban vao Tab Send trong hép thoai Option, muc Mail Sending Format ban chon dinh dang ma
ban muon.

Speliing | Security | Connection | Maintenance
General I Fead | Receipts Send I Compoze I Signatures
Sending

v Save copy of sent messages in the 'Sent ltems' folder
¥ Send messages immediately
V¥ Automaticaly put people | reply to in my Address Book
¥ Automatically complete e-mail addresses when composing
¥ Include message in reply

¥ Beply to messages using the format in which they were sent

International Settings. .. |

Mail Sending Farmat

q':'a % HTML HTHML Settings... | Flain TgxtSettings...l

£ Plain Text

Mews Sending Format

4-= € HTML HIML Seflings... | Plain Text Settings...|
& Plain Test

Ok, I Cancel | Lipply |

Hinh 7.63 — H6p thoai Options — Tab Send.

Str dung Stationary: Stationary 1a mot khudn mau mail dwoc thiét ké sén giup ban cé thé soan thao
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mail nhanh va trinh bay dep. Ban vao tab Compose trong hdp thoai Option, muc Stationery, check
vao mail va ban click vao Select d& chon khuén mau vira y.
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Spelling | Security | Connection I Maintenance
General I Fead I Receipts I Send Compoze I Signatures

Compose Font

% Mail | 9 pt. Arial Font Setings .|
Mews: | g pt. Arial Fort Settings... |

‘When composing new HTML messages, use the following Stationery.
Stationery fonts will be uzed.

Stationery

v Mail I M ature
[ Mews: I Selent. . |
LCreate Mew... | Download Mare... |

Busziness Cards

Include my buginess card when creating new messages.
| j Edit... |

[~ Mail

[~ Mews: I j Edi... |

QK | Cancel | Apply |

Hinh 7.64 — HOp thoai Options — Tab Compose.

Chén dbi twong Signatures: Signature 1a nhirng théng tin ca nhan dwoc géi tw dong kém theo thu.
Théng thwdng cac théng tin nay 1a tén cong ty, sé dién thoai, fax... Ban muén chén cac théng tin nay
ban vao Tab Signatures trong hop thoai Option. Click va New dé tao Signature méi, trong muc Text
nhap vao céc thong tin can thiét.

Spelling | Security | Connection | Maintenance I
General I Fead I Receipts I Send | Compose Signatures

Signature settings

v Add signatures to all outgoing messages

[ Don't add signatures to Replies and Foreards

Signatures

Signature 1 Default signature

Remove

Fename

Edit Signature

& Teat [Tran Van Tudn Set as Default
Trldhg Phéng Kinh Doanh
Ciéing Ty THHH Khdi Mouyér| Advanced...

 File I Erowse..,

QK I Cancel | Apply |

Bl
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Hinh 7.65 — HOp thoai Options — Tab Signatures.
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Quan ly nhiéu ngwdi dung trong Outlook: déi lic nhiéu ngwdi dung chung mét chwong trinh

dé g&i nhan mail va ho muén mail ctia ho dwoc bdo mat cé nghia 1a mail cha riéng ngudi nao thi ngudi
dé méi duwoc doc. Luc dé ta str dung tinh nang Identity ciia Outlook, truéc hét ta tao ra Identity cho
trng ngwdi bang cach vao menu File/ldentities/Manager Identities, sau d6 click vao New va nhap tén
cla cac thanh vién. Néu muén bdo mat tuyét déi thi check vao muc s&r dung password.

Manage Identities 2] x|

To add a new identity, click Mew, Tomaodify an identity,
select it, and then click Properties. To delete an identity,
select it, and then dlick Remove

Identities:
Tain Identit:

Tran Van Tuan

Remaove

i

Properties

[V Use this identity when starting a program

[Main Identity =l

Use this identity when a pragram cannot ask wou to choose an
identity

[Mmain Idertity |

Close

Hinh 7.66 — H6p thoai Manage ldentities.

Ta chuyén vao Identity bang cach vao menu File/Switch Indentity va chon nguwdi can chuyén vao,
sau d6 ban c4u hinh tlr dau cho riéng ban xem nhw 1a ban sé& hiru riéng mét chwong trinh Outlook
Express. Chu y 1a sau khi s&r dung xong ban phai chon chirc nang Log off dé thoat khoi Identity cla
minh tranh tinh trang ngu&i khac doc dwo'c mail ca minh.

Switch Identities e

Current identity: Main Identity

Ta switch identities, select the name
below. Ta add or modify an identity, click
Manage Identities.

MNguyen Thi Lan

Tran ¥an Tuan

Eassword: I

Log OFf Identity | Manage Identities |

oK I Cancel |

Hinh 7.67 — Hop thoai Switch Identities.
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VIIl. XAY DUNG TRANG WEB.

VillL.1. Gi&i thiéu ngon ngir HTML.

Ngén ngir HTML (HyperText Markup Language) l1a mot ngdn ng® mé ta, bao gdm tap hop cac thé
(tag) dung dé mé ta cac trang Web. Mbi thé thong thwéorng 1a mot cap chi vi tri bat dau thé va vi tri két
thuc thé.

VIIl.2. Cac thé (Tag) trong HTML.
- <HTML></HTML> :thé nhan dang tai liéu, dat & vi tri bat dau va két thuc tap tin.

- <TITLE></TITLE>: chi ra ndi dung tiéu dé cia trang Web, ndi dung nay sé& dwoc hién thi trén thanh
tiéu dé cia chwong trinh Browser. Thé nay chi dat trong phan Header.

- <HEAD></HEAD>: chi ra phan header cta trang Web, thé nay c6 thé bd qua.

- <BODY></BODY>: thé nay chi ra phan ndi dung cla trang Web.

- <H?></H?>: dinh dang vé&n ban theo heading, gia tri nay tv 1 dén 6, gia tri cang nhd chir cang lén.
- <H? ALIGN=LEFT | CENTER | RIGHT></H?> : dinh dang canh I& cho van ban.

- <EM></EM>: hién thi v&n ban & dang nghiéng theo logical type.

- <STRONG></STRONG>: hién thj vdn ban & dang in dam theo logical type.

- <BIG></BIG> : chon kich thudc font Ion.

- <SMALL></SMALL>: chon kich thw&c font nhé.

- <B></B> :hién thj vén ban & dang in dam theo physical type.

- <I></I>: hién thj van ban & dang nghiéng theo physical type.

- <U></U>: hién thj van ban & dang gach duai theo physical type.

- <STRIKE></STRIKE>: hién thj van ban & dang strikeout theo logical type.

- <S></S>: hién thi vén ban & dang strikeout theo physical type.

- <SUB></SUB>:hién thi vén ban & dang Subscript theo logical type.

- <SUP></SUP>: hién thj van ban & dang superscript theo logical type.

- <CENTER></CENTER>: dinh dang canh gilra cho van ban va hinh.

- <BLINK></BLINK>: hién thj van ban dang nhap nhay.

- <FONT SIZE=?></FONT>: chon kich thwéc font co gia tri tr 1 dén 7.

- <BASEFONT SIZE=?> : chi dinh kich thuw&c font dang van ban, cé gia tri tir 1-7. Mac dinh la 3.
- <FONT COLOR="#$%$$$$%"></FONT> : chi dinh mau cta van ban, gia tri dwdi dang hexa.
- <FONT FACE="***"></FONT>: chon font cho van ban

- <MULTICOL COLS=?></MULTICOL>: tao van ban cd nhiéu cot.

- <A HREF="URL"></A> : tao mét link dén mét déi twong URL.

- <A HREF="URL#***"></A>: tao mét link dén mét déi twong URL dwoc chi dinh.

- <A HREF="URL" TARGET=""** | blank | _self | _parent| top"></A>: tao mét link dén mot déi
twong URL chi dinh cira sd hién thi.

- <IMG SRC="URL">: hién thj anh.
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- <IMG SRC="URL" ALIGN=TOP | BOTTOM | MIDDLE | LEFT | RIGHT>: canh I& trai phai ciia 4nh
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<IMG SRC="URL" ALIGN=TEXTTOP | ABSMIDDLE | BASELINE | ABSBOTTOM >: canh p
va phia dw&i cla anh.

<HR> : Tao hang ngang

<HR ALIGN=LEFT | RIGHT | CENTER > : canh I&

<HR SIZE=7>: d) day tinh theo pixel.

<HR WIDTH=?>: d6 rong tinh theo pixel.

<UL><LI></UL>: tao danh sach khong sé&p xép, dat <LI> trwéc méi dbi twong clia danh sach.
<BODY BACKGROUND="URL">: tao nén cla trang Web.

<BODY BGCOLOR="#$$$$$$">: d&t mau nén cho trang Web, gia tri nay hé hexa theo thr tw
red/green/blue.

<BODY TEXT="#$$$$$$"> : mau chir.

<BODY LINK="#$$$$$$">: mau link.

<BODY VLINK="#$$$$$$">: mau cac trang link da duyét qua.
<BODY ALINK="#$$$$$$"> : mau link dang dwoc chon.

<FORM ACTION="URL" METHOD=GET | POST></FORM> : dinh nghia mét form va phwong
thtrc hoat dong ctia form.

<INPUT TYPE="TEXT | PASSWORD | CHECKBOX | RADIO | IMAGE | HIDDEN | SUBMIT |
RESET "> : dwa cac dbi twong vao form.

<INPUT NAME="***">: tén cla trwong trong form.
<INPUT VALUE="***"> :gia trj cla trwdng trong form.
<INPUT SIZE=?> : kich thwéc cua field tinh bidng characters.
<SELECT></SELECT>: tao list Iwva chon.
<SELECT NAME="***"></SELECT> : tén cua list.
<TEXTAREA ROWS=? COLS=?></TEXTAREA>: tao m&t hop nhap liéu.
<TABLE></TABLE> : dinh nghia mét bang.
<TABLE BORDER=?></TABLE>: kich thwéc border.
<TABLE WIDTH=?>: d6 rong clia bang tinh theo pixel.
<TR></TR> : tao dong cua bang.
<TR ALIGN=LEFT | RIGHT | CENTER | MIDDLE | BOTTOM VALIGN=TOP | BOTTOM |
MIDDLE>: canh lé trong dong cta bang.
<TD></TD> : tao 6 trong bang
<TD ALIGN=LEFT | RIGHT | CENTER | MIDDLE | BOTTOM VALIGN=TOP | BOTTOM | MIDDLE>
: canh lé trong 6 cuabang.
<TD BGCOLOR="#$$$$$$"> : dinh mau trong 6 cla bang.
<FRAMESET> </FRAMESET?>: khai bado frame.
<FRAMESET ROWS=,,,></FRAMESET>: d§ rong cla hang tinh theo pixel hodc %. 171
<FRAMESET COLS=,,,></FRAMESET>: d6 rong cua cét tinh theo pixel hoac %.
<FRAMESET BORDER="?>: d§ réng cla border.
<FRAMESET BORDERCOLOR="#$$$$$$"> : mau cua border.
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- <FRAME SRC="URL">: hién thi néi dung cua tai liéu trong Frame.
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- <FRAME SCROLLING="YES | NO | AUTQO">: dat thudc tinh Scrollbar cho frame.

VIIL3. Cac vi du vé HTML.
Céu tric co ban ctia mét trang html gdm hai phan chinh: phan header (ndm gitra tag <head> va tag
</head>) chira thdong tin chung vé trang Web, phan ndi dung chinh cla trang Web (dat gilra hai tag
<body> va </body> chra ndi dung sé dwoc hién thi trén trang web.
<HTML>
<HEAD>
<TITLE></TITLE>
</HEAD>
<BODY>
Noi dung trang Web
</BODY>
</HTML>
Pat mau nén cho trang Web:
<BODY BGCOLOR="#FF0000">
Noi dung trang Web
</BODY>
Dat picture lam nén:
<BODY BACKGROUND="swirlies.gif">
Noi dung trang Web
</BODY>
Pat ché do nghiéng, dam, gach duéi:
<BODY BGCOLOR="#FFFFFF">
<U>Noi dung </U> <I>trang </I> <B>Web</B>
</BODY>
Chon font :

<font color="#00FF00" face=".VnArial" size="7">font chu</font>

Cac thudc tinh cla text:

<BODY BGCOLOR="#FFFFFF">

Noi dung <U><I><B><FONT COLOR="#FF0000" FACE="ARIAL"

SIZE="7">trang Web</FONT></B></I></U>

</BODY>

Xubng dong:

<BODY BGCOLOR="#FFFFFF"> s
Hey!<BR>
What's<BR>
going<BR>
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on<BR>
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here??
</BODY>
Canh text:
<BODY BGCOLOR="#FFFFFF">
<CENTER>Something really cool</CENTER>
</BODY>
Chén hinh vao trang Web:
<BODY BGCOLOR="#FFFFFF">
<IMG SRC="copper.gif" WIDTH=82 HEIGHT=68>
</BODY>
Cép thw muc: SRC="../../copper.gif"

Lién két:
<BODY BGCOLOR="#FFFFFF">
Go to <A HREF="http://home.netscape.com/">Netscape!</A>
</BODY>
hoac :
Click <A HREF="lesson04.html">here</A> to be magically
G&i mail:

<BODY BGCOLOR="#FFFFFF">
Send me <A HREF="mailto:forrest@bubbagump.com">Mail!</A>
</BODY>
Lién két béng hinh:
<BODY BGCOLOR="#FFFFFF">
Go to <A HREF="http://home.netscape.com/"> <IMG SRC="copper.gif"
WIDTH=82 HEIGHT=68 BORDER=0></A>
</BODY>
Danh sach trang tri kiéu (')
<BODY BGCOLOR="#FFFFFF">
What | want for Christmas
<UL>
<L/>a big red truck
<L/>a real fast speedboat
<LI>a drum set
<L/I>a BB gun
<LI>a Melanie Griffith
</UL>
</BODY>
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Danh sé&ch trang tri kiéu s6:(1,2,3..)
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<BODY BGCOLOR="#FFFFFF">
What | want for Christmas
<OL>

<L/>a big red truck

<L/>a real fast speedboat

<L/>a drum set

<LI>a BB gun

<LI>a Melanie Griffith

</OL>

</BODY>

bPuwong ké ngang:

Frame
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<HR WIDTH=20%>

hoac:

<HR >

<HR WIDTH=60% SIZE=1>

<HR WIDTH=60% SIZE=3 NOSHADE>

Frame chia theo cot:

<FRAMESET COLS="50%,50%">
<FRAME SRC="lisa.htm|">
<FRAME SRC="terri.htmlI">
</[FRAMESET>

Frame chia theo dong:

<FRAMESET ROWS="10%,20%,30%,15%,25%">
<FRAME SRC="lisa.htmI">

<FRAME SRC="terri.html">

<FRAME SRC="kim.htmI">

<FRAME SRC="tina.htmI">

<FRAME SRC="shannon.htmi">

</FRAMESET>

Frame chia ty dong:

<FRAMESET COLS="50,*">
<FRAME SRC="lisa.htmI">
<FRAME SRC="terri.htm|">
</FRAMESET>

Frame chia frame:

<FRAMESET COLS="50,%2*">
<FRAMESET ROWS="50,*,*">
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< FRAME SRC="lisa.htmI">
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Form

<FRAME SRC="lisa.htmI">
<FRAME SRC="lisa.htmI">
</FRAMESET>
<FRAME SRC="terri.html">
<FRAMESET ROWS="50%,50% ">
<FRAME SRC="kim.htmI">
<FRAME SRC="tina.htmI">
</FRAMESET>
</FRAMESET>
D6 rong cua line, mau line cua frame:
<FRAMESET COLS="154,*" BORDER=20 BORDERCOLOR="#FFOOOO">
<FRAMESET ROWS="170,*" FRAMEBORDER=NO >
<FRAME SRC="world.gif" WIDTH=146 HEIGHT=162 SCROLLING=NO
MARGINWIDTH=1 MARGINHEIGHT=1>
<FRAME SRC="lisa.htmI">
</FRAMESET>
<FRAME SRC="terri.html">
</FRAMESET>

GGi mail:
<FORM METHOD=POST ACTION="mailto:xxx@xxx.xxx"
ENCTYPE="application/x-www-form-urlencoded">
</FORM>
Cac doi tugng trong form:
<INPUT TYPE=TEXT NAME="ADDRESS" VALUE="44 Cherry St" SIZE=30>
<INPUT TYPE=PASSWORD NAME="USER PASSWORD">
Radio button:
<INPUT TYPE=RADIO NAME="BEST FRIEND" VALUE="Ed" CHECKED> Ed Holleran<BR>
<INPUT TYPE=RADIO NAME="BEST FRIEND" VALUE="Rick"> Rick Weinberg<BR>
<INPUT TYPE=RADIO NAME="BEST FRIEND" VALUE="Tom"> Tom Studd<P>
Check Box:
<INPUT TYPE=CHECKBOX NAME="ED" VALUE="YES" CHECKED> Ed Holleran<BR>
<INPUT TYPE=CHECKBOX NAME="Rick" VALUE="YES"> Rick Weinberg<BR>
ComboBox:
<SELECT NAME="BEST FRIEND">
<OPTION VALUE="Ed">Ed
<OPTION VALUE="Rick">Rick
<OPTION VALUE="Tom" SELECTED>Tom
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< OPTION VALUE="Guido">Guido
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</SELECT>

List Box:
<SELECT NAME="BEST FRIEND" SIZE=4>
<OPTION VALUE="Ed">Ed
<OPTION VALUE="Rick">Rick
<OPTION VALUE="Tom" SELECTED>Tom
<OPTION VALUE="Guido">Guido
<OPTION VALUE="Horace">Horace
<OPTION VALUE="Reggie">Reggie
<OPTION VALUE="Myron">Myron
</SELECT>

Text Area:
<TEXTAREA NAME="COMMENTS" ROWS=6 COLS=50>
</TEXTAREA>

NUt Submit, Reset:
<INPUT TYPE=SUBMIT>
<INPUT TYPE=RESET>

Table

Chia dong, c6t:
<table border="1" width="100% ">
<tr>
<td width="50% ">&nbsp;</td>
<td width="50%">&nbsp;</td>
</tr>
<tr>
<td width="50%">&nbsp;</td>
<td width="50%">&nbsp;</td>
</tr>
</table>

VIilL.4. Gi&i thiéu cong cu tao web FrontPage.
Gi&i thiéu vé FrontPage.

FrontPage |a chwong trinh gip ta soan thao nhanh cac trang Web la khong can thudc cac tag html.
Déng thoi cdng cu nay ciing giup ta kiém tra cac lién két cia cac trang Web va duyét trwdc ndi dung
céac trang web giébng nhw khi duyét béng trinh duyét Web.

FrontPage la mét trong cac chwong trinh (’ng dung trong b Office clia Microsoft, nén cach st dung
cla chwong trinh nay ciing twong tw nhw Word hay Excel, do d6 ngudi dung rat dé 1am quen.

Kh&i dong chuwong trinh FrontPage: chon Start/Programs/Microsoft FrontPage
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K] Microsoft FrontPage - new_page_1.htm _|EI|1|
File Edit “iew Insert Format Tools Table Frames ‘Window  Help Twpe a question far help |+
D-@ - HA2E- Gyt ead v - BAOEd|aB”

== A &|t=i=

Marmal ~ Times Mew Roman -3(lzpth~ | B I O

Wigws new_page_1.htm

4 % New Page or Web - X

x
;I Open a page

BF" Pages...
Page New
[ Blark Page
@] Empty Web

W

Folders New from existingpage
lﬂ] Choose page...

r 7 New from template
rrg E] Page Templates. ..

@] Web Site Templates. ..

% ] ] Templates on Microsoft,com

Reparts

Mavigation
]
B
]
Hyperlinks
[} Add Metwark Place..,
ﬁ _I @ Microsoft FrontPage Help
-
Show at startup
Tasks Cdtlarmal |[ETHTML ChPreview Jﬂ j
For Help, press F1 A =0 seconds over 28.8 v

Hinh 7.68 — Giao dién chwong trinh FrontPage.

Tao mét trang Web mai: trong FrontPage vao menu File/New/Page or Web hoac click chudt vao icon
“New” trén thanh céng cu. Sau d6é vao menu File chon Save va nhap tén trang Web can lwu triv. Thoéng
thworng phan mé rong cda tap tin Web 1a htm hodc html. Trong clra sb lam viéc cta ProntPage c6 ba
ché do hién thj la “Normal”, “HTML”, “Preview”.

EIHTML CLPreview

Normal la ché do soan thao Web.
HTML la ché do hién thi ndi dung source html cua trang Web.

Preview la ché dd duyét Web gidng nhw trinh duyét web dung dé kiém tra trwéc khi dwa trang Web 1én
mang.
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&) Microsoft FrontPage - E:\,Documents and Settings' Administrator’) i ] 4

File Edit Wiew Insert Format Tools Table Frames Window  Help Tvpe aguestion for help |«
D-2-Baa @ by ey o-o | EOda4| e B>

— I drrujs===[A~[EE 2

Wiews | Folder Lisk x‘ chao.htm* x|

Page

=423 EtiDocuments shtmls

D _private

#-[] images <head>

@ chao.htm | “meta http-equiv="Content-Lanquage” content="en-us">
<meta hane="GENERATOR" content="Wicrosoft FrontPage 5.0

<meta hame="Progld” content="FrontPage.Editor.Document™>

<meta http-equiv="Content-Type™ content="texts/htuwl; chars

Folders <ritlexNew Page l</titlel
I'" </head>
rrg <hody>

Reports
<p=Chao cac ban</p>

% </body>

Mavigation

&P

Hyperlinks

& . 5]
Tasks [OFalder Lisk | daMavig |C3Marmal |EIHTML | Preview |‘| I j
Ling 15, Column 8 EJ =0 seconds over 28,8 5

</html>

Hinh 7.69 — Giao dién khi chon ché dé xem la HTML.

Thanh céng cu dinh dang van ban v&i cac tinh nang thong dung sau:

Normal - Times New Roman -3(zp) - B Z O

A a7 |i=

o-s-a

Hinh 7.70 — Thanh cong cu dinh dang van ban.
- Chon kiéu van ban
- Chon loai font thich hop
- Chon kich thudc chiv
- DBinh dang in dédm, in nghiéng, gach dwai
- Canh |& trai, phai, gitra, déu hai bén 1&
- Tang gidm kich thwéc chiv
- DPinh dang danh sach sap xép dang number, bullet
- DBinh dang Tab sang trai hay sang phai
- Chon dwdng vién khung
- Chon mau van ban, mau nén

Tao trang Web méi theo cac mau dinh sdn: ta chon “Page Templates” dé tao cac trang Web theo cac
mau dinh san.

183

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net




4 % MNew Page or Web > X

Open a page
chao
B”' More pages...
New
[ EBlark Page
@] Empty Web

New from existing page
i) choose page...

New from template
E] Page Templates. .,
@] ‘Web Site Templates. ..
0] Templakes on Microsoft. com

Hinh 7.71 — Cac cach tao mét trang maoi.

Sao dé ta chon mau phu hgp nhw hinh sau va chon OK.

Page Templates

General | Frames Pages | Style sheets |

™

=

2

Cre-column  One
Body with... B

Nermal Page  Bibliography

=

Frequently
Asked Q...

[l

farrow,  One-column

ht-aligr... Body

5] o]
— —J

5
El

n

a7
4
z8

A
A

. BodywithT.. Bor

Options

Confirmation

i

ER
aa
3§

=

Description

z
o
g
z

=i
£l

Preview

Bt

One-column One-c
Bady with ... Body wi

3

Y

=
®

One-calumn  On

£8
]
El

]
A
L«

™ Just add Web task
I | Gpenincorrent Frame:

Create a page where visitors to yaur
weh can leave their comments in a
public guest log.

2ix

Hinh 7.72 — Cac Page Templates dinh san.

Chén hinh anh: ta chon vi tri chén anh bdng cach dat con trd tai vi tri nay, sau d6 vao menu
Insert/Picture/From File... HOp thoai Picture xuét hién, ta chon tén tap tin anh can chen.

picore
le-®m @ X E - ook

Look in:

ID images

2lx

&

x
o
g
=

LB

My Documents

&

=]
&
n
&
=4

o

%

Favorites
=
My Netwark
Places

]
4

@ Sample

BT MP15B-smal-copy
BT MP16-Bundlebigre

@ search¥:Z0top

@ subpage_logo3

ET TH102-A1-copy-small
EZ TP1008-small-copy

File: name: I

[

Files of type: I,q|| Image Files

7]

Insert -

Cancel

Hinh 7.73 — HOp thoai Picture.

Két qua dworc hién thi trén trang Web nhu sau:
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¢ Piy la card mang:

Hinh 7.74 — Két qua hién thj ctia trang Web.

Pat tieu dé va chwong trinh diéu khién script cho trang web: chon chirc néng file/properties va nhap
ndi dung tiéu dé vao 6 “Title” va chon OK.

General |Backgr0und | Margins | Cuskom | Language | ‘Workgroup |

Location: IFi\e:,l’f,l’E:,l’Documents and Settingsadministrator ity Docu
Title: ITrang chu

Base location: I

Default karget frame: I ﬂ

Background sound

Location:

|
Loop: ID ﬂ V¥ Earever

Design-time control scripting

Browse. ., |

Platform: ICIient {IE 4.0 DHTML) 4|
Seryer: |Inherit from Web j
Client: IInherit from ‘Web j

Style...

oK I Cancel |

Hinh 7.75 — H6p thoai Page Properties.

Pinh nén cho trang Web: ta cé thé chon mau hodc mét hinh anh b4t ky dé& lam nén cho trang Web
bang cach chon menu Format/Background... Néu chon hinh lam nén thi check vao “Background
Image” va click chuét vao nat “Browse” dé chi ra tap tin &nh can lam nén, sau d6 chon OK.

20

General Background |Margins I Cuskom I Language I Waorkgroup |

Formatting
¥ Background picture
I~ watermark

Iimages,l’HPlemaII.jpg Browse. .. | Eropartias.‘.l

r

Rollowver stule..

Colors
Background: M Automatic Hyperlink: B Automatic

B -
Text: M sutomatic | v | Wisited hyperlink: W Automatic | v

Active hyperfink: B Automatic 'l

[ Get background information from another page

I Browise. |
cnel_|

185
Hinh 7.75 — HOp thoai Page Properties — Tab Background.
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Tao bang (Table): cong cu chinh dé bé tri cac déi twong trén trang Web la bang. Bang giup ta'eo
chia nhd trang Web thanh nhiéu 6 (cell). Tai méi 6 ta c6 thé trinh bay dang van ban hoadc hinh anh.
Mudn tao mét bdng méi trudc tién ta d&t con trd tai vi tri cdn chén bang, sau d6 chon menu
Table/Insert/Table... Trong hop thoai “Insert Table” ta nhap sé dong can tao vao muc “Rows” va sb
cot vao muc “Columns”. Cac théng sb trinh bay khac nhw: Alignment (canh 1& bang), Border size
(kich thuwéc ctia dwdng vién), Cell padding (dd cao cla 6), Cell spacing (khoang cach gitra hai 6)...

Sizer
Rows: |§—i| Columns: IZ—j
Layauk

Alignment: Defadlt v specify width:

- ("' N
Border size: |1 ZI IlUU In pixels

5 % In percent
Cell padding: ID ZI
Cell spacing: ID ﬂ

Sek
[~ Set as default For new tables

Skyle... | oK I Cancel |

Hinh 7.76 — HOp thoai Insert Table.

Trén trang Web sé& xuét hién méot bang nhu sau:

K] Microsoft FrontPage - Ez\Documents and Settings' = |EI|£|

File Edit Wiew Insert Format Tools Table Frames ‘Window  Help

D-2-B88 RB- oV fBRS oo E 2
Marmal = Times Mew Foman »3{lzpti = B | A a |[iIZ EEEE T
Wigws chao.htm™* X
=

| [Bnormal| EHML QPreview Jj j
For Help, press Fl E3 = 0 seconds over 28,8 v

Hinh 7.77 — Két qua sau khi Insert table.
Tao lién két (hyperlink): lién két gitp ta két ndi cac trang Web don thanh mot Website. Muén tao cac
lién két trwde hét ta phai cd cac trang Web da thiét k& hoan chinh va chd y dén vi tri (dwdng dan) cla
trang Web nay. Vi du ta cé ba trang Web: danhsach.htm (chra tin danh sach cac hoc vién),
hocvien1.htm (chira théng tin chi tiét ctia hoc vién 1), hocvien2.htm (chira théng tin chi tiét ciia hoc vién
2).
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danhsach.htm* *_hocvieni.htm % hocvienZ.htm %,

Thing tin v cac hoc vign

1. Tran Van Tun
2. Neguyen Thi Lan
3. Nguyén Thi Mu i Gis

CdMaormal [ETHTML hPreview ]ﬂ

danhsach.htm* ¥ hocvienl.htm™* ¥_hocvienz.htm %
o Tén Trén Van Tuén
* Tudi 24
* MNam sinh 1978

LdMarmal |[ETHTML T Preview Jﬂ

Hinh 7.78 — N§i dung cla céac trang Web (danhsach.htm va hocvien1.htm).

Bay gi¢, ta mudn tao lién két gitra trang danhsach.htm dén cac trang hocvien.htm nhdm gitp nguoi
duyét web mudn xem théng tin cGa hoc vién nao thi click vao tén ctia hoc vién dé. Tao lién két cho mot
doan van ban ta phai t6 den doan van ban, sau dé click phai chu6t chon “Hyperlink...” hodc tao lién két
cho mét hinh ta ciing lam twong tw chon hinh anh can tao lién két va click phai chuét chon
“Hyperlink...”. Hop thoai “Insert Hyperlink” xuét hién, ta chon tén tap tin trang Web can lién két dén

va chon OK.

Insert Hypetlink 2=l
Lirk kot Text to display: ITrEn Wan Tudn ScreenTip. .. |
Lack in: I My Webs j | @l D”'l
Existing File or
‘Web Page & | danhsach.htr {open) Baokmark. .. |
Current £ | hocvienl . htm {open)
Folder = )
9 £ | hocvien2 . htm {open) Target Frame. ..
Place in This 1 _private
Document Browsed |_] images Parameters. .. |

Pages W) chao

[]
.'.j danhsach Style... |

.'.j hocvienl

Create New Recent  [IZ uale
Document: Files 4 hocvienz
_lj Address: IhocvienZ.htm LI
E-mail Address
Ok I Cancel

Hinh 7.79 — Hop thoai Insert Hyperlink.

Ban kiém tra lai cac mdi lién két badng cach mé trang danhsach.htm va chuyén qua ché dd hién thi
Preview, sau do ré chudt dén tén cla cac hoc vién thi thay con chuét cé biéu twong hinh ban tay, khi
click vao thi ndi dung trang Web hocvien.htm sé dwoc hién thi.
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danhsach.htm* ¥_hocvienl hbm® \{ hocvienz. htm \

Théng tin v& céac hoc vien:

1. Trhn Vin Tuén
2. Meuyén Thi Lan
3. MNguyen Thy Iwi Gio

CdMarmal |ETHTML ChPreview Jﬂ

Hinh 7.80 — K&t qua sau khi insert hyperlink.
Céc lwa chon trong hop thoai Font: chon menu Format/Font, hop thoai Font xuét hién

Font 2 x|

Fant ICharacter Spacing |
Faont: Fant style: Size:

imes Mew Roman (serif) I Reqgular I 3 (12 pk)

Color:

Effects
¥ Undetline [~ small caps [~ sample
™ Shrikethrough [ &l caps [ Definition
™ overline [~ Capitalize [~ Citation
I Blink [ Hidden [~ Wariable
™ Superscript [~ Strong [~ Keyboard
I subscript [ Emphasis [ code

Preview

I LaBb VyGel U] |

o I Cancel | Apply

Hinh 7.81 — H6p thoai Font.
Cac hiéu wng théng dung la:
- Underline: gach duwdi
- Strikethrough: gach ngang
- Overline: gach trén
- Blink: nhap nhay
- SuperScript: dang lly thtra trén
- SubScript: dang sb dudi
Tao dong chir chay Marquee: dit con trd dén vi tri can chén, chon menu Insert/Web

Component/Marquee... Hop thoai “Insert Web Component” xuét hién, trong danh sach “Component 188
type” chon “Dynamic Effect”’, muc “Effect” chon Marquee, sau d6 chon Finish.
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Insert Web Component 2 x|

Component type: Choose an effect:
ESA iz EFfects | o[ [5R Hover Button |=]
@ ‘Web Search [Z=farquee
% Spreadshests and charts Bannet Ad Manager
Hit Counter

Photo Gallery
% Included Content:
e Link Bars
Table of Contents

[E7] List: View d| =l

ake text scroll horizontally across the screen.

Find components
on the weh Cancel | < Back | ek = | Finish I
P

Hinh 7.82 — H6p thoai Insert Web Component.

Hop thoai “Marquee Properties” xuat hién, ta nhap néi dung can hién thi vao muc Text va chon OK.

Marquee Properties ﬂﬂ
Texk: IChao cac ban
i~ Direckion Speed—— ~Behavior
® Left Delay: IQU j % serol
" Right — |_5 oy || € side
e =l " Alkernate
—Size Repeak
[ width:  [100 € In pixels Iv Continuousky
L & '
* Iy percent 0 j e
I~ Height: IU I pixels
" Irpetcent Background color:
I W Automatic j
Style. . | OK I Cancel |

Hinh 7.83 — HOp thoai Marquee Properties.
IX. GIOI THIEU VE JAVA SCRIPT VA VB SCRIPT.

IX.1. Gi®i thiéu vé ngén ngir script.

Ngén ngir Script la mét ngén nglr 1ap trinh nhdm bd sung tinh ndng dong clia trang Web (Dynamic
HTML). Ngon nglr nay giup gidm x& ly cho Server thay vi dung CGI script tai Server thi ta dung Java
script tai Client.

Cac ngbn nglr script thdng dung nhuw: javascript (NetScape), jscript (Microsoft), VBScript
(Microsoft).

VBScript cé loi thé trong méi trwerng Windows, dung cho cac ActiveX control va rat gidbng VB.
VBScript ciing 1a ngdén ngir dung cho Server, né phéi hop v&i nhitng déi twong Server dé tao ra
nhirng trang Web déng tt» Server (vi du nhw ASP).
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IX.2. Téng quan Java Script.

Khi can thiét ké mot trang Web dong nhw may tinh tay (Calculators), hién thi gio' (Display time), hién
thi trang thai thong tin phan hbi(Feedback), giai tri trén web (Entertainment) thi ta dung cac ngén ngir
script nay... Java Script khéng phai la java.

Cu phap:

Gan giéng nhu cac ngon ngir 1ap trinh khac nhu Pascal, C++, Java...

Khai bao va dung bién

varx=17

vary,z="19"

var Ik = "lucky"

5+x /] giatrila12

Ik + z // gia tri la "lucky19"
Ik + x // gia tri 1a "lucky7"
X +z/lgiatrila 26

Java script tw dong chuyén kiéu cho phu hop va tw gan gia tri ban dau Ia 0 khi ta khai bao bién.

Cac loai dir liéu trong Java Script

S6 nhw -5, 0 hoac 3.3333

Chudi nhw "Click Here" hoac "JavaScript"

Gia tri logic nhw: true hoac false

JavaScript element xem nhuw 18 mot ham hoac mét déi twong
Gia tri null

Cac hang

Hé thap phan 123, -3434
Hé 8(octal): 017
Hé 16(hexadecimal): 0x12EF5

Kiéu dir liéu sb trong java script dung 32 bit

Chudi

Khéi tao, phép toan trén chudi

\t tab
\n return

\b backspace

Poi kiéu

stringthing + numberthing= string

numberthing + stringthing= number

Cac phép toan: +, -, *,/, %, ++, -, = =, 1=, <, <=, > >=, |
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Cac vidu

191
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x=4+y,
y=5.5-z
z=10/w;
w=14e5*v;
n=-m;
y = ++X;
Z = X++;
if (x=3){}
(x < 17) && buttonPressed && (z == "Meta")
(x <17) || buttonPressed || (z == "Meta")
(x < 25) && beaupage()
( )

x - 3.0) < epsilon || (3.0 - x) < epsilon

Chu thich
.. */
fl........
Trong htnl <!-- ...... -->

CAu truc diéu khién
if (diéu kién) { cau lénh}
if (diéu kién) { cau énh} else {cau lénh}
Céu trac While:

while (diéu kién) { cau lénh}

IX.3. Sw kién trong html va java script.

Cac tac dong thong thwdng Ié€n trang web la:

- Chon mot lién két.

- Dichuyén d@én trang truéc hodc trang sau trong céc trang da duyét.

- M& mét trang Web méi dung chirc nang “New Window”.

- Thoat khéi trinh duyét web.

Céc sw kién thwdng gap déi voi cac déi twong la:

- Dichuyén chuét

- Thay ddi trang thai.

Chén doan ma java script trong htmil:
<SCRIPT LANGUAGE="LangName" [SRC="URL"]>
<SCRIPT LANGUAGE="JavaScript" SRC="jscode/click.js"> </SCRIPT>

An néi dung source di: 192

<SCRIPT LANGUAGE="JavaScript">

<l--
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function dontclickme()  {

193
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alert("Ban da click chuot");
return(false);
1
<!l-- end script -->
</SCRIPT>
Mot trang Web hoan chinh dung code Jaca Script: vi du tao mét nat “Chao”, khi click vao nat nay xuat
hién thong bao “Chao cac ban”
<HTML>
<HEAD>
<TITLE>Chao ban</TITLE>
<SCRIPT LANGUAGE="JavaScript">
<l--
function dontclickme() {
alert("Chao cac ban");
}
<!-- end script -->
</SCRIPT>
</HEAD>
<BODY>
<FORM>
<INPUT TYPE="button" NAME="chao" VALUE="Chao!" onClick="dontclickme()">
</FORM>
</BODY>
</HTML>
Ta c6 thé viét 1énh Java script trwc tiép vao suw kién:
<HTML>
<HEAD>
<TITLE>Chao ban</TITLE>
</HEAD>
<BODY>
<FORM>
<INPUT TYPE="button" NAME="chao" VALUE="Chao!"
onClick="alert('"Chao cac ban');">
</FORM>
</BODY>
</HTML> 194
Bét sw kién cua List: vi du kiém tra sw thay ddi gia tri listbox diing ham onChange()
<HTML><HEAD>
<TITLE>Su kien List</TITLE>
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<SCRIPT LANGUAGE="JavaScript">

195

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net




<l--

function Thongbao(str) {
alert(str);

}

<!-- end script -->

</SCRIPT>

</HEAD>

<BODY>

<SELECT NAME="Ten" onChange="Thongbao('Co su thay doi')">
<OPTION SELECTED>Lan</OPTION>
<OPTION>Cuc</OPTION>
<OPTION>Hong</OPTION>
</SELECT>

</BODY>

</HTML>

Bét sw kién clia document (dung khi can goi ham Iuc trang Web vira mé& hodc khi déng trang Web):

<BODY onLoad="loadfunc()" onUnload="unloadfunc()">

IX.4. VB Script va OLE Controls.
Khai bao bién
Dung tir khda Dim dé khai bao bién:
<SCRIPT LANGUAGE="VBS">
<l

Dim MyVariable

-->

</SCRIPT>

<SCRIPT LANGUAGE="VBS">
<l- -Mot madng 3 D
Dim theArray(99, 49, 9)

-—>

</SCRIPT>

CéAu truc diéu khién trong VBScript

Cau trac IF...THEN...ELSE 196
<SCRIPT LANGUAGE="VBS">

<I--
If (didu kién) Then
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Else
Ma l1énh
End If
-—>
</SCRIPT>
Cau truc DO...WHILE
<SCRIPT LANGUAGE="VBS">
<l--

Do While (Diéu kién)

Loop

-->

</SCRIPT>

Ham trong VB Script
Cach tao ham:
<SCRIPT LANGUAGE="VBS">
<I--
Sub TenHam()
Ma lénh
End Sub
Function TenHam(bién)
Ma lénh
End Function
-—->
</SCRIPT>
VB Script trong HTML

Vi du Hello:
<HTML>
<HEAD><TITLE>Trang Web Thu Nghiem</TITLE>
<SCRIPT LANGUAGE="VBS">
<l--
Sub Button1_OnClick
MsgBox "Chao ban!"
End Sub -->
</SCRIPT>
</HEAD>
<BODY>
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<H3>Trang Web Thu Nghiem VB Script</H3><HR>
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<FORM><INPUT NAME="Button1" TYPE="BUTTON" VALUE="Ban Click vao day"> </FORM>
</BODY>
</HTML>

Céch viét khac cla vi du trén:

<SCRIPT LANGUAGE="VBS" EVENT="OnClick" FOR="Button1">
<!-- the message
MsgBox "HELLO THERE!"

->

</SCRIPT>

200
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GIOT THIEU VA CAI DAT WINDOWS SERVER 2003

Tom tat

Ly thuyét 4 tiét - Thwc hanh 3 tiét

Muc tiéu

Két thuc bai hoc nay cung
cép hoc vién kién thirc vé
ho hé diéu hanh Windows
Server 2003, cach thuc
cai dat Server bang tay va
cai dat tw dong ...

Cac muc chinh

Téng quan vé ho hé diéu hanh
Windows Server 2003.

Cai dat Windows Server 2003.

. Tw déng hoéa qua trinh cai dat.

Bai tap bat
budc
Dwa vao bai tap
moén  Quan tri
Windows
Server 2003.

dl

SETRETNET
thém
Dwa vao bai
tap mon
Quan tri

Windows
Server 2003.
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.  TONG QUAN VE HO HE PIEU HANH WINDOWS SERVER 2003

Nhw ching ta da biét ho hé diéu hanh Windows 2000 Server c6 3 phién ban chinh 1a: Windows 2000
Server, Windows 2000 Advanced Server, Windows 2000 Datacenter Server. V&i mdi phién ban
Microsoft bd sung cac tinh ndng mé rong cho tirng loai dich vu. Dén khi ho Server 2003 ra ddi thi
Mircosoft ciing dua trén tinh nang clia tirng phién ban dé phan loai do dé c6 rat nhiéu phién ban cda
ho Server 2003 dwoc tung ra thi trwong. Nhwng 4 phién ban duoc st dung réng rai nhéat la: Windows
Server 2003 Standard Edition, Enterprise Edition, Datacenter Edition, Web Edition.

So v&i cac phién ban 2000 thi ho hé diéu hanh Server phién ban 2003 c6 nhirng d&c tinh méi sau:

- Kha nang két chum cac Server dé san sé tai (Network Load Balancing Clusters) va cai d&t néng
RAM (hot swap).

- Windows Server 2003 hd tro hé diéu hanh WinXP t6t hon nhw: hiéu duwoc chinh sach nhom
(group policy) duoc thiét 1ap trong WinXP, cé bd cdng cu quan tri mang day dd cac tinh nang
chay trén WinXP.

- Tinh ndng co ban cia Mail Server dugc tinh hop sén: dbi véi cac cong ty nhd khéng da chi phi dé
mua Exchange dé xay dwng Mail Server thi cé thé s dung dich vu POP3 va SMTP da tich hop
sén vao Windows Server 2003 dé lam mét hé théng mail don gidn phuc vu cho cang ty.

- Cung cap mién phi hé co s& dir liéu thu gon MSDE (Mircosoft Database Engine) dwoc cat xén
tr SQL Server 2000.Tuy MSDE khong c6 cong cu quan tri nhwng né ciing giup ich cho cac céng
ty nho trién khai dwoc cac tng dung lién quan dén co sé dir liéu ma khoéng phai tén chi phi nhiéu
dé mua ban SQL Server.

- NAT Traversal hé tro IPSec dé la mot cai tién méi trén madi trudng 2003 nay, né cho phép cac
may bén trong mang ndi bd thwc hién cac két ndi peer-to-peer dén cac may bén ngoai Internet,
dat biét 1a cac thong tin dwoc truyén gitra cac may nay cé thé duwoc ma héa hoan toan.

- B6 sung thém tinh nang NetBIOS over TCP/IP cho dich vu RRAS (Routing and Remote
Access). Tinh nang nay cho phép ban duyét cac may tinh trong mang & xa théng qua céng cu
Network Neighborhood.

- Phién ban Active Directory 1.1 ra doi cho phép ching ta Gy quyén gitra cac gbc rirng véi nhau
ddng thoi viéc backup di¥ liéu clia Active Directory ciing d& dang hon.

- H6 tro tét hon cong tac quan tri tr xa do Windows 2003 cai tién RDP (Remote Desktop
Protocol) c6 thé truyén trén dwong truyén 40Kbps. Web Admin ciing ra doi giup nguwoi dung
quan tri Server tlr xa théng qua mét dich vu Web mét cach tric quan va dé dang.

- Hb trg méi trwéng quan tri Server thong qua dong Iénh phong phu hon

- Céc Cluster NTFS c6 kich thwéc bat ky khac véi Windows 2000 Server chi hd tro 4KB.

- Cho phép tao nhiéu gbc DFS (Distributed File System) trén cung mét Server.
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. CHUAN BI CAl DAT WINDOWS SERVER 2003.

Hoach dinh va chuan bi day du 1a yéu té quan trong quyét dinh qua trinh cai d&t cé tron tru hay khéng.

Trudc khi cai dat, ban phai biét dwoc nhirtng gi can cé dé co6 thé cai dat thanh cong va ban da cé duoc

tht ca nhirng théng tin can thiét d& cung cip cho qua trinh cai d&t. Dé 1én ké hoach cho viéc nang cap

ho&c cai m&i cac Server ban nén tham khdo cac huwéng dan tlr Microsoft Windows Server 2003

Deployment Kit . Cac thdng tin can biét trieédc khi nang cap hoac cai méi hé diéu hanh:

- Phéan cirng dap trng dwoc yéu ciu clia Windows Server 2003. 203

- Lam sao dé biét dwoc phan cing cla hé théng c6 dwoc Windows Server 2003 hd tro hay khong.

- Diém khac biét gitra cach cai dat mai va cach nang cap (upgrade).

- Nhitng lwa chon cai d&t nao thich hop véi hé théng clia ban, chdng han nhuw chién lwoc chia
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partition dfa, va ban sé& s&r dung hé théng tap tin nao...
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II.1. Yéu cau phan cirng
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II.2. Twong thich phan cirng

M6t buédc quan trong trwdc khi nang cp hodc cai dat méi Server clia ban 1a kiém tra xem phan cing
cla may tinh hién tai cé twong thich v&i san phém hé diéu hanh trong ho Windows Server 2003. Ban
c6 thé lam viéc nay bang cach chay chuwong trinh kiém tra twong thich cé sén trong dia CD hodc tw
trang Web Catalog. Néu chay chuwong trinh kiém tra tlr dia CD, tai ddu nhac Iénh ban nhap:

i386\winnt32 /checkupgradeonly.
205
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II.3. Cai dat méi hodc nang cap

Trong moét sb trwéng hop hé théng Server ching ta dang hoat dong tét, cac (rng dung va di liéu quan
trong déu lwu trir trén Server nay, nhwng theo yéu cau ching ta phai nang cip hé diéu hanh Server
hién tai thanh Windows Server 2003. Chung ta can xem xét nén nang cap hé diéu hanh déng thoi gitr
lai cac (rng dung va di¥ liéu hay cai d&t méi hé diéu hanh réi sau ciu hinh va cai d&t ng dung lai. Pay
la vAn dé can xem xét va lwa chon cho hop ly.

Céc diém can xem xét khi nang cép:

Vé&i nang cip (upgrade) thi viéc ciu hinh Server don gidn, cac théng tin ctia ban dwoc gitr lai
nhw: nguoi dung (users), cdu hinh (settings), nhém (groups), quyén hé thdng (rights), va quyén
truy cap (permissions)...

Vé&i nang cap ban khong can cai lai cac tng dung, nhwng néu cé su thay dbi Ién vé dia cieng thi
ban can backup di liéu trwéc khi nang cép.

Trudc khi nang cap ban can xem hé diéu hanh hién tai c6 nam trong danh sach cac hé diéu hanh
hd trg' nang cap thanh Windows Server 2003 khéng ?

Trong mét sb trwdng hop dac biét nhw ban can nang cdp mot may tinh dang lam chirc nang
Domain Controller hodc nang cdp mdt may tinh dang cé cac phan mém quan trong thi ban nén
tham khao thém théng tin hwéng dan cia Microsoft chira trong thw muc \Docs trén dia CD
Windows Server 2003 Enterprise.

Céc hé diéu hanh cho phép nang cip thanh Windows Server 2003 Enterprise Edition:

Windows NT Server 4.0 v&i Service Pack 5 hoac I&n hon.

Windows NT Server 4.0, Terminal Server Edition, v&i Service Pack 5 hoac I&n hon.
Windows NT Server 4.0, Enterprise Edition, v&i Service Pack 5 hoac Ién hon.
Windows 2000 Server.

Windows 2000 Advanced Server.

Windows Server 2003, Standard Edition.

I.4. Phan chia 6 dia.

Pay la viéc phan chia 6 dia vat ly thanh cac partition logic. Khi chia partition, ban phai quan tam cac
yéu t6 sau:

Lwong khong gian can cap phat: ban phai biét dwoc khong gian chiém dung béi hé diéu hanh,
cac chuong trinh wng dung, cac di¥ liéu da c6 va sép phat sinh.

Partition system va boot: khi cai dat Windows 2003 Server sé dugc lwu & hai vi tri la partition
system va partition boot. Partition system la noi chra cac tap tin gilp cho viéc kh&i dong
Windows 2003 Server. Cac tap tin nay khéng chiém nhiéu khéng gian dia. Theo mac dinh,
partition active cla may tinh s& dwoc chon lam partition system, vén thuwdng la 6 dia C..
Partition boot la noi chira cac tap tin cia hé diéu hanh. Theo méc dinh cac tap tin nay lwu trong
thw muc WINDOWS. Tuy nhién ban cé thé chi dinh thw muc khac trong quéa trinh cai dat.
Microsoft dé nghj partition nay nhd nhat la 1,5 GB.

CAu hinh dia dac biét: Windows 2003 Server hd tro nhiéu ciu hinh dia khac nhau. Céac Iwa chon
c6 thé I1a volume simple, spanned, striped, mirrored ho#c |a RAID-5.
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- Tién ich phan chia partition: néu ban dinh chia partition trwéc khi cai dat, ban cé thé s
nhiéu chwong trinh tién ich khac nhau, chang han nhw FDISK hodc PowerQuest Partition Magic.
Cé thé ban dau ban chi cin tao mot partition dé cai dat Windows 2003 Server, sau d6 s dung
codng cu Disk Management dé tao thém céc partition khac.

I1.5. Chon hé théng tap tin.
Ban c6 thé chon sir dung mot trong ba loai hé théng tap tin sau:

- FAT16 (file allocation table): 1a hé thdng dwoc st dung phd bién trén cac hé diéu hanh DOS va
Windows 3.x. C6 nhuoc diém 1a partition bj gi¢i han & kich thwéc 2GB va khéng cé céac tinh
nang bao mat nhuw NTFS.

- FAT32: dugc dwa ra nam 1996 theo ban Windows 95 OEM Service Release 2 (OSR2). C6 nhiéu
wu diém hon FAT16 nhu: hd tro partition I&n dén 2TB; c6 cac tinh nang dung 16i va st dung
khéng gian dia cirng hiéu qua hon do gidm kich thwéc cluster. Tuy nhién FAT32 lai c6 nhuwoc
diém la khéng cung cap céc tinh ndng bao mat nhuw NTFS.

- NTFS: |a hé théng tap tin dwoc sir dung trén cac hé diéu hanh Windows NT, Windows 2000,
Windows 2003. Windows 2000, Windows 2003 si¢ dung NTFS phién ban 5. C6 cac dac diém
sau: chi dinh kha nang an toan cho tirng tap tin, thw muc; nén di liéu, tang khéng gian Iwu triv; cé
thé chi dinh han ngach s dung dia cho tirng ngui dung; cé thé ma hoa cac tap tin, nang cao kha
nang bao mat.

I1.6. Chon ché dd sir dung giay phép.

Ban chon mét trong hai ché do gidy phép sau day:

- Per server licensing: la lwa chon tét nhat trong trwérng hop mang chi c6 mét Server va phuc cho
mot sd lwgng Client nhat dinh. Khi chon ché do gidy phép nay, ching ta phai xac dinh sé lwong
gidy phép tai thdi diém cai dat hé diéu hanh. Sb lwong gidy phép tuy thudc vao sb két ndi déng
thoi cha cac Client dén Server. Tuy nhién, trong qua trinh st dung ching ta c6 thé thay dbi s6
lwong két ndi ddng théi cho phu hop véi tinh hinh hién tai cia mang.

- Per Seat licensing: la Iwva chon tbt nh4t trong trwéng hop mang cé nhiéu Server. Trong ché do
gidy phép nay thi méi Client chi can mét gidy phép duy nhéat dé truy xuat dén tat ca cac Server va
khong gi¢i han sb lwong két ndi ddng thei dén Server.

I.7. Chon phwong an két néi mang.

I.L7.1 Cac giao thirc két néi mang.

Windows 2003 mac dinh chi cai mét giao thic TCP/IP, con nhirng giao thrc con lai nhuw IPX,
AppleTalk la nhirng tuy chon cé thé cai d&t sau néu can thiét. Riéng giao thirc NetBEUI, Windows
2003 khong dwa vao trong cac tly chon cai dat ma chi cung cdp kém theo dia CD-ROM cai dat
Windows 2003 va duwoc lwu trong thw muc \VALUEADD\MSFT\NET\NETBEUI.

I1.L7.2 Thanh vién trong Workgroup hoac Domain.

Néu may tinh cGa ban nam trong mét mang nhd, phan tan hodc cac may tinh khéng dwoc néi mang véi
nhau, ban cé thé chon cho may tinh lam thanh vién clia workgroup, don gian ban chi can cho biét tén
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workgroup la xong.
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Néu hé théng mang cta ban lam viéc theo co' ché quan ly tap trung, trén mang da cé mét
Windows 2000 Server hodc Windows 2003 Server si* dung Active Directory thi ban cé thé chon
cho may tinh tham gia domain nay. Trong trwdng hop nay, ban phai cho biét tén chinh xac cua
domain cung v&i tai khoan (gdbm c6 username va password) clia mot ngudi dung cé quyén bd sung
thém may tinh vao domain. Vi du nhw tai khoan ctia ngwoi quan tri mang (Administrator).

Céac thiét 1ap v& ngén ngir va cac gia tri cuc bo.

Windows 2000 Server hé tro rat nhiéu ngdn ngi, ban cé thé chon ngdn ngir ciia minh néu dwoc hd
tro. Céc gia tri local gébm c6 hé théng s6, don vi tién té, cach hién thi thdi gian, ngay thang.

. CAIDAT WINDOWS SERVER 2003.

lI1.1. Giai doan Preinstallation.
Sau khi kiém tra va chac chan rdng may ctia minh da hoi du cac diéu kién dé cai dat Windows 2003
Server, ban phai chon mét trong cac cach sau day dé bat dau qua trinh cai dat.

lI1.1.1 Cai dat tir hé diéu hanh khac.

Néu may tinh cGa ban da cé6 mot hé diéu hanh va ban muén nang cap Ién Windows 2003 Server hodc
la ban mubn khéi dong kép, dau tién ban cho may tinh kh&i dong bang hé diéu hanh cé sén nay, sau
dé tién hanh qua trinh cai dat Windows 2003 Server.

Tuy theo hé diéu hanh dang st dung la gi, ban c6 thé st dung hai lénh sau trong thw muc 1386:

- WINNT32.EXE néu la Windows 9x ho&c Windows NT.
- WINNT.EXE néu la hé diéu hanh khac.

lIl.1.2 Cai dit trwc tiép tir dia CD Windows 2003.

Néu may tinh cta ban hé tro tinh nang khéi dong tr dia CD, ban chi can d&t dia CD vao 6 dia va khoi
doéng lai may tinh. Lwu y 1a ban phai cAu hinh CMOS Setup, chi dinh thiét bi kh&i dong dau tién I1a 6 dia
CDROM. Khi may tinh kh&i déng Ién thi qua trinh cai d&t tw dong thi hanh, sau doé lam theo nhirng
hwéng dan trén man hinh dé cai dat Windows 2003.

I11.1.3 Cai dat Windows 2003 Server tir mang.
Dé c6 thé cai dat theo kiéu nay, ban phai c6 mot Server phan phéi tap tin, chira bd ngudn cai dat
Windows 2003 Server va da chia sé thw muc nay. Sau dé tién hanh theo cac bwéc sau:

- Khé&i dong may tinh dinh cai dat.
- Két néi vao may Server va truy cap vao thu muc chia sé chira bd ngudn cai dat.
- Thi hanh Iénh WINNT.EXE hoac WINNT32.EXE tuy theo hé diéu hanh dang s dung trén may.

- Thwc hién theo hwéng dan clia chuong trinh cai dat.

lI.2. Giai doan Text-Based Setup. 209
Trong qua trinh cai dat nén chu y dén cac thdng tin hwéng dan & thanh trang thai.

Giai doan Text-based setup dién ra mot sd bwéc nhw sau:
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(1) Céu hinh BIOS ctia may tinh dé cé thé khéi dong tir 6 dia CD-ROM.
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(2) Puwa dia cai dat Windows 2003 Server vao 6 dia CD-ROM va kh&i dong lai may.

(3) Khi may khéi dong tir dia CD-ROM sé xuét hién mot théng bao “Press any key to continue...”
yéu ciu nhan mot phim bat ky dé bat dau qua trinh cai dat.

(4) Néu may c6 b dia SCSI thi phai nhan phim F6 dé chi Driver cltia 6 dia do.
(5) Trinh cai dat tién hanh chép céc tap tin va driver can thiét cho qua trinh cai dat.
(6) Nhéan Enter dé b4t dau cai dat.

(7) Nhén phim F8 dé chap nhan thoa thuan ban quyén va tiép tuc qua trinh cai dat. Néu nhan ESC, thi
chwong trinh cai dat ket.

REEMENT FOR

EDITIOH
FRIGE ERBITION

(8) Chon mét ving tréng trén 6 dia va nhan phim C dé tao mot Partition m&i chira hé diéu hanh.
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HIER=Create ESC-Cance

(10) Chon Partition vira tao va nhan Enter dé tiép tuc.

(11) Chon kiéu hé théng tap tin (FAT hay NTFS) dé dinh dang cho partition. Nhan Enter dé tiép tuc.
212
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(13)Khéi dong lai hé thdng dé bat dau giai doan Graphical Based. Trong khi khéi dong, khong nhan
b4t ky phim nao khi hé théng yéu cau “Press any key to continue...”

l11.3. Giai doan Graphical-Based Setup.

(1) Bé&t dau giai doan Graphical, trinh cai dat sé cai driver cho cac thiét bji ma no tim thay trong hé
théng.
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(2) Tai hop thoai Regional and Language Options, cho phep chon céc tuy chon lién quan dén ngén
nglr, s6 dém, don vi tién té, dinh dang ngay thang nam,....Sau khi da thay déi cac tuy chon phu
hop, nhan Next dé tiép tuc.

| Windewis Selup
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(3) Tai hop thoai Personalize Your Software, dién tén nguwdi stv dung va tén td chivc. Nhan Next.

© Collecting Personalize Your Snflmle
information Setup uses the i ide about youssed b

oftwean
© Dynamic 2 ™
Update

© Preparing ﬁ Type pour full name and the name of yous company of organization.

installation

Marme: [ 3n

Orgarization: | Trung tam tin hoc

Setup will complete
approximately:
33 minutes
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(4) Tai hop thoai Your Product Key, dién vao 25 s6 CD-Key vao 5 6 trdng bén duéi. Nhan Next.
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Winderms Seiup

© Collocting ¥our Praduct Koy
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(6) Tai hop thoai Computer Name and Administrator Password, dién vao tén cla Server va
Password clia ngwoi quan tri (Administrator).
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(7) Tai hop thoai Date and Time Settings, thay ddi ngay, thang, va mui gi& (Time zone) cho thich
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hop.
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(8) Tai hop thoai Networking Settings, chon Custom settings dé thay déi cac thong s giao thirc
TCPI/IP. Cac thong sb nay co thé thay doi lai sau khi qua trinh cai dat hoan tat.

[ Windowms Selup
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(9) Tai hop thoai Workgroup or Computer Domain, tuy chon gia nhap Server vao mét Workgroup
hay mét Domain cé sé&n. Néu mudn gia nhap vao Domain thi danh vao tén Domain vao & bén
duoi.

7 & Windows

czllm:lr-n Wik geoup o Computnr Demain
information A workgroug it @ collaction of computen that hars the tame werkgroup name. 4
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Make ths computer a membes of the olowing workgrous:

ﬁﬁnmﬁnuﬂ

T Yeq, make this computier & member of the folowing domsin:
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(10)  Sau khi chép day du cac tap tin, qua trinh cai dat két thac.
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IV. TU DONG HOA QUA TRINH CAI PAT.

Néu ban dw dinh cai dat hé diéu hanh Windows 2003 Server trén nhiéu may tinh, ban cé thé dén ting
may va tw tay thwe hién qua trinh cai d&t nhw da hwéng dan trong chwong trwdc. Tuy nhién, chéc chan
cbng viéc nay sé vé cung nham chan va khong hiéu qua. Luc nay viéc ty dong hoa qua trinh cai dat sé
gilip codng viéc cla ban tré nén don gian, hiéu qua va it tdn kém hon.

Cé nhiéu phwong phap hd tro' viéc cai dat tw dong. Chéng han, ban cé thé st dung phwong phap dung

anh dia (disk image) hodc phwong phap cai dat khong can theo dbi (unattended installation) thong
gua moét kich ban (script) hay tap tin tra |&i.

IV.1. Gi&i thiéu kich ban cai dit.

Kich ban cai d&t 1a mot tap tin van ban cé ndi dung tra I&i trwde tat cd cac cau hdi ma trinh cai dat hoi
nhw: tén may, CD-Key,....Dé trinh cai d&t c6 thé doc hiéu cac noi dung trong kich ban thi né phai dwoc
tao ra theo mot cau tric dwoc quy dinh trwde. Dé tao ra duwoc cac kich ban cai dat, cé thé dung bét ky
chwong trinh soan thdo van ban nao, Chéng han nhu Notepad. Tuy nhién, kich ban la mét tap tin cé
cAu tric nén trong qua trinh soan thao co thé xay ra cac sai sét dan dén qua trinh tw dong héa cai dat
khéng dién ra theo y mudn. Do do, Microsoft da tao ra mot tién ich co tén la Setup Manager
(setupmgr.exe) dé giup cho viéc tao ra kich ban cai dat dwoc dé dang hon. Sau khi cé duwoc kich ban,
c6 thé s dung Notepad dé thém, stra lai mot sb thong tin dé st dung kich ban vao qua trinh cai dat tw
dong hiéu qua hon.

IV.2. Tw dong héa dung tham bién dong lénh.

Khi tién hanh cai dat Windows 2003 Server, ngoai cach khéi déng va cai truc tiép t» dia CD-ROM,
con cé thé dung mét trong hai Iénh sau: winnt.exe ding v&i cadc may dang chay hé diéu hanh DOS,
windows 3.x hodc Windows for workgroup; winnt32.exe khi may dang chay hé diéu hanh Windows
9x, Windows NT hodc mé&i hon. Hai Iénh trén dwoc dat trong thw muc 1386 cua dia cai dat.

Sau day la cu phap cai dat tr 2 I1énh trén:
winnt [/s:[sourcepath]] [/t:[tempdrive]] [/u:[answer_file]]
[/udf:id [,UDB_file]]

Y nghia cac tham sb:

Is

Chi rd vi tri dat ctia bd ngudn cai dat (thw muc 1386). BPuong dan phai la dang day dud, vi du: e:\i386
hoac \\server\i386. Gia tri mac dinh la thw muc hién hanh.

It

Hwéng chuwong trinh cai dat dat thu muc tam vao mét & dia va cai Windows vao 6 dia d6. Néu khong
chi dinh, trinh cai dat sé tw xac dinh.

lu

Cai dat khong can theo dbi véi mot tap tin tra | tw dong (kich ban). Néu st dung /u thi phai st dung
/s.

/udf
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Chi dinh tén cta Server va tap tin co s& dir liéu chira tén, cac théng tin dac trwung cho m8
(unattend.udf).

winnt32 [lcheckupgradeonly] [Is:sourcepath] [[tempdrive:drive letter:]
[lunattend[num]:[answer _file]]

[ludf:id [,UDB._file]]

Y nghia cta cac tham sb:

Icheckupgradeonly

Kiém tra xem may c6 twong thich dé nang cép va cai dit Windows 2003 Server hay khong?
Itempdrive

Twong tw nhw tham sé /t

/unattend

Twong tw nhw tham sé /u

IV.3. Str dung Setup Manager dé tao ra tap tin tra l&i.

Setup Manager 1a mét tién ich gilp cho viéc tao cac tap tin trd & s& dung trong cai dat khéng can
theo ddi. Theo mac dinh, Setup Manager khéng dwoc cai dat, ma duwoc dat trong tap tin Deploy.Cab.
Chi c6 thé chay tién ich Setup Manager trén cac hé diéu hanh Windows 2000, Windows XP,
Windows 2003.

Tao tap tin tra I&i tw ddng bang Setup Manager:

(1) Giai nén tap tin Deploy.cab dugc Iwu trong thw muc Support\Tools trén dia cai dat Windows
2003.

Extract Files. ..
S GaLIC gExtkt Here
Elmsrop:

@NETSET B Extract to DEPLOV,

gSUP_PR Scan faor Yiruses,.,
Bsur_sk Open With, ..

B =irrok

iMsuproc  2endTo '

Cuk
Copy

Creake Shorbouk
Delete
Renarne

Propetties

(2) Thi hanh tap tin Setupmgr.exe
(3) Hop thoai Setup Manager xuét hién, nhan Next dé tiép tuc.
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5 Setup Manager E3

Welcome to Setup Manager

Setup Manager I—%s wou prepare the configuration set and
angwer file to automate the preingtallation of Windows on your
destination computers.

To continue, click Mext.

< Back I Mext > I Cancel |

(4) Xuét hién hop thoai New or Existing Answer Fi!e. Ho6p thoai nay cho phép ban chi dinh tao ra mét
tap tin tra 1&i méi, moét tap tin trd 167 phan anh cau hinh cia may tinh hién hanh hodc la chinh stra
mot tap tin sén c6. Ban chon Create new va nhan Next.

ﬁ Setup Manager E

Mew or Existing Answer File
An answer file kel Setup how to install and configure Windows.

An answer file iz a scrpt that provides answers to the questions or options presented
during ‘Windows Setup. For example, if your answer file provides an answer to the
"Select a time zone'' prompt, legt page will not be shown ta the end user during Setup.

% Create new
" Modify existing

Enter the path and|file name af the answer file:

Browse,.. |

< Back I Mest > 1 Cancel |

(5) Tiép theo la hop thoai Type of Setup. Chon Unattended Setup va chon Next.
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ﬁ Setup Manager E

Type of Setup
The type of setup you chooze determines the name and format of the resulting
angwer file.

The anzwer file you create will either be Unattend.t«t, Svsprep.int, or a =i file.

Chooze a type of setup:

& Unattended setup

The angwer file for Setup iz commonly called Unattend. tat, but for a CD-based
zetup, the answer file must be named ‘Winnt. sif.

" Sysprep setup

Susprep.inf is an optional answer file that can be used to automate a setup mode
called Mini-Setup.

" Remate Installation Services [RIS]

Thiz type of zetup allows the end user to zet up Windows from a Remote Inztallation
Server. Setup Manager creates a sif file.

< Back I Mest > 1 Cancel |

(6) Trong hop thoai Product, chon hé diéu hénh cai dat sir dung tap tin trad 1oi ty déng. Chon
Windows Server 2003, Enterprise Edition, nhan Next.

ﬁ Setup Manager

Product
Which Windows product will be installed uzing this answer file?

Select a'Windows praduct:

" Windaws ¥P Home Edition

€ Windows %P Professional

" Windows Server 2003, Standard Edition
& Windows Server 2003, Enterprize Edition
" windows Server 2003, Web Edition

¢ Back (i=r Cancel |

(7) Tai hop thoai User Interaction, chon mirc dd twong tac véi trinh cai dat ciia ngwdi st dung. Chon
Fully Automated, nhan Next.
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5 Setup Manager

User Interaction
Select the type of uger interaction you want,

= User contralled

‘f'ou pravide default options in the answer file, and the end user can change any of
them.

£+ Fully automated

You provide all required answers in the answer file, and the end uger iz not
prompted for them.

" Hidden pages
“Y'ou provide answers for getup pages that are hidden from the end user.

" Read only

Y'ou provide all required answers in the answer file. The end uzer can see the
optiong but cannot change them.

= GUI attended

Only the test-mode portion of Setup is automated. TheGUI portion of Setup runs
normnally, prompting the end uger at each page.

< Back I Mext > I Cancel |

(8) Xuét hién hop thoai Distribution Share, chon Setup from a CD, nhan Next.

o Setup Manager

Distribution Share
The distribution share containg the OPK toolz, the Windows files, and your
configuration sets.

Setup Manager can create a distribution share on vour computer or network with the
required Windows source files. You can then add files to further customize your
installations. For example, you can supply additional device drivers.

s

What waould pou like to da?

" Create a new distibution share

€ Modify an exizting distribution share
& Setupfroma CD

< Back I Mext > I Cancel I

b

(9) Tai hop thoai License Agreement, danh dau vao | accept the terms of ..., nhan Next.
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E Setup Manager E

License Agreement

Do you accept the terms of the License Agreement for Windows?

“t'ou chose to fully automate the installation of Windows. To use this option, pou must
accept the terms of the End Uszer Lice~g Agreement [EULA] and any Microgoft license
agreements you have for the version of ¥indows you want to install

For more information about the EULA, consult your documentation or your Microsoft

license agreement.

To continue with Setup Manager, select the following check box, and then click Mext.

[V | accept the terms of the License Agreement

< Back IJ\NeHU I Cancel I

1

(10) Tai clra s Setup Manager, chon muc Name and Organization. Dién tén va té chirc st dung hé

diéu hanh. Nhan Next.

& Setup Manager
File Help

[=- General Settings

- Mame and Organization
- Digplay Settings

- Time Zone

- Product Key

[ Metwork Settings

- Licensing Mode

- Computer Names

- Administrator Pagssword
- Metworking Components
- wlarkgroup or Domain
- &dvanced Settings

- Telephony

- Hegional Settings

- Languages

- Browser and Shell Settings
- Ingtallation Folder

- Install Printers

- Run Once

- Additional Commands

MName and Drganization

=10

‘You can custamize \Windows Setup by providing a default name and orgarization,

Type the default name and organization vou want to use. If you leave these boxes
blank, the name and organization will not be zpecified in the answer file, and the end
user will be prampted to enter the infarmation during Windows Setup.

Name: |t3h

Organization ITTTH [}\

On the left side of this page, the steps of Setup Manager are shown for pour information.
The highlighted step is pour current position. Y'ou can move ta any step in Setup
M anager by clicking that step in the list.

< Back IhNexH I Cancel |

(11) Chon muc Time Zone & chon mui gi& (GMT+7:00) Bangkok, Hanoi, Jarkata. Nhan Next.

& Setup Manager
File Help

General Settings

- Name and Organization
izplay Settings

- Time Zone

- Product Key

Metwork. Setiings

- Licenzing Mode

- Computer Names

- Admiristrator Password
- Netwarking Components
-~ ‘Workaroup ar Domain

= Advanced Settings

- Telephany

- Regional Setings

- Languages

- Browser and Shell Settings
- Installation Folder

- Inztall Printers

- Run Once

- Additional Commands

Time Zone

g

Wwindows will be set up with the time zone setting you specify.

Select a time zone for the destination computers.

If you da not select a specific time zone setting, the following default time zone is uzed
[GMT -08:00) Pacific Time (US & Canada): Tiuana

Time zone:

[GMT) Greenwich Mean Time : Dublin, Edinburgh, Lishnrj
[GMT+06:00) Sri Jayawardenepura -
[GMT +06:00) &lmaty, Novosibirsk,

[GRT+06:30] B

angoon

[ T +07 (0] Har e Ha
[GMT+07.00) Kraznovarsk,
(G T+08:00] Beijing, Chonaging, Hong Kong, Unumgi  +

H

< Back I Hext > I Cancel |
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(12) Tai muc Product Key, dién CD-Key vao trong 5 & trong. Nnan Next.

& Setup Manager M=
File Help
[=)- General Settings Product Key
- Mame and Drganization The Product Key identifies your copy of YWindows
- Digplay Settings
- Time Zone Type a Product Key for the destination computers. r'ou need a separate license for
- Product Key each copy of Windows pou install.
Bl NEtW_D'k Sfatt\ng: The Product Key vou specify must match the Product Key provided to you by Microsoft
- Licensing Mode Licensing, Inc.. as it appears on the certificate of authenticity [CO4] label an the:
- Computer Mames destination computer.

- Administrator Password Product Key:
- Metworking Components I I I I

- warkgroup or Domain
(= &dvanced Settings
- Telephony
- Aegional Settings
- Languages
- Browser and Shell Settings
- Installation Folder
- Install Printers
- Fun Once
Additional Cornmands

< Back I Next » I Caneel

(13) Tai myc Licensing Mode, chon loai ban quyén thich hop. Nhan Next.

& Setup Ma ==
File Help
General Settings Licensing Mode
- Name and Drganization ‘Y'ou can license servers by concurnent connection or by individual client access
Display Settings license.
- Time Zone Select the licensing mode vou want to use on the servers pou are setting up.
Product Key @
Metwork. Setiings * Per server
Licenzing Mode Each connection must have its own Client Access Licenze.
- Computer Names
Adrinigtrator Password Humber of concurrent connections: |2 =i
+ Metworking Components
“Warkgroup or Domain 7~ Per Device or Per User
= Adwanced Settings
Telephony Each computer must have its own Client Access License.
- Regional Settings
Languages

~ Browser and Shell Settings
Installation Folder

- Install Printers
Fun Once

- Additional Commands

< Back I Hext > I Cancel |

(14) Tai muc Computer Names, dién tén cia cac may dv dinh cai dat. Nhan Next.

& Setup Manager [_]]
Fil=  Help
General Sellings Computer Names
Name and Organization Each computer on a network must have a unique identifier.
- Display Settings
- Time Zone Type a name for each destination computer (15 characters masimum), and then click
- Product Key Add,

Metwork Settings

. Ta import computer names from a text file (one computer name per ling). click Import.
- Licenzing Mode

- Computer Mames Computer namne:
- Administrator Password I‘ i‘:dd : |
- Netwarking Components
- wforkgroup or Diomain Computers to be installed:

[=- Advanced Settings gerverl Impart. |
- Telephany serverD2
- Rlegional Settings Femove |
- Languages
- Browser and Shell Settings
~ Instalation Falder I Automatically gensrate computer names based on the organization name specified
- Install Printers on the Mame and Organization page
- Run Once

- Additional Commands
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< Back I Hext > I Cancel |

(15) Tai muc Administrator Password, nhap vao password ctia ngwdi quan tri. Néu mudn ma héa
password thi danh dau chon vao muc “Encrypt the Administrator password...”. Nhan Next.
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& Setup Manager
File Help

[=I- General Settings

- Name and Organization
- Digplay Settings

- Time Zone

- Product Key

Metwork. Setiings

- Licenzing Mode

- Computer Names

- Administrator Password
- Netwarking Components
-~ ‘Workaroup ar Domain

= Advanced Settings

- Telephany

- Regional Setings

- Languages

- Browser and Shell Settings
- Installation Folder

- Inztall Printers

- Run Once

- Additional Commands

Administrator Password
You can specify a password for the Administrator account on all destination computers.

If you keep a record of the paszward pou choose, help desk technicians or netwark,
administrators can change seftings when needed.

1= Frompt the end user for an &dministrator pessword

i+ Use the Imeg Administrator pazsword [127 characters maximum;
case-gensitive]:

Passward:

Confirm password: I

W Encrupt the Administator password in the answer file

™ %w/hen a destination compuler starts, autamatically log on as Admimistrator

Mumber of times talog on automaticall: |3 =

< Back I Hext > I

Cancel |

(16) Tai muc Network Component, ciu hinh cac théng sé cho giao thirc TCP/IP va cai thém céac giao

thirc. Nhan Next.

& Setup Manager
File Help

[=I- General Settings

- Name and Organization
- Digplay Settings

- Time Zone

- Product Key

etwark. Settings

- Licenzing Mode

- Computer Names

- Admiristrator Password
- Netwarking Components
-~ ‘Workaroup ar Domain

- ddvanced Settings

- Telephany

- Regional Setings

- Languages

- Browser and Shell Settings
- Installation Folder

- Inztall Printers

- Run Once

- Additional Commands

=1

Networking Components
To add a custom component, click Add.

0+ Typical settings

Irestalls TCPAP, enables DHCP, and installs the Client for Microsoft Netwaorks
service on each destination computer.

(™ Custom settings

= tNe
Q File and Printer Sharing for Microzaft Networks
% Internet Protacal [TCPAIR]

Add. Remave Froperties...

Description

Allows your computer to access resources o a Microsoft network

< Back Cancel |

(17) Tai muc Workgroup or Domain, gia nhap may vao Workgroup hodc Domain cé san. Nhan Next.

% Setup Manager
File Help

[=I- General Settings

- Name and Organization
Display Settings

- Time Zone

- Product Key

Metwork Settings

- Licensing Mode

~ Computer Names

- Adrmiristrator Password

- Netwarking Components

- Workaroup or Domain

5. Advanced Settings

- Telephany

- Riegional Settings

- Languages

- Browser and Shell Settings

- Installation Folder

- Install Printers

- Run Once

- Additional Commands

1T

‘Workgroup or Domain
The destination computers may belong to either a workgroup or a domain.

How will the destination computers participate in a netwark?

wORKGROUP
DOMAIN

I™ | Create a computer aceourt in the: domain

1+ ‘workgioup:

" Domain:

Specify ausen account that has permission ta add & computer ta the damait:

I—
Fassmord li
li

IF pou gpecify 3 domain but don't set up a uszer account, the end uzer will be prompted
for & walid user name and password the first time the computer logs on ta the domain
after windows Setup.

User mame:

Confirm password:

< Back Cancel |

(18) Cubi cuing, trong thuw muc da chi dinh, Setup Manager sé tao ra ba tap tin. Néu ban khéng thay déi

tén thi cac tap tin la:

A
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Unattend.txt: day |a tap tin tra 1&i, chira tAt ca cac cau trd I&i ma Setup Manager thu thap duoc.
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Unattend.udb: day la tap tin co s& di¥ liéu chira tén cac may tinh sé dwoc cai dat. Tap tin
dwoc tao ra khi ban chi dinh danh sach cac tap tin va dwoc st dung khi ban thwc hién cai dat khong
can theo dbi.

Unattend.bat: chira dong lénh v&i cac tham sé duoc thiét lap s&n. Tap tin nay ciing thiét 1ap cac bién
moi trwdng chi dinh vi tri cac tap tin lién quan.

IV.4. St dung tap tin tra 1&i
Co6 nhiéu cach dé st dung cac tap tin dwoc tao ra trong buéc trén. Ban co thé thwc hién theo mot trong

hai cach du¢i day:

IV.4.1 Str dung dia CD Windows 2003 Server c6 thé kh&i dong dwoc
Stra tap tin Unattend.txt thanh WINNT.SIF va lwu 1én dia mém.

Pwa dia CD Windows 2000 Server va dia mém trén vao 6 dia, kh&i dong lai may tinh, dam bao & dia
CD la thiét bi kh&i dong dau tién. Chwong trinh cai dat trén dia CD sé tw déng tim doc tap tin
WINNT.SIF trén dia mém va tién hanh cai dat khéng can theo dbi.

IV.4.2 Str dung mét bo ngudn cai dat Windows 2003 Server
Chép céc tap tin da tao trong bwdc trén vao thuw muc 1386 clia ngudn cai dit Windows 2003 Server.
Chuyén vao thuv muc 1386.

Tuy theo hé diéu hanh dang s&r dung ma s dung lénh WINNT.EXE hodc WINNT32.EXE theo cu phap
sau:

WINNT /s:e:\i386 /u:unattend.txt
hoac

WINNT32 /s:e:\i386 /unattend:unattend.txt

Néu chuong trinh Setup Manager tao ra tap tin Unatend.UDB do ban da nhap vao danh sach tén cac
may tinh, va gia dinh ban dinh dat tén may tinh nay la server01 thi cu phap lIénh sé nhw sau:

WINNT /s:e:\i386 /u:unattend.txt /udf:server01,unattend.udf
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Bai 9
ACTIVE DIRECTORY

Tom tat

Ly thuyét 4 tiét - Thywc hanh 8 tiét

Muc tiéu Cac muc chinh Bai tap bat CETRETHET
budc thém

K&t thuc bai hoc nay cung I. Cac mo6 hinh mang trong m6i | pya vao bai| Dwa vao bai
cap hoc vién kién thtrc vé trwong Microsoft. tap mén Quan | tap moén Quan
hé théng Active Directory II. Active Directory. tri Windows | tri Windows
trén  Windows  Server IIl. Cai dat va ciu hinh Active Server 2003. Server 2003.
2003, cach & chirc, nang Directory.
cép dé tao thanh Domain
Controller ...
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.  CAC MO HINH MANG TRONG MOI TRWONG MICROSOFT.

.1. M6 hinh Workgroup.

M6 hinh mang workgroup con goi la mé hinh mang peer-to-peer, la mé hinh ma trong dé cac may
tinh cé vai trd nhw nhau dwoc nbi két véi nhau. Cac dir liéu va tai nguyén dwoc lwu triy phan tan tai cac
may cuc bd, cac may tw quan ly tai nguyén cuc bd cla minh. Trong hé thédng mang khéng cé may tinh
chuyén cung cép dich vu va quan ly hé théng mang. Mé hinh nay chi phu hop v&i cadc mang nhd, duwéi
muwdi may tinh va yéu ciu bao mat khéng cao.

DPéng thdi trong md hinh mang nay cac may tinh s& dung hé diéu hanh hé tro da nguwdi dung lwu triv
théng tin ngudi dung trong mét tap tin SAM (Security Accounts Manager) ngay chinh trén may tinh
cuc bd. Théng tin nay bao gdm: username (t&n dang nhap), fullname, password, description... T4t
nhién tap tin SAM nay dwoc ma héa nham tranh nguoi dung khac &n cdp mat khau dé tan cong vao
may tinh. Do thdng tin ngwdi dung dwoce lwu trir cuc bd trén cdc may tram nén viéc chirng thwe ngudi
dung dang nh&p may tinh cling do cac may tinh nay ty chirng thyrc.

l.2. Mo hinh Domain.

Khac v&i mé hinh Workgroup, mé hinh Domain hoat dong theo co ché client-server, trong hé thc“')ng
mang phai c6 it nhat mot may tinh 1am chirc ndng diéu khién vung (Domain Controller), may tinh nay
s& diéu khién toan bo hoat dong cia hé thdng mang. Viéc chirng thwc ngudi dung va quan ly tai
nguyén mang dwoc tap trung lai tai cac Server trong mién. Mé hinh nay dwoc ap dung cho cac cong ty
vira va lén.

Trong mé hinh Domain clia Windows Server 2003 thi cac thong tin ngwoi dung dwoc tap trung lai do
dich vu Active Directory quan Iy va dwoc lwu trir trén may tinh diéu khién ving (domain controller)
v&i tén tap tin la NTDS.DIT. Tap tin co s& dir liéu nay duwoc xay dwng theo cdng nghé twong tw nhw
phadn mém Access clia Microsoft nén né cé thé lwu tri» hang triéu nguwdi dung, cai tién hon so voi
cobng nghé ci chi lwu trir dwoc khodng 5 nghin tai khodn ngwoi dung. Do cac thong tin ngwdi dung
dwoce Ilwu trlk tp trung nén viéc chirng thwe ngwdi dung dang nhép vao mang cling tap trung va do
may diéu khién vuing chirng thuc.
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Domain Controller

Hinh 2.1: cac bwdc chirng thwe khi ngwdi dung dang nhap.
ll. ACTIVE DIRECTORY.

I1.1. Gi&i thiéu Active Directory.

C6 thé so sanh Active Directory véi LANManager trén Windows NT 4.0. V& can ban, Active
Directory l1a mét co s& di¥ liéu cla cac tai nguyén trén mang (con goi la dbéi twong) ciing nhw cac
thong tin lién quan dén cac déi twong d6. Tuy vay, Active Directory khong phai 1a mot khai niém mai
b&i Novell da st dung dich vu thw muc (directory service) trong nhiéu nam roi.

Mac du Windows NT 4.0 13 mot hé diéu hanh mang kha tét, nhwng hé diéu hanh nay lai khéng thich
hop trong cac hé théng mang tdm c& xi nghiép. Déi v&i cac hé théng mang nhd, cong cu Network
Neighborhood kha tién dung, nhwng khi dung trong hé théng mang l&n, viéc duyét va tim kiém trén
mang sé& la mot 4c mong (va cang t& hon néu ban khéng biét chinh xac tén ctia may in hodc Server doé
la gi). Hon niva, dé c6 thé quan ly dwoc hé thédng mang I&n nhu vay, ban thuwéng phai phan chia thanh
nhiéu domain va thiét 1ap cac méi quan hé uy quyén thich hop. Active Directory giai quyét dwoc cac
van dé nhw vay va cung cap mét mire dd (rng dung méi cho méi trworng xi nghiép. Lic nay, dich vu thw
muc trong mdi domain co thé lwu trir hon muwoi trieu doi twong, du dé phuc vu mudi triéu nguwdi dung
trong mbi domain.

Il.2. Churc nang cua Active Directory.
- Lwu gilr mét danh sach tap trung cac tén tai khodn ngwdi dung, mat khau twong tng va céc tai
khoan may tinh.

- Cung cap mét Server déng vai trd chirng thuc (authentication server) hodc Server quan ly dang
nhap (logon Server), Server nay con goi la domain controller (may diéu khién vung).

- Duy tri mét bang hwéng dan hodc mét bang chi muc (index) giip cac may tinh trong mang c6 thé
do tim nhanh mét tai nguyén nao dé trén cac may tinh khac trong vung.
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- Cho phép chang ta tao ra nhirng tai khoan nguwdi dung véi nhitng mirc dd quyén (right
nhau nhw: toan quyén trén hé théng mang, chi c6 quyén backup di liéu hay shutdown Server tir
xa...

- Cho phép chung ta chia nhé mién cGia minh ra thanh cac mién con (subdomain) hay cac don vi té
chirc OU (Organizational Unit). Sau d6 ching ta c6 thé Gy quyén cho cac quan tri vién bdé phan
quan ly tirng bd phan nhé.

I1.3. Directory Services.

11.3.1 Gié&i thiéu Directory Services.

Directory Services (dich vu danh ba) Ia hé thdng théng tin chiva trong NTDS.DIT va cac chwong trinh
quan ly, khai thac tap tin nay. Dich vu danh ba la mét dich vu co s& lam nén tang dé hinh thanh mot hé
thdng Active Directory. Mot hé théng v&i nhivng tinh nang vuwot trdi ctia Microsoft.

I1.3.2 Cac thanh phan trong Directory Services.

DA4u tién, ban phai biét dwoc nhivng thanh phan cAu tao nén dich vu danh ba 1a gi? Ban c6 thé so sanh
dich vu danh ba v&i mét quyén sé lwu sb dién thoai. Ca hai déu chira danh sach cua nhiéu déi twong
khac nhau cling nhw cac théng tin va thudc tinh lién quan dén cac déi twong dé.

a. Object (d6i tuong).

Trong hé thdng co s& dir lieu, déi twong bao gdbm cac may in, ngudi ding mang, cac server, cic may
tram, cac thw muc dung chung, dich vu mang, ... péi twong chinh la thanh t6 can ban nhat cua dich vu
danh ba.

b.  Attribute (thudc tinh).

Mot thudc tinh moé td mot déi twong. Vi du, mat khdu va tén la thudc tinh cha dbi twong ngudi dung
mang. Cac déi twong khac nhau cé danh sach thuéc tinh khac nhau, tuy nhién, cac dbi twong khac
nhau ciing cé thé cé moét sé thudce tinh gidng nhau. LAy vi du nhw mét may in va mét may tram ca hai
déu cé mdt thude tinh 1a dja chi IP.

c.  Schema (ciu truc t6 chuc).

Mot schema dinh nghia danh sach cac thuéc tinh dung dé mo ta mot loai dbi twong nao dé. Vi du, cho
rang tat ca cac dbi twong may in déu dwoc dinh nghia bang cac thudc tinh tén, loai PDL va téc do.
Danh sach cac dbi twong nay hinh thanh nén schema cho 16p dbi twong “may in”. Schema c6 dic tinh
la tuy bién dwoc, nghia la cac thudc tinh dung dé dinh nghia moét 16p dbi twong co thé stra déi duorc.
N6i tém lai Schema c6 thé xem 1a mét danh ba cla cai danh ba Active Directory.

d. Container (vat chira).

Vat chira twong ty v&i khai niém thw muc trong Windows. Mot thw muc cé thé chra cac tap tin va cac
thu muc khac. Trong Active Directory, mot vat chiva cé thé chiva cac dbi twong va cac vat chira khac.
Vat chira ciing c6 cac thudc tinh nhw dbi twong méc du vat chira khéng thé hién mot thuc thé that sw
nao dé nhw dbi twong. C6 ba loai vat chiva la:

- Domain: khai niém nay dwoec trinh bay chi tiét & phan sau.

- Site: mot site 1a mot vi tri. Site dwoc dung dé phan biét gitra cac vi tri cuc bd va cac vi tri xa xoi. Vi
du, cdng ty XYZ c6 tébng hanh dinh dat & San Fransisco, mot chi nhanh dat & Denver va mot van
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phong dai dién dat & Portland két ni vé téng hanh dinh bang Dialup Networking. Nhu ¥y
théng mang nay co ba site.

- OU (Organizational Unit): |a mot loai vat chiva ma ban cé thé dwa vao dé nguwdi dung, nhom,
may tinh va nhitng OU khac. Mot OU khong thé chiva cac dbi twong ndm trong domain khac. Nhey
viéc mdt OU c6 thé chira cac OU khac, ban c6 thé xay dwng moét mé hinh thi bac cla cac vat
chira d& mo6 hinh hoa c4u tric ctia mét td chirc bén trong mét domain. Ban nén sir dung OU dé
gidm thiéu sé lwong domain can phai thiét 1ap trén hé théng.

e. Global Catalog.

- Dich vu Global Catalog dung dé xac dinh vi tri cia mét dbi twong ma ngwdi dung dwoc cap quyén
truy cap. Viéc tim kiém dwoc thwc hién xa hon nhirng gi da c6 trong Windows NT va khéng chi co
thé dinh vi dwoc dbi twong bang tén ma co6 thé béng ca nhirng thudc tinh cia dbi twong.

- Gia slr ban phai in mét tai liéu day 50 trang thanh 1000 ban, chac chan ban sé& khéng dung mot
may in HP Laserjet 4L. Ban sé& phai tim mét may in chuyén dung, in v&i tdc d6 100ppm va cé kha
nang dong tai liéu thanh quyén. Nhd Global Catalog, ban tim kiém trén mang mét may in véi cac
thudc tinh nhw vay va tim thdy duwoc mét may Xerox Docutech 6135. Ban c6 thé cai dat driver
cho may in d6 va gl print job dén may in. Nhwng néu ban & Portland va may in thi & Seattle thi
sao? Global Catalog sé& cung cap théng tin nay va ban c6 thé g&vi email cho chd nhan ctia may in,
nho ho in gium.

- Mbét vi du khac, gid s& ban nhan dwoc moét thu thoai tir modt nguoi tén Betty Doe & bd phan ké
toan. Doan thw thoai clia c6 ta bi cat xén va ban khéng thé biét dwoc sb dién thoai cla co ta. Ban
c6 thé dung Global Catalog dé tim thong tin vé& c6 ta nhd tén, va nhd dé ban cé dwoc sb dién
thoai cta co ta.

- Khi mot déi twong dugc tao méi trong Active Directory, dbi twong duwoc gan mét con o) phan
biét goi Ia GUID (Global Unique Identifier). GUID clia mét dbi twong ludn ludn cb dinh cho du ban
c6 di chuyén dbi twong di dén khu vuc khéac.

I1.4. Kién trac cua Active Directory.

|. Domain Tree

J
Y
Forest 234

Hinh 2.2: kién trdc cta Active Directory.
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I1.4.1 Objects.

Trwéce khi tim hiéu khai niém Object, ching ta phai tim hiéu trwéc hai khai niém Object classes va
Attributes. Object classes |a mot ban thiét ké mau hay mot khuén mau cho céac loai déi twong ma
ban c6 thé tao ra trong Active Directory. C6 ba loai object classes théng dung la: User, Computer,
Printer. Khai niém th& hai la Attributes, né dwoc dinh nghia 1a tap cac gia tri phu hop va duoc két
hop v&i mét dbi twong cu thé. Nhw vay Object 1a mot déi twong duy nhat dwoc dinh nghia béi cac gia
tri dwoc gan cho céac thudc tinh cla object classes. Vi du hinh sau minh hoa hai déi twong la: may in
ColorPrinter1 va nguwdi dung KimYoshida.

' ColorPrinterl ' KimYoshida
‘ Attributes Values ‘ Attributes Values ‘
IP address 172.16.0.0 Name Kim Yoshida

Name ColorPrinter1 Building 117
Building 147 Floor 1
 Location 1342 . -

I1.4.2 Organizational Units.

Organizational Unit hay OU la don vj nho nhét trong hé théng AD, n6 dwoc xem la moét vat chira cac
déi twong (Object) dwoc dung dé sép xép cac déi twong khac nhau phuc vu cho muc dich quan tri cia
ban. OU ciing duoec thiét Iap dwa trén subnet IP va duwoc dinh nghia la “mét hodc nhiéu subnet két nbi
tbt v&i nhau”. Viéc str dung OU cé hai cdng dung chinh sau:

- Trao quyén kiém soat mot tap hop cac tai khodn ngwdi dung, may tinh hay cac thiét bi mang cho
moét nhém ngudi hay mét phu ta quan tri vién nao dé (sub-administrator), tir dé giam bét cong tac
quan tri cho ngwdi quan tri toan bd hé théng.

- Kiém soéat va khéa bét mot sd chire nang trén cac may tram clia nguwdi dung trong OU théng qua
viéc str dung cac dbi twong chinh sach nhém (GPO), cac chinh sach nhém nay chung ta sé tim

hiéu & cac chuong sau.
] i i‘ﬁ/ Mana:gamant

Sales Management
Administrator Administrator

@k

i

@l} =

Research
Administrator
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11.4.3 Domain.

Domain |a don vi chirc ndng nong cbt ctia ciu tric logic Active Directory. N6 1a phwong tién dé qui
dinh mét tap hop nhitng ngwdi dung, may tinh, tai nguyén chia sé cé nhitng qui tdc bdo mat gidng
nhau t& d6 gitp cho viéc quan ly cac truy cap vao cac Server dé dang hon. Domain dap &ng ba chic
nang chinh sau:

- DPéng vai trd nhw moét khu vwe quan tri (administrative boundary) cac déi twong, 1a moét tap hop
cac dinh nghia quan tri cho cac déi twong chia sé nhw: c6 chung mét co s& dir liéu thw muc, cac
chinh sach bao mat, cac quan hé Gy quyén véi cac domain khac.

o~ - < Common security policy
AL
a2 -l.mll

- Giup chang ta quan ly bao mat cac cac tai nguyén chia sé.

R
3

—

- Cung cép cac Server dw phong lam chic nang diéu khién ving (domain controller), ddng thoi
dam bado céac théng tin trén cac Server nay duoc dwoc dong bd véi nhau.

Domain Controller

=&
Lo ~— A
Domain Controller \ |3 | )
P

Domain Controller

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net

236



11.4.4 Domain Tree.

Domain Tree la ciu tric bao gdm nhiéu domain dwoc sép xép cé cap bac theo clu trac hinh cay.
Domain tao ra dau tién duwoc goi la domain root va nam & gbc cta cay thw muc. Tt cd cac domain
tao ra sau sé ndm bén dwéi domain root va dwoc goi 1a domain con (child domain). Tén cla cac
domain con phai khac biét nhau. Khi mét domain root va it nhat mot domain con dworc tao ra thi hinh
thanh mét cdy domain. Khai niém nay ban sé thwdng nghe théy khi lam viéc v&i mét dich vu thw muc.
Ban c6 thé thay cAu tric sé& cé hinh dang ctia mét cay khi cé nhiéu nhanh xuét hién.

Cay Domain
-af——domain root

=,
MCMoSsE, Com
b

=r'ey

sal Bs. mom cse. com testing. momose. com

domain con

11.4.5 Forest.

Forest (rirng) dwoc xay dwng trén mot hodc nhiéu Domain Tree, noi cach khac Forest |a tap hop cac
Domain Tree cé thiét 1ap quan hé va Gy quyén cho nhau. Vi du gia s& mét cong ty nao dé, chang han
nhw Microsoft, thu mua moét cong ty khac. Thong thuwérng, méi cong ty déu cd mot hé théng Domain
Tree riéng va dé tién quan ly, cac cay nay sé dwoc hop nhat véi nhau bang mét khai niém 13 rieng.

/ T ¢ \
= 3
:?ﬂ “H_:mﬁum, ruﬁ?%mcm“’" Aﬁ-‘m-j_ﬂ

1.EC|11.LI1.D|’i;|E.CDI‘I1 // /\ xyzabo. com
s oy on

iraining sales, cista, lesting.  complialesting

i 5 IMCMICSE. Coim MEMEB. COM  MEMesE com m,!

admin.xyzabc. com

corplechtutonals.com

/\ N\
oa o o s

elc elc el el
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Trong vi du trén, cdng ty mcmcse.com thu mua dwoc techtutorials.com va xyzabc.com va hinh thanh
rirng tir gbc mecmese.com.
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lIl. CAIDBAT VA CAU HINH ACTIVE DIRECTORY.

lIl.1. Nang cap Server thanh Domain Controller.

1.1 Gi&i thiéu.

Mot khai niém khong thay déi tv Windows NT 4.0 1a domain. Mot domain van con la trung tam cla
mang Windows 2000 va Windows 2003, tuy nhién lai dwoc thiét Iap khac di. Cac may diéu khién vung
(domain controller — DC) khéng con phan biét la PDC (Primary Domain Controller) hoac la BDC
(Backup Domain Controller). Bay gi®, don gidn chi con Ia DC. Theo mé&c dinh, tAt cd cac may
Windows Server 2003 khi m&i cai dat déu la Server doc lap (standalone server). Chuong trinh
DCPROMO chinh |1a Active Directory Installation Wizard va dugc dung dé nang cdp mot may khong
phai 1a DC (Server Stand-alone) thanh mét may DC va nguoec lai giang cdp mét may DC thanh mét
Server binh thwdng. Cha y dbi véi Windows Server 2003 thi ban c6 thé déi tén may tinh khi da nang
céap thanh DC.

Trudc khi nang cap Server thanh Domain Controller, ban can khai bao day du cac thong sé TCP/IP,
dac biét |a phai khai bao DNS Server c6 dia chi chinh la dia chi IP ctiia Server can nang cap. Néu ban
cé kha nang ciu hinh dich vu DNS thi ban nén cai dat dich vu nay trwéc khi nang cap Server, con
nguwoc lai thi ban chon cai dat DNS ty déng trong qua trinh nang cip. Co hai cach dé ban chay
chwong trinh Active Directory Installation Wizard: ban dung tién ich Manage Your Server trong
Administrative Tools ho&c nh4p chuét vao Start @ Run, gé Iénh DCPROMO.

_d Domain Controller DNS Server ‘/--" -
1

W Manage Your Server

E Manage Your Server

Application
Server

Ve torroe ins ot £ vt th ek

¥ Fle Serves

% Domain Controlles [Active Directoey)

¥ WINS Server

Print Server Terminal Server |,

l11.1.2 Cac bwéc cai dat.
Chon menu Start @ Run, nhap DCPROMO trong hép thoai Run, va nhéan nut OK.

Khi d6 hop thoai Active Directory Installation Wizard xuét hién. Ban nhan Next dé tiép tuc.
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Active Directory Installation Wizard x|

Welcome to the Active Directory
Installation Wizard

This wizard helps vou install Active Directory services on this
server, making the server a domain controller.

IF thig iz the first time vou have installed Active Directony, it iz
recommended that you first read the overview in Active
Directony Heldp.

To conbinue, click Next

Cancel |

Chuwong trinh xuét hién hop thoai canh bao: DOS, Windows 95 va WinNT SP3 trd vé trwdc sé bi loai
ra khdi mién Active Directory dwa trén Windows Server 2003. Ban chon Next dé tiép tuc.

Active Directory Installation Wizard %]

Operating System Compatibility
Improved secunty settings in Windows Server 2003 affect older versions of
Windows

Domain controllers unning Windows Server 2003 mplement secunty settings that
require chents and other servers to communicate with those domain controllers in a mare
FECLNE Wal.

The following oldet versions of Windows cannol meet the new requirements:
o Windows 95
® yiindows NT 4.0 SP3 or earier

By default, computers running those versions of Windows will not be able to lag on with
a domain contraller running ‘Windows Server 2003 of access domain resources.

For mare information, see Compatibiity Help,

< Back

Trong hdp thoai Domain Controller Type, chon muc Domain Controller for a New Domain va nhan
chon Next. (Néu ban mubn bd sung may diéu khién ving vao mét domain c6 sén, ban sé& chon
Additional domain cotroller for an existing domain.)
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Active Directory Installation Wizard

Domain Controller Type /
Specify the role you want this server to have,

Do you want thiz eerver to become a domain controller for a new domain or an
additional domain contraller far an existing domain?

=" Domain contraller for & new domair

Select thiz option to create a new child domain, new domain tree, or new forest
This server will become the first domain contraller in the: new domain

" Additional domain controller far an existing domain
& Froceeding with this option will delste all local accounts on this server.

All ciyptographic keys will be deleted and should be exported befare
continuing.

All encrypted data, such as EFS-encryppted files or e-mail, should be decrypted
befare continuing or it will be permanently inaccessible.

< Back I Mext > I Cancel |

Pén day chwong trinh cho phép ban chon mét trong ba Iwa chon sau: chon Domain in new forest néu
ban mudn tao domain dau tién trong mét rieng mai, chon Child domain in an existing domain tree
néu ban mudn tao ra mét domain con duwa trén mét cdy domain c6 sdn, chon Domain tree in an
existing forest néu ban muén tao ra mét cady domain méi trong mét rirng da cé san.

Active Directory Installation Wizard x|

Cieate Mew Domain
Select which type of domain to create.

domain to be completely independent of your cumment forest.

" Child domain in an existing domain tree
I yau want the new domain to be a child of an existing domain, select this option.
For example. pou could create a new domain named

headquarters. example. microsoft. com as a child dormain of the domain
example. microsoft.com.

" Domain tree in an existing forest

1 yau dan't want the new domain to be a child of an existing domain, select this
option. This will create a new domain tree that is separate from any existing trees.

{ Back ijt) I Cancel |
5]

Hop thoai New Domain Name yéu cau ban tén DNS day dd ciia domain ma ban can xay dung.
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Active Directory Installation Wizard x|

MNew Domain Name
Specify a name for the new domain.

Type the full DNS name for the new domain
[for example: headquarters. example. microsoft com].

Full DNS name far new domain:

netclass.edu.vn

< Back IJwt> I Cancel |
"y

Hop thoai NetBIOS Domain Name, yéu ciu ban cho biét tén domain theo chudn NetBIOS dé tuwong
thich v&i cac may Windows NT. Theo mac dinh, tén Domain NetBIOS giéng phan dau cla tén Full
DNS, ban c6 thé dbi sang tén khac hodc chap nhan gia tri méc dinh. Chon Next dé tiép tuc.

Active Directory Installation Wizard x|

NetBlOS Domain Name
Specify a NetBI0OS name for the new domain.

This is the name that users of earlier versions of Windows will use to identify the new
domain. Clhick Nest to accept the name shown, of lype a new name.

Domain NetBI0S name:

< Back I Nest » I Cancel |

L

Hop thoai Database and Log Locations cho phép ban chi dinh vi tri lwu trr database Active
Directory va cac tap tin log. Ban c6 thé chi dinh vi tri khac hodc chip nhan gia tri mac dinh. Tuy nhién
theo khuyén cao clia cac nha quan tri mang thi chang ta nén dat tap tin chira théng tin giao dich
(transaction log) & mét dia cirng vat ly khac véi dia cirng chira co s& dir liéu cia Active Directory
nham t&ng hiéu nang cla hé théng. Ban chon Next dé tiép tuc.
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Active Directory Installation Wizard x|

Databasze and Log Folders
Specify the folders to contain the Active Directory database and log files

For best performance and recoverability, store the database and the log on separate
hard disks.

Where do vou want to store the Actrve Directory databasze?

Databasze folder

[c;wmoowswmsl Browse. . |

Where do you want to store the Active Directory log?

Log folder:
|E:\WINDDWS\NTDS Browse. ..

¢ Back I Hﬁb I Cancel |
La

Hop thoai Shared System Volume cho phép ban chi dinh vi tri cila thw muc SYSVOL. Thw muc nay
phai ndm trén mot NTFS5 Volume. Tat ca di liéu dat trong thw muc Sysvol nay sé dwoc ty dong sao
chép sang cac Domain Controller khac trong mién. Ban cé thé chip nhan gia tri méc dinh hodc chi
dinh vi tri khac, sau d6 chon Next tiép tuc. (Néu partition khong st dung dinh dang NTFS5, ban sé
thay mét thong bao 16i yéu cau phai dbi hé théng tap tin).

Active Directory Installation Wizard x|

Shared System Yolume
Specily the folder to be shared as the system volume,

The SYSWOL folder stores the server's copy of the domain's public files. The contents
of the SYSWOL folder are replicated to all domain controllers in the doman.

The 5 SVOL folder must be located on an NTFS volume.
Erter a location for the SYSYOL folder.

Folder location:

i INDOWSAEYSYOL Browse... I

< Back Negt> Cancel |
1

DNS la dich vu phan giai tén két hop v&i Active Directory dé phan giai tén cac may tinh trong mién.
Do dé dé hé théng Active Directory hoat dong duwoc thi trong mién phai cé it nhat mot DNS Server
phan gidi mién ma chang ta can thiét Iap. Theo dung ly thuyét thi ching ta phai cai dat va cau hinh dich
vu DNS hoan chinh trwéc khi nang cip Server, nhung do hién tai cac ban chwa hoc vé dich vu nay
nén ching ta chip nhan cho hé théng tw déng cai dat dich vu nay. Chung ta sé tim hiéu chi tiét dich vu
DNS & gido trinh “Dich Vu Mang’. Trong hop thoai xuat hién ban chon Iwa chon tht hai d& hé théng tw
doéng cai dat va cau hinh dich vu DNS.
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Active Directory Installation Wizard x|
DMS HRegistration Diagnostics
Verify DNS support, of install DNS on this computer N

Diagnostic Results -
The registration diagnostic has been un 1 time.

MNone of the DNS servers used by this computer responded within the timeout

nterval.

For more information, inchueding steps to conect this problem, see Help,

Details

The SDA query for _Idap._tcp.de._medes netelass.edu.vn to find the pimary DNS ﬂ
" | have corected the problem. Perfarm the DNS diagnostic test again.

& |nstall and configure the DNS server on this computer, and set this computer to use
this DNS server as its prefemed DNS server.

| will comect the problem later by configuring DNS manually. [Advanced)

< Back Negt > Cancel |
12

Trong hép thoai Permissions, ban chon gia tri Permission Compatible with pre-Windows 2000
servers khi hé théng cé cac Server phién ban trwuéc Windows 2000, hodc chon Permissions
compatible only with Windows 2000 servers or Windows Server 2003 khi hé théng clGa ban chi
toan cac Server Windows 2000 va Windows Server 2003.

Active Directory Installation Wizard x|

Permissions
Select default permissions for user and group objects. 5

Some server programs, such as Windows NT Remote Access Service, read information
stored on domain controllers.

" Pemissions compatible with pre“windows 2000 server operating systems

Select this option if you rin server programs on pre-Windows 2000 server opetating
sypstems or on Windows 2000 or Windows Server 2003 operating systems that are
members of pre-Windows 2000 domains.

i\, Anonymous ugers can read information on this domain.

% Pemizsions compatible only with Windows 2000 or Windows Server 2003:
loperating systems |
Select this option if you run server programs only on Windows 2000 or Windows
Server 2003 operating systems that are members of Active Directory domains. Orly
authenticated users can read information on this domain,

< Back Negt » Cancel

Trong hop thoai Directory Services Restore Mode Administrator Password, ban sé chi dinh mat
khau dung trong trudng hop Server phai khdi dong vao ché dd Directory Services Restore Mode.
Nhan chon Next dé tiép tuc.
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Active Directory Installation Wizard x|

D p Services Hest Mode Admini P d
This password is used when you start the computer in Directory Services Restore -
Mode.

Type and confirm the password you wank to assign to the Administrator account used
wihen this server is started in Directory Services Festore Mode.

The restore mode Administrator account is different friom the domain Administrator
account, The passwords for the accounts might be different, so be sure to remember
both.

Festore Mode Password: Ioo-oo-

Confirm password: I"""

Far more information about Directory Services Restore Mode, see Active Directon Help

Hop thoai Summary xuét hién, trinh bay tat ca cac théng tin ban da chon. Néu tat cad déu chinh xac,
ban nhan Next dé bat diu thuc hién qua trinh cai dat, néu cé théng tin khéng chinh xac thi ban chon
Back dé quay lai cac buéce trwede doé.

Active Directory Installation Wizard x|

Summary
Review and confirm the options you selected. S

You chose to:
Configure this server as the first domain contioller in a new forest of domain trees,  a

The new domain name is netclass. edu.vn. This is also the name of the new forest.
The NetBIDS name of the domain is NETCLASS

Database folder: C:AWINDOWSANTDS

Log file folder: C:A\WINDDWSANTDS

SYSVOL felder: C:\WINDDWSASYSYOL

The DNS service will be installed and configured on this computer. This computer
wil be configured to use this DNS server as its prefered DNS server.

To change an option, click Back. To begn the operation, click Nest.

Hop thoai Configuring Active Directory cho ban biét qua trinh cai dat dang thwc hién nhitng gi. Qua
trinh nay sé chiém nhiéu thdi gian. Chuwong trinh cai dat cling yéu ciu ban cung cdp ngudn cai dat
Windows Server 2003 dé tién hanh sao chép cac tap tin néu tim khong thay.
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Active Directory Installation Wizard

The wizard 12 configunng Active Directomy. This process can take several minutes or
considerably longer, depending on the options you have selected,

Creating directon partition:

CN=5chema,CN=Configuration,D C=netclass D C=edu,D C=vn; 1585 objects remaining

Cancel

Sau khi qua trinh cai dat két thuc, hop thoai Completing the Active Directory Installation Wizard
xuét hién. Ban nhan chon Finish dé két thuc.

Active Directory Installation Wizard x|

Completing the Active Directory
Installation Wizard
[Bctive Directory is now installed on this computer for theZ‘

domain netclass. edu.vn

This domain controller is assigned to the site
Default-First-Site-Name. Sites are managed with the
etve Directory Sites and Services administrative tool.

To close this wizard, click Finish.

gock [ Fsh | | concel |

Cubi cung, ban dwoc yéu ciu phai khéi dong lai may thi cac thong tin cai dat méi bat dau co hiéu luc.
Ban nhan chon nut Restart Now dé kh&i dong lai. Qua trinh thang cép két thuc.

l1l.2. Gia nhap may tram vao Domain.

l.2.1 Gi&i thiéu.

M6t may tram gia nhap vao modt domain thwc sw la viéc tao ra mot mdi quan hé tin cay (trust
relationship) git)a may tram doé v&i cac may Domain Controller trong ving. Sau khi da thiét 1ap quan

hé tin cay thi viéc chirng thuwc ngudi dung logon vao mang trén may tram nay sé do cac may diéu

khién ving ddm nhiém. Nhwng chu y viéc gia nhap mot may tram vao mién phai cé sw déng y cla

ngwdi quan tri mang cap mién va quan tri vién cuc bd trén may tram d6. Néi cach khac khi ban mubn

gia nhap mot may tram vao mién, ban phai dang nhap cuc bd vao may tram vé&i vai tro la 245
administrator, sau d6 gia nhap vao mién, hé théng sé yéu ciu ban xac thuc bang mot tai khodn nguoi

dung cdp mién c6 quyén Add Workstation to Domain (ban cé thé dung truc tiép tai khoan
administrator cip mién).
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111.2.2 Céac bwéc cai dat.

Pang nhap cuc bd vao may tram vo&i vai trd nguwdi quan tri (cd thé dung trwc tiép tai khoan
administrator).

Nhép phai chudt trén biéu twong My Computer, chon Properties, hop thoai System Properties xuét
hién, trong Tab Computer Name, ban nhép chuét vao nut Change. HOp thoai nhap liéu xuét hién ban
nhap tén mién clia mang can gia nhap vao muc Member of Domain.

You can change the name and the membership of this

computer. Changes may affect access to network resources.

LComputer name:
PCO

Full computer name:
PCO1.

— Member of
& Domain:

Inelclass_ eduvn

" Workgroup:
|'-¢-.-_|;r GROUP

[ ok | Concel |

May tram dwa trén tén mién ma ban da khai bao dé tim dén Domain Controller gan nhét va xin gia
nhap vao mang, Server sé yéu cau ban xac thwc véi mét tai khoan ngwdi dung cidp mién cé quyén
quan tri.

Computer Mame Changes

(=
2
o

7

2] x|

Enter the name and password of an account with permission
to join the domain,

User name: Iﬂ administrator j J

Passward: I sesene

Ok Cancel

3

Sau khi xac thuwe chinh xac va hé théng chip nhan may tram nay gia nhap vao mién thi hé théng xuét

hién théng bao thanh céng va yéu ciu ban reboot may lai d& d&ng nhap vao mang. 246
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Dén day, ban thay hép thoai Log on to Windows ma ban dung méi ngay cé vai diéu khac, do s
hién thém muc Log on to, va cho phép ban chon mét trong hai phan la: NETCLASS, This Computer.
Ban chon muc NETCLASS khi ban mudn dang nhap vao mién, nhé rang lic nay ban phai dung tai
khodn nguwoi dung cidp mién. Ban chon muc This Computer khi ban muén logon cuc bd vao may tram
nao va nh¢ dung tai khoan cuc b6 ctia may.

;¥ Windows
¥ Enterprise Edition

Copyright © 1085-2003 Microsof Corporslion

User name: | Administrator
Password: |
Logonto:  [PCO1 (this computer) =l

| O I Cancel | Shut Dovy J Options <<

lIl.3. Xay dwng cac Domain Controller déng hanh.

1.3.1 Gi&i thiéu.

Domain Controller 1a may tinh diéu khién moi hoat ddng ciia mang néu may nay cé sw cb thi toan bod
hé théng mang bi té liét. Do tinh ndng quan trong nay nén trong mét hé thdng mang théng thuwdng
ching ta phai xay dwng it nhat hai may tinh Domain Controller. Nhw d3 trinh bay & trén thi Windows
Server 2003 khéng con phan biét may Primary Domain Controller va Backup Domain Controller
nlra, ma né xem hai may nay cé vai trd ngang nhau, cung nhau tham gia chirng thwc nguéi dung. Nhw
ching ta da biét, cong viéc chirng thwe dang nhap thuwdng dwoc thwe hién vao dau gi mdi budi lam
viéc, néu mang cla ban chi c6 mét may diéu khién dung va 10.000 nhan vién thi chuyén gi sé xay ra
vao mdi budi sang? Dé giai quyét trworng hop trén, Microsoft cho phép cac may diéu khién vung trong
mang cung nhau hoat dong déng th&i, chia sé cong viéc clia nhau, khi cé mdt may bj sw cb thi cac may
con lai d@m nhiém luén cong viéc may nay. Do dé trong tai liéu nay chidng toéi goi cac may nay la cac
may diéu khién viing ddng hanh. Nhung khi khao sat sau vé Active Directory thi may diéu khién ving
dwoc tao dau tién van co vai trd dac biét hon do Ia FSMO (flexible single master of operations).

Chu y dé ddm bado cac may diéu khién vung nay hoat ddng chinh xac thi ching phai lién lac va trao déi
théng tin v&i nhau khi c6 cac thay dbi vé théng tin ngwdi dung nhw: tao méi tai khoan, déi mat khau,
x6a tai khoan. Viéc trao dbi thdng tin nay goi la Active Directory Replication. D&c biét cac server
Active Directory cho phép nén di¥ liéu trwéc khi g&i dén céac server khac, ti 1&é nén dén 10:1, do do
ching c6 thé truyén trén cac dwdng truyén WAN cham chap.

Trong hé thdng mang may tinh cla chung ta néu tat cd cac may diéu khién ving déu |a Windows
Server 2003 thi chung ta nén chuyén mién trong mang nay sang cap dd hoat dong Windows Server
2003 (Windows Server 2003 functional level) d& khai thac hét cac tinh ndng md&i cta Active
Directory.

11.3.2 Cac bwéc cai dat.
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Chon menu Start @ Run, nhap DCPROMO trong hép thoai Run, va nhan nut OK.
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Active Directory Installation Wizard X

Welcome to the Active Directory
Installation Wizard

This wizard helps you install Active Directary services on this
zerver, making the server a domain controller.

It this iz the fwst time you have installed Active Directony, it ks
recommended that you first read the overview in Active
Directory Help.

To conbinue, click Nest

Chuwong trinh xuét hién hop thoai canh bao: DOS, Windows 95 va WinNT SP3 trd vé trwdc sé bi loai
ra khdi mién Active Directory dwa trén Windows Server 2003. Ban chon Next dé tiép tuc.

Active Directory Installation Wizard x|

Dperating System Compatibility
Improved securnty settings in Windows Server 2003 affect older versions of
Windows

Damain controllers running 'Windows Server 2003 mplement secunty settings that
require chents and other servers to communicate with those domain controllers in a more
SECLNE Way.

The following older versions of Windows cannot meet the new requirements:
o ‘Windows 95
® wWindows NT 4.0 SP3 or earier

By default, computers running those versions of Windows will not be able to log on with
a domain contraller running Windows Server 2003 or access domain resources.

For more information, see Compatibiity Help,

Trong hop thoai Domain Controller Type, chon muc Additional domain cotroller for an existing
domain va nhan chon Next, vi ching ta muén bd sung thém may diéu khién ving vao mét domain cé
sén.

249

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net




Active Directory Installation Wizard ﬁl

Domain Controller Type /
Specify the rale you want this server to have.

Do pou want this server to become a domain controller for a new domain or an
additional domain controller for an existing domain?

™ Domain controller for & new domain

Select this option to create a new child domain, new domain tree, or new forest,
This server will become the first domain contraller in the new domain.

& Additional domain controller for an esasting domairg

fb Froceeding with thiz option will delete all local accounts on this server,

Al cryptographic keys will be deleted and should be exported before
continuing.

All encrypted data, such as EFS-encrypted files or e-mail, should be decrypted
before continuing o it will be permanently maccessible,

< Back Lmet > Cancel |

v

Tiép theo hé théng yéu cau ban xac thuwc ban phai nguwdi quan tri cAp mién thi méi cé quyén tao cac
Domain Controller. Ban nhap tai khoan ngwoi dung co quyén quan tri vao hop thoai nay.

Active Directory Installation Wizard ﬁl

Network Credentials ¢
Prowide a network user name and password.

Type the user name. password, and user domain of an account with sufficient privileges
to install Active Directony on this compuber.

User name: I € administrator j
Password: II.....
Domain; Indclass. eduw v

< Back I_N{eat) I Cancel |
-

Chwong trinh yéu cau ban nhap Full DNS Name ctia mién ma ban can tao thém Domain Controller.
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Active Directory Installation Wizard x|

Additional Domain Controller ¢
Specify the name of the domain for which this server will become an additional
domain controlier,

Erter the full DNS name of the existing domain for which this server will become an
additional domain controller [for example: headquarters. example. microsoft com),

Ta view alist of existing domaing, chick Browse,

Darnain nanme:

Inelr_‘lass edu.vn Browse... |

Cancel |

Twong tw nhw qua trinh nang cip Server thanh Domain Controller d3 trinh bay & trén, cac buéc tiép
theo chung ta chi dinh thw muc chira co s& dir liéu cia Active Directory, Transaction Log va thw
muc Sysvol.

Hop thoai Summary xuét hién, trinh bay tat ca cac théng tin ban da chon. Néu tat cad déu chinh xac,
ban nhan Next dé& bat dau thwc hién qua trinh cai dat, néu co6 théng tin khéng chinh xac thi ban chon
Back dé quay lai cac buéce trwede doé.

Active Directory Installation Wizard ﬁ]

Summary
Flewiew and confirm the options you selected.

You chase to:

Configure this server as an additional domain controller for the domain ;l
netclass.edu.vn,

D atabase folder CAWINDOWSA\NTDS
Log file folder: C:\WINDDWSANTDS
SYSVOL folder. C:\WINDOWSASYSVOL

17

To change an option, click Back. To begin the operation. click Next.

< Back Mex Cancel |

Dén day hé théng sé xay dwng mot Domain Controller méi va ddng bd div liéu Active Directory gilra
hai Domain Controller nay.
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Active Directory Installation Wizard

The wizard i configunng Active Directony. This process can take several minukes or
corgiderably longer, depending on the options you have selected,

Stopping service NETLOGON

Cancel

Sau khi qua trinh cai dat két thuc, hép thoai Completing the Active Directory Installation Wizard
xuét hién. Ban nhan chon Finish dé két thuc.

Active Directory Installation Wizard ll

Completing the Active Directory
Installation Wizard
[Bctive Directory is now nstalled on this computer for the z‘

domain netclass.edu.vn

Thiz domain controller iz azzigned to the site
Default-First-Site-Name. Sites are managed with the
betnea Drectory Sites and Services administrative tool

T close this wizard, click Finish,

k[ Fmsh | cenee |

Cubi cung, ban dwoc yéu cau phai kh&i déng lai may thi cac théng tin cai dat méi bat dau co hiéu luc.
Ban nhan chon nut Restart Now dé kh&i dong lai. Qua trinh xay dwng thém mét Domain Controller
déng hanh da hoan tat.

lIl.4. Xay dwng Subdomain.

Sau khi ban da xay dwng Domain Controller dau tién quan ly mién, lic &y Domain Controller nay la
mot gbc cla rirng hodc Domain Tree dau tién, tr day ban co thé tao thém cac subdomain cho hé
théng. Dé tao thém mot Domain Controller cho moét subdomain ban lam cac bwéc sau:

Tai member server, ban ciing chay chuwong trinh Active Directory Installation Wizard, cac bwéc dau

ban ciing chon twong tw nhw phan nang cap phia trén. S5o

Trong hdp thoai Domain Controller Type, chon muc Domain Controller for a New Domain va nhan
chon Next. (Néu ban mubn bd sung may diéu khién ving vao mét domain c6 sén, ban sé& chon
Additional domain cotroller for an existing domain.)
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Active Directory Installation Wizard

Domain Controller Type y
Specify the role you want this server to have,

Do you want thiz zerver to become a domain contraller far a new domain ar an
additional domain controller for an existing domain?

& Domain controller for a new domaire

Select thiz option to create a new child domain, new domain tree, or new forest.
This zerver will become the first domain controller in the new domain.

" dditional domain contraller for an existing domain
& Proceeding with thiz option will delete all local accounts on this server.

Al croptographic keys will be deleted and should be exported before
continuing

&ll encrypted data, such as EFS-encrypted files or e-mail. should be decrypted
before continuing or it will be permanently inaccessible.

< Back I Mest » I Cancel |

Pén day chuwong trinh cho phép ban chon mét trong ba Iwa chon sau: chon Domain in new forest néu
ban mudn tao domain dau tién trong mét rirng méi, chon Child domain in an existing domain tree
néu ban mudn tao ra mot domain con dwa trén mot cady domain cé sdn, chon Domain tree in an
existing forest néu ban muébn tao ra mot cdy domain mai trong mét rivng da cé sén. Trong trwéng
hop nay ban can tao mét Domain Controller cho mét Child domain, nén ban danh diu vao muc lua
chon th hai.

Active Directory Installation Wizard x|

Create New Domain /
Select which twpe of domain to create.

Create a new:

= Domain in a new forest

Select this option if thiz is the first domain in your organization or if you want the new
domain to be completely independent of vour curent Forest.

& iChild domain in an existing domain tree
If pou want the new domain to be & child of an existing domain, select this option.
For example, you could create a new domain named
headquarters. example. microsoft.com as a child domain of the domain
example. microsoft. com.

" Domain tree in an existing forest

If pou don't want the new domain to be a child of an existing domain, select this
option. Thiz will create a new domain tree that is separate from any existing trees.

< Back I Mest > I Cancel |

DPé tao mot child domain trong mét domain tree cé sdn, hé théng yéu cau ban phai xac nhan ban la
ngudi quan tri cAp domain tree. Trong hop thoai nay ban nhap tai khoan va mat khau ctia nguoi quan
tri cép rirng va tén cla domain tree hién tai.
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Active Directory Installation Wizard |

Network Credentials /
Pravide a network uzer hame and pazsword.

Type the user name, password, and user domain of an account with sufficient privileges
to install Active Directary on this computer.

LUser name: IE administrator j
Pazsward: |uuu
Diomain: Inetclass.edu.vn

< Back I Mext > I Cancel |

Tiép theo ban nhap tén clia domain tree hién dang cé va tén clia child domain can tao.

Active Directory Installation Wizard =l

Child Domain Installation /
Select the parent domain, and specify a name for the new child domain.

Enter the full DMS name of the parent domain [for example:
headquarters. example. microsoft. com).

Parent domain:

Inetclass.edu.\m Browse... |

Type the name of the new child domain [far example: accounting).

LChild damair:
Ilab1

Complete DMS name of new domain:

Ilab1 -hetelass. edu.vh

< Back I Mest » I Cancel |

Cac qua trinh tiép theo twong tw nhw qua trinh tao Domain Controller ctia phan trén.

Cubi cuing ban cé thé kiém tra cay DNS cla hé théng trén Server quan ly gbc rirng cé tao thém mot
child domain khéng, ddng thdi ban cé thé ciu hinh thém chi dich vu DNS nhdm phuc vu tét hon cho
hé théng.
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_;._ dnsmgmt - [DNS*, TYTHANH" Forward Lookup Zones’netclass.edu-¥nilabl] - |E||5|

,f;'l‘ Eile  Action Mew window Help | =7 ﬂ
c4 |[A@EXTRE(2(8EE
A%‘ DhS labl 6 recordis)
EB TYTHANH Mamne I Twps Data
EI{:I Forward Lookup Zones B msdes
- _msdes.netclass.edu.vn D_sites
Bz netelass.edu.vn [:I_t
% _msdcs = Edp
; sites ap
_tcp (same as parent Folder) Host (A) 192,168,100.2
udp de2 Hast (4 192.168.100.2
DomainDnsZones
(-0 ForestDnsZones
[ERE]
_msdcs
(3 _sites
17 _tep
17 _udp
[:I Reverse Lookup Zones
Bl @ Event Yigwer
< | ]|

l11.5. Xay dwng Organizational Unit.

Nhw da trinh bay & phan ly thuyét thi OU 1a moét nhém tai khodn ngwdi dung, may tinh va tai nguyén
mang duoc tao ra nham muc dich dé& dang quan ly hon va Gy quyén cho cac quan tri vién dia phwong
giai quyét cac cong viéc don gidn. Dac biét hon la théng qua OU ching ta cé thé ap dat cac gi¢i han
phan mém va gi¢i han phan cing théng qua cac Group Policy. Mubn xay dwng mét OU ban lam theo
cac buwéc sau:

Chon menu Start © Programs @ Administrative Tools @ Active Directory User and Computer, dé
md& chwong trinh Active Directory User and Computer.

Chwong trinh mé ra, ban nhap phai chudt trén tén mién va chon New-Organizational Unit.
6 File Action ¥iew ‘Window Help
ems @ smXFRB R 0BG YE T

gf; Active Direckory Users and Computer: | Users 24 objects

-] Saved Queries [ Hame [ Type [ Description |
= 4 Delegate Control.. ' or  User Built-in account For admini...
503 Com Eind... ers  Security Group ...  Members of this aroup are...
I:: @] Dom Cornect to Domain. . Security Group ... DNS Administrators Group
# (] Fore Gonnect to Domain Controller, .. Pr... Security Group ... DNS cients who are permi...
o Ueer  Raise Domain Functional Level. .. ins  Security Group ... Designated administrators...
T Operations Masters. . p... Security Group ... Allworkstations and serve...
be  Sacuwibu Groan All domain controllers in th...
Computer All dornain guests
All Tasks > Contact All domain users
New Window From Here Group Designated administrators. .,
— InetOrgPerson Members in this group can...
Refresh MSMQ Queue Alias Built-in account Far quest ...
Properties e | Group for the Help and Su...
Help Lser
E hvd3 Shared Folder
€ hwos User

ﬁRAS and [AS ... Security Group ... Servers in this group can ...
@Schema Admins  Security Group ...  Designated administrators. ..

ﬁSUPPORT_SB‘ o User This Is a vendor's account ...
ﬁTeInetClients Security Group ... Members of this group ha...
Q thanh User

Hop thoai xuét hién, yéu cau ching ta nhap tén OU can tao, trong vi du nay OU can tao cé tén 1a
HocVien.
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Mew Object - Organizational Unit il

.
g’__;! Createinc  netclass eduvn/

M ame:

Ich:\u’ien

Cancel |

Pwa cac may tram da gia nhap nhap mang can quan ly vao OU vira tao.

4% hctive Directory Users and Computers

&) Fle Acion View Window Help

=A@ 4 XEFBE R CEETE T

=[] Saved Queries
= Laj netclass.edu.vn
# (L] Buikin
5] Computers
[+ &) Damain Controllers
[+ ForeignsecurityPrincipals
3 Users
&3] GiaoMien

i

5‘ Active Directory Users and Computer: | Computers 4 objects

Mam Type

LOMpIULEr
Computer

3
=pcog

Tiép theo ban dwa cac tai khoan ngudi ding can quan ly vao OU vira tao.
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<% Active Directory Users and Computers

< Fle Action View Window Help
e (A4 XEFRB R TFETET

6 Active Directory Users and Computer: | Users 24 objects

-] Saved Queries Narmes | Type | Description |
= [0’ Iletclass.,edu.vn ﬁ Administrator User Built-in account For admini...
[# (] Builtin

ﬂCart Publishers  Security Group ... Members of this group are...

- ﬁ gzz:::?:ntrulers ﬁons.ﬂdmins Security Group ... DNS Administrators Group
& __j ForeignsecurityPrincipals gDnsLbdatePr. .. Securiby Group ... DMS chents who are permi...
£ Users Domain Admins  Security Group ... Designated administrators....
(&) GiaoVien moumain Comp... Security Group ...  All workstations and serve...,
| !ﬁDomain Contr... Security Group ... Al domain controllers in th...
ﬂzDDmain Guests  Security Group ... All domain guests
Domain Users Security Group ... Al domain users
ﬂfntmprise Ad... Security Group ... Designated administrators...
Group Policy ... Security Group ... Members in this group can...
%Guest Lser Built-in account For guest ...
mHe ... Group For the Help and Su...

b4 User
ﬂzRAS and 145 ... Security Group ... Servers in this group can ...
ﬂﬁcherna Admins  Security Group ...  Designated administratars...

%SUPPORTJB. w User This is & vendor's account ...
&Telnetclients Security Group ... Members of this group ha...
ﬂ thanh User

Sau khi da dwa cac may tinh va tai khoan nguoi dung vao OU, buéc tiép theo la ban chi ra ngudi nao
hodac nhém nao sé& quan ly OU nay. Ban nhép phai chudt vao OU vira tao, chon Properties, hop thoai
xuét hién, trong Tab Managed By, ban nhap chuét vao nut Change dé chon nguoi dung quan ly OU
nay, trong vi du nay chung ta chon tai khoan Thanh quan ly OU.

HocYien Properties _?JE]

Gengral Managed By | COM+ | Group Palicy |

Narne: |netclass.edu. wn/lsere/thanh

Properties | Clear

Dffice:

Shieet ;I

City:
State/province: I

Cauntry/region;

Telephone number:

Fax number:

0k | Concel | appy |

Budc cudi cung nay rat quan trong, ching ta sé tim hiéu chi tiét & chwong Group Policy, dé la thiét

lap cac Group Policy ap dung cho OU nay. Ban vao Tab Group Policy, nhap chuét vao nat New dé 257
tao m&i mot GPO, sau do nhép chudt vao nut Edit d& hiéu chinh chinh sach. Trong vi du nay chung ta

tao mot chinh sach cdm khéng cho phép dung 6 dia CD-ROM ap dung cho tat ca cac ngudi dung trong

Ou.
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General | Managed By | COMs Gioup Poicy |

| E_ g Current Group Policy Obgact Links for Hoclien

Gitoup Policy Obiect Links | Mo Dwverride | Disabled |
EF KhongDungODiaCD ROM

Group Pelicy Objects higher in the §xt have the highest prianty.
Thig list obtained from: tythanh netclass. edu, vh

Hew | Add., | et =]

Iptiot | Delste | Propertie AT

[~ Block Palicy inheritance

IIl.6. Céng cu quan tri cac doéi twong trong Active Directory.

M6t trong bdn céng cu quan tri hé théng Active Directory thi cong cu Active Directory User and
Computer |a cdng cu quan trong nhat va ching ta sé gap lai nhiéu trong trong gido trinh nay, tirng
budc ta sé khdo sat hét cac tinh nang trong cdng cu nay. Coéng cu nay cé chirc nang tao va quan ly
cac dbi twong co ban cla hé thdng Active Directory.

a.‘!'_-_!:.':nctive Directory Users and Computers

@ File  Action View Window Help
c«» AmeFNB 2 pEhvaa

@ Active Direckory Users and Computer: | Computers 4 objects

[:l Saved Queties Harmne | Type |
E@ netclass.edu.vn QPCDZ Computer

Builti

H 03 Buitin QPCDI Corpuker

i425] Computers

i QF‘CDS Cormpuker

[:l ForeignSecurityPrincipals

L[ Users

QPCEM Computer

Theo hinh trén ching ta thay trong mién netclass.edu.vn cé cac muc sau:

Builtin: chra cac nhém ngudi dung da duoc tao va dinh nghia quyén sén.

Computers: chira cac may tram mac dinh dang la thanh vién cla mién. Ban cling cé thé dung tinh
nang nay dé kiém tra mét may tram gia nh&p vao mién c6 thanh céng khéng.

Domain Controllers: chva cac diéu khién vung (Domain Controller) hién dang hoat déng trong
mién. Ban ciing c6 thé dung tinh nang nay dé kiém tra viéc tao thém Domain Controller déng
hanh cé thanh céng khéng.

ForeignSecurityPrincipals: 18 mot vat chira mac dinh danh cho cac dbi twong bén ngoai mién
dang xem xét, tir cac mién da thiét [ap quan hé tin cay (trusted domain).

Users: chira cac tai khoan ngwéi dung mac dinh trén mién.
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4% Active Directory Users nd Computers

@ File  Action Wiew ‘Window Help

G = EYE

ofavan

@ Active Directory Users and Computers
(] Saved Queties

E@ netclass, edu,vn

727 Builkin

[:I Computers

[£3] Domain Controllers

[:I ForeignaecurityPrincipals

Domain Controllers 3 objecks

[{ame | Type
anz Computer
= Ty THANH Computer
lgDCl Computer
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Bai 10
QUAN LY TAI KHOAN NGUOT DUNG VA NHOM

Tom tat

Ly thuyét 4 tiét - Thwe hanh 10 tiét

Muc tiéu Cac muc chinh CETRET Y EL Bai tap lam
budc thém
Két thuc bai hoc nay cung | |- Pinh nghia tai khoan nguoi Dwa vao bai|Dwa vao bai
cap hoc vién kién thirc vé dung va tai khoan nhom. tap moén Quan | tap mén Quan
tai khodn ngudi dung,| Il. Ching thwe va kiém soat truy tri  Windows | tri Windows
nhém, cac thudc tinh cla cap. Server 2003. Server 2003.
tai khoan ngudi ding, cac | 1. Cac tai khoan tao sén.

nhom tao san ... IV. Quan Iy tai khoan ngudi dung

va nhém cuc bé.
V. Quan ly tai khodn ngwdi dung
va nhém trén Active Directory.

260
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. DINH NGHIA TAI KHOAN NGU'O'l DUNG VA TAI KHOAN
NHOM.

.1. Tai khoan ngwéi dung.

Tai khoan nguoi dung (user account) 1a mét ddi twong quan trong dai dién cho ngwdi dung trén
mang, ching dwoc phan biét véi nhau thédng qua chudi nhan dang username. Chudi nhan dang nay
giup hé thédng mang phan biét gitra ngudi nay va ngudi khac trén mang tr dé ngwdi dung cé thé dang
nhap vao mang va truy cap cac tai nguyén mang ma minh dwoc phép.

.1.1 Tai khoan ngwe&i dung cuc bo.

Tai khoan ngwoi dung cuc bd (local user account) la tai khoan ngwéi dung dwoc dinh nghia trén may
cuc bd va chi dwgc phép logon, truy cap cac tai nguyén trén may tinh cuc bé. Néu mudn truy cap cac
tai nguyén trén mang thi ngw¢i dung nay phai chirng thyc lai v&i may domain controller hoac may
tinh chlra tai nguyén chia sé. Ban tao tai khoan ngwoi dung cuc bd véi cong cu Local Users and
Group trong Computer Management (COMPMGMT.MSC). Cac tai khoan cuc b6 tao ra trén may
stand-alone server, member server hodc cac may tram déu dwoc lwu tri trong tap tin co s& di liéu
SAM (Security Accounts Manager). Tap tin SAM nay dugc dat trong thuw muc
\Windows\system32\config.

Local User Accounts

User A User B
Administrator [ Administrator =

'|' = Guest “.
User A /“_‘;.."‘ g
1 N

User B User A

Guest

User B

Service Service

Administrator Administrator

Guest Guest

User C User D e~

Service Service

Hinh 3.1: lwu trlr thong tin tai khodn ngwoi dung cuc bd

1.1.2 Tai khoan ngw®i dung mién.

Tai khoan nguoi dung mién (domain user account) |4 tai khoan ngudi dung dwoc dinh nghia trén
Active Directory va duoc phép dang nhap (logon) vao mang trén bat ky may tram nao thudc vung.
Déng thoi voi tai khodn nay ngudi dung cé thé truy cap dén céc tai nguyén trén mang. Ban tao tai
khodn nguwdi dung mién véi cong cu Active Directory Users and Computer (DSA.MSC). Khac v&i tai
khodn nguwdi dung cuc bo, tai khoan ngwdi dung mién khéng chira trong cac tap tin co s& div liéu SAM
ma chtra trong tap tin NTDS.DIT, theo mac dinh thi tap tin nay chira trong thw muc \Windows\NTDS.
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Domain User Accounts

Administrator
Guest

Help-Assistant User A User B

i i User A
f User B

] UserC
User D

SQL Server

User C

Hinh 3.2: lwu trr thdng tin tai khodn ngwdi dung mién.

1.1.3 Yéu cau vé tai khoan ngwei dung.

- Mbi username phai tir 1 dén 20 ky tw (trén Windows Server 2003 thi tén dang nhap cé thé dai
dén 104 ky tw, tuy nhién khi ddng nhap tir cac may cai hé diéu hanh Windows NT 4.0 vé truwéc thi
mac dinh chi hiéu 20 ky tw).

- Mb&i username la chudi duy nhéat cia mdi ngudi dung co nghia la tit ca tén cla ngwdi dung va
nhom khéng dwoc trung nhau.

- Username khong chya cac ky tw sau: “/\[]:;|=,+*?<>

- Trong mét username co thé chira cac ky tw d&c biét bao gdbm: d4u chdm cau, khoang tréng, dau
gach ngang, dau gach dui. Tuy nhién, nén tranh cac khodng trang vi nhitng t&n nhw thé phai dat
trong dau ngodc khi dung cac kich ban hay dong lénh.

.2. Tai khoan nhém.

Tai khoan nhém (group account) la mot déi twong dai dién cho mdt nhém ngudi nao do6, dung cho
viéc quan ly chung cac déi twong ngudi dung. Viéc phan bd cac ngwdi dung vao nhém gitp ching ta
dé dang cap quyén trén céac tai nguyén mang nhw thw muc chia s&, may in. Cha y 1a tai khoan nguoi
dung c6 thé dang nhap vao mang nhung tai khodn nhém khéng duoc phép dang nhap ma chi dung dé
quan ly. Tai khoan nhém dwoc chia lam hai loai: nhém bao mat (security group) va nhém phan phéi
(distribution group).

.21 Nhoém bao mat.

Nhém bdo mat 14 loai nhém dwoc dung dé cap phat cac quyén hé théng (rights) va quyén truy cap
(permission). Gibng nhw cac tai khoan nguoi dung, cadc nhém bdo mat déu duoc chi dinh cac SID. Co
ba loai nhém bdo mat chinh la: local, global va universal. Tuy nhién néu ching ta khado sat ky thi c6
thé phan thanh bén loai nhw sau: local, domain local, global va universal.

Local group (nhédm cuc bd) la loai nhédm cé trén cac may stand-alone Server, member server,
Win2K Pro hay WinXP. Cac nhom cuc b6 nay chi cé y nghia va pham vi hoat déng ngay tai trén may 262
cha né thoi.
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Domain local group (nhém cuc bd mién) 1a loai nhém cuc bé dac biét vi chung la local group'?
ndm trén may Domain Controller. Cac may Domain Controller c6 mot co s& div liéu Active
Directory chung va dwoc sao chép dbéng bd véi nhau do d6 mdt local group trén mdt Domain
Controller nay thi cling sé& c6 mat trén cac Domain Controller anh em cla né, nhw vay local group
nay cé mat trén mién nén dwoc goi voi cai tén nhém cuc bd mién. Cac nhém trong muc Built-in cla
Active Directory la cac domain local.

Global group (nhém toan cuc hay nhém toan mang) la loai nhém ném trong Active Directory va duoc
tao trén cac Domain Controller. Ching dung dé cap phat nhitng quyén hé théng va quyén truy cap
vwot qua nhirng ranh gidi cia mdt mién. Mot nhom global cé thé dat vao trong mét nhém local cia
cac server thanh vién trong mién. Chu y khi tao nhiéu nhém global thi c6 thé lam ting tai trong cong
viéc cua Global Catalog.

Universal group (nhém phéd quat) Ia loai nhém cé chirc nang giébng nhw global group nhwng né dung
dé cap quyén cho cac dbi twong trén khap cac mién trong mét rivng va gitba cac mién co thiét 1ap quan
hé tin cay v&i nhau. Loai nhom nay tién lgi hon hai nhém global group va local group vi ching dé
dang 1dng cac nhém vao nhau. Nhung chd y 14 loai nhém nay chi ¢6 thé dung dwoc khi hé théng cua
ban phai hoat dong & ché dd Windows 2000 native functional level hodc Windows Server 2003
functional level c6 nghia |13 tAt cd cac may Domain Controller trong mang déu phai la Windows
Server 2003 hoac Windows 2000 Server.

1.2.2 Nhém phan phéi.

Nhém phan ph6i la moét loai nhém phi bao mat, khong cé SID va khong xuat hién trong cac ACL
(Access Control List). Loai nhdm nay khéong duwgc dung b&i cac nha quan tri ma dwoc dung bdi cac
phan mém va dich vu. Ching dwoc dung dé phan phé thw (e-mail) hodc cac tin nhan (message). Ban
sé gap lai loai nhédm nay khi lam viéc véi phan mém MS Exchange.

1.2.3 Qui tac gia nhap nhém.
- TAt ca cac nhém Domain local, Global, Universal déu c6 thé d&t vao trong nhém Machine
Local.

- Tét ca cac nhém Domain local, Global, Universal déu cé thé dat vao trong chinh loai nhém cta
minh.

- Nhoém Global va Universal c6 thé dat vao trong nhém Domain local.

- Nhoém Global c6 thé dat vao trong nhém Universal.
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Domain Locals

A
Machine Locals [« Globals
\A
Universals
A

Hinh 3.3: kh& nang gia nhap cla cac loai nhém.
IIl. CHUNG THUC VA KIEM SOAT TRUY CAP.

I1.1. Cac giao thirc chirng thwec.

Chirng thwc trong Windows Server 2003 1a quy trinh gdm hai giai doan: d&ng nhap twong tac va
chirng thwe mang. Khi nguoi dung ding nhap ving bang tén va mat ma, quy trinh dang nhap tuwong
tac sé& phé chuan yéu ciu truy cap cla nguwdi dung. Véi tai khodn cuc bd, théng tin dang nhap dwoc
chirng thue cuc bd va ngudi dung dwoc cp quyén truy cap may tinh cuc bd. Véi tai khoan mién, théng
tin dang nhap dwoc chirng thuc trén Active Directory va ngudi dung cé quyén truy cap cac tai nguyén
trén mang. Nhw vay véi tai khodn ngudi dung mién ta cé thé chirng thuc trén bat ky may tinh ndo trong
mién. Windows 2003 hé tro' nhiéu giao thirc chirng thwe mang, ndi bat nhét la:

- Kerberos V5: |a giao thirc chudn Internet dung dé chirng thwc ngwdi dung va hé théng.
- NT LAN Manager (NTLM): la giao thtrc chirng thwc chinh clla Windows NT.

- Secure Socket Layer/Transport Layer Security (SSL/TLS): 14 co ché chivng thuc chinh dugc
dung khi truy cap vao may phuc vu Web an toan.

II.2. S6 nhan dién bao mat SID.

Tuy hé théng Windows Server 2003 dwa vao tai khodn nguoi diung (user account) dé mé ta cac
quyén hé théng (rights) va quyén truy cap (permission) nhung thwc sw bén trong hé théng méi tai
khoadn duwoc dac trweng bdi mot con sd nhan dang bao mat SID (Security Identifier). SID 1a thanh phan
nhan dang khéng tring I&p, dwoc hé thdng tao ra déng thdi véi tai khodn va dung riéng cho hé théng
x® ly, ngwdi dung khéng quan tam dén cac gia tri nay. SID bao gdm phan SID ving cong thém véi mot
RID cla ngudi dung khong trung I&p. SID cé dang chuan “S-1-5-21-D1-D2-D3-RID”, khi do tat ca cac
SID trong mién déu cé cung gia tri D1, D2, D3, nhwng gia tri RID |a khac nhau. Hai muc dich chinh cta
viéc hé théng st dung SID la:

- Dé dang thay ddi tén tai khoan ngudi dung ma cac quyén hé thdng va quyén truy cap khong thay
doi.

- Khi x6a moét tai khoan thi SID cla tai khodn dé khong con gia tri niva, néu ching ta cé tao mét tai
khodn md&i cung tén véi tai khodn vira xéa thi cac quyén cii cling khéng st dung duoc béi vi khi
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tao tai khodn mai thi gia tri SID clia tai khoan nay la mét gia tri maoi.

265
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I1.3. Kiém soat hoat dong truy cap cua déi twong.

Active Directory la dich vu hoat ddong dwa trén cac dbi twong, cé nghia la ngwdi dung, nhém, may
tinh, cac tai nguyén mang déu dwoc dinh nghia dwéi dang déi twong va dwoc kiém soat hoat déng truy
cap dwa vao bdé moé ta bdo mat ACE. Chirc nang clia bd mé ta bao mat bao gébm:

- Liét ké nguwoi dung va nhém nao duoc cp quyén truy cap déi twong.

- Dinh rd quyén truy cap cho ngudi dung va nhém.

- Theo dbi cac su kién xay ra trén déi twong.

- DPinh ré quyén s& hiru cta déi twong.

Céc théng tin ctia mot dbi twong Active Directory trong bd mé ta bdo mat dwoc xem la muc kiém soat
hoat dong truy cap ACE (Access Control Entry). Mét ACL (Access Control List) chira nhiéu ACE,
né 1a danh sach tat ca ngwdi dung va nhém cé quyén truy cap dén déi twong. ACL co dic tinh ké thiva,
cé nghia la thanh vién clia mét nhém thi duoc thira huwdng cac quyén truy cap da cap cho nhém nay.

. CAC TAI KHOAN TAO SAN.

lll.1. Tai khoan ngw&i dung tao san.

Tai khoan nguoi dung tao sdn (Built-in) la nhirng tai khodn ngwdi dung ma khi ta cai dat Windows
Server 2003 thi mac dinh dwoc tao ra. Tai khoan nay la hé théng nén chung ta khéng cé quyén xoa di
nhwng van cé quyén dbi tén (cha y thao tac dbi tén trén nhirng tai khoan hé théng phirc tap mét chat
so v&i viéc dbi tén mot tai khoan binh thwéng do nha quan tri tao ra). Tat ca cac tai khoan ngudi dung
tao sdn nay déu néng trong Container Users cla cong cu Active Directory User and Computer. Sau
day la bang mé ta cac tai khoan nguwoi dung dwoc tao san:

Tén tai khoan Mo ta
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N Lo
Administrator |a moét tai khodn dac biét, cé toan quyén trén may tinh

hién tai. Ban c6 thé d&t mat khau cho tai khodn nay trong Iic cai dat
Windows Server 2003. Tai khoan nay c6 thé thi hanh tat ca cac tac vu
nhuw tao tai khoan ngwdi dung, nhém, quan ly cac tap tin hé théng va céu
hinh may in...

Administrator

Tai khoan Guest cho phép nguwéi dung truy cap vao cac may tinh néu ho
Guest khong c6 mét tai khodn va mat ma riéng. Mac dinh la tai khoan nay
khéng duoc st dung, néu duoc st dung thi théng thwdng né bi gi¢i han
vé quyén, vi du nhw la chi dwoc truy cap Internet hoac in 4n.

La tai khoan dac biét dwoc dung cho dich vu ILS. ILS hé tro cho cac (rng
ILS_Anonymous_ | dung dién thoai cé cac dac tinh nhw: caller ID, video conferencing,

User conference calling, va faxing. Muén st dung ILS thi dich vu lIS phai
dwoc cai dat.

IUSR_computer- | La tai khodn d&c biét dwoc dung trong cac truy cap giau tén trong dich vu
name IIS trén may tinh co cai llIS.

IWAM_computer- | La tai khoan d&c biét dwoc dung cho IS khéi dong céc tién trinh clia cac
name (rng dung trén may co cai lIS.

La tai khoan dac biét dwoc dung cho dich vu trung tdm phan phéi khoa

Krbtgt
(Key Distribution Center)

TSInternetUser | L3 tai khoan dc biét dwgc dung cho Terminal Services.

lll.2. Tai khoan nhém Domain Local tao san.

Nhwng chang ta da thay trong céng cu Active Directory User and Computers, container Users ch(ra
nhém universal, nhém domain local va nhém global 1a do hé théng da méac dinh quy dinh trudec.
Nhwng mot s6 nhém domain local dic biét dwoc dat trong container Built-in, cac nhém nay khéng
dwoc di chuyén sang cac OU khac, déng thoi né ciing dwoc gan mot sd quyén cb dinh truéc nhdm
phuc vu cho céng tac quan tri. Ban ciing chl y rang 1a khéng cé quyén xéa cac nhém déc biét nay.

Tén nhém \ Mb ta
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Administrators

Nhém nay mac dinh duoc 4n dinh s8n tt ca cac quyén han cho nén thanh
vién clia nhém nay cé toan quyén trén hé théng mang. Nhém Domain
Admins va Enterprise Admins l|a thanh vién mac dinh cla nhom
Administrators.

Thanh vién ctia nhém nay cé thé thém, xoéa, stra dwoc cac tai khodn ngudi

Account 2
Operators dung, tai khoan may va tai khodn nhém. Tuy nhién ho khéng cé quyén xda,
slra cac nhém trong container Built-in va OU.
Dornain Nhém nay chi cé trén cac Domain Controller va mac dinh khéng cé thanh
Controllers vién nao, thanh vién clia nhém cé thé dang nhap cuc bd vao cac Domain
Controller nhung khéng cé quyén quan tri cac chinh sach bao mat.
Thanh vién cla nhém nay cé quyén lwu trir dw phong (Backup) va phuc
Backup hoi (Retore) hé théng tap tin. Trong trwdng hop hé théng tap tin 1a NTFS
Operators va ho khoéng duoc gan quyén trén hé théng tap tin thi thanh vién ctia nhém
nay chi cé thé truy cap hé thdng tap tin théng qua céng cu Backup. Néu
mudn truy cap truc tiép thi ho phai dwoc gan quyén.
La nhém bi han ché quyén truy cap céac tai nguyén trén mang. Cac thanh
Guests vién nhom nay la ngwoi dung vang lai khdng phai la thanh vién ciia mang.
Mac dinh cac tai khoan Guest bj khoa
Print Operator Thanh vién ctia nhém nay cé quyén tao ra, quan ly va xéa bd cac dbi
twong may in dung chung trong Active Directory.
Server Thanh vién cla nhém nay cé thé quan tri cdc may server trong mién nhuw:
Operators cai dat, quan ly may in, tao va quan ly thw muc dung chung, backup di
liéu, dinh dang dia, thay déi gio...
Users Mac dinh moi ngwdi dung dwoc tao déu thudc nhém nay, nhém nay cé
quyen téi thiéu ctia mdt ngwdi dung nén viéc truy cap rat han ché.
Replicator Nhém nay duoc dung dé hd tro viéc sao chép danh ba trong Directory
Services, nhdm nay khéng cé thanh vién mac dinh.
F(I)r;gg{n.;.?gst Thanh vién nhém nay cé thé tao ra cac quan hé tin cdy hwéng dén, mot
Builders chiéu vao cac rivng. Nném nay khong cé thanh vién mac dinh.
Network . A . S A - 2 . P A s .
Configuration Thanh vién nhém nay co qu¥en stra ddi cac théng so TCP/IP trén cac may
Operators Domain Controller trong mién.
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Pre-Windows

2000 Nhém nay cé quyén truy cap dén tat ca cac tai khoan ngudi dung va tai
Compatible khodn nhém trong mién, nhdm hd tro cho cac hé théng WinNT cd.
Access
Remote Thanh vién nhém nay cé thé dang nhap t& xa vao cac Domain Controller

Desktop User | trong mi&n, nhém nay khéng c6 thanh vién mac dinh.

Thanh vién nhém nay cé quyén truy cap ti» xa d& ghi nhan lai nhitng gia tri
vé hiéu ndng cla cac may Domain Controller, nhém nay ciing khéng cé
thanh vién mac dinh.

Performace Log
Users

Performace Thanh vién nhém nay cé kha nang giam sat tr xa cac may Domain
Monitor Users | controller.

Ngoai ra con mét sé nhém khac nhuw DHCP Users, DHCP Administrators, DNS Administrators...
cac nhém nay phuc vu chi yéu cho cac dich vu, ching ta sé tim hiéu cu thé trong tirng dich vu & gido
trinh “Dich Vu Mang”. Chu y theo mac dinh hai nhém Domain Computers va Domain Controllers
dwoc danh riéng cho tai khoan may tinh, nhwng ban van cé thé dwa tai khodn ngudi dung vao hai
nhom nay.

lIl.3. Tai khoan nhém Global tao san.
Tén nhém M6 ta

Thanh vién ctia nhém nay cé thé toan quyén quan tri cdc may tinh trong
mién vi mac dinh khi gia nhap vao mién cac member server va cac may
tram (Win2K Pro, WinXP) da dwa nhém Domain Admins la thanh vién
cla nhém cuc bé Administrators trén cac may nay.

Domain Admins

Theo mé&c dinh moi tai khodn nguwdi dung trén mién déu la thanh vién
Domain Users | ctia nhém nay. M&c dinh nhém nay 1a thanh vién cla nhém cuc bd
Users trén cac may server thanh vién va may tram.

Thanh vién nhém nay c6 quyén stra dbdi chinh sach nhém cda mién,
theo mac dinh tai khoan administrator mién la thanh vién cla nhém
nay.

Group Policy
Creator Owners

DPay 1a mo6t nhém universal, thanh vién ctia nhém nay cé toan quyén
trén tat cd cac mién trong rivng dang xét. Nném nay chi xuét hién trong
mién gbc cua rirvng théi. Mac dinh nhém nay la thanh vién cla nhém
administrators trén cac Domain Controller trong rirng.

Enterprise Admins

Nhém universal nay ciing chi xuét hién trong mién gdc cda rirng, thanh 269

Schema Admins | vién clia nhém nay c6 thé chinh stra cau tric t& chirc (schema) cla
Active Directory.
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lll.4. Cac nhém tao san dic biét.
Ngoai cac nhom tao sén da trinh bay & trén, hé théng Windows Server 2003 con c6 mot s nhém tao
san dat biét, chung khéng xuét hién trén clra s6 cla céng cu Active Directory User and Computer,
ma chang chi xuét hién trén cac ACL cla cac tai nguyén va dbi twong. Y nghia ctia nhém déc biét nay
la:

- Interactive: dai dién cho nhirtng ngu®i dung dang sir dung may tai ché.

- Network: dai dién cho tat ca nhirng ngwdi dung dang ndi két mang dén mot may tinh khac.

- Everyone: dai dién cho tat cd moi ngudi dung.

- System: dai dién cho hé diéu hanh.

- Creator owner: dai dién cho nhirng nguwoi tao ra, nhirtng ngwdi s& hira mét tai nguyén nao dé
nhw: thw muc, tap tin, tac vu in n (print job)...

- Authenticated users: dai dién cho nhitng nguoi dung da dwoc hé théng xac thwe, nhém nay
dwoc dung nhw moét gidi phap thay thé an toan hon cho nhém everyone.

- Anonymous logon: dai dién cho mét ngwdi dung da dang nhap vao hé théng mét cach néc danh,
chang han mét ngwdi st dung dich vu FTP.

- Service: dai dién cho moét tai khoan ma da dang nhap véi tw cach nhw mét dich vu.

- Dialup: dai dién cho nhirng ngu®i dang truy cap hé théng théng qua Dial-up Networking.
IV. QUAN LY TAI KHOAN NGU'O'l DUNG VA NHOM cucC BO.

IV.1. Cong cu quan ly tai khoan ngwi dung cuc bé.

Mubdn t6 chirc va quan ly ngwdi dung cuc bd, ta dung céng cu Local Users and Groups. V&i cong cu
nay ban cé thé tao, x6a, stra cac tai khodn nguwdi dung, cling nhw thay ddi mat ma. Coé hai phwong
thirc truy cap dén cong cu Local Users and Groups:

- Dung nhv mét MMC (Microsoft Management Console) snap-in.

- Dung théng qua céng cu Computer Management.

Cac budc dung dé chén Local Users and Groups snap-in vao trong MMC:

Chon Start © Run, nhap vao hop thoai MMC va 4n phim Enter d& mé ctra sé MMC.
"Fi Consolel =10l x|

J Action  Wiew  Favorites |J = =)

Tree I Favorites I Name I

| | [

Chon Console @ Add/Remove Snap-in d& mé& hop thoai Add/Remove Snap-in.
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Nh&p chudt vao nut Add d& mé hop thoai Add Standalone Snap-in.
Chon Local Users and Groups va nhap chuét vao nat Add.

Hop thoai Choose Target Machine xuét hién, ta chon Local Computer va nhap chuét vao nat Finish
dé tré lai hop thoai Add Standalone Snap-in.

Nhép chuét vao nut Close dé tré lai hop thoai Add/Remove Snap-in.

Nhép chuét vao nut OK, ta s& nhin thay Local Users and Groups snap-in da chén vao MMC nhw
hinh sau.

"Hi Consolel - [Console Root] =10l x|
|J"En Consale  Window  Help |J = | |;|i|i||
|J fction  Wiew  Favorites |J o = | | @ |
Tree | Favorites | Name |

gLocal Users and Groups (Local)

Local Users and Groups {Local)
; D Lisers
Heel [:l Groups

Lwu Console béng cach chon Console @ Save, sau do ta nhap dwéng dan va tén file can lwu triv. Dé
tién lgi cho viéc quan tri sau nay ta c6 thé lwu console ngay trén Desktop.

Néu may tinh ctia ban khéng c6 ciu hinh MMC thi cach nhanh nhét dé truy cap cong cu Local Users
and Groups théng qua cong cu Computer Management. Nhap phai chuét vao My Computer va chon
Manage tir pop-up menu va mé ctva s6 Computer Management. Trong muc System Tools, ta sé
nhin théy muc Local Users and Groups

E Computer Managemenk ;IEIE'
| action  view |J<::- -D|||@ |
Tree I ame
@ Compuker Management (Local) = Olusers
=1, System Tools [Deroups

[E-{fi] Event viewer

% Systern Information

ﬁ Performance Logs and &lerts
71-§ 1 Shared Folders

= Device Manager

Local Users and Groups
[:| Users
D Groups
[—]--& Storage

.21 Disk Managemenk
&*. Disk Defragmenter
{=3 Logical Drives

.--@ Removable Storage j < | ﬂ
| | |

Céach khac dé truy cap dén cong cu Local Users and Groups la vao Start © Programs &
Administrative Tools © Computer Management.
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IV.2. Cac thao tac co’ ban trén tai khoan ngwéi dung cuc bé.

IV.2.1 Tao tai khoan méi.

Trong cdng cu Local Users and Groups, ta nhap phai chuét vao Users va chon New User, hdp thoai
New User hién thi ban nhap cac théng tin can thiét vao, nhung quan trong nhat va bat buéc phai cé 1a

muc Username.

2]

User name: Intuan

Full name: INguyen Bui &inh Tuan

Description: ITruong phong ky thuat

Password: Im

Confirm password: Ixxx

[ User must change password at next logon
[ User cannot change pazsword

[~ Pazsword never expires

[” Account is disabled

Create I

Cloze

IV.2.2 Xéa tai khoan.

Ban nén xda tai khoan nguoi dung, néu ban chac rang tai khoan nay khéng bao gid can dung lai niva.
Mudn x6a tai khodn nguoi dung ban mé cong cu Local Users and Groups, chon tai khoan ngudi
dung can xda, nhap phai chuét va chon Delete hodc vao thwc don Action @ Delete.

E Computer Management

=10l x|

J Action  Wiew |J<2=' "“x|lﬁ)

Tree I

@ Computer Management (Local)
= m Syskem Tools
&3] @ Event Yigwer
3] @ System Information
(&4 Perfarmance Logs and Alerts
B-g=] Shared Folders

2, Device Manager
-4 Local Users and Groups
a Users
1] Graups
EI@ Storage
-] Disk Management
= ﬁ% Disk Defragmenter
-{=) Logical Drives
[]-@ Remoevable Storage
EI--& Services and Applications

#1usk_SERVER  Internet Guest Account
AM_SERVER.  Internet Guest Account

uarn

Set Password

All Tasks 2

Rename

Properties

Help

Mame | Full Mame | Description
lg.\?\dministrator Built-in account For adminis!
%Guest Built-in account For guest a

Eiuilk-in account: far anonym
Builk-in account: far anonym
Truang phong ky thuak

| 1]

|De\etes the current selection,

Chu y: khi chon Delete thi hé théng xuat hién hop thoai héi ban mudn xéa that sy khéng vi tranh
trwdng hop ban xéa nham. Béi vi khi da xda thi tai khoan ngudi dung nay khéng thé phuc héi dwoc.
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Local Users and Groups

Once a user is deleted, even creating an identically namead user in the Future will not

@ Each user is represented by a unique identifier which is independent of the user name.
restore access to resources which currently include the user in their access control lists,

Are you sure you want to delete the user ntuan?

IV.2.3 Khéa tai khoan.

Khi mét tai khoan khéong st dung trong thdi gian dai ban nén khoéa lai vi ly do bao mat va an toan hé
théng. Néu ban xda tai khodn nay di thi khéng thé phuc héi lai dwgc do d6 ta chi tam khéa. Trong cong
cu Local Users and Groups, nhép déi chudt vao ngudi dung can khoa, hop thoai Properties cua tai

khoan xuét hién.

O Computer Management =1Olx|
J&ction i |J¢'-D||‘@ |
Tree I Tame | Full Kame | Description
@ Computer Management (Local) 4| lg.ﬂtdministrator Built-in account For adm
Hﬁe System Tools lgGuest Built-in account For gue:
[]--@ Event Yiewer EIUSR_SERVER Inkernet Guest Account Built-in account For anol
-G System Information @G ram_SERVER Internet Guest Account Buwilt-in account For anol
[]---ﬁ Performance Logs and &b l@ntuan Mguyen Bui Anh Tuan Truong phong ky thuat
-G Shared Folders
ey, DEvice Manager
=-#3 Local Users and Groups
i 23 Users
27 Groups
EI@ Skorage
----- (2] Disk Management
----- &*. Disk, Defragmenter
= Logical Drives
[]--@ Removable Storage
-84 Services and Applications 7.
< | _>l_I « | ||
| | |

Trong Tab General, danh dau vao muc Account is disabled.

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net

273



ntuan Properties i |

Remate control I Terminal Services Profile | Dialin
General I Member OF I Profile Environment | Sessions
g ntuan
Full name: INguyen Bui &inh Tuan
Description: |Tru0ng phong ky thuat

™ User must change password at nest logon
[~ User cannot change password

[~ Password never expires

W d

= Acoount is locked out

ak I Cancel Apply

IV.2.4 Déi tén tai khoan.

Ban c6 thé dbi tén bat ky moét tai khodn nguwdi dung nao, dong thdi ban cling cé thé diéu chinh cac
thong tin cla tai khoan nguwdi dung théng qua chic ndng nay. Chirc ndng nay cé wu diém la khi ban
thay déi tén ngudi dung nhwng SID cla tai khodn van khoéng thay déi. Mubn thay dbi tén tai khoan
nguwdi dung ban mé cong cu Local Users and Groups, chon tai khoan ngudi dung can thay ddi tén,
nh&p phai chuét va chon Rename.

IV.2.5 Thay déi mat khau.

Mudn d6i mat ma cta ngwdi dung ban mé cong cu Local Users and Groups, chon tai khodn ngudi
dung can thay dbi mat ma, nhap phai chudt va chon Reset password.

V. QUANLY TAl KHOAN NGU'Ol DUNG VA NHOM TREN ACTIVE
DIRECTORY.

V.1. Tao mé¢i tai khoan ngw®i dung.

Ban c6 thé dung cong cu Active Directory User and Computers trong Administrative Tools ngay
trén may Domain Controller dé tao cac tai khoan ngudi dung mién. Coéng cu nay cho phép ban quan
ly tai khodn nguoi dung tlr xa tham chi trén cac may tram khoéng phai dung hé diéu hanh Server nhuw
WinXP, Win2K Pro. Mudn thé trén cac may tram nay phai cai thém bd cong cu Admin Pack. B6 cong
cu nay nam trén Server trong thu muc \Windows\system32\ADMINPAK.MSI. Tao mét tai khoan
ngw®i dung trén Active Directory, ta lam cac bwéc sau:

Chon Start © Programs & Administrative Tools @ Active Directory Users and Computers.

Ctra sb Active Directory Users and Computers xuét hién, ban nhap phai chuét vao muc Users, chon
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New @ User.

275
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4% Active Directory Users and Computers oy ] 4
| <5 Console  Window  Help |_|- =] 1”
[ atn ven || &~ Bm FRBE| 2| afavSe |
Tree I netclass.com 5 objects
@ Active Directory Users | Mame I Type | Description
=] @ netclass.com (ZBuitin builtinComain
--[:l Builtin DComputers Conkainer Default container For upgrade. ..
[C3 Computers Domain Conkr.,.  Organizational ... Default container for new Win..,.
@l Domain Control | CFareignSecuri... Container Default container for security ...
(20 Foreignsecurity [Cdusers Container Default container for upgrade. ..
D Users
| | 2]

Hép thoai New Object-User xuét hién nhw hinh sau, ban nhap tén moé ta ngwdi dung, tén tai khoan
logon vao mang. Gia tri Full Name sé tw ddng phat sinh khi ban nhap gia tri First Name va Last
Name, nhung ban van cé thé thay déi dwoc. Chu y: gia tri quan trong nhat va bat budc phai cé 1a
logon name (username). Chudi nay 1a duy nhat cho mét tai khodn ngudi dung theo nhu dinh nghia
trén phan ly thuyét. Trong méi tredng Windows 2000 va 2003, Microsoft dwa thém mdt khai niém hau
t& UPN (Universal Principal Name), trong vi du nay 1a “@netclass.edu.vn”. Hau t& UPN nay gan vao
sau chubi username dung dé tao thanh moét tén username day da dung dé ching thuc & cép rivng
hodc chirng thwe & mot mién khac co quan hé tin cay véi mién ctia ngudi dung dé, trong vi du nay thi
tén username day di la “tuan@netclass.edu.vn”. Ngoai ra trong hop thoai nay ciing cho phép ching
ta d&t tén username cula tai khoan nguwdi dung phuc vu cho hé théng cii (pre-Windows 2000). Sau khi
viéc nhap céac thong tin hoan thanh ban nhip chuét vao nut Next dé tiép tuc.

MNew Object - User il

g Create in:  netclass.comdUsers

Firzt name: ITuan Initials: I
Last name: INgu_l,len
Full name: ITuan Mguyen

User logon name:
Iluan I @netclass. com bt I

User logon name [pre-windows 2000
[NETELASSY [ruan

< Back I Hext » I Cancel |

Hop thoai thtr hai xuét hién, cho phép ban nhap vao mat khiu (password) cla tai khodn nguoi dung
va danh dau vao cac lwa chon lién quan dén tai khoan nhuw: cho phép ddi mat khau, yéu ciu phai dbi
mat khau lan dang nhap dau tién hay khoa tai khoan. Cac lwa chon nay chung ta sé tim hiéu chi tiét &
phan tiép theo.
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New Dbject - User

g Create in.  netclass.com/l sers

Password: I xxxxxxxxx

Lanfirm password: I xxxxxxxxx

[~ User must change password at nest lngon

[V Uszer cannot change passward

[ account is disabled

< Back I Mest > I Cancel |

Hop thoai cudi cung xuét hién va né hién thi cac thong tin da ciu hinh cho ngudi dung. Néu tat ca cac
thong tin da chinh xac thi ban nhap chuét vao nut Finish d& hoan thanh, con néu can chinh stva lai thi
nhap chudt vao nut Back dé tré vé cac hop thoai truwde.

MNew DObject - User 5'

ﬁ Create i netclass.comdlsers

When you click Finish, the following object wil be created:

Full name: Tuan Maupen
User logon name: tuani@netclass.com

The uger cannot change the pazsword.
The pazsword never expires

< Back Cancel

V.2. Cac thudc tinh cua tai khoan ngwéi dung

Mubn quén ly cac thudc tinh clia cac tai khodn nguwoi ta dung cong cu Active Directory Users and
Computers (bang cach chon Start © Programs @ Administrative Tools @ Active Directory Users
and Computers), sau dé chon thw muc Users va nhap déi chuét vao tai khoadn ngudi dung can khao
sat. Hop thoai Properties xuat hién, trong hop thoai nay chira 12 Tab chinh, ta sé 1an lwot khdo sat
cac Tab nay. Ngoai ra ban cé thé gom nhém (dung hai phim Shift, Ctrl) va hiéu chinh théng tin cta
nhiéu tai khodn ngudi dung cung mét luc.
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mHeIpServices. oo

Security Group ... Group For the Help and Su...

Add to a group...
ﬁ 4 . - Disable Account
RAS and 183 ... Securty Group ... Serversin Enable Account
Schema Admins  Security Group ... Desidnater .o
gSUPPOR.T_ES... User . This is & ve Open Home Page
TelnetClients Security Group ... Members o Send Mai
thanh User e
- Lser Al Tasks »
trung User Cut
o Delete I
Properties
Help

V.2.1 Cac théng tin mé rong ciia ngwei dung

Tab General chira cac théng tin chung clia ngwéi dung trén mang ma ban da nhap trong luc tao ngu i
dung méi. Pong théi ban c6 thé nhap thém mot sé théng tin nhw: sb dién thoai, dia chi mail va trang

dia chi trang Web ca nhan...

Tuan Nguyen Properties ﬂﬂ
Member Of I Dial-in I Enviranment I Seszions
Femate control I Terminal Services Profile I

General | Address I Account I Frofile I Telephones I Organization

ﬁ Tuan Mguyen

FEirzt narne:
Last name:
Digplay name:
Drescription:

Office:

ITuan Iritials: I

INgu_l,len

INgu_l,lén Bisi Asnh Tugn

| Traing Phing K§ Thust

|cang Ty D&u Khi Wiing Tau

Telephone number:

E-mail:

“web page:

0908123456 Other... |

Ituan@yahoo. Com

Iwww.tuan.com Other... |

aK I Cancel | Apply

Tab Address cho phép ban c6 thé khai bao chi tiét cac théng tin lién quan dén dia chi cia tai khoan
ngudi dung nhuw: dia chi dwdng, thanh phd, ma vang, quéc gia...
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Tuan Mguyen Properties

tember OF | Dial-in | Enviranment | Seszions

Remate control
General  Address | Account | Prafile

Terminal Services Profile

| Telephonesl Organization

Street: 123 Nguwén Vi Cl, Cudn 5. =]
[

F.O. Box I

LCity: |Thénh Phé Ha Chi Minh

State/province: ITP

Zip/Postal Code: |08

Country/region; IVIET Mk j

2]

aK I Cancel | Apply

Tab Telephones cho phép ban khai béo chi tiét cac sb dién thoai cta tai khodn nguoi dung.

ntuan Properties

tdember OF I Dial-in I Environment I Seszions

Femate contral I
General I Address I Account I Profile

Temminal Services Profile
Telephones I Orgarization

— Telephone numbers

Home:

Other... |

Pager: I

Other... |

M obile: IDS‘I 8123456

Other... |

Eax: |e4-5-8451246

Other... |

IPphone:  [54-88451247

Other... |

Hotes:

[

2]

Tab Organization cho phép ban khai bao cac théng tin ngwdi dung vé: chirc néng cla cong ty, tén

phong ban tric thubc, tén cong ty ...
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V.2.2 Tab Account.

Tab Account cho phép ban khai bao lai username, quy dinh gi® logon vao mang cho nguw¢&i dung,
quy dinh may tram ma ngudi dung cé thé sir dung d& vao mang, quy dinh cac chinh sach tai khoan

ntuan Properties 2 il b3

tember OF | Dialin I Enwvironment I Sessions
Remate contral I Temminal Services Profile

General I Address I Account I Profile I Telephones  Organization

Title:

Departrment: |Phbng Kinh Doanh

Company: ICﬁng TuDEu Khiviing Tau

— Manager

Hame: I

Change... iew [Clear

Direct reports:

ak I Cancel Apply

cho nguwdi dung, quy dinh thei diém hét han cha tai khoan...
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Tuan Nguyen Properties

termber OF I Dial-in I Enviranimert I Sessions
Remate contral | Terminal Services Profile

General I Addrezs  Account | Profile I Telephones I Organization

User logon name:

IE I@netclass.com j

Uzer logon name [pre-windows 2000]:
|METCLASSY Jtwan

Logon Hours... LogOnTa... |

I™ &ccount is locked out

Account optionz:

[ User must change password at next logon ﬂ
¥ User carmot change passwaord
[ Pazsword never expires

[ Store password using reversible encryption j
—Account expires

% Mewver

£ Endok | Tuesday . May 20,2003 =l

2lx]

aK I Cancel I Apply
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Diéu khién gi& logon vao mang: ban nhip chuét vao nit Logon Hours, hop thoai Logon Houl?
hién. Mac dinh tat c& moi nguoi dung déu dwoc phép truy cap vao mang 24 gio méi ngay, trong tat ca
7 ngay cla tuan. Khi mét ngwdi dung logon vao mang thi hé théng sé kiém tra xem thoi diém nay cé
nam trong khodng thdi gian cho phép truy cap khéng, néu khéng phu hop thi hé thdng sé khéng cho
vao mang va thdng bao 16i Unable to log you on because of an account restriction. Ban c6 thé thay
déi quy dinh gi& logon bang cach chon vung thoi gian can thay ddi va nhap chuét vao nat lwa chon
Logon Permitted, néu nguwoc lai khéng cho phép thi nhap chudt vao nat lwa chon Logon Denied. Sau
day la hinh vi du chi cho phép ngudi dung lam viéc t&r 7h sang dén 5h chiéu, t thir 2 dén th&r 6. Chu
y: mac dinh ngwdi dung khéng bi logoff ty déng khi hét gid dang nhap nhwng ban cé thé diéu chinh
diéu nay tai muc Automatically Log Off Users When Logon Hours Expire trong Group Policy phan
Computer Configuration\ Windows Settings\Security Settings\ Local Policies\ Security Option.
Ngoai ra ban ciing c6 cach khac dé diéu chinh théng tin logoff nay bang cach dung cong cu Domain
Security Policy hodc Local Security Policy tuy theo bbi canh.

Logon Hours for Tuan Nguyen ll
e[ ok |
12:2:4:.6:8:10:12-2-4-6:8-10-12
AR e

4-6-8
A | PR A

Sunday

tonday

I " Logon Pemitted

Tuesday
r ' Logon Denied

‘wiednesday
Thursday

Friday

Saturday

Sunday thraugh Saturday from 12 AM to 7 AM

Chon Iya may tram dwgc truy cap vao mang: ban nhép chudt vao nut Log On To, ban sé théy hép
thoai Logon Workstations xuat hién. Hop thoai nay cho phép ban chi dinh ngwdi dung cé thé logon
tlr tht cd cac may tinh trong mang hodc gi¢i han ngwdi dung chi dwoc phép logon tir mét sé may tinh
trong mang. Vi du nhw ngwoi quan tri mang lam viéc trong méi trwdng bado mat nén tai khoan nguoi
dung nay chi dwoc chi dinh logon vao mang t&» mét sé may tranh tinh trang ngudi dung gia dang quan
tri d& tAn cong mang. Muédn chi dinh may tinh ma ngu®i dung dwoc phép logon vao mang, ban nhap
tén may tinh d4 vao muc Computer Name va sau d6 nhap chuét vao nut Add.

Logon Workstations 21x]

This feature requires the MetBI0S protocol. In Computer name, type the

prewindows 2000 computer name.

This user can log on to:

£ &l computers

(% The following computers
Computer name:
ITThanH Add
Server Edit |
MTuan
Bemaove |
oK Cancel |
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Bang mé ta chi tiét cac tuy chon lién quan dén tai khoan ngwei dung:

Tuy Chon Y Nghia

User must change
password at next logon

Nguwéi dung phai thay dbi mat khau Ian dang nhap ké tiép, sau dé
muc nay sé ty dong bd chon.

User cannot
password

change

Néu dwoc chon thi ngan khéng cho nguwdi dung tuy y thay déi mat
khéu.

Password never expires

Néu dwoc chon thi mat khiu cua tai khoan nay khéng bao gid hét
han.

Store password using
reversible encryption

Chi ap dung tuy chon nay déi véi nguoi dung déng nhap tlr cac may
Apple.

Account is disabled

Néu dwoc chon thi tai khodn nay tam thdi bi khéa, khéng st dung
duworc.

Smart card is required for
interactive login

Tuy chon nay dwoc dung khi ngwdi dung dang nhap vao mang thong
qua mét thé théng minh (smart card), luc d6 ngwoi dung khéng nhap
username va password ma chi can nhap vao mét sb PIN.

Account is trusted for
delegation

Chi 4p dung cho cac tai khoan dich vu nao can gianh duwoc quyén
truy cap vao tai nguyén véi vai tro nhirng tai khoan nguwdi dung khac

Account is sensitive and
cannot be delegated

Dung tuy chon nay trén mot tai khoan khach vang lai hodc tam dé
dam bao rang tai khodn d6 sé khong dwoc dai dién béi mot tai khoan
khac.

Use DES encryption types
for this account

Néu dwoc chon thi hé thdng sé hé tro Data Encryption Standard
(DES) v&i nhiéu mirc do khac nhau.

Do not require Kerberos
preauthentication

Néu duoc chon hé théng sé cho phép tai khoan nay dung mét kiéu
thwe hién giao thirc Kerberos khac véi kiéu ctia Windows Server 2003.

Muc cudi cuing trong Tab nay |a quy dinh thoi gian hét han cla mét tai khoan ngudi dung. Trong muc
Account Expires, néu ta chon Never thi tai khodn nay khéng bi hét han, néu chon End of: ngay
thang hét han thi dén ngay nay tai khodn nay bi tam khoa.

V.2.3 Tab Profile.

Tab Profile cho phép ban khai bdo dwdng dan dén Profile clia tai khodn ngudi dung hién tai, khai bao
tap tin logon script duoc ty dong thi hanh khi ngwdi dung dang nhap hay khai bao home folder. Chu
y cac tuy chon trong Tab Profile nay chd yéu phuc vu cho cac may tram trwéc Windows 2000, con dbi
v&i cac may tram tlr Win2K tré vé sau nhw: Win2K Pro, WinXP, Windows Server 2003 thi ching ta
c6 thé cAu hinh cac lwa chon nay trong Group Policy.
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tuan Properties i |

tember OF | Dialin I Enwvironment I Sessions
Remate contral I Temminal Services Profile
General I Address I Sccount Prafile | Telephones | Organization

— Uzer profile
Prafile path: I\\Sewer\MProfile\Tuan
Logon gcript: |taodia.bat
r— Home folder
 Local path: I
&+ Connect: IL: | 1= I\\Sewer\tuan

ak I Cancel | Apply |

Trwéc tién chang ta hay tim hiéu khai niém Profile. User Profiles la mot thw muc chiva cac théng tin
vé moi trudng ciia Windows Server 2003 cho tirng ngwdi dung mang. Profile chira cac qui dinh vé
man hinh Desktop, ndi dung ciia menu Start, kiéu cach phdi mau séc, vi tri sdp xép céac icon, biéu
twong chudt...

Mac dinh khi ngwdi dung ddng nhap vao mang, moét profile s& dwg'c m& cho ngudi dung dé. Néu 1a
lan d&ng nhap 1an dau tién thi ho sé& nhan dwoc moét profile chuan. Mot thw muc cé tén gidng nhw tén
clia nguoi dung dang nhap sé dwoc tao trong thw muc Documents and Settings. Thuw muc profile
ngw®i dung dwoc tao chira mét tap tin ntuser.dat, tap tin nay dwoc xem nhw 1a mét thw muc con chira
céac lién két thw muc dén céac biéu twong nén cha ngwdi dung. Trong Windows Server 2003 c6 ba loai
Profile:

Local Profile: 1a profile ctia ngu®i dung dwoc lwu trén may cuc bd va ho tw cau hinh trén profile do.

Roaming Profile: |a loai Profile dwgc chiva trén mang va ngwoi quan tri mang thém thong tin duwong
dan user profile vao trong théng tin tai khodn nguwdi dung, dé tw dong duy tri moét ban sao cla tai
khodn nguwoi dung trén mang.

Mandatory Profile: ngu®i quan tri mang thém théng tin dwérng dan user profile vao trong thong tin tai
khodn nguwdi dung, sau dé chép mot profile d cau hinh s&n vao dworng dan d6. Luc dé cac ngudi
dung dung chung profile nay va khéng duoc quyén thay dbi profile dé.

Kich ban dang nhap (logon script hay login script) 1a nhirng tap tin chwong trinh dwoc thi hanh méi
khi ngwdi dung dang nhap vao hé théng, véi chirc ndng la cdu hinh méi trwong lam viéc cla ngudi
dung va phan phat cho ho nhirng tai nguyén mang nhw 6 dia, may in (dwoc anh xa tlr Server). Ban cé
thé dung nhiéu ngdn ngir kich ban dé tao ra logon script nhu: Iénh shell cia DOS/NT/Windows,
Windows Scripting Host (WSH), VBScript, Jscript...
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DPéi voi Windows Server 2003 thi c6 hai cach dé khai bao logon script 1a: khai bao trong thug

cula tai khoan ngu&i dung thong qua céng cu Active Directory User and Computers, khai bao théng
qua Group Policy. Nhung chu y trong ca hai cach, cac tap tin script va moi tap tin can thiét khac phai
dwoc dat trong thw muc chia sé SYSVOL, nam trong \Windows\SYSVOL\sysvol, néu cac tap tin script
ndy phuc vu <cho «ca may tién Win2K thi phai dat trong thwe  muc
\Windows\Sysvol\sysvol\domainname\scripts. D& cac tap tin script thi hanh dwoc ban nhé cap
quyén cho cac ngudi ding mang c6 quyén Read va Excute trén cac tap tin nay. Sau day la mét vi du
vé mot tap tin logon script.

@echo off

rem Taodia.bat Version 1.0

rem neu nguoi dung logon ngay tai server thi khong lam gi ca.
ff %computername%.== tvthanh. goto END
rem xoa cac o dia anh xa dang ton tai

net use h: /delete >nul

net use j: /delete >nul

rem anh xa o dia h va j

net use h: \\tvthanh\users /yes >nul

net use j: \tvthanh\apps /yes >nul

rem dong bo thoi gian voi Server

net time \\tvthanh /set /yes

:END

Thw muc ca nhan (home folder hay home directory) la thw muc danh riéng cho méi tai khoan nguoi
dung, giup nguoi dung cé thé lwu trik cac tai liéu va tap tin riéng, déng thoi day ciing 1a thw muc méc
dinh tai ddu nhéc I&énh. Mudn tao mét thuw muc nhan cho ngudi dung thi trong muc Connect ban chon
6 dia hién thj trén may tram va duwéng dan ma dia nay can anh xa dén (chu y la cac thw muc dung
chung dadm bado da chia sé). Trong vi du nay ban chi thw muc ca nhan cho tai khoan Tuan la
“\server\tuan”, nhuwng ban c6 thé thay thé tén tai khoan bang bién méi truéng nguwoi dung nhu:
“Wserver\%username%"”.

V.2.4 Tab Member Of.

Tab Member Of cho phép ban xem va cu hinh tai khodn nguwdi dung hién tai la thanh vién cta nhirng
nhom nao. Mét tai khoan ngudi dung co thé 1a thanh vién cla nhiéu nhém khac nhau va né dwoc thira
hwéng quyén cua tAt cd cac nhém nay. Mudn gia nhap vao nhém nao ban nhap chudt vao nat Add,
hép thoai chon nhém sé hién ra.

Select thiz object tppe:

IGroups or Built-in security principals Object Types... |

Erom this location:

Inetclass.edu.vn Locations... |

Enter the object names to select (examples]:

Account Operators] LCheck Mames |

(u] | Cancel I
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Trong hép thoai chon nhém, néu ban nhé tén nhom thi c6 thé nhap trye tiép tén nhém vao va 'S
nhap chuét vao nut Check Names dé kiém tra cé chinh xac khéng, ban cé thé nhap gan dung dé hé
théng tim cac tén nhém co lién quan. Pay la tinh nang méi cia Windows Server 2003 tranh tinh trang
tim kiém va hién thi hét tAt cad cac nhém hién co trong hé thdng. Néu ban khéng nhé tén nhém thi chap
nhan nhap chudt vao nut Advanced va Find Now dé tim hét tat ca cac nhém.

Néu ban mubn tai khodn ngudi dung hién tai thoat ra khéi mét nhém nao dé thi ban chon nhém sau d6

nhap chudt vao nit Remove.

V.2.5 Tab Dial-in.

Tab Dial-in cho phép ban cu hinh quyén truy cap tir xa ciia ngwdi dung cho két néi dial-in hodc VPN,

ntuan Properties 2=
Remate contral I Terminal Services Profils I COM+

General | Addiess I Accaunt I Prafile I Telephanes | Organization

tember OF | Diskin |  Envionment |  Sessions

Member af:
Name | Active Directory Falder ‘
Account Operators  netclass.edu.vn/Builtin
Domain Llsers netclass edu.vndlsers

Bemove |

Primary group: Domain Users
EE=T——— There is no need to change Primary group unless
_4HI you have Macintosh clients or POSEX-compliant
applications.
QK | Cancel | Apply |

ching ta sé& khao sat chi tiét & chwong Routing and Remote Access.
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General I Address I Account I Frofile I Telephones I Organization
Remate control Terminal Services Profile
Member OF Dialin | Ervionment | Sessions

— Remote Access Permizsion [Dialin or WPN]

" Allow access

| Control access through Fernate sccess Balicy

= Werify CallerD: |

— Callback Options
& Mo Calback

" Set by Caller [Fouting and Femote Access Service only)

" Always Callback to: I

™| Aissign a Static [P Addiess l—
| sy Sitatic: Fautes

Define routes to enable for this Dial-in Static Routes ... |
conhection. —

2l

’TI Cancel | Apply
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V.3. Tao méi tai khoan nhém.

Ban tao va quan ly tai khodn nhém trén Active Directory thong qua cong cu Active Directory Users
and Computers. Truéc khi tao nhédm ban phai xac dinh loai nhém can tao, pham vi hoat déng cua
nhém nhw thé ndo. Sau khi chuén bi day du cac théng tin ban thwe hién cac budc sau:

Chon Start © Programs & Administrative Tools @ Active Directory Users and Computers dé& m&
cbng cu Active Directory Users and Computers Ién.

Nhép phai chudt vao muc Users, chon New trén pop-up menu va chon Group.

Hop thoai New Object — Group xuét hién, ban nhap tén nhém vao muc Group name, trudng tén
nhém cho cac hé diéu hanh truéc Windows 2000 (pre-Windows 2000) tu dong phat sinh, ban cé thé
hiéu chinh lai cho phu hop.

New Object - Group |

ﬁ Create in:  netclass. com/U sers

Group name:

IGiéovién

Group hame [pre-wWindaws 2000):

IGiéovién
Group scope————————————— Group type
" Domain local i

& Global

© Uriversal

ok I Cancel

Nhép chuét vao nut OK dé hoan tat va déng hop thoai.

V.4. Cac tién ich dong Iénh quan ly tai khoan ngwéi dung va tai khoan
nhém.

So v&i Windows 2000 Server thi Windows Server 2003 cung cip thém nhiéu céng cu dong lénh
manh mé, c6 thé dwoc ding trong cac tap tin x& Iy theo 16 (batch) ho&c cac tap tin kich ban (script) dé
quan ly tai khodn nguoi dung nhu thém, xda, stra. Windows 2003 con hd tro' viéc nhap va xuét cac dbi
twong tlr Active Directory. Hai tién ich dsadd.exe va admod.exe v&i dbi sb user cho phép ching ta
thém va chinh sira tai khodn ngwdi dung trong Active Directory. Tién ich csvde.exe dwoc dung dé
nhap hodc xuéat div liéu déi twong théng qua cac tap tin kiéu CSV (comma-separated values). Dong
thoi hé théng méi nay van con sir dung hai Iénh net user va net group ctia Windows 2000.

V.4.1 Lénh net user.
Churc nang: tao thém, hiéu chinh va hién thj thong tin cia cac tai khoan nguei dung .
Cu phap:

net user [username [password | *] [options]] [/domain]
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net user username {password | *} /add [options] [/domain]
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net user username [/delete] [/domain]

Y nghia céac tham sé:

Khoéng tham sé: duing dé hién thi danh sach cla tat ca cac tai khoan ngudi ding trén may tinh
[Username]: chi ra tén tai khodn nguwdi dung can thém, xoéa, hiéu chinh hodc hién thi. Tén cda tai
khodn nguoi dung co thé dai dén 20 ky tuw.

[Password]: 4n dinh hodc thay déi mat ma cla tai khoan ngudi dung. Mot mat ma phai co chiéu
dai t6i thiéu bang v&i chiéu dai quy dinh trong chinh sach tai khoan nguwoi dung. Trong Windows
2000 thi chiéu dai cia mat ma cé thé dai dén 127 ky tw, nhwng trén hé thdng Win9X thi chi hiéu
dwoc 14 ky tw, do d6 néu ban d&t mat ma dai hon 14 ky tw thi cé thé tai khoan nay khéng thé
logon vao mang tir may tram dung Win9X.

[/domain]: cac tac vu sé thwc hién trén may diéu khién vang. Tham sb nay chi ap dung cho
Windows 2000 Server la primary domain controller hoac Windows 2000 Professional |la thanh
vién clia may Windows 2000 Server domain.

[ladd]: thém mét tai khodn ngwdi dung vao trong co sé& di¥ liéu tai khoan ngudi dung.

[/delete]: x6a mét tai khodn ngudi dung khdi co s& dir liéu tai khoan ngwdi dung.

[/active:{no | yes}]: cho phép hoac tam khoa tai khodn nguwdi dung. Néu tai khoan bi khéa thi
ngwdi dung khong thé truy cap céac tai nguyén trén may tinh. M&c dinh 1a cho phép (active).
[lcomment:"text"]: cung cAp mé ta vé tai khodn ngwdi dung, mé ta nay co thé dai dén 48 ky tu.
[/lcountrycode:nnn]: chi dinh ma quéc gia va ma vang.

[lexpires:{date | never}]: quy dinh ngay hét hiéu lwc cta tai khodn ngudi dung.
[/fullname:"name"]: khai bao tén ddy da ctia ngudi dung.

[/homedir:path]: khai bao dwérng dan thw muc ca nhan cua tai khoan, chi y dworng dan nay da
ton tai.

[/passwordchg:{yes | no}]: chi dinh nguwoi dung cé thé thay dbi mat ma cta minh khéng, méac
dinh 1a c6 thé.

[/[passwordreq:{yes | no}]: chi dinh mét tai khoan nguwoi dung phai cé mét mat ma, mac dinh la co
mat ma.

[/profilepath:[path]]: khai bao duwéng dan Profile ciia nguwdi dung, néu khéng hé thdng sé ty tao
mot profile chudn cho ngu®i dung 1an logon dau tién.

[/scriptpath:path]: khai bdo dwéorng dan va tap tin logon script. Puwong dan nay cé thé la dwdng
dan tuyét déi hodc duworng dan twong dbi (vi du: %systemroot%\System32\Rep\import\Scripts).
[[times:{times | all}]: quy dinh gi® cho phép ngwdi dung logon vao mang hay may tinh cuc bd.
Céc thi trong tuan duwoc dai dién bdi ky tw : M, T, W, Th, F, Sa, Su. Gi¢ ta dung AM, PM dé phan
biét budi sang ho&c chiéu. Vi du sau chi cho phép ngudi dung lam viéc trong gi& hanh chinh tw
thtr 2 dén thir 6: “M,7AM-5PM; T,7AM-5PM; W,7AM-5PM; Th,7AM-5PM; F,7AM-5PM;”
[/lworkstations:{computernamel[,...] | *}]: chi dinh cadc may tinh ma nguoi ding nay cé thé si
dung dé logon vao mang. Néu /workstations khong c6 danh sach hodc danh sach 1a ky tw *' thi
ngwdi dung cé thé st dung bat ky may nao dé vao mang.

V.4.2 Lénh net group.

Chrc nang: tao mdi thém, hién thi hodc hiéu chinh nhém toan cuc trén Windows 2000 Server
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domains, Iénh nay chi cé hiéu lyc khi dung trén may Windows 2000 Server Domain Controllers.
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Cu phap:
net group [groupname [/comment:"text"]] [/domain]
net group groupname {/add [/comment:"text"] | /delete} [/domain]
net group groupname username] ...] {/add | /delete} [/domain]
Y nghia cac tham sé:
- Khéng tham sé: dung dé hién thj tén ctia Server va tén clia cac nhém trén Server do.
- [Groupname]: chi dinh t&én nhén can thém, mé rong hodc xda.

- [lcomment:"text"]: thém thoéng tin mé t& cho moét nhém méi hodc cé sdn, ndi dung nay cé thé dai
dén 48 ky tu.

- [/domain]: cac tac vu sé& thwc hién trén may diéu khién vang. Tham sé nay chi ap dung cho
Windows 2000 Server la primary domain controller hoac Windows 2000 Professional la thanh
vién ciia may Windows 2000 Server domain.

- [username] ...]]: danh sach m6t hodc nhiéu ngwdi ding can thém hodc xda ra khdi nhém, cac tén
nay cach nhau b&i khoang trang.
- [ladd]: thém mét nhém hoac thém mét ngwdi dung vao nhém.

- [/delete]: xba mdt nhém hodc xéa mét ngwdi dung khdi nhém.

V.4.3 Lénh net localgroup.

Churc ndng: thém, hién thi ho&c hiéu chinh nhém cuc bo.

Cu phap:
net localgroup [groupname [/comment:"text"]] [/domain]
net localgroup groupname {/add [/comment:"text"] | /delete} [/domain]
net localgroup groupname name [ ...] {/add | /delete} [/domain]

Y nghia cac tham sé:

- Khéng tham sO: dung hién thj tén server va tén cac nhom cuc bd trén may tinh hién tai.

- [Groupname]: chi dinh t&én nhén can thém, mé rong hodc xda.

- [lcomment:"text"]: thém théng tin mé t& cho moét nhém méi hodc cé sdn, ndi dung nay cé thé dai
dén 48 ky tw.

- [/domain]: cac tac vu sé& thyc hién trén may diéu khién vang. Tham sé nay chi ap dung cho
Windows 2000 Server la primary domain controller hoac Windows 2000 Professional la thanh
vién clia may Windows 2000 Server domain.

- [name [ ...]l: danh sach mét hodc nhiéu tén ngu®i dung hodc tén nhém can thém vao hodc xda
khdi nhém cuc bd. Céac tén nay cach nhau béi khodng trang.

- [ladd]: thém tén mdt nhédm toan cuc hoac tén ngwdi dung vao nhém cuc bd.

- [/delete]: x6a t&n mdt nhdm toan cuc hoac tén ngwdi dung khéi nhém cuc bo. 290

V.4.4 Cac lénh hd tro dich vu Active Driectory trong méi trwéng Windows Server 2003.

Trén hé théng Windows Server 2003, Microsoft phat trién thém mot s 1énh nhdm hé tro tét hon cho

dich vu Directory nhu: dsadd, dsrm, dsmove, dsget, dsmod, dsquery. Cac Iénh nay thao tac chu
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yéu trén cac déi twong computer, contact, group, ou, user, quota.
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Dsadd: cho phép ban thém mdt computer, contact, group, ou hodac user vao trong die—d
Directory.

Dsrm: x6a mot dbi twong trong dich vu Directory.

Dsmove: di chuyén mot dbi twong tir vi tri nay dén vi tri khac trong dich vu Directory.

Dsget: hién thj cac thdng tin lwa chon ctia mot dbi twong computer, contact, group, ou, server
hoac user trong mét dich vu Directory.

Dsmod: chinh stra cac thong tin cia computer, contact, group, ou hoadc user trong mét dich vu
Directory.

Dsquery: truy van cac thanh phan trong dich vu Directory.

Vi du:

Tao moét user méi: dsadd user “CN=hv10, CN=Users, DC=netclass, DC=edu, DC=vn” —samid
hv10 —pwd 123

Xo6a moét user: dsrm “CN=hv10, CN=Users, DC=netclass, DC=edu, DC=vn”

Xem céac user trong hé théng: dsquery user

Gia nhap user méi vao nhém: dsmod group “CN=hs, CN=Users, DC=netclass, DC=edu, DC=vn”
—addmbr “CN=hv10, CN=Users, DC=netclass, DC=edu, DC=vn”
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) ) A BéAi, 11
CHINH SACH HE THONG
Tom tat

Ly thuyét 5 tiét - Thwc hanh 6 tiét

Muc tiéu Cac muc chinh Bai tap bat SETRETNET
budc thém
K&t thuc bai hoc nay cung I. - Chinh sach tai khoan ngudi | pya vao bai| Duva vao bai
cap hoc vién kién thirc vé dung. tap médn Quan | tp moén Quan
chinh sach mat khau, Il. Chinh sach cuc bé. tri Windows | tri Windows
chinh sach khoa tai khoan . IPSec. Server 2003. | Server 2003.

ngudi dung, quyén hé
théng cia nguwdi dung,
IPSec ...

293

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net




.  CHINH SACH TAlI KHOAN NGU'O'l DUNG.

Chinh sach tai khoan nguwoi dung (Account Policy) dwoc dung dé chi dinh cac théng sb vé tai khoan
ngudi ding ma né duoc st dung khi tién trinh logon xay ra. N6 cho phép ban cau hinh cac théng sb
bdo mat may tinh cho mat khau, khoa tai khoan va chirng thuwc Kerberos trong viing. Néu trén Server
thanh vién thi ban sé thay hai muc Password Policy va Account Lockout Policy, trén may Windows
Server 2003 lam domain controller thi ban sé thdy ba thuw muc Password Policy, Account Lockout
Policy va Kerberos Policy. Trong Windows Server 2003 cho phép ban quan ly chinh sach tai khoan
tai hai cap do l1a: cuc bd va mién. Muén clu hinh cac chinh sach tai khodn ngudi dung ta vao Start &
Programs @ Administrative Tools @ Domain Security Policy hoac Local Security Policy.

I'i'ﬁl Default Domain Security Settings _ ||:|| i'

File Action Wiew Help

e | BlmBe

@ Security Settin&s | | Mame £ | Description
E'@ Account Policies @Password Palicy Passward Palicy
Password Policy @Account Lockout Policy account Lockout Policy
Ancaurk Lockput Policy @Kerberos Palicy kerberos Palicy
- Kerberos Palicy

[+ =g Local Policies
[]---g Ewent Log

-8 Restricted Groups
-8 System Services
F-8 Rregistry

-8 File System —
- Wireless Network (IEEE 802, 1;

-2 Public Key Policies -
KN — [ [l | >
| |

1. Chinh sach mat khau.

Chinh sach mat khau (Password Policies) nhdm dadm bao an toan cho mat khiu cta nguwdi dung dé
trach cac trwong hop dang nhap bat hop phap vao hé thdng. Chinh sach nay cho phép ban qui dinh
chiéu dai ngan nhat ctia mat khau, d6 phirc tap clia mat khau...

'fi Default Domain Security Settings ] B3

File Action Wiew Help
& = @@ ® @

@ Security Settings

; | Policy Setting

E‘@ Account Policies i i v 24 ds remembered
[H-iep Password Palicy aximum password age 42 days
% Account LDCI?'DU': Palicy Minimum password age 1 days
& Locaf?;;js: Palicy Minimum password length 0 characters
g Evert Log Password musk meet co,.. Disabled
i Stc-re passwords using ... Disabled

-8 Restricted Groups
-8 System Services
&8 Registry

-8 File System -
B Wireless Network (IEEE &02.1;

_D Public Key Policies =
1] | 3 1| | |
| |
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Cac lya chon trong chinh sach mat ma:

Chinh sach 0 ta Mac dinh

S6 lan dat mat ma khéng dwoc trung
nhau

Enforce Password History 24

. h X ~ h.;\ hl\t by At
Maximum Password Age Qey d!n‘. S? nga,y i 'eu nhat ma ma 42.
méa ngwdi dung co hiéu lyc

Quy sb ngay tbi thiéu trudc khi ngudi

Minimum Password Age diing co thé thay déi mat ma. !
Minimum Password Length Chiéu dai ngan nhét cia mat ma 7
Passworc.is Must Meet M’ét khau phéi‘ co d(f)’ phu’(j tap nhu: co Cho phép
Complexity Requirements ky tw hoa, thuwdng, co ky so.

Store Password  Using

Mat ma nguwdi dung dugc lwu duwdi

R ible E tion for All
eversible Encryption for dang ma hoa

Users in the Domain

Khéng cho phép

l.2. Chinh sach khoéa tai khoan.

Chinh sach khda tai khoan (Account Lockout Policy) quy dinh cach thirc va thoi diém khéa tai khodn
trong vung hay trong hé théng cuc bd. Chinh sach nay giup han ché tdn coéng théng qua hinh thirc
logon tw xa.

Céc thong sb cau hinh chinh sach khoa tai khoan:

Chinh sach 0 ta Gia tri mac dinh

Quy dinh sb lan cb géng
dang nhap trwdc khi tai| O (tai khodn sé khong bi khoa)
khoan bj khoa

Account Lockout
Threshold

La 0, nhwng néu Account Lockout

Account  Lockout dinh thoi gian khoa tai ,
ccoun ockout | Quy dinh thoi gian khoa tai | o o 1 old duoc thidt 1ap thi gia tri nay

Durati khoa
uration 0an 1430 pht
Reset Account | Quy dinh thdi gian dém lai| La 0, nhuwng néu Account Lockout
Lockout Counter | s6 l&n dang nhap khong | Threshold duogc thiét lap thi gia tri nay
After thanh cbéng la 30 phat.
Il. CHINH SACH cuc BO. 205

Chinh sach cuc b6 (Local Policies) cho phép ban thiét 1ap cac chinh sach giam sat cac dbi twong trén
mang nhw ngwdi dung va tai nguyén dung chung. Bdng thdi dwa vao cdng cu nay ban cé thé cap
quyén hé thdng cho cac ngudi dung va thiét 1ap cac lwa chon bao mat.
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I.1. Chinh sach kiém toan.
Chinh sach kiém toan (Audit Policies) giup ban cé thé giam sat va ghi nhan cac sy kién xay ra trong
hé thdng, trén cac déi twong ciing nhw déi véi cac ngwdi dung. Ban coé thé xem cac ghi nhan nay théng
qua cbéng cu Event Viewer, trong muc Security.

'{ii Default Domain Controller Security Settings ol x|
File Action View Help
e = | B 2
@ Security Settings g Policy  # | Policy Setting
! g Account lPlolicies P.udit account logon events SuCcess
Lcal PD.|ICIES. .ﬁ.udit account management Success
55 Audit Fto:ljcy . .C\udit directary service access SuCcess
= ;Iser Tg CES :.ssn;nment .C\udit logon events Success
5 enfE;: LRI .C\udit object access Mo auditing
{8 Restricted Groups .ﬁ.ud!t polllcly change Succes.sl
@ System Services ] Audit privilege use Mo auditing
3-8 Registry P.udit process tracking Mo auditing
@ File: System .C\udit syskem events Success
'f Wireless Metwork {IEEE &02.11) F
[Z1 Public key Policies
[Z1 Software Restriction Policies
‘g IP Security Policies on Active Direc
N ja J KO I 2

Céc lwa chon trong chinh sach kiém toan:

Chinh sach M6 ta

Kiém toan nhirng sw kién khi tai khoan dang nhap, hé théng sé ghi

Audit Account Logon Events . 2
uat Y 9 v nhan khi ngu¢i dung logon, logoff hoac tao mét két ndi mang

Hé théng sé& ghi nhan khi tai khoan nguwdi dung hodc nhém cé sw
thay déi thong tin hay cac thao tac quan tri lién quan dén tai khoan
ngw®i dung.

Audit Account Management

Audit
Access

Directory  Service

Ghi nhan viéc truy cap cac dich vu thuw muc

Ghi nhan céac s kién lién quan dén qua trinh logon nhu thi hanh moét

Audit Logon Events .
9 logon script hoac truy cap dén mot roaming profile.

Audit Object Access

Ghi nhan viéc truy cap cac tap tin, thw muc, va may tin.

Audit Policy Change

Ghi nhan cac thay dbi trong chinh sach kiém toan

Audit privilege use

Hé théng sé ghi nhan lai khi ban ban thao tac quan tri trén cac quyén
hé thdng nhw cip hodc x6a quyén clia mét ai d6.

Audit process tracking

Kiém toan nay theo déi hoat ddng cua chwong trinh hay hé diéu
hanh.

Audit system event

Hé théng sé& ghi nhan méi khi ban kh&i dong lai may hodc tat may.
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I1.2. Quyén hé théng ctia nguwi dung.
Déi v&i hé thbng Windows Server 2003, ban c6 hai cach cip quyén hé théng cho ngudi dung la: gia
nhap tai khodn nguoi dung vao cac nhdm tao san (built-in) d& ké thira quyén hodc ban dung céng cu
User Rights Assignment dé gan tirng quyén roi rac cho nguoi dung. Cach th&r nhat ban da biét st
dung & chuwong truée, chi cAn nhé cac quyén han cla tirng nhém tao sén thi ban c6 thé gan quyén
cho nguwoi dung theo yéu cau. Dé cdp quyén hé théng cho ngudi dung theo theo cach thd hai thi ban
phai dung coéng cu Local Security Policy (néu may ban khéng phai Domain Controller) hodc Domain
Controller Security Policy (néu may ban la Domain Controller). Trong hai cdong cu d6 ban mé& muc
Local Policy\ User Rights Assignment.

'ifi Default Domain Controller Security Settings i ]

Fille  Action Miew Help

& = | B 2
P Security Settings

[-2¢ Account Policies

Eg Local Policies
- #g] Audit Policy
~=g) User Rights Assignment
- Security Options
[# é Event Log
- Restricked Groups
#1-C8 System Services
-8 Registry
128 File System
[
[E
[
[E

Policy  # |Pn||c Sething =

Access this computer from the network. Eweryone, Administrators, Authenti. .
Act as park of the operating system

Add wirkstations to domain Authenticated Users

Adjust memory quatas for & process LOCAL SERYICE,METWORE SERVI. .
Allow log on lacally Administrators, Backup Operatars, .,
Allow log on through Terminal Services Mot Defined

Back up files and directories Administrators, Backup Operators, ..
Bypass traverse checking Everyone, Administrators, Authenti, .
Change the syskem time Administrators, Server Operators
Create a pagefile Administrators

Create a koken object

Create global objects Mot Defined =
Create permanent shared objects

Debug programs Adrinistratars

Deny access ko this computer from the netwaork. NETCLASS\SUPPORT _388945a0
Deny log on as a batch job

Deny log on as a service

Deny log on locally METCLASS\SUPPORT _388945a0
Deny log on through Terminal Services Mot Defined

Enable computer and user accounts to be tru,,, Administrators

Ferce shutdawn from a remote system Administrators, Server Operators
Generate security audits LOCAL SERYICE,METWORK SERYIC| +
4 | B

[F-H-F

1Y Wireless Network (IEEE 802,11) P
71-(] Public Key FPalicies

(7] Software Restriction Policies
]-‘g 1P Secutity Policies on Active Direc

Dé thém, bét mot quyén han cho ngwdi diung hodc nhém, ban nhap déi chudt vao quyén han duoc
chon, n6 sé& xuat hién mot hdp thoai chira danh sach ngw®i dung va nhém hién tai dang co quyén nay.
Ban cé thé nhap chudt vao nut Add dé thém nguwdi dung, nhém vao danh sach hodc nhap chudt vao
nat Remove dé xéa ngudi dung khéi danh sach. Vi du minh hoa sau la ban cip quyén thay dbi gi& hé
thdng (change the system time) cho ngudi dung “Tuan”.
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Change the system time Properties 2

Security Policy Setting |

44 Change the system time

f%‘-iﬁ

[+ Define these policy settings:

Adrniniztratars
:Server Operators
tuan

Add Usger or Group... Remove

Quyén

Access This Computer from
the Network

o]

Cancel | Lipply

Danh sach cac quyén hé théng cap cho ngudi dung va nhom:

M6 ta
Cho phép nguwoi dung truy cdp may tinh théng qua mang. Mac
dinh moi nguwdi déu cé quyén nay.

Act as Part of the Operating
System

Cho phép céac dich vu chirng thuc & mirc thap chirng thuc véi bat
ky ngui dung nao.

Add Workstations to the
Domain

Cho phép nguwoi dung thém mét tai khodn may tinh vao vung.

Back Up Files and
Directories

Cho phép ngudi dung sao Iwu dy phong (backup) cac tap tin va
thuw muc béat chap cac tap tin va thw muc nay ngudi do cé quyén
khong.

Bypass Traverse Checking

Cho phép nguoi dung duyét qua cau truc thu muc néu nguoi
dung khéng c6 quyén xem (list) néi dung thuw muc nay.

Change the System Time

Cho phép nguwdi dung thay dbi gi& hé théng ctia may tinh.

Create a Pagefile

Cho phép nguéi dung thay ddi kich thuwéc ctia Page File.

Create a Token Object

Cho phép mét tién trinh tao mot thé bai néu tién trinh nay dung
NTCreate Token API.

Create Permanent Shared
Objects

Cho phép mét tién trinh tao mét dbi twong thu muc théng qua
Windows 2000 Object Manager.
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Debug Programs

tién trinh nao.

Deny Access to This
Computer from the Network

Cho phép ban khoa ngwoi dung hoac nhém khéng dugc truy cap
dén cac may tinh trén mang.

Deny Logon as a Batch File

Cho phép ban ngan can nhirng ngudi dung va nhém dwoc phép
logon nhw mét batch file.

Deny Logon as a Service

Cho phép ban ngan can nhirng ngudi dung va nhém dwoc phép
logon nhuw mét services.

Deny Logon Locally

Cho phép ban ngan can nhirng ngwdi dung va nhém truy cap dén
may tinh cuc bd.

Enable Computer and User
Accounts to Be Trusted by
Delegation

Cho phép nguoi diung hodc nhém dwoc Oy quyén cho nguoi
dung ho&c moét dbi twong may tinh.

Force Shutdown from a
Remote System

Cho phép nguwéi dung shut down hé théng tir xa théng qua mang

Generate Security Audits

Cho phép nguoi dung, nhém hodc mét tién trinh tao mét entry
vao Security log.

Increase Quotas

Cho phép nguwdi dung diéu khién cac han ngach cla céc tién
trinh.

Increase Scheduling Priority

Quy dinh mét tién trinh c6 thé ting hodc gidm dé wu tién da dwoc
gan cho tién trinh khac.

Load and Unload Device
Drivers

Cho phép nguwdi dung cé thé cai d&t hodc g& bd cac driver cla
cac thiét bi.

Lock Pages in Memory

Khéa trang trong vung nhé.

Log On as a Batch Job

Cho phép mét tién trinh logon vao hé théng va thi hanh mét tap
tin chira cac 1énh hé théng.

Log On as a Service

Cho phép mét dich vu logon va thi hanh mét dich vu riéng.

Log On Locally

Cho phép nguwdi dung logon tai may tinh Server.

Manage Auditing and
Security Log

Cho phép ngu&i dung quan ly Security log.
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Modify Firmware
Environment Variables

Cho phép ngudi dung hodc mét tién trinh hiéu chinh cac bién méi
trwdng hé théng.
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Profile Single Process

Cho phép nguoi dung giam sat cac tién trinh binh thwong théng
qua cong cu Performance Logs and Alerts.

Profile System Performance

Cho phép nguoi ding giam sat cac tién trinh hé théng théng qua
cdbng cy Performance Logs and Alerts.

Remove Computer from
Docking Station

Cho phép nguw&i dung g& bd mét Laptop thong qua giao dién
ngwoi dung cta Windows 2000.

Replace a Process Level
Token

Cho phép moét tién trinh thay thé mét token méc dinh ma dwoc
tao b&i mot tién trinh con.

Restore Files and
Directories

Cho phép nguoi dung phuc héi tap tin va thw muc, bat chap
ngwdi dung nay cé quyén trén tap tin va thw muc nay hay khéng.

Shut Down the System

Cho phép nguwoi dung shut down cuc bé may Windows 2000.

Synchronize
Service Data

Directory

Cho phép nguwdi dung ddng bod di¥ liéu véi mét dich vu thu muc.

Take Ownership of Files or

Cho nguwdi dung twéc quyén s& hivu ciia mot dbi twong hé théng.

Other Objects

I1.3. Cac lwa chon bao mat.

Céc lra chon bdo mat (Security Options) cho phép ngwdi quan tri Server khai bao thém cac thdng sbé
nham t&ng tinh bado mat cho hé théng nhw: khéng cho phép hién thi ngudi dung da logon truéc dé hay
dbi tén tai khoan nguoi dung tao sdn (administrator, guest). Trong hé théng Windows Server 2003
hd tro cho chuing ta rat nhiéu lwa chon bao mat, nhwng trong gido trinh nay chuing ta chi khdo sat cac
Iwa chon thong dung.

Tﬂl Default Domain Security Settings - |I:||£|
File  Action  Wiew Help
« = | Bm xB| 2
@ Security Settings = Policy / I Policy Set «
2 @ Account Policies .ﬁ.ccounts: Administrator account status Mok Defin
! Password Policy . 8] Accounts: Guest account status Mot Diefin—
& Acchount LDC:T‘DU': L7 .ﬁ.ccounts: Lirrit local account use of blank pa... Mok Defin
5 é i KIT?'r Ieros Policy Accounts: Rename administrator accounk Mok Defin
e P Accounts: Rename guest account Mok Defin

P.udit: Audit the access of global system obje... Mok Defin
.D.udit: Audit the use of Backup and Restore .. Mok Defin
b .ﬁ.udit: Shut dowven system immediately i unab,.. Kok Defin
-8 Restricted Groups Devices: Allow undock without having to log on Rot Defin
-8 System Services Devices: Allowed to format and eject remova... Mok Defin

B8 Rregistry = Devices: Presvent users from installing printer... Mot Defin
o | S | ’

- -;‘ Audit Policy
‘ User R|ghts P.55|gnment

[+ ﬁ Event Log
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Mot sb Iwa chon bdo mat théong dung:
Tén lya chon Mo ta

Shutdown: allow system to be
shut down without having to log
on

Cho phép nguwdi dung shutdown hé théng ma khong can
logon.

Audit : audit the access of global

, Giam sat viéc truy cap cac dbi twong hé théng toan cuc.
system objects

Network security: force logoff | Tw dong logoff khéi hé thdng khi nguwdi dung hét thoi gian st
when logon hours expires. dung hoac tai khoan hét han.

Interactive logon: do not require

Khéng yéu cau & him CTRL+ALT+DEL khi | :
CTRL+ALT+DEL 6ng yéu cau an ba phim C i logon

Interactive logon: do not display

Khdng hién thj tén nguwdi dung da logon trén hop thoai Logon.
last user name 9 : g g g Op thoe g

Account: rename administrator

Cho phép dbi tén tai khoan Administrator thanh tén méi
account

Account: rename guest account | Cho phép déi tén tai khoan Guest thanh tén mai

lll. IPSec.

IP Security (IPSec) la mét giao thirc hd tro thiét 1ap cac két ndi an toan dwa trén IP. Giao thirc nay
hoat dong & tang ba (Network) trong mé hinh OSI do d6 né an toan va tién loi hon cac giao thirc an
toan khac & tang Application nhw SSL. IPSec ciing la mét thanh phan quan trong hé tro giao thirc
L2TP trong cong nghé mang riéng do VPN (Virtual Private Network). D& s&r dung IPSec ban phai tao
ra cac qui tac (rule), mot qui tc IPSec 1a sy két hop gitra hai thanh phan Ia cac bd loc IPSec (filter) va
cac tac dong IPSec (action). Vi du ndi dung clia mét qui tc IPSec |1a “Hay ma hoa tat ca nhivng div
liéu truyén Telnet tr may cé dia chi 192.168.0.10”, n6 gdm hai phan, phan bd loc 1a “qui tc nay chi
hoat déng khi cé di¥ liéu dwoc truyén tr may cé dia chi 192.168.0.10 théng qua céng 23”, phan hanh
déng la “ma hoéa dir liéu.

lll.1. Cac tac dong bao mat.

IPSec cua Microsoft hé tro bén loai tdc dong (action) bdo mat, cac tac dong bao mat nay giup hé

théng cé thé thiét 1ap nhirng cudc trao déi thong tin gitka cac may dwoc an toan. Danh sach cac tac

dong bao mat trong hé théng Windows Server 2003 nhu sau:

- Block transmissons: c6 chirc nang ngan chan nhirng géi di¥ liéu dwoc truyén, vi du ban muén
IPSec ngan chan di liéu truyén tir may A dén may B, thi don gian 1a chwong trinh IPSec trén may
B loai bd moi di liéu truyén dén tlr may A.

- Encrypt transmissions: c6 chirc ndng ma hda nhirng géi di¥ lieu dwoc truyén, vi du ching ta
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trén dwong truyén ndi két mang gitra hai may A va B. Cho nén chung ta can ciu hinh ch

s dung giao thirc ESP (encapsulating security payload) d& ma héa di¥ liéu can truyén trudc khi
dwa 1én mang. Luc nay nhitng ngudi xem trdom sé thay nhitng dong byte ngau nhién va khéng
hiéu dwoc div liéu that. Do IPSec hoat déng & tang Network nén hau nhw viéc ma hoéa dworc trong
subt dbi véi ngwdi dung, ngudi dung cé thé g&i mail, truyén file hay telnet nhw binh thwdng.

- Sign transmissions: cé chirc nang ky tén vao cac goi di¥ liéu truyén, nham tranh nhirng ké tan
codng trén mang gia dang nhirng géi di¥ liéu dwoc truyén tir nhirng may ma ban da thiét lap quan
hé tin cay, kiéu tAn cdng nay con cé cai tén |a main-in-the-middle. IPSec cho phép ban chéng lai
diéu nay bang moét giao thirc authentication header. Giao thirc nay la phwong phap ky tén sé héa
(digitally signing) vao cac géi di liéu trwdc khi truyén, nd chi ngan ngira dwoc gid mao va sai
Iénh théng tin chr khdng ngan dwoc sw nghe trom thong tin. Nguyén ly hoat déng cliia phwong
phap nay |a hé théng sé& thém moét bit vao cubi mdi goi di liéu truyén qua mang, tlr d6 ching ta cé
thé kiém tra xem di liéu c6 bi thay ddi khi truyén hay khéng.

- Permit transmissions: c6 chirc ndng la cho phép di¥ liéu dwoc truyén qua, chung dung dé tao ra
céac qui tac (rule) han ché moét sb didu va khong han ché mét sé diéu khac. Vi du mét qui tic dang
nay “Hay ngan chén tat cd nhivng div liéu truyén t&i, chi trle di liéu truyén trén cac céng 80 va
4437,

Chu y: dbi v&i hai tac ddng bao mat theo phwong phap ky tén va ma héa thi hé théng con yéu ciu ban
chi ra IPSec dung phwong phap chirng thwc nao. Microsoft hd tro ba phwong phap ching thuec:
Kerberos, chirng chi (certificate) hoac mot khéa dwa trén s thda thuan (agreed-upon key). Phuong
phap Kerberos chi ap dung dwoc gitra cac may trong cling mot mién Active Directory hodc trong
nhirng mién Active Directory co6 (y quyén cho nhau. Phwong phap dung cac ching chi cho phép ban
st dung cac chirng chi PKI (public key infrastructure) d& nhan dién mét may. Phwong phap dung
chia khoa chia sé trwdc thi cho phép ban dung mét chudi ky tw van ban théng thwong lam chia khéa
(key).

l11.2. Cac bd loc IPSec.

Dé IPSec hoat dodng linh hoat hon, Microsoft dwa thém khai niém bo loc (filter) IPSec, b loc cé tac
dung théng ké cac diéu kién dé qui tdc hoat dong. Bdng thdi ching ciing gi¢i han tAm tac dung cuta
cac tac dong bao mat trén mdt pham vi may tinh nao dé hay mét sé dich vu nao dé. Bé loc IPSec chu
yéu dw trén cac yéu té sau:

- Dia chi IP, subnet ho&c tén DNS clia may ngudn.

- Dia chiIP, subnet hoac tén DNS ctia may dich.

- Theo sb hiéu cdéng (port) va kién céng (TCP, UDP, ICMP...)

lII.3. Trién khai IPSec trén Windows Server 2003.

Trong hé théng Windows Server 2003 khéng hd trg mot cdng cu riéng cau hinh IPSec, do do6 dé trién
khai IPSec ching ta ding cac cong cu thiét 1ap chinh sach danh cho may cuc bd hodc dung cho mién.
Dé mé cong cu cau hinh IPSec ban nhap chuét vao Start © Run rdi gé secpol.msc hodc nhap chudt
vao Start @ Programs @& Administrative Tools @ Local Security Policy, trong cdng cu d6 ban chon
IP Security Policies on Local Machine.
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'fi Default Domain Controller Security Settings ] 9]

File  Action Yiew Help

co a@EBDE[(2 B

@ Security Settings Mame # | Description | Palicy Assigned

-8 Account Policies
[ 28] Local Policies
Event Log

@ Restricted Groups
@ Syskem Services
@ Reqgistry

@ File System
B Wireless Metwork (IEEE 502,113 P
D Public Key Policies

[#-(Z] Software Restriction Policies
.g IP Security Policies on Active Dired

|<| | o || i

rver (Request Secu... For all IP traffic, always req... Mo
ient (Respond Only)  Communicate normally {uns... Mo
cure Server (Requir... For all IP traffic, always req... Mo

Tém lai, cac diéu ma ban can nhé khi trién khai IPSec:

- Ban trién khai IPSec trén Windows Server 2003 thdng qua cac chinh sach, trén moét may tinh béat
ky nao dé vao tai mot thoi diém thi chi cé mot chinh sach IPSec dwoc hoat dong.

- Mai chinh sach IPSec gdm mét hodc nhiéu qui tac (rule) va moét phuong phap chirng thuwe nao dé.
Mac du cac qui tc permit va block khong ding dén chirng thuc nhuwng Windows van doi ban chi
dinh phwong phap chirng thye.

- IPSec cho phép ban chirng thyc thong qua Active Directory, cac chirng chi PKI hodc mét khoa
dwoc chia sé trwéce.

- M&i qui téc (rule) gdm mot hay nhiéu bo loc (filter) va mot hay nhiéu tac dong bado mat (action).

- Cb bbdn tac ddong ma qui tac co thé dung la: block, encrypt, sign va permit.

llI.3.1 Cac chinh sach IPSec tao san.

Trong khung ctra sb chinh ctia cdng cu cau hinh IPSec, bén phai ching ta thdy xuét hién ba chinh
sach duwoc tao sdn tén la: Client, Server va Secure. Ca ba chinh sach nay déu & trang thai chua ap
dung (assigned). Nhung cht y ngay cung mét thoi diém thi chi c6 thé c6 mét chinh sach dwoc ap
dung va hoat déng, cé nghia la khi ban ap dung mét chinh sach méi thi chinh sach dang hoat déng
hién tai sé tr& vé trang thai khéng hoat ddng. Sau day chung ta sé khao sat chi tiét ba chinh sach tao
s&n nay.

- Client (Respond Only): chinh sach qui dinh may tinh ctdia ban khéng chd déng dung IPSec trir khi
nhan duoc yéu cau dung IPSec tlr may dbi tac. Chinh sach nay cho phép ban cé thé két ndi dwoc
cé voi cac may tinh dung IPSec hodc khong dung IPSec.

- Server (Request Security): chinh sach nay qui dinh may server ctia ban chii dong cd géng khdi
tao IPSec mébi khi thiét lap két néi v&i cac may tinh khac, nhwng néu may client khong thé dung
IPSec thi Server van chip nhan két ndi khéng dung IPSec.

- Secure Server (Require Security): chinh sach nay qui dinh khéng cho phép bét ky cudc trao dbi div
liéu nao v&i Server hién tai ma khéng dung IPSec.

11.3.2 Vi du tao chinh sach IPSec dam bao mét két ndi dworc ma hoa. 305
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Trong phan nay chung ta bat tay vao thiét lap mét chinh sach IPSec nham dam bao mot két né oo
ma hoda gilra hai may tinh. Chung ta cé hai may tinh, may A c6 dia chi 203.162.100.1 va may B c6 dia
chi 203.162.100.2. Chung ta sé thiét 1ap chinh sach IPSec trén mdi may thém hai qui tac (rule), trir hai
qui tdc cha hé théng gbm: moét qui tdc ap dung cho di liéu truyén vao may va mét qui tc ap dung cho
dir liéu truyén ra khéi may. Vi du qui tdc dau tién trén may A bao gdm:

- B6 loc (filter): kich hoat qui tc nay khi co dir liéu truyén dén dia chi 203.162.100.1, qua béat ky
cdng nao.

- Tac déng bao mat (action): ma hoéa di liéu do.

- Chirng thyc: chia khoa chia sé truwdc 1a chudi “quantri”.

Qui tdc th® hai ap dung cho may A ciing twong tw nhung bod loc cé ndi dung nguoc lai la “di liéu

truyén di tir dia chi 203.162.100.1”. Chu y: cach d& nhat dé tao ra mot qui téc la trwdc tién ban phai qui

dinh cac bd loc va tac déng bao mat, rbéi sau d6 méi tao ra qui tac tr cac bd loc va tac dong bao mat

nay. Cac budc dé thwe hién mot chinh sach IPSec theo yéu cau nhu trén:

Trong cdéng cu Domain Controller Security Policy, ban nhép phai chudt trén muc IP Security
Policies on Active Directory, rbi chon Manage IP filter lists and filter actions.

Manage IP filter lists and filter actions 2=l
Manage I Filter Lists | tdanage Filker &ctions I

Thig dialog box alloves you to create and maintain the [P filker
ligtz that define pour netwark, traffic,

HH

The available IP filker listz are shared by all IP Security

policies,
IP* Filker Lists:
Mame Description |
A1 C fic Matches all ICMP packets betw,
AP Traffic Matches all IP packets from thiz ...
pgd. | Edt. | Remove |

(u] 4 I Cancel | Apply |

Hop thoai xuét hién, ban nhip chudt vao nut add dé& thém mét bo loc mai. Ban nhap tén cho bo loc
nay, trong vi du nay chdng ta d&t tén la “Connect to 203.162.100.1”. Ban nh&p chuét tiép vao nat Add
dé hé thédng hwéng dan ban khai bao cac théng tin cho b loc.
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I IP Filter List

21

A P filter list iz composed of multiple filkers. | thiz way. multiple subnets, IP

—_—t
ﬁ—' addreszes and protocols can be combined into one |P filker.

!

Hare:

Connect to 2031621001

Description; :
=] Edi.. |
LI Bemove |
|P Filkers: ¥ Use Add Wizard
Mirrnledl Diescription | Protocol | Source Port | Destination
4« |
O | Cancel |
A

Ban theo hwéng dan cla hé thdng dé khai bao cac théng tin, chl y nén danh dau vao muc Mirrored dé

qui t&c nay cé y nghia hai chiéu ban khéng phai tbn cong dé

tao ra hai qui tdc. Muc Source address

chon My IP Address, muc Destination address chon A specific IP Address va nhap dia chi
“203.162.100.1” vao, muc IP Protocol Type ban d& mac dinh. Cubi cung ban chon Finish d& hoan
thanh phan khai bao, ban nhap chudt tiép vao nut OK dé tré lai hop thoai dau tién.

Il 1P Filter List

d b

A P filker list iz composed of multiple filters, [n this way, multiple subnets, [P

=

!

—
= addrezzes and protocols can be combined into one IP filker.

Mame:
Connect ko 203.162.100.1
Description: Add... |
] Edi... |
:l Remove |
P Filters: v Usze Add wizard
Mirroredl D ezcription | Protocol | Source Port | D estination
Yes AMY ANY ANY
[l | |
Ok I Cancel |
A

Tiép theo ban chuyén sang Tab Manage Filter Actions dé tao ra cac tac dong bdo mat. Ban nhéap
chudt vao nut Add hé théng sé huéng dan ban khai bao céac théng tin vé tac dong. Trudc tién ban dat

tén cho tac dong nay, vi du nhw 1a Encrypt.Tiép tuc tron

g muc Filter Action ban chon Negotiate

security, trong muc IP Traffic Security ban chon Integrity and encryption. Dén day ban da hoan

thanh viéc tao mét tac dong bao mat.
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Manage IP fiiter lists and filter actions 2=l

Manage IP Filer Lists ~ Manage Filter Actions |

Thiz dialog box allows you to create and maintain the filker
actions that define the security of your netwark,

The available fiker actions are shared by all IP Security

policies.
Filter Actions:
Mame | Description
Encippt
Permit Permit unsecured IP packets to ...
Fequest Security [Dptional] Accepts ungecured communicati...
Require Securty Accepts ungecurad communicat...

Edt. | Bemove | & useaddwizard

Cloze | Cancel | Apply |

Cong viéc tiép theo 1a ban mét chinh sach IPSec trong d6 c6 chira mét qui tc két hop gitka bd loc va
tac dong vira tao & phia trén. Trong cdng cu Domain Controller Security Policy, ban nhap phai chu6t
trén muc IP Security Policies on Active Directory, rbi chon Create IP Security Policy, theo huéng
dan ban nhap tén cda chinh vao, vi du la First IPSec, tiép theo ban phai bé danh dau trong muc
Active the default response rule. Cac gia tri con lai ban d& mac dinh vi qui tdc Dynamic nay ching
ta khdong dung va sé tao ra mot qui tdc moi.

First IPSec Propetties 21x|

Rules | General I

Security rules for communicating with ather computers
P Secuity rles:
I Filter List | Filter Aatian | Authertication... | Tu
O <Dpnamic: Default Rezponze Preshared ey <M
<] | i
Add... Edit... Bemove | ¥ Use Add wizard 308
ar. | Catcel |
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TLT
Trong hép thoai chinh sach IPSec, ban nhap chudt vao nut Add dé tao ra qui tac méi. Hé ‘—‘--*—]L]
hwéng dan ban tirng buwdc thwe hién, dé&n muc chon bd loc ban chon bd loc vira tao phia trén tén
“Connect to 203.162.100.1”, muc chon tac ddng ban chon tac dong vira tao tén Encypt. Dén muc

chon phwong phap chirng thire ban chon muc Use this string to protect the key exchange va nhap
chudi lam khéa dé ma héa dir liéu vao, trong vi du nay la “quantri”.

First IPSec Propetties 21|

Rules | General I

Security rules for communicating with ather computers

1P Security mles:

I Filter List | Filter &sction | &uthertication... | Tu
Conrect bo 2037, Encrept Preshared Key  Mc
O <Dunarmic: Default Response Preshared Key <M
<] | |

Add... Edit... Bemove | ¥ Use Add Wizard

ak. | Canicel |

Dén buwéc nay thi cong viéc thiét 1ap chinh sach IPSec theo yéu cau trén cia ban da hoan thanh, trong
khung cta sb chinh cla cong cu Domain Controller Security Policy, ban nhap phai chuét 1én chinh
sach First IPSec va chon Assign dé chinh sach nay dugc hoat dong trén hé théng Server.

"fii Default Domain Controller Security Settings

=10l x|
File Action Miew Help
= & &
e 0@ B 28
@ Security Settings Marme | Description | Polic
B¢ Account .P?Iicias A Server (Request Secu...  For all IP traffic, always req... Mo
Local Policies Client (Respond Only)  Communicate normally (uns... Mo
Event Log cure Server (Requir... For all IP braffic, always req... o
{8 restricted Groups o TPSec vee
@ System Services
@ Registry
{8 File System
Y wireless Network (IEEE 802.11) Policies
(2 Public Key Policies
(L] software Restriction Policies
- g IP Security Policies on Active Directory (netclass, edu. vn)
| ol
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~ BAI 12
CHINH SACH NHOM

Tom tat

Ly thuyét 3 tiét - Thwe hanh 3 tiét

Muc tiéu Cac muc chinh Bai tap bat SETRETNET
budc thém

K&t thuc bai hoc nay cung l. Gioi thiéu vé chinh sach | pya vao bai| Dwa vao bai
cap hoc vién kién thirc vé nhom. tap médn Quan | tp moén Quan
Group Policy, cac chinh II. Trién khai moét chinh sach | tri  Windows | tri Windows
sach dbi v&i may tram, nhom trén mién. Server 2003. | Server 2003.
chinh sach dbéi v&i nguoi IIl. Cac vi du minh hoa.
dung... ' '
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GIO1 THIEU.

I.1. So sanh giira System Policy va Group Policy.

Vira rdi & chuwong trwdce, ching ta da tim hiéu vé chinh sach hé thdng (System Policy), tiép theo
chung ta sé tim hiéu vé chinh sach nhém (Group Policy). Vay hai chinh sach nay khac nhau nhu thé

nao.

Chinh sach nhém chi xuét hién trén mién Active Directory , né khong tdn tai trén mién NT4.

Chinh sach nhém lam dwoc nhiéu diéu hon chinh sach hé théng. T4t nhién chinh sach nhém chira
t4t ca cac chlrc nang cla chinh sach hé thdng va hon thé nira, ban cé thé dung chinh sach nhém
dé trién khai mot phan mém cho mét hodc nhiéu may mét cach ty dong.

Chinh sach nhém tw dong hay bd tac dung khi duwgc g& bd, khéng gibng nhw cac chinh sach hé
théng.

Chinh sach nhém dwoc ap dung thuérng xuyén hon chinh sach hé thdng. Cac chinh sach hé théng
chi dwoc ap dung khi may tinh dang nhap vao mang théi. Cac chinh sach nhom thi dwgc ap dung
khi ban bat may Ién, khi dang nhap vao mét cach tw dong vao nhirng thdi diém ngau nhién trong
subt ngay lam viéc.

Ban ¢6 nhiéu mirc do dé gan chinh sach nhém nay cho ngwdi trng nhém nguwdi hodc tirng nhém
déi twong.

Chinh sach nhém tuy c6 nhiéu wu diém nhwng chi ap dung dwoc trén may Win2K, WinXP va
Windows Server 2003.

.2. Churc nang cua Group Policy.

Trién khai phan mém tng dung: ban c6 thé gom tat ca cac tap tin can thiét dé cai dat mot phan
mém nao dé vao trong mot goéi (package), dat né Ién Server, roi dung chinh sach nhém hwéng
mot hodc nhiéu may tram dén géi phan mém do. Hé théng sé tw ddng cai dat phdn mém nay dén
tat ca cac may tram ma khéng can sy can thiép nao cta ngudi dung.

Gan cac quyén hé théng cho ngwei dung: chirc nang nay twong tw véi chirc nang cla chinh
sach hé thdng. N6 c6 thé cap cho mét hodc mot nhém ngudi ndo doé co quyén tt may server, dbi
gi& hé théng hay backup di liéu...

Gi&i han nhirng trng dung ma ngwei dung dwoc phép thi hanh: ching ta cé thé kiém soat
may tram cla moét ngwdi dung nao dé va cho phép ngudi dung nay chi chay dwgc mét vai rng
dung nao do théi nhw: Outlook Express, Word hay Internet Explorer.

Kiém soat cac thiét 1ap hé théng: ban cé thé ding chinh sach nhém dé qui dinh han ngach dia
cho mét ngwdi dung nao dé. Nguwoi dung nay chi dwoc phép Iwu triy téi da bao nhiéu MB trén dia
crng theo qui dinh.

Thiét lap cac kich ban dang nhap, ding xuat, kh&i dong va tat may: trong hé théng NT4 thi chi
hd tror kich ban dang nhap (logon script), nhung Windows 2000 va Windows Server 2003 thi hd
tro' ca bdn sy kién nay dwoc kich hoat (trigger) mot kich ban (script). Ban cé thé dung cac GPO
dé kiém soat nhirng kich ban nao dang chay.

Don gian héa va han ché cac chwong trinh: ban cé thé dung GPO dé g& bd nhiéu tinh ndng
khoi Internet Explorer, Windows Explorer va nhirtng chwong trinh khac.
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- Han ché tdng quat man hinh Desktop ctia ngw®i dung: ban c6 thé g& bé hau hét cac d
trén menu Start cta mét ngwdi dung nao dé, ngan chan khéng cho nguwdi dung cai thém may in,
stra dbi théng sb ciu hinh clia may tram...

. TRIEN KHAI MOT CHINH SACH NHOM TREN MIEN.

Chung ta cAu hinh va trién khai Group Policy bang cach xay dung cac déi twong chinh sach (GPO).
Céac GPO la mot vat chira (container) c6 thé chira nhiéu chinh sach 4p dung cho nhiéu nguwdi, nhiéu
may tinh hay toan bé hé théng mang. Ban dung chwong trinh Group Policy Object Editor dé tao ra
cac dbi twong chinh sach. Trong cla sé chinh clia Group Policy Object Editor c6 hai muc chinh: cau
hinh may tinh (computer configuration) va ciu hinh ngwdi dung (user configuration).

'ifti Group Policy Object Editor =10l x|
File Action Wiew Help

¢~ [m &6 @

f?j ame

=143 Computer Configuration Cnmputer Configuration

@[ software Settings
[:l Windows Settings
-7 Administrative Templates
EI@ User Configuration
[:l Saftware Settings
[:l Windows Settings
[:l adrinistrative Templates

QUser Configuration

|+
Extended }» Standard
| | |

Diéu ké tiép ban ciing chu y khi trién khai Group Policy la cac ciu hinh chinh sach ciia Group Policy
dwoc tich Ity va ké thira tlr cac vat chira (container) bén trén ctia Active Directory. Vi du cac nguoi
dung va may tinh vira & trong mién vira & trong OU nén s& nhan dwoc cac ciu hinh tir ca hai chinh
sach cap mién Ian chinh sach c4p OU. Cac chinh sach nhém sau 90 phut sé duoc lam twoi va ap dung
mot Ian, nhwng cac chinh nhém trén cac Domain Controller dugc lam twoi 5 phat mét lAn. Cac GPO
hoat dong dwgc khdng chi nho chinh stra cac thong tin trong Registry ma con nhé cac thw vién lién
két dong (DLL) lam phan mé& rong dat tai cac may tram. Chu y néu ban dung chinh sach nhém thi
chinh sach nhom tai chd trén may cuc bd sé x ly trwérc cac chinh sach danh cho site, mién hodc OU.

II.1. Xem chinh sach cuc b6 cia mét may tinh & xa.

Dé xem mot chinh sach cuc bd trén cac may tinh khac trong mién, ban phai cé quyén quan tri trén may
dé hodc quan tri mién. Luc dé ban cé thé dung lénh GPEDIT.MSC /gpcomputer:machinename, vi du
ban mudn xem chinh sach trén may PCO1 ban gé lIénh GPEDIT.MSC /gpcomputer: PCO1. Chua y 13
ban khong thé dung cach nay dé thiét lap cac chinh sach nhém & may tinh & xa, do tinh chat bdo mat
Microsoft khong cho phép ban & xa thiét Iap cac chinh sach nhém.
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II.2. Tao cac chinh sach trén mién.

Chung ta dung snap-in Group Policy trong Active Directory User and Computer hodc goi truoc tiép
tién ich Group Policy Object Editor tr dong lénh trén may Domain Controller dé tao ra cac chinh
sach nhém cho mién. Néu ban m& Group Policy tir Active Directory User and Computer thi trong
khung ctra s chinh clia chwong trinh ban nhap chuét phai vao biéu twong tén mién (trong vi du nay la
netclass.edu.vn), chon Properties. Trong hop thoai xuét hién ban chon Tab Group Policy.

netclass.edu.vn Properties 2=

Generall Managed By Group Policy I

i
g Current Group Policy Dbject Links for netclass
LS

Group Policy Object Links Mo Ovemde | Dizabled

k=% [ cfault Domain Policy

Group Paolicy Objects higher in the izt have the highest priarity.
Thiz izt obtained fram: tethanh netclass edu vn

New | agd. | Edt | |

Dptians... I Delete. .. | Properties | [y |

[ Block Palicy inheritance

Ok | Cancel | Apnly |

Néu ban chwa tao ra mét chinh sach nao thi ban chi nhin théy mot chinh sach tén Default Domain
Policy. Cubi hop thoai c6 mot checkbox tén Block Policy inheritance, chirc ndng cla muc nay la
ngan chan cac thiét dinh clia moi chinh sach bat ky & cp cao hon lan truyén xubng dén cap dang xét.
Chu y rang chinh sach dwoc ap dung dau tién & cap site, sau d6 dén cip mién va cudi cung la cap
OU. Ban chon chinh sach Default Domain Policy va nhdp chudt vao nut Option dé& ciu hinh cac lva
chon viéc ap dung chinh sach. Trong hodp thoai Options, néu ban danh d4u vao muc No Override thi
cac chinh sach khac dwoc ap dung & dong dudi sé khdng phu quyét dwoc nhirng thiét dinh cia chinh
sach nay, cho du chinh sach dé khéng danh d4u vao muc Block Policy inheritance. Tiép theo néu
ban danh diu vao muc Disabled, thi chinh sach nay sé khéng hoat déng & cap nay, Viéc disbale
chinh sach & mot cap khéng lam disable ban than dbi twong chinh sach.
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Default Domain Policy Dptions 2=

Link Options:

r Mo Owvermide: prevents other Group Policy Objects fn:umé
overnding policy et in this one

r Dizabled: the Group Policy Object iz not applied to thiz
cohtainer

OF I Cancel

Pé tao ra mét chinh sach méi ban nhap chudt vao nat New, sau d6 nhap tén cla chinh sach méi. bé
khai bao thém théng tin cho chinh sach nay ban cé thé nhap chudt vao nat Properties, hop thoai xuét
hién cé nhiéu Tab, ban c6 thé vao Tab Links dé chi ra cac site, domain hodc OU nao lién két voi
chinh sach. Trong Tab Security cho phép ban cp quyén cho nguoi ding hodc nhém ngudi ding cé
quyén gi trén chinh sach nay.

MNew Group Policy Object Properties 2=l

General | Links  Security | wl Fiter |

Group of uzer names:

ﬂ Autherticated | sers -
€T CREATOR OwNER

ﬁ Dormain Adming [MET CL WDlomain Adming)
ﬁ Enterprize Adminz [METCLASSAEnterprize Adminsg]
m EMTERFRISE DOMAIN COMTROLLERS

=gy |
Add... | Remove |
Permizzions for Domain Admins Allow Deny
Full Control
Fead
Write

Create Al Child Objects
Delete Al Child Objects

Apply Group Policy ;I

Faor gpecial permizsionz or for advanced settings, Advanced |
click &dvanced. —
()8 I Cancel | Spply I

OEEEO
OooOooon

Trong hop thoai chinh clia Group Policy thi cac chinh sach dwoc ap dung tir dwéi l1én trén, cho nén
chinh sach nam trén cung sé dwoc ap dung cudi cung. Do d6, cac GPO cang nam trén cao trong danh
sach thi cang c6 dé wu tién cao hon, néu chung cé nhirng thiét dinh mau thudn nhau thi chinh sach
nao nam trén sé thang. Vi ly do d6 nén Microsoft thiét k& hai nut Up va Down gilp ching ta cé thé di
chuyén céac chinh sach nay lén hay xuéng.
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netclass.edu.vn Propetties e |

Generall Managed By Group Palicy |

fa
Current Group Policy Object Links for netclass
L

Group Paolicy Object Links Mo Overide | Disabled

k=% ChinhS achHanChePhantem

Default Domain Policy

Group Policy Objects higher in the list have the highest priority.
This lizt obtained from: kvthanh.netelass.edu.vn

Mew | edd. | Ed | |

DOptiong. .. | Delete. . | Properties | Diown |

[~ Elock Policy inheritance

Clogze | Cancel | Apply |

Trong cac nGt ma ching ta chwa khao sat thi cé mét nut quan trong nhét trong hop thoai nay dé la nat
Edit. Ban nhap chudt vao nut Edit dé thiét 1ap cac thiét dinh cho chinh sach nay, dwa trén cac kha
néng ctia Group Policy ban cé thé thiét 1ap b4t ct th& gi ma ban muén. Ching ta sé khao sat mot sé
vi du minh hoa & phia sau.

-loix]
File  Action Wew Help
- BExXE 2

%}’ ChinhsachHanChePhaniiem [kvthar | mame | Description

Computer CDI'IF“J'—'_'EHU” @Account Falicies Password and account lockout polides
-[( software Settings éLn(al Policies Auditing, user rights and security options polices

: ED indnws Settings ﬁEvent Log Ewent Log
Smpt (SEUDIShUth [ restricted Groups Restticted Groups
urity Setk S
AdministveT lates mSystem Services System service sethings
» User Configuration & @Reg\stry Registry security sektings
[1-(23] Software Settings (C&File System File security settings
D Windows Settings .f ‘Wireless Metwork (IEEE 80Z.1... ‘Wireless Metwork Policy Administration. Manage th. ..

Fl-(] Admiriistrative Templates Cpublic Key Policies
[_dsoftware Restriction Policies

.@. IP Security Policies on Active ... Internet Prokocol Security (IPSec) Administration, ...

lﬂ—l 1o1] ] ‘ ‘ | O

. MOQT SO MINH HOA GPO TREN NGU'O'l DUNG VA CAU HINH
MAY.

lll.1. Khai bao mét logon script dung chinh sach nhém.

Trong Windows Server 2003 hé tro cho chung ta bdn su kién dé c6 thé kich hoat céac kich ban
(script) hoat dong la: startup, shutdown, logon, logoff. Trong cong cu Group Policy Object Editor,
ban cé thé vao Computer Configuration @ Windows Setttings @ Scripts dé khai bao cac kich ban
s& hoat dong khi startup, shutdown. Déng thoi dé khai bao cac kich ban sé hoat dong khi logon,
logoff thi ban vao User Configuration @ Windows Setttings @ Scripts. Trong vi du nay ching ta
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tao mot logon script, qua trinh gém cac buéc sau:
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Mé& cong cu Group Policy Object Editor, vao muc User Configuration © Windows Sett

Scripts.

'fi Group Policy Object Editor

File  Action Yiew Help

e o OmgBI[E

_=:j ChinhSachHanChePhantMern [bvthar HJ Scripts (Logon/Logoff)

EQ Computer Configuration
(2 Software Settings

i EID Windows Settings

: : ]| Seripts (Startupyshutdo Display Properties
§ Security Settings
[E-[C]) Administrative Templates Description:
E@ User Configuration

D Software Settings

EID Windows Settings

: Remote Installation Ser
2| Seripts (Logon/Lagoff)
i Security Settings

[_7] Falder Redirection
B-4] Inkernet Explorer Maint
[-[Z7] Administrative Templates

Logon

Contains user logon scripts,

1

K [ | Extended A4 Standard 7

Nhép dup chudt vao muc Logon bén cla sb bén phai, hop thoai xuét hién, ban nhip chuét tiép vao nut
Add dé khai bao tén tap tin kich ban can thi hanh khi dang nhap. Chu y tap tin kich ban nay phai dwoc
chlra trong thu muc c:\windows\system32\ grouppolicy\user\scriptlogon. Thu muc nay cé thé thay
déi, tbt nhat ban nén nhap chudt vao nut Show Files phia duéi hop thoai d& xem thw muc cu thé chira
céac tap tin kich ban nay. N6i dung tap tin kich ban cé thé thay dbi tuy theo yéu cau cda ban, ban cé thé

tham khdo tap tin kich ban & chwong trwéece.

Tiép theo dé kiém soat qua trinh thi hanh cla tap tin kich ban, ban can hiéu chinh chinh sach Run
logon scripts visible & trang thai Enable. Trang thai nay gitp ban cé thé phat hién ra cac I16i phat sinh
khi tap tin kich ban thi hanh t&» d6 chung ta cé thé sira chiva. D& thay ddi chinh sach nay ban nhap
chudt vao muc User Configuration @ Administrative Templates @ System @ Scripts, sau dé nhép

Logon Propertie: llﬂ
Scripts |
&H Add a Script 2 x|
_P Script Mame:
B Ilugin.bat Browse...
Script Parameters:
|f'\ogg\nd
|
Hemove
Ta view the script files stored in this Group Policy Object, press
the: button below,
Show Files.. |
Ok Cancel | Aply |

dup chudt vao muc Run logon scripts visible dé thay ddi trang thai.
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dung nao do,

"Hi Group Policy Object Editor _lo) ]

File  Action Wiew Help

w0 Bm|FE @

::j' Lacal Camputer Policy Setting | State |

-1 Windows Settings

EI--gﬂ User Configuration
+-[1] Software Settings
-1 Windows Settings
=] (21 Administrative Templates
B2 Windows Components
[C Start Menu and Taskbar
B2 Deskiop
(2 Contral Panel
{1 Shared Folders
[0 Metwark
B2 System
+-[[ User Profiles
“423) Seripts
- [0 Crrl+alkt+Del Options
i Logon
-1 Group Policy
“[11] Power Management

(1 Adrinistrative Templates E{( Run logoff scripts visible Mot configured

Extended ), Standard

B @ Computer Configuration @ Run logon scripts synchronousky Mot configured
-] Software Settings 58 Run legacy logon scripts hidden Mot configured

Enabled

e

IIl.2. Han ché chirc ndng cua Internet Explorer.
Trong vi du nay chung ta muédn cac ngudi dung duwéi may tram khéng dwoc phép thay ddi bat ki thong
s nao trong Tab Security, Connection va Advanced trong hop thoai Internet Options cta coéng cu
Internet Explorer. D& lam viéc nay, trong céng cu Group Policy Object Editor, ban vao User
Configuration @ Administrative Templates @ Windows Components @ Internet Explorer @
Internet Control Panel, chwong trinh sé hién ra cac muc chirc nang cta IE co thé gi&¢i han, ban chon
khéa cac chirc nang can thiét.

"fi Group Policy Object Editor d =]

Ele  Action Yew Help

© - | Em G| 2

=§' Default Domain Policy [tvthanh.netclass. edu. wn] Policy |
= Computer Corfiguration

Software Settings
Windows Settings
Administr ative Templates
iser Configuration
=[] Software Settings
- Software installation
-] Windows Settings
=[] Administrative Templates
(=1~ Windows Components
[ NetMeeting
=23 Internet Explarer
423 Internet Control Panel
(1] Offline Pages
w7 Browser menus
w2 Toolbars
+(Z7] Persistence Behavior
w2 Administrator Approved Controls
-2 Application Compatibility
(2] Help and Support Center
(232 Windows Explarer
{23 Microsoft Management Console
[ Task Scheduler
(23 Terminal Services
-2 Windows Tnstaller
~[1 Windows Messenger

~[2 Windows Update =
4 _ T ILI_I

| Setting | State |
{7 Disable the General page Mot configured
(£ Disable the Security page Enabled

{2 Disable the Cortert page Mot configured
{#% Disable the Connections page Enabled

{2 Disable the Programs page Mot configured

Mok configured
Enabicd

Extended b, Standard

ll1.3. Chi cho phép mét sé rng dung dworc thi hanh.
Dé ciu hinh Group Policy chi cho phép cac ngudi dung dwédi may tram chi s& dung dwoc mét vai ting
trong céng cu Group Policy Object Editor, ban vao
Administrative Templates. Sau d6 nhip dup chudt vao muc Run only allowed windows
applications dé chi dinh cac phdn mém dwoc

phép thi hanh.
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Eile  Action Yiew Help

& =] ol E

Computer Corfiguration
(20 Software Settings
(211 Windows Settings
(20 Administrative Templates
& User Configuration
=1+ Software Settings
i Software installation
(20 windows Settings
E-(Z] Administrative Templates
Windows Companents
(20 Start Menu and Taskbar
(20 Deskrop
(L1 Control Panel
-7 Shared Folders
(20 Network
43 System

By .
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State

Def aulk Damain Palicy [evEhanh.netclass, sdu. m)] Policy
i

(Duser Profiles

(seripts

(Cctrl+alk+Del Options
Logon

(6roup Palicy

(Orower Management

5 Century interpretation for Year 2000

54 Configure driver search locations

£ Code signing for device drivers

4 Custom user interface

54 Prevent access to the command prampt:

5 Prevent access to registry ediing tools
Run

2 Dortt run specified Windows applications

5 Tumn off Autoplay

% Restrict these programs from being launched from Help

5 Download missing COM companents
=% Windows Automatic Updates

5 Dot display the Getting Started welcome screen at logan

Mot configured
hot configured
hot configured
hot configured
hot configured
hot configured
hot configured
Enabled
hiot configured
Hiot configured
Mot configured
Mot configured
hot configured

' Extended }, Standard
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~ Bail3
QUAN LY DIA
Tom tat

Ly thuyét 3 tiét - Thwe hanh 5 tiét

Muc tiéu Cac muc chinh Bai tap bat SETRETNET
budc thém
K&t thuc bai hoc nay cung . Cac céu hinh hé théng tap Dwa vao bai|Dwa vao bai
cap hoc vién kién thirc vé tin. tap médn Quan | tp moén Quan
cac loai dinh dang dia, [I. CAu hinh dia lwu triv. tri Windows | tri Windows
cong nghé lwu trle moi lll. St dung chwong trinh Disk Server 2003. | Server 2003.
Dynamic Storage, ky thuat Manager.

nén va ma hoa di liéu... IV. Quan Iy viéc nén di liéu
V. Thiét lap han ngach dia
VI. Ma hoa di¥ liéu bang EFS
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. CAU HINH HE THONG TAP TIN.

Heé théng tap tin quan ly viéc lwu trlr va dinh vi cac tap tin trén dia cirng. Windows Server 2003 hd tro
ba hé théng tap tin khac nhau: FAT16, FAT32 va NTFS5. Ban nén chon FAT16 hodc FAT32 khi may
tinh s&r dung nhiéu hé diéu hanh khac nhau. Néu ban dinh st dung céc tinh nang nhw bao mat cuc bo,
nén va ma hoa cac tap tin thi ban nén dung NTFS5. Bang sau trinh bay kha nang cua tirng hé théng
tap tin trén Windows Server 2003:

Kha nang FAT16 FAT32 NTFS

Hé didu hanh hd | Hau hét cac hé diéu | Windows 95 OSR2, Windows | Windows 2000,
tro hanh 98, Windows 2000, 2003 2003

N . | 256  ky tw
H6 tro tén tap t i
) :. ro fen fap tin trén Windows, | 256 ky tu 256 ky tu

8.3 trén Dos
S& dung hiéu qua R , ,
) ) Khoén Co Cé

dia 9
Hb tro nén dia Khéng Khéng Co
H6 tro han ngach Khéng Khong Co
Hb6 tro ma hoa Khéng Khéng Co
Hb t 3 at

O trobdo mat cuc | sng Khéong Co
bo
H’R t > ~

6 o bao mat| . Co Cco
trén mang
KAI.Ch thwéc Vtzlume 4GB 30GB 1024GB
toi da dwoc ho tro

Trén Windows Server 2003/Windows 2000/NT, ban c6 thé s&r dung Iénh CONVERT dé chuyén dbi hé
théng tap tin tr FAT16, FAT32 thanh NTFS. Cu phap cta lénh nhwv sau:

CONVERT [4 dia:] /fs:ntfs

. CAU HINH PIA LUU TR(.

Windows Server 2003 hd tro hai loai dia lwu tri: basic va dynamic.

I1.1. Basic storage.

Bao gém cac partition primary va extended. Partition tao ra dau tién trén dia duoc goi la partition
primary va toan bo khéng gian cip cho partition duwoc st dung tron ven. M6i & dia vat ly co tdi da bdn
partition. Ban c6 thé tao ba partition primary va mét partition extended. V&i partition extended,
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ban c6 thé tao ra nhiéu partition logical.
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Il.2. Dynamic storage

Day la moét tinh nang méi cia Windows Server 2003. Dia Iwu trir dynamic chia thanh cac volume
dynamic. Volume dynamic khéng chra partition hodc & dia logic, va chi cé thé truy cap bang
Windows Server 2003 va Windows 2000. Windows Server 2003/ Windows 2000 hé tro ndm loai
volume dynamic: simple, spanned, striped, mirrored va RAID-5. Uu diém cutia cdng nghé Dynamic
storage so v&i cong nghé Basic storage:

- Cho phép ghép nhiéu & dia vat ly dé tao thanh cac 6 dia logic (Volume).

- Cho phép ghép nhiéu vung tréng khéng lién tuc trén nhiéu dia cirng vat ly dé tao 6 dia logic.

- Cb thé tao ra cac 6 dia logic cé kha nang dung 16i cao va tang tbc dd truy xuét...

11.2.1 Volume simple.

Chtra khong gian 14y tlr mét dia dynamic duy nhat. Khdng gian dia nay cé thé lién tuc hodc khong lién
tuc. Hinh sau minh hoa mét dia vat ly dwgc chia thanh hai volume don gian.

a0 Ta
"'-.,_.______/
Bimpla Volumea G
100GE
\_‘__‘____ _FF,.-" .
Bimple Volumsa D
100GE
‘\.HH______ E
Physical Disk 0

200GE

11.2.2 Volume spanned.

Bao gébm moét hodc nhiéu dia dynamic (t6i da la 32 dia). Si dung khi ban mubn téng kich c& cla
volume. D liéu ghi Ién volume theo th(r tw, hét dia nay dén dia khac. Théng thwdng ngudi quan tri
st dung volume spanned khi 4 dia dang s dung trong volume sép bj day va muén téng kich thuwéc
cla volume bang cach bd sung thém moét dia khac.

Plrysical Disk 0 Phiyzical Disk 1 Phyzical Disk 2 Phiyzieal Digk 3
100GE TaGR ThiGH ThG8
"\-.\_q___ __F___———_ =y |-'_ __"—-_,__ _____.-/

Spanned Valume Set D2

Do di¥ lieu dwoc ghi tudn tw nén volume loai nay khoéng ting hiéu ning s& dung. Nhuoc diém chinh
cta volume spanned |a néu mét dia bi hdng thi toan bd di¥ liéu trén volume khoéng thé truy xuét duoc.

11.2.3 Volume striped.
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Lwu trir di¥ liéu 18n cac day (strip) bang nhau trén mot hodc nhiéu dia vat ly (t6i da la 32). Do GeF e
dwoc ghi tudn ty l1én tieng day, nén ban co6 thé thi hanh nhiéu tac vu I/0 dong thdi, lam tang téc do truy
xuét di¥ liéu. Théng thwdng, ngwdi quan tri mang st dung volume striped dé két hop dung lwong cta
nhiéu 6 dia vat ly thanh moét dia logic ddng thdi tang téc dd truy xuét.

Physical Disk 1 Physical Disk 2 Physical Disk 3

Striped Yolume Set DA

Nhuwoc diém chinh cia volume striped 1a néu moét 6 dia bi héng thi di liéu trén toan bo volume méat
gia tri.

I1.2.4 Volume mirrored.

La hai ban sao ctia mét volume don gian. Ban dung mét 6 dia chinh va mét 6 dia phu. D& liéu khi ghi
lén dfa chinh déng thi cling sé& dwoc ghi Ién dia phu. Volume dang nay cung cép kha nang dung 16i
tb6t. Néu mot dia bi hdng thi & dia kia van lam viéc va khéng lam gian doan qua trinh truy xuét div liéu.
Nhuwoc diém cha phuwong phap nay 1a bd diéu khién dia phai ghi 1an lwvot 1én hai dia, lam gidm hiéu

nang.
I 11 1111 I “-
Contraller - Disk Mirraring

Physical Disk 0 Physical Disk O
Primary Secondary

Pé tang tbc do ghi ddng thoi ciing tdng khd nang dung 16i, ban cé thé st dung mét bién thé cla
volume mirrored la duplexing. Theo cach nay ban phai st dung mét bd diéu khién dia khac cho 6 dia
th&r hai.

anarj.'

Dizk Duplexing

Controller -
Physical Disk 0

Sacondary

Nhwoc diém chinh clia phwong phap nay la chi phi cao. D& c6 mét volume 4GB ban phai tbn dén
8GB cho hai 6 dia.
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1.2.5 Volume RAID-5.

Twong tw nhw volume striped nhung RAID-5 lai dung thém mét day (strip) ghi théng tin kiém 16i
parity. Néu mét dia clia volume bi héng thi théng tin parity ghi trén dia khac sé gitp phuc héi lai di
liéu trén dia hdng. Volume RAID-5 si¥ dung it nhat ba 6 dia (ti da la 32).

g

Systam
and
Boot Partitions

- v

Disk 0 Disk 1 Disk 2 Disk 3

-

S

3

RAID-5 Volume Set

Uu diém chinh cla ky thuat nay 1a kha nang dung 16i cao va téc dd truy xuat cao béi st dung nhiéu
kénh 1/0.

lll. SU’ DUNG CHUONG TRINH DISK MANAGER.

Disk Manager 1a mot tién ich giao dién dd hoa phuc vu viéc quan ly dia va volume trén méi trwong
Windows 2000 va Windows Server 2003. Dé c6 thé s&r dung dwoc hét cac chirc ndng cta chwong
trinh, ban phai dang nhap vao may bang tai khoan Administrator. Vao menu Start © Programs @
Administrative Tools © Computer Management. Sau d6 m& rong muc Storage va chon Disk
Management. Cira s6 Disk Management xuat hién nhu sau:

O computer Management \ =]

=) Fle Action Vew Window Help | =]

le =] 2]

@ Computer Management (Local) Yolurne: | Layout I T pel Filz 5 steml Stakus | Capacit: | F

=, System Taols Partiion  Basic NTFS Healthy (System) 1.95GB  °
[ Bvent viewer ZSJMRMEYOL_EN(D:) Partlion Basic CDFS Healthy S4EME @

Shared Folders

Local Users and Groups
Petformance Logs and Alerts
g Device Managet

Storage

E3) Remavable Storage K|
¢ Disk Defragmenter

Disk Management Z&pisk 0

I |
I
85 Services and Applications Basic {c)
3.0.0 =] 1.95 GB NTFS 1.04 GB
Onling Healthy (System) Unallocated

EPDisk 1 I

Basic
1022 MB 102z MB
Cnling Unallocated

Episk 2 |

Basic
1022 ME 102z ME
Crling Unallocated

=lcp-roM 0
CD-ROM NRMEYDL_EN (D:)
543 MB 543 MB CDFS
Crling Healthy
4 [ »] | W Unaliocated [l Primary partition |

Phan sau sé hwdng dan ban thuc hién cac thao tac can ban béng Disk Manager.
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lIl.1. Xem thudc tinh cua dia.

Nhép phai chuét 1én 6 dia vat ly mudn biét thong tin va chon Properties. Hop thoai Disk Properties
xuét hién nhw sau:

Disk O Properties i
General |
& Disk Disk 0
Type: Basic
Status: Online
Capacity: 17493 MB

Unallocated Space: 0 MBE

Device Type: SCS| [Port:2, Target 10: 0, LUM:0O)
Hardware Wendar: SEAGATE ST318405LC 5C51 Disk Device
Adapter Mame: Adaptec AIC-78933 Ulral B0/ PCI SCSI
Card
Wolumes contained on this disk:
Yolume | Capacity
4000 kB
13492 MB

Bropertiez |
’TI Cancel | Spply |

Hop thoai cung cap cac thong tin:

- Séthw tw cia 6 dia vat ly

- Loai dia (basic, dynamic, CD-ROM, DVD, dia chuyén d&i dwoc, hodc unknown)
- Trang thai cta dia (online hoac offline)

- Dung lvong dia

- Lwong khéng gian chwa cap phat

- Loai thiét bi phan cirng

- Nha san xuét thiét bj

- Tén clha adapter

- Danh sach cac volume da tao trén dia

l11.2. Xem thudc tinh cua volume hoac dia cuc bo.

Trén moét 6 dia dynamic, ban s dung cac volume. Nguwoc lai trén mét 6 dia basic, ban st dung cac
dia cuc bo (local disk). Volume va dia cuc bdé déu cé chirc ndng nhw nhau, do vay cac phan sau dwa
vao dia cuc boé d& minh hoa. D& xem thudc tinh clia mét dia cuc bd, ban nhap phai chudt I&én dia cuc bd
dé va chon Properties va hop thoai Local Disk Properties xuat hién.
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Local Disk {C:) Properties 2 x|

Security | Shadow Copies I Quata
General | Toolk | Hadware | Sharing
gl IS ysten
Type: Local Disk

File zystem:  MTFS

. Used space: 1.284,939,776 bytes 119 GE
. Free space: 812,472 320 bytes 774 ME
Capacity: 2097 412,096 bytes 1595 GE

Dirive C Dizk Cleanup |

[ Compress dive to save disk space

v Allow Indexing Service to index thiz dizk for fast file searching

ak I Cancel Apply

l1.2.1 Tab General.

Cung cép céac théng tin nhw nhan dia, loai, hé thdng tap tin, dung lvong da s dung, con tréng va tdng
dung lwong. Nut Disk Cleanup dung dé mé chuwong trinh Disk Cleanup ding dé xoa cac tap tin
khéng can thiét, giai phong khéng gian dia.

l1.2.2 Tab Tools.

BAm nut Check Now dé kich hoat chwong trinh Check Disk dung dé kiém tra 16i nhw khi khong thé
truy xuét dia hodc kh&i dong lai may khéng dang cach. Nut Backup Now s& mé& chwong trinh Backup
Wizard, hwéng dan ban cac budc thuwc hién viéc sao lwu cac tap tin va thw muc trén dia. Nut
Defragment Now mé& chuwong trinh Disk Defragment, dung dé don cac tap tin trén dia thanh mét khoi
lién tuc, giup ich cho viéc truy xuét dia.

2

Security | Shadow Copies I (uota I
General Taok: Hardware I Sharing

~ Emor-checking

Thiz option will check the volume for
BIrars.

- Defragmentation

@‘* Thiz option will defragment files on the volume:

=

Defragment Mow... |
~ Backup
This option will back up files an the volume.
B
=]
Backup Maw. |
0K | Cancel | Lpply |
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I1.2.3 Tab Hardware.
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Liét ké cac 6 dia vat ly Windows Server 2003 nhan dién dwoc. Bén dudi danh séch liét ké cae~
tinh cta 6 dia dwgc chon.

Local Disk (C:) Propetties 21x|
Security I Shadow Copies | (uota I
General I Toals Hardware | Sharing
Al disk. drives:

Disk. drives

e VMware, Vidware Vitual 5 SCSI Disk D Disk drives
_ﬁ Floppy disk dive Floppy disk....
i NECW M ar ihiware IDE COR10 vD/CDR..

~ Device Properties
W anufacturer: [Standard disk drives)
Location: Bus Mumber 0, Target ID 0, LUN O

Device Status: This device iz working praperly.

Troubleshoot | Froperties |

’TI Cancel | Apply |

I11.2.4 Tab Sharing.

Cho phép chia s& hodc khoéng chia sé & dia cuc bd nay. Theo mac dinh, tat ca cac & dia cuc bd déu
dwoc chia sé dwdi dang &n (c6 d4u $ sau tén chia sé).

Local Disk {C:) Properties i |

Security I Shadow Copies I Quaota |
General I Taools I Hardware Sharing
= “t'ou can share this folder with other uzers on your
network. To enable sharing for this folder, click Share this
falder.
™ Do not share this folder
Share name: |C$ j

Diescription: IDefauIt share

1z lirnit; % Marimum allowed

£ dllow this number of users: I _Ij
To set parmizsions for uzers who Peimizsions. . |
access this folder over the network, =
click Permissions.
To modity how people wee the content Offline Sett
while offine, click Offine Settings. _ Qe seings.._|
Mews Share... |
ak. I Cancel | Apply |

111.2.5 Tab Security.

Chi xuét hién khi da cuc bo nay s dung hé théng tap tin NTFS. Dung dé thiét Iap quyén truy cap I1én
dia. Theo mac dinh, nhém Everyone dwoc toan quyén trén thw muc gc“')c cla dia.
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Local Disk (C:) Properties 2lx

General I Tools I Hardware: I Sharing
Security I Shadaw Copies I Guota

E[DUD or uzer names:
€7 CREATOR OwWHER

ﬁ Evervone

€7 SvSTEM

€7 Users [TVTHANH sers)

Add... | Bemawve |

Permizzions for Administrators Allaw Dieny
Full Cantral o =
Wodify O
Read & Execute O
Lizt Folder Contents a
Read O
Wiiite O LI

For zpecial permiszions or for advanced settings, Advanced |
click &dvanced. —
ak. I Cancel | Apply I

11.2.6 Tab Quota.
Chi xuét hién khi st dung NTFS. Dung dé quy dinh lwong khéng gian dia cip phat cho ngui dung.

11.2.7 Shadow Copies.

Shadow Copies la dich vu cho phép ngwoi dung truy cap hoac khoi phuc nhirng phién ban trwéc day
cta nhirng tap tin da lwu, bang cach dung moét tinh ndng & may tram goi |a Previous Versions.

Local Disk (C:) Properties 2lxl
General I Tools | Hardware: | Sharing
Security Shadow Copies | Quota

Shadow copies allow users ta view the contents of shared folders
a3 the contents existed at previous paints in time. Far infarmation an
required client software, click here,

Select a volume:

Yolume | Mext Bun Time | Shares | Used |
LN 2200512, 0 101 MB on ...

Enable Settings. .. |

i~ Shadow copies of selected volume

741242005 3.00 &M

741242005 9.00 &AM Create Now |
Delete Mo |

QK. | Cancel | Apply |

I1.3. B6 sung thém mét 6 dia mé&i.
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l11.3.1 May tinh khéng hé trer tinh nang “hot swap”.
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Ban phai tadt may tinh réi méi I&p 6 dia maéi vao. Sau dé khdi dong may tinh lai. Chwong tri
Management sé& tw dong phat hién va yéu cau ban ghi mét chir ky dac biét 1en & dia, giup cho
Windows Server 2003 nhan dién dwoc 6 dia nay. Theo mac dinh, & dia mé&i dwoc cau hinh la mét dia
dynamic.

l11.3.2 May tinh hé tro’ “hot swap”.

Ban chi can 1ap thém & dia mé&i vao theo huwéng dan cla nha san xuat ma khéng can tat may. Réi sau
dé dung chirc nang Action @ Rescan Disk ctia Disk Manager dé phat hién 6 dia mai nay.

l11.4. Tao partition/volume méi.
Néu ban con khéng gian chwa cép phat trén moét dia basic thi ban c6 thé tao thém partition méi, con
trén dia dynamic thi ban cé thé tao thém volume mé&i. Phan sau hwéng dan ban s dung Create
Partition Wizard dé tao mot partition mai:

Nhap phai chuét 1én viing tréng chwa cip phat cla dia basic va chon Create Logical Drive.

Create Partition Wizard x|

Welcome to the Create Partition
Wizard

Thiz wizard helps you create a partition on a basic disk.

A basic disk iz a physical dizk that containg primary partitions,
extended partitions, and logical drives. & basic disk may also
cohtain volurmes created with Windows NT 4.0 and earlier.
YY'ou can alzo use M5-DOS to gain access to partitions on
baszic disks.

To continue, click Mext.

< Back Cancel |

Xuét hién hop thoai Create Partition Wizard. Nhan nat Next trong hdp thoai nay.
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Create Partition Wizard

Select Partition Type
You can specify what type of partition to create.

Select the type of partition you want to create;
= Brimary partition

' Evtended partition

Drescription
A logical dive is a volume you create within an extended partition on a basic

izl

< Back I MNext > I Cancel |

Trong hdp thoai Select Partition Type, chon loai partition ma ban dinh tao. Chi cé nhirng loai con kha
nang tao méi duwgc phép chon (tuy thudc vao 6 dia vat ly ctia ban). Sau khi chon loai partition xong

nhan Next dé tiép tuc.

Create Partition Wizard

Specify Partition Size
How big do you wart the partition to be?

Chooze a partition size that iz smaller than the maximumn disk space.

b aximurn disk space: 2291 MB

Minimum disk space: 7B

Amount of disk space to use: |2291 ﬁ ME

< Back I Mest > I Cancel |

Tiép theo, hop thoai Specify Partition Size yéu cau ban cho biét dung lwong dinh cap phat. Sau khi

chi dinh xong, nh&n Next.
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Create Partition Wizard

Specify Partition Size
How big do you wart the partition to be?

Choose a partition size that iz smaller than the maximurn disk space.

b aximurn disk space: 2291 MB
Minirmum disk space: 7B
Amount of dizk space to use: |2291 ﬁ ME

< Back I Mest » I Cancel |

Trong hop thoai Assign Drive Letter or Path, ban cé thé d&t cho partition nay mot ky tw 6 dia, hoac
gan (mount) vao mét thw muc réng, hodc khéng lam dat gi hét. Khi ban chon kiéu gén vao mét thw
muc réng thi ban cé thé tao ra vo sé partition mai. Sau khi da quyét dinh xong, nhan Next dé tiép tuc.

Create Partition Wizard

Asgcign Drive Letter or Path
You can azsigh a dive letter or diive path to a partition,

c

" Mourt this volume at an empty folder that supports drive paths:

I Browse...

" Do not assign a diive letter or diive path

< Back I Nest » I Cancel

Hop thoai Format Partition yéu cau ban quyét dinh c6 dinh dang partition nay khéng. Néu cé thi dung
hé théng tap tin la gi? don vi cAp phat la bao nhiéu? nhan cla partition (volume label) la gi? c6 dinh
dang nhanh khéng? C6 nén tap tin va thw muc khéng? Sau khi da chon xong, nhin Next dé tiép tuc.
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Create Partition Wizard

Format Partition
“Y'ou can customize the formatting of the partition.

S pecify whether you want ta fomat this partition.
~ Do nat farmat this partition

& Farmat this partition with the following settings:

Formatting

File system to use: INTFS 'I
Allocation unit size: IDefauIl 'l
Yolume label: INew Yolume

™ Perform a Quick Format [~ Enable file and folder compression

< Back I Heut = I Cancel |

Hop thoai Completing the Create Partition Wizard tém tat lai cac thao tac sé thwc hién, ban phai
kiém tra lai xem da chinh xac chwa, sau dé nhan Finish dé bat dau thwc hién.

Completing the Create Partition
Wizard

“fou have successfully completed the Create Partition
wizard.

“f'ou zpecified the following settings:

Disks Selected:
Disk. 0
Partition size: 2291 MB
Dirive letter or path: E:
File System: NTFS
Allocation Unit Size: Default LI

Walirme | ahel Mew ol ime

To cloge this wizard, click Finizh.

< Back I Finish I Cancel

lIl.5. Thay doéi ky tw 6 dia hodc dwong dan.
Muén thay ddi ky tw & dia cho partition/volume nao, ban nhép phai chuét Ién volume d6 va chon
Change Drive Letter and Path. Hop thoai Change Drive Letter and Path xuét hién.

Change Drive Letter and Paths for N 21x|

Allowe access to thiz volume through the drive letter and paths listed below.

Add.. Edi.. Remove |
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Trong hdp thoai nay, nhan nut Edit dé mé tiép hop thoai Edit Drive Letter and Path, m& danh sach
Assign a drive letter va chon moét ky tw & dia méi dinh dat cho partition/volume nay. Cudi cung déng
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y xac nhan cac thay déi da thyc hién.
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Edit Drive Letter or Path

E dit the drive letter or drive path for DATA [D:).
' Aszign a diive letter:  [J: ﬂ

-

Browse... |
oK I Cancel |

€ ot ir this MTFS fal gf
H:
|

111.6. Xoa partition/volume.

Dé t6 chirc lai mét & dia hodc huy cac dir liéu co trén mot partition/volume, ban c6 thé xoa né di. bé
thwe hién, trong ctra sé Disk Manager, ban nhap phai chudt 1én partition/volume mudn xoa va chon
Delete Partition (hodc Delete Volume). Mét hop thoai canh bao xuét hién, théng bao dir liéu trén
partition hodc volume sé& bj xo4 va yéu cau ban xac nhan lai 1an nira thao tac nay.

Delete logical drive |

& All data on Mew Yolume (E:} Logical Drive will be lost,

Are wou sure you wank to delete the selected logical driver

lIl.7. CAu hinh Dynamic Storage.

lI.7.1 Chuyén ché dé lwu triv.

DPé s dung dwoc co ché lwu trir Dynamic, ban phai chuyén dbi cac dia cirng vat ly trong hé théng
thanh Dynamic Disk. Trong cong cu Computer Management @ Disk Management, ban nhap phai
chuét trén cac & dia bén cha sb bén phai va chon Convert to Dynamic Disk.... Sau d6 danh dau vao
tat ca cac dia clrng vat ly can chuyén ddi ché do lwu trir va chon OK dé hé théng chuyén ddi. Sau khi
chuyén dbi xong hé théng sé yéu cau ban restart may dé ap dung ché dé lwu trir maoi.

o

g File Action iew ‘Window Help ‘;Iilll

e o BE R D

Camputer Management {Local) olume | Layout | Tvpe | File Syskem | Status | Capacit | F
m System Tools = Partition  Basic  MTFS Healthy (System) 1,95 GB

Local Users and Groups
@ Storage
Digk Managemenkt “PDisk 0
i icati Basic
& Services and Applications S0 Convert ko Dynaic Disk,., e
Onling Unallocated
Propetties

Online Unallocated

Everlt Viewer CEMRMEWGL_EN (D) Partltion  Basic COFS Healthy S43ME
Petrformance Logs and Alerts
& Removable Storage < | LI
@isl e [
Basic —
EDisk 2 I

% Shared Falders
Dewice Manager
Digk. Defragmenter ‘
1022 MB 1022 ME
Basic
1022 MB 1022 MB
Online Unallocated

Zico-roM o0
CD-ROM NRMEYDL_EN (D)
543 MB 543 ME COFS
Criline Healthy
4 x| B Unallocated [l Frimary partition
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Céc loai Volume ma ching ta sé tao & phan sau:
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E Computer Management ;Iglﬁl

g File  Action View MWindow Help |;|i|£|
e Om2 D&

Compuker Management (Local) Wolume | Layout | Type | File: S: steml Status | Capacit | Free Spat
i System Tools (=) Simple  Dynamic  NTFS Healthy (Boot) 1.95GE 672 MB
Everlt Vigwer EINew Yolume (F:)  RAID-5  Dynamic  NTFS Healthy 400MB 395 ME
% Shared Folders CEINRMEVOL_EN (D:) Partition Basic  CDFS Healthy S43MB OMB
Performance Logs and Alerts
i . 4] | i
Device Manager
Starage
@ & EPpisk 0

Local Users and Groups Ssparned (E:) Span...  Dynamic  NTFS Healthy 150MB 148 MB

Removable Storage "
e : 5 Drynamic (c:) New Yolume (
isk Defragmentsr 3.00 GB 1,95 GB NTFS 200 MB NTFS 867 MB
Disk Management Online Healthy {Boot) Healthy Unallocated
& Services and Applications
ZHDisk 1
Cryniamic Spanned { || New Yolume (F
1023 ME SOMEMNTFS || 200 ME NTFS 773 ME
Online: Healthy Healthy Unallocated
ZHDisk 2
Cryniamic Spanned (E: || New Yolume {1
1023 ME 100 ME MTFS 200 MEB MTFS 723 MB
Online: Healthy Healthy Unallocated
ZiD-ROM O
O-ROM MNRMEYOL_EN (D)
543 MB 543 MB CDFS
Onling Healthy
-
il | »| | M Unalocated W Primary partitiors [ Simple valume [l Spanned volume [ RAID-S vo\ume—1

l11.7.2 Tao Volume Spanned.
Trong cdng cu Disk Management, ban nhap phai chuét Ién ving tréng cta dia cirng can tao Volume,
sau do6 chon New Volume.

E Computer Management ;IEIEI

g File Ackion View ‘Window Help ‘;Iilﬂ

|= = 2|0

@ Computer Management (Local) Wolume | Layout | Tvpe | File System | Status | Capacit |

1 iy System Tools =i Simple  Dynamic  HTFS Healthy (Boot) 1,95 GB
Ewent Viewsr SENRMEVOL_EN (D!) Partition  Basic COF3 Healthy 543 MB

Shared Falders

Local Users and Groups
| Performance Logs and Alerts Al
=, Device Manager

@ Storage
ZPDisk 0
Rfamovabla Storage o ©
: Disk Defragmenter 3.00 GB 1,95 GB NTFS 1,04 GB
: Disk Management Online Healthy (Baot) Unallocated
- 3} Services and Applications
“Hisk 1 |
Crymamic
1023 MB 1023 ME
Online Unallocat _ Hew Volume. . |

Properties
“PDisk 2 [

Dwniamic Help
1023 MB 1023 ME——
Crline Unallocated

Sico-roM o0
CD-ROM NRMEYOL_EN (D:)
543 MB 543 MB CDFS
Cnline Healthy
-
< |+ B Unallocated [l Primary partition [l Simple volume —1

Tiép theo, ban chon loai Volume can tao. Trong trwérng hop nay chang ta chon Spanned.
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New Yolume Wizard x|

Select Volume Type
There are five tppes of volumes: simple, spanned, stiped, mimored, and R&ID-5. .

Select the volume you want to create:

© Simple " Minored
 RAIDS

 Striped

Description

A spanned volume iz made wp of disk space on more than one dynamic disk.
Create a spanned volume if you need a valume that is too large for a single disk.
‘f'ou can extend a spanned volume by adding free space from anather disk.

< Back I Mest » I Cancel |

Ban chon nhirng dia cirng dung dé tao Volume nay, ddng thdi ban ciing nhap kich thwéc ma méi dia
gianh ra dé tao Volume. Chu y dbi vé&i loai Volume nay thi kich thuwéc clia cac dia gianh cho Volume
c6 thé khac nhau.

New Yolume Wizard x|

Select Disks
“ou can select the disks and set the disk size for this volume. 2

Select the dynamic disks you want to use, and then click Add.

Awailable: Selected:

Disk. 0 1067 B i | Dizk 1 50 B
< Hemaove |
< Remowve All |

Total volume size in megabyptes [MB): 150
I aximurm available space in MEB: 1023

Select the amount of zpace in MEB: 100 _:I

% Back I Mest » I Cancel

Ban gan ky tw 6 dia cho Volume.
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New ¥olume Wizard x|

Assign Drive Letter or Path
For easier access, pou can assign a drive letter or dive path to your wolume. >

o iszign the following drive leter: IE 'l
" Maunt in the following empty NTFS folder:

I Browse, . |

" Do not assign a diive letter or diive path

< Back I Mext » I Cancel

Ban dinh dang Volume ma ban vira tao dé c6 thé chira div liéu.
x

Format Yolume
To store data on this volume, you must format it first. >

Choose whether you want to format this volume, and if so, what seftings you want to use.

" Do not format this volume

% Farmat this volume with the following settings:

File system: INTFS vl
Allocation unit size: I Default v l
Wolume label: ISpanned

I Enable file and folder compression

< Back I Mest » I Cancel |

Dén day da hoan thanh viéc tao Volume, ban c6 thé lwu trir div liéu trén Volume nay theo co ché da
trinh bay & phan ly thuyét.

11.7.3 Tao Volume Striped.

Cac budc tao Volume Striped ciing twong tw nhw viéc tao cac Volume khac nhwng chu y la kich
thwéc cla cac dia cirng gianh cho loai Volume nay phai bdng nhau va kich thuwéc clia Volume bang
tbng cac kich thuwéc clia cac phan trén.
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New Yolume Wizard x|

Select Disks
‘fou can select the disks and set the disk size for thiz volume. 2

Select the dynamic disks you want to uze, and then click Add.

Ay ailable: Selected:

Disk 0 1067 MB Add> |
< Remove |
< Remaove &ll |

Total volume size in megabytes [MEB]: 200
M aximurn available space in MEB: 922

Select the amount of space in MEB: 100 _:I

Disk2 100 MB

< Back I Mext > I Cancel

l1l.7.4 Tao Volume Mirror.
Cac budc tao Volume Mirror ciing twong tw nhw trén, chu y kich thwéc clia cac dia cieng gianh cho
loai Volume nay phai bang nhau va kich thwéc ctia Volume bang chinh kich thuwéc ctia mbi phan trén.

New Yolume Wizard x|

Select Disks
“rou can select the disks and set the disk size for this volume. 2

Select the dynamic disks you want to uze, and then click Add.

Aailable: Selected:

Nisk 1 100 ME

[ | Soppp
<Hem0ve
<F|em0veA||

Total volume gize in megabytes [MB]: 100
b aximum available space in MB: 922

Select the amount of space in MB 100 _:I

< Back I Mest » I Cancel

l1.7.5 Tao Volume Raid-5.

Céc budc tao Volume Raid-5 ciing twong tw nhw trén nhung chu y la loai Volume yéu ciu tbi thiéu
dén 3 dia crng. Kich thwéc cla cac dia cing gianh cho loai Volume nay phai bdng nhau va kich
thuwdc clia Volume bang 2/3 kich thwéc ctia mbi phan cong lai.
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New ¥Yolume Wizard x|

Select Disks
“rou can select the disks and set the disk size for this volume: z

Select the dynamic disks you want to use, and then click Add.

Ayailable: Selected:

Addy I Dizk 0
< Remave |
< Remove All |

Total volume size in megabytes (MB): 400
I aximum avalable space in ME: 922

Select the amount of space in MB: 200 _:I

200 MB

Dizk 2 200 MB

¢ Back I Mest > I Cancel

IV. QUAN LY VIEC NEN DU LIEU.

Nén di liéu 1a qua trinh lwu tri di liéu dwéi mét dang thire chiém it khong gian hon dir liéu ban dau.

Windows Server 2003 hd tro' tinh ndng nén céc tap tin va thw muc mét cach tw déng va trong subt.

Céc chwong trinh &ng dung truy xuét cac tap tin nén mét cach binh thworng do hé diéu hanh ty déng

gidi nén khi mé& tap tin va nén lai khi lwu tap tin Ién dia. Khd nang nay chi cé trén cac partition NTFS.

Néu ban chép mét tap tin/thw muc trén mot partition co tinh nang nén sang mét partition FAT binh

thwong thi hé didu hanh sé giai nén tap tin/thw muc dé truwéc khi chép di.

Pé thi hanh viéc nén moét tap tin/thw muc, ban s dung chwong trinh Windows Explorer va thuc hién

theo cac budc sau:

- Trong clra s6 Windows Explorer, duyét dén tap tin/thv muc dinh nén va chon tap tin/thu muc do.

- Nhép phai chuét Ién dbi twong d6 va chon Properties.

- Trong hdp thoai Properties, nhan nut Advanced trong tab General.

- Trong hdp thoai Advanced Properties, chon muc “Compress contents to save disk space” va
nhan chon OK.

Advanced Attributes 2

ﬂ ] Choose the settings vou want For this Folder

When vou apply these changes you will be asked if wou want the
changes bo affect all subfolders and files as well,

—Archive and Index attributes

¥ For fast searching, allow Indexing Service to index this Folder

—Cormpress or Encrypt aktributes

[T Compress conkents to save disk space

o Encrypt contents ko secure data

OK I Cancel |

Nhén chon OK trong hop thoai Properties d& xac nhan thao tac. Néu ban dinh nén mét thu muc, hop
thoai Confirm Attribute Changes xuét hién, yéu ciu ban lwa chon hoéc 1a chi nén thw muc nay théi
(Apply changes to this folder only) hoac nén ca cac thw muc con va tap tin cé trong thw muc (Apply
changes to this folder, subfolders and files). Thuc hién lwa chon ctia ban va nhan OK.
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Confirm Attribute Changes

‘fou have chosen to make the Following attribuke changeds):

Campress

Do you wank ko apply this change to this Folder only, or do you want to
apply it to all subfolders and files as well?

& Appky changes ko this Folder only:

" Apply changes to this folder, subfolders and Files

oK I Cancel |

Pé thwc hién viéc giai nén mot thu muc/tap tin, ban thwc hién twong tw theo cac budc & trén va bd
chon muc Compress contents to save disk space trong hép thoai Advanced Properties.

V. THIET LAP HAN NGACH DIA (DISK QUOTA).

Han ngach dia dwoc dung dé chi dinh lwong khoéng gian dia tbi da ma mét ngudi dung cé thé st dung
trén mot volume NTFS. Ban cé thé ap dung han ngach dia cho tat cd nguoi dung hodc chi dbi véi
trng ngw&i dung riéng biét.

Mot sb van dé ban phai lwu y khi thiét 1ap han ngach dia:

- Chicoéthé ap dung trén cac volume NTFS.

- Lwong khong gian chiém dung dworc tinh theo cac tap tin va thw muc do ngudi dung sé hivu.

- Khi nguwoi dung cai dat mot chwong trinh, lwong khong gian dia con trébng ma chwong trinh thay

dwoc tinh toan dwa vao han ngach dia ctia nguwdi dung, khéng phai 1a lwong khong gian con tréng
trén volume.

- DPuogec tinh toan trén kich thwéc that sw cla tap tin trong trwedng hop tap tin/thw muc duwgc nén.

V.1. Cau hinh han ngach dia.

Ban cAu hinh han ngach dia bang hop thoai Volume Propertise da gi¢i thiéu trong phan trén. Ban
ciing c6 thé mé& hop thoai nay bang cach nhap phai chuét lén ky tw & dia trong Windows Explorer va
chon Propertise. Trong hop thoai nay nhap chon tab Quota. Theo mé&c dinh tinh ndng han ngach dia
khéng dwoc kich hoat.
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Local Disk (C:) Properties 2 x|

General I Tools | Hardware: | Sharing |
Security | Shadow Copies Quota

§ Status: Dizk quotas are dizabled

¥ Enable quota management
¥ Deny disk space to uzers exceeding quota limit
Select the default quata limit for new users on this volume:

€ Do mot limit disk usage
% Limit disk space to [100 e =]

Set warming level to |99 IMB j

Select the quata logging optiohs for this volume:

[~ Log event when a user exceeds their quota limit

[~ Log event when a user exceeds their warning level

Quota Entries.... |
ak I Cancel | Apply |

Cac muc trong hép thoai c6 y nghia nhuw sau:

- Enable quota management: thyc hién hodc khong thwe hién quan ly han ngach dia.

- Deny disk space to users exceeding quota limit: ngudi dung sé khéng thé tiép tuc s dung dia khi
vt qua han ngach va nhan duogc thdng bao out of disk space.

- Select the default quota limit for new users on this volume: dinh nghia cac gi&i han st dung.
Cac lya chon bao gom “khéng dinh nghia gi¢i han” (Do not limit disk space), “gi¢i han cho phép”
(Limit disk space to) va “gi¢i han canh bao” (Set warning level to).

- Select the quota logging options for this volume: cé ghi nhan lai cac su kién lién quan dén st
dung han ngach dia. C6 thé ghi nhan khi nguoi dung vwot qua gidi han cho phép hodc vwot qua
gi¢i han canh bao.

- Biéu twong dén giao théng trong hodp thoai cé cac trang thai sau:

- Dén db cho biét tinh nang quan Iy han ngach khéng dwoc kich hoat.

- Dén vang cho biét Windows Server 2003 dang xay dwng lai théng tin han ngach.

- Pén xanh cho biét tinh ndng quan ly dang c6 tac dung.

V.2. Thiét Iap han ngach mac dinh.

Khi ban thiét lap han ngach mac dinh 4p dung cho cac ngu®i dung méi trén volume, chi nhirng ngudi
dung chwa bao gi¢ tao tap tin trén volume d6 me&i chiu anh hwéng. Cé nghia la nhirng nguwéi dung da
s& hiru cac tap tin/thw muc trén volume nay déu khéng bi chinh sach han ngach quy dinh. Nhw vay,
néu ban dy dinh &4p d&t han ngach cho tat ca cac ngudi dung, ban phai chi dinh han ngach ngay tir khi
tao lap volume.

Pé thwc hién, ban m& hodp thoai Volume Properties va chon tab Quota. Danh dau chon muc Enable
quota management va dién vao céc gia tri gi¢i han st dung va gi¢i han canh bao.
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V.3. Chi dinh han ngach cho tirng ca nhan.

Trong mét vai trwong hop, ban can phai chi dinh han ngach cho riéng mét ngudi nao dé, chang han cé
thé 1a cac ly do sau:

- Ngwd&i dung nay sé gilr nhiém vu cai dat cac phén mém mdi, va nhw vay ho phai c6 dwoc lvgng
khong gian dia tréng Ion.

- Hodc la ngudi dung da tao nhiéu tap tin trén volume trwédc khi thiét lap han ngach, do vay ho sé
khoéng chiu tac dung. Ban phai tao riéng mét gi¢i han méi ap dung cho ngudi doé.

Dé thiét Iap, nhan nut Quota Entries trong tab Quota cla hdp thoai Volume Properties. Clra sb
Quota Entries xuét hién.

#28 Quota Entries for Local Disk {C:) - |EI|5|
Quota Edit ¥iew Help
OXE - Q
Logon Marne Amount Used tpuota Limit | Warnin. ..
NT AUTHORITY!,. 244 KB Mo Limit: Mo Limik M
WNT AUTHORITYIL. .. Z19KE Mo Limit Ma Limnik [{1E:S
@OK Tran YanThanb TYTHAMNH) Thanh 2,786 ME 100 ME 99 ME Z
@OK Tieu Dong Mhan TYTHANH Mhon 2. 78 ME 100 ME 99 ME 2
5 total item(s), 1 selected, A

Chinh stra théng tin han ngach cia mét ngwi dung: nhan dup vao muc clia ngwdi dung twong
trng, hop thoai Quota Setting xuét hién cho phép ban thay déi cac gia tri han ngach.

Quota Settings for Tran ¥YanThanh ¢ e |

General I

g Uzer Tran YanT hanh [TYTHANHAT hanh)

Gyl vk 27EME [ 2% @

Quota remaining:  97.21 MB

= Da nat limit disk usage

& Limit dizk space ta | 100 IGB j
Set warning level ta I 5] IGB j

QK. I Cancel | Apply |

B6 sung thém mét muc quy dinh han ngach: trong clra s Quota Entries, vao menu Quota chon
muc New Quota Entry @ xuét hién hop thoai Select Users, ban chon nguwdi dung rdi nhdn OK @ xuét
hién hép thoai Add New Quota Entry, ban nhap cac gia tri han ngach thich hop va nhan OK.
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VI. MA HOA DU LIEU BANG EFS.

EFS (Encrypting File System) la mét k§ thuat dung trong Windows Server 2003 dung dé ma hoa cac
tap tin lwu trén cac partition NTFS. Viéc ma hoa sé bd sung thém mot I&ép bao vé an toan cho hé
théng tap tin. Chi nguoi dung cé ding khod maéi co thé truy xuét dwoc cac tap tin nay con nhirng ngudi
khac thi bi tr chdi truy cap. Ngoai ra, ngwdi quan tri mang con co thé dung tac nhan phuc hoi
(recovery agent) dé truy xuat dén bat ky tap tin nao bi ma hoa. D& ma hoa céac tap tin, tién hanh theo
cac buwdc sau:

Mé& clra sé Windows Explorer.

Trong clra sd Windows Explorer, chon cac tap tin va thwc muc can ma hoa.

Nhép phai chubt 1én cac tap tin va thw muc, chon Properties.

Trong hép thoai Properties, nhan nut Advanced.

Hoép thoai Advanced Properties xuét hién, danh dadu muc Encrypt contents to secure data va nhan
OK.

Advanced Attributes 21x|

ﬂ ] Choose the settings you want For this Folder

When you apply these changes you will be asked if wou want the
changes to affect all subfolders and files as well,

—Archive and Indesx attributes

I Folder is ready For archiving

¥ For Fast searching, allow Indexing Service ko index this Folder

—Campress or Encrypt attributes

™ Compress contents ta save disk space

7l Encrypt cantents ko secure data

0K I Cancel

Tré lai hop thoai Properties, nhdn OK, xuét hién hop thoai Confirm Attribute Changes yéu can ban
cho biét s& ma hoa chi rieng thuw muc dwoc chon (Apply changes to this folder only) hodc méa hoa
toan bo thu muc ké cac cac thu muc con (Apply changes to this folder, subfolders and files). Sau
doé nhan OK.

Confirm Attribute Changes x|
‘fou have chosen to make the Following attribuke changeds):

encrypk

Do you wank ko apply this change to this Folder only, or do you want to
apply it to all subfolders and files as well?

" apply changes to this folder only

* {apply changes ko this Folder, subfolders and Files:

K I Cancel |

Dé thoi khdng ma hoa cac tap tin, ban thwc hién twong tu theo cac bwédc trén nhwng bd chon muc
Encrypt contents to secure data.
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Bai 14
TAO VA QUAN LY THU MUC DUNG CHUNG

Tom tat

Ly thuyét 4 tiét - Thwe hanh 10 tiét

Muc tiéu Cac muc chinh CETRET Y L SETRETNETY]
budc thém

Két thuc bai hoc nay cung | Tao cac thuw muc ding Dwa vao bai|Dwa vao bai
cap hoc vién kién thirc vé chung. tap mén Quan | tap mén Quan
cac loai quyén truy cap, II. Quan ly cac thw muc dung tri Windows | tri Windows
tao va quan ly cac thuw chung. Server 2003. | Server 2003.
muc dung chung trén ll. Quyén truy cap NTFS.
mang, NTFS, DFS... V. DES
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.  TAO CAC THU MUC DUNG CHUNG.

.1. Chia sé thw muc dung chung.

Céc tai nguyén chia sé 1a cac tai nguyén trén mang ma cac ngudi dung cé thé truy xuat va st dung
théng qua mang. Mubn chia sé mét thw muc dung chung trén mang, ban phai logon vao hé théng véi
vai trd ngu®i quan tri (Administrators) hodc |a thanh vién cia nhém Server Operators, tiép theo trong
Explorer ban nhap phai chudt trén thw muc d6 va chon Properties, hop thoai Properties xuét hién,

chon Tab Sharing.

General  Sharing |Security| Eustnm\zal

— “t'ou can share this folder with ather users on your
ﬁ.,; network. Ta enable sharing for this falder, click Share this
folder.

Diescription: Du Liew Dung Chung

User limit:  Mawimum allowed

" Allow this number of users: 100 =
To zet permissions far users whao Permissions |
access this folder over the network, —
click Permissions.
To madify how people use the content Offfine Settings. |
while: offline, click Offine 5ettings. = s
Mew Share.. |
oK I Cancel | Lpply |

Y nghia ctia cac muc trong Tab Sharing:

Muc

Do not share this folder

Mo ta

Chi dinh thw muc nay chi dwoc phép truy cap cuc bd

Share this folder

Chi dinh thw muc nay dwgc phép truy cap cuc bd va truy cap qua
mang

Share name

Tén thv muc ma ngudi dung mang nhin thay va truy cap

Cho phép ngu®i dung mé ta thém théng tin vé thw muc dung

Comment R
chung nay
- Cho phép ban khai bao s6 két ndi tdi da truy xuat vao thw muc tai
User Limit . R
mot thoi diem
Cho phép ban thiét Iap danh sach quyén t ap tho
Permissions o phép ban thiét 1ap danh sach quyén truy cap théng qua mang

clia ngwdi dung

Offline Settings

Cho phép thv muc dwoc lwu trik tam tai liéu khi lam viéc dwéi ché
do Offline.
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I.2. Cau hinh Share Permissions.

Ban mudn cap quyén cho cac nguwdi dung truy cap qua mang thi dung Share Permissions. Share
Permissions chi c6 hiéu lwc khi nguwoi dung truy cap qua mang chir khong cé hiéu lwe khi nguwoi dung
truy cap cuc bd. Khac véi NTFS Permissions |a quan ly nguwoi dung truy cap dudi cip d6 truy xuét
dia. Trong hop thoai Share Permissions, chira danh sach cac quyén sau:

- Full Control: cho phép ngudi diing cé toan quyén trén thw muc chia sé.

- Change: cho phép nguoi dung thay ddi di liéu trén tap tin va xoa tap tin trong thu muc chia sé.

- Read: cho phép ngwoi dung xem va thi hanh cac tap tin trong thw muc chia sé.

Ban muédn cép quyén cho ngudi dung thi nhap chudt vao nut Add.

Share Pemissions |

Group or uzer names:

Add... | Bemove I
Permizsions for Everyone Allaw Deny
Full Contral O O
Change a O
Read O

0K I Cancel | Spply |

Ho6p thoai chon nguoi dung va nhém xuét hién, ban nhap ddi chudt vao cac tai khodn ngudi dung va
nhom can chon, sau d6 chon OK.

Select Users or Groups e |

Select thiz object bype:

IUsers, Graups, or Built-in security principals Object Tppes...

From thiz location:

IDE2 Locations...

Enter the object names to select [examples):
DChthanh LCheck Names

il

Advanced... | QK. | Cancel |

]

350
Trong hop thoai xuét hién, muén cdp quyén cho ngudi dung ban danh dau vao muc Allow, nguoc lai
khéa quyén thi danh du vao muc Deny.
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Permissions for DuLieu$ 2 x|

Share Permissions |

Group or user names:
!ﬁ Everpone

€ nhon [DC24nhan)
€7 thanh [DC24thanh)

Remove |
Permizzions for thanh Allaw Dieny
Full Cartral a
Chahas a
Read a
QK | Cancel | Apply

.3. Chia sé thw muc dung Iénh netshare.
Chtrc nang: tao, xbéa va hién thj cac tai nguyén chia sé.
Cu phap:
net share sharename
net share sharename=drive:path [/users:number | /unlimited] [/remark:"text"]
net share sharename [/users:number | unlimited] [/remark:"text"]
net share {sharename | drive:path} /delete
Y nghia cac tham sé:
- [Khéng tham sd]: hién thi thong tin vé tat ca cac tai nguyén chia sé trén may tinh cuc bd
- [Sharename]: tén trén mang cua tai nguyén chia sé, néu dung Iénh net share v&i mot tham sb
sharename thi hé thdng sé hién thi thong tin vé tai nguyén dung chung nay.
- [drive:path]: chi dinh dwérng dan tuyét déi ciia thw muc can chia sé.
- [lusers:number]: dat sé lwong ngudi dung Ién nhat co thé truy cap vao tai nguyén dung chung
nay.
- [lunlimited]: khoéng gi®i han sb lwong ngudi dung cé thé truy cap vao tai nguyén dung chung nay.
- [/remark:"text"]: thém théng tin mo ta vé tai nguyén nay.

- Idelete: x6a thudc tinh chia sé ctia thw muc hién tai.
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. QUANLY CAC THU MUC DUNG CHUNG.

I1.1. Xem cac thw muc dung chung.

Muc Shared Folders trong cong cu Computer Management cho phép ban tao va quan ly cac thw muc
dung chung trén may tinh. Muén xem cac thw muc dung chung trén may tinh ban chon muc Shares.
Néu thw muc dung chung ndo c6 phan cudi cta tén chia sé (share name) la dau $ thi tén thw muc
dung chung nay dwoc an di va khéng tim thdy khi ban tim kiém théng qua My Network Places hodc
duyét cac tai nguyén mang.

O Computer Management =10 x|
g Eile  Action Wiew window Help |;|i|5|
A ENEE =
E Camputer Management (Local) Share M., # | Folder Path | Type | # Client Connections
& m System Tools SADMING CWINDOWS Windows il

] Event Viewer [Eled (=1} Windaws 0

=i Shad Folders (dbuliews  CoData Windows 0

. Shares

i 1PC Windows 0

i -pd) Sessions ey

& Open Files

-# Local Users and Groups
g Petformance Logs and Alerts

ey Device Manager

=} S Storage

B Removable Storage
Disk Defragmenter
“go Disk Management

e} Bﬁ Services and Applications

I1.2. Xem cac phién lam viéc trén thw muc dung chung.

Mudbn xem tat ca cac ngudi dung dang truy cap dén cac thw muc dung chung trén may tinh ban chon
muc Session. Muc Session cung cap cac théng tin sau:

- Tén tai khodn nguoi dung dang két ndi vao tai nguyén chia sé.

- Tén may tinh c6 ngudi dung két ndi tir do.

- Heé diéu hanh ma may tram dang st dung dé két néi.

- Sb tap tin ma ngwoi dung dang mé.

- Thoi gian két ndi clia ngudi dung.

- Thoi gian cho x ly cha két ndi.

- Phai la truy cap cta ngw&i dung Guest khéng?
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CJ computer Management alglﬁl

Q Eile  Action Wiew Window Help ‘;lilﬁl
EEA=EETEYE

=) Computer Managsment (Local) User | Computer | Type | # openFiles | Connected T
iy System Tooks € ADMINISTRA, . 127.0.0.0  Windows 1 00:00:50

{gul] Evert Viswasr
42 Shared Folders
Shares

Sessions
Open Files
Local Users and Groups
)& Performance Logs and Alerts
Device Manager
Storage
Remavabls Storage
& Disk Defragmenter
.35 Disk Management
(-89 Services and Applications

=

4 0| K ] |

I1.3. Xem cac tap tin dang mé trong cac thw muc dung chung.

Mudn xem cac tap dang mé trong cac thw muc dung chung ban nhép chudt vao muc Open Files. Muc
Open Files cung cap cac théng tin sau:

- Buwdng dan va tap tin hién dang dwgc mé.

- Tén tai khodn ngwoi dung dang truy cap tap tin doé.

- Heé diéu hanh ma nguoi dung sir dung dé truy cap tap tin.

- Trang thai tap tin cé dang bj khoa hay khéng.

- Trang thai mé s dung tap tin (Read hoac Write).

laix
(%) Fls  Action  Wew Window Help ‘;|g|5|
BRSNS

@ Computer (Local) OpenFile /| AccessedB [ Type [ #Locks | open Made
=) i System Tools [Jcipata ADMINISTRATOR.  Windows 0 Read

[ Event viewer
-4 2) Shared Folders
3 Shares
&3 Sessions
&3 Open Files
#G Local Users and Groups

Performance Logs and Alerts
Device Manager

& Storage

Removable Storage
Disk Defragmenter
Disk Management

)-8 Services and Applications

< (3] kil L

. QUYEN TRUY CAP NTFS.

Cé hai loai hé théng tap dwoc dung cho partition va volume cuc bod Ia FAT (bao gbm FAT16 va
FAT32). FAT partition khong hd tro bao mat ndi bo, con NTFS partition thi nguwoc lai cé hé tro bao
mat; c6 nghia 1a néu dia clrng cla ban dinh dang la FAT thi moi ngudi déu cé thé thao tac trén cac file
chtra trén dia clrng nay, con nguoc lai 1a dinh dang NTFS thi tuy theo nguwdi dung cé quyén truy cap
khoéng, néu nguwdi dung khéng cé quyén thi khdng thé nao truy cap dwoc dir liéu trén dia. Hé thdng
Windows Server 2003 dung cac ACL (Access Control List) dé& quan ly cac quyén truy cap cta dbi
twong cuc bd va cac dbi twong trén Active Directory. Mot ACL c6 thé chira nhidu ACE (Access
Control Entry) dai dién cho mét nguwdi dung hay mdt nhdm nguoi.
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ACL ACE ACL ACE

Everyone Read Everyone Change
Sales Modify Sales Read
Managers Full Control Managers Change

lll.1. Cac quyén truy cap caa NTFS.

Tén quyén

Chirc nang

Traverse Folder/Execute
File

Duyét cac thv muc va thi hanh cac tap tin chuong trinh trong thw muc

List Folder/Read Data

Liét ké ndi dung clia thw muc va doc di liéu cla cac tap tin trong thw
muc

Read Attributes

Doc cac thudc tinh cla cac tap tin va thw muc

Read Extended Attributes

Doc cac thudc tinh mé réng ctia cac tap tin va thuw muc

Create File/\Write Data

Tao cac tap tin méi va ghi di¥ liéu 1én cac tap tin nay

Create Folder/Append Data

Tao thuw muc m&i va chén thém di liéu vao cac tap tin

Write Attributes

Thay déi thudc tinh ctia cac tap tin va thuw muc

Write Extendd Attributes

Thay déi thudc tinh mé roéng ctia cac tap tin va thu muc

Delete Subfolders and Files

Xoa thw muc con va cac tap tin

Delete

Xoba cac tap tin

Read Permissions

Doc cac quyén trén cac tap tin va thuw muc

Change Permissions

Thay déi quyén trén cac tap tin va thuw muc

Take Ownership

Twdc quyén sé hiru clia cac tap tin va thuw muc
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lll.2. Cac mrc quyén truy cap dwoc dung trong NTFS.

X X X | X [X
X X X | X
X X X | X

lIl.3. Gan quyén truy cap NTFS trén thw muc dung chung.

Ban mudn gan quyén NTFS, théng qua Windows Explorer ban nhip phai chuét vao tap tin hay thw
muc can cau hinh quyén truy cap rdi chon Properties. Hop thoai Properties xu4t hién. Néu 6 dia cua
ban dinh dang 1a FAT thi hop thoai chi c6 hai Tab la General va Sharing. Nhung néu dia c6 dinh dang
la NTFS thi trong hép thoai sé c6 thém mét Tab |la Security. Tab nay cho phép ta c6 thé quy dinh
quyén truy cap cho tirng ngwdi dung hodc moét nhém ngudi dung lén céc tap tin va thuw muc. Ban nhap
chudt vao Tab Security dé cip quyén cho cac ngudi dung.
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Generall Sharing  Security | Eustomizel

Group or user names:

€7 CREATOR OWNER
€7 SYSTEM
ﬁ: Users [DC24U sers)

Add... | Bemaove |
Permizzions for Administrators Allowe Dieny
Full Cantral o =
b cdify O
Read & Execute O
List Folder Contents O
Read O
Wiite O j

For special permizsions or for advanced settings, Advanced |
click Advanced. =
0K I Cancel | Apply |

Mudn cip quyén truy cap cho mét ngudi dung, ban nhap chudt vao nut Add, hdp thoai chon lwa ngudi
dung va nhém xuét hién, ban chon ngu®i diung va nhém can cip quyén, nhap chudt vao nat Add dé
thém vao danh sach, sau d6 nhap chudt vao nut OK dé tré lai hop thoai chinh.

Select Users or Groups

Select this object type:

IUserS, Groups, or Builtin security principals Object Types. ..

From this location:
IDE2 Locations. ..

Enter the object names to select [eramples]:
DCAthanh : DEXnhon Check Mamesz

iit,

Advanced. .. | Ok | Cancel |
A

Hop thoai chinh sé& xuét hién cac ngwdi dung va nhém ma ban méi thém vao, sau dé chon ngudi dung
va nhém dé cap quyén. Trong hop thoai da hién sén danh sach quyén, ban muén cho ngudi dung dé
cé quyén gi thi ban danh dau vao phan Allow, con ngwoc lai mudn cdm quyén dé thi danh dau vao
muc Deny.

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net




Generall Sharing  Security |Eust0mize|

Group or user names:

fﬁ Administrators [DC2\Administrators)
€ nhon [DC24nhon)

€7 5vSTEM

€ thanh [DC2\thanh)

Add.
Permizzions for thanh Al Deny
Full Contral o =
b odify

Read & Execute
Lizt Folder Contents

OREEOO
oooog

Read
write LI
For zpecial permizzionz or for advanced settings, Advanced |
click. Advanced. —
ak | Cahicel | Apply |

IIl.4. Ké thira va thay thé quyén cua déi twong con.

Trong hop thoai chinh trén, ching ta c6 thé nhap chudt vao nat Advanced dé ciu hinh chi tiét hon cho
cac quyén truy cap ctia ngudi dung. Khi nhap chuét vao nut Advanced, hop thoai Advanced Security
Settings xuét hién, trong hop thoai, néu ban danh diu vao muc Allow inheritable permissions from
parent to propagate to this object and child objects thi thw muc hién tai dwoc thira hwédng danh
sach quyén truy cap tr thw muc cha, ban mudn xéa nhitng quyén thira huwéng tr thw muc cha ban
phai bd danh d4u nay. Néu danh sach quyén truy cap cuta thw muc cha thay ddi thi danh sach quyén
truy cap cua thw muc hién tai cling thay ddi theo. Ngoai ra néu ban danh diu vao muc Replace
permission entries on all child objects with entries shown here that apply to child objects thi
danh sach quyén truy cap clia thu muc hién tai sé dwoc ap dung xudng cac tap tin va thu muc con cé
nghia la céc tap tin va thu muc con sé dwoc thay thé quyén truy cap gibng nhuw cac quyén dang hién
thi trong hép thoai.
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Advanced Security Settings for Data 2l

Permissions |Auditing| Qwner | Effective Pemissions |

To wiew more information about special permizzions, select a permizzion entry, and then click Edit.

Permission entries:

Type | Mame I Permission | Inherited From I Apply Ta |

Allaw Administrators [DC2%..  Full Contral <hat inherited: Thiz Folder, subfolders. ..

Allow nhon [DC24nhon) Fead & Execute  <not inherited: This folder, subfolders. ..

Al SYSTEM Full Cortral <nat inherted:> This folder, subfolders. ..

Al thanh [DC2\thanh) Fead & Execute <nat inherited: Thiz folder, subfolders. ..
Add... Edit... Bemove

u #Allow inhentable permizsions from the parent to propagate to this object and all child objects. Include
ith

¥ Replace pemission entries on all child objscts with entries shown here that apply to child obiects

Learn mare about access control.

aK I Cancel I Apply I

Trong hop thoai nay, Windows Server 2003 ciing cho phép ching ta kiém tra va ciu hinh lai chi tiét
cac quyén cla ngwoi dung va nhém, dé thuc hién, ban chon nhom hay ngw&i dung can thao tac, sau
dé nhép chuét vao nut Edit.

21|

wm|

[LE = thanh (D24 thanh)

Apply onto: IThis falder, subfolders and files j

Permizsions: Allaw

Full Caontral

Traverse Folder / Execute File
List Folder / Read Data

Read Attributes

Fead Estended Attributes
Create Files /\Wiite Data
Create Folders / Append Data
it Attributes

“wiite Extended Attributes

D elete Subfolders and Files

Delete
Read Permissions

o PSRN o THUE

ul Apply theze permizzions to objects and/or Clear All |

cohtainers within this container only

Ok I Cancel |

lOOOOO0O0O0O0oOooon é?

1000000 EEEDO

-

lI.5. Thay déi quyén khi di chuyén thw muc va tap tin.

Khi ching ta sao chép (copy) moét tap tin hay thu muc sang mét vi tri méi thi quyén truy cap trén tap tin
hay thw muc nay sé thay dbi theo quyén trén thw muc cha chira ching, nhung ngwoc lai néu chung ta
di chuyén (move) mét tap tin hay thw muc sang bt ki vi tri nao thi cac quyén trén ching van dwoc git
nguyén.
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l11.6. Giam sat ngw¢i dung truy cap thw muc.

Ban mudn gidm sat va ghi nhan lai cac ngwdi dung thao tac trén thw muc hién tai, trong hop thoai
Advanced Security Settings, chon Tab Auditing, nhap chudt vao niut Add dé chon ngudi dung can
giam sat, sau d6 ban mudn giam sat viéc truy xuét thanh céng thi danh dau vao muc Successful,
nguwoc lai gidm sat viéc truy xuat khong thanh cong thi danh dau vao muc Failed.

Auditing Entry for Data 2xl

wm|

Hame: Inhon [DC2\nhon) Change. .. |

Apply onta: IThis falder, subfolders and files j

Accegs Successful  Failed

13

Full Control

Traverse Folder / Execute File
List Folder / Read Data

Fead Attributes

Fead Estended Attributes
Create Files / Wiite Data
Create Folders / Append Data
Wit Attributes

Wirite Extended Attributes
Delete Subfolders and Files

a
a
O
O
O
O
O
O
O

Delete

lOOOoOO0EEO0O000

Fead Permissions

O &

ul Apply these audiing entries to objects Clear &l |

and/or containers within this container anly

lIl.7. Thay déi ngw®i s& hiru thw muc.

Ban mudn xem tai khodn ngu®i va nhém ngudi dung s& hiva thw muc hién tai, trong hop thoai
Advanced Security Settings, chon Tab Owner. Ddng thdi ban ciing cé thé thay dbi ngwdi va nhom
ngwdi sé hiru thu muc nay bang cach nhap chudt vao nat Other Users or Groups.
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Advanced Security Settings for Data 2l

Permissionsl Auditing  Owner |Effective Permissionsl

‘f'ou can take or assign ownership of thiz object if pou have the required permizsions or privileges.

LCurent owner of this item:

|Administrators [METCLAS ShAdministratars)

Change owner to:

MName
ﬁ Adminiztrator [NETCLAS ShAdministratar]
m Adminiztrators [METCLAS ShAdministrators)

Other Uszers or Groups...

[ Beplace owner on subcontainers and objects

Learn more about ownership.

oK I Cancel Apply

IV. DFS.

DFS (Distributed File System) la hé thdng t6 chirc sdp xép cac thw muc, tap tin dung chung trén
mang ma Server quan ly, & d6 ban cé thé tap hop cac thuw muc dung chung nam trén nhiéu Server
khac nhau trén mang véi mot tén chia sé duy nhat. Nho hé théng nay ma nguoi dung dé dang tim
kiém mét tai nguyén dung chung nao dé trén mang... DFS c6 hai loai root: domain root la hé thdng
root gan két vao Active Directory duoc chira trén tdt cd Domain Controller, Stand-alone root chi
chira thdng tin ngay tai may dwoc cdu hinh. Cha y DFS khoéng phai 1a mot File Server ma no la chi la
mét “bang muc luc” chi dén cac thw muc da dwoc tao va chia sé san trén cac Server. Dé trién khai mot
hé théng DFS truwéc tién ban phai hiéu cac khai niém sau:

- Gbc DFS (DFS root) 1a mét thw muc chia sé dai dién cho chung cho cac thw muc chia sé khac
trén cac Server.

- Lién két DFS (DFS link) 1a mot thw muc nam trong DFS root, n6 anh xa dén mét tai nguyén chia
sé cac Server khac.

IV.1. So sanh hai loai DFS.

Stand-alone DFS Fault-tolerant DFs

- La hé thdng DFS trén mét may Server | - La hé théng DFS duwa trén nén Active
Stand-alone, khéng c6 kha nang dung 16i. Directory nén cé chinh dung 16i cao.

- Nguoi dung truy xuat hé théng DFS thong | - Hé thdng DFS sé tw dong dbng bd gitra cac

qua dwdng dan \\servername\dfsname. Domain Controller va nguwdi dung cé thé truy
xudt dén DFS théng qua duwong dan
\\domainname\dfsname.
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IV.2. Cai dat Fault-tolerant DFS.
Dé tao mot hé théng Fault-tolerant DFS ban lam theo cac buéc sau:
Ban nhép chudt vao Start © Programs & Administrative Tools @ Distributed File System. HOp

thoai Welcome xuét hién, ban nhan Next dé tiép tuc. Hop thoai Root Type xuét hién, ban chon muc
Domain Root, nhan Next dé tiép tuc.

New Root Wizard x|

FRoot Type e
You cah create a domain or & stand-alone root.

Unlike stand-alone roots, domain roots support automatic replication and uze Active
Directory ta store the DFS configuration.

Select the type of root you want to create:

o

{” Stand-alone oot

< Back I MHexst » I Cancel |

Hé théng yéu cau ban chon tén mién (domain name) két hop véi hé théng DFS can tao.

Mew Root Wizard x|

Host Domain —
A domain can host multiple DFS roots.

Type the domain to host the root, or select it from the list of trusting domains.

Diomain name:

Trusting domains:

@ netclazs.edu.vh

< Back I Meut » I Cancel |

Tiép theo ban khai bao tén ctia Domain Controller chwa root DFS can tao.
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Mew Root Wizard x|

Host Server T
Erter the name of the host server for this roat,

Server name:

serverZ netclass. edu.vn

< Back | Mest > | Cancel |

DPén day ban khai bao tén chia s& goéc (Root Name) ctia hé thdng DFS, day chinh la tén chia sé dai
dién cho céc tai nguyén khac trén mang. Ban nhap day di cac théng tin chon Next dé tiép tuc.

New Root Wizard x|

Root Mame —
“Y'ou muzt provide a unique name for each DFS roof.

Type a unigue name for thiz root.

Boot name:

ITaiNgu_l,len

Preview of UNC path ta the roat:

I\\netclass.edu. v T ait guyen

LComments;

ITap haop cac tai nguyen duoc chia se e mang

Share to be uzed:

ITaiNguyen

< Back I Mext » I Cancel |

Trong hop thoai xuét hién, ban khai béo tén thw muc chia sé gbc cta hé théng DFS.
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New Root Wizard x|

Root Share
The specified share does nat exist. Create a new share at the follawing location.

Eolder ta share:
C:A\Dulieu

< Back | Mest = | Cancel |

Sau khi cdu hinh hé théng DFS hoan tat, tiép theo ban tao cac lién két dén cac tai nguyén dung chung

trén cac Server khac trong mang.

= Distributed File System ;IEIEI

File  Action ‘Wiew Help

e B0 FRB| 2 k%
.% Distributed File System Target | DFS Referral | Skakus |
E% Yinetclass, edu.wni Taillguyen Q'l,'l,serverZ'l,TZ Enahled

ThuMucl

|
DPé st dung hé théng DFS nay, tai may tram ban anh xa (map) thuw muc chia s& gbc thanh mét & dia
mang. Trong 6 dia mang nay ban cé thé nhin thiy t4t ca cac thw muc chia sé trén cac Server khac

nhau trén hé théng mang.
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Map Network Drive x|
‘Windaws can help you connect to a shared netwark Folder

and assign a drive lekker to the connection so that you can
\\# access the folder using My Computer,
-_—

Specify the drive letter For the connection and the Folder
that wou want to connect to:

Drive: IH: j
Folder: I'l,'l,netclass.bdu.vn'l,tainguyj Browse. .. |

Example: {iserverishare

V' Reconnect at logon

Connect using a different user name,

Sign up for onling storage oF conneck o a
network server,

= Back I Finish I Cancel |

Twong ty nhw Fault-tolerant DFS, ban c6 thé tao ra mot Stand-alone DFS trén mét may Server
Stand-alone, tat nhién 1a hé théng do khéng cé kha nang dung 16i c6 nghia l1a khi Server chira DFS
Root hdng thi cac may tram sé khong tim thdy cac tai nguyén chia sé trén cac Server khac. Nhwng hé
théng Stand-alone DFS duoc sir dung rong rai vi né don gidn, tién dung.
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Bai 15
DICH VU DHCP
Tom tat

Ly thuyét 2 tiét - Thwe hanh 3 tiét

Muc tiéu Cac muc chinh Baitap bat  Bai tap lam
budc thém
Két thuc bai hoc nay cung I Gidi thiéu dich vu DHCP. Dwa vao bai | Dwa vao bai
cap hoc vién kién thirc vé Il. Hoat ddng cta giao thirc DHCP. | tAp mén tap mon
dich vu cép phat dia chi IP . Cai dat dich vu DHCP. Quan tri Quan tri
dbéng cho cac may tram ... L ' Windows Windows

IV. Chirng thyc dich vu DHCP
trong Active Directory.

V. CAu hinh dich vu DHCP

Server 2003. | Server 2003.
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. GIOI THIEU DICH VU DHCP.

M@i thiét bj trén mang c6 dung bd giao thirc TCP/IP déu phai c6 mét dia chi IP hop I&, phan biét. Dé hd

tro cho van dé theo d&i va cép phat cac dia chi IP dwoc chinh xac, t6 chirc IETF (Internet

Engineering Task Force) da phat trién ra giao tht'c DHCP (Dynamic Host Configuration Protocol).

Giao thirc nay dwoc mé ta trong cac RFC 1533, 1534, 1541 va 1542. Ban c6 thé tim thdy cac RFC nay

tai dia chi http://www.ietf.org/rfc.html. Dé c6 thé lam mot DHCP Server, may tinh Windows Server

2003 phai dap rng cac diéu kién sau:

- Da cai dich vu DHCP.

- Mai interface phai dwoc ciu hinh bidng mét dia chi IP tinh.

- Da chuan bj san danh sach céac dia chi IP dinh cép phat cho cac may client.

Dich vu DHCP nay cho phép ching ta cdp déng cac théng sé ciu hinh mang cho cac may tram

(client). Cac hé diéu hanh ctia Microsoft va cac hé diéu hanh khac nhw Unix hodc Macintosh déu hd

tro co ché nhan cac théng sé dong, cé nghia la trén cac hé diéu hanh nay phai c6 mot DHCP Client.

Co ché st dung cac théng sbé mang duwoc cip phat dong cé wu diém hon so véi co ché khai bao tinh

céac thdng sb mang nhuw:

- Khéc phuc dworc tinh trang dung dia chi IP va gidm chi phi quan tri cho hé théng mang.

- Giup cho cac nha cung cép dich vu (ISP) tiét kiém dwoc sé lwong dia chi IP that (Public IP).

- Phu hop cho cac may tinh thuwdng xuyén di chuyén qua lai gitra cac mang.

- Két hop v&i hé théng mang khéng day (Wireless) cung cép cac diém Hotspot nhw: nha ga, san
bay, trwdng hoc...

. HOAT PONG CUA GIAO THU'C DHCP.

Giao thirc DHCP lam viéc theo mé hinh client/server. Theo d6, qua trinh twong tac gitra DHCP client
va server dién ra theo cac bwdc sau:

- Khi may client kh&i déng, may sé glvi broadcast goi tin DHCPDISCOVER, yéu cau mot server
phuc vu minh. Géi tin nay cling chtra dia chi MAC clia may client.

- Cac may Server trén mang khi nhan dwoc géi tin yéu cau do, néu con kha nang cung cép dia chi
IP, déu gui lai cho may Client géi tin DHCPOFFER, dé nghi cho thué mét dia chi IP trong mot
khodn théi gian nhat dinh, kém theo 1a mét subnet mask va dia chi clia Server. Server sé khong
cép phat dia chi IP vira d& nghi cho nhitng Client khac trong subt qua trinh thwong thuyét.

- May Client sé lya chon mét trong nhirng i de nghi (DHCPOFFER) va gti broadcast lai goi tin
DHCPREQUEST chép nhan I&i d& nghi d6. Biéu nay cho phép cac I&i dé& nghi khéong dwoc chép
nhan s& dwoc cac Server rut lai va dung dé cip phat cho Client khac.

- May Server duoc Client chap nhan sé gri nguoc lai mét goi tin DHCPACK nhw 1a mot 1&i xac
nhan, cho biét Ia dia chi IP d6, subnet mask dé va thoi han cho st dung dé sé chinh thirc dwoc
ap dung. Ngoai ra Server con glri kém theo nhirng théng tin ciu hinh bd sung nhw dia chi cia
gateway mac dinh, dia chi DNS Server, ...

. CAIDAT DICH VU DHCP.

Thwe hién theo cac bwéc sau:
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Chon menu Start @ Settings @ Control Panel.
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Trong ctra sb Control Panel, nh4p d6i chudt vao muc Add/Remove Programs.
Trong hop thoai Add/Remove Programs, nhap chon muc Add/Remove Windows Components.

Trong hop thoai Windows Components Wizard, t& sang Networking Services va nhan nut Details.

Windows Components Wizard

Windows Components
YYou can add or remove components of Windows.

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To zee what's included in a component, click
Details.

LComponents:

anternet E=plorer Enhanced Security Configuration
O EE] b anagement and Monitoring Tool:
] Networking Services
[ 2% Other Netwark File
1 1™ R amate Installatinn S ervices:

DOME 4]

and Print Services

Description: Contains a variety of specialized. network-related services and protocals.

Total dizk space required: 167 MB
Space available on digk; JEGE.S ME
< Back | Mext » | Cancel | Helg |

Trong hdp thoai Networking Services, nhan chon muc Dynamic Host Configuration Protocol
(DHCP) va nhan nat OK.

Metworking Services x|

To add or remove a component, click the check box & shaded box means that only part
of the component will be installed. To zee what's included in a component, click Details.

Diynaric Hast Configuration Pratacal [DHCR)
O Internet Authentication S ervice

O B APC over HTTP Prasy 0.0 MB

O Simple TCP/IP Services 0.0MB

O Windows Intemet Mame Service [WINS) 0.9 MB

Descriphion:  Setz up a DHS zerver that answers queny and update requests for DMS
haries.

Total digk space required: 5.2 MB Details. |

Space available on disk: 3EEE.T kB

Ok I Cancel |

Tr& lai hop thoai Windows Components Wizard, nhan chon Next.

Windows 2000 sé ciu hinh cac thanh phan va cai dat dich vu DHCP.
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Windows Components Wizard

Configuring Components
Setup iz making the configuration changes you requested.

.':. 4 Flease wait while Setup configures the components. This may take
Q geveral minutes, depending on the components selected.

Statuz: Copying files. ..

|

< Back | st | Help |

Cubi cung, trong hop thoai Completing the Windows Components Wizard, nhan chon Finish dé két
thuc.

IV. CHUNG THUYC DICH VU DHCP TRONG ACTIVE DIRECTORY.

Néu may tinh Windows Server 2003 chay dich vu DHCP trén dé lai lam viéc trong mét domain (c6 thé
la mot Server thanh vién binh thuéng hodc 1a mot may diéu khién ving), dich vu mudn cé thé hoat
déng binh thuéng thi phai dwoc chirng thuc bang Active Directory.

Muc dich clGa viéc chirng thwc nay la d& khéng cho cac Server khéong duwoc chirng thwe lam anh
hwéng dén hoat ddng mang. Chi cé nhirtng Windows 2003 DHCP seRver duoc chirng thwe méi duwoc
phép hoat déng trén mang. Gia st c6 mét nhan vién nao dé cai dét dich vu DHCP va cép nhirng théng
tin TCP/IP khong chinh xac. DHCP Server clia nhan vién nay khéng thé hoat dong dwoc (do khéng
dwoc quan tri mang cho phép) va do dé khdng anh hwéng dén hoat ddng trén mang. Chi cé6 Windows
2003 DHCP Server méi can dwoc chirng thuc trong Active Directory. Con cac DHCP server chay
trén cac hé diéu hanh khac nhu Windows NT, UNIX, ... thi khdng can phai chirng thuc.

Trong trwéng hop may Windows Server 2003 lam DHCP Server khéng ndm trong mot domain thi
ciing khéng can phai chirng thuc trong Active Directory. Ban c6 thé sir dung céng cu quéan tri DHCP
dé tién hanh viéc chirng thuc mot DHCP Server. Cac buéc thuc hién nhw sau:

Chon menu Start © Administrative Tools & DHCP.

Trong 6 bén trai cha clra sd DHCP, t6 sang Server ban dinh chirng thwc. Chon menu Action @
Authorize.

Begi mét hoac hai phut sau, chon lai menu Action @ Refresh.

Bay gi& DHCP da duoc chirng thwc, ban dé y bidu twong ké bén tén Server 1a mot mdi tén mau xanh
hwéng I1én (thay vi la mi tén mau dé hwdng xubng).
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V. CAU HiNH DICH VU DHCP.

Sau khi da cai dat dich vu DHCP, ban sé thay biéu twong DHCP trong menu Administrative Tools.
Thuwc hién theo cac budc sau dé tao mét scope cép phat dia chi:

Chon menu Start © Programs & Administrative Tools @ DHCP.

Trong clra sO DHCP, nhép phai chudt 1én biéu twong Server cla ban va chon muc New Scope trong
popup menu.
=101 x]

File  Action Wiew Help
- |anxER @2

B3 oree [ evthant.netclass. sdu.m [172.29.14.145]

B @ Display Statistics. ..
e S Y
- 1 Add a Scope

e

scope is a range of IP addresses assigned ko computers requesting a

Backup. ., namic [P address, You must create and configure a scope before dynamic
Restare. .., addresses can be assigned.

Reconcile All Scopes... 1 add a new scope, on the Action menu, click Mew Scope,

Unauthorize

or more information about setting up & DHCP server, see onling Help,
Define User Classes,,,

Define Yendar Classes...
Set Predefined Options. ..

All Tasks 3
Wiew 3

Delete
Refresh

1 | Properties

|Craata anet

Help |

Hop thoai New Scope Wizard xuét hién. Nhan chon Next.

Trong hop thoai Scope Name, ban nhap vao tén va chu thich, giip cho viéc nhan dién ra scope nay.
Sau do nhan chon Next.

New Scope Wizard

Scope Hame e
Y'ou have to provide an identifying scope name. You alzo have the option of

providing a description,

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be uzed on your network.

M ame: IKeToan

Description: IDia chi IP cho phong KeToan

< Back I Mext » I Cancel |

Hop thoai IP Address Range xu4t hién. Ban nhap vao dia chi bt dau va két thic cta danh sach dia 370

chi cép phat. Sau d6 ban chi dinh subnet mask bang cach cho biét s bit 1 hodc hodc nhap vao chubi
s6. Nhan chon Next.
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MNew Scope Wizard

IP Address Range T
‘r'ou define the scope address range by identifying a zet of congecutive [P
addrezzes.

Enter the range of addresszes that the scope dishibutes,

Start P addiess: | 172. 23 . 14 100

End IP address: |1?2- 23 14 200

A subnet mazsk defines how many bits of an IP address ta use for the network/zsubhet
1Dz and how many bits to use for the host |D. You can specify the subnet mask by
length or as an IP address.

Length: 24 _I

Subnet mazk: I 285,285,265, 0

¢ Back I Mest » I Cancel |

Trong hop thoai Add Exclusions, ban cho biét nhirng dia chi nao sé& dwoc loai ra khéi nhém dia chi da
chi dinh & trén. Céac dia chi loai ra nay duwoc dung dé dat cho cac may tinh dung dia chi tinh hodc dung
dé danh cho muc dich nao dé. Bé loai mét dia chi duy nhat, ban chi can cho biét dia chi trong 6 Start
IP Address va nhan Add. Dé loai mot nhém cac dia chi, ban cho biét dia chi bat dau va két thuc cda
nhém do trong Start IP Address va Stop IP Address, sau d6 nhan Add. Nit Remove dung dé& huy
moét hodc mét nhém céac dia chi ra khdi danh sach trén. Sau khi da ciu hinh xong, ban nhan nat Next
deé tiép tuc.

New Scope Wizard =l

Add Exclusions =
Exclusions are addreszes or a range of addresses that are not distributed by the

FEIVEL

Type the IP address range that you want to exclude. If you want to exclude a single
address, twpe an address in Start I[P address only.

Start |P address: End IP address:

Ldd

Excluded address range:

9141000 17229, Remaove |

< Back I Mest > I Cancel |

Trong hop thoai Lease Duration tiép theo, ban cho biét thoi gian cac may tram cé thé st dung dia chi
nay. Theo méc dinh, mot may Client sé& c6 lam mai lai dia chi khi da st dung dwoc phan nira thdi gian
cho phép. Lwong thdi gian cho phép mac dinh 1a 8 ngay. Ban cé thé chi dinh lwong thdi gian khac tuy
theo nhu cau. Sau khi da ciu hinh xong, nhan Next dé tiép tuc.
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New Scope Wizard

Lease Duration —
The lease duration zpecifies how long a client can uze an [P address from this

FCOPE.

Leasze durations shauld typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or diakup clients, shorter lease durations can be useful.
Likewige, for a stable network that consists mainly of desktop computers at fized
locations, longer lease durations are more appropriate.

Set the duration for zcope leases when distributed by this server.
Limited to:

Daps: Hours: Minutes:
= 8 = N =

< Back I Mest > I Cancel |

Hop thoai Configure DHCP Options xuat hién. Ban c6 thé déng y dé cu hinh cac tuy chon phé bién
(chon Yes, | want to configure these options now) hodc khong déng y, dé viéc thiét lap nay thuc
hién sau (chon No, | will configure these options later). Ban dé muc chon déng y va nhan chon
Next.

New Scope Wizard x|
Configure DHCP Options T
“ou have to configure the most common DHCP options before clients can use the
sCope.

‘when clients obtain an address, they are given DHCP options such as the [P
addresses of routers [default gatewaps), DMS servers, and WINS gettings for that
sCope.

The zettings wou select here are for this scope and override settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

* ¥es, | want to configure these options now

Mo, | will configure these options later

< Back I Mest > I Cancel |

Trong hop thoai Router (Default Gateway), ban cho biét dia chi IP cta default gateway ma cac may
DHCP Client sé& s dung va nhan Add. Sau d6 nhan Next.
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New Scope Wizard

Router [Default Gateway)

“ou can specify the routers, or default gateways, to be distributed by this scope.

To add an IP address for a router used by clients. enter the address below.

IP address:

I . . . Add |
17229141 Bemave |

Up

[ravm

i

< Back I Mest > I

Cancel |

Trong hop thoai Domain Name and DNS Server, ban sé cho biét

tén domain ma cac may DHCP

client s& sr dung, ddng thdi cling cho biét dia chi IP ciia DNS Server dung phan giai tén. Sau khi da

cAu hinh xong, nhan Next dé tiép tuc.

New Scope Wizard

Domain Name and DNS Servers
The Domain Mame System [DMS] maps and translates domain names used by
clients on vour network.

“Y'ou can specify the parent domain you want the client computers on your network to use for

DMS name resolution.

Parent domair:  [csc.hemuns. edu.vn

To configure scope clients to use DMS servers on your network, enter the [P addreszes for thoze

FEIVErs.

Server name: IP address:

Fesalve | 1722922

i

Ldd

Bemoyve

Do

< Back I Mest > I

Cancel |

Trong hop thoai WINS SERVER tiép theo, ban c6 thé cho biét dia chi ciia ciia WINS Server chinh va

phu diing phan giai cac tén NetBIOS thanh dia chi IP. Sau d6 nhan ch

on Next. (Hién nay dich vu WINS

it dwoc st dung, do d6 ban cé thé bé qua bwdc nay, khdng nhap théng tin gi hét.)

Tiép theo, hop thoai Activate Scope xuat hién, héi ban cé mubn kich hoat scope nay hay khéng.

Scope chi cé thé cap dia chi cho cac may Client khi duoc kich hoat.

Néu ban dinh cAu hinh thém cac

théng tin tuy chon cho scope thi chwa nén kich hoat bay gi®. Sau khi da lwa chon xong, nhan chon

Next.
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New Scope Wizard

Activate Scope T
Clientz can obtain address leazes only if & scope is activated.

Do you want to activate this scope now?

i ¥es, | want to activate this scope nove

" N, | will active this scope later

< Back I Mest > I Cancel |

Trong hop thoai Complete the New Scope Wizard, nhan chon Finish dé két thuc.

VI. CAU HINH CAC TUY CHON DHCP.

Céc tuy chon DHCP la cac théng tin phu gtvi kém theo dia chi IP khi cap phat cho cac may Client. Ban
cé thé chi dinh cac tuy chon & hai mirc do: scope va Server. Cac tuy chon mirc scope chi ap dung cho
riéng scope do, con cac tuy chon mirc Server sé ap dat cho tat ca cac scope trén toan Server. Tuy
chon mtrc scope sé che phu tuy chon mirc server cung loai néu co.

Cac buwdc thwe hién:
Chon menu Start © Programs @ Administrative Tools @ DHCP.

Trong ctra s& DHCP, & & bén trai, mé& réng muc Server dé tim Server Options hodc mé& rong mot
scope nao do dé tim Scope Options.

Nhé&n phai chudt Ién muc tuy chon twong trng va chon Configure Options.

Hop thoai ciu hinh cac tuy chon xuét hién (mirc Server hodc scope déu gibng nhau). Trong muc
Available Options, chon loai tuy chon ban dinh cap phat va nhap cac théng cau hinh kém theo. Sau
khi d& chon xong hodc chinh stra cac tuy chon xong, nhan OK dé két thuc.
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Scope Dptions ed |3

General | Advanced

Awailable Options | Description ;I
003 Router
[ 004 Time Server
[J 005 Narne Servers
006 DNS Servers

| |

— Diata entry

Array of time
Array of nar

Array of [flj
3

Server name:

I Fiezalve |

IP address:

17229141 Hemove

Down

I

K Cancel | Lpply |

Trong ctra s6 DHCP, muc tuy chon twong trng sé xuét hién cac théng tin dinh cap phat.

=10/
File Action Miew Help
= BHE B 2 &
@ DHCP Scope Options
E@ bvthanh.netclass.edu.vn [172,29.14.145] [ gption Name [ wendar [ value
=@ Td[dm'ng' 1|4.0] LGAEE P03 Router Standard 172.23.14.1
o d::zz L::ses 006 DN Servers Standard 172.29.1.2
@DIS DNS Damain Name Standard netclass, eduvn
< | i

VIl. CAU HINH DANH RIENG DIA CHi.

Gia sir hé théng mang cla ban st dung viéc cap phat dia chi dong, tuy nhién trong dé cé moét s may
tinh bat budc phai st dung mét dia chi IP cb dinh trong mét thoi gian dai. Ban c6 thé thwe hién duoc
diéu nay bang cach danh mét dia chi IP cho riéng may d6. Viéc cau hinh nay duoc thuwc hién trén tirng
scope riéng biét.

Cac buwdc thwe hién:
Chon menu Start © Programs @ Administrative Tools @ DHCP.

Trong 6 bén trai ciia clra s6 DHCP, m& réng dén scope ban dinh cAu hinh, chon muc Reservation,
chon menu Action © New Reservation.

Xuét hién hop thoai New Reservation. Dat tén cho muc nay danh riéng nay trong & Reservation
Name, c6 thé la tén clia may tinh dwoc cap dia chi d6. Trong muc IP Address, nhap vao dia chi IP
dinh cAp cho may dé. Tiép theo, trong muc MAC Address, nhap vao dia chi MAC ctia may tinh d6 (la
mot chudi lién tuc 12 ky sb thap luc phan). Ban cé thé ghi mét dong mo ta vé dia chi vao muc
Description. Supported Types c6 y nghia:
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DHCP only: chi cho phép may client DHCP yéu cau dia chi nay bang cach sr dung giao thirc DHCP.
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BOOTP only: chi cho phép may client DHCP yéu cau dia chi nay bdng cach sir dung gide—
BOOTP (la tién than cta giao thirc DHCP).

Both: may client DHCP c6 thé dung giao thirc DHCP hodc BOOTP dé yéu cau dia chi nay.

New Reservation 2] x|
Privide information for a reserved client
Beservation name: IF’rint Server
IP address: Im
MALC address: IDDADCS1 180EA,
Description: I
Supported typ

@ Both

- DHCF anly

- BOOTP only

Bl ||| e |

Lap lai thao tac trén cho cac dia chi danh riéng khac. Cubi cung nhan chon Close.
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. Bai 16
QUAN LY IN AN

Tom tat

Ly thuyét 2 tiét - Thwe hanh 2 tiét

Muc tiéu Cac muc chinh CETRET Y L SETRETNETY]
budc thém
Két thuc bai hoc nay cung I Cai dat may in mang. Dwa vao bai|Dwa vao bai
cap hoc vién kién thirc vé [l. Quan ly thudc tinh may in. tap moén Quan | tap mén Quan
dich vy in &n trén mang lIl. CAu hinh théng sb port. tri  Windows | trj Windows

nhw cai dat may in mang, Server 2003. | Server 2003.
quadn ly, cidp quyén sw

dung may in mang ...

IV. Cép quyén trén may in mang
V. CA&u hinh Print Server
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. CAIDAT MAY IN.

Trwéc khi ban cé thé truy xuat vao thiét bi may in vat ly théng qua hé diéu hanh Windows Server 2003
thi ban phai tao ra mét may in logic. Néu may in cGa ban cé tinh ndng Plug and Play thi may in d6 sé
dwoc nhan dién ra ngay khi né duwoc gan vao may tinh dung hé diéu hanh Windows Server 2003.
Tién ich Found New Hardware Wizard sé tw dong bat Ién. Tién ich nay sé hwéng dan cho ban tirng
buéc dé cai dat may in. Néu hé diéu hanh nhan dién khéng chinh xac thi ban dung dia CD dwoc hang
san xuét cung cip kém theo may dé cai dat.

Ngoai ra, ban ciling cé thé tw minh thyc hién tao ra mét may in logic bang cach st dung tién ich Add
Printer Wizard. D& c6 thé tao ra mot may in logic trong Windows Server 2003 thi truéc hét ban phai
dang nhap vao hé théng v&i vai tro la mét thanh vién ciia nhédm Administrators hay nhém Power
Users (trong trwdng hop day la mét Server thanh vién) hay nhdm Server Operators (trong truong
hop day la mét domain controller).

Ban c6 thé tao ra mot may in logic cuc bd twong rng véi mot may in vat ly dwoc gén truc tiép vao may
tinh cuc bd clia minh hodc twong rng véi mét may in mang (may in mang dwoc gan vao mét may tinh
khac trong mang hay mét thiét bi Print Server). Muén thao tac béng tay dé tao ra mét may in cuc bo
hay mét may in mang, chung ta lan lwot thuc hién cac thao tac sau day:

Nhép chuét chon Start, rdi chon Printers And Faxes.

Nhép chuét vao biéu twong Add Printer, tién ich Add Printer Wizard sé dwoc kh&i dong. Nhap chuot
vao nut Next dé tiép tuc.

Hop thoai Local Or Network Printer xu4t hién. Ban nhip vao tuy chon Local Printer Attached To
This Computer trong tredng hop ban c6 mét may in vat ly gan trwc tiép vao may tinh ctia minh. Néu
trwdng hop ta dang tao ra mét may in logic (rng véi mét may in mang thi ta nhap vao tuy chon A
Printer Attached To Another Computer. Néu may in dwoc gan truc tiép vao may tinh, ban cé thé
chon thém tinh nang Automatically Detect And Install My Plug And Play Printer. Tuy chon nay cho
phép hé thdéng tw ddng quét may tinh cta ban dé phat hién ra cac may in Plug and Play, va tw dong
cai dat cac may in dé cho ban. Khi da hoan tt viéc chon lwa, nhap chuét vao nut Next dé sang buéc
ké tiép.

Néu may in vat ly da dwoc tw ddng nhan dién béng tién ich Found New Hardware Wizard. Tién ich
nay sé huéng dan ban tiép tuc cai dat driver may in qua tirng bude.

Hop thoai Print Test Page xuat hién. Néu thiét bi may in dwoc gan truc tiép vao may tinh ctia ban, ban
nén in ther moét trang kiém tra d& xac nhan rdng moi th& déu dwoc ciu hinh chinh xac. Nguworc lai, néu
may in la may in mang thi ban nén bd qua buwéc nay. Nhap chudt vao nat Next dé sang buwéc ké tiép.
Hop thoai Completing The Add Printer Wizard hién ra. Hop thoai nay dem dén cho ching ta mét co
hoi d& xac nhan rang tat ca cac thudc tinh may in da dwoc xac lap chinh xac. Néu ban phat hién c6
théng tin nao khéng chinh xac, hay nhap chuét vao nut Back dé quay lai stra chiva théng tin cho dung.
Con néu nhan thy moi thir déu 6n ca thi ban nhap chuét vao nut Finish.

M6t biéu twong may in méi sé hién ra trong cva sd Printer And Faxes. Theo mé&c dinh, may in sé
duwoc chia sé.
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Il. QUANLY THUOC TiNH MAY IN.

I.1. Cau hinh Layout.

Trong hop thoai Printing Preferences, chon Tab Layout. Sau d6 trong muc Orientation, ban chon
cach thire in trang theo chiéu ngang hay chiéu doc. Trong muc Page Order, ban chon in ti trang dau
dén trang cudi cda tai liéu hodc in theo th& tw nguwoc lai. Trong muc Pages Per Sheet, ban chon sb
trang tai liéu sé dworc in trén mot trang gidy.

Layout | F‘aperx’ﬂualit}ll About |

- Origntation

" Landscape
" Rotated Landscape

[ Page Order
= Frant to Back
" Back to Front

Pages Per Sheet: I 1 v

Advanced... |
ak. I Cancel | Apply |

I1.2. Giay va chat lwong in.

Ciing trong hop thoai Printing Preferences, d& qui dinh gidy va chat lwong in, ching ta chon Tab
Paper/Quality. Cac tuy chon trong Tab Paper/Quality phu thudéc vao dac tinh ciia may in. Vi du, may
in chi cé thé cung cAp mot tuy chon 1a Paper Source. Con dbi véi may in HP OfficeJet Pro Cxi, ching
ta c6 cac tuy chon la: Paper Source, Media, Quality Settings va Color.

2]

Layout  Paper/Duality |Abuul I

~ Tray Selection

Paper Source: I é Tray1 j
Mo R -

i~ Color

& £ Black bwhite ' Calor

Advanced... |
,TI Cancel | Apply |
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I1.3. Cac théng s6 mé rong.

Nhép chudt vao nat Advanced & goc dudi bén phai ctiia hop thoai Printing Preferences. Hop thoai
Advanced Options xuét hién cho phép ban diéu chinh cac théng s6 mé rdng. Chung ta cé thé cé cac
tuy chon cla may in nhw: Paper/Output, Graphic, Document Options, va Printer Features. Cac
thong s mé réng co trong hop thoai Advanced Options phu thudc vao driver may in ma ban dang st
dung.

HF Color LaserJet 8550-P5 Advanced Optio 2|

ﬁs HF Color LaserJet 8550-P5 Advanced Document Settings 1=
|_:_|D§ Paperfoukput
e PAPEF SiZE =
e COPY COUNE: 1 Copy
|:—]|E Graphic
E@ Image Color Management

" ICM Methad: ICM Disabled

G TEM IRkenks Pickures
e SCAlINGE 100 %%
- THUETypE Font: Jubstitute with Device Font
H.-ﬁ& Diocurnent Options
e Pydvanced Printing Features: Enabled
|:;|---ﬁE= PostScript Options
EI% Printer Features

‘. Stapling Options: One Staple

- Cukput Destination: Top Bin
- Press Emulation: SWOP
. fubornakic PAMTOMER) Calibration: Cn ;I

kK I Cancel |

. CAU HINH CHIA SE MAY IN.

Nhép phai chudt Ién may in, chon Properties. Hop thoai Properties xuét hién, ban chon Tab Sharing.
DPé chia s& may in nay cho nhiéu ngudi dung, ban nhap chudt chon Share this printer. Trong muc
Share name, ban nhap vao tén chia sé cla may in, tén nay sé duoc nhin thay trén mang. Ban ciing cé
thé nhap chon muc List In The Directory dé cho phép ngu®i dung co6 thé tim kiém may in théng qua
Active Directory theo mét vai thuéc tinh dac treng nao do.
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&' HP Properties 2lx]

Color M anagement | Security I Device Settings
General Sharing | Forts I Advanced

i \0 “You can share this printer with other users on pour network, To
enable sharing for this printer, click Share this printer.

™ Do not share this printer

—(* Share thiz printer

Share name: IHF'

Dirivers

If thig printer iz shared with uzers running different wergions of
Windows, you may want ta install additional drivers, o that the
uzers do not have to find the print driver when they connect to

the shared printer.
Additional Drivers. .. |

0K I Cancel | Apply |

Ngoai ra, trong Tab Sharing, ta c6 thé ciu hinh driver hd tro' cho cac may tram s&r dung may in trong
trworng hop may tram khéng phai 1a Windows Server 2003. Day l1a mét tinh nang can thiét vi né cho
phép chi dinh cac driver hd tro in d& cac may tram co thé tai vé mot cach tw dong. Mac dinh, driver
duy nhat dwoc nap vao la driver cla hang Intel cho cac may tram la Windows 2000, Windows
Server 2003, va Windows XP. Dé cung cép thém céac driver cho may tram khac, ban nhap chuét vao
nat Additional Drivers ndm phia dwéi Tab Sharing. Hop thoai Additional Drivers xu4t hién.
Windows Server 2003 hd tro' cac driver thém vao cho cac Client 1a mét trong nhirng hé diéu hanh
sau:

- Itanium Windows XP hay Windows Server 2003.

- x86 Windows 2000, Windows XP, hay Windows Server 2003 (mac dinh).
- x86 Windows 95, Windows 98, hay Windows Millennium Edition.

- x86 Windows NT 4.
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Additional Drivers 2l x|

‘¥ou can install additional drivers so that users an the Following systems
can download them automatically when they connect,

Processar | Version | Installed |
LI ttanium  Windaws %P and Windows Server 2., No
*86 Windows 2000, Windows %P and Wi.., ‘Yes
O x86 windows 95, Windows 93, and Win... No
O xa6 windows MT 4.0 Mo

D |

IV. CAU HINH THONG SO PORT.

IV.1. C4u hinh cac théng sé trong Tab Port.

Trong hop thoai Properties, ban chon Tab Port dé ciu hinh tat cd cac port da dwoc dinh nghia cho
may in st dung. Mét port duwoc dinh nghia nhw mét interface s& cho phép may tinh giao tiép véi thiét
bi may in. Windows Server 2003 hd tro' cac port vat ly (local port) va cac port TCP/IP chuan (port
logic).

Port vat ly chi dwoc st dung khi ta gén trwc tiép may in vao may tinh. Trong trwdng hop Windows
Server 2003 dang duoc trién khai trong mot nhém lam viéc nhd, hau nhw ban phai gdn may in vao
port LPT1.

Port TCP/IP chuan dwoc sir dung khi may in cé thé két néi truc tiép vao mang (trén may in cé hé tro
port RJ45) va may in nay cé mét dia chi IP d& nhan dang. Uu diém cGa may in mang la téc do in
nhanh hon may in cuc bd va may in cé thé dat bat ki noi ndo trong hé théng mang. Khi dé ban can chi
dinh mét port TCP/IP va khai bao dia chi IP cila may in mang. Cung v&i viéc xoa va cAu hinh lai mot
port da tén tai, ban cling c6 thé thiét 1ap printer pooling va diéu hwéng cac cong viéc in 4n dén mot
may in khac.
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Caolor M anagement I Securty I Device Settings
General I Sharing Forts | Advanced
-
\ HFP

Erint ta the fallowing portz). Documents will print ta the first free

checked port.

Fort | Dezcription | Frinter :I
L comr: Serial Port

O camz Serial Part

O coms: Senial Port

O coma: Serial Port

O FILE: Frint ta Fils

IP 1722914150  Standard TCPAP Port

< |

Add Poit. .. Delete Port | LConfigure Port. ..

I™ | Enable bidiectional suppart
[~ Enable printer poaling

Cloze I Eancel Apply

IV.2. Printer Pooling.

Printer pool dugc st dung nhdm phdi hop nhiéu may in vat ly véi mot may in logic, dwoc minh hoa
nhw hinh bén dwéi. Loi ich cla viéc str dung printer pool Ia may in ranh dau tién sé thuwc hién thao tac
in &n cho ban. Tinh ndng nay rat hiru dung trong trwdng hop ta cé6 mot nhém cac may in vat ly dwoc
chia sé cho mét nhém ngw¢i dung, vi du nhw la nhém cac thw ky.

Print Server
Printer - Sales

Dé cau hinh mét printer pool, ban nhap chuét vao tily chon Enable Printer Pooling ndm & phia duéi
Tab Port trong hop thoai Properties. Sau do, kiém tra lai tAt ca cac port ma ta dw dinh gén cac may in
vat ly trong printer pool vao. Néu ta khong chon tly chon Enable Printer Pooling thi ta chi c6 moét
port duy nhat cho méi may in. Cha y tat cd cac may in vat ly trong mét printer pool phai st dung cung
mot driver may in.

384
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Color Management | Security I Device Settings |
General | Sharing Parts I Advanced
-]
. = HF

Print ta the fallowing port(s). Documents will print ta the first free

checked port.
Port I Diescription I Frinter :I
LI comi: Serial Part

Serial Port
Serial Port

Serial Port
Pritit to File
IP_1722914150  Standard TCP/P Fort -
< | »
Add Part... Delete Part | Configure Part...

I Enable bidirectionsl support
¥ Enahble printer pooling

Close I [Cance! | Apply

IV.3. Piéu hwéng tac vu in dén mdt may in khac.

Néu mét may in vat ly cia ban bi hw, ban c6 thé chuyén tat ca cac tac vu in &n clia may in bi hw sang
mot may in khac. Dé lam dwoc diéu nay, truéc hét ban phai ddm bdo may in méi phai cé driver gibng
v&i may in cii. Sau do, trong Tab Port, ban nhap chudt vao nut Add Port, chon Local port réi chon
tiép New Port. Hop thoai Port Name xuét hién, gé vao tén UNC ctia may in méi theo dinh dang:
\\computername\printer_sharename.

Caolor Management | Security | Device Settings |
General I Sharing Ports | Advanced
-]
3 = HF

Available port bypes:

Standard TCPJIP Port

Mew Port Type... | Mew Pork... | Cancel |

[ Enter a port name:
I I\\server2\HF‘2 Cancel |

Close | Cance| | Apply |
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V. CAU HINH TAB ADVANCED.

V.1. Cac théng sé cua Tab Advanced.

Trong hdp thoai Properties, ban nhap chudt vao Tab Advanced dé diéu khién cac dac tinh ctia may
in. Ban c6 thé cAu hinh cac thudc tinh sau:

- Kha nang cia may in

- Do wu tién clia may in

- Driver ma may in sé str dung

- Céc thudc tinh déng tac (spooling) ctia may in
- Céch thtrc in tai liéu theo biéu mau

- Ché d6 in méac dinh

- S dung bo x& ly in 4n nao

- Céc trang doc lap

L: HP Properties ﬂﬂ
Color Management | Security I Device Settings |
General | Sharing | Ports Advanced

" Always available
(= fvailable from [ 7o0aM = 1o [m00PM

=l =1
Fricrity: I'I _I::'
Diiver:  [HP Business Inkjet 2250 [PCLAC) ] MewDiiver.. |

&' Spool print documents so program finishes printing faster

™ Start printing after last page is spooled
' Start printing immediately

€™ Print directy ta the printer

[~ Hold mismatched documents
v Fiint spooled documerts first
[~ Keep printed documents

[ Enable advanced printing features

Prirting Defaults... | Print Processar... | Separator Page... |

Cloge I Cancel | Apply |

V.2. Kha nang san sang phuc vu ctiia may in.

Théng thwong, ching ta can kiém tra kha ndng sén sang phuc vu cia may in trong trwdng hop ching

ta ¢4 nhiéu may in cing st dung mét thiét bi in. Mac dinh thi tiy chon Always Available ludn dwoc bat

lén. Do dé, ngudi dung cé thé sir dung may in 24 tiéng mot ngay. Dé gi¢i han kha nang phuc vu cla

may in, ban chon Available From va chi dinh khoang thoi gian ma may in sé phuc vu. Ngoai khoang

thoi gian nay, may in sé& khéng phuc vu cho bat ki ngwdi dung nao. 386
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V.3. D6 wu tién (Printer Priority).

Khi ban d&t do wu tién, ban sé dinh ra bao nhiéu céng viéc s& dwoc gii truc tiép vao thiét bj in. Vi du,
ban c6 thé st dung tuy chon nay khi 2 nhém ngwdi dung cung chia sé mot may in va ban can diéu
khién dd wu tién déi véi cac thao tac in 4n trén thiét bi in nay. Trong Tab Advanced cta hép thoai
Properties, ban sé d&t dd wu tién bang cac gia tri tir 1 dén 99, v&i 1 14 c6 d6 wu tién thap nhat va 99 1a
c6 dd wu tién cao nhét.

Vi du: gid str c6 mét may in dwoc phong ké toan st dung. Nhirtng nguwdi quan ly trong phong ké toan
[uén ludn mudn tai liéu cda ho sé dwoc wu tién in ra trwedc cac nhan vién khac. Bé ciu hinh cho viéc
sap xép thi tw nay, ta tao ra moét may in tén & MANAGERS gén vao port LPT1 véi d6 wu tién Ia 99.
Sau do, cling trén port LPT1, ta tao thém mdt may in nira tén la WORKERS v¢&i d6 wu tién la 1. Sau
doé, ta sé& sir dung Tab Security trong hop thoai Properties dé gi¢i han quyén s dung may in
MANAGERS cho nhi*rng ngwdi quan ly. Bbi véi cac nhan vién con lai trong phong ké toan, ta cho phép
ho s&r dung may in WORKERS (chuing ta sé tim hiéu rd hon vé Security trong phan sau). Khi cac tac
vu in xuét phat tr may in MANAGERS, né sé di vao hang doi clia ctia may in vat ly véi dd wu tién cao
hon 1a cac tac vu xuat phat tir may in WORKERS. Do d9, tai liéu cta nhirng ngudi quan ly sé duwoc wu
tién in trudc.

V.4. Print Driver.

Muc Driver trong Tab Advanced cho phép ban chi dinh driver sé& dung cho may in. Néu ban da ciu
hinh nhiéu may in trén moét may tinh thi ban cé thé chon béat ki driver nao trong cac driver da cai dat.
Thao tac thwc hién nhw sau: Nhép chudt vao nut New Driver dé khdi déng Add Printer Driver
Wizard. Add Printer Driver Wizard cho phép ban thyc hién cap nhat cling nhw thém driver méi.

V.5. Spooling.

Khi ban cAu hinh tuy chon spooling, ban can chi dinh rd cac tac vu in 4n sé dwoc day ra dwdng éng
may in hay dwoc gwi trwc tiép dén thiét bi may in. Spooling c6 nghia la cac thao tac in 4n sé& dwoc lwu
triv xudng dia thanh mét hang doi trwdc khi cac thao tac in nay dwoc giri dén may in. Co thé xem
spooling giébng nhw la bo diéu phdi in 4n néu nhw tai mét thoi diém cé nhiéu ngwdi dung cung luc goi
yéu ciu dén may in. Theo ché doé mac dinh, tly chon spooling sé dwoc bat [én sén.

V.6. Print Options.

Phia duwéi Tab Advance cé chtva bén tiy chon in 4n. D6 1a cac tuy chon:

- Hold Mismatched Documents: tuy chon nay hiru dung trong trwdng hop ban s dung ché do
nhiéu biéu mau trong mét may in. M&c dinh thi tly chon nay sé khéng dwoc bat 1én. Cac tac vu sé
dwoc in theo ché do first-in-first-out (FIFO). Néu ban bat tuy chon nay lén, hé théng sé chon wu
tién in trwdc nhirng tac vu cé chung mot biéu mau.

- Print Spooled Documents First: tuy chon nay qui dinh réng cac tac vu in an duwoc diédu hwéng
xong trwdc cac loai tac vu 1én khac. Diéu nay c6 nghia |a cac tac vu in 4n sé cé dd wu tién Ién hon
céac loai tac vu khac trong qua trinh diéu hwéng. Méc dinh thi tuy chon nay luén dwoc bat 1én giup
gia tang hiéu qué lam viéc cia may in.

- Keep Printed Documents: tiy chon nay qui dinh rdng cac tac vu in 4n phai duwoc xéa khdi hang
doi diéu hwéng in an khi cac tac vu nay da hoan tat qua trinh in. Théng thwong, ban mudn xéa cac
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tac vu in &n ngay khi né bat dau in b&i vi néu chung ta tiép tuc lwu trir cac tac vu nay trong hang
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doi diéu hwdng va dei cho dén khi ching duoc in xong méi x6a thi sé phai tén dung lwon
cho viéc Iwu trir. Mac dinh thi tuy chon nay sé khéng dwoc bat 1én.

- Enable Advanced Printing Features: tuy chon nay qui dinh rdng bat ki cac tinh nang mé rong
nao ma may in cla ban cé hoé tro vi du nhw Page Order va Pages Per Sheet nén dugc bat Ién.
Mac dinh thi tay chon nay luén dwoc bat l1én. Chi trong truéng hop xady ra cac van dé vé twong
thich thi ban c6 thé tat tiy chon nay. Vi du nhw ban dang st dung driver cho moét thiét bi may in
twong tw nhwng né khong hd tro tat cd cac tinh ndng ciia may in. Trong trwong hop dé, ban nén
tat thy chon nay di.

V.7. Printing Defaults.

Nut Printing Defaults ndm & géc trai phia duéi cia Tab Advance. Néu ban nhap chudt vao nut
Printing Defaults, hép thoai The Printing Preferences sé xuét hién. Pay ciling chinh Ia hép thoai sé
xuét hién khi ban nhap chuét vao nut Printing Preferences trong Tab General.

V.8. Print Processor.

Bo6 xt ly in 4n dwoc st dung dé qui dinh Windows Server 2003 c6 can phai thuc hién cac xt ly bd
sung trong cong viéc in an hay khong. B6 x& ly in An WinPrint mac dinh dwoc cai dat va duwoc
Windows Server 2003 st dung. Bd xt ly in &n WinPrint c6 thé hé tro mot vai kiéu di liéu.

Theo méc dinh thi hau hét cac (rng dung trén nén Window si* dung chudn EMF (enhanced metafile)
dé g&i cac tac vu dén may in. Chuan EMF dung kiéu dir liéu RAW. Kiéu di liéu nay sé bao véi bo xi
ly in &n la tac vu nay khong can phai stra ddi d6 wu tién khi in. Diéu nay Ia do nha san xuat phan mém
qui dinh.

=" HP Properties 2]
o . i - 1 e !

Selecting a different print processor may result in different options being
available For default data types. IF wour service does nok specify a data
type, the selection below will be used.

Prink processor; Default data tvpe:

Ra&w [FF appended]
RAay [FF auko]

MT EMF 1.003

MT EMF 1.006&

MT EMF 1.007

MT EMF 1.005

TEXT

T Cancel

TR AR AT
¥ Print spooled documents first
[ Keep printed documents

¥ Enable advanced printing features

Printing Defaults... Print Frocessar... | Separatar Fage. .. |

Close | Canzel | Apply |
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Bang danh sach cac kiéu di¥ liéu dwoc bd xt ly in &n trong Windows Server 2003 hd tro:
Kiéu dir liéu Mb ta

RAW Khéng lam thay dbi tai liéu in 4n

Khéng lam thay di tai liéu in 4n ngoai trir viéc thém vao moét ki tw form-

RAW (FF appended) feed

Khong lam thay dbi tai liéu in 4n ngoai triv viéc kiém tra xem cé can thém

RAW (FF Aut
( uto) vao mét ki ty form-feed hay khéng

NT EMF 1.00x Thwong diéu hwéng céc tai liéu dwoc glri tir cdc may tinh Window khac

Phién dich tAt ca cac kiéu di¥ lieu van ban don gidn va may in sé thuc

TEXT . X
hién in bang cach st dung cac Iénh van ban chuan.

V.9. Separator Pages.

Separator pages duoc st dung tai thoi diém bat dau ctia méi tai liéu nham muc dich dinh dang ré
ngw®i dung nao da thwc hién viéc in tai liéu nay. Néu nhw may in khéng dwoc chia sé thi ché do
Separator pages vo hinh chung sé gay ra lang phi gidy in. Néu trong trwérng hop may in dwoc chia sé
cho nhiéu ngwdi dung thi ché d6 Separator pages sé hiru dung trong viéc phan phéi cac tac vu in an
da hoan tét.

Dé thém mot Separator page, ban thyc hién nhw sau: nhap chudt vao nut Separator page nam & goéc

phai phia dwéi Tab Advance. Hop thoai Separator page hién ra, ban nhap chuét vao nut Browse dé
chon tap tin Separator page nao ban muén st dung.

&7 Hp proper d
Color Management | Security I Device Settings |
- f 1 e Ll - . O R |
Separator Page 2=l
Separator pages are used at the beginning of each document bo make it
easy to find a document among athers at the printer.
Separator page: IE:\\N’INDDWS\system32\pcl.sep
Ok Cancel
™ Start printing after last page is spooled
&' Start printing immediately
£~ Print directly to the printer
[ Hold mismatched docurments
¥ Print spoaled documents first
[~ Keep printed documents
[v Enable advanced printing features
Printing D efaults. .. Print Processar... | Separator Page... |
Cloze | Catize! | Apply |
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VI. CAU HINH TAB SECURITY.

VI.1. Gi&i thiéu Tab Security.

Chuang ta c6 thé kiém soat quyén truy cap vao may in Windows Server 2003 clia ngwdi dung ciing
nhw cac nhém ngudi dung bang cach cau hinh quyén in 4n. Chang ta c6 thé cho phép hoédc khéng cho
phép nguwdi dung truy xuat may in. Ching ta cdp quyén in 4n cho ngu®i dung va nhém ngudi dung
thong qua Tab Security trong hop thoai Properties clia may in.

= HP Properties d S
General | Sharing | Puortz | Advanced I
Colar b anagement Security | Device Settings

€71 CREATOR OWHER

m Everone

m Frint Operators [ME TCLASSSPrint Operators]
!ﬁ Server Operators [METCLAS 5SS erver Operators]

Add. | Bemove |

Permizziong for ddministrators Allo Drerm

Frint

M anage Printers
Manage Documents
Special Permizzions

OREHE
oooa

For zpecial permizzions or for advanced settings. Sibemeed) |
click Advanced, —
Cloze I Cancel | Apply |

Bang phan quyén in 4n cho ngudi dung
Quyénhan Mo ta

Print Cho phép ngui dung hodc mot nhém ngudi dung cé thé két ndi va glri tac vu in
4n dén may in.

Manage Cho phép thuc hién thao tac diéu khién, quan ly may in. V&i quyén nay, nguoi
Printers dung ho&c nhém ngudi dung cé thé dirng hoac khéi dong lai may in, thay dbi cau
hinh ctia bd diéu tac, chia sé hoac khong chia s& may in, thay dbi quyén in 4n, va
quan tri cac thudc tinh ctia may in.

Manage Cho phép ngudi dung quan ly cac tai liéu in qua cac thao tac dirng viéc in, kh&i
Documents | déng lai, phuc hdi lai, hodc 1a xoa tai liéu ra khéi hang doi may in. Ngwdi dung
khong thé diéu khién trang thai cia may in.
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Special Bang cach chon Tab Advanced trong hop thoai Print Permissions, ban c6 thé
Permissions | quan ly cac quyén dic biét.

392
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Theo mac dinh, bat ki khi ndo mét may in dwoc tao ra, cac quyén in &n méac dinh sé duoc t
Bang cac quyén in &n méc dinh:

Nhém quyén Pwoc phép in Quan ly may in Quan ly tai liéu in
Administrators ®
Creator Owner )
Everyone
Print Operators ® ®
Server Operators @

VI.2. Cap quyén in cho ngw®i dung/nhém ngwéi dung.

Théng thudng, ban cé thé chap nhan quyén in 4n mac dinh da dwoc thiét 1ap sdn. Tuy nhién, trong mét
sb trwdng hop dac biét, ban can phai hiéu chinh lai cac quyén in cho thich hop. Vi du: Céng ty cua
ban vira trang bi cho phong Marketing mdt may in laser mau dat tién, ban khéng muén ai ciing dwoc
phép sir dung may in nay. Trong trweong hop nay, trwde tién ban phai bd tuy chon Allow checkbox for
the Everyone group. Sau d6, thém nhom Marketing vao trong danh sach cia Tab Security. Cudi
cung ban cép cho nhém Marketing quyén Print. Mudn thém cac quyén in 4n, ban thuc hién cac budc
sau:

O Tab Security trong hop thoai Properties ctia may in, nhap chuét vao nat Add.

2. Hop thoai Select Users, Computers, Or Groups xuat hién, ban nhap vao tén cua nguwoi dung
hodc nhém ngwdi dung ma ban dinh cp quyén in 4n rbi nhap chudt vao nut Add. Sau d6, ban
chon tat ca cac ngudi dung ma ban mudn cap quyén va nhap chuét vao nat OK

Select Users, Computers, or Groups ﬂi[

Select thiz object type:

IUsers, Groups, or Built-in security principals DObject Types... |

From this location:

Inetclass. edu.vn Locations. .

Enter the object names to select [examples):

Tuan Nauyen [tuan@netelass. edu.vn Check MNames

iy

Advanced... | 0K | Cancel |

i

3. Chon nguoi dung hodc nhém ngudi dung tir danh sach cac phan quyén, sau dé chon Allow dé
cép quyén hodc chon Deny dé khéng cip quyén in &n, cac quyén quan ly may in hay cac quyén
quan ly tai liéu in.

DPé loai bd mdt nhédm cé sén trong danh sach phan quyén, ta s& chon nhém dé va nhip chudt vao nut

Remove. Nhém vira chon sé& khéng con duoc liét ké trong Tab Security niva va khéng thé dwoc cép

bat ki quyén han in 4n nao.
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Vil. CAU HINH TAB DEVICES.

Trong hop thoai Properties, chon mé& Tab Devices. Cac thudc tinh hién thi trong Tab Devices phu
thudc vao dac tinh ctia may in va driver may in ma ban da cai dat.

#= HP Properties ﬂﬂ
General I Sharing I Ports | Advanced |
Color Management I Security Device Settings

@ HP Business Inkjet 2250 (PCLSC) Device Settings
E@ Form Ta Tray Assignment
e - i B
Tray 2: Mok Available
. Manual Paper Feed: Letker
@E Font Substitution Table
External Fonts. ..
EE Inskallable Options
Printer Memary: 16 ME
o Tray 2: Mok Installed

Cloze I [Fance] Apply
VIIl. QUAN LY PRINT SERVER.

VIIIA. Hop thoai quan ly Print Server.

Print Server |a mdt mét may tinh trén dé cé dinh nghia s&n cac may in. Khi nguwdi dung glvi mét yéu
cau in 4n dén mot may in mang, thi trwdc tién, yéu ciu doé phai dwoc givi dén Print Server. Néi cach
khac Print Server sé& c6 nhiém vu quan ly tAt cd cac may in logic da dwoc tao ra trén may tinh. Véi tw
cach la mét Print Server, may tinh nay phai dd manh dé hd tro cho viéc dén nhan cac tac vu in 4n va
né ciing phai da khong gian dia tréng dé chira cac tac vu in trong hang doi.

Ban c6 thé quan ly Print Server bang cach ciu hinh cac thudc tinh trong hop thoai Print Server
Properties. Ching ta m& hop thoai Print Server Properties béng cach: m& hop thoai Printers And
Faxes, chon File rdi chon tiép Server Properties. Hop thoai Print Server Properties bao gém céac
Tab: Forms, Ports, Drivers va Advanced.
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& Printers and Faxes o ] B

File Edit Miew Favorites Tools  Help | ;'f
Open Search Folders | = =
Printing Preferences. .. . j ﬂ Go

Pause Printing

Sharing. ..
Ise Printer OFfline

Add Printer
Server Properties
Set Up Fazing

Create Shorkcut
Delete

Rename
Propetties

Close

j Displays properties For this server, i

VIil.2. Cau hinh cac thudc tinh cua biéu mau in.

Néu may in clia ban cé nhiéu khay gidy va & méi khay, ban d&t vao dé céac loai gidy khac nhau, ban c6
thé cau hinh céac thudc tinh trong Tab Form dé tao ra va quan ly nhiéu biéu mau cho may in. M6t biéu
mau chi yéu dwoc ciu hinh dwa vao kich c¢&. Mudn tao ra mét biéu mau méi, ta thuc hién theo bén
bwéc sau:

(1) Trong Tab Forms, ban nhap chudt vao tily chon Create A New Form.
(2) Trong muc Form Name, ban nhap vao tén cla biéu mau.
(3) Trong muc Form Description, ban lwa chon kich thuwéc cho biéu mau
(4) Nhap chuét vao nat Save Form dé hoan tat viéc tao biéu mau

2

Farms |F'0rts I Driversl Advancedl

Forms on: TWTHAMH

Delete |
11417
12411 LI §aveF0rm|

Formn name:  |10:11

[¥ Create a new form

Define a new form by editing the existing name and
measurements. Then click 5ave Form.

Form description [meast itz)
Units: " Metic % English
Faper size: Frinter area margins:
widh: [T000n | Left [000n | Top [000n

Height [11.00n | Hight [000n | Bottom:[0.00in

QK I Cancel | Lpply |

Chung ta vira tao ra mot biéu mau. Tiép theo, ching ta can két hop biéu mau véi khay gidy ciia may
in. D& lam dwoc diéu nay, ching ta phai sir dung Tab Devices trong hdp thoai Properties clia may in.
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General I Sharing I Ports | Advanced |
Colar Management I Security Device Settings

@ HP Business Inkjet 2250 {PCLSC) Device Settings
E@ Form To Tray Assignment

T =
Tray 2; Mok Available
-------- Manual Paper Feed: Letter
Font Substitution Table

s External Fonts...
EE Installable Options

Printer Mernory: 16 ME
Tray 2: Mot Installed

QK I Cancel | Lpply |

Phia dwéi phan Form To Tray Assignment, trwdc tién ban chon khay gidy, réi chon biéu mau dé két
hop v&i khay gidy dé.

VIIL.3. Cau hinh cac thudc tinh Port caa Print Server.

Trong hop thoai Printer Server Properties, ban m& Tab Port. Tab nay cling twong tw nhw Tab Port
trong hop thoai Properties clla may in. Sy khac nhau gilra hai Tab Port la: Tab Port trong hop thoai
Print Server Properties dwoc sir dung dé& quan ly tat ca cac port trén Print Server. Con Tab port
trong hdp thoai Properties clia may in quan ly cac port cla thiét bi may in vat ly.

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net

396



& Print Server Properties 2=

Foms Ports |Dli\-’BlS| Advancedl

@ T¥THaMH

Parts on this zerver

Part | Dezcription | Printer |
LPT1: Prirter Port HF

LPTZ: Prinker Port

LPT2: Printer Port

COM1: Sernal Part

COk 2 Serial Port
COM3: Serial Port
COM4: Serial Port
FILE: Print bo File
IP_172.2... Standard TCP/IP Port

Add Part.... Delete Port

Ok Canicel Spply

VIil.4. CAu hinh Tab Driver.

Trong hQp thoai Printer Server Properties, ban mé tab Driver. Tab Driver cho phép ban quan ly cac
driver may in da dwoc cai dat trén Print Server. Déi voi mbi driver may in, Tab nay sé hién thi tén,
moi trwdng va hé diéu hanh ma driver hd tro.

St dung céc tuy chon trong Tab Driver, ban c6 thé thém vao hay loai bé hay cap nhat driver may in.
Dé nhin thay cac thudc tinh cia mot driver may in, ta chon driver can hién thi va nhap chuét vao nat
Properties. Cac thudc tinh ca mét driver may in gém co:

- Téndriver.

- Phién ban.

- Boxtly.

- Ngbn ngir.

- Loai di liéu mac dinh.

- Puwong dan cla driver.
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& Print Server Properties I |

Formz I Ports  Drvers |.-’-‘n.c|vanc:ed|

@ TVTHAMH
Installed printer drivers:
Mame I Frocessor | Yersion
HP Business Inkjet 2250... =86 YWindows 2000, Window...
Add... Bemowve | Reinstall |

QK | Cancel | Lpply |

IX. GIAM SAT TRANG THAI HANG DOl MAY IN.

Chung ta c6 thé dung tién ich System Monitor d& quan ly hang doi may in. System Monitor duoc
dung dé theo dbi cac counter lién quan dén thao tac thwc hién cho nhiéu déi twong may tinh. Muén
quan ly hang doi may in bang System Monitor, ta thuc hién theo cac buéc sau:

1. Chon Start © Administrative Tools & Performance.

2. Hop thoai Performance sé xuat hién. Mac dinh thi tién ich System Monitor sé dwoc chon nhw

hinh sau:
I x]
K Ele Adion Vew Favortes Window Help | =1e] ]
= D@le
O oot ol QO sl EaE +xe| belE o=
PR IS stern Monito
-4 Performance Logs and lerts 100
80
0
40
il
a
Last | 0.000 Average | 10214 Minimum | 0,000
Maxiraumn | 137,973 Duration | 1:40
Physic.
Proces...

3. Nhép chudt vao nat Add (c6 biéu twong dau +) dé truy xuat vao hdp thoai Add Counters. Sau dd,
nhap chon Print Queue Performance Object. 398
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" Use local computer counters
' Select counters from computer:

WTWTHANH =l

Perfarmance object:

Al counters Al instances

% Select counters from list: % Select instances from list:

Add Metwark, Printer Callz -
Bytes Printed/sec HF

Enumerate MHetwark Printer Call

Job Ermors
_>I_I

Add Evplain |

Jrbs Snnnlinn

Cloze |

4. Trong hop thoai Add Counters, ban cé thé chi dinh ra may tinh ma ban mudn giam sat (ca may
tinh cuc bd va may tinh & xa). Performance Object ma ban can theo déi (trong trwérng hop nay la
hang doi - Print Queue), cac counter ma ban mudn theo ddi, va ban cling chi ra la ban co6 mudn
theo dbi tat ca cac thé hién hay la ban chi mudn theo d&i mot sb thé hién cla counter dwoc ban
Iwa chon. Né&u ban chon tat ca cac thé hién dwoc lwa chon sé& cho phép tat ca dir liéu cla tat ca
cac hang doi in 4n da dwoc dinh nghia trong may in. Con néu ban chon chi theo ddi mét s thé
hién clia counter thi ban chi theo ddi dwoc di¥ liéu ttr mot sb hang doi in An ca nhan.

Bang danh sach cac hang doi in 4n da duoc dinh nghia:

Print Queue Counter Mo ta

Add Network Counter nay sé chi ra bao nhiéu Print Server da dwgc thém vao cac may
_ in dwoc chia sé trong mang. Con sb nay dwoc tich Idy t& 1an khéi dong

Printer Calls cudi cling clia server.

Bytes Printed/Sec S6 byte trong thuc t& da duoc in trén mot hang doi trong méi giay

Chi ra ¢6 bao nhiéu yéu ciu da duwoc giri dén Print Server tir cac danh

Enumerate Network ) ] )
sach duyét mang. Con s6 nay dwoc tich luy tlr 1an khéi dong cudi cung

Printer Calls

cua Server.
Job Errors Téng sb cac 16i thao tac da dwoc twong trinh béi hang doi in 4n. Con sb
nay duoec tich luy tir IAn khéi dong cubi cling cta Server.
Jobs Chi ra con sb hién tai cac thao tac in 4n van con trong hang doi chua
dwoc xtr ly.
_ Chi ra con s6 hién tai cac thao tac in 4n da dwoc diéu hwéng dén hang
Job Spooling

doiin an..
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Max Jobs Spooling

Chi ra con sb tbi da cac thao tac in 4n da dwoc lwu trir trong hang dei in
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an ké tlr 1an khéi dong cubi cung cla Server.

Max References

Chi ra con s6 t6i da cac tac vu mé& (tham chiéu) da dwoc givi dén may in
ké tir 1an kh&i dong cudi cung cla Server.

Not Ready Errors

Chi ra sb lwgng cac 16i may in “chwa s&n sang phuc vy’ da duoc phat
sinh trong hang doi in &4n. Con s6 nay duwoc tich luy tiv 1an khéi dong cudi
cung clia Server.

Out of Paper Errors

Chi ra sb lwong céac 16i may in khéng c6 gidy da dwoc phat sinh trong
hang doi in 4n. Con sb nay dwoc tich luy tir 1an khéi dong cubi cung cla
Server.

Total Jobs Printed

Puoc st dung dé hién thi bao nhiéu tac vu in 4n da dwoc thuc hién thanh
codng. Con sb nay dwoc tich luy tir 1an khéi dong cudi cung cla Server.

Total Pages Printed

Puoc sir dung dé hién thi bao nhiéu trang da dworc in thanh cong. Con sb
nay duoec tich luy tir IAn khéi ddng cubi cling ctia Server.
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~ Bai 17
DICH VU TRUY CAP TU XA
Tom tat

Ly thuyét 5 tiét - Thwe hanh 10 tiét

Muc tiéu Cac muc chinh Bai tap bat SETRETNET
budc thém
K&t thuc bai hoc nay cung I Xay dwng mot Remote Dwa vao bai|Dwa vao bai
cap hoc vién kién thirc vé Access Server. tap médn Quan | tp moén Quan
dich vu truy cap tir xa, cho Il. Xay dwng mét Internet tri Windows | tri Windows
phép may tram & xa co Connection Server. Server 2003. | Server 2003.

thé quay sb két ndi vao
cébng ty thdng qua duwong
day dién thoai, chia sé
Internet don gian ...

402
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. XAY DUNG MQT REMOTE ACCESS SERVER.

Gia st ban dinh xay dwng moét hé théng mang cho phép cac nguoi dung di ddng (mobile user) hodc
cac van phong chi nhanh & xa két ndi v&. P& dap &ng dwoc nhu cdu trén ban phai thiét 1ap mot
Remote Access Server (RAS). Khi may tinh Client két néi thanh cong vao RAS, may tinh nay co thé
truy xuat dén toan bo hé thdng mang phia sau RAS, néu dwoc cho phép, va thuc hién cac thao tac
nhw thé may doé dang két ndi tryc tiép vao hé théng mang.

iy ma =

Printing File sharing Host access Database E-mnail and

scheduling

Rernaote access server
{Wwindows 2000 Server)

Telephone,

@] .25, [SDN

Remote access client
(MS-DOS, Windows,
Windows 95, Windows 95,
Windows MT, Windows 20007

1. Cau hinh RAS server.
Sau day la cac budc xay dwng mot RAS Server dung cac két néi quay sé.
DPAu tién, ban phai dam bao da cai driver cho cac modem dinh dung dé nhan cac cudc goi vao. Dé
kiém tra, ban vao Start @ Settings @ Control Panel © Phone and Modem Options, trong hdp thoai
Phone and Modem Options, ban chon Modem can kiém tra va nhap chudt vao nut Properties. Tai
hop thoai Properties, ban chon Tab Diagnostics va nhap chuét vao nit Query Modem dé hé théng
kiém tra Modem hién tai, néu c6 16i thi hé thdng sé thong bao.

21x|

General | Modem Diagnastics |Advanced| Diiver |

~ Modem Infarmation

Field | value
Hardware I mdmgen3 36

Command | Fesponse ;I
ATOWVIED  Success !
AT+GMM COMMAND NOT SUPPORTED

AT+FCLASS=Y 01.8
ATHCLS=? COMMAND MOT SUPPORTED -
| »

4]
Lagging
’7|_ Record a Log Wiew log |

oK | Cancel |
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Tiép theo ban can kich hoat dich vu Routing and Remote Access trén Windows Server 2003
nhap chuét vao Start © Programs @ Administrative Tools © Routing and Remote Access, hop
thoai m& ra ban nhap phai chubt 1én biéu twong server cla ban, chon Configure and Enable Routing
and Remote Access. Chuong trinh s& xuat hién hdp thoai Welcome to the Routing and Remote
Access Server Setup Wizard. Nhan Next dé tiép tuc.

Trong hép thoai tiép theo, Configuration, ban chon Custom configuration va chon Next.

Routing and Remote Access Server Setup Wizard
Configuration .-
“Y'ou can enable any of the following combinations of services, of pou can &-J
customize this server.

' Bemote access [dial-up or VPN]

Allows remote clients to connect ta this server through either a dial-up connection or a
secure Wirtual Private Metwark [WPM] Internet connection.

= Metwark address translation [NAT)
Allow internal clients to connect ta the Internet uzing one public IP address.

 Wirtual Private Network [WPM) access and NAT

Allow remote clients to connect ko this server through the Internet and local clients to
connect ko the Intermet using a single public IP address.

' Secure connection between two private networks
Cannect this network to a remote netwaork, such as a branch office.

Select any combination of the features available in Routing and Remate Access.

For more information about these options. see Bouting and Remate Access Help.

< Back I Hext > I Cancel |

Tiép theo hop thoai Custom Configuration xuat hién, ban chon muc Dial-up access vi ching ta can
xay dwng mot Server cho phép cac may tinh & xa truy cap vao. Sau dé ban nhap chudt vao nat Next
dé tiép tuc. Hop thoai Completing the Routing and Remote Access Server Setup Wizard xuét hién,
chon Finish dé két thuc.

Routing and Remote Access Server Setup Wizard

Custom Configuration

&
when this wizard clozes, you can configure the selected gervices in the Routing %
and Remate Access console.

Select the services that vou want ta enable an this server.

¥ Dislup access

[ Demand-dial connections [ uzed for branch office routing |
[~ MAT and basic firewall

[ L&M routing

< Back I Mest > I Cancel |

Mot hop thoai cdnh bdo xuét hién, yéu cau ban cho biét c6 khéi dong dich vu nay 1én hay khéng? Ban
chon Yes dé khéi dong dich vu.
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Routing and Remo

Completing the Routing and Remote
Access Server Setup Wizard

Completing I zation

ing and Remate

Please wait while the Fouting and Remate Access

@ service finishes intislization.
.

|

After vou cloze this wizard, configure the selected services
in the Routing and Remote Access conzole,

To cloze this wizard, click Finigh,

< Back | Finizh | Cancel |

Trong clra s6 chinh cla chwong trinh, ban ciu hinh cho phép hé théng dung modem dé& nhan cac
cudc goi. Nhap phai chudt 1én muc Ports, chon Properties. Hop thoai Ports Properties xuéat hién.
Trong hop thoai nay, chon mét thiét bi Modem va nhan Configure dé cau hinh.

Devices |

Routing and Remate Access [RRAS] uses the devices listed below.

Name Used B Type Numb...
St &M 145 Modem 1
Wi N Minipart [PPPOE] Routing PPPoE 1
AN Miniport [PPTF) RaS FPTF 5
WA Miniport [L2TP] RaS L2TF 5
Direct Parallel None Parallel 1

LConfigure.. |

ok I Cancel | Spply |

Xuét hién hép thoai Configure Device. Trong hdp thoai nay, chon vao muc Remote access
connections (inbound only), chi chdp nhan cac cudc goi hwéng vao. Sau dé nhan nut OK.

Configure Device - Standard 56000 bp: 21x

‘Y'ou can use this device for remaote access requests or demand-dial
connections.

v Remate access connections [inbound onlyf

[~ Demand-dial routing connections (inbound and outhound)

Phane number for this device: I

‘Y'ou can set a maximum part limit far a device that supparts multiple ports.

Mawirmurn ports: |1 _Ij

Cancel |

L&p lai buwdc (7) cho cac thiét bi modem khac. Sau khi da thwc hién xong, nhan nat OK dé déng hop
thoai Ports Properties lai. Tiép theo, ban sé& cu hinh dé& Server thyc hién chirc nang RAS. Nhan phai
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chuét I&n biéu twong Server va chon Properties.
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E Routing and Remate Access Ports

% Server Status Mame T Device | Used B
= Configure and Enable Routing and Remote Access WP R&3
Disable Routing and Remaote Access YPM RAS
ﬂ T ol Tasks 5 VPN RAS
55 Rer WP RAS
=] Rer Delete YR RA&S
Refresh ... PPPoE Routing
) VPN RAS
Propetties PN RAS
Help WP RAS
Tae wrdsH Miniport (L2TR) (VPRNS-1 VPN RAS
%WF\N Minipart (L2TP) (YPM3-0) VPN RAS
@Standard 33600 bps Modem ... MODEM RA&S

Hop thoai Server Properties xuét hién. Trong Tab General, ban chon cac muc Router, LAN and dial-
demand routing va muc Remote access server.

TYTHANH ({local) Properties 2 x|

General | Se-:urit_l,ll IP | PPP | Logging'

= =
gt Raouting and Remate Access

Enable this computer as a:

V¥ Bouter
" Local area netwark (L&M) routing anly
@ AN and demand-dial routing

¥ Remote access server

ak I Cancel | Apply |

Tiép theo, ban chon Tab IP. Tab nay chi xuat hién khi hé théng mang ctia ban cé str dung bo giao thirc
TCP/IP. Phan IP address assignment chi dinh cach cip phat dia chi IP cho cac RAS Client khi quay
s vao. Néu hé thdng mang da thiét lap mot DHCP Server thi ban cé thé nh& DHCP Server nay cap
phat dia chi cho cac RAS Client (chon muc Dynamic Host Configuration Protocol). Néu khéng cd,
ban phai chi dinh danh sach cac dia chi sé cap phat (chon muc Static address pool). Trong vi du nay,
ban sé& nhap vao danh sach dia chi IP.
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TYTHANH {local) Properties 2 x|

Generall Security 1P IF'F'F' | Loggingl

¥ Enable IP routing

v Allow IP-based remote access and demand-dial conhections

—|P address aszignment
Thig zerver can assign |IP addresses by using:

" Dynamic Host Configuration Protocal [DHCP)
¥ Static address poal

Fram | Ta | Murnber | IP Addre...| Mask. |
192.168.... 132168, 3 192.168...  255.255...

Edit... | Bemaove |

¥ Enable broadcast name resolution

ak | Cancel | Apply |

Dé bd sung danh sach dia chi, chon muc Static address pool va nhan Add. Xu4t hién hop thoai New
Address Range. Trong hop thoai nay, ban nhap vao dia chi bt dau va dia chi két thic ciia danh sach.
Cac dia chi nay nén Iéy tr dwong mang cla RAS Server. Néu ban st dung dwong mang khac, ban
phai dat cac dwong di tinh cho tirng dwdng mang méi dé. Sau d6 nhan OK dé déng v tao.

Type a starting |P address and either an ending |P address or the number of
addreszes in the range.

Start IP address: 192 168 . 100 . 200
End IP address: I 192 . 168 . 100, 230
Humber of addresses: I kil

0K I Cancel |

Cac Tab khac ching ta d& méc dinh, sau khi da ciu hinh xong, nhdn OK dé déng hop thoai Server
Properties lai.

Buoc tiép theo la cdu hinh cac tai khoan dung dé quay sb. Ban cé thé tao trong local security
database néu RAS Server nam trong workgroup hoéc tao trén Active Directory database néu la
thanh vién ctia mét domain. Kich hoat chwong trinh Local User and Group (hoac Active Directory
Users and Computers tuy theo vi tri tao tai khoan), nhap phai chuét Ién tai khoan dinh ciu hinh va
chon Properties.

Hop thoai User Properties xuat hién. Ban chon Tab Dial-in va chon muc Allow Access dé cho phép
ngwdi dung nay dwoc phép truy cap tir xa théng qua quay sb. Ngoai ra trong hop thoai nay cling cho
phép ban chon ché dd quay sb, néu chon mac dinh (No Callback) thi phia may tram sé trd phi dién
thoai, nhung néu ban chon ché dd Callback thi phia Server sé tra chi phi dién thoai trong qué trinh
quay sb dé truyén di¥ lieu. Sau d6 nhan OK dé& dong hop thoai lai.
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Administrator Properties 2 x|

Femate contral I Terminal Services Profile I COk+ I
General I Address | Account | Prafile I T elephones I Organization I
4 ember OF Diakin | Enviranment Sessions

— Remate Access Pemizsion [Dial-in or YPMN)
' Allow access
" Dery access

€ Conbollaccess through Bemaote dccess Ealicy

I | ety Caller- 0
— Callback Option

er [Routing and Remote Access Service anly)

=2EL Dy
" Always Callback to; I

[~ ssign a Static [P Address I
- ApplyStatic Boutes

Define routes ta enable for this Diakin Static Boutes.. |
conhection. —

ak I Cancel | Apply |

Nhw vay 1a ban da ciu hinh xong mét RAS Server. Nguwoi dung cé thé bt diu dung tai khoan da cép
thwe hién két ndi tlr xa qua dudng quay sb, truy xuat vao hé théng mang & co quan.

.2. CAu hinh RAS client.

Tiép theo chung ta tao mdt network connection trén may tram dé quay s dén mot RAS Server. May
tram c6 thé st dung hé diéu hanh Win98, WinME, Win2000, WinXP... D& két néi dén mot RAS
Server, ban can t6i thiéu ba thong tin nhu: sb dién thoai ciia RAS Server, username va passwork do
RAS Server cép. Trong vi du nay ching ta dung may Windows Server 2003 Stand-alone d& minh
hoa, cac budc thwe hién nhw sau:

Mé& menu Start @ Settings @ Network and Dial-up Connections. Trong ctra s6 Network and Dial-
up Connections, nhép déi chudt vao Make New Connection. Xuat hién hép thoai Welcome to the
Network Connection Wizard, ban nhan Next dé tiép tuc.

Trong hép thoai Network Connection Type, ban chon muc Connect to the network at my
workplace vi & day ching ta két néi véi RAS Server noi bd clia cong ty, khong két ndi Internet. Sau
dé nhén nut Next dé tiép tuc.
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Mew Connection Wizard
Hetwork Connection Type
What do you want to do?

™~ Connect to the Internet
Connect ta the Internet so vou can browse the Web and read email.

" Connect to the network at my workplace

Connect ta a business network [uzing dial-up or %PH] 20 you can wark fram home,
a field offize, or another lacation.

(" Set up an advanced connection

Connect directly to another computer using your serial, parallel, ar infrared port, or
zet up this computer so that other computers can connect to it.

< Back I Hext > I Cancel |

Tiép theo ban chon loai két néi 1a Dial-up hay VPN, & day chang ta chon két ndi kiéu quay sb dung
Modem.

Mew Connection Wizard

Metwork Connection
How do pou want to connect to the network. at pour workplace?

Create the following connection:

Connect uzing a modem and a regular phone line ar an Integrated Services Digital
Metwark [ISDM) phone line.

£~ Virtual Private Network connection

Connect to the network uzing a wvirtual private network. PR connection over the
Internet.

< Back I Mest » I Cancel |

Theo huéng dan cha chwong trinh, ban sé& nhap tén cta két ndi nay, sé dién thoai can goi dén cua
RAS Server, két nbi nay chi dung cho ngwdi dung hién tai hay cho moi nguoi.

Cubi cung, hop thoai Completing the Network Connection Wizard xuét hién ban nhan nuat Finish dé
hoan thanh qua trinh tao két néi.

Khi muédn thiét 1ap két néi, ban kich hoat biéu twong clia Connection méi tao, hdp thoai Connect xuét
hién, ban nhap vao username va password da dugc tao ra trén RAS Server (hay néi cach khac la da
dwoc quan tri RAS Server cap phat), kiém tra lai sb dién thoai cia RAS Server va nhan nut Dial.
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(Connect RAS Connection e |

‘-'—:.'-.;d:lf:_"ﬁ_":_;.-

User narme: Inatuan

Password: I"""

v Save thiz user name and pazsword for the following users:

& Me only

 Anyone who uges this computer

Diat |a326457 =]

Dial I Cancel | Froperties | Help |

IIl. XAY DUNG MOT INTERNET CONNECTION SERVER.

Ban dang quan ly mot hé thédng mang nhd, s& dung giao thirc TCP/IP va ban dinh thiét 1ap két nbi
Internet cho hé théng mang cla minh. Théng thwong, cac hé théng mang nhw vay s dung dia chi
riéng (private address). D& cac may tinh bén trong mang cé thé truy xuét ra mang Internet, ban can
phéi cé mdt may tinh dong vai trd nhw mét Router hd tro NAT (Network Address Translation).

Home
networl;

!4@}}

l@#

I.1. Cau hinh trén server.

Ban co thé s dung dich vu Routing and Remote Access dé xay dwng mot Internet Connection
Server hd tro NAT, phuc vu cho muc dich trén. Cach thwc hién nhw sau:

DPA4u tién, ban phai ddm bao da cai driver cho cac modem. Thyc hién kiém tra nhw huwéng dan trong
phan trén. CAu hinh dé cac Modem nay chap nhan cac cudc goi ra ngoai khi ¢ nhu ciu (demand-
dial). Thyc hién theo cac buédc nhw trong muc trén nhung dén hop thoai Configuration, ban chon
trong Network address translation (NAT).
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Routing and Remote Access Server Setup Wizard

Configuration

oL
“r'ou can enable any of the following combinations of services, or you can ?[_,_J
customize this server.

= Remote access [dialup or VPN)

Allovs remate clients to connect to this server through either a dial-up connection or a
zecure Yirtual Private Metwork [WPM) Intermet connection.

" Network address translation [NAT]
Allows interal clients to connect to the Intemet using one public IF address.

™ Witual Private Metwark [VPN] access and MAT

Allows remote clisnts to connect to thiz server through the Internet and local clisnts to
connect o the Internet using a single public IP address.

™ Secure connection between two private netwarks
Connect this netwaork to a remate netwark, such as a branch office.

= Custom configuration
Select any combination of the features available in B outing and Remote Access.

For more information about these options, see Bouting and Bemote Access Help.

< Back I Mext » I Cancel |

Tiép theo hop thoai NAT Internet Connection xuét hién, ban d& mac dinh vi ching ta can tao mét
demand-dial interface. Ban nhan Next dé chuong trinh tiép tuc.

Hop thoai Interface Name yéu cau ban dat cho interface ma&i nay mot cai tén. Théng thwdng ban nén
dat tén cta Router & xa dé dé& quan ly.

Demand-Dial Interface Yizard x|

Interface Mame -
“V'ou can type a friendly name far this interface. %

Type a name for thiz demand dial interface. & common practice iz ko name interfaces
after the network or rauter to which they connect.

Interface name:

Femote Foute]

< Back I Mest » I Cancel |

Hop thoai Connection Type y&u ciu ban chon loai két ndi ma interface nay st dung.
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Demand-Dial Interface Wizard |

Connection Type .
Select the type of demand dial interface you want to create, &J

& Connect using a modem, |1SDM adapter, or ather phypsical device |

= Connect using vitual private netwarking [VEN]

" Connect using PPP over Ethernet [PPPoE)

< Back I Mest > I Cancel

Hop thoai Select a device yéu ciu ban chon loai thiét bj két néi dung cho interface.

Demand-Dial Interface Wizard x|
Select a Device .
Thiz iz the device that will be uzed to make the connection. %_J

Select the modem or adapter this interface will use.

0 bps Modern [COM1]

< Back I Mest » I Cancel |

Trong hop thoai Phone Number, ban nhap vao sé dién thoai ma ISP cung cap cho ban. Hop thoai
Protocols and Security yéu cau ban chon loai giao thirc chuyén van va céac tuy chon an toan cho két
noi. Thoéng thuong, ban nén chon Route IP packets on this interface.
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Demand-Dial Interface Wizard |

Protocols and Security e
Select tranzparts and security options for thiz connection. %

Check all that apply:

[V Route [P packets on this interface.]

[ Add a user account 20 & remote router can dial ik
[~ Send a plain-text password if that is the only way to cornect.

[~ Use scripting to complete the connection with the remote roLter.

< Back I Mest » I Cancel

Trong hop thoai Dial Out Credentials, ban nhap vao théng tin tai khodn dung dé két ndi dén ISP (ciing
chinh ISP sé& cung cép cho ban).

Demand Dial Interface Wizard

Dial Dut Credentials .
Configure the uzer name and password to be used when cannecting ta the remate i_;'

router.

You need to zet the dial out credentials that thiz interface will uze when connecting to
the remote router. These credentials must match the dial in credentials configured on
the remate router.

User name: Ivnn‘l 260

Domain: I

Pazsword: I xxxxxxx

Lonfirm password: | xxxxxxx

< Back I Hest > I Cancel |

Cubi cung hdp thoai Completing the demand dial interface wizard cho biét két thic qué trinh céu
hinh. Ban nhan Finish dé két thuc.

Sau khi da tao xong demand-dial interface, tuy theo ISP c6 chip nhan viéc thiét lap két ndi an toan
hodc khéng an toan. Hién tai cac nha cung cép dich vu & Viét Nam cung cép cac két ndi khdng ma
hoéa. Trong muc Network Interfaces, nhan phai chu6t 1én demand-dial interface mé&i tao, chon
Properties. Trong hop thoai Properties, chon Tab Security. Trong phan Security options, muc
Validate my identity as follows, ban co6 thé chon Require secured password hoac Allow
unsecured password (néu quay sb vao ISP thdng thwdng thi nén chon muc nay).
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B~ Remote Router Properties e |

Generall Options ~ Security |Networking|

— Security optiohs
* Typical [recommended zettings)

Walidate my identity as followes:

IAIIow unsecured password

Fiequire secured pagsword

I Require data encryption [discannect ik none]

" Advanced [custom zettings)

sing these setfings requires a knowledge ST |
of security pratocalz. 28ngs -

~ Interactive logon and scripting

™ Bun script: I j

Edit... | Browsze.. |

oK I Cancel |

Mé& rong muc IP Routing trong clra s& Routing and Remote Access, nhan phai chudt 1én muc NAT
va chon Properties. Trong hop thoai NAT Properties, ban chon Tab Name Resolution. Trong Tab
nay, ban chon muc Clients using Domain Name System (DNS). Néu mudn méi khi cé yéu cau phan
giai tén thi Server sé két ndi vao mang thi ban chon luén muc Connect to the public network when a
name needs to be resolved va chon demand-dial interface vira tao. Sau khi chon xong nhan OK dé
két thuc.

NAT/Basic Firewall Properties 2] x|

General | Translation | Addiess Assignment  Mame Resolution |

MName rezolution automatically determines which IP address conesponds to
each computer name on the network. This allows users to use a server's
friendly name rather than an IP address.

Resolve IP addreszes for:
[V Clignts using Domain Name Spstem [DMNS)

¥ Cornect to the public network when a name needs to be resokved

Demand-dial interface:

[ ok | Ccancel Apply

I.2. Cau hinh trén may tram. 415

Do server ban vira thiét Iap trén day la mot NAT router va mot Forwarder DNS Server, cho nén trén
cac may tram, ngoai viéc ciu hinh TCP/IP vé dia chi IP, subnet mask, ban phai chi dinh default
gateway va DNS Server la dia chi cla Server trén.
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Tom tat

Ly thuyét 6 tiét - Thwe hanh 12 tiét

Muc tiéu

Cac muc chinh

Bai tap bat

Bai 18
DICH VU DNS

Bai tap lam
thém

Két thuc bai hoc gitp hoc
vién hiéu nguyén tac hoat
dong, t6 chirc, cai dat va
quan tri dich vu phan giai
tén mién DNS, hiéu duoc
mod hinh phan giai tén trén
hé thédng mang Internet.

I. Téng quan vé DNS

[l. Cach phan bé di liéu quan ly
Domain Name.

ll. Co ché phan giai tén mién

IV. Mot sb khai niém co ban.

V. Phan loai Domain Name Server.

VI. Resource Record (RR)

VII. Cai dat va cau hinh dich vu DNS

budc

Dwa vao bai
tap mén Dich

vu mang
Windows
2003.

Dwa vao bai
tap moén Dich

vu mang
Windows
2003.
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. Téng quan vé DNS.

1. Gié&i thiéu DNS.

M6i may tinh trong mang mudn lién lac hay trao déi théng tin, di liéu cho nhau can phai biét rd dia chi
IP cGa nhau. Néu sb lwgng may tinh nhiéu thi viéc nhd nhirng dia chi IP nay rat 1a kho khan.

M&i may tinh ngoai dia chi IP ra con c6 mét tén (hostname). Déi v&i con ngudi viéc nhé tén may du
sao cling dé& dang hon vi ching cé tinh triwc quan va goi nhé hon dia chi IP. Vi thé, nguoi ta nghi ra
cach lam sao anh xa dia chi IP thanh tén may tinh.

Ban dau do quy md mang ARPA NET (tién than cla mang Internet) con nhé chi vai tram may, nén chi
c6 mét tap tin don HOSTS.TXT lwu théng tin vé anh xa tén may thanh dia chi IP. Trong dé tén may chi
la 1 chudi van ban khéng phan cép (flat name). Tap tin nay dwoc duy tri tai 1 may chi va cac may chi
khac Iwu gitr ban sao clia né. Tuy nhién khi quy mé mang I&én hon, viéc st dung tap tin HOSTS.TXT co6
cac nhwoc diém nhw sau:

- Lwu lwong mang va may cha duy tri tap tin HOSTS.TXT bj qua tai do hiéu (rng “cb chai”.

- Xung doét tén: Khong thé c6 2 may tinh c6 cung tén trong tap tin HOSTS.TXT . Tuy nhién do tén
may khéng phan cap va khéng cé gi ddm bao dé ngan chan viéc tao 2 tén tring nhau vi khéng ¢c6
co ché uy quyén quan ly tap tin nén cé nguy co bi xung dét tén.

- Khéng dadm bao sw toan ven: viéc duy tri 1 tap tin trén mang I&n rat khé khan. Vi du nhw khi tap tin
HOSTS.TXT vira cap nhat chua kip chuyén dén may chd & xa thi da cé sw thay dbi dia chi trén
mang roi.

Tom lai viéc dung tap tin HOSTS.TXT khéng phu hop cho mang I&n vi thiéu co' ché phan tan va mé
rong. Do dé, dich vu DNS ra d&i nham khac phuc cac nhuwoc diém nay. Ngudi thiét ké clu truc cla
dich vu DNS la Paul Mockapetris - USC's Information Sciences Institute, va cac khuyén nghi RFC
cia DNS la RFC 882 va 883, sau do6 la RFC 1034 va 1035 cung v&i 1 s6 RFC bd sung nhw bdo mat
trén hé théng DNS, cap nhat dong cac ban ghi DNS ...

Lwu y: Hién tai trén cac may chd van s dung dwoc tap tin hosts.txt d& phan giai tén may tinh thanh
dia chi IP (trong Windows tap tin nay nam trong thuw muc WINDOWS\system32\drivers\etc)

Dich vu DNS hoat ddng theo mé hinh Client-Server: phan Server goi la may chi phuc vu tén hay con
goi la Name Server, con phan Client |4 trinh phan giai tén - Resolver. Name Server chra cac théng
tin CSDL ciia DNS, con Resolver don gian chi 1a cac ham thw vién dung dé tao cac truy van (query)
va glri ching qua dén Name Server. DNS duoc thi hanh nhw mét giao thirc ting Application trong
mang TCP/IP.

DNS Ia 1 CSDL phan tan. Diéu nay cho phép nguwdi quan tri cuc bd quan ly phan dir liéu ndi bd thude
pham vi cla ho, ddng thoi div liéu nay cling dé& dang truy cap dwoc trén toan bd hé thédng mang theo
mé hinh Client-Server. Hiéu suét st dung dich vu dwoc tdng cwdng théng qua co ché nhan ban
(replication) va lwu tam (caching). Mot hostname trong domain la sw két hop gitra nhirng tir phan
cach nhau b&i ddu chdm(.).
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Root Domain /T\

Top-Level Domain . edu ¥n ) | com
Second-Level Domain . edu |
Subdomains | hemut ) [ hemuns | | hemussh |

FQDN: | esc | Host: srvi
srvl.csc.hemuns.edu.vn S &

Hinh 1.1: So dd tb chirc DNS

Co s& dir lieu(CSDL) cia DNS 1a mét cay dao ngwoc. M&i nat trén cay ciing lai 1a gbc cta 1 cay con.
M&i cay con la 1 phan ving con trong toan bd CSDL DNS goi 1a 1 mién (domain). M&i domain cé thé
phan chia thanh cac phan viing con nhd hon goi la cac mién con (subdomain).

Mé&i domain co6 1 tén (domain name). Tén domain chi ra vi tri ciia né trong CSDL DNS. Trong DNS
tén mién 1a chubi tuan tw cac tén nhan tai nat dé di ngwoc 1én nut gbc cda cay va phan cach nhau bdi
dau cham.

Tén nhan bén phai trong mdi domain name duwoc goi la top-level domain. Trong vi du truwéc
srv1.csc.hcmuns.edu.vn, vay mién “.vn” 1a top-level domain. Bang sau day liét ké top-level domain.

Tén mién M6 ta

.com Céc t6 chirc, cong ty thwong mai
.org Cac tb chirc phi loi nhuan
.net Céc trung tam hd tro' vé mang
.edu Céc td chire gido duc
.gov Céc t6 chirc thudc chinh pha
.mil Cac tb chirc quan sw
.int Céc t6 chirc dwoc thanh lap béi cac hiép
w&c quoc té 419

Vi sw qua tai cia nhitng domain name d3 ton tai, do dé da lam phat sinh nhirng top-level domain
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m¢&i. Bang sau day liét ké nhirng top-level domain mai.
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Tén mién M6 ta

arts Nhitng t6 chirc lien quan dén nghé
thuat va kién truc

.nom Nhirng dia chi ca nhan va gia dinh

-rec Nhirng té chirc cé tinh chét giai tri, thé
thao

firm Nhirng t6 chirc kinh doanh, thwong
mai.

.info Nhirng dich vu lién quan dén théng tin.

Bén canh do, mdi nwdc ciing co6 mot top-level domain. Vi du top-leveldomain cla Viét Nam 1a .vn,
My 1a .us, ta cod thé tham khdo thém théng tin dia chi tén mién tai dia chi:
http://www.thrall.org/domains.htm

Vi du vé tén mién cia mot sé quéc gia.

Tén mién Tén quéc gia
quoc gia

.vn Viét Nam

.us My

.uk Anh

Jjp Nhat Ban

.ru Nga

.cn Trung Quéc

l.2. Dat diém cta DNS trong Windows 2003.

- Conditional forwarder: Cho phép Name Server chuyén cac yéu cau phan gidi dwa theo tén
domain trong yé&u cau truy van.

- Stub zone: hé tro co ché phan giai hiéu qua hon.
- DPdng bd cac DNS zone trong Active Directory (DNS zone replication in Active Directory).
- Cung cap mot s6 co ché bao mat tét hon trong cac hé théng Windows truéc day.

- Luan chuyén (Round robin) tit ca cac loai RR.
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- Cung c4p nhiéu co ché ghi nhan va theo d&i sy cb 16i trén DNS.
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- H6 tro giao thirc DNS Security Extensions (DNSSEC) dé cung cép céac tinh ndng bao

viéc lwu trlr va nhan ban (replicate) zone.

- Cung cép tinh nang EDNSO (Extension Mechanisms for DNS) dé& cho phép DNS Requestor
quan ba nhirng zone transfer packet co kich thwéc Ién hon 512 byte.

Il. Cach phan bé dir liéu quan ly domain name.

Nhirng root name server (.) quan ly nhirng top-level domain trén Internet. Tén may va dia chi IP
cda nhirng name server nay duoc cong bd cho moi ngudi biét va ching duoc liét ké trong bang sau.

Nhirng name server nay ciing co6 thé d&t khap noi trén thé gioi.

Tén may tinh DPia chi IP

H.ROOT-SERVERS.NET 128.63.2.53
B.ROOT-SERVERS.NET 128.9.0.107
C.ROOT-SERVERS.NET 192.33.4.12
D.ROOT-SERVERS.NET 128.8.10.90

E.ROOT-SERVERS.NET

192.203.230.10

I.ROOT-SERVERS.NET

192.36.148.17

F.ROOT-SERVERS.NET

192.5.5.241

F.ROOT-SERVERS.NET

39.13.229.241

G.ROOT-SERVERS.NET

192.112.88.4

A.ROOT-SERVERS.NET

198.41.0.4

Théng thuwérng mét té chive dwoc dang ky mét hay nhiéu domain name. Sau d6, méi t6 chirc sé cai dat
mot hay nhiéu name server va duy tri co s& di¥ liéu cho tat ca nhirng may tinh trong domain. Nhirng
name server cla t6 chirc dwoc dang ky trén Internet. Mot trong nhitng name server nay duoc biét
nhw 1a Primary Name Server. Nhiéu Secondary Name Server dugc dung dé lam backup cho
Primary Name Server. Trong truéng hop Primary bij 16i, Secondary duoc sir dung dé phan giai tén.

Primary Name Server c6 thé tao ra nhitng subdomain va Gy quyén nhirng subdomain nay cho

nhirng Name Server khac.
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Hinh 1.2: Root hints.
lll. Co ché phan giai tén.

lll.1. Phan giai tén thanh IP.

Root name server : La may chi quan ly cdc name server & murc top-level domain. Khi cé truy van
vé mot tén mién nao do thi Root Name Server phai cung cép tén va dia chi IP cia name server quan
ly top-level domain (Thwc t& 1& hau hét cac root server ciing chinh 1a may chi quan ly top-level
domain) va dén lwot cac name server cla top-level domain cung cip danh sach cac name server
cé quyén trén cac second-level domain ma tén mién nay thudc vao. Clr nhu thé dén khi nao tim duwoc
may quan ly tén mién can truy van.

Qua trén cho thay vai tro rat quan trong cla root name server trong qua trinh phan giai tén mién. Néu
moi root name server trén mang Internet khéng lién lac duwoc thi moi yéu ciu phan gidi déu khéng
thwe hién duworc.

Hinh vé duwdi mo ta qua trinh phan gidi grigiri.gbrmpa.gov.au trén mang Internet
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nueary for address of

girigirl. ghrmpa.gov.an | i ue
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NAMme Farvers

nuery for addrass of

giriginl. gbrmpa.gov.an [ N
name . au

sevver | )0 refertal to gov.an | name sarver
I RAMa SAVETS
.‘. _—— :

I: l nuery for address of
. irigirl. ghrmpa. gov.an
] girlg ma.g : gov.au
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nueary for address of

giriggiri. ghrmpa. gov. a0 gbrmpa.gov.au
R 4 name sarver
adwase of ame sarve $@ Ips gbrmpa

girigiri. ghrmpa. gov.ao

resolver

[ ] TESOIVER QUaTy

Hinh 1.3: Phan gidi hostname thanh dia IP.

Client sé& gt yéu cau can phan giai dia chi IP cla may tinh cé tén girigiri.gbrmpa.gov.au dén name
server cuc bd. Khi nhan yéu cau tir Resolver, Name Server cuc bd sé& phan tich tén nay va xét xem
tén mién nay c6 do minh quan Iy hay khéng. Néu nhw tén mién do Server cuc bd quan ly, né sé tra 1oi
dia chi IP clGa tén may dé ngay cho Resolver. Nguoc lai, server cuc bo sé truy van dén mot Root
Name Server gan nhat ma né biét dwoc. Root Name Server sé tra 1&i dia chi IP cia Name Server
quan ly mién au. May chi name server cuc bo lai hdi tiép name server quan ly mién au va dwoc tham
chiéu dén may chd quan ly mién gov.au. May chd quan ly gov.au chi dan may name server cuc bo
tham chiéu dén may chi quan Iy mién gbrmpa.gov.au. Cudi cing may name server cuc bd truy van
may chi quan ly mién gbrmpa.gov.au va nhan dugc cau tra 1.
Céc loai truy van : Truy van c6 thé & 2 dang :
- Truy van dé quy (recursive query) : khi name server nhan dugc truy van dang nay, né bat budc
phai trd v& két qua tim dwoc hodc thdng bao 16i néu nhw truy van nay khéng phan giadi duwoc.
Name server khong thé tham chiéu truy vadn dén mot name server khac. Name server co6 thé gii

truy van dang dé quy hodc twong tdc dén name server khac nhwng phai thwc hién cho dén khi
nao co két qua mai thoi.
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DNS server kiém tra forward lookup zone wa cache aé
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Recursive query cho
mail.csc.edu
w V.. 172166441 .

‘ may1

Hinh 1.4: Recursive query.

- Truy van tuwong tac (Iteractive query): khi name server nhan duoc truy van dang nay, né tra 1oi
cho Resolver v&i thong tin tot nhat ma né co dwoc vao thdi diém luc d6. Ban than name server
khong thuc hién bat cir mét truy van nao thém. Thong tin tot nhat trd vé co thé 14y tir dir liéu cuc
bo (ké ca cache). Trong trérng hop name server khong tim thay trong di liéu cuc bo né sé tra vé
tén mién va dia chi IP clia name server gan nhat ma né biét.

nwtraders.com|

Hinh 1.5: Iteractive query

lll.2. Phan giai IP thanh tén may tinh.

Anh xa dia chi IP thanh tén may tinh dwoc dung dé dién dich cac tap tin log cho dé doc hon. N6 con
dung trong mét sb trwdng hop chirng thuwc trén hé thdng UNIX (kiém tra cac tap tin .rhost hay
host.equiv). Trong khong gian tén mién da néi & trén di liéu -bao gdm ca dia chi IP- dwoc lap chi muc
theo tén mién. Do d6 vé&i mot tén mién da cho viéc tim ra dia chi IP kha dé dang.

Dé c6 thé phan gidi tén may tinh ctia mét dia chi IP, trong khéng gian tén mién ngwdi ta bd sung thém 426

mot nhanh t&n mién ma dwoc lap chi muc theo dia chi IP. Phan khong gian nay cé tén mién 1a in-
addr.arpa.
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M®&i nut trong mién in-addr.arpa c6 mét tén nhan la chi sé thap phan cha dia chi IP. Vi du
addr.arpa c6 thé c6 256 subdomain, twong (ng véi 256 gia tri tv 0 dén 255 cla byte dau tién trong
dia chi IP. Trong m&i subdomain lai c6 256 subdomain con nira rng v&i byte thi hai. Clr nhw thé va
dén byte thr tw cd cac ban ghi cho biét tén mién day du ctiia cac may tinh hodc cac mang cé dia chi IP
twong ng.

IP agidress 15.16.192.152

- hosmame winie.carp.hp. com

Hinh 1.6: Reverse Lookup Zone.

- Lwu y khi doc tén mién dia chi IP sé& xuat hién theo th& tw nguoc. Vi du néu dia chi IP ciia may
winnie.corp.hp.com 1a 15.16.192.152, khi 4nh xa vao mién in-addr.arpa sé 1a 152.192.16.15.in-
addr.arpa.

IV. M6t s6 Khai niém co ban.

IV.1. Domain name va zone.

M6t mién gdm nhiéu thwe théd nhd hon goi 1a mién con (subdomain). Vi du, mién ca bao gébm nhiéu
mién con nhu ab.ca, on.ca, qc.ca,...(nhw Hinh 1.7). Ban c6 thé Gy quyén mét s6 mién con cho nhirng
DNS Server khac quan ly. Nhitng mién va mién con ma DNS Server duoc quyén quan ly goi la zone.
Nhw vay, mot Zone c6 thé gdbm mét mién, mot hay nhiéu mién con. Hinh sau mé ta sw khac nhau gitra
zone va domain.

£a zone

ca domain ——"

Hinh 1.7: Zone va Domain

Cac loai zone:
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- Primary zone : Cho phép doc va ghi co s& di liéu.
- Secondary zone : Cho phép doc ban sao co sé di liéu.

- Stub zone : chira ban sao co s& di¥ liéu clia zone nao do, no chi chira chi mot vai RR.

IV.2. Fully Qualified Domain Name (FQDN).

MS&i nut trén cay c6 mét tén goi(khdng chiva ddu chdm) dai téi da 63 ky tw. Tén réng danh riéng cho
gbc (root) cao nhét va biéu dién béi ddu chdm. Mot tén mién day dd cta mét nat chinh la chudi tuan tw
cac tén goi cha nut hién tai di nguwoc Ién nat géc, mdi tén goi cach nhau b&i d4u chAm. Tén mién cé
xuét hién dau chdm sau cung dwoc goi la tén tuyét déi (absolute) khac véi tén twong ddi 1a tén khong
két thuc bang dau chdm. Tén tuyét déi cling dwoc xem la tén mién day du da dwoc chirng nhan (Fully
Qualified Domain Name — FQDN).

IV.3. Sw iy quyén(Delegation).

M6t trong cac muc tiéu khi thiét ké hé théng DNS la kha nang quan ly phan tan théng qua co ché uy
quyén (delegation). Trong mot mién cé thé té chirc thanh nhiéu mién con, méi mién con c6 thé dwoc
uy quyén cho moét té chirc khac va td chire d6 chiu trach nhiém duy tri thdng tin trong mién con nay. Khi
do6, mién cha chi cdn mét con tré trd dén mién con nay dé tham chiéu khi c6 céac truy van.

Khong phai mot mién ludn ludn td chirc mién con va uy quyén toan bd cho cac mién con nay, cé thé chi
cé vai mién con dwoc Oy quyén. Vi du mién hemuns.edu.vn cta Trudng DHKHTN chia mot s& mién
con nhw csc.hemuns.edu.vn (Trung Tam Tin Hoc), fit.themuns.edu.vn (Khoa CNTT) hay
math.hcmuns.edu.vn (Khoa Toan), nhung cac may chd phuc vu cho toan trwdng thi van thudc vao
mién hcmuns.edu.vn.

IV.4. Forwarders.

La ky thuat cho phép Name Server ndi bd chuyén yéu cau truy van cho cac Name Server khac dé
phan gidi cac mién bén ngoai.

Vi du: Trong Hinh 1.8, ta thdy khi Internal DNS Servers nhan yéu cau truy van cGa may tram n6 kiém
tra xem c6 thé phan gidi dwoc yéu ciu nay hay khoéng, néu khéng thi né sé chuyén yéu cau nay lén
Forwarder DNS server (multihomed) dé nh& name server nay phan giai dum, sau khi xem xét xong
thi Forwarder DNS server (multihomed) sé tra | yéu ciu nay cho Internal DNS Servers hodc n6 sé
tiép tuc forward 1én cac name server ngoai Internet.
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DNS Server
Cuc bo

Hinh 1.8: Forward DNS queries.

IV.5. Stub zone.

La zone chira bang sao co s& dir liéu DNS tr master name server, Stub zone chi chira cac
resource record can thiét nhw : A, SOA, NS, mdt hodc vai dia chi cla master name server hd tro
co ché cap nhat Stub zone, ché chirng thwc name server trong zone va cung cip co ché phan giai
tén mién dwoc hiéu qua hon, don gian héa cong tac quan tri (Tham khao Hinh 1.9).

Parent zone:
microsoft.com

Stub zone: Child zone:

widgets.microsoft.com widgets.microsoft.com
request
transfer

widgets.microsaft.com
sv1.widgets.microsoft.com

] 10.0.0.13

1 mailsry.widgets . microsoft, comn

: _|dap._tcp.widgets.microsoft.com
¢ svZ.widgets.microsoft.com
10.0.0.14

SOA: widgets.microsaft.com

MZ:  svwl.widgets.microsoft.com transfer
A: 10.0.0.13 -—
MS:  svwZ.widgets.microsoft.com

A 10.0.0.14

Hinh 1.9: Stub zone.

IV.6. Dynamic DNS.

Dynamic DNS l1a phuwong thirc anh xa tén mién t&i dia chi IP ¢ tan xuét thay dbi cao. Dich vu DNS
dong (Dynamic DNS) cung cAp mét chwong trinh ddc biét chay trén may tinh cia ngwdi st dung dich
vu dynamic DNS goi l1a Dynamic Dns Client. Chuong trinh nay giam sat sy thay déi dia chi IP tai
host va lién hé v&i hé théng DNS maéi khi dia chi IP cla host thay déi va sau dé update théng tin vao
co s& di¥ liéu DNS vé sy thay ddi dia chi dé.

DNS Client d&ng ky va cap nhat resource record cla né béng cach g&i dynamic update.
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Client g&i dynamic update téi
DNS server.
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Server 2003 XP 2000

Hinh 1.10: Dynamic update.

Cac buwdc DHCP Server dang ky va cap nhat resource record cho Client.

|

Resourcq

DNS Server
[
E

-

i

H_J

DHCP server tw dong tao tén
FQDN cho client.

DNS server géi dynamic
update cho DHCP server cap

E‘] DHCP client g&i yéu cau xin 1

dja chi IP cho DHCP server.

D:l DHCP server cp dia chi IP l

cho client

nhét DNS forward va reverse
records cho client

A

e
:

r‘f.m
——

|

Window Server 2003| [ |p Address L DHCP Down-
Running DHCP ress -ease level Client

Hinh 1.11: DHCP server cap nhat dynamic update.

IV.7. Active Directory-integrated zone.

Str dung Active Directory-integrated zone cé mét sb thuan loi sau:

Mo hinh Active Directory-integrated zone s dung secure dynamic update.

DNS zone Iuwu trir trong trong Active Directory, nh& co ché nay ma di¥ liéu dwoc bdo mat hon.

S dung co ché nhan ban clia Active Directory dé& cap nhan va sao chép co sé di¥ liéu DNS.

S dung secure dynamic update.

St dung nhiéu master name server dé quan ly tén mién thay vi s& dung moét master name

server.
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Hinh 1.12: Secure dynamic update

V. Phan loai Domain Name Server.

Cé nhiéu loai Domain Name Server dwoc té chirc trén Internet. Sw phan loai nay tuy thudéc vao nhiém
vu ma ching sé& dam nhan. Tiép theo sau day mé ta nhirng loai Domain Name Server.

V.1. Primary Name Server.

M&i mién phai c6 mot Primary Name Server. Server nay dwoc dang ki trén Internet dé quan ly mién.
Moi nguoi trén Internet déu biét t&én may tinh va dia chi IP cGa Server nay. Nguoi quan tri DNS sé tb
chirc nhirng tap tin CSDL trén Primary Name Server. Server nay c6 nhiém vu phan giai tat ca cac
may trong mién hay zone.

V.2. Secondary Name Server.

M&i mién c6 moét Primary Name Server dé quan ly CSDL cGia mién. Néu nhw Server nay tam ngung
hoat dong vi mét ly do nao do6 thi viéc phan gidi tén may tinh thanh dia chi IP va ngwoc lai xem nhw bj
gian doan. Viéc gian doan nay lam anh hwéng rat Ién dén nhirng té chirc cé nhu cau trao déi théng tin
ra ngoai Internet cao. Nhadm khac phuc nhugc diém nay, nhivng nha thiét k& da dwa ra mot Server dy
phong goi la Secondary(hay Slave) Name Server. Server nay c6 nhiém vu sao lwu tat ca nhirng di
liéu trén Primary Name Server va khi Primary Name Server bj gian doan thi né sé& ddm nhan viéc
phan giai tén may tinh thanh dia chi IP va nguwoc lai. Trong mot mién cé thé cé6 mét hay nhiéu
Secondary Name Server. Theo mét chu ky, Secondary sé sao chép va cap nhat CSDL tr Primary
Name Server. Tén va dia chi IP clia Secondary Name Server ciing dwoc moi ngudi trén Internet biét
déen.
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4 | SOA query for a zone
2 | SOA query answered

[XFR or AXFR query for a zope

[XFR or AXFR query answered
(zone transfer)

Secondary Server Primary and

Master Server

Hinh 1.13: Zone tranfser

V.3. Caching Name Server.

Caching Name Server khong cé bt ky tap tin CSDL nao. N6 cé chirc ndng phan giai tén may trén
nhirng mang & xa thong qua nhirng Name Server khac. N6 lwu gil lai nhirng tén may da dwoc phan
giai trudc do6 va dwoc sir dung lai nhirng théng tin nay nhdm muc dich:

- Lam tang tbc dd phan gidi bang cach s dung cache.

- Giam bét ganh nang phan giai tén may cho cac Name Server.

- Giadm viéc Iwu thong trén nhirng mang I&n.

Caching Table
Host Name IP Address TTL )
clientd csc.edu 1921688 44 | 28 seconds | [

;/E

Client1 {|
U ClientAis at
S 192.168.8.44

Tién trinh ILeu trik théng tin phan gidi vao ving cache

Hinh .1.14: Bang cache

VI. Resource Record (RR).

RR la& mau théng tin dung d& mé ta cac théng tin vé co s& div lieu DNS, cac mau tin nay duoc lwu
trong cac file co s& di¥ liéu DNS (\systemroot\system32\dns).
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Namespace: csc.edu

Resource records for the zone
csc.edu

Host name IP address

DNS ClientA | 192.168.2.45
Zone File: DNS ClientB | 192.168.2.46
csc.edu.dns DNS ClientC | 192.168.2.47

DNS ClientC

DNS ClientB

Hinh 1.15: co s& di¥ liéu

VI.1. SOA(Start of Authority).

Trong mbi tap tin CSDL phai c6 mdt va chi mot record SOA (start of authority). Record SOA chi ra
rang may chi Name Server 1a noi cung cép théng tin tin cay tr dir liéu co trong zone.
Cu phap cla record SOA.
[tén-mién] IN SOA [tén-server-dns] [dia-chi-email] (
serial number;
refresh number;
retry number;
experi number;
Time-to-live number)

- Serial : Ap dung cho moi di¥ liéu trong zone va la 1 sé nguyén. Trong vi du, gia tri nay bat dau ti
1 nhwng théong thuwdng ngudi ta str dung theo dinh dang thoi gian nhw 1997102301. Binh dang
nay theo kiéu YYYYMMDDNN, trong d6 YYYY la ndm, MM la thang, DD la ngay va NN sé 1an sira
dbi div liéu zone trong ngay. B4t ké& la theo dinh dang nao, ludn ludn phai tdng sb nay 1&én mbi lan
stra dbi di¥ liéu zone. Khi may may chi Secondary lién lac v&i may chd Primary, truwéc tién nd sé
hoi s serial. Néu sb serial clla may Secondary nhd hon sé serial cia may Primary tic 1a di¥ liéu
zone trén Secondary da cl va sau d6 may Secondary sé sao chép dir liéu m&i tir may Primary
thay cho dir liéu dang c6 hién hanh.

- Refresh: Chi ra khodng thdi gian may chi Secondary kiém tra di liéu zone trén may Primary dé
cap nhat néu can. Trong vi du trén thi c& mbi 3 gi& may chi Secondary sé lién lac vé&i may chi
Primary dé cap nhat di liéu néu cé. Gia tri nay thay dbi tuy theo tan suét thay déi dir liéu trong
zone.

- Retry: néu may chi Secondary khéng két ndi dwoc véi may chi Primary theo thdi han mé ta 433
trong refresh (vi du may chi Primary bi shutdown vao lic dé thi may chi Secondary phai tim
cach két nbi lai véi may cha Primary theo mét chu ky thdi gian mé ta trong retry. Thong thwdng
gia tri nay nhé hon gia tri refresh.
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- Expire: Néu sau khoang th&i gian nay ma may chi Secondary khong két nbi duwoc voi may<ra
Primary thi di liéu zone trén may Secondary sé& bi qua han. Mét khi di¥ liéu trén Secondary bi
quéa han thi may chd nay sé khéng tra 1o moi truy van vé zone nay nira. Gia tri expire nay phai
I&n hon gia tri refresh va gia tri retry.

- TTL: Viét tét cta time to live. Gia tri nay ap dung cho moi record trong zone va dwoc dinh kém
trong théng tin tra 1&i mét truy van. Muc dich cta nd la chi ra thdi gian ma cac may chi Name
Server khac cache lai thong tin trd I&i. Viéc cache théng tin tra 1&i gilp gidm lwu lwong truy van
DNS trén mang.

VI.2. NS (Name Server).

Record tiép theo can co trong zone la NS (name server) record. M&i Name Server cho zone sé co
mo6t NS record.

Cu phap:
[domain_name] IN NS [DNS-Server_name]
Vi du 2: Record NS sau:

t3h.com. IN NS dnsserver.t3h.com.
t3h.com. IN NS server.t3h.com.

chi ra 2 name servers cho mién t3h.com

V1.3. A (Address) va CNAME (Canonical Name).

Record A (Address) anh xa tén may (hostname) vao dia chi IP. Record CNAME (canonical name)
tao tén bi danh alias tré vao mét tén canonical. Tén canonical la tén host trong record A hoac lai tré
vao 1 tén canonical khac.

Cu phap record A:
[tén-may-tinh] IN A [dia-chi-IP]
Vi du 1: record A trong tap tin db.t3h

server.t3h.com. INA 172.29.14.1
diehard.t3h.com. INA 172.29.14.4
/l Multi-homed hosts

server.t3h.com. INA 172.29.14.1
server.t3h.com. IN A 192.253.253.1

Vi.4. AAAA.

Anh xa tén may (hostname) vao dia chi IP version 6
Cu phap:

[tén-mady-tinh] IN AAAA [dia-chi-IPv6]
Vi du:
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Server IN AAAA 1243:123:456:789:1:2:3:456ab
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VL.5. SRV.

Cung cip co ché dinh vi dich vy, Active Directory si¢ dung Resource Record nay dé xac dinh
domain controllers, global catalog servers, Lightweight Directory Access Protocol (LDAP)
servers.

Cac field trong SVR:

- Tén dich vu service.
- Giao thtrc st dung.
- Tén mién (domain name).
- TTL va class.
- Priority.
- Weight (hé tro load balancing).
- Port cta dich vu.
- Target chi dinh FQDN cho host hé tro dich vu.
Vi du:
_ftp._tcp.somecompany.com. IN SRV 0 0 21 ftpsvr1.somecompany.com.

_ftp._tcp.somecompany.com. IN SRV 10 0 21 ftpsvr2.somecompany.com.(Tham khao hinh 1.16)

=10l =
=18l =l

Tipe [Data

Shrvice Lotstion (SRY) (0T 00T xa60] vhodt coc com.

Service Lecation (SR} [0 100] B8] vhost e5c com.
(DY 100) 084] whent e com

Service Logsbon (SRY) [0 100 305] whirst csc.com.

2%
! arvice Locstion [SAV) |qm|
5 Tores
=+ Forsstinsdones Do m —
@l ety
# ) Riverse Lockugp Zanes. Eerace [ =]
Event Viswer
a Protocet (T =]
Peyrity o
et L

Hinh 1.16: Théng tin vé RR SRV

VIL.6. MX (Mail Exchange).

DNS dung record MX trong viéc chuyén mail trén mang Internet. Ban dau chirc nang chuyén mail
dwa trén 2 record: record MD (mail destination) va record MF (mail forwarder) records. MD chi ra
dich cudi cung cla mét théng diép mail cé tén mién cu thé. MF chi ra may chi trung gian sé chuyén
tiép mail dén dwoc may chu dich cudi cung. Tuy nhién, viéc té chirc nay hoat dong khoéng tbt. Do dé,
ching duoc tich hop lai thanh mét record 1a MX. Khi nhan dwoc mail, trinh chuy&n mail (mailer) sé
dwa vao record MX dé quyét dinh dwdng di ciia mail. Record MX chi ra mét mail exchanger cho moét 436
mién - mail exchanger 1a moét may cha x& ly (chuyén mail dén mailbox cuc boé hay lam gateway
chuyén sang mét giao thirc chuyén mail khac nhw UUCP) hodc chuyén tiép mail dén mot mail
exchanger khac (trung gian) gan véi minh nhat dé dén t¢i may cha dich cubi cling hon dung giao thirc
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Dé tranh viéc gri mail bj lap lai, record MX cé thém 1 gia tri bd sung ngoai tén mién cd
exchanger 13 1 s6 tht tw tham chiéu. Day 1a gia tri nguyén khéng dau 16-bit (0-65535) chi ra thr tw wu
tién ctia cac mail exchanger.

Cu phap record MX:

[domain_name] IN MX [priority] [mail-host]
Vi du record MX sau :

t3h.com. IN MX 10 mailserver.t3h.com.

Chi ra may chu mailserver.t3h.com la mét mail exchanger cho mién t3h.com v&i s6 thi tw tham
chiéu 10.

Chu y: cac gia tri nay chi cé y nghia so sanh v&i nhau. Vi du khai bao 2 record MX:
t3h.com. IN MX 1 listo.t3h.com.
t3h.com. IN MX 2 hep.t3h.com.

Trinh chuyén thw mailer sé thir phan phat thu dén mail exchanger c6 s6 thir tw tham chiéu nhé nhét
trwérc. Néu khong chuyén thu duoc thi mail exchanger véi gia tri ké sau sé dwoc chon. Trong trudng
hop cé nhiéu mail exchanger cé cling s6 tham chiéu thi mailer s& chon ngau nhién gitra chung.

VL.7. PTR (Pointer).
Record PTR (pointer) dung dé anh xa dia chi IP thanh Hostname.
Cu phap:

[Host-ID.{Reverse_Lookup_Zone}] IN PTR [tén-may-tinh]
Vi du:

Cac record PTR cho cac host trong mang 192.249.249:
1.14.29.172.in-addr.arpa. IN PTR server.t3h.com.

VII. Cai dit va cAu hinh dich vu DNS.

Cé nhiéu cach cai dat dich vu DNS trén méi trwdng Windows nhw: Ta cé thé cai dat DNS khi ta nang
cép may chi 1én domain controllers hodc cai dat DNS trén may stand-alone Windows 2003 Server
tir thy chon Networking services trong thanh phan Add/Remove Program.

VII.1.Cac bwéc cai dat dich vu DNS.

Khi cai dat dich vu DNS trén Windows 2003 Server doi hdi may nay phai dwoc cung cép dia chi IP
tinh, sau day la mot sé buédc co ban nhat dé cai dat dich vu DNS trén Windows 2003 stand-alone
Server.

Chon Start | Control Panel | Add/Remove Programs.
Chon Add or Remove Windows Components trong hop thoai Windows components.

T hop thoai & budc 2 ta chon Network Services sau d6 chon nut Details (Tham khao hinh 1.17)
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Windows Components Wizard

Windows Components
You can 5dd of remeve components of Windovs

To add o remave & companert, dlick the checkbox. A shaded bax means that only
part of ths component wil be installed. To see what's included in a camponent, cick
Details

Components
] 2% Managemert and Moritaring Tools E1ME ]
es 25 WB

1 5 Other Netwark.File and Print Services noMe |
] = Fiemote Installation Services 20MB

1 Temingl Serves nnwe =l

Description: Contains a variety of specialized, network-related services and pratocals.

Total disk space required 23 1B Dtail
Space available on disk: 126955 MB &I

<Back [ Mew> | Comeel | R |

Hinh 1.17: Thém cac dich vu mang trong Windows.

Chon tuy chon Domain Name System(DNS), sau dé chon nut OK(Tham khao hinh 1.18)

Networking Services x|

To add or rsmave & companent, dick the check bay. 4 shaded box means that only part
of the component wil be installsd. To see what's included in & component, olick Details

Subcomponents of Networking Services:

em DN
iguration Pratacal (DHCP)
emet Authentication Servics 0oMe
C over HTTP Prory 00 HME
] (= Simple TCPAP Services 0oMe

naric Host

1 =) windaws Intemet Name Serviee [WINS] 09ME

Description:  Sets up & DINS server that answers query and update requests for DNS
names

Total disk. space required: 23ME B

Space available on disk 128956 MB

Cancel

Hinh 1.18: Thém dich vu DNS

Chon Next sau d6 hé théng sé chép céac tap tin can thiét dé cai dat dich vu (ban phai ddm bao cé dia
CDROM Windows 2003 trén may cuc bd hodc co thé truy xuét tai nguyén nay t&» mang).

Chon nut Finish dé hoan tat qua trinh cai dat.

VII.2. Cau hinh dich vu DNS
Sau khi ta cai dat thanh cong dich vu DNS, ta c6 thé tham khao trinh quén ly dich vu nay nhw sau:

Ta chon Start | Programs | Administrative Tools | DNS. Néu ta khéng cai DNS cung vé&i qué trinh cai
dat Active Directory thi khéng c6 zone nao duoc ciu hinh méc dinh. Mot sb thanh phan can tham
khao trong DNS Console (Tham khao hinh 1.19)
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= dnsmgmt - [DNS\NHON]

2 Ele  Action  Yiew Window Help

=] 3]

[T

e = | AEXFR2]8 8

ERT

=8 W
i1 Forward Lookup Zones

[ Reverse Lokup Zones
B (] Event Viewsr

WHOMN

\})) Configure a DNS Server

The Domain Nams Systsm (DNS) is a hisrarchical
naming system used For locating computsrs and
network services, DMS is best known For translating
friendlly NS domain names to IP addresses and
network services,

This DS server has not been configured.
Configuration includes creating forward and reverse
loskup zones and speciying ract hinks and Farwarders.

To configure the DHS server, on the Action meny, dick
Configure a DS server,

Hinh 1.19: DNS console

- Event Viewer: Day trinh theo doi sy kién nhat ky dich vu DNS, né sé Iwu trir cac théng tin vé:
canh giac (alert), canh bao (warnings), 16i (errors).

- Forward Lookup Zones: Chwra tit ca cac zone thuan cla dich vu DNS, zone nay dwoc lwu tai

may DNS Server.

- Reverse Lookup Zones: Chira tt ca cac zone nghich cta dich vu DNS, zone nay duoc lwu tai

may DNS Server.

VIl.2.1 Tao Forward Lookup Zones.

Forward Lookup Zone dé phan giai dia chi Tén may (hostname) thanh dia chi IP. Dé tao zone nay ta

thwc hién cac budc sau:

Chon nut Start | Administrative Tools | DNS.

Chon tén DNS server, sau do Click chuét phai chon New Zone.

Chon Next trén hdp thoai Welcome to New Zone Wizard.

Chon Zone Type la Primary Zone | Next.

New Zone Wizard

2one Type

The DNS server supports various bypes of zones and starage.

Select the type of zone wou wantk to create:

" Secondary zone

py of a zone that can be updated directly on this server.

Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides Fault tolerance.

" Stub zone

Creates a copy of a zone containing only Mame Server (NS}, Start of Authority
(50A), and possibly glue Host {&) records. A server containing a stub zone is not

authotitative For that zone,

I™ | Store the zone in Active Directory: (avaiable only i GRS server is & domain contraler)

< Back I Mext = I

Cancel | Help

Hinh 1.20: H6p thoai Zone Type
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Chon Forward Lookup Zone | Next.
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Chi dinh Zone Name dé khai bao tén Zone (Vi du: csc.com), chon Next.

New Zone Wizard x|
Zone Name ?
'what is the name of the new zone? ‘

The zone name specifies the partion of the DMS namespace For which this server is
authotitative, It might be your organization's domain name (For example, micrasoft, corn)
or a portion of the damain name (for example, newzone. microsoft,com), The zone name is
ot the name of the DMS server,

Zone name:

csC.com

For more information about zone names, click Help.

< Back I Mext = I Cancel | Help

Hinh 1.21: Chi dinh tén zone

Tl hop thoai Zone File, ta c6 thé tao file Iwu trir co s& di¥ liéu cho Zone(zonename.dns) hay ta cé thé
chi dinh Zone File da ton tai san (t4t ca cac file nay dwoc lwu triv tai %systemroot%\system32\dns),
tiép tuc chon Next.

Hop thoai Dynamic Update dé chi dinh zone chdp nhan Secure Update, nonsecure Update hay
chon khéng st dung Dynamic Update, chon Next.

New Zone Wizard x|

Dynamic Update Q
‘¥ou can specify that this DMS zone accepts secure, nonsecure, or no dynamic ‘

updates.

Crynamic updates enable DS client computers to register and dynamically update their
resource records with a DNS server whenever changes accur,

Select the bype of dynamic updates yau want to allaw:

£ Allovs onily. secure dynamic updates (recommended for Active Directory)
This option is available anly for Active Directory-integrated zones,

& llow both nonsecure and sscure dynamic updates:
Dynamic updates of resource records are accepted From arey client,
& This option is a significant security wulinerability because updates can be
accepted from untrusted sources.

" Do not allow dynamic updates
[rynamic updates of resource records are not accepted by this zone, You must update
these records manually.

< Back I [ext > I Cance| | Help |

Hinh 1.22: Chi dinh Dynamic Update.

Chon Finish dé hoan tt.

VIl.2.2 Tao Reverse Lookup Zone.

Sau khi ta hoan tat qua trinh tao Zone thuan ta sé tao Zone nghich (Reverse Lookup Zone) dé hé tro
co ché phan giai dia chi IP thanh tén may(hostname). 442

Dé tao Reverse Lookup Zone ta thuwc hién trinh tw cac buéc sau:

Chon Start | Programs | Administrative Tools | DNS.
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Chon tén ctia DNS server, Click chuét phai chon New Zone.
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Chon Next trén hop thoai Welcome to New Zone Wizard.
Chon Zone Type la Primary Zone | Next.
Chon Reverse Lookup Zone | Next.

G phan dia chi mang(NetID) cla dia chi IP trén Name Server | Next.

New Zone Wizard x|
Reverse Lookup Zone Name Q
A reverse lookip zone translates IP addresses into DNS names., .

To identify the reverse laokup zane, type the netwark D or the name of the zone.
1 Netwark ID:
72 23 14

The network 1D is the portion of the IP addresses that belongs te this zane, Enter the
network ID in s normal (nok reversed) order.

IF you use a zera in the network ID, it will appear in the zone name. For example,
nstwork ID 10 would create zone 10.in-addr, arps, and network ID 10,0 would create
zane 0.10in-addr.arpa.

" Reverse lookup zone name:
14.23.172.in-addr.arpa

For more information on creating a reverse lookup zone, dick Help.

<gork [ Weis | canel | Hep |

Hinh 1.23: Chi dinh zone ngwoc.

Tao m&i hay st dung tap tin lwu trir co s& dir liéu cho zone nguwoc, sau dé chon Next.
x

Zone File g
‘ou can create anew zone file or use a file copied from another DNS server, .

Do you wank to create & new 20ns file or Uss an existing fils that you have copied
from another DNS server?

| 14,29.172 in-addr arpa.dns

' LUse this existing File:

To use this existing file, ensure that it has been copied to the Folder
“hSystemRo0t%|system32idns on this server, and then dick Next.

<gck [ mexts | cancel | Hep |

Hinh 1.24: Chi dinh zone file.
Hop thoai Dynamic Update dé chi dinh zone chap nhan Secure Update, nonsecure Update hay
chon khoéng str dung Dynamic Update, chon Next.

Chon Finish dé hoan tt.

VII.2.3 Tao Resource Record(RR).

Sau khi ta tao zone thuan va zone nghich, mac dinh hé thdng sé tao ra hai resource record NS va
SOA.

Tao RR A.

Pé tao RR A dé anh xa hostname thanh tén may, dé lam viéc nay ta Click chudét Forward Lookup
Zone, sau do Click chudt phai vao tén Zone | New Host (tham khao hinh 1), sau d6 ta cung cap mot
sb théng tin vé Name, Ip address, sau d6 chon Add Host.

Chon Create associated pointer (PTR) record dé tao RR PTR trong zone nghich (trong vi du Hinh
1.25 ta tao hostname la server co dia chi IP 1a 172.29.14.149).
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rew Host 2%

Marne (Uses parent domain name if blank):

I server

Fully qualified domain name (FQDN):

[ server.cse.com.

IP address:

172 .29 14 148

[¥ Create associated pointer (PTR) record

Add Host Cancel

Hinh 1.25: Tao Resource record A.

Tao RR CNAME.

Trong trweng hop ta mudn may chi DNS Server vira c6 tén server.csc.com vira cé tén ftp.csc.com
dé phan anh dung chirc ndng la moét DNS Server, FTP server,...Dé tao RR Alias ta thuwc hién nhw
sau:

- Click chuét Forward Lookup Zone, sau dé Click chudt phai vao tén Zone | New Alias (CNAME)
(tham khao Hinh 1.26), sau do ta cung cap mét sb théng tin vé:

- Alias Name: Chi dinh tén Alias (vi du ftp).
- Full qualified domain name(FQDN) for target host: chi dinh t&én host muédn tao Alias(ta co6 thé

g6 tén host vao muc nay hoac ta chon nut Browse sau dé chon tén host).
2]

Alias (CNAME) |

Alias name (uses parent domain iF left blank):
I frp

Fully qualified domain narme (FODM):

I ftp.csc.com.

Fully qualified domain name (FQDN) For target hosk:

I SEPver,CSC,Com i Browse,.,

oK Cancel

Hinh 1.26: Tao RR CNAME

Tao RR MX (Mail Exchanger).

Trong trwéng hop ta té chirc may chi Mail hé tro viéc cung cip hé théng thuw dién t& cho mién cuc bo,
ta phai chi dinh rd dia chi cta Mail Server cho tat ca cac mién bén ngoai biét dwoc dia chi nay théng
qua viéc khai bao RR MX. Muc dich chinh ciia RR nay la gidp cho hé théng bén ngoai cé thé chuyén
thw vao bén trong mién ndi bd. Bé tao RR nay ta thwe hién nhw sau: 445
- Click chuét Forward Lookup Zone, sau dé Click chuét phai vao tén Zone | New Mail Exchanger
(MX) ... (tham khao hinh 3), sau dé ta cung cap moét sé théng tin vé:
- Host or child domain: Chi dinh t&n may hodc dia chi mién con ma Mail Server quan ly, théng
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thuwérng néu ta tao MX cho mién hién tai thi ta khong st dung théng sé nay.
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Full qualified domain name(FQDN) of mail server: Chi dinh tén clia may chu Mail Serv
ly mail cho mién ndi bd hodc mién con.
Mail server priority: Chi dinh d6 wu tién ctia Mail Server (Chi dinh may nao wu tién x& ly mail
trwdc may nao).
Trong Hinh 1.27 ta tao mét RR MX dé khai bao may chd mailsvr.csc.com 1a may chd quan ly
mail cho mién csc.com.

2|

Mail Exchanger (M) I

Hast or child damain:

By default, DMS uses the parent domain name when creating a Mail

Exchange record. You can specify a hast or child name, but in most
deployments, the above Field is left blank,

Fully qualified domain name (FQDM):

Icsc.cum.

Fully qualified domain name (FQDM) of mail server:

I mailsr. csc.com

Mail server priority:
1o

oK | Cancel |

Hinh 1.27: Tao RR MX

Thay déi thong tin vé RR SOA va NS.

Hai RR NS va SOA duoc tao mac dinh khi ta tao méi mot Zone, néu nhu ta cai d&t DNS cung voi
Active Directory thi ta thwong khong thay ddi théng tin vé hai RR nay, tuy nhién khi ta cAu hinh DNS
Server trén stand-alone server thi ta phai thay dbi mét sé thdng tin vé hai RR nay d& dam béo tinh
dung dan, khong bi 16i. D& thay ddi thong tin nay ta thwc hién nhuw sau:

Click chu6t Forward Lookup Zone, sau do Click vao tén zone sé hién thi danh sach cac RR, Click
do6i vao RR SOA (tham khao Hinh 1.28).

Serial number: Chi dinh chi sé thay ddi thao cu phap (nd&m_thang_ngay_sblanthaydditrongngay)
Primary server: Chi dinh tén FQDN cho may chi Name Server(ta c6 thé click va nut Browse...
dé chi dinh tén ctia Name Server tdn tai san trong zone).

Responsible person: Chi dinh dia chi email ctia ngwdi quan tri hé théng DNS.
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[l

Hame Servers | WINS | Zone Transfers |
General Start of Authority (S0A)

Serial number:
| 2005052501 Increment
Brimary server:
| server.cse.com Browse.
Responsible person:
| hastraster@cse, com| Browse...

Refresh inkerval: 15 [minutes -
Retry interyval: 10 minutes -
Expires after: 1 days -

Minimum (default) TTL: [ 1 hours -

TTL For this record: |0 100 (DDDDD:HH.MM,55)
ok | cancel | sty |

Hinh 1.28: Thay ddi thong tin vé RR SOA.

- T hop thoai (& Hinh 1.28) ta chon Tab Name Servers | Edit dé thay dbi théng tin vé RR NS
(Tham khao Hinh 1.29).

- Server Full qualified domain name(FQDN): Chi dinh tén day da cta Name Server, ta c6 thé
chon nut Browser dé& chon tén ctia Name Server tdn tai trong zone file(khi dé ta khéong can cung
cép théng tin vé dia chi IP cho server nay).

- IP address: Chi dinh dia chi IP cia may chi Name Server, sau dé chon nut Add.

Edit Record |
Name: Server (NS} |
Enter a server name and one or more IP addresses. Both are required ko
identify the name server,
Server fully qualified domain name (FQDN):
I SErvEr.CSC,Com Browse, ., | Resolye
1P address:
I Add
Remove
—w |
Do

Hinh 1.29: Thay déi théng tin vé RR NS

- Thay déi thong tin vé RR SOA va NS trong zone nghich (Reverse Lookup Zone) ta thyc hién
twong tw nhw ta da lam trong zone nghich.

VII.2.4 Kiém tra hoat dong dich vu DNS.
Sau khi ta hoan tat qua trinh tao zone thuan, zone nghich, va mé t& mot s RR can thiét (tham khao
Hinh 1.30). 448
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_;._ dnsmgmt - [DNS, NHON' Forward Lookup Zones',cec.com, (=13}
qu File  Action ¥ew Window Help | == =]
- EEEFRR(IR(EEH
Eﬂ DMNS csc.com & recordis)
5 B HHOM Mame | Type
E‘@ Er[;tN‘giWEr ; (same as parent folder) Start of Autharity (SOA)
ED 6rward L;:EJS e (same as parent folder) Mame Server (NS)
@ Py e (same as parent folder) Mail Exchanger (Mx)
ED Reverse Lookup Zones g Ftp_ A\?as (CHAME)
i @ 172.29,14.% Subnet mailswer Alias (CNAME)
sarver Host ()
server Host (&)
LT Host (A}
i | i

Hinh 1.30: M6t sb co s& di liéu co ban cta dich vu DNS.

Mudn kiém tra qua trinh hoat déng cla dich vu DNS ta thwc hién cac buédc sau:

Khai bao Resolver:

- Dé chi dinh ré cho DNS Client biét dia chi may chi DNS Server hd tro viéc phan giai t&én mién.

- DPé thyc hién khai bao Resolver ta chon Start | Settings | Network Connections | Chon
Properties cla Local Area Connection | Chon Properties cla Internet Control (TCP/IP) (ta
tham khao Hinh 1.31), sau d6 chi dinh hai théng s6 .

- Referenced DNS server: Dja chi cila may chi Primary DNS Server.

- Alternate DNS server: Dia chi cia may chi DNS dy phong hodac may chd DNS th hai.

General |

Vou can gt IF settings assigned automatically F your nstwork supports
this capablity. Otherwise, you need ko ask your network administrator
for the appropriate 1P settings.

" Obtain an I address automatically
1% Lise the Following TP address:

IP address: 172,29 . 14 . 149
Subnet mask: 255 , 255 . 255 , 224
Defaulk gateway: 172 29 . 14 . 129

£ Oftain D5 server adress aubomatically

1% Use the Following DS server addresses:

Preferred DNS sarver: 172 .29 . 14 . 149
sleemats DNS server

Advanced. ..

Hinh 1.31: Khai bdo Resolver cho may tram.

Kiém tra hoat dong.

2 2 1.z 449
Ta c6 thé dung coéng cu nslookup dé kiém tra qua trinh hoat dong cua dich vu DNS, phan giai

resource record hodc phan gidi t&én mién. dé st dung dwoc cdong cu nslookup ta vao Start | Run |
nslookup.
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et CYWINDDWS' system32' cmd.exe - nslookup

Microsoft Windows [Version 5.2.37901 u
{C>» Copyright 1985-2883 Microsoft Corp. .

IC=>\Documents and Bettings“Adniniztrator>nslookup|
Pefault Server: server.csc.com
Address: 172.29.14.14%9

> -

Hinh 1.32: Kiém tra DNS.

Can tim hiéu mét vai tap 1énh cta céng cu nslookup.

>set type=<RR_Type>

Trong d6 <RR_Type> |a loai RR ma ta muén kiém tra, sau d6 gé tén ctia RR hoac tén mién can kiém
tra

>set type=any: D& xem moi thong tin v& RR trong mién, sau dé ta g6 <domain name> dé xem théng
tin vé cac RR nhuw A, NS, SOA, MX clia mién nay.

450
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et CAWINDDWS' system32cmd.exe - nslool

Microsoft Windows [Uersion 5.2.379@1
(C> Copyright 1985-28A3 Microsoft Corp.

C:~Documents and Settingz™Administratorinzlookup
Default Server: server.csc.com
Address: 172.29.14.14%9

csc.com
EFUEr: SEeFUBr.CSC.Com

Address: 172.29.14.149

E set type=any

CSC .COMm Nameserver = Server.csc.com
CSC.com
primary name Seruer = SEPUEr.CSC.COM
responsible mail addr = hostmaster.csc.com
serial = 20@5@52582
refresh = 988 {15 mins)>
retry = 6B@ <18 mins)
expire = B6488 (1 dayd
default TTL = 3688 <1 hour>
csc.com ME preference = 18, mail exchanger = mailsvr.csc.com
ceruver.csc.com internet address = 172.29.14.147
server.csc.com internet address = 172.29.14.149
>

Hinh 1.33: Vi du v& nslookup.

o CHYWINDOWS' system32\.cmd.exe - nslool

Microsoft Windows [Version 5.2.37981
{C> Copyright 1985-2803 MHicrosoft Corp.

Cz“\Documents and fettings“Administrator>nslookup
Default Server: server.csc.com
Address:z 172.29.14.149

P set type=mx
P csc.com

Server: server.csc.com
Address:z 172.29.14.149

csc.com MR preference = 1B, mail exchanger = mailsur.csc.com
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Hinh 1.34: Xem RR MX.

ov ChYWINDOWS system32' .cmd.exe - nslool

Microsoft Windows [Version 5.2.37781 II
¢G> Gopyright 1985-2883 Microsoft Corp. .

C:xDocuments and Settings“Administrator>nslookup
Default Server: seruver.csc.com
Address: 172.29.14.149

[F www.csc.com
EPUEP SEFUEF.CSC.COM
Address: 172.29.14.14%

ame = WwwwW.CsSC.CO

n
ddress: 172.29.14.145

>

Hinh 1.35: Xem dja chi IP cia m6t hostname.
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o CHYWINDOWS system32' cmd.exe - nslookuy

Microsoft Windows [Uersion 5.2.37981] B
(C> Copyright 1985-2883 Microsoft Corp.

Cz“\Documents and Settings“Administrator’nslookup
|Default Server: server.csc.com
Address:z 172.29.14.149

> set type=pte
> 172.29.14.149
Puer.csc.com

ervepr: se co
Address: 172.29.14.149
l§49.14.29.172.in—addr.arpa

name = SEPUEr.CSC.cOMm

Hinh 1.36: Kiém tra phan giai nguwoc.

Mot sb thong sb cau hinh can thiét cho DNS Client:

[

Advanced TCP/IP Settings

1PSetings ONS | winis | Optons |

DS warver addietsss, in order of e

72.29.14.149 _I
|

T ‘ Danh sach cac

“m—'w‘ml Domain suffix
L

Cl'log I:ﬁ":'lﬂiﬂ Name query = server1

& Appard prmary snd connection tpeciie DNS sulfiss
5 Appard parert e o ha prmaey DNS aufic
T Appard thece DNS s i coder)

serverl cscedu

server hem.ynnvn

] J L femere |
DNS gulf o this connectiont [ Connection
g Specific Suffix

™ U= this ion's DN DS rexgitinat I

| Cho phép client ding ky tyr ddng hostname trong DNS server ‘
L

Hinh 1.37: Mét s6 théng tin cAu hinh khac.

VII.2.5 Tao mién con(Subdomain).

Trong mién c6 thé c6 nhiéu mién con, viéc tao mién con gilp cho nguwdi quan tri cung cép tén mién cho
cac tb chirc, cac bo phan con trong mién ctia minh thdng qua dé né cho phép ngudi quan tri cé thé
phan loai va té chirc hé théng d& dang hon. Dé tao mién con ta chon Forward Lookup Zone, sau d6
ta click chuét phai vao tén Zone chon New Domain...(tham khao Hinh 1.38)
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= dnsmgmt - [DNS\NHON} Forward Lookup Zones'csc.com]
|2, Fle Action View Window Help ‘;Iilﬁl

e~ [B@|x & DB 2|8 &6 |

[2 Dns | csc.com 9 record(s)
= EON ) [Type [ Data
g s e S tsame as parent folder) Stark of Authority (SOA) [2005052503], server,
5[0 Reverse  Undate Server Data File arent folder) Mame Server (NS} SErver.csc.com.
T @z Reload srent folder) Hame Server (H5) server.csc.com.
(] Feent Vi New Host (A)... arent Folder) WMail Exchanger (M) [10] mailsvr.csc.com,
e Alias (CHAME)... Alias (CHAME) Server.csc, com.
Exchanger (M), . Alias (CHAME) Server.csc, com.
New DNS Domain 2=
149
Other New Records... Type the new DNS domain name: 145
All Tasks » [reel |
View »
New Windaw From Here Canecel
Delete
Refresh
Export List...
Properties
Help

-

Hinh 1.38: Tao mién con.

VII.2.6 Uy quyén cho mién con.

Gid sl ta Oy quyén tén mién subdomain hbc.csc.com cho server serverhbc cé dia chi
172.29.14.150 quan ly, ta thwc hién cac thao tac sau:

- Tao resource record A cho serverhbc trong mién csc.com(tham khao trong phan tao RR A).

- Chon Forward Lookup Zone, sau dé Click chudt phai vao tén Zone chon New delegation... |
Next (tham khao Hinh 1.39),.

New Delegation Wizard x|

Delegated Domain Name g
Autherity for the DNS demain you supply wil be delegated to a different zone. 5

SpeciFy the name of the DNS domain you want to delegats.

Delegated domain:
| hibe]

Fully qualified domain name (FQDR):

| hibe.csc .com

<Back [ pext> | cancel | Help |

Hinh 1.39: delegation domain.

- Add Name Server quan ly co c& di liéu cho mién con hbc.csc.com trong hop thoai Name
Server (tham khao Hinh 1.40).
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DRSS EEMIRELY  Enter a server name and one or more IP addresses. Both are required ta

identify the name server,

M, 5
ame Servers Server Fully qualified domain name (FODM):

You can select o

I|serverhhc.csc‘cnm ||E Erowse... 3  Resolve

Specify the name 1B address:

delegated zone, I fidd |
Mame servers:
— Remove |

Server Fully Qu
R
Down |

Hinh 1.40: Add Name Server.

- Sau khi add xong Name Server & buwéc trén ta chon Next | Finish dé hoan tat.

VII.2.7 Tao Secondary Zone.

Théng thwong trong mot domain ta cé thé td chirc mot Primary Name Server(PNS) va mot
Secondary Name Server(SNS), SNS dong vai tro la may dw phong, né lwu trir bang sao dir liéu ti
may PNS, mot khi PNS bi sw ¢ thi ta cé thé st dung SNS thay cho may PNS.

Sau day ta str dung may chu server1 cé dia chi 172.29.14.151 lam may cht dw phong (SNS) cho mién
csc.edu tir Server chinh (PNS) c6 dia chi 172.29.14.149.

- Click chuét phai vao tén Name Server trong giao dién DNS management console chon New
Zone | Next | Secondary Zone (tham kh&o Hinh 1.41)

- Secondary Zone : Khi ta mudn sao chép dw phong co s& di¥ liéu DNS tir Name Server khac,
SNS hé tro co' ché chirng thue, can bang tai véi may PNS, cung cip co ché dung 16i tét.

- Stub Zone: Khi ta mudn sao chép co s& dir liéu chi tir PNS, Stub Zone sé chi chira mét s RR
can thiét nhuw NS, SOA, A hé tro co ché phan gidi dwoc hiéu qua hon.

New Zone Wizard x|
Zone Type g
The DS serwer supports warious kvpes of zones and storage. ‘

Select the bype of zone you want to create:

" Primary zone
Creates a copy of a zone that can be updated directly on this server.

* Becondary zonei
Creates a copy of a zone that exists on anather server. This option helps balance
the processing load of primary servers and provides Fault tolerance.

" Stub zone
Creates a copy of a zone containing only Mame Server (NS), Start of Autharity
(504, and possibly glue Host (A) recards, & server containing a stub zane is not
authoritative for that zone,

™| store the zone in Active Directory (available only it DNS server is & domain contrallery

< Back I Blexk = I Cancel I Help |

Hinh 1.41: Tao Secondary Zone 454

- Chon Forward Lookup Zone néu ta mudn tao sao chép Zone thuan, chon Reverse Lookup
Zone néu ta mudn sao chép Zone nghich. Trong trwéng hop nay ta chon Forward Lookup Zone |
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Next.
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- Chidinh Zone Name ma ta muébn sao chép (vi du csc.edu), tiép theo ta chon Next.

- Chi dinh dia chi cia may cha Master Name Server(con goi la Primary Name Server), sao dé
chon Add | Next (tham khao Hinh 1.42).

New Zone Wizard x|
Master DNS Servers Q
The zone is copied From ane ar more DNS servers, .

Specify the DNS servers From which you want ko copy the zone, Servers are
contacked in the arder shown,

I address:
EEREE T

Remave |
e |
Down |

For more information about copying zones, click Help.

< Back I [ext = | Cancel | Help |

Hinh 1.42: Tao Secondary Zone

- Chon Finish dé& hoan tat qua trinh. ta kiém tra xem trong Zone csc.edu m&i tao sé c6 co s& dir
liéu dwoc sao chép tir PNS, nguoc lai trong zone csc.edu khong cé co s& div liéu thi ta hiéu chi
lai théng sb Zone Transfer trén may Master Name Server dé cho phép may SNS duoc sao chép
co s& dir liéu, ta thwc hién diéu nay bang cach Click chuét phai vao Zone csc.edu trén may
Master Name Server, chon Properties | chon Tab Zone Transfer (Tham khdo Hinh 1.43).

csc.edu Properties x|

General | Start of Authority (SO&
Name Servers | WINS Zone Transfers

# zane transFer sends a copy of the zane to requesting servers,
Allow zane transfers:

" To any server

€ Only ko servers listed on the Name Servers tab
= Oy ko the Following servers

1P address:

izz 25 14 81 | -

Hemove.

T spsiy acondary sfvers b et o aons updatss, cick

Nokify.
Nokiy..

ok | concel | appy |

Hinh 1.43: Allow Zone Transfer.

- Sau khi ta hiéu chi xong théng tin Zone Transfer ta Reload co s& di liéu tir may SNS dé cho may
SNS sao chép lai co s& di¥ liéu tr PNS (Tham khao hinh 1.44)
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= dnsmgmt - [DNS\¥HOST ' Forward Lookup Zones',csc.edu]

(g X
2 Fle Acion View Window Help [% ‘_ a 5‘|
e | B@EXENE 28 0H
(3 ons | csc.edu 6 record(s)
-8 goST True Toas T
q rwa'ddmk”p Zanes Start of Authority (S0A)  [2005052605], server.csc.e...
E. g;n;cs;;mmm Hame Server (NS) server.csc.edu,
S s Ml Exchangsr (MX) [10] il csc.eclu,
% stes Aliss (CHAME) server.csc.edu,
Qb Host (&) 172,29.14.149
@ _udp Alias (CNAME) server.csc.edu,
{21 DomainbnsZones

{23 ForestDnszones |

| e
15 2 Rever

SR Event ¥ Transfer from Master
" {] ohz [ Relnad From Master

Al Tasks 3

e >
New Window from Here

Delete
Refresh
Export List. .

Fropetties

el

-

Hinh 1.44: Reload Secondary Zone.

VIl.2.8 Tao zone tich hop vé&i Active Directory.

Trong qua trinh nang cdp may Stand-Alone Server thanh Domain Controller bang cach cai Active
Directory ta c6 thé chon co ché cho phép hé théng tw déng cai dat va cau hinh dich vu DNS tich hop
chung v&i Active Directory, néu ta chon theo cach nay thi sau khi qua trinh nang cap hoan tat, ta cé

thé tham khao co s& di liéu ciia DNS tich hop chung véi Active Directory théng qua trinh quan ly
dich vu DNS(tham khao Hinh 1.45).

Trong Hinh 1.45 nay ta tham khao co s& dir liéu ciia DNS quan ly tén mién csc.com dwoc tich hop
chung v&i Active Directory.

., dnsmgm - [DNS"-*HI]ST"-.‘Fnrward Lookup Zones',csc.com]

i [=] P3|
A Ele Action Wiew ‘Window Help ‘ |- 5[
¢4 an XFRRB|2| 8 am
R | csc.com  10vecordis)
B 8 rHos Mame Type | Data
= rward Lookup Zones '—@ s
(3 sites
_tep
D_udp
([ bomainbnszones
i (Forestonszones
=-7 DomainbnsZones (same as parent folder) Start of Authority (S0A) [49], vhost,csc.com,, hostm,,
| E-C0 _stes (same as parent folder) Name Server (N5) whost.csc.com.
(same as parent falder) Hast () 172.29.14.151
“host Host (&) 172,29.14.151
=0 - e
= Tz 2one tich hgp vdi Acitve
E]- Event Viswer Directory

Hinh 1.45: Active Integrated zone.

Tuy nhién khi ta cho hé théng tw ddng ciu hinh co s& di liéu cho zone thi né chi tao mot sé co s& div
liéu can thiét ban dau dé& no thwe hién mot sé thao tac truy van va quan ly co sé& di liéu cho Active
Directory. Dé cho DNS hoat dong tét hon thi ta mé ta thém théng tin resource record can thiét vao,
diéu can thiét nhét |a ta tao Reverse Lookup Zone cho Active Integrated Zone vi ban dau hé théng
khong tao ra zone nay, mé ta thém thong tin record PTR cho tirng resource record A trong Forward
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Lookup Zone.
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Ta c6 thé tao mot zone méi tich hop véi Active Directory theo cac buéc sau:

Bam chudt phai vao tén DNS Server trong DNS management console, chon New Zone...| chon
Next.

Trong hop thoai zone type ta chon Primary Zone véi co ché lwu triv zone trong AD(tham khao hinh
1.46), tiép tuc chon Next.

New Zone Wizard x|

Zone Type \Lk
The DMS server supports various bypes of zones and starage. =

Select the bype of zone you want ta create:

g Primary zone:
Creates a copy of a zone that can be updated directly on this server.

" Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Fault tolerance,

€ Stub zone
Creates a copy of a 2one containing only Mame Server (NS), Start of Authority

{504), and possibly glue Host (&) records, A server containing a stub 2one is not
authoritative For that zone,

[¥ Store the zone in Active Directory {avaiable only if DNS server s a domain :Untruller)|

< Back. I Mext = I Cancel | Help |

Hinh 1.46: Chon zone type

Chon co ché nhan ban di liéu t&i tht cad cac Domain Controller trong Active Directory Zone | Next
(tham khao Hinh 1.47)

New Zone Wizard =
Active Directory 2one Replication Scope Q
Wou can select how you want DNS data replicated thraughout wour netwark, .

Select how you want zone data replicated:

~ To all DNS servers in the Active Directory Forest csc.com

~ To all DNS servers in the Active Directory domain csc.com

* To all domain contrallers in the Active Directary domain csc,com

Choose this option if the zone should be loaded by Windaws 2000 DNS servers
running on the domain controllers in the same domain.

€ 7o all domain controllers specified in the scope of the Following aplication directory:
Partition

= Back I Mext = I Cancel | Help |

Hinh 1.47: Nhan ban d liéu cho zone.

Chon tao zone thuan (Forward Lookup Zone) | Next.

Chi dinh tén zone (Zone Name) | Next.

Chi dinh Dynamic Update trong trwérng hop ta mubn tao DDNS cho zone nay (tham khdo Hinh 1.48),
trong trvdng hop nay ta chon Allow both nonsecure and secure dynamic updates | Next.
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New Zone Wizard x|

Dynamic Update g
*You can specify that this DMS zone accepts secure, nonsecure, or no dynamic ‘
updates,

Dynarnic updates enable DMS client computers to register and dynamically update their
resource records with a DNS server whenever changes oceur.,

Select the type of dynamic updates you want to allaw:

= allow only secure dynamic updates (recommended For Active Dirsctaory)
This option is available only For Active Directory-integrated zones.

1 Allow both nonsecure and secure dynamic updates
Dynarnic updates of resource records are accepted From any client.
& This option is & significant security vulnerability because updates can be
accepted from untrusted sources,

= Do not allow dynamic updates
Dynaric updates of resource records are not accepted by this zone, You must update
these records manually,

< Back. I Mext = I Cancel | Help

Hinh 1.48: Dynamic update

Chon Finish dé hoan tat qua trinh, sau khi hoan thanh ta c6 thé mo ta resource record cho zone nay,
tao thém Reverse Lookup Zone trong tredng hop ta mudn hd tro phan giai nghich.

_i_ dnsmgmt - [DNS',¥YHOST" Forward Laokup Zones',hbc.csc.com] -2 5]
3 Fle  Adion  Yew  Window d%ﬁ ‘ —|=x|
c» | BEXEDE 2566
5_. DMS ‘ hbe.csc.com 2 record(s)
=8 ‘Y_E‘IOST Hama [ Type [ Data
& ’Wa’ddmk“” Zones 2] (same as parent folder) Start of Authority (508) 1], whost.csc.com., hostma, .
-z _msdes.cse.com y
E' o 2] (same as parent Folder) Hame Server (NS) whast.csc.com.
E _msdes
_sites

- tep

& _udp

- DomainDnszanes
_sites

- e
=1 ForestDnsZanes
F _sies

[E-] Reverse Lookup Zanes
{3 1722914, Subnet
#-{i] Event Yiewer

Hinh 1.49: Co s& di¥ liéu zone.

VII.2.9 Thay d6i mét s6 tuy chon trén Name Server.

Trong phan nay ta khdo sat mét vai tiy chon can thiét d& tao hiéu chinh théng tin ciu hinh cho DNS.
Thoéng thwdng cé ba phan chinh trong viéc thay doi tuy chon.

- Tuay chon cho Name Server.

- Tuy chon cho ttrng zone name.

- Tuy chon cho trng RR trong zone name.

Tuy chon cho Name Server. 460

Cho phép thay ddi mot sé tuly chon chinh cia Name Server bao gém: C4u hinh Forwarder, C4u hinh
Root hints, dat mot sé tly chon cho phép theo déi log (Event Logging), quan Iy cac truy van
(Monitoring query), debug logging,... va mét s hiéu chinh khac.
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DPé st dung tuy chon nay ta chon Properties clia tén server trong DNS management consol
khao Hinh 1.50).

YHOST Propetties |
Debug Logaging | Ewent Lagging I Maonitaring I Security I
Interfaces I Fowarders | Advanced | RootHints

Select the IP addrezzes that will serve DNS requests. The server can listen
for DNS queries on all IP addresses defined for this computer. or you can
limit it to selected IP addresses

Listen on:

& EP adoesses
" Only the following IP addresses:
IP address:

|7 fdd |
rﬂ'ﬂ- Heove |

’TI Cancel | Apply |

Hinh 1.50: Name server properties.

- Cé&u hinh Forwader: Chon Tab Forwarders t» man hinh properties cia Name Server (tham
khao hinh 1.51).

¥HOST Properties by 2 x
Debug Logging | Ewent Logging | Monitoring | Security |
Interfaces Farwarders I Advanced | Root Hints

Forwarders are servers that can resolve DNS queries not answered by this
server, Forward quernies for names in the following DMS domaing.

Mew...

Remayve

To add a forwarder, select a DNS domain, type the forwarder's IP address
below, and then click Add

Selected domain's fanwarder IP address list:

|203 A8z .00 1| | [ A ]
W‘ Bemowve |

Danh sach cac name server can
chuyén yéu cau truy van,

MNumber of seconds before forward queries time out: |5

™ Do not uge recursion for this domain

Ok | Cancel | Apply |

Hinh 1.51: CAu hinh Forwarder.

- Céau hinh Root hints: Ta c6 thé tham khao danh sach cac Root name server quan ly cac Top-
Level domain, thdng qua hop thoai nay ta cé thé thém, xéa, hiéu chinh dia chi ciia Root hints,
théng thuwéng cac dia chi nay hé théng co thé tw nhan biét (tham khao hinh 1.52).
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Debug Logging | Ewent Logging I tonitaring | Security |
Interfaces | Forwarders I Advanced Root Hints

Roct hints are used to find other DNS servers on the netwark,

Marne servers:
lified Damain Name [FQDM] | |P &ddiess -
E [198.41.0.4]

b raot-servers net [128.3.0.107]
c.root-servers.net [192.33.4.12]
d root-servers.net [128.8.10.90]
e root-zervers.net, [192.203.230.10]
f.root-zervers. net, [192.5.5.241]
g.root-zervers.net, [192.112.36.4]
h.root-zervers.net, [128.63.2.53]
i.root-servers.net. [192.36.148.17]  _|
j.root-servers.net. [192.58.128.30]
k.root-zervers.net. [193.0.14.129]
Lioot-servers.net. naeazed s =l
4 |‘:l i »

Add | Edit Bemove LCopy from Server |

ak. I Cancel | Apply |

Hinh 1.52: Root Name Server.

Hiéu chinh mot sb thdng sé ciu hinh nang cao nhw (tham khao Hinh 1.53):

Disable recursion: bd co ché truy van dé qui, néu ta chon tuy chon nay thi Forwarder ciing bj
disable.

BIND secondaries: Cho phép secondary la Name server trén méi treong Unix.

Fail on load if bad zone data : Néu zone data bi 13i thi khéng cho name server load di liéu.
Enable round robin: Cho phép co ché luan chuyén gilra cac server trong qua trinh phan giai tén
mien.

Enable netmask ordering: Cho phép client dwa vao local subnet dé no Iwa chon host gén VvOi

client nhat (mot khi client nhan dwoc cau trad 10i truy van anh xa mot hostname cé nhiéu dia chi
IP)

Secure cache agianst pollution: Bao mat vung nhé tam lwu trir cac RR da phan giai trwdc.

VHOST Properties 2
Dibug Logging | Ewent Logging | Monitaring I Security I
Iritifaces | Fonwarders Advanced | Root Hints

Server version number:
5.2 3730 (0vece)

Server options:

[ Dizable recursion [also disables forvarders]
[WIBIMND secondaries

[]Fail on load if bad zone data

[w]Enable round robin

[WEnable netmask ordering

[w]Secure cache against pollution

Mame checking: IMuItibyte [UTF&] j

Load zone data on startup: Ime Active Directory and registry j

I Enable automatic scavenging of stale records

Scavenaing perod: |T Ida_l,ls j

BReset to Default |
OK I Cancel | Lpply |

Hinh 1.53: Tuy chon nang cao.
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Tuy chon cho tirng Zone.
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Dé sir dung tuy chon nay ta chon Properties clia tén zone trong DNS management console.

- Trong phan nay ta cé thé :
- Thay dbéi Zone Type, cho phép zone hd tro hay khéng hd tro Dynamic update (DDNS) (tham
khao Hinh 1.54)

= dnsmgmt - [DNS\YHOST \Forward _ax

2 e st vew y 211 |=ls1x
&= Bl XE - wms | | |

Zore Translers Securly
EXTE Geerd | StatofAuhonlplS0A1 | Name Serers
B YHOST
ﬂ_(_—, Forwardlookpz | StaluE  Funning Pausg ol I
&
E E-sm:f;fn““‘“ Type:  ActiveDiectogteqiated [ crenge.._| | [Thay d8i zone type |
il s
! % —'":d“ Replicatior: &I DNS servers in the Active Directony domaml Change. | Hiéu chinh viéc nhanban Zone‘
(1 _stes
O e

Datais stored in Active Directory

_udp

é (1 pomainDn 4], vhost.cse.con., hostm. ..
stes o o _
% Tip | Dymamic upstes: Secure onlp | Thay d8i tiy chon vé
=0 Farsstone |y Allowing ransscur dyramic Dynamic Update
{1 shes ‘wirershilty because updated Nonsecure and secure
8 o soutoes Secue only

{3 hbe.csccom  To set aging/scavenging properties, click Aging. Aging

(1 Reverse Lookup 2
172291402
@ Evvert Yigwer

[k | cocs | eow |

Hinh 1.54: Tay chon chung cla zone name.

- Thay dbi théng tin resource record SOA, NS (ta c6 thé tham khao trong phan c4u hinh trudc)
- Cho phép hay khéng cho phép sao chép di liéu zone gitra cac Name Server (tham khao hinh
1.55).

General | Start of Authority (S0A] | Name Server ﬂl‘

WINS Zone Transfers Security

To automatically natify secondary servers when the zone changes, select
A zone ransfer sends a copy of the zone torequesting servers the Automatically NotiFy check box, and then specify the servers.

[v Allow zone transfers: Cho phép sao chép dif liéu [ Automatically mtify:Lgciﬂ;g:::?lr;igas‘ja::gr(trung

icho cac server chi dinh - R e
4 " Servers listed on thp thoai) khi cé siy thay dat

£ To any server

trong hop thoai
" Only to gervers lis 1' The Follawing servers]
5 Only to the following servers 1P address:

|P address : . A—ddl
A n
1722914143 Bemove

Ta _specwfp secondary servers to be notified of zone updates, click
Iy.

Cancel ‘

Hatify...

0K | Cancel | Spply |

Hinh 1.55: Zone transfer.

Tuy chon cho tirng Resource Record.

Théng qua tuy chon nay ta cé thé thay dbi thong tin cla tirng resource record cho zone name, méi
mot resource record cé thong tin khac nhau: dé thwc hién diéu nay ta chi cAn bam dbi vao tén
resource record twng (ng (tham khao vi du trong Hinh 1.56 vé RR MX)
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-+ dnsmgmt - [DNS!,¥HOST Forward Laokup Zoi tst-l*m Properties 2x|
3 Fle Action Vew Window Help M Exchanger (M%) ] Secury |

o |a@EXxEB|(2(8EE

Host or child damain:

i%- e csteom 12 recard(s) (same 2z parent folder]
E B VHOST Hame T . )
=3 Forward Logkup Zones By default, DNS uses the parent domain name when creating a Mai
B _msd @ _msdcs Exchange record. YYou can specify a host or child name, but in most
s e e (1 _sites deployments, the above field is Ieft blank
-]
-z esc.com -
] cscedu gﬁp Fully qualfied domain name [FODM):
] abe.com D_udp. Icsc.cum
=11 Reverse Lookup Zones DomainDrisZones
@ 17%.79.14.x Subnet (3 ForestDnszones
EI--@ Event Viewer (same as parent folder) \Fully qualified domain name [FADM) of mal server:

(same as parent Folder)
vhost Mail gerver pricrity:

E mallsvr & Im
12| (same as parent Folder)

5

-- DS Events (same as parent Folder) Iy Imd“W' Ccsc.com Browss...
H
H

’Tl Cancel Apply

Hinh 1.56: Thudc tinh ctia MX record.

VI.2.10 Theo doi sw kién log trong DNS.

Khi quan tri dich vu DNS, viéc ghi nhan va theo déi sw kién xay ra cho dich vu DNS la rat quan trong,
thong qua do6 ta cé thé dwa ra mot sbé gid phap khac phuc mét khi co6 sy cd xay ra,...Trong DNS
management console cung cap muc Event Viewer dé cho ta c6 thé thyc hién diéu nay, trong phan nay
ta can lwu y mot sé biéu twong nhu:

Theo doi sw kién:

- €eror - Chi thi 18i nghiém trong, déi véi 18i nay ta cn theo x& Iy nhanh chéng.

= dnsmgmt - [DNG\¥HOST'Event Yiewer\DNS E _|& 5”
|2, Ele  Acton  View Window Help Event Pruperlk—.s 2]x| ‘ -8 5[‘
e O@mEDR 2 Fumt | \
E]
[ DNSEverls Fiker
Date Sowse:  DNS +
&g posr Type Tige: Categay: Mene e =
-] Farward Lookup Zones 0 I oo + A
T 8@ msdes.csc.com ror e Enor EventID: E525 i
& csc.com gm’ User N o e
Al s ey e Computer. YHOST NiA
&0 se.com (3 Information HiA
5[0 Reverss Loskup Zones Qeror Descriplion: Hia
- {50 172.29.14.x Subnet (D rfarmation 4 zone transter iequest for the secondary zane cse.edu was refused by & WA
4T Fvent viswer Qo the master DNS server at 172.2914.143. Check the zone at the Hia
T ) formatian master server 172281414310 veiily thal zone iansfer s enabled to A
@ F this server. To da so, use the DNS console, and select master server
EiSrnston 172.29.14.149 as the applicable server, then in secandary zone Hia
Error sc.du Properties, view the settings on the Zane Transfers tab, HiA
B.ased on the seflings you choass, make any configuration adiustments WA
there [or possibly i the Name Servers tab) so that a zone transler can ia
e made to this server
) Information x| | (i
) Information HiA —
) Information Dtz & Bytes € iords WA
) Information | | | wia
€DEror A
€DEror L] A
€3¢0 A
Qe [ o ] cowe |y ||
Ervor HiA
G,f[nanmatmr\ SHO/Z005  44503PM DN None 2 | HiA hd
4 »

Hinh 1.57: Theo di sw kién 16i

- Drrformation Théng tin ghi nhan cac sw kién binh thwdng nhw shutdown, start, stop DNS,....
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Tom tat

Ly thuyét 3 tiét - Thwe hanh 6 tiét

Muc tiéu

Cac muc chinh

Bai tap bat
budc

Bai 19
DICH VU FTP

Bai tap lam
thém

Két thuc bai hoc gitp hoc
vién hiéu nguyén tac hoat
dong cutia dich vu FTP va
thiét 1ap mot FTP Server
hd tro cho viéc truyén file
trén mang.

I. Gidithiéu FTP

IIl. Chwong trinh FTP client.

. Gidi thiéu FTP server.

Dwa vao bai
tap mén Dich

vu mang
Windows
2003.

Dwa vao bai
tap moén Dich

vu mang
Windows
2003.
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l.  Gi&i thiéu vé FTP.

.1. Giao thirc FTP.

FTP la tir viét tit cha File Transfer Protocol. Giao thirc nay dwoc xay dwng dwa trén chuan TCP, FTP
cung cap co ché truyén tin duéi dang tap tin (file) thdng qua mang TCP/IP, FTP Ia 1 dich vu dac biét vi
né dung dén 2 cbng: cdng 20 dung dé truyén di liéu (data port) va céng 21 dung dé truyén Iénh
(command port).

1.1.1 Active FTP.

O ché do cha dong (active), may khach FTP (FTP client) dung 1 cdng ngdu nhién khéng danh riéng
(cdng N > 1024) két ndi vao cbng 21 ctia FTP Server. Sau dd, may khach lang nghe trén cdng N+1 va
gt 1énh PORT N+1 dén FTP Server. Tiép theo, tlr céng di¥ liéu cia minh, FTP Server sé& két néi
ngwoc lai vao céng di¥ liéu ctia Client da khai bao trwdc d6 (tirc 1a N+1)

O khia canh firewall, d& FTP Server h6 tro ché dd Active cac kénh truyén sau phai mo:
- Cbng 21 phai dwoc mé cho b4t c&» ngudn glri nao (dé Client khéi tao két ndi)
- FTP Server's port 21 to ports > 1024 (Server tra I&i vé cdng diéu khién cta Client)

- Cho két néi tir céng 20 clia FTP Server dén cac céng > 1024 (Server khdi tao két néi vao céng div
liéu ctia Client)

- Nhan két néi hwéng dén cdng 20 ctia FTP Server tir cac céng > 1024 (Client glri x4c nhan ACKs
dén cbng data cla Server)

So do két noi:

Hinh 2.1: M0 hinh hoat dong cua Active FTP.

- Budc 1: Client khéi tao két ni vao céng 21 ctia Server va glvi Iénh PORT 1027.
- Budc 2: Server gii xac nhan ACK vé céng lénh cla Client.

- Budc 3: Server khdi tao két ndi tr cdng 20 ctia minh dén cdng di¥ liéu ma Client da khai bao
trwde do.

- Buwdc 4: Client giri ACK phan héi cho Server. 467
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Khi FTP Server hoat déng & ché do ch dong, Client khong tao két ndi that sy vao coéng di i€
FTP server, ma chi don gian |a théng bao cho Server biét rang né dang l&ng nghe trén céng nao va
Server phai két néi ngwoc vé Client vao cdng do. Trén quan diém firewall déi véi may Client diéu nay
gibng nhw 1 hé théng bén ngoai khéi tao két ndi vao hé théng bén trong va diéu nay thwong bi ngan
chén trén hau hét cac hé thdng Firewall.

Vi du phién lam viéc active FTP:

Trong vi du nay phién lam viéc FTP kh&i tao tr may testbox1.slacksite.com (192.168.150.80), dung
chuwong trinh FTP Client dang dong lénh, dén may cha FTP testbox2.slacksite.com
(192.168.150.90). Cac dong c6 dau --> chi ra cac 1énh FTP gvi dén Server va thong tin phan héi ti
cac lénh nay. Cac théng tin nguwdi dung nhap vao dwédi dang chir dam.

Lwu y 1a khi 1énh PORT dwoc phat ra trén Client dwoc thé hién & 6 byte. 4 byte dau la dia chi IP cla
may Client con 2 byte sau 1a sé cdng. Gia tri cdng dugc tinh bang (byte 5*256) + byte 6, vi du (
(14*256) + 178) 1a 3762.

&l ChWINDOWS  system32', cmd.exe

C:\Documents and Settings“Administrator>cd

C=n>ftp —d 172.29.14.149

Connected to 172.2%.14.149.

228 Microsoft FIP Service

User <172.292.14.14%:<none’>: anonymous

———2> USER anonymous

331 Anonymous access allowed. send identity {e—mail name} as password.
Password:

———> PASS

238 Anonymous user logged in.

ftp> l1s

———> PORT 172.29.14.14%.18,281

208 PORT command successful.

-——> NLST

158 Opening ASCII mode data connection for file list.
226 Transfer complete.

ftp> quit

———> QUIT

AN

Phién lam viéc active FTP.

1.1.2 Passive FTP.
Dé giadi quyét van dé 1a Server phai tao két ndi dén Client, mot phwong thire két ndi FTP khac da duoc
phat trién. Phuwong thirc nay goi 1a FTP thu dong (passive) hodc PASV (la 1énh ma Client gtvi cho
Server dé b&o cho biét la né dang & ché do passive).

O ché do6 thu dong, FTP Client tao két néi dén Server, tranh van dé Firewall loc két néi dén cong cla
may bén trong tir Server. Khi két ndi FTP duwgc mé, client s& mé 2 céng khong danh riéng N, N+1 (N >
1024). Céng thir nhat dung dé lién lac véi cdng 21 clia Server, nhwng thay vi givi 1énh PORT va sau dé
la server két néi ngwoc vé Client, thi 1énh PASV duoc phat ra. Két qua 1a Server sé mé 1 céng khong
danh riéng bat ky P (P > 1024) va g Iénh PORT P ngwoc vé& cho Client.. Sau do client s& khdi tao két
ndi tr cdng N+1 vao cbng P trén Server dé truyén di liéu.

Tl quan diém Firewall trén Server FTP, dé hd tro FTP ché do passive, cac kénh truyén sau phai
duwoc mé:

- Cbéng FTP 21 cua Server nhan két néi tv bat ngudn nao (cho Client khéi tao két nbi)

- Cho phép tra I&i tir cdng 21 FTP Server dén céng bat ky trén 1024 (Server trd I&i cho cdng

control clia Client)
- Nhan két néi trén cong FTP server > 1024 t&» bat c&» ngudn nao (Client tao két nbi dé truyén di
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liéu dén cdng ngdu nhién ma Server da chi ra)
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- Cho phép tra 16i tr cdng FTP Server > 1024 dén cac cong > 1024 (Server glri xac nhan'#&
dén cbng di¥ liéu cda Client)

Hinh 2.2: M6 hinh hoat déng cta Active FTP.

- Budc 1: Client két ndi vao cdng 1énh cta Server va phat Iénh PASV.

- Budc 2: Server tra I&i bang Iénh PORT 2024, cho Client biét cdng 2024 dang m& dé nhan két néi di

liéu.
- Budc 3: Client tao két néi truyén div liéu tlr cong div liéu cla né dén coéng dir liéu 2024 cua
Server.

- Budc 4: Server tra 16i bang xac nhan ACK vé cho cbéng di¥ liéu cta Client.

Trong khi FTP & ché dd thu dong gidi quyét dwoc van dé phia Client thi né lai gay ra nhiéu van dé
khac & phia Server. Thr nhét Ia cho phép may & xa két ndi vao céng bat ky > 1024 cla Server. Diéu
nay kha nguy hiém trir khi FTP cho phép mé ta day cac cdng >= 1024 ma FTP Server sé dung (vi du
WU-FTP Daemon).

Véan dé th hai la mot s FTP Client lai khong hd tro ché d6 thu dong. Vi du tién ich FTP Client ma
Solaris cung cdp khong hé tro FTP thu dong. Khi dé can phai c6 thém trinh FTP Client. Mot lwu v 1a
hau hét cac trinh duyét Web chi hé tro FTP thu déng khi truy cap FTP Server theo dworng dan URL
ftp://.

Vi du phién lam viéc passive FTP:

Trong vi du nay phién lam viéc FTP khé&i tao tr may testbox1.slacksite.com (192.168.150.80), dung
chuwong trinh FTP Client dang dong lénh, dén may chid FTP testbox2.slacksite.com
(192.168.150.90), may chi Linux chay ProFTPd 1.2.2RC2. C4c dong c6 déu --> chi ra cac Iénh FTP
glri dén Server va thdng tin phan héi tv cac lénh nay. Céac théng tin ngudi nhap vao dudi dang chi
dam.

Lwu y: dbi voi FTP thu déng, cdng ma 1énh PORT mé ta chinh 1a cdng sé dwoc mé trén Server. Con
déi véi FTP chl dong cbng nay sé dugc mé & Client.
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bash-2.05# ftp -4 localhost
Connected to localhost.

220 nhon FTP serwver ready.

Name (localhostiroot): hew

---> USER hv

331 Password recquired for hyw.
Password:

-—-> PASS O

230-No directory! Logging in with home=/
230 Tser hv logoged in.

---> SY3T

215 UNIX Type: LS Wersion: 3UNOS
Remote system type is UNIN.

--—->» TYPE I

200 Type set to I.

Using binary mode to transfer £iles.
frpx cd shome

--=> CWD fhome

250 CWD command successful.

frp>= 1s

-—->» EP3V

Z29 Entering Extended Passive Mode [||164245]()
--->» TYPE A

200 Type =et to &,

---> NLiT

550 *: Mo such file or directory.
--—-» TYPE I

200 Type set to I.

trp> i

Phién giao dich Passive FTP.

1.1.3 Mot sé Iwu y khi truyén div liéu qua FTP.

IIS hé tro ca hai ché do két nbi Active va Passive, do do viéc két néi theo phwong thirc Active hay
passive tuy thudéc vao tirng Client. IS khong hé tro co ché vo hiéu hoa (disable) ché dd két ndi
Active hay Passive.

Khi ta st dung dich vu FTP dé truyén di liéu trén mang Internet théng qua mot hé théng bado mat nhuw
Proxy, Firewall, NAT, thong thudng cac hé thédng bao mat nay chi cho phép két ndi TCP theo cbng
dich vu 21 do d6 user gap van dé trong viéc st dung céc lénh DIR, LS, GET, or PUT dé truyén di liéu
vi cac lénh nay doi hdi hé théng bao mat phai cho phép sir dung céng TCP 20. Cho nén khi sir dung
FTP dé truyén tin trén mang Internet thdng qua mang cac hé théng bao mat (Proxy, Firewall, NAT) thi
nhirng hé théng nay phai mé& TCP port 20 clia FTP.

Danh sach cac &ng dung Microsoft cung cip lam FTP Client.

FTP Client Transfer Mode

Command-line Active

Internet Explorer 5.1 va cac phién ban trwéc do Passive

Internet Explorer 5.5 va cac phién ban sau nay Active and Passive
Tw FrontPage 1.1 t&i FrontPage 2002 Active

1.1.4 C6 lap ngwoi dung truy xuat FTP Server (FTP User Isolation).

FTP User Isolation dac tinh mai trén Windows 2003, hd tro cho ISP va Aplication Service Provider
cung cap cho ngudi dung upload va cap nhat noéi dung Web, chirng thuc cho tirng ngwdi dung. FTP
user Isolation cip mdi nguwdi dung mot thw muc riéng ré, ngudi dung chi cé kha nang xem, thay déi,
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xéa ndi dung trong thw muc ctia minh.
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Isolation Mode Chirc nang

Do not isolate users Pay 1a ché d6 khong sir dung FTP User Isolation, & mode
nay khéng gidi han truy xuét clia ngwdi dung. Théng thwéong
ta st dung mode nay dé tao mét public FTP Site.

Isolate users Mode nay chirng thyc ngudi dung cuc bd (Local User) va
ngudi dung mién (Domain User) truy xuat vao FTP Site. Di
véi mode nguwdi quan tri phai tao cho méi ngwdi dung mot
thw muc con cla thw muc FTP Root, v&i tén thw muc nay la
username cla nguwoi dung.

Isolate users using Active | St dung Active Directory dé tach lap tirng user truy xuét
Directory vao FTP Server.

ll. Chwong trinh FTP client.

La chwong trinh giao tiép v&i FTP Server, hu hét cac hé diéu hanh déu hé tro FTP Client, trén Linux
hodc Windows dé& m& két ndi téi FTP Server ta dung I&énh #ftp <ftp_address>.

Dé thiét 1ap moét phién giao dich, ta cn phai cé dia chi IP (hodc tén may tinh), mét tai khoan
(username, password). Username ma FTP hé tro s8n cho nguwdi dung d& mé mét giao dich FTP ¢6
tén 1a anonymous v&i password rong.

Sau day la mét vi du vé mé moét phién giao dich dén FTP Server:

& C:WINDDWS' system32cmd.exe - ftp 172.29.14.149
C:\Documents and Settings“AdministratorXcd “ B

C:\>ftp 172.29.14.149
Connected to 172.29.14.149.

228 Microsoft FIP Service

JUuser <172.29.14.14%9:<(none’>: anonymous

331 Anonymous access allowed, send identity {e-mail name} as password.
Password:

230 Anonymous user logged in.

ftp> 1s

208 PORT command successful.

158 Opening ASCII mode data connection for File list.
|_private

_vti_log

AdminScripts

aspnet_client

f orum

ftprout

images

mailroot

nntpfile

uwuroot

226 Transfer complete.

ftp: 182 bytes received in B.85Seconds 2.17Kbytesssec.
Ftp> El_.lit

Hinh 2.3: S dung FTP Client.

Mot sb tap Iénh cta FTP Client:

Tén Iénh
? hoac I1énh | ? [command] Hién thi giup d& vé [command].
help
) ) . ey iAo U A e a 473
append append local-file [remote-file] Ghép mét tap tin cuc bd v&i 1 tap tin trén
Server.
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ascii

ASCII

Chi dinh kiéu truyén file 1a ascii (day la kiéu
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truyén mac dinh).

binary Binary Chi dinh kiéu truyén file 1a binary(day la kiéu
truyén mac dinh).

Bye Bye Két thic ftp session.

Cd cd remote-directory Thay dbi dwong dan thw muc trén FTP
Server.

delete delete remote-file Xba file trén FTP Server.

Dir dir remote-directory Liét ké danh sach tap tin.

Get get remote-file [local-file] Download tap tin t» FTP Server vé may cuc
bo.

Lcd Icd [directory] Thay dbi thw muc trén may cuc bd.

Ls Is [remote-directory] [local-file] Liét ké cac tap tin va thu muc.

mdelete mdelete remote-files [ ...] Xbéa nhiéu tap tin.

Mget mget remote-files [ ...] Download nhiéu tap tin.

Mkdir mkdir directory Tao thw muc.

Put put local-file [remote-file] Upload tap tin.

Mput mput local-files [ ...] Upload nhiéu tap tin.

Open open computer [port] Két ndi t&i ftp server.

prompt Prompt Tat co ché confirm sau méi lan download
tap tin.

disconnect | Disconnect Hay két néi FTP.

Pwd Pwd Xem thw muc hién tai.

Quit Quit Thoat khéi ftp session.

Recv recv remote-file [local-file] Copy tap tin tlr remote vé local.

Rename rename filename newfilename Thay déi tén tap tin.

Rmdir rmdir directory Xoéa thw muc.
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Send

send local-file [remote-file]

Copy tap tin tir local dén remote.
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User user user-name

[paqunrd]

[account]

Chuyén ddi user khac

Talcd thé sir dung chuong trinh _Internet Explorer

A két ndi voi ETP _Server theo cl phap sau:

ftp://<username:password>@<bia chi FTP_Server>

=10l
Fle Edt View Favortes Tooks Help | o
T | O search (7 Folders | |2 3 X €) | (@
.14]] | Links >
Mame - | size [ Type [ Modified [
[£)3COM YIRTUALLAN L0 File Folder 4/21§2005 1:23 PM
() Adobe Reader 0 Ful File Folder 5/18/2005 1:34 P11
(Cbi quyet File Folder 5/23/2005 12:44 PM
(D Captivate File Folder 5/1812005 11:14 AM
(55 Deployment File Folder 4/21}2005 1:23 PM
(CDrayTek File Folder 4{26{2005 2:00 P11
() 6hep card mang File Folder 4/21}2005 1:24 P11
[(DHDHISO File Folder 5/16/2005 3:15 P11
(3)Lam_BootRom File Folder 5/10j2005 4:26 P11
[CIMS exchanger File Folder 4/1/2005 4:38 P
Cmetop File Folder 4{21§2005 1:23 F1
(N express File Folder 4{7/2005 1:10 P
[CINIC Taols File Folder 4{21{2005 1:23 F1
[Saremnte-rantrol-765 File Flrer AZVIZNNG 1:75 PM
Bisazka.150 10SME  WinRAR archive 3/30/2005 4:38 PM
Fmsarésuie.exe 476KB  Application 4{6[2005 £:57 P
 oreily-Java Cookbock Solutio...  3.90MB  Adobe Acrobat Doc...  5{27j2005 10:11 AM
7] Share _Inkernet.ti: 41bytes Text Document 47[2005 12:25 Ab
[ [User: netuser v

Hinh 2.4: St dung

IE Iam FTP Client.

Dung Windows commander lam FTP Client dé két ndi vao FTP Server, dé thyc hién diéu nay ta m&

chuong trinh Windows Commander | Command

Cannect bo:

| FTP Connect...
X

Tao FIP Connection -
FTP: connection details x|

Connect

Sessian: IHp test

Host namel:Part]: |172 2314143 = - chi dinh dia chi cha FTP server

Anonymous login [e-mail address as password) | |

User name: netuzer

Paszword

Chi dinh Username va

massword d&'login vao FTP
erver

Warning: Staring the password is insecure

Femote Dir: I

Local dir I

|

Send Commands: I

Server lpe,

Sir dung p

IAulU detect j

Use firewall [praxy serverl< - Sir dyng Proxy dé k&t ndi tdi FTP Server
Define rew = LCharge |

mode -

“_ Uze passive mode for transfers (like a Wisha bmwser]‘

o

I Cancel | Help |

Hinh 2.5: St dung Windows commander dé két néi vao FTP Server.

lll. Gié&ithiéu FTP Server.

La may cha lwu triv tap trung dir liéu, cung cap dich vu FTP dé hé tro cho ngudi dung cé thé cung cép,
truy xuét tai nguyén qua mang TCP/IP. FTP |a mét trong cac dich vu truyén file rat théng dung, ngudi
dung cé thé upload va download théng tin mét cach dé dang hon.

1. Cai dat dich vu FTP.
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Dé cai dat dich vu FTP trén Windows 2003 ta thwc hién cac buwdc sau:
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Chon Start | Control Panel.
B&m d6i vao Add or Remove Programs.

Tl 6 vudng bén trai(pane) cla cira s6 “Add or Remove Programs” chon Add/Remove Windows
Components.

Tw danh sach Components, chon Application Server va chon nut Details.
Tw danh sach cac Application Server chon Internet Information Services va chon nut Details.

Chon muc File Transfer Protocol (FTP) Service.

Windows Components
“You can add ar remave companents of Windaws.

Application Servel X

Ta add or remeve = comp To add or remove & component, click the check bow. A shaded box means that anly part Sort by! IName
part of the companent wil | of the component will be installed. To see what's included in a component, click Details.

Details. Subcomponents of Annliratian Geruer: 2
LComponents: %Apphcatior Internet Information Services (I15) x|

(1) Accessories and U
% Application Server
(] [ Certificate Service:
] 38 E-mail Services
[ 4 Fan Services

@
ASP NET To add or remove a component, click the check box. & shaded box means that only part
@Enab\e net  of the component will be installed. To see what's included in a component, click Details.
@ Enahle net
¥E Intermet Inl

[ & Message €

Subcompanents of Intemet Infarmation Services [I15]:

] O Background Inteligent Transfer Service (BITS) Server Extensions  0.2MB &
<> Common Files 1.0MB
B Filz Transfer Protocol [FTP) Service

Desciiption:  Includes A5F

Application S
Total disk space required Description: 151 | @Froanage 2002 Server Extensions 51ME
Space available on digk: for f “ﬁ Internet Infoimation Services Manager 1.3aME
Total disk space re ] @Inlemel Printing 0.0ME
L] &ZNNTP Service 12ne

Space available or

Description:  Provides suppoit to create FTP sites used to upload and download files.

Toatal disk space required: 29MB Details...
Space avallable on disk: 12458.3 MB —I
o

Hinh 2.6: Cai dat FTP Service.

Bam nut OK.

Click vao nut Next d& hé théng cai dat dich vu FTP (d6i khi hé théng yéu cau chi bd ngudn 1386 hodc
dwdng dan cé chira thu muc nay dé hé théng chép mot sé file can thiét khi cai dat).

BAm vao nut Finish dé& hoan tat qua trinh cai dat.

l1.2. CAu hinh dich vu FTP.

Sau khi ta cai dat hoan tat dich vu FTP, d& quan ly dich vu nay ta chon Start | Programs |
Administrative Tools | Internet Information Services(lIS) Manager | Computer name | FTP sites
(tham khao Hinh 2.7).
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W Internet Information Services (II5) Manager ol x| I
¥4 Fle  Action Yew Window Help ‘ —|= 5||
= B HE 22 5
4 Inkernet Information Services | Description | 1dentifier State [ 1P address | Port
-5 NHON (local computer) |62 pafaulk FTP Site 1 Running * Al Unassigned * 21
[+ Application Pools
_J itieb Sites
[+ ) Web Service Extension:

B
e Default FTP Site

< B K1l | |
\ \

Hinh 2.7: 1IS Manager.

Mac dinh khi cai xong dich vu FTP, hé thc“')ng tw tao mot FTP site co tén Default FTP Site v&i mot sb
théng tin sau:

- FTP name: Default FTP Site.

- TCP Port: 21

- Connection Limited to: Gi¢i han ti da 100.000 két néi.

- Enable logging: dé cho phép ghi nhan log vao file \systemRoot \system32\LogFiles

- Cho phép Anonymous va ngw®i dung cuc bd dwgc dang nhap vao FTP Server.

- Thw muc gbc cta FTP server |a <6 dia>\Inetpub\ftproot.

- Quyeén han truy xuét (cho Anonymous va user cuc bd) la read va log visits.

- Cho phép tat ca cac may tinh dwoc phép truy xuét vao FTP Server.

Do d6 khi ta cai dat xong ta cé thé sir dung dich vu FTP ngay ma khéng can céu hinh, tuy nhién chi st
dung dwoc mot sb6 chirc ndng co ban ma hé théng ciu hinh ban dau. Diéu tét nhét 14 ta x6a di rdi tao
FTP Site m&i dé cau hinh lai tir dau.

I11.2.1 Tao méi FTP site.

Dé tao m&i moét FTP site ta thwe hién cac budc sau:
Trong IIS Manager ta bAm chu6t phai vao vao thw muc FTP Sites | New | FTP Site...| Next.
M6 ta tén FTP site trong hop thoai “FTP Site Desciption” | Next.

Chi dinh IP Address va Port sir dung cho FTP Site, trong phan nay ta d& mac dinh, tiép theo chon
Next.

Trong hop thoai “FTP User Isolation”, chon tiy chon Do not isolate users d& cho phép moi ngudi
dung duwoc sir dung FTP server, chon Next (tham kh&o hinh 2.8), ta can tham khao mét s muc chon
sao

- Do not isolate users: Khoéng gii han truy xuét tai nguyén cho tirng ngudi dung.
- Isolate users: Gi&i han truy xuét tai nguyén FTP cho tirng ngudi dung (tham khéo trong cau hinh

FTP User Isolation).
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- Isolate users using Active Directory: Dung AD dé gi¢i han viéc sir dung tai nguyén ch
ngwoi (tham khao trong muc ciu hinh FTP User Isolation).

FTP Site Creation Wizard x|

FTP User Isolation ~
Restict FTP users ta their ovwn FTF home directory. @
=

FTP user izolation prevents users from sccessing the FTP home directory of another
user on this FTP site.

Impartant: Because pou cannat change the user izalstion option after creating this FTR
site, pou should read abaut FTP user isalation in the 115 product documentation befare
choosing an izolation option

= Do not isolate users
{Users can access the FTF home diectory of other users |

" Isolate users
[Users must be assigned an FTP home directory within the root of this FTF site.)

" |solate users using Active Directary
[Users must be assigned an FTP home directory that is configured using their Active
Directary user account.]

< Back I Nest > I Cancel

Hinh 2.8: FTP User Isolation

Chon dwdng dan chi dinh Home Directory cho FTP Site, chon Next.
Chon quyén han truy xuat cho FTP site, mac dinh hé théng chon quyén Read, chon Next.
Chon Finish dé hoan tat qua trinh tao FTP Site.

Ta c6 thé kiém tra bang cach vao Internet Explorer danh dia chi URL sau: ftp://172.29.14.149 (tham
khéo Hinh 2.9)

3 fip://172.29.14.149 - Microsoft Internet Explorer _|8 x|
File  Edt View Favorites Tools Help ‘ o
(Back ~ () - | )0 search [ Folders | [
Addvess [80 "puyfi7z. 2,19, 199) = B |Lmks »
Name = | Size: | Type | Madified |
n File Folder 5/31/2005 4:22 PM
Other Places ¥ B¥Mew Microsoft PowerPoint Pre...  12.5KB  Microsoft PFowerPoi...  5/31/2005 4:43 P
U ew Microsoft word Documen.., 105K Microsoft word Doc...  5/31/2005 4:49 PM
2] New Text Document. txt Obytes  Text Document 5/31/2005 4:43 PM

[User: Anonvmous

Hinh 2.9: Truy xuat FTP Server bang IE.

ll.2.2 Tao va xéa FTP Site bang dong Iénh.
Dé tao mot FTP Site ta dung lénh:
iisftp /create <Home Dir> “Description” /i <IP address>
Trong d6 <IP address> dé cho FTP lang nghe tai port 21.
Xoba ftp dung Iénh:
iisftp /delete "<Tén FTP>"
Ta tham khao Hinh 2.10 cung c4p mét sb thong tin khi tao nhuw:
“Connecting to server ...Done”
- “Server = NHON”: Tén FTP Server
- “Site Name= FTP — TTTH” : Tén FTP Site
- “Metabase Path = MSFTPSVC/303020280”: biéu dién registry key cho thw muc Home Directory.
- “IP =172.29.14.149” : Dja chi IP listen port 21
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- “Port=21": TCP port
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“Root= C:\test” : Home directory ctia FTP Site.
“IsoMode= None” : Khong str dung Isolation mode.
“Status= STARTED” : M0 ta trang thai hoat dong.

Vi du: Tao FTP Site béng Iénh:

I_cT\ C\WINDOWS \system32Z\cmd.exe:
M

icrosoft Windows [Uersion 5.2.37981 B
<C> Copyright 1985-2883 Microsoft Corp. |

C:\Documents and Settings\Administrator>cd \

C: >iisftp screate Cintest "FTP — TTTHY i 172.29.14.149
Connecting to server ...Done.

Seruer c

Site Name

FTP — TTTH
Metabase Path MSFIPSUC-383020288
1P 172.2%.14.14%

Popt 21

Root G:\test
I1soMode None
Status STARTED
C:N>

Hinh 2.10: Tao FTP bang Iénh.

I11.2.3 Theo doi cac user login vao FTP Server.
Pé theo dbi cac user dang nhap vao FTP Server ta bAm chudt phai vao FTP site | Properties |
General | Current sessions...(tham khdo Hinh 2.10)
- Connected Users: dé chi dinh tén nguwodi dung dang login vao FTP Server (IEUser@ la
Anonymous user).
- From: Chi dia chi may tram dang nhap vao FTP Server.
- Time: Thoi gian dang nhap.
- Nut Disconect : D& hiy két nbi clia user dang login.
- Nut Disconect All: D& huy tat ca cac két nbi cla user dang login.
2

FTP Site ISecurity Accounts | Messages | Home Directary I Direckary Security |

- FTP site identification ‘ |

Descriptio [ rT = ——— =

1P addres
Connected Ll sers I From | Time: |
ICFport: |G IEUser@ 172.29.14.199 D046
ﬁnetuser 172.29.14.149  0:00:29
[ FTP site co

" Unfimit Lﬁhl
' Comne Help |

Connectio
¥ Enatle
Active o 2 user(s) currently connected.
MW3CE) Disconnect Disconnect &l |
Current Sessions. ..
oK | Cancel | Apply: | Help |

Hinh 2.11: Theo dbi user session.

I1.2.4 Diéu khién truy xuat dén FTP Site.

Ta c6 4 cach diéu khién viéc truy xuit dén FTP Site trén IIS nhw sau:
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- NTFS Permissions: ap dat quyén NTFS vao cac thw muc lién quan dén FTP Site.
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- 1IIS Permissions: Gan quyén FTP cho thuw muc, théng thudng chi cd quyén Read va Write
gan quyén nay ta chon properties clia FTP Site | Tab Home Directory(tham khao Hinh 2.12).

FTP - TTTH Properties a2lx|

FTP Site | Security Accounts | Messages {Fiom

The content for this resource should comne From:
= & directory located on this computer
& directory located on another computer
FTF site director

Local path: Critest Browse, ..
¥ Read
I wirite
¥ Log wisits
~Directory listing styls
 UNIE @
& M3DOS®

ok | emcel | ah | wep |

Hinh 2.12: Gan quyén FTP cho thu muc.

- IP address restrictions: Gi¢i han viéc truy xuat vao FTP theo dia chi IP. D& gan quyén nay ta
chon properties ctia FTP Site | Tab Home Directory (tham khao Hinh 2.13).

- Néu ta chon Granted access: FTP Server cho phép tat cac host khac truy xuét, trir cac host
dwoc mo ta trong hop thoai.
- Néu ta chon Denied access: FTP Server chi cho phép cac host trong hop thoai dwoc truy Xuét.

FTP Site I Security Accounts | Messages I Home Directory  Directary Security |

[ TCP{IP address access restrictions

By default, all computers will be: (af % Granted access

Except those listed belaw: B L Denied access
IP address [Subnet mask]

Access

'8 Group of computers

IP address:

|172 29,01 .1 DS Lookup, ..

af: | Cancel | Help | I

oK | Cancel | Apply | Help |

Hinh 2.13: Gi&i han truy xuit FTP cho host.

- Authentication: Tab Security Account d& cho chirng thwc nguwdi dung Anonymous va ngudi
dung cuc bd dwoc phép hay khdng dugc phép truy xuat vao FTP Server.

- Méc dinh Anonymous dugc login vao FTP Server. Ta chon muc nay khi ta muén public FTP cho
moi ngwoi khac dwoc str dung.

- Néu ta chon muc “Allow only anonymous connections” cé6 nghia ta chi cho phép Anonymous 485
truy xuét vao FTP Server.

- Thong thwdng dé td chirc mot FTP Server riéng biét va ta khéng mudn public FTP cho moi nguoi
st dung thi ta bé tuy chon Allow anonymous connections”, lic nay FTP Server chi cho phép
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cac nguwoi dung cuc bo truy xuét.
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FTP - TTTH Properties 21X

FTP Site  Security Accounts |Messages I Hame Directory I Directory Security |

¥ Allgw anonymous connections

Use the following Windows user account for anonymous access:

User name: | TLISR_MHOMN Browse. .

Bassword: | esesssense

|| illow only anonymaus connections;

ak I Cancel | Apply | Help |

Hinh 2.14: C4p truy xuét cho Account.

I11.2.5 Tao Virtual Directory.

Théng thwéng cac thu muc con ciia FTP root déu c6 thé truy xuat théng qua dwong dan URL cuda dich
vu FTP nhu: “ftp://<dia_chi_cta_FTP_server>/<tén_thw_muc_con>", d& cho phép ngu®i dung cé thé
truy xuat mot tai nguyén bén ngoai FTP root thi ta phai lam cach nao? FTP server cung cap tinh nang
virtual directory dé cho phép ta cé thé gidi quyét trwong hop nay, théng virtual directory ta tao mot
thw muc do bén trong FTP Site anh xa vao bat ky mét thw muc nao do trén 6 dia cuc bd hodc anh xa
vao mét tai nguyén chia sé trén mang. sao khi anh xa xong ta cé thé truy xuét tai nguyén theo dia chi
“ftp://<dia_chi_ctia_FTP_server>/<tén_thw_muc_ao >”

Cac buwéce tao thuw muc do (virtual directory):
B&m chudt phai vao FTP Site chon New | Virtual Directory...| Next.

Enter vao tén virtual directory trong 6 Alias (tham khao hinh 2.15)

Yirtual Directory Creation Wizard x|
WVirtual Directory Alias -
Specify a short name, or alias, for this virtual directory. @
T,

Type the alias you want to uze to gain access to this vitual directory. Use the same
naming corventions that you would for naming a directony.

Aliag

soft

< Back I Mext > I Cancel

Hinh 2.15: Tao tén Alias.

Chi dinh tén thw muc trong 6 dia. 487
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¥irtual Directory Creation Wizard

FTP Site Content Directory
where iz the content pou want to publish on the FTP site?

Enter the path to the directony containing the content for this FTF site.

Fath
C:ADownloads

< Back | Next > | Cancel

Hinh 2.16: Chi dinh thw muc.

Chi dinh quyén han truy xuét vao thw muc.
5I

Virtual Directory Access Permissions N
Set the access permissions for this vitual directary. @

Allow the: following permissions:
¥ Head
™ wite

To complete the wizard. click Next.

< Back I Hext > I Cancel |

Hinh 2.17: D&t quyén truy xuét vao Virtual Directory.

Chon Finish dé hoan tat qua trinh.

Truy xuét Virtual directory (minh hoa & Hinh 2.18)

:/{172.29.14.149/soft/ - Microsoft Internet Explorer =lal x|
File Edit “iew Favorites Tools Help ‘ |’,'
(JBack - ) - T | searh Folders | G-
Address I_! ftp:/f17 i j a Go | Lirks **
Marme  ~ | Size | Tvpe B
() Boson NetSim For CCNP v6.0 ... File Folder
Other Places ¥ Icisco File: Falder
) PYa-ppt File: Folder
Details & (Do File Folder
[mac 1156.0 File Folder
soft [CS)Ms-Testking File: Folder
[ webrnail File Folder
7_t (eBook) Windows Server 200, ., 5.99ME  Adobe Acrobat [
@21214D.htm| 8.79KE  HTML Dacument,
gﬁoson NetSim for CCNP w60, 26.0MB  WIinRAR archive |
7_5 Cisco [05 Reference Guide, pdf 49,1 KB  Adobe Acrobat [
@ Ex1Ch1 - Partl.avijc! 2.56ME 1! File
z Filevay ISA Configuration Gui... 259KB  Adobe Acrobat [
EIPVS-th.rar 747 KB WinRAR archive
E:IISH 2004 presentation.ppt 241 ME  Microsoft Power +
' i
|Llser: ANanymaus |° Internet v

Hinh 2.18: Truy xuét Virtual Directory.
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11.2.6 Tao nhiéu FTP Site.
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Ta c6 thé tao nhiéu FTP Site trén mot FTP Server bang cach st dung nhiéu dia chi IP va nhié&

port.

Cac buwdc thwe hién:

B&m d6i vao tén may tinh cuc bd trong IIS manager, sau d6 bdm chuét phai FTP Sites | New | FTP

Site...| Next | Description | Next.

Trong hop thoai “IP Address and Port Settings” ta chon dia chi IP cu thé tir hop thoai “Enter IP

address to use for this FTP site” (tham khao hinh 2.19), chon Next.

FTP Site Creation Wizard

IP Address and Port Settings
Specify an IP address and port setting for the FTP site.

x|

=g

Enter the IP address to use for this FTP site:

10.10.1.1 |
Type the TCP port far this FTP site [Default = 21);
|21

< Back I Mewt > I

Canicel |

Hinh 2.19: Chon IP address va Port.

Chon “do not isolate user” trong hop thoai “FTP User Isolation”, chon Next.

Chon dwdng dan thw muc gbc ctiia FTP, chon Next.
Chon quyén truy xuét, sau d6 chon Next | Finish dé& hoan tat.

Truy xuat FTP site:

3 fep://10.10.1.1/ - Microsoft Internet Explorer

=10l

fle Edit Wiew Favorites Tools Help

| &

@Back - &) - (T ‘ - search Falders ‘ (B

Address I._!Ftp:f,iltl‘lﬂ.l.lli j a Go ‘Links »
Mame -~ | S\zel Type
.@webmin—l.190—1.noarch.rpm 8.28MB  RPM File

Other Places ¥

|

‘User: Anonymaus ‘Q Internst

sz

Hinh 2.20: Truy xuét vftp.
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1.2.7 Cau hinh FTP User Isolate.
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Tao FTP Site dung User Isolate.

Trong IIS Manager, Bam chuét phai vao FTP Sites folder | New | FTP Site.
Cung cép cac thong tin vé “FTP Site Description” va “IP Address and Port Settings”, chon Next.

Chon Isolate users, chon Next (tham khao hinh 2.21).

5|
FTP User Isolation .
Riestrict FTP users ta their awn FTP home dirsctary. @
e

FTF user isolation prevents users from acoessing the FTP home directory of another
user on this FTP site

Important: Because you cannat change the user isolation option after crealing this FTP
site, you should read about FTP user isalation in the 15 product documentation befare
choosing an isolation option,

Do not isolate users
[Users can access the FTP home directary of other users.|

& Jsolate users
iUzers must be assigned an FTP hame directary within the root of this FTP site.}

" lsolate users using Active Directory
[Users must be azsighed an FTP home directory that is configured using their Active
Directory user account. ]

< Back Hert > Cancel |

Hinh 2.21: Tao FTP si* dung Isolate Users.

Sau d6 ta chi dinh thw muc gbc ctia FTP, quyén han truy xuat thw muc, sau cung chon Finish dé
hoan tat qua trinh.

Néu ta cho phép User Anonymous truy xuat vao FTP Site nay thi trong thw muc gbc cia FTP
Site ta tao mot thw muc con c6 tén LocalUser (ho&c tén mién (tén domain) trong trudng hop may
chi 1& domain controller), sau d4 tao LocalUser\Public (hodc domain_name\Public) dé
anonymous truy xuat vao thw muc nay.

Néu cho phép mdi ngwei dung cuc bé truy xuat vao FTP thi ta tao thu muc con cta thuw muc FTP
Root v&i tén LocalUser va LocalUser\username.

Néu cho phép méi ngwei ding trong domain truy xuat vao FTP thi ta tao thu muc con cua thw
muc FTP Root v&i tén <domain_name> va thuw muc con <domain_name>\username.

Tao FTP Site dung Isolate User v&i Active Directory.

Khi ta cAu hinh FTP Server dé co lap cac ngwdi dung (isolate users) voi Active Directory, khi tao ta
can hiéu chinh hai théng sb:

FTPRoot: Chi dinh théng s& UNC (Universal Naming Convention) clia may chi chia sé tai
nguyén (vi du \\servername\sharename), tuy nhién ta ciing cé thé chi dinh FTP root trén 6 dia
cuc bd.

FTPDir: Chi dinh dwéng dan thw muc cho tirng user trong Active Directory.

Vé&i Windows 2003 family hodc Windows 2003 enterprise Dé chi dinh hai thong s6 FTPRoot va
FTPDir ta c6 thé vao Properties clia tirng ngwdi dung hiéu chi hai théng sé6 mslIS-FTPRoot, mslIS-
FTPDir (trén windows 2003 standard khong tén tai co ché hiéu chinh nay, ta phai dung dong lénh dé
dinh nghta). Ta ciing c6 thé dung 1énh iisftp.vbs dé thay dbi hai théng sb nay.

Cu phap Iénh nhu sau:

Pinh FTP Root:

<cmd_prompt>iisftp.vbs /SetADProp <username> FTPRoot <Local_dir>
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Binh FTP Dir:
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<cmd_prompt>iisftp.vbs /SetADProp <user_name> FTPDir <sub_FTPRoot>

Sau day la cac buéc tao FTP User Isolate v&i Active Directory:

- B&m chuét phai vao FTP Sites folder | New | FTP Site.
- Cung cép céac théng tin vé FTP Site Description, chon cu thé dia chi IP trong hop thoai “IP
Address and Port Settings”, chon Next.

- Trong hop thoai “FTP User Isolation”, ta chon “Isolate users using Active Directory”, chon
Next.

- Cung cép thoéng tin vé username, password, domain name, sau dé chon Next d& xac nhap lai
mat khau clia ngwdi dung (tham khao Hinh 2.22 ta FTP cho hv03)

zl
FTP User Isolation Confirm Password x|
Specily the Active Direr
Please re-enter the password to confirm:
Enter the user name an
Directory domain, Cancel
Uszer name:
|csc\hvna Browse. .. |
Pazzwond:
qu
Enter the default Active Directory domain:
Icsc.com Browse... |
< Back | Next » | Cancel

Hinh 2.22: FTP User Isolation.

Sau d6 cip quyén truy xuét cho user, sau cung ta chon Finish.

Dung 1énh:
<cmd_prompt>iisftp.vbs /SetADProp <username> FTPRoot <Local_dir>
<cmd_prompt>iisftp.vbs /SetADProp <user_name> FTPDir <sub_FTPRoot>
- Vidu:
iisftp.vbs /SetADProp hv03 FTPRoot c:\ftproot
iisftp.vbs /SetADProp hv03 FTPDir \hv03

Trong d6 \hv03 la thw muc con cla c:\ftproot.

11.2.8 Theo ddi va ciu hinh nhat ky cho FTP.

Mac dinh FTP lwu lai mét sd sw kién nhw: Dia chi cia FTP Client truy xuat vao FTP Server, thoi gian

truy xuat ciia may tram, trang thai hoat déng cta dich vu,... d& hé tro' cho ngu®i quan tri cé thé theo

déi quan ly hé thdng hiéu qua hon.

- Tét ca cac  sw kién nay Iwu tr¥  trong cac file  trong thw muc
%systemroot%\system32\LogFiles\MSFTPSVnnnnnnnn, trong 46 nnnnnnnn |a sé ID cta FTP
Site.

- Pé hiéu chi lai théng tin ghi nhan nhat ky (logging) cta dich vu ta chon properties ctia FTP Site |
Tab FTP Site | Properties (tham kh&o hinh 2.23).
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- New log schedule: Chi dinh ghi nhan theo lich biéu, kich thwéc tap tin.

495

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net



- Log file directory: Chi dinh thw lwu trir log file.
x|

General I Advanced I

Mew log schedule
" Hourly
 Dalyl
© Weekly
" Wonkhly
" Unlimited file size

" when file size reaches:

20 2 m

I Use lacal time Far file naming and rollover

Log file directory:

I CMINDOWS sy stem 32 LogFiles Browse... |

Log file name: MSFTPSYC3030202800 exyymmdd.log

QK I Cancel | Apply | Help |

Hinh 2.23: Thay di nhat ky.

- Tab Advanced dé cho phép ta cé thé chon mét sb tuy chon theo ddi khac nhuw: Username,
service name, server name, server IP...(Tham khao hinh 2.24)
x|

General Adwvanced I

Eztended logging options:

Time § kime )

Extended properties

- [w] Client TP Address (c-ip )

- [v] User Mame [ cs-username )

- [w] Service Name ( s-sitename )

- |w] Server Name { s-computername )
- [] Server IP Address (s-ip)

- |v] Server Port { s-part )

- [w] Method [ cs-method )

- [w] URI Skem { cs-uri-stem )

- [W] URI Query { ce-uri-query )

- w] Protocol Status { sc-skatus )

- [[] Prokocol Substatus { sc-subskatus ) ;I

Ok I Cancel | Apply | Help |

Hinh 2.24: Tuy chon logging.

- P& xem thong tin nhat ky trén ta m& cac tap tin trong thw muc
%systemroot%\system32\LogFiles\MSFTPSVCnnnnnnnn, vi du ta xem tap tin nhat ky
ex050531.log (dung notepad dé mé) (tham khao hinh 2.25).
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JR1=1E

Fle Edt Format

Yisw Help

#version: 1

#software: microsoft Internet Infarmation services 6.0 j

#Date: 2005-05-31 09:22:44

#Fields: time c-ip cs-method cs-uri-stem sc-status sc-win3Z-status
00:22:44 172.2
09:22:44 172.
00:22:49 172.
09:22:49 172.
00:22:49 172.
09:22:49 172.
05:23:04 172.
09:23:04 172.
05:23:10 172.
09:23:10 172.
00:23:14 172.
09:23:14 172.
05:23:54 172.
09:23:54 172.
03:23:54 172.

9.14.149
29.14.149
29.14.149
29.14.149
29.14.149
29.14.149
29.14.149
29.14.149
29.14.149
29.14.149
29.14.149
29.14.149
29.14.149
29.14.149
29.14.149

[10]JUsSER anonymous 331 O
[10]PASS TEUser@ 530 5
[11]usER anonymous 331 O
[11]PASS TEUser@ 530 5
[12]usER anaonymous 331 O
[12]PASS TEUser@ 530 5
[13]UsER netuser 331 O
[13]PAsSs - 530 5
[14]JUsSER netuser 331 O
[14]PASs - 530 5
[15]UsSER anaonymous 331 O
[15]PASS TEUser@ 530 5
[16]UsSER anonymous 331
[16]PASS TEUser@ 530 5
[17]UsER netuser 331 O

o

Hinh 2

11.2.9 Khé&i dong va tat dich vu FTP.

Ta c6 thé dung trinh tién ich IS bang cach bam chudc phai vao FTP Site chon Stop dé dung dich vu
va chon Start d& kh&i dong dich vu. Tuy nhién ta cé thé sir dung dong lénh dé& khéi dong va tat dich vu

FTP:

.25: Xem tap tin nhat ky.

<command_prompt>net <stop/start> msftpsvc

Hoéc c6 thé dung 1énh iisreset dé restart lai dich vu nay:

< command_prompt >iisreset

111.2.10Lwu trir va phuc héi théng tin cau hinh.

Sau khi ta ciu hinh hoan tat cac thong tin can thiét cho FTP Site ta c6 thé lwu trir théng tin cu hinh
nay duwéi dang tap tin *.xml, sau dé ta cé thé tao méi hodc phuc héi lai cAu hinh ci t tap tin *.xml nay.

- Lwu trir théng tin cAu hinh vao tap tin *xml ta bAm chudt phai vao FTP Site can lwu thdng tin ciu
hinh, chon All Task | Save Configuration to a File...(Tham khao hinh 2.26)

=l01x

Bl geten vew  Wordew  Hel =l
e BB XEFAR RS

Webiie  Parmistions
Browse

stog
P

Rfmsh

Export et

Exprrts Confiuratic | Piepstties

e

3 tncermet Information Servies | Nasss [ [T
94 R (el copute)

§ Fr ey
e
| Agpial Eeplorn
i webSe Gpen

There are fes sers L sheow i his view.

Hinh 2.26: Lwu tri¥ thdng tin cAu hinh.

- Chidinh tén tap tin va thw muc lwu trir théng tin cho FTP server.

- Encrypt configuration using password: S&* dung mat khau dé& ma hoéa théng tin cdu hinh (mac
dinh tuy chon nay khéng duwgc chon).
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Save Configuration to a File ﬂ

File name: | FTP-TTTH
Path: I CHFTP Conf Browse, .,

¥ Encrypt configuration using password

E— [

Confirm password:

[a3 I Cancel | Help I

I ]

Hinh 2.27: Chi dinh tén tap tin cAu hinh.

- Phuc héi théng tin hodc tao méi FTP site tir tap tin ciu hinh *.xml.

T tnternet information Servioes (%) Mauger =101 %]
TS
e+ |BEFRB @2y =
¥ Irksmat Infarmation Services | Gaseription [ st Tamn [ osvens [pont
F- 5 Nof Docl computer) |EF'|~ TIH H0RN2E Rurring 172.29.14. 149 2
I ——— . e n
8 A »
o e »
j: R ik Frien Herm
Refeesh
Export ..
Prepsrties
ek
| J Ll -]
KCreate new FTF st from fle [

Hinh 2.28

- Sau dé ta chon nut Browse... d& chon tap tin cAu hinh va chon nut Read File, sau dé chon tén mo
ta trong hop thoai Location, chon OK.

Import Configuration x|
File:

| C:HFTP ConfiFTR-TTTH xml Browse.... Read File |

Select a configuration to import:

Location

ok | cancel | |

Hinh 2.29: Import file ciu hinh.

- Sau dé chon OK dé déng y import file theo cach tao méi site hay thay thé site hién tai da ton tai.
x|

The site alieady exists.

Do you want ko
(ol

498

 Replace the existing site.

oK I Cancel |
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Hinh 2.30
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Tom tat

Ly thuyét 5 tiét - Thwe hanh 10 tiét

Muc tiéu

Két thuc bai hoc cho hoc
vién co thé td churc, trién
khai, quan tri mot
WebServer  trén

moi trwong MS

Windows, cu thé 1a IIS
alia)

Cac muc chinh

Giao thirc HTTP.
Nguyén téc hoat dong ctia Web
Server.

DPac diém caa lIS.
Cai dat va cau hinh 11S 6.0.

DICH VU WEB

Bai tap bat
budc
Dwa vao bai
tap moén Dich

vu mang
Windows
2003.

Bai

SETRETNEN
thém
Dwa vao bai
tap moén Dich

vu mang
Windows
2003.
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1. Giao thirc HTTP.

HTTP 1a mét giao thirc cho phép Web Browser va Web Server c6 thé giao tiép v&i nhau. HTTP bét
dau 1a 1 giao thirc don gidn giébng nhw v&i cac giao thirc chudn khac trén Internet, thong tin diéu khién
dwoc truyén duwéi dang van ban thd thong qua két néi TCP. Do dd, két ndi HTTP c6 thé thay thé bang
cach dung I&nh telnet chuén.
Vi du:

> telnet www.extropia 80

GET /index.html HTTP/1.0

<- Cb thé€ can thém ky tu xudng dong

Dé dap wng lénh HTTP GET , Web server trd vé cho Client trang "index.html" théng qua phién lam
viéc telnet nay, va sau dé dong két ndi chi ra két thic tai liéu.

Théng tin g&i trd vé duéi dang:
<HTML>

<HEAD>

<TITLE>eXtropia Homepage</TITLE>
[..]

</HEAD>

</HTML>

Giao thirc don gidn yéu-ciu/dap-tirng (request/response) nay da phat trién nhanh chéng va dwoc dinh
nghia lai thanh mét giao thrc phirc tap (phién ban hién tai HTTP/1.1) . Mét trong cac thay ddi 1on nhéat
trong HTTP/1.1 la n6 hé tro két ndi 1au dai (persistent connection).

Trong HTTP/1.0, mot két ndi phai dwoc thiét lap dén Server cho mbi dbi twong ma Browser muén
download. Nhiéu trang Web c6 rat nhiéu hinh anh, ngoai viéc tai trang HTML co ban, Browser phai
l4y vé mot sé lwong hinh anh. Nhiéu cai trong ching thwéng 1a nhé hodc chi don thuan 1a dé trang tri
cho phan con lai ctia trang HTML.

Il. Nguyén tac hoat dong ctia Web Server.

Ban dau Web Server chi phuc vu cac tai liéu HTML va hinh anh don gian. Tuy nhién, dén thoi diém
hién tai n6 co thé l1am nhiéu hon thé.

DPAu tién xét Web Server & mirc dd co ban, né chi phuc vu cac ndi dung tinh. Nghia la khi Web Server
nhan 1 yéu cadu t&r Web Browser, n6 s& anh xa dwong dan nay URL (vi du:
http://www.hcmuns.edu.vn/index.html) thanh mét tap tin cuc bd trén may Web Server.

May chi sau do sé& nap tap tin nay tr dia va g&i tap tin d6 qua mang dén Web Browser clia ngudi
dung. Web Browser va Web Server st dung giao thirc HTTP trong qua trinh trao dbi di liéu.
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1 User yéu cén 4 Web server tré
tan igu Web, wd ta1 igu vé cho
nhwr index html browser

‘ Web Server

2 Web server tim 3 Web server liy
ta higu trén he tim tat ligu trén
théne file hé théne file

Hinh 3.1: So' db hoat déng ctia Web Server.

Trén co s& phuc vu nhitng trang Web tinh don gidn nay, ngay nay ching da phat trién véi nhiéu théng
tin phirc tap hon dwoc chuyén gitva Web Server va Web Browser, trong dé quan trong nhat co 1& |a
ndi dung dong (dynamic content).

II.1. Co ché nhan két néi.

Vé&i phién ban dau tién, Web Server hoat dong theo mé hinh sau:

- Tiép nhan céac yéu cau tr Web Browser.

- Trich ndi dung ttr dia .

- Chay cac chwong trinh CGI.

- Truyén d liéu nguoc lai cho Client.

Tuy nhién, cach hoat déng clia mé hinh trén khéng hoan toan twong thich Ian nhau. Vi du, mét Web
Server don gian phai theo cac luat logic sau:

- Ché&p nhan két nbi.

- Sinh ra cac néi dung tinh hoac déng cho Browser.

- DPong két nbi.

- Ché&p nhan két nbi.

- Lap lai qua trinh trén ...

Diéu nay sé chay tét dbi véi cac Web Sites don gian, nhung Server sé bat dau gap phai van dé khi co
nhiéu nguwdi truy cap hodc cé qua nhiéu trang Web dong phai tén thoi gian dé tinh toan cho ra két qua.
Vi du: Néu mét chuong trinh CGI tén 30 gidy dé sinh ra ndi dung, trong thoi gian nay Web Server cé
thé sé khdng phuc vu céac trang khac niva .

Do vay, m&c du mé hinh nay hoat déng dwoc, nhwng né van can phai thiét ké lai dé phuc vu dwoc
nhiéu ngwoi trong cung 1 luc. Web Server cé xu huwéng tan dung wu diém cla 2 phwong phap khac

nhau dé giai quyét van dé nay la: da tiéu trinh (multi-threading) hoéc da tién trinh (multi-processing)
hoac cac hé lai gilra multi-processing va multi-threading.

11.2. Web Client.

La nhitng chwong trinh duyét Web & phia ngwoi dung, nhw Internet Explorer, Netscape
Communicator.., d& hién thi nhirng théng tin trang Web cho ngwéi dung. Web Client sé glvi yéu cau
dén Web Server. Sau do, doi Web Server xt ly trd két qua vé cho Web Client hién thi cho nguoi
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dung. Tat cad moi yéu cau déu duoc xtr ly bdi Web Server.
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I1.3. Web dong.

M6t trong cac ndi dung déng (thwdng goi tat 1a Web ddng) co ban 1a cac trang Web duorc tao ra dé dap
ng cac di¥ liéu nhap vao cta ngwdi dung truc tiép hay gian tiép.

Céach cb dién nhéat va dwoc dung phd bién nhat cho viéc tao ndi dung dong la s dung Common
Gateway Interface (CGI). Cu thé 1a CGI dinh nghia cach thirc Web Server chay mét chwong trinh cuc
b6, sau d6 nhan két qua va trd vé cho Web Browser cla ngudi dung da glri yéu cau.

Web Browser thuc sw khong biét ndi dung cuia théng tin 1a dong, béi vi CGI v& co ban Ia mét giao
thirc m& rong cla Web Server. Hinh vé sau minh hoa khi Web Browser yéu cau moét trang Web déng
phat sinh tr mét chwong trinh CGI.

Web Browser
1 User yéucdu 4. Web server chuyen
chiromg trinh CG1 cac thimg tin xudt ra
phuz v | trang tir chiromg trinh CG1
ding (webstore cgi) i cho browrser

‘Web Server
2. Web server gol 4 [ 3.0els server gnbdn
churomg trink cac thing tin it ra
webstors.cgiva gl tir churomg trink
dénchuomg trivh ¢d0 | ebetore cqi || Webstore oz
thar si ma browser
FrE o,

Hinh 3.2: Md hinh Xt ly.

M6t giao thirc m& rong niva ctia HTTP 1a HTTPS cung cép co ché bdo mat théng tin “nhay cam” khi
chuyén chung xuyén qua mang.

lll. DPac diém cua lIS 6.0.

I1IS 6.0 c6 san trén tat ca cac phién cia Windows 2003, IIS cung cip mét sbé ddc diém méi giup tang
tinh nang tin cay, tinh nang quan ly, tinh nang bado mat, tinh ndng m& réng va twong thich v&i hé
théng mai.

lIl.1. Cac thanh phan chinh trong IIS.

Hai thanh phan chinh trong IIS 6.0 14 kernel-mode processes va user-mode processes, ta s& khao

sat mot s6 thanh phan sau:

- HTTP.sys: La trinh diéu khién thudc loai kernel-mode device hd tro chirng nang chuyén HTTP
request dén t&i cac (rng dung trén user-mode:

- Quan ly cac két ndi Transmission Control Protocol (TCP).

- Dinh tuyén cac HTTP requests dén dung hang doi x& ly yéu cau (correct request queue).

- Lwu gilr cac response vao vung nh¢ (Caching of responses in kernel mode).

- Ghi nhan nhat ky cho dich vu WWW (Performing all text-based logging for the WWW service).

- Thuec thi cac chirc nang vé Quality of Service (QoS) bao gédm: connection limits, connection
time-outs, queue-length limits, bandwidth throttling.

- WWW Service Administration and Monitoring Component: cung cép co’ ché c4u hinh dich vu
WWW va quan ly worker process.
- Worker process: La bd xt ly cac yéu ciu (request) cho irng dung Web, worker process cé thé
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x ly cac yéu ciu va gdi tra két qua dudi dang trang Web tinh, goi cac ISAPI Extensions, kich
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hoat cac CGI handler, tap tin thwc thi clla worker process co tén la W3wp.exe. Worker prc
chay trong user-mode.

- Inetinfo.exe 1a mot thanh phan trong user-mode, né cé thé nap (host) cac dich vu trong lIS 6.0,
céac dich vu nay bao gdm: File Transfer Protocol service (FTP service), Simple Mail Transfer
Protocol service (SMTP service), Network News Transfer Protocol service (NNTP service),
IS metabase.

.2. 1IS Isolation mode.

Trong IS ¢c6 hai ché do hoat dong tach biét |a worker process isolation mode va IIS 5.0 isolation
mode. Ca hai ché dd nay déu dwa vao dbi twong HTTP Listener, tuy nhién nguyén tic hoat dong bén
trong cta hai ché do nay hoat vé& co ban la khac nhau.

IIl.3. Ché d6 Worker process isolation.

- Trong ché dd nay moi thanh phan chinh trong dich vu Web dwoc tach thanh céac tién trinh xt Iy
riéng biét (goi la cac Worker process) dé bao vé su tac déng cla cac &ng dung khac trong IIS,
day la ché do cung cép tinh nang bao mat (rng dung rat cao vi hé théng nhan dién mdi rng dung
chay trén Worker process duoc xem la mot network service trong khi dé6 cac &rng dung chay
trén IIS 5.0 duwoc xem la LocalSystem va né co thé truy xuét va thay ddi hau hét cac tai nguyén
dwoc cung cép trén hé théng noi bo.

- S& dung worker process isolation mode cho phép tich hgp thém cac tinh nang méi nhw :
application pooling, recycling va health detection, cac tinh nang nay khong dwgc hé tro trén
IIS 5.0.

- M0 hinh xtr ly cla Worker process Isolation mode:

Application Pool

(Web Garden) Application Pool
W 3w p Enee 3w pEne \|
‘wiorker Process ‘worker Process
ISAPI ISAPI
Extensions Extensions
Y nr % Fr—

I
[115 6.0 running in worker process isolation mode, |
Inetinfo.exe | | |

/

IIS Adrrin Service

9 Application Pool

Metabase 3w p. exe

Svchost.exe

‘worker Process
ISAPI
Extensions
ISAPT
Filters

FTP Service
Lsass.exe

ind SMTP Service
indow = WY Service
Authertication
S50 for MHTP Service
HTTR sy=

User Mode
Kernel Mode

Il

| HTTP Protocol Stack |

Hinh 3.3: Kién truc cta IIS 6.0 chay trén ché dd Worker Process Isolation. 506

Trong hinh 3.3, ta thdy cac doan ma x{& ly cho tirng *‘ng dung dac biét nhw ASP, ASP.NET dwoc nap
vao bd xt ly tién trinh (Worker process) b&i vi cac bd xt ly dinh thdi(run-time engine) cia ngdn ngiy
I&p trinh nay duwoc thwe thi nhw mét Internet server API (ISAPI)
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Cac bwéc minh hoa cho mét yéu cau xi ly trong worker process:
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Yéu cau cua Client dwoc chuyén dén dbi twong HTTP Listener (HTTP.sys)

HTTP.sys xac dinh yéu ciu cé hop 1é khéng?. Néu yéu cau khéng hop 1& HTTP.sys sé g&i doan ma
b&o 16i vé cho Client.

Néu yéu cau hop 1@ HTTP.sys sé& kiém tra xem response cla request nay cé trong kernel-mode
cache khong, néu cé thi nd sé doc response nay va géi vé cho Client.

Néu response khong co trong cache thi HTTP.sys xac dinh request queue phu hop va dat request
vao trong request queue.

Néu hang doi (request queue) khong dwoc cung cAp mot worker processes thi HTTP.sys bao hiéu
cho WWW service khdi tao worker processes cho hanh doi (request queue).

Sau d6 worker process x( Iy cac request va géi tra két qua vé cho HTTP.sys.

HTTP.sys g&i két qua vé cho Client va log lai cac yéu ciu nay.

11.3.1 IS 5.0 Isolation Mode.

IIS 5.0 Isolation mode dam bao tinh twong thich cho (rng dung dwoc phat trién tir phién ban IS 5.0.

DL Host, exe \\ /E)LLHost. axm DLLHost, exe
Medi Elg-ll sodliati @l High-Izol stion High-Izal ation
Out-D‘F?Pe Out-of-Process Out-of-Process
MEEEEE Applic ation Host Applic stion Host

Application Host

|IIS running in 115 5.0 isolation Enodf‘. | T
Extensions Extensions Extensions

AN

Inetinfo.exe
e — — —.— — -
: Swchost.exe |
1% Adrnin FTF Service )| ‘waorker Process |
Service | |
! 1
sMTP Service || [ Low-Isalation !
Lsass.exe | ISAPI W I
i Extensions Service I
Metabase MHTP Service ) |
Window s | |
uthentication I fosal !
S8 for HTTR.SYS| | frers 1
| 1

Uszar Made
Kernel Mode

| HTTP Protocol Stack |

Hinh 3.4: 1IS chay trén IIS 5.0 Isolation mode.

l11.3.2 So sanh cac chirc nang trong IIS 6.0 mode.
Bang mo ta vai tro cua IIS 6.0 khi chay trong IIS 5.0 isolation mode va worker process isolation
mode.

IIS 5.0 Isolation Mode Worker Process Isolation Mode
Host/Component Host/Component

Cac chirc nang cua IS

Worker process

Svchost.exe (WWW service)
management
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Worker process W3wp.exe (Worker process)

Running in-process

Inetinfo. w .
ISAPI extensions netinto.exe 3wp.exe
Runni t-of-
tnning ou (_) process DLLHost.exe N/A (all of ISAPI extensions are in-process)
ISAPI extensions
Running ISAPI filters Inetinfo.exe W3wp.exe
Svchost.exe/WWW
HTTP.sys configuration v , X Svchost.exe/WWW service
service
Windows

HTTP protocol support Windows kernel/HTTP.sys

kernel/HTTP.sys

[IS metabase Inetinfo.exe Inetinfo.exe
FTP Inetinfo.exe Inetinfo.exe
NNTP Inetinfo.exe Inetinfo.exe
SMTP Inetinfo.exe Inetinfo.exe

Cac Isolation mode mac dinh:

Loai cai dat Isolation mode

Cai dat méi lIS 6.0 Worker process isolation mode

Nang cdp tlr cac phién ban | Van gilr nguyén Isolation mode ci.
trwéc l1én 11S 6.0

Nang cép t 1S 5.0 [IS 5.0 isolation mode

Nang cép t I1S 4.0 [IS 5.0 isolation mode

l11.4. Nang cao tinh nang bao mat.

IS 6.0 khong dwoc cai dat mac dinh trén Windows 2003, nguw¢i quan tri phai cai dat IS va cac
dich vu lién quan taoi lIS.

IIS 6.0 dwoc cai trong secure mode do dé mac dinh ban du khi cai dat xong IS chi cung cap mot
sb tinh nang co ban nhét, cac tinh nang khac nhw Active Server Pages (ASP), ASP.NET,

WebDAV publishing, FrontPage Server Extensions ngwoi quan tri phai kich hoat khi can thiét. 509
Hb tro nhiéu tinh nang chirng thuc:
Anonymous authentication cho phép moi nguwdi cé thé truy xuit ma khéng can yéu cau

username va password.
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Basic authentication: Yéu ciu nguwdi dung khi truy xuét tai nguyén phai cung cap usern

mat khau théng tin nay dwoc Client cung clp va géi dén Server khi Client truy xuét tai nguyén.
Username va password khéng dwoc ma hda khi qua mang.

Digest authentication: Hoat dong gibng nhw phuong thirc Basic authentication, nhung
username va mat khau trwdc khi g&i dén Server thi né phai dwoc ma hoéa va sau doé Client gdi
théong tin nay dwdi moét gia tri cha bam (hash value). Digest authentication chi si* dung trén
Windows domain controller.

Advanced Digest authentication: Phuwong thirc nay gibng nhuw Digest authentication nhung
tinh nang bdo mat cao hon. Advanced Digest dung MD5 hash théng tin nhan dién cho méi Client
va lwu trir trong Windows Server 2003 domain controller.

Integrated Windows authentication: Phwong thirc nay st dung ky thuat bdm dé xac nhan théng
tin cGia users ma khéng can phai yéu cau g&i mat khadu qua mang.

Certificates: S&r dung thé chirng thuc dién tlr dé thiét 1ap két néi Secure Sockets Layer (SSL).
.NET Passport Authentication: |[a mét dich vu chirng thwc ngu&i dung cho phép ngudi dung tao
sign-in name va password dé nguoi dung cé thé truy xuat vao cac dich vu va (rng dung Web trén
nén .NET.

IIS s&r dung account (network service) cé quyén wu tién thap dé tang tinh ndng bao mat cho hé
théng.

Nhan dang cac phan mé rong cla file qua d6 IIS chi chdp nhan mét sb dinh dang mé réng cla
mot sb tap tin, ngudi quan tri phai chi dinh cho IS cac dinh dang mé&i khi can thiét.

lll.5. H6 tro’ rng dung va cac céng cu quan tri.
IIS 6.0 c6 hd tro nhiéu rng dung méi nhw Application Pool, ASP.NET.

Application Pool: la mét nhém cac trng dung cung chia sé mét worker process (W3wp.exe).
worker process (W3wp.exe) cho méi pool duwgc phan cach véi worker process (W3wp.exe)
trong pool khac.

Mét (rng dung nao dé trong mét pool bj 16i (fail) thi né khédng anh huéng téi rng dung dang chay
trong pool khac.

Thong qua Application Pool gitp ta c6 thé hiéu chinh co ché tai st dung ving nhé &o, tai st
dung worker process, hiéu chinh performance (vé request queue, CPU), health, Identity cho
application pool.

ASP.NET: |a mot Web Application platform cung cap céac dich vu can thiét dé xay dwng va phan
phéi trng dung Web va dich vu XML Web.

IIS 6.0 cung cip mot sb cong cu can thiét dé hé tro va quan ly Web nhu:

IIS Manager: H6 tro' quan ly va cAu hinh IS 6.0

Remote Administration (HTML) Tool: Cho phép ngu®i quan tri st dung Web Browser dé quan
tri Web tir xa.

Command -line administration scipts: Cung cap cac scipts hd tro' cho cong tac quan tri Web,
cac tap tin nay lwu trir trong thu muc %systemroot%\System32.
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IV. Cai dat va cAu hinh IIS 6.0.

IV.1. Cai dat lIS 6.0 Web Service.

IIS 6.0 khong dwoc cai dat mac dinh trong Windows 2003 server, dé cai dat IIS 6.0 ta thuc hién cac
buwédc nhuw sau:

Chon Start | Programs | Administrative Tools | Manage Your Server.

W Managr Your Server

c Manage Your Server

. Took
% Managing Your Server Roles
Ui W Lo s indiormmuntion Foursd hews Lo aded or o - A
T robes and pacform your dady st ative tadks K g remeve aroe Hors
) Fimad st server ok
Wy Riead shout remcte Comp
aciministy stion Indort
“Vour serven has beer configured with the Folowing roles: e
Seour
£ File Server
P servers prosids and mansge aconss 1o fles o e see i
EJ s chuwed fikors ek ¢
) Raviswr the neot steps for Hree
this role Deaphs
Lit of
£ DNS Server Take
" o Wik
DS (Do M in) v brarwlabe domain -
ot e s o et 2] W'mlrm‘"”" u.n._.,;l
‘ v

Hinh 3.5: Manage Your Server Roles.

T hinh 3.6 ta chon biéu twong Add or remove a role, chon Next trong hop thoai Preliminitary Steps

Chon Application server (1S, ASP.NET) trong hop thoai server role, sau dé6 chon Next.
x|
Server Role iﬁ
*fou can set up this server ko perform one or more spedific roles. 1F you want to add more than one =
vole ko this server, you can run this wizard again, L2

Select a role. IF the role has not been added, you can add it. If &t has slready been added, you can
removs it, TF the role you want to add or remove is not listed, open Add or Remove Programs,

e [ Confmuned | Application server (115, ASP.NET)
File server ves
Prink server No
Application server (T15, ASP.NET) Ha Application servers provide the core
Mail server (FOP3, SMTF) Ha technologies required to buid, deploy,
Terminal server Na and operate ML Weh Services, Wb
Remote access | VPN server Ho applications, and distributed
Domain Contraller (Active Directory) Ho applications. Application server
DNS server Ves technologies include ASP.MET, COM+
DHCP server Ves and Internet Information Services
Streaming media server No
WINS server o Read shout application servers

view the Configure Your Server log,

< Back

cancel | Help

Hinh 3.6: Chon loai Server.

Chon hai muc cai dat FrontPage Server Extentions va Enable ASP.NET, sau dé chon Next, chon
Next trong hop thoai tiép theo.
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Configure Your Server Wizard x|

aApplication Server Options
115, COM+, ASP.NET, and Microsoft MET Framework are installed automatically for this role. 2

Select the additional tools that you want to install on this server.

[¥ ErontPage Server Extensions
FrontPage Server Extensions are a set of Web server extensions that you can use to publish
cankent with FrontPage, visual Studio, and Web Folders.

ASP.NET is a powerful programming framewark for building Web-based applications and
services that can target any browser or device,

< Back I [ext > I Cancel | Help |

Hinh 3.7: Iwa chon tuy chon cho Server.

Sau dé hé thdng sé tim kiém 1386 source dé cai dat IS, néu khoéng tim dwoc xuéat hién yéu cau chi
dinh dwérng dan chira bd ngudn 1386, sau d6 ta chon Ok trong hodp thoai Hinh 3.8.

Windows Components Wizai

Configuring Components
Setup iz making the configuration changes you requested.

r".) Pleage ingert the Compact Disc labeled "Windows £ E
Statu Q@ Server 2003, Standard Edition CD-ROM' into pour KRR RR
,._ CO-ROM drive [F:] and then click OK. Eames
“You can also click OK if you veant files to be copied
from an alternate location, such a3 a floppy disk or a
nietwark server.

< Back st >

Hinh 3.8: Chi dinh 1386 source.

Chon Finish dé hoan tat qua trinh.
Tuy nhién ta cling c6 thé cai dat IIS 6.0 trong Add or Remove Programs trong Control Panel bang
cach thwc hién mot s6 bwédc dién hinh sau:

Mé& clra s6 Control Panel | Add or Remove Programs | Add/Remove Windows Components.
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Windows Components Wizard

Windows Components
You can add or remove components of Windows.

To add or remaove 5 component, click the checkbox, A shaded bax means that only
pait of the component will be installed. To see what's included in a component, click
Detais.

ﬁApphcahUn Server 246 MB
[ [88 Certificate Services 1.4 ME
] 8 E-mail Services 11 ME
[T @4 Fas Srrvicas 22NMR T

Description: Includes ‘Windows Accessories and Ulilities for your computer,

Total disk space required: 29MB Details
Space available on disk: 12261.3 MB *—I

< Back I Next > I Cancel | Help: I

Hinh 3.9: Chon Application Server.

Chon Application Server, sau d6 chon nut Details...
Chon Internet Information Services, sau dé chon nut Details...

Application Server él

To add or remove a component, click the check bax. & shaded box means that only part
of the component will be installed. To see what's included in 3 component, click Details,

Subcomponents of Application Server

ﬁj Application Server Console 0.0MB ;I
By ASPNET 0.0MB
(B Enable network COM+ access 0.0MB
@Enahle network DTC access 0.0MB

Imtemet Informat (l 181 MB
[ = Message Queving
[

Description: 115 Includes Web, FTP, SMTP, and NNTP support. along with support
for FrontPage Server Extensions and Active Server Pages [ASF).

Total disk space required 29MB Details...
Space available on disk: 12261.3 MB —I
|

Hinh 3.10: Chon IIS subcomponents.

Chon muc World Wide Web service, sau doé chon nut Details. ..

Internet Information Services (115) x|

To add or remove a compaonent, click the check box. & shaded box means that only part
of the companent will be installed. To see what's included in a companent, click Details.

Subgomponents of Intemet Information 5 ervices [I15).

@antpage 2002 Server Extensions 51 ME :I
ﬁ] Intemet Infarmation Services Manager 13ME
O @Inlemet Printing 0.0ME
[ ENNTP Servics 1.2MB

[ = 5M TP Service

Descrption: A core component of 115 that uses HT TP to exchange information with
‘wieb clients on a TCP/P netwark.

Total disk space required: 29ME Details... |
12261.0ME

Space available on disk:

Cancel |

Hinh 3.11: Chon WWW service. 513

Sau do ta chon tat ca cac Subcomponents trong Web Service.
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world Wide Web Service x|

To add or remove & component, click the check box. & shaded box means that only part
of the component wil be installed. To see whal's included in a component, click Details.
Subcomponents of World Wide ‘Web Service:

Active Server Pages 00ME =
Internet D ata Cornector 0.0ME
Eaﬂemote Adrinistration [HTML] 57 MB
Ea Femote Desktop Web Connection 0.4 MB
Server Side Includes 0.0ME
T BN 'webDAY Publishing 0.0 MB
o Wwiorld wide Web Service 1.9MB LI

Description:  Allow WebDaY Publishing. WebDAY Publishing iz always installed,

Total disk zpace required: 3.3 MB stz |
Space available on disk: 12261.0 MB
coon |

Hinh 3.12: Chon céac thanh phan trong WWW service.

IV.2. C4u hinh IIS 6.0 Web service.

Sau khi ta cai dat hoan tat, ta chon Administrative Tools | Information Service (IIS) Manager, sau

doé chon tén Server (local computer)

Trong hép thoai IS Manager cé xuét hién 3 thw muc:

- Application Pools: Chtra cac &ng dung st dung worker process x( Iy cac yéu cau cta HTTP
request.

- Web Sites: Chira danh sach cac Web Site da duwoc tao trén IIS.

- Web Service Extensions: Chira danh sach cac Web Services dé cho phép hay khéng cho phép
Web Server c6 thé thuwc thi dwoc mot sé rng dung Web nhu: ASP, ASP.NET, CGI, WebDAV,...

-Ioix]
‘"g File  Action Wiew ‘Wwindow Help |;|i|5|
= | OE(EHE @ (2] 50

?;J Internet Information Services | Description | Identifier State | Host heade
=458 NHON (local computer) | @ pefault weh Sits 1 Rurring

- ﬁpplicat\un Focls ) Microsoft SharePoint Admiristr.., 2 Rurining

4 DefaultAppPocl g Adminiskration 6295 Running
M35harePoinkAppP

Default Web Site
Microsoft SharePoir
Administration

| ‘Web Service Extension:

41 I i3 | K1) | i3]

Hinh 3.13: IIS Manager.

Trong thw muc Web Sites ta c6 ba Web Site thanh vién bao gém:

- Default Web Site: Web Site mac dinh duwoc hé théng tao san.

- Microsoft SharePoint Administration: Day la Web Site dwoc tao cho FrontPage Server
Extensions 2002 Server Administration

- Administration: Web Site hd tro mét sé thao tac quan tri hé théng qua Web.
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Khi ta cAu hinh Web Site thi ta khdng nén st dung Default Web Site dé té chirc ma chi dwa Web Site
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nay dé tham khdo mét sb thudc tinh can thiét do hé théng cung cip dé cu hinh Web Site méi cla
minh.

515

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net



IV.2.1 Mét sé thudc tinh co’ ban.

Trwéce khi ciu hinh Web Site méi trén Web Server ta can tham khdo mét sb théng tin cau hinh do hé
théng gan san cho Default Web Site. D& tham khao théng tin cAu hinh nay ta nhap chudt phai vao

Default Web Site chon Properties.

Directory Security I HTTP Headers | Custom Errars | Server Extensions 2002 I
‘web Site I Performance I 154P| Filters I Home Directany Documents
i~ ‘wieb site identification

Description: efal ) Site]

|P address: (e Unassigred) | Agvanced..|

TCP part: IEU SSL port: I
i~ Connections

Connection timesout: I 120 seconds

¥ Enable HTTP Keep-dlives

—I¥ Enable lnaging

Active log format;
|W3C Extended Log File Foimat

j Properties.. |

ak I Cancel | Zopl | Help |

Hinh 3.14: Thubc tinh Web Site.

Tab Web Site: md td mot sb thong tin chung vé dich vu Web nhuw:
TCP port: chi dinh céng hoat déng cho dich vu Web, mac dinh gia tri nay 1a 80.

SSL Port: Chi dinh port cho https, méc dinh https hoat ddng trén port 443. https cung cap mot
sb tinh nang bao mat cho trng dung Web cao hon http.

Connection timeout : Chi dinh thoi gian duy tri mét http session.

Cho phép str dung HTTP Keep-Alives.

Cho phép ghi nhan nhat ky (Enable logging)

Performance Tab: cho phép dat gi¢i han bang théng, gi¢i han connection cho Web site.

Home Directory Tab: Cho phép ta thay déi Home Directory cho Web Site, gi¢i han quyén truy
xuat, d&t mot sd quyén han thuc thi script cho (*ng dung Web ( nhw ta d&t cac thong sé:
Application name, Execute permission, Application pool)
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Default Web Site Properties x|

Directory Securty | HTTPHeaders | Custom Ewors | Server Extensions 2002 |
WebSite | Performance | ISAPI Fiters Hame Directaory I Documents
The cantent for this resource should come fram:
& & directory located on this computer
& share located on another computer
A redirection to a URL

Local path: Ic:\\nelpub\wwwroot Browse.

™ Script source access ¥ Log wisits

v/ Fead [¥ Index this resource:
™ wiite

™ Directory browsing

Application settings

Application name: Default Appiication Remave

Starting point: <Default Web Site>

Execute peimissions Scripts and Executables i
Application pool: DefaultdppPoal 2 Uroad

{Tanfiguration..

K | Cancel | Spply | Help |

Hinh 3.15: Home Directory Tab.

T& Hinh 3.15 ta chon nut Configuration... d& cé thé ciu hinh cac extensions vé .asp, .aspx,
.asa, ... cho Web Application (tham khao Hinh 3.16)

Application Configuratio ll X

Mappings | options | Debugging | I

¥ Cache ISAPI extensions

i~ Application extensions

Extens. .. I Executable Path ;l
asmy C:\WINDOWS\M\chstt.NET\Framework\vl.1‘43221._|
.asp CWINDOWSsystem32hinetsrviasp, dil

\aspx C\WINDOWS Microsoft, NETYFrameworkivl 1, 43221,
.3 ! x|

Browse. .. |

Rl Add/Edit Application Extension Mapping
il —
Executable:

Extension:

Wildcard applical verbs

il verbs

% Limit ko: I GET,HEAD,POST,DEBUG

[V Seript engine

[ Verify that File exists Ok | Cancel | Help

OK | Cancel | Help | i |

Hinh 3.16: C4u hinh Script cho Web Application.

Mave Up

Documents Tab: Dé thém hoac thay déi trang Web mac dinh cho Web Site (tham khdo hinh
3.17).
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Directory Security I HTTP Headers | Custam Errors | Server Extensions 2002 |
‘web Site I Performance | ISAPI Filters | Home Directory Documents

¥ Enable default content page

D efault.hi

efault.htm .,
figstart. htrm Add Content p x|
Default. aspx Ot e

Default content page:

I Defaulk.asp|

T Enable document foo Cancel

Append an HTML Forfatted footer fo every ocument your Web Server
retumns.

I Brawse, ..

Hinh 3.17: Chi dinh trang Web mac dinh cho Web Site.

- Directory Security Tab: Dat mot s6 phwong thirc bdo mat cho IS (tham khao chi tiét trong muc

“bao mat cho dich vu Web”)

IV.2.2 Tao mé&i mot Web site.

oK | Cancel | Apply | Help |

IIS cung cép hai phwong thirc tao méi Web Site:

- Tao Web Site thong qua Creation Wizard cuta IIS manager.

- Tao Web Site thdng qua Iénh iisweb.vbs.

- Tao Web Site thong qua “Web Site Creation Wizard” ctia IIS manager.

- Nhé&p chuét phai vao thw muc Web Sites | New | Web Site | Next.

- Ta cung cAp tén Web Site trong hop thoai Description | Next.
- Chidinh céac théng sb vé (Tham khao Hinh 3.18):

- “Enter the IP address to use for this Web site”: Chi dinh dia chi s dung cho Web Site, néu ta chi
dinh “All Unassigned” c6 nghia 1a HTTP duoc hoat ddng trén tat ca cac dia chi ctia Server.

- “TCP port this Web site should use”: Chi dinh céng hoat déng cho dich vu.

- “Host Header for this Web site (Default:None)”: Thong sé nay d& nhan dién tén Web Site khi ta
mudn tao nhiéu Web Site ciing st dung chung mét dia chi IP thi ta thwdng dung théng sb nay dé
mo ta& tén cac Web Site d6, do do khi ta chi té chirc mot Web Site twong (ng véi 1 dia chi IP thi ta

c6 thé khoéng can st dung thong sb nay.
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Web Site Creation Wizard x|

IP Address and Port Settings Q
Specify an IP address, port setting, and host header for the new 'w'eb site. =

Enter the IP address to use far this 'Web site:
|[A\I Unassigned) |

TCF port this 'web site should uge (Default: 80):
=]

Host header for this Web site [Default Mone]:

For more information, read the 15 product documentation.

< Back I Hewt > I Cancel |

Hinh 3.18: Chi dinh IP Address va Port.

- Trong hoép thoai “Web Site Home Directory” dé chi dinh thw muc home cta Web Site (thw muc
lwu tri» ndi dung clia Web Site) va chi dinh Anonymous cé dwoc quyén truy xuit Web Site hay
khéng (tham khao Hinh 3.19)

‘Web Site Creation Wizard x|

‘Web Site Home Directory
The home directory is the root of wour 'Web content subdirectories.

Enter the path ta pour hame directony.

Eath:

IC:\Inelpub\wwwroot Browse...

V¥ fllow anorymous access o this Web site

< Back Cancel |

Hinh 3.19: Chi dinh Home Directory cho Web.

- Chidinh quyén han truy xuit cho Web Site (tham khao Hinh 3.20):

- Read: Quyén duwoc truy xuat ndi dung thu muc.

- Run scripts (such as ASP): Quyén dwoc thuwc thi cac trang ASP.

- Execute (such as ISAPI Application for CGI): Quyén duoc thyc thi cac rng dung ISAPI.
- Write: Quyén ghi va cap nhat di liéu ctia Web Site.

- Browse: Quyén liét k& noi dung thw muc (khi khéng tim dwgc trang cht mac dinh)
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‘Web Site Act
Set the acce

e/
,%B

A e g RS
F# Head
¥ Run goripts (such as ASF)

I™ Execute [such as 1S4P applications or CG1)
I~ wiite

To complete the wizard. click Next .

< Back I Nest > I Cancel |

Hinh 3.20: Thiét Iap quyén han truy xuét.

- Chon Finish dé hoan tat qua trinh.
- Tao Web Site thong qua Iénh iisweb.vbs
Cu phap lénh:
iisweb.vbs /create <Home Directory> "Site Description" /i <IP Address> /b <Port>.
Cac buwdc thwe hién:
- Nhép chuét vao Start | Run | cmd.

- Tw déu nhéc lénh (command prompt) nhap vao lénh: iisweb.vbs /create
c:\inetpub\wwwroot\newdirectory "MyWebSite" i 123.456.789 /b 80.

IV.2.3 Tao Virtual Directory.

Théng thuwong dé ta tao thu muc do (Virtual Directory hay con goi la Alias) dé anh xa moét tai nguyén
tr dworng dan thw muc vat ly thanh dworng dan URL, théng qua do ta c6 thé truy xuét tai nguyén nay
qua Web Browser.

Puwdng dan vat ly Tén Alias Pia chi URL
C:\Inetpub\wwwroot Tén thuw muc gbc (none) | http://SampleWebSite
\Server2\SalesData Customers http://SampleWebSite/Customers
D:\Inetpub\wwwroot\Quotes None http://SampleWebSite/Quotes
D:\Marketing\PublicRel Public http://SampleWebSite/public

Cac budc tao Virtual Directory

Nhap chuét phai vao tén Web Site can tao chon New, chon Virtual Directory (tham khéo Hinh 3.21).
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) Intemet Information Services (115) Manager
D0 pe aton e edw b
o | BE XEFH(R 2w

Snlts Forums 2000
ban | Seafity | Bageiter | Sstive Teoicy | Marsbeary | Easech |

Hinh 3.21: Tao Virtual Directory.

Chon Next, sau d6 chi dinh tén Alias can tao (tham khéo Hinh 3.22)

virtual Directory Creation Wizard

Virtual Directory Alias
Specify a short name, o alas, for this virtual directory.

IE7
'%Iz

i 1o s {0 gain access to this Web vittual diectory. Use the
ntions tha you would for naming a directory.

<Back [ Newt> | coneel |

Hinh 3.22: Chi dinh tén Alias

Chon Next tlr bwéc 2, sau d6 chi dinh thw muc cuc bdé hodc dwéng ddn mang can anh xa, Chi dinh
quyén han truy xuét cho Alias, cudi cung ta chon Finish dé hoan tat qua trinh.

IV.2.4 Cau hinh bao mat cho Web Site.

IIS cung cap moét sb tinh ndng bdo mat cho Web Site nhw (tham khao Hinh 3.23):

- Authentication And Access Control: IIS cung cdp 6 phuwong thirc chirng thuc, két hop quyén
truy cap NTFS dé bao vé viéc truy xuat tai nguyén trong hé théng.

- IP address and domain name restriction: Cung cidp mét sé tinh ndng gi¢i han host va network
truy xuét vao Web Site.

- Secure communication: Cung cip mét sb tinh nang bao mat trong giao tiép gitra Client va
Server béng cach Server tao ra cac gidy chirng nhan cho Client (Client Certificate) va yéu ciu
Client khi truy xuat tai nguyén vao Server thi phai g&i gidy chirng nhan dé Server xac nhan yéu
cau co6 hop 1é hay khong.
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CSC-TTTH Properties 2lx|

‘wieb Site | Performance I I1SAPI Filters I Home Directory Documents I
Directory Securiy HTTP Headers | Custam Errars | Server Extensions 2002

i~ &wthentication and access control

Enable anonymous access and edit the
w authentication methods for this resource.

i~ IP address and domain name restrictions

@ Grant or deny access ta this resource using

IP addresses or Internet domain names.
Edit...

- Secure communications
Require secure communications and s Certf
enable client cedtificates when this Server Lertificate...
resource is accessed. . .
Wiew Certificate,..
Edit...

ok | Cancel | Zoply | Help |

Hinh 3.23: Directory Security Tab.

- Céu hinh Authentication And Access Control: tir Hinh 3.23 ta chon nut Edit...chon cac phwong
thire chirng thwe cho phu hop, mac dinh hé théng khéng yéu cau chrng thye va cho moi nguwoi st
dung anonymous dé truy xuat Web Site:

Authentication Methods x|

¥ Enable anonymous access

Use the Following Windows user account For anonymous access:

User name: ISR _MHOM Browse,.. |
Password: sssassssss

~ Authenticated access

Far the Following authentication methods, user name and password
are required when:

- anonymous access s disabled, or

- access is restricted using NTFS access contral lists

¥ Integrated Windows suthentication

I™ Digest authentication for Windows domain servers
™ Basic authentication (password is sent in clear bext)
I {HET Passp |

Default domain: Select, .., |
Reealm: Select,,, |

[o]4 I Cancel | Help |

Hinh 3.24: Chon Phuwong thirc chirng thyrc.

- Céu hinh IP address and domain name restriction: Tt hinh 3.23 ta chon nut Edit. ..
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CSC-TTTH Properties 2x|
‘wieb Site | Performance I ISAPI Filkers I Haome Directary I Documents I

Directory Security | HTTP Headers I Custom Emars I Server Extensions 2002 I

IP Address and Domai

X

rIP address access restrictions
&f (% Granted access

Except the Following: ﬂ ” Denied access

= By default, all computers will be:

Access IP address [Subnet mask]

F g

i Group of computers
" Domain name

IP address:

DKS Lookup, ..

Cancel

o |

Help |

T T =i

i |

Hinh 3.25: Gi¢i han truy xuét cho host, network va domain.

- CAu hinh Secure communication: T hinh 3.23 nut Server Certificate...dé tao gidy chirng nhan
Client, nat Edit hiéu chinh cac yéu cau chirng nhan cho Client (tham khao Hinh 3.26).

Secure Communications

x|

V Require serure channel (351
¥ Require 128-hit encryption

- Client certificates
" Ignore client certificates
" Accept client certificates
<" Require client cettificates

¥ Enable client certificate mapping

Client certificates can be mapped to Windows user
accounts. This allows access control o resources using
client certificates.

Edi...

[V Enable certificate trust list

Current CTL:

Caneel |

Hinh 3.26: Thay dbi thao tac chirng nhan.

IV.2.5 CAu hinh Web Service Extensions.

IS Web Service Extensions cung cap rat nhiéu cac dich vu m& réng nhw: ASP, ASP.NET,
Frontpage Server Extensions 2002 WebDAV, Server Side Includes, CGIl Extensions, ISAPI
Extensions. Théng qua IIS Web Service Extensions ta cé thé cho phép hodc cAm Web Site hé tro
cac dich vu twong rng (Néu trén Web Application clia ta c6 s&r dung cac trng dung trén thi ta phai

kich hoat Web Service twong rng)
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t Internet Information Services {IIS) Manager - E||1|

"‘g Flle  Action View ‘Window Help ‘_I_I- =} EI
= | BEFDBE[@(S2]r 80
| Internet Information Services . Web Service Extensions
.. . 1 NHOM (local computer)
_J Application Poals # | Weh Service Extension | Status |
- Web Sites & allUnknown ISAPI Extensions Prohibited
5 Mictosoft SharePoint Al “F allurknown CGI Extensions Prohibited
El-fi§ CSC-TTTH . Prohibit [%8 active server Pages Allowed
_J aspret_client - | MET w1 14502
- _J Forum S —
j images —Propemes B FrontPage Server Extensions 2002 Allowed
B _derived B Internet Data Connector Allowed
& private Tasks [a8 server Side Includes allowed
- _vhi_enf [ webDay llowed
_J _wtilog 1 i 5 e Web service etension...
) _vtipwt -
J _wh_script 1 Allove sll Web service extensions for 3
e opl .
B vkt specific application.
8 adriristeation [ prohibit all web service ertensions
[#-__) ‘Web Service Extensions

@ Cpen Help

ﬂ —I ﬂ Extended A Standard /
\ \ |

Hinh 3.27: C4u hinh Web service extensions.

IV.2.6 Cau hinh Web Hosting.

IIS cho phép ta tao nhiéu Web Site trén mot Web Server, kj thuat nay con goi la Web Hosting. Dé
nhan dién duoc tirng Web Site Server phai dwa vao cac thong sé nhu host header name, dia chi IP
va s6 hiéu cong Port.

Tao nhiéu Web Site dwa vao Host Header Names:

Pay la phwong thire tao nhiéu Web Site dwa vao tén host , cé nghia réng ta chi can mét dia chi IP dé
dai dién cho tat ca cac host name.

Cac buodc tao:

- Dung DNS dé tao tén (hostname) cho Web Site.

- Nhép chudt phai vao thuw muc Web Sites trong 1IS Manager chon New, chon Web Site, tiép theo
chon Next, mo ta tén (Descriptions) chon Web Site.

- Cung cép host name (Vi du ta nhap tén: www.csc.hcmuns.edu.vn) cho Web Site can tao trong
Textbox Host Header Name cla hop thoai “IP Address And Port Settings” (tham khao Hinh
3.28).
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Web Site Creation Wizard x|

IP Address and Port Settings Q
Specify an IP address, port setting, and host header for the new 'w'eb site. =

Enter the IP address to use far this 'Web site:
|[A\I Unassigned) |

TCF port this 'web site should uge (Default: 80):
=]

Host header for this Web site [Default Mone]:
Iwww. cao.homuns. edu.yvr|

For more information, read the 15 product documentation.

< Back I Hewt > I Cancel |

Hinh 3.28: Tao Host Header Name.
- Sau dé ta thuc hién cac thao tadc chon Home Directory, dat quyén han cho Web Site...Cudi cung
chon Finish dé hoan tat qua trinh.
Tao nhiéu Web Site dwa vao dia chi IP
Déi v&i phuong thire nay twong (rng mot tén Web Site ta phai cung cdp moét dia chi IP. Do d6 néu nhu

ta tao n Web Site thi ta phai tao n dia chi, chinh vi I€ nay nén phwong thirc nay it sr dung hon phwong
thire 1.

Cac buwoc tao:

- Ta phai thém mét hodc nhiéu dia chi IP cho card mang.
- Dung DNS tao mét hostname twong wng véi IP méi vira tao.

- Nhép chudt phai vao thuw muc Web Sites trong IIS Manager chon New, chon Web Site, tiép theo
chon Next, mo ta tén (Descriptions) chon Web Site.

- Chon mot dja chi IP cu thé cho Web Site can tao trong tuy chon “Enter the IP address to use for
this Web site” cia hop thoai “IP Address And Port Settings” (tham khao Hinh 3.29).

=
IP Address and Port Settings
Specify an IP address. port setting. and host header for the new Web site,

1722914143
10.10.1.1

192.168.30.1
Hast header faor this \Web site [Default: None]:

For more information, read the (15 product documentation,

<Back [ MWes | Concel |

Hinh 3.29: Chon dia chi IP cho Web site. 595

- Sau dé ta thuc hién cac thao tac chon Home Directory, ddt quyén han cho Web Site...Cudi cung
chon Finish dé hoan tat qua trinh.

Tao nhiéu Web Site dwa vao Port.
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Mac dinh HTTP port hoat déng trén port 80 va HTTPS hoat déng trén port 443, thay vi moi
diéu hoat dong trén céng 80 hodc 443 thi ta sé dbi Web Site hoat dong trén cbéng (port) khac (vi du
nhw 8080), vi thé ta chi can dung mét dia chi IP d& cung cap cho tat ca cac Web Site. Do d6 khi ta truy
xudt vao Web Site thi ta phai chi dinh c¢bng hoat déng cho dich wu
(http:/lwww.csc.hcmuns.edu.vn:8080).

Cac cau hinh:
- Dung DNS tao mét hostname twong (rng cho tirng Web Site anh xa vé cling mét dia chi IP.

- Nhép chudt phai vao thw muc Web Sites trong IIS Manager chon New, chon Web Site, tiép theo
chon Next, mo ta tén (Descriptions) chon Web Site.

- Ta chi dinh théng sb Port (vi du: 8080) trong Textbox c6 tén “TCP port for this Web site should
use” clia hgp thoai “IP Address And Port Settings” (tham khao Hinh 3.30).

Web Site Creation Wizard x|

IP Address and Port Settings
Specity an [P address, port setting. and hast header for the new Web site,

Enter the IP address to use far this Web site:
[ Unassigned

TCP port this Web site should uze (Default: B0
a0e0

Host header for this Web site [Default: Mone)

For more information, read the 115 product documentation

< Back I MNext > I Cancel |

Hinh 3.30: Chon dia chi IP cho Web Site.

- Sau do ta thwc hién cac thao tac chon Home Directory, dat quyén han cho Web Site...Cubi cung
chon Finish dé hoan tat qua trinh.

IV.2.7 C&u hinh lIS qua mang (Web Interface for Remote Administration).
I1S cung cAp co ché quan tri dich Web va quan tri mot sé tinh ndng co ban ciia hé théng qua mang, dé
str dung cong cu nay ta phai cai thém cong cu Remote Administration (HTML)

I

To add or iemove a comporent, click the check box. A shaded box means that only part
aof the component will be installed. To see what's included in & component, click Details.

Subcomponents of ‘warld wide ‘web Service:
het Data Connector 0.0mMe ;I

g P Remate Administration (HTML) .7 ME
(L@ Remote Desktop ‘web Cornection 04ME
Server Gide Includes 0.0ME
[£]'webDaY Publishing 0.0ME
oy world Wids Web Service 19ME

Description:  Includes support for remote administration of 115 Wb servers over the
Intermet.

Total disk space required 24M8 Dstais.
Space svalableondisk: 113024 MB

Hinh 3.31: Cai dat cong cu quan tri.

Truy cap vao Administration Web Server qua trinh duyét (Web Browser) théng qua dia chi URL:
http://<Web Server>:8099 (tham khao Hinh 3.32), sau chi dinh username, password dé truy xuét vao
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Server.

527
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J https://nhon:8098, - Microsoft Ini
Fle Edt Yew Favortes Tods Help | &7
(JBack - ) - x| 2] 0| Search [ Favorkes W Media £ | -
Address [{&] httpssfinhon:3098 | B |unks @
1=
2,
i
nhen
User name: administrator -
Password: sesssssssces
™ Remember my password
crea_|
5] |

Hinh 3.32: Truy xuét vao Administration Web Server.

Sau khi d&ng nhap thanh cong, giao dién Server Administration hién thj (tham khao hinh 3.33):

- server Administration - Microsoft Internet Explorer =] 3]
Fle Edt Wew Favortes Tools Help | &
(PBack ~ ) - %] 2] p| S Sesrch . Fawortes & Media & - B w & B

nhon 8098 /adminftasks asptab1

Welcome

‘welcome ko the Web User Inkerface For Microsoft Windows Server administration. Use the following tasks to skart
Using the server,

8 Take a Tour E] SetServer Name
Take a bour ko lsarn Choose & name 5o that
how easy It is to Use client computers can
YOUr Server, connect to th server.

E, Set Administrator E, Set Default Page
Password Choose which page the
Create a password For server displays first,
the serwer
adrinistrator

Microsoft
Communities
Connect ko this web
site for downloads,
newsgroups, and other

information.

4 | o
[&l [ 15 e meeme 4

Hinh 3.33: Giao dién quan tri hé théng qua Web.

Mot s chirc ndng chinh dwoc cung cap trong Administration Server.

Tén Tab Chirc nang

Welcome Cho phép hién thi I&i chao, thay ddi mat khdu cia administrator, thay dbi
tén may,....

Status Theo dbi trang thai ctia hé théng.

Sites Quan ly cac Web Site ciu hinh. s

Web Server | Thay ddi théng tin cAu hinh cho Web Service va FTP Service.

Network Thay déi théng tin cdu hinh mang cho Server.
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Users Quan ly user.

Maintenance | Cung cp moét sé thao tac dé duy tri va sira 16i cho hé théng.

Help Cung cap cac tro gitp vé ciu hinh.

IV.2.8 Quan ly Web site biang dong Iénh.
1. Tao Web Site.

Ta dung lénh iisweb.vbs (file scripte nay dwoc lwu trir trong thw muc systemroof\System32) dé tao
mot Web site méi trén may ndi bd hoac trén may khac la Windows 2003 member server chay IS 6.0.

Cu phap |énh:

lisweb.vbs /create Path SiteName [/b Port] [/l IPAddress] [/d HostHeader] [/dontstart] [/s Computer] [/u
[Domain\]User [/p password] ]

Danh sach tham sb6:

Tén tham sé Y nghia

Path Chi dinh vi tri dwdng dan 6 dia lwu trir ndi dung Web site.

SiteName Mo ta tén Web site.

/b Port Chi dinh TCP Port cho Web Site.

/I IPAddress Chi dinh dia chi ip cho Web Site.

/d HostHeader Chi dinh hostheader name cho Web Site.

/dontstart Chi dinh cho Web Site khéng kh&i tao tw dong khi tao.

/s Computer Chi dinh tén may hoac dia chi IP trén may & xa (st dung
trong trvdng hop tao mé&i moét Web Site trén may tinh & xa)

/u [Domain\]User Chay script Iénh v&i username dwoc chi dinh, account nay
phai la thanh vién cla nhom Administrators, mac dinh
chay script v&i username hién hanh.

/p password Chi dinh mat khau cho account chi dinh trong tham sé /u

Vi du:
iisweb /create C:\Rome "My Vacations" /d www.reskit.com /dontstart

Hoac dung Iénh: 529

iisweb /create C:\New Initiatives\Marketing\HTMFiles "Marketing" /i 172.30.163.244 /s SVR01
/u Admin6 /p A76QV132#

2. Xoéa Web Site.
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Cu phap lénh:
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iisweb /delete WebSite [WebSite...] [/s Computer [/u [Domain\]User/p Password]]
Vi du:

iisweb /delete "My First Novel"

IV.2.9 Sao Iwu va phuc héi cau hinh Web Site.

IS lwu tri théng tin cAu hinh theo dinh dang Extensible Markup Language (XML) cé tén
MetaBase.xml va MBSchema.xml, cac tap tin nay thuwdng Iwu ftrlr trong thw muc
systemroot\System32\Inetsrv. Do d6 nguwdi quan tri co thao tac truc tiép vao hai tap tin nay dé thay doi
thong tin cdu hinh vé 1IS.

Lwu théng tin cu hinh

- Pé sao luu (backup) théng tin cAu hinh cho Web Site ta nhap chudt phai vao tén Web Site chon
All Task, chon tiép Save Configuration to a file...(tham khao Hinh 3.34)

S5
p He gron e e e =181 =
o= B XEFAE 3 2] a0

) resmet infomation serves S

»
Window from bere

Hinh 3.34: sao Iwu cAu hinh Web site

- Sau d6 ta chi dinh tap tin ciu hinh, dwdng dan thw muc lwu trir théng tin cAu hinh, mat khau ma
hoa cho tap tin ciu hinh.
=
File name: IW

Passwords [FFrerees

x| cancel | e |

Hinh 3.35: Sao lwu ciu hinh Web Site.

Phuc hoéi cAu hinh Web Site tw file cau hinh *. XML
Dé phuc hdi théng tin ciu hinh ti tap tin ciu hinh *.xml ta thuc hién cac thao thac sau:

- Nhép chudt phai vao tén thw muc Web Sites chon New, chon Web Site (from file)... sau d6 hop 531
thoai Import configuration xuat hién (tham khao Hinh 3.36)
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Import Configuration x|
Eile:

| Browse... pead File

Select a canfiguration to mport:

oK | Cancel | Help |

Hinh 3.36: Phuc héi théng tin cu hinh.

- Chi dinh tap tin ciu hinh tr nat Browse... sau do nhép chuét vao nut Read File, tap tin chi dinh
dwoc Import vao hop thoai Select a configuration to import, cudi cing chon nit OK dé hoan tat
qua trinh (tham khao Hinh 3.37).

Import Configuration ZI

File:

I CACSC-TTTH-CONF. xml Browse, ., Read Filz I

Select a configuration ko import:

Location

oK | Cancel | Help |

Hinh 3.37: Phuc héi cdu hinh cho Web Site.

IV.2.10 CA&u hinh Forum cho Web Site.

Trong phan nay ta ciu hinh mot Web dién dan thdo luan Snitz™ Forums 2000 duogc viét bng ngon
nglr ASP cla nhém tac gid “Michael Anderson, Pierre Gorissen, Huw Reddick and Richard
Kinser”, thdng qua viéc trién khai forum nay gitp ching ta phan nao hiéu dwoc ban chat co ban cla
co ché cau hinh Web dong (hd tro két ndi co s& dir liéu MS Access, MS SQL Server, MySQL) viét
bdng ngdén ngrx ASP, ASP.NET, PHP,..Ta c6 thé download forum nay t»r URL:
http://forum.snitz.com/.

Mot sb buwdc co ban dé cau hinh forum:

- Sau khi ta download tap tin sf2k_v34_051.zip (dbi v&i phién ban V3.4.051) hoan tat ta giai nén va
Iwu trlr ndi dung trong thu muc nao dé (Vi du C:\Inetpub\forum).

- Sau do ta mé tap tin config.asp (dung tién ich notepad) dé thay ddi mot sé thong tin ciu hinh két
noi dén tap tin lwu trir co s& dir liéu MS Access co6 tén snitz_forums_2000.mdb

- strDBType = "access"

- strConnString="Provider=Microsoft.Jet. OLEDB.4.0;

- DataSource=" & Server.MapPath("snitz_forums_2000.mdb")

- Néu thv muc Iwu trir ndi dung cta forum khong phai la thw muc con ciia WebRoot thi ta phai tao
mot Virtual Directory co tén forum dé anh xa thw muc & dia (C:\Inetpub\forum) thanh URL Path
cho Web Site.
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Nhép chuét phai vao Virtual Directory c6 tén forum chon Permissions dé cip quyén c

nguwdi dwoc quyén NTFS |a Full trén thw muc nay.

Sau d6 ta vao Internet Explorer dé truy xuat vao forum va ciu hinh thém moét s théng tin méi

(tham khao Hinh 3.38)

2 Forum-Setup Page - Microsoft Internet Explorer -10] x|

File Edt View Favorites Tools  Help | »
(JBack - ) - ¥ (2] 0| P searth cFavores @ Media £ | 00 o w] - @ B ?
Address [{€] http:fjumuw,csc.edufforum/ BIEE |L|nks »

The database needs to be installed I1

You need to create all the tables in the
database before you can start using the
forum.

Click here to create the tables in the
database.

Click here to retry,

Tao Admin Account cho forum.

-]
& [ [ [ meemet 4
Hinh 3.38: Tao table cho database.
i
Ble Edt View Favortes Tooks  Help ‘ o
(JBack = ) - x] 2] 0| Search - Favortes W Meda £ | - L ] - @ & B

Address [] http:i e, cot. edufforumisstup, aspRC=SGstrDBType=access

Installation of forum-tables in the database.

Database Type: Microsoft Access (using
OLEDB Driver)

Forum Admin UserName/Password:

Here you will choose the Forum Admin
UserMame & Password that will be entered
inta the datahase for the Forum admin. The
password should be something that you
can remember, but not something easily
guessed by anyone else. Size limit is 25
characters.

Username: |nhan

Password: jesss

Password Again: [eees]

= ‘L\n)s =

|

[&] pene [ [ kemet

Hinh 3.39: Tao Admin account cho forum.

Dang nhap bang user quan tri va té chirc forum.
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By

ay

tai di

Snitz Forums 200K

rosoft Internet Explorer

Fle Edt Wew Favortes Tools Help

Ored -0 - B @ O

J search 7 Favorites @ Media &4 | (0w L o] - SN |

Address |§] httpfwvw. esc.edufForumjdefault, asp

7H\‘ TZ
2000

Forum
= Snitz Forums 2000

Testing Forums
Thiz forum gives you 3 chance to become more

familiar with how thiz product razpands to diffsrent
features and keeps testing in one place instead of
posting tests all over, Happy Posting! @

Statistics

Sl Be [ >

Snitz Forums 2000
Home | Profile | Reaister | Active Topics | Members |

Sesrch | FAQ

Usemame: Password: o
IFIT LoaiN

¥ Save Password

Topics Posts Last Post Moderator(s)

06/10/2005
16:37:35
by nhon

1 Memberhas made 1 postin 1 forum, with the lsst post on 06/10/2005 16:37:35 by: phen,

|Tnm is currently 1 topic and 1 active topic since you last visited ‘

20 Contsing new posts since lastwisi,
o new pests since the lsstuisic,

Snitz Forums 2000

@ 2000-05 Snitz Communicstions B

| | meemet

NI

Hinh 3.40: Bang nhap forum.
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Tom tat

Ly thuyét 8 tiét - Thwc hanh 16 tiét

Muc tiéu

Két thuc bai hoc nay giup
cho hoc vién co6 thé t6
chirc, cai dat, quan tri moét
hé théng Mail Server phuc
vu viéc trao déi thw dién
tr trong hé théng mang
ndi bé va mang Internet.

Cac muc chinh

I. Cac giao thirc duwgc sir dung
trong hé thong Mail.

Il. Gidi thiéu vé hé théng mail.

l1l. Mét sé khai niém.

IV. Méi lien hé gitta DNS va Mail
Server.

V. Gi&i thiéu cac chwong trinh Mail
Server.

VI. Cai dat Exchange 2003 Server.

VI.C4u hinh Microsoft Exchange
2003.

VIII. M6t sb tién ich can thiét cla
Exchange Server.

DICH VU MAIL

Bai tap bat
budc
Dwa vao bai
tap moén Dich

vu mang
Windows
2003.

Bai

SETRETNEN
thém
Dwa vao bai
tap moén Dich

vu mang
Windows
2003.
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. Cac giao thirc dwoc str dung trong hé thong Mail.

Hé théng Mail dwoc xay dwng dwa trén mot sb giao thirc sau: Simple Mail Transfer Protocol (SMTP),
Post Office Protocol (POP), Multipurpose Internet Mail Extensions (MIME) va Interactive Mail
Access Protocol (IMAP ) duoc dinh trong RFC 1176 la mét giao thirc quan trong dwoc thiét ké dé
thay thé POP, n6 cung cép nhiéu co ché tim kiém v&n ban, phan tich message tir xa ma ta khéng tim
thay trong POP..

.1. SMTP(Simple Mail Transfer Protocol).

SMTP la giao thire tin cay chiu trach nhiém phan phat Mail, né chuy&n Mail t&r hé théng mang nay sang
hé théng mang khac, chuyén Mail trong hé thédng mang néi bo. Giao thirc SMTP dwoc dinh nghia trong
RFC 821, SMTP la mét dich vu tin cay, hwéng két ndi( connection-oriented) dwoc cung cép bdi giao
thirc TCP(Transmission Control Protocol ), n6 sir dung s6 hiéu cdng (well-known port) 25. Sau day
la danh sach cac tap Iénh trong giao thi'c SMTP.

Lénh Cu phap chirc nang
Hello HELO <sending-host> Lénh nhan dién SMTP.
From MAIL FROM:<from-address> Dia chi ngudi goi.
Recipient RCPT TO:<to-address> Dia chi ngudi nhan.
Data DATA Bé&t dau g&i thong diép.
Reset RSET Huy bé thong diép.
Verify VRFY <string> Kiém tra username.
Expand EXPN <string> M& rong danh sach Mail.
Help HELP [string] Yéu cau giup d&.
Quit QUIT Két thuc phién giao dich SMTP.

Pé st dung cac léenh SMTP ta dung Iénh telnet theo port 25 trén hé thdng & xa sau dé g&i Mail théng
qua co ché dong lénh. Ky thuat nay thinh thoang ciing dwgc st dung dé kiém tra hé théng SMTP
Server, nhung diéu chinh yéu & day 1a ching ta s& dung SMTP dé minh hoa lam cach nao Mail dwoc
g&i qua cac hé théng khac nhau. Trong vi du sau minh hoa qua trinh g&i Mail théng qua co' ché dong
|énh SMTP.
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oW Telnet 172.29.14.151
228 server . hcm.un ESMTP Sendmail 8.12.11-8.12.11; Tue. 26 Jul 2885 1A:597:52 +E7B

A

.

258 server.hcm.vn Hello [172.29.14.1491, pleased to meet you

mail from:hvBhcm.vn

250 2.1.8 hvfhem.vn... Sender ok

prcpt tohuBiWhcm.vn |
5 55 05 £

cm.un... Recipient ok

» end with "." on a line by itself

xqoHAAGRES5S Meszage accepted for delivery

Hinh 4.1: SMTP Session

Ngoai ra con c6 mot sb 1énh khac nhuw: SEND, SOML, SAML, va TURN duoc dinh trong RFC 821 14
nhirng cau Iénh tuy chon va khdéng dwgc sir dung thwdng xuyén.

Lénh HELP in ra tom tat cac lénh dwoc thwe thi. Vi du ta dung lénh HELP RSET chi dinh cac thong tin
dwoc yéu cau khi st dung Iénh RSET, Lénh VRFY va EXPN thi hiru dung hon nhung né thudng bi
khoa vi ly do an ninh mang b&i vi né cung cip cho ngwdi dung chiém dung bang théng mang. Vi du
[énh EXPN <admin> yéu cau liét ké ra danh sach dia chi email nam trong nhdm Mail Admin. Lénh
VRFY dé |4y cac thdng tin ca nhan cGa mét tai khodn nao dé, vi du 1énh VRFY <mac>, mac la mot tai
khoan cuc bd. Trwdng hep ta dung Iénh VRFY <jane>, jane la mét bi danh nam trong tap tin aliases
thi gia tri tra vé 1a dia chi Email dwoc tim théy trong tap tin aliases nay.

SMTP la hé théng phan phat mail truc tiép tr dau dén cudi(tr noi bat dau phan phat cho dén tram
phan phat cudi cung), diéu nay rat hiém khi st dung. hau hét hé théng mail st dung giao thirc store
and forward nhu UUCP va X.400, hai giao thirc nay di chuyén Mail di qua mdi hop, né lwu tri» théng
diép tai méi hop va sau do6 chuyén téi hé thdng tiép theo, thong diép duwoc chuyén tiép cho t&i khi né
t&i hé théng phan phat cubi cung.

Trong hinh sau minh hoa ca hai ky thuat store and forward va phan phat truc tiép t&i hé théng Mail. Dia
chi UUCP chi dinh dwéng di ma Mail di qua dé t&i ngudi nhan, trong khi dé dia chi mail SMTP ngu v la
hé théng phan phat sau cung.

N/ N )

local
r P I —| ier | [bronson lion cashew f—e I
local user kristen
SMTP: End-to-end delivery
— local acom. nuts.com f——e
maller o

! f

local user kristen

Hinh 4.2: So' d6 phan phdi thu.
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Phan phat truc tiép(Direct delivery) cho phép SMTP phan phat mail ma khéng du vao host tru
nao. Néu nhw SMTP phan phat bj I6i thi hé théng cuc bd sé théng bao cho ngudi g&i hay né dwa mail
vao hang doi mail dé phan phat sau. B4t loi ctia viéc phan phat truc tiép(direct delivery) 1a né yéu cau
hai hé thdng cung cip dau du cac thong tin diéu khién mail, mot sé hé théng khong thé diéu khién Mail
nhw PC, cac hé théng mobile nhw laptops, nhitng hé théng nay thudng tit may vao cudi ngay hay
thwéng xuyén khong truc tuyén (mail offline). Dé diéu khién nhirng trworng hop nay can phai cé hé
thdng DNS duoc str dung dé& chuyén théng diép t&i may chd mail thay cho hé théng phan phat mail
trwc tiép. Mail sau d6 dwoc chuyén tlr Server t&i may tram khi may tram két ndi mang tré lai, giao thirc
mang POP cho phép thyc hién chirc nang nay.

.2. Post Office Protocol.
POP la giao thirc cung cap co ché truy cap va lwu trir hdp thw cho ngudi dung.

C6 hai phién ban cia POP duogc str dung réng rai la POP2, POP3. POP2 dwgc dinh nghia trong RFC
937, POP3 duoc dinh nghia trong RFC 1725. POP2 st dung 109 va POP3 st¥ dung Port 110. Cac cau
lénh trong hai giao thirc nay khéng gidng nhau nhwng chiing cung thwe hién chire ndng co ban 1a kiém
tra tén dang nhap va password cla user va chuyén Mail ciia nguoi dung tlr Server t&i hé théng doc
Mail cuc bot clia user.

Trong khi dé tap 1énh cia POP3 hoan toan khac véi tap Iénh ctia POP2.

Lénh Chirc nang

USER username Cho biét thdng tin v& username can nhan Mail.

PASS password Password clia username can nhan Mail.

STAT Hién thi sé thong diép chwa dwoc doc tinh bang bytes.
RETR n Nhan théng diép th n.

DELE n Xoé théng diép tho n.

LAST Hién thj théng tin message cudi cung.

LIST [n] Hién thi kich thwéc cta théng diép thir n.

RSET Khéng xo4 tat ca thdng diép, va quay lai thong diép dau tién.
TOP n In ra cac HEADER va dong th(r n cua thong diép.
NOOP Khéng lam gi.

QUIT Két thac phién giao dich POP3.

Mac du céac cau lénh ctia POP3 va POP2 khac nhau nhw ching cung thwc hién mét chire nang, sau
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day 1a vi du vé phién giao dich POP3 :
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o Telnet 172.29.14.151
+0K POP3 ready.
user hudl

+0K

pass hyBl

+0K Logged in.

stat

+OK 1 499

retr 1

+0K 499 octets

Beturn—Path: <huPhcm.un>

Received: from hcm.un ([172.29.14.1491>
by server.hcm.vn (8.12.11/8.12.11> with SMTP id j60Q3xqoHBB6G5S5
for hvBiBhcm.un; Tue. 26 Jul 2865 11:00:21 +@780

Date: Tue. 26 Jul 2085 18:59:52 +B768

From: huBhcm.un

Message—-1d: <200507260400. j693xqoHBB6655Fserver _hem.un>

®—IMAPhase: 1122351074 1

Btatus: 0

®-UID: 1

Content—Length: 19

H-HKeywords:

ichao ban
test mail

quit_

Hinh 4.3: POP3 Session.

.3. Internet Message Access Protocol.

La giao thirc hd tro viéc lwu trir va truy xuét hop thw ctiia ngudi dung, théng qua IMAP ngudi ding ¢
thé st dung IMAP Client dé truy cap hop thw tr mang nodi boé hodc mang Internet trén mot hodc nhiéu
may khac nhau.

Mot sb dac diém chinh ctia IMAP:

- Twong thich day du v&i chuan MIME.

- Cho phép truy cap va quan ly message tir mot hay nhiéu may khac nhau.

- Hb& tro cac ché do truy cap "online", "offline".

- H6 tro truy xuét mail ddng thoi cho nhiéu may va chia sé mailbox.

- Client khéng can quan tam vé dinh dang file lwu triv trén Server.

1.4. MIME.

MIME (Multipurpose Internet Mail Extensions) cung cap cach thirc két hop nhiéu loai dir liéu khac
nhau vao trong mét théng diép duy nhéat c6 thé dwoc géi qua Internet dung Email hay Newgroup.
Théng tin dwgc chuyén dbi theo cach nay trong gidng nhw nhirng khdi ky tw ngau nhién. Nhirng théng
diép st dung chudn MIME c6 thé chira hinh anh, &m thanh va bét ky nhirng loai théng tin nao khac cé
thé lwu tri dwoc trén may tinh. Hau hét nhirtng chwong trinh x& ly thw dién t& sé tw déng gidi ma
nhirng théng bao nay va cho phép ban Iwu trir di¥ liéu chira trong ching vao dia cirng. Nhiéu chuwong
trinh gidi ma MIME khac nhau c6 thé dwoc tim thiy trén NET.

1.5. X.400.

X.400 la giao thirc dwgc ITU-T va ISO dinh nghia va da dwgc trng dung rong rai & Chau Au va
Canada, X.400 cung c4p tinh ndng diéu khién va phan phéi E-mail, X.400 s&r dung dinh dang nhi phan
do d6 n6é khéng can ma hoa ndi dung khi truyén dir liéu trén mang.

Mot sb dac diém cta gidng nhau gitra X.400 va SMTP.

- Ca hai déu la giao thire tin cay (cung cép tinh nang théng bao khi g&i va nhan message).

- Cung c4p nhiéu tinh nang bao mat.

- Lap lich biéu phan phdi Mail.
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- Thiétlap do wu tién cho Mail.
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- SMTP c6é mét sb chirc ndng ma trén X.400 khong hé tro.

- Kiém tra dia chi ngu®i nhan trwde khi phan phdi message con X.400 thi nguoc lai.
- Kiém tra kich thwéc clia message trude khi géi no.

- C6 kha nang chén thém bat ky loai di¥ liéu nao vao header clia message.

- Kha nang twong thich tét véi chuan MIME.

. Gi&ithiéu vé hé thong mail.

Mot hé thédng Mail yéu cau phai cé it nhat hai thanh phan, né cé thé dinh vi trén hai hé théng khac nhau
hoac trén cung mét hé théng, Mail Server va Mail Client. Ngoai ra, né con ¢6 nhirng thanh phan khac
nhw Mail Host, Mail Gateway.

So d6 vé mot hé théng Email day dda cac thanh phan:

Dthes Domaine

Mail Gatmes y

Cliom

Hinh 4.4: Hé théng Mail.

I1.1. Mail gateway.

M6t mail gateway la may két néi gitra cac mang dung céac giao thirc truyén thong khac nhau hodc két
néi cac mang khac nhau dung chung giao thirc. Vi du mét mail gateway cé thé két néi mdt mang
TCP/IP véi mOt mang chay b giao thire Systems Network Architecture (SNA).

M6t mail gateway don gidn nhat dung dé két ndi 2 mang dung chung giao thirc hodc mailer. Khi do
mail gateway chuyén mail gitva domain ndi bé va cac domain bén ngoai.

I1.2. Mail Host.

M6t mail host la may git vai trd may chd Mail chinh trong hé théng mang. N6 dung nhw thanh phan
trung gian dé chuyén Mail gitra cac vi tri khong két ndi truc tiép dwoc véi nhau.

Mail host phan gidi dia chi ngwdi nhan dé chuyén gitra cac Mail server hodc chuyén dén Mail
gateway.

M6t vi du vé Mail host la may trong mang cuc bd LAN c6 modem duwoc thiét 1ap lién két PPP hoac
UUCP dung duwong day thoai. Mail host ciing c6 thé 1a may chd déng vai trd router gitra mang néi bo
va mang Internet.

11.3. Mail Server.

Mail Server chira mailbox ctia ngw®i dung. Mail Server nhan mail tir mail Client gt dén va dwa vao
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hang doi dé gtvi dén Mail Host.
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Mail Server nhan mail tir Mail Host gt dén va dwa vao mailbox clia ngudi dung.

Ngu®i dung s& dung NFS (Network File System) dé mount thu muc chiva mailbox trén Mail Server
dé doc. Néu NFS khong duoc hé tro thi ngudi dung phai login vao Mail Server dé nhan thw.

Trong trwéng hop Mail Client hé tro POP/IMAP va trén Mail Server ciing hé tro POP/IMAP thi nguoi
dung cé thé doc thu bdng POP/IMAP.

11.4. Mail Client.

La nhirng chuwong trinh hé tro chirc nang doc va soan thao thw, Mail Client tich hgp hai giao thic
SMTP va POP, SMTP hb tro tinh nang chuyén thw tir Client dén Mail Server, POP hé trg nhan thw tw
Mail Server vé Mail Client. Ngoai giao thirc viéc tich hop giao thirc POP Mail Client con tich hop giao
thirc IMAP, HTTP dé hd tro chirc nang nhan thw cho Mail Client.

Cac chwong trinh Mail Client thwdng sir dung nhw: Microsoft Outlook Express, Microsoft Office
Outlook, Eudora,...

I1.5. M6t sb so do hé thong mail thwéng dung.

11.5.1 Heé théng mail cuc bd.

C4u hinh hé théng Mail don gidn gém mot hodc nhiéu tram lam viéc két ndi vao mot Mail Server. TAt
ca Mail déu chuyén cuc bé.

Mail Server

Hinh 4.5: Hé théng Mail cu bo.

11.L5.2 Heé théng mail cuc bd cé két néi ra ngoai.

Hé thdng Mail trong mét mang nhé gdm mét Mail Server, mot Mail Host va mot Mail Gateway két néi
v&i hé théng bén ngoai. Khéng can DNS Server.
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Mail Server + Mail Host
+ Mail Gateway

Hinh 4.6: Hé thdng Mail c6 két ndi ra ngoai.

11.L5.3 Heé théng hai domain va mét gateway.

C4u hinh dwéi day gdm 2 domain va mot Mail Gateway. Trong cAu hinh nay Mail Server, Mail Host,
va Mail Gateway (hodc gateways) cho mdi domain hoat déng nhuw mét hé théng doc 1ap. Bé quan tri
va phan phdi Mail cho 2 domain thi dich vu DNS budc phai cé.

[

= T F 5

4

Domain 1

s EL

Dormain 2

| il Hoet

H

O o R

Hinh 4.7: hé théng két néi mail théng qua Mail gateway.

. Mét sé khai niém.

lIl.1. Mail User Agent (MUA).

MUA : |a nhirng chuong trinh ma nguoi st dung dung dé doc, soan thao va glvi Mail.

lll.2. Mail Transfer Agent (MTA).

MTA : |a chuong trinh chuyén thw gitra cdc may Mail Hub. Exchange |a mot Mail Transfer Agent
(MTA) dung giao thirc SMTP dé& déng vai tro 1a mét SMTP Server lam nhiém vu dinh tuyén trong viéc
phan thw . N6 nhan Mail t» nhitng Mail User Agent (MUA) va nhitng MTA khac, sau dé chuyén Mail
dén dé dén cac MTA trén may khac hay MTA trén may cia minh. D& né khéng dong vai trd la mét tram
phan thu dén cho ngwdi dung, ta phai dung mét chwong trinh khac nhu POP, IMAP dé thuc hién viéc
nay.
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111.3. Mailbox.

Mailbox la mét tap tin lwu tri» tAt ca cac Mail clia ngudi dung. Trén hé théng Unix, khi ta thém mot tai
khodn ngudi dung vao hé thdng déng thdi sé tao ra mét mailbox cho ngudi dung dé. Thong thudng,
tén cla mailbox trung v&i tén dang nhap cla nguwdi dung. Khi c6 Mail glri dén cho nguwoi dung,
chwong trinh xt ly Mail cia Server cuc bd sé phan phdi Mail nay vao mailbox twong &ng.

Khi nguoi dung dang nhap vao hé théng va sir dung Mail Client d& nhan Mail (hoic telnet truc tiép
vao Mail Server dé& nhan), POP Server sé vao thu muc chira mailbox l4y Mail tr mailbox chuyén cho
ngwei dung.

Théng thudng, sau khi Client nhan Mail, cac Mail trong mailbox sé bj x6a. Tuy nhién, ngwdi dung
cling c6 thé yéu cau gilr lai Mail trén mailbox, diéu nay thwc hién nhd vao mét tuy chon cda Mail
Client.

l1l.4. Hang d¢ii mail (mail queue).

Céc Mail g&i di c6 thé dwoc chuyén di ngay khi géi hodc ciling cé thé dwoc chuyén vao hang doi. Cé

nhiéu nguyén nhan khién mét Mail bi gitr lai trong hang doi :

- Khi mail d6 tam thoi chwa thé chuyén di dwoc hodc c6 moét sb dia chi trong danh sach ngu®i nhan
chuwa thé chuyén dén dwoc vao thdi diém hién tai.

- Mét sé tuy chon cu hinh yéu cdu lwu trir Mail vao hang doi.

- Khi sb lwong tién trinh phan phéi bi tdt nghén vuot qua gidi han quy dinh.

l1L.5. Alias mail.

Mot sb van dé phurc tap thwdng gap trong qua trinh phan thw 14 :

- Phan phédi dén cho cuing mét ngudi qua nhiéu dia chi khac nhau.

- Phan phéi dén nhiéu nguwdi nhung qua cung moét dia chi.

- Két néi thu véi mot tap tin dé Iwu trir hodc dung cho cac muc dich khac nhau.

- Loc thw théng qua cac chwong trinh hay cac script.

Dé giadi quyét cac van dé trén ta phai st dung Alias. Alias 1a sy thay thé moét dia chi ngu®i nhan bang
mdt hay nhiéu dia chi khac, dia chi dung thay thé c6 thé 1a mot ngudi nhan, mot danh sach ngudi
nhan, mét chuwong trinh, moét tap tin hay la sw két hgp cta nhirng loai nay.

IV. MOGilién hé gitra DNS va Mail Server.

DNS va Mail 1a 2 dich vu c6 mbi quan hé mat thiét véi nhau. Dich vu Mail dwa vao dich vu DNS dé
chuyén Mail tir mang bén trong ra bén ngoai va nguoc lai. Khi chuyén Mail, Mail Server nh& DNS dé
tim MX record dé xac dinh may chd nao can chuyén Mail dén.

Cu phap record MX:
[Domain_name] IN MX 0 [Mail_Host]

Théng qua viéc khai bao trén cho ta biét twong (rng véi domain_name dugc anh xa truc tiép vao Mail
Host dé chi dinh may chi nhan va x& ly Mail cho tén mién.

Vi du:
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V.

t3h.com. IN MX 0 mailserver.t3h.com.

Gi&i thiéu cac chwong trinh Mail Server.

Hién tai c6 rat nhiéu chwong trinh Mail Server, twong (rng v&i tivtng méi trwong thi chi cé mot sb
chwong trinh dwge st dung thong dung, vi du trén moi trwedng Windows:

VI.

Microsoft Exchange Server: La chuwong trinh Mail Server rat thong dung dwoc Microsoft phat
trién dé cung cip cho cac doanh nghiép té chirc hé théng thw dién tl E-mail cho nguoi dung.
Mdaemon: La chuwong trinh Mail Server do cong ty Alt-N Technologies, phat trién dé& hé tro cho
cac doanh nghiép td chirc hé thdng thw tinh dién t& (E-mail) cho ngudi dung.

Cai dat Exchange 2003 Server.

VI.1. M6t sé6 phién ban chinh ctia Exchange.

Vi

Exchange Server 5.5

Hoat dong trén hé diéu hanh Windows NT 4 Server, Windows 2000 Server cé s&r dung service
pack.

Khéng can cai dat Active Directory nhuwng c6 thé nhan bang di liéu dén Active Directory st dung
Active Directory Connector (ADC).

Exchange 2000 Server

Windows 2000 Server (kém theo Service pack 1 hoac cao hon)

Co thé cai dat trén member server hodc domain controller.

Exchange Server 2003

Windows 2000 Server (yéu cau SP3, SP4)

Windows 2003Server

Co thé cai dat trén member server hodc domain controller.

.2. Yéu cau cai dat.

Khi cai dat Microsoft Exchange 2003 ta can tham khao bang yéu cau vé phan cing:

Thanh phan Yéu cau dé nghi

Bo xtr ly (CPU) Pentium 11l 500 (Exchange Server 2003, Standard Edition)
Pentium 11l 733 (Exchange Server 2003, Enterprise Edition)

Hé diéu hanh (OS) Windows 2003

BO nh& (Memory) 512MB

khéng gian dia (Disk | 200MB trén & dia hé thdng, 500MB trén 6 dia cai dat Exchange.
space)
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Hé théng tap tin (File
System)

Tat ca cac partition ¢co lién qua dén Exchange phai dwoc dinh
dang la NTFS.
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Ngoai yéu cau vé phan clrng ta can phai cai dat thém cac dich vu hé théng nhuw:
- Microsoft .NET Framework.

- Microsoft ASP.NET.

- World Wide Web service.

- Simple Mail Transfer Protocol (SMTP) service.

- Network News Transfer Protocol (NNTP) service.

VI.3. Kiém tra Active directory.

Pé tang tdc qua trinh cai dat Exchange Server ciing nhu dé tranh mot sé 16i khong can thiét ta can
cap nhat cac théng tin vé Forest va Domain trong Active Directory thong qua hai tién ich ForestPrep
va DomainPrep. Active Directory lwu trir di¥ liéu trong ba phan vung.

- Schema partition (phan vung Iwu trir loai object va thudc tinh clia object dwgc lwu trir trong
Active Directory)

- Configuration partition: Phan vung lwu tri¥ théng tin cAu hinh.
- Domain partition: Lwu trir cac déi twong trong domain (Domain Object) nhw Users, Groups,....

- ForestPrep cap nhat thdng tin trong schema partitions, configuration partitions clia Active
Directory.

- DomainPrep cap nhat théng tin trong domain partition:

Dé chay ForestPrep ban phai dang nhap vao hé théng bang tai khoan la thanh vién cia nhém
Schema Admins va Enterprise. Chay DomainPrep ban phai dang nhap vao hé théng béng tai khoan
la thanh vién ctia nhém Domain Admins group méi c6 quyén chay DomainPrep.

Cac budc chay ForestPrep:

Tt Run command line ta truy cap vao thw muc \setup\i386 trén dia CDROM Exchange Server 2003
thuee thi Iénh “D:\setup\i386\setup.exe” /[ForestPrep.

khi hop thoai “Microsoft Exchange Installation Wizard” xuét hién ta chon Next dé tiép tuc.
Tham khao mét sb thong tin Licenses Agreement va chon “I Agree”, chon Next dé tiép tuc.
Chon Next dé tiép tuc qua trinh cho t&i khi hop thoai Finish xuat hién bao hiéu hoan tat qua trinh.

Céac budc chay DomainPrep (twong tw nhw cac buéc clia ForestPrep nhung ta thay ddi tuy chon
trong bwéc dau tién 1a /DomainPrep)

VI.4. Cai dat Microsoft Exchange 2003 Server.

Céac bwéce cai dat:

Tl Run command line ta truy cap vao thw muc \setup\i386 trén dia CDROM Exchange Server 2003
thwc thi Iénh D:\setup\i386\setup.exe

Chon tuy chon | Agree trong hdp thoai Licence Agreement, Chon Next.

Lwa chon cac thanh phén can cai dat trong hép thoai “Component Seclection”, chon Next.
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4% Microsoft Exchange Installation Wizard x|

Component Selection
Select and modify companents ta fit pour custom solution,

Click, i the I=ft column to specify the appropriate action for each component.

Agtion | Component Nams | Curent | Diive | R
Custom ~ Microsoit Exchange B

Install
Install

- Microsoft Exchange Messaging and Collabaration Services
Microsoft Exchange Connector for Lotus Notes

Install
Install
Install

Microsoft Exchange Calendar Connector
- Microsoft Exchange System Management Tools

-

Install b Microzoft Exchange Connectar for Novell Grouptwise
-
b Microsoft Exchange 5.5 Administrator

Foooon

/l [ml
Install Path C:\Program Files\E kchsrvr Lhange Fath...
Drive: C: 314 MB Requested Disk Information

2016 MB Remaining

<Back [ Mewz | cancel |

Hinh 4.8: Lwa chon cac thanh phén cai dat cho Exchange.

Chon loai cai dat trong hop thoai “Installation Type”

- Ta chi dwoc chon mét trong hai tuy chon sau:
- Create a new Exchange Organization: Tao té chirc (Organization) ma&i hoan toan.

- Join or upgrade an existing Exchange 5.5 Organization : khi ta mudn gia nhap vao nhém
Exchange 5.5 Organization hodc khi ta mudn nang cip phién ban Exchange 5.5 thanh
Exchange 2003.

‘;'-j.' Microsoft Exchange Installation Wizard x|

Installation Type
Select an installation type.

The installation type determines whether the Instalation ‘Wizaid adds the server ta an existing Exchangs
55 Organization o creates & new Exchange Organization.

* Create a new Exchangs Drganization

" Join or upgrade an existing Exchange 5.5 Oraanization

Cancel

Hinh 4.9: Chon loai cai dat.

Sau khi ta chon “Create a new Exchange Organization” & bwédc 4, ta phai chi dinh Organization
Name trong hodp thoai Organization Name, chon Next dé tiép tuc.

Hop thoai Installation Summary xuét hién, tiép tuc chon Next dé& bat diu tién trinh cai dat.
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Componant Progiess L
The lobowirg components sie now perforng e schond you hare tslected ' E

+ Micsosh Excharge Formsd Fospus st S
» Mool : b

Miceooh Ewchange Conrector for Lotus Notes
Micsnoft Eechange Connector for Novel Groupiwise
Micsonolt Euchange Calenda Connector

Micsoroh Encharge Syitan Mansgament Todl:

Micsah Escharge 5.5 Adearsstnton

Stopprs e servce SMT P
I

Poedrutalabor Oveial Progess
-

Hinh 4.10: Tién trinh cai dat Exchange.

VII. Cau hinh Microsoft Exchange 2003.

VII.1.Khé&i dong cac dich vu trong Exchange 2003.

Mot sb dich vu lién quan t&i Exchange 2003 Server:

Tén dich vu

Microsoft Exchange Event

Quan ly va theo ddi sw kién cho Exchange.

Microsoft Exchange IMAP4

Cung cép dich vu Internet Message Access Protocol 4
(IMAP4) cho Client.

Microsoft Exchange Information
Store

Quan ly cac thong tin lwu trir cho Exchange nhu: Mailbox
va Public Folder.

Microsoft Exchange Management

Cung cép co ché quan ly Exchange bang cach st dung
Windows Management Instrumentation (WMI).

Microsoft Exchange MTA Stacks

Cung cép dich vu Microsoft Exchange X.400 services
dwoc s dung dé két ndi voi Exchange 5.5 Server théng
qua Connector.

Microsoft Exchange POP3

Cung céap dich vu POP3 cho Client hé tro nhan thw cho
tirng Client.

Microsoft Exchange Routing Engine

Cung cép kién trac va thong tin dinh tuyén cho Exchange
2003 Server.

Microsoft Exchange Site Replication
Service

Cho phép Exchange 2003 cé thé twong tich va déng bo
d liéu véi Exchange 5.5.

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net

551



Cung cép co ché quan sat duy tri va tim kiém moét sé dich
Microsoft Exchange System vu trong Active Directory ( monitoring Services,
Attendant connectors,  defragmenting Exchange  store,
forwarding Active Directory, lookups global catalog
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server).

Hoai_dﬁng_cﬂa_hé_thﬁng_Exchange Ihhl_ thudc vao mét sd dich vu dwgc t6 dam trnng héng trén_ Cac

bwd&c kich hoat dich vu:

Chon Start | Programs | Administrative Tools | Services, sau do nhap d6i vao dich vu can kich hoat,
sau dé chon Startup type: Automatic, chon nut Apply, cudi cung nhip vao nut Start dé khéi dong
dich vu.

Microsoft Exchange POP3 Properties (Local 2lx|

General | Log On | Recavew | Dependencies |

Service name: POP3Swe

Display name

Provides Post Office Pratocol version 3 (FOP3) =

Deseriptir:
e Servcas o cleie, I ths servie i etopped. clerts |

Palh to executzble:
CAWIND OWS system3Zuinetsrviinetinfo.exe

Statupype | Automatic =

Service status;  Stopped

sat | Siop Eause Fesume |

“ou can specily the start parameters that apply when you start the service
from here:

Stan paramsters: |

Hinh 4.11: kh&i dong dich vu Microsoft Exchange POP3.

VII.2. Quan ly tai khoan mail.

VIl.2.1 Tao tai khoan mail.

Mail Exchange si* dung Account cliia hé thdng lam Account Mail, dé tao Account Mail ta thuc hién
cac buwdc sau:

Chon Start | Programs | Microsoft Exchange | Active Directory Users and Computers.
Chon tén Domain, nh4p chuét phai vao dbi twong Users, chon New, tiép tuc chon User.

- Cung cép céac théng tin First name, Initials, Last name cho ngudi ding.

- Tén dang dang nhap cla ngw&i dung (Users logon name:)

New Object - User x|
ﬁ Ciealein  coc.edu/Users
First name: ITieu Dong Mhan Inttals:
Last name: |
Full name [Tieu Dong Hhon

User logon name

[ianhert [@ese.edu =l

User logon name [pre-Windows 2000
||:5|:\ Ildr\hnr\

gk [ Mets | Cancel |

Hinh 4.12: Tao ngu¢i dung.
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Cung cép théng tin mat khiu cho tai khoan.
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New Dbject - User x|

ﬁ Createin:  csc.edu/Users

Passward I nnnnnn

Confim passward; I nnnnnn

I™ User must change password at next logon
W Ugzer cannot change password
¥ Password never expires

™ Aecount is disabled

<Back [ Mets | Cancdl |

Hinh 4.13: Dat mat khau cho ngwoi dung.

Chon Next dé tiép tuc

- Chon Create an Exchange mailbox.

- Tao Alias mail cho ngudi dung trong Exchange trong Textbox Alias:
x|

g Createin:  cec.edu/lUsers I

¥ Create an Exchange mailbox

Alias:
Itdnhon

Server
| TTTH-DHEHTMFirst Adrinistrative Group/NHON =l

Mailbox Store:

¢ Back I Mext > I Cancel |

Hinh 4.14: Tao mailbox cho ngu&i dung.

Chon Next va Finish dé hoan tét.

VII.2.2 Truy cap thudc tinh cua tai khoan mail.

Théng qua viéc tim hiéu thudc tinh cda tirng tai khodn Mail ta cé thé di chuyén hodc x6a mailbox, cap
nhan han ngach mailbox, hiéu chinh mét s théng tin cidu hinh vé moét s tly chon ma Exchange gan
cho tai khoan.

Mot sb Tab thudc tinh cla tai khoan Mail:

Tén Tab thuéc tinh Y nghia

Exchange General Chura cac thudc tinh mailbox Alias, vi tri lwu tri» mailbox, mét sé tuy
chon vé gi¢i han phan phdi thw, gi¢i han kich thwéc Iwu trir mailbox, ...

Email Addresses Chra danh sach céac dia chi mail cta tai khoan duwoc cung cép bdi giao
thire SMTP va cac connector khac.
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Exchange Features Cung cap moét sé tuy chon dé& ngudi quan tri c6 thé chi dinh mot sb
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phwong thirc truy cap Mail cho tai khoan nhuw: Outlook web ac
POP3, IMAP4, Outlook mobie access,....

Exchange Advanced Hiéu chinh mét sb thudc tinh, quyén han vé mailbox.

Exchange general Tab

Cho phép hiéu chinh thuéc tinh mailbox Alias, tri lwu trir mailbox, mét s tuy chon vé gi¢i han phéan
phéi thw, gi¢i han kich thwéc lwu trir mailbox, ...

Member Of I Diakin | Enrvironment | Sessions | Fiemate control
E-mail Addresses | Exchange Features | Exchange ddwanced
General | Address I Account I Profile | Telephones | Organization
Terminal Services Profile | COM+ Exchange General

Alias:

Adrninistrator

Set the maimun message size and specify Delivery Restictions |
the messages accepted by this mailbox. =

Designate delegated permissions and a Delivery Options |
forwarding address. =

Specify the mailbox waming and limit sizes SimaraLites |
and how long to keep deleted items. aey

1]\e I Cancel I Lpply | Help |

Hinh 4.15: thay ddi théng tin Mail cho nguwéi dung.

- Dét gidi han vé phan phdi thw cho ngwdi dung bao gdm:

- Dinh nghta kich thwéc clia thong diép g&i(send message size)

- Dinh nghta kich thwéc cla thong diép nhan (receiving message size)

- Mac dinh khéng gi¢i han nhan thw cho tai khoan (accept message size)
21|

 Sending meszage i
' Maximum KB: I

& s

— Receiving message &

& Usge default limit  Magimum KB: I

— Messzage restriction:

Accept messages:
[~ From sutherticated users only

& From gveryone

" Only from

" From everyone excepk:

Aidd

‘l | LI Bemove
ak. I Cancel | Help |

Hinh 4.16: Gi¢i han phan phéi thw.
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- Chidinh co ché Gy quyén va chuyén Mail cho tai khoan.
- Send on behalf: chon nguoi dung can Gy quyén (nhap chudt vao nat Add, chon tén ngudi dung)
- Forwarding address: Chi dinh dia chi can forward.

- Recipient limits: Chi dinh sb lwgng ngwdi nhan cho tai khoan.

r~ Send on behalt

Grant this permission to

Add
Bemove
4] IO
i~ Forwarding addr
= Mone
" Forward to:
I I adify...

I | Deliver messages to both forwarding address and mailbos

~ Recipient limil

& Use default imit 7 Maimum recipients:

akK I Cancel | Help |

Hinh 4.17: Cac tuy chon trong phan phat thuw.

- Dat gidi han vé kich thwéc ciia mailbox.
- Storage limits: Chi dinh mét sé théng tin can thiét cac thao tac can thiét hd tror gidi han lwu tri
mailbox clia ngwoi dung.
- Delete item retention: Dat mot s tuy chon gitp duy tri hodc x6a mailbox cta tai khoan.
/]

i Starage limit

™ Use mailbox store defaults

When the mailbox size exceeds the indicated amaunt:

¥ lssue waming at (KB) 100
¥ Probibit send at [KBJ 120
¥ Prohibit send and receive at (KB) W

i~ Deleted item retention

I Use mailbox store defaults

Keep deleted items for [days]: n

I™ Do not permanently delete ikems until the store has been

backed up
(0] I Cancel | Help |

Hinh 4.18: Cac tuy chon gi&i han lwu trir thuw.
E-mail addresses Tab

Chtra danh sach cac dia chi Mail cla tai khodn dwoc cung cép bdi giao thirc SMTP va cac connector
khac, théng qua tab nay giup ta cé thé tao alias mail cho tai khoan.
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Administrator Propertias x|
Member Of | Diakin | Enwiorment | Sessions | Remate cantiol
Temminal Services Profile. | COMs | Ewchange Genersl
General | Addiess | Account | Profie | Telephones | Orgarization
E-mail Addresses | Exchange Featres | Exchange Advanced

Each e-mail addiess type has ane defaul reply addiess. To changs the
default, select an entry in the list, and then click Set As Primary.

E-mail addresses;

Type [ Address I
GWISE Exchange.First Administrative Group....
MNOTES A trator /First Administrative Gro_ I%
SMTP Administrator@csc_com

sttp Adrministrstor®ese. edu

smip Administrator@hbe. cse.com

smtp Adminitratorhitech. cso.com

st postmaster@es.com

X400 c=US5 a= ;p=First Organizati.o=Excha._

New | Remove | GescPinay |

[V Autornaticaly update e-mail addiesses based on recipient palicy

ok | cecel | gk | Hep |

Hinh 4.19: E-mail addresses Tab.

Dé tao Alias mail cho tai khoan ta chon nut New tir E-mail Addresses Tab.

New E-mail Address 21x

E-mal address e

Custom Addiess a
400 &ddress _I
Microsoft Mail Address

E;m}@ Internet Address Properties
Maovell Gr

2|

General |

E-mail addiess: [webmaster@ese.com

ok | cencel | tpok | Hen |

Hinh 4.20: E-mail addresses Tab.

Exchange Features Tab

Cung cap moét sb tly chon dé nguwdi quan tri co thé chi dinh mot sé phwong thire truy cap Mail cho tai
khodn nhu: Outlook Web Access, POP3, IMAP4, Outlook Mobie Access,....(tham khao Hinh 4.20)

Member Of | Diakin | Envionment | Sessions | Remote control
Teminal Sevices Prafie | COM+ | Exchange General
Geneial | Addiess | Account | Profie | Telephones | Oiganization
E-mail Addiesses Exchange Features Exchange Advanced
Features | Status ]

~ Mobile Services
=1 Dutiack Moble Access Enabled
{7 User Initisted Synchronization Enabled
[ Upto-date Notfications Enabled
»* Protacols
@ Dullock Web Access Enabled, using protocel defauls
Enabled, using protacal defaults.
7 IMAPS Enabled, using protacal defaults.

[ Propetties.. b Enable X Disable

~Description

Allows the user to aceess the mailbox with 5 POP3 e-mail client

ok | cencel | geok | Heb |

Hinh 4.21: Exchange Features Tab.
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VII.2.3 M6t s6 tac vu vé tai khoan.
Théng qua tac vu Exchange Task ta cé thé xéa mailbox, di chuy&n Mail, x6a thudc tinh Mail, ciu hinh
mét s6 phwong thire truy xut Mail cho tai khoan.

Dé thue thi cac tac vu vé tai khoan ta nhap chuot phai vao tén tai khoan, chon Exchange tasks... xuat
hién man hinh Welcome Exchange tasks wizard, chon Next.

i Exchange Task Wizard x|
Available Tasks
The following is a list of tasks that can be applied ta one or more of the selected
objects. Select the desiied task and press Next
Select a task to perform

[k Delete Maibox
+* Configue Exchange Features
5k Remove Exchange Attibutes

Task D
Move selected mailboxes to a different server

<Back [ Mew> | Concel |

Hinh 4.22: Di chuyén mailbox.

- Sau khi ta loai bd ho&c x6a dia chi Mail cia account ta c6 thé dung Exchange task dé tao Mail
cho tai khoan.
- Dé tao Mail cho tai khoan ta chon tac vu Create Mailbox, chon Next.
=

Available Tasks
The following is @ list of tasks that can be applied to one or more of the selected

objects. Select the desired task and press Mext,

Select a task to perfornic
EC<ec Maibox
3 Establish E-mail Address

=k Remove Exchange Attributss

~Task Description
Create a mailbox for each selected user

cBack [ Me> | Caneel |

Hinh 4.23: Tao mailbox cho tai khoan.

- Tao mailbox cho tai khoan v&i mailbox alias la webmaster.

e Pl Tk Wirard

|
Create Mailbox
Creste malbanes for your wseds 1o ko tham bo ute Exchangs b saed snd M
el =

T ks for the A sednct e I e masdhces

[pebnsiter
Hevver.
[Fitet Dirsnizaon st Advinivtive Gooup VHOST =

Mo Slone:.
[Fist Seceage GroupsMadbon Stere (WHOST) =

560

ek | ey | camel |

Hinh 4.24: Tao mailbox cho tai khoan.
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- Chon Finish dé hoan tat qua trinh.
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VIL.3. Administrative va routing group.

VIL.3.1 Administrative group.

La mot nhém dbi twong ctia Exchange cuing chia sé chung mét sé quyén han nhét dinh nao dé. Théng
qua Administrative group cung cip quyén st dung public folder, dat mot sé chinh sach lwu trir, quén
ly cac mailbox server trong cung site,...

Administrative group chtra cac nhém:

- Routing group: La nhém chra cac connector hd tro tinh néng dinh tuyén thong diép gitra cac
Exchange server.

- System policy : Chi dinh cac chinh sach vé hop thw (mailbox), thw muc dung chung (public
folder).
- Public folder : Thw muc dung chung cho moi ngu®i dung.

& Fxchange System Manager

European Mailbox Store Quotas Properties

Full-Text Indesing (Policyl | Details | Secuiy |
Database [Palicy] Limits (Policy]

[z
e

om0
Wamng message interval

Fiun daily of Midright = Custoriae.
- Deletion setting
Keep deleted items for (days) 15
s for 30

IZ D> not permanently delete mailbaxes and items until the store has
bren backed up

0K | Cancel o |
T

Hinh 4.25: Chi dinh han ngach cho mailbox.

Ta c6 thé s& dung Administrative group dé tao nhém quan ly cho céng ty hodc co qua cé nhiéu chi
nhanh nhdm don gidn hoéa thao tac quan ly trong t6 chirc hodc trong Active Directory, dé tao
administrative group ta nhép chuét phai vao thwv muc Administrative Groups chon New, chon
Administrative group...

21
General | Detaits |
&) Mame: [Trung Tam Bao Tao CNTT HEC Viet Ham

ok | cecel | sk | Hew |

Hinh 4.26: Tao Administrative group.

Sau khi ta tao xong ta can tao cac group nhu: s folder, security group, routing group, sau d6 tao cac
object can thiét khac,....
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i Exchange System Manager iy [
(3, Fle Action View Window |[ysh ‘_ =] [
e BmXERE 2

% First Organization (Exchange) | Trung Tam Tin Hac

F-[2 Global Settings N 0

B Recipients

F-[2 Details Templates
-0 Address Templates
- [ All Address Lists

- [ Al Global Address Lists
F-[21 OFfline Address Lists
E
B
B
=

A Folders
[l system Policies
[l Routing Groups

+- (31 Reclpient Updats Servic
-2 Recipient Policies
-3 Administrative Groups
{3 First Administrative Grot
SR ¥ Tr.ng Tam Tin Hoc
£+ Folders
H = hocvien
L System Polcies
L[ hocvien
= Ruutmg Groups
£-53 hocvien
{11 Connectors
L3 Members
-4 Trung Tam Dao Tao M1
B Tosls
{0 Manitoring and Status
% Message Tracking Cente
{4 Maibox Recovery Cente

K1 — i
[
distart| | (3 @ | ) Active Dirsctory Users a... ||, Exchange system Ma... E 457 PM

Hinh 4.27: Mét sé déi twong trong Administrative group.

VIL.3.2 Routing group.

Routing group 1a mdét nhom cac Exchange Server cé két néi point to point v&i nhau tao nén mét
kién trac truyén thong diép (message topology) dé chi dinh phwong thirc chuyén thw gitva cac
Exchange Server va chuyén thw ra cac td chirc bén ngoai khi c6 yéu cau.

|Rounng Gnoup(_SpOke)| ‘Routmg GnoupfSpOke)|

Hinh 4.28: Kién tric ctia Routing Group.

- Administrative group quan ly cac dbi twong (objects) bao gébm server, routing group, system
policy, public folder.
- Routing group quan ly routing topology hé tro’ tinh nang dinh tuyén thong diép di dén Exchange
Server khac. 263
- Routing group la thanh phan con trong administrative group va né luén luén dwgc tao bén trong
administrative group.
- Trong mét t& chirc, mdt administrative group cé thé chwa tdt cd routing group, cac
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administrative group khac duoc sir dung dé quan ly hoat dong cta Server.
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connector, X.400 connector.

Hinh 4.29: Két nbi cac Mail Server thong qua conectors.

- Céac yéu t6 can quan tam khi tao routing group:

- Dam bao tinh 6n dinh trong két néi mang.

- Bang thong can thiét cho viéc thiét 1ap két ndi on-demain giira cac Server.

- Can dé l1ap lich két ndi gira cac Server.

Routing group s dung cac connector dé két néi cac Exchange Server lai v&i nhau tao n ,
kién trac dinh tuyén théng diép (routing topology), cac connector nay bao gébm: SMTP

B
Exchange
dServer55 =~ |2

- Céan dé diéu khién viéc truyén message co kich thudc Ién (>=10MB).

- Can gi¢i han két ndi cho ting user.

Céc budc dé tao connector két ndi point to point t&i Exchange Server khac.

Nhép chuét phdi vao Connectors, chon Properties, chon tiép SMTP connector hoac X.400

connector

s Exchange System Manager =181
@ Ele Acion Wew Window Help I | =121 ]

Ll =] ol e N

E

4 Address Templates =
- Al Address Lists

(G All Global Address Lists
{23 Offline Address Lists

{4 Redpient Update Services
{2 Recipient Policies

{3 Administrative Groups

—-{Z) First Administrative Group

£ Servers
B-[H vHosT
-2 System Policies
=121 Routing Groups
B4 Australia
~{3 Connectors
3 Merbers
=57 First Routing Group
e s
R .cse.com
87 Commactor For Lotus Mokes (VHOST)
/87 Connector For Novell GroupWise (VHOST;
+-'87 Calendar Connector (YHOST)
-{31 Members
=54 us
F{23 Connectars
3 Merbers

- Yistham
{2 Folders

543 Trung Tam Dao Tao CNTT HBS Viet Ham

7§ Truna Tam Tin Hoe [ _';I
>

Connectars

[ S hitech.csc,com

31 Connector For Lotus Hotes (VHOST)

37 Connector For Movell GroupWwise (YHOST)
31 calendar Connector (YHOST)

Hinh 4.30: Routing group va cac Connector.

Chinh dinh moét sé théng sb sau:
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- Name: Chi dinh tén connector.
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Tuy chon “Use DNS to route to each address space on this connector”: cho phép ta s

DNS dé dinh tuyén cac Mail g&i ra ngoai théng qua SMTP connector.

Tuay chon “Forward all mail through this connector to the following smart host” cho phép chi
dinh may chd mail gateway dé phan phéi thu ra ngoai cho Mail ndi bd, néu ta chi dinh dia chi IP
thi phai chi dinh theo cu phap [192.168.114.201], gia tri nay sé override Ién dia chi smart host
dworc chi dinh trong Delivery tab cia SMTP virtual server properties.

Local bridgeheads: Chi dinh SMTP virtual server tir cac routing group.

Tuy chon “Do not allow public folder referrals” khong cho chuyén public folder qua connector.

215

£ddress Space | Connected Routing Groups | Delivery Restictions |
Content Restictions | Defivers Options | Advanced | Detalle |
[

31

Hame:
@ -

" Use DME to route to each addiess space on this connectar
" Forward all mail thraugh tis conrnecton to the Following smart hosts

igd Remove

I Do not allow public folder referrals:

ok | canesl | seeh | Hes |

Hinh 4.31: Tao conector cho routing group.

VIil.4. Microsoft Outlook Web Access.

Outlook Web Access (OWA) cung cap cho nguwdi dung s dung mail qua trinh duyét Web. OWA hé
tro e-mail, calendar, contact management, server-side rules, spell checking, junk mail
processing,...

VIl.4.1 Kién tric cia OWA.

Mot sb thanh phan clia OWA va cac phwong thire giao tiép gitva Browser va Exchange.

Web Browser g&i yéu cdu HTTP request hodc HTTPS request dén Server thdng qua URL (vi
du: http://server/exchange).

HTTP request sé& dwoc chuyén dén IIS server duoc chi dinh trong dia chi URL. IS Server sé
chuyén yéu cau dén bo xir ly davex.dll s& nhan va x& ly cac incoming request cho Exchange
Application dwgc dang ky trén IIS, tiép theo davex.dll dich cac request va lién hé va&i bé lwu triv
dir lieu (Store) thong qua kénh giao tiép (interprocess communication channel) epoxy dén
HTTP epoxy stub. Vi bd giao tiép trong (interprocess communication) s& dung bdé nhé chung
(share memory) nén epoxy chi cé thé hoat déng khi c& hai IIS va Store processes hoat dong
trén cung mot may. Mdi giao thirc cd riéng mdt epoxy stub chay trong Store process. HTTP
epoxy stub |4y di¥ liéu can thiét tir bd lwu trir Store (exoledb.dll).

OWA c6 thé sir dung ExIFS néu nhw né mudn truy xuét thdng tin ti file di liéu (streaming file).
ExIFS c6 thé g&i di¥ liéu tryc tiép dén Browser.

OWA g&i di¥ liéu theo dinh dang HTML vé cho Web Browser qua giao thirc HTTP.
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Windows Server MTA
Protocaol Stubs

[ | [ [o===

Directory Cache

Exchange IFS

v

@K
Jet
F 3

/S

Hinh 4.32: Kién triic cia OWA.

AXOd3

N VAZARAN

VIl.4.2 Thw muc Iwu trir va Virtual Directory ciia OWA.

Danh sach cac thuw muc cia OWA duoc lwu triv tai \Program Files\ Exchsrvr\Exchweb\

Tén thw muc Chtrc nang

Exchsrvr\Bin Chra céc tap tin thuc thi bén sever-side va cac DLL dé dinh cac default
template cho HTML form.

Exchsrvr\Exchweb\Bin Exwform.dll-handles hiéu chinh dinh dang xt ly.

Exchsrvr\Exchweb\Controls | Lwu trir cac tap tin cé dinh dang .css (cascading style sheets), html
file, client Jscript libraries. Vi du: OWA st dung calendarprint.css dé
xem calendar.

Exchsrvr\Exchweb\img OWA image files.

Exchsrvr\exchweb\help Chtra cac tap tin trgr giup cia OWA.

Exchsrvr\exchweb\views Chura cac XSL style sheet files dwoc st dung dé xay dwng OWA folder
views.

VIl.4.3 Quan tri OWA.

Exchange Application tw dong dwoc thém vao to the IIS default Web site hé tro OWA dé hd tro
Web mail cho nguwoi dung (tham khao Hinh 4.29).

- Mét sé Virtual Directory clia Exchange Server:

- Exchange: La Virtual Directory dé cho phép Browser truy xuat dén mailboxe cia ngui dung.

- Exadmin: 1a thw muc géc lwu triv cac ASP file hd tro co ché quan ly qua trinh hoat dong cua 268

Exchange Server.
- Public: 1a thu muc gbc dé cho phép Browser truy xuat t&i public folder.

- Exchweb: lvu trir doan ma ctia Exchange application.
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- OMA va Microsoft-Server-Active-Sync hé tro cho Exchange Mobile Services.
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| Internet Information Services (115) Manager - 1ol x|

V3 Fle Acion Yew Window Help [T
EEAE EEEEE NI
[E4 nternet Information Services | [ hiame [ path [ Status
=50 WHOST oral computer) Libin CilProgram Filss|ExchsrvrExchitisb. .
) FTP Sikes B c.5.6004.0
-_J Application Pacls ) controls
) e Sites & b
- Defsult Web Sits Bing
@ Exadmin =) s
/@) Exchanae h
0@ _ views
-+ bin
) 6569440
- rontrals
 help
&_J img
) themes
B s | |

145 Mailérchiver
[ '{’ Microsoft-Server-£

(14,50 OMA
g Public
- g tsweb _
T | AdArinSepinke
4] » 4] | |

Hinh 4.33: Exchange Web.

VIl.4.4 Str dung OWA.
DPé stir dung OWA ta phai truy xuat vao duwdng dan URL: http:/1IS-Server/exchange.

Nhap Username va mat khau dang nhap cho mailbox.

Conneck to csc.com il

=

Connecting ko csc.com

User name: Iﬂ tdnhion j J

Password: I TTT]

[ Remember my password

oK I Cancel |

Hinh 4.34: Bang nhap vao OWA.

Chon OK sau d6 sé hiéu thj giao dién Web ctia OWA.
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ZJ Microsoft Outlook Web Access - Microsoft Internet Enplorer (O] x|
Fle Edt Wiew Favortes Tools Help ‘ 2
QBack » )« ] @ G| POsearch Jrravortes @ meda & | (3- o w] - [) @ & H
agdress [€] http/fwaw.car comjexchangsf |l Edeo [Links >
Outlook Web Access 0 L B ]
(] Folders O [ fainew - (B K |GG (E L W @ [ JLogof
= (5 tdnhan N
I 7H chao b.
[ Calendar Subject | ' ‘ Q‘ chao ban
[&] Contacts i tdnhon
(5] Deleted Trems W To: tdnhon
B Drafs i w0l Tue 6/21/2005 4:02 FM <]
= Al ¥
4 Joumal =
_n__I ehie mirmg
N ban 44 ding
{dulohoss nhap thanh
:.‘i;? Calendar cng vao
OWA
&= contacts
=
/] Tasks
) Public Folders
[ Rules
2] options
€] Dore | | meemet Vv

Hinh 4.35: Giao dién str dung OWA cho mailbox.

Truy cap Public folders ciia OWA: tir giao dién OWA cuia mailbox ta chon thw muc Public Folders
- Public Folders chira danh sach cac tai nguyén dung chung cho phép moi nguwdi dung cé thé truy
cap va st dung.

- Théng qua Public Folder nay cho phép cac user ciing c6 thé chia sé tai nguyén cta minh bang
cach g&i di liéu qua phwong thirc post.

ZJ Microsoft Outlook Web Access - Microsoft Internet Explorer _1al x|
Fle Edt Vew Favorkes Tools Help | 7

QBack + )« [ @ G| Psearch JrFavories @ Media &) | (1- ] - @E B
agdress [{€] http/fwaw.csc comipublic] =l EJso |unks >

Log off

&Attachments can
conkain viruses
that may harm

% hvo1 Tue 6/21,/2005 4:1... your computer,
0 Attachments may
not display
%) Administrator Mon 6/13/2005 4:... + correctly,
0 Conversation:

attachments: [
Mo

il | ol
|&] pone [0 | |4 mkemet 7

Hinh 4.36: Truy cap Public Folders.

Post mot E-mail vao Public Folders: T giao dién Public Folders ta chon biéu twong New, sau dé ta
nhap chd dé can Post, chon nut Attachments dé thém tai nguyén dinh kém, tiép theo ta nhap chudt
vao biéu twong Post.
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/3 http:/ /vewsw.csc.com - Untitled — Post - Microsoft Internet E

-0l x|

eSJPost‘-j |7 o & |@Help

Post Ta: Internet Mewsgroups

Conversation: Gido krinh d&y

Subject: Gido trinh day

) temp doc(7KE)

[uormal =] 4 arial Zlu-lA B I OU===: =& :=

[& [ [ [ mternet 7

Hinh 4.37: Post tai nguyén vao Public Folders.

VIL.5.Thiét 1ap mét sé luat phan phéi message.

VIL.5.1 Thiét 1ap bo loc thw.

Muc dich cla viéc thiét Iap bo loc thw 1a gi¢i han viéc g&i nhan thuw moét sb ngudi dung va két nbi. dé

thiét 1ap bd loc nhap dbi chuét vao thw muc Global settings, sau d6 nhap chudt phai vao Message
Delivery,

Message Delivery Properties

Cannect tion Filtering |
Garaial ]

= =" Message Delivery

Recipient Filtering
Defalts

2=l

Dretails

Sender Filtering

QK I Cancel

Help

Hinh 4.38: Message delivery.

Connection Filtering:

Ngan mét sb két ndi dich vu dwa vao tén mién ctia nha cung cép dich vy (tham khéo hinh 4.37).

Cho phép ho&c cdm host truy xuat vao Mail Server thong qua tuy chon Global Accept and Deny

List Configuration.
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Message Delivery P x|
General | Defaults | Sender Filtering |
B UEN] Connection Filtering Rule x|

r~Block List Service T Display Name

Fule | test

DS Suffix of Provider

/1. |

Custom Error Message to Return
(default error message will be used if left blank):

Add Return Status Code from Provider Service:
o Canfigure the return status code received from the provider service
to provide a match For this connection filter rule, IF you choose nat ta

configure this by default the "match filter rule ko any return code”

Configure an e4¢eD | oion il be used,

service lules.

~ Global Accept and [ Return Status Code. .

Carfigurs IP sddes ™ pisape this e
denying e-mail from !

oK I Cancel I Help |

1] % I Cancel I Apply | Help | |

Hinh 4.39: Thiét lapluat cho connection.

- Recipient Filtering: CAm moét s nguwdi dung g&i vao mét dia chi nao dé dwoc mé ta trong
textbox Recipients(tham khao Hinh 4.38)

Message Delivery P I 21x|
General | Defaults | Sender Fitering |
Connection Filtering Fiecipient Filtering | Details |

Block messages that are sent to the following recipients.

Fiecipients
Add Recipient x|
Becipient
I
Add Edt Remove |

[ Eilter recipients whao are nat in the Directory

ok | caneel | il | Hep |

Hinh 4.40: Gi&i han dia chi nguwi nhan.
- Sender Filtering: CAm moét sb ngudi dung g&i t¢i dia chi mail nao d6 dwoc mé ta trong textbox
Senders.
- Archive filrered messages: Lwu trir cac filter message.
- Filter messages with blank sender: Loc message ma khong chira dia chi nguwoi géi.
- Drop connection if address matches filter: Hiy két néi khi message thda bé loc.

- Accept messages without notifying sender of filtering: Loc message ma khéng can théng bao
dén nguoi goi.

573
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Connection Filkering I Recipient Filtering | Details |
General | Defaults Sender Filtering

Block messages that claim to be from the following senders.
Senders:

x

Sender:

[abe@yahon.com

Cancel

Add... | Edit Femove |

W Airchive fitered messages
¥ Filter messages with blank sender
I Diop connection if address matches fter

[V Accept messages without notifving sender of filtering

aK | Cancel | Apply I Help |

Hinh 4.41: Gi¢i han nguoi goéi.

VII.5.2 Str dung mail thong qua dién thoai di dong.
Exchange tich hop Mobie services d& cho phép nguwdi dung c6 thé dung phwong tién di dong dé
check mail (tham khao Hinh 4.40)

- Exchange ActiveAsync: Cho phép mot sé co ché déng bo khi sir dung thiét bi mobie dé truy xuét
Exchange server.

- Outlook Mobie Access: Cho phép thiét bj di ddng truy cap mail théng qua Web s&r dung Outlook
Mobie Access (OMA), cac thiét bi di dong cé thé truy xuadt Mail théng qua dia chi
http://mailhost/OMA.

"= Enchange System Manager =181 %]
) Fle Action Yiew Window Help S ‘ ;Iglﬂ
A A |
[ First Orgarization (Exchange) ;l | Mobile Services
(=4 Global Settings — = ! =

@) Internet Mossage Formats ISR S AL T ] 21|

- Message Delivery
&4 Mabile Services
=) Recipients -
{23 Detais Templates ’a@} Mobils Services
{2 Address Templates

42 A Address Lists
(2 Al Global Address Lists —~ Exchange ActiveSync
{24 Offline Address Lists
0 v svoseones | SR
= Administrative Graups ¥ Enable notifications to user specified SMTP addresses
=140 First Administrative Group
= Servers

General | Details |

J¥ Enabie user mitiated synchronizatiory

~ Outiook Mobile &

£ vHosT
-1 queues ¥ Enable Outlock Mabile Access
£ First Storage Gro [¥ Enable unsupported devices

Bl Mailbos: Store

[=-1&5 Public Folder
Lo Logons

.23 Public Fol

{1 Public Fol

L3 Replicatic

{2 Ful-Text

(=490 Recovery Storag

1) Mailbos: Store
=] J.E;Aj?tutu\s 0K I Cancel Bpply Help

Hinh 4.42: Mobie services.

VI1.5.3 Relay mail.

. 574
Relay mail Ia ky thuat chap nhan x& ly Mail cho mét host/subnet/domain nao d6 gé&i Mail vao SMTP

Virtual Server noi bd, s& di SMTP Virtual Server dinh nghia relay mail dé& phong chéng nhirng
sparm mail khdng can thiét tr bén ngoai g&i dén Mail Server noi bo. mot sb bwéc cau hinh relay
mail.
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Nhép chuét phai vao Default SMTP Virtual Server chon thudc tinh Properties.
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S
%, Ele  action  wew window Help | 21|
S R AEIEE |
-1 Recipients "] | Public Folder Stare (vHOST)
{23 Details Templates e
{23 Address Templates
[ ANl Address Lists
[} Al Global Address Lists
{2 OFfiine Address Lists
{23 Recipient Updats Services
{23 Recipient Policies
(1 [ Adwinistrative Groups
D First Administrative Group
2 servers
B wHosT
14 Queues
1) First Storage Grai
4 Mailbox Stare
£ Public Folder
= Recovery Storage
3 Protocels Hew Window from Here
3 HTTP ——
23 TMAP4 =i
£ WP Refresh
-1 POP3
© EclL Default Pt
£ SMTP
: - I
Lo xa00
2 System Policies
{31 Routing Groups

4 Folders 52
< | >

Hinh 4.43: C4u hinh relay mail cho SMTP Server.

¥ Logons
[ Public Folder Instances
[ Fublic Folders

[ Replication Status

A Ful-Text Indexing

o}

Properties

Hely

Chon Access Tab, chon tiép nat Relay... xuat hién hop thoai Relay Restrictions, mét sé tly chon cla
hop thoai.

- Only the list below: Chi cho phép relay cho cac host, subnet, domain duwgc mé ta trong textbox
Computers.

- All accept the list below: Cho phép relay cho tat ca cac host khac ngoai trir cac host. Subnet,
domain.

Relay RRstrictions x|

Select which computer may relay though this vitual server.
& (i the st Belon
Al except the list below

Computers:

Access I sddress (Mask] ¢ Domain Name

Add Bemove

I¥ Allow all computers which successfully authenticate ta relay, regardless
of the list above.

Girent o deny relay permissions to specific ussrs or Users
grovps, =
Ok | Cencel | Heb |

Hinh 4.44: Chi dinh relay mai.

Ta sé chon tuy chon “Only the list below”, sau d6 chi dinh cac host/subnet/domain cho phép relay.

- Single computer: Relay cho host.
- Group of computers: Relay cho subnet.

- Domain: Relay cho domain.
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Relay Restrictiol i ﬂl
Select which computer may re x|
£ Ol the list below Add one of the following to the ist.

© tllesosptthelistbelon € Single computer

Computers IF addiess:

Aocess 1P | . DS Lookup..,
' Group of computers
Subnet address: Subnet mask:
172,29 14 128 266, 265 . 265 . 124
" Domain
ame:
Add.. Hemoue I
™ Allow all camputers which
of the list above:
Grant or deny relay permissian: Ok I Cancel Help
aroups.
ok | cancel | Hen |

Hinh 4.45: Chi dinh Relay cho subnet ndi bd.

Chon nut OK dé hoan tat qua trinh

VII.5.4 Chi dinh smart host.

Khi SMTP Server nhan thw né sé kiém tra xem dia chi ctia ngu®i nhan la dia chi thuéc domain trong
hay domain ngoai, néu dia chi nguw®i nhan nam ngoai domain ndi bd thi SMTP sé& phan phbi dén
smart host hodc chuyén thw truc tiép dén Mail Server quan ly Mail cia ngwdi nhan dwa vao MX
record thong qua DNS Server. Ta luvu y rang trong Exchange Server cé cung cap co ché chuyén Mail
ra ngoai qua connectors trong routing group, néu ca hai théng tin connector va smart host duwoc
céu hinh thi Mail Server sé& wu tién chuyén Mail dén connector xt ly. Déi khi thao tac chi dinh smart
host cho mail ciing cé thé duwoc goi thao tac chi dinh Mail Gateway.

Cac budc chi dinh smart host:
Nhép chuét phai vao Default SMTP Virtual Server chon thudc tinh Properties.

Chon Delivery Tab, sau d6 chon nut Advanced... xuat hién hop thoai Advanced Delivery.

oefouk e 21x

~ oo LT [y |
Advanced Delivery ZI
Maximum hop count:

20

Masquerade domain:

Fully-qualified domain name:

Ivhosl.csc.com Check DNG

Smart host;

[~ Perform reverse DMS lookup an incoming messages

Configure extemal DNS Servers: Configure.

Ok I Cancel | Help |

Ok I Cancel | Apply | Help I

577
Hinh 4.46: Chi dinh smart host cho Mail Server.

Ta chi dinh dia chi Smart host cho Mail Server trong textbox smart host, sau dé chon niut OK dé
hoan tat qua trinh.
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VII.5.5 Binh kich thwéc ciia message.
Mac dinh SMTP khong gi¢i han kich thwédc clia message khi g&i ra ngoai, viéc gi¢i han kich thwéc cla
mbi message giup cho Mail Server khéng qué tai khi x&r ly, cling nhw qué tai trong qua trinh phan
phéi. Dé chi dinh kich thudc ti da dwoc phép géi ra ngoai mang ta thwe hién cac thao tac sau:

Nh&p chudt phai vao Default SMTP Virtual Server chon thudc tinh Properties.

Chon Message Tab, sau d6 ta Check vao muc chon “Limit message size to (KB):” dé chi dinh kich
thwéc clia message.

General | Access Messages | Dalivery |
Specify the follawing messaging information,
¥ Limit message size to [KE]
[¥ Limit session size to (KB W
¥ Limit mumber of messages per connection to: |2U—

IV Limit urnber of recipients per message to: £4000

Send copy of Non-Delivery Report ta;

Badmail directory:

IC:\Proglam Files\ExchsrvrMailiootiwsi 148 adMail Browse

Bueue diectory:

IC:\Proglam Files\ExchsrviM ailiootiwsi 140ueus Browse.

Fomward all mail with uniesolved recipients ta host:

aK I Cancel | Apply | Help |

Hinh 4.47: Gi&i han kich thwédc clia sending message.

Chon nut OK dé hoan tat qua trinh.

VIl.6.Public Folder.

Public folders |a thw muc chra cac théng tin dung chung. Théng tin nay thuwdng la cac E-mail cé
chra cac multimedia clips, text documents, spreadsheets... Nguwdi dung cé thé st dung chuong
trinh Outlook 2000, Internet mail clients, newsreaders, va Web browsers, dé truy xuat Public
Folder nay.

VII.6.1 Cac thanh phan trong Public Folders.

Public Folder cung cép hai thanh phan chinh: Public folder hierarchy va public folder content
(Tham khao hinh 4.43). Public folder hierarchy Iwu trir cac Folder theo dang cay thw muc. Public
Folder Content lwu tri ndi dung cla thw muc bao gbm messages, attachment, contact object,
document.
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Hierarchy

1. Client xac dinh vi tri cia Public Folder
can truy xuat.

i

Public Folders

All Public Folders

R

2. Khi User md' Public Folder thi Client mai
thuc suyf két ndi tdi Public Folder Content
d@ 13y ndi dung.

e
Exchange 2003 Server

Hinh 4.48: Cac thanh phan cia Public Folder.

Nguwéi dung cé thé s dung dia chi URL http://mail_host/Public dé truy xuét vao Public Folder, mic
dinh hé théng cé cung cap sén thw muc Internet Newsgroups trong Public Folder. Moi ngwdi dung

cé thé g&i (Post) théng tin clia minh 1én Public Folder.

VII.6.2 Quan ly Public Folder.

Tao moi Public Folder :

- Chon Folders tir Exchange System Manager, Nhap
chon New, chon Public Folder...

- Chi dinh Folder Name va Public Folder description.

Gieneral | Rephestor | Lents | Dainie |

Ll o

chuét phai vao thw muc Public Folders

1k

Pt
F

Pybi: ke dhascrplunt

[‘Iuk;}—‘

W [

[on ] cacs | mesw

(|

Hinh 4.49: Tao Public Folder.

Quan ly thudc tinh ctia Public Folder

Théng qua viéc quan ly thudc tinh cia Public Folder ta c6 thé chi dinh gi&i han lwu trir, ddng bd dir
liéu (replicate), cung cAp quyén truy xuét cho ngwdi dung truy xuét Public Folder,...Dé truy xut thudc

tinh cGia Public Folder ta nhAp chu6t phai vao tén thw muc chon Properties.

- General Tab: M6 ta théng tin chung vé Public Folder.

579

- Replication Tab: Chi dinh mét sb thong tin giip Public Folder nhan ban di¥ liéu lwu trir trong mot

sb storage group.
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- Replication content to these Public stores: Chi dinh b6 Iwu trir cho Public Folder.

580
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Public Folder Replication Interval: Chi dinh lich biéu nhan ban cho Public Folder, ma
Public Folder dwoc lwu triv tai First Storage Group ctia Mail Server
Replication Message Priority: Chi dinh d6 wu tién cho qua trinh nhan ban.

General  Replication | Limits | Details | Permissians |

Replicate content to these public stares:

Mame | Storage Group. | Server |
Public: Folder Store (MHON) - First Storage Gro... NHON

Agdd... Femove
Puplic folder replication interval:

[Use public store schedule | Custamize...

Replication message raceived:

Replication meszage priority:
Mot Urgent =l

ok | cencel | el || Hem |

Hinh 4.50: Replication Public Folder.

Limits Tab: Chi dinh gi¢i han dung Iwong Iwu trir cho Public Folder:
Use public store defaults: Dinh kich thwéc mac dinh do hé théng chi dinh.
Issue Warning at(KB): Dinh kich thwéc canh bao.

Prohibit post at(KB): khong dugc phép post Ién Public Folder khi kich thwéc dat ngwdng chi
dinh,

Maximum item size(KB): Kich thwéc clla mét item khi post.
Delete setting: Chi dinh th&i han xéa dung lwong trong Public Folder.
Age limit: Chi dinh th&i han replication di¥ liéu trong Public Folder.

Internet Newsgroups Properties ﬂi‘

Generall Replication  Limits IDetaiIs' Perrmssiansl

r— Storage limi
™" Lz publ stors defaule
Iv lssue warning at (KE) IW
¥ Prokibit post at [KE]: IW
[V Masimum item size [KB): IW

i~ Dieletion setting:

Iv Uge public store defaults

Keep deleted items for [daps), I

—Age limit

" Use public store defaults

Age limit for replicas [days): I7

[used if the public folder store does not have an age limit]

ak. I Cahcel | Apply | Help |

1
Hinh 4.51: Gi&i han dung lvgng lwu trlr cho Public Folder. °8

Details Tab: Chi dinh mot s6 mé ta khi can thiét.

Permission Tab: Chi dinh quyén han cho nguw®i dung truy xuét vao Public Folder va quyén han
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clia ngu&i quan ly Public Folder. (Tham khao Hinh 4.47 )

582
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Client Permission: Chi dinh nguwoi dung duwoc quyén truy xuat vao Public Folder, cac'Tg
dung nay duwoc chi dinh quyén han cu thé trong muc chon Roles, mac dinh Public Folder cho
phép moi ngudi truy xuat thdng qua Username ctia minh hodc théng qua Anonymous user.

Administrator Right: Chi dinh quyén han ctia ngwdi quan ly Public Folder.

Mame: Role: 21|

Add ns |

fiemerey Client permissiors... I
Properties.
Direstary rights..
i fights...

Ananymaus Custom

Boles =

Dwiner -
IV CreatdPublishing Editor e
E citor

¥ Read ritact
Cciees Nhélr:‘gdmngAulhur I
Edt mei,, i s
" Mone ™ Nore
& Dwn © Own
ol Al

o | Cancel | Hen |

| 0K [ Cawcel | Aoy | Hep |

Hinh 4.52: Thay dbi thudc tinh ctia Public Folder.

VII.7.Mébt sé thao tac quan ly Exchange server.

VIL.7.1 Lap chinh sach nhan thuw.

Recipient policies |a tap hop cac chinh sach va luat ap dat trén tat cad cac mailbox ctia ngudi dung
bao gébm g&i thong bao dén ngudi dung khi xt ly thw, d&t cac luat di chuyén va xéa thw clia nguoi
dung...

M6t s chirc nang chinh trong Recipient policies:
D&t mot sé chinh sach vé xt ly trén mailbox.
Chi dinh tén domain cho phép SMTP virtual server nhan va x& ly thw théng qua SMTP E-mail.

DPé thay dbi mot s6 chinh sach nhan thu ta nhip déi chudt vao default policy trong thu muc
recipient policies (tham khao hinh 3.30)

Trong E-mail Addresses (policy) chira mét sé luat duwoc hé thdng tao sdn nhw dang “SMTP
@csc.com” dé chi dinh SMTP chép nhan x{ ly incoming mail cho mién csc.com.

Nut New dé chi dinh cac luat méi can thém vao Generation rules.
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*& Exchange System Manager \ Default Policy Properties
4 Ele  Action View Window  Help

e+ |aE] |2
%3 First Organization (Exchange «
{2 Global Settings

A2y Inkernet Message Fo

Malbc: Manager Settings [Policy) |
General

Reecipient Polcizs

Generation rules:
Hame

Details

E-Mail Addrasses [Paiicy)

21
|

Type [ Address

A5 Default Palicy GWISE

3 Message Delivery

&) Mabile Services NOTES
1 Retipients

SMTP @csc.com

Exchange.First Administrative Group.&m
td/First Administiative Group/First Organi.

20 Dekalls Templates
0 Address Tenplates
] Al Acddbess Lists
-] Al Global Address Lis

- DeFault Glabal Ac

[0 OFfine Address Lists
-~ Recpient Update Sei
- Redplent Polides
- Administrative Groups

-0 First Administrative ¢
) Trung Tam Dao Tao
D) Trung Tam TinH

Ex400

<

c=US:a= :p=First Organizati;o=Exchange:

New. | Eo

| Remoe |

121

Cac budc tao mot SMTP E-mail:

Setas Primey |

T Hinh 4.28 ta chon New dé tao SMTP E-mail.

o1

Cancel |

O |

New E-mail Address

E-mail address type:

Custarn Address

Hinh 4.53: E-mail Addresses (policy) Tab.

X400 Address

3

Microzoft Mail &ddress
SMTP Address
coeMail Add
Latus Motes Address
Movell GroupiwWize Address

Help

o
|

Chon Ok dé tiép tuc.

Hinh 4.54: Tao E-mail cho SMTP.

Chi dinh dia chi mail @domain_name dé cho phép SMTP nhan va x& ly Mail cho domain nay.
Chon nut Apply va chon OK dé hoan tat qua trinh tao SMTP E-mail address.
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SMTP Address Properties 21|

General |

ﬁs SMTP Address

Type:
IEMTF

Address
|@hhc csc.con|

[V This Exchange Drganization is jesponsible for all mail delivery to this
address.

ok | cemcel | fopw | Hen |

Hinh 4.55: Tao E-mail cho SMTP.

2«

Chon muc luat c6 dong moé ta “SMTP @hbc.csc.com”.

Mailbox Manager Setings (Folicy] | Dictails |
Gieneral E-Mail Addresses (Policy)
Generation rules
Type | Address
GWISE Exchange.First Administrative Group.tm
NOTES &d/First Administrative Group/First Organi...
SHMTP @csc.com
sip @hbs n
X400 -p=First Drganizati;o=Exchange;
gl [ 2]

New. |  Edt. | Bemove | SetasPimay |

0k | cencel | aph | hen |

Hinh 4.56: Tao E-mail cho SMTP.

Nhap chuét phai vao Default Policy chon Apply this policy now... d& ap dét luat vao hé théng.

Thiét 1ap luat quan ly mailbox: dé thiét Iap luat quan ly mailbox ta nhap déi chuét vao default policy
chon Mailbox manager settings (policy) Tab

When processing a mailbox: Cho phép ta chon ché dé x ly khi mailbox ctia ngudi dung khi né
dat gi¢di han lwu trir trong th&i han mac dinh 1a 30 ngay, véi dung lwong mac dinh 1a 1M thi sé:
Generation report only: G&i thong bao cho ngwoi dung véi théng diép duwoc chi dinh trong nuat
Message.

Move to Deleted Items folder: Ty dong Chuyén thw dén thv muc Deleted.

Move to System Cleanup folders: Tw dong chuyén thw dén thu muc System Cleanup.

Delete Immediately: X6a ngay lap tirc.
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Default Policy Properties x|

General | E-Mail Addresses (Policy] |
Mailbox Manager Settings (Palicy] | Details

when processing & mailbox:

Delete Immediately j

[Move to Deleted ltems folder

Move ta System Cleanup folders

Delete Immediately

Inbox a0 1024

Sent ltems el 1024

Calendar 0 1024

Tasks a0 1024

Joumal a0 1024

Cortacts a0 1024

Notes a0 1024

Deleted ltems il 1024

System Cleanup 0 1024 =l
Add.. | Edit. Hemove: |

¥ Send notification mail o user after processing Message
I™ Exclude specific message classes: Customize...

0Kk | Concel | geok | Hem |

Hinh 4.57: Bat luat quan ly mailbox.

VII.7.2 Quan ly Storage group.

Storage group con goi la bd Iwu trir thong tin, né lwu trir mailbox va Public Folder cia hé théng:
Mailbox Stores cho phép quén ly theo déi bd Iwu trir mailbox ctia hé théng.

Public Folder Stores cho phép quan ly va theo déi b Iwu trir Public Folder.

- Mét sb thudc tinh chinh cia Mailbox Store.

- General Tab.

- Default public store: Thw muc lwu trir public store.

- Default Offline Address list: maibox dwoc xem nhuw Offline address.

- Archive all message sent or received by mailbox on this store: Chi dinh phwong thirc ghi nhan
thw g&i ra hodc gé&i vao bang cach chép ban sao cliia cac thw nay cho administrator.

Mailbox Store (NHON) Properties i |
Details | Palicies | Securty |
Goneisl | Databsse | Limits | FulTestindesing

_)j Mailbar Store [MHON)

Default public store
[FNHOHFist Storage GiouphPbic Folder Store (NHON]  Browse.

Dffline address list:

IDelauIl Offline Address List Browse.

IV Acchive all messages sert of recsived by mailbaxes on this stars

IAdm\nisAralm

IV Ciierts support SAMIME signatures

™ Display plain text messages in a fixed-sized font

ok | Cacd | amy | Hep |

Hinh 4.58: Mailbox Store.

- Database Tab: Chi dinh thw muc tap tin Iwu trlr mailbox clia ngwoi dung (tham khao hinh 4.33).

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net

586



Mailbox Store (NHON) Properties E 2l

Details | Policies | Secuily |
General Databsse | Limte | Ful-TestIndesing

Brawse.
Browss.
Customize

Eschangs database:

[F=+Progiam Fies\E rcherurimdbdatatpit T edb

Esichange streaming database
[Es\Program Fies Erchirimdbdatatom.stm

Maintenance interval

F un daily from 100040 to 5:00 Abd

Time of last full backup

|ms type of backup was never performed.

Titme of ast incremental backup:

|ms type of backup was never performed.

I~ Do not mount this store at startup

I™ This database can be ovenwiitten by & restore

0K | Concd | gook | Hen |

Hinh 4.59: Mailbox Database.
- Public Folder Stores.

Cung cip mot sb thao tac theo ddi, quan ly public folder ciia hé théng cling nhu mét sé di¥ liéu do
nguw¢i dung tao ra, trang thai nhan ban cta public folder,...

- Logons: Hién thi mét sé nguoi dung dang st dung public folder.

- Public Folder Instances: Chra cac public folder dang st dung.

- Public Folders: Chira tat ca cac public folder c6 sén trong hé thdng.

- Replication Status: Chira trang thai nhan ban cta public folder.

i Exchange System Manager E =10l x|
@ Ble 4ction Vew window elp | =lgix

e = = e

% TTTH-DHKHTM (Exchange) ~] | Public Folder Stare (HHON)

[ Global Settings
-3 Recipients
=-E3 Servers

First Storage Group
' Mailbox Store (NHON)

Name:

| Logons

| Public Folder Instances
1 Public Folders

| Replication Status

[ Full-Text Tndexing

-4 Logons

- Mailboxes

-3 Full-Text Indexing
25 Public Folder Store (NHON)
-4 Logons

~{4 Public Folder Instances
{23 Public Folders

-{1 Replication Status
-3 Full-Text Indexing

E {4 Protocols =
a iy : LI_I

Hinh 4.60: Public Folder Store.

VII. Mét sé tién ich can thiét cia Exchange Server.

VIilA. GFIl MailEssentials.
GFI MailEssentials duoc td chirc GFI Software Ltd. phat phat trién nham tich hop thém mét sé cong

cu hd tror céng tac quan tri Mail Server.

- Mot s6 dac diém clia GFI MailEssentials:

- Anti spam: Cung cip moét sb co ché chéng sparm mail.

- Company-wide disclaimer/footer text: Pwoc st dung dé thém moét sb thdng tin chuan (standard
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corporate message) cho outgoing mail.
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Mail archiving to a database: cho phép nhan tat ca cac inbound va outbound Internet
ta c6 thé theo ddi hoac backup tat ca cac E-mail nay.

Reporting: Cho phép ta c6 thé thdng ké hién trang st dung Mail ciia hé thdng

Personalized server-based auto replies with tracking number: Cung cép ky thuat tw déng
reply message.

POP3 downloader: Mot s6 Mail Servers nhuw Exchange Server va Lotus Notes, khong thé
download mail tir POP3 mailboxes. GFI MailEssentials cung c4p tién ich nay dé cé thé chuyén

Mail va phan phéi Mail tr POP3 mailboxes t&i mailbox server ndi bo.

- Mail monitoring: cung cip moét sé co ché giup theo déi va giam sat hé théng.

VIill.2.

: 18]
B Fie  window Help | =211
e =+ | [2
(L1 Console Root Tkem |
B GF1 praissentials Sender Policy Framework
=% 2 vhitelist
@ Sender Policy Framework lerecmw Harvesting
-2 whitelst . B Custom Blacklist
m Directory Harvesting gﬁayesian finalysis
~[@ Custom Blacklist Qi}DNS Slackist
q ] acklists
Bayesian Analysis
% DS Blacklists iSpam URI Realtime Blocklist
Spam URI Realtime Blocklists g; Headet Checking
-1 Header Checking (%‘Keyword Checking
@ Keyword Checking (1 Hew Senders
B Mew Senders
=% Email Management
- List Server
I3 Disclaimers
(-5 Mail Archiving
Mail Monikaring
-4 Auto-Repliss
Reporting
{2 Genersl
% POPZExchange
K

Hinh 4.61: GFIl MailEssentials.

GFI MailSecurity.

GFI MailEssentials duwoc t6 chirc GFI Software Ltd. phat phat trién, GFI MailEssentials tich hop mot
sb cong cu bao mat nhw: Content checking, Attachment Checking, Virus Scanning Engine, Trojan
and Executables Scanner,....GFIl MailSecurity c6 thé dwoc cai dét trong hai mode: the Exchange 2000
VS APl mode hoac SMTP gateway mode. Exchange 2000 VS API dugc cai dat va tich hop chung véi
Exchange Server 2000. SMTP gateway mode thuwdng dwoc cai dat trong mang ngoai vi (perimeter of the
network) dung lam mail gateway cho cac mail host khac.

Mot sb dac diém chinh cia GFI MailSecurity:

Kiém tra va loc néi dung thw (Email Content checking/filtering)

Cung cép bd phan tich néi dung thw (Email exploit detection engine)

Tw dong loai bé cac HTML Scripts (Automatic removal of HTML scripts)
Tw dong co lap cac virus macros trong cac tai liéu vé Microsoft Word.

Cung cép nhiéu co ché scanning virus cho hé théng (Virus checking using multiple virus
engines)

Trojan Executable scanner.
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Eile Action Wiew Help

= | Bm B2

(1 Console Root
=B

Yirus Scanning Engines
E-mail Exploit Engine

@ Trojan & Executable Scanner
1] HTML Threat Engine

ﬁ Decompression Engine

|§| Quarantine Options

|| Logging
M) Matification Templates

=) General

tai di

GFI Conkent Security

Option

@Content Checking

% Attachment Checking
%\u‘irus Scanning Engines
E-mail Exploit Engine
Q.Trojan & Executable Scanner
(HIHTML Threat Engine
ﬂDecumpress\un Engine

é Quarantine Options
Lnggmg

NotiFicat\on Templates

lgGensral

4

Hinh 4.62: GFI MailSecurity.
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Tom tat

Ly thuyét 8 tiét - Thwc hanh 16 tiét

Muc tiéu

Két thuc bai hoc nay giup
cho hoc vién co6 thé t6
chirc va trién khai mot
Proxy Server phuc vu chia
s& va quan ly két ndi
Internet cla cac may
tram, dong thdi hoc vién
cling co6 thé xay dwng mot
hé théng Firewall dé& bao
vé hé thdng mang cuc bd
cla minh.

Cac muc chinh

I. Firewall
Il. Gidi thiéu ISA 2004

I1I. Dat diém cla ISA 2004.

IV. Cai dat ISA 2004.
V. C&u hinh ISA Server

DICH VU PROXY

Bai tap bat
budc
Dwa vao bai
tap moén Dich

vu mang
Windows
2003.

Bai

SETRETNEN
thém
Dwa vao bai
tap moén Dich

vu mang
Windows
2003.
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l. Firewall.

Internet 18 mot hé théng mé, dé 1a diém manh va ciing 1a diém yéu cta né. Chinh diém yéu nay lam
giam kha nang bao mat théng tin ndi bd cia hé théng. Néu chi 1a mang LAN thi khéng c6 van dé gi,
nhwng khi da két néi Internet thi phat sinh nhirng van dé hét sirc quan trong trong viéc quan ly cac tai
nguyén quy gia - ngudn théng tin - nhw ché dé bao vé chdng viéc truy cap bat hop phap trong khi van
cho phép nguoi duoc Gy nhiém st dung cac ngudn théng tin ma ho dwoc cap quyén, va phwong phap
chéng ro ri théng tin trén cac mang truyén div liéu cong cong (Public Data Communication Network).

1. Gi&i thiéu vé Firewall.

Thuat ng firewall c6 ngudn gbc tlr mot ky thuat thiét ké trong xay dwng dé ngan chan, han ché héa
hoan. Trong cdng nghé théng tin, firewall la mét ky thuat dwoc tich hgp vao hé théng mang dé chéng
lai viéc truy cap trai phép, bao vé cac nguén tai nguyén ciing nhw han ché sy xam nhap vao hé théng
cia mét sb théng tin khac khéng mong muébn. Cu thé hon, c6 thé hiéu firewall Ia mét co ché bao vé
gilha mang tin twéng (trusted network), vi du mang intranet n6i bg, v&i cac mang khong tin twédng ma
thong thuwong la Internet. V& mat vat ly, firewall bao gdm mét hodc nhiéu hé thédng may chi két nbi voi
b6 dinh tuyén (Router) hoac c6 chirc nang Router. Vé& mat chirc nang, firewall c6 nhiém vu:

- Té&t ca cac trao dbi di¥ liéu tlr trong ra ngoai va ngwoc lai déu phai thue hién théng qua firewall.

- Chi ¢6 nhirng trao ddi dwoc cho phép bdi hé théng mang noi bd (trusted network) méi dwoc
quyén lwu thdng qua firewall.

- Céac phan mém quan ly an ninh chay trén hé théng may chi bao gbém :

Quan ly xac thuc (Authentication): c6 chirc ndng ngan can truy cap trai phép vao hé thébng mang noi
bod. Mbi ngudi str dung mudn truy cap hop 1& phai cé mot tai khoan (account) bao gdbm mét tén ngudi
dung (username) va mat khau (password).

Quan ly cap quyén (Authorization): cho phép xac dinh quyén s dung tai nguyén ciing nhw cac nguén
thong tin trén mang theo tirng nguwoi, tvng nhdém ngudi str dung.

Quan ly kiém toan (Accounting Management): cho phép ghi nhan tat ca cac su kién xay ra lién quan
dén viéc truy cap va s dung ngudn tai nguyén trén mang theo tirng thoi diém (ngay/gi®) va thoi gian
truy cap dbi v&i vung tai nguyén nao da dwoc st dung hodc thay ddi bd sung ...

I.2. Kién Truc Cua Firewall.

1.2.1  Kién truc Dual-homed host.

Firewall kién trac kiéu Dual-homed host dugc xay dung dua trén may tinh dual-homed host. Mot
may tinh dwoc goi la dual-homed host néu né co it nhat hai network interfaces, cé nghia l1a may dé
cé gan hai card mang giao tiép v&i hai mang khac nhau va nhw thé may tinh nay déng vai trd |a Router
mém. Kién trdc dual-homed host rat don gian. Dual-homed host & gitra, modt bén dwoc két néi voi
Internet va bén con lai néi véi mang nodi bd (LAN).

Dual-homed host chi c6 thé cung c&p cac dich vu béng cach Gy quyén (proxy) ching hodc cho phép
users dang nhap truc tiép vao dual-homed host. Moi giao tiép tir mot host trong mang néi bd va host
bén ngoai déu bi cAm, dual-homed host 1a noi giao tiép duy nhét.
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Hinh 5.1: Kién triic Dual-Home Host.

1.2.2 Kién trac Screened Host.

Screened Host cé ciu tric nguoc lai véi ciu tric Dual-homed host. Kién tric nay cung cap cac dich
vu tr mot host bén trong mang néi bd, dung moét Router tach rdi véi mang bén ngoai. Trong kiéu kién
tric nay, bdo mat chinh la phwong phap Packet Filtering.

Bastion host dwoc dat bén trong mang ndi bd. Packet Filtering dugc cai trén Router. Theo cach nay,
Bastion host 1a hé thdng duy nhat trong mang ndi bd ma nhitng host trén Internet cé thé két néi téi.
Mac du vay, chi nhitng kiéu két ndi phu hop (dwoc thiét lap trong Bastion host) méi dwoc cho phép
két ndi. Bat ky mot hé thdng bén ngoai nao cbd gang truy cap vao hé thdng hodc cac dich vu bén trong
déu phai két ndi t&i host nay. Vi thé Bastion host 1a host can phai dwoc duy tri & ché dd bao mat cao.

Packet filtering ciing cho phép bastion host c6 thé mé két néi ra bén ngoai. C4u hinh clia packet
filtering trén screening router nhw sau:

- Cho phép tat ca cac host bén trong m& két nbi t&i host bén ngoai théng qua moét s dich vu cb
dinh.

- Khéng cho phép tat ca cac két néi tr cac host bén trong (cAm nhirng host nay s dung dich
proxy théng qua bastion host).

- Ban c6 thé két hop nhiéu 16i vao cho nhirng dich vu khac nhau.

- Mét sé dich vu duoc phép di vao tryc tiép qua packet filtering.

- Mét sb dich vu khac thi chi dwoc phép di vao gian tiép qua proxy.

B&i vi kién tric nay cho phép cac packet di tir bén ngoai vao mang bén trong, né dwéng nhu 1a nguy
hiém hon kién tric Dual-homed host, vi thé né duoc thiét ké d& khong mot packet nao cé thé toi
dwoc mang bén trong. Tuy nhién trén thuc té thi kién tric dual-homed host ddi khi cling cé 16i ma cho
phép cac packet that sy di t» bén ngoai vao bén trong (b&i vi nhitng 16i nay hoan toan khong biét
trwéc, N6 hau nhw khéng dwoc bao vé dé chéng lai nhivng kiéu tAn cong nay. Hon niva, kién truc dual-
homed host thi d& dang bao vé Router (Ia may cung cép rét it cac dich vu) hon la bdo vé cac host
bén trong mang.

Xét vé toan dién thi kién tric Screened host cung cip do tin cay cao hon va an toan hon kién trac
Dual-homed host.
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So sanh v&i mot sé kién truc khac, chang han nhuw kién tric Screened subnet thi kién tric Sc
host c6 mot sé bat Igi. Bat loi chinh 1a néu ké tan céng tim cach xam nhap Bastion Host thi khong ¢
cach nao dé ngan tach gitra Bastion Host va cac host con lai bén trong mang ndi bo. Router ciing cé
mot sé diém yéu 1a néu Router bj tdn thwong, toan bdé mang sé bj tAn cong. Vi ly do nay ma Sceened
subnet tr& thanh kién truc phd bién nhét.

Baathan Haxd

Hinh 5.2: M6 hinh Screened host.

1.2.3 Sreened Subnet.

Nham ting cwéong kha nang bao vé mang néi bd, thwe hién chién lwoc phong tha theo chidu sau, tang
cwdng sw an toan cho bastion host, tach bastion host khdi cac host khac, phan nao tranh lay lan
mot khi bastion host bij ton thwong, ngwdi ta dwa ra kién trac firewall co tén Ia Sreened Subnet.

Kién tric Screened subnet dan xuét tir kién tric screened host bang cach thém vao phan an toan:
mang ngoai vi (perimeter network) nhdm cd lap mang ndi bo ra khdi mang bén ngoai, tach bastion
host ra khdi cac host thong thuwdng khac. Kiéu screened subnet don gidn bao gom hai screened
router:

Router ngoai (External router con goi 1a access router): ndm git)a mang ngoai vi va mang ngoai c6
chirc ndng bao vé cho mang ngoai vi (bastion host, interior router). N6 cho phép hau hét nhitng gi
outbound tir mang ngoai vi. M6t sé qui tac packet filtering dac biét dwoc cai dat & mirc can thiét du
dé bao vé bastion host va interior router vi bastion host con 1a host dwoc cai dat an toan & muc
cao. Ngoai cac qui tic do, cac qui tdc khac can giébng nhau gitra hai Router.

Interior Router (con goi la choke router): nam gilba mang ngoai vi va mang ndi bd, nham bado vé
mang ndi bd trwdc khi ra ngoai va mang ngoai vi. N6 khéng thwe hién hét cac qui tdc packet filtering
cla toan bg firewall. Cac dich vu ma interior router cho phép gitta bastion host va mang ndi bo,
gitra bén ngoai va mang ndi bd khdng nhét thiét phai gibng nhau. Gigi han dich vu gitra bastion host
va mang ndi bé nham gidm sb lwong may (sb lwong dich vu trén cac may nay) cé thé bi tAn cong khi
bastion host bj ton thuwong va thod hiép véi bén ngoai. Chadng han nén gi¢i han cac dich vu duwoc
phép gilra bastion host va mang néi bd nhw SMTP khi cé Email t&r bén ngoai vao, co 1é chi gi¢i han
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két n6i SMTP gilra bastion host va Email Server bén trong.
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Hinh 5.3: M6 hinh Screened Subnet.

1.3. Cac loai firewall va cach hoat dong.

1.3.1 Packet filtering (B0 loc géi tin).
Loai firewall nay thwc hién viéc kiém tra s6 nhan dang dia chi cla cac packet dé tr d6 cap phép cho
ching lwu théng hay ngan chan . Cac thdng s c6 thé loc duoc clia mot packet nhuw:

Dia chi IP noi xuét phat (source IP address).

Dia chi IP noi nhan (destination IP address).

- Cbng TCP noi xuét phat (source TCP port).
- Cbéng TCP noi nhan (destination TCP port).

Loai Firewall nay cho phép kiém soat dwoc két ndi vao may chd, khda viéc truy cap vao hé théng
mang ndi bd tlr nhivng dia chi khdng cho phép. Ngoai ra, nd con kiém soat hiéu suat st dung nhirng
dich vu dang hoat dong trén hé théng mang ndi bd théng qua cac céng TCP twong rng.

1.3.2 Application gateway.

Pay 14 loai firewall dwoc thiét ké dé tdng cwong chirc nang kiém soat cac loai dich vu dya trén nhirng
giao thirc duwoc cho phép truy cap vao hé théng mang. Co ché hoat ddng cta né dwa trén mé hinh
Proxy Service. Trong mé hinh nay phai tdn tai moét hay nhiéu may tinh déng vai trd Proxy Server. Mot
ng dung trong mang ndi bd yéu cau mét déi twong nao doé trén Internet, Proxy Server sé nhan yéu
cau nay va chuyén dén Server trén Internet. Khi Server trén Internet tra 1i, Proxy Server sé nhan va
chuyén nguoc lai cho ng dung da glvi yéu cau. Co ché loc cla packet filtering két hop véi co ché
“dai dién” ctia application gateway cung cdp mét kha nang an toan va uyén chuyén hon, dac biét khi
kiém soat cac truy cap tlr bén ngoai.

Vi du: M6t hé thdng mang c6 chirc nang packet filtering ngén chan cac két néi bang TELNET vao hé
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théng ngoai trlr moét may duy nhat - TELNET application gateway 1a dwoc phép. Mot nguwdi mubn két
ndi vao hé théng bang TELNET phai qua cac buéc sau:
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- Thuc hién telnet vao may cht bén trong can truy cap.

- Gateway kiém tra dia chi IP noi xuét phat ctia ngwdi truy cap dé cho phép hoac tir chdi.
- Ngudi truy cap phai vot qua hé thdng kiém tra xac thuc.

- Proxy Service tao mot két ni Telnet giira gateway va may chi can truy nhap.

- Proxy Service lién két lwu théng gitra ngudi truy cap va may chi trong mang néi bo.
Co ché b6 loc packet két hop voi co ché proxy c6 nhwoc diém 1a hién nay cac ing dung dang phat

trién rat nhanh, do d6 néu cac proxy khéng dap trng kip cho cac trng dung, nguy co méat an toan sé
tang Ién.

Théng thwong nhivng phan mém Proxy Server hoat dong nhw mot gateway néi gitra hai mang, mang
bén trong va mang bén ngoai.

Private gateway

network L

gateway

Hinh 5.4: M6 hinh hoat ddng cua Proxy.

Puong két ndi gitva Proxy Server va Internet thong qua nha cung cép dich vu Internet (Internet
Service Provider - ISP) co thé chon mot trong cac cach sau:

- Dung Modem analog: s& dung giao thirc SLIP/PPP dé két néi vao ISP va truy cap Internet.
Dung dial-up thi tbc d6 bi gi¢i han, thwong 1a 28.8 Kbps - 36.6 Kbps. Hién nay da c6 Modem
analog téc dd 56 Kbps nhwng chwa dwoc thlr nghiém nhiéu. Phwong phap dung dial-up qua
Modem analog thich hop cho cac té chirc nhd, chi c6 nhu cau st dung dich vu Web va E-Mail.

- Dung duwong ISDN: Dich vu ISDN (Integrated Services Digital Network) da kha phé bién & mot
sb nudc tién tién. Dich vu nay dung tin hiéu sb trén duwong truyén nén khdng can Modem analog,
cho phép truyén ca tiéng néi va dir liéu trén mot ddi day. Cac kénh thué bao ISDN (dwdng truyén
dan théng tin gitra ngwdi st dung va mang) cé thé dat tbc do tlr 64 Kbps dén 138,24 Mbps. Dich
vu ISDN thich hop cho céc cong ty vira va lén, yéu ciu bang théng I&n ma viéc dung Modem
analog khéng dap rng duwoc.

Phan cirng dung dé két ndi tuy thudc vao viéc nbi két truc tiép Proxy Server véi Internet hodc théng
qua mot Router. Dung dial-up doi héi phai c6 Modem analog, dung ISDN phai c6 bd phéi ghép ISDN
cai trén Server.
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Hinh 5.5: M& hinh két néi mang Internet.

Viéc chon Iwa cach két ndi va mét ISP thich hop tuy thudc vao yéu cau cu thé cda cong ty, vi du nhw
s6 nguoi can truy cap Internet, cac dich vu va ng dung nao dugc s dung, cac duong két nbi va
céach tinh cwéc ma ISP ¢6 thé cung cép.

II. Gi&i Thiéu ISA 2004.

Microsoft Internet Security and Acceleration Sever (ISA Server) la phdn mém share internet cla
hang phan mém Microsoft, la ban nang cap t» phdn mém MS ISA 2000 Server. C6 thé néi day la mot
phadn mém share internet kha hiéu qua, én dinh, dé& cAu hinh, thiét 1ap twong Itra (firewall) tét, nhiéu
tinh n&ng cho phép ban céu hinh sao cho twong thich v&i mang LAN cuta ban. Téc dd nhanh nhé ché
doé cache thong minh, véi tinh nang lwu Cache trén dia gitp ban truy xuét théng tin nhanh hon, va tinh
nang Schedule Cache (Lap lich cho tw dong download théng tin trén cac WebServer lvu vao Cache
va may con chi can |4y thong tin trén cac Webserver d6 bang mang LAN)

lll. Pac biem Cua ISA 2004.

Cac dac diém cta Microsoft ISA 2004:

- Cung cép tinh nang Multi-networking: Ky thuat thiét 1ap cac chinh sach truy cap dwa trén dia chi
mang, thiét lap firewall dé loc théng tin dwa trén tirng dia chi mang con, ...

- Unique per-network policies: Dic diém Multi-networking dwoc cung cép trong ISA Server cho
phép bao vé hé thédng mang néi bd bang cach gidi han truy xuét cha cac Client bén ngoai
internet, bang cach tao ra mét ving mang ngoai vi perimeter network (dwoc xem la ving DMZ,
demilitarized zone, hodc screened subnet), chi cho phép Client bén ngoai truy xuat vao cac
Server trén mang ngoai vi, khéng cho phép Client bén ngoai truy xuat truc tiép vao mang ndi bé.

- Stateful inspection of all traffic: Cho phép giam sat tat ca cac lvu lwong mang.

- NAT and route network relationships: Cung cap ky thuat NAT va dinh tuyén di liéu cho mang
con.

- Network templates: Cung cip cac mé hinh mau (network templates) vé mét sb kién trdc mang,
kém theo mét sb luat can thiét cho network templates twong rng.

- Cung cip mot sb dac diém maoi dé thiét 1ap mang riéng do (VPN network) va truy cap tir xa cho
doanh nghiép nhuw giam sat, ghi nhan log, quan ly session cho tirtng VPN Server, thiét |ap access
policy cho tirtng VPN Client, cung cap tinh néng twong thich véi VPN trén cac hé théng khéac.

- Cung cip moét sb ky thuat bdo mat (security) va thiét lap Firewall cho hé théng nhw
Authentication, Publish Server, gi¢i han mét sb traffic.

- Cung cap mot sb ky thuat cache thong minh (Web cache) dé lam tang toéc dd truy xuit mang,
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gidm tai cho dwdng truyén, Web proxy dé chia sé truy xuat Web.
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Cung cap mét sé tinh nang quan ly hiéu qua nhuw: giam sat lwu lvong, reporting qua Web,
va import ciu hinh tv XML configuration file, quan ly 16i hé théng théng qua k¥ thuat g&i théng
bao qua E-mail,..

Application Layer Filtering (ALF): la mét trong nhitng diém manh cta ISA Server 2004, khong
gibng nhw packet filtering firewall truyén théng, ISA 2004 c6 thé thao tac sau hon nhw cé thé loc
dwoc cac thong tin trong tang trng dung. M6t s6 dac diém néi bac cliia ALF:

Cho phép thiét 1ap bd loc HTTP inbound va outbound HTTP.

Chéan dwoc cac ca cac loai tap tin thwe thi chay trén nén Windows nhuw .pif, .com,...

Co thé gi¢i han HTTP download.

Cé thé gidi han truy xuat Web cho tat ca cac Client dwa trén ndi dung truy cap.

C6 thé didu kién truy xudt HTTP dwa trén chi¥ ky (signature).

Diéu khién mét sb phwong thire truy xuét ctia HTTP.

IV. Caibat ISA 2004.

IV.1. Yéu cau cai dat.

Thanh phan Yéu cau dé nghi
Bo xtr ly (CPU) Intel hoac AMD 500Mhz tr& 1én.
Hé diéu hanh (OS) Windows 2003 hoac Windows 2000 (Service pack 4).
B6 nh& (Memory) 256 (MB) hodc 512 MB cho hé thdng khéng st dung Web caching,

1GB cho Web-caching ISA firewalls.

khéng gian dia (Disk | 6 dia cai dat ISA thudc loai NTFS file system, it nhat con 150 MB
space) danh cho ISA.

NIC it nhat phai cé6 mét card mang (khuyén cao phai c6 2 NIC)

IV.2. Qua trinh cai dat ISA 2004.

IV.2.1 Cai dat ISA trén may chu 1 card mang.

Khi ta cai dat ISA trén may Server chi c6 mét card mang (con goi la Unihomed ISA Firewall), chi h
tro HTTP, HTTPS, HTTP-tunneled (Web proxied) FTP. ISA khong hd tro mét sb chivc ndng:

SecureNAT client.

Firewall Client.

Server Publishing Rule.

Remote Access VPN.

Site-to-Site VPN.

Multi-networking.

Application-layer inspection ( trir giao thirc HTTP)
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Cac buwéc cai dat ISA firewall trén may chu chi cé mét NIC:
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Chay tap tin isaautorun.exe tr CDROM ISA 2004 hoac tlr ISA 2004 source.

Nhédp chudt vao “Install ISA Server 2004” trong hdp thoai “Microsoft Internet Security and
Acceleration Server 2004".

Nhép chudt vao nat Next trén hop thoai “Welcome to the Installation Wizard for Microsoft ISA
Server 2004” dé tiép tuc cai dat.

Chon tuy chon Select “l accept” trong hép thoai “ License Agreement”, chon Next.

Nhap moét s thong tin vé tén username va tén td chirc si¢ dung phdn mém trong User Name va
Organization textboxe. Nhap serial number trong Product Serial Number textbox. Nhdp Next dé
tiép tuc .

Chon loai cai dat (Installation type) trong hép “Setup Type”, chon tuy chon Custom, chon Next..

trong hop thoai “Custom Setup” mac dinh hé théng da chon Firewall Services, Advanced Logging,
va ISA Server Management. Trén Unihomed ISA firewall chi hé tro Web Proxy Client nén ta c6 thé
khéng chon tuy chon Firewall client Installation share tuy nhién ta c6 thé chon né dé cac Client c6
thé st dung phan mém nay dé hé tro' truy xuat Web qua Web Proxy. Chon Next dé tiép tuc.

|

Custurm Selup
Select the program Fratures you wank ta invstall.

Click on an leon in the st below bo select how 2 Frabure s installed,

M This hasturn vell ik b secadubi.

Instal to:

e | | cBak | bt | coneel |

Hinh 5.6: Chon Firewall Client Installation Share.

Chi dinh address range cho cho Internet network trong hop thoai “Internal Network”, sau dé chon
nut Add. Trong nut Select Network Adapter, chon Internal ISA NIC.

icrerenll Intrenel Smcursty ard Accnlootion Secvee 7004 Selup

Hinh 5.7: M0 ta Internal Network Range.

Sau khi mé ta xong “Internet Network address ranges”, chon Next trong hép thoai “Firewall Client
Connection Settings”.

Sau d6 chuong trinh sé tién hanh cai dat vao hé théng, chon nut Finish dé hoan tat qua trinh.

IV.2.2 Cai dit ISA trén may chid cé nhiéu card mang.
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ISA Firewall thuong dwoc trién khai trén dual-homed host (may chi c6 hai Ethernet card
multi-homed host (may chi cé nhiéu card mang) diéu nay cé nghia ISA server c6 thé thyc thi day da
cac tinh nang ctia né nhuw ISA Firewall, SecureNAT, Server Publishing Rule, VPN,...

Cac budc cai dat ISA firewall software trén multihomed host:
Chay tap tin isaautorun.exe tr CDROM ISA 2004 hoac tir ISA 2004 source.

Nhédp chudt vao “Install ISA Server 2004” trong hdp thoai “Microsoft Internet Security and
Acceleration Server 2004".

Nh4p chudt vao nut Next trén hop thoai “Welcome to the Installation Wizard for Microsoft ISA
Server 2004” dé tiép tuc cai dat.

Chon tuy chon Select “l accept” trong hop thoai “ License Agreement”, chon Next.

Nhap moét sb thong tin vé tén username va tén td chirc si¢ dung phdn mém trong User Name va

Organization textboxe. Nhap serial number trong Product Serial Number textbox. Nh4p Next dé
tiép tuc .

Chon loai cai dat (Installation type) trong hép “Setup Type”, chon tuy chon Custom, chon Next.

Trong hdp thoai “Custom Setup” mac dinh hé thc“')ng da chon Firewall Services, Advanced Logging,
va ISA Server Management. Ta chon tlly chon Firewall client Installation share . Chon Next dé tiép
tuc.

i@ Microsoft ISA Server 2004 - Installation Wiza x|

Custom Setup

Select the program Features you want to install.

Click on anicon in the list below to select how a feature is installed.

Feature Description
Firewal Cliert Installation
creates a network share
\iServerhlamelmspeint, For

= local hard drive.

(=8 This feature, and all subfeatures, will be installed on local hard drive,

X This feature will not be available.

Install to:

Hinh 5.8: Chon Firewall Client Installation Share.

Ta c6 hai cach Binh nghia internet network addresses trong hép thoai Internal Network setup. Cach
th(r nhat ta mo ta day dia chi ndi bo (Internal Network range) tir From va To text boxes. Cach th( hai
ta cAu hinh default Internal Network bang cach chon nut “Select Network Adapter” Sau dé ta nhap
chuét vao dau chon “Select Network Adapter” két ndi vao mang néi bd.

Trong hop thoai Configure Internal Network, loai bé dau check trong tly chon tén Add the following
private ranges. Sau d6 check vao muc chon Network Adapter, chon OK.
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Select Metwork Adapter |

Select the IF address ranges to include in the Intemal network,

ml Add the following private 1anges: 10.x5.x, 1921680, 1721685 -
17231 %% and 169.254 .k x
¥ Add addiess ranges based on the Windows Routing Table

Select the address ranges that are associated with the following
Internal network adapters

Metwark Adapter | IP Addreszes
LaN 1000

O oz 1721801
O wan 192168.1.70

Cancel

Hinh 5.9: Chon Network Adapter.

Xuét hién théng bao cho biét Internal network dwoc dinh nghia dwa vao Windows routing table.

Chon OK trong hop thoai Internal network address ranges.

Microsoft Internet Security and Acceleration Server 2004 Setup

‘rou can type the address ranges to include in the Intemal netwark. Or, click Select Metwork,
Adapter to gelect the address ranges associated with specific netwark adapters.

Internal network address ranges:

Address ranges

From | To I
den 10.0.00 10.0.0.255
Add> I 10.255.255.255 10,255,255, 255
e <-Remaove |
| |

0k Cancel

Hinh 5.10: Internal Network Address Ranges.

Chon Next trong hop thoai “Internal Network” dé tiép tuc qua trinh cai dat.

Chon dau check “Allow computers running earlier versions of Firewall Client software to
connect” néu ta mudn ISA hd tro nhirng phién ban Firewall client truéc, chon Next.

il‘g Microsoft ISA Server 2004 - Installation Wizard

Firewall Client Connection Settings

Please verify the connection settings for Firewall clients for 154 Server 2004,

Firewal Client For IS4 Server 2004 uses a probocol that encrypts the channel between
the Firewall client and 154 Server,

Firewall clients running earlier versions of the Firewall Client software are also supported.
Howewver, encryption will not be used for these connections,

[V allow computers running earlier versions of Firewsll Client software to connect;

MOTE: We recommend that vou deploy Firewall Client For 154 Server 2004 as it includes
new security features,

< Back I Mext = I Cancel | 605

Hinh 5.11: Tuy chon twong thich v&i ISA Client.
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Xuét hién hop thoai Services dé canh bao ISA Firewall sé& stop mot sbdich vu SNMP va IS &8
Service trong qua cai dat. ISA Firewall cling sé vO hiéu hda (disable) Connection Firewall (ICF) /
Internet Connection Sharing (ICF), va IP Network Address Translation (RRAS NAT service)
services.

Chon Finish dé hoan tt qua trinh cai dat.
V. Céau hinh ISA Server.

V.1. Mét sé thdng tin cau hinh mac dinh.
- Tém tat mét s6 thong tin cAu hinh méc dinh:

- System Policies cung cap san mot s6 luat d& cho phép truy cap vao/ra ISA firewall. Tt ca cac
traffic con lai déu bi cAm.

- Cho phép dinh tuyén gitra VPN/VPN-Q Networks va Internal Network.
- Cho phép NAT gilra Internal Network va External Network.

- Chi cho phép Administrator cé thé thay dbi chinh sach bdo mat cho ISA firewall.

Céau hinh méic dinh (Post-installation Settings)

User permissions Cép quyén cho user cé quyén ciu hinh firewall policy (chi cé thanh vién cla
Administrators group trén may tinh ndi bd cé thé ciu hinh firewall policy).

Network settings Cac Network Rules dwoc tao sau khi cai dat:

Local Host Access: Dinh nghia duwdng di (route) gilra Local Host network va
tat ca cac mang khac.

Internet Access: Dinh nghia Network Address Translation (NAT).

VPN Clients to Internal Network dung dé dinh nghia dwéng di VPN Clients
Network va Internal Network.

Firewall policy Cung cap mot Access Rule mac dinh tén 1a Default Rule dé cadm tat ca cac
traffic gilba cac mang.

System policy ISA firewall sir dung system policy d& bdo mat hé théng. mét sé6 system
policy rule chi cho phép truy xuat mot sé service can thiét.

Web chaining Cung cép mét luat mac dinh cé tén Default Rule dé chi dinh rang tat ca cac
request ciia Web Proxy Client dwgc nhan tryc tiép to Internet, hodc cé thé
nhan tir Proxy Server khac.

Caching Mac dinh ban dau cache size cé gia tri 0 c6 nghia rang co ché cache sé bj vo
hiéu héa. Ta can dinh nghia mét cache drive d& cho phép s dung Web
caching.

Alerts Hau hét co ché canh bao duoc cho phép dé theo d&i va gian sat sy kién.
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Client configuration

Web Proxy Client tw dong tim kiém ISA Firewall va sau dé né sé ciu hinh
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V.2. M6t so chinh sach mac dinh ctua hé thong

Order/Comments

Action

Protocol

LDAP ;LDAP (UDP)

from/Listener

To

Condition

1. Chi sr dung khi ISA Allow access to LDAP GC (global
Firewall 3 thanh vién |Directory servicesAllow [catalog) Local Host InternallAll Users
cta Domain purposes LDAPS :LDAPS GC
(Global Catalog)
NetBIOS datagram
i . Allow remote
2. Cho phép quan ly ISA Remote
. . R management from NetBIOS Local
Firewall ttr xa thong qua selected com utersAHOW Management Host All Users
céng cu MMC _ P Name ServicelComputers
using MMC NetBIOS
Allo remote
3 Cho phep quan 1y ISA manV; ement from Remote Al Users
Firewall théng qua g RDP (TerminalManagement || ocg| .
Terminal Services selected  computersAllow Services) Protocols Host Continued
using Terminal Computers Condition
Protocol Server Name From/Listener
Allo remote NetBIOS Datagram
4. Cho phep login 61 | VI‘; o oot
mot s server str dung segr?/eri usingAIIow NetBIOS Name| .ol Host  [InternallAll Users
: . Service  NetBIOS
ao thire NetBIOS
IAllow RADIUS
i ho phép RADI
o> C (_) P -ep . USA authentication from RADIUS
authentication ttr ISA dén
a % ISA  Server toAllow |RADIUS Local Host  (InternallAll Users
mot so trusted RADIUS rusted RADIUS .
servers Accounting
servers
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dan gian

Order/Comments Action Protocol from/Listener To Condition| Order/Comments
Allow Kerberos
6. Cho phép chirng Kerberos-Sec 11. Cho phép ISA
thuc kerberos tir ISA2Uthentication (TCP) Local Host Server g&i  ICMP
L. Allow Internal |All Users . . P
Server toi  trustedifom ISA Server Kerberos-Sec request té¢i moét so
server server
to trusted servers (UDP)
Al 12. Cho phép tat c3
7. Cho phé r d Network ’
© PP St AUN9 llow DNS from ISA Server erworKs cac VPN Client bén
DNS tir ISA t¢i mot sg Allow |DNS Local Host (and All Users o a a.
to selected servers ngoai két ndi vao ISA
DNS Server Local
Server
Host)
8. Cho phép DHCPAIllow DHCP requests from All - Users[13. Cho phép DHCR
p‘ P . W u DHCP(reques |Local Hostl/Anywher . p P .
Request tr ISA g&iISA Server to all networksAllow , Continued [Request tir ISA g&
o .. t) Protocols  [From/Listener |e To . . . .
dén tat cd cac mang |Name Condition (dén tat ca cac mang
. 14. Cho phép ISA thiéf
9. Ché&p nhan DHCH _ - o pnep ISA I
oplies  tir DHCPAIIow DHCP replies fromA"oW DHCP (reply) [Internal Local All Users Iap két n6i VPN (site tq
P . DHCP servers to ISA Server Pl Host site) dén VPN Server
Server t&i ISA Server .
khac
10. Cho phép mét s§ 15. Cho phép s dun
, PRep MOt S%\low  ICMP  (PING) Remote phep st ding
may dwoc quyén go& , Local CIFS dé truy xuat
< requests from  selectedAllow [Ping Management All Users ! . ;
ICMP request den ISA Host share file tr ISA dén
computers to ISA Server Computers i i
Server cac server khac

Tai liéu hwén
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Action Protocol from/Listener To Condition  Order/Comments Action
Allo ICMP ICMP All Networks
W ) W 16. Cho phép login tuAllow remote SQL
requests from ISA Information (and Local . i
Allow Local Host All Users xa bang SQL qua ISAlogging from ISAAllow
Server to selected Request ICMP Host
) server servers
servers Timestamp Network)
Al HTTP/HTTPS
Al VPN client 17. Cho phép truy xuéireol:;sts B
traffic  to ISAAllow  PPTP External Local Host |All Users HTTP/HTTPS tir ISA d ... Allow
£ ae A . ... |[Server to specified
Server dén moét so site chi dinh |
sites Name
Atow HFFPHTTPS
External requests from ISA
Allow VPN *site; IPXSec RemotelLocal HostAII Users s, Cho phépSequ\J/er to selected
to-site traffic toAllow |[NONE Gateways o Continued HTTP/HTTPS ti ISAServerS forAIIOW
ISA Server Name it dén mot sé server khac
From/Listener Condition i connectivity
\verifiers -
JAllow access from
19. Cho phép mdét sO
. External i < ftrusted computers
Allow VPN site-to- IPSec may duwoc truy xuattO the Firewall
site traffic from|Allow NONE Local Host All Users [Firewall Client| _ ) . Allow
Remote A . . [Client installation
ISA Server installation share trén
2 Gateways share on ISA
3 ISA Server
Server
<
'S ATTow remote
'S CIFS Common
S Internet( File Microsoft CIFS 20. Cho phép quan saiperformance
° System) from ISAAHOW (TCP) MicrosofiLocal Host Internal All Users théng suat cda ISAmonitoring of ISAAllow
8 y CIFS (UDP) Server tir xa Server from trusted
5 Server to trusted
§ servers
g.
:‘E
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Tai liéu huén

Protocol from/Listen To Condition Order/Comments Name Action Protocol from/Listen
21. Cho phép s®Allow NetBIOSAllow NetBIOS DatagramlLocal Host
Microsoft SQL dung NetBIOS twfrom ISA NetBIOS NameFrom/Listen
(TCP) MicrosoftlLocal Host |Internal All Users  [|SA Server dén métServer to Service NetBIOSker
SQL (UDP) sd Server chi dinhftrusted servers Sessions Protocols
san Name
System . 5 .
HTTP HTTPSHTTP Poli All  Users21. Cho phép strAllow RPCAllow  [RPC (all interfaces) |Local Host
HTTPS O% " lcontinued |dung RPC tir ISAfrom ISA
Protocols Allowed i P £ o
Protocols ) Condition [truy xuat den motServer to
Sites To £ i
sO server khac trusted servers
All
Networks 23; Cho phép truyAllow Allow HTTP HTTPS Local Host
HTTP HTTPS Local Host |(and LocalAll Users [uUat HTTP/HTTPSHTTR/HTTPS
Host tr ISA Server t¢ifrom ISA
Network) moét sO MicrosoftServer to
brrar ranarfina—citoe nacifiad
C1TTUT IUP\JI Lllly IS OPU\JIIIU\J
(TCP) Microsoft 24. Cho  phépauthentication |Allow [SecurlD Local Host
CIFS (UDP) chirng thucfrom ISA
NetBIOS Datagram|nternal Local Host All Users  isocuriD tir ISA déniServer to
NetBIOS Name mot sb server trusted servers
Service NetBIOS
Session
Eetz:gz Dat?\lgramRemote 25. Cho phép giamAllow remote Microsoft Local Host
Set i agg Managemen|Local Host JAll Users [sat tir xa thong quamonitoring Operations
erV|.ce NetBl t Computers giao thirc Microsoftfrom ISA Manager Agent
Session .
Operations Server to
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Condition Order/Comments Action Protocol from/Listen Condition
Internal To Al Users26. Cho phép HTTP([Traffic from ISAAllow + ActionHTTP Protocols |Local HostAll Networks/All  Users
Continued fraffic tr ISA Server t&|Server to all From/Listen |(and Local|Continued
Condition |mét s6 network hé tronetworks (for CRL er Host) To Condition
dich vu ch&ng thwcdownloads) Name
download CRL
Internal All Users [27. Cho phép st dundAllow NTP from ISAAllow NTP (UDP) Local Host |Internal All Users
NTP (giao thirc ddng bdServer to trusted
th&i gian trén WindowsNTP servers
NT 2k, XP) tir ISA t&i mét
Microsoft |All Users [28. Cho phép trafficAllow SMTP from SMTP Local Host |Internal All Users
Error SMTP tir ISA Server t&iAllow ISA Server tq
Reporting mot sb Server trusted servers
sites
Internal All Users [29. Cho phép mot sdISA Server  to/Allow HTTP Local Host Al Networks|System
may s dung Conteniselected computers (and Localland
Download Jobs. for Content Host) Network
Download Jobs Service
Internal All Users [30. Cho phép mot sdAllow MicrosoftAllow All Outbound|Local Host |Remote All Users
may khac s&* dung MMCcommunication to traffic Management
diéu khién ISA selected computers Computers

Tai liéu hwén
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Ta c6 thé xem céac chinh sach méc dinh cia hé théng ISA Firewall (system policy rule) ba
chon Filewall Policy tr hdp thoai ISA Management, sau d6 chon item Show system policy rule trén
c6t System policy.

B Microsoft Internet Security and Acceleration Server 2004 -10] =]

Fle Action Yiew Help

e EEEIEE oI

|3 Microsoft Internet Security and IMimm- N

15 MHow Security Firewall Policy
] Manitering ﬁmam N Server2004
- 14 Firewal Palicy

S Wirkual Private Networks | /Firewall Polic
i Toolb Task
35 Confuration — AT AT G
- ol Networks 0. * | Hame = IO =
E =] Publish 5 Wb Server
b ) Cache System Policy Rules g
L3 Addins 51 Publish 5 Secure Web
L[ General = 1)1 allow access to directory services for authentication purposss Server

(=] Publish 2 Mail Server

=) Create Mew Server
Publishing Rule

[P Edit Selected Rule

¥ Delete Selected Rules

() Disable Sslected Rules

= 8]z allow remate management from selected computers using MMC

System Policy Tasks

1]3  Allow remote management From selscksd computers using Termine

& Edit System Policy

=] LE' 4 Allow remate logging to trusted servers using MetBIOS
(3 Hide Systam Policy Rules

(€) Export System Policy

= ﬂ 5 Allow RADIUS authentication From ISA Server to brusted RADIUS ¢ @j Import Syskem Policy
1 | | ;l_l Related Tasks =l

Hinh 5.12: System policy Rules.

Ta ciing ¢6 thé hiéu chinh tirng system policy bang cach nhip déi chudt vao system policy item.
2

Configuration Groups General ITD I
Microsoft Manageme =
Terminal Server Enabling this configuration group enables system policy rules that
) allowe the ISA Server computer ko access specific Web sites For
ICHP (Ping) maintenance and management. Click the 'To' tab to spedfy the sites
3 Firewall Client (URL sets).
Firewall Clignt Install
23 Diagnostic Services
ICHP
Windows Metworking
Microsoft Error Repa
HTTP Connectivity wi
=) Logging
Remate Logging (Nel [V Enable
Remote Logging (50
£ Remote Monitoring
Remote Performance
Microsoft Cperations
SMTP
3 Various
Scheduled Download

(KN}

% Cancel

Hinh 5.13: System Policy Editor.

V.3. C&u hinh Web proxy cho ISA.

Trong phan nay ta sé khao sat nhanh cac bwéc lam sao dé ciu hinh ISA Firewall cung cép dich vu
Web Proxy dé chia sé két néi Internet cho mang ndi bo.
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Internal network 192.168.11.0/24 External network

. ®

Firewall

pidl

inh 5.14: System Policy Editor.

- Méc dinh ISA Firewall cho phép tat cd mang ndi bd chi c6 thé truy xuét Internet Web théng qua
giao thirc HTTP/HTTPS t&i mét s6 site dwoce chi dinh san trong Domain Name Sets dwgc mo ta
duditén la “system policy allow sites” bao gom:

- *.windows.com

- *.windowsupdate.com

- *.microsoft.com

Do d6 khi ta mudn cdu hinh cho mang néi bd cé thé truy xuét dén bat ky mot Internet Web nao bén
ngoai thi ta phai hiéu chinh lai thong tin trong System Policy Allowed Sites hodc hiéu chi lai System
Policy Rule cé tén

+ Hiéu chinh System Policy Allowed Sites bang cach Chon Firewall Policy trong ISA
Management Console, sau do6 chon c6ét Toolbox, chon Domain Name Sets, nhép doi vao
item System Policy Allowed Sites d& md ta mot sé site can thiét cho phép mang néi bd
truy xuét theo cu phap *.domain_name.

- Néu ta mudn cho mang ndi b6 truy xuat bat ky Internet Website nao thi ta phai Enable luat 18 cé
tén “Allow HTTP/HTTPS requests from ISA Server to selected servers for connectivity
verifiers” (tham khao Hinh 5.15), sau d6 ta chon nut Apply trong Firewall Policy pannel dé ap dat
sy thay ddi vao hé théng.

614
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E-ig vHosT
£ Moritoring
-4 Firewall Po
3 Virtual Priv | / Firewall Policy \
B4 Configurat

| Wicrosoft Internet idimmﬁ' System Policy Editor 2x|
Sanded o

Canfiguration Groups General |Tn |

Mictosoft Manageme &

Terminal Sarver
0.. | name ICHP (Ping)

= 3 Firewll Cliert
B3 Alowi Firewall Clent Install
|8 Disgnostic Services
2[4 Alowyr it
tndows Nebworking

Enabling this configuration graup allows 15 Server connectivity
vetfiers of bype HTTP o bypass policy and verify corractly,

Microsoft Error Repo.

2 [11s Alowri & HTTP Connectivity v
3 Logging .
i ¥ Enabl
St Hlwre Remate Logging (el I¥ Enable

Remate Logging (5Q
£3 Remots Monitoring

= [117 AlowH Remete Performance
Micrasoft Operations

i SMTP

=018 Allow H

L6 alow £3 Various
S Schedued Download
= [2]19 Alowac Allowied Sites |
[y m .

Hinh 5.15: M6 ta System Policy Sites.

- Né&u ISA Firewall két néi tric tiép Internet thi ta chi cAn cdu hinh mét sb thong sé trén, nguoc lai
néu ISA Firewall con phai thong qua mdt hé thdng ISA Firewall hodc Proxy khac thi ta can phai
mo ta thém tham sd Uptream Server dé chuyén yéu ciu truy xuét Ién Proxy cha dé& nhd Proxy
cha lay théng tin t» Internet Web Server.

+ Dé chu hinh Uptream Server cho ISA Server noi bo ta chon Configuration panel tr ISA
Management Console, sau dé chon item Network , chon Web Chaining Tab, Nhap do6i
vao Rule Set c6 tén Last default rule, chon Action Tab, chon tuy chon Redirecting them

to specified upstream server, chon tiép nut Settings...Chi dinh dia chi cla upstream
server.

21

General Action |To | Bridging |
Process requests by:

" Retrieving them directly From the specified destination

E-‘ Redirecting them to a specified upstream server ]

I Allow delegation of basic authentication credentials

Upstreamn server Settings... |)

stream Server Setkting ed 4
Specify upstream server configuration
Server !@! <-—-bja chi cia Upstream ]
server
FEort: 2080 < -— gi& tri HTTP Port
SSL Port [aa3
v Automatically poll upstream server for the configuration
Server URL: [htte:2172.29.1 2:8080, arra. i
™ Use this account: | Set Acoount,
Authentication: [ =1

corcel |

Hinh 5.16: Chi dinh Upstream server.

+ Ta can chi dinh DNS Server cho ISA Server dé khi ISA cé thé phan giai Internet Site khi
cb yéu cau, ta co thé sir dung DNS Server ndi bd hoac Internet DNS Server, tuy nhién ta 615
can lwu y rAng phai cu hinh ISA Firewall dé cho phép DNS request va DNS reply.
- Dé cho phép Client c6 thé sir dung Web Proxy ta cAu hinh Proxy Server cé dia chi la dia chi cla
Internal interface cla ISA Firewall trong trinh duyét Web cho tirng Client, hoac ta cai ISA Client
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Share trén tirng Client dé Client dong vai tro 13i ISA Firewall Client.
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- Chidinh dia chi cia Web Proxy trong textbox Address.
- Chi Web Proxy Port trong Textbox Port I1a 8080.

internet Dptior 21 ]
Goreral | Secusty | Pivacy | Contert Connestions | Progems | Advanced |
Bid 5] R
S
Augomatic configar stion
p— .
s of manual settegs, deable sutomatic configar stion. Add
T el aby it ssitis] T
™ Ui mibimantie cordiguesbion gergld 4
e
Prawy server
Gl
e e
0k | caes | |

Hinh 5.16: Chi dinh Client s&r dung Proxy Server.

V.4. Tao Va St Dung Firewall Access Policy.
- Access Policy cua ISA Firewall bao gébm céc tinh nidng nhu: Web Publishing Rules, Server
Publishing Rules va Access Rules.

+ Web Publishing Rules va Server Publishing Rules dwoc s& dung d& cho phép inbound
access.

o Access rules dung dé diéu khién outbound access.

- ISA Firewall kiém tra Access Rules trong Access Policy theo co' ché top down (Lwu y rang
System Policy duoc kiém tra trwéc Access Policy do user dinh nghia), néu packet phu hop véi
mot luat nao do thi ISA Firewall thi ISA Firewall sé thyc thi action (permit/deny) tuy theo luat,
sau do ISA Firewall sé bd qua tat cd cac luat con lai. Néu packet khong phu hop véi bat ky
System Access Policy va User-Defined Policy thi ISA Firewall deny packet nay.

- Mét sb tham sb ma Access Rule sé kiém tra trong connection request:
Protocol: Giao thirc st dung.

From: Dia chi nguén.

Schedule: Thoi gian thye thi luat.

To: Dia chi dich.

Users: Nguoi dung truy xuét.

+ + + o+ o+

Content type: Loai ndi dung cho HTTP connection.

V.4.1 Tao moét Access Rule.

Access Rules trén ISA Firewall ludn luén ap dat luat theo hwédng ra (outbound). Nguwoc lai, Web
Publishing Rules, Server Publishing Rules ap dat theo hwéng vao (inbound). Access Rules diéu
khién truy xuét tr source t&i destination st dung outbound protocol. Mot s6 buwdc tao Access

Rule:
617

3. Kich hoat Microsoft Internet Security and Acceleration Server 2004 management console,
mé roéng server name, nhap chuét vao Firewall Policy panel, chon Tasks tab trong Task Pane,
nhap chudt vao lién két Create New Access Rule.
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4. Hién thj hop thoai “Welcome to the New Access Rule Wizard”. Dién vao tén AccesS—Ruie
name, nhap chudt vao nat Next dé tiép tuc.

5. Hién thi hop thoai Rule Action c6 hai tily chon: Allow hodc Deny. Tuy chon Deny dwoc dat méc
dinh, tly vao loai Rule ta cAn mé t& ma chon Allow hodc Deny cho phu hop, chon Next dé tiép
tuc.

6. Hién thi hop thoai “Protocols” (tham khdo Hinh 5.17). Ta sé& chon giao th&rc (protocol) d& cho
phép/cdm outbound traffic tv source dén destination. Ta c6 thé chon ba tuy chon trong danh
sach This rule applies to.

- All outbound traffic: Dé cho phép tat ca cac protocols outbound. TAm anh hwéng cla tuy chon
nay phu thuéc vao loai Client (client type) st dung dé truy xuat luat. déi véi Firewall clients, thi
tuy chon nay cho phép tat cd cac Protocol ra ngoai (outbound), bao gdbm ca secondary
protocols da dwgc dinh nghia hodc chwa dwoc dinh trong ISA firewall. Tuy nhién dbi voi
SecureNAT client két ndi ISA Firewall thi outbound access chi cho phép cac protocol ma da
dwoc dinh nghia trong Protocols list clia ISA firewall, néu SecureNAT client khong thé truy xuét
tai nguyén nao dé bén ngoai bang mét protocol nao do thi ta phai md ta protocol vao Protocol
Panel duoc cung cap trén ISA firewall dé né cé thé hd tro két ndi cho SecureNAT client.

- Selected protocols: Tuy chon nay cho phép ta cé thé Iwa chon tirng protocols dé ap dat vao luat
(rule). Ta c6 thé lwa chon mét sb protocol c6 sén trong hdp thoai hodc cé thé tao méi mot
Protocol Definition.

- All outbound traffic except selected: Tly chon nay cho phép tat ca cac protocol cho luat ma
khéng dwoc dinh nghia trong hép thoai.

Mew Access Rule Wizard =]

Protocols
Select the protacols this rule applies b,

This rle apples to

1l outbound raffic |

Selected protacals
Al outbound baffic srcept selested

=
Edit
Femoys

Pogts.

¢ Back Het > Cancel |

Hinh 5.17: Lya chon protocol dé mo ta cho Rule.

Néu ta chon tuy chon Selected Protocols ta s& chon danh sach cac protocol can mé t& cho luat
(tham khao hinh 5.18).

618
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=
Protocols
Select the protog sle st e ot
=
Pratocals:
This rule: applies to: Mew - Edit.. Delete
Selecled pratocals B & Mal | [=
]
Protacals: L1 mans
: L map4 Server
Eﬁ-NNTP 1 maps LI
- POFS LLE mieps server Edi.
L poPas I Lose =
L4} Loap (uoP)y Remayve
I} 1oars
ILL] Microsoft Operations Manager Ag
L1 e Ports
.I
|| cancel

Hinh 5.18: Lwa chon protocol dé mé ta cho Rule.

1. Hién thi hop thoai Access Rule Sources, chon dia chi ngudn (source location) dé ap d&t vao
luat bang cach chon nut Add, hién thi hop thoai Add Network Entities, sau d6 ta c6 thé chon dia
chi ngudn tr hop thoai nay (tham khao hinh), chon Next dé thuwc hién buéc tiép theo.

New Access Rule Wiza x|

Access Rule Sources

[}
a

This 1ule will 3P p———————— -
| 2.0 Networl Entities x|
HMetwork entities:
This e applies 0 It |Mew = Edit... Delste
<-Local Host = [ Metworks Add...
@ External £t
< R e
s Local Host
Bemove
=bs Quarantined WPH Clients

YPN Clients
3 Metwork Sets
3 Computers
[ Address Ranges
3 subrets
[ & Computer Sets
oy Anywhere
F4 1pSecigemote Gateways

54 Remot®Management Computers J Cancel

Close |
Hinh 5.19: Chon dia chi ngudn.

2. Hién thi hop thoai Access Rule Destinations cho phép chon dia chi dich (destination) cho luat
bang cach chon nat Add sau d6 xuét hién hop thoai Add Network Entities, trong hop thoai nay
cho phép ta chon dia chi dich (Destination) dwoc mé ta san trong hop thoai hodc cé thé dinh
nghia mét destination mai, thong thwdng ta chon External network cho destination rule, sau
khi hoan tat qua trinh ta chon nat Next dé tiép tuc.

3. Hién thj hép thoai User Sets cho phép ta Iwa chon User truy xuét cho access Rule. Mac dinh luat
s& ap dat cho tat ca user (All Users), ta cé thé hiéu chinh théng sé nay béng cach chon Edit hoac
thém user mé&i vao rule thong qua nat Add, chon Next dé tiép tuc

4. Chon Finish dé hoan tat.

V.4.2 Thay d6i thudc tinh ctia Access Rule.
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Trong hop thoai thudc tinh clia Access Rule chiva day di cac thudc tinh can thiét dé thiét 1ap IS
mét s thudce tinh chi c6 thé cau hinh trong hop thoai nay ma khoéng thé ciu hinh trong qua trinh tao
Access Rule, thong thudng ta truy xuét hop thoai thudc tinh cla luat khi ta mudn kiém tra hodc thay
déi cac diéu kién da dat trwdc d6. Dé truy xuét thudc tinh cla Access Rule ta nhap ddi chudt vao tén
luat trong Firewall Policy Panel.

M6t s6 Tab thudc tinh cua Access Rule:

- General tab: Cho phép ta c6 thé thay ddi tén Access rule, Enable/Disable Access rule.
- Action tab: Cung cip mét sé tuy chon dé hiéu chinh luat nhw (Tham khao hinh 5.20):

- Allow: Tuy chon cho phép cac két néi phu hop (matching) véi cac diéu kién dwoc mé ta trong
Access rule di qua ISA firewall.

- Deny: Tuy chon cdm céac két ndi phu hop (matching) véi cac didu kién dwoc mo ta trong Access
rule di qua ISA firewall.

- Redirect HTTP requests to this Web page: Tuy chon dwoc ciu hinh d& chuyén hwéng HTTP
requests (phu hop v&i diéu kién ciia Access rule) téi mot Web page khac.

- Log requests matching this rule Cho phép ghi nhan lai tit ca cac request phi hop véi Access
Rule.

All Open Properties
Users | Schedule | Contentt Types |

General Action | Prolocols | Fom | Te

Agtion to take when the e condiions are met
' Allowa
% Dery

[¥ Bediiect HTTF requests to this Web page.

[http:/c0rp msfirswall arg/networkpolicy. hirm

Fiedirect requests to an altemate Web page. Specily alocationin
the format hitp. /IR,
Far example; hitp:/widgets.micrasaft cam/deried hir.

¥ Log equests matching this e

Cancel | Apply |

Hinh 5.20: Thubc tinh clla Access Rule.
- Protocols tab: Cung cép cac tuy chon dé cho phép ta hiéu chinh giao thirc (protocol) cho
Access rule.
- From tab: Cung cép céac tuy chon dé hiéu chinh dia chi nguén cho Access rule.
- To tab: Cung cép céac tuy chon dé hiéu chinh dia chi dich cho Access rule.
- Users tab: Cung cap céc tuy chon dé hiéu chinh théng tin User trong Access rule.
- Schedule tab: Hiéu chinh thoi gian ap dat (apply) luat.
- Content Types tab: Cho phép hiéu chinh Content Type chi ap dat HTTP connection.

V.5. Publishing Network Services.

V.5.1 Web Publishing and Server Publishing.
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Publishing services 1a mét ky thuat dung dé cong bd (publishing) dich vu ndi bd ra ngoaf St
Internet théng qua ISA Firewall. Thong qua ISA Firewall ta cé thé publish cac dich vu SMTP, NNTP
POP3, IMAP4, Web, OWA, NNTP, Terminal Services,,,.

Web publishing: Dung dé publish cac Web Site va dich vu Web. Web Publishing déi khi dwoc
goi la 'reverse proxy' trong do ISA Firewall déng vai tro 1a Web Proxy nhan cac Web request tw
bén ngoai sau dé né sé chuyén yéu cau dé vao Web Site hodac Web Services ndi bo xtr ly (tham
khao hinh 5.21), Mot sé d&c diém ctia Web Publishing:

Cung cép co ché truy xuét Gy quyén Web Site thong qua ISA firewall.

Chuyén huéng theo dworng dan truy xuat Web Site (Path redirection)

Reverse Caching of published Web Site.

Cho phép publish nhiéu Web Site théng qua moét dia chi IP.

C6 kha nang thay dbi (re-write) URLs bang cach st dung Link Translator cta ISA firewall.

Thiét 1ap co ché bao mat va hé tro chirng thue truy xuat cho Web Site (SecurlD authentication,
RADIUS authentication, Basic Authentication)

Cung cép co ché chuyén theo Port va Protocol.

Internal Network

External Adapter

172. ZEI 14 15E| ternal Adapter ’ )
D 0. D 1 .

~
I N.

Vllll"

Hinh 5.21: M6 hinh Web Publishing.

Server publishing: Twong tw nhw Web Publishing, Server publishing cung cdp mét sé co ché
codng bd (publishing) cac Server thdng qua ISA Firewall.

V.5.2 Publish Web server.

Dé publish mdt Web Services ta thuc hién cac buwédc sau:

1.

kich hoat man hinh “Microsoft Internet Security and Acceleration Server 2004 management
console”, mé& rong muc chon Server Name, chon nut Firewall policy, chon Tasks tab.

Trén Tasks tab, chon lién két “Publish a Web Server”, hién thi hop thoai “Welcome to the New
Web Publishing Rule Wizard” yéu cau nhap tén Web publishing rule, chon Next dé tiép tuc.

Chon tuy chon Allow trong hép thoai “Select Rule Action”, chon Next.

Cung cap mot sb thdng tin vé Web Site can dwoc publish trong hop thoai “Define Website to
Publish” (tham khao hinh 5.22):

“Computer name or IP address”: chi dinh dia chi ciia Web Server ni bo.
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“Forward the original host header instead of the actual one (specified above)”: Chi
ché chuyén yéu ciu vao Web Server ndi bo theo dang host header name, tlly chon nay dwoc st
dung trong trwerng hop ta mudn publish Web hosting cho mét Web Server.

“Path”: Chi dinh tén tap tin hoac thw muc ta mudn truy xuét vao Web Server ndi bo.

“Site”: Chi dinh tén Web Site dwoc publish.

New Web Publishing Rule Wizard

Define Website to Publish
Specify the computer [web server] on which the website iz located. You can
publish the entire website or limit access to a specified folder,

Computer name or [P address: im_u_u 2 Browse. I

™ Fopward the original host header instead of the actual one (specified abovel

Enter the name of the file or falder you want to publish. Tainclude all files and subfolders
within a folder use #*. Example: folder/™

Path: ng

Bazed on your selection, the following Web site will be published:

Site: Jhttp 200,020

Set the part ta which requests should be redirected on the Bridging tab of the rule properties
page.

< Back Cancel |

Hinh 5.22: Chi dinh Web Site can Publish.

Chi dinh mot sb théng tin vé FQDN hoac IP addresses dwoc phép truy xuét téi publish Web Site
thong qua Web Publishing Rule (tham khao hinh 5.23). C4c tly chon can thiét:

Accept requests for: Chi dinh tén publish dwoc Web listener chap nhan.
Path (optional): Chi dinh dwérng din Web Site cho phép truy xuét
Site: Tén Web Site duoc phép truy xuat Web Site noi bo.

Mew Web Publishing Rule Wizard

Public Name Details
Specify the public domain name [FODN) or IP address users will type to reach the:
published site

Accept requests for: IThis domain name [type below]: L!

A domain name
Thi I [

Orily requests for this public: name: or [P 4
example weww.microsoft. com. e

Public name: Iwww msfirewall.arg

Path [optional) I/ s

Blased on vour selections, requests sent ta this site [host header value) will be accepted.

Site: Il'.t-‘p'.f/ww'.'w mafirevall arg/™

< Back I Hest > I Cancel |

Hinh 5.23: Chi dinh tén domain dworc truy xuat publish site.

2. Chon Web Listener cho Web Publishing Rule (la mot Network Object dwoc sir dung cho Web

Publishing Rule dé listen cac két ndi di vao interface (incoming connection) theo port dwoc
dinh nghia trwéc), & budc nay ta co thé lwa chon Web Listener da tao trudc dé hodc ta cé thé tao
m&i Web Listener. Sau day la mot sd bwéc tao méi Web Listener.

T& hop thoai “Seclect Web Listener” bang cach nhap chudt vao nat New..., cung cap tén Web
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Listener trong hép thoai “Welcome to the New Web Listener Wizard”, chon Next.
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Chon tén Interface cho phép chip nhan két néi Incoming Web, sau do ta c6 thé ch
Address dé chi dinh dia chi IP cu thé trén interface da Iwa chon, Chon nat Add> (tham khao hinh
5.24), cubi cung ta chon nat OK dé chap nhan qua trinh tao m&i Web Listener, chon Next dé tiép
tuc.

New Web Listenes ﬂl
i i 7
IP Addresses External Network Listener IP Selection 2lxl
A web fistener can i Lisken Far requests on:
Server, of you can s
= Al 1P addresses on the IS4 Server computer that are in the selected network.
Listen for requests from t
N— = The default IP address on the [S4 Server computer in the selected network,
ame
. Entemal
O <lremal = Specified IP addresses on the 154 Server computer in the selected network
== Local Host
o Available 1P Addresses Selected IP Addresses

[ <4 Quarantined W

[ =2 VPN Clierts IP Address Server
[ PP T IRWR B
R IR add > E
= REemoye
Help about Web listener

< Back Nest » Cancel | P ||

Hinh 5.24: Chon dia chi chdp nhan incoming web request.

3. Chi dinh HTTP port va SSL port trong hop thoai Port Specification cho phép ISA Server s

dung dé chép nhan incoming web requests, chon Next.

4. Chon Finish dé hoan tat qua trinh.

V.5.3 Publish Mail Server.
Cac bwéc tién hanh publish Mail server:

1.

Kich hoat man hinh “Microsoft Internet Security and Acceleration Server 2004 management
console”, m& rong muc chon Server Name, chon nut Firewall policy, chon Tasks tab.

Trén Tasks tab, chon lién két “Publish a Mail Server”, hién thj hop thoai “Welcome to the New
Mail Server Publishing Rule Wizard” yéu cau nhap tén Mail Server Publishing Rule, chon Next
dé tiép tuc.

Chon cac tuy chon vé loai truy xuét cho Client trong hop thoai “Select Client Type” (Tham khao
hinh 5.25).

Web client access: Outlook Web Access (OWA), Outlook Mobile Access, Exchange Server
ActiveSync: Publish Web Mail Server dé cho phép client c6 thé truy xu4t E-Mail qua Web théng
qua OWA, OMA, ESA,..

Client access: RPC, IMAP, POP3, SMTP: Publish cac giao thrc IMAP, POP3, SMTP cho Mail
Server.

Server-to-server communication: SMTP, NNTP: Cho phép Server Mail bén ngoai c6 thé giao
tiép voi Server Mail noi bo thong qua giao thirc SMTP, NNTP.
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New Mail Server Publishing Rule Wizard

Select Access Type
Select the bype of access this mail server will provide far clients,

& 3ideh dlient access: DUHOOK Wb ACcess (WY, Outonk Mobile Access, Exchange
Sarver ActiveSync

" dlient access: RPC, IMAR, POP3, SMTP

" Server-to-server communication: SMTP, NITR

< Back I Next = I Cancel

Hinh 5.25: Chon Client Type.

1. Vi du trong bwéc 3 ta chon tuy chon Web Client Access, chon Next, sau dé xuét hién hop thoai
“Select Services” cho phép ta chon cac dich vu Exchange Web Services bao gém: Outlook
Web Access, Outlook Mobile Access, Exchange ActiveAsync (tham khao hinh 5.26), chon
Next dé tiép tuc.

Mew Mail Server Publishing Rule Wizard B4

Select Services
Select the services that you are publishing on this mail server,

‘Web client mail services:
F Dutiok web Access

¥ Outlook Mabile Access

¥ Exchange ActiveSync

¥ Enable high bit characters used by non-English character sets

< Back I Mext = I Cancel |

Hinh 5.26: Chon Exchange Web Services.

2. Chi dinh dia chi Web Mail Server trong hop thoai “Specify the Web Mail Server”, chon Next.
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Mew Mail Server Publishing Rule Wizard x|

Specify the Web Mail Server
Specify the mail server that is hosting the Web mail site,

Enter the name or IP address of the mail server publishing the ‘Web mail site,

web mail server: owa.msfirewal, org Bromse, ..

Set the port ko which requests should be redirected on the Bridaing tab of the rule properties
page.

< Back Cancel |

Hinh 5.27: Chi dinh dia chi Web Mail Server.

3. Chi dinh Publish Name dugc Web Listener chdp nhan trong hop thoai “Public Name Details”,
chon Next.

Hew Mail Server Publishing Rule Wizard

Public Name Details
Specify the public domain name (FQDN) or IP address users will bype ko reach the
published site,

Accept requests for: IThis domain name (type below): LI

Cnly reguests for this public name or IP address will be Forwarded to the published site.,
For example v, microsoft, com,

Public name: I owa.msfirewallarg

< Back Cancel |

Hinh 5.28: Chi dinh Publish Name.

4. Chon Finish dé hoan tat qua trinh.

V.5.4 Tao luat dé publish Server.

Tao luat d& publish mot Server thuc chat cac thao tac ciing twong tw nhuw ta publish mdt Web hodc
Mail chi c6 diéu ta dwoc phép Iwa chon protocol can dwoc publish, khi ta publish mot Server ta can
chuan bj mét sé thong sé sau:

- Protocol ma ta can publish la protocol gi?

- Dia chi IP trén ISA firewall chdp nhan incoming connection.

- Dia chi IP address cla Publish Server ndi bo (Protected Network server).
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B .
Chi dinh tén luft

Chi dinh dia chi cia server nfi hi dwoc publish

N\

Chon protocel aé publish |

Chon Interface/IP ciia ISA Server chip nhin incoming request]

Hinh 5.29: M6 hinh tao luat d& publish server.

Cac budc tao mot Publish Server:

1. Kich hoat man hinh “Microsoft Internet Security and Acceleration Server 2004 management
console”, mé& rong muc chon Server Name, chon nut Firewall policy, chon Tasks tab.

2. Trén Tasks tab, chon lién két “Create New Server Publishing Rule”, hién thi hop thoai
“Welcome to the New Server Publishing Rule Wizard” yéu cau nhap tén Server Publishing
Rule, chon Next dé tiép tuc.

3. Chidinh dia chi ctia server ndi bd can dé publish, chon Next dé tiép tuc.

New Server Publishing Rule Wizard il

Select Server
Specily the network IP address of the server you are publishing,

Server IP address:

m. o0 .0 ., 2 Browse.

< Back I Nest > I Cancel |

Hinh 5.30: Chi dinh dia chi ctia Server dé publish.

4. Chon Protocol can dé Publish, chon Next.
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New Server Publishing Rule Wizard x|

Select Protocol
Select the protocol uged by the published server.

Selected protocal:

j Broperties. |

DMS Server

E nchange RPC Server Farts. . |
HTTFS Server M.

IKE Server
IM&P4 Server

IMAPS Server
IPSec ESP Server

IPSec MAT-T Server
L2TP Server
Microzoft SOL Server
M5 Server

MMTP Server
NNTPS Server

PMM Server

POP3 Server

— |POP3S Server

FETP Server

RDP [Teminal Services| Server t> I Cancel |
RPC Server [all interfaces)

RTSP Server
SMTP Server
SMTPS Server
Telnet Server

Hinh 5.31: Chon protocol.

5. Chon tén Interface cho phép chap nhan két néi Incoming Web, sau d6 ta cé thé chon nut
Address dé chi dinh dia chi IP cu thé trén interface da lwa chon, Chon nut Add> (tham khao hinh
5.24), cubi cung ta chon nut OK dé chap nhan qua trinh tao m&i Web Listener, chon Next dé tiép
tuc.

6. Chon Finish dé hoan tat qua trinh.

V.6. Kiém tra trang thai va bé loc trng dung.

ISA firewall c6 thé thyc thi dwoc hai chirc ndng quan trong stateful filtering va stateful application
layer inspection. stateful filtering kiém tra va thiét 1ap bd loc tai tang network, transport. Stateful
filtering thudng duwoc goi 1a bo kiém tra trang thai packet (stateful packet inspection). Trai nguoc
vé&i phwong thire packet filtering dwa trén hardware firewalls, ISA firewall c6 thé kiém tra thong tin
tai tAng rng dung (stateful application layer inspection). stateful application layer inspection yéu
cau Firewall co6 thé kiém tra day da thong tin trén tAt ca cac tang giao tiép bao gbm hau hét cac tang
qua trong va application layer trong md hinh tham chiéu OSI.

V.6.1 Lap bo loc rng dung.

ISA firewall thiét 1ap bo loc (rng dung (Application filters) véi muc dich bdo vé cac publish server
chéng lai mot sb co ché tAn cong bat hop phap tir bén ngoai mang, dé hiéu chinh bd loc ta chon muc
Add-ins trong Configuration Panel, sau dé ta nhap doéi chudt vao tén bd loc can hiéu chinh,...Mét sb
cac bd loc wng dung can tham khao nhu:

- SMTP filter and Message Screener: SMTP filter va Message Screener dugc sir dung dé bao vé
publish SMTP server chéng lai co ché tdn cong lam tran bo nhé (buffer overflow attacks),
SMTP Message Screener bdo vé& mang ndi bd ngédn mét sé E-mail messages khéng can thiét.

- Dung SMTP filter dé ngan chan dia chi Mail hodc domain truy xuit Publish STMP Server (tham
khao hinh 5.32)
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SMTP Filter Properises 21|
General | Keywords  Users / Domains | Attachments | SMTP Commands |

Specify the senders' e-mail addiesses and domain names to block.

[ Senders
Sender's email address: Blocked senders:

I Add I abet@domain. com

Example: user@domain.com

F\emovel
i~ Domains

Domain name: Elocked domains:

I Audd I yahoo.com

Example: domain.com

Aemave |

Install the Message Soresner to uss this functionslity. Help about the
Message Screener

0Kk | Caneel | appb |

Hinh 5.32: ngan chan Users/domain st dung SMTP.

Dung SMTP filter dé& ngan chan g&i file dinh kém (tham khao hinh 5.33), ta c6 thé xda, lwu gilr
message, chuyén message déi v&i file dinh kém co tén file gibng véi tén dwoc mé ta trong
Attachment name:, hoac file dinh kém co6 phén mé& réng dwgc mo ta trong Textbox Attachment
Extensions, hodc file dinh ké&m cé kich thuwéc I&n hon hay bang kich thuwéc mé ta trong textbox
Attachment size limit (bytes):,

Mail Attachment Rule x| 2l x|
¥ Enable this rule Attachments | SMTP Enmmands'
~ Attachment properties gories you add here will be
Apply action to messages containing attachments with one of these
properties:
 Attachment parne: I | Action
' Attachment extension: e
Example: .exe
" Attachment size limit [bytes]: I

Action:

Delete message 'I

Forward meszage to

Cancel e |ﬂ ﬂ

his functionality. Help about the

Message Screener.

oK | cancel | dpew |

Hinh 5.33: ngan chan Users/domain s&r dung SMTP.

DNS filter: Duoc s dung dé bdo vé Publish DNS Server dé ngan, chéng lai mét sb co ché tan
cdng tr bén ngoai vao dich vu DNS.

POP Intrusion Detection filter: Duwoc st dung dé bao vé Publish POP Server dé ngan, chéng lai
mot sb co ché tAn cong tir bén ngoai vao dich vu POP.

SOCKS V4 filter: duoc sir dung dé& chap nhan yéu cau két n6i SOCKS version 4. SOCKS v4
filter mac dinh khong dwoc kich hoat. Théng thuwdng hé théng Windows khéng can s&r dung
SOCKS filter vi ta c6 thé cai dat Firewall client trén cac may ma ta muén chirng thuc trong subt
(transparently authenticate) voi ISA firewall. Ta c6 thé enable SOCK v4 fileter d& cung cép
dich vu SOCK cho cac host khéng thé cai dat Firewall clients nhu Linux va Mac hosts. Dé
enbale SOCK services ta nhap doi chudt vao muc SOCK V4 Filter, sau dé chon tly chon Enable
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this filter, chon Networks Tab dé chon interface trén ISA Firewall cho phép listen tai port 1080.
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V.6.2 Thiét lap bd loc Web.

SOCKS ¥4 Filter Properties

Gereral  Metworks |

Port: 1080

Select the networks fram which |54 Server will listen for SOCKS
requests

Mame | Descrition
O <&Extemal Bilt-in network object representir

[ -2 Local Host Built-in network object representic

Metwork representing the internal

[ -2 Perimeter Network object representing a pe
[ =2 Quarantined VPH Clients  Builtin dyramic: network represer
[ =2-PN Clients Built-in dynamic network object re
I — |

2]x|

0K | Cancel | cepy |

Hinh 5.32: Kich hoat SOCK Service.

ISA firewall Web filters dwoc str dung dé ISA firewall loc cac két néi théng qua giao thirc HTTP,
HTTPS, and FTP tunneled (Web proxied).

HTTP Security filter: L4 mot trong nhitng k§ thuat chinh yéu dé thiét 1ap bd loc ng dung, HTTP
Security filter cho phép ISA firewall thwc hién mot sé co ché kiém tra théng tin ng dung
(application layer inspection) dwa trén tt ca cac HTTP traffic qua ISA firewall va chan cac két nébi
khéng phu hop véi yéu cau duwoc mé ta trong HTTP security, dé thay déi HTTP Security Filter ta
nhap d6i chudt vao Web Publishing Rule | Traffic Tab | Filtering | Configure HTTP.

General Tab: Quy dinh chiéu dai t6i da cia HTTP Request Header, URL Length, gi¢i han théng
tin trd vé c6 chra cac code thuec thi,..
Methods Tab: Diéu khién cac HTTP method nhw: GET, PUT, POST, HEAD, SEARCH,
CHECKOUT,...

Extensions Tab: Gi¢i han file extensions trong cac théng tin request clia user, nhw ta cé thé
block cac user truy xuat file c6 phan mé rong la .exe, .com, .zip.

Headers Tab: Gi¢i han HTTP header trong cac thong tin yéu cau ciing nhuw théng tin tra I&i t
Web client.

Signatures Tab: Cho phép diéu khién truy xudt dwa vao HTTP signature. Thong tin chir ky
(signatures) dwa vao chudi ky tw c6 trong HTTP communication.

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net

631



Configure HTTP policy for rule 2|

General |Methods | Extensions | Headers | Signatures |

~Request Headers

Maximum headers length (bytes): 32768

.
\1’) This setting applies to all rules

~Request Payload
¥ allow any payload length

Maximum payload length (bytes):

~URL Protection
Maximum URL length {bykes): 10240
Mapdmum query length (bytes): [lzm

V¥ Werify normalization
[V Block high bit characters

Iv Hlock responses containing Windows executable content:

oK I Cancel I Apply I

"Executah\es

Hinh 5.32: C4u hinh HTTP policy.

ISA Server Link Translator: Link Translator |a mét trong nhitng ky thuat dwoc xay dwng sén trong
ISA firewall Web filter dé thuc hién bién déi dia chi URL cho cac két ndi cia user bén ngoai truy xuéat
vao Web publishing ndi bd, Link Translation dictionary dwoc tao khi ta kich hoat (enable) link
translation cho Web Publishing Rule. Mét s6 Link Translator dictionary méc dinh:

B4t ky suw kién nao xay ra trén Web Site duwoc chi dinh trong Tab To cia Web Publishing Rule
dwoc thay thé bang mot tén Web Site (hodc dia chi IP). Vi du, néu ta dat moét luat cho Web
Publishing 1& chuyén tit cd cac incoming request theo dia chi http://www.microsoft.com cua
Client truy xuét vao ISA Server thi s& chuyén t&i Web Server ndi bd co tén 1a SERVER1 (c6 dia
chi192.168.1.1), khi d6 ISA Server sé thay thé tat ca cac response cua http://SERVER1 thanh dia
chi http://www.microsoft.com g&i tra lai cho Client bén ngoai.

Néu khéng chi dinh port méc dinh trén Web listener, thi port d6 sé dwoc g&i tra lai cho Client. Vi
du, néu cé chi dinh port mac dinh trén Web listener thi thong s6 port sé duoc loai bd khi thay thé
dia chi URL trong trang trd vé (response page). Néu Web listener I3ng nghe (listening) trén port
88 clia giao thirc TCP thi théng tin trd vé cho Web Client c6 chiva gia tri port 88 cla giao thirc
TCP.

Néu Client st dung HTTPS g&i yéu cau dén ISA firewall thi firewall sé& thay thé HTTP thanh
HTTPS g&i tra vé Client.

Vi du: Gia st ISA firewall publish mét site trén may cé tén la SERVER1. ISA firewall publish
site s dung tén chinh (public name) la www.msfirewall.org/docs. External Web client g&i mét
request v&i thong tin “GET /docs HTTP/1.1Host: www.msfirewall.org” Khi Internet Information
Services (IIS) Server nhan request thi n6 sé tw dong trd vé ma sb 302 response v&i header
dwoc mo ta la http://SERVER1/docs/, day la tén ndi bd (Internal Name) Web server. Link
Translator cta ISA firewall sé thay ddi (translates) header tra 16i (response header) v&i gia tri
Ia http://www.msfirewall.org/docs/. Trong vi du trén thi mot sb thong tin (entries) sé tw dong thém
vao Link Translation dictionary:

http://SERVER1 --> http://www.msfirewall.orq

http://SERVER1:80 --> http://www.msfirewall.orgq

https://SERVER1 --> https://www.msfirewall.org
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https://SERVER1:443 --> https://www.msfirewall.org
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- Néu ISA firewall publish moét site st dung Web listener khong phai trén port ma
(nondefault ports) ( vi du: 85 cho HTTP va 885 cho SSL),thi dia chi URL s& duwoc thay déi nhw
sau theo cac muc anh xa dia chi URL nhw sau:

http://SERVER1 --> http://www.msfirewall.org:85
http://SERVER1:80 --> http://www.msfirewall.org:85
https://SERVER1 --> https://www.msfirewall.org:885
https://SERVER1:443 --> https://www.msfirewall.org:885

V.6.3 Phat Hién Va Ngan Ngtra Tan Céng.
- Mét sb phwong thire tAn cong thdng dung:

Denial-of-Service Attacks: La kiéu tAn cong rat loi hai, véi kiu tAn cong nay ,ban chi can 1 may tinh
két ndi dén internet 1a da co thé thuc hién viéc tan cong dbi phuwong. thwe chat ctia DoS 1a attacker sé
chiém dung 1 lwong I&n tai nguyén trén Server lam cho Server khong thé nao dap &ng yéu cau cua
nguwdi dung khac va Server cé thé nhanh chéng bi ngirng hoat ddéng hay bi treo. Attacker lam tran
ngap hé théng co6 thé 1a bang tin nhan, tién trinh, hay gri nhitng yéu cau dén hé théng mang tir dé
budc hé théng mang sé sir dung tat ca thoi gian dé kh hdi tin nhan va yéu cau. nhiéu luc dan dén viéc
bi tran bd nhé. Khi sw 1am tran ngap di liéu la cach don gidn va théng thuwérng nhat dé pha nhan dich
vu thi 1 attacker khéng ngoan hon sé co thé tat dich vu, dinh hwéng lai va thay thé theo chiéu huwéng
co lgi cho attacker.

SYN Attack/LAND Attack: bang cach loi dung co ché bat tay dbi véi mot sé dich vu dwa trén chuan
giao thirc TCP, Client tAn cong theo kiéu SYN attack bang cach g&i mot loat SYN packets ma co dia
chi ngudn gia, diéu nay Client c6 thé lam tran ngap (flooded) hang doi ACK clia géi SYN/ACK g
cho Client tir Server, dén mot lic ndo do Server sé bj qua tai.

Ngoai ra con c6 moét sé phwong thirc tan cong khac nhw: Ping of Death, Teardrop, Ping Flood
(ICMP Flood), SMURF Attack, UDP Bomb, UDP Snork Attack, WinNuke (Windows Out-of-Band
Attack), Mail Bomb Attack, Scanning and Spoofing, Port Scan.

Dé cho phép ISA Firewall cé thé dectect va ngan mot s6 phwong thire tAn cong trén ta truy xuét vao
hop thoai Intrusion Detection bang cach m& giao dién “Microsoft Internet Security and
Acceleration Server 2004 management console”, chon nut Configuration. Chon nut General, sau
dé ta nhap chuét vao lién két “Enable Intrusion Detection and DNS Attack Detection” (tham khao
hinh 5.33)
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Intrugion Detection 7| x|
Cormmon Attacks | DhS Aktacks |

¥ Enable intrusion detection
Enable detection of the selected attacks:
¥ wiindows out-of-band (Winkiuke)
¥ Land
¥ Fing of death
¥ 1P half scan

Detect after attacks on I 10 3: wel-known parts
Detect after attacks on Izg 3: ports

¥ Log dropped packets

To configure notifications For detected attacks, edit the

\i) alert definitions For these attacks,

Help about alerks

QK I Cancel | Apply |

Hinh 5.33: Phat hién mot sé co' ché tan cong.

Chon DNS Attacks Tab dé& hiéu chinh mét s phwong thirc ngan, ngira tAn cong theo dich vu DNS
(tham khao hinh 5.34 ).

Intrusion Detection [ =]

Common Attacks  DHS Attacks |

¥ Enable detection and filtering of DHS attacks:

Filker incoming traffic to check for the Following:
¥ DN3 host name overflow

W DNS length overflow

™ DNS zane transfer

i To configure notifications For detected DMS attacks, edit
the alert definitions For these attacks.

Help about alerts

[ox | coneel | o |

Hinh 5.34: Phat hién va ngan tan cong DNS.

- IP option filtering.

Ta c6 thé thiét 1ap mot sé bd loc cho giao thirc IP dé chéng lai mot sé co ché tAn cong dwa vao mot sb
tuy chon cla giao th&rc nay. D& ciu hinh ta chon lién két Define IP preferences trong nut
Configuration (tham khao hinh 5.35).
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IP Preferences 2]
IPGptons | 1P Fragments | IP Reuting |

Use this page ta select the allowed IP aptions.

¥ Enable IP options fitering

[Deny packets with the selecled IP options =l

Deny all packets with ang IP option
Deny packets wih the selected |P opfions

Mo Operation

7 FecodRoue

68 Time Stamp D]
0130 Secuiy

131 Loose Source Route

1%  SteamID

137 Stict Souce Route

O 148 FRouter dlet

I~ Show only selected IP options

I~ Show undefined IP options

K| cemesl | i |

Hinh 5.35: IP option filtering.

V.7. M6t s6 cong cu bao mat.

V.7.1 Download Security.

DownloadSecurity la mét cong cu tich hop v&i ISA duoc td chirc GFI Software LtdGFI phat trién.
DownloadSecurity duoc thiét ké dé ting cwdng kha ndng kiém soat va quan ly théng tin download tir
Internet. Mot s6 chirc nang vé DownloadSecurity:

Scan viruses cho tat ca cac tap tin dwoc download tir internet.

Tw déng cap nhat Anti-virus signature.

Tw dong kiém tra mot sb loai file nguy hiém nhw *.exe, *.doc,...

Cung cép co ché canh b&o an ninh cho ngwdi quan tri.

Puoc tich hop vai ISA Firewall, dé quan ly va c4u hinh.

Tinh hiéu qua cao trong viéc thuc hién mét sé chire ndng nhw loc ndi dung, chdng virus, kiém soat
truy xuat internet.

Cung Cép co' ché canh bao user hodc trinh duyét chan mot sd ActiveX Control va Java applet
nguy hiém.

Phan tich cac doan code thyc thi nguy hiém dé chéng Trojans.

Céu hinh ISA Web Filtering.

Mac dinh sau khi ta cai phén mém DownloadSecurity, DownloadSecurity sé ty dong duwgc kich hoat
dé hé tro thiét 1ap bo loc Web Filters. Dé hiéu chinh b loc ta chon Configuration | Add-ins | Web
Filters | GFl DownloadSecurity Filter | Configuration Tab (tham kh&o Hinh 5.36).

Do not scan these URLs: Chi dinh danh sach dia chi URL khéng can kiém tra noi dung va virus.

Scan these Content types: Chi dinh loai ndi dung can kiém tra bao gdm cac doan code c6 thé
thyee thi, Java applets, ActiveX Control.
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GFI DownloadSecurity Filter Properties

General  Configuration |
Do not scan these URL's

21

| I o

* microsoft com

* windowsupdate. com
* macromedia.com

* afisaftvare. com

~Scan these Content typss:

Add

Remove I

applicatic 2am
application/s-zip-compressed
application/s-rar-compressed
application/zip
application/s-msdownload
spplication/x-tar LI

annlieation fmaunrd

¥ Do not block ActiveX or Java packages

A\ Ploase restart 154 firewall service after appying changes

L e

Thiét 1ap mot sb chinh sach kiém tra download.

Hinh 5.36: Download security Web Filter.

Thiét l&p chinh sach kiém tra download dé gi¢i han hoac cé lap loai file, dung lwong file download,...
dé thay dbi luat download mac dinh trong hé thdéng bdng cach chon Start | Programs | GFI
DownloadSecurity | DownloadSecurity Configuration | Download Checking, Nhap d6i chudt vao
rule c6 tén “Default Attachment Download Checking Rule” (tham khao hinh 5.37)

- General Tab: Cho phép lwva chon mot sé ché dd cAm download, c&dm download cac tap tin cé
dung lwvegng I&n hon dung Ilvgng dinh nghia.

- Actions Tab: Hiéu chinh cac Action khi cAm nhw théng bao Mail, quan ly théng bao qua mail, ghi

nhan nhat ky,...

- Users/Folders Tab: Chon User ho&c thw muc can thiét dé thiét lap luat.

" GFI Content Security Configuration

File  Action View Help

&= AR XTB[ 2 « v

.1 Consale Root

E| - GFI Conkent Security Rule

% Downloads Checking
ﬁ irus Scanning Engines

Decompression Engine
é‘ Quaranting Options

Logging
i Notification Templates
-2 General

_1&]x
Downloads Checking 1 rule(s)
%Defau\t Attachment Checking Rule
Q\ Trojsn & Executables Scanner Default Attachment Checking Rule Properties 5[
General I Actions | Users/Folders |
% Configure a file che%dng ule.
Select which file types pou wish to block:
" Block all downloads
File = Add...
& Block this st %~ ade
% * adp Bemove
* ast
~ % EE
Al except this list: % *bas
B, * bat Import...
% = chm >
4 | | N Export. |
" Block files greater than: |1DZ4 KB.
o | i
OK Cancel | Aply |

Hinh 5.37: Thay dbi thudc tinh ctia Download checking rule.
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C4u hinh kiém tra Virus, chéng Trojans.
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DownloadSecurity tich hop s8n cac chuwong trinh kiém tra va quét virus cho céc file downloa@
chuwong trinh nay dwoc cap nhan thuéng xuyén dé cé thé ngan chan sy tAn cong clia cac loai Virus
mé&i. Ngoai ra DownloadSecurity con tich hop mét sb scanners dé scan va kiém tra Trojans, doan
ma thwe thi nguy hiém (Executable)

DPé thay dbi hiéu chinh mét sb bo kiém tra Virus (Virus Engine) ta chon Start | Programs | GFI
DownloadSecurity | DownloadSecurity Configuration | Virus Scanning Engines, Nhap dé6i chuot
vao mot engine cu thé (Tham khado hinh 5.38)

[T GFI Content Security Confi [«} _|7]x

Fle Action Yew Help
= IR

(L Console Raot | Morman Yirus Control

=B GF1 Content Security Norman ¥irus Control Engine Properties x|
% Downloads Checking
-4 Virus Seanning Engines General | Updates |

Morman Virus Control
AL BitDefander m Configune Morman Yirus ool srgins sptions
W& Kaspersky engine

§ Mcafes

& Trojan & Executable Scanner ¥ Eean ETP/HT TP dowmioads
8 Decompression Engine
&} Quarantine Options

Logaing
WL LD ~Word, Escel and Powerpoint macro checking
1) General
& Do not check macios
" Block all documents containing macios
— Morman Scanner Engine Version Infermation
Scanner engine version 57013
Binary viruses signature date: 5/28/2004
Binary vituses signature count: 55188
Matio viuises signature date 54272004
Macio viuses signature count; 9746

[k | cancel | gy |

hinh 5.38: Hiéu chinh thudc tinh ctia Virus Control Engine.

V.7.2 Surfcontrol Web Filter.

SurfControl Web Filter giip nang cao tinh ndng bdo mat, t6i wu héa bang théng ctia hé théng.

SurfControl Web Filter thiét s8n mot group cac dbi twong dé cho phép ta quan ly va thiét lap luat dé

gi&i han truy xuat Internet dé& dang hon.

Mot s0 cong cu hd trg trong SurfControl Web Filter:

- Monitor: Cung cip mét sb cach theo dbi va giam sat traffic clia cac user trong mang, théng tin vé
giam sat hoat dong cua user dwoc lwu trong SurfControl database, ching dwoc hién thi trong
clra sb the Monitor window.

- Real Time Monitor: Giam sat va hién thij traffic mang theo thoi gian thuc.

- Rules Administrator: Cho phép ta c6 thé tao luat dé diéu khién truy xuét internet.

- Scheduler: Cho phép thiét lap lich biéu dé theo ddi sy kién hé thdng.

- Virtual Control Agent (VCA): Phan loai Web site theo ndi dung truy xuét.

- Report Central: 1a cong cu mang hé tro' tao report dé théng ké traffic.

- Remote Administration: Cho phép diéu khién tir xa SurfControl Web Filter.

Database clia chwong trinh SurfControl Web Filter dwoc lwu trén mot hé quan tri co s& div liéu, co

thé 1a MS SQL Server, msde2000, do d6 trwdc khi cai dat SurfControl Web Filter ta cin phai cai dat
mot trong hai hé quan tri co' sé& di¥ liéu trén.
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V.8. Thiét lap Network Rule.

Mac dinh hé théng tao ra cac Network rule dé cho phép thiét l1ap mét sé co ché nhw dinh tuyén

(Route) gira hai mang (tham khao hinh 5.39), thay déi dia chi (NAT). Mac dinh hé théng tao ra mot sbé
Network rule sau:

- Local Host Access: Dinh tuyén traffic localhost d&n mang noi bo.

VPN Client to Internal Network: Dinh tuyén tir VPN Client dén Internal network.
Internet Access: NAT Internal network ra ngoai mang internet.

V.8.1 Thay dbi thudc tinh ciia mét Network Rule.

Dé thay dbi thudc tinh ciia Network Rule ta nhdp ddi chudt vao tén luat trong Network Rules tab
(tham khao hinh 5.39).

2|

%J] Mame: [Local Host Access

Description

ok | cencel | |

Hinh 5.39: Thay déi thudc tinh cho Network Rule.

V.8.2 Tao Network Rule.

Dé tao Network Rule ta thuc hién cac budc sau:

1. Chon nut Configuration, chon Network, chon Network Rules tab, Create a New Network Rule

trong Task Panel, chi dinh tén Network Rule, chon Next.

2. Chidinh dia chi ngudn trong hdp thoai Network Traffic Source.

i
Add Network Entities x|
Network Traffic Sources

This e will apply to traffic originating from the sources specified in - Natwork entitiss:

New - Edt.. Delere

El [ Metwrks
This rule apples to hiaffic from these sources: @ Extoral

=5 [nternal

e Local Host
< Quarantined PN Clienits
UPN Clizrts
[ Metwork Sets
[ Computers
(3 Address Ranges
[ Subnets
(3 Computer Sets

< Back 1

640
Hinh 5.40: Chi dinh dia chi nguén.

3. Chi dinh dia chi dich trong hop thoai Network Traffic Destination.
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New Network Rule Wiz x|

Network Traffic Destinations

Th e T o=

Netweork entities:

This ule appli  [Mew = Edit... Delete

@ Extemnal | B [ Networks sdd..
= Inkernal Edi..
=k Local Host g
=5 Quarantined VPN Clients RN
WPH Clients

[0 Metwork Sets
3 Computers
1 Address Ranges
[0 Subnets

_d Computer Sets

Bt > | Cancel

| Add Close |

Hinh 5.41: Chi dinh dia chi dich cho Network Rule.
4. Chon phuong thirc d&t Network Rule theo NAT (khi ta mudn NAT cho mang néi bd ra ngoai mang
Internet) hay Route (khi ta muén dinh tuyén mang noi bd ra ngoai mang khac)

New Network Rule Wizard x|

Network Relationship
Specify how traffic iz zent between the source and destination network, entities.

 Metwork Addrese Translation [NAT]
154 Server hides computers in the sources by replacing their network P addieszes in
outgoing traffic with its own external IP address.

" Boute

154 Server routes traffic between the sources and destinations [ho network address
translation is used). Foute relationships are bi-directional

< Back

Cancel |

Hinh 4.42: Chi dinh Network Relationship.

5. Chon Finish dé hoan tat qua trinh.

V.9. Thiét lap Cache, quan ly va theo déi traffic.

V.9.1 Thiét lap Cache.
- DPé cau hinh Cache ta chon nut Configuration -> Cache cla trinh quan ly ISA management:

- Nhé&p chuét phai vao nut Cache chon Define Cache Drives, hodc ta cé thé nhap chuét vao Cache
Rules sau d6 chon Define Cache Drives (enable caching) tir Tasks panel.

- Trong hop thoai “Define Cache Drives” chon mét 6 dia dinh dang NTFS va chi dinh kich thwéc
cache Maximum cache size , chon nut Set (tham khao hinh 5.39).
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w2k3vpc Properties [ 2] x]
Cache Drives |
) wekavpe
Drive [ Type | DiskSpace ... | Free Space... | Cache Size ...
© NTFS 4000 1132 1000
Maximum cache size (MB}: 1000 s
Heset
Total disk space on NTFS drives (MB): 4000
Current total cache size (MB): 1000
o | cancel | apoy |

Hinh 5.43: Chi dinh dung Iwvgng Cache.

V.9.2 Thay d6i tuy chon vé viing Cache.
Dé céu hinh Cache ta chon nut Configuration -> Cache cla trinh quan ly ISA management,

nhap chudt phai vao nut Cache chon lién két Configure Cache Settings tir Tasks panel, chon
Active Caching tab, chon Enable active caching (tham khao hinh 5.40).

General #ctive Caching | Advanced I

Objects requested from the cache before they expire are considered
“Active", Active objects are automatically updated in the cache according

ta active caching settings.

Update active ohjects in cache:

" Frequently
Client cache-hit ratia is more important than reduced netwark

traffic,

* Mormally
Client cache-hit ratio and reduced network traffic are equally

imporkant,

" Less frequently
Reduced netwark traffic is more important than client cache-hit

ratio,

Restare Defaulks
[o]'3 I Cancel | Apply |

Hinh 5.44: Enable cache.

V.9.3 Tao Cache Rule.
Tao Cache Rule dé cho phép ta c6 thé dat mot sé luat quy dinh déi twong (Object) can cache, thoi
gian lwu trir cache, kich thwéc cua tirng dbi twong cache, ... Cac budc tao cache rule nhw sau:

1. Nhé&p chudt phai vao nut Cache, chon New, chon Cache Rule...

2. Chidinh tén cache rule trong hop thoai “Welcome to the New Cache Rule Wirzard”, chon Next.
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3. Chon nut Add dé chi Distination cho Cache Rule (tham khao hinh), chon Next.
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4. Chi dinh loai Object nao dwoc nhan cho mot request cu thé nao doé trong hop thoai Cache

Network entities:
Cache Rule D«
Thiz rule will  |Mew = Edit... Delste
[ L5 Metworks
" ]
This rule applies t e rnal
- =k Local Host
@ Extamal =ha Quarantined YPN Clients
WPH Clients
3 mMebwork Sets
[ Computers
[ Address Ranges
[ Subnets
[ Computer Sets
[ Domain Mame Sets
[ URL Sets
Add Close |

page.

Add...

Edi.. |
Bemave |

>_| Caniel |

Hinh 5.45: Destination cache.

retrieval. Mot s6 tuy chon can lwu y:

+ “Only if a valid version of the object exists in the cache if no valid object exists, the
request will be routed to the Web server”: Cho phép nhan nhirng Object hop & (Valid
Object) trong cache nguwoc lai ton tai hodc khéng toén tai Object hop 1 thi request sé duwoc

chuyén dén Web Server dé nhan cac Object can thiét.

+ “If any version of the object exists in the cache it will be returned from cache If no
version exists route request server” : Cho phép request c6 thé nhan Valid Object hoac
Invalid Object trong cache, néu khong co Object nao trong cache thi Server sé& chuyén

request t&i server.

+ “If any version of the object exists in cache if no exists the request will be dropped”
Néu request yéu cau mot Object nao dé khong tdn tai trong cache thi nd sé bj ngdn chén
(Drop)

5. Trong hop thoai Cache Content, chi dinh ndi dung can lwvu trong cache(tham khao hinh 5.41),

chon Next.
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New Cache Rule Wizard

Cache Content
Specify whether retieved content it stored in the cache. By default, an object is
stored in the cache anly if its source and request headers indicate to do so.

Select when content should be stored in the cache:

" Mever, no content will ever be cachad.

@ i gource and request headers indicate to cache
In addition, also cache:

¥ Dynamic content

™ Content for offiine browsing (302, 307 iesponses)

[v Content requiing user authentication for retrievak

< Back I Mext > I Cancel

Hinh 5.46: cache content.

6. Trong hop thoai Cache Advanced Configuration, dinh gi¢i han kich thuwéc cla cac object can
duwoc cache trong textbox “Do not cache objects larger than” (tham khao hinh 4.42), chon
Next.

New Cache Rule Wizard [ x]

Cache Advanced Configuration
Specify advanced configuration

¥ Do not cache objects larger than: L] MB »

[¥ Cache S5L responses

<Back [ Metz | Cowel |

Hinh 5.47: Gi&i han kich thwéc cho dbi twong cache.

7. Chidinh thoi gian Iwu trl» HTTP Object trong cache, chon Next.

New Cache Rule Wizard

HTTP Caching

“when HTTP caching is enabled, HTTP objects are stored in the cache, in
accordance with the policy.

Uniess the sourcs specifiss expiration, update ebiscts in the cachs sccording to TTL:
Set TTL of obiests [ of the content ags} l—zg
Content age is the ameunt of time since an obiect was created or modfied

TTL time boundaries:

Maless thar: 15 Hintes ¥
Na taore than IT Daps =

™ ko apply these TTL boundaries to sources that specity expiration

Time:-TaeLive [TTL] is the amount of time content remairs in the: cache before expiing

< Back I Mext > I Cancel |
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Hinh 5.48: Chi dinh TTL cho HTTP Object.

8. Chi dinh thoi gian Iwu trir FTP Object trong cache, chon Next.
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New Cache Rule Wizard B

FTP Caching
‘when FTP caching is enabled, FTP objects are stored in the cache, in
accardance with the policy.

IV Enabie FTF caching
Time-ToLive for FTP objects

Time-Ta-Live [TTL) is the amount of time content remains in the cache before expining,

<Bock [ Mews | Cancel |

Hinh 5.49: TTL cia HTTP Object.

9. Chon Finish dé hoan tat qua trinh.

V.9.4 Quan ly va theo déi traffic.

M6t trong nhirng chirc ndng qua trong cua Firewall 1a kha nang giam sat (monitoring) va thdng ké
(reporting) su kién xay ra trong hé thdng, né gitip cho Ngwdi quan tri mang (Network administrator)
c6 thé theo dbi sw xam nhap (attempted intrusions) va tan cong tlr bén ngoai.

ISA Server 2004 bao gbm mot sd cong cu nhw: giam sat hoat déng clia hé thdng (monitor ISA Server
activities), tao va ciu hinh co ché canh bao, théng ké thong tin hé thdng, giam sat thong suét
(performance) cua ISA Server. Tat ca cac cong cu nay dé dwoc dat tai Monitoring node cla trinh
quan ly “ISA Server 2004 management console” (tham khao hinh 5.44).

Microsalt Internet Secunity and Acceleration Server 2004 =10/ x]
Fle  fction  Yiew Hel R
e = |BEF A

|30 Meroscft tntemet Securt.
g st
T] Meritoring
2 Frmusl Py
rtual Frivat tet | /Dot
= % Conbigurstion
-
Ay Cach g | |
43 Addis Garoup Trps = Isnj Mert | Lotest = Refresh
2} Genersl Ickive Directory ok i ) Conbiguralion ersie TUS/2005 1:094 2 Retresh i
ecr ke i) Service stasted  T/IS[005 1:10- ) ubernatic Rfresh Raoke:
s ok = ) service not respa... 712005 1120 i =]
4l v
.dsu-vl(ei ._,. H
Sarace S
1l
Frewal aw ] - -
b Scheduler St alj ek
Ssson Type Mervbser of Sevser.
I"'r 13 e":'|:| Frewal Chart o
Securehia
| Reports &)
Buporthane |a. |6 | WebPoar
Tokal
4| | s Ll | *f
VI | =

Hinh 5.50: Dashboard theo déi log.

Thiét lap mot sb canh bao (alert) cho hé théng
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+ Chon Tab Alerts, chon lién két Configure Alert Definitions trén Task panel, chon n&
tlr hop thoai Alert properties, chi dinh tén Alerts, chon Next (tham khao hinh 5.45).

Alerts Prupeizies 20 x|
Alert Defintions | New Alertit=ad =

Alert " Welcome to the New Alert
@@ Micro: : Configuration Wizard

aert. Internet Security &
Acceleration Server 2004
Cache
Cache Use this wizard to define a new alert for a specified event

and condition, and to configure the actions that will oceur

Cache
vihen the event and condtion trigger the slert

Cache
Cache
Alett name:

[ [ .
Confi
Mote: If an event and its condition are already defined, use

the alert properties page to configure alert action,

gy To continue, click Meat.

IJEEEEEEEOEEEERREER

b ebbbbb ok b chO
g

Bk [ Mes | Cancel |
ok | el |y ||—{H

Hinh 5.51: Lap canh bao cho hé thdng.

b
i
o=
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+ Chon loai sy kién dé lap canh bao cho hé théng, chon Next.

Alerts Properties lli”
Alert Definitions | Mew Aler MHEEIE =

I Events and Conditions
Alert An alert is tigaered by an evertt. If a condition is also specified. then the event and

@ e the condition must bath oocut in order ta rigger the alert

@ Al

A\ Cache

U Cache Select the event and the condition that tigger this alert

A Cache

A Cache Event YN Altack =]
i Cache IP spoafing o
A Cache fscdiional cond o IS4 Server computer restart is required

Log Failure

O Cache Log storage limits

Ay Comp Metwork configuration changed

Ay Confit Mo available ports

Mo connectivity

L i &

i} -‘}‘ onng Operating system companent conflict

& conne Oversize UDP packet

A\ DHeP EEIEW
i Diala Quarantined VPN Clientenetwork changes

r Report Summany Generation Faiure
A DhSI R
esource allocation faiure
:_'I . = Routing [chaining) failure

Riouting [chaining) recovery
RPC Filter - Bind failure
RPC Filter - connectivity changed
Serwer Publishing Faiure

oK Server Publishing Recovery

— Service Iniialization failure:

Urregistered event
Upstream chaining credentiaks
PN connection failure

=
1%
o

=0

Hinh 5.52: Chon loai canh bao cho hé thc“')ng.

+ Chi dinh loai cdnh bao (Alert) va mc dd kiém soat (16i, canh bao, théng bao) trong hop
thoai Category and Severity, chon Next.

+ Chi dinh céac action dé thuc hién co ché canh bao cho hé théng, c6 thé canh bao qua Mail,
chwong trinh, ...(tham khao hinh 5.46)

New Alert Wizard x|

Actlions
‘when the event conditions are met, the alert iz triggered and the selected alert
actions are automatically executed.

Specify the alert actions far this event:

W Send an e-mail message

¥ Report the event to the Windows event log
¥ Stop selected 154 Server services

¥ Start selected 154 Server services

< Back I Eﬂsxb I Cancel |

Hinh 5.53: Chon co ché canh bao.

+ Chi dinh dia chi Email s& nhan canh bao ctia hé thdng, chon Next.
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New Alert Wizard |

Sending E-mail Messages
‘when the alert is triggered, an e-mail notification will be sent fram the specified
sender to the designated recipients.

5 pacify the name of the Simple Mail Transport Frotacol [SMTF) server

SMTP server localhost Bowss.

Tupe the e-mail address far the sender of the alert natification:

From: Iadmmlstratul@lncaldumam

Tupe the e-mail addresses far the recipients of the alert natification:

To Iadmm@loca\domam

Cc Inhnn@yahnn con

< Back I Mest > I Cancel

648

Download tai liéu nay tai dién dan quan tri mang va quan tri hé théng | http://www.adminviet.net




Hinh 5.54: Chon co ché canh bao.

+ Chon dich vu sé& bj stop khi Alert gap sw c6, chon Next.

+ Chon Finish dé hoan tat qua trinh.

Theo dai thdng tin truy xuit Web trong mang néi bd

Pé theo dai trng may tinh hoac tirng host trong mang ndi bd truy xuét internet ta chon Logging Tab

ttr man hinh chinh cta Monitoring node (tham khao hinh 5.47).

Hinh 5.55: Theo déi log truy xuét Web.
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| Microsoft Internet Security ar iwi( ity &
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L?-E e Acc R ver 00 Monitoring YHOST
Hi- 4 Standard Edltion
i (4 Firewal Policy
L) Virtual Private Metwor | D achbnard ¥ Blerts Y Sessions ) Services Y Reports ) Connectivity ylngglng \
E1%% Configuration
?“ PO Filter B | Condtion | value I |
1+ Cache Log Record Type Equals Firewsal or Web P... |
fs Adein loa T i
L) Gareral o3 Time fve s
Log Time_~ | Destination 7| Destination Port | Protocel | acton | Rule | client'a
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Tom tat

Ly thuyét 6 tiét - Thwe hanh 0 tiét

Muc tiéu

Cac muc chinh

Bai tap bat

Bai 23
PHU LUC

SETRETNEN

Két thuc bai hoc nay giup
cho hoc vién biét thém
mot s6 phan mém Mail
Server va Proxy Server
dwoc st dung réng rai
trén thi trworng. Dong thoi
hoc vién ciing c6 thé so
sanh v&i cac phan mém
da hoc dé cé mot lua
chon chinh xac khi trién
khai trong mét méi trwvong
thuc té.

Phan mém Mail Server -
MDaemon

Phan mém Proxy Server -
WinGate

budc

Dwa vao bai
tap moén Dich

vu mang
Windows
2003.

thém

Dwa vao bai
tap moén Dich

vu mang
Windows
2003.
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QUAN TRI MAIL SERVER- MDAEMON

. Cai bat Mdaemon.
1. Click vao tap tin cai dat co tén setup.exe sau d6 man hinh License sé& hién ra. Dé tiép tuc, hay
nhén nut | Agree.

2. Chon thw muc dé cai dat, mac dinh chwong trinh MDaemon sé cai vao 6 dia cai hé diéu hanh. Ta
c6 thé cai Mdaemon & mot vi tri khac bang cach chon nut Browse, chon Next dé tiép tuc viéc cai
dat.

3. Nhap tén user va tén cong ty, chon Next dé tiép tuc viéc cai dat.
4. Chon céac thanh phan sé cai dat
+ MDaemon server and supporting Files: cai chwong trinh Mdaemon Server.

+ MDConfig Remote Configuration Client : diéu khién nhirtng bién cidu hinh MDaemon tu
xa.

Remote Administration Server: Quan tri Mail Server tir xa

WorldClient Web-Mail Server: C4u hinh Web-Mail Server dé cho phép nhitng Client
glri/nhan mail & bat ky noi ndo.

;‘1_ MDaemon Server Installation x|

Select Components To Install

Chooge which components to install by checking the boses below,

[v MDaemon Server and Supparting Filest 11933k
[¥ WD Corfig Remate Configuration Client 8744 k
[¥ Remote Administration Server 556 k.
[V wiordClient \Web-ail Server 4787 k.
Disk Space Required: 19442k
Disk Space Remaining: 3589604 k

< Back Mext > I Cancel |

Hinh 6.1: Chon thanh phan cai dat.

5. Sau khi nhan Next, trinh Setup MDaemon sé sao chép cac file vao thw muc da chon, tao folder
chwong trinh MDaemon va budc ké tiép 1a cdu hinh cho MDaemon.
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2 MDaemon Server Installation

DNS Configuration

¥ Use windows DNS seftings

Primary DNS IP Addiess 1722922 [optional]
Backup DNS |P Address [optionall

LCancel

Hinh 6.2: Chi dinh DNS Server.

6. Cau hinh DNS Server: Trong qua trinh cai dat ban khéng can hoéac can chi ra nhitng DNS Server
béng cach chon nut Use Windows DNS Settings. Sau d6, chi ra dia chi IP cia Primary DNS
Server va Backup DNS Server.

7. Nhap vao nhirng théng tin cia user dé MDaemon tao ta account trong qua trinh setup.
+ Full Name: nhap vao tén déy du ctia account. Vi du Tran Thanh Tri

Mailbox: dia chi Email ciia account (khéng bao gém tén domain)

Password: nhap vao password cho account (Khéng cé khoang tréng)

This account is the Postmaster: chi dinh account nay la Postmaster alias.

+ + + +

This account has Administration level web access: cho phép account nay cé quyén
quan tri khi truy cap Mail qua Web.
+ Nhan Next dé tiép tuc viéc cai dat.
8. Chon ché dd kh&i dong MDaemon Server: Néu ban muén chwong trinh MDaemon khéi dong khi
may tinh bat 1én thi chon Setup MDaemon as a system service. Khi cAu hinh & ché do nay, ban
khéng can logon vao Server dé thao tac.

9. Tiép theo Ia man hinh cho phép Iwa chon viéc ciu hinh theo huwéng dan (wizard) hay khéng?

42 MDaemon Server Installation |

Advanced Installation
The installation of MDaeman Server has been successiully completed,
“Would you like to go through a simple step-by-step configuration process now?

Hint: Uparaders should not da this.

I~ | want to go thiough the setup process now.

Cancel |

Hinh 6.3 chon ché do configure qua Wizard.

Il. CAu hinh Mail Server.

- Sau khi cai dat chwong trinh Mdaemon, bwédc quan trong ké tiép la ching ta phai ciu hinh
Domain cGia minh dé& nguoi dung trong domain c6 thé giri/ nhan mail.
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- Té&t ca nhivng thao tac cdu hinh domain thdng qua menu Setup | Primary Domain.
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Primary Domain Configuration -l |

Pruning I Pre-processing I Directories I POF Check. I Unknown b ail I
DarnaindSFE I Ports | DMS | Timers | Threads | Dequeus | aArchival

Primnary domain properties

Domain name  |EET=Eane

4 Email addresses with this domain name are considered local mail.

HELO domain [company. mail

“when sending mail uge this domain in SMTP HELO/EHLO instruction

Daomain IP |1 27.0.0.1 ™ Bind listening sockets to this IP only

If pou do nat knowe this computer's IP address then enter the defaulk valus
of 127.0.0.1 or just leave it blank.

ISP or smart host properties

L7 ISP or smart host's |P or domain name |

The value specified here is typically the domain name of your ISP or their
SMMTPF server or pour LAM's outgoing mail gateway.

" Send even outbound email message to this host
 Send only undeliverable outbound mail ko this host

i+ Attemnpt to send all mail direct without using an intermediate host

Ry 1S teauies me o login before sending el | Rety gueus settings |

Ok I Cancel I Apply I

Hinh 6.4: CAu hinh domain cho Mail Server.

I.1. CAu hinh Domain/ISP.

Hop thoai nay Iwu nhirng théng tin vé dia chi IP va domain name. Thém vao dé, ching ta sé chi ra
muérc dd ma Mail Server sé& chuyén mail dén ISP hay gateway.

- Domain Name: Nhap vao tén domain. Tén domain nay mac dinh khi tao account va né duwoc
dang ky trén Internet.

- HELO domain: Tén domain nay sé dwoc st dung trong cau Iénh SMTP HELO/EHLO.

- Domain IP: bia chi IP ctia Primary Domain.

- ISP or smart ...: chira ISP clia ban hoac tén ciia may Mail hoac dia chi IP. Thong thuwdng, ching
ta chi ra dia chi IP cida SMTP Server ISP.

- Send every outbound ...: tt cd nhitng Mail gi ra khdi domain déu chuyén dén may gateway.
May gateway dwoc chi ra trong ISP or smart...

- Send only ...: chi nhitng Mail g¥i ra ngoai ma khéng dwoc chuyén dén dich sé& dwoc chuyén dén
Mail Gateway chi ra trong ISP or Smart...

- Attempt ...: GUi tat ca nhirng mail ra ngoai dén moét may trung gian. Nhivng mail khéng gt dwoc
s& dwoc gl lai theo nhirng ciu hinh trong phan Retry queue setting.

I.2. CAu hinh Ports.

Chi ra nhirng port ma chwong trinh Mdaemon giam sat. Va nhirng port ma ching ta cép cho SMTP,
POP, IMAP hay UDP dé truy vin DNS. Théng thudng, chiing ta khong thay ddi nhirng thong sbé méc
dinh nay.
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Primary Domain Configuration E i e |
Pruning | Pre-processing | Directories | POP Check | Unknown Mail |
Domain/ISP  Pans | DMS | Timers | Theads | Deaueus | Archival

SMTP/ODMR server ports
(3 Listen for inbound St TP events on this TCP port

M

Create outbound SMTF events using this TCP port

[l
&

Listen for inbound DDMA events on this TCP port

POP/AMAP server parts - IMAP available in PRO version anly
Listen for inbound POP events on this TCP port
Create outbound POP events using this TCP part
Listen for inbound IMAP events on this TCP port

DNS/LDAP server parts
Quey DNS servers using this UDP port

o

MREErne

ol
&
|

LDAP port for database & addiess book pasting

Fiemote configuration server ports
Listen for MDConfig connections on this TCP part

3

Listen for \webConfig connections on this TCF port 3001
Fletum port settings to defaults | Bind ta new part valuss now |
oK. | Cancel | Apply |

inh 6.5: Chi dinh gia tri Port.
lIl. Cau hinh lich két ndi va dich vu quay sé.

III.1. Lap lich két ndi.

- Click vao menu Setup | Send/receive scheduling

Send/Receive Scheduler

Scheduled remote mail processing events
2 ‘what day?

1 r o Friday at 11: ]

IV Deliver local mail immediately upon 1eception ity v Thursdey | Friday ot 16:00

Py 0T

v Tuesday [” Satwday  |Monday at 16:00
Simple scheduling Thursday at 07:00

Local/Raw/zystem mail processing interval- 3 min

I” Deliver/collect remate mail at this interval also

IV ‘Wednesday Thursday at 11:00

I walt 30 minutes after the last mail Thursday at 16:00

X L wihat hour? Tuesday at 07.00

session starts before initiating the nest one. lﬁ Tuesday at 11:00
Schedulingeptions ——————————————————— M w:;ﬁ:gdaat;ast UDU?’ (i}
¥ Always send mail f there's 3 or more What minute? Add ‘Wednesday at 11.00

‘whednesday at 16:00

messages waiting in the: outbound queue.
g g 4 i hd Clear all

¥ Always send mail if a waiting message is more

than m minutes ald RAS satgpl ok I Lancel |

Hinh 6.6: Lap lich biéu két néi quay sé.

- Local/RAW/system mail processing interval- 3 min: thoi gian nghi gitra cac giao dich xt& ly Mail
la 1 — 60 phut.

+ Deliver/collect remote mail...: néu checkbox nay dwoc chon thi thdi gian phan phéi/tap
hop mail sé dya trén Local/RAW/system mail.... Ngwoc lai, né sé hoat ddng dwa trén lich
ma chung ta lap.

+ Deliver local mail... : x&* ly va phan phat ngay sau khi mét giao dich SMTP hoan thanh.
Diéu nay c6 tac dung phan phat Mail cuc bd ngay lap tirc.

- Simple scheduling: thoi gian nghi gitra 14n giao dich Mail cubi cuing dwoc start truéc khi khéi tao
mot giao dich méi.
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Scheduling options: Hiéu chinh tuy chon vé lich biéu.

Always send mail if there’s ...: Mdaemon sé kh&i tao mét giao dich néu trong hang doi ra
ngoai co tr xx messages tré lén.

+ Always send mail if a waiting.... Mdaemon sé& kh&i tao mét giao dich néu cé mot
message trong hang doi ra ngoai doi dén sé phut chi dinh.

+ Scheduled remote mail ...: Iap lich d& Mdaemon x& ly Mail bao gébm ngay, gi¢, phut.

lIl.2. CAu hinh Quay sé.
- Click vao Setup | Dialup/Dialdown.

RAS Dialup Settings 2 21|
Dialup Settings | ISP Logon Setfings | Post Eanmectlonl LAN Domalns| LAN \Fsl
Dialup control
- ¥ Enable R&S dialup/dialdown engine
J [ Dialup oy if remate mail is waiting in outbound queus

[V Motify IPostmastel when dialup attempts fail

Dialup attempts

75y Make this many altempts to establish a session 1
o ~

= Alfter dialing, wait thiz many seconds for a valid connection I B0

Connection persistence

e . " Once established, MD aemon will not close the RAS session

Lis & Keep sessions alive for at least 1 minutes (0 = immediste close]

I applicable, you should use the option that has MDaemon leave RAS
seggions open. |f you need to close the session based on inactivity use
the settings faor this provided by Windows itself

(1] I Cancel | Apply |

Hinh 6.7: C4u hinh két néi quay sb.

- Dialup Settings.

- ISP Logon Settings.
- Post Connection.

- LAN Domains.

- LAN Ips.

I11.2.1 Dialup Settings.
- Dialup control:

+ Enable RAS Dialup/Dialdown Engine: Chon tuy chon nay cho phép dung dich vu RAS két
ndi vao ISP dé g va nhan thu.

+ Dialup Only if Remote Mail is Waiting in Outbound Queue Chon tuy chon nay dé
MDaemon chi quay sb két ndi khi c6 thw gii ra (outbound message) trong hang doi che
gri. Tuy chon nay cho phép tiét kiém thoi gian quay sb tuy nhién néu khéng quay sb thi
MDaemon sé& khong lay dwoc thu tir bén ngoai gl vao.

+ Notify Postmaster When Dialup Attempts Fail Glri thng bao dén Postmaster x& Iy khi
c6 16i khdng quay sb duorc. 656

- Dialup attempts:
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+ Make This Many Attempts To Establish A Session: Sé lan thir quay s6 két nbi ma
+ After Dialing, Wait This Many Seconds For A Valid Connection: Thoi gian MDaemon
chd cho may & xa tra 16 va hoan thanh két néi RAS.
- Connection persistance:

+ Once Established, MDaemon Will Not Close The RAS Session Mac dinh MDaemon sé
dong phién két néi RAS sau khi viéc glri nhan Mail véi may & xa hoan tat. Panh dau tuy
chon nay cho phép phién lam viéc cho du da hoan thanh viéc g&ri nhan.

+ Keep Sessions Alive For At Least XX Minutes Thoi gian giv két ndi trwée khi dong.

111.2.2 ISP Logon Settings.

RAS Dialup Settings 21x|

Dialup Settings  |5P Logon Settings | Past Cannection | LAM Domains I Léh |PSI

Dialup profile:
; [T Use any cunently active dialup session
4 Logon name Uze thiz BAS dialup profile
|t3h Ivnn d

Logon password
I xxxxxxxx New plofilel Edit profile |

arimized use

& [ Maximize uze of thiz connection profile
P

Every zo many minutes, MDaemon will check the computer system to

see if pethaps anather program hag initiated the selected RAS prafile.
IF 20, MDaemon will use the existing connection whils it iz available.

*r'ou can control the time interval between uses of an existing
connection by entering a value in minutes into this contral.

Llze ewisting connection every I 30 minutes. Hahgup naw |
Ok I Cancel | Apply |

Hinh 6.8: Chi dinh Account két ndi quay sb.

- Logon Name: Tén logon dung dé chuyén cho may & xa trong qua trinh d&ng nhap
- Password: Mat khdu dung dé chuyén cho may & xa trong qua trinh dang nhap

- Use This RAS Dialup Profile: Tén profile da tao dung cho két néi tlr xa trong clra s6 Dialup
Networking.

- Maximize Use of this Connection Profile: Cho phép MDaemon theo doi profile dwgc mo ta &
trén, trong trwdng hop profile nay dang dung dé két néi thi Mdaemon sé dung luén két néi nay dé
gli nhan Mail ma khong theo lich.

- New Profile: Tao m¢&i profile Dialup Networking.
- Edit Profile: Stra profile Dialup Networking.
- Hang-up Now: Ngét két néi RAS v&i ISP. Nat nay chi sang lén khi dang c6 két ndi.

11.2.3 LAN Domains.
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RAS Dialup Settings

Dialup Settings I ISP Logon Settings I Post Conmection  LAMN Domains I LaM |F'SI

These domains are on my local LAN

t3h.com Eemove
hem.t3h.com __I

Mew local LAN domain

W Relay mail for these domains?

The domains listed here do not require DUMN or BAS in order o be
contacted. A message in the meszage queue et to be delivered ko one of
these domaing will not initiate a dialup =ession and will be spooled at
scheduled local mail processing intervals. These MSG files are stored in a
directory called LMDOMAIM which stems off the LOCALG dirsctany.

ak. | Canicel | Apply |

Hinh 6.9: Chi dinh tén domain cho Mail Server quan ly.

- These Domains Are On My Local LAN Cac domain liét ké & day dwgc MDaemon xem nhuw
domain cuc bd cta mang cuc bd LAN. Nhw vay khéng can phai quay sb khi cé thw gl cho
domain cuc bd.

- New Local LAN Domain Thém 1 tén domain LAN cuc bd va nhan nut ADD.

- Relay Mail For These Domains Né&u chon tuy chon nay MDaemon sé& chuyén tiép mail cho cac
domain trén.

IV. CA&u hinh DomainPOP Mail.

Céu hinh DomainPOP nham muc dich nhan mail tvr POP mailbox tir ISP dé& phan phat lai cho nguoi
dung trong domain.

- Twr menu Setup chon DomainPOP mail collection...

- Chon tab Account dé khai bao nhirng théng sb.

DomainPOP Mail Collection : 2=l
Routing Rules I Fareign b ail I Security I
Account I Parsing I Mame Matching I Frocessing

DromainPOF host properties

,, ¥ Enable DomainPOP mail collzction engine
=
Host name or [P smtp. hm, v, ve Extra hosts |

Logaon name t3h

These settings allow access ta the mailbox on wour [SP.
Mail download control

I, I~ Leave a copy of message on host server
(=] Delete Mmessages once I 0 or more have accunulated [O=never)
Don't download messages larger than 200 KB [0 = no limit]
[¥ Delete large messages from DomainPOP and MuliPOP hosts

¥ W am postmaster about large DomainPOP messages

V¥ ‘Download messages according to size [small messages firstf
Ovwer quota accounts

" “wamn account holder and delete over quota message

" “wamn account holder and fonward over quota message to Postmaster

akK I Cancel | Lpply

Hinh 6.10: Chi dinh pop Mail Server.

- DomainPOP host properties.
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+

+

Enable Domain Pop Mail Collection: Chon tuy chon nay cho phép MDaemon I4y"%
hop thw trén POP server clia ISP vé phan phat lai cho cac user ndi bo.

Host name or IP: Tén DNS hoac dia chi IP cia may chi POP cua ISP.

Logon name/Password: Tén user va mat khau dung dé 13y thw trén may chu ISP.

- Mail download control.

+

Leave a copy of message on host server: néu chon, Mdaemon sé& khéng xéa nhixng mail
duoc tap hop tir ISP.

Don’t download messages larger than [XX] KB (0 = no limit) : khong download nhirng
messages > xx KB.

Delete large messages from DomainPOP and MultiPOP hosts: Mdaemon sé xéa nhirng
message c6 kich thwéc vt qua qui dinh bang cach xéa ching tr DomainPOP va khéng
download vé.

Warn postmaster about large DomainPOP messages: gri mét théng bao dén
Postmaster khi c6 mot message 1&n dworc phat hién trong DomainPOP mailbox.
Download messages according to size (small messages first): cho phép Mdaemon
download message theo kich thwéc tir nhd nhat dén In nhét.

- Over quota accounts.

+

+

Warn account holder and delete over quota message: néu chon, Mdaemon sé& gwi
message dén cho user khi dung lwong dia cla user vwot qua gi¢i han cho phép. Nhirng
message sau do sé bi hay.

Warn account holder and forward over quota message to Postmaster: néu chon,
Mdaemon sé& glri message dén cho user va Postmaster thong bao dung lwong dia cla
user vuot qua gi¢i han cho phép.

V. WorldClient Server.

- World Client 1& mét giai phap clia webmail, cho phép cac may tram cé thé s dung mail théng
qua trinh duyét Web, cac user c6 thé truy cap Mail ctia minh 4t c& noi ndo.

- Céc tinh nang loi cia workclient server: cho phép tim kiém thw, doc thw tir trinh duyét Web,
Client c6 thé giao tiép bang nhiéu ngdn ngtr, hé tro co ché lwu dia chi, cé thé quan ly cac thw
muc(chtra danh sach cac Mail dwgc Iwu trlr ), g&i nhan file attachment...

- Ngoai ra world client con cung cép:

+ Calendar and scheduling system(lap lich biéu cho hé théng )

+ ComAgent’s Instant Messaging System: cung cap cac thong bao(sound, visual alert) khi

co thw moi.

V.1. Cach Cau Hinh WorldClient server.

Khé&i tao world client ta chon Setup->WorldClient/RelayFax... -> Enable worldclient server.

- Login vao worldclient:
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+ T trinh duyét Web ta go dia chi http://<mailserver>:port. Thong thwong worldclie
dinh dwoc dat portnumber 1a 3000.

+ Nhép vao MDaemon account’s user name and password.
+ Chon nut Sign-in.
Thay déi WorldClient's Port.
+ Chon Setup->WorldClient Server...
+ Nhép vao port number trong hop thoai “Run WorldClient Server using this TCP Port”.

Cac thuoc tinh ctia worldclient: D& xem cac thudc tinh cia worldclient ta thwc hién: T menu
setup chon worldclient/relay fax:

Server Options.
Domain Options.
Address Book.
Calendar & Scheduling.

+ + o+ o+

RelayFax.

worldClient/RelayFax Properties 21|

Server Options | Domain Options | Address Book | Calendar & Scheduling | RelayFas |

“warldClient propartiss

q [¥ Enable WorldClient server
AN

I~ worldClient is runring under 115

Fun WorldCliert server using this TCP port | 3000

Sessions not composing @ message expire after [ 20 inactive minutes
Sescions composing & message expire sfter | 120 inactive minutes
¥ Cache HTML templates to inciease web server performance

[ Use cookies ta remember logon name, theme. and other properties

I~ {Hespond to read confirmation requests

¥ Reguire IP persistence throughout wioldClisnt sessian

Bind W orldClisnt's web server to thess IPs anly. Separats mullipls valuss
with cemmas. Leave blank to bind to MD asman's IF fist

Restart WordClient [requited on patt or cache change] |

ok | cCacel | eob |

Hinh 6.11: Thay ddi thudc tinh ctia World Client.

Server Options Tab.
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+ Enable WorldClient server: Néu checkbox nay dwgc lwa chon nghia la ta ch&
workclient server hoat dong ngwoc lai néu ta khéng chon tic la ta khod workclient
server(disable).

+ WorldClient is running under IIS: néu tuy chon nay dwoc chon thi WorldClient dwoc
chay du¢i Internet Information Server (lIS) ma khéng chay dudi webserver cla
WorldClient.

+ Run WorldClient server using this TCP port: Mac dinh WorldClient sé I&ng nghe két néi
tlr webbrowser clia user trén portnumber la 3000.

+ Sessions not composing a message expire after xx inactive minutes: dinh thoi gian ton
tai cho mot session khi mét user login vao worldclient ma khéng g&i message.

+ Sessions composing a message expire after xx inactive minutes: dinh thoi gian cho
moét session g&i thong diép.

+ Cache HTML templates to increase web server performance: cho phép worldclient lvu
tri® lai cac mau HTML vao trong bé nhé dé phuc vu cho cac lAn truy cap sau nay cla
browser, diéu nay sé lam tang thdng suét cia server.

+ Use cookies to remember logon name, theme, and other properties: cho phép sir dung
cookies dé nh¢ lai cac théng tin clia user(logon name, theme va nhirng théng tin khac) tai
may tinh cuc b ctia nguwoi dung.

+ Respond to read confirmation requests: tuy chon nay cho phép worldclient cac théong
diép yéu cau xac nhan théng tin.

+ Require IP persistence throughout WorldClient session: yéu cau session clia user phai
st dung dia chi IP tinh khi connect t&i worldclient server.

+ Bind WorldClient’s web server to these IPs only: cho phép ta giéi han WorldClient
server l&ng nghe trén cac dia chi IP cu thé nao. Chu y réng néu ta chi dinh nhiéu dia chi IP
thi gitra chung phai cach nhau bang diu phdy. Néu ching ta khéng chi dinh dia chi IP nao
thi mac dinh WorldClient sé hoat dong trén cac dia chi chi dinh cho mién Primary and
Secondary.

+ Restart WorldClient (required to recognize new TCP port): cho phép kh&i dong lai

WorldClient server. Chu y: khi ta thay dbi ciu hinh Port ctia WorldClient thi ta phai khéi
ddng lai dich vu nay.

V.2. St dung WorldClient.

WorldClient cho phép ta c6 thé sir dung Mail bang trinh duyét Web(con goi 1a webmail). dé st
dung Mail nay ta truy cap vao dia chi http:// dia chi IP ciia Server hay dia chi DNS clta Server kém

theo dau “:” va sd hiéu Port.

Tuy nhién ta cé thé sir dung céch truy cap théng thuwong vao dia chi mailserver ma khéng can
kém theo s6 hiéu Port theo sau dia chi URL, dé lam diéu nay ta phai hiéu chinh lai sé hiéu Port
cho phép WorldClient Iang nghe trén Port 80. Vi du http://www.nhon.com:3000
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&x WorldClient

MDaemonAYorldClient @ 2002 Alt-N Technologies.

Hinh 6.12: Truy cap Web Mail.

- Dé Logon vao va sir dung hé théng ta phai dwoc Mail Server cung cdp mét Account. Sau khi
nhap vao Username va Password chon nut Sign In, lic nay man hinh st dung Mail dwoc hién
thi.
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Hinh 6.13: S dung Web mail.
VI. Quan tri ngw®i dung.
VI.1. Tao va thay déi thuéc tinh ngwei dung.

- Tao account bang cach tr menu Account | New account hodc Account Manager. Account
Manager la mét céng cu giup quan ly nhirng account.
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Account Manager 5‘

Account management
Only shave account which Imatch j Ix Im the mailbios figld j Gol

Account List - 2 total, 2 displayed [1 uger accounts, 1 system account

Diomain Mailhox Real name M ail directon)
b# compary.mail  admin Tran Thanh Tri 1] 5 ailsadny
ﬁ company. mail MDaemaon MDaemon Server MONYUSERS \compary. mailshdD ¢

1| | I+
Show only accounts fram this damain IAII domains - Mew | Edit I Delete |

§huwmo|eaccoumts| Top | Import | Nawgccountdelaultsl Ok |

Hinh 6.14: Quan ly tai khéan Mail.

- Khi tao m&i mét account click vao nut New, chinh stra hay hly account thi chon account sau dé
click vao Edit hay Delete.

Account Editor - do quyet thang E Z1x|
web | Auta Aesp | IMAP Mail Aules | MultiPO P |
sccount | Maibox | Forwarding | Options | Guotas | Restrictions

Persanal infarmation
Q Full name  [do qupet thang [ex: Frank Thomas]

This account was created on: <unknowns>
This account was last accessed on: <unknowns
POP/IMAP account infarmation

@ Mailbox name [dthang @ [company.mail =1

This value alzo doubles as the POPAMAP logon name.

[+ Alloys this account to be accessed with POP/AMAP mail clients
Account password |
The account is NOT curently using Dynamic NT Authentication.

The "Mailbox name'" and "'Password"* values are used for authentication

MNotes/comments on this scoount
Aliases
Click here to edit any alisses configured for this account Aliases

Hinh 6.15: Tao tai khoan Mail.

VI.1.1 Théng tin ciia Account.

- Full name: Ho tén day du. Cac thong tin khac sé& dwoc phat sinh tir cac macro. Co6 thé dé nguyén
hoac stra d6i néu can

- Mailbox name: tén hop thw cla user. Tén hop thw nay két hop véi tén domain trong ciu hinh
Setup\Primary Domain name dé& tao thanh dia chi E-mail cla user nay theo dang
MailboxName@DomainName

- Allow This Account To Be : cho phép user truy cap hdp thw bang cac phan mém POP3 Client
nhw Eudora hoac Outlook Express.

- Account password: mat khau cho user dung khi truy cap bdng POP3 client.

- Note/Comment...: 663

VI1.1.2 Théng tin cua Mailbox.
- Message Directory : dwdng dan thu muc mailbox chira cac thw nhan trén may chi chd user két
ndi vao va lay thu vé doc
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- Storage Format : dinh dang tén file mail Iwu trong thw muc mailbox. Mac dinh la theo RFC822.
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VI1.1.3 Forwarding.
- Cho phép chuyén tiép Mail nhan dén 1 dia chi khac

Account Editor - do quyet thang ﬂﬁl
wieb | fuoResp | IM#PMalRues | MuFOP |
Account | Mailbax Fonwarding | Optiore: | Quotas | Restrictions

Mail forwarding options

¥ This account is currently forwarding mail

Farwarding address(es] (separate each address with a comma)

|nva@yahnn com

Enter the email addhess(es] to which a capy of the incoming message
will e sent

IV iHetain a iocal copy of forwarded mail
Select this option if you wish to retain a copy of the forwarded message
in the local account's mailbox

Advanced forwarding options

Forward the message to this host
Use this addiess in SMTP envelope

Use this TCP port 25 SMTP default is part 25

Cancel |

Hinh 6.16: Chi dinh forward mail.

- This Account is Currently Forwaring Mail : user nay cho phép chuy&n Mail dén dia chi nhap vao
bén dwai. Tinh nang nay dung cho nguwdi di cong tac xa khong cé diéu kién truy cap hdp thw cuc
bd, khi d6 ho dang ky 1 hép thw khac va chuyén mail dén hop thw mai.

- Retain A Local Copy Of Forwarded mail : giir lai 1 ban sao ctia thw chuyén tiép trong hop thw
cuc bo.

- Advanced Forwarding Option.
+ Forward The Message To This Host: chuyén thw dén 1 may cha khac mé ta trong 6 nay.

+ Use This Address In SMTP Envelope: dia chi Mail dung trong céu tric cla thw chuyén
tiép.

+ Use This TCP Port: két néi vao cdng nao trén may chi nhan thw chuyén tiép.

VI.1.4 Thiét 1ap han ngach cho mailbox.
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Account Editor - do quyet thang llil
web | auwoResp | IM&PMailRules | MulPOP |
Account I b ailbo I Fonwarding I Options Quotas | Fiestrictionz
Cluota options
& [+ This account must observe these quota settings

When an account exceeds it's quota settings subsequent delivery attempts
will be refused and a warning message will be placed in the account's

mailbox.
Mazimum number of messages stored at once I 50
Mazimum disk space allowed I oo KE

Account and old mail pruning

& ¥ Use defaults for this domain

Automatically delete accaunt if inactive far I 0 days [0 = newver)]

Delete meszages older than I 0 days [0 = newver)
Delete deleted IMAP messages older than I 0 daps [0 = resver]

I~ Delete old messages from [MAR folders as well

Ok I Cancel I

Hinh 6.17: Gi&i han han nghach dia.
- This Account must Observe These Quota Settings : user bj gi¢i han sb thw lwu trong hép thw
va gidi han dung lvong hop thuw.
+ Maximum Number Of Messages Stored At Once: téng s6 thw dwoc lwu trong mailbox.

+ Maximum Disk Space Allowed: dung lwong téi da cla mailbox. Khi user dat t&i 2 gidi
han trén thi thw g»i dén cho user nay sé bij tiv chdi.

VI.1.5 Webmail cho tai khoan.
- Account can access email...: danh d4u tuy chon nay cho phép user truy cap mailbox qua Web.
- This Account can Config Itself Via Web : cho phép user tw cu hinh qua Web.

- Chon cac tham sb ciu hinh ma user cé thé thay di qua Web, vi du:
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+ Edit Real Name: dbi tén.
+ Edit POP logon: déi tén logon vao POP server.

+ Edit POP password: d6i mat khau logon vao POP server.

Account Editor - do quyet thang ed 3|
Account | Maibox | Forwarding | Options | Quotas | Restrictions |
wieb | Auto Aesp | IMAP Mail Rules | MuliPOP

wieb-based mail access

q ¥ BEcount can access small wia wWordisnt
s

Click here and the account will be able to access mail via the web

“web-based remote configuration permissions

IV Agcount can modify its own settings via WWebConfig

it I This account has administrator level access to WebConfig
I Edit teal nams I~ Edit EVERYOME list setting
IV Edit password
I Edit mail directany location I Edit guota settings
I¥ Edit forwarding address ™ Edit MuliPOP settings
I Edit advanced forvwarding IV Edit autaresponder settings
I Edit enciypt mail setting I Edit allow changes wvia email
IV Edit IMAP rules [PRO wersion only)

Apply defauts_|
oK | Cancel |

Hinh 6.18: Webmail cho tai khoan.

VI.1.6 MultiPOP.

Cho phép user truy cap vao nhiéu mailbox trén nhiéu POP Server.

- Enable MultiPOP Mail Collection For This Account : danh dau tuy chon nay cho phép lay thw ti
nhiéu mailbox trén cac POP Server khac vé dwa vao mailbox nay cla user. V&i mbi Server,
nhap vao cac tham sb.
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Server : dja chi IP hoac tén DNS ctia POP Server.

Logon : tén logon.

Pass : mat khau.

Nhan nut Add dé dwa vao danh sach hodc Remove dé loai bd.
Nhan nut Enable dé cho phép truy cap vao Server.

+ + + + + o+

Danh dau Leave A Copy Of Message On POP Server: dé lai ban sao trén POP Server
sau khi lay Mail vé.

+ Don’t download Messages Lager Than n KB: khong 14y cac thu kich thuwéc Ién hon n KB.

Account Editor - Tran Thanh Tri 2=l
Account I M ailbox I Fanwarding I Optiohs I Quatas | Fiestrictions |
wieb | AuwoResp | IMAP Mail Aules MultiFOP

FUlPOP rail collection

[ iEnable MultiFOF mail collection for this accounk

tALUIPOR will collect mail from ather mail zervers and pool it into your
MO aeman mailbos.

Current MuliPOP host list for this account

Server | M ame | Pagzword [En... | Enabled | Fem
<| | i3
Server I Add I
Logon I Passwoldl Eemove I
¥ Enable this erntry Enable I
I~ Wse APDP [Password field contains shared secret] Floeli I

I" Leave acopy of message on POF semver
Delete meszages once I 0 or mare have accurulated [0 = never]
Dion't download messages larger than I 0 KB [0 = no limit]

Ok I Cancel

Hinh 6.19: Hiéu chinh MultiPOP Mail.

VI.2. Tao bi danh cho tai khoan.

- Chon menu Accounts | Address Aliases.
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Address Alias : tén bi danh.
Actual address : t&n user ma bi danh nay tré dén.
Nh&p chuét vao nat Add dé tao bi danh.

Nhép chuét vao nut Remove dé bd bi danh dang chon.

+ + + +

Alias Editor

Define a new alias

Address dizs  [kt@t3h.com

‘wildcards ‘7' and ' are allowed here. For example. 'Postmaster®777.% com'.

Actual addrsss [rva@t3h.com, nvb@t3h.com

The wildeard ™! used to the left of the '@ symbal will be replaced by the

original mailbox. A ™' used to the right of the '@ symbol will be replaced by
the original domain name.

Ex: arvel@arvelh.com = arvel@altn.com or “@arvelh.com = * user@sub.”
I It's DK to relay mail for aliases that include fareign damains

¥ Aliases are ignored if address matches an existing account o mailing list
I~ Eully qualified sliases (o wildoards) are allowed to be list members

Current aliases

=l [edd |

Histzeryiscompany,
listserver@compar mdasmoni@company. mail
list-servi@company mail = mdaemon@compary. mail
Postmaster@compary. mail = sdmin@company. mail
everyons@i3h. com = hva@t3h com, nvb@t3h.com

Remove | ok | Cancel

AEMENECOMOANNINA. ...

Hinh 6.20: Tao Alias cho tai khoan.

VI.3. Tao Mailing List cho tai khoan.
Chon menu Lists | New List.

Tab Options :

+ BDat tén cho mailing list.
+ Name Of Mailing List: tén danh sach thw tin. Tén nay két hop véi tén domain dé tré thanh
dia chi E-mail ctia nhom.
+ List Reply To Address: dia chi E-mail trd vé ctia nhém thw tin.
Mailing List Editor - publicY company.mail ilil
Matifications | Security | Digest | Public: Faldsr |
Options | Members | Routing |  Subscripions | Support Files

Lisgt addresses

Mame [public @ [ compary. mail

List's "Fieply-To:" address |

Leave Reply-To field blank and replies will be directed back to poster

List properties

ﬂ& [~ This list is private and only members can send list traffic
s o

¥ Messages have list name in subject [is.. Subject: [LISTNAME] text]

This list responds to EXPM and LIST requests

¥ Messages have thread nurbers in subject [is. .. Subject text {51

Delivery precedence level for this list's traffic I 20 [O-99)

Use this as a guideling: 10 = urgent, 50 = normal, 80 = bulk

Replace TO: field with & M © list's name * member's full name
¥ Include “'public List Mermber' in TO: field

Don't distribute messages larger than I 0 KB [0 =don't care]

o]

Cancel

Hinh 6.21: Tao group mail.

Tab Members: Cho phép thém, hiy thanh vién ctia nhédm thw tin, d& thém mot thanh vién ta thuc

hién nhw sau: chon tén user trong danh sach New Member’s E-mail Address va nhan nut Add.
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QUAN TRI PROXY SERVER — WINGATE

Giéi thieéu WinGate Proxy.

WinGate 1a 1 dich vu chay trén may tinh don va cung cip cho nhiéu may tinh khac truy cap vao
Internet . N6 lam dwoc diéu nay bang cach cho phép tat cd may tinh do chia sé déng thoi mot két néi
Internet . WinGate cung cap 3 phwong phap dé hd tro viéc chia s& mot két ndi Internet (Proxies |,
WinGate Internet Client , NAT-based General Purpose Internet Sharing) , va cho phép ta tuy chinh
WinGate Ié thudc vao ngudi dung mang .

WinGate cho phép két néi toan bé mang cuc bd vao Internet bang 1 Modem don.
. Cai dat Wingate.

1. Yéu cau phan cirng.

Dé cai dat chwong trinh WinGate , ta can phai chuén bi cac yéu cau vé phan cing va phan mém nhw

sau :

- Windows 95, 98 , NT ( dbi v&i cac phién ban tir 4.0 tré vé& sau ) . Phién ban WinGate tr 3.0.5 tré
di khéng thé chay trén méi tredng Windows NT 3.5.1 .

- Néu cai trén may tinh chay hé diéu hanh Windows NT, can phai cai phién ban Service Pack 4 tr&
di.

- Can cé 1 két ndi tryc tiép ra Internet .

- Ca hai loai may WinGate Server va may Client déu phai cai boé nghi thirc TCP/IP.

- Cai dat Winsock 2 dbi voi mot sé phién ban ctia Windows 95.

.2. Cai dat Wingate proxy.
- Kiém tra cdu hinh phan cirng va phan mém theo ding yéu cau.
- Tw thw muc cua dia/thw-muc cai dat , chay tap tin WinGate.exe.
- Chon nut | Agree dé ddng y cac diéu kién cta phdn mém dé ra.
- Xuét hién ctra sb yéu cau chon loai dich vu can cai dat , c6 2 loai:
+ Configure this Computer as a WinGate Internet Client : cAu hinh may tinh nhw 1a 1 may
Client ( may tram ).
+ Configure this Computer as the WinGate Server : cAdu hinh may tinh nhw 1a 1 may
WinGate Server.

+ Trong phan hwéng dan nay ta chon vao nat ciu hinh nhw 1a 1 may Server. Sau d6 nhan nat
Continue.
- Xuét hién ctra sb thong bao cai d&t WinGate Server, nhan nat chon Next dé tiép tuc.

- Xuét hién ctra sb yéu cau ta chon loai cai dét: 670
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+ Install WinGate (Enter your WinGate key below): cai dat WinGate , khi chon nut'fay—ta
phai nhap vao Lincense Name va Lincense Key .

+ Evaluate WinGate Home , Standard or Pro (Free 30 day trial): cai dat th®* nghiém
WinGate trong vong 30 ngay .
+ Purchase WinGate now (Online): Vao trang Web ciia WinGate dé mua 1 license dung dé
cai dat st dung.
- Trong trwong hop nay, chon nat & trén cung (Install WinGate) , nhap vao License Name va
Lincense Key va nhan nat Next dé tiép tuc .

- Man hinh ké tiép dwa ra lya chon Use NT for User Authentication ( GateKeeper and Client ) .
Néu chon Iwa chon nay thi cac tai khoan nguoi dung dwoc tao sdn trong Windows NT/2000 sé
déng bo véi cac tai khoan tao trong WinGate .

- Trong trwdng hop nay ta khdng can chon lwa chon nay , nhan Next dé tiép tuc .

WinGate 4.5.2 Installation

NT Users and Authentication

Thig is recommended to zimplify your user account management, NT authentication
allows pour Administrator and users to use their regular Windows login name and
pazsword to access GateKeeper and Internet funchions.

MOTE: This feature will only be enabled with a WinGate 4 evaluation or registered
ke,

[~ Use NT for User Authentication [GateKesper and Client).

MNOTE: If wou uze a Domain, please read the manual section on this topic befare
continuing.

Help... | £ Back |

Hinh 6.22: NT User and Authentication.

LCancel |

- Trong buéc cai dat ké tiép, man hinh cai dat dwa ra 1 lwa chon Install ENS. Néu chon Iwa chon
nay, qua trinh cai d&t sé cai thém vao Extended Network Support (ENS) hd tro ki thuat Network
Address Translation (NAT), firewall .
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ENS Installation x|

ENS Installation

winGate 4.4.0 includes Extended Metwork Support, a feature that
utilizes Network Address Translation [MAT] technology. Extended
Metwork Support allows you ko suppart non-windows client computers,
bridging to allow uzers ta share diives across subnets and the WinGate
4.4.0 firewall to protect your WinGate server and network from attack.

If you have another MAT installed please uninstall it before installing this
ane.

[ Install ENS

o | p— Nextz P — | m—

Hinh 6.23: Chon ENS.
Nhép chuét vao lwa chon Enable Auto Update dé tw déng cap nhat phién bdn méi ciia WinGate.
Chon Next dé tiép tuc.
Man hinh cai d&t cho biét vi tri thw muc cai dich vu WinGate . nhap chudt vao Begin dé tiép tuc .

Sau khi cai dat xong dich vu , qua trinh cai dat hién thi man hinh théng bao hoan tat viec cai dat.
chon Finish.

Nhép chuét vao nut Ok dé khéi dong lai may tinh .

Sau khi cai dat xong, ta sé théy biéu twong clia WinGate dwoc tao ra tai thanh tac vu.

Khéi dong/tam ngwng WinGate.
Kh&i dong Wingate: Chon Start | Programs | WinGate | Start WinGate Engine.

Tam ngrng dich vu WinGate bdng cach nhap chudt vao phai vao biéu twong WinGate , chon
Stop Engine.

C4au hinh Wingate.

I.1. Khao sat cac théng tin chung.

Use current Windows login: Dung lwa chon nay khi ta dang dung dinh danh trén NT Server . Khi
bat Iwa chon nay cho phép ta ty déng dang nhap, WinGate si* dung username va password cla
NT Server hién hanh.

Log on to local machine: Bang nhap vao may cuc bd.

Use these details next time to login directly : Cac lan dang nhap ké tiép khong dwa ra yéu cau
nhap username va password . Lvu y la GateKeeper khong lwu lai cac password, do dé chi dung
Iwa chon nay khi dung Iwa chon User current Windows login.

Sau khi khéi dong chwong trinh WinGate |én, xuét hién GateKeeper.

Download tai liéu nay tai dién dan quan tri mang va quan tri hé thdng | http://www.adminviet.net

672



- Activity Panel.

+

- History Panel.
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/% GateKeeper - connected to WinGate on localhost

File ‘Wiew Options Help

=10l x|

B 5 =

Goonline Go Offline Save Control

@ m ™o
Help Home  Standard Pra

System Services [Pt

&E Time [ € SoucelP [& Souce. [R T

DHCP Service 67
WII’\SDEk Redirector 5 2080
GOP Service 368
DNS Service 53
Remate Contral Service 808
B Caching

@ Scheduler

@ Dialer

é Extended MNetworking

[, DNSAWINS Resolver

. |

| @ Systeml % SErvicesI [} Usersl

%2 sotiviy [ €D Histo] By Firewall|

For Help, press F1

Hinh 6.24: Giao dién GateKeeper.

Authenticated User: Nguwoi dung dugc dinh danh.

Hién thi tat c& cac phién lam viéc clia nguoi dung va dwoc cap nhat theo thoi gian. Nguoi
quan tri cé thé dung man hinh nay dé quan sat va cé thé xéa di nhirng phién lam viéc cu thé

C6 nhiéu bidu twong thé hién cac phién lam viéc trong man hinh Activity. Nhitng biéu
twong nay xuéat hién khi cac phién lam viéc con hoat dong, va bién mét khi cac phién lam
viéc hoan tat.

Data sessions : thé hién thuc thé cia proxy hoac dich vu dang dung.

User sessions : thé hién nguwdi dung nao dang st dung WinGate va dang mé phién lam
viéc di¥ lieu ndo. Néu mét nguwdi dung chuwa duwoc dinh danh, ho chi xuét hién khi c6 mot
phién lam viéc di¥ liéu dang hoat dong. Néu mét ngudi dung duwoc dinh danh, ho sé xuét
hién v&i mot biéu twong chia khoa, va & man hinh Activity cho t&i khi thoat ra.

Computer Session : C6 dang biéu twong may tinh, chi ra may tinh nao dang s dung

Assumed User: Ngudi dung st dung WinGate tir 1 vi tri cé thé nhan biét dwoc, nhung
chwa dang nhap vao WinGate.
Unknow User: ngudi dung st dung WinGate tr 1 vi tri khong nhan biét dwoc, va chua
dang nhap vao WinGate.
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Hién thij théng tin vé cac 1an truy cap s dung dich vu WinGate.

A GateKeeper - connected to WinGate on localhost i ] 54
File Wiew Options Help
5 = & . (N e ¥
Go Online Go OFfine Save Control Help Home  Standard Fro
System Services IPorl I & Time IE'. Cormputer I © Usemnamme I Wi User... I Il
@ DHCP Service E7 03-Mar 03:16:54 TDNHON administrator  Administrator 1
W’insock Redirector 5. 2080 03-Mar 09:14:256  TDNHON administrator  Administrator 1
GDP Service 368 03-Mar 03:14:24  TONHON administrator  Administrator 1
@ DNS Service 53 03-Mar 09:14:22  TDNHON administrator Administrator 1
Remote Control Service a0g 03-Mar 09:14:20 TDNHON administrator — Admiistrator 1
B Caching 03-tar 09:10:11  TDMHON administrator 1
FH Scheduler
1 =]

il Swstemn I % Servicesl [ ) Users]

[ ] Activityl ) H\story| F F\rewall]

Far Help, press F1

Hinh 6.25: Active Panel.

Firewall Panel.

System Tab.
+ Trong tab nay gitp chang ta theo dai va dat cu hinh vé caching, dialer, ENS, Scheduler

... trong hé théng wingate.

¥ GateKeeper - connected to WinGate on localhost

File Wiew Options Help

+ Hién théng vé connection clia cac may tram bij b6 loc clia wingate ngan chan.

é Estended Metworking
[, DNS/AWINS Resolver

For Help, press Fi

=] ) @ r N %
Go Offine  Save Contral Help Home  Standard Pro
System Services ‘ Port | = g EZ.ZQ‘ 14.254
5 DHCP Servics 67 Guest (Unknown user)
3 AT: . ’ .
I winsock Rediestor5... o) CQ NAT: UDP 172,29.14,254:1030 <-» 203.162.4.1:53
. &2 naT: TCP Connection to 203,162,139, 11:80
& GDP Service 368 &2 NAT: TCP Connection to 203,162,139, 11:80
5 ONS Service 53 &2 AT UDP 172,.29.14.254:1027 <-> 203,162,4.1:53
Remate Contral Service a0m D NAT: ICMP 172.29.14.254 <~ 203.162.17.72
B Caching = Q TOMHOMAdministratar
ﬁ Administrator {Authenticated - GK)
@ Scheduler ﬁ WinGate Login: Register For everything
@ Diialer

2 ectivty| D s

Hinh 6.26: System Tab.

Service Tab.

Cho phép user c6 thé ciu hinh, start hodc stop cac service, thém hodc loai bd mét dich vu.
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2 GateKeeper - connected to WinGate on localhost
File Yiew Options Help
=] E oo .
GoOrlne GoOffine  Save | Control | Help Home Standard | Pro
User Services o [Port & Time [ £ SoucelP [ Souce. [ «]
@ FTP Prosy server : @ 03Ma 2003 044615 GMT  19216817.254 67 :
@ Loglile Server am @ 03Ma2003 044506 GMT 19216872254 67
@) PDP3 Proxy ssrver 1 € 03Ma0.2003 04:44:51 GMT 19216872254 67
@ RTSP Steaming Medi 5E @ 03Ma 2003 044443 GMT 19216872264 67
@ SOCKS Prosy server 106 @ 03Ma.2003 094439 GMT 19216872254 B7
@ Telnst Prosy server : @ 03 Mar. 2003 04:40:44 GMT  19216817.254  E7
%VDDLNE Proxp server FoC @ 03Ma2003 04.40:29 GMT  192168.17.254 67 i
@ W Prosy ssrvet £ € 03Mar.2003 094020 GMT  19216B17.254 67 |
) %DM Proxy service a0 @ 03Ma 2003 044016 GMT  19216817.254 67 :
@ 03Mar.2003 043937 GMT 19216872254 67 -
4 »
The Firewall has blocked a connection attempt mads ta
5 _’I 255,265,255, 265:68 from 192.168.17.254:67, protocol: UDP.
I Systom | @ Sarvices | § sers] &3 ctivity | (D) History | fBy F\rewa\ll
For Help, press F1 4

Hinh 6.27: Services tab.

Users Tab : Cho phép ta quan ly, kiém toan, tao méi, ghi nhan cac théng tin cia cac wingate
user, gi¢i han quyén truy cap cac dich vu trong wingate cho cac user, gi¢i han cac user logon
vao wingate thong qua wingate keeper.

/% GateKeeper - connected to WinGate on localhost =10l x|

File Yiew Options Help

= £ @ Ny R r
o Online Go Offline Save Control Help Horne Standard Pro
=-§% Users
% Guest
=43 Groups

0 03.Mar. 2003 06:54:02 GMT  19216817.254 &7

o 03 Mar 2003 06:53:58 GMT 19216817254 &7

@ 03.Mar.2003 06:50:36 GMT 19216872254 67

o 03 Mar 2003 06:50:21 GMT 19216872254 &7

ODB Mar 2003 06:50:13 GMT 19216872254 67

0 03.Mar. 2003 06:50:08 GMT 19216872204 &7 h
ODB Mar 2003 06:458:11 GMT 19216817254 67 3
003 Mar 2003 0F:47:54 GMT 19216817254 67 _'LI

3

The Firewall has blocked a connection attempt made to
255 255 255 25568 from 192.168.17.254:67, protocol: UDP.

B3 Administrators
B3 Users
g Database options
€ assumed Users
& System Policies

System] ) Services | € Users| | &3 Actiiy] € History ] gy Frswai

For Help, press F1 v

Hinh 6.28: User tab.

Cau Hinh Cac Dich Vu Hé Théng.

lIl.1. CAu hinh Caching.

Caching : Lwu tri¥ di liéu dung chung tai 1 noi ma né co6 thé dwoc truy xuét nhanh chéng va thuan
tién khi can thiét. WinGate cung cép viéc caching cac tai nguyén Internet, bao gém : d6 hoa, cac
tai liéu HTML hoac cac tap tin khac.

Diéu thuan lgi ctia Caching d6 la né chia sé& cho tat ca cac ngudi dung st dung dich vu WWW
Proxy Service, gilp ngu®i dung cé thé truy cap théng tin nhanh chéng cac website ma ho
thuwong xuyén vao (do website dwoc lwu triv lai cho cac lan truy cap sau).

T clra s6 GateKeeper : Chon tab System — click ddi vao Caching. Clra s6 Caching Properties
hién ra.

Tab General.
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Enable cache lookups : cho phép tim kiém trong cache.
Enable additions to cache : cho phép thém thdng tin vao cache.
Limit cache size to ... MB : gi¢i han kich thwéc clia cache.

Purge cache when full : xo4 sach théng tin dwoc lwu khi cache day.

+ + + + +

Number of days before rechecking HTML files : s lwong ngay truwédc khi kiém tra lai cac
tap tin dang HTML.

+ Number of days before rechecking HTML files : sb lwgng ngay trudc khi kiém tra lai cac
tap tin dang khac.

= Cache Properties x|

Genetal | what to cache | What to purge |

~ Cache Option:
¥ Enabls cache lackups
¥ Enable additions to cache
¥ Limit cache sizs ta [50 ME

¥ Purge cache when full

~Re-checking

Humber of days before rechecking HTML files [2
Humber of days before rechecking ather files  [60

Rebuid Index
Heln Cancel | sppli |

Hinh 6.28: C4u hinh Cache.

What to cache tab.
x|

General “What to cache IWhal to purgel

" Cache gverpthing
% Specify which requests will be cached

14 Fiter 1

. Server name equals “serverl”

Add Filter | Addgﬂleﬂunl Delete |

Help | | Eancell Apply |

Hinh 6.29: Thay dbi thudc tinh cho Cache.
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Cache everything : lwu trir moi théng tin.
Specify which request will be cached : Iwu lai nhirng di¥ liéu dwgc chi dinh trong cac bd
loc phia dudi.

Add Filters : thém vao mét bd loc théng tin méi.

Add Criterion : thém vao céc tiéu chuan loc théng tin cho bé loc.

Delete : x6a di cac théng tin theo qui dinh trong cac bd loc phia dudi.

l11.2. Extended Network Support (ENS):

ENS cung cép cac cong cu mé&i cho phép quan tri két ndi cla user trong mang wingate, cung cép cac
co’ ché loc packet théng qua firewall, hé tro NAT, hd tro Multisubnetwork.

- General tab.

4 Entended Network Driver X|

Generall Routing | Firewaal I Port Security I Policies I Logging |

Status: |Insla\|ed and active |

[¥ Enable Extended Metwork Diiver
— Option:
¥ General Purpose Intemet Sharing [NAT]

¥ Support for multiple subnetwarks [router)

Firewsall

" Disable WinGate Firewall

 Lowe: Allow servers to run behind firewall

€ Medium: For games and intemmet applications
£~ High Denies all connections from outside

% Custom: For advanced users

Help Cancel |

Hinh 6.30: General tab.

+ General Purpose Internet Sharing (NAT):Tuy chon nay la mdt cong cu dich dia chi(NAT)
cho phép bat ky mot may tinh nao trong mang néi bd cé thé truy cap truc tiép Internet qua
wingate server ma khéng can phai thdng qua www proxy server.

+ Support for Multiple Subnetworks (router):Tuy chon nay cho phép chia sé cac tai nguyén
mang(drive, data, resource...) gil’ta cac may tinh trén cac duwdng mang khac nhau va
ching dworc lién théng véi nhau théng qua mot Router mém cé cai dat wingate.

+ Security Firewall Protection: Wingate con cung cidp mét ky thuat loc packet(packet-
filtering), & nhirng phién ban trwéc wingate chi dwoc cung cdp & mirc d6 proxy firewall,
trong phién ban mé&i nay cung cap chirc ndng packet-filtering manh hon chirc nang trudc
dé chéng sy tn céng trén mang bao gém : cdm dich vu (denial of service (DOS)), tan
coéng théng qua co ché ping (ping of death), quét port (port scanners), Trojans va nhiéu
co ché khéc.

- Routing Tab.
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£¢ Extended Network Driver
General  Routing I Firewall I Part Security I Palicies I Logging |

Cument route table
Network. | Mask. | Gateway | M.. |ﬂ
17229140 255.285.25.. 172291445 1
172291445 25528525, 127001 1
172292552, 25525525 172291445 1
224000 224000 168925425, 1
224000 224000 168925421 1
224000 224000 172251445 1
266266255, 255.285.25.. 169.25421. 1
1| | »

¥ Relay UDF broadcast packets

¥ Enable support for multiple default routes

Help Cancel

Hinh 6.31: C4u hinh routing.

+ Hién thi bang routing table hién tai trén Server bao gébm cac thong sé vé network,
gateway va subnetmask, metric.

+ Relay UDP broadcast Packets: cho phép co ché tiép nhan va chuyén tiép UDP packet tir
subnet nay sang subnet khac.

+ Enable support for multiple default routes: Khi connection dugc tao thi default
gateway khac dyoc chi dinh t&i Router, va default gateway nay dwgc gan mirc dé wu tién
cao hon default gateway théng thwdng, va thwong xay ra 16i routing gitra hai subnet, vi
packet dwoc géi tr subnet nay sang subnet khac dy vao gateway cé dé wu tién cao hon
do dé lam packet khong t&i dich dwoc, khi tuy chon nay dwgc lwa chon thi chirc nang
routing trong wingate du vao gateway dwoc Router chi dinh ban dau.

- Firewall tab.

+ Extended Security Options: Cung cép cac chirc ndng co s& vé& an ninh mat gitp ta co thé
bao vé hé théng chdng lai moét sé phwong phap tan cong théng dung.

+ Advanced Packet-Filtering: Cac gdi tin (packets) cé thé duwoc loc (filtered) thong qua
protocol, interface, port va cé thé cho phép (allowed), khong cho phép (denied) hay gi&i
han (redirected) viéc truy cap cla cac may tinh khac trong mang di qua proxy (ta c6 thé
xem tab Port Security va Policies)

+ Intrusion Logging: Ghi nhan vé cac sw kién vé bat ky sw tAn cong tr bén ngoai vao, hay
céac dau hiéu cua sw tAn cong vao hé théng(xem tab Logging).
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A3 Extended Network Driver
General I Routing  Firewall | Port Security | Pulicies | Loaging I

r Enhanced Secuity Options

¥ Disable netwark name broadcasts ta the Internet

W &llow users to ping this machine locally

™ &llow users to ping this machine from the Intemet

¥ Discard spoofed packets

Help Cancel |

Hinh 6.32: CAu hinh Firewall.

II1.3. CAu hinh cac dich vu proxy.
Wingate proxy cung cip cac dich vu user nhu: ftp proxy server, Logfile Server, Pop3 Proxy
server, RTSP Streaming Media, SockProxy server, Telnet Proxy server, VDOlive proxy server,
WWW proxy server, XDMA Proxy service, trong phan nay ta sé thdo luan mét sé dich vu déc trung
nhw: www proxy server, sockproxy server, ftp proxy server.

| 5 Gotexccper cannected to witate o acalhost _iBlx

Fie View Options Hep

Vel & =] E

Goorine GoOffine  Save  Control  Help

User Services [Pt ] & Time [§ Sowee P [E Souce [Q T
@ FTP Prosy server 21
@ Logfile Server 8010
@) POP3 Prony verver 10
@ RTSP Streaming Medi E54
@ SOCKS Prosy server 1080
@) Telet Prowy server 23
@ WDOLive Prosy server 7000
. fE
@ XDMA Prowy service 8000
I — |

B 5] @ senvioss [ 5 U] | 2 o] €5 Fiton] @ Frena

For Help, press F1 /

Hinh 6.33: C4u hinh dich vu proxy.

l11.3.1 CAu hinh FTP Proxy.
FTP Proxy Server cho phép sir dung cac trinh &ng dung FTP Client ma cé hé tro phwong thic
username@hostname qua firewall. Vi du: WS_FTP, CuteFTP.
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¥ FTP Proxy server properties

General | Bindingsl Interlacesl Sessionsl Policiesl NOILI_’I

Service Mame IFTF' Prosy server

Description |FTF' Praowy server

Start aption:
{ Service startup: | Service will start automaticaly v |

Service pot | 21

Help | ok | cameel | spoi |

Hinh 6.33: C4u hinh dich vu FTP Proxy.

Port 21 thuwdng dwoc str dung cho FTP proxy server. FTP service cho phép ching ta cé thé két nbi
qua firewall khac.Trong phan Connection tab trong tuy chon cascaded proxy server cho phép ta
thwe hién diéu nay, cac tab vé binding va interface, session, Policies, logging chung t6i da khao sat
qua trén phan DHCP Server.

- None-proxy Requests tab.

+ FTP Proxy Service c6 thé dwoc cdu hinh d& phuc vu cho ca 2 loai yéu cau: proxy ( Oy
quyén ) va non-proxy ( khéng Gy quyén ). Cac yéu ciu khéng Gy quyén thwéong xudt phat
tlr cac ngwdi dung bén ngoai Internet .

+ Sau day la cac x&r ly cha dich vu dbi v&i cac yéu cau khong Uy quyén Reject request : loai
bd yéu cau.

+ Pipe request through to predetermined server : chuyén yéu cidu sang moét may Server
khac duoc xac dinh trwéc bdi cac tham sb phia dwdi (Server — Port)

+ Redirect client to predetermined location : chuyén hwéng may tram sang vi tri khac trong
URL .

+ Server Request : phuc vu yéu cau nay dwa vao cac thiét 1ap Web Server (vi du nhw thw
muc gbc cha Server , tén tap tin méac dinh,..).

- Connection tab.
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+ Directly: day la Option méac dinh dwoc st dung khi wingate server duwoc két nbi tre
toi internet.

+ Through cascaded proxy server: st dung khi ta muén wingate proxy truy cap qua proxy
khac, trwde khi nd truy cép internet.

Through SOCKS4 server: két néi qua SOCK4 Server kém theo password.

Through HTTP proxy with SSL support: tuy chon nay dwoc s dung khi ta muén
tunneling SSL théng qua http proxy.

fo FTP Proxy server properties 3 x|

Sessions | Policies | Horprosy Requests  Connes tion | Lo |

- Connections to servers are made:
& Direetly
€ Thraugh cascaded prowy server
£ Through SOCKS 4 server
€ Thraugh HTTP proxy with 550 tunneling support

Server I

Pot B

SOCKS4 Password |

I™ Bypass prowy for lacal sites (pingable sites]

Hep | 0| cancel | fmpl |

Hinh 6.34: Connection tab.

l1.3.2 C&u Hinh Dich Vu WWW Proxy.

Cung cép viéc truy cap Internet cho cac may tram sir dung nghi thirc HTTP.

- M®& clra s6 GateKeeper, chon tab Service, double click vao biéu twong WWW Proxy Server.

b WYWW Proxy server properties x|

General | Bindings | Interfaces | Sessions | Poliies | Nort | #

ervice Name [/ Fromy server

E
Description [t Prosy server

Start optio

Service startup: (84

Service port

[~ Usedava client authentication as required by palicies

Help 0K Cancel Pl
I 1 I I

Hinh 6.35: CAu hinh WWW proxy.

- General tab.

Service Name: Tén loai dich vu

Description: Dong mé ta vé dich vu.

Service will start automatically: dich vu tw déng dwoc khéi dong.

Manual start/stop: Dich vu dwoc khéi ddng hodc ngirng bang tay.

Service is disabled: Dich vu mac dinh bj tat di. 681

Service port: Céng cho phép may tram két néi vao dich vu proxy.

+ + + + + 4+

Use java client authentication as required by policies: Cho phép kiém tra dinh danh cac
may tram s dung trinh duyét cé kha nang Java.
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- Bindings tab.
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Allow connections coming in on any interface: cho phép cac két ndi dén
interface.

Connecitons will be accepted on the following interface only : chi chap nhan cac két nbi
dén tr interface dwoc chi dinh.

Specify interfaces connections will be accepted on : chap nhan cac két ndi t cac
interface moé ta phia duaoi.

b WWW Proxy server properties x|
General \ntellacesl Sessiunsl Policies | Hord|*

" Allow connections coming in on any interface
Connections wil be accepted on l—_l
L the following interface only 127001 i

%' Specify interfaces connections will be accepted on

I Bound I Status |
Uhzroot Started
EP 172291455 Stated

Avwailable I Status

I™ | Start evenif address fs inuse

Help Ok Canecel Apply
| I | |

Hinh 6.36: Bindings tab.

Interfaces tab.

+

Connections out will be made on any interface . The operating system will choose the
correct interface: sir dung tat ca cac interface dé quay két néi ra ngoai (Internet)

Connections to be made out on the following interface only : chi s¢¢* dung interface
dwoc chi dinh dé quay két néi ra ngoai.

Rotate connections out on all the following interfaces : si* dung luan phién cac
interface dwoc chi dinh phia duéi dé quay sé ra ngoai.

o WWW Proxy server properties x|
General | Bindings  Interfaces | Sessions | Policies | Nor 4] >

& Connections out wil be made on any nterface. The
operating system wil choose the correct interface.

¢~ Cannecions to be made out on l—LI
the follawing interface only

" Rotate connections out on all the following interfaces

I use [

Avaiable |
W1z7.001
5172291455

Tl ok | oeel | oo |

Hinh 6.37: Interface tab.

Sessions tab.
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+ Sessions time out after ... seconds of inactivity :
khéng con hoat ddng.

b WWW Proxy server properties

Genarall Bindingsl Interfaces  Sessions I F‘oliciesl Nor 4 I 2

thoi gian hét han mét phién 12

x|

Timeout:
’7 [V Sessions time out after |50 seconds of inactivity

B oK | Eancell

Apply |

Hinh 6.38: Session tab.

- Polices tab.

Right: mot s6 quyén ngudi dung dbi véi dich vu nay.

User can start/stop this service: ngudi dung cé thé

+ + + +

b WWW Proxy server properties

Generall Bindingsl Interfacesl Sesgione  Dolicies INor 1 I L4

User can access this service: nguwoi dung c6 kha nang truy cap vao dich vu nay.
User can modify this service: nguwdi dung cé thé thay dbi cu hinh dich vu nay.

kh&i déng hoac ngirng dich vu nay.

Add: thém vao ngudi ding méi cé quyén duoc chi dinh trong Right.

x|

Fight IUsers can access thiz service ﬂ
|z granted to:
Recipient | Rights |

Drefault rightz [Syztem policies] [EMN A= N =)

Add | Bemovel

Help | ,TI

Cancel I

Apply |

Hinh 6.39: Policies tab.

- Non-proxy Requests tab.

WWW Proxy Service c6 thé dwoc cdu hinh dé phuc vu cho ca 2 loai yéu cau: proxy (y quyén) va
non-proxy (khéng Uy quyén). Cac yéu ciu khéng Gy quyén thwdng xuét phat tlr cac ngudi dung bén

ngoai Internet .

Sau day la cac xt ly cta dich vu di v&i cac yéu cau khdng Gy quyén.
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Reject request : loai bd yéu cau.

Pipe request through to predetermined server : chuyén yéu cdu sang mét may Server
khac dwoc xac dinh trwdc béi cac tham sé phia dwéi (Server — Port).

+ Redirect client to predetermined location : chuyén hwéng may tram sang vi tri khac trong
URL.

+ Server Request : phuc vy yéu cau nay dwa vao cac thiét 1ap Web Server (vi du nhu thw
muc géc clia Server , tén tap tin mac dinh, ...).

Connection tab.

+ Directly: day la Option mé&c dinh dwoc st dung khi wingate server duwoc két ndi truc tiép
t&i internet.

+ Through cascaded proxy server: st dung khi ta muén wingate proxy truy cap qua proxy
khac, trwde khi nd truy cép internet.

+ Through SOCKS4 server: két nbi qua SOCK4 server kém theo password.
[ FIP Proxy server properties E

SEssiDnsl PDIicias' Mon-prosy Requests  Connection Il‘ L4

i Connections to servers are made:
% Directly
" Through cascaded prosy server
" Through SOCKS4 server
" Though HT TP prosy with SSL tunneling support

Server I
Faort IU
SOCKS4 Passwaord I

= Bypass prowy for local sites [pingable sites]

Help aK Cancel Apply
I | I |

Hinh 6.40: Connection tab.
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