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Thoéng tin mén hoc

» Trang web:
= http://tinyurl.com/mmt2016

> Tai liéu:
= J. F. Kurose and K. W. Ross, Computer Networking: A Top-

Down Approach Featuring the Internet (6nd edition),
Addison-Wesley, 2012.

= Slide (giang vién cung cap)
» Bai giang Mang may tinh, Hoc vién CN BCVT (2015).

. Ngyyén Thuc Hai, Mang méy tinh va cac hé théng mé, Nha
xuat ban gido duc, 1999




Muc tiéu

=

> Ly thuyét
= Kién tric va cac phan tlr ctia mang Internet
. Qéc tang trong mé hinh TCP/IP va giao thirc twong
&ng.
= Hiéu nang mang
» Thuc hanh
» Thwe hanh cac phan mém tién ich mang don gian
= Hiéu vé TCP/IP va céac thuat nglr mang
» Cach tiép can
= T trén xudng: tr tAng ng dung t&i tang lién két
= S dung Internet lam vi du

Cach tbé chire

=]

> Mén hoc bao gdbm
» Bai giang + bai tap
» Thwe hanh
» Bai tap Ion

» Sinh vién
» Bao cdo bai tap Ion va cac bai tap dwoc giao
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Piém thanh phan

> Diém thanh phan nhw sau:
= Chuyén can + thai do hoc tap trén Iop: 10%
(diém danh va kiém tra trong qua trinh hoc)
= Kiém tra gitra ky (1-2 bai), bai tap 1&n, thuc
hanh: 20%
= Thi cudi ki: 70%

Mo ta ndi dung mén hoc

Chuwong 1_1: Gidi thiéu chung vé mang may tinh

= Lich st phat trién

Binh nghia mang may tinh

DPuwong truyén vat ly

Kién tric mang

Phan loai mang may tinh

Kién tric phan tang

M6 hinh OSI (Open Systems Interconnection)
Hé diéu hanh mang




M6 ta ndi dung moén hoc

Chuwong 1_2: Gi6i thiéu vé mang Internet
1.1 Internet la gi?
1.2 Phan canh clia mang
= Hé thdng dau cudi, mang truy nhap, lién két
1.3 Phan 16i ctia mang
= Chuy&n mach géi, chuyén mach kénh, cau tric mang
1.4 Tré, m4t mat, théng lwong trong mang
1.5 Céac tang giao thire, cac mé hinh dich vu
1.6 Cac mang bij tAn cdng: van dé an ninh mang

1.7 Lich st phat trién mang Internet

Mo ta ndi dung mén hoc

Chwong 2: Tang (rng dung
2.1 Nguyén ly cua rng dung mang
= Kién truc cua (rng dung
= Cac yéu cau cua rng dung
2.2 Webva HTTP
23FTP

2.4 Thw dién tor
» SMTP, POP3, IMAP

2.5 DNS
2.6 Ung dung P2P
2.7 Lap trinh socket v&i UDP va TCP
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M6 ta ndi dung moén hoc

Chwong 3: Tang giao van

3.1 Céc dich vu tang giao van

3.2 Ghép kénh va phan kénh

3.3 Van chuyén khéng két nbi: UDP

3.4 Céac nguyén ly truyén di liéu tin cay

3.5 Van chuyén huéng két néi: TCP
= Cau truc doan di liéu (segment) MIDTERM
= Truyén dir liéu tin cay EXAM (approx)
» Didu khién ludng
= Quan ly két nbi

3.6 Céac nguyén ly diéu khién tdc nghén

3.7 biéu khién tdc nghén TCP

Mo ta ndi dung mén hoc

Chwong 4: Tang mang
4.1 Gi¢i thiéu
4.2 Cac mang mach &o va mang chuyén goi
4.3 Kién truc cla b6 dinh tuyén
4.4 |P: Internet Protocol
= Pinh dang gai tin
= Dinh dia chi IPv4
= ICMP
= IPv6

4.5 Cac giai thuat dinh tuyén: Link state, Distance vector,
Hierarchical routing

4.6 Dinh tuyén trong mang Internet: RIP, OSPF, BGP
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M6 ta ndi dung moén hoc

Chwong 5: Tang lién két div liéu va mang LAN
5.1 Gi¢i thiéu, cac dich vu
5.2 Phat hién va stra 16i
5.3 Cac giao thwrc da truy nhap

5.4 Cac mang LAN
= Dinh dia chi, ARP
= Ethernet
= Cac switch
= Cac VLAN

5.5 Chuy&n mach nhan da giao thirc (MPLS)
5.6 Mang trung tam dir liéu
5.7 Vong doi ciia mot yéu ciu web
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Computer Networking C hu’()’ng 1

A Top-Down Approach

GiGi thiéu

Phan 1: GiGi thiéu
mang mdy tinh

KUROSE | ROSS

J.F Kurose and K.W. Ross, All Rights Reserved 1

CAC KHAI NIEM CO BAN VE
MANG MAY TiNH
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CAC KHAI NIEM CO BAN

« Lich st phat trién

* Dinh nghia mang may tinh

« Puong truyén vat ly

- Kién tric mang

* Phan loai mang may tinh

« Kién tric phan tang

* M6 hinh OSI (Open Systems Interconnection)
« Hé diéu hanh mang

LICH SU PHAT TRIEN

« 60s: Mang xt ly v&i b tién xiv ly

« 70s: Cac may tinh dwoe ndi véi nhau truce tiép.
Xuét hién khai niém Mang truyén théng
(Communication network): cac nut mang la cac
bd chuyén mach, hwédng thdong tin t&i dich.

=Cac may tinh dwoc ndi thanh mang may tinh
nham dat t&i cac muc tiéu chinh sau:

- Lam cho cac tai nguyén cé gia tri cao tré nén kha
dung déi v&i bat ky ngwdi str dung nao trén mang.

- Tang d6 tin cay cta hé théng (do c6 kha nang thay
thé khi xay ra sy ¢b dbi véi mot may tinh nao dé).
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DINH NGHIA MANG MAY TiNH

Mang may tinh: La mét tap hop cac may
tinh g‘]’u’(_yc néi voi nhau b§’i cac duwong
truyén vét ly theo mot kién trac nao do.

DUONG TRUYEN VAT LY

« Puoc dung dé chuyén céac tin hiéu dién tl (cac
gia tri di¥ liéu dwdi dang cac xung nhj phan)
gilra cac may tinh.

« Tét ca cac tin hiéu nay q’éu thudc mét dang song
diép ttr nao do, trai :u‘f tan so radio t&i song cwc
ngan (viba) va tia hong ngoai.

» Tly theo tan so cla song dién tir co thé ding
cac dudng truyén vat ly khac nhau deé truyén
cac tin hiéu.




PDUONG TRUYEN VAT LY

» Céc tan s0 radio: C6 thé truyén bang cap dién
(giay doi xoan hoac cap dong truc) hoac bang
phuwong tién quang ba (radio broadcasting).

» Séng cwe ngan (viba): Thuong dwoc dung dé
truyéen giG"a cac tram mat dat va cac tram vé tinh
hoac truyén‘ cac tin hiéu quang ba tir mét tram
phat t&i nhiéu tram thu.

+ Tia hong ngoai: C6 thé dwoc truyén gitra 2 diém
hoac quang ba tir mét diem déen nhieu may thu.
Tia hong ngoai va cac tan s6 cao hon clia anh
sang co thé dwoc truyén qua cac loai cap soii
quang. 7

DUONG TRUYEN VAT LY

Céc dac trwng co ban cua dwong truyén vat ly:

* Gidi théng (bandwidth): La d6 do pham vi tan s6 ma
dwdng truyén cé thé dap ng duworc.

Vi du: Giai thdng ctia dwdng dién thoai la 400-4000Hz.
Giai théng ctia cap phu thudc vao d6 dai cap

=> khi thiét ké cap cho mang phai chi rd d¢ dai chay
cap toi da.

* Théng luong (throughput): La toc do truyén di liéu trén
dwong truyén, thwong dwoc tinh bang s6 lvgng bit
dworc truyén di trong mot giay (bps).

Théng lugng con dwoc do béqg mot don vi khac 1a
baud: biéu thj s6 lwvgng thay doi tin hiéu trong mot giay.
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DUONG TRUYEN VAT LY

Céc dac trwng co ban ctia dwong truyén vat ly:

* D6 suy hao: La d6 do sy yéu di cta tin hiéu trén
dwdng truyén.

« D6 nhiéu dién tir (EMI-E/eqtromagnetic
Interference): Gay ra bai tieng on dién tr bén

ngoai lam &nh huwdng dén tin hiéu dwong truyén.

DUONG TRUYEN VAT LY

Phan loai:

« Puong truyén hivu tuyén (cable):
- Cép dbng truc (Coaxial cable).
- Cép dbi xoan (twisted-pair cable), gém 2 loai: c6 boc
kim (Shielded) va khéng boc kim (Unshielded).
- Cap soi quang (fiber-optic cable).
« Puong truyén vo tuyén (wireless)
- Radio
- S6ng cwe ngan (Viba) (Microwave)
- Tia hdng ngoai (infrared).
10
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KIEN TRUC MANG

- Kién tric mang may tinh (Network
Architecture): Thé hién cach ndi cac may tinh
v&i nhau ra sao va tap hop céac quy tic, quy wéc
ma tat ca cac thue thé tham gia truyén théng trén
mang phai tuan theo dé& dam béo cho mang hoat
dong tot.

- Céach ndi cac may tinh dwoc goi la hinh trang
(topology) clia mang hay goi tat la fopo clia mang.

- Tap hop cac quy tac, quy wdc truyén thdng dwoc
goi la giao thire (protocol) cia mang.

1

KIEN TRUC MANG

- Topo mang: 2 kiéu chi yéu:

- Diém — diém (point-to-point): cac dwdng truyén ndi
tlrng cap nut véi nhau. MS! nut cé trach nhiém lwu tri
tam thoi, sau dé chuyén tiép dir liéu di téi dich
=>Mang nay con dwoc goi la mang “lwu va chuyén
tiep” (store-and-forward).

- Quang ba (broadcast hay point-to-multipgint): Tét
ca cac nut phan chia chung mét dwdng truyen vat ly.
D@ ligu dwoc gl di tt mét nut ndo do6 sé co thé dwoc
tiep nhan bdi tat ca cac nut con lai => chi can chi ra dia
chi dich cta di¥ liéu dé mdi nat tw kiém tra xem di liéu
do cé phai givri cho minh hay khéng.

12




KIEN TRUC MANG
M6t s6 dang topo ctiia mang kiéu diém — diém:
Star Topology

Mesh Topology

Hierarchical
Topology

KIEN TRUC MANG

Mot s6 dang topo ctiia mang kiéu quang ba:

Bus . =Can cb co ché dé giai.
Topology | ? ? ? I quyét XE,Ing df)t khi nhiéu
[ & (£ !; ! nut muon truyén tin moét

lic. Cé 2 dang cép phat:
- “Tinh”: Phan chia theo
Ring Topology khoang thoi gian dinh
trwéece.

- “Pong”: Cép phat theo yéu
cau => han ché duoc thoi
gian “chét” v6 ich cua
dudng truyén.

04/05/2016



KIEN TRUC MANG

- Giao thirc mang:

- Khi truyén tin hiéu trén mang, can phai cé cac quy

- Cac mang co6 thé sir dung céac giao thirc khac nhau

tac, quy wdc vé nhiéu mat, tr khuén dang (cu
phap, nglr nghia) ctia di¥ liéu dén cac thu tuc guvi,
nhan di liéu, kiém soat hiéu qua va chéat lvong
truyén tin, va xr ly cac 16i va s cb.

tuy sw lwa chon cla ngudi thiét ké.

15

PHAN LOAI MANG MAY TiNH

- Dwa vao khoang cach dia ly:

Mang cuc bd (LAN — Local Area Networks): Buoc
cai dat trong pham vi twong doi nho (vi du, trong
mot tdba nha, khu trwdng hoc, ...)

Mang dé thi (MAN — Metropolitan Area Networks):
La mang dwoc cai dat trong pham vi mét do thi
hoac mét trung tam kinh té - xa hai.

Mang dién rong (WAN — Wide Area Networks):
Pham vi cia mang co thé vwot qua bién gidi quoc
gia.

Mang toan ciu (GAN — Global Area Networks):

Pham vi clia mang trai rong khap luc dia.
16
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PHAN LOAI MANG MAY TiNH

- Dwa vao ky thuat chuyén mach:

- Mang chuyén mach kénh (circuit — switched
networks)

- Mang chuyén mach théng bao (message —
switched networks)

- Mang chuyén mach géi (package — switched
networks)

17

PHAN LOAI MANG MAY TIiNH

- Mang chuyén mach kénh (circuit — switched networks):




PHAN LOAI MANG MAY TiNH

- Mang chuyén mach kénh (circuit — switched networks):

« Hai thuc thé thiét 1ap mét “kénh” (circuit) ¢ dinh dé trao
doi théng tin. Kénh nay dwgc duy tri dén khi mot trong
hai bén ngat lién lac.

« Nhwoc diém:

v'Tiéu tbn thdi gian dé thiét 1ap kénh c¢b dinh gitra hai thuc
thé.

v'Hiéu suat dwong truyén khong cao vi 6 lic kénh bj bo
khéng do hai bén déeu hét thong tin can truyén trong khi
céac thwe thé khac khéng dwoc phép st dung kénh nay.

19

PHAN LOAI MANG MAY TIiNH

- Mang chuyén mach théng bao (message — switched
networks):

20
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PHAN LOAI MANG MAY TiNH

- Mang chuyén mach théng bao (message — switched
networks):

» Théng bao (message) la mét don vi thong tin cia ngudi
dung g:() khuén dang dwoc quy dinh trwére. Moi thong
bao déu cé chira vung théng tin diéu khién trong do chi
ré dich cua théng bao.

» MGi n(t déu phai lwu tri tam thoi thong bao dé “doc”
théng tin diéu Ifhién trén théng bao. Sau dé m&i quyét
dinh chuyén tiép thong bao di hay khéng.

« Tuy thudc vao diéu kién mang, cac théng bao khac
nhau c6 thé dwoc glvi di theo nhirng dwéorng khac nhau.

21

PHAN LOAI MANG MAY TiNH

- Mang chuyén mach théng bao:
Wu diém so v&i chuyén mach kénh:

« Hiéu suét s&r dung dwdng truyén cao vi khéng bi chiém
dung doéc quyén ma dwoc phan chia gilra nhiéu thuc
thé.

« M&i nit mang c6 thé lwu trir théng bao cho t&i khi kénh
truyén rbi maéi glri thdng bao di => gidm dworc tinh trang
tdc nghén mang.

« Co thé diéu khién viéc truyén tin bang cach sap xép do
wu tién cho cac thdong bao.

« Tang hiéu suét str dung giai théng clia mang bang cach
gan dia chi quang ba dé gtri thong bao t&i nhiéu dick.

04/05/2016
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PHAN LOAI MANG MAY TiNH

- Mang chuyén mach théng bao:
Nhwoc diém:

» Do khong han ché kich thuéc clia thong béo cé thé dan
dén phi ton lwu triv tam thoi cao => anh hwdng dén thoi
gian dap wng va chat lwgng truyén.

=> Mang chuyén mach théng bao thich hop vé’i cac dich
vu théng tin kiéu thw dién t&r (email) hon la doi véi cac
trng dung co tinh thoi gian thye do ton tai dé tfé nhat
dinh b&i qua trinh lwu triv va x& ly thdng tin diéu khién
tai moéi nut.

23

PHAN LOAI MANG MAY TIiNH

- Mang chuyén mach géi (package — switched
networks):

Message

Message
1]

24
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PHAN LOAI MANG MAY TiNH

- Mang chuyén mach géi (package — switched
networks):

« Méi thdng bao dworc chia thanh nhiéu phan nhé hon goi
la cac gdi tin (package) c6 khudn dang dinh trude.

» Méi géi tin chira cac thong tin diéu khién, trong d6 c6
dia chi nguon va dich cua gai tin.

» Céc goi tin thudc vé mot thong bao ndo d6 co thé dwoc
glri di qua mang dé t&i dich bang nhiéu dwéng khac
nhau.

=2 phwong phép chuyén mach thdng béo va chuyén
mach goi la gan giong nhau.

25

PHAN LOAI MANG MAY TiNH

- Mang chuyén mach géi khac v&i chuyén mach thong
bao:

« Cac goi tin dwoc gidi han kich thwéc tdi da sao cho cac
nut mang coé thé xi ly toan bd goi tin trong bd nhé ma
khéng phai lwu trir tam thoi trén dia.

—Mang chuyén mach goéi truyén cac géi tin qua mang
nhanh hon va hiéu qua hon so vé&i mang chuyén mach
théng bao.

26
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PHAN LOAI MANG MAY TiNH

- Mang chuyén mach géi:
Uu diém:

« Mém déo, hiéu suét cao => dwoc dung phd bién hon

cac mang chuy&n mach théng bao.
Nhwoc diém:

* Kho kI:]én khi tap hop cac goi tin dé tao lai théng bao
ban dau cua nguic‘ri dung, dé}c biét trong trwdng hop cac
goi tin dwoc truyén theo nhiéu dwdng khac nhau.

=Can phai cai dat cac co ché “danh dau” géi tin va phuc
hoi cac goi tin bi that lac hoac truyén bi 16i cho cac nut
mang.

27

PHAN LOAI MANG MAY TiNH

- Ngoai ra, con cé thé phan loai mang theo kién truc
mang (topo va giao thirc str dung).
- Vidu:
- Mang ISO (theo kién tric chuan Quéc té),
- Mang TCPIIP,
- Mang SNA cua IBM,

28

04/05/2016

14



KIEN TRUC PHAN TANG

- Muc dich cla viéc phan téng (layering): Giam d6
phtrc tap cla viéc thiét ké va cai dat mang.

- Mbi hé théng mang la mét cau tric da tang, trong do
moi tang dwoc xay dwng trén tang trwdc no.

-S4 lwong tang, tén va chirc nang ciia mdi tang tay
thudc vao nguoi thiét ké.

- M&i tang cung cap mot sb dich vu (services) nhat
dinh cho tang cao hon.

29

KIEN TRUC PHAN TANG

Minh hoa kién tric phan tang téng quat:

Hé théng A

Tang N

Tangi+ 1

Tang i

Tangi-1

Tang 1

Giao thirc tang N

Giao thtrc tang i+1

Giao thurc tang i

Giao thirc tang i-1

Giao thirc tang 1

Hé théng B

Tang N

Tangi+ 1

Tang i

Tangi-1

Tang 1

| Giaodieni+17/i
| Giaodieni/i-1

!

Puwong truyén vat ly

30

04/05/2016

15



KIEN TRUC PHAN TANG

Nguyén tac cua kién tric mang phan tang:

- Céac hé thong trong cung mang c6 cau truc tang nhw
nhau (sé lvong tang chirc nang ctia moi tang)

- Hai hé thdng két nébi v&i nhau: Binh nghla mbi quan
hé (giao dlen) gitra 2 tang ké nhau, va méi quan hé
(giao dién) gitra 2 tAng dong murc.

- Céch truyén va nhan di liéu: D liéu bén hé thong
gui (sender) tr cac tang trén dwoc chuyén xuong
tang dwéi cung, qua dwong truyen vat ly truyén sang
hé théng nhan (receiver) va c thé di ngwoc lén cac
tang trén.

31

KIEN TRUC PHAN TANG
Nguyén tac cua kién tric mang phan tang (tiép):

— Gilra hai hé théng két ndi v&i nhau, chj cé tang thap
nhat ma&i co lién két vat ly, con & cac tang cao hon
chila nhirng lién két logic (lién két ao).

—Uu diém cla phan tang:

- Cho phép xac dinh cu thé quan hé giira cac thanh
phan.
- Bao tri, nang cap dé dang.

—Né&u khéng phan tang: Khi c6 cdng nghé mang maéi
phai viét lai cac (rng dung => rat ton kém.

32
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MO HiNH OSl (Open Systems Interconnection)

- Nguwoi thiét ké tw do Iwa chon kién truc mang, dan
dén tinh trang khong twong thich gilra cac mang, vé
phwong phap truy nhap duwéng truyén, cac ho glao
thire,... => Gay kho khan cho nhirng twong tac cla
nguoi dl‘Jng mang khac nhau.

= Can c6 mot khung chuan vé klen truc mang dé lam

can clr cho nguoi thiét ké va ché tao cac san pham
vé mang.

33

MO HiNH OSlI (Open Systems Interconnection)

—Té chire tiéu chuén héa québc té (ISO — International
Standard Organization), xuat phat t kién trdc phan
tang, da xay dwng M6 hinh tham chiéu cho viéc két
nbi cac hé thbng mé (Reference Model for Open
Systems Interconnection, goi tat 1a OSI Reference
Model), phuc vu cho cac ing dung phan tan.

34
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MO HINH OSI (Open Systems Interconnection)
Nguyén tac xay dwng:

1. D& don gian, can han ché sé lwong cac tang.

2. Tao ranh gi¢i cac téng sao cho cac twong tac va
mo ta cac dich vu la toi thiéu.

3. Chia céac tang theo cac chirc nang va cac loai céng
nghé tach biét nhau.

4. Cac chirc ndng gibng nhau dwoc dat vao mot tang.

5. Chon ranh gi¢i cac tang theo kinh nghiém da duwoc
ching minh la thanh cong.

35

MO HiNH OSlI (Open Systems Interconnection)

Nguyén tac xay dwng (tiép):

6. Cac chirc nang dwoc dinh vi sao cho cé thé thiét
ké lai tang ma anh hwdng it nhat dén cac tang ké
no.

7. Tao ranh giéi cac tang sao cho cé thé chuan héa
giao dién twong ng.

8. Tao mét tang khi di¥ liéu dwoc x& ly mot cach
khac biét.

9. Cho phép thay dbi chirc ndng hoac giao thirc
trong moét tang khéng lam anh hwédng den cac
tang khac.

36
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MO HiNH OSlI (Open Systems Interconnection)

Nguyén tac xay dwng (tiép):

10. Mbi tAng chi co cac ranh gidi (giao dién) v&i cac

tang trén va dwdi no.

11. C6 thé chia mét tAng thanh cac tang con khi can

thiét.

12. Tao cac tang con dé cho phép giao dién véi cac

tang ké can.

13. Cho phép hly bé cac tang con néu thay khéng

can thiét.

37

MO HiNH OSlI (Open Systems Interconnection)

M6 hinh OSI 7 tang:

Hé thong mé& A

7 APPLICATION

Giao thirc tAng 7

6 | PRESENTATION

5 SESSION

4 TRANSPORT

3 NETWORK

2 DATA LINK

1 PHYSICAL

Hé thong m& B

NG DUNG

TRINH DIEN

PHIEN

GIAO VAN

MANG

LIEN KET DU LIEU

VAT LI

Dudng truyén vat ly

38
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Mé HiNH OSlI (Open Systems Interconnection)

Chirc nang cac tang trong mé hinh OSI:

1.

Tang vat ly: Truyén dong bit khong cé cu tric qua
dwdng truyén vat ly, truy nhap dwdng truyén vat ly
nh& cac phuwong tién co, dién, ham, tha tuc.

Tang lién két dir liéu: Cung cap phwong tién truyén
thong tin qua lién ket vat ly dam bao tin cay; gii cac
khoi dir lieu (frame) v&i cac co ché dong bo hoa,
kiem soat I6i va kiém soat ludng dir liéu can thiét.
Tang mang: Chon dudng va chuyén tiép thong tin
v@i cong nghé chuyén mach thich hop, thic hién
kiem soat ludng di¥ liéu va cat/hop dir liéu neu can.

39

MO HINH OSI (Open Systems Interconnection)

Chirc nang cac tang trong mé hinh OSI (tiép):

4. Tang giao van: Truyén di¥ liéu, kiém soat 16i va

ludng d¥ liéu gitra hai dau end-to-end. C6 thé ghép
kénh (multiplexing), cat/hop di¥ li€u néu can.

Tang phién: Cung cap phwong tién quan ly truyén
théng gilra cac ng dung. Thjét lap, duy tri, dong bd
hoda va huy bd cac phién truyén théng gilra cac ng
dung.

40
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MO HiNH OSl (Open Systems Interconnection)

Chirc nang cac tang trong mé hinh OSI (tiép):

6. Tang trinh dlen Chuyen dbi cu phap div lieu dé
dap wng yéu cau truyén dir liéu ciia cac rng dung
qua méi trwdng OSI.

7. Ta‘ing trng dung: Cung cép cac phuong tién dé
ngu®i dung coé thé truy nhap dwoc vao moi
trwrng OSI, ddng thoi cung cép céc dich vu théng
tin phan tan.

41

MO HINH OSI (Open Systems Interconnection)

Quan niém vé tang theo tiép can OSI:

- Mbi tAng cé mét hodc nhiéu thuc thé (entity) hoat
dong. Mot (N)entity (thwe thé caa tang N) cai dat cac
chirc ndng clia tng N va giao thirc truyén théng voi
cac (N)entity trong cac hé théng khac.

- M@i thyc thé truyén théng véi cac thue thé & ting
trén va tang dwdi né qua mot giao dién (interface),
gdbm mot hodc nhiéu diém truy nhap dich vu (SAP —
Service Access Point).

42

04/05/2016

21



MO HiNH OSlI (Open Systems Interconnection)

Quan niém vé tang theo tiép can OSI (tiép):

® (N) SAP
(N+1)
layer Interface

(N-1) SAP
<:>
protocol
(N) layer
Interface
(N-1)

connection
(N-1)
layer

43

MO HINH OS] (Open Systems Interconnection)
Quan niém vé tang theo tiép can OSI (tiép):

- (N-1)entity cung cép dich vu cho mét N(entity)
thong qua viéc goi cac ham nguyén thay
(primitive). Ham nay chi ré chirc nang can thye
hién va dwgc dung dé truyén dir liéu va thong
tin dieu khién.

- C6 4 kiéu ham nguyén thay duoc st dung:

+  Request (yéu cau)
» Indication (chi bao)
* Response (tra 1&i)

* Confirm (xac nhan)

44
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MO HiNH OSlI (Open Systems Interconnection)

Quan niém vé tang theo tiép can OSI (tiép):

Bén kiéu ham nguyén thay:

Request: Service User dung dé& goi mét chirc nang.
Indication: Service Provider dung dé: (1) Goi mét
chirc nang; (2) Chi bao mét chirc ndng da dwoc goi
& mot diem truy nhap dich vu (SAP).

Response: Service User dung dé hoan tat mét chirc
nang da dwoc goi tr trwedc bédi mét ham Indication &
SAP do.

Confirm: Service Provider dung dé& hoan tat mot
chirc nang da dwoc goi tir triedc bédi mét ham
Request tai SAP do.

45

MO HINH OSI (Open Systems Interconnection)

Quan niém vé tang theo tiép can OSI:
So dé nguyén ly hoat déng cta céc ham nguyén thiy:

System A System B
(N+1) layer (N+1) layer SERVICE USER
request confirm response indication
interface
\j \J
SAP ) SAP
(N) layer (N) layer
(N)Protocol SERVICE PROVIDER

48
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MO HINH OSI (Open Systems Interconnection)

Quan niém vé tang theo tiép can OSI (tiép):

Nguyén ly hoat déng cua cac ham nguyén thay:

Tang (N+1) ctia A gti xudng tang (N) ké duéi mot
ham Request.

Tang (N) ctia A tao mét don vi dir liéu dé gt yéu
cau dé6 sang tang (N) cua B theo giao thirc tang N
da xac dinh.

Nhan dwoc yéu cau, tang (N) ca B chi bao Ién tang
(N+1) ké né bang ham Indication.

47

MO HINH OSI (Open Systems Interconnection)

Quan niém vé tang theo tiép can OSI (tiép):

Nguyén ly hoat doéng cua cac ham nguyén thay:

Tang (N+1) cla B tra 16 bang ham Response gl
xuong tang (N) ké dwéi no.

Tang (N) clia B tao mét don vi dir liéu dé gui tra 1o
do ve tang (N) cua A theo giao thirc tang N da xac
dinh.

Nhan dwoc tra 161, téng‘(N) cla A xac nhan voi
tang (N+1) ké trén nd bang ham Confirm => két
thuc maot giao tac gitra 2 hé thong.

48
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MO HiNH OSlI (Open Systems Interconnection)

Quan niém vé tang theo tiép can OSI (tiép):
Quan hé giira cac don vi di¥ lidu & céc tang ké nhau:

(N) PDU
(N) layer
Y
(N-1)PCI (N-1) SDU
(N-1) PDU
(N-1) layer

49

MO HINH OSI (Open Systems Interconnection)

Quan niém vé tang theo tiép can OSI (tiép):

Quan hé gilra cac don vj di liéu & céc tang ké nhau:

M6t thure thé & tang (N) khong thé truyén dir liéu
triee tiep toi mot thue thé tang (N) @ mét hé thong
khac ma phai chuyén xuong dwai dé truyén qua
bang tang thap nhat (tang vat ly).

Khi xudng dén tang (N-1), di¥ liéu dworc chuyén tiv
tang (N) dwoc xem nhw mot don vi div liéu cho dich
vu (SDU) cua tang (N-1).

Phan théng tin diéu khién cla tang (N-1)

(goi la (N-1)PCI) dwoc thém vao dau cta (N-1)SDU
deé tao thanh (N-1)PDU.

50
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MO HiNH OSlI (Open Systems Interconnection)

Quan niém vé tang theo tiép can OSI (tiép):

Quan hé gitra cac don vi di liéu & cac tang ké nhau:

Neu (N-1)SDU qua dai thi n6 dwoc cat nho thanh
nhiéu doan, mbi doan dwoc bd sung phan (N-1)PCI
& dau va tao thanh nhiéu (N-1)PDU.

Qua trinh tiép dlen cho dén tang vat ly, sau do di
liéu s& dwoc truyén qua dwong truyén vat ly.

Bén hé thong nhan, trinh tw sé dién ra ngwoec lai.
Qua moi tang PCI twong ng sé duoc phan tich va
sau do cat bd khoi cac PDU trwde khi glvi 1én tAng
trén.

51

MO HINH OSI (open Systems Interconnection)

Phwong thirc hoat dong trong mé hinh OSI:
G6m 2 phuong thire hoat ddng chinh:

« Co lién két (connection-oriented)
« Khéng lién két (connectionless)

52
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Mé HiNH OSlI (Open Systems Interconnection)

Phwong thirc hoat déng trong mé hinh OSI (tiép):

O Phwong thirc hoat dong c6 lién két:
Trudc khi truyén dir liéu can thiét 1ap mot lién két logic
gitra cac thuc thé ddng mirc. Qua trinh truyén théng bao
gdm 3 giai doan:

1. Thiét Iap lién két (logic): Hai thuc thé ddng mirc &
hai hé thdng sé thuwong lwong véi nhau vé tap cac
tham s6 sé sr dung trong giai doan sau (truyén di
lidu).

2. Truyén di liéu: div liéu duwoc truyén véi cac co ché
kiém soat va quan ly kém theo (nhw kiém soat 15i,
kiém soat lubng dir liéu, cat/hop di liéu, ...) dé tang
cwéng do tin cay va hiéu qua cla viéc truyén div liey,

MO HINH OSI (Open Systems Interconnection)

Phwong thirc hoat déng trong mé hinh OSI (tiép):

O Phwong thirc hoat dong cé lién két:
3. Hay bé lién két (logic): giai phong cac tai nguyén
hé théng da dwoc cap phat cho lién két d& dung
cho cac Ién két khac.

0 Phwong thirc hoat d()r!g khéng lién két: Chi cé duy
nhat mét giai doan truyén diF liéu.

54

04/05/2016

27



Mé HiNH OSlI (Open Systems Interconnection)

Phwong thirc hoat déng trong mé hinh OSI (tiép):

So sanh 2 phwong thirc hoat dong:

Phwong thirc c6 lién két: cho phép truyén dir liéu
tin cay, do dwoc kiém soat va quan ly chat ché theo
tirng lién két logic. Tuy nhién nhwoc diém la cai dat
kha phtrc tap.

Phwong thirc hoat dong khéng lién két: cho phép
cac PDU duoc truyén di theo nhiéu dwéng khac nhau
t&i dich => thich nghi v&i sy thay dbi trang thai cta
mang. Khé khan 14 viéc tap hop lai cac PDU dé
chuyén dén ngudi dung.

55

Mé HiNH OSlI (Open Systems Interconnection)

Phwong thirc hoat déng trong mé hinh OSI (tiép):

= Viéc Iwa chon phuwong thirc hoat déng cho méi
tang phu thudc vao yéu cau tdng hop vé chéat
lwong, hiéu qua, dd tin cay, ... cha viéc truyén
théng.
Khéng nhat thiét 2 tdng k& nhau phai st dung
chung mét phwong thirc hoat déng.

56
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MO HINH TCP/IP

TCP/IP (Transmission Control Protocol/Internet
Protocol — Giao thire diéu khién truyén/Giao
thire lién mang) la b giao thirc cung lam viéc
v@i nhau dé cung cap phwong tién truyén lién
mang.

TCP/IP dwoc phéat trién tv thoi ky diu cda
Internet vao nam 1974.

M6 hinh TCP/IP dworc thiét ké dwa trén ho giao
thiee TCP/IP.

57

MO HINH TCP/IP

M6 hinh TCP/IP gbm c6 4 tang:

Hé théng A Hé théng B
4 APPLICATION 4 | TANG UNG DUNG
Giao thirc
[* -- -5

3 TRANSPORT  l« - -» 3 | TANG GIAO VAN
2 NETWORK le - -»{ 2 | TANG MANG
1 NETWORK 1 | TANG GIAO TIEP

INTERFACE " - N MANG

PHYSICAL

Puwong truyén vat ly 58
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MO HINH TCP/IP

- Mbi tang giai quyét mot van dé lién quan dén
viéc truyén dir lieu, va tang dwdi cung cap cac
dich vu cho tang tren no (twong tw OSI).

- Pé dam bao tuo’ng thich gilra cac mang va sw
tin cay cla viéc truyén théng tin trén mang, bo
giao thirc TCP/IP dwoc chia thanh 2 phan riéng
biét:

= Giao thirc IP str dung cho viéc két ndi mang.
= Giao thirc TCP dé dam béo viéc truyén dir liéu
mot cach tin cay.

59

MO HINH TCP/IP

Churc nang tirng tAng trong mé hinh TCP/IP:

1. Tang giao tiép mang:

= L& tang thAp nhat ctia m6 hinh TCP/IP, c6 trach
nhiém nhan cac IP datagram va truyén ching
trén mot mang nhat dinh.

= Chia tang giao tiép mang thanh 2 tang con:

o] Tang vat ly: Lam viéc véi cac thiét b vat Iy,
truyén dong bit 0, 1 tr noi giri dén noi nhan.

o] Tang lién két dir liéu: D liéu dwoc td chire thanh
cac khung (frame). Phan dau khung chtra dia chi
va thong tin diéu khién, phan cudi khung danh

cho viéc phat hién 16i. 6
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MO HINH TCP/IP

2. Tang mang (Tang Internet):

Dam nhiém viéc chon Iwa dwdng di tot nhat cho cac
goi tin. Giao thirc dwoc st dung chinh & tang nay la
IP (Internet Protocol)

o Nhan yéu cau dé gul goi dir liéu twr tAng glao van, cung

vé&i mét dinh danh clia may ma géi dir liéu can duoc glri
dén.

o Thwc hién dong 90| segment vao trong mét packet gan

vao phan tiéu dé cua packet sau do slr dung cac giao
thire dinh tuyén dé chuyén géi tin dén dich hoac tram ké
tiép.

o Tainoinhan sé kiém tra tinh hop 1&, va st dung cac giao

thirc dinh tuyen dé xt ly goi tin.

o Cudicung, tang mang gl va nhan cac théng diép kiém

soat va xt ly 16i ICMP (Internet Control Message
Protocol). 61

MO HINH TCP/IP

Tang giao van:

Nhiém vu co ban cuia tdng giao van |a cung cap
plju’o’ng tién lién lac t chwong trinh (’ng dung nay
dén chwong trinh (r’ng dung khac, goi la end-to-end.
C6 thé diéu khién lubng di liéu.

Co thé cung cap giao van cé do tin cay, bao dam
dir Iié‘u dén noi ma khéng co 16i va theo dung the
tw, bang cach st dung giao thirc TCP.

Trong nhitng méi treong truyén dan tot (vi du, cap
quang) thi viéc xay ra 16i 1a rat nhd. Tang giao van
cung cap mot giao thire khac, la UDP (User
Datagram Protocol). 62
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MO HINH TCP/IP

4. Tang teng dung:

= Latang cao nhét, trong d6 ngudi dung thwe hién
cac chwong trinh ng dung truy xuat dén cac dich
vu trén TCP/IP Internet.

= MGt rng dung twong tac véi mot trong nhivrng giao
thirc & tang giao van (transport) dé gri hoac nhan
di liéu.

=  Quan ly cac giao thirc, ho tro viéc trinh bay, ma héa
va quan ly cudc goi.

= Hb tro nhiéu ng dung nhw : FTP (File Transfer
Protocol), HTTP (Hypertext Transfer Protocol),
SMTP (Simple Mail Transfer Protocol), DNS

(Domain Name System), ...
63

MO HINH TCP/IP

Déng goi dir liéu trong TCP/IP

Data Application
he:;er IP data Internet
hF::g:; Frame data I'l?o:;': Link

Sample encapsulation of data within a UDP datagram withinan 1P~ &
packet
64
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MO HINH TCP/IP

So sanh mo hinh OSI va TCP/IP

OSI Model TCPAP (Internet)
Application
Presentation Application
Sess101
'T'r;m.‘\'port ' ’I;mns*port
Network Intermet
Data Link Network Interface
Pliysical Physical

65

MO HINH TCP/IP

So sanh mo hinh OSI va TCP/IP:

Giéng nhau:

DPéu phan tang chirc nang.

Déu co tang rng dung, mac du cac dich vu &
maoi tang khac nhau.

Péu c6 tng giao van va ting mang.

S dung k¥ thuat chuyén mach goi

Mbi quan hé gitra cac tang trén dwdi va cac
tang ddng mwrc giong nhau.

66
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MO HINH TCP/IP

Khac nhau:
- TCP/IP don gian hon.
- OSI khéng ¢6 khai niém truyén thiéu tin cay & tang
giao van nhu giao thirc UDP ctia mé hinh TCP/IP.
- Ung dung khac nhau:
= Internet dwoc phat trién dwa trén cac chuan cla ho
giao thire TCP/IP, do d6 m6 hinh TCP/IP duworc tin
twéng tin nhiém béi cac giao thire cu thé cla no.
(Hién nay da duoc chuan héa va st dung phd bién
trén toan thé gisi).
= M6 hinh OSI khéng dinh ra mét giao thirc cu the nao
va no chi dong vai tré nhw mét khung tham chleu
(hwdng dén) dé hiéu va tao ra mét qua trinh truyén
thong. 67

HE PIEU HANH MANG (NOS - Network
Operating Systems)

- Chutre nang: Quan ly di¥ liéu va tinh toan, x&r ly mot
cach théng nhét trén pham vi toan mang.

- Dé cai dat mét hé diéu hanh, c6 2 cach tlep can
khac nhau:

1. Gilr nguyen cac hé diéu hanh da cé sn trén céac
may tinh cia mang => Hé diéu hanh mang duoc
cai dat nhw mét tap cac chwong trinh tién ich
chay trén cac may khac nhau ctia mang
=> Dé cai dat va khong v hiéu héa cac phan
mém da co.

68
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HE PIEU HANH MANG (NOS - Network
Operating Systems)

2. Cai mot hé diéu hanh thuan nhét trén toan b
mang, goi la hé diéu hanh phan tan (distributed
operating system) => D06 phirc tap clia cbng viéc
|&p hon nhiéu.

=> Tuy tirng trwdng hop cu thé ctia mang dé& chon
giai phap nao cho phu hop.

69

YEU CAU TU DOC THEM

Céc tb chire thwe hién viéc chuan hda mang may
tinh (ISO, CCITT, ECMA, ANSI, IEEE, ...).

Kién tric mang riéng clia mét s6 cong ty (kien
tric mang SNA cua IBM, kien trac mang DNA cua
DEC, ...).

Céch tiép can cua viéc né[ ké't’ cac mang may tinh
v&i nhau. Cac giao dién két ndi: Gateway, bridge,
router.

70
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Chuwong 1
Gidi thiéu

Computer Networkin

KUROSE | ROSS

Computer
Networking:A Top
Ngwoi dich: Nguyén Thanh Thiay Down Approach
6t edition
Tai liéu dwoc dich cho muc dich gidng day (dwoc sy ddng y cla tac gia). Jim Ku rose, Keith Ross

) All material copyright 1996-2012

J.F Kurose and K.W. Ross, All Rights Reserved

Addison-Wesley
March 2012

Gidi thiéu 1-1

Chuwong 1: Gidi thiéu

Muc dich:

Hiéu dwoc cac thuat
nglr

3

A

3
o

Hiéu sau, chi tiét hon
trong cac phan sau
cla khoa hoc

3

A

Cach tiép can:

= Dung Internet lam
vi du

Téng quan:

+ Internet la gi?
Giao thirc la gi?
Phén cgnh clia mang; cac hé théng
dau cudi (hgsts), truy cap mang,
duwdng truyén vat ly
Phan 16i cia mang: chuyén mach
goi/chuyén mach kénh (packet/circuit
switching), cau tric mang Internet.
Hiéu nang mang: méat mat, tré, théng
lwong.

= An ninh mang
Céc tang giao thirc, cac mé hinh dich
vu

Lich st phat trién o
Gidi thiéu 1-2




Chwong 1: Noi dung

1.1 Internet la gi?

1.2 Phan canh cia mang

= Hé thdng dau cudi, mang truy nhap, lién két
1.3 Phan I6i ctia mang

= Chuy&n mach géi, chuyén mach kénh, cau tric mang
1.4 Tré, méat mat, thong lwong trong mang

1.5 Céac tang giao thirc, cac mé hinh dich vu
1.6 Cac mang bj tAn cdng: van dé an ninh mang

1.7 Lich st phat trién mang Internet

Gidi thiéu 1-3

Internet la gi”?

g’ PC + Hang triéu thiét bj tinh toan «g»mang di dong
duwoc két ndi véi nhau: : -
May ch , A A,
H ay end « Céc host = cac hé théng it j ' ISP toan ciu
45/ Laptop dau cuoi - <
dung mang L,
knong day. . Chay cac &g dung mang
Dlen thoai

theng minh . C4c lign két truyén théng

= Cap quang, cap ddng,

e o Lien ket : i0. SG A ti
i sy scfng radio, ‘song vé tinh
Lenkst ™ TOCdo truyen: bang
co day théng

% Chuyén mach goi: chuyén

tiep cac goéi tin (cac doan dir

B6 dinh tuyén liéu)
« Céc bo dinh tuyén va céac

bé chuyén mach Gidi thigu 1-4




Cac thiét bi Internet "tha vi”

L6 nuong banh mi
dworc kich hoat béng’Web
+ may dy bao thoi tiet

Khung anh IP
http://www.ceiva.com/

Tweet-a-watt: Giam sat
str dung nang lvong

N Slingbox: dong ho, '
| A TV cp didu khidn tir xa ﬁ é 4“ 1
Tu lanh Internet

Dién thoai Internet

Gidi thiéu 1-5

Internet la gi?

. i «~»mang di dong
% Internet: "mang cua cac mang” : :

= Céc ISP dwoc két ndi véi nhau
<« Giao thire diéu khién viéc g
va nhan cac théng diép
= Viduy: TCP, IP, HTTP, Skype,
802.11

« Cé&c chuén Internet
= RFC: Request for comments

= |[ETF: Internet Engineering Task
Force

Gidi thiéu 1-6




Internet la gi?

« Co sé ha tdng cung cép céac
dich vu cho cac tng dung:
= Web, VoIP, thu dién tt,
games, thwong mai dién t,
mang xa hoi,...
« Cung cép giao dién I4p trinh
cho cac trng dung
= Cho phép chuwong trinh trng
dung "két noi" dwoc v&éi mang

< ->»mang di ddng

Internet

= Cung cap cac tuy chon dich vu

mét 6 chire &

Gi6i thiéu 1-7

Giao thire 1a gi?

Giao thtrc cua con nguoi:
« "MAy gio r6i?"

< "To6i c6 moét cau haoi”

< Gidi thiéu

.. Xac dinh cac thong diép
duwoc gl

.. Xxac dinh cac hanh dong sé
thwe hién khi nhan dwoc cac
thong diép, hoac cac sw kién
khac.

Giao thtre mang:

< Gilra cac may tinh chr khéng
phai con ngudi

« T4t ca cac hoat dong truyén‘
théng trong mang Internet déu
dwoc quan ly béi cac giao thirc.

Giao thtre dinh nghia dinh dang, thie
tw caa cac théng diép gtri va
nhén gitra céc thuc thé mang, va
cac hanh dong duoc thue hién
trong qué trinh truyén va nhan
théng diép.

Gidi thiéu 1-8




Giao thwre la gi?

So sanh gilra giao thirc cia con ngwoi va giao thirc mang may tinh:

? Xin chao

Pl
Ay \f{\’ (:_:k_,*l-{ff
Xin chao i

@Véw

200

Thoi gian

Yéu cau
két ndi TCP

- —HR

bongy
két ndi TCP

Get » wl.com/kurose-ross

— <file>

Hai: cac giao thirc khac clia con ngwoi?

Gidi thiéu 1-9

Chuwong 1: NOi dung

1.1 Internet 1a gi?

1.2 Phan canh cGia mang

= Hé thdng dau cudi, mang truy nhap, lién két

1.3 Phan 16i ctia mang

= Chuy&n mach géi, chuy&n mach kénh, cau tric mang
1.4 Tré, mat mat, théng lwong trong mang

1.5 C4c tang giao thirc, cac mé hinh dich vu

1.6 Cac mang bi tn cong: van dé an ninh mang

1.7 Lich s phat trién mang Internet

Giéi thiéu 1-10




C4u truc ciia mang

+ Phan canh ciia mang: «g-mang di dong
« hosts: clients (may khach) va g
servers (may chu)

= servers thuwdng cé trong cac
trung tam di liéu

+ Cac mang truy nhap,
duong truyén vat ly: cac két
ndi truyén théng co day (hivu
tuyén), khéng day (vé tuyén)

+ Phén I6i ciia mang:
- Cac bo dinh tuyén duoc
két ndi v&i nhau
= Mang clia cac mang

Gidi thiéu 1-11

Mang truy nhap va dwong truyén vat ly

Hai: Lam thé nao dé két ndi céc
hé thong dau cudi voi b dinh
tuyén canh?

< Cac mang truy nhap thuéc khu dan
cw

« Cé&c mang truy nhap cua cac td
chtre (trwdng hoc, cong ty)

< Cac mang truy nhap di dong

Lwuy:

< Bang thdng (bps — bits per second)
cla mang truy nhap?

+ Buong truyén dung chung hay
dwong truyén riéng?

Gidi thiéu 1-12




Mang truy nhap: dwdng thué bao sb
(digital subscriber line - DSL)

van phong trung tam

DSL Bo chia
modem  (splitter)

Tiéng ndi, dir liéu duroc truyén
theo céc dai tan so khéc nhau Bo ghép kénh
qua durong truyén riéng  truy nhdp DSL

toi van phong trung tém

+ St dung duéng dién thoai c6 sn dé di dén van phong trung tam
DSLAM
= D(¥ liéu qua dwdng dién thoai DSL di ra Internet
= Tiéng noi qua dudng dién thoai DSL di t&i mang dién thoai
+ Tbc do tailén <2.5 Mbps (thwdng < 1 Mbps)
» Tbc dd tai vé < 24 Mbps (thuwong < 10 Mbps)

Gidi thiéu 1-13

Mang truy nhap: mang cap

Pau cubi cap
,,,,, ~~"~.(cable headend)

;\ = !: - -
ﬂgﬁmggﬁ’" B% ,gﬂ = @ ______ :

-<

_<‘\

-<

—-<

—-<

_<\
©w|lromH4Z00

Ghép kénh phan chia theo tan sé (FDM - frequency division multiplexing):
céac kénh khac nhau truyén theo cac dai tan sé khac nhau
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Mang truy nhap: mang cap

DPau cudi cap

T modem B chia - - o : 5-théng dau cudi
cap £ . "clia modem cap

divliéu, TV duoc truyen
theo céac dai tan sé khac
nhau qua mang phan
phéi cap dung chung

« HFC: ghép lai cap s¢i quang-ddng truc (hybrid fiber coax)
= B4t dbi xirng: tc d6 tai xubng la 30Mbps, tbc do tai 1én 1a 2 Mbps
« Mang cap, cap quang dwoc ndi tir nha t&i bod dinh tuyén ISP
= Cac nha dung chung mang truy nhép t&i dau cudi cap
= Khéng gibng nhw DSL (dung dwéng truy nhap riéng téi van phong
trung tam)

Gidi thiéu 1-15

Mang truy nhap: mang & nha

Cac thiét bj

khong day — ‘
(j! 2 ”‘.

t&i/tlr dau cubi cap
0ac van phong

Thuongdwoc [ """ ¢ trung tdm

/
ket noi trong mot ‘
hop duy nhét a§
Modem cap hoac DSL
Pidm truy nhap B dinh tuyén, twong Itra, NAT

khéng day (54 Mbps)
Ethernet cé day (100 Mbps)
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Mang truy nhap cua té chrc (Ethernet)

Puong lién két clia tb chirc
den ISP (Internet)
\ / B6 dinh tuyén cuia tb chirc

; Céac bd chuyén Cac hé théng may cha
q ‘g mach Ethernet ___ cuoatdchuc
e (mail server, web server)

« Thwodng dung trong cac cong ty, trwdng hoc,...
. Téc dd truyén 10 Mbps, 100Mbps, 1Gbps, 10Gbps

Ngay nay, cac hé thong dau cudi thuong dugc két ndi vao bo
chuyén mach (switch) Ethernet

Gidi thiéu 1-17

Cac mang truy nhap khéng day

= Mang truy nhap khong day chia sé (dung chung) két néi hé thong dau
cuoi t&i bd dinh tuyén
= Qua tram co s&: diém truy nhap (access point)

Mang LAN khéng déy (wireless  Mang truy nhap khéng day dién rong

LANSs): = Puoc cung cép bdi cac nha digu
= Dung bén trong tdéa nha hanh vién thong (di dong) (10 km)
= 802.11b/g (WiFi): téc d6 truyén = Tbc do truyén tir 1 dén 10 Mbps

11 Mbps, 54 Mbps = 3G, 4G: LTE

toi Internet

toi Internet
Gidi thiéu 1-18




Host: gri cac goi div liéu

Chuwc nang gli cua host:
23 Truyen cac thong diép

(rng dung / ‘ Hai goi tin,
. Chia d@ lidu thanh cac (™ //Mai 96i c6 L bit

doan nhé hon, dwoc goi

la i tin (packet), c6 do “
dai L bit. >

» Truyén goi tin trén mang e &E<o
truy nhap véi toc do R N R:tbc d6 truyén trén lien két

= Téc do truyén trén lién két, host
con duoc goi la kha nang
cla lién két, hay bang
thong cda lién két.

Tré Thoi gian can L (bit
truyén = dé& truyén goi tin = Jb—L
goi tin L-bit trén lién két R (bit/sec)

1-19

Puwdng truyén vat ly

o

bit: lan truyén gitra cap thiét ~ Cép xoédn doi (TP)
bi truyén/thiét bi nhan (may < Hai day déng cach

o
*

phat/may thu) dién
N N X Ag 1. 12 A > = Loai 3: 10 Mbps
L!?n ke_tivat' ly: Ia‘A pha‘n nim Ethernet
gitra thiét bj truyén va thiét - Loai 5: 100 Mbps, 1
bi nhan Gpbs Ethernet

= Loai 6: 10Gbps

o

Puong truyén cé day:
= Tin hiéu lan truyén trong moi
trwdng ran: déy dong, cap
quang, cap dong truc
Puong truyén khong day:
= Tin hiéu lan truyén tw do, vi
du séng radio

o
o

®,
o

Gidi thiéu 1-20

10



Puwdng truyén vat ly: cap dong truc, cap quang

Cép dong truc:
« Hai day dan bang déng cuing
tdm
<« Tin hiéu truyén hai chiéu
« Ba&ng tan rong:
= nhiéu kénh trén cap
- HFC

Cap quang:

% Soi thay tinh mang dao dong
anh sang, mdi dao déng la 1 bit.

« Hoat dong tbc d6 cao:

= Truyén diém-ndi-diém téc do

cao (10-100 Gpbs)

+ Ty e 13i thap

= Truyén dwoc nhitng khoang

cach rat xa

= Khéng bi anh hudng béi nhiéu

dién tw

Gidi thiéu 1-21

Puwong truyén vat ly: séng radio

% Tin hiéu dwgc mang
dwéi dang song dién tw

<« Khong co day dan vat ly

<+ Truyén tin hiéu hai chiéu

« Nhirng anh hudng trong

moi trwong truyén:

= Biphan xa

= Bjcac chuwdng ngai vat
can tré

= Bjnhiéu

Céc loai lién két radio:

K3
o

K3

K3
RS

K3

Vi séng mat dat

Cac kénh truyén véi tbc do Ién toi
45 Mbps

LAN (vi du WiFi)

11Mbps, 54 Mbps

Mang dién réng (vi du cellular)

3G cellular: ~ vai Mbps

Séng vé tinh

Kénh tU"Kbps téi 45Mbps (hoac
chia nhiéu kénh nho hon)

Do tré 270 msec gitva hai dau cudi
Gitr khoang cach ¢ dinh so voi
mat dat (d6 cao, thap)

Gidi thiéu 1-22
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Chuwong 1: Noi dung

1.1 Internet 1a gi?

1.2 Phan canh cGia mang
= Hé thdng dau cudi, mang truy nhap, lién két
1.3 Phan I6i ctia mang
= Chuy&n mach géi, chuyén mach kénh, ciu tric mang
1.4 Tré, méat mat, thong lwong trong mang
1.5 Céac tang giao thirc, cac mé hinh dich vu
1.6 Cac mang bj tAn cdng: van dé an ninh mang

1.7 Lich st phat trién mang Internet

Gidi thiéu 1-23

Phan 16i clla mang

+ Lwoi cac bd dinh tuyén
dwoc két ndi véi nhau.

+ Chuyén mach goi: host
chia cac thong diép trng
dung thanh cac géi tin
(packet)

= Chuyén tiép cac goi tin tir
mét b dinh tuyen den bo
dinh tgyén tiép theo, qua cac
lién !(ét tfén dwdng di tw
nguon dén dich.

= M@i géi tin dwoc truyén di voi
to’én b6 kha nang cua lién
két.

Gidi thiéu 1-24
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Chuyén mach goi: lwu va chuyén tiép

N
1

Lbit

trong moi

goi tin
321

NgUON g —
%" R bps

+ Can L/R giay dé truyén (day
qua) g6i co L-bit trén lién ké

Vi du trén mot hop:

co toc dd R bps = L=75Mb

« Luwu va chuyén tiép: toan bd * R=1.5Mbps
goi phai dén bd dlnh tuyén = Tre truyén trén mét hop
trwdre khind co the duoc =5 giay

truyen sang lién két ké tiép.

. Tré dau cu0| dau cu0| 2L/R
(g|a st tré truyén bang 0)
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Chuyén mach géi: tré hang doi, mat mat

/m D
R=1.5Mb/s }
B ;:, = S
= Hang doi gai tin —§ E
dang cho dé dira )
lién két

Hang doi va méat mat:
+ Néu toc do di dén (tinh theo bit) lién két virot qua toc do truyén cia
lién két trong moét khoang thoi gian, thi:
= Céc goi tin s& phai xép hang, che doi dé duoc truyén trén lién
két.
= Cac goi tin cd thé bi méat néu bd nhé (dém) bi day.

Gidi thiéu 1-26
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Hai chirc nang chinh trong phan 16i clia mang

Binh tuyén: xac dinh tuyén Chuyén tiép: chuyén goi tin tir
duong di dé chuyén goi tin tiv dau vao t6i dau ra phu hop clia bo
ngudn dén dich. dinh tuyén

= Cé4c gidi thuét tim duwong

Giai thuat dinh tuyén
Bang chuyén tiép cuc bd b %

Giatritieudé |Liénkétddura

0100 | 3
0101
0111
1001

2
2
1

Dia chi dich trong tiéu d& E % %

(header) ctia géi tin dén

Gi6i thiéu 1-27

Chuyén mach kénh

. uven|

Tai nguyén gitra hai dau cudi
dwoc xac dinh va danh riéng
cho “cudc goi” gitka ngudn va
dich:

« Trong so dd, méi lién két c6 4
kénh.

» Cudc goi diing kénh s6 2 trong lién
két phia trén va kénh s6 1 trong
lién két bén phai.

< Tainguyén danh riéng: khdéng chia
sé.

= Hiéu nang dwgc ddm bao

« Doan kénh réi néu khong duoc st
dung b&i cudc goi (khéng chia sé)

+ Thuwdng du’qc‘dUng’trong mang
dién thoai truyén thong

Gidi thiéu 1-28
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Chuyén mach kénh: FDM va TDM

Vi du:
FDM 4 nguwdi dung Il ]

DM Thoi gian
Thoi gian

Gidi thiéu 1-29

So sanh chuyén mach kénh va chuyén mach goi

Chuyén mach géi cho phép nhiéu ngudi dung st dung mang hon!

Vi du:
= Lién két 1 Mb/s q
» M&i ngudi dung: =
+ 100 kb/s khi "kich hoat” FR i o Vi
. Chi:?zm 10% thoi gian “ Lien két 1 Mbps
< Chuyén mach kénh: @_g

= 10 ngw&i dung
« Chuyén mach goi:
= Vi 35 ngudi dung, xac suét
> 10 nguwoi kich hoat (dung)
tai cing mot thoi diém 13 nho
hon .0004

Gidi thiéu 1-30
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So sanh chuyén mach kénh va chuyén mach goi

Uu diém cta chuyén mach goi:

+ R4t tét trong trwérng hop bung nd dir liéu
= Chia sé tai nguyén
= Pon gian hon, khéng can thiét 1ap cudc goi
+ Trong trvong hop tdc nghén qua murc: cac goi tin bj tré
hoac bi mat
= Can co cac giao thirc cho viéc truyén di liéu tin cay, diéu khién
tac nghén

Uu diém cta chuyén mach kénh
< Dam bao bang théng yéu cau cho cac trng dung
audio/video

Gidi thiéu 1-31

Céu tric cla Internet: mang clia cac mang

o

» Cac hé thdng dau cubi két nbi toi Internet qua mang truy
nhap cla cac nha cung cép dich vu Internet (ISP -
Internet Service Providers)
= Mang truy nhap ctia khu dan cw, cong ty va tredng hoc
Cac ISP 1an lwot dwoc két ndi véi nhau
» Dé cho béat ky 2 host nao ciing c6 thé glri cac géi tin dén nhau
» Két qua 1a c6 duoc hé théng mang ctia cac mang rat
phrc tap
« Sw phét trién duoc thuc day bai kinh té va chinh sach quéc gia
» Phan sau, theo cach tiép can tirng buwdc sé mé ta ciu
trdc cha Internet hién tai.

K3

o

K3
"o’

X3

X3

Gidi thiéu 1-32
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Cé4u trac cua Internet: mang clia cac mang

Hai: C6 hang triéu ISP truy nhap, 1am thé nao cé thé két nbi dwoc ching
lai v&i nhau?

P <

N e
e e
< e

e
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Céu tric cla Internet: mang ctia cac mang

Lira chon: két néi ttrng mang truy nhép ISP dén tét cé céc mang truy
nhép ISP khac?

Két ndi truc tiég tirng mang
truy nhap ISP déen ’m(“)i’mang
khac: O(N2) két néi.

Gidi thiéu 1-34
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Cé4u trac cua Internet: mang clia cac mang

Lua chon: két nbi ttrng mang truy nhép ISP t6i mét ISP chuyén tiép
toan cau? Khach hang va nha cung cap ISP cé thda thuéan kinh té.

Gidi thiéu 1-35

Céu tric cla Internet: mang ctia cac mang

Nhwng néu chi cé mét ISP toan cau kinh doanh kha thi, thi s& c6 cac
d6i tha canh tranh...

Gidi thiéu 1-36
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Cé4u trac cua Internet: mang clia cac mang

Nhwng néu chi cé6 moét ISP toan cau kinh doanh kha thi, thi s& c6 céc déi
thl canh tranh... va cac hé thong nay sé phai dwoc két nbi véi nhau.
Diém trao déi Internet

(lp{ernet exchange point)

/

IXP

Lién két ngang hang
(peering link)

Gidi thiéu 1-37

Céu tric cla Internet: mang ctia cac mang

... va cac mang khu vuc cé thé phat sinh dé két néi cac mang truy
nhap t&i cac ISP.

Gidi thiéu 1-38

19



Cé4u trac cua Internet: mang clia cac mang

... va cac mang cung cap ndi dung (Content provider networks ) (vi du,
Google, Microsoft, Akalmai‘) c6 thé chay mang ri{ang cta ho, dé dwa
cac dich vy, ndi dung dén gan v&i ngudi dung cudi.

Gidi thiéu 1-39

Céu tric cla Internet: mang ctia cac mang

<« Tai trung tam: sé lwong nhé cac mang Ién dwoc két ndi véi nhau.
. ”Lc’vp-1': cac ISP thuong mai (vi dy, Level 3, Sprint, AT&T, NTT), bao trum
cac quoc gia va toan the gi&i
= Mang cung cép néi dung (vi du, Google): mang riéng két néi né véi trung

tdm di liéu Internet, thuwdng bd qua Idp-1 va céac ISP khu vyc 61 thidu 140

20



ISP |&p-1: vi du, Sprint

— POP: point-of-presence —

dén/tir mang xwong
séng (backbone)

dén/tlr khach hang

Gidi thiéu 1-41
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Chuwong 1: NGi dung

1.1 Internet la gi?

1.2 Phan canh clia mang

= Hé thdng dau cudi, mang truy nhap, lién két
1.3 Phan 16i ctia mang

= Chuy&n mach géi, chuyén mach kénh, cau tric mang
1.4 Tré, méat mat, théng lwong trong mang

1.5 Céac tang giao thirc, cac mé hinh dich vu
1.6 Cac mang bi tan c6ng: van dé an ninh mang

1.7 Lich str phat trién mang Internet

Gidi thiéu 1-42

Tré va mat mat xay ra nhw thé nao?

Cac goi tin xép hang trong bé dém cua bd dinh tuyén

» Ty 1@ cac goi tin di dén lién két (tam thoi) virot qua kha nang truyén di
cua lién két

» Céc gdi tin xép hang, ch® dén Iwot dwoc truyén di

gdi tin dang doi dé dwoc truyén di (tré)

A ™
"%‘x o

. TToms

B /W / \ |
«*% céc goi tin xép hang (tré)

viing dém tréng (sdn sang): cac gdi tin di dén
céac goi tin sé bi bd di (méat) néu khéng con viing dém tréng
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Bon nguyén nhan cua tré

truyén

\ «— lan truyén —

X ly tai nut

A‘
%
B /™
==

xép hang

=d, .. td +d

proc queue trans

d +d

nodal prop

oo tré x(r ly tai nat dqueue: tré xép hang

»  Kiém tra I3i bit .

» Xac dinh lién kétra
= Thwdng < msec

Thei gian ché tai dau ra cla
lién két dé truyén di

= Phy thudc vao mirc do tac
nghén cla bd dinh tuyén
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Bon nguyén nhan cua tré

truyén

. ]
B sw/

=

X ly tai nut
xép hang

\<— lan truyén —»

drogar = doroc T d

nodal proc

queue

+d

trans

+d

prop

iyans: tré truyén

= [: chidu dai cta géi tin (bit)

= R: bdng théng cla lién két
(bPS)

Oypans = L/R «

trans va dprop

rat khac nhau

Aprop: tré lan truyén

= ¢ chidu dai cta lién két vat ly
= s:tbéc dd lan truyén trong moi
treong (~2x108 m/s)

B dyo,=dis
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So sanh v&i viéc di chuyén clia doan xe

ERmee cd®E = —— 100km ——— «——— 100 km —
-

. (=¥
doan gom 10 xe  tram tram
thu phi thu phi
- Céc xe “di chuyén” voi tbc d6 = Thoi gian dé “day” ca
100 km/gi& doan xe qua tram thu phi
- Thoi gian déng 1é phi tai tram trén duong cao toc =
thu phi 1a 12 giay (thoi gian di 12*10 = 120 giay
chuyén tirng xe) = Thoi gian d& méi xe di
- Mbi xe ~ 1 bit; doan xe ~ gdi tin chuyén’ tw fram thu phi
« HGi: Mt bao 1au d& ca doan xe thi nhat dén tram thi hai:
di dén dwoc tram thu phi thir 100km/(100km/gio)= 1 gio
hai? = Trd loi: 62 phut
Gidi thiéu 1-46

So sanh v&i viéc di chuyén clia doan xe

m‘}_t o0 o m’ﬁ' m‘:__« D — 100 km 100 km -
- i |
doan gom 10 xe  tram tram
thu phi thu phi

- Gia st bay gid cac xe “di chuyén” véi téc dd 1000km/gidy

» Va thoi gian dong 1€ phi tai tram thu phi la 1 phat 1 xe

» HGi: Liéu c6 xe nao dén dwoc tram thu phi thir hai trwéc khi ca doan
xe hoan thanh viéc déng I€ phi tai tram th(r nhat?

» Trdloi: C6! Sau 7 phut , xe thtr nhat dén dwoc tram thu phi thi
hai; trong khi van con 3 xe dang dirng & tram thu phi th(r nhét.
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Tré xép hang

‘ |

% R:b&ng théng cla lién két .gé i

(bps) 2l |

s L: c’hiéu dé’i goi tin (bit) :% § i

. a: toc d6 dén cla goi tin =7 :
trung binh s

cuong do 1
Iwu théng = La/R
> La/R ~ 0: tré xép hang trung binh nhd
> La/R -> 1: tré xép hang trung binh I6n
¢ La/R>1: Il:vu lwong dén vuwot qua kha nang
phuc vy, tré trung binh c6 gia tri vd cung!
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Tré va dinh tuyén “thuc t&” trén mang Internet

« Tré va mat mat trén mang Internet thuc té nhw thé
nao?

« Chuwong trinh traceroute: giip do d6 tré tr ngudn dén
céac bo dinh tuyén doc theo dwdng di dén dich trén
mang Internet. V&i tat ca i

= GUi 3 gdi tin di dén bd dinh tuyén i trén dwong hwéng téi
dich
= Bo dinh tuyén i & trd cac goi tin vé phia may gwi

3 goi 3 goi
L pam & tham, do 4
3 goi

tham do
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Tré va dinh tuyén “thuc t&” trén mang Internet
=,

traceroute: gaia.cs.umass.edu t&i www.eurecom.fr

3 gia tri tré tiy
gaia.cs.umass.edu t&i cs-gw.cs.umass.edu

1 cs-gw (128.119.240.254) 1 ms 1 ms 2ms

2 border1-rt-fa5-1-0.gw.umass.edu 5128.119.3.145) 1ms 1ms 2ms

3 cht-vbns.gw.umass.edu (128.119.3.130) 6 ms 5 ms 5 ms

4 jn1-at1-0-0-19.wor.vbns. net 204.147.132.129) 16 ms 11 ms 13 ms

5 jn1-s07-0-0-0.wae.vbns.net (204.147.136.136) 21 ms 18 ms 18 ms

6 abilene-vbns.abilene.ucaid.edu (198.32.11.9) 22 ms 18 ms 22 ms ,

7 nycm-wash.abilene.ucaid.edu (198.32.8.46) 22 ms 22ms 22 ms lién két qua
8 62.40.103.253 (62.40.103.253) 104 ms 109 ms 106 ms dai d

9 de2-1.de1.de.geant.net (62.40.96.129) 109 ms 102 ms 104 ms alawong
de.fr1.frgeant.net (62.40.96.50) 113 ms 121 ms 114 ms

renater-gw.fr1.fr.geant net (62.40.103.54) 112ms 114 ms 112 ms
nio-n2.cssi.renater.fr (193.51.206.13) 111 ms 114 ms 116 ms
nice.cssi.renater.fr (195.220.98.102) 123 ms 125ms 124 ms
r3t2-nice.cssi.renater.fr %195 .220. 98 110) 126 ms 126 ms 124 ms
eurecom-valbonne.r3t2.ft.net (193.48.50.54) 135 ms 128 ms 133 ms
194.214.211.25 (194.214.211.25) 126 ms 128 ms 126 ms

*x x * khong c6 phan hdi (mat goi thdm do, bd dinh tuyén khong tra 1)

fantasia.eurecom.fr (193.55.113.142) 132 ms 128 ms 136 ms

A A aaaaaaaa
© coNOoOUOhWN—=O
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Mat mat géi tin

Hang doi (bd dém) trwéc lién két trong viing nhé dém c6 dung
lwegng hiru han.
Khi cac goi tin dén hang doi da bj day thi no sé bj bd qua
(nghta la bj lam mat)

« Goi tin b mét cé‘thé duoc tryyén lai b&i nut mang phia trudéc,
hoac hé thong dau cudi ngudn, hoac khong dworc truyén lai.

b6 dém

A q (viing doi) goi tin chuén bj dwoc truyén di
==

2
B /™ /‘
= 1 \Géi tin di dén bo dém da bj day,
nén bi mét
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Thoéng lvong

% Théng luong: tbc dd (sb bit/don vi thoi gian) ma cac
bit dwo'c truyén di gitra bén glri/bén nhan
= Théng luong tire thoi: tbe dd tai thdi diém dwa ra
= Théng luong trung binh: tbc dd do trong mot khodng thoi

gian
@3) o e
' AN ) . AN i ] M
Server gl Pwong dan ¢o thé Duwong dan cé thé
cac bit di vao truyén voéi toc do truyén véi toc do
dudng dan Rg bit/s R, bit/s
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Théng lvgong
- R, <R, Théng lwong trung binh gira hai dau cubi sé nhw thé nao?

f \
Re bit/s UQ R bit/s )}y
=

> R, > R, Théng lwgng trung binh gitra hai dau cubi sé nhw thé nao?

R bit/s }—ﬂ R..bit/s »;f’

Lién két nat c6 chai
Lién két trén dwong gira hai dau cudi ma lam gi¢i han thong
lwong giltra hai dau cudi do.
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Théng Ilwvgng: Kich ban trén mang Internet

< Thdéng lwgng gilra hai
dau cubi trén moi két
nbi: min(R,,R,,R/10)

<+ Trén thuc té: R, hodc
R, thwérng 1a nat ¢b
chai

10 két néi chia sé lién két
nut cé chai trén mang xwong séng

c6 téc do R bit/s
Gidi thiéu 1-54

Chuwong 1: NOi dung

1.1 Internet 1a gi?
1.2 Phan canh clGia mang

= Hé thdng dau cudi, mang truy nhap, lién két
1.3 Phan 16i ctia mang

= Chuy&n mach géi, chuyén mach kénh, cau tric mang
1.4 Tré, mat mat, théng lwong trong mang

1.5 C4c tang giao thirc, cac mé hinh dich vu
1.6 Cac mang bi tn cong: van dé an ninh mang
1.7 Lich s phat trién mang Internet

Gidi thiéu 1-55




“Cac tang” giao thirc

Céc mang rat phirc
tap voi nhiéu “phan’:

. Cz?c trif_]m.(host)A Hai-

= Cac bd dinh tuyén = o . 2
(router) Liéu c6 cach nao dé

= Cac lien két voi t0 chirc cau truc cua
nhidu loai dwong mang khong?

truyén khac nhau
= Cac ng dung
= Cac giao thire
o Phén cng, phan
mém

Gidi thiéu 1-56

Té chirc theo kiéu van chuyén hang khéng

——

Vé (mua) Vé (khiéu nai) N
Hanh ly (kiém tra) Hanh Iy (nhan hanh 1y)
Céng (di vao) Céng (di ra)

May bay cét canh May bay ha canh

Dinh hwéng chuyén bay Dinh hwéng chuyén bay

Dinh huéng chuyén bay

« M®t chudi cac budc

Gidi thiéu 1-57




Céc tang chirc nang ctia van chuyén hang khéng

=

Ve (mua) Ve (khiéu nai) vé
Hanh Iy (kiém tra: Hanh ly (nham Hanh 1y
Gdng (vao) Géng (ra) Cing
Cét canh Ha ¢anh €&l canhi-g cank
Binh hus g chuyén bay ?ﬁ”;g#’gg; ‘ ‘ S e Finh hicng chiyan 9y | Binn hedng chuyén bay
San bay di Trung tam kiém soat khong lwu trung gian San bay dén

Céc tang: mbi tAng thwe hién mét dich vu
» thdng qua cac hoat ddng cla tang bén trong ndi bd
clané
= dwa vao céc dich vu dwoc cung cép b&i tang dwdi

GiGi thiéu 1-58

Tai sao lai phan tang

Nham xt ly cac hé théng phure tap:
« Céu truc ré rang cho phép xac dinh cac phan va méi
quan hé gitra ching trong hé théng phirc tap.
* Thao luan viéc phan tang trong mé hinh tham chiéu
< Viéc mé-dun hda lam dé dang cho viéc bao tri, cap
nhat hé théng.
= Viéc thay qéi thurc hién dich vu clia mot tang |a trong subt
doi v&i phan con lai cia hé thong
= Viduy: thay déi tha tuc Ifiém tra tai cdng khéng anh hwéng téi
phéan con lai ctia hé thdng
+ Viéc phan tang c6 hai gi khéng?

GiGi thiéu 1-59




Choéng giao thirc clia Internet

> Téng tng dung (application): hd trg cac ing
dung mang
= FTP, SMTP, HTTP
> Téng giao vén (transport): truyén di liéu
gira c4c tién trinh
= TCP, UDP
. Tang mang (network): dinh tuyén céc goi tin
di tr ngudn dén dich
= IP, céc giao thirc dinh tuyén
. Tang lién két (link): truyén di liéu gitra cac
phan t& mang ké nhau (hang xém)
= Ethernet, 802.11 (WiFi), PPP
> Téng vat ly (physical): cac bit “trén dwéng
truyén”

ng dung

Giao van

Mang

Lién két

Vat ly

Gidi thiéu 1-60

Mo hinh tham chiéu ISO/OSI

« Tang trinh dién (presentation):
cho phép cac (rng dung dién dich
y nghia cta di liéu, vi du: ma
hda, nén, dinh dang cla ting
may cu thé

« Téng phién (session): ddng bo
hda, quan ly phién ctia rng dung

< Trong mang Internet khéng cé
céc tang nay!

= Céc dich vu nay, néu can sé duoc
cai dat trong rng dung

ng dung

Trinh dién

Phién

Giao van

Mang

Lién két

Vatly

Gidi thiéu 1-61
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message

segment M

Dbong goi dir liéu

datagram [H [ H] M ]

frame |[Hj|Hy| H| M

lien ket

Dich LANTE

.

vat ly ?

B6 chuyén mach
(switch)

mang

m | [T Tién két
vatly

(Al ]

=

Tng dung Hh | Hol My
Hi| M giao van
[Hy H] ™ mang
[Hi[Ho He[ ™ lién két

B6 dinh tuyén
(router)

Gidi thiéu 1-62

Chuwong 1: NOi dung

1.1 Internet 1a gi?
1.2 Phan canh clGia mang

= Hé thdng dau cudi, mang truy
1.3 Phan 16i ctia mang

nhap, lién két

= Chuy&n mach géi, chuyén mach kénh, cau tric mang
1.4 Tré, mat mat, théng lwong trong mang

1.5 C4c tang giao thirc, cac mé hinh dich vu

1.6 Cac mang bj tAn cdng: van dé an ninh mang

1.7 Lich s phat trién mang Internet

Gidi thiéu 1-63
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An ninh mang

+ Cac linh vic cla an ninh mang:
= Ké x4u c6 thé tAn cong mang may tinh nhw thé nao
= Chung ta c6 thé bao vé& mang chéng lai cac tan cong nhuw
thé nao
= Co thé thiét ké kién truc mang nhw thé nao dé khong bi tAn
cong
+ Internet dwoc thiét ké ban dau khdng quan tam nhiéu
dén van dé an ninh mang
= Cach nhin ban dau: "mot nhoém ngwoi dung tin twdng lan
nhau dwoc gan véi mét hé thong mang trong sudt” ©
= Céc nha thiét ké giao thirc Internet chon phuong phap
“catch-up”
= Xem xét an ninh trong tat ca cac tang!

Gidi thiéu 1-64

Ké xau: dat phan mém doc hai vao cac host qua mang Internet

< Phan mém doc hai (malware) c6 thé di vao may chu
tw:
« Vi rat: 1ay nhiém theo cach ty sao qua déi twong nhan/thuc
thi (vi du: tép dinh kém trong thw dién tir)
« Sau mang (worm): lay nhiém theo cach tw sao qua déi
twong nhan thu ddng ma cé thé dwoc tw thuce thi
< Phan mém doc hai gian diép (spyware malware) cé
thé ghi lai thao tac ban phim, cac trang web truy cap,
va tai théng tin Ién cho trang thu thap.

<« Cac host bj lay nhiém cé thé dwoc ghi vao trong
botnet, va dwoc dung dé spam trong cac cudc tan
cébng DDoS.

Gidi thiéu 1-65
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Ké xau: tan cdng server, co s& ha tdng mang

Tén cong ter chéi dich vu (Denial of Service - DoS): ké tAn cong lam
cho cac ngudn tai nguyén (may chd, bang théng) khéng con cé sén
dé phuc vu cho céac luu lweng hop phap bang cach s dung ap déo
tai nguyén v&i nhirng lwu lvong khdng cé that.

1. Lwa chon muc tiéu

2. D6t nhap vao host trén
toan mang (xem botnet)

3. G cac goi tin t&i muc tiéu
tr cac host da bi xam nhap

Gidi thiéu 1-66

Ké& xau co thé bat cac gai tin

B3&t goi tin (packet “sniffing ):
= Pudng truyén chung (quang ba) (ethernet, wireless chia sé)
= DPoc/ghi lai tht ca céq goi tin qua giao dién mang ngau nhién
nao dé (vi du: bao gom mat khau)

[src:B|dest:A] [payload] &
B
Sl

s Phén mém wireshark dung trong thuc hanh mén hoc c6 thé
bat géi tin (day la phan mém mién phi).

Gidi thiéu 1-67
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Ké xau co thé gid mao dia chi

Gia mao dja chi IP (IP spoofing): gti géi tin véi dia chi ngudn sai

... €0 rét nhiéu vén dé vé an ninh mang (xem thém trong tai liéu)

Gidi thiéu 1-68

Chuwong 1: NOi dung

1.1 Internet 1a gi?
1.2 Phan canh clGia mang

= Hé thdng dau cudi, mang truy nhap, lién két
1.3 Phan 16i ctia mang

= Chuy&n mach géi, chuyén mach kénh, cau tric mang
1.4 Tré, mat mat, théng lwong trong mang

1.5 Céc tang giao thirc, cac mé hinh dich vu
1.6 Cac mang bi tan cong: van dé an ninh mang

1.7 Lich s phat trién mang Internet

Gidi thiéu 1-69
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Lich s phat trién Internet

1961-1972: Thoi ky d&u ctia nguyén ly chuyén mach goi

> 1961: Kleinrock — ly thuyét
hang dgi cho thay tinh hiéu
qua ctia chuyén mach goi

» 1964: Baran — chuyén
mach goi trong cac mang
quan déi

» 1967: ARPAnet duwgc hinh
thanh tir Advanced
Research Projects Agency

» 1969: Nut ARPAnet dau
tién hoat déng

e 1972:

ARPAnet duoc cong b

NCP (Network Control Prqtocol) la
giao thirc quan ly mang dau tién
Chuwong trinh d4u tién 1a thu dién
te

ARPAnet c6 15 nut mang

THE ARPA NeruweR

Gidi thiéu 1-70

Lich st phat trién Internet

1972-1980: Lién mang, cac mang riéng va moi

<+ 1970: mang vé tinh ALOHAnet
& Hawaii

% 1974: Cerf and Kahn — kién truc
cho hé théng mang toan cau

< 1976: Ethernet tai Xerox PARC

< Nhi*ng nam 70: cac mang kién
trac riéng: DECnet, SNA, XNA

< Cubi nhirng nam 70: chuyén
mach cho cac géi tin c6 dé dai
cb dinh (tién than ctia ATM)

<+ 1979: ARPAnet c6 200 nut
mang

Nguyén ly mang toan ciu cta
Cerf and Kahn's :
* Yéu cau tinh t6i thiéu, tw ch
- I,<h6r,19 thay doi pén trong dé
két noi cac hé thong mang lai
v&i nhau
= Mb hinh dich vy tbt nhét
= Cac bo dinh tuyén phi trang
thai
= Piéu khién tap trung
Dinh nghia kién tric mang
Internet ngay nay!

Gidi thiéu 1-71
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Lich s phat trién Internet

1980-1990: giao thirc moi, sw phat trién cuda cac mang

< 1983: trién khai TCP/IP

<+ 1982: dinh nghia giao
thiec SMTP cho e-mail

<+ 1983: DNS duwoc dinh
nghta cho chuyén doi tén
mién — IP

<+ 1985: dinh nghia giao
thirc FTP

%+ 1988: Giao thirc diéu
khién tdc nghén TCP

» Cac mang qudc gia moi:
Csnet, BITnet, NSFnet,
Minitel

K3

+ 100.000 host dwoc két nbi

vai lién minh cac mang

Gidi thiéu 1-72

Lich st phat trién Internet

Nhirng nam 1990, 2000: thwong mai hoa, Web, cac trng

dung moi
« DAu nhirng ndm 1990: ARPAnet
ngrng hoat déng
% 1991: NSF cham dirt nhirng han
ché trong thwong mai do dung
NSFnet (ngtrng hoat dong
nam1995)
« Nhirng ndm dau 1990: Web
= Siéu van ban [Bush 1945,
Nelson trong nhirng nam 1960]
= HTML, HTTP: Berners-Lee
= 1994: Mosaic, sau dé Netscape
= Cubi nhirng ndm 1990: thwong
mai hoa trén Web

Cubi nhirng nam 1990-2000:
« Nhiéu (rng dung mai: tin nhan

nhanh, chia sé file P2P

% An ninh mang dwgc dat [én

hang dau

» U&c tinh cé khoang 50 triéu

host, hon 100 triéu ngwoi
dung

> Lién két xwong séng chay voi

tbc d6 Gbps

Gidi thiéu 1-73
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Lich s phat trién Internet

2005-hién tai
< ~750 triéu host
= Smartphones va tablets
» Trién khai manh truy nhap b&ng rong
» T&ng dd phu cla truy nhap khong day téc do cao
- Suw xuét hién clia cac mang xa hoi trwc tuyén:
= Facebook: sém 1&n dén mét ty ngwdi ding
» Cac nha cung cap dich vu (Google, Microsoft) tao ra cac
mang riéng clia minh
= Bypass Internet, cung cap "ttrc thoi" truy nhap dé tim kiém,
email,...
> Thwong mai dién t&, cac trwong dai hoc, cac doanh nghiép
chay cac dich vu cla ho trong "dam may" (“cloud” )(vi du,
Amazon EC2)

Gidi thiéu 1-74
Lich st Internet Viét Nam
< 1991: N& luc két ndi Internet khéng thanh.
» 1996: Gidi quyét cac can tré, chuan bj ha tang
Internet
. ISP: VNPT
. Tbc dd 64kbps. Mot dwdng két ndi qudc té. Cé mot sd
nguwoi dung.
» 1997: Viét Nam chinh thirc két ndi Internet.
. 11XP: VNPT
. 41SP: VNPT, Netnam (I0T), FPT, SPT
» 2007: “Mwoi nam Internet Viét Nam”
. 20 ISP, 4 IXP
- 19 triéu ngwdi dung, chiém 22,04% dan sb
Gidi thiéu 1-75
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Lich st Internet Viét Nam

250 3

== Users (1,000s) | 25

200 + ~(—Per 1,000 inhabitants ‘
=
t2 §
— 150 + B
- o3
=3 1.5 §
§ ;
3 L E
3

ol l 05

0+ +0

1997 1998 1999 2000

Uéc tinh sé ngwoi diing bang hai 14n sé thué bao
Source: Vietnam Intemet Case Study, hitp://www.itu.int/asean2001/reports/material/\VNM%20CS.|

Gidi thiéu 1-76
L] > LRV,
Lich st Internet Viét Nam
250 T + 30
1 s6 ngudi ding (tridu ngudi) 155
200 T | —o-%dansé
[
nE + 20
Z S150 4 @
E e 15 &
=] ©
=2 2100 ¢ =2
e E 10
50+ &
0.0 : . : , 0
2003 2004 2005 2006 2007
Source: Vnnic, hitp://www thongkeinternet.vn
Gigi thiéu 1-77
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Téng két

Can ndm viing cac ndi dung:

.
<3
.
<3

2
o3

3
o

3 3
LIRS

3
o

Khai quat vé Internet
Giao thirc la gi?
Phan canh, phan 16i cia mang,
mang truy nhap

= So sanh chuyén mach goi va

chuyén mach kénh

= CAu trGc mang Internet
Hiéu nang: méat mat, tré, théng
lwong
Phan tng, cac mé hinh dich vu
An ninh mang
Lich st phat trién mang

Kién thire thu duoc:

+ B&i canh, khai quat, “cadm

nhan” vé mang

+ D& hiéu sau hon, chi tiét
trong cac phan sau!

Gidi thiéu 1-78
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Chuwong 2

Tang ¢ng dung

Nguweoi dich: Nguyén Thanh Thay

Computer Networking
ch

A Top-Dow

KUROSE | ROSS

Computer
Networking: A
Top Down
Approach

6t edition
Jim Kurose, Keith Ross
Addison-Wesley

Tai ligu duoc dich cho muyc dich giang day (dwoc sy ddng ¥ cla tac gia). M
arch 2012

All material copyright 1996-2012
J.F Kurose and K.W. Ross, All Rights Reserved

Tang tng dung  2-1

Chwong 2: Tang trng dung

Muc tiéu:

+ Khai niém, cac van dé
cai dat giao thirc rng
dung mang

= Cac mo hinh dich
vu tAng giao van

= M6 hinh khach-chu
(client-server)

= M hinh diém-diém
(peer-to-peer)

+ Nghién ctru mot sb
giao thirc tAng tng
dung

« HTTP

« FTP

= SMTP/POP3/ IMAP
» DNS

+ Tao mét trng dung
mang

= socket API

Tang &ng dung  2-2




Chuwong 2: N6i dung

2.1 Nguyén ly cua wng
dung mang
= Kién trdc cta ing
dung
= C&c yéu cau cla ing
dung

2.2 Web va HTTP
2.3 FTP

2.4 Thw dién tr

= SMTP, POP3, IMAP
2.5 DNS
2.6 U'ng dung P2P

2.7 Lap trinh socket
véi UDP va TCP

Tang ng dung 2-3

M6t s6 rng dung mang

+ Thw dién t&r (e-mail)

« web

+ Tin nhan van ban (text
messaging)

« Truy nhép tlr xa
(remote login)

+ Chia sé file P2P

+ Trd choi nhiéu nguoi
trén mang

+ streaming video
(YouTube, Hulu, Netflix)

+ BDién thoai Internet

(voice over IP) (vi du
Skype)

» Hoi thao video thdi gian

thwe

» Mang xa héi
+ Céc ng dung tim kiém

Tang &ng dung 2-4




Tao moét wyng dung mang

Viét chwong trinh dé:

Chay trén cac hé thdng déu cubi
khéc nhau

Truyé&n théng qua mang

Vi du: phdn mém may chi web
(web server) truyén thoéng véi phan
mém trinh duyét (browser software)

Khéng can viét chwong trinh (rng

dung cho céc thiét bj trong phan
I6i ciia mang

Céc thiét bi trong phan 16 ctia mang
khéng chay cac trng dung nguoi
dung.

Céc (rng dung chay trén thiét bi dau
cudi cho phép phat trién va phé
bién &ng dung mét cach nhanh
chong.

A
D,

application
transport
network

data link

physical

S
A

& )

application
transport
network
data link
physical

transport

physical

Tang &ng dung  2-5

Kién trac cua trng dung

Céc wng dung c6 thé cé kién trac dang:

+ Client-server (khach-chu )
+ Peer-to-peer (P2P, ngang hang)

Tang ¢ng dung 2-6




Kién truc client-server

server:

La host luén hoat dong
+ Co6 dja chi IP cb dinh
. Cac trung tam dir liéu

client:

+ Truyén théng vai server

. C6 thé dwoc két ndi lién tuc vao
mang hoac khéng

. C6 thé co dia chi IP thay d6i
Khéng truyén thong truc tiép
v@i client khac

Tang &ng dung  2-7

Kién tric P2P

Khéng cd server luén hoat .
doéng

Cé4c hé théng dau cudi (peer)
truyén théng truc tiép véi nhau

peer-peer

Mbi peer yéu cau dich vu ti
mot peer nao dé, va cung cap
dich vu lai cho céac peer khac.
» CO6 kha ndng tw mé réng —
peer m&i mang lai kha nang
dich vy méi, ciing nhw cé
nhirng yéu cau dich vu méi.
Cé4c peer khong két néi lién tuc
va c6 thé thay dbi dia chi IP
* Quan ly phtre tap

Tang ng dung 2-8




Tién trinh tuyén thdng

Tién trinh: chwong trinh
chay trén mot host

- Trén cung mét host, hai tién
trinh truyén théng véi nhau
qua truyén thang tién trinh noi

- client, server
Tién trinh client: tién trinh
kh&i tao truyen théng
Tién trinh server: tién trinh
ch& duorc tiep xuc

bd (dwoc xac dinh béi hé diéu

hanh)

. Céc tién trinh trén cac host
khac nhau truyén théng voi
nhau bang cach trao d6i cac
thong diép

% Lwu y: r’ng dung theo kién
trac P2P c6 ca tién trinh client
& tién trinh server

Tang ¢ng dung  2-9

Socke[_

- CAc tién trinh glri/nhan céc théng diép dén/tlr socket cha nod
- Socket twong tw nhw mét clra vao/ra
= Tién trinh gt day théng diép ra bén ngoai clra

= Tién trinh gt dwa trén co sé ha

tAng tang giao van & phia bén

kia ctra dé truyén thong diép dén socket cla tién trinh nhan

Ung dung socket
|

T

w Internet

(ng dung dwoc didu khién
T~ +—boi nguoi phat
~ 7 trién &ng dung
| dwoc digu khién
bai hé diéu hanh

g

i

Tang &ng dung 2-10




Binh dia chi cho tién trinh

- D& nhan céc thong diép, tién

trinh phai cé dinh danh
(identifier)

- Thiét bj host phai c6 dia chi IP

32-bit duy nhat

+ HOAi: Bia chi IP cliia host ma

trén dé tién trinh chay c6 da dé
x&c dinh dinh danh cua tién
trinh khéng?
= Tra loi: Khéng, do nhiéu
tién trinh c6 thé cung chay
trén mot host.

- Dinh danh bao gébm ca dia chi

IP va sb hiéu cdng duwoc két
hop véi tién tinh trén host.

- Vi du céc s6 hiéu cong:

= HTTP server: 80
= mail server: 25

» Dé glvi théng diép HTTP t6i

web server gaia.cs.umass.edu:
= DBijachilP:128.119.245.12
= S hiéu cong: 80

Tang tng dung 2-11

Céc giao thirc tang rng dung

» Cac loai théng diép dwoc

trao doi
= Vi du: thong diép yéu cau
(request), thong diép dap
trng (response)
Cu phap cua théng diép:
= Cé&c trwong trong thong
diép & moé ta
Ng{r nghta cta théng
diép
= Y nghta thong tin clia cac
trwong

- Quy tac vé thoi gian va cach

thire cac tién trinh glvi va déap
rng thong diép

Cac giao thrc m& (cong

khai):

+ Buwogc dinh nghta trong

RFCs

+ Cho phép twong tac
> Vidu: HTTP, SMTP

Cac giao thire riéng (déc

quyén):

+  Vidu: Skype

Tang &ng dung  2-12




M6t rng dung can nhivng dich vu giao van nao?

Toan ven di liéu

- Mot s6 rng dung (vi du:
truyén file, web) yéu cau
truyén tin cay 100%

- Cac tng dung khac (vidu:
audio) cé the chju mét sO mat <

mat

Thoi gian thyc

- Mét sb iwng dung (vi du:
dién thoai Internet, trc‘)‘
choi twong tac) yéu cau

do tré thap maéi “hiéu qua”

Bang thdng

>

> Mot s6 (rng dung (vi du: da

phuong tién) yéu cau bang
théng t6i thiéu dé dam bao

“hiéu qua”.

*

» Cac ng dung khac (“cac

&ng dung mém déo”) cé thé
dung bang théng nao ciing

dwoc

An toan bao mat
<+ Ma hdéa, ddm bao toan ven

di liéu, ...

Tang wng dung  2-13

M6t s6 yéu cau dich vu giao van voi

cac ng dung phd bién

Mat mat Thei gian
Ung dung  dir liéu Théng lwong thwe
Truyén file  khong mém déo khéng
Thuw dién to khong mém déo khong
Web khéng mém déo khong
Audio/video chiu1si  audio:Skbps-1Mbps ¢4 100 msec
thoi gian thuwe video:10kbps-5Mbps
Lwu trir audio/video chiu 16i nhw trén cé, vai giay
Tro choitwong tdc  chiu16i  mét vai kbps c6, 100 msec
Tin nhan nhanh khong mém déo cé va khong

Tang &ng dung 2-14




Dich vu giao thire tAng giao van cda Internet

Dich vu TCP: Dich vu UDP:

Truyén tin cay gitra tién trinh
gWi va tién trinh nhan

+ Diéu khién lubng: bén g
khéng lan at bén nhan

- Diéu khién tdc nghén: didu
tiét bén gri khi mang bi qué tai

. Khéng cung cép: thoi gian
thwe, dam bao bang théng toi
thiéu, an toan bao mat

» Huéng két nbi: yéu cu thiét
lap két ndi gitra tién trinh client
va tién trinh server

Truyén dir liéu khéng tin
cay gitra tién trinh glri va tién
trinh nhan

« Khéng cung cap: truyén tin

cay, diéu khién lubng, diéu
khién tac nghén, thoi gian
thwc, ddm bao bang théng, an
toan bdo mat, hoac thiét lap
két nbi

Hoi: Tai sao lai dung ca hai dich

vu? Dung UDP dé lam gi?

Tang tng dung 2-15

Cac trng dung Internet:
cac giao thtrc tang (rng dung va giao van

Giao thurc Giao thure
Ung dung  tang tng dung tang giao van
Thuw dién t& SMTP [RFC 2821] TCP
Truy nhap ti xa Telnet [RFC 854] TCP
Web  HTTP [RFC 2616] TCP
Truyén file  FTP [RFC 959] TCP

, . , HTTP (vi du: YouTube), TCP hoac UDP
Streaming multimedia RTP [RFC 1889]

Dién thoai Internet quyén (vi du:

SIP, RTP, giao thirc ddc

Skype) TCP hoac UDP
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Béo mat TCP

TCP & UDP
+ Khéng ma héa
» Mat khau dang ban rd

dwoc glri vao socket dé
truyén trén Internet theo

dang ban rd

SSL (Secure Sockets Layer)
+ H6 tro két nbi TCP dwoc

méa hoa
« Toan ven d liéu

+ XAc thue thiét bi dau cudi

SSL la bado mat tai tang

trng dung

+ ng dung dung céc thw

vién clia SSL dé “noi”
voi TCP

Socket APl ciia SSL
» Mat khadu dang ban rd

dwoc glri vao socket dé
truyen trén Internet theo
dang da dwgc ma héa

Tang ng dung 2-17

Chuong 2: Néi dungﬁ

2.1 Nguyén ly cua tng

dung mang
= Kién triic cta &ng
dung

= Cé&c yéu cau cta ing

dung
2.2 Webva HTTP
2.3 FTP

2.4 Thw dién to
= SMTP, POP3, IMAP

2.5 DNS
2.6 U'ng dung P2P

2.7 Lap trinh socket
véi UDP va TCP
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Web va HTTP

Mét sé thuat ngir:

» Trang web bao gdbm mét sb déi tiong (object)

» DAi twong co thé |a tép HTML, anh JPEG, Java
applet, tép audio,...

» Trang web bao gém tép HTML co ban chira mét s6
doi twong duwoc tham chiéu

+ Mbi dbi twong dwoc dinh dia chi b&i mét URL, vi du:

K3

www . someschool .edu/someDept/pic.gif

Tén host Tén dwong dan

Tang tng dung 2-19

Khai quéat vé HTTP

HTTP: hypertext transfer q
protocol P
:+  Giao thirc tang (rng dung cla Pcmay
Web trinh duyat Firefox o
+ M6 hinh client/server % Ung
] c/ient.: trinh duyét (browser) .
yéu cau, nhan (st dung "

o May cha
dang chay
Apache Web
server

giao thiec HTTP), va “hién
thi” cac dbi twong Web

= server: May chi web (web
server) gt (str dung giao |
thirc HTTP) céc dbi twong Iphone dang chay
dap trng cho yéu cau. trinh duyét Safari
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Khai quat vé HTTP

Dung TCP: HTTP Ia “khéng trang thai”

> Client khai tao két ndi TCP

(tao socket) t&i server,
cbng 80

+ Server chap nhan két néi
TCP tw client

+ Thong diép HTTP (thong
diép giao thirc tAng (rng
dung) duwoc trao dbi gitra

trinh duyét (HTTP client) va

may cha Web (HTTP
server)

+ Doéng két nbi TCP

= Server khong lwu gilr thdng

tin vé nhirng yéu cau truéc
dé cua client

VA4n dé lién quan A

Giao thire lwu gitr “trang thai”
kha phtrc tap!

% Llch st qua khtr (trang thai)
can phai dwogc lwu gitv

- Néu server/client bj sy cb, thi
quan diém ve “trang thai” cia
chiing c6 thé khong nhét quan,
can phai dwgc hoa giai

Tang wng dung  2-21

Két noi HTTP

HTTP khéng bén viing
+ Chi c6 t6i da mot dbi
twong dwoc gri qua
mot két n6i TCP
= Két nbi sau do sé
dwoc dong lai
+ Viéc tai vé nhiéu dbi
twong sé yéu cau
nhiéu két ndi

HTTP bén viing
» Nhiéu déi twong cé thé

duwoc glri qua mot két
ndi TCP duy nhét gitra
client va server
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HTTP khong bén virng

Gia st ngudi dung gé URL: (chtra van ban,
www . someSchool . edu/someDepartment /home.index  tham chiéu t&i 10

anh joeg)
1a. HTTP client khéi tao két néi
TCP t&i HTTP server (tién 1b. HTTP server tai host
trinh) tai www.someSchool.edu
www.someSchool.edu, dang
trén cdng 80

cho két nbi TCP tai céng 80,
/ “ch&p nhan” két néi, thang bao
cho client
2. HTTP client gtvi théng digp
HTTP yéu cau (chira URL)
Va0 trong socket két néi TCP 3. HTTP server nhan thong diép
yéu cau, dinh dang théng diép
Thong dlep chi ra la client . RS
dap trng chira doi twong duoc
mudn lay dbi twong /

someDepartment/home.index yéu cau, va gii thong digp vao
trong socket clia n6

thoi
gian

Tang wng dung  2-23

HTTP khong bén virng

4. HTTP server déng két
néi TCP.

5. HTTP client nhan thong diép
déap &ng chtra tép HTML, hién
thi HTML. Phan tich tép
HTML, tim 10 ddi twong jpeg
dwoc tham chiéu

thovi 6. Céac buwoc tir 1 dén 5 dwoc lap
gian lai cho tirng d6i twong trong 10
doi twong jpeg
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HTTP khong bén virng:

thoi gian dap ng

RTT (dinh nghta): thdi gian dé
mot gai tin nho di tw client
dén server va quay lai.

Thoi gian dap wng HTTP:

+ Mot RTT dé khéi tao két nbi
TCP

. Mot RTT dé givi HTTP yéu
cau va mot vai byte HTTP
dap rng dwoc tra vé

+ Thoi gian truyén tép

« Thdi gian dap rng cua
HTTP khéng bén virng =
2RTT+ thoi gian truyén tép

('

\.
=

\

Khoi tao két

nbi TCP
RTT.

Yéu caul
tép

RTT- } Thoi gian
/ truyén tép
Nhan—
tép
Thoi Thoi
gian gian

Tang wng dung 2-25

HTTP bén virng

Vé&n dé voi HTTP khéng
bén virng:

» Can 2 RTT cho méi dbi
twong

» Heé diéu hanh lién quan
dén méi két n6i TCP

+ Cac trinh duyét thwdng mo
nhiéu két ndi TCP song
song dé lay cac dbi twong
dwoc tham chiéu

HTTP bén virng:

+ Server d& m& két ndi sau
khi gtri dap ng

+ Chudi c4c thong diép
HTTP tiep theo gilra cung
client/server sé dwoc guri
thdng qua két ndéi mé nay

= Client gri yéu cau ngay
sau khi gap mét doi twong
dwoc tham chiéu

+ It nhat1a mot RTT cho tat
ca cac dc“;i twong dwoc
tham chiéu
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Théng diép yéu cau HTTP

C6 hai loai théng diép HTTP: yéu cau va dap tng
Théng diép HTTP yéu cau:
= ASCII (dinh dang con nguwi c6 thé doc dworc)
ky tw tré vé dau dong
Dong yéu ciu Ky tw xuong dong
(caclénh GET, ™ GET /index.html HTTP/1.1\r\n
POST, HEAD) [Host: www-net.cs.umass.edu\r\n
L User—-Agent: Firefox/3.6.10\r\n
(?Aac d?ng Accept: text/html, application/xhtml+xml\r\n
tieu de Accept-Language: en-us,en;q=0.5\r\n
(header) | Accept-Encoding: gzip,deflate\r\n
o Accept-Charset: IS0O-8859-1,utf-8;q9=0.7\r\n
Ky tw tré vé dau Keep-Alive: 115\r\n
dong, xudng dong | Connection: keep-alive\r\n
& dau mot dong s& — \r\n
cho biét diém cuoi
cla dong tiéu dé

Tang tng dung 2-27

Thoéng diép HTTP yéu cau: dinh dang tdng quat

method |sp| URL [sp| version |cr|If | dong
header field name value |cr| If - yeueau
cac dong
tieu dé
header field name value |cr| If
cr| If
entity body X phan than
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Tai lén form input

Phwong phap POST:

+ Trang web thuwdng chira
form input

» Dau vao (input) dwoc tai lén
server trong phan than thyc
thé (entity body)

Phwo’nq phap URL:

- Dung phwong thirec GET

+ Dau vao dwoc tai 1én trong
truong URL cua dong yéu
cau:

www.somesite.com/animalsearch?monkeysé&banana

Tang tng dung 2-29

Cac loai phwong thire

HTTP/1.0:
+ GET

+ POST

» HEAD

= Yéu ciu server doi
doi twong dwoc yéu
cau ra khéi dap trng

—

HTTP/1.1:
» GET, POST, HEAD
« PUT

= Tai tép lén trong phan
than thyc thé toi
dworng dan duoc xac
dinh trong trwdng URL
+ DELETE

= Xba tép dugc xac dinh
trong trwdng URL
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Théng diép dap wng HTTP

Dong trang thai

(Giao thue
ma trang thf’ii,\_’ HTTP/1.1 200 OK\r\n
cum tw trang Date: Sun, 26 Sep 2010 20:09:20 GMT\r\n
thai) Server: Apache/2.0.52 (CentOS)\r\n
Last-Modified: Tue, 30 Oct 2007 17:00:02
GMT\r\n
Céc dong ETag: "17dc6-a5¢c-b£716880"\r\n
tieu dé Accept-Ranges: bytes\r\n
Content-Length: 2652\r\n
Keep-Alive: timeout=10, max=100\r\n
Connection: Keep-Alive\r\n
Content-Type: text/html; charset=ISO0-8859-
1\r\n
D lidu, oymer
] data data data data data ...
vi du —
tép HTML
yéu cau

Tang &ng dung 2-31

Cac ma trang thai dap wng HTTP

+ M4 trang thai xuat hién ngay trong dong d4u tién cua

thong diép dap ng tr server dén client.
< Vi du mot sé ma:

200 OK

= Yéu ciu thanh céng, dbi twong yéu ciu nam & phia sau théng

diép nay
301 Moved Permanently

= Pbi twong yéu ciu da bj di chuyén, vi tri méi duwoc xac dinh &

phia sau thong diép nay (Location:)
400 Bad Request
= Server khéng hiéu théng diép yéu cau
404 Not Found
= Tailiéu yéu cau khoéng cé trong server nay
505 HTTP Version Not Supported
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Tw kiém tra HTTP (phia client)

1. Telnet dén Web server wa thich cta ban:

telnet cis.poly.edu 80 |Md& kétndi TCP & cdng 80
(cdng mac dinh ctia HTTP server) tai cis.poly.edu
Nhap yéu ciu gi d6 va givi toi cdng 80 tai
cis.poly.edu

2. Nhap yéu cau trong lénh GET HTTP:

Bang cach g6 1énh nay (nhan enter
2 14n), ban d& gt yéu cu GET téi
thidu (nhwng day du) t&i HTTP server

GET /~ross/ HTTP/1.1
Host: cis.poly.edu

3. Xem thong diép dap ng dwoc givi vé tir HTTP server!

(hodc dung Wireshark dé xem théng diép yéu cau/dap trng HTTP bét dwoc)

Tang &ng dung 2-33

Trang thai User-server: cac cookie

Nhiéu trang Web s dung cac Vi du:

cookie
Bén thanh phén:

1) Dong tiéu dé cookie cla
thdng diép HTTP dap
tng

2) Dong tiéu dé cookie
trong thdng diép HTTP
yéu cau tiép theo

3) Tép cookie dugc lwu gilr
trén host ctia ngwoi
dung, dwgc quan ly boi
trinh duyét cta ngudi
dung.

4) Co s& div liéu back-end
tai Web site

+ Susan thwdng truy nhap

Internet tir mét PC

» C& Ay vao mét trang thwong

mai dién tt 1an dau tién
Khi yéu cau HTTP khéi tao di
dén trang, trang sé tao ra:

= M6t ID duy nhét

= Diém truy nhap vao co s&
di liéu back-end cho ID
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Céac cookie: lwu gilr “trang thai” (iép)

client &
-

v

—_

ebay 8734

Théng diép HTTP yéu cau

théng thuwdng

tép cookie

H

TTP dép &ng thén thucyng
set-cookie: 1

4_
ebay 8734
amazon 1678

—_—

Théng diép HTTP yéu cau
thdng thuwong
cookie: 1678

mot tudn sau:

ebay 8734
amazon 1678

Amazon server
—

tao ID
1678cho 3o giam . CSPL
nguoi dUng truy nhap, back-end
cookie-  truy niap.

™ hanh déng «

Théng diép HTTP dap tng cu thé

théng thuwdng ) /

- truy nhap

Théng diép HTTP yéu cau

théng thuwong ki

cookie: 1678 cookie-

™ hanh dong

Théng diép HTTP dap tng cu thé

théng thuwdng
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Cac cookie iép)

Ngoai ra —

COOKie va sw riéng tu:

Cé4c cookie c6 thé duoc
dung cho nhirng viéc gi?
Cép phép
Gi6é mua hang
Khuyén nghi
Trang thai phién lam viéc cla
ngwoi dung (Web e-mail)

+ Cookie cho phép céc site biét
nhiéu hon vé ngwoi dung

« Nguoi dung c6 thé cung cép
tén va e-mail cho cac site

Lam cach nao dé lwu giiv “trang thai’:

« Céc diém cubi giao thire: duy tri trang thai tai
bén gri/bén nhan thong qua nhiéu giao dich

< C&c cookie: cac thong diép HTTP mang trang

thai
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Web caches (proxy server)

Muc tiéu: thda man yéu cau cla client ma khéng can lién quan dén

server nguon

Nguwoi dung thiét 1ap trinh
duyét: truy nhdp Web qua
vung nhé dém (cache)
- Trinh duyét givi tat ca cac
yéu cau HTTP t&i cache
= Néu dbi twong cod trong
cache: cache sé tra vé
doi twong

= Ngwoc lai, cache sé yéu i

cau dbi twong i server
nguon, sau do sé tra doi
twong vé cho client

client

server
&

W\
server
nguon

server
nguon
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Web caching

+« B nh& cache hoat dong
& ca client va server
= Server dap (rng cho yéu cau
dau tién tr mot client
= Client giri yéu cau toi server
goc
« Cache thwdng dwoc cai
dat béi ISP (trwdng hoc,
cbng ty, khu dan cw)

Tai sao lai cdn Web caching?
Lam giam thoi gian dap ng
cho yéu cu cua client
Lam giam lwu lwong trén
mot lién két truy nhap cua td
chire
Néu Internet thwc hién cache
nhiéu thi sé lam cho cac nha
cung cép ndi dung “nghéo
nan” phan phdi nhiéu noi
dung dé (cting twong ty nhw
chia sé file P2P).
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Vi du caching

G/a thiét:

Kich thuwéc cla déi twong trung binh:
100K bits

Toc d6 yéu cau trung binh tir cac
trinh duyét t&i server nguon: 15/giay
Téc d6 dir liéu trung binh t&i trinh
duyét: 1.50 Mbps

RTT tlr b6 dinh tuyen cla t6 chire
dén server ngudn bét ky: 2 giay

Téc d6 cua lién két truy nhap: 1.54
Mbps
Két qua:
D6 kha dung ctia LAN: 15%
kha dung ctia lién két truy nhap =
Van gé!
Tré tong = tré cla Internet + tré truy
nhap + tré cia LAN
= 2 giay + mot sé phat + (~ 1 giay)

| cac server
nguon

lién két
truy nhap
1.54 Mbps
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Vi dl_J caching: tang téc d6 cda lién két truy nhap lén

G/a thiét:

Kich thuéc cla déi twong trung binh:

100K bits
Toc d6 yéu cau trung binh tir cac
trinh duyét t&i server nguon: 15/giay
Téc @6 dir liéu trung binh t6i trinh
duyét: 1.50 Mbps
RTT ttr b6 dinh tuyen ctia té chirc
dén server ngudn bét ky: 2 giay
+ Tbc dd cha lién két truy nhap:
T5#Mibps> 154 Mbps
Két qua:
D6 kha dung ctia LAN: 15%
D6 kha dung cua lién két truy nhap =
=99%> 9.9%
Tong tré = tré cla Internet + tré truy
nhap + tré clia LAN M6t sb giay
= 2 giay +.9é phut + (~ 1 giay)

Chi phi: d& lam tang téc do lién két truy nhap (khéng hé ré!)

4l Cac server
nguon

Lién két
truy nhap
+54vtops—=> 154 Mbps
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Vi du caching: cai dat cache cuc bo

Gia thiét:

+ Kich thwéc cia déi twong trung binh:
100K bits
Toc dd yéu cau trung binh t cac trinh
duyét t&i server nguon: 15/giay
Tbc a6 dir liéu trung binh t&i trinh
duyét: 1.50 Mbps
RTT tir bd dinh tuyén cua t6 chirc dén
server nguon bat ky: 2 giay
Tbc d6 cha lién két truy nhap: 1.54
Mbps

Két qua:
D6 kha dung cua LAN: 15%
Do kha dung cua lién két truy nhap = ? o
Tong tré =2 N I b cache

| Céac server
nguon

Lién két
truy nhap

Tinh d6 khé dung cua lién két
va tré nhw thé nao?
Chi phi: web cache (rat ré!)
Tang &ng dung  2-41

Vi du caching: cai dat cache cuc bo

Tinh toan do khé dung cua lién két
truy nhap, do tré khi ding cache:
+ Gia st ty 1& hé tro cla cache 4 0.4
* 40% yéu ciu duoc thda man tai cache,
60% yéu cau dwoc thda man tai nguon

| Cac server
nguon

+ D06 kha dung cua lién két:
= 60% yéu cau dung lién két truy nhap
+ Téc d6 dir liéu t6i cac trinh duyét qua
lién két truy nhap = 0.6*1.50 Mbps =
0.9 Mbps
= Do kha dung = 0.9/1.54 = 0.58

Lién két
truy nhap

+ Tong tré:

= = 0.6 * (tr& tir cac server ngudn) +0.4 * ~‘ = b cache
(tré khi dwoc thda man tai cache) > uc bd
—0.6*(2.01s) + 0.4 * (0.01s) e
=1.21s

= it hon so vai lién két 154 Mbps (va chi

phi ré hon rét nhiéu!) \
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GET co6 diéu kién

client

Muc tiéu: khong givi dbi
twong néu cache da cap
nhat

Khéng c6 tré truyén dbi
twong

D0 kha dung clia lién két
thap hon

cache: xac dinh ngay cua
ban sao cache trong yéu
cu HTTP

If-modified-since: <date>
server: dap ng khéng chira
ddi twong néu ban sao cach
da dwoc cap nhat:

HTTP/1.0 304 Not Modified

g

H server

P—

Théng diép yéu cau HTTP
If-modified-since: <date>

DPéi twong

khéng dwoc

bap ing HTTP
HTTP/1.0
304 Not Modified

—  stva ddi
trwéc
<ngay>

—

Théng diép yéu cau HTTP
If-modified-since: <date>

—. Déi twong

dwoc

<«

bap ing HTTP
HTTP/1.0 200 OK
<data>

stra doi
sau
<ngay>
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Chuwong 2: N6i dung

2.1 Nguyén ly cua tng 2.4 Thw dién to

dung mang = SMTP, POP3, IMAP
= Kién trGc cua ing 2.5 DNS
dung 2.6 Ung dung P2P
= Céac yéu cau cla ng -0 Ung aung
dung 2.7 Lap trinh socket
2.2 Web va HTTP véi UDP va TCP
2.3 FTP

Tang ng dung 2-44

FTP: giao thire truyén file (file transfer protocol)

T Truyén file
G':;ufg?" FTP FTP
T diing FTP client server

Ngwoi dung
tai host £ ‘{ Ha théng Hé théng
% file cuc bd l file & xa

+ Truyén file dén/tlr host & xa

+ M6 hinh client/server
= client: phia khéi tao viéc truyén (dén/tlr host & xa)
= server:host & xa

+ ftp: RFC 959
+ ftp server: céng 21
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FTP: két ndi dir lieu va két ndi diéu khién riéng biét nhau

» FTP client tiép xuc voi FTP

server tai cong sé 21, s dung

TCP

« client dwoc cp phép qua két

noi diéu khién

- client duyét thw muc & xa, gl

lénh qua két ndi diéu khién

» Khi server nhan lénh truyén

file, server m& két ndi TCP
ther 2 (két ndi di liéu) (cho
file) t&i client

- Sau khi truyén mét file, server

dong két ndi div lieu.

q cong 21

Két néi didu khién TCP,

4 Ay A ym pin
Két néi dir ligu TCP,
client server

+ server m& mot két ndi div

liéu khac dé truyén mot file
khac.

Két ndi diéu khién: “out of
band”

FTP server duy tri “trang
th,éi”: thw muc hién hanh, sy
cap phép trwéc dé.

Tang ung dung  2-46

Cac lénh va dap ng cua FTP

Vi du cac lénh:

+ DPwoc glri nhw cac van ban
dang ma ASCII qua kénh
diéu khién

+ USER username

- PASS password

» LIST tra vé danh sach céac
file trong thyr muc hién hanh

3 R!ETF{ filename trich chon
(lay) file

- STOR filename lwu (dat) file
vao host & xa

Vi du cac ma Iénh tra vé
Ma trang thai va cum tu
trang thai (nhw trong HTTP)

+ 331 Username OK,
password required

- 125 data connection
already open; transfer
starting

. 425 Can’t open data
connection

- 452 Error writing file
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Chwong 2: NGi dung

2.1 Nguyén ly cua tng

dung mang
= Kién tric cua ing
dung

= C&c yéu cau cla ing

dung

2.2 Web va HTTP
2.3 FTP

2.4 Thuw dién t

= SMTP, POP3, IMAP
2.5 DNS
2.6 U'ng dung P2P

2.7 Lap trinh socket
véi UDP va TCP

Tang ng dung 2-48

Thw dién tor

Ba thanh phan chinh:

user agent

- mail server
» Giao thirc truyén thw don

RS
o

gian (simple mail transfer
protocol): SMTP

ser Agent

Con duwoc goi la “mail reader”

» Soan thao, stra, doc cac
théng diép thw
> Vi du: Outlook, Thunderbird,

iPhone mail client

» Céc théng diép di/dén dwoc

lwu trén server

Hang doi
théng diép di

0 Hop thw cia

user nguwdi dung
agent

mail «&y

server

AN agent
0000 SMT\Prh =

user

u! mail user
I server agent

-
/|ooooo| TS

SMTP user

agent

mail

server “'&
userk -
Ooooof |agent

«&y
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Thw dién t&r: mail server

mail server: o

« HOp thw (mailbox) chlra %
cac thong diép thw di dén mail | e o
nguwoi dung " agent

« Hang doi théng diép 00000 S'V'TEr?nan Yoser
(message queue) cla cac ! SElElN  [EeEln
théng diép thw di ra ngoai SMTP / e
(chuan bi dwoc glri di) SMTP augS:r:t

Giao thirc SMTP giva cac M saver =
mail server thuc hién guri ;gstak
cac théng diép thw user | <l

» client: gtri 3én mail server el

« server: mail server nhan .
Tang tng dung 2-50

Thuw dién tr: SMTP [RFC 2821]

» St dung TCP dé truyén tin cay théng diép thw dién
te tr client dén server, trén cbéng sbé 25
» Truyén tryc tiép: tr server gl t&i server nhan
+ Truyén theo 3 budc
= Bét tay (chao hdi)
= Truyén théng diép
= Pdéng
+ Twong tac Iénh/dap &ng (nhw HTTP, FTP)
= Lénh: van ban ASCII
= Pap &ng: ma trang thai va cac cum twr trang thai

+ Cac théng diép phai & dang ma ASCII 7-bit
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Kich ban: Alice giri théng diép t&i Bob

1) Alice duing UA soan thdo 4) SMTP client gtri thong diép
théng diép dé “guvi toi” cua Alice qua két n6i TCP
bob@someschool.edu 5) mail server cua Bob dat

2) UA cla Alice givi thong diép thong diép trong hop thw cia
t¢i mail server clia co Ay; Bob
thdng diép dwoc dat trong 6) Bob kich hoat user agent dé
hang dgi thong diép doc théng diép thw

3) Phia client cia SMTP mé& két
ndi TCP t&i mail server ciia
Bob.

(1user
7 |agent

mai
server

00000

server

(I3 0 — )

ooooo

mail server ctia Alice il server ciia Bob
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Vi du twong tac SMTP

220 hamburger.edu
: HELO crepes.fr
250 Hello crepes.fr, pleased to meet you
: MAIL FROM: <alice@crepes.fr>
250 alice@crepes.fr... Sender ok
: RCPT TO: <bob@hamburger.edu>
250 bob@hamburger.edu ... Recipient ok
: DATA
354 Enter mail, end with "." on a line by itself

: Do you like ketchup?
: How about pickles?

250 Message accepted for delivery
: QUIT
221 hamburger.edu closing connection

nonoonooononnonnon
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Tw ther nghiém twong tac SMTP:

< telnet servername 25

+ Thay 220 tra 1&i tir server

+ Nhép cac Iénh HELO, MAIL FROM, RCPT TO,

DATA, QUIT

CA4c lénh trén cho phép gri email ma khéng can

dung email client (reader)

Tang tng dung 2-54

SMTP

+ SMTP st dung két ndi
bén virng

+ SMTP yéu ciu théng
diép (phan tiéu dé &
phan than) & dang ma
ASCII 7-bit

« SMTP server str dung
CRLF .CRLF dé xac
dinh diém két thic cla
thong diép

Ry
B

0 sanh voi HTTP:
HTTP: kéo

« SMTP: ddy
- Cé& hai déu st dung twong

tac I1énh/dap rng, cac ma
trang thai dang bang ma
ASCII

» HTTP: méi dbi twong dwoc

dong goi trong thdng diép
dap rng clia né

» SMTP: nhiéu dbi twong

dwoc guri trong thdng diép
nhieéu phan
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Dinh dang thong diép thw

SMTP: giao thirc trao dbi cac
théng diép thw

RFC 822: chuan cho dinh dan
théng diép van ban:
+ Dong tiéu dé, vi du:

= To:
= From:
= Subject:
Khac v&i cac lénh SM
MAIL FROM, RC
Phan than: “théng
= Chidung cac ky tw ma
ASCII

\
dong

—tréng

TO!

Tang tng dung 2-56

Giao thire truy nhap thw

Giao thtre
[ser b, SMTP SMTP truy nhép thu [ dser b, —fe
i du: POP 4
P [ | (94 POP
i 0oooo 0oooo IMAF) &

Mail server Mail server
clia ngwoi gii  cla ngwdi nhan

. SMTP: phan phéi/lwu trir thw téi/tai server ctia ngudi nhan
» Giao thre truy nhap thu: trich xuét thw tir server
= POP: Post Office Protocol [RFC 1939]: cap phép, tai thw

= [IMAP: Internet Mail Access Protocol [RFC 1730]: cé
nhiéu d&c tinh hon, bao gdm ca nhirng thao tac véi cac
thong diép dworc lwu triv trén server

= HTTP: gmail, Hotmail, Yahoo! Mail,...
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@ao thirc POP3

Giai doan cap phép
Cac Iénh cua client:
= user: khai bao tén ngudi dung
= pass: mat khau
Céc dap trng cla server
= +OK
= -ERR

Giai doan giao dich, client:

+ list: liét ké céc sb thong diép
retr: trich xu4t théng diép theo sb
dele: x6a

quit

I

+OK POP3 server ready
user bob

+OK

pass hungry

: list
1 498
2 912

retr 1
<message 1 contents>

dele 1
retr 2
<message 1 contents>

dele 2
quit
+OK POP3 server signing off

|m nonnoohLnonhnon o||w Qwna 9|

Tang &ng dung 2-58

POP3 ién) va IMAP

POP3
« Vidu trwdce dung POP3
v@i ché dd “tai va x6a”
= Bob khong thé doc lai
thw néu thay déi client
POP3 v6&i ché do “tai va
lwu gilr”: sao céc théng
diép Ién céc client khac
nhau
POP3 khong gilr trang
thai cda cac phién lam
viéc

IMAP

Lwu gitr tat ca cac théng
diép tai mét noi la server

» Cho phép nguoi dung té

chire cac thong diép theo

dang cac thv muc

Lwu gilr trang thai cda

ngwoi dung qua cac phién

lam viéc:

= Pat tén thw muc va

anh xa gitra cac ID cla
thdng diép v&i tén thw
muc
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+OK user successfully logged on




Chwong 2: NGi dung

2.1 Nguyén ly cua tng
dung mang
= Kién tric cua ing
dung

= C&c yéu cau cla ing

dung
2.2 Webva HTTP
2.3 FTP

2.4 Thuw dién to
= SMTP, POP3, IMAP

2.5 DNS
2.6 U'ng dung P2P

2.7 Lap trinh socket
véi UDP va TCP
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DNS: Hé thdng tén mién (domain name system)

Con ngudi: c6 nhiéu dinh danh:
= CMT, tén, sé ho chiéu
Cac host va router trén Internet:

= Dia chi IP (32 bit) — dwoc
dung dé gan dia chi cho
cac goi tin
= “tén mién”, vi du:
www.yahoo.com — dwoc
con ngudi st dung
HAi: Lam cach nao dé anh xa
gitra dia chi IP va tén mién,
va nguoec lai?

Hé théng tén mién:

. Co s& dir /{éu phan tén dwoc cai
dat phan cap véi nhieu server
tén mién

- Giao thirc tang ting dung: dé cac
host, cac server t‘én miéen truyéen
thdng duwoc thi‘cén Qhéi phan
gidicac té‘n mien (dién dich dia
chi/tén mién)

= Chu y: chirc nang I6i cua
Internet, du;c_m cai dat nhw
giao thre tang rng dung

= Phoc tap tai “phan canh” cta
mang
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DNS: cac dich vy va cau tric

Cac dich vu cia DNS

Tai sao khéng tap trung

L a . . ) ?
+ Dich tén host thanh dia h?a Z.‘l;ong DN,S
chi IP « Mot diem chiu l0i
+ Bi danh cta host # Luuluong X
= CA4c tén dung chuén, cac + Co s¢ dir liéu tap trung &
AT ’ Xa
tén |a bi danh ..
« Bao tri

« Bi danh mail server
« Phan tan tai
= Nhan réng cac may cha
Web: nhiéu dia chi IP
twong wng v&i mot tén

Tra loi: Khéng thé thure
hién véi quy mé lon!
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DNS: co' s& di liéu phan tan va phan cap

Céc DNS Server gbc

com DNS servers org DNS servers edu DNS servers

/ N\ |

yahoo.com  amazon.com pbs.org
DNS servers DNS servers DNS servers

poly.edu umass.edu
DNS servers DNS servers

client muén IP cho www.amazon.com:
+ client truy van server goc dé tim com DNS server

« client truy van .com DNS server dé l4y amazon.com DNS
server

. client truy van amazon.com DNS server dé 13y dia chi IP cta
WWW.amazon.com
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DNS: Céc server tén gbc

+ Duoc tiép xuc bdi server tén cuc bd ma server nay khéng cé kha néng
phan giai tén
+ Server tén géc:
= Lién lac v&i server tén c6 thAm quyén néu viéc anh xa tén khéng
dwoc xac dinh
= L4y anh xa
= Tra lai &nh xa cho server tén cuc bd

c. Cogent, Herndon, VA (5 other sites)
d. U Maryland College Park, MD k. RIPE London (17 other sites)

h. ARL Aberdeen, MD . .
j. Verisign, Dulles VA (69 other sites ) i. Netnod, Stockholm (37 other sites)
e. NASA Mt View, CA _ m. WIDE Tokyo
f. Internet Software C. (5 other sites)
Palo Alto, CA (and 48 other | /
\ ‘»

sites)

a. Verisign, Los Angeles C/
(5 other sites)
b. USC-ISI Marina del Rey, CA

I. ICANN Los Angeles, CA
(41 other sites)

Céc server tén goc
trén toan thé givi

g. US DoD Columbus,
OH (5 other sites)
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Céc server TLD va server c6 thdm quyén

Cac server top-level domain (TLD):
= Chiu trach nhiém cho tén mién com, org, net, edu, aero,
jobs, museums, va tat ca cac tén mien cap cao nhat thuéc
quoc gia nhw: uk, fr, ca, jp
= Network Solutions duy tri cac server cho .com TLD
= Educause cho .edu TLD

Céc server DNS c6 tham quyén:
= Céac DNS server clia t6 chirc, cung cap cac tén host c6
tham quyeén cho cac anh xa IP véi cac host clua to chire
(vi du web va mail).
= C6 thé dwoc duy tri bdi cac t chirc hoac nha cung cép
dich vu
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Server tén DNS cuc bd

+ Khdng hoan toan theo cu tric phan cp
+ M0i ISP (ISP khu dan cw, cdng ty, trwéng hoc) co
mot server cuc bd
= Cung dwoc goi la “server tén mac dinh”
+ Khi mot host tao mét truy van DNS, truy van nay sé
dwoc gtri t&i server DNS cuc bd
= C6 mét viung dém cuc bo dich chuyén cap tén-dia chi gan
nhét (tuy nhién van c6 thé da bj qua han, chua dwogc cap
nhat!)
= Hoat dong giéng nhw proxy, chuyén tiép truy van vao hé
thong phan cap

Tang tng dung 2-66

V|, du phén glél DNS server géc
tén DNS

2
- Host tai cis.poly.edu / DNS server TLD

muén lay dia chi IP cla

[ R
— e

gaia.cs.umass.edu 5
A P DNS server cuc bt
Tr Uy van /ap - dns.poly.edu
<+ Server dwgc hdi sé 1| l 8 \6
tra I&i voi tén cua .
server sé c6 thé hoi g DNS server c6 thdm quyén
A dns.cs.umass.edu
duoc tiep Host dang yé’ﬁ cau

+ “T6i khdng biét tén cis.poly.edlu EV ‘:
do, nhwng cé thé hai -

<y gaia.cs.umass.edu
server nay
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Vi du phan giai
tén DNS

DNS server géc

Truy van dé quy:

< Dat trach nhiém
phan giai tén l1én
server tén dwoc
hoi

« Tai nang tai cac
cap cao hon trong
hé thong phan
cap?

DNS server
TLD

" AN
!
SH4

DNS server c6 thdm quyén
dns.cs.umass.edu

)

gaia.cs.umass.edu

DNS server cuc bd
dns.poly.edu

1 8

g

e
Host dang yéu cau
cis.poly.edu
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DNS: caching va cap nhat cac ban ghi

« Khi server tén hoc cach anh xa, n6 sé cache anh xa
= Muc cache sé& bi qua han (bi x6a) sau mét vai lan (TTL)
= Céc server TLD dién hinh thuwéng cache trong cac server tén

cuc b

+ Do d6, cac server tén gdc sé khong thweng xuyén dwoc truy cap
+ Céac muc cache c6 thé bi qud han

= Néu host thay ddi dia chi IP, thi Internet s& c6 thé khéng biét
duwoc cho dén khi TTL hét han

+ Co ché cap nhat, thdng bdo dwoc dé xuat béi chuén

IETF
= RFC 2136
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Ban ghi DNS (DNS records)

DNS: co s& dir liéu phan tan luu trir cac ban ghi nguén (resource

records - RR)

Dlnh dang RR: (name, value, type, ttl)

type=A
= pame la tén may
= Value la dia chi IP

type=NS
= name |a t&n mién (vi
du: foo.com)
= value la tén host cia
server c6 tham quyén
cho tén mién nay

type=CNAME
* name I tén bi danh cta tén
“chuan” (tén that)
* www.ibm.com tén thatla
servereast .backup2.ibm.com

= value la tén chuan

type=MX
= value Ié; tén ctia mail server
duwoc két hop véi name

Tang wng dung  2-70

Giao thire, thong diép DNS

+ Céc théng diép truy van va tra loi déu c6 cung dinh

dang théng diép

Tiéu dé thong diép
R identifjcation: 16 bit cho
truy van/tra 10i
< flags:
= Truy van hodc tra 1oi
= Pé quy ch®
= Pé quy sdn sang
= Tra loi c6 thdm quyén

+«—— 2bytes ——><«—— 2bytes —»

| —identification | __—flags

# ions # answer RRs

# authority RRs | # additional RRs

questions (variable # of questions)

answers (variable # of RRs)

authority (variable # of RRs)

additional info (variable # of RRs)
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Giao thwee, thong diép DNS

<+«—— 2bytes —><«—— 2bytes —>

identification flags

# questions # answer RRs

# authority RRs | # additional RRs

Trwong tén,

loai truy van — questions (variable # of questions)

RR trong tra I&i
cho truy van

Ban ghi cua server
c6 thdm quyén

L answers (variable # of RRs)

—  authority (variable # of RRs)

Théng tin*hGuich” | ,qditional info (variable # of RRs)
c6 thé dwoc st dung

Tang tng dung 2-72

Chén thém ban ghi vao trong DNS

+ Vidu: Tao ma&i “Network Utopia”
+ Dang ky tén mién networkuptopia.com tai DNS registrar
(Vi du: Network Solutions)
= Cung cap tén, dia chi IP cla server tén c6 tham quyén (so cap va
thir cap) cua ban

= Registrar sé chen hai ban ghi RR vao trong .com TLD server:
(networkutopia.com, dnsl.networkutopia.com, NS)

(dnsl.networkutopia.com, 212.212.212.1, A)
+ Tao ban ghi loai A vao trong server c6 thdm quyén cho
www.networkuptopia.com; ban ghi loai MX record cho
networkutopia.com
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Tan cong DNS

Tén céng DDoS
+ Tan cong server gbc
voi lwu lwgng lon
= Khong thanh c6ng cho
dén nay
= Loc lwu lwong
= DNS server cuc bd
cache IP ctia TLD server,
cho phép bo qua server
goc
= Tén cong TLD servers
= Tiém tang nhiéu nguy
hiém hon

Chuyén hwéng tAn cong
+ Man-in-middle
= Truy van danh chan
+ Dau doc DNS
= GUitra 101 gid mao dén
DNS server, ma cac

server nay co thé cache
lai

Khai thac DNS cho DDoS
« GUi truy vén voi dia chi

nguon gia mao: IP dich
+ Yéu cau khuéch dai
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Chuwong 2: NOi dung

2.1 Nguyén ly cua tng
dung mang
= Kién triic cta &ng
dung
= Cé&c yéu cau cta ing
dung
2.2 Web va HTTP

2.3 FTP

2.4 Thw dién to
= SMTP, POP3, IMAP

2.5 DNS
2.6 Ung dung P2P

2.7 Lap trinh socket
véi UDP va TCP
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Kién tric mang P2P thuan tly

. Khéng can phai co server
luén hoat dong

« Cac hé thong cudi tuy y két
noi tryee tiep

- Cac peer (cac nut mang)
khong can ket ndi lién tuc
vao hé thong mang va c6
thé thay doi dia chi IP.

Vi du:
= Chia sé file (BitTorrent)

= Streaming (KanKan)
= VolIP (Skype)

Tang tng dung  2-76

Chia sé file: client-server va P2P

Hdi: Can méat bao lau dé truyén (phan phdi) file (c6 kich
thwédce F) tr mét server dén N peer?
= Kha n&ng upload/download (tai I&n/tai vé) ctia peer bi gi¢i han
b&i tai nguyén.
u,: kha nang

upload cua server q q
g *F

d.: kha nang

I > .
download cua peer i

u;: khd nang
upload cla peer i
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Thoi gian truyén file: client-server

Vigc truyen cta server: phai gui
tuan tw (upload) N ban sao cta
file:
= Thoi gian g&vi mot ban sao: F/u,
= Thoi gian g&vi N ban sao: NF/u, «g

Client: Mé&i client phai download
ban sao cua file
* d,,, = toc d6 download nhé nhét cta client

» Thoi gian download (&ng véi d,,,,) cla client: F/d

min

Thoi gian dé phan phéi F

6iNclientsi-dung D > maxiNF/u. F/d...
céch tiép can client-server ~ ©° = { S’ m'n}

Tang tuyén tinh theo N
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Thoi gian truyén file: P2P

Vigc truyén caa server: phai

upload it nhat mot ban sao cua E

file: u
« Thoi gian dé g mot ban: F/u, .
Client: mdi client phai download /3y —5

ban sao cua file =
= Thoi gian download (&ng v&i

d.,,) ctaclient : F/d

Cac client: phai download NF bits
= Téc dd upload cao nhét (gi¢i han) la ug + X

s

Thoi gian dé phan phdi F
t6i N client st dung  Dp,op > max{F/ug ,F/d ., ,NF/(ug + Zu,)}
cach tiép cén P2P ’ ’

T&ng tuyén tinh theo N ...
... nhwng dé thuc hién viéc nay, mbi peer phai cé kha nang phuc vu
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Vi du so sanh client-server v&i P2P

Té6c do upload cla client = u, F/u=1gid, ug=10u, d,;, 2 U,

3.5

= P2P

8Tl e client-Server| &% T~

25 o

Thoi gian truyén file nhé nhét

Tang wng dung  2-80

Truyén file P2P: BitTorrent

% File dwoc chia thanh céac chunk (phan) cé kich thuwéc 1a 256Kb
< Ca&c peer trong torrent g&ri/nhan cac chunk cua file

tracker: kiém tra cac peer torrent: nhém cac peer trao
dang tham gia trong torrent doi cac chunk cta mét file

Alice dén ...
... lay dwoc danh sach
cac peer twr tracker

... va bat dau trao déi cac
chunk cua file voi cac peer q/ ™~
khac trong torrent T
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Truyén file P2P: BitTorrent

+ peer tham gia vao torrent:
= Khéng c6 cac chunk, nhung sé Hﬂ
tich lty ching qua th&i gian tw cac
peer k);1éc o ° ﬁg
= Dang ky voi tracker dé nhan dugc
danh sach céac peer, két ndi voi
tap con clia cac peer (“cac hang
xém”)

g

|

+ Trong khi download, peer sé upload cac chunk t&i cac peer
khac

+ peer c6 thé thay dbi cac peer ma nd sé trao dbi cac chunk

+ churn: cac peer c6 thé dén hodc di

+ Khi peer c¢6 dwoc toan bo file, nd co thé (ich ky) rdi di hoac (vi
tha) & lai trong torrent
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BitTorrent: yéu cau lay, glvi cac chunk cua file

Yéu cau lay chunk: Gtri chunk: tit-for-tat
=« Tai bat ky thoi diém nao, + Alice glri cac chunk ti 4 peer

cac peer khac nhau déu co hién dang g&i chunk clia co &y
cac tap con cac chunk khéac V&I tde dé cao nhit

nhau cta file. = Céac peer khac dang bi chan béi

- Theo dinh ky, Alice sé hdi Alice (khong nhan duoc chunk tir
mdi peer vé& danh sach cac co ay) )
chunk ma ho ¢o = Danh gia lai top 4 sau moi 10 gidy
. Alice s& yéu chu cac chunk  * Ct moi 30 gidy: chon cac peer
con thiéu tlr cac peer, phan kaac ‘Amc_)t ,Cf'ﬂCh ngau nhién, va
hiém nhét truéc bat dau g chunk

= “Téi wu héa khong chan” peer nay
= Peer dwgc chon méi sé dwoc gia
nhap vao top 4
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BitTorrent: tit-for-tat

(1) Alice “t6i wu héa khéng chan” Bob
(2) Alice tré thanh mot nha cung cép trong top 4 ctia Bob;
(3) Ngworc lai, Bob tré thanh mét nha cung cép trong top 4 cia Alice

Toc d upload cao hon: tim
kiém doi tac giao dich tot hon,
nhan file nhanh hon!
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Bang bam phan tan - Distributed Hash Table (DHT)

« DHT: 1a mét co so di liéu P2P phan tan
« Co s& di¥ liéu chra cac cap (khoa, gia tri) (key, value);
Vi du:

= Khéa: SO tht tw; Gia tri: tén nguoi

= Khoa: tiéu dé bd phim; Gia tri: dia chi IP

Phan tan cac cap (key, value) qua (hang triéu) cac peer
Mbi peer truy van DHT theo khoa

= DHT tra lai cac gia tri twong ng v&i khda
+ Céc peer ciing c6 thé chén thém (insert) cac cap (khoa,

gia tri)

9,
o

9,
o
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Hoi: Lam céch nao dé gan khoa cho céc peer?

—_——

<+ VAan dé chinh:
= Gan céc cap (khoa, gia tri) cho cac peer.
+ Y twdng co ban:
= Chuyén méi khda thanh mét sb kiéu sb nguyén
(integer)
= Gan sb nguyén cho tirng peer

= Dat cap (khoa, gia tri) trong mot peer ma né 1a gan
nhat v&i khda

Tang tng dung 2-86

Dinh danh DHT

% Gan dinh danh sé nguy&n cho méi peer trong day
[0,2"-1] cho m&t sb n.
» Mbi dinh danh dwoc biéu dién bdi n bit.

< Yé&u cau méi khoa 1a mét sd nguyén trong cung
day

< D& nhan dwoc khoa sb nguyén, can bam khoa
gbc
» Vidu:khoéa = hash(“Led Zeppelin IV”)

» Pay la ly do tai sao n6 dwoc goi la mét bang “‘bam”
phan tan
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Gan khoa cho cac peer

< Quy tac: gan khoda cho peer ma co ID gén
nhat.

<« Trong bai gidng: gan nhét 1a gid tri ké lién
ngay voi khoa.

+ Vidu: n=4; cac peer: 1,3,4,5,8,10,12,14;
= khoa = 13, thi peer ké lién v&iné la 14
= khoa = 15, thi peer ké lién 13 1

Tang tng dung 2-88

DHT vong (1)

15

12

10
8

« Mbi peer chi biét vé peer ké tiép va peer tién nhiém ngay
trwdc nd
« Mang che phu (“overlay network”)
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DHT vong (1)

Trung binh can O(N)
théng diép dé giai
quyét truy van, khi
c6 N peer

Ai c6 trach nhiém
v&i khdéa 1110?

111

110G
0101

Dinh nghta gan nhat
o B ké adn nhgt | 1010
nghta la ké gan nhat. 1000

Tang tng dung 2-90

DHT vong v&i peer tat (shortcut)

1 Ai c6 trach nhiém vé&i
khéa 1110?
3
15
4
12
5
10
8
. M®Gi peer gilr theo dbi dia chi IP ctia peer ké tiép, tién nhiém va cac

peer tat.

. S& giam tlr 6 xudng con 2 théng diép.

- C6 thé thiét ké cac peer tat dé c6 O(log N) hang xém, thi s& c6
O(log N) thong diép trong truy van
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Peer churn
—

15

12

10
8

Vi du: peer 5 dét ngdt roi di

Xt ly peer churn:

«Céc peer co thé dén hoic di
(churn)

+M®i peer biét dwoc dia chi cua 2
peer ké ctia n6

«Dinh ky mbi peer sé ping dén 2
peer ké ctia n6 dé kiém tra sy ton
tai

+Néu peer ké lién ngay no roi di,
thi n6 sé chon peer ké tiép dé lam
peer ké lién ngay cua nd

«peer 4 phat hién ra peer 5 r&i di, n6 sé lam viéc vdi peer 8 ké
lién ngay v&i nd; hdi peer 8 xem peer nao sé lam peer ké lién
ngay cla né duoc; sau dé sé lam viéc tiép véi peer ké lién ngay
vGi peer 8 nay (ké lién ngay thir cép).

+peer 13 mubn két néi vai ai?
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Chwong 2: N6i dung

2.1 Nguyén ly cua tng 2.4 Thw dién to
dung mang = SMTP, POPS3, IMAP
= Kién tric cda wng 2.5 DNS
dung 2.6 U'ng dung P2P

= Céac yéu ciu cla ng
dung

2.2 Web va HTTP
2.3 FTP

2.7 Lap trinh socket
véi UDP va TCP

Tang &ng dung  2-93

Lap trinh Socket

Muc dich: hiéu dwoc cach xay dwng (rng dung truyén
thong client/server dung socket

socket: 1a canh ctra gitra cac tién trinh (rng dung va giao
thrc giao van end-to-end

Ung dung socket Ung dung Puoc didu khién
| ™~ 6 T boi nha phat trién
i [~ ng dung

Puoc diéu khién

L ‘! Internet b&i hé diéu hanh
EV ‘
e \
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Lap trinh Socket

Hai loai socket cho hai dich vu tdng giao van:
UDP: truyén cac gbi tin khéng tin cay
TCP: truyén tin cay, truyén dong byte c6 huwéng

Vi du trng dung:
1. Client doc vao mot dong ky tw (di liéu) ttr ban phim va gt
dir liéu dén server.

2. Sgrver nhan di liéu va chuyén céc ky tw thanh dang ky tw
viéet hoa.

3. Server gt di¥ liéu da dwoc chuyén thanh dang viét hoa vé
cho client.

4. Client nhan d liéu va hién thj dong ky tw Ién man hinh.
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Lap trinh mang trén Java

< @Gdi java.net
= InetAddress
= ServerSocket
= Socket
= URL
= URLConnection
= DatagramSocket
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!_ép trinh mang trén Java

< InetAddress class
» Class mo ta vé dia chi IP
= Cac phuwong thirc getLocalHost, getByName, hay
getAllByName dé tao moét InetAddress instance:

public static InetAddess InetAddress.getByName(String hostname)

public static InetAddess [] InetAddress.getAllByName(String
hostname)

public static InetAddess InetAddress.getlLocalHost()

= P& 14y dia chi IP hay tén dung cac phwong thic:
getHostAddress()
getHostName()
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Lap trinh Socket voi UDP

UDP: khéng c6 “két ndi” gitra client & server

» Khong bét tay trwéc khi gvi di ligu

» Bén gl gan dia chi IP va s6 hiéu cbng dich vao trong méi
géi tin

» Bén nhan sé trich dia chi IP va sb hiéu cdng clia bén gui tiv
g6i tin nhan dworc

UDP: di¥ liéu dwoc truyén co thé bi mat hodc khong
dung trinh tw khi nhan
Quan diém tng dung:

< UDP cung cap truyén khéng tin cay theo cac nhém byte
(“cac goi tin”) gitra client va server
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Twong tac client/server socket: UDP

server (chay trén serverIP) client
Tao socket:
Tao socket, port= x: clientSocket =
serverSocket = socket(AF_INET,SOCK_DGRAM)

socket(AF_INET,SOCK_DGRAM)

Tao datagram véi IP cua server
va port=x; glri datagram qua

Doc datagram tw / clientSocket
serverSocket I

Ghi tra 11 vao \ DBoc datagram tur
serverSocket clientSocket

dia chi client,

s6 hiéu céng

7 bén
cu thé 9

clientSocket
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Vi du: UDP client (Java client)

import java.io.”;
import java.net.”;

class UDPClient {
public static void main(String args[]) throws Exception

{

tao
input stream:l—' BufferedReader inFromUser =
new BufferedReader(new InputStreamReader(System.in));

tao
client socke;l“' DatagramSocket clientSocket = new DatagramSocket();
dich hostname
thanh dia chi IP

dung DNS byte[] sendData = new byte[1024];
byte[] receiveData = new byte[1024];

InetAddress IPAddress = InetAddress.getByName("hostname");

String sentence = inFromUser.readLine();

sendData = sentence.getBytes(); Tang tng dung 2100




Vi du: UDP client (Java client)

tao di lieu gurm DatagramPacket sendPacket =

datagram, d6 dai, new DatagramPacket(sendData, sendData.length, IPAddress,
dia chi IP, port— 9876);

gUi datagramp—  clientSocket.send(sendPacket);

dén server| _
DatagramPacket receivePacket =

new DatagramPacket(receiveData, receiveData.length);
doc datagram]
t servetl

clientSocket.receive(receivePacket);

String modifiedSentence =
new String(receivePacket.getData());

System.out.printin("FROM SERVER:" + modifiedSentence);
clientSocket.close();

}
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Vi du: UDP server (Java server)

import java.io.*;
import java.net.”;

class UDPServer {
public static void main(String args[]) throws Exception

{

tao datagram
socket tai port 9876 |—> DatagramSocket serverSocket = new DatagramSocket(9876);

byte[] receiveData = new byte[1024];
byte[] sendData = new byte[1024];

while(true)
{
tao khéng gian dé&
nhan datagram —> DatagramPacket receivePacket =
) new DatagramPacket(receiveData, receiveData.length);
nhanj—— serverSocket.receive(receivePacket);
datagram Tang &ng dung 2-102




Vidu: UDP server (Java server)

String sentence = new String(receivePacket.getData());

Ia¥ d!.a ChI,IP’ InetAddress IPAddress = receivePacket.getAddress();
s0O hiéu cong

cua nguoi giil—>int port = receivePacket.getPort();
String capitalizedSentence = sentence.toUpperCase();

sendData = capitalizedSentence.getBytes();

tao datagram

X o ies s —> DatagramPacket sendPacket =
dé gui toi client
new DatagramPacket(sendData, sendData.length, IPAddress,

port);

hi datagram
9 9 i|—> serverSocket.send(sendPacket);

vao socket } )
) két thuc vong Iap while,
quay lai va ch&

) datagram khac
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Lap trinh socket voi TCP

client phai tiép xtic v&i server = Khi dwoc tiép xtc béi client,

. Tién trinh server phai TCP server Sé tao socf(et mp’i
cho tién trinh server dé truyén
thdng vai client

= Cho phép server “noi

chuyén” véi nhiéu client

chay trwéc

« server Qhéi tao sockqt
(ctra) dé don client tiep

xue = Céc sb hiéu cdng ngudn
client tiép xUc v&i server duoc dung dé phan biét
bang cach: céc client (xem thém trong
- Tao TCP socket, xac dinh Chuong 3)
dia chi IP, s6 hiéu cong Quan diém trng dung:
cua tién trinh server TCP cung Cép truyén tin cay,
= Khi client tao socket: TCP truyén dong byte theo ding
client s& thiét lap ket noi trinh tw gitra client va server.

t&i TCP server
Tang ¢ng dung 2-104




Twong tac client/server socket: TCP

server (chay trén hostid) client

Tao socket,

port=x, cho yéu cau
dén:

serverSocket = socket()

Doi yéu cau két TCP Tao socket,
ndi dén == = = e m= == =p k&t NOi 1O hostid, port=x
connectionSocket = 1 hiét 1ap ket noi

serverSocket.accept()

v Gui yéu cu dung
Doc yéu cau twr / clientSocket
connectionSocket
Ghi tra 16i vao
connectionSocket \Doo tra 10i tw

clientSocket

clientSocket = socket()

béng 1 ) 1
connectionSocket Bong
clientSocket
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Vi du: TCP client (Java client)

import java.io.*;
import java.net.*;
class TCPClient {

public static void main(String argv[]) throws Exception
{

String sentence;

String modifiedSentence;

tad] BufferedReader inFromUser =
—
input stream| new BufferedReader(new InputStreamReader(System.in));

tao client socket,
két ndi vao server

— Socket clientSocket = new Socket("hostname", 6789);

tao output stream__" DataOutputStream outToServer =
' gén vao socket new DataOutputStream(clientSocket.getOutputStream());
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Vi du: TCP client (Java client)

BufferedReader inFromServer =
new BufferedReader(new

tao Input stream InputStreamReader(clientSocket.getinputStream()));

gén vao socket
sentence = inFromUser.readLine();

?ul dongil_‘ outToServer.writeBytes(sentence + "\n');
dén server

doc dc‘mg]—» modifiedSentence = inFromServer.readLine();
tw server.
System.out.printin("FROM SERVER: " + modifiedSentence);

clientSocket.close();

} Tang ¢ng dung 2-107

Vi du: TCP server (Java server)

import java.io.”;
import java.net.”;

class TCPServer {

public static void main(String argv[]) throws Exception

{

String clientSentence;

) ) ital :
tao socket dén String capitalizedSentence

tiép xdc tai
port 678

—> ServerSocket welcomeSocket = new ServerSocket(6789);

while(true) {
cho client tiép
xuc voi server

) - BufferedReader inFromClient =
tao Inputstream, = new BufferedReader(new
gan vao socket InputStreamReader(connectionSocket.getInputStream()));
- Tang wng dung 2-108

——  Socket connectionSocket = welcomeSocket.accept();




Vidu: TCP server (Java server)

tao output stream, )
gan vao socket DataOutputStream outToClient =

.
= new DataOutputStream(connectionSocket.getOutputStream());

doc dong]

. ., clientSentence = inFromClient.readLine();
tr socketl

capitalizedSentence = clientSentence.toUpperCase() + "\n';

ghi dong ra — outToClient.writeBytes(capitalizedSentence);
tlr socket | }

} két thac vong lap while
} quay lai va cho két ndi
Ua client khac
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Xay dwng mét Web server don gian

+ Quan ly mét yéu cau + Sau khi tao server, ¢6
HTTP thé yéu cau file dung

» Chéap nhan yéu cau trinh duyét (vi du: IE)

«+ Phan tich cG phap phan % Xem gigo trinh dé biét
tiéu d& (header) thém chi tiet

+ LAy file dwoc yéu cau tir
hé théng file ctia server

+ Tao théng diép dap wng
HTTP:

= cac dong header + file
+ GUi dap ng dén client
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Chuong 2: Tong két

Trinh bay céac van dé lién quan dén tng dung mang!

» Kién tric cta wng dung

= client-server
= P2P
- C4c yéu cau dich vy clGa irng
dung:
= Truyén tin cay, bang théng,
tre

+ M6 hinh dich vu giao van cua

Internet

= Hudéng két ndi, truyén tin cay:

TCP
= Truyén khéng tin cay, truyén
goi tin: UDP

« Céc giao thirc cu thé:
- HTTP
- FTP
= SMTP, POP, IMAP
= DNS
= P2P: BitTorrent, DHT

+ Lap trinh socket: TCP
socket, UDP socket
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Chuong 2: Tong ket

Quan trong hon: duoc hoc vé céc giao thirc!

. Trao dbi gitra c4c thong diép

yéu cau/dap ng:
= client y&u ciu théng tin
hoac dich vu
= server dap tng voi dir
liéu, hoac ma trang thai

+ Dinh dang thong diép:

= Phan tiéu dé (header):
cac trwong voi thong tin
vé dir liéu

= D@ liéu: thong tin dwoc
truyén théng

Céc van dé quan trong:
+ Théng diép diéu khién va théng

diép di¥ liéu
= in-band, out-of-band

% Tap trung hoa va khéng tap

trung hda

» Khong trang thai va co trang

thai

» Truyén théng diép tin cay va

truyén thong diép khong tin cay
“Sy phrc tap tai phan canh
cla mang”
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Chapter 2: outline

2.1 principles of network 2.6 P2P applications

applications 2.7 socket programming

" app architectures with UDP and TCP
" app requirements

2.2 Web and HTTP
2.3 FTP

2.4 electronic mail
= SMTP, POP3, IMAP

2.5 DNS

Application Layer 2-93

Socket programming

goal: learn how to build client/server applications that
communicate using sockets

socket: door between application process and end-
end-transport protocol

application

Internet

application socket controlled b
y
/ \ app developer
— —
controlled
' by 0S

Wy

g&
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Socket programming

Two socket types for two transport services:
= UDP: unreliable datagram
= TCP: reliable, byte stream-oriented

Application Example:

Client reads a line of characters (data) from its
keyboard and sends the data to the server.

The server receives the data and converts
characters to uppercase.

The server sends the modified data to the client.

The client receives the modified data and displays
the line on its screen.
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Socket programming with UDP

UDP: no “connection” between client & server
+ no handshaking before sending data

+ sender explicitly attaches IP destination address and
port # to each packet

+ rcvr extracts sender P address and port# from
received packet

UDP: transmitted data may be lost or received
out-of-order

Application viewpoint:
¢ UDP provides unreliable transfer of groups of bytes
(“datagrams”) between client and server
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Client/server socket interaction: UDP

server (running on serverIP) client
create socket:
create socket, port= x: clientSocket =
serverSocket = socket(AF_INET,SOCK_DGRAM)

socket(AF_INET,SOCK_DGRAM)
Create datagram with server IP and

l mm/ port=x; send datagram via
read datagram fi clientSocket

serverSocket

write 1reply to

serverSocket \ read datagram from
specifying clientSocket

client address,

port number close

clientSocket

Application 2-97

Example app: UDP client

Python UDPClient
include Python’s socket

library ————————— from socket import *
serverName = ‘hostname’
serverPort = 12000
:gj}:r UDPsocketfor_____, clientSocket = socket(socket. AF_INET,
socket. SOCK_DGRAM)
get user keyboard
input message = raw_input('Input lowercase sentence:’)

Attach server name, port to .
message; send into socket— ClientSocket.sendto(message,(serverName, serverPort))

read reply characters from —» modifiedMessage, serverAddress =

socketinto string clientSocket.recvfrom(2048)

print out received string —» print modifiedMessage

and close socket .
clientSocket.close()
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Example app: UDP server

Python UDPServer

from socket import *

serverPort = 12000
create UDP socket —» serverSocket = socket(AF_INET, SOCK_DGRAM)
bind socket to local port

number 12000 T, serverSocket.bind((", serverPort))
print “The server is ready to receive”

loop forever ——» \while 1:

Read from UDP socketinto | message, clientAddress = serverSocket.recvfrom(2048)
message, getting client’s -
address (client IP and port) modifiedMessage = message.upper()

send upper case string —* ServerSocket.sendto(modifiedMessage, clientAddress)
back to this client

Application Layer 2-99

Socket programming with TCP

client must contact server + when contacted by client,
+ server process must first be server TCP creates new socket
running for server process to

communicate with that

% server must have created . -
particular client

socket (door) that
welcomes client’s contact = allows server to talk with
multiple clients

client contacts server by: = source port numbers used

+ Creating TCP socket, to distinguish clients
specifying IP address, port (more in Chap 3)
number of server process o ) )

+ when client creates socket: application viewpoint:
client TCP establishes TCP provides reliable, in-order
connection to server TCP byte-stream transfer (“pipe”)

between client and server
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Client/server socket interaction: TCP

server (running on hostid) client

create socket,

port=x, for incoming
request:

serverSocket = socket()

wait for incoming TCP create socket,

connection request = == == == == == = = connect to hostid, port=x
connectionSocket = CONNECioN SetUP ~ (jigntsocket = socket()
serverSocket.accept()

l send request using
read request from / clientSocket
connectionSocket

write reply to
connectionSocket \read reply from

clientSocket

close 1

connectionSocket close 1
clientSocket

Application Layer 2-101

Example app:TCP client

Python TCPClient

from socket import *
serverName = 'servername’
create TCP socket for serverPort = 12000
server, remote port 12000 ¢jientSocket = socket(AF_INET
clientSocket.connect((serverName,serverPort))
sentence = raw_input(‘Input lowercase sentence:’)
No need to attach server _____, clientSocket.send(sentence)
name, port
modifiedSentence = clientSocket.recv(1024)
print ‘From Server:’, modifiedSentence

clientSocket.close()
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Example app: TCP server

Python TCPServer

from socket import *
create TCP welcoming serverPort = 12000
socket —— serverSocket = socket(AF_INET,SOCK_STREAM)
serverSocket.bind((”,serverPort))
server begins listening for .
incoming TCP requests serverSocket.listen(1)
print ‘The server is ready to receive’
loop forever—> while 1:
severwaitsonaccepll) - sonnectionSocket, addr = serverSocket.accept()
for Incoming requests, new
socket created on return
sentence = connectionSocket.recv(1024)
read bytes from socket (but o
not address as in UDP) capitalizedSentence = sentence.upper()
close connection to this —— connectionSocket.send(capitalizedSentence)

client (but not welcoming .
socket) connectionSocket.close()
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Chwong 3: Tang giao van

Muc dich:

+ Hiéu dwoc cac + Nghién clru vé céac giao
nguyén ly dang sau thirc tAng giao van trong
cac dich vu téng giao mang Internet:
van: = UDP: van chuyén khong két

= Ghép kénh/phan kénh noi )
(multiplexing, = TCP: Vér] chyyén tin cay,
demultiplexing) huwéng két noi

= Truyén di¥ liéu tin cay = Diéu khién téc nghén trong

= Didu khién ludng TCP

= Piéu khién téc nghén
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Chuwong 3: NOi dung

3.1 Cacdich vutdng 3.5 Van chuyén huéng

giao van két nbi: TCP

3.2 Ghép kénh va = C4u truc doan di liéu
phan kénh (segment)

3.3 Van chuyén khéng " Truyen diligu tin cay
két ndi: UDP * Diéu khién luéng

= Quan ly két ndi

3.6 Cac nguyén ly dieu
khién tac nghén

3.7 biéu khién tic nghén
TCP

3.4 Cac nguyén ly
truyen di liéu tin
cay

Tang giao van 3-3

Céc dich vu va giao thirc tang giao van

networl

| network |
| data link &

- Cung cap truyén théng logic
gilra cac tién trinh &*ng dung
chay trén cac host khac nhau.

- Giao thirc tAng giao van chay
trén cac hé thong dau cudi

* Phia gtvi: cat cac théng diép
trng dung thanh cac doan
(segment), chuyén xudng tang
mang

= Phia nhan: Tap hop lai cac
doan thanh géc thong diép,
chuyén 1&n tdng tng dung.

- C6 nhiéu hon mét giao thirc )
tang giao van danh cho cac ; “ o B
&ng dung \g?‘g

= |nternet: TCP va UDP
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Tang giao van va tang mang

+ Tang mang: truyén
théng logic gilra cac
host

+ Tang giao van:
truyén théng logic
gitra céc tién trinh

= Dwa vao va r]éng cao
cac dich vu tang
mang

_ Tinh hubng tuong ty:

12 em bé nha Ann gi¥i thw dén

+ Cac host = Cac ngbi nha
+ Cac tién trinh = cac em bé
= Thong diép vng dung = Nbi

- Giao thirc giao van = Quy wéc

- Giao thirc tAng mang = Dich

12 em bé nha Bill:

dung btrc thu (trong bi thw)

gilba cac em bé nha Ann va
nha Bill

vu bwu dién
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Céc giao thirc tang giao van trén Internet

+ Truyén tin cay, theo thy
tw: TCP
= DPiéu khién tac nghén
= Diéu khién luéng
= Thiét lap két nébi
+ Truyén khéng tin cay,
khéng theo th ty: UDP
= M& rong cua giao thirc IP
+ Khéng co cac dich vu:
= Dam bao tré
= Dam bao bang théong

A application
B transport
| netwigg |
| data i\
= o Y physic

WED. £
|_data linf§ D
e O

network
data link | AP
= ] physical transport
= data ini
- E < physical
/™ : " phy5|cal
g e = c}
l ;{ 1 5
< =
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Chuwong 3: NOi dung

3.1 Cac dich vu tang
giao van

3.2 Ghép kénh va
phan kénh

3.3 Van chuyén khéng
két ndi: UDP

3.4 Cac nguyén ly
truyen dir liéu tin
cay

3.5 Van chuyén hwéng
két ni: TCP
» CAu tric doan di liéu
(segment)
= Truyén di liéu tin cay
= Piéu khién luéng
= Quan ly két ndi
3.6 Cac nguyén ly diéu
khién tdc nghén
3.7 biéu khién tic nghén
TCP
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Ghép kénh/Phéan kénh

Ghép kénh tai phia guvi:
X ly dir liéu ti nhiéu socket,
thém phan tiéu de tang giao van
(sau nay dung cho viéc phan kénh)

Phén kénh tai phia nhén:
S& dung thdng tin trong phan tiéu
dé& dé phan phdi cac doan di liéu

(segment) da nhan dwoc dén
dung socket

application

application application [{_L | socket
O Tién
tranport netwark trandport trinh
netWork “‘k netiyork

s hn k | phy3ial hi{WF | i

- phyHca phyfgica

= — ¥
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Viéc phan kénh dwoc thyc hién nhw thé nao?

+ Host nhan cac IP datagram 32 bits ——
= M&i datagram c6 dia chi ngudn W
IP va dia chi IP dich
= Mbi datagram mang mt doan Cac trudng khac trong
di liéu clia tang giao van tiéu dé

= MGi segment c6 s6 hiéu cong
nguon va so hiéu cong dich ] DI liéu (ing dung

+ Host str dung dia chi IP & so (payload)
hiéu céng dé& dinh huéng
doan dén socket phu hop

Dinh dang TCP/UDP segment

Tang giao van 3-9

Phan kénh hwdng khong két ndi

« Tao cac socket cd s6 hiéu cong + Khi tao datagram dé gl
cuc b6 cua host: vao trong UDP socket, can

DatagramSocket mySocketl phél xac dinh:
= new DatagramSocket (12534) ; « Dia chi P dich

= S4 hiéu cbng dich

» Khi host nhan UDP Céac IP datagram v&i cung
segment: S0 hiéu cong dich, nhung
= Kiém tra sb hiéu cdng dich - co dia chi IP rlguc“)n va/hoac
trong segment cac so hiéu cong nguon
= Dinh hwégng UDP segment khé’c nha,‘l_J Si‘é dwoc dinh _
t6i socket twong (rng véi sb hwéng téi cung socket tai
hiéu cdng d6 dich

Tang giao van 3-10




Vi du phan kénh huwéng khéng két ndi

DatagramSocket
serverSocket = new
DatagramSocket DatagramSocket DatagramSocket
mySocket2 = new mySocketl = new
DatagramSocket (6428) ; DatagramSocket
(9157); application (5775) ;
application @ application
b
trangport otk trankpol
network n network
lirjk my lip
L w physgical physical \r
% -
Cdng ngudn: 6428 Cong ngudn: ?
Cong dich: 9157 Cong dich: ?

C6ng ngudn: 9157
Cong dich: 6428

Cong ngubn: ?
Cong dich: ?

Tang giao van 3-11

Phan k&nh hwéng két noi

« TCP socket dwoc xac
dinh b&i bé-4 gia tri:
= Pja chi IP nguén
= S6 hiéu céng ngudn
= Dja chi IP dich
= S6 hiéu cbng dich
+ Phan kénh: Phia nhan
str dung ca bén gia tri
nay dé dinh huéng
segment t&¢i socket phu
hop

K3
3

K3
o3

Host server c6 thé hd tro
nhiéu TCP socket déng
thoi:
= M&i socket dwoc xac dinh
b&i bo-4 gia tri cha n6
Web server cé cac socket
khac nhau cho méi két ndi
tw client
= Két ndi HTTP khong bén
virng sé co géc soclget khac
nhau cho méi yéu cau.

Tang giao van 3-12




Vi du phan kénh hwéng két ndi

application

application

tranpport

netyvork

lihk
e | phykical
e

Host: dia 1P, cong ngudn: B,80
chilPA 1P, port dich: A,9157

IP, c8ng ngudn: A,9157
IP, ¢bng dich: B,80

i Ca ba segment, déu dugc hudng téi dia chi IP: B,
cong dich: 80, nhung dugc phan kénh t&i cac socket khac nhau

application
l ]
ranspo
network
link ‘
! physical &
Server: dia
chilPB -
Ho§t: dia
1P, cong nguon: C,5775 chilP C
IP, cong dich: B,80

IP, cBng ngudn: C,9157

IP, cong dich: B,80

Tang giao van 3-13

Vi du phan kénh huwdng két noi

application

tran

Server phan ludng

application

port

nety

ork

I

»N

phykical

-

Host: dia
chilPA

IP,cong ngudn: B,80

IP,c8ng ngudn: A,9157
1P, cong dich: B,80

IP,cong dich: A,9157

IP,c8ng ngudn: C,5775
1IP,cong dich: B,80

BN —

IP,c6ng ngudn: C,9157
IP,cong dich: B,80

application
0 ] | Ll
Tanspo
network
link
Server: dia physical \;&
chiIPB ’

D — Host. da
e chilPC

Tang giao van 3-14




Chuwong 3: NOi dung

3.1 Cacdich vutdng 3.5 Van chuyén huéng

giao van két nbi: TCP

3.2 Ghép kénh va = Céu trac doan di liéu
phan kénh (segment)

3.3 Van chuyén khéng = Truyen dir lieu tin cay

két ndi: UDP = Diéu khiér? Iu6’ng
= Quan ly ket noi

3.6 Cac nguyén ly diéu
khién tac nghén

3.7 Diéu khién tac nghén
TCP

3.4 Cac nguyén ly
truyen dir liéu tin
cay

Tang giao van 3-15

UDP: User Datagram Protocol [RFC 768]

- La giao thirc tang giao van + UDP dwogc dung trong:
ctia mang Internet = Cac (rng dung streaming
- Dich vu “best eﬁort",, cac multimedia (chiu mat mat
UDP segment co thé: d@ liéu, bi anh hwdng boi
» B mat toc do)
= Pwoc van chuyén khéng = DNS
dung th tw téi 'ng dung = SNMP
+ Hubng khong két ndi: + Truyén tin cay trén UDP:
= Khdng c6 giai doan bat = B sung dic tinh tin cay
tay gitba bén guri va bén vao tng tng dung

nhan cua UDP = Khéi phuc Ii cu thé clia
= M6i UDP segment duoc rng dung

x ly doc lap véi cac '

segment khac

Tang giao van 3-16




UDP: Tiéu dé segment

Chiéu dai, dugc tinh theo

«———— 32 bits s6 byte ctiia UDP segment,
source port # | d T # bao gébm ca phan tiéu dé

length <~ |  checksum

D{r liéu U'ng dung
(payload)

binh dang UDP segment

_ Tai sao lai dung UDP?

- Khong can thiét 1ap két ndi
(vi viéc nay co thé lam tang
do tré)

- Don gian: khong Iwu trang
thai két ndi tai bén glri, bén
nhan

- Kich thwéc tiéu dé nhé

+ Khong diéu khién téc nghén:
UDP co thé giri nhanh theo
mong muon

Tang giao van 3-17

UDP checksum

Muc tiéu: Phat hién cac “I6i (vi du: cac bit bi bat |én)
trong cac segment dwoc truyén dén

Bén gwi:

» X ly ndi dung cac doan,
bao gébm ca cac trwéng
trong tiéu dé, nhu la chubi
cac sb nguyén 16-bit

» checksum: bb sung thém
(tbng bu ctia 1) vao noi
dung segment
Bén gi dat gia tri
checksum vao trong trudng
checksum ctia UDP

Bén nhan:
- Tinh toan checksum ctia
segment da nhan dwoc
Kiém tra xem checksum da
tinh c6 bang gia tri ctia trwedng
checksum hay khong:
= KHONG - phat hién c6 15i
* CO - khong phat hién 6.
Nhung véan cé thé cé 16i ma
chuwa o’upc phat hién? Xem
thém phan sau ....

Tang giao van 3-18




Vi du: checksum trén Internet

Vi du: Cong hai sb nguyén 16-bit

1110011001100 10
1101010101010 01

Bit dw @ 101110111011 1011
Tong 1011101110111 0o
checkssm 01 0001 0001000011

Chu y: Khi céng cac sbé nguyén, mét bit nhd & phia cao

nhat can phai dwoc thém vao két qua

Tang giao van 3-19
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Chuwong 3: NOi dung

3.1 Cac dich vu tang

giao van
3.2 Ghép kénh va
phan kénh

3.3 Van chuyén khong

két ndi: UDP
3.4 Cac nguyén ly

truyén di liéu tin

cay

3.5 Van chuyén hwéng
két ni: TCP
» CAu tric doan di liéu
(segment)
= Truyén di liéu tin cay
= Piéu khién luéng
= Quan ly két ndi
3.6 Cac nguyén ly diéu
khién tdc nghén
3.7 biéu khién tic nghén
TCP

Tang giao van 3-20

Céac nguyén ly cta truyén di liéu tin cay

+ Quan trong trong cac tAng &ng dung, giao van va lién két
* Thudc danh sach 10 van dé& quan trong nhat ctia mang!

c
o

+—

0

o %‘ sending receiver
g~ process roces:

8 . E==l |
5 (Jreliciole channel

g C

=

(@) provided service

- Cac dac tinh cla kénh truyén khéng tin cay sé xac dinh sy phuc
tap cla giao thirc truyén di liéu tin cay (reliable data transfer
protocol — rdt)

Tang giao van 3-21




Céc nguyén ly cla truyén di liéu tin cay

+ Quan trong trong cac tAng (rng dung, giao van va lién két
= Thudc danh sach 10 v&n d& quan trong nhéat ctia mang!

c
O
T ©
S5 FE ]
8 - process process
8] .
5 (Jreliable channel
c =
=
L{ Eunreliable chonneI’J
(a) provided service (b) service implementation

« Cac dac tinh cla kénh truyén khong tin cay sé xac dinh sy phirc
tap cla giao thirc truyén div liéu tin cay (reliable data transfer

protocol — rdt)
Tang giao van 3-22

Céac nguyén ly cta truyén di liéu tin cay

+ Quan trong trong cac tAng &ng dung, giao van va lién két
* Thudc danh sach 10 van dé& quan trong nhat ctia mang!

-
O
ol
o %‘ sending receiver
8 = process roces:
e , =1 1
dt d i
= (Jreliciole channel zar_send () ylastal deliver data()
8_ o reliable data reliable dota
& S transfer protocol fransfer protocol
% O (sending side) (receiving side)
+ udt_send()i Irdt_rcv()
unrelicble channel J
(@) provided service (b) service implementation

«» Cac dac tinh cta kénh truyén khéng tin cay sé xac dinh sy phuc
tap cla giao thirc truyén di liéu tin cay (reliable data transfer

protocol — rdt)
Tang giao van 3-23




Truyén di liéu tin cay

rdt_send () : dwoc goi béi tang trén deliver data () : dwoc goi boi
(tAng &ng dung). Chuyén d lidu can rdt dé truyén di liéu Ién tAng cao hon

truyén lén tAng cao hon ctia bén nhan

\ rdt_send() Tdeliver_data 9]

Bén [eliable data reliable data Bén
b transfer protocol fransfer protocol nhan
g (sending side) (receiving side) :
udt send( )jt [packet | [ packet | Irdt rcev()
1A—h()unrelicxble channel )J
udt_send () : dwgc goi béi rdt, dé rdt_rcv () : dwgc goi khi goi tin dén
truyén géi tin qua kénh truyén khong bén nhan cta kénh truyén
tin cdy t&i bén nhan

Tang giao van 3-24

Truyén di¥ liéu tin cay

Viéc can lam:
Phat trién dan giao thirc truyén di liéu tin cay (reliable data
transfer protocol - rdt) cho ca bén gti va bén nhan
Chi xem xét truyén di lieu theo mot hwong
= Nhuwng thong tin diéu khién van dwoc truyén theo ca hai hwéng
Dung may trang thai httu han (finite state machines - FSM) dé
xac dinh bén gti, bén nhan

Su kién gay ra trang thai truyén
Cac hanh dong xay ra khi truyén

Trang thai: khi dang & mot
“trang thai” thi trang
thai duy nhat k€ tiép sé
dugc xac dinh khi c6 su
kién ti€p theo

Su kién
Cac hanh dong )

Tang giao van 3-25




rdt1.0: truyén di¥ liéu tin cdy qua mét kénh truyén tin cay

+ Kénh truyén co ban hoan toan tin cay
= Khéng cé 16i bit
= Khéng c6 méat mat gai tin
« Phan biét cac FSM cho bén gti, bén nhan:
= Bén gri giri di¥ liéu vao kénh truyén co ban
= Bén nhan doc di liéu ttr kénh truyén co ban

rdt_send(data) rdt_rcv(packet)

extract (packet,data)

packet = make_pk(data) deliver_data(data)

udt_send(packet)

Bén g Bén nhan

Tang giao van 3-26

rdt2.0: Kénh truyén co 16i bit

+ Kénh co ban c6 thé bat mét vai bit trong géi tin
= Kiém tra (checksum) dé phat hién cac 16i bit
+ Cau hoi: Lam thé nao dé khéi phuc lai cac 16i?

Lam thé nao con nguoi khéi phuc duoc “16i”
trong subt qua trinh thuc hién cudc héi thoai?

Tang giao van 3-27




~

rdt2.0: Kénh truyén co 16i bit

+ Kénh truyén co ban cé thé bat mét vai bit trong goi tin
= Kiém tra (checksum) dé phat hién cac I6i bit
+ Cau hdi: Lam thé nao dé khoéi phuc lai cac 16i?
= Bao nhédn ACK (acknowledgement): bé,n nhan théng bao ré
cho cho bén gtri la goi tin nhan duwoc tot
= Bao nhéan NAK (negative acknowledgement): bén nhan théng
b&o rd cho bén gli 1a géi tin nhan dwoc co 16i
= Bén gWi truyén lai goi tin c6 bao nhan la NAK
+ Cac co ché méi trong rdt2.0 (ngoai rdt1.0):
= Phat hién i
= Phan hoi: cac thong diép diéu khién (ACK,NAK) tir bén nhan
gli vé bén glvi

Tang giao van 3-28

rdt2.0: Bac ta FSM

rdt_send(data)

sndpkt = make_pkt(data, checksum) Bén nhan
udt_send(sndpkt) '
rdt_rcv(rcvpkt) &&

isNAK(rcvpkt)

- rdt_rcv(rcvpkt) &&
udt_send(sndpkt) corrupt(rcvpkt)

udt_send(NAK)

rdt_rcv(rcvpkt) && isACK(rcvpkt)
A

Bén gui

rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt)
extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK)
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rdt2.0: Hoat déng khi khéng c6 10i

rdt_send(data)
snkpkt = make_pkt(data, checksum)

rdt_rcv(rcvpkt) &&

isNAK(rcvpkt)
—_ rdt_rcv(rcvpkt) &&
udt_send(sndpkt) corrupt(rcvpkt)

udt_send(NAK)

rdt_rcv(rcvpkt) && isACK(rcvpkt)
A

notcorrupt(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK)

Tang giao van 3-30

rdt2.0: Kich ban khi co 10i

rdt_send(data)
snkpkt = make_pkt(data, checksum)

rdt_rcv( rcvpktt &&
corrupt(rcvpkt)

udt_send(NAK)

rdt_rcv(rcvpkt) && isACK(rcvpkt)
A

rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt)
extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK)
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rdt2.0 c6 16 hdng nghiém trong!

Diéu gi xay ra khi X0 ly trung 13p:
ACK/NAK bij héng? « Bén gUi truyén lai goi tin

- Bén glri khong biét duwoc hién tai néu ACK/NAK bi
diéu gi da xay ra tai bén hong
nhan! + Bén glri thém sé thir tw vao

- Khong thé don phwong trong mbi goi tin

truyén lai: c6 thé bitrung 1&p  + Bén nhan bd qua (khdng
nhan) géi bi trung lap

Dwng va cho
Bén gri gtri mot goi tin,
sau do dirng lai chd bén

nhan phan hoi

Tang giao van 3-32

rdt2.1: Bén gri xtr ly cac ACK/NAK bi héng

rdt_send(data)

sndpkt = make_pkt(0, data, checksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
( corrupt(rcvpkt) ||
isNAK(rcvpkt) )

udt_send(sndpkt)

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt)

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt)

; A
rdt_rcv(rcvpkt) &&
( corrupt(rcvpkt) ||
iSNAK(rcvpkt) ) rdt_send(data)
udt_send(sndpkt) sndpkt = make_pkt(1, data, checksum)

udt_send(sndpkt)
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rdt2.1: Bén nhan xt ly cac ACK/NAK bi hong

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seq0(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)
\ sndpkt = make_pkt(ACK, chksum)

\ udt_send(sndpkt)
rdt_rcv(rcvpkt) && (corrupt(rcvpkt) ‘\

rdt_rcv(rcvpkt) && (corrupt(rcvpkt)
sndpkt = make_pkt(NAK, chksum)

sndpkt = make_pkt(NAK, chksum) \
udt_send(sndpkt) )

rdt_rcv(rcvpkt) &&
not corrupt(rcvpkt) &&
has_seq1(rcvpkt)

udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
not corrupt(rcvpkt) &&
has_seqO(rcvpkt)

sndpkt = make_pkt(ACK, chksum)

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

udt_send(sndpkt)

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seq1(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

Tang giao van 3-34

rdt2.1: Thao luan

Bén gui:
+ S6 thir tw dwoc bd sung
vao goéi tin
+ Chi can hai sb the tw (0,1)
la du. Vi sao?
+ Phai kiém tra lai néu viéc
nhan ACK/NAK bj hdng
+ S0 trang thai tang lén 2
lan
» Trang thai phai “nho”
xem goi tin dang “dw
kién” dén sé cé sb thir tw
Ia 0 hay 1

Bén nhan:

» Phai kiém tra xem géi tin
nhan dwoc co bj trung lap
hay khéng

= Trang thai chi rd géj tin
dang ch& dén c6 so th
twla 0 hay 1

+ Chu y: bén nhan khéng
thé biét dwgc ACK/NAK
cudi cuing gwvi di cé duoc
nhan tét hay khong tai
bén gtri

X3
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rdt2.2: Mét giao thirc khéng can NAK

» Chirc nang gibng nhw trong rdt2.1, nhwng chi dung bao
nhan ACK
> Thay vi str dung NAK, bén nhan sé giri ACK cho gai tin
cudi cung nhan tbt
= Bén nhan phai thém sb thr tw cGa gdéi tin dang dwoc bdo nhan
» ACK bi tring lap tai bén givi s& dan dén cung hanh
ddéng nhu NAK: truyén lai goi tin hién tai

Tang giao van 3-36

rdt2.2: Phan manh tai bén gi, bén nhan

rdt_send(data)
sndpkt = make_pkt(0, data, checksum)

~ udt_send(sndpkt) rdt_rcv(rcvpkt) &&
SN ( corrupt(rcvpkt) ||
..... gl isACK(rcvpkt,1) )
) w tan
_________ trén y . udt_send(sndpkt)
R FSM phan
""""" manh bén gur rdt_rcv(rcvpkt)

&& notcorrupt(rcvpkt)
rdt_rcv(rcvpkt) && T && isACK(rcvpkt,0)

(corrupt(rcvpkt) || R A
has_seqi(rcvpkt))” ¥'Cho go\ FSM phan manh .
0 tir tang bA hA ........
udt_send(sndpkt) duéi €N Nhan ]
-~ -~

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seq1(rcvpkt)
extract(rcvpkt,data)
deliver_data(data)
sndpkt = make_pkt(ACK1, chksum)
udt_send(sndpkt) Tang giao vén 3-37




rdt3.0: Kénh truyén co6 16i va mat mat

Gia thiét m&i: Kénh co
ban ciing c6 thé lam
méat cac gai tin (di liéu,
ACK)

» checksum, sb thr t, bao
nhan ACK, truyén lai sé
hd tro... nhuwng chwa du

Tiép can: Bén gl chd ACK

trong khoang thoi gian
“chap nhan dwoc”
Truyén lai néu khéng nhan
dwoc ACK trong khoang thoi
gian nay
Néu goi tin (hodc ACK) chi dén
tré (ch& khdng bi mét):
= Viéc truyén lai sé gay trung
l&p, nhwng sb thi tw sé xt
ly viéc nay
= Bé&n nhan phai chi r sb thi
tw clia géi tin dang dwoc
bao nhan
Can bo dinh thdi dém nguwoc

Tang giao van 3-38

rdt3.0 bén guri

rdt_send(data)

rdt_rcv(rcvpkt) &&

v sndpkt = make_pkt(0, data, checksum) ( corrupt(rcvpkt) ||

\ udt_send(sndpkt)

rdt_rcv(rcvpkt) \ start_timer

A

Cheo goi
0 tir tAng
trén
rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt,1)

stop_timer

timeout

udt_send(sndpkt) C
start_timer (/

rdt_rcv(rcvpkt) &&

rdt_send(data)

isACK(rcvpkt,1) )
A

timeout

udt_send(sndpkt)
start_timer

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt,0)

stop_timer

Cho goi
1 tlr tng
trén rdt_rcv(rcvpkt)

A

( corrupt(rcvpkt) || sndpkt = make_pkt(1, data, checksum)
isACK(rcvpkt,0) ) udt_send(sndpkt)
T start_timer

Tang giao van 3-39
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Hoat d6ng cua rdt3.0

Bén gui Bén nhén
send pkt0 Kt
ack send ack0
rcv ack0
send pkt1 \K
rcv pktl
ack1 send ackl
rcv ackl
send pkt0 \K
rcv pkt0
ack send ack0

a ~y

(a) Khéng mat mat

Bén gui Bén nhan
send pkt0 ktO
\ rcv pkto
ack send ack0
rcv ack0
send pkt1 \le

O timeout.

resend pktl \m\‘
rcv pktl
‘y send ackl
rcv ackl
send pkt0 \k
rcv pkt0
ck send ack0

¥

(b) Mat gdi tin

Tang giao van 3-40

Hoat dong cua rdt39

Bén gui Bén nhan
send pkt0 Kt0
\\‘ rcv pkt0
ack send ack0
rcv ack0
send pkt1l kt1
rcv pktl
XW send ack1l
- mat
C‘ timeout:
resend pktl \”1\‘ rov pid
ack (sdg:]ect ggﬁllcate)
rcv ackl
send pkt0 \W\‘
rcv pkt0
ack send ack0
(c) Mat ACK

Bén gui Bén nhan
send pkt0 Kt
T pkt0
ack send ack0
rcv ack0
send pktl \W\‘
rcv pktl
send ackl
ack1
C‘ timeout.
resend pktl kt1 rev pktl
rcv ackl pktO (detect du |cate)
send pkt0>< send ack
rcv pkt0
iR % =18,
rcv pkt0
(detect duﬁhcate)
sen ack0

(d) Timeout s6m/ ACK bj tré

Tang giao van 3-41
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Hiéu suat cla rdt3.0

+ rdt3.0 hoat déng tét, nhwng khéng hiéu qua
+ Vidu: Lién két 1 Gbps, tré lan truyén 15 ms, géi tin 8000

bit: :
=L _ 80006k _ 8 microsecs

Dyans = R 107 bit/sec
= U sender: do kha dung — ty 1& v& mat thdi gian bén gl lién tuc
phai gvi
L/R .008

snder™ Rrr+ R~ doos ~ 0-00027

* Néu RTT=30 msec, goi tin 1KB duoc truyén sau méi 30 msec:
thong lwong trén lién két 1 Gbps la 33kB/sec

- Giao thirc mang giéi han viéc str dung cac tai nguyén vat
ly!

Tang giao van 3-42

rdt3.0: Hoat dong dwng-va-cho

Bit dau tién cla goéi dwoc

Bit cudi cung ctia géi duoc T

Bén guri Bén nhéan

truyén, t=0 { :
truyén,t=L/R
- Bit dAu tién cla goi dén
—Bit cudi cung ctia géi dén,
guri ACK

RTT

ACK dén, gi goi tiép theo,

t=RTT+L/R_< """""""""""

L/R .008

ender™ Rrr v R~ doos ~ 0:00027

Tang giao van 3-43
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Cac giao thurc Pipeline

Pipelining: bén gt cho phép glri nhiéu goi “déng thoi”,
ma khéng can ché géi bao nhan
= Day céc sb thr tw sé dwoc tang dan
= Céan co6 bd dém tai bén gtvi va’hodc bén nhan

data packet—p dafa packets—»

+— ACK packets

(a) a stop-and-wait protecol in operation

{b) a pipelined protocol in operation

« Hai dang thrc chung ctia cac giao thirc pipeline : go-
Back-N, lap co6 lwa chon (selective repeat)

Tang giao van 3-44

Pipelining: tang dé kha dung

. Bén gwvi Bén nhan
Bit dau tién cla goi dwoc

. truyén, t=0 TR

Bit cudi cung dworc truyéen, t;

=L/R

Bit dau tién cha géi dén

. Bit cudi cung cuia géi dén, glri ACK
> Bit cudi cuing ctia géi ther 2 dén, gtri ACK

Bit cudi cung cua géi ther 3 dén, giri ACK

RTT

ACK dén, gtri goi tiép theo,]

t=RTT+L/R ™ = 777
4 3 3-packet pipelining 1am tang
o | dokhadunglén 3 an!
3L/R 0024 /

sonder™ Rrr s R~ jooos ~ 0-00081

Tang giao van 3-45
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Cac giao thwrc pipeline

Go-back-N: Lap co lwa chon:
Bén glri c6 thé cé dén N goi + Bén gi c6 thé c6 dén N goi
chwa dwoc bao nhan trong chwa dwoc bao nhan trong
pipeline pipeline
Bén nhan chi gwi ack tich Idy + Bén nhan gi ack riéng cho méi
= Khéng bao nhan cho goi tin goi tin
cho dén khi c6 mét khoang
tréng

Bén gtri c6 bd dinh thdi cho
cac goi tin gtri di ma chwa
duwoc bao nhan

Bén g duy tri bd dinh thoi cho
méi gai tin chwa dwoc bao nhan
i = Khi bo dinh thdi hét han, chi
* Khibd dinh thoi hét han, truyén lai géi tin chua dwoc bao
truyén lai tat ca cac géi tin nhan
chwa dwoc bao nhan '

Tang giao van 3-46

Go-Back-N: bén guri

k-bit s6 thi tw trong phan tiéu dé clia goi tin
“Clra sb6” tang 1én dén N, cho phép gl gdi lién tuc khéng can bao
nhan

send_base nextsegnum clready usable, not
¢ v ack’'ed yet sent

AR VLD CLTTIEIDO0NND [ smcgr [ v

*__ window size—%
N

- ACK(n): bao nhan ACK cho t4t ca cac géi dén, chira s the tw n-
“ACK tich Iy ”

= C6 thé nhan dwoc ACK triing I&p (xem bén nhan)
+ Dat bd dinh thoi cho cac géi tin truyén di
timeout(n): truyén lai géi n va tat ca cac géi co s thir tw Ion hon
trong ctra sb

Tang giao van 3-47
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GBN: FSM m¢& réng tai bén guvi

rdt_send(data)

if (nextseqnum < base+N) {
sndpkt[nextseqnum] = make_pkt(nextseqnum,data,chksum)
udt_send(sndpkt[nextseqnum])
if (base == nextseqnum)
start_timer
nextseqnum-++
~~~~~~ }
A e, . else
refuse_data(data)

base=1
nextsegnum=1 -, C ?
q timeout

y start_timer
udt_send(sndpkt[base])
O udt_send(sndpkt[base+1])

rdt_rcv(rcvpkt)
&& corrupt(rcvpkt)
- udt_send(sndpkt[nextseqnum-1])
rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt)

base = getacknum(rcvpkt)+1
If (base == nextseqnum)
stop_timer
else
tart_ti
stari_imer Tang giao van 3-48

GBN: FSM m¢& réng tai bén nhan

default

udt_send(sndpkt) rdt_rev(revpkt)
S~a && notcurrupt(rcvpkt)

A Te-a - && hasseqgnum(rcvpkt,expectedseqnum)
-~
expectedseqnum=1 ‘Qextract(rcvpkt,data)
deliver_data(data)

sndpkt =
make_pkt(expectedseqnum,ACK,chksum)  sndpkt = make_pkt(expectedseqnum,ACK,chksum)
udt_send(sndpkt)

expectedseqgnum++

ACK-duy nhét: luén glvi ACK cho géi da nhan dung véi sb
thir tw xép hang cao nhéat

= C6 thé sinh ra ACK trung nhau

= Chi can nhé sé th tw cha goi du kién dén (expectedseqnum)
+ Goi khéng theo dung thi ty:

= Huay: khéng nhan vao vuang dém!

= GUilai ACK v&i sb thir tw (xép hang) cao nhét

Tang giao van 3-49
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Hoat dong cia GBN

Bén nhan

Cua 56 gut (N=4) Bén gut
012 3 LR send pkt0
[EPEY: 5678 send pktl
012 3 [NY ] send pkt2q
[EEY: 5678 send pkt3
(wait)

ollZEY¥ 678 rcv ack0, send pkt4
01EE¥E¥6 78 rcv ackl, send pkt5
Bo qua ACK bj tring

G pkt 2 timeout |

R1° 3 45 X4 send pkt2
(R12 3 45 F&] send pkt3
01PEYI 7 8 send pkt4
(12 3 45 F&] send pkt5

NN

receive pkt0, send ack0
receive pktl, send ackl

receive pkt3, discard,
(re)send ackl

receive pkt4, discard,
(re)send ackl
receive pkt5, discard,
(re)send ackl

rcv pkt2, deliver, send ack2
rcv pkt3, deliver, send ack3
rcv pkt4, deliver, send ack4
rcv pkt5, deliver, send ack5

Tang giao van 3-50

Lap co lwa chon

+ Bén nhan bao nhan riéng cho tat ca cac géi tin da
nhan dung.
= Dat cac goi vao bo dém (néu can), cho dung thir tw dé
chuyén Ién tang cao hon
+ Bén gtri chi gtvi lai cac gdi tin nao ma khéng nhan
dwogc ACK
= Co6 bd dinh thdi bén glvi cho méi géi tin khdng givi ACK

+ Ctra sb bén gwi
= N sb the tw lién tuc
= Han ché sb thi tw cac goi khéng glri ACK

Tang giao van 3-51
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Lap c6 lwa chon: ctra s6 bén givi, bé&n nhan

send_base nexfseqnum aireadly Usdble. ot
y ack’ed yet sent
sent, not
JODO0C L1 T | sty ] norusane
window size —2
N
(a) sender view of sequence numbers
out of order
acceptable
(ouffered) but (within window)
already ack’ed

—
| — |
| — |

t  window size—4
N

Expected, not not usable
yet received

rev_base
() receiver view of sequence numbers

Tang giao van 3-52

Lap co Iwa chon

~ Bén gtri —Bén nhan
D liéu tr téng trén: GOi n trong [revbase, revbase+N-1]
Néu sb thir tu ké tiép sdn sang +  Gri ACK(n)
trong ctra s, thi gtvi géi tin + Khong dung the tw: dém
timeout(n): + Duang th ty: truyén (ciing
GUwi lai géi n, khdi tao lai bd truyén cac goi da dém, dang
dinh thoi thir tw), dich chuyén clra s6 dén

ACK( ) trong [sendbase,sendbase+N]: goi chura nhan dugc ké tiep

Danh dau gOI n la da nhan Goi n trong [revbase-N,revbase-1]

Néu géi c6 sé thiy tw n thdp ACK(n)

nhat ma chwa dwoc ACK, thi Nguwoc lai:
dich chuyér] clra sb co s& dén » Boéqua

sO thir tw ké tiep chwa duoc

ACK.

Tang giao van 3-53
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Hoat dong trong lap co6 Iwa chon

Cua 56 gui (N=4) Bén gui Bén nhan
012 3 'EXRA send pkt0
0123 BERE send pktl \ receive pkt0, send ack
012 3 'EXHA send pkt2- . !
012 3 TERA send pkt3 \Xloss receive pktl, send ackl
ait
. (wait) receive pkt3, buffer,
ofEEEE 678 rcv ack0, send pkt4 send ack3
01PEE¥¥ 78 rcv ackl, send pkt5 receive pkt4, buffer,
send ack4
record ack3 arrived receive pkt5, buffer,
C' pkt 2 timeout send ack>

(B2 34 5 J& send pkt2
0 1ERERN 7 8 record ack4 arrived
(R12 3 4 5 XA

record ack4 arrived
01 REEY6 7 8

Hdi: Diéu gi xay ra khi ack2 dén?

rcv pkt2; deliver pkt2,
pkt3, pkt4, pkt5; send ack2

Tang giao van 3-54

Lap co lwa chon: ]
tinh trang kho giai quyét

Vi du:
+ CéacsOdthrtu:0,1,2,3
+ Kich thwoce cira sb =3

+ Bén nhan khéng nhan
ra sy khac biét gitra 2
kich ban!

+ Chép nhan di liéu bi
trung 1ap nhw la dir liéu
mai trong (b)

Hai: Quan hé gilra kich
thwéc sb thir tw va kich
thwdc ctra sb6 nhw thé
nao dé tranh van dé
nhw trong (b)?

sender window receiver window

(after receipt) (after receipt)

k012

KB 0 12 so\ — OfEE 12
[0 12 K 2 o 12 3 o[
\» 01 22
o] 12 3 (o] 2
[(R1230f 2 I
|\ —— will accept packet
with seq number 0

(a) no problem

receiver can’t see sender side.
receiver behavior identical in both cases!
something’s (very) wrong!

EBs012 —2K0

CEEso12 —Rktl — ofEElo 12

3012.9]%4 — o 1Bl 2
— o012E0El2

timeout
retransmit pktO

[0 12 kR
(b) oops!

X |

x>
0

Wl// accept packet
Wll'/7 seq number 0

Tang giao van 3-55

18



Chuwong 3: NOi dung

3.1 Cacdichvutdng 3.5 Van chuyén huwéng

giao van két nbi: TCP
3.2 Ghép kénh va = Céu trac doan di liéu
(segment)

phan kénh

3.3 Van chuyén khong
két ndi: UDP

3.4 Cac nguyén ly
truyén dir liéu tin
cay

= Truyén di liéu tin cay
= Piéu khién luéng
= Quan ly két ndi
3.6 Cac nguyén ly diéu
khién tdc nghén
3.7 biéu khién tic nghén
TCP

Tang giao van 3-56

Khél qUét TCP RFCs: 793,1122,1323, 2018, 2581

- Diém-t&i-diém: + Truyén di liéu song cong (full
= MGt bén gtvi, mot bén nhan dupIe?():
N X i = Luong di liéu di theo 2
+ Truyén dong byte theo dung huwéng trén cung mot két ni
ther tw va truyen tin cay: = MSS: maximum segment size

= Khdng c6 “ranh giéi thong (kich thwéc doan 1én nhét)
digp” + Huwéng két nbi:

= Bét tay (trao ddi cac thong

+ pipeline: Y 2 -
PP I‘ . . diép diéu khién) khai tao
= Dieu khién tac nghén va dieu trang thai cho bén gl va bén
khién ludng TCP thiét 1ap kich nhan trwéce khi trao doi div

liéu
+ Diéu khién lubng:
= Bén givi khong lan at bén
nhan

thwdc clra sb

Tang giao van 3-57




Céu tric TCP segment

URG: di¥ liéu khén
(thwong khong st dung)\

32 bits

source port #

dest port #

Dém cac bytes
dir liéu

ACK: ACK #

sequence number

(khéng phai la

hop 16 ™

\clmowledgement number

Céac manh!)

head
PSH: dy div liéu hién tai | len @iﬁL RIS

receive window

(thwong khéng st dung) — |

Urg data pointer

Sé byte
bén nhan co

RST, SYN, FIN:—|
Thiét 1ap két néi

op/ah/ s (do dai thay déi)

thé nhan dwoc

(céac 1&nh thiét lap,
hay bd )

Internet /
checksum

(nhw trong UDP)

D@ liéu &ng dung
(D6 dai thay doi)

Tang giao van 3-58

S6 thr tw va bao nhan ACK trong TCP

= “S4” dong byte cla byte dau
tién trong doan (segment)
div liéu
Bao nhan:
= S thr tw cta byte tiép theo
dwoc mong doi tie phia bén
kia
= ACK tich Ity
Hai: Lam thé nao bén nhan xa&
ly dwgre cac segment khéng
dung th tw?
= Tra |&i: TCP khoéng dé cap,
tuy thudc vao nguwoi thye
hién

segment di tir bén guri

source port #

sequence number
acknowledgement number

dest port #

rwnd

checksum

urg pointer

window size
—_—

sender sequence number space

sent
ACKed

sent, not- usable not
yet ACKed but not usable
(“in- yet sent

flight”)

segment dén tur bén gui
| source port # | dest port # |
sequence number

o acknowledgement number

A rwnd
| checksum | urg pointer |

Tang giao van 3-59




S6 tht tw va bao nhan ACK trong TCP

Host A Host B
e M

lguo‘ i du‘ g
\
Seq—42, ACK—79, ta = ‘C’

nhap ‘C’
/ cho ‘C’, phan hoi
ngugc lai ‘C’
B . Seq=79, ACK=43, data = ‘C’
host bao nhan ACK
cho ‘C’ d3 phan hoi

\s 43 ACK=R___
eq: y =

Kich ban telnet dan gian

Tang giao van 3-60

TCP round trip time va timeout

Hoi: Lam thé nao dé thiét  Hai: U'dc lwong RTT nhw

lap gia tri TCP timeout? nao?
+ Daihon RTT + SampleRTT: thoi gian do
= nhung RTT thay dbi duworc twr khi truyén segment

dén khi nhan dwoc ACK
= B3 qua viéc truyén lai
» SampleRTT c6 thé thay dbi,

+ Qué ngén: timeout
som, khéng can truyén

|ai can gia tri RTT wéc lwong

+ Qua dai: phan &ng “muot hon”
cham voi cac segment = Tinh trung binh mét vai do
bi mat do gan day, khong chi

SampleRTT hién tai

Tang giao van 3-61




TCP round trip time va timeout

EstimatedRTT = (1- a)*EstimatedRTT + a*SampleRTT
» Gia tri dac trung: o = 0.125

350

RTT: gaia.cs.umass.edu t¢i fantasia.eurecom.fi

RTT (milliseconds)

& sampleRTT
EstimatedRTT

150

100

1 8 15 22 29 36 43 50 57 64 al 78 85 92 99 106

Thdi gian (seconds)

Tang giao van 3-62

TCP round trip time va timeout

+ Khoang th&i gian timeout: EstimatedRTT cong véi “hé sé
dv trir an toan”
= Néu c6 bién thién 16n trong EstimatedRTT, thi hé sb dw trir an toan
phai l&n hon

Udc lwong sy bién thién cla SampleRTT tir EstimatedRTT:

DevRTT = (1-B)*DevRTT +
B*|SampleRTT-EstimatedRTT |

(Gia tri dac trwng: g = 0.25)
TimeoutInterval = EstimatedRTT + 4*DevRTT

RTT uGc lugng  “hé s6 du trit an toan”

Tang giao van 3-63




Chuwong 3: NOi dung

3.1 Cac dich vu tang
giao van

3.2 Ghép kénh va
phan kénh

3.3 Van chuyén khong
két ndi: UDP

3.4 Cac nguyén ly
truyén dir liéu tin
cay

3.5 Van chuyén hwéng
két ni: TCP
= CAu tric doan di liéu
(segment)
= Truyén di liéu tin cay
= Piéu khién luéng
= Quan ly két ndi
3.6 Cac nguyén ly diéu
khién tdc nghén
3.7 biéu khién tic nghén
TCP

Tang giao van 3-64

Truyén di liéu tin cay trong TCP

« TCP tao dich vu rdt trén
dich vu khoéng tin cay cua
IP

= Truyén segment theo kiéu
pipelining

= ACK tich Iy

= Dung bo dinh thoi cho viéc
truyén lai

+ Viéc truyén lai dwoc kich
hoat b&i:

= Cac su kién timeout
= ACK bj trung lap

Hay bat dau xem xét bén gui
TCP theo cach don gian:
» Bo qua trung lap ACK
= B6 qua diéu khién ludng,
diéu khién tac nghén

Tang giao van 3-65




Cac sw kién cua TCP bén guri:

Dir liéu nhan tir ting dung:  Timeout:

+ Tao segment v&i sd thr  + Truyén lai segment bj
tw timeout

+ S6 tht tw 1a sb dong + Khdi tao lai bd dinh thoi
byte ctia byte di liéu ACK d3 nhén:
d4u tién trong segment + Néu ACK béo nhan cho

+ Khéi tao bd dinh thoi cac segment chua
néu chwa chay: dwoc bao nhan trwdc
= Chu y bd dinh thoi clia do, thi:

segment chuwa g}wo’c bao
nhan mudn nhat

= Hét thoi han:
TimeOutinterval

= Cap nhat lai cac segment
da dwoc bao nhan
= Khéi tao bd dinh thoi néu
van con cac segment
chwa duoc bao nhan
Tang giao van 3-66

TCP bén gl]’i (don gian hoa)

data received from application above
create segment, seq. #: NextSeqNum
pass segment to IP (i.e., “send”)
NextSegNum = NextSegNum + length(data)
if (timer currently not running)

start timer

A .
A
NextSegNum = InitialSeqNum
SendBase = InitialSeqNum

timeout

retransmit not-yet-acked segment
with smallest seq. #
start timer

ACK received, with ACK field value y

if (y > SendBase) {
SendBase =y
/* SendBase—1: last cumulatively ACKed byte */
if (there are currently not-yet-acked segments)
start timer
else stop timer

}

Tang giao van 3-67




TCP: Céc tinh hubng phai truyén lai

Host A Host B

4 =

Seq=92, 8 bytes of data

—
ACK=100

x/

f—— timeout —*

~——
Seq=92, 8 bytes of data

ACK=100

/

Tinh hu6ng mat ACK

Host A Host B

g E

"

SendBase=92

/

Seq=92, 8 bytes of data

\

Seq=100, 20 bytes of dat;

ACK=10(/

ACK=120

/

—— timeout —

Seq=92, 8

SendBase=100
bytes of data\_

SendBase=120
ACK=120

\

SendBase=120

Tinh hu6ng timeout sém

Tang giao van 3-68

TCP: Céc tinh hudng phai truyén lai

Host A Host B
' &
\
Seq=92, 8 bytes of data
\ \

Seq=100, 20 bytes%fdg
ACK=100
X+ /

ACK=120

le——— timeout

Seq=120, 15 bytes of data

Tinh hu6ng ACK tich Iy

Tang giao van 3-69




TaO ACK trong TCP [RFC 1122, RFC 2581]

Sw kién tai bén nhan

Hanh ddng cta TCP tai bén nhan

Segment dén ding thi tw véi sb
tht tw mong mudn. T4t ca dir liéu
dén da dwoc bao nhan

ACK bij tré. Ch® 500ms cho segment
tiép theo. Néu khéng c6 segment tiép
theo thi glri ACK

Segment dén ding thi tw véi sb
th tw mong mudn. Mat segment
khac dang ch& ACK

GUri ngay mot ACK tich Idy, bao nhan
ACK cho ca hai segment dén dting
thr tw

Segment dén khong ding sb thi
tw, s6 thir tw I&n hon mong doi.
Phat hién cé khoang tréng

GUri ngay ACK trung lap,
chi ra sé th tw ciia byte mong doi
tiép theo

Segment dén I4p day hodc
mot phan khoang tréng

Gui ngay ACK, véi diéu kién 1a
segment bat ddu ngay tai diém cé
khoang tréng

Tang giao van 3-70

Truyén lai nhanh trong TCP

+ Chu ky time-out thuwdong
twong doi dai:
= Tré dai tredc khi gGi lai
goi tin da bi mét
+ Phat hién cac segment
bi mat qua cac ACK bij
trung lap.
= Bén glri thworng gli nhiéu
segment song song
* Néu segment, co thé sé&
c6 nhieu ACK bij trung
1ap.

— Truyén lai nhanh trong TCP —

Néu bén gri nhan dwoc 3
ACK trung lap cho cung
mot div liéu (“Ba ACK tring
1ap”), thi sé gtri lai
segment chwa dugc bao
nhan c6 s6 thr tw nhd
nhét
= Co6 thé la da bj mat

segment chua du’qc bao

nhan, nén khong can

phai doi dén timeout

Tang giao van 3-71




Truyén lai nhanh trong TCP

Host A Host B

¥ [~ Seq=92, 8 bytes of data

Seq= 1oow
\X

|-ACK=100
ACK=100
ACK=100
/

ACK=100
(4~

~Seq=100, 20 bytes of data

timeout

¥

L

Truyén lai nhanh sau khi bén gt nhan dugc 3 ACK tring Idp

Tang giao van 3-72

Chuwong 3: Noi dung

3.1 Céac dich vu tAng

giao van

3.2 Ghép kénh va

phéan kénh

3.3 Van chuyén khéng

két nbi: UDP

3.4 Céc‘nguyén ly
truyén dir liéu tin

cay

3.5 Van chuyén hwdng
két n6i: TCP
= CAu truc doan di¥ liéu
(segment)
= Truyén di liéu tin cay
= Diéu khién luéng
= Quan ly két ndi
3.6 Cac nguyén ly diéu
khién tAc nghén
3.7 biéu khién tac nghén
TCP

Tang giao van 3-73




Diéu khién luéng trong TCP

 ——
Tién trinh ‘
Ung dung c6 thé ng dun
di chuyén dit liéu tf +—— (
b6 dém TCP socket .... l'v | L_J'r:\g ggr_mg_\
TCP socket He dieu hanh

B6 dém bén nhan
N\

... cham han so vGi
bén nhan TCP ——

(trong khi bén guri TP
van dang guri) @
[ | ]

—Diéu khién luéng———— <L e -
Bén nhan diéu khién bén gui, 7] ] u
dé bén glri sé khong lam tran | Ly .
b6 dém ctia bén nhan do viéc Tir bén gifi |

glri qua nhanh va qua nhiéu

Chong giao thirc phia bén nhan

Tang giao van 3-74

Diéu khién ludng trong TCP

Bén nhan “théng bao” khong

gian dém con tréng béi gia tri T4 tiéh trink ihg dung
rwnd trong TCP header clia
cac segment glri-nhan T l
* Kich thwéc RevBuffer duoc RevBuffer | DU liéu dugc dém
thiét 1ap qua tuy chon (option) T

cua socket (thwdng mac dinh
la 4096 byte)
= Nhiéu hé diéu hanh tw dong I
diéu chinh RcvBuffer
Bén gwi gi¢i han téng sb div
liéu chwa dwoc bao nhan dén
bén nhan theo gia tri rwnd Dém tai phia nhan
Pam bado vung dém nhan
khéng bj tran

rwnd | \Khdng gian dém tréng

TCP segment payloads

Tang giao van 3-75




Chuwong 3: NOi dung

3.1 Cacdichvutdng 3.5 Van chuyén huwéng

giao van két nbi: TCP
3.2 Ghép kénh va = Céu trac doan di liéu
phan kénh (segment)

= Truyén di liéu tin cay
= Diéu khién luéng
= Quan ly két ndi
3.6 Cac nguyén ly diéu
khién tdc nghén
3.7 biéu khién tic nghén
TCP

3.3 Van chuyén khong
két ndi: UDP

3.4 Cac nguyén ly
truyén dir liéu tin
cay

Tang giao van 3-76

Quan ly két ndi

Trwéc khi trao dbi div liéu, bén glri/lbén nhan “bat tay”:
» Doéng y thiét lap két nbi
- Dbéng y cac tham sb két ndi

Tang U'ng dung Tang Ung dung
= T
l|:|l l|:|l
Trang thai két ndi: ESTAB Trang thai két n6i: ESTAB
Céc bién két néi: Céc bién két néi:
Sé thir tw client-dén-server S6 thir ty client-dén-server
server-dén-client server-dén-client
Kich thuwéc revBuffer tai Kich thwoc revBuffer tai
server, client server, client
f V/ Tang mang Tang mang E
e i !
Socket clientSocket = Socket connectionSocket =
newSocket ("hostname", "port welcomeSocket.accept() ;
number") ;

Tang giao van 3-77
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Pong y thiét 1ap két nbi

B3t tay hai budc

e
ﬁ e
& }m

Minh néi
chuyen nhe7

% ESTAB

ESTAB

V
chon x
“Teq_ conn(_L
ESTAB
acc_conn(x)
ESTAB

Héi: Bét tay hai bwdc ¢é lubn

dwoc thwe hién trén mang?
Cham tré lién quan t&i cac bién
Céc thong diép duoc truyén,lai
(vi du, req_conn(x)) la do mat
thdng diép

Sép xép lai thong diép

Khong thé “nhin thay” phia bén
kia

Tang giao van 3-78

Pong y thiét 1ap két ndi

Cac kich ban ¢4 16i khi thuc hién bét tay 2 budc:

< B
chon x Wq_conn(&
» ESTAB

truyén lai acc_conn(x)
reg_conn(x)

ESTAB ¢
reg_conn(x)

1. Ké&nai o _
client™ * x hoan thanh ~ [server

cham dat \‘ quén x
» ESTAB

Két n6i ma nira!
(khdng cd client!)

s B

h
chonx %q_conn(&
ESTAB
truyén lai

acc_conn(x
req_conn(x) - )

ESTAB
“ata(x+1 ch&p nhan
truyén lai data(x+1)
data(x+1)

_ Kétndi
x hoan thanh

_ client server
chdm dit req_conn(x) quen x
ESTAB

data(x+1)_,| chap nhan

data(x+1)

Tang giao van 3-79
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Bat tay 3 bwdc trong TCP

Trang thai client i

LISTEN =9

Chon s6 thir tu khdi tao x

GUi thong diép TCP SYN \

SYNSENT SYNbit=1, Seq=x

SYNACK(x) nhan dugc cho
ESTAB biét server dang hoat dong; /
GUi ACK cho SYNACK;
segment nay ¢ thé chira

dir ligu client-téi-server | ACKbit=1, ACKnum=y+1

SYNbit=1, Seq=y
ACKbit=1; ACKnum=x+1

Hﬁ Trang thdi server
LISTEN
Chon s& thir ty khdi tao y
GUit théng diép TCP SYNACK,
bo nhan cho SYN N RCVD
S~ | ACK(y) nhén dudc cho biét
client dang hoat dong
ESTAB

Tang giao van 3-80

Bat tay 3 buwdc trong TCP: FSM

Socket connectionSocket =
welcomeSocket.accept() ;

A

SYN(x)

SYNACK(seq=y,ACKnum=x+1)
Tao mot socket mdi cho
truyén théng quay lai phia client

ACK(ACKnum=y+1)
A

;‘Q

Socket clientSocket =

number") ;

newSocket ("hostname", "port

SYN(seq=x)

SYNACK(seq=y,ACKnum=x+1)

ACK(ACKnum=y+1)

Tang giao van 3-81
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TCP: dong két ndi

+ Mbi bén client va server thyc hién déng két néi
= Glri TCP segment v&i bit FIN = 1
+ Dap wng lai FIN nhan dwoc bang ACK
= FIN, ACK dang nhan cé thé dwgc két ndi véi FIN clia nd
+ Co thé thuc hién déng b trao dbi FIN

Tang giao van 3-82

TCP: dong két ndi

Trang théi client e | Hﬂ
ESTAB %
ar o cemea | Fbiel
i it=1, seq=x
FIN_WAIT_1 nifa, nhung van Q\
c6 thé nhan _—
dirliéu | ACKbit=1; ACKnum=x+1
FIN_.WAIT_2  Chd server déng («—
‘)Nbitﬂ, seq=y
TIMED_WAIT
T \
o Bt Khodnd thal ai ACKbit=1; ACKnum=y+1
chd mot khoang thai gian
bang 2*max thdi gian —
s6ng clia segment

CLOSED

Trang thai server
ESTAB

CLOSE_WAIT

Van c6 thé
gui dit liéu
LAST_ACK

Khoéng thé guri
dir liéu thém nita

CLOSED

Tang giao van 3-83
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Chuwong 3: NOi dung

3.1 Cac dich vu tang
giao van

3.2 Ghép kénh va
phan kénh

3.3 Van chuyén khong
két ndi: UDP

3.4 Cac nguyén ly
truyén dir liéu tin
cay

3.5 Van chuyén hwéng
két n6i: TCP
= CAu tric doan di liéu
(segment)
= Truyén di liéu tin cay
= Diéu khién luéng
= Quan ly két ndi
3.6 Cac nguyén ly diéu
khién tdc nghén
3.7 biéu khién tic nghén
TCP

Tang giao van 3-84

Cac nguyén ly diéu khién tic nghén

T&c nghén:

+ C6 thé hiéu la: “quéa nhiéu ngudn cung gt qua nhiéu
dir liéu v&i toc dé qua nhanh t&i mang”
« Khac didu khién ludng d@ lidu!

+ Cac biéu hién chinh:

= M4t cac gdi tin (tran bd dém tai cac bod dinh tuyén)
= Tré qua lau (hang doi dai trong viing dém ctia bd dinh tuyén)
+ L& mét trong mudi van dé nan giai nhat cia mang!

Tang giao van 3-85




Céc nguyén nhan/chi phi ctia tdc nghén: tinh hubng 1

D@ ligu goc: kin Théng lwong: 7"out
Hai bén g, hai bén nhan = -
M6t b dinh tuyén voi Host A
vung dém khéng gidi han ‘ Viing dém cia
Kha nang cla lién két ra: L; lién két ra knong — ﬂ
R idi han e

Khoéng co truyén lai

Host B_g

RI24----------- ,
5 @ 5
< = |
Ain RN2 Ain R2
Thong lwong Ion nhattrén  +  Tré 1on do tbc do dén, A, tiém
mbi két nbi: R/2 can dén théng lwong téi da

Tang giao van 3-86

Céc nguyén nhan/chi phi ctia tdc nghén: tinh hubng 2

+ M6t bd dinh tuyén, viing dém cé giéi han
+ Bén glri truyén lai gai tin bj timeout
= DAu vao tng (ng dung = dau ra tang tng dung: Ai, = Aoyt

= D4u vao tang giao van bao gom viéc truyén lai X, = A,

@<J—\;,: di liéu gbc
[ Am

1;4—‘—7\‘

/ i
B

Tang giao van 3-87

out

— A, di lidu gbc, cong
thém di liéu truyén lai

Vl‘Jpg dém cua lién
két ra co gidi han




Céc nguyén nhan/chi phi ctia tdc nghén: tinh huéng 2

Ly twéng héa: hiéu biét hoan hao
Bén gwi chi giri khi vung dém
cla bd dinh tuyén sén sang.

L A, di¥ liéu gbc

Sao chép|lll @«

[ Alj: di liéu gbce, céng
thém di liéu truyen lai

A Khéng gian vung E
dém con tréng! /

VL‘Jpg dém cua lién
két ra co gidi han

Tang giao van 3-88

Céc nguyén nhan/chi phi ctia tdc nghén: tinh hubng 2

Ly twéng hoéa: biét vé sw mat mét
» Cac goi tin c6 thé bi méat, bj bo roi
tai bo dinh t‘uyén néu vung dém

cla né bj day
- Bén gWi chi givi lai néu goi tin
duwoc biét 1a da bj mat

L A, di¥ liéu gbc

Sao chép |l @« — Mout

— Alj: di liédu gbe, céng
thém di liéu truyen lai

A Khéng con E
khoéng gian dém! /

Tang giao van 3-89




Cac nguyén nhan/chi phi cua

tac nghén: tinh hudng 2

Ly tuéng héa: biét vé sy mat mat .,

+ Céc gai tin ¢ thé bj mét, bi bd
roi tai bd dinh tuyén néu viing
dém cla noé bj day

+ Bén gli chi gti lai néu géi tin
duroc biét 1a da bi mat

7“0ut

@<J— A, di liéu gbc
B ®<+— )',: dir liéu gbc, cong
thém di liéu truyén lai
g Khbéng gian vung
® A

Khi dghg gtvi voi tbe
6 1a Ri2, mot sb goi
tin dyoc truyén lai

nhung van tiém can

dém con tréng!

duwoc dén toc do R/2
(Tai sao?)

A R/2

Host B

Tang giao van 3-90

Céc nguyén nhan/chi phi ctia tdc nghén: tinh hubng 2

Thuec té: cac ban sao

Céc gi tin co thé b mét, bj b6 roitai -

b6 dinh tuyén néu ving dém ctia né

bi day 3
<

Néu bén glri timeout sém, thi sé& gl
di hai ban sao cta géi tin, va ca hai

d&u dwoc phan phéi dén dich
o
-@“Ci)v
Mg _7"in
=il t I
S timeout I @« 7"|in

=
% PN o

[}

Khéng gian vung
dém con tréng!

Khi dang guvi véi tbc
6 1a R/2, mot sb goi
tin dwoc truyén lai
bao gdm ca céc ban
sao va sé cung duoc
Rz Phan phdi dén dich!

1;1—‘—}\’

out

Host B

Tang giao van 3-91




Céc nguyén nhan/chi phi ctia tdc nghén: tinh huéng 2

Thuce té: cac ban sao
Céac goi tin co thé bi mét, bj bo roi tai
bd d:inh tuyén néu vung dém cta no
bi day

Khi dang gtvi véi téc
d6 1a R/2, mot sb goi
XA S , s tin dwoc truyén lai
Neu t_)erj guri tlm?out’s_o_’m, tt‘1| s€ gui bao gbm ca céc ban
di hai ban sao cua goi tin, va ca hai ; sao va sé cling dwoc
deu dwoc phan phoi den dich ’ v Rjz Phan phdi den dich!

}Lout

“Chi phi” cta tdc nghén:
Nhiéu viéc (truyén lai), v&i lvu lwong xac dinh
Khong can thiét phai truyén lai: lién két mang nhiéu ban sao cla
goi tin
= Lam gidm lwu lvgong

Tang giao van 3-92

Céc nguyén nhan/chi phi ctia tdc nghén: tinh hubng 3

Hoi: Diéu gi s& xay ra khi A, va A, ting

B6n bén gi len?
Nhiéu dwong dén dich Tra |oi: Néu A, (d6) tang I1én, thi tat ca goi
timeout/truyén lai tin mau xanh nuwdc bién dang dén tai

hang doi phia trén sé bij bo roi, théng
lwong mau xanh nwéc bién sé tién dén 0
HostA Ain - @ lidu gbc Aout Host B
~ A, d@ liéu gbe, cong <
i N K
thém di liéu truyen lai
Ving dém cua lién

ﬁ L /l(éti?gidi han - ﬂ

LT

*

Host D
Host C
A
BT« T b
‘UI

Tang giao van 3-93




Céc nguyén nhan/chi phi ctia tdc nghén: tinh huéng 3

C/2

Kout

’ I
G2

“Chi phi” khac cla tac nghén:
= Khi goi tin bi bé roi, thi bat ky ludng Iuu lvgng truyén
nao cho géi tin deu la lang phi!

Tang giao van 3-94

Phwong phap tiép can huwéng téi didu khién tdc nghén

Hai cach tiép can chinh hwéng toi diéu khién tac nghén:

—Diéu khién tdc nghén — —Diéu khién téc nghén c6 —

end-end: hé tro tr mang:

+ Khéng c6 phan hdi rd + Céc bd dinh tuyén cung
rang tr mang clp phan hoi t¢i cac hé

> Téc nghén dwoc suy ra thong dau cudi.
tw hién tvong méat mat = bit don chi thi tdc nghén
hoac tré ’quan‘sét dg’cc (SNA, DECbit, TCP/IP
tai hé thong dau cudi ECN, ATM)

+ Céch tiép can nay dwoc = Téc d6 glvi dwoc xac
thwe hién b&i TCP dinh ro rang

Tang giao van 3-95




Case study: diéu khién tdc nghén trong ATM ABR

ABR: toc dd bit cé san:
+ “Dich vu mém déo”
» Néu dworng dan phia bén
glri “dwdi tai” thi:
= Bén gtri nén ding bang
théng c6 san
- Néu duong dan bén gi bj
tac nghén thi:
= Bén gui nén giam dé
dam bao toc do la toi
thieu

Cac cell RM (quan ly tai

nguyén):

> DPuwoc glri bdi bén glri, xen ké

voi cac cell dir liéu

- C4c bit trong cell RM duorc thiét

lap b&i cac switch (“cé hé tro tor
mang ")
= bit NI: khong tang theo téc
do (tac nghén nhe)
= bit Cl: xac dinh tdc nghén

> Cac cell RM duworc tra lai bén g

ttr bén nhan, v&i cac bit con
nguyén ven

Tang giao van 3-96

Case study: diéu khién tdc nghén trong ATM ABR

‘: I CellRM |:| Cell dir liéu —

——

i

Wz nEH,
—H ==« ¥

+ Hai byte trvdng ER (explicit rate) trong cell RM

= Switch bj tdc nghén c6 thé cé gia tri ER thap hon trong cell

= Bén gri giri v&i te dd dwoc hd tro I&n nhét trén dwong truyén
+ Bit EFCI trong cac cell di¥ liéu: dwoc thiét 1ap 1a 1 trong

switch bj tdc nghén

» Néu Ce||,dl~J’ liéu trivdre cell RM c6 EFCI du’c_yc‘thiét lap, thi bén
nhan thiét lap bit Cl trong cell RM dworc tra vé

Tang giao van 3-97




Chuwong 3: NOi dung

3.1 Cac dich vu tang

giao van

3.2 Ghép kénh va

phan kénh

3.3 Van chuyén khong

két néi: UDP

3.4 Cac nguyén ly
truyén dir liéu tin

cay

3.5 Van chuyén hwéng
két noi: TCP
= CAu tric doan di liéu
(segment)
= Truyén di liéu tin cay
= Diéu khién luéng
= Quan ly két ndi
3.6 Cac nguyén ly diéu
khién tdc nghén
3.7 biéu khién tic nghén
TCP

Tang giao van 3-98

Diéu khién tac nghén trong TCP: Tang theo cap s6 cong

Giam theo cap sd nhan

« Cach tiép can: Bén gl tang toc do truyén (kich thudc cra s6), tham
do bang théng st dung, cho dén khi cé mat mat xay ra
= T&ng theo cép s6 céng: ting cwnd theo 1 MSS mdi RTT cho dén

khi phat hién mat mat

= Gidm theo cép sé nhan: gidm cwnd di mot nira sau khi phéat hién

cd méat mat

Tham do
bang théng

cwnd: Kich thwdc clra sb tic

nghén cta TCP bén glri

——Tang kich thudc cira s6 theo cdp s6 cong...

... Cho dén khi mat mat xay ra
J (thi gidm kich thudc cira s6 di mot nira)

Thdi gian
Tang giao van 3-99




Chi tiét diéu khién tdc nghén trong TCP

sender sequence number space

— cwnd — Téc do gtvi ctia TCP:
‘"""l" ““" « Duoc hidu la: gl cwnd

- byte, ch® mot RTT cho
woe] | L meore ACK, sau d6 givi nhidu
ACKed Z%r:(tégot—yet sent byte hon

(“in-flight”)

s z n cwnd
= Bén guvi giGi han viéc truyén: | T0c d0 ~ ——bytes/sec
LastByteSent- < cwnd
LastByteAcked

= cwnd thay dbi, co chirc nang
nhan biét tac nghén trén mang

Tang giao vén 3-100

TCP khéi ddng cham

; L. HostA Host B
+ Khi két noi bat dau, tang q ﬁ
toc do l1én theo cap sO —

nhan cho dén khi c6 sy 1 T Motseamen |
kién mat mat dau tién xay &
ra: | %’
= Khéi tao cwnd = 1 MSS
= T&ng gap d6i cwnd cho mbi
RTT
= Trlu’c hién tang cwnd cho
moi ACK nhan duoc
. Téng két: tbc d6 khéi dau
la cham nhwng sau dé tang Thoi gian
lén theo cap sb nhan

—

ON segment

Tang giao vén 3-101




Phat hién va phan &ng lai khi cé mat mat

- Mat mat duwoc xac dinh khi bj timeout:
» cwnd dwoc thiét 1ap lai la 1 MSS;
= Clra s0 sau do sé tang theo cap s6 nhan (nhuw trong khéi dong
cham) t&¢i nguwdng, thi sé téang tuyén tinh
- Mat mat dwoc xac dinh khi thy 3 ACK tring 1ap: TCP
RENO
= Céac ACK triing 18p xac dinh kha nang truyén cac segment ctia
mang
= cwnd giam di mét niva kich thuéc clra s6, sau do tang tuyén tinh
« TCP Tahoe luén dat cwnd la 1 (khi c6 timeout hoac 3
ACK trung lap)

Tang giao van 3-102

Hién thwc trong TCP

Hai: Khi nao nén
chuyén tir tang theo

cép s nhan sang 14 P Rero
tang tuyén tinh? LY
- . S ~ 10

Tra 10i: khi cwnd dat £z o |ssthresh
£ P PITIY ZY 84—
dén 1/2 gia tri ctia 5 E
P 4 . Ty 6+

no trwdce khi Sc

. g ~ a4

timeout. S /TCP Tahoe

Cai dat: PR
- Blén ssthresh Transmission round
- V&i mbi sy kién mét mat,

ssthresh sé dwoc dat bang

1/2 ewnd ngay truéc khi co

mat mat xay ra

Tang giao vén 3-103




Téng két diéu khién tdc nghén trong TCP

2,
o<

Khi cwnd duwéi ssthresh, bén giri dang trong giai doan
khoi dong cham, kich thwoc cira sb tang nhanh theo cap
sO nhan.

2,
o3

Khi cwnd trén ssthresh, bén g&ri dang trong giai doan
tranh tac nghén, kich thwéc ctra sb tdng nhanh theo cép
tuyen tinh.

K3
o

Khi cé 3 ACK trung lap xay ra, ssthresh = cwnd/2 va
cwnd = ssthresh.

X3

» Khi timeout xay ra, ssthresh = cwnd/2 va cwnd=1 MSS.

Tang giao vén 3-104

Téng két diéu khién tdc nghén trong TCP

N
=New 7 = New =
= New = = New =
duplicate ACK =, ACKL = new ACH <2200k
Nt new‘lA/e{(\r cwnd = cwnd + MSS « (MSS/cwnd)
dupACKcount++ T8 dupACKcount =0

cwnd = cwnd+MSS transmit new segment(s), as allowed
dupACKcount =0

/>transmit new segment(s), as allowed
cwnd > ssthresh
A

*

A
cwnd = 1 MSS
ssthresh = 64 KB

_dupACKcount=0

‘(PSE '(j ';) timeout Q

ssthresh = cwnd/2
cwnd = 1 MSS

dupACKcount =0
retransmit missing segment

(/‘u} . timeout
D=
~ Sséw:c? h= 1 ?\ngglz duplicate ACK

dupACKcount = 0
retransmit missing segment

Elq TN
5 2 A
) (D)) =" New =_
tlmeoutlg< ) =, ACKl =
Tloal

dupACKcount++

ssthresh = cwnd/2
New ACK

cwnd = ssthresh
dupACKcount =0

cwnd =1
dupACKcount =0

dupACKcount==3 retransmit missing segment

ssthresh= cwnd/2
cwnd = ssthresh + 3
retransmit missing segment

dupACKcount == 3

ssthresh= cwnd/2

cwnd = ssthresh + 3
it missing

duplicate ACK

cwnd = cwnd + MSS
transmit new segment(s), as allowed

Tang giao vén 3-105
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Thong lvgng cua TCP

+« Thoéng lwgng trung binh cia TCP dwgc xac dinh qua
kich thwéc ctva s6 va RTT nhw thé nao?
» B6 qua kh&i dong cham, gia st di¥ liéu ludn luén dwoc g
+ W: kich thwdc clra s (auoc tinn bing byte) kKhi €O mat mat xay ra
= Kich thwéc ctra sb trung binh (sé byte trong lwu lwong) 1a % W
= Théng lwgng trung binh [a % W trén RTT

3 W
4 RTT

W MW/
W/2

Thong lugng TB clia TCP = bytes/sec

Tang giao van 3-106

TCP trong tU’O’ng |a| TCP qua “dwdng truyén réng va dai”

= Vidu: Cac segment dai 1500 byte, RTT la 100ms,
muon dat dwoc théng lwong 1a10 Gbps

» Yéu cau lwu lvong vai kich thudc clra sb la W =
83,333 segment

» Thong lwong clia xac suat mat doan la L [Mathis 1997]:

R _1.22 - MSS
Thoéng lwvgng TCP RIT «/f

= D& c6 duoc thong lwong 1a 10 Gbps, can ty 16 mat mat 1a
L =210 — mét ty Ié mét mét rat nhd!
» Céc phién ban mé&i cia TCP danh cho téc do cao

Tang giao vén 3-107
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Tinh c6ng bang trong TCP

Muc tiéu: Néu'K phién lam viéc trong TCP chia sé
cung lién két nat cb chai c6 bang thong la R, thi méi
phién nén co toc dd trung binh la R/K

Két ndi TCP 1
=

B dinh tuyén
nut c¢b chai cé
bang thong R

Il
—

Két ndi TCP 2

Tang giao vén 3-108

Tai sao TCP la cdng bang?

Hai phién lam viéc canh tranh nhau:
. Tang theo cap sb cong lam tang lwu lwong lién tuc
Giam theo cép sb nhan lam giam lwu lwong twong (ng

Py

Chia sé bang théng bang nhau

Tranh téc nghén: téng theo cap s cong
Mt mat: Giam cirasé di 1/2
Tranh tac nghén: tang theo cap so cong

Két néi 2 thong luong

Két ndi 1 thong lwong R

Tang giao vén 3-109

13



Tinh céng bang )

Tinh céng bdng va UDP
+ Cac wng dung da
phuwong tién thwong
khéong dung TCP
= Khéng muén téc do bi
chan do diéu khién tac
nghén
+ Thay bang dung UDP:
= GUi audio/video vo&i toc
do 6n dinh, chiu méat mat
goi tin

Tinh céng bang va két néi song
song trong TCP

+ ng dung c6 thé mé nhiéu

két ni song song gitra hai
host

+ Cac trinh duyét web lam theo

cach nay
+ Vidu: lién két co tbc do R hé
tro 9 két noi:
= (ng dung mé&i yéu cau 1 TCP, ¢
tbc d6 R/10

= (Fng dung mé&i yéu cau 11 TCP, c6
téc do R/2

Tang giao vén 3-110

Chuwong 3: Tong két

« Cac nguyén ly cua cac dich

vu tAng giao van:

» Ghép kénh, phan kénh
. Truyén di liéu tin cay

= Piéu khién luéng

= Piéu khién téc nghén

+ Hién thwc trén mang
Internet:
= UDP
= TCP

Tiép theo:

» Két thuc cac van dé
lién quan dén “phan
canh” cia mang
(tdng rng dung va
tang giao van)

+ Chuén bj di vao
“phan 16i” clla mang

Téng giao vén 3-111
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Chuong 4
Tang mang

Ngudi dich: Nguyén Thanh Thay

Tai liéu dugc dich cho muc dich giang day (dugc sy dong y cla tac gia).

All material copyright 1996-2012
© J.F Kurose and K.W. Ross, All Rights Reserved

Computer Networking

KUROSE | ROSS

Computer
Networking:A Top
Down Approach
6t edition

Jim Kurose, Keith Ross

Addison-Wesley
March 2012

Tang mang 4-1

Chwong 4: Tang mang

Muc tiéu:

+ Hiéu dwoc nguyén ly cda cac dich vu tang

mang:

= Céac mé hinh dich vu tAng mang

= Chuyén tiép (forwarding) va dinh tuyén (routing)

= Bo dinh tuyén lam viéc nhw thé nao

= Dinh tuyén (chon dwéng)

+ Cai dat hién thwc trong mang Internet

Tang mang 4-2




Chuong 4: N6i dung

4.1 Gigi thiéu

4.2 Cac mang I’[’I@Ch aova
mang chuyén goi

4.3 Kiér] tric cha bo dinh
tuyén

4.4 |P: Internet Protocol

tuyén

4.5 Cac giai thuat dinh

= Link state
= Distance vector
= Hierarchical routing

4.6 DPinh tuyén trong mang

= Dinh dang goi tin Internet
= Dinh dia chi IPv4 * RIP
= |CMP = OSPF
= |Pv6 = BGP
Tang mang 4-3
Tang man

Chuyén cac segment tir host
glri sang host nhan

Bén gwri sé déng goi cac
segment vao trong cac
datagram

Bén nhan s& phan phdi cac
segment dén tang giao van
Céc giao thrc tAng mang
dworc cai dat trong méi host va

K3
%

K3
3%

3
3

K3
3%

router 57
;

Router kiém tra cac trwdng
trong tiéu dé cla tat ca cac goi
tin IP datagram dé chuyén né
di tiép

K3
<
M e

network
data link
physical

network
network
data link -
physical network i network

| data nk_[¢_dota ink

physical physical

network network

data link | data link

physical work su:al
physical

network
network
network
[ physical |

=

physical

e

A

-}
l

> =

-

=y
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Hai chirc nang chinh clia tdng mang

Chuyén tiép (forwarding):
chuyén céc goi tin tir dau
vao téi dau ra phu hop
cua router

2.
o2

Binh tuyén (routing): xac
dinh tuyén dwdng di cho
céac goi tin tr ngudn dén
dich.

2
o<

= C4c thuét toén dinh tuyén

Twong tw:

» Binh tuyén: tién trinh 1ap

ké hoach chuyén di tir
nguon dén dich

» Chuyén tiép: tién trinh van

chuyén qua mét giao diém
(nait)

Tang mang 4-5

Tac déng qua lai gitra dinh tuyén va chuyén tiép

Thuat toan dinh tuyén

Bang chuyén tiép cuc bd

Gia trj tiéu g&|Lién két ra
0100 | 3
0101 | 2
0111 | 2
1001 | 1

Gia tri trong phan tiéu dé

clia géi tin dén
i 1

Thuat toan dinh tuyén xac dinh
dwong di tr dau cudi nay dén
dau cudi kia trén mang

Bang chuyén tiép xac dinh

viéc chuyén tiép cuc bo tai bo
dinh tuyén nay

Tang mang 4-6




Thiét 1ap két noi

» Chlrc ndng quan trong thir 3 trong mot sé kién truc
mang:
= ATM, frame relay, X.25
» Trwdc khi cac datagram chuyén di, hai host dau cudi va
céac router trung gian thiét 1ap két ndi do
= Cac router cling lién quan
» Dich vu két néi ting mang va tang giao van:
= Tang mang: gira hai ho§t (C}]ng c6 thé chira cac router trung
gian trong trwd'ng hop két néi do)
= Téng giao van: gitra hai tién trinh

Tang mang 4-7

M6 hinh dich vu tang mang

Hai: M6 hinh djch vu nao cho “kénh” van chuyén cac
datagram tlr bén g&vi dén bén nhan?

Vi du cac dich vu cho cac Vi du cac dich vu cho mét
datagram riéng: lubng datagram:

+  Giao nhan dam bao + Giao nhan datagram theo

» Giao nhan dam béo vdi tré dung thir tw ,
nhé hon 40 msec +« Dam bao bang théng toi

thiéu cho luéng

- Han ché nhiing thay doi
trong khoang trong gitra cac
goi tin

Tang mang 4-8




Céac mé hinh dich vu tdng mang

Bao dam?

Kién trac M6 hinh Phan hoi
; Bang théng Mat Bung Thoigian 15 3
mang dich vy angthong " thi tr thi tac nghén
Internet  best effort Khong Khéng Khéng Khong Khong (phathien
thong qua mét mat)
Téc do ) . ] Khéng
ATM CBR gndinh  CO Co Cé tic nghén
Pambdo . co . Khong
ATM VBR e do Co Co thc nghén
Bao dam R . R .
ATM ABR i thidu Khéng Co Khong Co
ATM UBR Khéng  Khéng Co Khong Co

Tang mang 4-9

Chuong 4: Noi dung

4.1 Gioi thiéu
4.2 Cac mang rpach aova
mang chuyén goi

4.3 Kién trac cla bd dinh

tuyén

4 4 |IP: Internet Protocol

= Dijnh dang géi tin
= Pinh dia chi IPv4

= ICMP
= |Pv6

4.5 Céc giai thuat dinh

tuyén

= Link state
= Distance vector
= Hierarchical routing

4.6 Dinh tuyén trong mang

Internet

= RIP
= OSPF
= BGP

Tang mang 4-10




Dich vu huéng két nbi va khéng két ndi

« Mang chuyén goi (datagram network) cung cép dich
vu hudng khéng két ndi tang mang
- Mang mach ,éo (vitrtual—circuit network) cung cép dich
vy huwdng két noi tang mang
« Tuong tw v&i cc dich vu huéng két néi/khong két
noi TCP/UDP tang giao van, nhwng:
= Djch vu: host-to-host
= Khéng lwa chon: tdng mang chi cung cip hodc
dich vu nay, hoac dich vu kia
= Cai dat: bén trong phan 16i cia mang

Téng mang 4-11

Mach ao (Virtual circuit - VC)

“Céch x( ly duong tir nguon dén dich giong nhu
mach dién thoai”
= Hiéu suét tét
= Mang hoat dong theo dwdng tir ngudn dén dich

- Thiét lap cudc goi, chia nhd méi cudc goi truéc khi dir liéu dwoc
truyén di

- Mbi goi tin mang dinh danh mach &o (khéng phai la dia chi cta
host dich)

. Méi router trén dwong di tir ngudn dén dich duy tri “trang thai”
cho méi két néi qua.

- Két ndi, cac tai nguyén router (bang théng, dém) cé thé duoc
cép phat cho mach ao (Cac tai nguyén danh riéng = dich vy dy
doan truéc dwoc).

Tang mang 4-12




Cai dat mach ao

Mét mach o bao gém:

1. Puwong tr ngudn dén dich

2. Sé hiéu mach do, méi sb danh cho mét lién két doc theo
dudng

3. Céc diém dang ky vao cac bang chuyén tiép trong cac
router doc theo dudng

Goi thudc vé mach do s& mang sb hiéu clia mach

ao (khéng phai la dia chi dich)

S6 hiéu mach &o cé thé dwoc thay dbi trén méi lién

két

= S6 hiéu mach do méi dwoc cung cap tir bang chuyén tiép

2
o

2
o

Téang mang 4-13

Bang chuyén tiép mach do

22 32
gﬁ;x;s (=)
1
2

o
'\r/ =
S6 hieu VC /

Vi du béng chuyén tiép ctua S6 giao dién
router:
Giao dién dén | Sé hiéu VC dén Giao dién di S6 hiéu VC di
1 12 3 22
2 63 1 18
3 7 2 17
1 97 3 87

Céc router mach do duy tri théng tin trang thai két néi!
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Mach ao: Cac giao thirc bao hiéu

+ Puwoc sir dung dé thiét 1ap, duy tri phan mach ao
+ Pwoc dung trong ATM, frame-relay, X.25
+ Khéng dwoc dung trong mang Internet ngay nay

application application
transport 5. Bat du truyén di liéu 6. Nhan d liéu & | transport
e 0 4. Cubc goi da dwoc két nbi 3. Chép nhan cudc goi e
data .Imk 2. Cudc goi d data link
physical physical

e

Téang mang 4-15

Mang chuyén goi

» Khéng co thiét 1ap cudc goi tai tAng mang
. Cac router: Khong lwu gil trang thai vé cac két néi gitra
cac dau cubdi (end-to-end)
= Khéng c6 khai niém “két ndi” mirc mang
. Cac goi tin dwoc chuyén tiép bang cach st dung dia
chi host dich

| atpplicati?tn ———
“retwor ranspor
data link 1. Gli cac datagram 2_Nhan cac datagram
i data link
Physica physical

—~ 3 e
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Bang chuyén tiép datagram

Thuat toan dinh tuyén

Bang chuyén tiép cuc bd

Dia chi dich

Lién két ra

Day dia chi 1
Day dia chi 2
Day dia chi {
Day dia chi 4

Dia chi IP dich trong tiéu dé

clia géi tin dén i

Co6 4 ty dia chi IP, do
vay, nén thay danh séch
dia chi dich riéng bang
danh sach déy cac dia
chi (bang cac muc tong
hop)

==

Téang mang 4-17

Bang chuyén t

r

iép datagram

Day dia chi dich Giao dién
lién ket

11001000 00010111 00010000 0O0OOOOOOO

dén 0

11001000 00010111 00010111 11111111

11001000 00010111 00011000 0O0OOOOOOO 1

dén

11001000 00010111 00011000 11111111

11001000 00010111 00011001 00OOOOOO 2

dén

11001000 00010111 00011111 11111111

khac 3

Héi: Nhwng diéu gi sé xay ra khi cac day khéng dwoc phan chia hop 1y?
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So khop tién tb dai nhat

So khop tién to dai nhét

Khi tim kiém muyc vao trong bang chuyén tiép cho mét
dia chi dich xac dinh, dung tién t6 dia chi dai nhat giong
v&i dia chi dich.

Day dia chi dich Giao dién lién két
11001000 00010111 0QQLQ*H** rkxokkskxskxk 0
11001000 00010111 00011000 *H**x*kxxkx 1
11001000 00010111 00011*** HAxkxxxkkk 2
khac 3

Vi du:

DA: 11001000 00010111 00010110
DA: 11001000 00010111 00011000

10100001 Giao dién nao?
10101010 Giao dién nao?

Téang mang 4-19

Chuyén mach géi hay chuyén mach &o: Tai sao?

Internet (datagram)

D liéu trao déi gitra cac may
tinh
= Dich vu “mém déo”, khdng
gi6i han yéu cau thdi gian
Nhiéu loai lien két
= Cac dac tinh khac nhau
= Kho khan khi ddng nhét dich
vy
Cac hé théng dau cudi “théng
minh” (may tinh)
= C6 thé dap trng, didu thwc thi
khién, khéi phuc 18i
* Mang bén trong don gian,
sw phiec tap nam & “phan
canh”

ATM (VC)

Phat trién tlr hé théng dién
thoai
HGi thoai clia con nguwoi:
= Gi&i han thoi gian, yéu cau
do tin cay
= Can dich vu dam bao
Cac hé théng dau cudi “it
thong minh”
= May dién thoai
= Swphirc tap & bén trong
mang

Tang mang 4-20
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Chuong 4: Noi dung

4.1 Gidi thiéu 4.5 Cac giai thuat dinh
4.2 Cac mang mach &o va tuyén
mang chuyén goi = Link state
4.3 Kién tric ctia bo dinh " Distance vector
tuyén = Hierarchical routing
4.4 |P: Internet Protocol 4.6 Dinh tuyén trong mang
= Dinh dang géi tin Internet
= Dinh dia chi IPv4 " RIP
. ICMP = OSPF
- IPv6 " BGP

Téang mang 4-21

Khai quat kién trdc cta bd dinh tuyén

Hai chirc nang chinh cla bo dinh tuyén:
» Chay céc giai thuat/giao thirc dinh tuyén (RIP, OSPF, BGP)
+ Chuyén tiép cac datagram tw lién két vao téi lién kétra

Céc bang dinh tuyén duoc tinh toan B6 xtr |y ) , 2
va duoc déy t6i céc cong vad dinh tuvén Binh tuyén, k}ém §oét
inh tuy quan 1y (phan mam)
Chuyén tiép dr
—l 11 L1 1— liéu (phan ctrng)
[ I | W I
° . °
° Fabric °
° chuyén mach °
° toc dé cao .
— 1] 11—
—_ 11 LI 1—

Cac cdng vao cla

: Céc cbng ra cla
bd dinh tuyén

bd dinh tuyén Tang mang 4-22
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Céac chirc nang clia cdng vao

Tim kiém,

N Giao thirc | |chuyén tiép 2

N Dau‘ cuoi || téng lien P “I""“ Chuyén .mach

dong két (nhan) fabric

Xép hang
Tang vatly: ” /
Tiép nhan mtrc bit Chuyén mach khéng tap trung:
Tang lién két « Vi dich cla datagram da biét, tim cong ra
di liéu: bang bang chuyén tiép trong bd nhé cong

Vi du: Ethernet vao
(rem churomg ) > Muyc dich: hoan thanh x& Iy cng vao theo
“toc d6 dong”

« Xép hang: néu cac datagram dén nhanh
hon toc dé chuyén tiép trong bd chuyéen
mach fabric

Téang mang 4-23

Chuyén mach fabric

+ Chuyén goi tin t&» ving dém vao dén ving dém ra
phu hop
+ Tbc dd chuyén mach: 1a tbc d& ma cac goi tin cé thé
dwoc chuyén tlr cac dau vao téi cac daura
» Thwong dwoc do nhw |a boi sb cla téc dd dong vao/dong ra
= N dau vao: toc do chuyén mach bang N Ian toc d6 dong mong
muon

+ C6 3 loai chuyén mach fabric:

i===1

[— LI
| - -

il E
[ |
[ﬂ Il

L A

memory bus crossbar E
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Chuyén mach qua memory

Céc bd dinh tuyén thé hé dau tién:

+ Gac may tinh truyen thong v&i cac bd chuyén mach
duwoc diéu khién truc tiép béi CPU

+ Goi tin dwgc sao chép vao trong b nhé ctia hé théng
+ Tbc d6 bj gi¢i han b&i bang théng bd nhé

ICongvao congra -
— ﬁ (Vi du: (Vi du: é—ﬂ
w Ethernet) memory Ethernet) M

Bus hé théng

Tang mang 4-25

Chuyén mach qua bus

+ Datagram tlr bd nh& cdng vao téi bd
nh& cdng ra théng qua mét bus

+ Tranh chép bus: tbc & chuyén ===

mach bi gi¢i han béi bang théng cia =lET=-
bus

+ 32 Gbps bus, Cisco 5600: tbc do du
cho cac router truy nhap va cac
router clia td chirc.

bus

Tang mang 4-26
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Chuyén mach théng qua mang két néi ndi bo

» Vwot qua cac gidi han vé bang théng

cuia bus

+ Cac mang ban dau dwoc phat trién dé

két néi cac bod vi xi ly thanh mot b da =2

X ly

+ Thiét ké nang cao: phan manh

datagram thanh céc cell c6 d6 dai cbd
dinh, chuyén mach cac cell qua fabric.

+ Cisco 12000: chuyén mach 60 Gbps

qua mang két néi ndi bd

=

e N | N |

=T

-
o O | N |

crossbar E

]

] N | NN |

=1

[— 1]

Téang mang 4-27

Céac cong ra

Chuyén mach
fabric

Dém
datagram

Xép hang

Giao thire
tang
lién ket
(9eri)

) Pau cudi

dong

+ Viéc dém duwoc yéu cau khi cac datagram dén tir

fabric nhanh hon tbc d6 truyén di
2 Ljph tru‘yé‘n sé |lya chon cac datagram trong hang doii
dé truyén

Tang mang 4-28
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Xép hang tai cdng ra

B - ad --—_---\\ _: .
L | — \ 7
] L ] %
{_- —STNECH 7-L _> o ] SWIt.Ch ,( _E)_’
fabric/ - — fabric /
/7 S — / \
[ E—— 4 Al
Em---- || [ |2 .
Tai t, cac goi tin tlr Mbi 1&n mét goi

cbng vao di dén mot
cong ra nhiéu hon

= Viéc dém khi tbc d6 dén qua chuyén mach vuot qua
toc d6 dong ra
+ Xép hang (tré) va mét mat la do tran bd dém cbéng ra!

Téang mang 4-29

Can bao nhiéu cho bd dém?

» Chuan RFC 3439: dém trung binh bang mét RTT
“dién hinh” (1a 250msec) nhan véi tbc d6 C cla lién
két.

= Vidu: lién két C = 10 Gpbs thi dém Ia 2.5 Gbit

+ Khuyén nghj hién tai: v&i N lubng, dém dwoc tinh
bang:

RTT-C

IN

Tang mang 4-30
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Xép hang tai cong vao

Néu fabric cham hon so véi cac cbng vao duoc két ndi, thi can
phai xép hang tai hang doi vao.

= Tré xép hang va mét mét la do tran b6 dém vao!
Khéa dau hang (Head-of-the-Line - HOL): datagram da duwoc xép
hang tai phia trwéc c&q hang doi ngan can cac datagram khac
trong hang di chuyén vé phia trwéc

[ ] E’: === >
— ]—’ _| l‘_ - -\ - ]—>
f \\ f
- / > N
switchy " T —i l— switch ,/ L|:]—>
fabrid fabric/
-:————/ -:____
Tranh chép cbng ra: Mbi lan mot goi: Goi
Chi mét datagram mau do c6 thé mau xanh 1a cay bj
dwoc truyen. chéan do khoa HOL

Goi tin mau dé & phia dwai bi khda

Téang mang 4-31
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Chuong 4: Noi dung

4.1 Gi¢i thiéu 4.5 Cac giai thuat dinh
4.2 Cac mang mach &o va tuyén
mang chuyén goi = Link state
4.3 Kién tric ctia bo dinh " Distance vector
tuyén = Hierarchical routing
4.4 IP: Internet Protocol 4.6 Dinh tuyén trong mang
= Dinh dang géi tin Internet
= Dinh dia chi IPv4 " RIP
- ICMP = OSPF
- IPv6 " BGP

Téang mang 4-32

Tang mang trong mang Internet

Chtrc ndng cla tAng mang tai bd dinh tuyén va host:

Tang giao van: TCP, UDP

tuyén » Céac quy wéc dinh dia chi
* Binh dang datagram
» Céac quy wéc xt ly géi tin

« Chon duwong

Téng - RIP. OSPF. BGP

mang N T

l chuyén tiép | | Giao thirc ICMP

‘ Céc giao thirc djnhl Giao thire IP

« Bao cao 16i
« “Tin hiéu” cla router

Tang lién két

Tang vat ly
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Pinh dang IP datagram

Phién ban giao thirc IP . X N
32 bits ——  TOng chieu dai
datagram
(byte)
|__Dung cho viéc
phan manh/tap
hop lai

type of
service length

fragment

Chiéu dai phan
tieu dé (byte) ¥
“Loai” di¥ liéu —

16-bit identifier —

S6 hop téi da con __[fimeto | upper header

lai (dwoc giamdi | live layer checksum
tai mdi router)

Y

32 bit source IP address

Giao thirc ta_rjg v 32 bit destination IP address
cao hon thyc hién

Vi du: trwong

phan phéi payload di options (néu co) timestamp, ghi
Bao nhidy byte cho phén D@ ligu phan suond di
tiéu dé goi tin? (d0 dai thay dbi, sé&ch cac router
20 byte trong TCP tuy thudc vao TCP di qua
20 byte trong IP hay la UDP segment) qua.
= 40 byte + phan tiéu
dé cua tang &ng dung

Téang mang 4-34

Phan manh va tap hop lai goi tin IP

Céac lien két mang c6 MTU
(max.transfer size) - frame
murc lién két I6n nhat co thé.
* Cac loai lién két khac nhau %
sé c6 MTU khac nhau :
IP datagram |l&n sé dworc chia J
(“phan manh”) bén trong mang ~ &>
= Mot datagram sé dwoc chia
thanh mét s6 datagram Tap hopdai
= Chung sé dwoc “tap hop ‘—i
lai” tai dich cudi cung
= Cé4c bit trong tiéu dé IP
dwoc dung dé xac dinh tht
tw lién quan dén cac manh

Phén manh:
Vao: mot datagram Ién
Ra: 3 datagram nhé hon

I
||
[ ]
E
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Phan manh va tap hop lai goi tin IP

length |ID |fragflag | offset
Vi du: =4000 | =x =0 =0
Datagram 4000 byte
MTU = 1500 byte

Mét datagram I6m duwoc chia thanh mét s6
datagram nhd hon

1480 byte trong length |ID |fragflag | offset
trwdng dir liéu / =1500 |=x =1 =
offset = length | ID | fragflag | offset
1480/8 =1500 | =x =1 =185 |
length |ID |fragflag | offset
=1040 | = =0 =370

Téang mang 4-36

Chuong 4: Noi dung

4.1 Gi¢i thiéu 4.5 Cac giai thuat dinh
4.2 Cac mang mach o va tuyén
mang chuyén goi = Link state
4.3 Kién tric cta bo dinh = Distance vector
tuyén = Hierarchical routing
4.4 IP: Internet Protocol 4.6 binh tuyén trong mang
= Dinh dang gdi tin Internet
= Dinh dia chi IPv4 = RIP
=« |ICMP = OSPF
= IPv6 = BGP
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Binh dia chi IP: gi&i thiéu

223.1.1.1
.:. . ? '_ _ . . ‘
Dija chi IR 32-bit dinh #_ mm_ﬁ
danh cho giao dién ~ =
(interface) cua host va 2231.1.2 q
. — 223.1.1.4 223.1,2.9
router —@——
: ' A £ T ™
« Giao dién: két ndi gitra %— pratb &
host/router voi lién két vat ly 223113 ' | ' o
= M6t router thwdong co
nhiéu giao dién
= M6t host c6 moét hoac hai | [
giao dién (Vi dy: Ethernet s &?23'1'3'2
c6 day, 802.11 khdng day) ‘Lé,» =
Dia chi IP duoc gén véi
ttrng giao dién 223.1.1.1 = 11011111 00000001 00000001 00000001
223 1 1 1

Tang mang 4-38

DBinh dia chi IP: gii thiéu

223.1.1.1
Hai: Thure té céc giao dién q
dwoc két néi nhw thé nao? >
Trd loi: Sé hoc trong cac 223112 g
chuong sau (5,6).

223.1.2._&
i

223.1.2.9

223.1.1.4

Tra loi: Cac giaq dién Ethernet co
day dwoc két ndi b&i cac chuyén

mach Ethernet
| 223.1.3.2

i
Hién tai: Khéng can quan tam ‘g‘b
dén viéc cac giao dién duorc két
noi voi nhau nhw thé nao (ma . /. c4¢ giao dien WiFi khong
khdng co sy can thiép cua n Oz a. .
day duworc két ndi bdi tram co s&
router) WiFi
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Subnet (Mang con)

«Bia chi IP:
= Phan subnet — c4c bit cao
(bén trai)
= Phan host — céc bit thap
(bén phai)
« Subnet la gi?
= C4c giao dién cla thiét bj
c6 cung phan subnet cla
dia chi IP
= C6 thé tim thdy nhau ma
khéng cén sw can thiép
cua router

sVZ£3.1.1.1
e ——

"W/ 223.1.1.2

223.1.

N

Y

A1

223.1.1.4 223.1.2.9
>

)

—_ |
003113 22311.327

223122\,
=
subnet

/

223.1.34 |223.1.32
S0

Mang c6 3 subnet

Tang mang 4-40

SubneL

Phuwong phap

+ Dé xac dinh cac subnet,
tach mai giao dién tir
host hodc router, tao
thanh cac vung mang
déc lap

M6i mang ddc lap duwoc
goi la mot subnet

2
o

223.1.1.0/24
223.1.2.0/24
w/ 223.1.1.1
— \u
o v
, E
"W/ 223.1.1.2 223.1.2.1
~SL— 223114 223129
N =
=l 223.1.2.2§
223113 2231]3.27 e
/subnet
223.1.341 '|223-1-3-2
\glk \
e &
223.1.3.0/24

Mat na mang con (subnet mask): /24
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SUbnet 223.1.1.2
N g S

Co6 bao nhiéu subnet? 2231141 | 1223.1.1.4

223.1.9.1 223.1.71
223.1.8.1 223.1.8.0

]
223.|1.2.6 223.|1.3.27
223.1.21| |223.1.2.2 223.1.3.1) 1223.1.3.2
N/ - w ./

Tang mang 4-42

Binh dia chi IP: Phan I&p dia chi IPv4

8bits 8bits  8bits  8bits |

ClassA | 0 Tbit H H H |
Class B |01 0]  6bit N H H
ClassC [ 1 1 0| 5bit N N H
ClassD [ 1 1 1 0 Multicast
Class E 1 1 1 1 Reserve for future use

# of network # of hosts
Class A 128 2724
Class B 16384 65536
Class C 2°21 256

Han ché: Iang phi khéng gian dia chi
= Viéc phan chia cirng thanh cac 16p (A, B, C, D, E) lam han ché
viéc str dung toan b khong gian dia chi

Tang mang 4-43




DPinh dia chi IP: CIDR

CIDR: Classless Inter Domain Routing
= Phan dia chi clia subnet c6 d6 dai tuy y

" Dir]h dang dia chi: a.b.c.d/x, v&i x la sb bit trong
phan subnet clia dia chi

Phan _ Phan
subnet host

11001000 00010111 00010000 00000000
200.23.16.0/23

Téng mang 4-44

Lam thé nao dé cé dwoc mét dia chi IP?

Hoi: Lam thé nao d& moét host lay dwoc moét dia chi IP?

+ Ma héa cirng trong mot tép b&i ngudi quan tri hé théng

= Windows: control-panel->network->configuration->tcp/ip
->properties

= UNIX: /etc/re.config

+ DHCP: Dynamic Host Configuration Protocol: tw dong
lay dia chi tir server

= “plug-and-play”

Tang mang 4-45




DHCP: Dynamic Host Configuration Protocol

Muc dich: cho phép host cé duoc dia chi IP mét cach tw dong tir
server mang khi két ndi vao mang

= C6 thé lam mai dia chi dang dung

= Cho phép dung lai dia chi (chi git dia chi khi dang két néi)

= Hb tro cho nguwoi dung di ddng khi mudn két néi vao mang
Khai quat DHCP:

= Host gtvi thdng diép quang ba “DHCP discover” [optional]

= DHCP server tra 16i bang thong diép “DHCP offer” [optional]

= Host yéu cau dia chi IP bang théng diép “DHCP request”

= DHCP server gi dia chi bang théng diép “DHCP ack”

Tang mang 4-46

Kich ban DHCP client-server

DHCP
223.1.1.0/24 server

W/ 223.1.1.1 223.1.2.1
« §' )

o S N . 20mes ﬁ‘ § DHCP client cén
’*: _@ <<~ dja chitrong

/ mang nay
= 924 1I327 223.1.22 W,

2231.1.3 1.3, ‘?f
223.1.2.0/24
223.1.3.1 223132
c £
223.1.3.0/24
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Kich ban DHCP client-server

DHCP server: 223.1.2.5

DHCP discover

client

src:0.0.0.0, 68

dest.: 255.255.255.255,67
yiaddr:  0.0.0.0
transaction ID: 654

DHCP offer

src: 223.1.2.5,67
dest: 255.255.255.255, 68

\ yiaddrr: 223.1.2.4
transaction ID: 654
lifetime: 3600 secs ~
DHCP request
src: 0.0.0.0, 68
dest:: 255.255.255.255, 67
yiaddrr: 223.1.2.4 L
transaction ID: 655
«— lifetime: 3600 secs
DHCP ACK
T | srci223.1.25,67
dest: 255.255.255.255, 68
yiaddrr: 223.1.2.4 —
transaction ID: 655
lifetime: 3600 secs

Téang mang 4-48

DHCP: c6 nhiéu dia chi IP hon

DHCP c6 thé cho phép cé nhiéu dia chi IP hon
soO dia chi IP dwgc phan bo cho subnet:
= Dja chi cla router clia hop dau tién cho client

= Tén va dia chi IP cia DNS sever

= Mat na mang (chi ra phan host va phan mang cua

mot dia chi)
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DHCP: Vi du

w8z | DHCP

oiez | DHCP
G UDP
IP
WEEEN| Eth
Phy

router véi DHCP
server duoc dat
bén trong router

Laptop dang két ndi can mét dia
chi IP, dia chi IP cuia router clia
hop d4u tién, dia chi cia DNS
server: dung DHCP

. DHCP yéu cau sé dwoc déng

géi trong UDP, UDP dwgc déng
géi trong IP, va IP dwgc dong
géi trong 802.1 Ethernet

» GUri quang ba khung Ethernet

(dich: FrrrrFFFFFFF) trén mang
LAN, dwoc router dang chay
DHCP server nhan

- Ethernet dwoc cét bd phan tiéu

dé thanh IP, IP dwoc catbd
phén tieu dé thanh UDP, UDP
dwoc cét b phan tiéu dé thanh
DHCP.

Tang mang 4-50

DHCP: Vi du

ez | DHCP
s UDP
| [WICHCP P
[ | e Eth
Phy
mez | DHCP
mEIE: UDP
IP
sz l| Eth
e  Ph

routervéi DHCP
server duoc dat
bén trong router

DCP server dinh dang DHCP
ACK bao gdm dia chi IP cta
client, dia chi IP ctia router clia
hop d4u tién cho client, tén va
dia chi IP ctia DNS server

. Sau khi dwgc dong géi & DHCP

server, frame dwoc chuyén tiép
cho client, viéc cét b cac phan
tiéu d& dé thanh théng diép

DHCP dwoc thwe hién tai client

s+ Luc nay, client biét dwoc dia

chi IP cta no, tén va dia chi IP
cla DSN server, vadia chilP
cUa router ctia hop dau tién
cla no.

Tang mang 4-51
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DHCP: d4u ra trong
Wireshark (LAN & nha)

Message type: Boot Request (1)
Hardware type: Ethernet
Hardware address length: 6 Y n N
Hops: 0
Transaction ID: 0x6b3a11b7 eu cau
Seconds elapsed: 0
Bootp flags: 0x0000 (Unicast)
Client IP address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Wistron_23:68:8a (00:16:d3:23:68:8a)
Server host name not given
Boot file name not given
Magic cookie: (OK)
Option: (t=53,1=1) DHCP Message Type = DHCP Request
Option: (61) Client identifier
Length: 7; Value: 010016D323688A;
Hardware type: Ethernet
Client MAC address: Wistron_23:68:8a (00:16:d3:23:68:8a)
Option: (t=50,l1=4) Requested IP Address = 192.168.1.101
Option: (t=12,1=5) Host Name = "nomad"
Option: (55) Parameter Request List
Length: 11; Value: 010F03062C2E2F1F21F92B
1 = Subnet Mask; 15 = Domain Name
3 = Router; 6 = Domain Name Server
44 = NetBIOS over TCP/IP Name Server

Message type: Boot Reply (2) z .
Hardware type: Ethernet Dap LPng
Hardware address length: 6
Hops: 0
Transaction ID: 0x6b3a11b7
Seconds elapsed: 0
Bootp flags: 0x0000 (Unicast)
Client IP address: 192.168.1.101 (192.168.1.101)
Your (client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 192.168.1.1 (192.168.1.1)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Wistron_23:68:8a (00:16:d3:23:68:8a)
Server host name not given
Boot file name not given
Magic cookie: (OK)
Option: (t=53,I=1) DHCP Message Type = DHCP ACK
Option: (t=54,1=4) Server Identifier = 192.168.1.1
Option: (t=1,1=4) Subnet Mask = 255.255.255.0
Option: (t=3,I=4) Router = 192.168.1.1
Option: (6) Domain Name Server
Length: 12; Value: 445747E2445749F244574092;
IP Address: 68.87.71.226;
IP Address: 68.87.73.242;
IP Address: 68.87.64.146
Option: (t=15,1=20) Domain Name = "hsd1.ma.comcast.net.”

Téang mang 4-52

Lam thé nao c6 dwoc mot dia chi IP?

Hai: Lam thé nao dé& mang c6 duoc phan subnet cla dia chi IP?
Tra loi: LAy theo phan dwoc phan bd tir khéng gian dia chi cla

nha cung cép ISP.

Khoéi cta ISP

11001000 00010111 00010000 00000000 200.23.16.0/20

Té chic 0 11001000 00010111 00010000 00000000
Té chuc 1 11001000 00010111 00010010 00000000
Té chire 2 11001000 00010111 00010100 00000000
Té chue 7 11001000 00010111 00011110 00000000

200.23.16.0/23
200.23.18.0/23
200.23.20.0/23

200.23.30.0/23

Tang mang 4-53

11



Dinh dia chi phan cap: tich hop dinh tuyén

Binh dia chi phan cép cho phép quang ba hiéu qua théng
tin dinh tuyén:

T6 chirc 0
200.23.16.0/23

chi nao bat dau 1a
T4 chive 2

200.23.16.0/20”
200.23.20.0/23

T chive 1 . e

200.23.18.0/23 \ GUri cho t6i bat cr dia
\

Fly-By-Night-ISP \

Internet
Té chire 7

200.23.30.0/23

“Glri cho toi bat ct dia
—— chi nao bt dau I

/ 199.31.0.0/16”

Téng mang 4-54

Binh dia chi phan cép: dinh tuyén cu thé hon

ISPs-R-Us ¢6 nhiéu cach dinh tuyén cu thé hon dén
T6 chire 1

Tb chirc O

200.23.16.0/23

\ “Gri cho toi bat ctr dia
R chi nao bat dau la
TO chirc 2 200.23.16.0/20”
200.23.20.0/23 - Fly-By-Night-ISP -\
- Internet
T8 chire 7 /
200.23.30.0/23
—  ISPsR-Us G cho 161 bt cr dja
__— chi nao bat dau la
T4 chire 1 / 199.31.0.0/16
200.23.18.0/23 / hoac 200.23.18.0/23

Tang mang 4-55
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Dinh dia chi IP...

Hai: Lam thé nao mét ISP ¢6 thé Iay dwoc khéi dia chi?
Tra loi: ICANN: Internet Corporation for Assigned
Names and Numbers  http://www.icann.org/
» Phan bd dia chi
» Quan ly DNS
= Gan cac tén mién, gidi quyét tranh chip

Téang mang 4-56

NAT: network address translation
(chuyén déi dia chi mang)

«— Phancon lai Mangcucbd  —
cualnternet (Vi du: mang & nha)
10.0.0/24 —p, 10.0.01
=
10.0.0.4

@__ _\; 10.0.0.2

A S

138.76.29.7

_y 10.0.0.3

Tét c& cac datagram di ra khoi Cac datagram véi ngudn va dich khac
mang cuc bo déu cé cung dia nhau trong mang nay co6 dia chi
chi IP NAT ngudn duy nhatla  10.0.0/24 cho ngudn va dich
138.76.29.7 v&i cac sb hiéu
cbng ngudn khac nhau

Tang mang 4-57
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NAT: network address translation

Ly do: Mang cuc bo chi dung mét dia chi IP dbi véi hé théng
mang bén ngoai:

= Khong can thiét st dung ca day dia chi tir mot ISP: chi
can mot dia chi cho tat ca cac dich vu

= Co thé thay ‘d(‘)i dia chi clia dich vu trong mang cuc b
ma khéng can théng bao v&i hé thong mang bén
ngoai.

= Co thé thay dbi ISP ma khoéng can thay ddi dia chi cla
cac dich vu bén trong mang cuc bd

= Hé thdng mang bén ngoai khong nhin thay, cling
khéng biét dwgc dia chi rd rang cua cac thiét bi bén
trong mang cuc b (tang tinh bao mat)

Téang mang 4-58

NAT: network address translation

Cai dat: Router NAT phai:

= Céc datagram di ra: thay thé (dia chi IP ngudn, s6 cong) ctia

méi datagram di ra ngoai thanh (dia chi IP NAT, s6 cdng méi)
... cac client/server & xa sé& dung (dia chi IP NAT, sb céng
m&i) nhw la dia chi dich

= Ghi nhé (trong bang chuyén d6i NAT) moi c&p chuyén doi
(dia chi IP nguén, sb cdng) thanh (dia chi IP NAT, sb céng
maoi)

= Céc datagram di dén: thay thé (dia chi IP NAT, s6 cong moi)
trong trieong dia chi dich ctia moi datagram di dén thanh (dia
chi IP nguén, sé cdng) twong (rng dwoc lwu trong bang NAT.

Tang mang 4-59
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NAT: network address translation

Bang chuyé&n ddi NAT ;

2: Router NAT thay "By of phia WAN | Bia ohi phia LAN f: host 10.0.0.1

% . Iy glri datagram toi
doi dia chi nguon 128.119.40.186, 80
cia datagram tur 138.76.29.7, 5001 wn, 3345 119.40.188,
10.0.0.1, 3345thanh| ...~ _}— ...
138.76.29.7, 5001, // — ,
cap nhéat bang e ‘ S.10.00.1, 3345 ’"’

D: 128.119.40.186, 80 |

Q z & 10.0.0.1

» 1

*(5}‘ $:13876.29.7,5001 Sl
= D: 128.119.40.186,80 ,

'L

138.76.29.7

1{0.0.0.4

4 D:10.0.0.1, 3345

I’"l S 128.119.40.186, 80 @\_._ w
jo_D: 138.76.29.7, 5001 2. 4: Router NAT thay déi _g’ 10.0.0.3

3: phan hdi dén dia chi dia chi dich cla datagram
dich: 138.76.29.7, 5001 tir 138.76.29.7, 5001 thanh
10.0.0.1, 3345

Tang mang 4-60

\ 10.0.0.2
@ / _%,
" $:128.119.40.186, 80 |

NAT: network address translation

» Trwdng sbé hiéu cdng gdbm 16-bit :
= 60.000 két ndi ddng thdi chi v&i mét dia chi phia
LAN!
+ NAT hién van con dang gay tranh cai
= C4&c router chi nén xt ly dén tang 3
* Vi pham thda thuan end-to-end

« C4c nha thiét ké (rng dung phai xem xét dén kha nang
NAT, vi du (rng dung P2P

= Viéc thiéu dia chi nén duoc thay bang cach giéi
quyét la dung IPv6

Tang mang 4-61
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Van dé di qua NAT

= Client mudn két ndi toi server
c6 dia chi 10.0.0.1

= Dia chi 10.0.0.1 cla server client
duoc dat trong mang LAN - ?
(client khéng thé str dung dia ,g
chi nay la dia chi dich) @
= Tl bén ngoai, client chi nhin 138.76.29.7 Router
thay dia chi NAT 1a 138.76.29.7 NAT

- Giai phap 1: Qéu hinh tinh NAT dé chuyén
tiep cac yéu cau két noi dén t&i cong da xac
dinh cua server

* Vidu: (138.76.29.7, cong 2500) sé& luon duoc
chuyén tiép t&¢i (10.0.0.1, cong 25000)

10.0.0.4
¥

_
o
o
o
=

4

Téang mang 4-62

Van dé di qua NAT

+ Giai phap 2: Dung giao thirc
Universal Plug and Play
(UPnP) Internet Gateway
Device (IGD), cho phép chuyén
ddi NAT:
+ Ghi nh¢& dia chi IP cong khai
(138.76.29.7) Router
+ Thém/xda cac anh xa cng (trong NAT
khoang thoi gian cho phép)

Vi du: C4u hinh anh xa céng
NAT tinh tw dong

10.0.0.1

IGD

P

S

g™

A

Tang mang 4-63
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Van dé di qua NAT

+ Giai phap 3: chuyén tiép (dwoc dung trong Skype)
= Client NAT thiét 1ap két néi dé chuyén tiép
= Client bén ngoai két néi dé chuyén tiép
= Chuyén tiép gilra cac gdi tin ciia cac ciu dé két ndi

2
2. Két néi dé chuyén Hﬂ 2%

Skype tiép dwoc khdi tao 1. Két nbi dé chuyén

W bai client tiép dwoc khéi tao
- . bdi host NAT
~ 3. Chuyén tidp ey 0
client

dwoc thiét 1ap 7
138.76.29.7 Router

NAT
Téng mang 4-64

Chwong 4: NOi dung
4.1 Gigi thiéu 4.5 Cac giai thuat dinh
4.2 Cac mang mach o va tuyén

mang chuyén goi = Link state
4.3 Kién tric cta bo dinh = Distance vector

tuyén = Hierarchical routing
4.4 IP: Internet Protocol 4.6 binh tuyén trong mang

= Dinh dang gdi tin Internet

» Dinh dia chi IPv4 * RIP

« ICMP = OSPF

= IPv6 = BGP

Tang mang 4-65
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ICMP: internet control message protocol

+ DPuwogc sl dung béi cac host

& céac router dé truyén thong
tin tang mang
= Bao cdo 16i: khéng tim
dwoc host, mang, cdng,
giao thire
= Phan hdi yéu cau/dap (ng
(dwoc dung béi ping)
“O phia trén” trong tng
mang:
= Cac thdng diép ICMP duwoc
mang trong cac IP datagram
Théng diép ICMP: type,
code va 8 byte dau tién cla
IP datagram mé ta nguyén
nhan 16i

Type Code description (mé ta)

AP OWWWWWWO

10
11
12

ONOWN-0O0

oNeNoNeNo)

echo reply (ping)

dest. network unreachable
dest host unreachable
dest protocol unreachable
dest port unreachable
dest network unknown
dest host unknown

source quench (congestion
control - not used)

echo request (ping)

route advertisement
router discovery

TTL expired

bad IP header

Téang mang 4-66

Traceroute va ICMP

Nguén gtri chudi UDP
segments t&i dich
= Segment dAu tién dwoc thiét
1ap TTL=1
= Segmentth® hai TTL=2, ...
* Khong gidng voi s6 hiéu
cong
Khi datagram thi n t&i router
n:

= Router bd qua cac datagram

= V& glri d&n ngudn thong diép
ICMP (type 11, code 0)

= Thoéng diép ICMP cé chra
tén cha router & dia chi IP

Khi thong diép ICMP dén,
nguon tinh toan cac RTT

Diéu kién dtrng:

UDP segment cubi cung dén
dwoc host dich.

> Dich tra lai théng diép ICMP

“port unreachable” (type 3,
code 3) — cong khong co6
Nguén dirng lai

Tang mang 4-67
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IPv6: Ly do

+ Bong luc thgc day bap dau: khdng gian dia chi 32-bit
sap dwgc cap phat hét.
+ Dong lwc bd sung:
= Pinh dang tiéu dé (header) gidp tang téc a6 x& ly/chuyén
tiép
= Tiéu dé thay ddi giup tao diéu kién cho QoS
Dinh dang IPv6 datagram:

= Phan tiéu dé cé chiéu dai cb dinh 40 byte
= Khdéng cho phép phan manh géi tin

Téang mang 4-68

Dinh dang IPv6 datagram

» Priority (wu tién): xac dinh wu tién gitra cac datagram trong
ludng

« Flow quel (nhan ludng): xac dinh cac datagram trong cliing
mot “ludng”.

+ Next header: xac dinh giao thirc téng cao hon cho di¥ liéu

ver | pri flow label

payload len | next hdr | hop limit
source address
(128 bits)

destination address
(128 bits)

data

32 bits

Tang mang 4-69
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Nhirng thay déi cia IPv6 so voi IPv4

» Checksum: bo hoan toan, nham giam thai gian x ly tai
moi hop
- Options: dwgc phép, nhwng ndm ngoai phan tiéu dé,
dwoc xac dinh trong trwong “Next Header”
» ICMPv6: phién ban mai cua ICMP
= Céc loai théng diép bb sung, vi du: “Packet Too Big”
= Cac chrc nang quan ly nhém multicast

Téang mang 4-70

Chuyén dbi tir IPv4 sang IPv6

Khéng phai tt ca cac router déu c6 thé dwoc nang cép dong thoi
= Khéng cé ngay danh riéng cho viéc chuyén déi (flag days)
= Mang sé& hoat dong nhu thé nao véi viéc st dung ddng thdi cac
router IPv4 va IPv6?

Tunneling (duong hdm): Payload cua IPv6 datagram dwoc mang
trong IPv4 datagram gilra cac router IPv4

s ) s N ’ IPv4 payload
Dia chilnguén, dich IPv4 | Bia chi nguén, dich IPv6 pay

‘ UDP/TCP payload

L1l |I TT T | @ T T
Woirr 1
+«—|Pv6 datagram ——

+—————|Pv4 datagram ———

Céac tru@j tieu d& IPv4  Céc truong tiéu dé IPv6

Tang mang 4-71
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Tunneling

A B Buong hédm IPv4
két néi cac router IPv6 F
Cach nhin logic: @—@
IPv6 IPv6 IPv6 IPv6
A B C D E F
Cach nhin thuc |
(vatly): IPv6 IPv6  IPvd IPv4 IPv6  IPv6
Téang mang 4-72
Tunneling
A B Buong hédm IPv4
két néi cac router IPv6 F
Cach nhin logic: @—@
IPv6 IPv6 IPv6 IPv6
A B C D E F
Cach nhin thuc |
(vatly): IPv6 IPv6  IPvd IPv4 IPv6  IPv6
—_— R ———
flow: X flow: X
src: A src: A
dest: F dest: F
data data
A6I-B: B6i-C: Dtgi-E:  EtOTF:
IPv6 IPv6 trong IPv6trong  'PV6

IPv4 IPv4

Tang mang 4-73




Chwong 4: NOI dung

4.1 Gi¢i thiéu 4.5 Cac giai thuat dinh
4.2 Cac mang mach &o va tuyén
mang chuyén goi = Link state
4.3 Kién tric cda bd dinh * Distance vector
tuyén = Hierarchical routing
4.4 IP: Internet Protocol 4.6 Dinh tuyen trong mang
= Pinh dang goi tin Internet
= Dinh dia chi IPv4 " RIP
= ICMP " OSPF
" |PVE = BGP

Tang mang 4-74

Tac déng qua lai gitra dinh tuyén va chuyén tiép

Thuét toan dinh tuyén xac dinh
dudng di tir diu cudi nay dén
: 5 g : dau cudi kia trén mang

Béna chuyén tiép cuc bg Bang chuyen tiép xac dinh
Dia chi dich al | viéc chuyén tiép cuc bd tai bd
Diy dja chi 1 dinh tuyén nay
Day djachi 2
Day diachi3
Day djachi 4

Bia chi IP dich trong
tiéu dé cua goi tin dén\

Téang mang 4-75




M6 hinh d0 thi

Db thi: G = (N,E)

N =Tép cacrouter={u,v,w, x,y,z}

E = Tap cac lién két ={ (u,v), (u,x), (v,X), (v,w), (X,w), (X,¥), (W), (w,2), (v,2) }

Chu y: M6 hinh @b thj cling dwge diing trong cac ngir canh mang khac,
nhw P2P, trong d6 N la tap cac peer va E la tap cac két néi TCP.

Téng mang 4-76

Mé hinh do thi: Cac chi phi

c(x,x" ) = chi phi cta két néi (x,x")
vi du: c(w,z) =5

Chi phi c6 thé ludn bang 1, hodc
c6 thé lién quan dén bang théng,
hoéc lién quan dén téc nghén

Chi phi ctia dwong di (X4, Xp, X3,..+, Xp) = C(X4,Xp) + C(Xp,X3) + ... + C(X,.1,Xp)

HOoi: Chi phi thdp nhat dwéng di tir u dén z 13 bao nhiéu?
Giai thuat dinh tuyén: giai thuat tim dwéng di cé chi phi thap nhat
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Phan loai gidi thuat dinh tuyén

Hai: Théng tin la tap trung hay Hdi: Bong hay tinh?
khéng tap trung?

Tép trung: Tinh:

» Tt ca cac router déu c6 thong tin » Viéc dinh tuyén thay dbi
day du ve cau tric mang va chi phi cham theo thoi gian
clia cac lién két péng:

« Giai thuat “link state” (trang thai + Viéc dinh tuyén thay ddi
ket noi) nhanh hon:

Khéng tap trung: = Cap nhat dinh ky

« Router biét vé cac hang xom co két = Phan @ng v6i nhing
ndi vat ly voi nd va chi phi lién két thay d&i chi phi lién két

t&¢i cac hang xém nay.

+ L&p lai qua trinh tinh toan, trao dbi
théng tin véi cac hang xém

. Gidi thuat “distance vector” (véc-to

khoang céach) Ting mang 478

Chuwong 4: NOi dung

4.1 Gioi thiéu 4.5 Cac giai thuat dinh
4.2 Cac mang mach ao va tuyen
mang chuyén goi * Link state
4.3 Kién tric cta bo dinh = Distance vector
tuyén = Hierarchical routing
4.4 |P: Internet Protocol 4.6 binh tuyén trong mang
= DPinh dang goi tin Internet
= Dinh dia chi IPv4 = RIP
= ICMP = OSPF
= |Pv6 = BGP
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M6t gidi thuat dinh tuyén Link-State

Giai thuéat Dijkstra Ky hiéu:

. TAt ca cac nat déu biét dwoc cdu c(X,Y): chi phi lién két tir nut x
trGc mang va chi phi cia cac lién tGiy; = v néu khong co két
két trén mang ) ndi trwc tiép dén nat 1an can

= Puwoc thye hién bang cach 5 e e e LA . s .
“quéng ba trang thai lién két” D(V) gia tn _h'?n tal cua fh'

= TAt ca cac nut c6 théng tin giéng phl durong di tir nguon den
nhau dich

» Tinh toan chi phi th&p nhéat + P(V): nat trede nam trén
dwong di tir moét nat (“ngudn”) dwong di tir ngudn déen v

dén tat ca cac nut khac.

L % N': tap cac nat ma chi phi
= Cho bang chuyén tiép cha nat do

J 1 dwong di thap nhat da dwoc
- Lap: sau k l1an duyét, sé biet xac dinh
dwoc chi phi thp nhét ti k dich
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G

-

thuat Dijsktra

Khéi tao:
N' = {u}
for tAt ca cac nut v
if vké v&iu
then D(v) = c(u,v)
else D(v) = =

Lap
tim w khoéng thudc N' ma D(w) 1a nhé nhét
10 thém w vao N'
11 Cap nhat D(v) cho tat ca v ké v&i w va khong thudc N':
12 D(v) = min( D(v), D(w) + c(w,v))
13 /* chi phi m&i dén v 1a chinh gia tri cii hodc chi phi dwdng di ngén
14 nhét da tinh t&i w cong véi chi phi tir w t&i v */
15 cho dén khi tat ca cdc nat nam trong N’

O©CoO~NOOOPS~WN =
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Giai thuat Dijkstra: Vi du

, D(v) D(w) D(x) D(y) D(z)
Buwéc N' p(v) pw) p(x) py) p@

0 u 7u GW 5U o

1 uw 6,w SWiw e
2 uwx Mw 14X
3 UWXV 14,X
4 UWXVY
5 uwxvyz
Cha y:

Xay dwng cay dwong di
ngan nhat bang cach di tim
cac nut trudrce.

. Cac mbi quan hé cé thé ton
tai (c6 thé dwoc chia tuy )
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Giai thuat Dijkstra: Mét vi du khac

Budc N'_ D(v),p(v) D(w),p(w) D(x),p(x) D(y),p(y) D(2),p(z)
0 u 2,u 5u - 1u oo oo
1 2,X )
2 4y
3 4y
4 4y
5
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Giai thuat Dijkstra: Vi du (2)

Két qua cay dwong di ngén nhat twr u:

w2

u j
X y

Két qua bang chuyén tiép trong u:

Dich | Lién két
v | (uy)
X (u,x)
y (u,x)
w (u,x)
z (u,x)
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Giai thuat Dijkstra: Thao luan

Do phtre tap cua giai thuat: n nut

- M®i 14n duyét: can kiém tra lai tAt c& cac nut w khong thude N
. n(n+1)/2 phép so sanh: O(n2)

- C6 thé cai d&t hieu qua hon: O(nlogn)

C6 thé dao dong:

- Vi du: chi phi két néi bang téng lwu lwong mang:

0 +e
0 P/
N1
e Vé&i chi phi da bié:t, Vi chi phi da biét, Vi chi phi da biét,
Khi tao tinh toan dinh tuyén tinh toan dinh tuyén tinh toan dinh tuyen
’ méi.... két qua co chi méi.... két qua co chi  méi.... két qua co chi
phi m&i phi m&i phi moi
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Chuwong 4: NOi dung

4.1 Gidi thiéu

4.2 Cac mang mach ao va
mang chuyén goi

4.3 Kién truc cta bd dinh
tuyén

4.4 |IP: Internet Protocol
= Dinh dang gdi tin
= Dinh dia chi IPv4
= ICMP
= |Pv6

4.5 Cac giai thuat dinh
tuyén
= Link state
= Distance vector
= Hierarchical routing
4.6 DPinh tuyén trong mang
Internet
= RIP
= OSPF
= BGP
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Giai thuat distance vector

Céng thtre Bellman-Ford

Cho

d,(y) := chi phi thAp nhat dwdng di tlr x dén y

thi

d,(y) = min {c(x,v) + d,(y) }

v

Chi phi ttr I1&n cén v t&i dich y

Chi phi t&i lan can v

min dwoc tinh trén tat cad cac 1an can v cla x
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Vi du Bellman-Ford

C6: dy(z) =5, d(z) = 3, d,(z) = 3

Cobng thre B-F cho:
d,(z) = min { c(u,v) + d,(2),
c(u,x) + d,(2),
c(u,w) +d,(z) }
=min {2 + 5,
1+3,
5+3} =4

Gia tri nhd nhat dat dwoc clia nit 1a hop ké tiép trong
dwong di ngan nhat, dwoc dung trong bang chuyén tiép.
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Giai thuat distance vector

+ D,(y) = wéc lwong chi phi thdp nhat tv x dén y
= x duy tri véc-to khoang cach D, = [D,(y): y e N ]
« Nuat x:
= Biét chi phi dén méi nut 1an can v: c(x,v)
= Duy tri véc-to khoang cach clia cac nut lan can
cua. V&i moi nut lan can v, x duy tri
D, =[Dy(y):yeN]
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Giai thuat distance vector

Y twéng chinh:

» M®i nat dinh ky gtvi wéc lwong véc-to khoang cach cla
né dén cac nat lan can

> Khi x nhan dwoc wéc qung DV méi tr nut lan can, no
sé cap nhat DV ctia né bang cach dung cong thirc B-F:

D,(y) < min {c(x,v) + D (y)} v&i mbinity eN

3 qu’i céac diéu kién tw nhiér), woc lwong D.(y) sé hoi
tu vé gia tri chi phi thap nhat thwc té d,(y)
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Giai thuat distance vector

L&p, khéng dong bd: mbi Méi nat:
lan 1ap cuc bd cbé nguyén
nhan tw: . . o
. Thay d&i chi phi lién két cuc Cho' cho (thay doi trong chi phi
bo lién két cuc bd hoac thong bao
© tr nat 1an can
- Théng bao cap nhat DV tw
nut lan can Tinh t )
. % inh toan lai cac woc lwon
Phéan bo: 9
»  M®3i nut chi thong bao dén l
cac nut lan can khi DV cua Néu DV t6i bét ky dich nao co
no thay doi thay ddi, thi théng bao cho cac
= Caclancan sau do sé nut lan can
théng bao dén cac lan can Q

khac cta n6 néu can
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D,(y) = min{c(x,y) + D(y), c(x,z) + D,(y)}
=min{2+0, 7+1} =2

Bang Chiphitei
natx (x y z

Dy(2) = min{c(x,y) +
D,(2), c(x,z) + D,(2)}
=min{2+1, 7+0} =3

Chi phi téi

02 73

BY|weo o«

z o0 o0 0

Bang chiphi toi
Xy

Chi phi toi
natz |[Xx y z

X | 00 00 o0

o0 o0

o0

S

Théi gian
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D,(y) = min{c(x,y) + D,(y), c(x,z) + D,(y)}
= min{2+0, 7+1} = 2

Bang Chiphitoi
natx (X y z

D,(z) =min{c(x,y) +
Dy(2). c(x,2) + D,(2)}
=min{2+1, 7+0} =3

BY| oo «

z o0 o0 o0

Bang chiphi toi
Xy z

x@ X

Chi phi t&i e
Xy C)l(upglto;

¥ - -
023 x|02 3
201 sY|2 0 1
710 z|31 0

Chi phi téi

Chi phi t6i
natz |X y z

X | 0 0

o0 o0

0

» Thoi gian
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Distance vector: Chi phi két néi thay dbi

Chi phi két néi thay dbi:
Nt kiém tra thay ddi chi phi két ndi

cuc bd

1
Cap nhat thong tin tim dwong, tinh Qﬁ.@

toan lai véc-to khoang cach 50
Néu DV thay ddi, théng bao dén cac

lan can

“théng tin
tbt truyén
di nhanh”

t,: y kiém tra thay ddi chi phi két néi, cap nhat lai DV cla n6, va
théng bao cho cac lan can.

t;: z nhan théng tin cap nhat tv y, cap nhat lai bang cua no, tinh
toan chi phi thap nhat méi t&i x, va glri DV cua no téi cac lan can.

t,: y nhan cap nhat cla z, cap nhat lai bAng khoang cach cua né.
Chi phi thdp nhét clia y khéng thay di, nén y khéng cén givi thong
bao toi z.
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Distance vector: Chi phi két néi thay dbi

Chi phi két néi thay dbi:

Nut kiém tra thay dbi chi phi cuc bd 6
Tin xau truyén di chadm — van dé “dém 7

vo han’!

50

+ 44 1an duyét trwde khi thuat toan 6n
dinh: (xem thém trong tai liéu)

poisoned reverse:
Néu Z dinh tuyén Y di thang t&i X :

= Z thdng bao cho Y khodng cach (cta Z) téi X 1a v6 han (déY
khoéng di téi X qua Z)

Sé giai quyét triet dé van dé dém vo han?

Téng mang 4-95
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So sanh cac giai thuat LS va DV

DO phtre tap thong bao

LS: v6in nut, E lién két,
O(nE) thong bao dwoc gtvi di
» DV: chi trao déi gitra cac nut
lan can
= Thoi gian hoi tu thay ddi

Téc do héi tu
- LS: Thuét toan O(n?) yéu
cau O(nE) théng bao
= C6 thé c6 dao dong
»  DV: Thoi gian hoi tu thay dbi
= C6 thé Iap dinh tuyén
= Van dé dém voé han

Sw linh hoat: diéu gi s& xay ra
néu router hoat déng sai
chirc nang?

LS:

Nut c6 thé théng bao chi phi
két n6i khéng chinh xac

M@i nut chi tinh toan bang riéng
clia no

Nut c6 thé théng bao chi phi
duwong di khdng chinh xac
M&bi bang cta nut dwoc dung
b&i cac nut khac

« L&i lan truy&n théng qua mang
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Chuong 4: Noi dung

4.1 Gidi thiéu 4.5 Cac giai thuat dinh
4.2 Cac mang mach &o va tuyén
mang chuyén goi = Link state
4.3 Kién truc cia bo dinh " Distance vector
tuyén = Hierarchical routing
4.4 |P: Internet Protocol 4.6 Dinh tuyén trong mang
= Dinh dang géi tin Internet
= Dinh dia chi IPv4 " RIP
. ICMP = OSPF
- IPv6 " BGP

Téang mang 4-97

Hierarchical routing (Binh tuyén phan céap)

Nhirng van dé dinh tuyén dwoc hoc cho dén
ldc nay la véi moi trwdng ly twdng hda

» Tét ca cac bo dinh tuyén 1a ddng nhat

» Mang “phang”

.. khéng dung trong thuc té!

Quy mé: v&i 600 triéu Tw quan
dich: + Internet = mang cla cac mang
- Khong thé lwu tat ca cac = M®&i nha quan tri mang co thé
dich trong cac bang dinh muon diéu hanh dinh tuyén
tuyen! riéng trong mang ctia ho

- Viéc trao ddi bang dinh
tuyén sé lam tran cac lién
két!
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Hierarchical routing

- Cac router dwoc tap hop lai Gateway router:
thanh cac Vl‘Jng, “hé théng « Tai “canh” cta AS riéng
tw tri” (autonomous cla né
systems - AS) =+ Co lién két toi router trong

» Cac router trong cling AS AS khac

sé chay cung giao thirc
dinh tuyén
= Giao thire dinh tuyén “noi
vling-AS” (intra-AS)
= Cac router trong cac AS khac
nhau c6 thé chay cac giao
thirc dinh tuyén intra-AS khac
nhau
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Két nbi cac AS

N\
AS3
AS2
AS1 > 2 « K X
- Bang chuyeén tiép dwoc cau
hinh b&i ca giai thuat dinh
tuyén intra- va inter-AS
Gidithuat ™\ /Giai thuat = intra-AS thiét lap cac
dinh tuyén dinh tuyén . R > 2 .
Intra-AS nter-AS diém dang nhép cho cac

dich néi mang

* inter-AS & intra-AS thiét
lap cac diém dang nhap
cho cac dich ngoai mang
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Nhiém vu cua Inter-AS

» Gia st router trong AS1 ~ AST phai:
nhan datagram co dich 1. Hoc xem c6 thé dén duoc
& bén ngoai AS1: dich nao qua AS2, va AS3

= Router nén chuyén tiép 2 Ié?n Iiutyé,n thong ttin r;éy
g6i tin dén gateway én tt ca céac router trong

router, nhwng ma la cai AST )
nao? Day la nhiém vy cua dinh tuyén
inter-AS!

Cac mang
khac

Cac mang
khac
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Vi du: thiét 1ap bang chuyén tiép trong router 1d

. Gia str AS1 hoc (qua giao thirc inter-AS) dworc la subnet x co
thé dén dwoc qua AS3 (gateway 1c), nhwng khdng qua AS2
* Giao thirc inter-AS lan truyén théng tin di dwoc cho tat ca
cac router ndi mang
- Router 1d biét dwoc tir thong tin dinh tuyén intra-AS 1a giao
dién / cta né thudc dwong di cé chi phi thap nhat téi 1c
» Puwa gia tri (x,/) vao bang chuyén tiép

Cac mang
khac

Céac mang
khac
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Vi du: lwa chon gitra nhiéu AS

+ Bay gio, gia str AS1 hoc tir giao thirc inter-AS la subnet x
c6 thé dén duwoc tir AS3 va tir AS2.

+ Dé& cau hinh bang chuyén tiép, router 1d can phai xac dinh
gateway nao ma né nén chuyén tiép cac gai tin dén dé toi
dwoc dich x

= Pay 14 nhiém vu cla giao thirc dinh tuyén inter-AS!

Cac mang
khac

Cac mang
khac
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Vi du: lwa chon gitra nhiéu AS

+ Bay gio, gia str AS1 hoc tir giao thirc inter-AS la subnet x
c6 thé dén dwoc tr AS3 va tir AS2.

« D& cau hinh bang chuyén tiép, router 1d can phai xac dinh
gateway nao ma né nén chuyén tiép cac gai tin dén dé t&i
duwoc dich x

= Pay 14 nhiém vu cla giao thirc dinh tuyén inter-AS!

+ Dinh tuyén hot potato: glri géi tin dé&n router gan nhéat trong

hai router

Dung théng tin dinh X4c dinh t&r bang chuyén

Hoc tlr giao thirc
inter-AS la subnet
x c6 thé dén dwoc
qua nhiéu gateway

tuyén tlr giao thirc
intra-AS @é xéac dinh
chi phi dwong di
th&p nhét t&i méi
gateway

—>|

Binh tuyén hot
potato: chon
gateway c6 chi phi
thap nhat

tiép la giao dién / dan
dén dwoc gateway co
chi phi thap nhéat. Nhap
(x,1) vao trong bang
chuyén tiép.
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Chuong 4: Noi dung

4.1 Gioi thiéu

4.2 Cac mang mach ao va
mang chuyén goi

4.3 Kién tric cta b dinh
tuyén

4.4 |P: Internet Protocol
= Dinh dang géi tin
= Dinh dia chi IPv4
= ICMP
= |Pv6

4.5 Cac giai thuat dinh
tuyén
= Link state
= Distance vector
= Hierarchical routing
4.6 Dinh tuyén trong mang
Internet
= RIP
= OSPF
= BGP
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Dinh tuyén Intra-AS

+ Con dwoc goi la cac giao thirc cdng ndi mang
(interior gateway protocols - IGP)
+ Céc giao thirc dinh tuyén intra-AS phd bién nhét:
= RIP: Routing Information Protocol
= OSPF: Open Shortest Path First
= IGRP: Interior Gateway Routing Protocol (Cisco

doc quyén)
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RIP (Routing Information Protocol)

+ DPuwoc cong bd trong BSD-UNIX distribution ndm 1982
- Giai thuat distance vector
= P06 do khodng cach: sé hop (I&n nhat = 15 hop), méi lién két cé chi
phi 1a 1
= Céc DV dwoc trao dbi gitra cac diém lan can sau méi 30s bang
mot thong diép dap wng (con dworec goi la théng bao
(advertisement))
= M@i thédng béo: danh sach lén dén 25 subnet dich

T router A dén cac subnet dich:
subnet

hop
1
2
2
3
3
2

N< X s <cC
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A D
C
Bang dinh tuyén trong router D
Subnet dich Router ké tiép  S6 hop dén dich
w A 2
y B 2
z B 7
X -- 1
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RIP: Vi du
- Théng bao tir A t&i D

dich ke tiep hop
w - 1

- SNS aw sw={_

C
Bang dinh tuyén trong router D
Subnet dich Router ké tiép  S6 hop dén dich
w A 2

\SQ‘ID
&01

Tang mang 4-109

RIP: L&i lien két va khoi phuc

Néu khéng thiy cé théng bao sau khodng 180s thi 1an
can/lién két dwoc coi la “da chét’.

= Céc tuyén dwdng qua lan can 1a khéng con dung dwoc

= Cac théng bao méi dwoc gwi téi cac lan can

= C4c lan can tiép tuc glri cac thong bao méi (néu cac bang
bi thay ddi)

= Thong bao 16i lién két lan truyén nhanh chéng (?) trén toan
bd mang

= Poison reverse dwgc dung dé ngan chan cac vong 1ap
ping-pong (khoang cach v6 han = 16 hop)
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X Iy bang RIP

» Cac bang dinh tuyén RIP dwoc quan ly bai tién trinh
tang trg dung dwoc goi la route-d (daemon)

» Cac thdng bao dwoc gl trong cac goi tin UDP, lap
lai dinh ky

Binh tuyén Binh tuyén

transport transprt
(UDP) (UDP)
network bé(lg ) béng network
chuyén tiép chuyén tiép (IP)

link link
physical physical
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OSPF (Open Shortest Path First)

+ “M@&”: sén sang coéng khai
+ Dung giai thuat link state
= Phan phéi goi LS
= Ban dd cAu trdc mang tai méi nat
» Tinh toan dwdng di dung gidi thuat Dijkstra
+ Théng bdo OSPF mang mét diém truy nhap vao méi lan
can
Céc théng bao dwoc phan phéi dén toan bé AS (qua co
ché flooding)

= Céc thong diép OSPF dwoc mang trwe tiép trén IP (ch& khong
phai la TCP hay UDP)

+ Giao thire dinh tuyén IS-IS: gan gibng v&i OSPF
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Cac dac tinh “cai tién” trong OSPF (khong cé trong RIP)

+ B3do mét: TAt ca cac théng diép OSPF déu duwoc chirng
thwec (dé ngan chan nhirng xam nhap xau)

+ Cho phép c6 nhiéu tuyén dwéng di véi cung chi phi
(trong RIP chi cé mét)

+ V&i méi lién két, co nhiéu dd do chi phi cho cac TOS

khac nhau. (vi du: chi phi lién két vé tinh dwoc thiét 1ap “thdp” dé dat
hiéu qua tét; “cao” cho thoi gian thyc).

+ H6 tro tich hop uni- va multicast:

= Multicast OSPF (MOSPF) diing co s& di liéu cung cAu tric nhw
OSPF

+ OSPF phan cép trong cac mién Ion.
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OSPF phan cap

Router bién

Rout 6
s> outer xwong sdng
E E

Mang xuong

son
Qa;c ro’uter 9
o b[en clia ==

s

. . / \ ,/ Cécrouter “>~.__.
ving 1 ~---- ‘ N . ndi vung

S~ -
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OSPF phan cap

+ Phan cép 2 mure: vang cuc bd, ving xwong séng.
= Chi dung théng bao link-state bén trong vung
= M&i nit c6 cau tric vang chi tiét; chi biét huéng
(dwdng di ngan nhat) dén cac mang trong cac vung
khac.

» C4&c router bién cta vung: “tdbng hop” khoang cach dén
cac mang trong vung cua no, théng bao téi cac router
bién ctia vung khac.

« Céc router xuwong song: chay dinh tuyén OSPF han ché
dén mang xwong song

«» Cac router bién: két ndi t¢i cac router bién clia cac AS
khac.
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Dinh tuyén inter-AS trén Internet: BGP

BGI? (Border‘Gateway, Protocol): Giao thtrc dinh
tuyen lién mién thyc té

= “gén két moi nguoi lai v&i nhau trén Internet”

BGP cung cap cho méi AS:

= eBGP: lay théng tin di dén subnet tlr cac AS lan can.

= iBGP: lan truyén thong tin dén tat ca cac router bén trong
AS.

= X&c dinh dwdng di “tét” téi cac mang khac dwa trén thong
tin dwdng di va chinh sach
- Cho phép subnet théng béo sy ton tai ciia né dén
phan con lai ciia Internet.

Tang mang 4-116
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Cac co so cua BGP

+ Phién BGP: Hai router BGP (“cac peer”) trao dbi cac
théng diép BGP:
= Thong bao duong di téi cac tién té (prefix) mang dich khac nhau
(giao thirc “path vector” (véc-to dwdng))
* Puoc trao ddi qua cac két néi TCP ban bén virng

+ Khi AS3 théng bao mot prefix dén AS1:

= AS3 hira hen né sé chuyén tiép cac datagram hwéng téi prefix do
= AS3 c6 thé téng hop cac prefix trong théng bdo ctia minh

Théng diép BGP

AS3 Céac mang
khac
Cac mang

khac
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Céc co s& ciia BGP: phan phdi thong tin dwong di

« Dung phién eBGP gitra 3a va 1c, AS3 gtri thdng tin
dwdng di (prefix) cho AS1.
= Tiép theo,1c co thé dung IBGP dé phan phdi thong tin prefix
m&i cho tat ca cac router trong AS1
= Sau d6,1b c6 thé thong bao thong tin duwong di moi téi AS2
qua phién eBGP tir 1b-dén-2a.
+ Khi router hoc dwoc prefix méi, né sé tao ra diém
truy nhap cho prefix trong bang chuyén tiép ctia no.

Phién eBGP

LB . Phién iBGP
- AS3 ,/@ Céac mang
4 ~ - \ kha
Céac mang @___i____::@/@ .\@— ac
khac < ,
AS1 S AS2

Tang mang 4-118
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Céc thudc tinh dwdng va dinh tuyén BGP

+ Prefix dwoc théng bao chira cac thubc tinh BGP

= Prefix + cac thudc tinh = “dinh tuyén”

. Hai thudc tinh quan trong:

" AS-EATH: chtra cac AS qua dé thdong bao prefix nao dwoc
truyén. Vi du: AS 67, AS 17

= NEXT-HOP: x4c dinh router AS ndi viing nao 1a AS ké tiép. (Co
thé cd nhiéu lién két tir AS hién tai t&i AS ké tiép).

» Gateway router nhan théng bao dinh tuyén bang cach
dung import policy (chinh sach nhap) d& chip nhan/tw
choi

= Vi du: khéng bao gi¢ dinh tuyén qua AS x
= Dinh tuyén duwa trén chinh séch.

Tang mang 4-119

Chon dinh tuyén BGP

+ Router c6 thé hoc dwoc nhidu dwdng di dén AS dich,
va viéc chon tuyén duong duwoc dwa trén:
1. Thudc tinh gia tri wu tién cuc bé: quyét dinh chinh sach
2. AS-PATH ngén nhét
3. Router NEXT-HOP gan nhét: dinh tuyén hot potato
4. Tiéu chuan bd sung

Tang mang 4-120
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Cac thong diép BGP

» Céc thong diép BGP dwoc trao ddi gitra cac peer qua két ndi TCP
. Cac thdng diép BGP:
= OPEN: M& két nbi TCP t&i peer va xac thwe bén gl
= UPDATE: théng bao dwong di méi (hoac xdéa bd dwong cii)
» KEEPALIVE: gitr két ndi ton tai khi UPDATES thiéu; ciing c6 thé
yéu cau ACKs OPEN
. NOTIFI’CATIONE bég céo 16i trong théng diép trwéc; cling duwoc
dung dé déng ket ndi.

Tang mang 4-121

Chinh séach dinh tuyén BGP

Ky hiéu: Nha cung
cap mang

7T
N I / Khach hang
\

- A, B, C 1a céc nha cung cép mang
» X, W, Y la khach hang (ctia nha cung cap mang)
» X la dual-homed: dwoc gén vao hai mang
= X khéng mubn dinh tuyén t» B dén C qua X
= ...do vay, X s& khong théng bao t&i B vé duwéng di dén C

Tang mang 4-122
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Chinh sach dinh tuyén BGP

Ky hiéu: Nha cung
cép mang

\
I / Khach hang
\

» Athéng bao dwdng di AW dén B
+ B théng bao duwéng di BAW dén X
» B s& théng bao dwdng di BAW dén C?
= Khéng! B khéng nhan “thu thap” cho dinh tuyén CBAW vi W va
C déu khong phai 1a khach hang cta B
= B mubn budc C phai dinh tuyén t&i w qua A
= B chi mudn dinh tuyén tw/téi khach hang cta no!

7/
N

Tang mang 4-123

Tai sao dinh tuyén Intra-, Inter-AS khac nhau?

Chinh sach:

= Inter-AS: nha quan tri mudn diéu hanh dinh tuyén luu
lwgng va ai dinh tuyén qua mang cua ho.

+ Intra-AS: Quan tri riéng, vi vay khdng can cac quyét dinh
chinh sach

Quy mé:

+ Dinh tuyén phan cép tiét kiem kich thwéc bang, giam lwu
lwong cap nhat

Hiéu nang:

+ Intra-AS: c6 thé tap trung vao hiéu ndng

+ Inter-AS: chinh sach quan trong hon hiéu suét

Tang mang 4-124
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Chuwong 4: Hoan thanh!

4.1 Giéi thiéu 4.5 C4c giai thuat dinh tuyén
4.2 Cac mang mach ao va = link state, distance vector,
mang chuyén goi hierarchical routing

4.6 Dinh tuyén trén Internet
= RIP, OSPF, BGP

4.3 Kién trtc cla router
4.4 |P: Internet Protocol

= Binh dang datagram, dinh
dia chi IPv4, ICMP, IPv6

Hiéu dwoc cac nguyén ly bén trong cac dich vu tAng mang:
= Cég mo hinh djch vu téng mang, tac déng qua lai giﬁ’g dinh
tuyén va chuyeén tiep, cach router hoat dong, dinh tuyén (chon
dwong).
. Cai dat, hién thwc trén mang Internet

Tang mang 4-125
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Chuwong 5
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Tang lién két  5-1

Chuwong 5: Tang lién két

Muc tiéu:

+ Hiéu dwoc cac nguyén ly cia cac dich vu tang

lien két
= Phat hién va stra I6i

= Chia sé kénh truyén chung (broadcast channel): da truy

nhap
= Dinh dia chi tang lién két
= Céac mang cuc bé: Ethernet, VLANs

+ Cai dat va hién thyc cac cong nghé téng mang

khac nhau

Tang lién két 5-2




Tang lién két va cac mang LAN: Noi dung

5.1 Gidi thiéu, cac dich vu

5.2 Phat hién va s(ra 16i

5.3 Cac giao thurc da truy
nhap

5.4 Cac mang LAN

5.5 Chuy&n mach nhan da
giao thirc (MPLS)

5.6 Mang trung tam di liéu

5.7 Vong doi cia mot yéu
cau web

= Dinh dia chi, ARP
= Ethernet

= Cac switch

= Cac VLAN

Tang lién két 5-3

Tang lién két: gidi thiéu

Thuéat ngr:

+ Cac host va cac router: cac nut
mang (node)

« Céc kénh truyén thong két néi gitra
cac nut lan can theo dLy()’ng truyén ]
th’éng: goi la cac lién két (hay cac ket
noi, link)

= Cac lién két co day
= Céc lién két khong day
= Cac LAN

» Goi tin tAng 2: khung (frame), déng
g6i datagram

Téng lién két di liéu c6 trach nhiém
truyén datagram tr mét nat c]én nat
vat ly 1an can qua moét lién két

Tang lién két 5-4




Tang lién két: nglr canh

Datagram dwoc truyén bdi
céac giao thirc lién két khac
nhau qua céc lién két khac
nhau:

* Viduy: Ethernet trén lién két
thir nhat, frame relay trén
cac lién ket trung gian,,
802.11 trén lién két cudi
cung.

M@i giao thirc lién két
cung cap cac dich vu khac
nhau.

* Vidu: co thé hoac khong
cung cap truyen tin cay (rdt)
qua lién két

Twong tw giao thong:
+ Chuyén di ti Princeton t&i

Lausanne
= O t6: Princeton t6¢i JFK
= May bay: JFK t&i Geneva
= Tau dién: Geneva téi Lausanne

+ Khach du lich = datagram
+ Doan dwong di = lién két truyén

théng

- Kiéu van chuyén = Giao thirc

tang giao van

- Dai ly du lich = Giai thuat dinh

tuyén

Tang lién két 5-5

Céc dich vu tang lién két

« Tao khung d@ liéu, truy nhap lién két
= Péng gdi datagram vao trong frame, thém phan tiéu dé

(header), phan dubi (trailer)

= Truy nhap kénh truyén néu dwoc chia sé
= Céc dia chi “MAC” dworc s dung trong cac tiéu dé cia khung

dé xac dinh dia chi nguén, dich

* Khac véi dia chi IP!

+ Truyén tin cay gilra cac nut lan cén

= Pa dwoc hoc (trong chuwong 3)!

= [t khi dwoc dung trén lién két cé ty 1& 16i thap (cap quang, mot

sb loai cap xoan)

= Céc lién két khong day: ty 1é 16i cao
+ Hai: Tai sao can truyén tin cay trén ca muac lién két va mic

dau cubi-dén-dau cubi?

Tang lién két 5-6




Céc dich vu tang lién két s

- Diéu khién lubng
= Diéu khién tbc do gitra cac nut g va nhan ké nhau
- Phéat hién 16i
= L&i la do suy gidm tin hiéu, nhiéu
= Bén nhan phat hién ra sw xuat hién cta cac 16i:
+ Thoéng béo cho bén gi truyén lai hoac loai bé frame do6
. Stra 16
= B‘én nhé‘n xac dinh va stra cac 16i bit ma khéng can phai yéu
cau truyén lai
+ Ban song cbng (half-duplex) va song céng (full-duplex)
= V6i ban song cong, ca hai dau cudi ctia lién két déu co thé
truyén, nhwng khong duorc truyén tai cang mét thoi diém.

Tang lién két 5-7

Tang lién két dwoc cai dat & dau?

+ Tai tAt ca cac host u ,
+ Thng lién két duoc cai dét tai ]{g - 2
“adaptor” (con dwoc goi la thé R
giao dién mang (network
interface card - NIC) ho&c trén application |

. transport
Chlp network cpu memory

link
= Ethernet card, 802.11 card; ’ %r—*—
Ir - ~— =i Bus ctia host

Ethernet chipset

I Vi du: PCl,
- Caidittdnglin kétvating [w g [ ! e
Vét Iy hysical | : :\
» Gé&n vao bén trong cac bus hé — o
théng Cl]a hOSt f ‘ network adapter
» Két hop phan cirng, phan eer
mém, phan sun (firmware) -

Tang lién két 5-8




Céc adaptor truyén théng

controller

controller

Hostt gui Hostinhan
—

frame/
+ Phia gtri: + Phia nhan:
= Péng gbi datagram trong = Kiém tra I6i, rdt, diéu khién
frame ludng,...
= BG sung kiém tra I6i bit, rdt, = Trich xuét datagram,
diéu khién ludng,... chuyén |én tang cao hon tai

phia nhan

Tang lién két 5-9

Tang lién két va cac mang LAN: Noi dung

5.1 Gi¢i thiéu, cac dich vu 5.5 Chuyén mach nhan da

5.2 Phat hién va stra I6i giao thirc (MPLS)
5.3 Cac giao thtrc da truy 9.6 Mang trung tam di liéu
nhap 5.7 Vong doi cia mot yéu
5.4 Cac mang LAN cau web
= Dinh dia chi, ARP
= Ethernet
= Cac switch
= Cac VLAN

Tang lién két 5-10




Phat hién 16i

EDC= Céc bit dung dé phat hién va sira I16i (Error Detection and
Correction bits) (dw thtra)
D =D liéu dwoc bao vé béng cach kiém tra 16i, cé thé bao gom ca
céac trwong trong phan tiéu dé.
Phat hién 16i khdng thé dam bao tin cay 100%!

* Giao thirc c6 thé bd 16 mot vai 16i, nhwng rat hiém khi

« Trwdng EDC cang Ién thi cang tét hon cho viéc phat hién va sira 16i.

datagram '

—
detected
error

*
[ D [EDc] [ D |eoc]

~— () bit-error prone link ()

Tang lién két 5-11

Kiém tra Parity

Bit parity don: Bit parity hai chiéu:
+ Phat hién cac 16i bit « Phat hién va stra cac 16i bit don
don row
o parity
. d R il ds
. arit 1.1 T 9,
«+— d data bits —'IEit J e R
0111000110101011| 0 l l di 1 coe oy |y
Colymn il
parity digq4 - - - d!+1,IJ disq jaq
10101[1 10101/ _
11110[0 +g-1op—-Party
01110[1 01110
00101f0 ogp1olfo
no errors parity
error
correctable

single bit error
Tang lién két 5-12




Internet checksum xem 1ai)

Muc tiéu: phat hién “cac 16i” (vi du: cac bit bj ddo nguoc)
trong géi tin dwoc truyén (chu y: chi dwge dung tai tang

giao van).

Bén gui: Bén nhéan:

- Xt ly cac ndidung « Tinh toan checksum cua
segment nhw la chudi cac segment nhan dwoc
SO nguyen 16:b't 1 + Kiém tra xem checksum da

. checksum: b0 sung (tong dwoc tinh co bang gia tri
bu 1) vao ndi dung cua cla trwdng checksum hay
segment khéng:

- Bén glri dat gia tri = KHONG — c6 phat hién 16i
checksum vao trong = C6 —khong phét hién ra 16i.
trwdng UDP checksum Nhung c6 thé c6 nhiing 16i

khac?
Tang lién két 5-13

Kiém tra dw thira theo chu ky
(Cyclic redundancy check - CRC)

+ C6 nhiéu tiém n&ng phat hién 16i hon

. Coi cac bit di¥ liéu D nhw 1a sb nhi phan

» Chon mau G co6 r+1 bit

- Muc tiéu: chon r bit CRC, R, nhuw sau:
= <D,R> chia hét cho G (theo mé dun 2)
= Bén nhan biét G, chia <D,R> cho G. Néu sbé di¥ khac 0: phat hién 15i!
= C6 thé phat hién tat ca cac 16i nhd hon r+1 bit

+ DPuoc st dung phd bién trong thuc t& (Ethernet, 802.11 WiFi,

ATM)

+—— d bits ———» «— r bits —

bit

| D: data bits to be sent | R: CRC bitsl pattern
el mathematical

D*2" XOR R formula

Tang lién két 5-14




Vidu CRC

Muén: G D r= 3

D2 XORR = nG \. 101000
Twong duong: q0oD 1

D-2'=nG XOR R 101
Tuwong duong: %O
Néu lay G chia cho D-2r, 1001
mudn phan con lai R 010
thoa man: 000
i 100
L 000
. Or

R =phén dwcia[ DGZ ] %8
¢1000>

Tang lién két 5-15

Tang lién két va cac mang LAN: Noi dung

5.1 Gi¢i thiéu, cac dich vu 5.5 Chuyén mach nhan da

5.2 Phat hién va stra 16i giao thtre (MPLS)
5.3 Cac giao thirc da truy 9.6 Mang trung tam di liéu
nhap 5.7 Vong doi cia mot yéu
5.4 Cac mang LAN cau web
= Dinh dia chi, ARP
= Ethernet
= Cac switch

Céac VLAN

Tang lién két 5-16




Tang lién két va cac mang LAN: Noi dung

5.1 Gi¢i thiéu, cac dich vu 5.5 Chuyén mach nhan da

5.2 Phat hién va stra 16i giao thtre (MPLS)
5.3 Cac giao thirc da truy 9.6 Mang trung tam di liéu
nhap 5.7 Vong doi cia mot yéu
5.4 Cac mang LAN cau web
= Dinh dia chi, ARP
= Ethernet
= Cac switch
= Cac VLAN

Tang lién két 5-16

Cac giao thirc va cac lién két da truy nhap

C6 hai loai “lien két”:

+ Diém-nbi-diém (Point-to-point)
= PPP cho truy nhéap dial-up
= Lién két point-to-point gitra cac host, switch Ethernet

+ Quéng béa (broadcast) (chia sé dwong truyén chung)
= Ethernet mé hinh ci

= upstream HFC
= 802.11 wireless LAN (LAN khdng day)

& 53>
77/\,- @ %%

€ T2e 55
£85 wra

T

=
Chia sé& dwong truyén Chia sé RF Chia sé RF Con nguoi tai bira tiéc
(Vi dy: cabled Ethernet) (Vi du: 802.11 WiFi) (vé tinh) cocktail (chia sé khong
khi, am thanh)
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Cac giao thire da truy nhap

- Kénh quang ba (broadcast) dwoc chia sé
- Hai hoac nhiéu nut mudn truyén: giao thoa
= Tranh chég (dung do, collision) xay ra khi nat nhan dwgc
hai hay nhiéu tin hiéu tai cing moét thoi diém.

Giao thtere da truy nhap
+ Giai thuat phan quyén xac dinh cach cac nut chia sé kénh
truyén, vi du: xac dinh khi nao nat cé thé dwoc truyén.
Truyén théng vé chia sé kénh phai dung chinh kénh do!
= Khoéng c6 kénh riéng dé diéu phdi

Tang lién két 5-18

M6t giao thirc da truy nhap ly tuwdng

Cho: Kénh quang ba c6 tbc d6 R bps
Mong muén:
1. Khi mét nat mudn truyén, né co thé gt di véi tbe do R.
2. Khi M nGt muén truyén, méi nut cé thé glvi di véi tbe do
trung binh la R/M.
3. Phan quyén hoan toan:
+ Khong cé nut ddc biét cho viéc diéu phdi truyén
+ Khong cé cac khe (slot) hay déng hd déng bd
4. bon gian

Tang lién két 5-19




Cac giao thirc MAC: Phan loai

Go6m 3 loai chinh:
« Phan chia kénh

" tha [(énh thanh cac “phan
tan sd, ma)

= Cép phat cac phan cho cac nat dé dung riéng
. Truy nhdp ngdu nhién
= Kénh khéng dwoc phan chia, cho phép tranh chap
= “Giai quyét” cac tranh chap
“Xoay vong ”
= Céac ndt lan lwot xoay vong, nhung nit giri nhiéu hon
dwoc nam quyén truyén lau hon.

nhd hon (khe thoi gian,

Tang lién két 5-20

Giao thirc MAC phan chia kénh: TDMA

TDMA: Da truy nhap phan chia theo th&i gian (time
division multiple access)

+ Truy nhap toi kénh theo “cac vong"

= MGi tram co mot khe thoi gian (slot) c6 d6 dai c6 dinh (d6
dai = th&i gian truyen goéi) trong moi vong

» Khoéng dwogc dung cac khe dang “ranh” (khéng hoat déng -
idle)

+ Vidu: LAN c6 6 tram, cac tram 1,3,4 c6 cac goi tin, cac
khe 2,5,6 dang ranh.

Khung cé , Khung cé
6-slot : 6-slot

Tang lién két 5-21




Giao thirc MAC phan chia kénh: FDMA

FDMA: Da truy nhap phan chia theo tan sé (frequency

division multiple access)

- Phd kénh truyén dwoc chia theo cac dai tan sb

- Mbi tram dwoc gan mot dai tan sb ¢ dinh

+ Trong luc truyén khong dwoc dung cac dai tAn sb “ranh” khac.
> Vidu: LAN cé 6 tram, cac tram1,3,4 c6 géi tin, cac dai tan

2,5,6 dang ranh

AV
=€ v
Cap FDM
I AW

an so

Cac dait

Thoi gian

I,
ee——

Tang lién két 5-22

Giao thirc truy nhap ngau nhién

- Khi nat cé goi can givi di

= Truyén di¥ liéu v&i téc do cla kénh truyén R.

= Khoéng co diéu phoi wu tién gilba cac nut
- Khi hai hodc nhiéu nat truyén = “tranh chap”,
+ Giao thirc MAC truy nhap ngau nhién xac dinh:

= Cach phat hién ra tranh chép

= Céch giai quyét cac tranh chap (Vi du: théng qua truyén lai)
» Cac vi du cua giao thirc MAC truy nhap ngdu nhién:

= Chia slot ALOHA
= ALOHA thuan nhat

= CSMA, CSMA/CD, CSMA/CA
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Chia Slot ALOHA

Gia thiét:

+ Tht ca cac frame cé cuing
kich thwéc

» Th&i gian dwoc chia théph
cac slot co kich thwéc bang
nhau (thoi gian du ¢é
truyén 1 frame)

- Céc nut bat dau truyén chi
khi slot bat dau

» Céc nut dwoc ddng bod hoa

. Néu co 2 hodc nhiéu nut

Hoat dong:
» Khi nut c6 mét khung maéi, né

dwoc phép truyén trong slot
tiep theo.
= Néu khéng cé tranh chép:
Nt co thé giri khung mo
trong slot ké tiep
= Néu c6 tranh chép: nut
truyen lai frame trong moi
slpt ké tiep vé:i xac xuat
bang p cho dén khi thanh

truyén trong mot slot, thi tat cong
ca cac nut deu phat hién co
tranh chap.
Tang lién két 5-24
Chia Slot ALOHA
naet (][] ][]
vz 20 20T
Nt [HEH =N |
I | | | ] | | ] | |
I c I E | c | s I E | c | E I s Is I
Uu diém: Nhuwoc diém:

+ Nut kich hoat c6 thé truyén
lién tuc voi tde do tdi da cua
kénh.

» Phan quyén cao: chi cac slot
trong cac nut can dugc déng
bd

» DPon gian

» C6 tranh chép,

+ Lang phi cac slot khéng hoat
déng

- Céc nut co thé phat hién
tranh chép V@i thoi gian it
hon truyén goi

- Can déng hd ddng bod hoa
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Chia slot ALOHA: Hiéu suat

Hiéu suét: 1a phan slot truyén + Dé tim hiéu suat téi da: tim
thanh cdng trong sb nhiéu p* dé& Np(1-p)N-! dat gia tri
frame can truyén cutia nhiéu I&n nhat
nut. + V6i nhiéu nat, tim gii han
. ctia Np*(1-p*)N-1khi N tién
« Gia str: N nut voi nhieu frame dén vé cung:
can truyén, moi cuoc truyen Hiéu sut téi da = 1/e = .37

trong slot ¢ xac suét 1a p.
» Xac suat dé& mot nat truyén

trong mét slot thanh cong la Tét nhét: kénh hiru ,
p(1-p)N-1 dung truyén trong

» Xac suét d& mot nut bat ky khoang 37% thoi gian! | &
truyén thanh cong la
Np(1-p)N-1

Tang lién két 5-26

ALOHA thuén nhét (khdng chia slot)

+ Aloha khéng chia slot: don gian hon, khéng ddng bo
- Khi frame d4u tién di dén
= Truyén di ngay lap tic
- Kha nang tranh chép tang lén:
* Frame gi tai thoi diérp t, xung dot v&i cac frame khac
dwoc glri trong thoi diém [t,-1,t,+1]
will overlap will overlap

with start of with end of  §
+— i's frame —»i¢—i’s frame —

node i frame |

t.1 t t;+1
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Hiéu suat clia ALOHA thuan nhat

P(thanh cdng clia mét nat) = P(nat truyén) -
P(khéng c6 nut nao khac truyén trong [ty-1,t,]) -

=p - (1-pN*- (1-p)N-1
=p - (1-p)AN-1
... chon p ti wu sau d6 cho n — «

= 1/(2e) = .18

Tham chi hiéu suat con kém hon chia slot Aloha!

Tang lién két 5-28

Da truy nhap séng mang CSMA

(carrier sense multiple access)

CSMA: nghe trwdce khi truyén:

+ Néu kénh truyén dang ranh: truyén toan bd
frame

+ Néu kénh truyén dang ban, tri hoan viéc truyén

= Twong tw véi giao tiép cha con ngudi: khdng
ngat 1&i khi ngwdi khac dang noi!
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Cac tranh chap trong CSMA

spatial layout of nodes

» Tranh chép van co thé
xay ra: do tré lan g g «J,

truyén, nghia l1a hai

nat khéng “nghe” thay t

viéc truyén cla nhau.

+ Tranh chép: toan bo
thoi gian truyén gai tin
bi lang phi
= Chiuyvaitrocua

khoang cach va tré lan
truyén trong viéc xac
din,h kha nang cé tranh
chéap.

da

Tang lién két 5-30

Da truy r]hép song mang co phat hién
tranh Chép CSMA/CD (collision detection)

CSMA/CD: tri hoan nhw trong CSMA
= Tranh chép duoc phét hién trong thdi gian ngan
= Tranh chap duong truyén dwoc b qua, gidm sw Iang phi
kénh truyén
+ Phat hién tranh chép:
= Dé dang trong cac mang LAN khong day: do cwong do tin
hiéu, so sanh v&i cac tin hiéu da truyén, da nhan.
= Kho khan trong cac mang LAN co day: gu(‘)’ng doé tin hiéu
nhan dwoc bi ap dao b&i cwdng dd truyén cuc bd
« Twong ty vai con ngudi: dam thoai lich sy
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Da truy nhap séng mang c6 phat hién
tranh Chép CSMA/CD (collision detection)

spatial layout of nodes

collision
detect/abort
time

Tang lién két 5-32

Giai thuat CSMA/CD trong Ethernet

1. NIC nhan datagram ti tdng 4. Néu NIC phat hién thay c6

mang, tao ra frame cudc truyén khac trong khi

2. Néu NIC nhan thay kénh dang truyén thi sé& hady bé va
truyén dang ranh, sé bat khéng gl tin hiéu nira
dau truyen frame. Neu NIC 5. Sau khi hdy b, NIC thyc hién
nhan thay kénh truyén dang quay tré lai theo co' ché (mii)
ban, sé doicho dén khi nhi phén:
kénh truyén ranh thi méi = Sau tranh chép thtr m, NIC
truyen. chon K ngAu nhién trong

3. Néu NIC truyén toan bd {0,1,2, ..., 2m-1}. NIC cho
frame ma khéng phat hién trong khoang thoi gian K512
thay bat ky cudc truyén nao bit, quay tr& lai budc 2
khac, thi NIC sé& hoan thanh = Khoang thoi gian chd quay
viéc truyén frame! tré lai sé lau hon néu co

nhiéu tranh chap hon.
Tang lién két 5-33




Hiéu suat CSMA/CD

# Toop = tré lan truyén I&n nhat gitka 2 nat trong LAN
%+ tyans = thoi gian truyén frame co kich thwéc Ién nhat
. 1

HieuSuat =
1+5¢, /t

prop’ “trans

+ Hiéu suét sé tién dén 1
= khi t,op tién dén 0
= khi t;4n ti€n dén vo cung
+ Hiéu suét tét hon ALOHA: va don gian, chi phi thap
va phan quyén!

Tang lién két 5-34

Giao thirc MAC “xoay vong”

Cac giao thire MAC phan chia kénh:
= Chia sé kénh hiéu qua va céng béng véi tai cao
= Khong hiéu qua voi tai thap: tré trong viéc tiép can
kénh, bang théng duwoc pép phat bang 1/N ngay ca
khi chi c6 1 nat can truyéen!
Céc giao thirc MAC truy nhap ngau nhién:
» Hiéu qua v&i tai thAp: mot nut cé thé dung hét kha
nang cua kénh
= V&i tai cao: ¢ tranh chép.
Cac giao thirc MAC “xoay vong”
Tim kiém giai phap tét nhét!

Tang lién két 5-35
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Giao thirc MAC “xoay vong”

Mo tuan tu:

« NUt chd “moi” cac
nut truyén theo lwot
tuan tw.

« Lién quan:
= \iéc moi truyén
» PO tré
= Mét diém chiju 16i :

(Nut chu) Cac nit mang

Tang lién két 5-36

Giao thirc MAC “xoay vong”

Chuyén thé bai (token):
+ Diéu khién thé bai 5
chuye;n tuan ty ty’ mot —
nut dén nut ké tiep. (khéng
» Thong diép thé bai cogi

k can gtri)
+ Lién quan:
= Thé bai "g ;'/
= PO tré
= Mot diém chiu 16i (thé
bai)

Tang lién két 5-37
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Mang truy nhap cap

Céc frame Internet, cac kénh TV hay géi di lidu diéu khién duoc
truyén dén thué bao (downstream) theo cac tan sé khac nhau

DPéau cudi cap

»«.:.:.:._.._._:.f'.i'.:h —
oMo - fg’

: o
S N L LCU LEU BO Mo-dem
Hé théng dau =B chia cap

cubi mé-dem cap

ISP

i

Céc frame di ligu Internet, cac goi di ligu diéu khién TV,
duoc truyén di tee cac thué bao (upstream) theo cac tan sé
khac nhau trong cac khe thoi gian

< Nhiéu kénh downstream (broadcast) 40 Mbps
= T CMTS don truyén vao trong cac kénh
< Nhiéu kénh upstream 30 Mbps
»  Pa truy nhap: T4t cd ngwdi dung déu cé thé tranh kénh upstream nao dé
trong cac khe thoi gian (ma nhirng ngwéi khac da dwoc gan).

Tang lién két 5-38

Mang truy nhap cap

A Si oA Frame MAP cho
oA Cu—(‘)‘l‘cap ﬂ é!

CMTSL_ i [ Kénh | cho downstream *
; | < Kénh j cho upstream |
J_LLLIIIIIIIIIIIIIIHIIIIIIIII|
t; ‘ | t Khu dan cw véi cac mé-dem cap
|
Céc khe nhé (minislot) Céc minislot dwoc gan chira
chira cac frame yéu cdu  céc frame dir liéu upstream
minislots clia mé-dem cap

DOCSIS: chuan di¥ liéu téc 6 cao cho hé théng cap (data over
cable service interface specifications).

+ FDM trén cac kénh tan sb upstream, downstream
+ TDM upstream: mot sd slot dwoc gan, mot sé cé tranh chap

= Cac khung MAP downstream: gan cac slot upstream

* Yéu ciu cho céc slot upstream (va di liéu) dwoc truyén truy cap ngau

nhién trong cac khe thoi gian d& dwgc chon
Tang lién két 5-39
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Tdng két vé cac giao thirc MAC

+ Phén chia kénh, theo thdi gian, tAn sb hodc ma
= TDMA, FDMA
+ Truy nhap ngau nhién (déng),
= ALOHA, S-ALOHA, CSMA, CSMA/CD
= Séng mang: dé dang trong mot sé cong nghé (cé day),
kho khan trong mét so khac (khéng day)
= CSMA/CD dwegc dung trong Ethernet
= CSMA/CA duorc dung trong 802.11
» Xoay vong
= Tram trung tdm moi cac tram truyén, chuyén thé bai
= Bluetooth, FDDI, token ring

Tang lién két 5-40
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Tang lién két va cac mang LAN: Noi dung

5.1 Gi¢i thiéu, cac dich vu 5.5 Chuyén mach nhan da

5.2 Phat hién va stra I5i giao thtre (MPLS)
5.3 Cac giao thirc da truy 9.6 Mang trung tam di liéu
nhap 5.7 Vong doi cia mot yéu
5.4 Cac mang LAN cau web
* Dinh dia chi, ARP
= Ethernet
= Cac switch
= Cac VLAN

Tang lién két 5-41

bia chi MAC va ARP

+ Dia chi IP 32-bit:
= Dia chi tAng mang cho giao dién
= Puwoc dung cho viéc chuyén tiép géi tin tai tng 3 (tAng
mang)
+ Dia chi MAC (hoac LAN/vat ly/Ethernet):
= Chlrc nang: duoc dung “cuc by” dé Iay frame tor mét giao
dién voi mét giao dién dwoc két noi vat ly khac (cung
mang)
= Dia chi MAC c6 48 bit (cho hau hét cac LAN) dwoc ghi sén
trong b6 nh¢ ROM cia NIC, (d6i khi cling dworc thiet l1ap
b&i phan mém)
= Vidu: 1A-2F-BB-76-09-AD

Ky hiéu trong hé co sb 16
(mdi “sé” biéu dién cho 4 bit)

Tang lién két 5-42




Dia chi LAN va ARP

M®bi adapter trén LAN cé duy nhat mét dia chi LAN

| {+—1A-2F-BB-76-09-AD

N [1 adapter

!

71-65-F7-2B-08-53
58-23-D7-FA-20-B0

*— 0C-C4-11-6F-E3-98

g

Tang lién két 5-43

Dia chi LAN (ép)

+ Viéc cap phat dia chi MAC dwoc quan ly bdi IEEE
» Nha san xuat mua phan khong gian dia chi MAC (dé
dam bao la duy nhat)
» So sanh:
= Dia chi MAC: nhw sé chirng minh nhan dan
= Pia chi IP: nhw sb dién thoai
+ Dia chi MAC phang =» cé thé di chuyén
= C6 thé chuyén card tir LAN nay sang LAN khac
+ Dia chi phan cap IP khéng thé di chuyén
= Dia chi IP phu thudc vao IP subnet ma nut duwoc gén
vao

Tang lién két 5-44




ARP: address resolution protocol

H3i: Lam thé nao dé xac dinh
dia chi MAC cuiia mét giao dién
khi biét dia chi IP?

137.196.7.78

<+ 1A-2F-BB-76-09-AD
137.196.7.23
137.196.7.14

=

58-23-D7-FA-20-BO

71-65-F7-2B-08-53

[+<—0C-C4-11-6F-E3-98
137.196.7.88 —

Bang ARP: mdi nat IP (host,
router) trén LAN c6 mét bang
ARP.
= Anh xa dia chi IP/MAC
cho mét s nut LAN:
< dia chi IP; dia chi MAC; TTL>
= TTL (Time To Live): thoi
gian sau do anh xa dia
chi sé bi hay (thuwdng la
20 phut)

Tang lién két 5-45

Giao thiec ARP: cung LAN

+ A mudn gri datagram t&i B
» Pja chi MAC cua B khong
c6 trong bang ARP cua A.
+ A quang ba (broadcasts)
g6i tin truy van ARP, chira
dia chi IP cia B
= Pia chi MAC dich = FF-FF-
FF-FF-FF-FF
= Tétca cac nut trén LAN
déu nhan truy van ARP
+ B nhan duoc géi tin ARP,
sé tra loi A v&i dia chi MAC
cla minh.
»= Frame dwoc gti toi dia chi
MAC cua A (unicast)

> A ghi lai cap dia chi IP-
to-MAC trong bang ARP
cta né cho dén khi théng
tin bi timeout.
= Trang thai mém: théng tin
nay sé bj timeout trw khi
dwoc lam mai lai.

= ARP la “plug-and-play”:

= Cac nut tao ra bang ARP
clia né ma khéng cén béat
ky sw can thiép nao tir nha
quan tri mang.

Tang lién két 5-46




Dinh dia chi: dinh tuyén t&i LAN khac

Tinh hudng: gl datagram tir A t&i B qua R

= Tap trung vao dinh dia chi — tai IP (datagram) va tang MAC
(frame)

= Gia thiét A biét dia chi IP cta B

= Gia thiét A biét dia chi IP cta router hop d4u tién, 1a R (thi nhw
thé nao?)

= Gia thiét A biét dia chi MAC cua R (thi nhw thé nao?)

j ,, 5
1M11.111.111.111 /T§‘

74-29-9C-E8-FF-55 T

222.222.222.222

49-BD-D2-C7-56-2A
222.222.222.220
1A-23-F9-CD-06-9B %
111.111.111.112 111.111.111.110 222992 222 221
CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B

88-B2-2F-54-1A-0F

Tang lién két 5-47

Dinh dia chi: dinh tuyén t&i LAN khac

+ Atao IP datagram v&i IP nguén A, dich B

» Atao frame tang lién két v&i dia chi MAC cuia R la dich, frame
chtra IP datagram tir A-t¢i-B

MAC src: 74-29-9C-E8-FF-55
MAC dest: E6-E9-00-17-BB-4B
IP src: 111.111.111.111

IP dest: 222.222.222.222

1M1 11111
74-29-9C-E8-FF-55

202.222.222.222
1 49-BD-D2-C7-56-2A
202.222.222.220
1A-23-F9-CD-06-9B %
11.111.111.110 720%5 209 291
11411111112
CC-49-DE-D0-AB-7D E6-E£9-00-17-BB-4B

88-B2-2F-54-1A-0F

Tang lién két 5-48




Dinh dia chi: dinh tuyén t&i LAN khac

«» Frame dwoc glri tr At6i R
+ Frame dwoc nhan tai R, datagram dwgc chuyén 1én tang IP

MAC src: 74-29-9C-E8-FF-55
MAC dest: E6-B2@fE1T4BBABI11.111

IP src: 111 11P1dest £22.222.222.222

IP dest: 2£2|222.222.222

IP
| Eth | Eth
Phy Phy
A = ! B
11411411111 :@: | -
20020222222
T4-20.9CEOFFSS ' t 49-BD-D2-C7-56-2A
222222222220
1A-23-F9-CD.06.98
f
A A1 191.411.111.110 222952 222 221
CC-49-DE-DO-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F

Tang lién két 5-49

Dinh dia chi: dinh tuyén t&i LAN khac

+ R chuyén tiép datagram vé&i dia chi IP nguén A, dich B

+ R tao frame tang lién két v&i dia chi MAC cla B Ia dich, frame
chtra IP datagram tir A-t4i-B

MAC src: 1A-23-F9-CD-06-9B
MAC dest 49-BD-D2-C7-56-2A
IP sre: 111.111.111.111

IP dest: 222222.222.222 P
P Eth
Eth | Phy |

Phy y

B
=

M1 111.111 r@:

- 200202202222

74-29-9C-E8-FF-85 | T 49-BD-D2-C7-56-2A
222.222.222.220

1A-23-F9-CD-06-9B

?
111.111.111.112 111.111.111.110 222222222221
CC-49-DE-DO-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F

Tang lién két 5-50




Dinh dia chi: dinh tuyén t&i LAN khac

- R chuyén tiép datagram v&i dia chi IP ngudn A, dich B

- R tao frame tang lién két v&i dia chi MAC cuia B 1a dich, frame
chra IP datagram tir A-t¢i-B

MAC src: 1A-23-F9-CD-06-9B
MAC dest: 49-BD-D2-C7-56-2A

IP src: 111.111.111.111
IP dest: 222.222.222.222

M1 A11.111.11
74-29-9C-E8-FF-55

t

222.222.222.222
49-BD-D2-C7-56-2A
222.222.222.220
1A-23-F9-CD-06-9B

11.111.111.112 111.111.111.110 222.;22.222.221

CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F

Tang lién két 5-51

Tang lién két va cac mang LAN: Noi dung

5.1 Gi¢i thiéu, cac dich vu 5.5 Chuyén mach nhan da

5.2 Phat hién va stva 16i giao thirc (MPLS)
5.3 Cac giao thirc da truy 9.6 Mang trung tam di liéu
nhap 5.7 Vong doi cia mot yéu
5.4 Cac mang LAN cau web
= Dinh dia chi, ARP
= Ethernet
= Cac switch
= Cac VLAN

Tang lién két 5-52




Ethernet

“Théng tri” cdng nghé mang LAN cé day:

+ Ré hon $20 cho NIC

Coéng nghé LAN dwoc stir dung phd bién dau tién
Bon gian, ré hon so v&i token LAN va ATM

+ Gilr tbc d6 trung binh tr: 10 Mbps — 10 Gbps

K3 K3
DI

K3

“ =
TeansceweR S

</
e ._' SETrT

e

TWE ETHER 7 5

Phéac hoa Ethernet cta
Metcalfe Téng lien két 5-53

\.

Ethernet: cau trac vat ly

+ Bus: phd bién cho dén gitra thap nién 90
= Tét ca cac nut déu nam trong vung tranh chap (co thé tranh chap
v&i cac nut khac)
+ Star (hinh sao): chiém wu thé hién nay
= Switch hoat ddng & trung tdm
= Mbi “chi nhanh” (vdn phong, spoke) chay mét giao thirc Ethernet
(riéng) (cac nut khéng tranh chap véi nat khac)

e —— Tang lién két 5-54




Céau trac Frame cla Ethernet

GUi IP datagram (hodc gaéi giao thirc tAng mang khac)
da dwoc déng goi trong frame cla Ethernet

type
dest.
v ) 255 | oito

Truong preamble:

« 7 byte voi [néu 10101010 dwoc theo sau b&i mot
byte v&i mau 10101011,

+ Puwoc dung dé déng bd tbc dd ctia bén nhan, bén
guwri.

Tang lién két 5-55

CAu truc Frame cula Ethernet (iép)

» CA&c trwdng dia chi (ngudn va dich): 6 byte dia chi MAC
nguodn va dich
= Néu adapter nhan frame véi dia chi dich pht hop, hodc dia chi
quang ba (vi du: g6i ARP), thi n6 sé chuyén di liéu trong frame
t&i giao thire tang mang.
* Nguwoc lai, adapter sé bd qua frame
» Trwong type: chi ra giao thirc tAng cao hon (thwéong 1a IP
nhwng ciing c6 thé Ia giao thirc khac, vi du nhw Novell
IPX, AppleTalk)

» Trwong CRC: kiém tra ma vong dw thira tai phia nhan
= Phat hién c6 16i: hiy bd frame
type

1
dest.

Tang lién két 5-56




Ethernet: truyén khong tin cay, khéng huéng két nbi

» Khéng huéng két ndi: khéng co bat tay gitra bén NIC
gtri va bén NIC nhan
« Khoéng tin cay: NIC nhan khéng giti bao nhan (ACK
hoac NACK) cho NIC gt
= D@ liéu trong cac frame da bi hay chi dwgc khéi phuc lai
khi bén gtri khéi tao viéc dung giao thirc truyén tin cay
(rdt) & tang trén (vi du: TCP), con khéng thi di¥ liéu d6 sé
bi mét.
» Giao thirc MAC clia Ethernet: CSMA/CD

Tang lién két 5-57

Chuan Ethernet 802.3: tang lién két va tang vat ly

+ Co6 nhiéu chuan Ethernet khac nhau
= Giao thrc MAC va dinh dang frame chung

= Téc d6 khac nhau: 2 Mbps, 10 Mbps, 100 Mbps, 1Gbps,
10G bps

= Phuong tién tang vat ly khac nhau: cap quang, cap

aoplication Giao thirc MAC
pp } va dinh dang frame
transport
network |~ 7 100BASE-TX | | 100BASE-T2 ||| 100BASE-FX
link | 100BASE-T4 | 100BASE-SX | | 100BASE-BX |
physical | 3 |

Tang vat ly Tang vat ly cap quang
cap ddng (xodn ddi)

Tang lién két 5-58




Tang lién két va cac mang LAN: Noi dung

5.1 Gi¢i thiéu, cac dich vu 5.5 Chuyén mach nhan da

5.2 Phat hién va stra 16i giao thirc (MPLS)
5.3 Cac giao thirc da truy 9.6 Mang trung tam di liéu
nhap 5.7 Vong doi cia mot yéu
5.4 Cac mang LAN cau web
= Pinh dja chi, ARP
= Ethernet
= Cac switch
= Cac VLAN

Tang lién két 5-59

Switch Ethernet

+ Thiét bi tAng lién két: cé nhiém vu
= Lwu va chuyén tiép cac frame Ethernet
. Kiém,tra dia chi MAC cua frame dép, chon va
chuyén tiep frame t&¢i mét hoac nhiéu lién két ra
= Khi frame dwoc chuyén tiép trén segment, diing
CSMA/CD dé truy nhap segment
» Trong subt
= Céac host khéng can biét dén sy c6 mat cla cac
switch
+ Plug-and-play, tw hoc
= Céc switch khéng can dwoc céu hinh

Tang lién két 5-60




Switch: Pa truyén dong thoi

+ Cac host tryc tiép két ndi voi
switch

» Cac goi tin dém trong switch

> Giao th~L'PC Ethe,rne,t dwoc dung 1:
trén maoi lién két den, nhung

% 6
khéng tranh chép; truyén song
A g3

cong.
= Mi lién két la ving tranh
chap cua riéng né.
« Chuyén mach: A-t&i-A’ va B-
t6i-B” o thé truyén dong thoi, switch voi 6 giao dién
ma khong bi tranh chap. (1,2,3,4,5,6)

d>

N

”-!}Q x: ..
L

Tang lién két 5-61

Bang chuyén tiép trong Switch

Hai: Lam thé nao switch biét duwoc A’

c6 thé truy cap théng qua giao dién 4,

B’ ¢c6 thé truy cap dwoc théng qua o

giao dién 5? l

« Tra loi: Méi switch c6 mét bang 6
chuyén mach, méi muc:

x;ﬁi -
fif

» (Dija chi MAC cda host, giao dién 4
t6i host, nhan thoi gian)
= Nhin giébng nhw béng dinh tuyén! ‘
Hdi: Céch tao cac muc va duy tri trong A'
bang chuyén mach nhw thé nao? switch v6i 6 giao dién
= M6t sé gibng nhu giao thire dinh (1,2.3,4,5.6)

tuyén?

Tang lién két 5-62




Switch: tw hoc Ngudn: A

— / Dich: A’
+ Switch hoc dé biét nhirng A LVN
host nao co thé duoc truy J
nhap dén thong qua nhirng C’ - %

(

O')
_\_:'
N
[

giao dién nao
= Khi nhan dwoc frame,

switch “hoc” vi tri ciia ‘ I 5
bén gwri: segment LAN —

si]

“'s

di dén B - C
= Ghi cap bén gtri/vi tri -
‘ ap ber1 grilvi tr|X e
vao trong bang chuyén A
mach
Dia chi MAC| Giao dién | TTL
A 1 60 | Béng chuyén mach

(khéi tao réng)

Tang lién két 5-63

Switch: loc/chuyén tiép frame

Khi switch nhan dwoc frame:

1. Ghi lai lién két dén, dia chi MAC cla host gii
2. Banh chi muc bang chuyén mach dung dia chi MAC dich
3. if muc dworc tim thay cho dich
then {
if dich trén segment ma to» d6 frame dén
then boé qua frame
else chuyén tiép frame trén giao dién dwoc xac dinh
b&i muc
} > 7 e
else ngap tran /* chuyén tiép trén tat ca cac giao dién
ngoai trr giao dién den*/

Tang lién két 5-64




Tw hoc, chuyén tiép: Vi du

Ngudn: A
/ Pich: A
A
+ Dich frame, A’, vi tri l
khoéng duoc biét: fran ngap ¢ e B
« Vi tri dich A dworc biét: %1:

Lwa chon guvi chi trén mét l
lién két =

bia chi MAC| Giaodién | TTL

A 1 60 | Béng chuyén mach
A’ 4 60 (khéi tao réng)

Tang lién két 5-65

Két ndi cac switch

+ Cac switch co thé dwoc két ndi v&i nhau

Hoi: giri tlr A dén G — Lam thé nao S, biét cach chuyén
tiep frame hwong dich G qua S, va S;3?

« Tra loi: tw hoc! (lam theo dung cach trong trwedng hop
switch don!)

Tang lién két 5-66




Vi du tw hoc nhiéu switch

Gia st C gwri frame t&i |, | tra |oi lai C

+ HOdi: Pwa ra cac bang chuyén mach va chuyén tiép
goi tin trong S4, S,, S3, S,

Tang lién két 5-67

Mang ndi bd trong mot td chire

té¢i mang
bén ngoai

Tang lién két 5-68




Cac switch va router

Ca hai déu c6 chirc nang lwu va

pplication
fransport

chuyén tiép (store-and-forward):

datagram

hetwork

= router: thiét bj ting mang
(kiém tra phan tiéu dé tng
mang)

= switch: thiét bj tng lién két
(kiém tra phan tiéu dé tng
lien két)

Ca hai déu c6 bang chuyén tiép:

= router: tinh toan bang chuyén
tiep dung cac giai thuat dinh
tuyén va dia chi IP

= switch: hoc bang chuyén tiép
dung ky thuat ngap lut, tw hoc,
va dia chi MAC

frame

ne d;ta ram
nk rame
physical
pplication
transport
network
link

- Tang lién két 5-69

VLAN: Bong Iwc

€ Engineering
Engineering

Xem xét:

» Nguwdi dung CS chuyén
van phong t&i EE, nhwng
mudn két ndi v&i switch
ciia CS?

- Mién quang ba don:

= Tét ca luu luong
quang ba tang 2 (ARP,
DHCP, khéng biét vi tri
cua dia chi MAC dich)
déu phai di qua toan
bd LAN.

= Céac van dé an toan/sy
riéng tw va hiéu suat.

Tang lién két 5-70




VLAN dwa trén céng: Cac port switch

VLAN dwoc nhom lai (b&i phan mém

quan ly switch) dé thanh mot
switch vat ly duy nhat

_ Virtual Local » e

Area Network : - N =

Cac switch hd tro kha g PR -
ac switc . . . ,

o’ =

néng VLAN c6 thé il.;l.g I I <

du)o’c Céu hinh dé XéC Electrical Engineering Computer Science

d|nh nhiéu mang LAN (Céc port VLAN 1-8) (Cac port VLAN 9-15)

o trén co s& ha tang .. hoat dong giéng nhu 1a nhiéu switch

mang LAN vat ly duy

nhat.

Electrical Engineering Computer Science
(Céc port VLAN 1-8) (Cac port VLAN 9-16)

Tang lién két 5-71

VLAN dwa trén céng

. CO l4p luu luong: cac frame [O0tB
t&i/tlr cac port 1-8 chi co thé
t&i cac port 1-8
= Cling c6 thé xac dinh VLAN dya
trén dia chi MAC cla céac diém —
cubi (endpoint), thay vi céc port _# / T o =
clia switch 5 Y
- Thanh vién déng: cac port J‘/ /
c6 thé duwoc gan déng gilra <3 # gg
cac VLAN
Electrical Engineering Computer Science
(VLAN ports 1-8) (VLAN ports 9-15)

- Chuyén tiép gitra cac VLAN:
dwoc thwe hién thong qua dinh
tuyén (chi nhw 1a cac switch
riéng)
= Thuyc té cac nha cung cép ban cac
switch duwoc két hop véi céc router

Tang lién két 5-72




VLAN m& réng qua nhiéu switch

= e
- > - /

\ \
33y 333 313

Electrical Engineering Computer Science Cac port 2,3,5 thudc vé EE VLAN
(VLAN ports 1-8) (VLAN ports 9-15) Céc port 4,6,7,8 thudc vé CS VLAN

<

ol

i

« Trunk port: mang cac frame gitra cac VLAN duwoc xac
dinh qua nhiéu switch vat ly.
* Cac frame duoc chuyén tiép bén trong VLAN gilra cac switch
can mang thong tin ID ctia VLAN.
* Giao thirc 802.1q thém/xda cac trwong tidu dé bé sung clia
frame dwoc chuyén tiép gilra cac trunk port.

Tang lién két 5-73

Dinh dang frame 802.1Q VLAN

t){pe
dest. source
S 802.1 frame

. type

AR RN o2 0 o

-byte Tag Protocol Identifier Recomputed
(value: 81-00) CRC

Tag Control Information (12 bit VLAN ID field,
3 bit priority field like IP TOS)

Tang lién két 5-74




Tang lién két va cac mang LAN: Noi dung

5.1 Gioi thiéu, cac dich vu 5.5 Chuyén mach nhan da

5.2 Phat hién va stva 16i giao thirc (MPLS)
5.3 Cac giao thirc da truy 9.6 Mang trung tam di liéu
nhap 5.7 Vong doi cia mot yéu
5.4 Cac mang LAN cau web
= Dinh dia chi, ARP
= Ethernet
= Cac switch
= Céc VLAN

Tang lién két 5-75

Chuyén mach nhan da giao thirc
(Multiprotocol label switching - MPLS)

+ Muc tiéu ban dau: chuyén mach IP téc do cao st
dung nhan chiéu dai ¢ dinh (thay vi dung dia chi IP)
= Tim kiém nhanh s& dung dinh danh chiéu dai c6 dinh (thay
vi so kh&p prefix ngan nhat)
= Dua theo cach tiép can mach ao (VC)
= Nhwng IP datagram van gi dia chi IP!

MPLS header
label Exp S TTL

20 3 1 5

Tang lién két 5-76




Cac router c6 kha nang MPLS

» Con dwoc goi la cac router chuyén mach nhan
+ Chuyén tiép céac géi tin t&i giao dién ra chi dwa trén gia tri
nhan (khéng kiém tra dia chi IP)
= Bang chuyén tiép MPLS khéac véi bang chuyén tiép IP
. Tinh mém déo: céac quyét dinh chuyén tiép MPLS c6 thé
khéc véi cac quyét dinh chuyén tiép cla IP
= Dung dia chi dich va ngudn dé dinh hwéng ludng téi cung dich
theo cac cach khac nhau (ky thuat ludng)
= Dinh tuyén lai ludng nhanh chéng néu lién két bj 18i: c6 cac
dwong di dy phong dugc tinh toan tir treéc (hiru dung cho VolP).

Tang lién két 5-77

So sanh dwong di cua MPLS véi IP

+ Dinh tuyén IP: dwong di téi dich chi duoc @ Router IP
xac djnh bdi dia chi dich

Tang lién két 5-78
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So sanh dwdng di caa MPLS véi IP

SN

Router vao (R4) c6 thé diing cac dinh tuyén
MPLS khac nhau dé t6i A, vi dyu: dwa trén
dia chi nguon

A
R2
- Dinh tuyén IP: duong di téi dich chi duoc xéc Router
dinh bdi dja chi dich chi IP
» Dinh tuyén MPLS: dwdng di t&i dich cé thé
dwoc xac dinh dwa trén dia chi ngudn va dia 5397’;.‘,” MPLS

chi dich
= Dijnh tuyén lai nhanh: cé dwdng di dy phong
trong trrd'ng hop lién két bj 16i
Tang lién két 5-79

Bao hiéu trong MPLS

» Thay déi OSPF, cac giao thirc ngap lut link-state 1S-IS dé
mang théng tin cho dinh tuyén MPLS
= Vi du: bang théng lién két, tdng bang théng cla lién két “dw
phong”
- Muc router MPLS st dung giao thirc béo hiéu RSVP-TE dé
thiét 1ap chuyén tiép MPLS tai dong downstream cta céc
router.

gRC?\ RSVP-TE
Ngap lut \
link-state A

duoc |
thay doi

Tang lién két 5-80
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Cac bang chuyén tiép MPLS

nhan| nhan giao dién
vao | ra dich ra
10 A 0 nhan |nhan giao dién
12 D 0 vao | ra dich ra
8 | A 1 10 | 6 |A 1
@\ 12 | 9 |D 0
R6
0 @01 D
1
R4 R3
RS
0 X o A
R2 nhan | nhan giao dién
nhan | nhan giao dién vao ra dich ra
vao ra dich ra 6 - A 0

8 6 A |O

Tang lién két 5-81

Tang lién két va cac mang LAN: Noi dung

5.1 Gidi thiéu, cac dich vu
5.2 Phat hién va stra 16i
5.3 Cac giao thurc da truy
nhap

5.4 Cac mang LAN

= Dinh dia chi, ARP

= Ethernet

= Cac switch

= Céac VLAN

5.5 Chuy&n mach nhan da

giao thirc (MPLS)

5.6 Mang trung tam di liéu

5.7 Vong doi ciia mot
cau web

yéu

Tang lién két 5-82
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I\/Iang tru& tam dir I|éU (Data center networks)

+ 10 dén 100 nghin host, thwong dwoc két hop chat ché:
= Thwong mai dién t&r (e-business) (vi du: Amazon)
= Cac may chu ndi dung (content-server) (Vi du: YouTube,
Akamai, Apple, Microsoft)
= search engines, khai pha di liéu (Vi du: Google)

<« Thach thc: &
= Nhiéu rng dung, méi ng
dyng phuc vu mét sb lwong
rat Ion cac client
= Quan ly/can bang tai, x( ly
cac van dé vé mang, tac
nghén di liéu.

= | i LN N
Bén trong mét container 40-ft cla Microsoft,
tai trung tdm di¥ liéu & Chicago
Tang lién két 5-83

Mang trung tam d liéu

B6 cén bang tai: dinh tuyén tang img dung
= Nhan cac yéu ciu tir client & phia ngoai
= Chi dao cong viéc bén trong trung tam div
liéu
= Tra lai két qua cho cac client (an trung tam
di liéu bén trong va&i client)

BO can béng tai

Céc switch tang 1

Céc switch tang 2

\

o ([T

)
A
)

Cac switch TOR

)
Rl

~SSSERRRRRRS

CSSSRERRRREN

~ ([

Cac rack (ké) server

SSSSEERRRR
SSSSEERRRR

= (I

Tang lién két 5-84
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Mang trung tam d liéu

<« Két ndi rat nhiéu cac switch va cac ké (rack):
= T&ng thong lwong gilra cac ké (cd thé co nhiéu
dwdng di)
= Tang doé tin cay théng qua dy phong.

’— .y Cac switch tang 1
==

== —==
|

=
Cac switch TOR
Cac rack server

Tang lién két 5-85

/

Céc switch tang 2

N

)
1

I
‘ggg\}}_\:z\‘al I"‘

(DM

SSSSERRERSE

Tang lién két va cac mang LAN: Noi dung

5.1 Gii thiéu, cac dich vu 5.5 Chuy&n mach nhan da

5.2 Phat hién va stra I6i giao thirc (MPLS)
5.3 Cac giao thirc da truy 9.6 Mang trung tam dir liéu
nhap 5.7 Vong doi cia mot yéu
5.4 Cac mang LAN cau web
= Dinh dia chi, ARP
= Ethernet
= Cac switch
= Cac VLAN

Tang lién két 5-86
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Téng hop: Vong ddi ctia mot yéu cau web

+ Hanh trinh di xubng chdng giao thirc da hoan thanh!
= Tang (rng dung, tang giao van, tang mang, tang lién
két.
+ Dat tht cd moi thi lai cung nhau: tbng hop!
= Muc dich: xac dinh, xem xét, hiéu cac giao thirc (tai tat
ca cac tang) lién quan trong mét kich ban kha don
gian: yéu cau moét trang web.
. K_igh ban: Sinh vién thyc hién yéu cau/dap &ng tir hé
thong mang trong tredng: www.google.com

Tang lién két 5-87

Kich ban: Vong doi ciia mét yéu cau web

Trinh duyét

Google

Tang lién két 5-88
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Két ndi dén Internet

“route
Phy (chay DHCP)

+ Viéc két ndi dén may tinh

can co dia chi IP cla
may, dia chi cla router
hop dau tién, dia chi cua
DNS server: dung DHCP

- DHCP request duwoc dong

goi trong UDF, dwoc ddng
goi trong /P, dwgc dong
g6i trong 802.3 Ethernet

» Ethernet frame quang ba

(dest: FFFFFFFFFFFF)
trén LAN, dwoc nhan tai
router dang chay DHCP
server

- Ethernet mé gdi thanh IP,

IP mé& g6i thanh UDP,
UDP m¢& géi thanh DHCP

Tang lién két 5-89

Két ndi dén Internet

DHCP

(chay DHCP)

» DHCP server dinh dang

DHCP ACK chtra dia chi
IP cla client, dia chi IP cla
router hop dau tién cho
client, tén va dia chi IP cla
DNS server

> Dong goi tai DHCP server,

frame dwoc chuyén tiép (hoc
chuyén mach) qua LAN, viéc
m¢& goi tai client

s+ DHCP client nhéan tra 1&i

DHCP ACK

Bay gio, client ¢ dia chi IP, biét duoc tén va dia chi cia DNS
server, dia chi IP cda router cua hop dau tién cda no.

Tang lién két 5-90
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ARP (trwdc DNS, trwéc HTTP)

mEm | DNS
s |
[ ~RP quer |

’ /;

Ph a

LAy
rout

(chay DHCP)

» Trwéce khi glri yéu cau HTTP,

can dia chi IP cla
www.google.com: DNS

» Truy van DNS duoc tao ra,

dwoc dong géi trong UDP, dwoc
dong gdi trong IP, dwgc dong
goi trong Ethernet. Bé gtri frame
toi router, can dia chi MAC cla
giao dién router: ARP

« ARP query quang ba, duoc

nhén b&i router ma sé tra 16i
vOi ARP reply, cho biét dia chi
MAC cua giao dién router.

» Luc nay, client biét dia chi

MAC cuia router hop dau tién,
do dé cb thé glri frame chira
truy van DNS

Tang lién két 5-91

St dung DNS

DNS

(chay DHCP)

> |IP datagram chira truy van

DNS duwoc chuyén tiép
qua switch LAN tir client
t&i router hop dau tién

+ IP datagram dwoc chuyén tiép
ttr mang trong trvong vao trong
mang comcast, dwec dinh tuyén
(cac bang dworc tao ra boi cac
giao thrc dinh tuyén RIP, OSPF,
IS-IS va/hoac BGP) t&i DNS
server

» DNS server tra 10i lai client
v&i dia chi IP cia
www.google.com
Tang lién két 5-92
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Két néi TCP mang théng diép HTTP

HTTP

- Dé& gvi yéu cau HTTP,

dau tién client m& TCP
socket t&i web server

+ TCP SYN segment (budc 1
trong bat tay 3 bwdc) dinh
tuyén ngoai mién (inter-
domain) t&i web server

(chay DHCP)

ISYNACK! TCP
P
Eth

Phy » Web server tra |&i v&i TCP
SYNACK (buwéc 2 trong bat

b server tay 3 budc)
-233.169.105 + Két ni TCP duoc thiét Iap!

Tang lién két 5-93

HTTP yéu cau/dap ng

Google

HTTP
[ e e

[ e )

[ [Ty |

2 Cqéi cung, trang web duoc
hién thij!l!

» HTTP yéu cau dwoc glri
vao trong TCP socket

» |P datagram chira HTTP
request dwgc gl toi
www.google.com

. Web server tra |1&i v&i HTTP
dap trng (chtra ni dung
trang web)

route
(chay DHCP)

ErEE | TCP
W EE]

b server
.233.169.105

+ |P datagram chwra dap rng
HTTP dwoc gvi quay lai
client

Tang lién két 5-94
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Chwong 5: Téng két

Nguyén ly cac dich vu bén trong tang lién két dir liéu:
» Phat hién va stra 16i
= Chia sé cac kénh truyén chung: da truy nhap
= Dinh dia chi tang lién két
+ Hién thuwc va cai dat mot s6 cong nghé tang lién két
= Ethernet
= switched LANS, VLANs
= MPLS
+ Tbng hop: Vong ddi ciia mot yéu cau web

Tang lién két 5-95

Chwong 5: Tong két

+ Con réat nhiéu chi dé tha vi dang quan tam!
= Mang khéng day
* Pa phwong tién (multimedia)

An ninh mang

Quan tri mang

Tang lién két 5-96
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