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Chuong 1
Tong quan vé thiét ké va cai dit mang
Muc dich

Chuong nay nham gidgi thiéu cho ngudi doc nhitng van dé sau :

e (Céac budce can phai thuc hién dé xay dung mdt mang may tinh va cac van dé
lién quan

e Nhéc lai m6 hinh OSI
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1.1 Tién trinh xdy dung mang

Ngay nay, mang mdy tinh da trd thanh mot ha ting co s& quan trong cia tat ca cac
co quan xi nghiép. N6 d3 trd thanh mot kénh trao d6i thong tin khong thé thiéu duogc trong
thoi dai cong nghé thong tin. Véi xu thé gia thanh ngay cang ha cua cac thiét bi dién tu,
kinh phi dau tu cho viéc xay dung mot hé théng mang khong vuot ra ngoai kha niang cta
cac cong ty xi nghiép. Tuy nhién, viéc khai thac mot hé thng mang mot cach hiéu qua dé
hd trg cho cong tac nghiép vu cua cic co quan xi nghiép thi con nhiéu van dé can ban luan.
Hau hét nguoi ta chi chu trong dén viéc mua phan cing mang ma khong quan tam dén yéu
cau khai thac sir dung mang vé sau. Diéu nay c6 thé dan dén hai trudng hop: lang phi trong
dau tu hodc mang khong dap tmg du cho nhu cau sir dung.

C6 thé tranh dugc diéu nay néu ta c6 ké hoach xay dung va khai thac mang mot
cach rd rang. Thuc té, tién trinh xay dyng mang cling trai qua cac giai doan nhu viéc xay
dung va phat trién mot phan mém. N6 cing gom cac giai doan nhu: Thu thap yéu ciu cla
khach hang (cong ty, xi nghiép c6 yéu cau xay dung mang), Phén tich yéu cau, Thiét ké
giai phap mang, Cai dit mang, Kiém thir va cudi cuing 1a Bao tri mang.

Phan ndy s& gi6i thiéu so luoc vé nhiém vu cua ting giai doan dé ta c6 thé hinh
dung dugc tat ca cac van dé cé lién quan trong tién trinh xay dung mang.

1.1.1 Thu thip yéu ciu ciia khach hang

Muc dich ctua giai doan nay la nham xdc dinh mong mudn cua khach hang trén
mang ma ching ta sap xay dung. Nhitng cau hoéi can dugc tra 101 trong giai doan nay la:

= Ban thiét 14p mang dé 1am gi? sir dung n6 cho muc dich gi?
= Cac may tinh nao s€ dugc ndi mang?

* Nhiing ngudi nao s€ dugce st dung mang, mirc do khai thac su dung mang
cua tung nguoi / nhém nguodi ra sao?

= Trong vong 3-5 nam td1 ban c6 ndi thém may tinh vao mang khong, néu co
0 dau, so6 lugng bao nhiéu ?

Phuong phap thuc hién cua giai doan nay 1a ban phai phong van khach hang, nhan
vién cac phong mang c6 may tinh s& nbi mang. Thong thuong cac d6i tuong ma ban
phong van khong c¢6 chuyén mon sau hodc khong c6 chuyén méon vé mang. Cho nén ban
nén tranh str dung nhitng thuat ngit chuyén mén dé trao doi v6i ho. Chang han nén hoi
khach hang “ Ban c6 mudn nguoi trong co quan ban gdi mail dugc cho nhau khong?”, hon
1a hoi “ Ban ¢6 mudn cai dat Mail server cho mang khong? ”. Nhing céu tra 101 cua khach
hang thuong khong co ciu tric, rit 16n xon, nd xuat phat tir goc nhin cua nguoi sir dung,
khong phai 1a goc nhin cta ki su mang. Ngudi thuc hién phong van phai ¢6 ky nang va
kinh nghiém trong linh vuc ndy. Phai biét cach dit cau hoi va tong hop thong tin.

Mot cong viée ciing hét sirc quan trong trong giai doan nay la “Quan sat thyc dia”
dé x4c dinh nhiing noi mang s& di qua, khoang cach xa nhét giira hai may tinh trong mang,
du kién duong di cua ddy mang, quan sat hién trang cong trinh kién trac noi mang s& di
qua. Thyc dia dong vai tro quan trong trong viéc chon cong ngh¢ va anh huong lon dén chi
phi mang. Chu y dén rang budc vé mit thAm my cho cac cong trinh kién tric khi chiing ta
trién khai dudng day mang bén trong né. Giai phap dé ndi két mang cho 2 toa nha tach roi
nhau béng mot khoang khong phai dac bi¢t luu y. Sau khi khao sat thuc dia, can vé lai thuc
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dia hodc yéu cau khach hang cung cip cho chiing ta so d6 thiét ké ctia cong trinh kién trac
ma mang di qua.

. Trong qua trinh phong van va khao sat thuc dia, ddng thoi ta cling can tim hiéu yéu
cau trao doi thong tin gitra cac phong ban, bd phin trong co quan khach hang, mac do
thuong xuyén va lugng thong tin trao d6i. Piéu nay giup ich ta trong viéc chon bing thong
can thiét cho cic nhanh mang sau nay.

1.1.2 Phan tich yéu ciu

Khi di c6 duge yéu cau cua khach hang, budc ké tiép 1a ta di phan tich yéu cau dé
xdy dung bang “Dac t4 yéu cau h¢ thong mang”, trong do xac dinh rd nhitng van dé sau:

= Nhing dich vu mang ndo cin phai c6 trén mang ? (Dich vu chia sé tp tin, chia
s¢ may in, Dich vu web, Dich vu thu dién tir, Truy cap Internet hay khong?, ...)

* MO hinh mang 1a gi? (Workgoup hay Client / Server? ...)
= Mt d6 yéu ciu an toan mang.

= Rang budc vé bang thong tdi thiéu trén mang.

1.1.3 Thiét ké giai phap
Budce ké tiép trong tién trinh xay dung mang la thiét ké giai phap dé thoa man
nhig yéu cau dit ra trong bang Pic ta yéu cau h¢ thong mang. Viéc chon lya giai phap
cho mot hé thong mang phu thudc vao nhiéu yéu 6, co thé liét ké nhu sau:

= Kinh phi danh cho hé thong mang.

= (Co6ng nghé pho bién trén thi truong.

= Thoi quen vé cong nghé ctia khach hang.

= Yéu ciu vé tinh 6n dinh va bing thong cta hé théng mang.
= Rang budc vé phap 1y.

Tuy thudc vao mdi khach hang cy thé ma th ty vu tién, su chi phdi cua cac yéu td
s€ khac nhau dan dén gidi phap thiét ké s€ khac nhau. Tuy nhién cdc cong viéc ma giai
doan thiét ké phai lam thi giong nhau. Chiing dugc mo ta nhu sau:

1.1.3.1 Thiét ké so' dd mang ¢ mirc luan ly

Thiét ké so d6 mang & muc luan ly lién quan dén viéc chon lya mé hinh mang, giao
thirc mang va thié€t dat cac cau hinh cho cac thanh phan nhan dang mang.

M6 hinh mang duoc chon phai hd tro duge tat ca cac dich vu da dugc mo ta trong
bang Pac ta yéu cau h¢ thong mang. M6 hinh mang c6 thé chon 1a Workgroup hay
Domain (Client / Server) di kém véi giao thirc TCP/IP, NETBEUI hay IPX/SPX.

Vi du:

= Mot hé théng mang chi can c¢6 dich vu chia sé may in va thu muc giita nhing
nguodi dung trong mang cuc bd va khong dat nang van dé€ an toan mang thi ta
c6 thé chon M6 hinh Workgroup.

= Mot hé th6ng mang chi can co dich vu chia sé may in va thu muc gitra nhiing
nguodi dung trong mang cuc bd nhung cé yéu cau quan ly nguoi dung trén
mang thi phai chon M6 hinh Domain.
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. Néu hai mang trén can c6 dich vu mail hodc kich thudc mang dugc mé rong,
sO lugng may tinh trong mang 16n thi can luu y thém vé giao thuc st dung
cho mang phai la TCP/IP.

Mdi m6 hinh mang c6 yéu cau thiét dit cau hinh riéng. Nhimng van dé chung nhét
khi thiét ddt cau hinh cho mo6 hinh mang la:

* Dinh vi cac thanh ph?m nhan dang mang, bao gém ViéCq dat tén cho Domain,
Workgroup, may tinh, dinh dia chi IP cho cac may, dinh cong cho ting dich vu.

* Phan chia mang con, thuc hién vach dudng di cho thong tin trén mang.
1.1.3.2 X4y dung chién lrge khai thac va quén 1y tai nguyén mang

Chién lugc ndy nhiam xac dinh ai duoc quyén lam gi trén hé théng mang. Thong
thuong, nguoi dung trong mang dugc nhom lai thanh tirng nhém va viéc phan quyén dugc
thuc hién trén cac nhom nguodi dung.

1.1.3.3 Thiét ké so' d0 mang & vat ly

Cin cr vao so do thiét ké mang & murc ludn 1y, két hop v6i két qua khao sat thuc dia
budc ké tiép ta tién hanh thiét ké mang & mirc vat ly. So d6 mang & mirc vat Iy mo ta chi
tiét vé vi tri di day mang & thuc dia, vi tri cia céc thiét bi ndi két mang nhu Hub, Switch,
Router, vi tri cac may chu va cac may tram. Tur d6 dua ra dugc mot bang du tru cac thiét bi
mang can mua. Trong d6 mdi thiét bi cAn néu rd: Tén thiét bi, thong sé k¥ thuat, don vi
tinh, don gia,...

1.1.3.4 Chon h¢ diéu hanh mang va cac phan mém vng dung

Mot mo hinh mang co thé duoc cai dat duoi nhiéu hé diéu hanh khéc nhau. Chéng
han véi mo hinh Domain, ta c¢6 nhiéu lya chon nhu: Windows NT, Windows 2000,
Netware, Unix, Linux,... Tuong tu, cac giao thic thong dung nhu TCP/IP, NETBEUI,
IPX/SPX cling dugc hd trg trong hau hét cac hé didu hanh. Chinh vi thé ta c6 mot pham vi
chon lira rat 16n. Quyét dinh chon lya hé diéu hanh mang thong thuong dya vao cac yéu tb
nhu:

* (i thanh phan mém cua giai phap.
* Sy quen thudc cua khach hang d6i véi phan mém.
* Sy quen thudc cua nguodi xay dung mang doi véi phan mém.

H¢ diéu hanh 14 nén tang dé cho cac phadn mém sau d6 van hanh trén né. Gia thanh
phan mem cua giai phap khong phai chi c6 gia thanh cua he diéu hanh dugc chon ma nd
con bao gdm ca gia thanh clia cic pham mém ng dung chay trén n6. Hién nay c6 2 xu
huéng chon lwa hé diéu hanh mang: cac hé diéu hanh mang ctia Microsoft Windows hodc
cac phién ban cua Linux.

Sau khi di chon hé diéu hanh mang, budc ké tiép 1a tién hanh chon cac phan mém
mg dung cho timg dich vu. Cic phan mém nay phai twong thich véi hé diéu hanh da
chon.

1.1.4 Cai dat mang

Khi ban thiét ké d3 duoc tham dinh, budc ké tiép 1a tién hanh 1ip dit phan cimg va
cai dat phan mém mang theo thiét ke.
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1.1.4.1 Lip dit phan cirng

Cai dat phan ctng lién quan dén viéc di day mang va lap dit cac thiét bi ndi két
mang (Hub, Switch, Router) vao dung vi tri nhu trong thiét ké mang & muc vat Iy dd mé
ta.

1.1.4.2 Cai dit va ciu hinh phin mém
Tién trinh cai dit phin mém bao gdm:
=  Cai dat hé diéu hanh mang cho céc server, cac may tram
= (Cai dat va cau hinh cac dich vy mang.
= Tao ngudi dung, phan quyén st dung mang cho ngudi diung.

Tién trinh cai ddt va cu hinh phan mém phai tuan thi theo so d6 thiét ké mang
muc luan ly dd mo ta. Viéc phan quyén cho nguoi dung pheo theo dung chién lugc khai
thac va quan ly tai nguyén mang.

Néu trong mang c6 st dung router hay phan nhanh mang con thi can thiét phai thuc
hién budc xay dung bang chon duong trén cac router va trén cac may tinh.

1.1.5 Kiém thir mang

Sau khi da cai dat xong phan ciing va cac may tinh da dugc ndi vao mang. Budc ké
tiép la kiém tra sy van hanh cia mang.

Trudc tién, kiém tra sy noi két gitra cadc may tinh voi nhau. Sau do, kiém tra hoat
dong cua cac dich vy, kha nang truy cdp cia nguoi dung vao cac dich vu va mac do an
toan cua h¢ thong.

Noi dung kiém tht dua vao bang dac ta yéu cau mang da duogc xac dinh lac dau.

1.1.6 Bao tri hé thong

Mang sau khi di cai dit xong can duoc bao tri mot khoang thoi gian nhat dinh dé
khac phuc nhitng van dé phat sinh xay trong tién trinh thiét ké va cai dat mang.

1.2 Noi dung cua giao trinh

Trong sau giai doan can thue hién trong tién trinh xay dung mang ¢ trén, giao trinh
nay chil yéu gi6i thiéu nhiing van dé lién quan dén giai doan thiét ké mang & muc luan ly
va vat ly. Day chinh la hai n6i dung quan trong trong tién trinh xay dyng mang. Cac van
dé khac co thé tim hiéu trong cic mon hoc Mang may tinh, Thuc tdp mang may tinh.

1.3 M6 hinh OSI.

Pé dé dang cho viéc ndi két va trao ddi thong tin gitra cic may tinh véi nhau, vao
nim 1983, T6 chic tiéu chuan thé gigi ISO da phat trién mot mo hinh cho phép hai may
tinh c6 thé goi va nhan dit liéu cho nhau. M6 hinh nay dua trén tiép can phan tang (16p),
v6i mdi ting dam nhiém mot s6 cac chirc ning co ban nao do.

Pé hai may tinh co thé trao d6i thong tin dugc véi nhau can co rat nhidu van dé lién
quan. Vi du nhu cin c6 Card mang, day cap mang, dién thé tin hiéu trén cap mang, cach
thire dong goi dir licu, diéu khién 15i duong truyen VV.. Bang cach phan chia céac chuc
nang nay vao nhimng tang riéng biét nhau, viéc viét cac phan mém dé thyc hién chung tro
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nén dé dang hon. Mé hinh OSI giup dong nhat cac hé thong may tinh khac biét nhau khi
chung trao d6i thong tin. M6 hinh ndy gém c6 7 ting:

Tang 1: Tang vat ky (Physical Layer)

Piéu khién viéc truyén tai that sy cac bit trén dudng truyén vat 1y. N6 dinh
nghia cac thuc tinh vé co, dién, qui dinh cac loai dau ndi, ¥ nghia cac pin trong dau
noi, qui dinh cadc mutrc dién thé cho cac bit 0,1,....

Tang 2: Tang lién két dir liéu (Data-Link Layer)

Tang nay dam béo truyén tai cac khung dir liéu (Frame) giita hai may tinh c6
duodng truyén vat 1y noi tryc ti€p voi nhau. N6 cai dat co ché phat hién va xur ly 161
dir li€u nhan.

Tang 3: Tang mang (Network Layer)

Tang nay dam bao cac goi tin dit liéu (Packet) co thé truyen tor may tinh nay
dén may tinh kia cho du khéng co6 duong truyén vat 1y truc tiép giita chung. N6
nhan nhiém vu tim dudng di cho dir liéu dén cac dich khac nhau trong mang.

Tang 4: Tang van chuyén (Transport Layer)

Tang nay dam bao truyén tai dit liéu giita cac qua trinh. Dit liéu goi di duoc
dam bao khong cé 161, theo dung trinh tu, khong bi mat mat, trung lap. P61 voi cac
g0t tin c6 kich thudce 16n, tang nay s& phan chia chiing thanh céc phan nho trude khi
gdi di, cling nhu tap hop lai chiing khi nhén duogc.

Tang 5: Tang giao dich (Session Layer)

Tang ndy cho phép cac tmg dung thiét 1ap, st dung va xo6a cac kénh giao tiép
gitra chung (dugc goi 1a giao dich). N6 cung cap co ché cho viéc nhan biét tén va
cac chtrc nang vé bao mat thong tin khi truyén qua mang.

Tang 6: Tang trinh bay (Presentation Layer)

Téng nay dam bao cac may tinh co kiéu dinh dang dir liéu khac nhau van c6
the trao doi thong tin cho nhau. Thong thuong cac may tinh s& thong nhat v6i nhau
vé mot kiéu dinh dang dir li¢u trung gian dé trao ddi thong tin gifta cac may tinh.
Mot dir liéu can goi di s& dugc tang trinh bay chuyén sang dinh dang trung gian
trudc khi né duoc truyén 1én mang. Ngu’O’c lai, khi nhan dir liéu tir mang, tang trinh
bay s& chuyén dit liéu sang dinh dang riéng ctia no.

Tang 7: Tang Ung dung (Application Layer)

Pay la tang trén cung, cung cip cic tmg dung truy xuat dén cac dich vu
mang. N6 bao gdm cac tng dung cua ngudi dung, vi du nhu cac Web Browser
(Netscape Navigator, Internet Explorer), cac Mail User Agent (Outlook Express,
Netscape Messenger, ...) hay cac chuong trinh lam server cung cp cac dich vu
mang nhu cac Web Server (Netscape Enterprise, Internet Information Service,
Apache, ...), Cac FTP Server, cac Mail server (Send mail, MDeamon). Nguoi dung
mang giao tlep truc tlep Vol tang nay.

Vé nguyén tac, ting n ciia mot hé thong chi giao tiép, trao doi théng tin voi ting n
cua hé thong khac. Mai tang s€ c¢6 cac don vi truyén dit li€u riéng:

o Tang vat Iy: bit
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o Téng lién két dif liéu: Khung (Frame)
 Téng Mang: GOi tin (Packet)
o Tang van chuyén: Boan (Segment)

Trong thuc té, dit liéu dugc goi di tir tang trén xubng tang dudi cho dén t?mg thap
nhat cia may tinh goi. O do, dur liéu s€ dugc truyen di trén duong truyén vat 1y. Mdi khi
dir liéu dugc truyén xudng tang phia duoi thi n6 bi "goi" lai trong don vi dir liéu cua tang
duoi. Tai bén nhan, dir liéu s& dugc truyén ngugc 1én cac tang cao dan. Mdi lan qua mot
tang, don vi di liéu twong tng s& duogc thao ra.

Pon vi dit liéu cua mdi tﬁng s€ ¢o
mot tiéu dé (header) riéng.

OSI chi 1a m6 hinh tham khao, mdi
nha san xuat khi phdt minh ra h¢ thong

Hinh 1.1 - X 1y dit liéu qua cac tang

mang cua minh s€ thyc hién cac churc nang abisislom s A ppiication |
& timg tang theo nhitng cach thuc riéng. | Presentation | _J) | Presentation |
Cac cach thirc nay thuong duoc mo td dusi | Session [ - Session |
dang cac chuin mang hay cac giao thirc | Transport m— ~ Transport |
mang. Nhu vy dan dén truong hop cing | Network | Lied= s  Network |
mot chic ning nhung hai hé thong mang " pata Link ||fane il i reme Bl Data Link |”‘
khéc nhau s€ khong tuong tic dugc voi " Physical - oot ] Physical

nhau. Hinh duéi s& so sanh kién trac cta
cac h¢ diéu hanh mang thong dung véi mo
hinh OSI.

Heprare

Fik I

Hebarare
|: (mp: ]

Appheaten

Prsertahon . SubEme
Hare d| HetBie

Ppe |

Sessim FIESMTP, ..

MefBIOE
Trarsport TCP-TIDP SFY
HNETEBEI

Hetarodk P P

Drate-lnik LanDirper
MAC

LanThrer
HDIE

Lan Threr
QOD-HDIS

FPhsyral FPhsyral

Plisycal

Plusyral

Hinh 1.2 - Kién tric cia mot sd hé diéu hanh mang thong dung

Pé thyc hién cac chiic ning & ting 3 va ting 4 trong mo hinh OSI, mdi hé thong
mang s€ co cac protocol riéng:

= UNIX: Tang 3 dung giao thic IP, ting 4 giao thitc TCP/UDP
= Netware: Tang 3 dung giao thirc IPX, tang 4 giao thitc SPX
= Giao thitc NETBEUI cuia Microsoft cai dat chirc ning ciia ca hai tang 3 va 4

Néu chi ding lai & day thi cac may tinh UNIX, Netware, NT s& khong trao doi
thong tin dugc voi1 nhau. Véi su 16n manh ciia mang Internet, cdc may tinh cai dat cac hé
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diéu hanh khac nhau doi héi phai giao tiép duoc véi nhau, tic phai st dung chung mot
giao thirc. Do chinh 1a b giao thue TCP/IP, giao thurc cia mang Internet.

Bién soan : Th.s Ng6 B4 Hung — 2005



Pai Hoc Can Tho — Khoa Céng Ngh¢ Thong Tin — Gido Trinh Thiét Ké & Cai Bat Mang — V1.0

Chuong 2
Cac chuan mang cuc bd
Muc dich

Chuong nay nham gidi thiéu cho ngudi doc nhirng van dé sau :
* Céach phan loai mang chuyén mach va mang quang ba
« Dic diém cua mang cuc bd
« Pinh nghia giao thirc diéu khién truy cap duong truyén
«  Céc so do ndi két mang LAN
«  Céc loai thiét bi st dung trong mang LAN
«  Céc to chirc chuan hoa vé mang
e MOot sb chudn mang cuc bd phé bién hién nay nhu:
* Ethernet: 10 BASE-5, 10BASE-2, 10 BASE-T
» FAST Ethernet:100 BASE-TX, 100 BASE-T4,100BASE-FX
« Token Ring
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2.1 Phan loai mang

Mang cuc bd (LAN - Local Area Network) thuong dugc biét dén nhu mot mang
truyén dir liéu toc do cao trién khai trong mot pham vi nhé nhu mot phong, mot toa nha
hay mot khu vuc. Trong khi mang dién rong (WAN — Wide Area Network) c6 pham vi 16n
hon, ¢ thé trai dai trén mot quoc gia, mdt chau luc hay thdm chi ca hanh tinh. Day la cach
phén loai mang dwa trén tiéu chuan phén loai 1a pham vi dia ly. Ngoai ra, ta c¢6 thé phan
loai mang dya vao k¥ thuét truyén tai thong tin sit dung trong mang.

Mang LAN su dung ky thuat mang quang ba (Broadcast network), trong do cac
thiét bi cung chia s& mot kénh truyén chung. Khi mot may tinh truyén tin, cdc mdy tinh
khac déu nhan duogc thong tin. Nguoc lai, mang WAN st dung ky thuat Mang chuyen
mach (Switching Network), c6 nhiéu duong ndi két cac thiét bi mang lai voi nhau. Thong
tin trao doi giita hai diém trén mang co thé di theo nhiéu duong khac nhau. Chinh vi thé
can phai c6 cac thiét bi dic biét dé dinh duong di cho céac goi tin, cac thlet bi nay dugc goi
13 bo chuyén mach hay bd chon dudng (router). Ngoai ra dé giam bot sé lugng duong ndi
két vat 1y, trong mang WAN con st dung cac k¥ thuat da hop va phan hop.

Chuong nay tap trung gidi thidu nhimng van dé lién quan dén mang cuc bo.

2.2 Mang cuc b va giao thirc diéu khién truy cap duong
truyén

Vi chi c6 mot dudng truyén vt 1y trong mang LAN, tai mot thoi diém nao d6 LAN
chi cho phép mot thiét bi duoc st dung duong truyén dé truyén tin. Néu c6 hai may tinh
cung goi dit liéu ¢ tai mot thoi diém s& dan dén tinh trang dua tranh. Dir li€u cua hai thiét
bi nay sé& bi phu lap 1dn nhau, khéng str dung dugc. Vi thé can c6 mot co ché dé gidi quyét
su canh tranh duong truyén gilta cac thiét bi. Ngudi ta goi phuong phép giai quyet canh
tranh duong truyen gira cac thiét bi trong mot mang cuc bd 14 Giao thire diéu khién truy
cip dwong truyén (Media Access Control Protocol hay MAC Protocol). C6 hai giao thirc
chinh thuong dugc dung trong cdc mang cuc bd la: Giao thirc CSMA/CD (Carrier Sense
Multiple Access with Collision Detection) va Token Passing.

Trong cac mang st dung giao thirx CSMA/CD nhu Ethernet chéng han, cac thiét bi
mang tranh nhau sir dung duong truyén. Khi mot thlet bi mudn truyen tin, n6 phai lang
nghe xem co thlet bi nao dang st dung duong truyén hay khong. Neu duong truyén dang
ranh, né s& truyén dir liéu 1én duong truyén. Trong qua trinh truyén tai, n6 dong thoi lang
nghe, nhan lai cac dir liéu ma n6 da goi di dé xem c6 sy dung d6 véi dit liéu cua cac thiét
bi khac hay khong. Mot cudc dung do xay ra néu cé hai thiét bi cung truyén dir liéu mot
cach dong thoi. Khi dung d6 xay ra, mdi thiét bj s& tam dimg mot khoan thoi gian ngau
nhién nao do trude khi thyc hién truyén lai dir liéu bi dung d6. Khi mang cang béan ron thi
tan sudt dung do cang cao. Hiéu suat ciia mang giam di mot cach nhanh chong khi s6
luong cac thiét bi nbi két vao mang tang 1én.

Trong cac mang sir dung giao thirc Token-passing nhu Token Ring hay FDDI, mot
goi tin dédc biét co tén la the bai (Token) duoc chuyén vong quanh mang tir thiét bi nay dén
thiét bi kia. Khi mot thiét bi mudn truyén tai thong tin, nd phai doi cho dén khi c6 dugc
token. Khi viéc truyén tai dir liéu hoan thanh, token dugc chuyén sang cho thiét bi ké tiép.
Nho do duong truyén c6 thé duge st dung bdi cac thiét bj khac. Tién lgi 1én nhit caa
mang Token-passing 1a ta c6 thé xac dinh dugc khoan thoi gian tdi da mot thiét bi phai cho
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dé co dugce dudng truyén va goi dir liéu. Chinh vi thé mang Token-passing thuong duoc sir
dung trong cac moi truong thoi gian thuc, nhu diéu khién thiét bi cong nghié€p, noi ma thoi
gian tir luc phat ra mdt tin hi¢u diéu khién cho dén khi thiét bi nhan dugc tin hiéu ludn

dam bao phai nho hon mét hing s cho trude.

2.3 Cac so’ d6 noi két mang LAN (LAN Topologies)

, LAN topology dinh nghia cach thirc ma ¢ do cac thiét bi mang duoc to chirc sdp
x€p. Co ba so d6 noi két mang LAN pho bién 1a: dang thang (Bus), dang hinh sao (Star) va

dang hing vong (ring).

0 Bus topology 1a mot mang véi kién trac tuyén tinh trong d6 dir liéu truyén tai
cua mot tram s€ dugc lan truyén trén suodt chiéu dai cua duong truyén va dugc

nhén bai tat ca cac thiét bi khac.

O Star topology la mot kién trac mang trong d6 cac may tram duogc ndi két vao

mot bo tap trung ndi két, goi 1a HUB

0] Rlng topology 1a mot kién trac mang ma nd bao gém moét loat cac thiét bi duoc

ndi lai v&i nhau trén mot kénh truyén c6 huéng theo dang vong.

| - =S -
=
Bus topology Star topology Ring topology

Hinh 2.1 — Topology thuong sir dung cho mang LAN

2.4 Cic loai thiét bi sir dung trong mang LAN

Pé xiy dung mang LAN, ngudi ta thudng dung cac thiét bi sau:

Card giao tiép mang (NIC- Network Interface Card)
Day cap mang (Cable)

B6 khuyéch dai (Repeater)

BO tap trung ndi két (HUB)

Cau ndi (Brigde)

B6 chuyén mach (Switch)

B chon duong (Router)

2.5 Cac to chirc chuan hoa vé mang

D¢ céc thiét bi phan cing mang cua nhi€u nha san xuat khac nhau c6 thé dau noi,
trao doi thong tin dugc véi nhau trong mot mang cuc bd thi ching phai duoc san xuat theo
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cung mdt chuan. Dudi day 1a mot so to6 chure chuan hoa quan trong 1i€n quan dén cac thiét
bi mang:

= EIA (Electronic Industry Association)

= TIA (Telecom Industry Association)

» ]SO (International Standard Organization)

= ANSI (American National Standard Institute)

= [EEE (Institute of Electrical and Electronics Engineers)

Trong d6 hai to chirc TIA va EIA két hop voi nhau dé dua ra nhiéu dic ta cho cac
thiét bi truyén dan cling nhu dua ra nhi€u so d6 noi day.

IEEE c6 nhiéu tiéu ban (Committee). Trong d6 Tiéu ban 802 phu trach vé céc
chuan cho mang cuc bg. Mgt s6 chuan mang cuc by quan trong do ti€u ban nay dua ra
nhu:

= 802.3: Chuin cho mang Ethernet
= 802.4: Chuan cho mang Token-Bus
= 802.5: Chuan mang Token-Ring
= 802.11: Chuén mang khong day.

Céc chuan do IEEE 802 dinh nghia thyc hién chirc nang cua ting 2 trong md hinh
tham khao OSI. Tuy nhién, ching chia tang 2 thanh hai tang con (sublayer) l1a Tang con
diéu khién n01 két luan 1y (LLC - Logical Link Control) va Tang con diéu khién truy cip
duong truyén (MAC — Medium Access Control).

Tang con diéu khién truy cdp duong truyén dam bao cung cip dich truyén nhan
thong tin theo ki¢u khong noi két. Trong khi tang con diéu khién noi két luan 1y cung cap
dich vu truyén tai thong tin theo ki€u dinh hudng noi két.

LLC

MAC

IEEE 802 OSI
Hinh 2.2 — Kién tric mang cuc bd theo IEEE 802

2.6 Mang Ethernet

Thuat nglt Ethernet dung dé chi dén ho mang cuc by dugc xay dung theo chuin
IEEE 802.3 str dung giao thtc CSMA/CD dé chia sé duong truyén chung. Ethernet duoc
xem nhu 13 k¥ thudt mang cuc bd chu dao trén thi truong ndi két céac may tinh c4 nhan lai
v6i nhau (chiém khoang 85% thi trudng) bai vi giao thirc ctia nd ¢ cac dic tinh sau:
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= D& hiéu, dé& cai dit, quan tri va bao tri
= Cho phép chi phi xy duyng mang thap
= Cung cap nhiéu so dd ndi két mém déo trong cai dat
. Dém bao thanh cf)ng viée liér} ndi két mang va van hanh ctia mang cho du cac
thiét b1 dugc cung cap bdi nhiéu nha san xuat khac nhau.
2.6.1 Lich sir hinh thanh

Mang Ethernet dau tién duoc phat trién vao nam 1970 boi cong ty Xerox la mot
mang thir nghiém, st dung day cép dong truc véi toc dg truyén tai dir liéu 3 Mbps. Mang
su dung giao thirc CSMA/CD.

Sy thanh cong cta du 4n ndy dd gy cht ¥ cho cac nha san xudt thiét bi dién tir thoi
d6. Chinh vi thé ma nim 1980, ba nha san xuét thiét bi dién tir hang dau la Digital
Equipment Coperation, Intel Corporation va Xerox Corporation dé cung nhau phat trién
phién ban Ethernet 1.0 vé6i téc d6 truyén tai dir liéu 13 10 Mbps.

Nam 1983, chuin mang [EEE 802.3 da duoc soan thdo vdi ndi dung tuong tu nhu
chuin mang Ethernet phién ban 1.0. Pén nam 1985 thi IEEE 802.3 dugc chuin héa. Sau
d6 nhiéu chuan mang cuc b khac da duoc phat trién dua theo nguyén tic chia sé duong
truyén chung cta giao thie CSMA/CD. C6 thé liét ké cac chuan mang sir dung giao thirc
CSMA/CD nhu sau:

= Chuan mang 802.3:
0 (o tén la mang Ethernet
0 Tbc do truyén tai dir liéu 12 10 Mbps

o H‘(:) trg 4 chuén vat ly la 10Base-5 (cap dong truc béo), 10Base-2 (Cap
dong truc gay), 10Base-T (Cap xoan do6i) va 10Base-F (Cap quang).

= Chuin mang 802.3u
0 (o tén la mang Fast Ethernet
0 Téc do truyén tai dir liéu 1a 100 Mbps

0 H{ tro 3 chuan vat Iy 1a 100Base-TX (Cap xoén d6i), 100Base-T4 (Cap
xoan do1) va 100Base-FX (Cap quang).

= Chuan mang 802.3z:
0 (o tén la mang Giga Ethernet
0 Tbc do truyén tai dir liéu 13 1 Gbps

0 HO trg 3 chuan vat Iy 1a 1000Base-LX, 1000Base-SX, 1000Base-CX.
1000Base-LX, 1000Base-SX sur dung cap quang. 1000Base-CX su dung
day cap dong boc kim.

= Chuan mang 802.3ab:
0 (o tén la mang Giga Ethernet over UTP
0 Tbc do truyén tai dir liéu 1a 1 Gbps
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0 HO tro chuan vat Iy 1000Base-TX sir dung ddy cap xodn d6i khong boc
kim.

2.6.2 Card giao tiép mang (NIC-Network Interface Card)

Boi vi cac chirc niang cia mang Ethernet chi lién quan dén ting mot va tang hai
trong mo hinh tham khao OSIL, cho nén ching théng thuong dugc cai dat trong Card giao
tiép mang (NIC-Network Interface Card) dugc cam vao ban mach chinh (motherboard)
ctia may tinh. Khi chon Iya mot card mang can chu ¥ cac van dé sau:

» Chuén khe cim (slot) thiét bi ngoai vi dugc hd tro bdi ban mach chinh: Cac may
tinh c4 nhan hi¢n dai thong thuong hd tro loai khe cdm thiét bi ngoai vi theo
chuan PCI. Cac may tinh doi cii ¢6 hd trg chuan ISA. Khe cim chuan ISA dai
hon so v&i khe cdm chuan PCI. Card mang vi thé ciing c6 hai loai. Khong thé sir
dung card mang chuan PCI cdm vao khe cdm ISA va nguoc lai. Chinh vi thé
khi mua card mang can luu ¥ dén loai khe cam.

NIC theo chuan PCI NIC theo chuin ISA
Hinh 2.3 — M6t s6 loai giao dién mang

» Loai dau ndi vao day cap: Moi chuan _mang thuong qui dinh loai day dan duogc
st dung. Dé ndi card mang vao day dan can c6 loai dau n01 riéng tuy thudc vao
tung loai day dan. Vi du, dé ndi vao day cap dong truc gay trén card mang can
c6 dau ndi BNC; dé nbi voi day cap xodn doi card mang can c6 dau nbi UTP, .
Can chon card mang c6 dau ndi theo dung loai ddy dan do chuin mang qui dmh.

Card mang l1a mot thiét bi ngoai vi, vi thé ban can luu v dén cac thong s6 xac dinh
dia chi cua n6 nhu s0 hi¢u ngat (Interrupt), s6 hiéu cong (port) va dia chi nén (Base
address). Can phai dat ching sao cho khong trung véi cac thiét bi khac da co trén may

tinh. Thong thuong co phan mém cai dit (install/setup) di kém véi card mang khi mua, cho
phép kiém tra trang thai ctia card mang ciing nhu dit lai cac thong s trén.

M01 card mang c6 mot dja chi vat 1y 1a mot diy sb 48 bits (thuong duoc viét dudi
dang 12 sb thap luc phan), goi 1a dia chi MAC. Mot mot card mang c6 dia chi MAC riéng,
khong trung 1ap 13n nhau. Chung duoc cac nha san xuét cai vao khi san xuat.

2.6.3 Mot s6 chuan mang Ethernet ph bién
2.6.3.1 Chuéin mang Ethernet 10BASE-5

Pay 1a chuan mang Ethernet dau tién dugc phat trién. N6 bao gém céc thong sd k¥
thuat sau:

= So d6 mang dang BUS
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Str dung day cap dong truc béo (thich coaxial cable), chiéu dai tdi da ctia mdi
doan mang (network segment) 1a 500 mét.

Téc d6 truyén dir liéu 1a 10 Mbps

Khoang cach gan nhét giita hai ntit / may tinh trén mang 1a 2,5 mét

Téi da cho phép 100 nut / may tinh trén mot doan mang.

Card mang str dung dau ndi kiéu AUL

Chiéu dai day dan ndi may tinh vao ddy cap dong truc dai tdi da 50 mét

Str dung hai thiét bi dau cudi (Terminator) tr¢ khang 50 Q dé gan vao mdi dau
ctia dy cap. Mot trong hai dau cudi nay phai ndi tiép dat vao vo ctia may tinh.

Thé manh 16n nhét cua chuin mang nay 13 dudng kinh mang (khoang cach gitra hai
may tinh trong mang) l6n. Tuy nhién viéc thi cong mang kha phirc tap, toc do lai khong
cao, gia thanh khong phai la thap so v61 cac chuan mang khac. Chinh vi thé ma hién nay
no6 khong phai la chuan mang dugc chon lya khi xay dung cac mang LAN moi.

2.6.3.2 Chuin mang Ethernet 10BASE-2

Chuan 10Base-2 ¢6 cac thong sb k¥ thuat sau:

So d6 mang dang Bus

Str dung day cap dong truc giy (thin coaxial cable), chiéu dai toi da cia mdi
doan mang (network segment) 1a 185 mét.

Téc d6 truyén dir liéu 1a 10 Mbps

Téi da cho phép 30 nat / mdy tinh trén mot doan mang.

Day din duogc cit thanh timg doan nhoé dé ndi hai may tinh ké can nhau véi
chiéu dai t6i thiéu 1a 0,5 mét. Moi dau day c6 mot dau ndéi BNC bam vao.

Card mang st dung cin c6 dau ndi BNC dé gin dau ndi hinh chir T vao (T
connector).

St dyung hai thiét bj dau cudi (Terminator) tré khang 50Q dé gan vao dau ndi
hinh chit T ctia hai mdy & hai dau day mang. Mot trong hai dau cudi nay phai
noi ti€p dat vao vo cia may tinh.

Mang thiét ké theo chuan 10Base-2 co gia thanh r¢ nhét khi so véi cic chuén khéc.
Tuy nhién tinh 0 on dinh cta no khong cao, cac dlem ndi day rat dé bi hong tiép xtic. Chi
can mot diém ndi day trong mang khong tiép xtc t6t s& 1am cho cac may khac khong thé
vao mang dugc.

\ / N ¢ \\ / \; 14
Q 4
vac

Jf-l:[ / 1ibesez (Comx) Brhermer

Hinh 2.4 — Yéu diém ctia mang 10BASE-2
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2.6.3.3 Chuin mang Ethernet 10BASE-T

Vao nhimg nam 1990, céu hinh mang hinh sao tr6 nén dugc uvu chudng. Trong
mang st dung mot bo khuéch dai nhi€u cong (port), duge hoi la HUB hay con goi la Bo
tap trung noi1 két, dé ndi cdc may tinh lai véi nhau.

Hinh 2.5 — HUB va chuan mang 10 BASE-T

Véi mot HUB, ngudi ta quan tim dén sb lugng cong cia nd. Bai vi mot cong cho
phép nd1 mgt may tinh vao mang. Mot HUB 24 cong s€ cho noi to1 da 24 may tinh lai voi
nhau. Trén thi truong thuong tim thady cac HUB 8,12,16, 24 cong.

Chuén 10BASE-T str dung cap xodn d6i (Twisted Pair Cable) dé ndi may tinh vao
HUB. Céap xoan d6i thuong c6 hay loai 1a c6 vo boc (STP - Shielded Twisted Pair) va loai
khong c6 vo boc (UTP - Unshielded Twisted Pair).

Loai ¢6 vo boc ¢6 tinh nang chéng nhiéu tot hon loai khong c6 vé boc. N6 duogc st
dung trong nhitng moéi truong ma & d6 cd cac song dién tor manh (dai phat thanh, phat
hinh, ...). Tuy nhién gia thanh dit hon loai khong c6 vo boc. Pa sb cac mang cuc b st
dung cho van phong ngay nay st dung cap xoan do6i khong boc kim (cap UTP).

Cép xoan doi dugc chia thanh nhiéu chung loai (Caterogy), viét tit 1a CAT. Mdi
chung loai c6 bang thong toi da khac nhau.

e CAT 1:2Mbps

o CAT 2:4 Mbps

o CAT 3:16Mbps

o CAT 4:20Mbps

e CAT 5:100Mbps

e CAT 5E: 1000Mbps
e CAT 6:1000Mbps

Chuan 10 BASE-T co bang thong qui dinh 1a 10 Mbps, vi thé phai st dung céap tu
CAT 3 tr¢ lén. Chi€u dai t61 da cua mdt sgi day 1a 100 mét.

IORY 5 4PR/24 A

Hinh 2.6 - Cap xoén dbi

Cap xoan ddi co 8 soi, xoan lai voi nhau timg d6i mot tao thanh 4 doi voi bén mau
déc trung: Cam (Orange), xanh duong (Blue), xanh la (Green) va nau (Brown). Mot doi
gém mot soi duge phii mau hoan toan va mot soi mau trang duge diém vao cac ddm mau
tuong Ung.
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‘ Pé c6 thé ndi may tinh vao HUB, mdi dau cua soi cap xoan doi déu phai duge bam
dau noi UTP (UTP Connector). Card mang trong truong hop nay cling phai ho trg loai
dau noi UTP.

Hulx 4

]
e )

e

Twisted Palr
{10ba=s=T/UTE
cable

= L=

__|“ —_— |

PC#1 EC#Z

Hinh 2.7 — Sir dung dau ndi UTP véi day cép xodn doi

Pau ndi UTP ¢6 8 pin dé tiép xuc voi 8 soi ctia ddy cap xoan d6i. Chuan 10 BASE-
T chi st dung 4 trong 8 soi cua cap xoan doi dé truyén dir liéu (M6t cip truyén, mot cip
nhan). Bon soi con lai khong sir dung. Tuong Gng trén dau ndi UTP, chi ¢6 4 pin 1,2,3,6
duoc str dung, cac pin con lai khong dung dén.

Cau hoi ké tiép 13 soi day mau nao cta cap xodn doi s& di voi pin sé miy cua dau
nbéi UTP. Dé théng nhit, EIA va TIA da phdi hop va dua ra 2 chuan bam dau day 1a
T568A va T568B

Chuan T568A qui dinh:
e Pin 1: White Green / Tx+
e Pin 2: Green / Tx-
e Pin 3: White Orange / Rx+
e Pin4: Blue
e Pin5: White Blue
e Pin 6: Orange / Rx-
e Pin 7: White Brown
e Pin 8: Brown

Chuan T568B qui dinh:
e Pin 1: White Orange / Tx +
e Pin 2: Orange / Tx-
e Pin 3: White Green / Rx+
e Pin4: Blue
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e Pin5: White Blue
e Pin 6: Green / Rx-
e Pin 7: White Brown

e Pin &: Brown

Nhu vay, s€ dan dén 2 so d6 noi day doi véi mot soi cap xodn doi:

e So0dd néi day thang (Straight through): hai dau ctia mot soi cap xoa‘mldéi déu
du’qg bam dau UTP theo cung rpc}t chuan, tql'IC hodc ca hai cung bam theo
chuan T568A hodc ca hai cung bam theo chuan T568B.

e So d6 nbi day chéo (Cross over): hai dau ctia mot soi cap xodn d6i duge bam
dau UTP theo hai chuan khac nhau, tirc mot dau bam theo chuan T568A, dau
con lai bam theo chuan T568B.

Day dugc bam theo so d6 thang ding dé ndi hai thiét bi khac loai lai voi nhau. Vi
du n6i may tinh va Hub,Switch, router. Nguoc lai, ddy bam theo so do chéo dung dé noi
hai thiét bi cung loai, vi du n6i Hub v6i Hub, ndi may tinh véi may tinh, Hub véi Router.

So véi chuan 10 BASE-2, chuan 10 BASE-T dit hon, nhung né c6 tinh 6n dinh cao
hon: su c6 trén mot diém nodi day khong anh hudng dén toan mang.

LN -
i .

CEIV SR B BT ﬁ%ﬂ'\

Hinh 2.8 — Chuan 10BASE-T khic phuc nhugc diém cia 10BASE-2
2.6.3.4 Van dé mé rong mang
2.6.3.4.1 Mé rong mang 10 BASE-2

Chuan 10BASE-2 rang budc s nut toi da trén mot nhanh mang (segment) la 30.
Néu mang c6 hon 30 may tinh thi phai sir dung it nhat 2 nhanh mang va ndi chiing lai véi
nhau bang mot b khuéch dai (Repeater).

PC PC PC — | Server PC PC
O O milEn ] O
— — — . — — |
— i | » ' a — ' |
Repeater Repeatﬂ Repeater Repeater
1=1 1=1 1=1 1=1
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Hinh 2.9 — Luat 5-4-3 khi st dung Repeater hay HUB
Tuy nhién, dé ddm béo cac mdy tinh ¢6 thé phat hién duoc dung do khi truyen dir
ligu, s lugng t61 da cac nhanh mang dugc noi lai véi nhau bang cac Repeater bi gioi han
boi luat 5-4-3. Luat nay qui dinh nhu sau:
= Chi c6 thé ndi t6i da 5 nhanh mang lai véi nhau bang cac Repeater
= Chico thé sir dung ti da 4 Repeater trong mdt mang
= Chi cho phép ti da 3 nhanh mang c6 nhiéu hon 3 nit (M6t nit ¢6 thé 1a mot
may tinh hoac 1a mot Repeater)
2.6.3.4.2 Mé rong mang Ethernet
M&i cong trén Hub cho phep nbi mot may tinh vao mang. Thudng s6 lugng cong
trén Hub 1a 8, 12, 16, 24. Néu s6 lugng may tinh can ndi mang vuot qua so luong cong ma

mot Hub co thé cung cap, khi d6 ta phai sir dung nhiéu Hub va nbi chung lai v6i nhau.
Duéi day 1a mot vai so dd thudng duogc str dung dé mé rong mang theo chuan 10BASE-T:

= Noi lién tiép cac Hub lai v6i nhau: Trong so d6 nay can tuan thi lut 5-4-3, dam
bao rang tin hi€u di tr may tinh nay dén may tinh kia trong mang khong di qua
nhiéu hon 4 HUB.

MM =ee-—— [T

Hinh 2.10 — So dd ndi két hai HUB

" Su dung mét Hub lam xuong song: So d6 nay duoc str dung khi sé luong Hub
nhi€u hon 4

= =y
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Hinh 2.11 — Sir dung HUB dé ndi nhiéu HUB

= St dung mdt nhanh mang 10BASE-2 1am xuong sdng: Truong hop ndy phai
chon cac Hub c6 modun mé rong (Add- in module) 10BASE-2.

| I | 3 = | 3 =
=il %l = [ =0 =0 B C eIl = =

@ Thin-Ethernet (10hase?) Backhone Cahle )

Hinh 2.12 — Néi két cac HUB bang cap dong truc gay
2.6.3.4.3 So' @6 hon hop

C6 thé nbi cac nhanh mang 10Base-2 va 10Base-T theo so do sau:

W TP-HUE
10Base? / coax segment |ﬁ| [coaaac] [ac]
I I I ” ”
e CECEC =B
B TP-HUB m TF-HUE m TF-HUB
[5] [ooaaos] [ee] [2] [eaacea] [ea] 5] [eas000] [55]
Rt Mg | e |

| | | | | |

TEE Ll =l =Ll =0 =

Hinh 2.13 — N6i mang 10BASE-2 va 10BASE-T lai véi nhau

2.6.3.5 Mang Fast Ethernet

Pé tang téc do truyén dir liéu, chuan mang Fast Ethernet d& dugc phét trién véi toc
do tang gap 10 lan so v6i chuan mang Ethernet, tirc 100 Mbps. Vé co ban Fast Ethernet
van str dung giao thirc CSMA/CD d chia sé¢ dudng truyén chung giira cac may tinh. Fast
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Ethernet dinh nghia 3 chuan mang & tang vat 1y 1a 100Base-Tx, 100Base-T4 va 100Base-
FX.

Chuan mang 100Base-TX va 100 Base-T4 st dung topology dang hinh sao, vo1 mot
Hub lam trung tdm, cung céac loai dau n61 UTP tuong ty nhu chuan 10Base-T. Tuy nhién
chung c6 céc diém khac nhau nhu:

e Chuan 100Base-TX sur dung day cap xoén doi tu CAT 5 trd 1€n, chi st dung
2 do61 va c6 so do bam day giong nhu chuan 10Base-T.

e Chuan 100Base-T4 st dung cép xodn doi tir CAT 3 tré 1én. Didu nay cho
phép sir dung lai hé théng diy cta cac mang 10Base-T. ‘Tuy nhién so d6 dau
day trong chuan nay c6 su khac biét. Day phai duoc badm dau RJ45 theo so

dd sau:
Pin # Signal Signal Pin #
1TX D1+ = X D1+ 1
2T D1l— - =T D- 2
3EX D2+ = mbX T2+ 3
b6 BX D2 o B D2 6
4 BI D3+ e =Bl D3+ 4
5 Bl D3 = =Bl I)3- 5
T BI_D4d+ e - BI_Dd+ 7
8 Bl D o =Bl T 8

Hinh 2.14 — So d6 bam déy cho chuin mang 100 BASE-T4
Chiéu dai t6i da soi cap trong ca hai chuan van 1a 100 mét.

= Chuéin 100Base-FX duoc thiét ké dé ndi két vao duong truyen cap quang voi
chiu dai ctia soi cap 1én dén 2000 mét, sir dung loai dau ndi SC.

Hub trong chuan Fast Ethernet duoc phan thanh 2 loai 1a Hub 16p 1(Class 1) va
Hub 16p 2 (Class 2).

Hub 16p 2 chi cho phép hai nhanh mang c6 cuing kiéu tin hiéu giao tiép véi nhau. Vi
du nhu gitra nhanh 100Base-TX va 100Base-TX hay gitta nhanh mang 100Base-T4 va
100Base-T4. Ta c6 thé no1 2 Hub 16p 2 lai véi nhau voi khoang cach to1 da gitra chung 1a
Sm.

Hub 16p 1 cho phép hai nhanh mang khéac kiéu tin hiéu c6 thé giao tiép duoc véi
nhau. Vi du gilta nhanh mang 100Base-TX va 100Base-FX. Tuy nhién ching khong cho
phép ndi cac Hub lai véi nhau.

Mot diém can luu y nita 1a card mang st dung ciing phai chon loai hd tro chuin
Fast Ethernet.

Hién nay chuan mang 100Base-TX duoc stt dung nhiéu nhit vi né cung cip téc do
cao, on dinh, d& thi cong va khong qua dat tién. Chuan 100Base-FX ciing duoc sir dung
dén trong trudng hop dudng kinh mang vuot qua tam cua chuan 100Base-TX (Trong
khoang tir 100 dén 2.000 mét)
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Mot diém can luu y nita 1a kha ning lién thong gilta chuan Ethernet va Fast
Ethernet. Pa so6 Hub va card mang thudc chuan Fast Ethernet déu ho tro thém chirc nang
Auto-Sensing, nhd dé co thé giao tiép dugc vdi cac thi€t bi cia chuan 10Base-T.

Vi du, néu card mang chuan 100Base-TX c6 tinh ning Auto-Sensing néi két vao
mot cong 10Base-T thi né s& ty dong nhan biét va chuyén sang hoat dong theo chuan
10Base-T. Hay nguoc lai, mgt card mang chuan 10Base-T ndi vao mot céng 100Base-TX
ctia Hub c6 tinh ning Auto-Sensing thi Hub s& tu dong chuyén cong sang hoat dong theo
chuan 10Base-T.

2.6.3.6 Mang Token Ring

Token Ring 1a mang cuc by dugc phat minh bdi IBM vao nhitng nam 1970. V& sau,
Token Ring dugc chuan héa trong chuan IEEE 802.5. Cac may tinh nbi vio MSAU
(MultiStation Access Unit) bang diy cap xodn d6i. Cac MSAU sau d6 nbi lai v6i nhau
hinh thanh mgt vong trong (Ring) nhu hinh dudi day:

MESAL cabdas hSAU
Ring Ring

7 B oul l
COC0000H |I|| I||||I|
|l|l|J]l T |.l..|..l..]..l.. —l| ™ Jl T |Jl J ]

Lok :
||||||||*m*l|z|||e|
g - gg -~ d

Hinh 2.15 — So d6 ndi két mang theo chuan mang Token Ring

""Q
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Chuong 3

Co so vé cau noi
Muc dich

Chuong nay nham gidi thi€u cho ngudi doc nhitng van dé sau:

Cac van dé vé bang thong gip phai khi thyc hién mé rong mang bang cac
thiét bi nhu Repeater va HUB,

Giai phap khac phuc véi cau ndi (Bridge)

Gidi thiéu cau ndi trong sudt va Giai thuat Backward Learning
Vén dé vong quan va giai thuat Spanning tree

Cau ndi xac dinh duong di tir nguon

Cau noi tron lan
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3.1 Gi6i thiéu vé lién mang

Lién mang (Internetwork) la mot tap hop cua nhiéu mang riéng 1¢ dugc nbi két lai
boi cac thiét bj ndi mang trung gian va chung van hanh nhu chi 1a mét mang l6n. Nguoi ta
thuc hién lién mang (Internetworking) dé ndi két nhidu mang lai v6i nhau nho d6 mé rong
dugc pham vi, s lwong may tinh trong mang, ciing nhu cho phép cac mang duoc xay
dung theo cac chuan khac nhau c6 thé giao tiép duoc v6i nhau.

Lién mang co thé duoc thuc hién & nhiing tﬁng khéac nhau, tuy thudc vao muc dich
cling nhu thiét bi ma ta st dung.

Tang ndi két Muc dich Thiét bi sir dung
Tang vat Iy Tang s6 lwong va pham vi mang | HUB / Repeater
LAN

Tang lién két dir liéu | N6i két cac mang LAN c6 tang vat | Cau ndi (Bridge)

Iy khac nhau Bo hoan chuyén (Switch)

Phan chia vung dung dd dé cai thién
hi¢u suat mang

Tang mang M¢ rong kich thudc va sb lugng | Router
may tinh trong mang, hinh thanh
mang WAN

Céc tang con lai Néi két cac tmg dung lai véi nhau Gateway

Trong chuong nay ta s& xem xét cac van dé lién quan dén viéc lién mang & tang 2,
gidi thiéu veé co ché hoat dong, tinh nang cua cau noi (Brigde).Nhuoc diém cua cac thiét bi
lién mang ¢ tang 1 (Repeater, HUB)

N2 To N1 N2 To N1

Hinh 3.1 — Han ché cia Repeater/HUB

Xét mot lién mang gém 2 nhanh mang LAN1 va LAN2 ndi lai véi nhau béng mot
Repeater. Gia st may N2 goi cho N1 mot Frame thong tin. Frame duoc lan truyén trén
LANI va dén cong 1 cua Repeater dudi dang mot chudi cac bits. Repeater s& khuéch dai
chudi cac bits nhan duoc tir cong 1 va chuyén ching sang cong 2. Diéu nay vo tinh di
chuyén ca khung N2 goi cho N1 sang LAN2. Trén LAN1, N1 nhan toan b Frame. Trén
LAN2 khong c6 may tram nao nhan Frame ca. Tai thoi diém d6, néu N5 ¢6 nhu cau gbi
khung cho N4 thi n6 s¢ khong thyc hi¢n dugc vi dudong truyén dang bi ban.

Ta nhan thdy rang, Frame N2 géi cho N1 khong can thiét phai goi sang LAN 2 dé
tranh lang phi duong truyén trén LAN 2. Tuy nhién, do Repeater hoat dong ¢ tang 1, nd
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khong hiéu Frame 13 gi, né s& chuyén di moi thir ma né nhan duogc sang cac cong con lai.
Lién mang bang Repeater hay Hub sé& lam ting ving dung do cua mang, kha nang dung d6
khi truyén tin clia cac may tinh s& tang 1én, hiéu ning mang sé& giam xudng.

3.2 Gidi thi€u vé cau noi
Bay gio ta thay thé Repeater bang mot Bridge. Khi Frame N2 goi cho N1 dén cong
1 cuia Bridge né phan tich va thay rang khong can thiét phai chuyén Frame sang LAN 2.

N1 N2 N3 | X (N4 N5 NG

o | | . Bri . | | L.
LANT 57 . Bricys @ LAN2

N2 To N1
Hinh 3.2 — Bridge khac phuc nhugc diém cia Repeater/HUB
7 Brigige 1a mot thiét bi hoat dong & téng 2 trong mo hinh OSIL. Bridge lam nhiém vu
chuyén ti€p cac khung tir nhanh mang nay sang nhanh mang khac. Diéu quan trong la
Bridge « thong minh », n6é chuyén frame mdt cach c¢6 chon loc dya vao dia chi MAC cua
cac may tinh. Bridge con cho phép cac mang co6 tang vat ly khac nhau c6 thé giao tiép
dugc voi nhau. Bridge chia lién mang ra thanh nhiing vung dung do nho, nho do cai thién
dugc hi€u nang cua lién mang tot hon so voi lién mang bang Repeater hay Hub.

C6 thé phan Bridge thanh 3 loai:

= Cau ndi trong sudt (Transparent Bridge): Cho phép ndi cac mang Ethernet/ Fast
Ethernet lai vo1 nhau.

= Cau ndi x4c dinh dudng di tir ngudn (Source Routing Bridge): Cho phép ndi cac
mang Token Ring lai v61 nhau.

= Cau ndi tron 14n (Mixed Media Bridge): Cho phép ndi mang Ethernet va Token
Ring lai v41 nhau.

3.2.1 Cau ndi trong sudt
3.2.1.1 Gi6i thi¢u

Cau nbi trong sudt dugc phat trién 1an dau tién boi Digital Equipment Corporation
vao nhimg nam dau thap nién 80. Digital d¢ trinh phat minh cua minh cho IEEE va dugc
dua vao chuan IEEE 802.1.

Céu néi trong suét duogc str dung dé ndi cac mang Ethernet lai véi nhau. Nguoi ta
goi 14 cau ndi trong sudt boi vi sy hién dién va hoat dong cua no6 thi trong sudt v0i cac may
tram. Khi lién mang bang ciu ndi trong sudt, cac may tram khong can phai cau hinh gi
thém dé co thé truyén tai thong tin qua lién mang.

3.2.1.2 Nguyén ly hoat dong

Khi cau ndi trong subt duoc md dién, nd bat dau hoc vi tri cua cac may tinh trén
mang bang cach phén tich dia chi may goi cua cac khung ma n6 nhén dugce tir cac céng
cua minh. Vi dy, néu cau nbi nhan dugc mot khung tir cong s6 1 do may A g01, no s€ két
luan rang may A c6 thé dén dugc néu di ra huéng cong 1 cta nd. Dya trén tién trinh nay,
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cau noi xay dung duoc mot Bang dia chi cuc bo (Local address table) mo ta dia chi cta cac
may tinh so vdi cac cong cua no.

Dia chi may tinh (Pia chi MAC) | Cong huéng dén may tinh

00-2C-A3-4F-EE-07 1

00-2C-A3-5D-5C-2F 2

Hinh 3.3 — Bang dia chi cuc bd cua cau noi

Cau nbi sir dung bang dia chi cyc b nay lam co so cho viéc chuyén tlep khung. Khi
khung dén mot cong cua cu ndi, cau ndi s& doc 6 bytes dau tién cia khung dé xac dinh dia
chi may nhan khung. N6 s€ tim dia chi nay trong bang dia chi cuc bg va s€ ung xur theo
mot trong cac truong hop sau:

* Néu may nhan ndm cung mdt cong véi cong da nhan khung, cau noi s€ bo qua
khung vi biét rang may nhén da nhan dugc khung.

* Néu may nhan nam trén mot cong khac voi cong da nhan khung, cau noi s€
chuyén khung sang cong c6 may nhan.

= Neéu khong tim thay dia chi may nhan trong bang dia chi, cdu ndi sé go1 khung
dén tat ca cac cong con lai ciia nd, trir cong da nhan khung.

Trong moi truong hop, cdu ndi déu cip nhat vi tri cia may goi khung vao trong
bang dia chi cuc bo.

Cau nbi trong sudt thanh cong trong viéc phén chia mang thanh nhimg vung dung
do riéng roi. Bac biét khi qua trinh goi dir liéu dién ra gitra hai may tinh nam vé cung mot
huéng cong cua cau ndi, cau nbi s& loc khong cho 1uong giao thong ndy anh huong dén
cac nhanh mang trén cac cong con lai. Nho diéu nay cau ndi trong sudt cho phép cai thién
dugc bang thong trong lién mang.

3.2.1.3 Véan dé vong quan - Giai thuat Spanning Tree

Cau ndi trong sudt s& hoat dong sai néu nhu trong hinh trang mang xuat hién cac
vong. Xét vi du nhu hinh dudi day:

Gia st M goi khung F cho N, ca hai ciu ndi BI va B2 chua c6 thong tin gi vé dia
chi cia N. Khi nhan duoc khung F, ca B1 va B2 déu chuyén F sang LAN 2, nhu vy trén
LAN 2 xuét hién 2 khung F1 va F2 1a phién ban cua F duoc sao lai boi B1 va B2. Sau do
F1 dén B2 va F2 dén B1. Tiép tuc B1 va B2 lai lan lugt chuyén F2 va F1 sang LANI, qua
trinh nay s& khong ding, din dén hién tuong rac trén mang. Nguoi ta goi hién tuong nay 1a
vong quan trén mang.
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Frame copied Frame copied
byB1 / by B2
Fl F2
LAN2
, N
| Bridge
ey
M
LAN1 ‘

A

Initial frame

Hinh 3.4 — Van dé vong quan trong mang

Déﬁ khic phuc hién tuong vong quan, Digital d3 dua ra giai thuat ndi cdy, sau nay
duoc chuan hoa dudi chuan IEEE 802.1d.

Muc ti€u cua giai thuat nay la nham xac dinh ra cac cong tao nén vong quan trén
mang va chuyén né vé trang thai du phong (stand by) hay khoa (Blocked), dua so d6
mang vé dang hinh cay (khong con cac vong). Cac cong nay duoc chuyén sang trang thai
hoat dong khi cac cong chinh bi su cd.

Giai thuat ndy dya trén 1y thuyét vé do thi. Giai thuat yéu cau cac van dé sau:
»  MSJi cau nbi phai dugc gan mot s6 hiéu nhan dang duy nhat.
= MJi cong ciing c6 mot sé nhan dang duy nhat va duoc gan mot gia.
Giai thuat trai qua 4 budc sau:
= Chon ciu ndi gbc (Root Bridge): Pé don gian cau ndi gbe 1a cau ndi co s6 nhan
dang nho nhat.
= Tréncac cau ndi con lai, chon cong gdc (Root Port): La cong ma gia duong di tu
cau ndi hién tai vé cau ndi gdc thong qua né 13 thap nhat so véi cac cong con lai.
= Trén mdi LAN, chon cdu ndi dugc chi dinh (Designated BrIDge): Cau ndi duoc
chi dinh cia mgt LAN 1a cau n61 ma thong qua n6, gid duong di tir LAN hién tai
ve goc la thap nhat. Cong ndéi LAN va cau ndi duge chi dinh dugce goi 1a cong
duoc chi dinh (Designated Port).
= Pit tit ca cac cong gde, cong chi dinh ¢ trang thai hoat dong, cac cong con lai &
trang thai khoa
Vi dy: Cho mét lién mang gom cac LAN V,W,X,Y,Z duoc ndi lai véi nhau bang 5
cau ndi ¢6 s6 nhan dang tir 1 dén 5. Trén 1ién mang nay ton tai nhiéu vong quéan. Ap dung
giai thuat ndi cay xac dinh duoc cac cong gbe (ky hi¢u bang R) va cac cong dugc chi dinh

(Ky hi¢u bang D). Bén canh cac cong gde co ca gia vé gbc thong qua cong nay (ndm trong
dau ngodc R(30)). Tir d6 v& lai hinh trang mang sau khi da loai bé cac vong quan.
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+D = Desgnated
port

+R = Root port
W d&n Z =LANs

Hinh 3.5 — Mang xay dung lai bang giai thuat Spanning tree

Z , '2({[)

10 WJDQM

IS aENS:

" - - i
Biplelefz d
1

3.2.2 Cau ndi xac dinh dwong di tir ngudn

3.2.2.1 Gidi thi¢u

Cau ndi x4c dinh dudng di tr ngudn (SRB-Source Route Bridge) dugc phat trién
boi IBM va duge d¢ trinh 1én iy ban IEEE 802.5 nhu 1a mét giai phap dé noi cdc mang

Token lai v&i nhau.

Cau néiISRB duoc goi tén nhu thé béi vi chung qui dinh ring : dudng di day du tir
may tinh go1 dén may nhan phai dugce dwa vao bén trong cua khung dir liéu goi di boi may
g6 (Source). Cac cau noi SRB chi ¢6 nhiém vu lIuu va chuyén cac khung nhu da dugc chi

dan bai duong di duoc luu

trong trong khung.

3.2.2.2 Nguyén ly hoat dong

Xét mot lién mang gom 4 mang Token Ring duoc ndi lai véi nhau bang 4 cau noi

SRB nhu hinh duéi day:

Host X

Hinh 3.6 — Cau nbi trong mang Token Ring

Bién soan : Th.s Ng6 B4 Hung — 2005

28



Pai Hoc Can Tho — Khoa Cong Nghé Théng Tin — Gido Trinh Thiét Ké & Cai Dat Mang — V1.0

Gia sir rang may X mudén géi mot khung dir liéu cho may Y. Pau tién X chua biét
duge Y ¢6 nam cing LAN véi no hay khong. Dé xac dinh diéu nay, X goi mot Khung
kiém tra (Test Frame). Néu khung kiém tra tr& v& X ma khong c6 dau hiéu da nhan cua Y,
X s& két luan rang Y ndm trén mot nhanh mang khac.

Pé xac dinh chinh xac vi tri cua may Y trén mang ¢ xa, X go1i mot Khung tham do
(Explorer Frame). Mdi cau nbi khi nhan duoc khung tham do (Bridge 1 va Bridge 2 trong
truong hop nay) sé& copy khung va chuyén né sang tit ca cac cong con lai. Thong tin vé
duong di dugc thém vao khung tham do khi ching di qua lién mang. Khi céc khung tham
do cua X d&én duoc Y, Y gdi lai cac khung tra 161 cho tirng khung ma n6 nhan dugc theo
duong di d3 thu thap duoc trong khung thim do. X nhan duoc nhiéu khung tra 101 tir Y véi
nhiéu duong di khac nhau. X s& chon mot trong sé dudng di nay, theo mot tiéu chuin nao
d6. Thong thuong duong di cua khung tra 161 dau tién s& duoc chon vi ddy chinh 1a dudng
di ngan nhat trong s cac duong di (tré vé nhanh nhét).

Sau khi duong di dﬁ dugc xac dinh, né dugc dua vao cac khung dir liéu gdéi cho Y
trong truong thong tin vé duong di (RIF- Routing Information Field). RIF chi dugc su
dung dén do6i voi cac khung goi ra bén ngoai LAN.

3.2.2.3 Ciu tric khung

Céu tric cua RIF trong khung duge mé ta nhu hinh dudi day:

I " (R = |
an2 s MALC | Deslination | Source o . | e
frame | mddress | addrass FiF Lata FCs
| Reaiting Raouta Rioata
contial descriptor deseriploe
Fling | Brdge |

Typ Length D | Langes E'\.-::H..-:l:-:l: kT | rumber |

Hinh 3.7 Ciu trac cia trudng thong tin vé dudng di
Trong do:

= Routing Control Field: 13 truong diéu khién duong di, né bao gdm cac truong
con sau:

0 Type: C6 thé ¢ cac gia tri mang y nghia nhu sau:

= Specifically routed: Khung hién tai c6 chira dudng di day du dén
may nhan

= All paths explorer: La khung thdm do.

" Spanning-tree explorer: La khung tham do c6 su dung giai thuat
ndi cay dé giam b6t sé khung duoc goi trong sudt qué trinh kham
pha.

0 Length: Mo ta chiéu dai tong cong (tinh bang bytes) cta trudng RIF.
o D Bit: Chi dinh va diéu khién huéng di chuyén (t6i hay lui) cta khung.
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0 Largest Frame: Chi dinh kich thudc 16n nhét ctia khung ma né c6 thé
duoc xur 1y trén tién trinh di dén mot dich.

* Routing Designator Fields:

La cac truong chira cac Bo chi dinh duong di. Mdi bo chi dinh duong di bao gdom 2
truong con la:

O Ring Number (12 bits): La s6 hiéu nhan dang cua mt LAN.

0 Bridge Number (4 bits)—La s hiéu nhan dang ctia cdu ndi. S& 1a 0 néu d6
la may tinh dich.

Vi du: Puong di tu X dén Y s& duoc mo ta boi cac bo chi dinh duong di nhu sau:
LANI1:Bridgel:LAN 3: Bridge 3: LAN 2: 0
Hay: LANI1:Bridge2:LAN 4: Bridge 4: LAN 2: 0

3.2.3 Cau ndi tron 1an (Mixed Media Bridge)

Cau ndi trong sudt dugc dung dé ndi cac mang Ethernet lai voi nhau. Cau ndi xac
dinh duong di tr nguén dung dé ndi cac mang Token Ring. Pé ndi hai mang Ethernet va
Token Ring lai v&i nhau, nguoi ta dung loai cau ndi thtr ba, d6 1a cu noi tron lan duong
truyén. Cau ndi tron lan dudng truyén co hai loai:

0 Cau nbi dich (Translational Bridge)

0 Cau ndi xac dinh duong di tir ngudn trong sudt (Source-Route-Transparence
Bridge)
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Chuong 4
Co s6 vé bo chuyén mach
Muc dich

Chuong nay nham gidgi thiéu cho ngudi doc nhitng van dé sau :

e Chiic ning ctia bd hoan chuyén (Switch) trong viéc md rong bang thong
mang cuc bd

 Kién trac bd hoan chuyén
 Céc giai thuat hoan chuyén:
e Store and forward
e Cut-through
e Adaptive
 Phén loai b hoan chuyén:
e  Workgroup, Segment, Backbone

e Symetric / Asymetric
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4.1 Chirc nang va dac tinh méi cua switch

LAN Switch 12 mot thiét bi hoat dong & ting 2, c6 day du tat ca cac tinh ning cia
mot cau noi trong suot nhu:

...... 050 referanoe madal
% Application
i

Prasontalion

E:l ! 9 Session
5-17 ' """" = Transpaord

LAN | Swilch

Metwork

o Dala link

D | Physical
B u‘l

Hinh 4.1 — N4i mang bang switch
0 Hoc vi tri cdc mdy tinh trén mang

0 Chuyén tiép khung tir nhanh mang nay sang nhanh mang khac mot cach c6 chon
loc

Ngoai ra Switch con hd trg thém nhiéu tinh ning méi nhu:

0 HJ tro da giao tiép dong thoi: Cho phép nhiéu cip giao tiép dién ra mot cach
dong thoi nho do tdng dugce bang thong trén toan mang.

Froma |1

Frame 2

Hinh 4.2 - Switch hd trg da giao tiép dong thoi
0 HJ trg giao tiép song cong (Full-duplex communication): Tién trinh goi khung
va nhan khung c6 thé xdy ra dong thoi trén mot cong. Picéu nay lam ting gap
do1 thong luong tong cua cong.
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o Piéu hoa tbc do kénh truyén: Cho phép cac kénh tr}lyén c6 tde do khac nhau
giao‘ tiep dugc véi nhau. Vi du,‘ c6 thé hoan chuyén dir li€u gitra mot kénh
truyén 10 Mbps va mét kénh truyén 100 Mbps.

ﬁ 10 Mbps I
E. 3 c
100 Mbps

Hinh 4.3 — Switch hd tro ché do giao tiép song cong

4.2 Kién truc cuaa switch
Switch dugc cdu tao gdm hai thanh phan co ban 1a:

0 B0 nh¢ lam Viung dém tinh toan va Bang dia chi (BAT-Buffer anh Address

Table).
0 Gian hoan chuyén (Switching Fabric) dé tao ni két chéo dong thoi giita céc
cong
=
Cong
//_ | Gian hge’m
., chuyén

Hinh 4.4 — Cau trac bén trong ctia switch

4.3 Cac giai thuit hoan chuyén

Viéc chuyén tiép khung tir nhanh mang niy sang nhanh mang kia ctia switch c6 thé
duoc thuc hién theo mot trong 3 gidi thudt hoan chuyén sau:
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4.3.1 Giai thuit hoan chuyén lwu va chuyén tiép (Store and Forward
Switching)

Khi khung dén mot céng cua switch, toan bo khung sé dugc doc vao trong by nhd
dém va duoc kiém tra 16i. Khung sé& bi bo di néu nhu c6 16i. Néu khung khong 18i, switch
s& xac dinh dia chi may nhan khung va do tim trong bang dia chi dé xac dinh cong huéng
dén may nhan. Ké tiép s& chuyén tiép khung ra cong twong mg. Giai thuat ndy co thoi
gian tri hodn 16n do phai thuc hién thao tac kiém tra khung. Tuy nhién n6 cho phép giao
tiép gitta hai kénh truyén khéc toc do.

4.3.2 Giai thuat xuyén cit (Cut-through)

Khi khung dén mot céng cua switch, n6 chi doc 6 bytes dau tién cua khung (1a dia
chi MAC cua may nhan khung) vao by nhé dém. Ke tiép nd s€ tim trong bang dia chi dé
xac dinh cong ra tuong ung véi dia chi may nhan va chuyén khung vé hudng cong nay.

Giai thuat cut-through c6 thoi gian tri hoan ngin boi vi nd thuc hién viéc hoan
chuyen khung ngay sau khi xac dinh duoc cong huéng dén may nhan. Tuy nhién né
chuyén tiép ludn ca cac khung bj 16i dén mdy nhén.

4.3.3 Hoan chuyén twong thich (Adaptive — Switching)

Giai thuat hoan chuyén tuwong thich nham tan dung t6i da uu diém cua hai giai thuat
hoan chuyén Luu va chuyén tiép va giai thuat Xuyén cat. Trong giai thuat ndy, nguoi ta
dinh nghia mét ngudng 16i cho phép. Pau tién, switch s& hoat dong theo giai thuat Xuyén
cat. Néu ti 18 khung 151 16n hon ngudng cho phep, switch s& chuyén sang ché do hoat dong
theo giai thudt Luu va chuyen tiép. Nguoc lai khi ty 1¢ khung 16i ha xudng nhé hon
ngudng, switch lai chuyén vé hoat dong theo giai thuat Xuyén cit.

4.4 Thong lwong tong (Aggregate throughput)

Thong luong tong (Aggregate throughput) 13 mot dai lugng dung dé do hiéu suat
cua switch. N6 dugc dinh nghia la lugng dir liu chuyén qua switch trong mot gidy. N6 co
thé duoc tinh bang tich giita s6 nbi két t6i da dong thot trong mét gidy nhan voi bang
thong cua timg noi két. Nhu vdy, thong luong tong ciia mot switch c6 N cong sir dung,
mdi cong ¢ biang thong 1a B dugce tinh theo cong thirc sau:

Aggregate throughput = (N div 2) * (B*2) = N*B

Vi du: Cho mdt mang gém 10 may tinh duoc ndi lai v6i nhau béng mot switch co
cac cong 10 Base-T. Khi do, s6 ndi két tdi da dong thoi 1a 10/2. Mbi cap ndi két trong mot
gidy c6 thé gdi va nhan dir liéu voi luu luong 13 10Mbps*2 (do Full duplex). Nhu vay
thong luong tong s& 1a: 10/2*¥10%2 = 100 Mbps

4.5 Phan biét cac loai Switch

Dua vao muc dich st dung, nguoi ta co thé chia switch thanh nhitng loai sau:

4.5.1 B§ hoan chuyén nhém lam viéc (Workgroup Switch)
La loai switch dugc thiét ké nham dé nbi truc tiép cac may tinh lai v6i nhau hinh
thanh mot mang ngang hang (workgroup) . Nhu vay, tuong trng véi mot cong cua switch
chi c6 mot dia chi may tinh trong bang dia chi. Chinh vi thé, loai nay khong can thiét phai
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¢6 bo nhd 16n cling nhu téc do xir 1y cao. Gia thanh workgroup switch thap hon cac loai

con lai.

= "
QQ!QQ,H—EE:
|

__ ) Ny |

T . . T T T T
- = [= —= [= — o=
] — ]

Hinh 4.5 — Workgroup switch

4.5.2 B§ hoan chuyén nhanh mang (Segment Switch)

Muc dich thiét ké cua Segment switch la nbi cac Hub hay workgroup switch lai voi
nhau, hinh thanh mét lién mang & tang hai. Tuong mg v6i moi cong trong truong hop nay
s& ¢ nhiéu dija chi may tinh, vi thé bd nhé can thiét phai du 16n. Tbc do xur 1y doi hoéi phai

cao vi luong thong tin can xir 1y tai switch 1a 16n.

B Ywich TAE s sesew

Departmentil Department#2
|_| |GGGGGC’| ’E‘ (A Low Traffic > |_| |GGGGC’G| IEI

CE[EfEn|fEnr =0 =

Hinh 4.6 — Segment switch

4.5.3 B hoan chuyén xwong song (Backbone Switch)
Muc dich thiét ké cua Backbone ,switch 1a dé ndi két cac Segment syvitch lai véi
nhau. Trong truong hop nay, bd nhé va toc do xur Iy ctia switch phai rat 16n dé du chua dia
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chi cho tit ca cac may tinh trong toan lién mang ciing nhu hoan chuyén kip thoi dit liéu
gitra cac nhanh.

Hinh 4.7 — Backbone switch

4.5.4 B) hoan chuyén doi xirng (Symetric Switch)
Symetric switch 1a loai switch ma tat ca cac cong clia né déu cé cling toc do. Thong
thuong workgroup switch thudc loai nay. Nhu cau bang thong giltta cdc may tinh 1a gan
bang nhau.

Hinh 4.8 — Symetric switch
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4.5.5 B hoan chuyén bat ddi xirng (Asymetric Switch)
Asymetric switch 1a loai switch c6 mdt hodc hai céng 6 tbe d6 cao hon so véi céc
cong con lai cia nd. Thong thudng cac cong nay dugc thiét ké d€ danh cho cac may chu
hay la cong dé noi1 1én mdt switch & murc cao hon.

100 Mbps h r._

Hinh 4.8 — Asymetric switch
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Chuong 5

Co s6 vé bo chon dwong
Muc dich

Chuong nay nham gidgi thiéu cho ngudi doc nhitng van dé sau :

Céac van dé lién quan dén viéc xay dung mang dién rong
Vai trd ctia bg chon duong (Router) trong mang dién rong
Nguyén tic hoat dong ctia bd chon dudng

Céc van d¢ lién quan dén viéc thiét ké giai thuat chon duong
Céch thuc thiét 1ap mang IP

Céc giao thic chon dudng phd bién: RIP, OSPF, BGP
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5.1 Mo ta

Bridge va switch 13 cac thiét bi néi mang & ting hai. Switch cho phep lién két nhiéu
mang cuc bo lai v6i nhau thanh mét lién mang voi bang thong va hi¢u suat mang dugc cai
thién rat tbt. Nhiém vu cua switch 1a chuyén tiép cic khung tir nhanh mang nay sang
nhanh mang khac mét cach c6 chon loc dya vao dia chi MAC cua cac may tinh. Pé lam
duoc diéu nay, switch can phai duy tri trong bd nhé ctia minh mot ‘bang dia chi cuc bo
chtra vi tri cua tit ca cac may tinh ‘trong mang. Moi may tinh s& chiém mot muc tir trong
bang dia chi. M3i switch dugc thiét ké véi mot dung luong bo nhé gidi han. Va nhu thé,
n6 xac dinh kha niang phuc vu t6i da ciia mot switch. Ching ta khong thé dung switch dé
nbi qua nhiéu mang lai véi nhau. Hon nita, cac lién mang hinh thanh bang cach s dung
switch cling chi la cac mang cuc bg, c6 pham vi nho. Muén hinh thanh cac mang dién rong
ta can st dung thiét bi lién mang & ting 3. P6 chinh 12 bo chon duong (Router).

Hinh 5.1 — Xay dung lién mang bang router

Trong mo hinh trén, cdc mang LAN 1, LAN 2, LAN 3 va mang Internet duoc ndi
lai voi nhau bang 3 router R1, R2 va R3.

Router 13 mot thiét bi lién mang & tdng 3, cho phép ndi hai hay nhiéu nhanh mang
lai véi nhau dé tao thanh mot lién mang. Nhiém vu cua router la Chuyén tiép cac goi tin tur
mang nay dén mang kia dé c6 thé dén duoc may nhan. Mdi mot router thudng tham gia
vao it nhat 1 2 mang. N6 c6 thé 1a mot thiét bi chuyén dung vé6i hinh dang giéng nhu Hub
hay switch hodc c6 thé 1a mot may tinh voi nhiéu card mang va mot phan mém cai dit giai
thuat chon duong. Cac dau ndi két (cong) cua cac router dugc goi la cac Giao dién
(Interface).

Cac may tinh trong mang dién rong dugc goi l1a cac H¢ théng cudi (End System),
v6i ¥ nghia day chinh 14 noi xuat phat cua thong tin luu thong trén mang, ciing nhu 1a diém
dung cua thong tin.

Vé mit kién tric, cac router chi cai dit cac thanh phﬁn thuc hién cac chuc nang tu
tang 1 dén tang 3 trong mo hinh OSI. Trong khi cac End System thi cai dat chirc nang cta
ca bay tang. .
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5.2 Chirc nang cia b chon duwong

Hinh 5.2 — Nhiéu dudng di cho mot dich dén

Trong mdt mang dién rong, thudng c6 nhidu dudng di khac nhau cho cing mét dich
dén. Ta xét trudng hop A goi cho C mdt goi tin. Goi tin duge chuyén dén router R1, va
dugc luu vao trong hang dgi cac goi tin cho duge chuyen di cuia R1. Khi mét goi tin trong
hang doi dén lugt dugc xur 1y, router sé xac dinh dich dén cua goi tin, tir d6 tim ra router ké
tiép can chuyén goi tin dén dé c6 thé di dén dich. DPbi v6i Router 1, c6 hai dudng di, mot
nbi dén router R2 va mot ndi dén R3. Khi da chon dugc duong di cho goi tin, router R1 s&
chuyén goi tin tir hang doi ra duong da chon. Mot qua trinh tuong tu cling xay ra trén
Router ké tiép. Ctr nhu thé, goi tin s& dugc chuyén tir router nay dén router khac cho dén
khi né dén duge mang ¢ chtra may tinh nhan va s€ dugc nhan bdi may tinh nhan.

Nhu vay, hai chitc ndng chinh ma mot by chon dudng phai thyc hi¢n la:
= Chon duong di dén dich v6i ‘chi phi® (metric) thip nhat cho mét goi tin.

» Luu va chuyén tiép cac goi tin tir nhdnh mang nay sang nhanh mang khac.
5.3 Nguyén tac hoat dong ctia bo chon duwong

5.3.1 Bang chon duong (Routing table)

Pé xac dinh duoc dudng di dén dich cho cac goi tin, cac router duy tri mot Bang
chon duong (Routing table) chira duong di dén nhirng diém khac nhau trén toan mang. Hai
truong quan trong nhit trong bang chon dudng cua router la Dich dén (Destination) va
Budc ké tiép (Next Hop) can phai chuyén goi tin dé c6 thé dén duoc Dich dén.
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R1 - Routing Table
Destination | Next Hop
1 Local
2 Local
3 Local
4 R2
5 R2
7 R3
11 R2

Hinh 5.3 — Bang chon duong cua router R1

Thong thuong, dich dén trong bang chon dudng 13 dia chi ctia cc mang. Trong khi
Next Hop 1a mot router lang giéng cua router dang x¢ét. Hai router dugc goti 1a lang giéng
cua nhau néu ton tai mot dudng n01 két vat 1y gitta chung. Thong tin c6 thé chuyén tai
bang tang hai giira hai router lang giéng. Trong mé hinh mang & trén, router R1 c6 hai lang
giéng la R2 va R3.

5.3.2 Nguyén tic hoat dong
Cho hé théng mang nhu hinh duéi day :
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Applicatio
Presentatiéh

Session

Transp

Networkl e 1l TetwoTR | '
I

Data Li Data Link

Hinh 5.4- Duong di cia mdt goi tin qua lién mang

Gi1a sir may tinh X gd&i cho may tinh Y mot goi tin. Con duong di cua goi tin duoc
mo ta nhu sau:

* Vi Y nam trén mdt mang khac véi X cho nén goi tin s€ dugc chuyén dén router
A.

= Tairouter A:

o Téng mang doc dia chi mdy nhan dé xac dinh dia chi cua mang dich c6
chira may nhén va ke ti€p s& tim trong bang chon duong dé bict duoc
next hop can phai goi di 1a dau. Trong truong hop nay la Router B.

0 Goi tin sau d6 duoc dua xudng tang 2 dé déng vao trong mot khung va
dua ra hang doi cua giao di€n/cong hudng dén next hop va cho dugc
chuyén di trén duong truyen vat ly.

» Tién trinh tuong tu dién ra tai router B va C.

= Tai Router C, khung ctia tang 2 s& chuyén géi tin dén may tinh Y.

5.3.3 Van dé cap nhat bang chon dwong

Quyét dinh chon duong cua router dugce thuc hién dua trén thong tin vé duong di di
trong bang chon duong. Van dé dit ra 13 bang cach nao router c6 dugc thong tin trong
bang chon duong. Hodc khi mang bi thay ddi thi ai s& la nguoi cap nhat lai bang chon
dudng cho router. Hai van dé nay goi chung 14 van dé cap nhat bang chon duong.

C¢ ba hinh thtrc cap nhat bang chon duong:

= Cap nhat tha cong: Thong tin trong bang chon duong dugc cap nhat béi nha
quan tri mang. Hinh thirc nay chi phu hop véi cdc mang nhd, c6 hinh trang
don gian, it bi thay ddi. Nhuoc diém cua loai nay la khong cép nhat kip thoi
bang chon duong khi hinh trang mang bi thay d6i do gip su cb vé duong
truyén.

= Cap nhat ty dong: Ton tai mot chuong trinh chay bén trong router ty dong
tim kiém duong di dén nhiing diém khac nhau trén mang. Loai nay thich hop
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cho cac mang 16n, hinh trang phuc tap, c6 thé tmg pho kip thoi v6i nhiing
thay d6i vé hinh trang mang. Van dé dit ra ddi v6i cap nhat bang chon
duong dong chinh 13 giai thuat duogc diung dé tim ra duong di dén nhing
diém khac nhau trén mang. Ngudi ta goi giai thut ndy 1a giai thuat chon
duong (Routing Algorithme).

= Cép nhat hdn hop: Vira két hop ca hai phuong phap cip nhat bang chon
duong thu cong va cap nhat bang chon dudng tu dong. Pau tién, nha quan tri
cung cap cho router mot s6 dudng di co ban, sau d6 giai thuat chon dudng s&
gitip router tim ra cac duong di méi dén cac diém con lai trén mang.

5.4 Giai thuat chon duwong

5.4.1 Chirc niang cua gidi thuat vach duong
Chirc nang cta giai thuat chon duong 1a tim ra duong di dén nhimg diém khac nhau
trén mang.,Giéi thuat chon duong chi, cap nhat vao bang chon duong mét duong di dén
mot dich dén mdéi hodc duong di maéi tot hon duong di da cé trong bang chon duong.
5.4.2 Dai lwgng do luwong (Metric)

Mot duong di tt 1a mot dudng di «ngin ». Khai niém « dai », « ngan » ¢ day khong
thuan tay 1a khodng cach dia ly ma ching dugc do dua vao mot thudc do (metric) nao do.
Cé thé dung cac thude do sau dé do do dai duong di cho cac giai thuat chon duong:

= Chiéu dai duong di (Iength path): La s6 lwong router phai di qua trén duong di.
= Do tin cay (reliable) ciia dudng truyén

= PO tri hodn (delay) ciia dudng truyén

= Bing thong (bandwidth) kénh truyén

» Tai (load) cua céc router

= Cudc phi (cost) kénh truyén

Cung mot dich dén nhung do vdi hai tiéu chuin khéac nhau c6 thé s& chon dugc hai
duong di khac nhau.

MBJi giai thuat chon duong phai xac dinh 13 tiéu chuan chon lya dudng di ma minh
st dung la gi. Co thé chi 1a mot thude do hodc 1a sy phdi hop ctia nhiéu ti€u chuan lai véi
nhau.

5.4.3 Muc dich thiét ké

Chtrc ning chinh cua giai thuat chon dudng 1a tim ra dugc duong di dén nhimng
diém khac nhau trén mang. Tuy nhién, tuy vao muc ti€u khi thiét ke giai thuat chon duong
s€ dan dén chat lugng vé duong di s€ khac nhau. Cac giai thuat chon duong c6 thé duoc
thiét ké cho cac muc tiéu sau:

= T4i vu (optimality): Puong di do giai thuat tim dugc phai 1a dudng di toi vu
trong so cac duong di dén mot dich dén nao do
= Don gian, it tén kém (Simplicity and overhead): Giai thuét duoc thiét ké hiéu

qua vé mat xu ly, it doi hoi vé mat tai nguyén nhu bo nhé, téc do xir 1y cua
router.
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= Tinh 6 6n dinh (stability): Giai thudt c6 kha nang ang pho dugc voi cac sy cd
vé dudng truyeén.

= Ho6i ty nhanh (rapid convergence): Qué trinh thong nhat giita cic router vé
mot duong di tot phai nhanh chong.

= Tinh linh hoat (Flexibility): Pap tng duoc moi thay doi vé moi truong van
hanh cua giai thuat nhu bang thong, kich bd nhd, do tri hoan cua duong
truyén

5.4.4. Phan loai giii thuat chon duwong

~ Thong thuong cac giai thuat chon duong dugc phan loai bang céc tiéu chuan c6 tinh
chat doi ngau nhau, vi du nhu:
» (Gidi thudt chon duong tinh - Giai thudt chon duong dong
»  Gidi thuét chon duong bén trong - Giai thuat chon dudng bén ngoai khu vuc
=  Giai thuat chon dudng trang thai ndi két - Giai thuét vécto khoang cach.
5.4.4.1 Gidi thuat chon dwong tinh - Gidi thuat chon dwong dong
* Gidi thuat chon duong tinh (static routing): Bang chon duong dugc cap nhat
boi nha quan tri mang. Hinh thirc nay chi phu hop cho cac mang nho, c6
hinh trang don gian, it bi thay d6i. Nhugc diém cua loai nay la khong cap
nhat kip thoi bang chon dudng khi hinh trang mang bi thay d6i do gip su cd
vé dudng truyén.
= Giai thuat chon duong dong (dynamic routing): Router tu dong tim kiém
duong di dén nhitng diém khac nhau trén mang. Loai nay thich hop cho cac
mang 1o, hinh trang phirc tap. N6 ¢6 thé ing pho kip thot voi nhimg thay
do1 ve hinh trang mang
5.4.4.2 Giai thuit chon dwong mot dwong - Giai thuit chon dwong nhiéu
dwong
= Giai thut chon duong mét duong (single path): Ton tai mot duong di dén
mot dich dén trong bang chon duodng.
= Giai thuat chon duong nhiéu duong (multi path): H3 tro nhiéu dudng di dén
cung mot dich dén, nho do6 tang dugc thong lugng va dd tin cdy trén mang.
5.4.4.3 Giai thuit chon duwong bén trong khu vuc - Giai thuit chon duwong lién
khu vue
Mot ‘sé gidi thuat chon dudng xem cac router déu cﬁng mot cép. Cac router co vai
tro ngang bang nhau. Nguoi ta goi 1a giai thuat chon duong phang (Flat routing).
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Phan cap
- BF: Backbone Router
- R Fouter thugng

Autonomous
System 2

Hinh 5.5 — Mang céu tric phang va mang phan cap

Tuy nhién, trong cac mang 16n ngudi ta thuong xay dung mang theo kiéu phén cap.
O d6 cac may tinh lai nhém lai véi nhau thanh nhitng ving tu tri (Autonomous System) va
c¢6 su phan cip cac router. Cac router binh thudng (Normal Router) dam nhiém viéc vach
duong bén trong mdt Autonomous System. Cong vi¢c vach duong gilra cac autonomous
system thi duoc giao vé cho cac router nam & duong truc (Backbone router).

Mot autonomous system la mdt tdp hop cadc mang va céac router chiu sy quan ly duy
nhat cua mgt nha quan tri mang. Vi du 1a mang cia mdt cong ty, mot truong dai hoc hay
mang duong truc cua mdt quoc gia.

Viéc phan cip cac router thanh hai loai din dén c6 hai loai giai thudt chon duong:
Giai thuat chon duong bén trong vung (Intradomain hay Interior Protocol) va lién vung
(Interdomain hay Exterior protocol).

Vi du:
= Mot sb giai thuat chon duong bén trong vung:
0 RIP: Routing Information Protocol
0 OSPF: Open Shortest Path First
O IGRP: Interior Gateway Routing Protocol
= Mot s6 giai thuat chon duong lién ving:
0 EGP: Exterior Gateway Protocol
0 BGP: Boder Gateway Protocol

5.4.4.4 Giai thuét chon dwong theo kiéu trang thai ndi két (Link State Routing)
va Giai thuat chon dwong theo ki€éu vector khoang cach (Distance vector)

= Trong giai thuat vach duong theo kiéu trang thai ndi két

0 Mobi router s& goi thong tin vé trang thai n6i ket ctia minh (cdc mang nbi
két truc tlep va cac router lang gleng) cho tat ca cac router trén toan
mang. Cac router s& thu thip thong tin vé trang thai nbi két cua cac
router khéc, tir d6 xay dung lai hinh trang mang, chay cac giai thuat tim
duong di ngan nhét trén hinh trang mang c6 dugc. Tir d6 xay dung bang
chon duong cho minh.
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0 Khi mot router phat hién trang thai ndi két ciia minh bj thay doi, né sé
goi mot thong diép yéu cu cip nhat trang thai ndi két cho tit cac cac
router trén toan mang. Nhan duogc thong di€p nay, cdc router s€ xay
dung lai hinh trang mang, tinh toan lai duong di tdi wu va cap nhat lai
bang chon duong cia minh.

0 Giai thuat chon duong trang thai ndi két tao ra it thong tin trén mang.
Tuy nhién n6 doi1 hoi router phai ¢6 bo nhd 16n, téc d tinh toan cua
CPU phai cao.

= Trong giai thuat chon duong theo kiéu vecto khoang cach:

0 Dau tién moi router s€ cap nhat duong di dén cdc mang nodi két truc ti€p
v6&1 minh vao bang chon duong.

0 Theo dinh ky, mot router phai go1 bang chon duong cua minh cho cac
router lang giéng.

0 Khi nhan duogc bang chon dudng cua mét lang gleng gdi sang, router s&
tim xem lang giéng cua minh c¢6 duong di dén mot mang ndo ma minh
chua c6 hay mot dudng di nao tot hon duong di minh da c6 hay khong.
Néu c6 s& dua duong di méi nay vao bang chon dudng cua minh véi
Next hop dé dén dich chinh 13 lang giéng nay.

5.5 Thiét ké lién mang voi giao thirc IP

5.5.1 Xay dung bang chon dwong

Cho ba mang Netl, Net2 va Net3 ndi lai v6i nhau nhd 3 router R1, R2 va R3. Mang
Net4 ndi cac router lai v6i nhau. Cong viéc dau tién trong thiét ké mot lién mang IP 1a
chon dia chi mang cho cac nhanh mang. Trong trudng hop nay ta chon mang l6p C cho 4
mang nhu bang sau:

Mang | Dia chi mang | Mat na mang

Netl |192.168.1.0 255.255.255.0

Net2 |192.168.2.0 255.255.255.0

Net3 | 192.168.3.0 255.255.255.0

Net4 | 192.168.4.0 255.255.255.0

Hinh 5.6 — Cau tric bang chon duong trong giao thic IP

Ké tiép, gan dia chi cho timg may tinh trong mang. Vi du trong mang Netl, cac
may tinh dugc gan dia chi a 192.168.1.2 (Ky hiéu .2 1a cach viét tit caa dia chi IP dé mé
ta Phan nhan dang may tinh) va 192.168.1.3. Mdi router c¢6 hai giao dién tham gia vao hai
mang khéc nhau. Vi dy, giao di¢n tham gia vao mang NET1 cua router R1 c6 dia chi IP 1a
192.168.1.1 va giao di¢n tham gia vao mang NET4 c6 dia chi la 192.168.4.1.
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Hinh 5.7 — Lién mang str dung giao thirc IP

Pé may tinh ctia cac mang co thé giao tiép dugc voi nhau, can phai co thong tin vé
duong di. Bang chon duong cia router c¢6 thé tao ra thu cong hodc tu dong. P61 voi mang
nhd, nha quan tri mang s€ nap duong di cho cac router thong qua cac 1énh dugc cung cap
bo1 hé diéu hanh cia router. Bang chon dudng trong giao thirc IP c6 4 thong tin quan trong
la:

* Dia chi mang dich

= Mait na mang dich

= Router ké tiép s& nhan géi tin (Next Hop)
= Giao dién chuyén g6i tin di

Trong vi du trén, cac router s€ c6 bang chon duong nhu sau:
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| R1-Routing table
Metwork Metrnask MextHop | Interface
192.168,1,.0/255,255,255.0 local local
192,168.2.0f255.255.295.0(192.168.4. 2[192.1658.4. 1
192,168,3.0/255,255 2550 [192.165.4,3192.163.4.1
192,168.4.0f255.2595.255.0 local local
|  R2-Routing table
Metwork Metrnask MextHop | Interface
192,168,1.0/255,.2595.255.0[192,1658.4, 1[192.168.4.2
192,168.2.0f255.2595.255.0 local local
192,168,3.0/255,255 2550 [192.165.4, 3192, 163.4.2
192,168.4.0f255.2595.255.0 local local
|  R3-Routing table
Metwiork fMetrnazk MextHop | Interface
192,168.1.0/2595,2595.255.0/192.165.4, 1192, 168.4.3
192.168.2.0f255,.2595.295.0(192.168.4.2/192.165.4. 3
192,168.3.0/2595.255.255.0 local local
192.168.4.0f255,.2595.255.0 local local

Hinh 5.8 — Bang chon duong cua céac router

Céc may tinh cling c6 bang chon duong. Dudi day 1a bang chon dudong ctia may
tinh c6 dia chi 192.168.3.3:

[192.168.3.3 - Routing table
Metwork, Metrask
102.166,3.0/255, 255,255 0
defaLlt

MextHop | Interface
lacal

192.1658.3.1

local

local

Hinh 5.9 — Bang chon duong ctia may tinh

Mang dich mic dinh (default) ¥ néi rang ngoai nhitng duong di dén cac mang da
1iét k& phia trén, cac dudng di con lai thi goi cho NextHop cliia mang default nay. Nhu vay,
dé goi goi tin cho bt ky mot may tinh nao nam bén ngoai mang 192.168.3.0 thi may tinh
192.168.3.3 s& chuyén goi tin cho router 3 & dia chi 192.168.3.1.

5.5.2 Duwong di cua goi tin

Dé hiéu 16 c6 ché hoat dong cua giao thirc IP, ta hdy xét hai truong hop goi géi tin:
Truong hop may tinh gdi va nhan nam trong cung mgt mang va truong hop may tinh goi
va may tinh nhan nam trén hai mang khac nhau.

Gid sir may tinh c6 dia chi 192.168.3.3 g&1 mot goi tin cho may tinh 192.168.3.2.
Tang hai cia may goi sé& dat goi tin vao mot khung véi dia chi nhan 1a dia chi vat 1y cua
may 192.168.3.2 va goi khung 1én dudng truyén NET3, trén d6 may tinh 192.168.3.2 s&
nhan dugc goi tin.

Bay gio ta xét truong hop may tinh c6 dia chi 192.168.3.3 trén mang NET3 géi goi
tin cho may tinh c6 dia chi 192.168.1.2 trén mang Netl. Theo nhu bang chon dudong cua
may gdi, cac goi tin co dia chi ndm ngoai mang 192.168.3.0 s& duoc chuyén dén router R3
(dia chi 192.168.3.1). Chinh vi thé, may tinh goi s& dat goi tin vao mot khung voi dia chi
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nhan 1a dia chi vat 1y cia giao dién 192.168.3.1 va dua lén dudng truyén NET3. Nhan
duogc goi tin, R3 phan tich dia chi IP ciia may nhan dé xac dinh dich dén cua géi tin . Bang
chon dudng cho thiy, véi dich dén 1a mang 192.168.1.0 thi can phai chuyén géi tin cho
router R1 & dia chi 192.168.4.1 théng qua giao dién 192.168.4.3. Vi thé R3 dit gbi tin vao
mot khung véi dia chi nhan 1a dia chi vat 1y cua giao dién 192.168.4.1 cia router R1 va
dua 1én dudng truyén NET4. Tuong tu, R1 s& chuyén goi tin cho may nhan 192.168.1.2
bang mot khung trén duong truyén NET1.

Ta nhan théere‘“lng, dé di dén duoc may nhan, goéi tin dugc chuyén di boi nhiéu
khung khac nhau. M61 khung s& c6 dia chi nhan khac nhau, tuy nhién dia chi cta goi tin thi
luén ludn khong doi.

5.5.3 Giao thirc phan giai dia chi (Address Resolution Protocol)

Néu mot may tinh mudn truyén mot géi tin IP nd can dat goi tin nay vao trong mot
khung trén duong truyén vat Iy ma n6 dang nbi két. Pé c6 thé truyén thanh cong khung,
may tinh goi can thiét phai biét duoc dia chi vét Iy (MAC) clia mdy tinh nhan. Piéu nay c6
thé thuc hién duoc béng cach st dung mot bang dé anh xa cac dia chi IP vé dia chi vat ly.
Giao thire IP sir dung giao thitc ARP (Address Resolution Protocol) dé thyc hién 4nh xa tir
mét dia chi IP vé mot dia chi MAC.

Address Resolution Protocol (ARP)

I need the I heard that broadcast,
Ethemet address th?fttllf m:t Htila'lj'e i my
of 172.16.3.2. emet address.

172.16.3.2 b

o

Application

Sessi

IP: 172.16.3.2 =
Ethernet: 0800.0020.1111

on

| DataLink _ @ MAP IP —— Ethernet
| @ Local ARP

Hinh 5.10 — Giao thirc ARP

Mot may tinh xac dinh dia chi vat 1y cia né vao luc khoi dong b.':?mg cach doc thiét
bi phﬁn cung va xac dinh dia chi IP cua no bﬁng cach doc tap tin ciu hinh, sau d6 luu
thong tin vé mdi tuong (mg giita dia chi IP va MAC ctia n6 vao trong ving nhd tam (ARP
cache). Khi nhan dugc mét dia chi IP ma ARP khong thé tim ra dugc dia chi vat 1y tuong
ung dya vao vung nhd tam hién tai, né s€ thuc hién mdt khung quang ba c6 dinh dang nhu
sau:
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Tong quat

Ethernet
Header

ARP
request/reply

Cac truong

Ethernet Destination
Address

Ethernet Source
Address

Frame Type

Hardware Type
Protocol Type

Hardware Address
Size in bytes

Protocol Address
Size in bytes

Operation

Sender Ethernet
Address

Sender IP Address

Destination Ethernet
Address

Destination 1P

Address

Kich thuc
(byte)

Cac gia tri

bia chi may nhan, trong truong hop nay
la mdt dia chi quang ba

bia chi cua may goi thong dié€p

Kiéu khung, c6 gia trj 1a 0x0806 khi
ARP yéu cau va 0x8035 khi ARP tra loi

Gid tr1 1a 1 cho mang Ethernet
C6 gia tri 1a 0x0800 cho dia chi IP

Chiéu dai cta dia chi vat 1y, co gia tri 14
6 cho mang Ethernet

Chiéu dai dia chi cua giao thirc, co gia
tri 1a 4 cho giao thuc IP

La 1 néu 1a khung yéu cau, 1a 2 néu 1a
khung tra 101

Khong st dung dén trong yéu cau cua
ARP

Dia chi IP may can tim dia chi MAC

Néu mot may tinh trén mang nhan ra dia chi IP cia minh trong g6i tin yéu cau ARP
no s€ goi mot goi tin trd 101 ARP cho may yéu cau trong doé c¢6 thong tin vé dia chi MAC

cua no.

Nho vao viée goi cac yéu cau ndy, mot may tinh ¢ thé bo sung thong tin cho ving
cache cua giao thirc ARP, nho d6 cap nhat kip thoi moi su thay doi ciia so do mang. Thong
thuong thoi gian qua han (Time-out) cho mét thong tin trong vung cache la 20 phat. Mot
yéu cau ARP cho médt may tinh khong ton tai trén nhanh mang duoc lip lai mét vai 1an xac

dinh nao do.
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Néu mot may tinh duoc ndi két vao nhiéu hon mot mang bﬁng cac giao dién mang,
khi do s€ ton tai nhiing vung cache ARP riéng cho ting giao dién mang.

Luu y, ARP trén mdt may tinh chi thuc hién viéc xac dia chi vat 1y cho cac dia chi
cung dia chi mang / mang con vdi ndé ma thoi. Poi véi cac goi tin goi cho cac mdy tinh 6
dia chi IP khong cung mét mang / mang con v6i may goi s€ duoc chuyén huéng cho mot
router nam cing mang v4i may goi dé chuyén di tiép.

Vi cac yéu cau ARP duoc quang ba rong rai, cho nén bat ky mét may tinh nao dang
duy tri mot vung cache déu co thé theo doi tat ca cac yéu cau dugc quang ba nay dé lay
thong tin vé dia chi vat Iy va dia chi IP cua may goi yéu cau va bd sung vao vung cache
ctia n6 khi can thiét. Khi mot may tinh khoi dong, no goi mot yéu cau ARP (co thé cho

chinh nd) nhu dé thong béo véi cac may tinh khac vé su xudt hién ciia né trong mang cuc
bo.

Co thé gan nhiéu hon mot dia chi IP cho mét dia chi vat ly. Chuy réng, dinh dang
cua yéu cau ARP thi duoc thiét ké dé co thé ho trg dugc cho céac giao thirc khac ngoai IP
va Ethernet.

5.5.4 Giao thirc phan gidi dia chi nguwgc RARP (Reverse Address
Resolution Protocol)

Ngay nay, cac tram lam viéc khong dia ctmg (Diskless workstation) duoc sir dung
rong rai. Moi may tinh chi can bd xtr Iy va bd nhd, tat ca khong gian luu trir duoc cung cap
tr mot may chu sir dung mot hé thong tap tin mang theo mot chuan nao d6. Do khong c6
cac tap tin c4u hinh, tlen trinh khoi dong cia cac may tinh nay thuong s dung mot giao
thirc truyén tai tap tin rat don gian nhu TFTP. Tuy nhién, trudce khi co thé nbi két dén duoc
server, cac tram 1am viéc can phai biét duoc dia chi IP cta nd. Giao thirc RARP duogc dung
trong truong hop ndy. RARP str dung cung dinh dang yéu ciu cia ARP nhung truong
Operation c6 gia tri 1a 3 cho yéu cau va 4 cho tra 10i. Trén méy chu duy tri mot bang mo ta
moi twong quan gitta dja chi vat Iy va dia chi IP ctia cac may tram. Khi nhin duoc yéu cau
RARP, mdy chu tim trong bang dia chi va tra vé dia chi IP twong tmg cho may tram da goi
yéu cau.

5.5.5 Giao thirc thong diép diéu khién mang Internet ICMP (Internet
Control Message Protocol)

Giao thirc ICMP duoc cai dat trong hau hét tit ca cac may tinh TCP/IP. Cac thong
diép cua giao thire dugc goi di trong cac goi tin IP va dugc dung dé gdi di cac bao 161 hay
cac thong tin diéu khién.

ICMP tao ra nhiéu loai thong diép htru ich nhu:
= Pich dén khong t6i duge (Destination Unreachable),
* Tham héi va trd 161 (Echo Request and Reply),
= Chuyén huéng (Redirect),
*  Vuot qua thoi gian (Time Exceeded),
* Quang ba bd chon duong (Router Advertisement)

= (0 lap bo chon duong (Router Solicitation)
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qNéu mot thong diép khong thé phan phat duoc thi nd s& khong duoc goi lai. Piéu
nay d¢€ tranh tinh trang di chuyén khong bao gio dung cua cac thong di¢p ICMP.

Néu mot thong di€p « Pich dén khong té1 dugce » duge gdi di bédi mot router, diéu
d6 c6 nghia rang router khong thé goi goi tin dén dich duoc. Khi d6 router s& x6a goi tin ra
khoi hang doi ciia no. Co hai nguyén nhan 1am cho mot goi tin khong thé di dén noi duoc.
Phén 16n 13 mdy goi mo ta mot dja chi nhan ma né khong ton tai trén thuc té. Truong hop
it hon 1a router khong biét duong di dén noi nhan goi tin.

Thong diép Pich dén khong t6i duoc duge chia thanh bon loai co ban la:

= Mang khong dén dugc (Network unreachable): C6 nghia 1a ¢ sy ¢ trong
van dé vach duong hoic dia chi nhan cua géi tin.

= May tinh khong dén dugc (Host unreachable): Thong thuong dung dé chi
tryc tric trong van dé phan phat, nhu 14 sai mit na mang con chang han.

= Giao thuc khong dén duoc (Protocol unreachable): May nhan khong hd tro
giao thirc ¢ tdng cao hon nhu goéi tin da mo ta.

- Cf)ng khong ‘dé'n dugc (Port unreachable): Socket cua giao thitc TCP hay
cong khong ton tai.

Mot thong di€p « Tham hoéi va trd 161 » dugce tao ra bdi 1€nh ping, dugc tao ra tir
mot may tinh dé kiém tra tinh lién thong trén lién mang. Néu c6 mot thong diép tra 1oi,
diéu d6 biéu hién rang giita may gdi va may nhan co thé giao tiép duoc v6i nhau.

Mot thong di€p « Chuyén huong » duoc goi boi mot router den may da goi goi tin
dé khuyén cdo vé mot duong di t6t hon. Router hién tai van chuyén tiép goi tin ma né nhan
dugc. Thong diép chuyén huéng giir cho bang chon dudng cta cac may tinh dugc nho boi
vi chiing chi céan chira dia chi cia mét router ma théi, tham chi router d6 cung cap duodng
di khong phai la t6t nhat. Poi khi, sau khi nhan dugc théng diép chuyén hudng, thiét bi goi
van st dung duong di cil.

Mot thong diép vuot qua thoi han dwoc goi boi mot router néu thoi gian song
(Time-to-live) ctia géi tin, tinh bang s router hay gidy, c6 gia tri 1a 0. Thoi gian sng cua
goi tin giup phong ngura truong hop goi tin duge goi di long vong trén mang va khong bao
gid dén noi nhan. Router s& bo di cac goi tin da hét thoi gian song.

5.5.6 Giao thirc chon duwong RIP (Routing Information Protocol)
5.5.6.1 Giégi thi¢u

RIP 1a gidi thuat chon duong dong theo kiéu vécto khoang cach. RIP dugc dinh
nghia trong hai tai li¢u la RFC 1058 va Internet Standard 56 va dugc cap nhat boi IETF —
(Internet Engineering Task Force). Phién ban thir 2 cua RIP duoc dinh nghia trong RFC
1723 vao thang 10 nam 1994. RIP 2 cho phép cac thong di¢p cua RIP mang nhiéu thong
tin hon dé st dung co ché ching thuc don gian dam bao tinh bao mat khi cap nhat bang
chon duong. Quan trong nhét 1a RIP 2 hd tro mit na mang con, tinh ning thiéu trong RIP
ban dau.

5.5.6.2 Van dé cip nhat dwong di (Routing Update)

RIP goi cac Thong di€p cap nhat chon duong (routing-update messages) dinh ky va
khi hinh trang mang bi thay df)i. Khi moét router nhan dugc mot Thong di€p cap nhat chon
duong c6 chtra nhitng thay doi trong mdt muc tir, n6 s€ cap nhat bang chon duong ctiia né
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dé thé hién duong di méi. Do dai duong di mai s& duoc ting 1én 1 va router gdi tré thanh
next hop cua duong di vira cap nhat. Khi cap nhat xong bang chon dudng ctia minh, router
s€ g1 ngay thong di€p cap nhat chon duong cho cac router lang giéng khac trén mang.

5.5.6.3 Thuwéce do dwong di cua RIP

RIP st dung mot thude do duong di la s6 luong mang trung gian (hop count) gitra
mang gdi va mang nhan goi tin. Mdi hop trén dudng di tir noi goi dén noi nhan duoc gan
mot gia tri, thong thuong 1a 1. Khi mot router nhan mot thong di€p cap nhat chon duong
cd chira mot mang dich mai, hay duong di méi, router cong thém 1 vao gia cua duong di
nay va dua vao bang chon duong ctia né véi next hop 1a dia chi IP cta router vira goi.

5.5.6.4 Tinh 0n dinh ciia RIP

RIP dé phong truong hop vach dudng 1ong vong bang cach giéi han s6 hop tbi da tir
may gdi dén may nhan 1 15. Néu mot router nhan duoc mot duong di méi tir lang giéng
g1 sang, sau khi cong 1 vao gia ciia duong di thi né 1én dén 16 thi xem nhu dich dén nay
khong dén duoc. Diéu nay c6 nghia 1 giéi han dudng kinh mang st dung RIP phai nhé
hon 16 router.

5.5.6.5 B§ dém thoi gian ciia RIP (RIP Timer)

RIP sir dung mot b dém thoi gian sé dé didu hoa hiéu niang ctia nd. N6 bao gém
mot Bo dém thoi gian cap nhat chon dudng (routing-update timer), mot Bo dém thoi gian
qua han (route-timeout timer) va mot Bo dém thoi gian x6a dudng di (route-flush timer).
B6 dém thoi gian cap nhat chon duong theo doi khodng thoi gian dinh ky cap nhat chon
duong, thong thuong 1a 30 gidy. Mi muc tir trong bang chon dudng c6 mot bo dém thoi
gian qua han gan v6i né. Néu thoi gian nay troi qua, duong di twong ing duoc danh dau 1a
khong con dung nira, tuy nhién né van duoc giita lai trong bang chon dudng cho dén khi
bd dém thoi gian x6a dudng di qué han.

5.5.6.6 Dinh dang goi tin RIP

Goi tin ctia RIP gdbm c6 chin trudng nhu hinh sau:

H-aebal 1 -l 2-0ed 2-0etal Pl e 1] 4-fasle £-nedel {-aetal -l
cammeand WENSEIN ZEND aF TEMN P addrasg 2B ZEFD meln:
ekt nmber fealcd fiaks tigdd figld feald feiks fiedd
ligid
Trong do6:

« Command—Xac dinh 1a goi tin yéu cau hay tra 10i. Mot goi tin yéu cau s& yéu cau
mdt router goi tit ca hay mot phan ciia bang chon dudng. Mot tra 10i c6 thé 1a mot
thong diép cap nhat chon duong dugc gdi theo dinh ky hodc 1a mdt tra 161 cho mot
yéu cau. Thong diép tra 16 chira cic muc tir ctia bang chon dudng. Cac bang chon
duong 16n c6 thé duoc goi di trong nhiéu thong diép.

e Version number—MGo ta phién ban RIP dugc stir dung.
e Zero—Truong nay khong dugc str dung boi RIP theo dac td RFC 1058
 Address-family Identifier (AFI)—Mo ta ho dia chi dugc su dung. Truong nay

dugc thiét ké dé cho phép RIP dung véi nhiéu giao thirc khac nhau. Néu sir dung
giao thuc IP, thi c6 gid tri la 2.
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o Address—MOo ta dia chi IP cho muc tir (dich dén).

e Metric—Gia cua duong di

¢ Luuy: Co thé cho phép dén 25 thé hién cua cac truong AFI, Address va Metric
xuat hién trong cung mot goi tin RIP. Tuc c6 thé mo ta 25 dich dén trong chi mot

g6i tin RIP.

5.5.6.7 Dinh dang cua goi tin RIP 2
RIP 2 dugc md ta trong RFC 1723 c6 dinh dang g6i tin nhu hinh dudi day:

1-actal 1 -l 2-0c 2-actal 2-olel A-sle £-peaed -l 4-piEl
camimand VTSN unugad AF| (LN | (=] nelwor subinat maxt metns
[=1s MILETDEr faald Tkt g ackiress mesEk Mo fiedd
figdd figld figld fiald figks

RIP 2 c6 mot sb truong méi so voi RIP 1a:
e Unused—Co gia tri 1a 0.

 Address-family IDentifier (AFI)—M0 ta ho dia chi dugc sur dung. Piém khac so
voi RIP 13, néu AFI cua muyc tu dau tién trong goi tin co gia tri 1a OxFFFF, thi cac
muc tir con lai chta théng tin vé chimg thuc. Hién tai chi st dung phuong phap
chung thyc dya trén mat khau don gian.

« Route tag—Cung cip mot phuong thirc dé phan biét giita cac dudng di bén trong
(RIP hoc dugc) va cac duong di bén ngoai (do cac giao thirc khac hoc dugc).

« IP address—Dia chi IP cua dich dén.
« Subnet mask—Mait na cho dia chi dén. Néu béng 0 thi khong mo ta mat na.
« Next hop—bia chi IP ké tiép can chuyén goi tin di.

Luuy, t6i da mot goi tin RIP ¢6 thé mé ta 24 dudng di, do ¢6 1 myc tir trong géi tin
dugc dung dé mé ta mat khau.

5.5.7 Giai thuat vach dwong OSPF
5.5.7.1 Giéi thi¢u

Giai thuat duong di ngan nhat dau tién OSPF (Open Shortest Path First) duoc phat
trién cho cac mang st dung giao thic IP bdi nhom lam viéc cho giao thire IGP (Interior
Gateway Protocol) cua IETF (Internet Engineering Task Force). Nhom nay dugc hinh
thanh vao nam 1988 dé thiét ké Giao thirc bén trong cira khau IGP dya trén giai thuat tim
duong di ngan nhat dau tién SPF (Shortest Path First) dé sir dung trong mang Internet.

OSPF c¢6 hai dic trung chinh. Pic trung thir nhat d6 1a mot giao thirc md, c6 nghia
la ddc ta cua n6 thude vé pham vi cong cong. OSPF duoc dac ta trong RFC 1247. Pac
trung thtr hai cua OSPF 1a né dua vao giao thue SPF, do6i khi con goi 1a giai thuat Dijkstra.
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OSPF 1a mot giao thirc vach duong thudc loai Trang thai ndi két, trong d6 mdi
router s& phai goi cac thong tin quang cao vé trang thai LSA (Link-State Advertisements)
n01 két cia minh cho cac router con lai trong cung mot khu vyc (area) cua mot mang co
ciu trac thtr bac. Thong tin vé cac giao dién duogc gan vao, cac thude do dugce st dung va
céc thong sb khac dugc dua vao trong cac LSA . Mdi router sé thu thap thong tin vé trang
thai ndi két cua cac router khac, tir d6 xay dung lai hinh trang ctia mang, va str dung giai
thuat Dijkstra dé tim dudng di ngin dén cac nit con lai.

5.5.7.2 Vach dwong phén cip (Routing Hierarchy).

Khong giéng nhu RIP, OSPF c6 thé van hanh véi mot cdu trac phan cap. Thyc thé
16n nhat ctia cau trac nay 1a hé thdng tir tri (AS - Autonomous System), d6 1a mot tap hop
cac mang dudi mot sy quan 1y chung va cung chia sé mot chién luoc vach duong chung.
OSPF 1a mét giao thirc vach dudng bén trong mién (Intra Autonomous System hay Interior
gateway protocol) mic di n6 c6 kha ning kha ning nhan/géi cac duong di tir/dén cac AS
khac.

Mot AS c6 thé duoc phén chia thanh mot s6 cac khu vuc (Area), d6 1a mot nhom
cac mang ké can nhau (lang giéng) cung cac mdy tinh trén cac mang do. Cac router voi
nhiéu giao dién c6 thé tham gia vao nhiéu khu vuc. Nhimng router nay duoc goi 13 Bo chon
duong dudng bién khu vice (Area Border Router), c6 nhiém vu duy tri co s& dir liéu vé
hinh trang mang riéng roi cho tirng khu vuc.

Mot co s& dir liéu hinh trang mang 1a mdt buc tranh téng thé vé mang trong mbi
quan h¢ véi cac router. Mot co s¢ dir liéu hinh trang mang luu gitr mét tdp hop cac LSA
nhan dugc tr cac router trong cung khu vuc. Boi vi cdc router trong cung mot khu vuc
chia s¢ thong tin cho nhau nén chung c6 co s¢ dir liéu hinh trang mang vé khu vuc ma
chung dang thudc vé hoan toan gidng nhau .

Luwu y: Khai niém mién (domain) d6i khi dugc sir dung dé mé ta mot phan cua
mang ma trong do tat ca cac router c6 cung co s¢ dit li¢u hinh trang mang hoan toan giong
nhau. Tuy nhién thong thuong Domain dugc dung nhu 1a mot AS.

Hinh trang ciia mot khu vyc thi khong thdy duoc dbi voi cac thuc thé bén ngoai khu
vuc. Bang cach gilt hinh trang mang phan tach gitra cac khu vuc, OSPF tao ra it giao thong
trén mang hon so v&i truong hop AS khong dugce phan chia khu vuec.

Viéc phan chia khu vuc tao ra hai kiéu vach duong khac nhau tuy thude vao dia chi
may goi va may nhan nam cung khu vuc hay khac khu vyc. Vach dudng bén trong khu
vuc (Intra-Area) s¢ duoc dung dén khi dia chi nhan va dia chi gdi nam trong cung mot khu
vuc va Vach duong lién khu vuc s€é dugc st dung dén khi ching nam & nhirng khu vuc
khac nhau.

Duong truc cia OSPF thi dam trach vi¢c phan phat thong tin vach duong gitra cac
khu vuc. Puodng truc nay bao gém tat ca cac Bo chon duong duong bién khu vuc, cac
mang khong thudc vao cac khu vuc khac va cac router gin vao chung.
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Hinh 5.11 — Kién trac mang phan cap trong OSPF

Vi du: Trong hinh trén, céc router 4, 5, 6,10,11 va 12 hinh thanh nén dudng truc.
Néu may H1 trong khu vire 3 mudn géi mot goi tin cho may H2 ¢ khu vyc 2, thi goi tin s&
duoc goi dén router R13, dén luge R13 chuyén goi tin sang cho router R12, rdi chuyén
tiép cho R11. Sau d6 R11 s& chuyén goi tin theo duong truc dén bd chon duong dudng
bién R10 noi chiu trach nhiém chuyén goi tin trong khu vuc (qua cac router R9, R7) va
cudi cung dén duge may nhan H2.

Duong truc cling 12 mgt khu vuc OSPF, vi thé tat ca cac router ndm trén mang
duong truc ciing str dung cung mot thu tuc va giai thuat dé luu trir thong tin vach duong
trén mang dudng tryc. Hinh trang cua dudng truc thi khong thiy duoc ddi véi cac router
nam bén trong mot khu vyec.

Céc khu vuc dugce dinh nghia theo cach ctia duong truc co thé khong phai 1a céac
mang lang giéng cuia nhau. Trong truong hop nay, viéc két ndi cua duong truc phai thuc
hién thong qua cac dudng ndi két ao (Virtual Link). Puong ndi két 40 duoc hinh thanh
gifra nhiing router trén duong truc va cac khu vuc khong phai duong truc va van hanh nhu
thé giita ciing c6 mot duong ndi két truc tiép.

5.5.7.3 Dinh dang goi tin (Packet Format)

Tét ca cac g61 tin OSPF duoc bit dau v6i mot tiéu dé 24 bytes dugc mo tad nhu hinh
dudi day

Field length, _
inbyies 1 1 2 4 4 2 2 g Wariable
. i Apthani-
Marsion Typa| Packel | meoarih | Area D | Check- | ication Authenticatan Data
it el | length sum Lype

Hinh 5.12 — CAu trac goi tin OSPF
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Y nghia cac truong duge mo ta nhu sau:

« Version number—Nhan dang phién ban OSPF duoc sir dung.
o Type—Nhén dang kiéu goi tin OSPF, la mot trong sO cac kiéu sau:

o Hello—Thiét 1ap va duy tri mdi quan hé véi cac lang giéng.

o Database description—MOo ta ndi dung cua co s¢ dir liéu hinh trang mang.
Cac thong di€p loai nay dugc trao doi khi mot lang giéng m&i xuat hién.

o Link-state request—Nhimng mAu yéu cau vé co sé dir liéu hinh trang mang
tu lang gleng Cac thong diép nay dugc goi di sau khi mot router phat hién
rang mot phan trong co s¢ dir liéu hinh trang mang cua n6 da bi 16i thoi
khong con dung thuc té nira.

o Link-state update—Tra 101 cho céc link-state request packet. Cac thong
diép nay cling dugc st dung cho qua trinh phan phét cac LSA binh thuong..

o Link-state acknowledgment—Bao nhan cho mdt link-state update packets.

« Packet length—Mo ta chiéu dai ctia goi tin, tinh ludn ca phan tiéu dé, bang don vi
bytes.

e Router ID—Nhéan dang cua router goi goi tin.

e Area ID—Nhan dang cua khu vuc ma goi tin thudc vé.

o Checksum—Tong kiém tra 151 cta gi tin.

« Authentication type—Chtra kiéu chimg thuc. Tat ca cac thong tin trao ddi trong
OSPF phai dugc ching thyec.

o Authentication—Chura cac thong tin chirng thyc.

« Data—Chtra thong tin cta 16p phia trén.

5.5.8 Giai thuat vach dwong BGP (Border Gateway Protocol)
5.5.8.1 Gi6i thi¢u

BGP la giao thuc vach duong lién vung (inter-autonomous system). BGP dugc s
dung dé chia sé thong tin chon duong trén mang Internet va 1a giao thirc dugc sir dung dé
vach duong giita nhitng nha cung cap dich vu Internet. Mang ctia cac cong ty, cac trudng
dai hoc thuong st dung cic giao thirc vach duong bén trong cira khau (IGP-Interior
Gateway Protocol) nhu RIP hodc OSPF dé trao d6i thong tin chon duong giira cic mang
ctia ho. Nhitng khach hang ndi két dén cac ISP va cac ISP sir dung BGP dé trao doi duong
di v6i ho.

Khi BGP duoc sir dung giita cac ving tu tri, thi giao thirc duoc biét dén nhu 13 giao
thirc BGP bén ngoai BGP (EBGP - External Border Gateway Protocol). Néu mot nha cung
cap dich vu sir dung BGP d¢é trao d6i gitta cic bd chon duong bén trong mot ving tu tri thi
n6 duoc biét dén nhu 1a giao thie BGP bén trong (IBGP - Internal External Border
Gateway Protocol).
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Hinh 5.13 — Phan biét gitra IBGP va EBGP

BGP 1a mot giao thirc chon dudng manh va c6 kha nang mo rong tbt, vi thé n6 duge
dung cho mang Internet. Bang chon duong ciia BGP c6 thé chira dén hon 90.000 duong di.

Bén canh d6, BGP hd trg co ché vach dudng lién mién khoéng phan 16p CIDR dé
giam kich thudc cta bang chon dudng cho mang Internet. Vi du, gia st rang mot ISP s&
hiru khéi dia chi IP 195.10.x.x tir khong gian dia chi 16p C cia chuan phan 16p hoan toan.
Khéi dia chi ndy bao gdm 256 dia chi 16p C tir 195.10.0.0 dén 195.10.255.0. Gia sir rang
ISP gan mdi khach hang mot dia chi mang. Néu khong c6 CIDR, ISP phai quang ba 256
dia chi nay sang cac BGP lang giéng. Néu c6 CIDR, BGP chi can goi phan chung cta 256
dia chi mang nay, 195.10.x.x, sang cac BGP lang giéng. Phan chung nay chi twong tng chi
v6i mot dia chi IP ¢ 16p B truyén thdng diéu nay cho phép giam duoc kich thude cua bang
chon duong cua BGP.

Céc lang giéng BGP trao d6i toan bd thong tin chon dudng khi ndi két TCP giira
chung duogc thiét lap lan dau tién. Khi phat hién hinh trang mang bi thay ddi, bd chon
duong BGP s& goi cho cac lang giéng cua nd nhiing thong tin lién quan dén chi nhiing
dudng di vira bi thay d6i. Cac bd chon duong BGP khong gai dinh ky thong tin cap nhat
duong di va nhimg thong tin cap nhat duong di chi chira cac duong di t6i vu dén mot dich
dén.

5.5.8.2 Cac thugc tinh cia BGP

Cac duong di duoc hoc boi BGP ¢6 gan cac thude tinh duoc sir dung dé xac dinh
duong di tot nhat dén mot dich dén khi ton tai nhiéu duong di dén dich dén d6. Gom co
cac thugc tinh nhu:

o Trong luong (Weight)
e Tham khao cuc bd (Local preference)

e Multi-exit discriminator

o Origin
o AS path
e Next hop

o Community
* Thudc tinh trong lwgng (Weight Attribute)
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Trong luong 12 mot thudc tinh duoc dinh nghia boi Cisco, nd ¢ tinh chét cuc bd
doi voi mdt router. Néu mot router biét duwoc nhiéu hon mot duong di dén mot dich dén thi
duong co trong lugng 16n nhat s€ dugc tham khao dén.

Trong so dd dudi day, Router A nhan mdgt thong bao vé 172.16.1.0 tir céc router B
va C. Khi A nhan dugc thong bédo tr B, trong lugng cuia duong di dugc dat 1a 50. Khi A
nhan dugc thong bao tur C, trong luong duong di dugc dat 1a 100. C4 hai duong di dén
mang 172.16.1.0 déu duogc luu trong bang chon dudng BGP cung véi trong lugng twong
mg. Pudng di c6 trong lwong 16n nhat s& dugc cai dat vao bang chon duong cia giao thirc
IP.

FRLA N

| . — :'_.-
LY TR S
Advertise e
172481024 N —

-x\,ﬂ_},;. ;

\ - F,
. I ; ¥

¢ Adveriiae
172.16.1.0:24

Sal waight = 50 el weight = 10
AS 100

Hinh 5.14 — Su: dung thuc tinh weight trong BGP
* Thugc tinh tham khédo cuc b (Local Preference Attribute)

Thude tinh tham khao cyc b dugce st dung dé tham khao dén mot 161 thoat (exit) tur
hé thdng ty tri cuc bo. Khong gidng nhu thudc tinh trong luong, cac thugce tinh tham khao
cuc bd duogc lan truyén trén tit ca cac router cta hé thong tu tri cuc bd. Néu c6 nhiéu 16i
thoat tir hé thong tu tr1, thudc tinh tham khao cuc by dugc dung dé gan 16i thoat cho mét
duong di xac dinh.

Nhu hinh phia dudi, AS 100 nhan dugc 2 thong tin cap nhat duong di cho mang
172.16.1.0 tr AS 200. Khi Router A nhan thong tin cdp nhat duong di cho mang
172.16.1.0, thudc tinh tham khao cuc bd twong ing s& dugc dat 1a 50. Khi Router B nhan
thong tin cap nhat duong di cho mang 172.16.1.0, thudc tinh tham khao cuc bd tuong ing
s€ duoc dat 1a 100. Céc gia tri tham khao cuc bd nay s€ dugc trao doi gifra cac router A va
B. Bai vi Router B ¢ s6 tham khao cao hon cua Router A, nén router B s& duoc sir dung
nhu 12 16i thoat ra ngoai AS 100 dé dén dwoc mang 172.16.1.0 trong AS 200.

| aseoo
| 7161 0024
el e
e U ol
1 | _.'.
) '..
| Pred /
Advedtise rrnlrtlrfﬂ ) Adveriiae
172464024 | 172.16.1.0424
o /
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Hinh 5.15 — Str dung thudc tinh Local Preference trong BGP
* B¢ chon lya da 16i thoat (Multi-Exit Discriminator Attribute)

Bo6 chon lya da 13i thoat (MED - Multi-Exit Discriminator) hay con goi la thude
tinh thudc do (metric attribute) dugc st dung nhu 1a mot 161 dé nghi ddi cho mot AS bén
ngoai hiy tham khao dén nhirng thudc do vé cac duong di dang duoc goi dén. Thuat ngir
dé nghi dugc sir dung bai vi AS bén ngoai dang nhan MED c6 thé sir dung céc thudc tinh
khac dé chon duong di so vi AS gdi thong tin cip nhat dudng di.

Vi du: Nhu hinh 5.16, Router C dang quang ba duong di dén mang 172.16.1.0 véi
metric 12 10, trong khi Router D thi dang quang ba duong di dén mang 172.16.1.0 véi
metric 1a 5. Gia tri thép hon cta metric s& dugc tham khao dén vi thé AS 100 s& chon
router D dé di dén mang 172.16.1.0 trong AS 200. Va cac MED s& dugc quang ba trong
toan AS 100.

AS 2
E 175161 0024
Vg -
o E|
.I i
Avartiea Frejered ] Advertize
172.16.1.0024 route {oaTRaB e
with BED = 10} with MED < &
¥
-"' i
s — 5
A ]
et Local Praf = 50 Sed Local Praf = 100

A5 100

Hinh 5.16 — Str dung thudc tinh Multi-Exit Discriminator trong BGP
= Thudc tinh goc (Origin Attribute)

Thudc tinh gdc thé hién cach thirc ma BGP dd hoc mét duong di dic biét. Thudc
tinh gbc co thé c6 mot trong ba gia tri sau:

e IGP: Buong di nam bén trong mot AS. Gia tri nay dugc thiét lap béng Iénh
c4u hinh cho router ctia mang dé dua dudng di vao trong BGP.

o EGP: Buong di dugc hoc thong qua giao thirc BGP bén ngoai.

« Incomplete: Goc ciia duong di thi khong duoc biét hodc duge hoc bang mot
cach thirc nao khac. Mot géc khong hoan chinh xdy ra khi mot duong di
duoc phan phdi lai cho cac BGP.

= Gia tri dwong qua hé théng tu tri (AS_path Attribute)

Khi mot thong tin quang ba dudng di chuyén qua mot hé thdéng tu tri, sé cua hé
thdng tu tri dugc dua vao trong danh sach c6 thir ty ciac AS ma thong tin quang ba dudng
di nay da di qua. Hinh dudi ddy mo ta truong hop trong d6 mot duong di thi duoc goi
xuyén qua ba h¢ théng tur tri.
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Hinh 5.17 — St dung thudc tinh AS path trong BGP

AS 1 dinh vi dudng di dén mang 172.16.1.0 va quang ba dudng di ndy dén AS 2 va
AS 3 voi gia duong di qua hé théng tu tri 1a {1}. AS 3 s& quang b4 trd lai AS 1 voi gia
duong di qua hé thong ty tri 1a {3,1} va AS 2 s& quang ba trd lai AS 1 voi gia qua hé thong
tur tri 14 {2,1}. AS 1 s& tir chdi cac dudng di nay khi AS phat hién ra sé hiéu cta né nam
trong thong tin quang ba dudng di. Pay chinh 1 co ché ma BGP sir dung dé phat hién cac
vong quén trong duong di.

AS 2 va AS 3 gdi dudng di dén cac AS khac véi s6 hiéu cua chung duoc dua vao
thudc tinh duong di qua hé thong tu tri. Cac duong di nay sé& khong dugc cai vao bang
chon duong cua giao thuc IP boi vi AS 2 va AS 3 d3 hoc mot dudng di dén mang
172.16.1.0 tir AS 1 v6i mot danh sach cac hé thong tyr tri 1a ngan nhat.

= Thudc tinh budée ké tiép (Next-Hop Attribute)

Gia trj thudc tinh ké tiép cua EBGP 1a mot dia chi IP dugc sir dung dé dén duoc
router dang goi thong tin quang ba. Dm v6i cac lang giéng EBGP, dia chi budc ké tiép 1a
dia chi IP ciia n6i két giita cac lang giéng. D6i voi IBGP, dia chi budce ké cia EBGP dugc
dua vao mot AS nhu minh hoa dudi day:

AS 200 172.18.1.0024
# o
Acdvertise
172.18.1.0524
Meat hap
10.1.1.1 Achvartise
1T2168.1.0024
Mext hop
10.1.1.2 111 |
g 101,21 s s
~; 0.1.2.2 <
—
AS 100

Hinh 5.18 — Str dung thudc tinh Next-Hop trong BGP
Router C quang ba duong di dén mang 172.16.1.0 v6i bude ké tiép 1a 10.1.1.1. Khi
router A truyén ba duong di nay trong AS cua no, thong tin v€ budc ké tiép ra bén ngoai
AS hién tai van dugc giir lai. Néu router B khong c6 thong tin chon duong lién quan dén
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budc ké tiép nay, duong di s& bi hity bo. Chinh vi thé, diéu quan trong 13 can phai c6 mot
IGP van hanh bén trong mdt AS d¢€ truyén tai tiép thong tin vé duong di dén budc ke tiép

= Thudc tinh cong dong (Community Attribute)

Thudc tinh cong ddng cung cip mot phuong tién dé nhom cac dich dén lai véi nhau
thanh céc cong déng ma dwa vao d6 cac quyét dinh chon duong duoc ap dung. Ban dd
duong di dugc sir dung dbi voi thudc tinh cong déng. Céc thugc tinh cong déng duoc dinh
nghia truéc gdm co:

« no-export: Khong quang ba duong di nay dén cac lang giéng EBGP.
« no-advertise: Khong quang ba dudng di nay dén bét ky lang giéng nao.
« internet: Quang ba dudng di nay dén cong dong Internet .

Hinh dudi day minh hoa cho cong dong no-export. AS 1 quang ba mang 172.16.1.0
dén AS 2 véi thudc tinh cong dong no- -export. AS 2 s€ truyén dudng di nay trong AS 2
nhung s& khong géi nd dén AS 3 hoic bat ky mot AS khac.

1721610024
Cormmuinity=ha Exporn

a5 | AB2 70 1610024

172 16.1.0024 I:m wrienily=Mo Expart

Hinh 5.19 — Str dung thudc tinh community trong BGP

Hinh du6i day minh hoa truong hop AS1 quang ba mang 172.16.1.0 dén AS 2 voi
thugc tinh cong dong la no-advertise. Router B trong AS 2 s& khong quang ba thong tin
nay dén bat ky router nao khac.

1F261.0024
Cammumily=Ma Advartse

Hinh 5.20 — Str dung thuoc tinh no-advertise trong BGP

Bién soan : Th.s Ng6 B4 Hung — 2005 62



Pai Hoc Can Tho — Khoa Cong Nghé Théng Tin — Gido Trinh Thiét Ké & Cai Dat Mang — V1.0

Hinh dudi day minh hoa cho thudc tinh cong dong Internet. Khi d6 s& khong c6 gi6i
han vé céc router s€ nhan dugc thong tin quang ba nay tur AS 1.

1T26.7.0074
Comreruirity=|rilémmal

| asq | agz 172.16.1.0024
172 16,1002 Cammunily=lnbarnet

£OATEA6.0024
| Cammumity=intarnet

Hinh 5.21 — Str dung thudc tinh Internet trong BGP
5.5.8.3 Chon lya duong di trong BGP (BGP Path Selection)

Mot router BGP ¢6 kha ning nhan nhiéu thong tin quang ba duong di cho cting mot
dich dén tir nhidu ngudn khac nhau. BGP chon lya mot duong di trong sb ching nhu 1a
duong di tot nhat. Khi mot duong di duoc chon, BGP dit duong di ndy vao trong bang
chon duong cua giao thirc IP va goi dudng di ndy dén cac lang giéng ciia n6. BGP st dung
céc tiéu chuén sau, theo thir tu duoc liét ké, dé chon duong di dén mét dich dén nao do:

« Néu budc ké tiép trong duong di khong thé dén duoc, loai bo thong tin cap nhat
duong di nay.

 Tham khao dén cac duong di c6 trong lwong 16n nhat.

« Néu c6 nhiéu duong di c6 trong luong 16n nhat bang nhau, duong di c6 thude tinh
tham khao cuc bd 1én nhét s& duoc chon.

o Néu cac thudc tinh tham khao cuc bo lai giéng nhau, duong di co géc la router BGP
hién tai duoc chon lya.

« Néu khong c6 duong di véi gbe xudt phat 13 router hién tai, tham khao dén dudng di
di qua cac AS ngan nhét.

o Néu tit ca cac duong di c6 cung sd AS, tham khao dén duong di véi kiéu xudt phat
nho nhét (Véi IGP thi thip hon EGP, va EGP thi thip hon khong hoan chinh).

« Néu mi cua goc giébng nhau, tham khao dén duong di c¢6 thudc tinh MED thap
nhat..

« Néu cung MED, tham khao dén cac duong di ra bén ngoai hon 1a dudng di bén
trong

. Neu Van cung duong di thi tham khao dén cac duong di xuyén qua mot IGP lang
giéng gan nhat.

« Tham khao dén duong di c6 dia chi IP thap nhit nhu dugc dic ta bai sé hiéu cua
cac router BGP.
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Chuong 6
Mang cuc b0 ao (Virtual LAN)
Muc dich

Chuong nay nham gidi thiéu cho nguoi doc nhitng van dé sau:
e Vaitro cuia VLAN
e Vai tro cua Swicth trong VLAN
e Loiich cia VLAN
e Cac mo hinh cai dat VLAN: dya trén cong, tinh, dong
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6.1 Giéi thidu

Mot mang LAN dao (VLAN) dugc dinh nghia nhu 1la mét vung quang ba (broadcast
domain) trong mot mang st dung switch. Ving quang ba 1a mot tap hop cac thiét bi trén
mang ma né s& nhan cac khung quang ba duoc goi di tir mot thiét bi trong tap hop do. Cac
ving quang ba thudng dugc gidi han nhd vao cac router, boi vi cac router khong chuyén
tiép cac khung quang ba.

Mot sd switch ¢6 hd trg thém tinh ning VLAN nho d6 c6 thé dinh nghia mot hay
nhiéu VLAN trong mang. Khi mdt switch ho trg nhiéu VLAN, khung quang ba trong mdt
VLAN s€ khong xuat hién trén cac VLAN khac.

Viéc dinh nghia cac VLAN cho phép nha quan tri mang xay dung cdc vung quang
ba véi it nguoi dung trong mot vung quang ba hon. Nho do tang dugc bang thong cho
nguoi dung.

Cac router ciing duy tri sy tach biét cua cac ving dung do bing cach khoa cac
khung quang ba. Vi thé, giao thong giita cdc VLAN chi dugc thyc hién thong qua mot bo
chon dudng ma thoi.

Thong thuong, mdi mang con (subnet) thudc vé mdt VLAN khéc nhau. Vi thé, mot
mang v6i nhiéu mang con sé& c6 thé c6 nhidu VLAN. Switch va VLAN cho phép nha quan
tri mang gan nhitng nguoi dung vao cac vung quang ba dya trén yéu cau cong viéc cua ho.
Piéu nay cho phép trién khai cic mang v6i mirc 46 mém déo cao trong van dé quan tri.

Str dung VLAN c¢06 cac loi ich sau:

= Phan tach cic ving quang ba dé tao ra nhiéu bang thong hon cho ngudi st
dung

= Tiang cudng tinh bao mat bang cach cb 1ap nguoi sit dung dia vao ki thuat
cta cau noi.

= Trién khai mang mot cach mém déo da trén chirc nang cong viéc cua nguoi
dung hon la dwa vao vi tri vat Iy ciia ho. VLAN ¢6 thé giai quyét nhitng van

dé lién quan dén viéc di chuyén, thém va thay dbi vi tri cac may tinh trén
mang.

6.2 Vai tro cua Switch trong VLAN

Switch 1a mot trong nhimg thanh phan cot 16i thyc hién viéc truyén thong trong
VLAN. Chung 1a diém nbi két cac tram dau cudi vao gian hoan chuyén ctia switch va cho
cac cudc giao tiép dién ra trén toan mang. Switch cung cip mot co ché thong minh dé
nhém nhitng ngudi ding, cic cong hodc cac dia chi luan 1y vao cac cong dong thich hop.
Switch cung cap mot co ché thong minh dé thyc hién cac quyét dinh loc va chuyén tiép
cac khung dua trén cac thudc do cua VLAN dugc dinh nghia bo1 nha quan tri.

Tiép can thong thuong nhat dé phan nhom ngudi stir dung mang mot cach luan 1y
vao cac VLAN riéng biét 1a loc khung (filtering frame) va nhan dang khung (frame
Identification).

Ca hai k¥ thuat trén déu xem xét khung khi n6 dugc nhan hay duoc chuyén tiép boi
switch. Dya vao mot tap hop cac luat dugc dinh nghia boi nha quan tri ma,ng,‘céc k}? thuat
nay xac dinh noi khung phai dugc goi di (loc hay 1a quang ba). Cac co ché diéu khién nay
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dugc quan tri tip trung (bang mot phan mém quan tri mang) va dé dang trién khai trén
mang.

6.2.1 Co ché loc khung (Frame Filtering)

Loc khung 1a mdt k¥ thudt ma né khdao sat cac thong tin dac biét trén moi khung. Y
tuong cua viéc loc khung cling tuong tu nhu cach thong thudong ma cac router sir dung.
Mot bang loc dugc thiét 1ap cho mdi switch dé cung cAp mot co ché diéu khién quan tri &
mirc cao. N c6 thé khao sat nhiéu thudc tinh trong mdi khung. Tuy thudc vao mirc do
phtrc tap cua switch, ban co thé nhom nguoi st dung dua vao dia chi MAC cua céc tram,
kiéu cua giao thirc ¢ ting mang hay kiéu ing dung. Cac muc tir trong bang loc s& duoc so
sanh v&i cac khung can loc boi switch va nho d6 switch s& ¢6 cac hanh dong thich hop.

EWItl‘.:hES share address table

AT d2
...0405
...0602
...8181
W ATAT
...1280

) YRR 2

Hinh 6.1 — VLAN str dung co ché loc khung

6.2.2 Co ché nhan dang khung (Frame Identification)

Co ché nhan dang khung gan mot s6 nhan dang duy nhét dugc dinh nghia bdi ngu’(‘,ri
dung cho ting khung. Ky thudt nay dugc chon bdi IEEE vi nd cho kha nang mé rong tot
hon so véi k¥ thuat loc khung.

Co ché nhan dang khung trong VLAN la mét tiép can ma & do dugc phat trién dic
biét cho cac cudc giao tiép dwa vao switch. Tiép can nay dat mot bo nhan dang (Identifier)
duy nhét trong tiéu dé cua khung khi n6 dugc chuyén tiép qua truc Xuong song cua mang.
Bo nhan dang nay duoc hiéu va dugc phan tich boi switch trudc bat ky mot thao thac
quang ba hay truyén dén cac switch, router hay cac thiét bi ddu cudi khac. Khi khung ra
khoi duong truc ctia mang, switch go bo nhan dang trude khi khung dugc truyén dén may
tinh nhan.

K¥ thuat nhéln~ dang khung duoc thuc hién & t?mg 2 trong m6 hinh OSI. N6 doi hoi
mot it xir 1y va cac nd luc quan tri.

6.3 Thém méi, x6a, thay doi vi tri ngudi sir dung mang

Céc co quan xi nghiép thudng hay sap xép lai té chirc ctia minh. Tinh trung binh, ¢
tir 20% dén 40% céc tac vu phai di doi hang nam. Viéc di doi, thém va thay doi 1a mot
trong nhiing van dé dau dau nhat ciia cac nha quan tri mang va tén nhiéu chi phi cho cong
tac quan tri nhat. Nhiéu sy di doi doi hoi phai di lai hé théng day cap va hau hét cac di doi
déu can phai danh dia chi méi cho cac mdy tram va cdu hinh lai cac Hub va cic router.

VLAN cung cip mot co ché hiéu qua dé diéu khién nhiing thay ddi nay, giam thiéu
cac chi phi lién quan dén viéc cdu hinh lai Hub va céc router. Cac ngudi ding trong cic
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VLAN c6 thé chia s¢ cling mot mang véi cuing mot dia chi mang / mang con ma khong
quan tam dén vi tri vat 1y cua ho.

Khi nguoi st dung trong mdt VLAN di doi tur vi tri nay dén vi tri khac, do ho van &
trong VLAN trudce d6 nén dia chi mang cta may tinh ho khong can phai thay ddi. Nhiing
thay ddi vé vi tri co thé thuc hién mot cach dé dang bé‘mg cach gén may tinh vao mot céng
méi cta switch ¢ hd tro VLAN va ciu hinh cho cong nay thuéc VLAN ma trudc d6 may
tinh nay thudc vé.

Hinh 6.2 — Dinh nghia VLAN

6.4 Han ché truyén quang ba.

Giao thong hinh thanh tir cdc cudc truyén quang ba xay ra trén tit ca cic mang. Tan
suit truyén quang ba tiy thudc vao timg loai tng dung, ting loai dich vu, sé lugng cac
nhanh mang luén 1y va cach thirc ma céc tai nguyén mang nay duoc s dung. Méc du cac
tmg dung d3 duoc tinh chinh trong nhitng nam gan dy dé giam bét so 1an truyén quang ba
ma no tao ra, nhiéu tmg dung da phuong tién moi da duge phat trién ma nd tao ra nhiéu
cudc truyén quang ba hodc truyén theo nhom.

Khi thiét ké mang can cht y dén phuong phap dé han ché lai van dé quang ba. Mot
trong nhimg phuong phap hiéu qua nhat 13 thyc hién viéc phan doan mang mot cach hop 1y
v6i su bao vé cua cac buc tuong lira (firewall) dé tranh nhiing van dé nhu sy hong héc trén
mot nhanh mang s& anh huong dén phan con lai ctia mang. Vi thé trong khi mot nhanh
mang bi bdo hoa do cac thong tin quang ba tao ra thi phan con lai s& duoc bao vé khong bi
anh huong nho vao birc tuong Itra, thong thuong dugc cai dat trong céac router.

Broadcast Firewall.

Hinh 6.3 — VLAN ngén ngtra thong tin quang ba
Phan nhanh mang bang tuong lira cung cip mot co ché tin cdy va giam t6i thiéu su
bao hoa tao ra boi cac thong tin quang ba nho do cung cap nhi€u hon bang thong cho céc
ung dung.
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Khi cac nha thiét ké chuyén cdc mang cua ho sang kién tric su dung switch, céc
mang trd nén mat di cac buc tudng lira va su bao vé ma céac router cung cip. Khi khong co
router duoc dit gitra cac switch, cac thong tin quang ba (duoc thyc hién ¢ ting 2) dugc goi
di dén tit ca cac cong cua switch. Truong hop nay duoc goi 1a mang phang (flat) & d6 ton
tai mot vung quang ba cho toan mang.

VLAN 1a mot co ché hidu qua dé mé rong tinh ning cua cac birc tuong lira trong
cac router vao trong cac gian hoan chuyén cua switch va cung cip mot co ché bao vé mang
trudc cac thong tin truyén quang ba. Cac bic tudng lira ndy dugce thiét 1ap bang cach gan
cac céng cua switch hodc nguoi st dung mang vao caic VLAN ma né co thé thudc mot
switch hay nam trén nhiéu switch khac nhau. Cac thong tin quang ba trén mot VLAN
khéng duogc truyén ra ngoai VLAN. Nhd dé cac cong khac khong phai nhan cac thong tin
quang ba tir cac VLAN khac. Kiéu cdu hinh ndy cin ban d3 giam duoc su qua tai do cac
thong tin quang ba tao ra trén mang, danh bing thong cho cac giao thong cin thiét cho
ngudi sir dung va tranh duoc s tic nghén trén mang do cic con bio quang ba tao ra.

Ban c6 the dé dang diéu khién kich thuéc clia vung quang ba bang cach diéu chinh
lai kich thude tong thé cua cac VLAN, han che s6 luong cong cua switch trén mot VLAN
va han ché sb luong ngudi st dung trén mot cong. Mot VLAN c6 kich thude cang nho thi
cang c6 it ngudi bi dnh hudng boi cac thong tin quang bé tao ra trong VLAN do.

6.5 That chit van dé an ninh mang

Viée su dung mang LAN gia tang véi ty 1€ cao trong nhitng ndm vira qua. Diéu nay
dan dén co nhiéu thong tin quan trong duoc luu hanh trén ching. Cac thong tin nay can
phai dugc bao vé trude nhiing truy cap khong duge phep. Mot trong nhiing van dé d01 voi
mang LAN chia s¢ duong truyén chung 1a ching dé dang bi thAm nhép. Bang cach gan vao
mot cong, mot may tinh cua nguoi dung tham nhap co thé truy cap duoc tit ca cac thong
tin dugc truyén trén nhanh mang. Nhanh mang cang 16n thi mac do bi truy cap thong tin
cang cao, trir khi chiing ta thiét 1ap cac co ché an toan trén Hub.

Secured
~. ’" #%y YLAN

Use YLANs
and router
access lists

(g
%

Vo
Hinh 6.4 — VLAN tang cudng an ninh mang

Mot trong nhimng k¥ thuat it ton kém va dé dang quan 1y nhéat dé ting cudng tinh
bao mét la phan nhanh mang thanh nhiéu ving quang ba, dé cho phép nha quan tri mang
han ché s6 luong ngudi sir dung trong tung nhom VLAN va ngan cam nhiing nguoi khac
thdm nhép vao ma khong c6 su cap phép tir ing dung quan tri cic VLAN. VLAN vi thé
cling cung cip cac birc tuong ltra bao mat, han ché nhiing truy cdp c6 tinh ca nhan cua
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ngudi ding va ghi nhan duogc nhitng sy thAm nhap khong mong mudn cho nha quan tri
mang.

Cai dit co ché phan doan mang 13 xu huéng hién nay. Cac cong cua switch dugc
nhom lai dua vao kiéu cua tng dung va quyén truy cap thong tin. Cac tng dung va cic tai
nguyén dugc bao v¢ thuong duge dat trong mot VLAN an toan. Cac tinh nang an toan cao
hon c6 thé dugc dua vao bang cach sir dung danh sach diéu khién truy cap (Access Control
List) dé han ché viéc truy cap vao nhom mang nay dua vao viéc cau hinh trén cac switch
va router. Cac han ché nay co thé dugc thuc hién dya trén dia chi cia cac may tram, kiéu
mg dung hay kiéu cua giao thirc.

6.6 Vuot qua cac rao can vat ly

VLAN cung cdp mot co ché mém déo trong viée t6 chuc lai ciing nhu thyc hién
viéc phan doan mang. VLAN cho phep ban nhom cac cong ciia switch va nguoi sir dung
vao nhitng cong déng c6 ciing mot mdi quan tam.

Viéc nhom cac cong va nguoi dung vao nhimg cong dong cing mot mbi quan tam,
dugc biét dén nhu vige t6 chirc cac VLAN, c6 thé duoc thiét 1ap voi mot switch hodc trén
nhiéu switch duoc néi lai véi nhau trong mot co quan xi nghiép. Bang viéc nhém céc cong
va nguoi st dung thudc cac switch khac nhau, mot VLAN c6 thé trai rong trén madt toa nha
hay nhiéu toa nha.

Thém vao dé, vai trd cia router mod ra bén canh vai trd truyén thong cia mot birc
tuong Itra (firewall) va xo6a cac thong tin quang ba dua trén chinh sach, quan 1y quang ba
va thyc hién chon dudng va phan phdi. Céc router duy tri hoat dong cho cac kién trac
switch dugc cau hinh VLAN bai vi ching cung cép co ché giao tiép giita cac nhém mang
dugc dinh nghia. Giao tiép ¢ ting 3 duogc cai vao trong switch hodc cung cap bén ngoai 13
mot bd phan tich hop trong ciia bat ky mot kién triic switch hiéu suat cao nao.

6.7 Cac mo hinh cai dat VLAN

6.7.1 M6 hinh cai dit VLAN dua trén cong

Trong so do nay, cac nat no1 cung mot cong cua switch thudc vé cung mot VLAN.
M6 hinh nay tdng cuong to1 da hi¢u suat cua chuyén tai thong tin bdi vi:

= Nguoi sir dung duoc gan dua trén cong
= VLANSs dugc quan Iy mot cach dé dang
= Ting cudng t6i da tinh an toan cia VLAN
= Cac goi tin khong ro ri sang cac vung khac

» VLANS va cac thanh phén duoc diéu khién mot cach dé dang trén toan mang.
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Port-Centric Virtual LANs

All nodes attached to same switch port must be in same VLAN i

Routing Function
MNetwork La}rerb Interconnects YLANS
192 20.21.0192.20.24.0 1923ﬂ.20.ﬂb

e
Engineering Marketing & %ﬁ!&sﬁ ¥
B
' . VLAN | < VLAN v*_&!_

Data link layer
broadcast
domains

Physical layer
LAN switch

Attached
hodes

Floor #1 Floor #2 Floor #3

Hinh 6.5 — Cai dat VLAN dua trén céng

6.7.2 M6 hinh cai dat VLAN tinh

VLAN tinh la m0t nhom céng trén mot switch ma nha quan tri mang gan nd vao
mot VLAN. Cac céng nay s€ thuodc vé VLAN ma né6 di duoc gan cho dén khi nha quan tri
thay d6i. Mic du cac VLAN tinh doi hoi nhimg thay d6i boi nha quan tri, chung thi an
toan, d& c4u hinh va dé dang dé theo ddi. Kiéu VLAN nay thuong hoat dong tdt trong
nhiing mang ma & d6 nhiing su di doi duoc diéu khién va dugc quan 1y.

‘-.fLAN1b Static VLANs

- 5

Network Mgmt Station

Hinh 6.6 — Cai dat VLAN tinh

6.7.3 M hinh cai dit VLAN dong

VLAN d6ng 1a nhém cac cong trén mot switch ma ching ¢ thé xac dinh mot cac
tu dong viéc gan VLAN cho chung. Hau hét cadc nha san xuat switch déu sir dung phan
mém quan ly thong minh.
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?Sl.l' van hanh ctia cdc VLAN dong duogc dua trén dia chi vat Iy MAC, dia chi luan ly
hay kiéu giao thtrc cua goi tin.

Khi mdt tram duge ndi két 1an dau tién vao mot céng cua switch, switch twong ung
s kiém tra myc tir chira dia chi MAC trong co s¢' dir liéu quan tri VLAN va ty dong céu
hinh cong nay vao VLAN tuong ng. Loi ich 16n nhat cua tiép can nay 13 it quan 1y nhat
v6i viée ndi diy khi mot ngudi st dung duge ndi vao hodc di doi va viée canh bao dugc
tap trung khi mot may tinh khong duoc nhén biét dugce dwa vao mang. Thong thudong, can
nhiéu sy quan tri trude dé thiét 1ap co s dit liéu bang phan mém quén tri VLAN va duy tri
mot co s dit lidu chinh x4c vé tat ca cac may tinh trén toan mang.

Dynamic VLANs

-MAC address checked
in database

q b "-J’LAH31

Y ___,_1
g o J E—-—l
N VLAN Configuration
VLANZ Searver

Hinh 6.7 —Cai dat VLAN dong

6.8 M6 hinh thiét ké VLAN véi mang dwong truc

Dleu quan trong nhat d6i v6i bat ky mot kién tric VLAN nao 1a kha nang truyén tai
thong tin vé VLAN giira cac switch dugc nbi lai véi nhau va véi cc router nam trén mang
duong truc. 6 1a co ché truyen tai cua VLAN cho phép cac cudc giao tiép gitta cac
VLAN trén toan mang. Cac co ché truyen tai ndy x0a bo rao can vé mit vat ly giita nhitng
nguoi su dung va tang cuong tinh mém d€o cho mot giai phap su dungVLAN khi nguoi su
dung di doi va cung cap cac co ché cho kha ning phdi hop giita cac thanh phan cua hé
théng dudng truc.

SoSy Fast Ethernet), s

Hinh 6.8 - Thiét ké VLAN xuyén qua Backbone
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Duong tryc thong thuong hoat dong nhu la mot diém tap hop cua nhiéu lugng
thong tin 16n. N6 c6 thé mang thong tin vé nhimg nguoi dung cudi trong VLAN va nhan
dang gitra cac switch, cac router va cac server noi truc tiép. Véi duong truc, bang thong
16n, cac dudng ndi két co kha ning 16n thuong duge chon dé chuyén tai thong tin xuyén
qua toan cong ty.
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Chuong 7
Danh sach diéu khién truy cap

(Access Control List)
Muc dich

Chuong nay nham gidi thiéu cho ngudi doc nhiing van dé sau :
e Danh sach truy cap 1a gi
e Nguyén tic hoat dong ctia danh sach truy cap

 Danh sach truy cip trong chuan mang TCP/IP
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7.1 Gidi thiéu

Cac mang co sur dung chon duong dau tién da ndi mot tap nho cac mang LAN va
cac may tinh lai v6i nhau. Ké tiép nha quan tri mang mé rong cac ndi két cua router sang
cac mang bén ngoai. Su gia ting cta viéc sir dung Internet d3 mang dén nhiéu thach thirc
d6i v6i viée diéu khién truy cap. Cac cong nghé méi hon nhu mang duong truc bang cap
quang cho dén cac dich vu bang thong rong va nhiing bo hoan chuyén toc do cao di lam
gia ting nhiéu hon céc thach thirc trong diéu khién truy cip mang.

Cac nha quan tri dang d6i mat vai cac van dé co tinh tién thodi ludng nan nhu: Lam
sao tir chdi cac ndi két khong mong mudn ‘trong khi van cho phép cac truy cap hop 1¢?
Mic du cac cong cu nhu mat khau, cac thlet bi phan hdi va cac thiét bi an toan vat 1y thi
hitu ich, chiing thudng thiéu sy dién giai mém déo va nhimmg co ché diéu khién ma hau hét
cac nha quan tri mang mong mudn.

Intern B

Hinh 7.1 — Van d¢ an ninh trong mang dién rong

Danh sach truy cap (Access list) hay con goi Danh sach diéu khién truy cap (Access
Control List) cung cap mot cong cu manh cho viéc diéu khién mang. Nhitng danh sach nay
dua vao co ché mém déo trong viéc loc dong cac goi tin ma chung di ra, di vao cac giao
dién cua cac router. Cac danh sach nay giup moé rong viéc bao vé cac tai nguyén mang ma
khong lam anh hudng dén nhimg dong giao tiép hop 18. Danh sach truy cip phan biét giao
thong cua cac géi tin ra thanh nhiéu ching loai ma chung dwgc phép hay bi tir chdi. Danh
sach truy cap co thé duoc st dung dé:

» Nhan dang céc goi tin cho viéc xép thtr ty vu tién hay sip xép trong hang doi
» Han ché hoic giam ndi dung cua thong tin cap nhat chon duong.
Danh sach truy cép ciing xu 1y cac goi tin cho céc tinh nang an toan khac nhu:

= Cung cap co ché dicu khién truy cap dong do1 voi cac goi tin [P dya vao co
ché nhan dang nguo1i dung nang cao, st dung tinh nang chia va 6ng khoa.

* Nhéan dang céc goi tin cho vi¢c ma hoa

* Nhan dang cac truy cap béng dich vy Telnet dugc cho phép dé ciu hinh
router.
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7.2 Dinh nghia danh sach truy cip

Danh sach truy cdp 1a nhitng phat biéu dung dé dic ta nhitng diéu kién ma mot nha
quan tri mudn thiét dit, nho d6 router s& xtr 1y cac cudc truyén tai di dugc mé ta trong
danh sach truy cap theo mot cach thirc khong binh thuong. Danh sich truy cip dua vao
nhimg diéu khién cho viéc xir Iy cac géi tin dic biét theo mot cach thirc duy nhat. Co hai
loai danh séch truy cép chinh la:

Danh séach truy cap chuan (standard access list): Danh sach nay st dung cho
viéc kiém tra dia chi goi cta cac goi tin duoc chon dudng. Két qua cho phép
hay tir chdi goi di cho mot bd giao thirc dya trén dia chi mang/mang con hay
dia chi may.

0 Vi du: Cac goi tin dén tur giao dién EO duoc kiém tra vé dia chi va

giao thirc. Néu duogc phép, cac gbi tin s& dugc chuyén ra giao dién SO
da dugc nhom trong danh sach truy cap. Néu céac goi tin bi tir choi bdi
danh sach truy cap, tat ca cac goi tin cung chung loai sé& bi x0a di.

Access List Processes

P =)
d Protocol /#

Incoming

Packet Source

and |
Destination|

e

Hinh 7.2 — Y nghia ctia danh sach truy cép chuan

Danh sach truy cap mo rong (Extended access list): Danh sach truy cap mo
rong kiém tra cho ca dia chi goi va nhén cua goi tin. No ciing kiém tra cho
cac giao thire cu thé, sb hiéu cong va cac tham s6 khac. Piéu nay cho phép
cac nha quan tri mang mém déo hon trong viéc mo ta nhitng gi mudn danh
sach truy cap kiém tra. Cac goi tin dugc phép hodc tir chdi goi di tiy thudce
vao goi tin d6 duoc xudt phat tir dau va di dén dau.

7.3 Nguyén tic hoat dong ciia Danh sach truy cip

Danh sach truy cdp dién ta mot tdp hop cac qui luat cho phép dua vao cac diéu
khién cac g61 tin di vao mdt giao dién cua router, cac goi tin luu lai tam thotl & router va
cac goi tin goi ra mot giao di¢n cua router. Danh sach truy cip khong c6 tdc dung trén cac
g6i tin xuat phat tir router dang xét.
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Test ;
— Il Access List §f |
Statements

Unwanted Packet FirEW'aII

Hinh 7.3 — Nguyén tic hoat dong cua danh sach truy cap

Khoi dau cia tién trinh thi gidng nhau khong phan biét ¢6 sir dung danh sach truy
cap hay khong: Khi mot goéi tin di vao mdt giao di¢n, router kiém tra dé xac dinh xem c6
thé chuyén goi tin nay di hay khong. Néu khong duge, goi tin s& bi x6a di. Mot muc tir
trong bang chon duong thé hién cho mot dich dén trén mang cung véi chiéu dai duong di
dén dich va giao dién ctia router huéng vé dich dén nay.

Ké tiép router s& kiém tra dé xac dinh xem giao dién hudng dén dich dén c6 trong
mot danh sach truy cap khong. Néu khong, goi tin s€ dugc goi ra vung dém cho ngd ra
tuong ung, ma khong bi mét danh séach truy cép nao chi phoi.

Gia su giao dién nhan da dugc dat trong mot danh sach truy cdp mé rong. Nha quan
tri mang da st dung cac biéu thirc luan 1y, chinh xac dé thiét 1ap danh sach truy cap nay.
Trudc khi mdt goi tin co thé dugc dua dén giao dién ra, n6 phai duoc kiém tra béi mot tap
cac quy tac duoc dinh nghia trong danh sach truy cap duoc gan cho giao dién.

Dua vao nhimg kiém tra trén danh sach truy cap mo rong, mot goi tin co thé duoc
phép ddi véi cac danh sach vao (inbound list), ¢6 nghia 1a tiép tuc xir 1y goi tin sau khi
nhan trén mot giao dién hay dbi voi danh sach ra (outbound list), diéu ndy c6 nghia 13 801
goi tin dén vung dém tuong tmg cua giao dién ra. Nguoc lai, cac két qua kiém tra c6 thé tir
chdi viéc cip phép nghia la g0t tin s€ bi huy di. Khi huy goi tin, mét vai giao thuc tra lai
g6i tin cho ngudi dd goi. Piéu ndy bao hiéu cho ngudi goi biét rang khong thé di dén dich
dugc.
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Packetsto interface(s)
in the Access Group

Destination &

Hinh 7.4- Nguyén tac loc dya trén danh sach truy cap

Céc 1énh trong danh sach truy cap hoat dong mdt cach tuan ty. Chung danh gia cac
goi tin tir trén xubng. Néu tiéu dé ciia mot goi tin va mot 1énh trong danh sach truy cap
khop voi nhau, goi tin s€ bo qua cac 1énh con lai. Néu mét diéu kién dugc thoa mén, goi
tin s& duoc cap phép hay bi tir chéi. Chi cho phép mét danh sach trén mot giao thirc trén
mot giao dién.

Trong vi du trén, gia su c6 sy tring hop véi budc kiém tra dau tién va goi tin bi tir
chéi truy cap giao dién huéng dén dich dén. Goi tin s& bi bo di va dua vao mot thung rac.
Goi tin khong con di qua bat ky budc kiém tra nao khac.

Chi cac géi tin khong tring véi bat ky diéu kién nao ctia bude kiém tra dau tién mai
duge chuyén vao budc kiém tra thir hai. Gia sir rang mot tham s6 khac cua goi tin tring
khép v6i bude kiém tra thi hai, day 14 mot 1énh cho phép, géi tin duoc phép chuyén ra
giao dién hudng vé dich.

Mot géi tin khac khong triung voi bat cir diéu kién nao cua budc kiém tra thir nhat
va kiém tra budgc tht hai, nhung lai trung voi diéu kién kiém tra thr ba v&i két qua la duoc
phép.

Chuy rﬁng: Dé hoan chinh vé mit luin Iy, mot danh sach truy cép phai c6 cac diéu
kién ma no tao ra két qua dung cho tat ca cac goi tin. Mot 1énh cai dat cudi cung thi bao
trum cho tat ca cac goi tin ma cac bude kiém tra trudc do déu khéng c6 két qua dung. bay
1a bude kiém tra cudi cung ma né khop voi tat ca cac goi tin. N6 1a két qua tir chdi. Diéu
nay sé lam cho tat ca cac goi tin s& bi bo di.

7.3.1 Tong quan vé cac 1énh trong Danh sich truy cép

Trong thuc té, cac 1énh trong danh sach truy cép c6 thé 13 cac chudi véi nhiéu ky tu.
Danh sach truy cap co the phtc tap dé nhap vao hay thong dich. Tuy nhién chiing ta c6 the
don gian hoa cac 1énh ciu hinh danh sach truy cip bang cach dua ching vé hai loai tong
quat sau:
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Loai 1: Bao gom céac 1énh co ban dé xur Iy cac van dé tong quat, ci phap dugc mo

ta nhu sau:

access-list

access-list- number {permit|deny} {test conditions}
access-list: 1a tir khoa bat budc

access-list-number: Lénh tong thé nay dung de nhan dang danh sach
truy cp, thong thudng 1a mot con s6. Con sb ndy biéu thi cho loai
cua danh séch truy cép.

Thuét ngtr cho phep (permit) hay tur chéi (deny) trong cac lénh cia
danh sach truy cép tong quat biéu thi cach thirc ma cac géi tin khép
v6i diéu kién kiém tra dugc xtr Iy boi hé didu hanh cua router. Cho
phép thong thuong co nghia 1a goi tin s€ duoc phép st dung mot hay
nhiéu giao dién ma ban s& mo ta sau.

test conditions: Thuat ngir cudi cing ndy mo ta cac diéu kién kiém tra
dugc dung boi cac 1énh cua danh sach truy cap. Mot bude kiém tra c6
thé don gian nhu 1a viéc kiém tra mot dia chi nguon Tuy nhién thong
thuong cac diéu kién kiém tra dugc mo rong dé chira dyng mot vai
diéu kién kiém tra khac. Str dung cac 1énh trong danh sach truy cap
téng quat voi cing mot sd nhan dang dé chong nhiéu diéu kién kiém
tra vao trong mot chudi luan 1y hoic mot danh sach kiém tra.

Loai 2: X1 1y cia danh sach truy cap st dung mot 1énh giao dién. C phap nhu sau:

{protocol}
Voi:

access-group access-list-number

Protocol: 1a giao thirc 4p dung danh sach truy cap

Access-group: 1a tir khoa

Access-list-number: S hiéu nhan dang cta danh sach truy cap da duoc dinh
nghia trude

T4t ca cac 1énh cua danh sach truy cdp dugc nhan dang bdi mot con ) tuong ung
v6i mot hodc nhidu giao dién. Bat ky cic goi tin ma chung vuot qua duoc cac diéu kién
kiém tra trong danh sach truy cap c6 thé duoc gan phép sir dung bat ky mot giao dién trong
nhom giao di¢n dugc phép.

7.4 Danh sach truy cap trong chuan mang TCP/IP

7.4.1 Kiém tra cac géi tin véi danh sach truy cip

Pé loc cac goi tin TCP/IP, danh sach truy cap trong hé diéu hanh lién mang cua
Cisco kiém tra goi tin va phan tiéu dé cua giao thirc ting trén.

Tién trinh nay bao gom cac budc kiém tra sau trén géi tin:

0 Kiém tra dia chi ngudn bang danh sach truy cap chuan. Nhan dang nhiing
danh séch truy cap nay bang cac con so co6 gid tri tir 1 dén 99

0 Kiém tra dia chi dich va dia chi ngudn hoic giao thirc biang danh sach truy
cap mo rong . Nhan dang céc danh sich nay bang cac con so cé gia tri tir
100 dén 199.
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0 Kiém tra s6 hiéu cong cta cac giao thic TCP hodc UDP bang cac diéu kién
trong cac danh sach truy cap mé rong. Cac danh sach nay cting dugc nhan
dang bang cac con so ¢6 gia tri tir 100 dén 199.

' An Example from a TCP/IP Packet

Frame
Header

(for example,
HDLC)

Packet
(IP header})

access
list statements \
. 1-990r 100-199 to 24
N, testthe u#

& bhacket

Hinh 7.5 — Vi dy vé danh sach truy cap trong géi tin TCP/IP

Pbi véi tat ca cac danh sach truy cap ciia giao thire TCP/IP nay, sau khi mot géi tin
duoc kiém tra dé khop mot 1énh trong danh sach, né co6 thé bi tir choi hodc cap phép dé su
dung mdt giao di¢n trong nhém cac giao di¢n duogc truy cap.

Mot s6 luu y khi thiét 1ap danh sach truy cap:

0 Nha quan tri mang phai hét strc than trong khi dic ta cac diéu khién truy cip
va thtr tu cac Iénh dé thuc hién cac diéu khién truy cdp nay. Chi 10 cac giao
thirc dugc phép trong khi cac giao thirc TCP/IP con lai thi bi tir choi.

0 Chi 13 cac giao thirc IP can kiém tra. Cac giao thirc IP con lai thi khong can
kiém tra.

0 Su dung cac ky tu dai dién (wildcard) dé mo ta luat chon loc dja chi IP.

7.4.2 Str dung cac bit trong mat na ky tw dai dién

Mt na ky tu dai hién (Wildcard mask) 1a mot chudi 32 bits dugc dung dé két
hop véi dia chi IP dé€ xac dinh xem bit nao trong dia chi IP dugc bé qua khi so sanh voi
cac dia chi IP khac. Cac mat na ky tu dai di¢n nay dugc mo ta khi xay dung cac danh sach
truy cap. Y nghia cua cac bits trong mat na cac ky tu dai dién dugc mo ta nhu sau:

0 Mot bits c6 gia tri 1a 0 trong mat na dai dién c6 nghia 1a « hay kiém tra bit
cua dia chi IP c6 vi tri twong trng véi bit nay »

O Mot bits c6 gia tri 1a 1 trong mat na dai dién cd nghia 1a « dung kiém tra bit
cua dia chi IP c6 vi tri tuong tmg véi bit nay »

Béng cach thiét lap cac mat na ky tu dai di¢én, mGt nha quan tri mang co thé chon
lya mot hodc nhiéu dia chi IP dé cac kiém tra cap phép hodc tir chéi. Xem vi du trong hinh
dudi day:
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128 |64 |32 (16 |8 |4 |2 |1 | Vitricéc bit trong byte va gia tri dia chi cua no6

0 |0 |0 |0 [0]0]O0]O0|Mitnakiém tra tt ca cac bit dia chi

0 0 1 |1 11|11 |Mitnakhéng kiém tra 6 bits cudi cung cua dia chi
0 0 0O (0O |1|1]1]|1|Matnakhong kiém tra 4 bits cubi cung cua dia chi
1 1 1 |1 1/11]0 |0 | Mitna kiém tra 2 bits cudi cung cua dia chi

1 1 |1 |1 |[1[1[1]1|Maitnakhongkiém tra dia chi

Vi du: Cho mdt dia chi mang ¢ 16p B 172.16.0.0. Mang nay dugc chia thanh 256
mang con bang cach sir dung 8 bit & bytes thi 3 ctia dia chi dé lam sb nhan dang mang
con. Nha quan tri mudn dinh kiém tra cac dja chi IP cua céac mang con tur 172.16.16.0 dén
172.16.31. Cac budc suy luan dé dua ra mit na cac ky tu dai dién trong trudng hop nay
nhu sau:

0]

(0]

Pau tién mat na ky tu dai di¢n phai kiém tra‘hai bytes dau tién cua dia chi
(172.16). Nhu vay cac bits trong hai bytes dau tién ctia mat na ky ty dai di¢n
phai bang 0. Ta c6 0000 0000.0000 0000.-.-

Do khong kiém tra dja chi cta cac may tinh trong mang nén cac bit cua bytes
cudi cung s€ dugc bod qua. Vi thé céc bits cua bytes cudi cung trong mat na
ky tu dai dién s€ 1a 1. Ta c6 0000 0000.0000 0000.-.1111 1111

Trong byte th}’r ba cua dia chi no1 mang con dugc dinh nghia, mét na ky tu
dai dién s€ ki€m tra bit (:y vi tri ¢ gia tri thu ’16 cua dia chi phai d’uqc bat (gia
tri 1a 1) va cdc bits & phan cao con lai phai tat (gia tri la 0). Vi the cac bits
tuong ung trong mat na ky tu dai dién phai bang 0.

Bén bits con lai cua bytes thir 3 khong can kiém tra dé n6 c6 thé tao nén céac
gia tritr 16 dér} 31. Vi thé céc bits twong ing trong mat na ky tu dai dién
tuong ung s€ bang 1.

Nhu vdy mat na ky tir dai dién 1a day du la:

0000 0000.0000 0000.0000 1111.1111 1111 hay 0.0.15.255

bé don gian, mdt s6 router, chrflng han CISCO, st dung mot sb tir viét tit dé chi mot
sO madt na thuong st dung:

(0]

(0]

any: dung dé chi mit na cho phép tit ca dia chi (255.255.255.255) hodc cAm
tat ca (0.0.0.0.).

host: dugc dit phia truéc mot dia chi IP cia mot may tinh dé chi rang hay
kiém tra tat ca cac bit cua dia chi trén. Vi du: host 172.16.1.1.

7.4.3 Cau hinh danh sich truy cip chuin cho giao thirc IP

Phan nay gidi thi¢u mot s6 1énh duoc hd trg trong c4c router ctua Cisco.
7.4.3.1 Lénh access list

Lénh nay dung dé tao mot muc tir trong danh sach bo loc chuan. Cu phap nhu sau:

access-list access-list-No {permit | deny } source {source-mask}
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Y nghia cua cac tham so:
0 access-list-No: La s6 nhan dang cua danh sach truy cap, c6 gia tri tu 1 dén 99

O permit | deny: Tuy chon cho phép hay khong cho phep dbi voi giao thong
cua khoi dia chi dugc mo ta phia sau.

0 source: La mot dia chi IP
0 source-mask: La mat na ky tu dai dién ap dung 1én khdi dia chi source
7.4.3.2 Lénh ip access-group

Lénh nay dung dé lién két mot danh sach truy cap da ton tai vao mot giao dién. Ca
phép nhu sau:

ip access-group access-list-No {in/out)}
0 access-list-no: s6 nhan dang ctia danh sach truy cap duoc ndi két vao giao
dién
0 in/out: xac dinh chiéu giao théng mudn ap dung va vao hay ra.
7.4.3.3 Mot s6 vi du
7.4.3.4 Tao danh sich truy cip chuén
7.4.3.4.1 Vidu 1

172.16.4.0

Non-172.16.0.0
172.16.3.0 i ;

172.16.4.13

access-list 1 permit 17

npl

imterface ethernet 0
ip access-group 1 out
interface ethernet 1
ip access-group 1 out

Danh sach truy cép trén chi cho phép cac giao thong tur mang ngudn 172.16.0.0
duoc chuyén ti€p di qua router. Cac giao thong trén cac mang khac déu bi khoa.
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7.4.3.4.2 Vidu 2

Non-172.16.0.0

172.16.4.0

172.16.3.0 i

172.16.4.13

1.1 .n:nl'lll"llll"l 2::::'(__"1:14”.;11

interface ethernet 0
ip access-group 1

Danh sach truy cap nay dugc thiét ké dé khoa cac giao thong tur dia chi IP
172.16.1.13 va cho phép cac ludng giao théng khac dugce chuyén tiép qua cac giao dién
Ethernet (EO va E1)

7.43.43 Vidu 3

Non-172.16.0.0
172.16.4.0

1¥2.16.3.0 *

i 172.16.4.13
| i

access-list 1 deny 172.16.4.0 0.0

accm—llst 1 permit any

interface ethemet 0
ip acces=-group 1

Danh sach truy cap nay duoc thiét ké dé khoa luépg giao thong tu mang con
172.16.4.0 va cho phép céc luong giao thong khac dugc chuyén tiép.

7.4.4 Cau hinh danh sich truy cip mé rong

Pé c6 thé didu khién viéc loc cac ludng giao thong dugc chinh xac hon ta s dung
cac danh sach diéu khién truy cap mo rong cua giao thirc IP. Cac 1énh trong danh sach truy
cap cho phép kiém tra dia chi ngudn va dja chi nhan. Ngoai ra danh sach truy cip mé rong
con cho phép dic ta cac cong cia cac giao thirc TCP va UDP. Cac danh sach truy cap mo
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rong thuong sir dung cac s6 nhan dang tir 100 dén 199. Phan ké tiép s& mo ta cac lénh ctia
danh sach truy cap mo rong thuong dugce ho tro trong bdi cac router .

7.4.4.1 Lénh access-list

Lénh nay dugc st dung dé tao mot muc tur dé dién gidi mot diéu kién loc phure tap.
Cu phéap nhu sau:

access-list access-list-no {permit|deny} protocol source source-mask
destination destination-mask [operator operand] [established]
access-list-no: S6 nhan dang cua danh sach, c6 gia tri tir 100 dén 199

0 permit|deny: chi dinh danh sach nay dung dé cap phép hay tir chdi khdi dia
chi theo sau.

0 protocol: co thé 1a mot trong cac gia tri sau IP, TCP, UDP, ICMP, GRE, IGRP.
source va destination: Xac dinh dia chi IP go1 va nhan

source-mask va destination-mask: 1a mat na ky tu dai dién cho dia chi nguon
va dia chi dich.

O operator va operand: 1a mét trong cac phép toan sau lt, gt, eq, neq (nho hon,
16n hon, bang, khong bang), va mot s6 hiéu cong.

0 established: Cho phép giao thic TCP duy tri ndi két
7.4.4.2 Lénh ip access-group

Nbi két mot danh sach diéu khién ndi két mo rong V01 mot giao dién mang ngo ra.
Chi cho phép mét danh sach diéu khién truy cap trén mét cong ctia mot giao thirc. Ca phap
nhu sau:

ip access-group access-list-no {in|out}
O access-list-no: 1a s6 nhan dang cua danh sach di€u khién truy cdp mé rong

injout: dé x4c dinh danh sach diéu khién truy cap nay 4o dung cho giao dién
vao hay ra.

7.4.4.3 Mot s6 vi du vé danh sach diéu khién truy cip mé rong
Vidu 1:
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Non-127.16.0.0
172.16.3.0 172.16.4.0

172.16.4.13

interface etherne
ip access-group 101

Danh sach diéu khién truy c@p nay dugc thiét ké dé cho phép ludng giao thong tir
mang con 172.16.4.0 dugc chuyén dén bat ky mét mang hodc mang con khac thong qua
giao dién EQ.

Vidu2

Non-127.16.0.0

172.16.4.0

172.16.3.0 i

J 172.16.4.13
i

imterface ethernet 0
ip access-group 101

Danh sach diéu khién truy cdp nay duoc thiét ké dé chi cho phép thu dién tur tir
mang con 172.16.4.0 dugc goi qua giao dién EO. Cac ludng giao thong tir cac mang khac
déu bi tir choi.

7.4.4.4 Nguyén tic sir dung danh sach diéu khién truy cap

Nhu vy ta ¢6 hai loai danh séch diéu khién truy cap 1a danh sach diéu khién truy
cap chuan va danh sach diéu khién truy cap mo rong. Danh sach diéu khién truy cap chuan
chi cac goi tin dya vao dia chi dia chi nguon. Chinh vi thé trong mot mang co nhiéu router,
n6 can dugce thiét 1ap & router nam gan thé gidi bén ngoai nhat. Nguogc lai, danh sach diéu
khién truy cdp mé rong cho phép loc dua trén dich dén cua cac goi tin, vi thé chung
thuong duoc dit & cac router gan cac may ngudn nhat dé ngin chin sém cac goi tin dén
cac dich dén khong duoc phép.
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Chuong 8
Van dé quan tri mang
Muc dich

Chuong nay nham gidgi thiéu cho ngudi doc nhitng van dé sau :

e (Céac van dé cua quan tri mang: Quan ly hi€u suat, cau hinh, tai khoan, quan
1y 161, an ninh

e M5 hinh ciia mot hé thdng quan tri mang
e @Giao thuc quan tri mang

e Giao thtc quan tri mang SNMP
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8.1 Giéi thiéu

Quan tri mang thudng dugc hiéu theo nhiéu nghia khac nhau. Mot sé nguoi cho
rang d6 1a viéc theo ddi cac hoat dong trén mang, thém ngudi dung méi vao hé théng, x6a
ngudi ding khong con ton tai trong co quan hay thyc hién viéc phan quyén sir dung cac tai
nguyén trén mang nhu may in, thu muc, truy cép Internet cho nhiing ngudi dung trén
mang. Mot sb nguoi khac lai cho ré‘mg do 1a cong viéc nang nhoc hon, phai thuc hi¢n viéc
thém vao céc thiét bi mang mdi, cai dat thém dich vu méi vao hé théng, lam cho tat ca cac
méy trong mang déu van hanh tdt, theo ddi luu thong trén mang bang cac chuong trinh mo
phong, ... Theo ISO, vé mit quan niém quan tri mang c6 thé duoc phan chia thanh nim
linh vuc sau:

0 Quan ly hiéu suat mang (Performance management)
0 Quan Iy cau hinh (Configuration management)
O Quan ly tai khoan (Accounting manangement)
0 Quan ly 16i (Fault management)
0]

Quan ly an ninh mang (Security management)

8.1.1 Quan ly hiéu suit mang (Performance management)

Muc dich cua viéc quan ly hi¢u suét 1a do dat va dam bao sy hién dién cta céc tiéu
chi v& hiéu suit mang nho do hiéu suét cua lién mang duogc duy tri & muc co thé chép nhan
duge. Cac tham s dé do hiéu suat mang c6 thé 1a thong lugng tong cila mang (network
throughput), thoi gian dap ung nguoi dung, ...

Quan 1y hiéu suit mang gom 3 bude. Dau tién 1a cac dir liéu lién quan dén hiéu suat
dugc thu thap dua trén cac tham sb quan tdm cua nha quan tri mang. Ké tiép, dit liéu s&
duogc phan tich dé xac dinh dugc cac muc do binh thuong (baseline). Cudi cung, xac dinh
cac gia tri ngudng cho mdi tham sé quan trong nho' d6 moi khi cac gia tri nay vuot qua gia
tri ngudng thi xem nhu mang dang c¢6 van dé can luu y. Thong thudng cac phan mém
dung dé quan 1y mang cho phép thiét 1ap cac co che canh bao ty dong khi n6 phat hién cod
su vuot qua ngudng cho phép ctia mot s tham sd.

Mbi budc trong cac budc duoec mo ta & trén la mot phﬁn cta tién trinh thiét 1ap hé
thong tu phan img. Khi hi€u suat tré nén khong thé chap nhan dugc vi c6 su vugt qua cac
nguong dugc thiet dat, hé thong tu phan g bang cach gdéi mdt thong di¢p canh bio.

8.1.2 Quan Iy cau hinh mang

Muc dich cua viéc quan 1y ciu hinh mang 13 dé theo ddi mang va cac thong tin cAu
hinh hé théng mang nhd d6 sy anh huong tac dong do su khac nhau vé cac phién ban cua
phan cting, phan mém cé thé duoc theo ddi va quan 1y.

Mobi mét thiét bi mang c6 mot vai thong tin vé phién ban gan lién véi nd. Cac hé
théng quan 1y cdu hinh con luu cac thong tin ndy vao cac co sé dit liéu dé dé dang truy
cap. Khi c6 mot sy ¢b xay ra, cac thong tin nay s& duge sir dung dé tim ra nguyén nhan cua
su viéc.
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8.1.3 Quan ly tai khoan (Account management)

Muc dich cta viée quan 1y tai khoan 1a dé do céc thong s vé mirc d6 st dung mang
nho d6 sy sir dung mang cia céc ¢4 nhan hay nhiing nhém nguodi dung dugc qui dinh mot
cach phu hop.

Nhiing qui dinh nay han ché to1 thi€u cac van dé vé mang va to1 da su hop ly vé
viéc truy cdp mang cua tat cd nguoi dung.

8.1.4 Quan ly 16i (Fault Management)

Muc dich ctia viée quan 1y 161 1a dé do tim, ghi nhan va canh bao cho ngudi ding va
tir dong stra chita nhitng van dé vé mang giit cho mang van hanh mot cach hiéu qua. Béi vi
cac 181 c6 thé 1am cho ngung tré hoat dong ciia mang, viée quan 1y 16i duoc cai dit trong
phr:in 16n cac thiét bi mang da dugc chuén hoa bai ISO.

Viéc quan 1y 16i dugc bat dau vai viée xac dinh cac triéu chimg va co lap van dé
phat sinh. Ké d6, van dé duogc khic phuc va mot giai phap duoc kiém tra trén tat ca cac hé
théng con. Cudi cung viéc phat hién dugc 15i ciing nhu cac giai phap khic phuc thi duoc
ghi nhéan lai.

8.1.5 Quan ly an ninh (Security management)

Muyc dich cia viéc quan an ninh mang la dé diéu khién céc truy cap vao cac tai
nguyén trén mang dua theo mot nguyén tac chi dao ndi bd nho d6 mang khong bi phé hoai
(tr bén trong hodc tur bén ngoai) va cac thong tin nhay cam khong bi truy cép boi nhiing
nguoi khong dugce phép.Vi du nhu céc he¢ thong quan ly an ninh con c6 thé theo ddi nhimng
nguoi ding dang nhap vao mang va c6 thé tir chdi cac truy cdp cia nhing ngudi ma ma
nhap vao cua ho thi khong hop I¢.

Céc hé thong quan tri an ninh cap dudi hoat dong bang cach chia tai nguyén mang
thanh nhimg vang dugc phép va khong duge phép. Pbi voi mot sé ngudi dung, truy cap
vao bat ctr tai nguyén mang nao déu la khong hop 1€, hau hét boi vi nhitng nguoi dung nay
thong thuong la bén ngoai cong ty. D01 v6i mot s6 nguoi dung mang khac, truy cép vao
mdt s6 thong tin duoc tao ra tir mot sé bd phan duoc xem 1a khong hop 18. Chang han truy
cip vao cac tap tin cua phong quan 1y nhan sy 13 khong hop 1¢ d6i véi nhimg nguoi dung
khong thudc phong quan ly nhan sy.

Céac hé thong quan 1y an ninh con thuc hién mot sé cac chic ning. Chang nhan
dang cac tai nguyén nhay cam nhu hé thdng, cac tp tin, cac thuc thé khac va xac dinh moi
tuong quan gitta cac tai nguyén mang nhay cam va tap hop cac nguoi dung. Chung cling
theo ddi cac diém truy cap dén cac tai nguyén nhay cam trong mang va viéc ding nhap
khong hop 1€ vao céc tai nguyén nhay cdm cuia mang.

8.2 Hé thong quan tri mang

Dé giip nha quan tri mang co thé theo ddi duogc tat ca cac linh vyuc lién quan dén
cong tac quan tri mang, cac thiét bi phan cimg va phan mém mang can duoc thiét ké va cai
dat theo hudng hd tro cong tac quan tri mang cho nha quan tri. Sau do, nguol ta thiét ké
cac phan mém chuyén dung cho cong tac quan tri mang. Sy phdi hop giira phan cing va
phan mém quan tri mang nay hinh thanh nén mot hé théng quan tri mang.
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Hién nay c6 nhiéu hé thong quan tri mang khac nhau, tuy nhién hau hét ching déu
c6 kién truc chung giong nhu hinh dudi day:

Metwork management syskam
[MMS)

¢ Managsmens |
o, enlity -"..

Mabwark

managemant, i

pratacal

Metwork ;

S . ; ) : , _— .
Aganl | Agant Agent [~ 4
| e \# —
| :“r x-,. -1- =
| | — 'r
Managsmant database | Managementdatabasa | | Management databasa | W, gl ]
- T I Y]

Maraged devices
Hinh 8.1 — Kién tric cua mgt h¢ thong quan tri mang

Trong kién tric nay, cac tram lam viéc dau cudi (End station) nhur 1a may tinh, may
in mang, cac thiét bi ndi mang nhu Hub, switch, router, ... can thiét phai theo ddi trang thai
hay diéu khién. Chiing duoc goi 1a cac thiét bj duge quan tr1 (Managed Device).

M4y tinh ma trén dé ta cai phan mém cho phép nha quan tri mang thyuc hién cac
thao tac quan tri mang duoc goi la Tram quan tri mang (NMS-Network Management
Station), d6i khi con goi la HE théng quan tri mang (Network Management System). Phan
mém cai dat trén tram quan tri ndy dugc goi la Thuc thé quan tri mang (Management
Entity).

MBbi thiét bi duoc quan tri ¢6 chay mot chuong trinh dé cho phép chung goi thong
bao vé thyuc thé quan tri mang cac sy kién bat thudng xay ra trén chung (vi du nhu mét gia
tri ngudng nao do bi vuot qua) cling nhu nhén va thi hanh cac ménh 1énh do thuc thé quan
tri mang goi dén. Phin mém chay bén trong cac thiét bi duoc quan tri nay duoc goi 1a cac
Tac nhan (agent).

Nhiém vu cua cac agent 1a thuong xuyén theo doi trang thai cua thiét bi ma nd dang
chay trén d6. Agent s& thudong xuyén ghi nhéan lai cac gia tri ctia cac thong s6 phan anh
tinh trang ctia thiét bi ma nha quan tri quan tdm vao mdt co s¢ dir licu nam bén trong thiét
bi. Co s¢ dir liéu nay duoc goi 1a Co sé thong quan tri (MIB-Management Information
Base).

M&i khi nha quan tri mang mubn biét thong tin vé trang thai ctia mot thiét bi nao
d6, nha quan tri mang s& goi thuc hién mot chirc nang tuwong tng trén phan mén quan tri
mang. Khi d6, thyc thé quan tri mang s& goi mot 1énh dén tac nhan trén thiét bi tuong ung.
Tac nhén s€ do trong ¢ s6 thong tin quan tri théng tin ma nha quan trj mong mudn dé goi
nguoc vé cho thuc thé quan tri mang. Phin mém quén tri mang s& hién thi 1én man hinh,
thuong dudi dang d6 hoa, cho nha quan tri xem.

Viéc giao tiép gitra thyc thé quan tri mang va tic nhan quan tri mang doi hoi phai
tuan thu mot giao thirc nao d6. Giao thire nay duoc goi la giao thoe quan tri mang
(Network Managment Protocol). Mot phan mém quan tri mang chi quan ly dugc cac thiét
bi khi ching sir dung cung giao thirc quan trj mang véi phdn mém quan tri mang. Dé mot
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phan mém quan tri mang c6 thé quan tri dugc cac thiét bi cua cdc nha san xuat khac nhau,
can thiét phai chuan hoéa giao thirc quan tri mang. Hién tai c6 mot s6 giao thurc st dung
pho bién nhu:

0 Giao thtrc quan tri mang don gian (SNMP — Simple Network Management
Protocol)

0 Giao thuc theo doi mang tir xa (RMON — Remote Monitoring)

8.3 Giao thirc quan tri mang don gian (SNMP — Simple
Network Management Protocol)

8.3.1 Gidi thi¢u

SNMP 1a giao thirc hoat dong trén tang timg dung duoc dinh nghia dé cho phép su
trao d6i thong tin quan tri giita cac thiét bi dién ra mot cach thuan tién. SNMP duoc xem
nhu la mot phan cia bo giao thirc TCP/IP. N6 cho phép cac nha quan tri mang quan ly
hiéu suit mang, tim va giai quyét cac su cb trén mang ciing nhu 1ap ké hoach cho sy mo
rong mang.

SNMP c¢6 hai phién ban SNMP v.1 (RFC1157) va SNMP v.2 (RFC1902). Ca hai
déu c6 mot sd dic diém chung. Tuy nhién SNMP v.2 cung cap nhiéu tinh nang noi bat
hon, cling nhu thém vao nhiéu tac vu trén giao thirc. Phién ban thir ba hién van chua dugc
chuén hoa.

Theo SNMP mét hé théng quan tri mang gém cac thanh phén co ban nhu:Thiét bi
dugc quan tri (Managed device), tac nhdn va HE thong quan tri mang (Network
Management System)

| Managarmani
l“--._ A antity

Agent |

! . Vot
R oy e
Managemant Managamen Management
datisbinsa datahage

Managed devices
Hinh 8.2 — Kién trac ctia hé théng quan tri mang theo SNMP
8.3.2 Cac 1énh co ban trong giao thirc SNMP

Céc thiét bi duoc theo ddi va bj diéu khién bang cach dung bdn 1énh co ban duoc hd
trg boi giao thirc SNMP 1a read, write, trap va cac tac vu nguoc.
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0 Lénh read dugc str dung boi mdt NMS dé theo ddi céac thiét bj duogc quan tri.
NMS khao sat cac tham s6 khac nhau dugc luu trit boi thi€t bi dugc quan tri.

0 Lénh write dugc sir dung boi mot NMS dé diéu khién cac thiét bi duoc quan
tri. NMS thay doéi gia tri cua cac tham s6 duogc Iuu trén thiét bi dugc quan tri.

0 Lénh trap dugc st dung bdi cac thiét bi dugc quan tri dé bao hiéu vé NMS
nhirng su ki¢n bat thuong ma néd phat hién dugc.

0 Traversal operation duoc st dung boi NMS dé xac dinh cac tham sd nao
dugc ho trg boi mot thiét duge quan tri va tir do tap hop cac thong tin trong
cac bang.

8.3.3 Co s& thong tin quan tri cia SNMP

MIB 1a mét tap hop thong tin duoc t6 chire theo dang phan cip. MIB duoc truy cp
bang cach sir dung cac giao thirc quan tri mang nhu SNMP chang han. MIB chira thong tin
vé cac doi tuong dugc quan ly dudi dang cac doi tuong, va moi doi tuong dugc nhan dang
béng mot s nhan dang.

Mot ddi twong duoc quan 1y trong MIB (d6i khi con goi 1a mot dbi twong MIB) 1a
mot trong nhf;ng thudc tinh dac trung ctia mdt thiét bi dugc quan tri. Cac doi tugng duogc
quan ly bao gom mot hodc nhiéu thé hién cua doi tuwong, thong thuong chung la cac bién.

'C0 hai loai dbi tugng duoc quan ly la d6i twong vo hudng (scalar) va d6i tuong
dang dng (tubular). Déi tuong vo hudéng dinh nghia chi mét thé hién ctia d6i twong. Dbi
tugng hinh dng dinh nghia nhiéu thé hién cua cac ddi twong c6 lién quan nhau va chung
dugc nhom lai thanh cac bang trong MIB.

Vi du vé& mot d6i twong duge quan 1y 13 luong gai tin di vao cua mdt giao dién trén
mot router. Pay la doi tuong vo hudng vi nod ¢o6 gia tri chi 1a mot con s6 nguyén.

S nhan dang ctia mot ddi tuong nhan dang duy nhat mot dbi tuong dugc quan ly
trong cau trac thur bac cia MIB. Cau tric ¢6 thir bac cia MIB ¢6 thé dugc mo ta nhu Ia
mdt cdy ma goc cua nd khong c6 nhan va céc cap thi dugc gan cho céc to6 chirc khac nhau.
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Hinh 8.3 — Cay dang ky chung

SO nhan dang cua cac doi tuong cép dau tién thudc vé céc to chirc chuan hoa khac
nhau. Trong khi cip thap hon thi duoc gan bdi cac t chirc trong tng ¢ muc trén. Cac nha
san xuat ¢ thé dinh nghia cac nhanh riéng dé dinh nghia cho cac doi twong duoc quan ly
trén cac san phém riéng cua ho. MIB van chua dugc chuan hoa cho nén no duoc dat trong
nhanh thtr nghiém (experimental).

Vi du: dbi tuong duoc quan 1y atInput dinh vi tai dudong dan duoc mo ta theo dang
tén la: « iso.IDentified-

organization.dod.internet.private.enterprise.cisco.temporaryvariables. AppleTalk.atInput »
hodc theo dang s6 1a chudi s6 « 1.3.6.1.4.1.9.3.3.1 ».
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Chuong 9
Thiét ké mang cuc b LAN
Muc dich

Chuong nay nham gidi thiéu cho ngudi doc nhirng van dé sau :
 Tién trinh thiét ké mang LAN
e Lap so d6 thiét ké mang LAN
e So d6 mang tang vat ly
 Noi két tang 2 bang switch
e Thiét ké mang & tang 3
e Xac dinh vi tri dat Server

e (Céch lam tai liéu, hé so mang
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9.1 Gi¢i thi€u tién trinh thiét ké mang LAN

Mot trong nhimg budc quan trong nhat dé dam bao mot hé thong mang nhanh va on
dinh chinh 13 khau thiét ké mang. Néu mot mang khong duoc thiét ké ky ludng, nhiéu vén
dé khong ludng trude s& phat sinh va khi mo rong mang c6 thé bi mat on dinh. Thiét ké
mang bao gdm céc tién trinh sau:

0 Thu thap thong tin v& yéu cAu va mong mudn ctia ngudi sit dung mang.

0 Xac dinh cac ludng dit liéu hién tai va trong tuong c6 hudng dén kha ning phat
trién trong tuong lai va vi tri dat cac server.

0 Xac dinh tat ca cac thiét bi thudc cac 16p 1,2 va 3 can thiét dé cho so dd mang
LAN va WAN.

0 Lam tai liéu cai dat mang & mtrc vat ly va murc ludn 1y.

S& c6 nhiéu giai phap thiét ké cho cing mot mang. Viéce thiét ké mang can hudng

dén cac muyc tiéu sau:

0 Kha nang van hanh: Ti€u chi dau tién 12 mang phai hoat dong. Mang phai dap
tng duoc cac yéu cau vé cong viéc clia ngudi st dung, phai cung cap kha ning
két ndi giira nhitng ngudi ding voi nhau, gitta nguoi dung voi ing dung véi mot
toc do va dd tin cay chap nhan duogc.

0 Kha niang mo rong: Mang phai duoc mo rong. Thiét ké ban dau phai dugc mo
rong ma khong gy ra mot su thay doi 16n nao trong thiét ké tong the.

0 Kha ning tuong thich: Mang phai duogc thiét ké véi mot cap mat ludn hudng vé
cac cong ngh¢ mai va phai dam bao rang khong ngan can viéc dua vao cac cong
nghé mai trong tuong lai.

0 Co6 thé quan 1y dugc: Mang phai duoc thiét ké sao cho dé dang trong viéc theo
doi va quan tri dé dam bao su van hanh sudn sé cta cac tinh nang.

Chuong nay cha yéu tap trung vao tién trinh thiét ké mang va van dé lam tai licu.

9.2 Lap so do thiét ké mang

Sau khi céc yéu cau cho mdt mang tong the da dugc thu thap, budc ké tiép 1a xay
dung so d6 mang (topology) hay mod hinh mang can dugc thiét 1ap. Viéc thiét ké so do
mang dugc chia ra thanh 3 budc:

0 Thiét ké so d6 mang O ting vat ly
0 Thiét ké so dd mang & tang lién két dix licu

0 Thiét ké so dd mang & tang mang.

9.2.1 Phat trién so @6 mang & ting vat 1y

So d6 di day 1a mot trong nhitng van dé can phai dugc xem xét khi thiét ké mot
mang. Cac van dé thiét ké & muc nay lién quan dén viéc chon lua loai cap dugc sir dung,
so do di day cép phai théa man cac rang budc vé bang thong va khoang cach dia 1y cua
mang.
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So d6 mang hinh sao st dung cap xoan d6i CAT 5 thudng duoc dung hién nay. Poi
voi cac mang nho, chi can mét diém tap trung noi ket cho tat ca cac may tinh véi dieu kién
rang khoang cach tir may tinh dén diém tap trung noi két 1a khong qua 100 mét.

Théng thuong, trong mot toa nha nguodi ta chon ra mot phong dac biét dé lép dat
cac thiét bi mang nhu Hub, switch, router hay cac bang cam day (patch panels). Nguoi ta
go1 phong nay la di Noi phan phéi chinh MDF (Main distribution facility).

2l]l]m

== catchment -4

- Main Distribution
. Facility

Hornizontal
Cabling
CAT5S UTP

Hinh 9.1 — Str dung MDF cho c4c mang c6 duong kinh nho hon 200 mét

Dbi voi cac mang nho véi chi mot diém tap trung ndi két, MDF s& bao gdbm mot
hay nhi€u cac bang cam day noi két chéo nam ngang (HCC — Horizontal Cross Connect
patch panel).

Waork Area

Up Link Port on Switch §
Station Cable ;

TE!IE!:DI‘I‘I‘I‘I.II‘I-il;ﬂtiDI'IS
Outlet /Wall Plate

Horizontal
Cable

CAT5 UTP NI CIUSEL

Hinh 9.2 — Stir dung HCC patch panel trong MDF

S luong cap chiéu ngang (Hirizontal Cable) va kich thude cua HCC patch panel
(sb luong cong) phu thude vao sd may tinh ndi két vao mang.

Khi chiéu dai tir may tinh dén diém tap trung ndi két 16n hon 100 mét, ta phai can
thém nhiéu diém tap trung ndi két khac. Piém tip trung ndi két & mirc thi hai duoc goi 13
Noi phan phdi trung gian (IDF —Intermediate Distribution Facility). Day cap dé ndi IDF vé
MDF dugc goi la cap dirmg (Vertical cabling).
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Hinh 9.3 — Str dung thém céc IDF cho cac mang c6 duong kinh 16n hon 200 mét

Dé c6 thé ndi cac IDF vé mot MDF can str dung thém céc patch panel nbi két chéo
chiéu dimg (VCC — Vertical Cross Connect Patch Panel). Day cép ndi giita hai VCC patch
panel duoc goi 1a cap chiéu dung (Vertical Cabling). Chung c6 thé 1a cap xoin doi néu
khoang cach gitra MDF va IDF khong 16n hon 100 mét. Nguoc lai phai dung cap quang
khi khoan cach nay 16n hon 100 mét. Téc do cuia cap chidu dung thuong 1a 100 Mbps hoic

1000 Mbps.

Work A Station Cable iy P— Uplink . VWAH
Horizontal — Pl 1";. — ?

.jbi A8 carsuTP ' \ o o B

— & W] AL LA Downlink

Wall Pla'teb %, 90 C F' es W J00m I

WCC

gﬂﬁl ble multiple
i uns for

"II =on

T

Hinh 9.4 — St dung VCC patch panel dé ndi IDF véi MDF
San phém cua giai doan nay 1a mot bo tai liu dac ta cac thong tin sau:
0 Vi tri chinh x4c ctia cac diém tip trung ndi két MDF va IDFs.

o Kiéuvasb lugng cap dugc su dung dé ndi cac IDF vé MDF

Bién soan : Th.s Ng6 B4 Hung — 2005

95



Pai Hoc Can Tho — Khoa Cong Nghé Théng Tin — Gido Trinh Thiét Ké & Cai Dat Mang — V1.0

WaAH
LXX bitsisec

Speed =

Location - Rm XXX 3

12 Strand Fiber
(2 used, 10 sparej
Link Speeds = 100Mbps

IDF1 .
.anatinn - REm XXX

IDF2 IDF3

A Location - Rm XXX

Service Area -
Room - XXX - 4 drop= (2 used)
Room - ABC - 5 drops (3 used)

Hinh 9.5 — Tai liéu vé vi tri ciia MDF va cac IDF

0 Céc dau day cap phai duoc danh sb va ghi nhan sy néi‘két giita cac cong trén
HCC va VCC patch panel. Vi du dudi day ghi nhén vé thong tin cac soi cap
duoc st dung tai IDF s6 1

IDF1 %
Location - Rm XXX

Cross Connection
Paired # / Port #

=1L

IDFA1 to Rm 203 |

Hinh 9.6 — Tai liéu vé day nbi tai mot IDF
9.2.2 Néi két ting 2 biang switch

Sy dung d6 va kich thudc ving dung d6 13 hai yéu t6 anh hudng dén hiéu ning cua
mang. Bing cach st dung cac switch ching ta c6 thé phan nhé cic nhanh mang nho d6 cé
thé giam bét duoc tudn sudt dung do giita cac may tinh va giam dugc kich thude cua ving
dung d¢ trong mang.
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Routers Presentation
Layer 3 Addressing
LAN
Switches

Metwork

_ Data Link
i

Hinh 9.7 — St dung Switch dé mo rong bang thong mang

Mot wu thé nita doi voi cac switch bat d6i xtmg 13 n6 c6 hd trg mot s6 cong cod
thong lugng 16n danh cho cac server hodc cac cap chi€u dung dé ndi 1én cac switch / router
& mirc cao hon.

100 Mbps h r_

100Mbps
Up Link to MDF
{vertical cabling)

Horizontal Cabling

Hinh 9.8 — Sir dung cong tdc do cao trong switch

bé xac dinh kich thude cua vung dung d6 ban can phai xac dinh bao nhiéu may
tinh duoc ndi két vat ly trén tung cong cua switch. Truong hop 1y tuong mdi cong cia
switch chi c6 mot may tinh ndi vao, khi d6 kich thudc cua ving dung do 1a 2 vi chi c6 may
g6i va may nhan tham gia vao mdi cudc giao tiép.
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Hinh 9.9 — Néi truc tiép cac may tinh vao switch
Trong thuc té ta thudng dung switch dé ndi cac Hub lai v6i nhau. Khi d6 mdi Hub
s€ tao ra mdt vung dung do va cac may tinh trén moi Hub s€ chia sir nhau bang thong trén
Hub.

= b
Hinh 9.10 — Néi HUB vao switch

Thong thuong nguoi ta sir dung Hub dé tang sd luong cac diém ndi két vao mang
cho may tinh. Tuy nhién can phai dam bao sb luong may tinh trong ting vung dung do
phai nho va dam bao bang thong cho timg may tinh mét. Da sd cac Hub hién nay déu co
hd tro mot cong toc dd cao hon cac cong con lai (goi 1a up-link port) dung dé ndi két voi
switch dé ting bang thong chung cho toan mang.

] . ol g T i
Horizontal ' ‘:;r'" .
Cable o

5 CAT5UTP T R R

| vertical cable multiple
| ﬁha'u |n.|nsfur

H 1,--I Sll:ln

Hinh 9.11 — Str dung cong téc d6 cao cia HUB dé ndi v6i Switch
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Bing thong can thiét cho cac tmg dung duoc mo ta nhu hinh duéi day:

i all . -
Video i
Shared Video Video on i |
Application Mail Confer- | pomang | IMaging |
encing

MPEG Video |

m Spech
ey Shed".ﬂl.hiteh ed

Hinh 9.12 — Nhu cdu bang théng cta cac tmg dung

Sau khi da thiét ké xong so d0 mang ¢ ting hai, can thiét phai ghi nhan lai thong tin
vé toc do cua cac cong nodi két cap nhu hinh dudi day:

IDF1
Location - Rm XXX

Cross Connection
Paired & ! Port #

Connection Cable ID
IDF1 to Rm 203 |

IDF1 to Rm 203 |

IDF1 to Rm 203 |

e oo | S e 2

WCC1 fPort 1

Hinh 9.13 — Tai liéu vé toc do trén timg cong

9.2.3 Thiét ké mang ¢ ting 3
Str dung cac thiét bi ndi két mang & tang 3 nhu router, cho phép phan nhanh mang
thanh cdc modun tach ro1 nhau vé mat vat ly cling nhu luan ly. Router cling cho phép noi1
két mang v61 mang dién rdng nhu mang Internet chang han.
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Broadcast :
D omain 4

etk ¥, 2 S 15, 5 ST 5. A 1Y, 2

ST T RGN -
Hinh 9.14 — Str dung router trong mang

Router cho phép han ché duoc cic cudc truyén quang ba xuét phat tir mot ving
dung do nay lan truyén sang cac ving dung do khac. Nho do tang bang thong trén toan
mang. Déi voi switch, goi tin goi cho mét may tinh ma n6 chua biét s& duoc truyén di ra
tat ca cac cong dé dén tit ca cac nhanh mang khac.

Ngoai ra, router con duoc str dung dé giai quyet cac van dé nhu: mot ) giao thuc
khong thich hop khi mang c6 kich thu6ce 16n, van dé anh ninh mang va van dé Ve danh dia
chi mang. Tuy nhién st dung router thi dat tién va kho khin hon trong viéc cAu hinh néu
so v&i switch.

Trong vi du sau, mang c6 nhiéu nhanh mang vat 1y, tat ca cac thong tin di trao doi
gitra mang Network 1 va mang Network 2 déu phai di qua router. Router da chia mang
thanh hai vung dung d6 riéng roi. Moi vung dung do c6 dia chi mang va mat na mang con
riéng.

Pyl

iJJr If necessary)

|l ml
Hetwo rk1|

=5 | {2spare|
4-Ccars | | Data ——
(Data

1l]|'l.|l1ps

Hinh 9.15 — Str dung router dé phan chia ving dung d6 trong mang
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9.2.4 Xac dinh vi tri dat Server

Céc server dugc chia thanh 2 loai: Server cho toan cong ty (Enterprise Server) va
server cho nhom lam viéc (Workgroup server).

Enterprise server phuc vu cho tat ca nguoi sir dung trong cong ty, vi du nhu Mail
server, DNS server. Chung thuong dugc dat tai MDF.

Workgroup server thi chi phuc vu cho mét sO nguoi ding va thudng duge dat tai
IDF noi gan nhém ngudi st dung server nay nhat.

Hinh 9.16 — Tai li€u v€ vi tri dat cac server

9.2.5 Lap tai liéu cho tang 3

Sau khi xay dyng so do cap phat dia chi, ban can ghi nhan lai chién lugc cip phat
dia chi. Mot s6 céc tai liéu can tap ra bao gdbm:

0 Bang d0 phan bd dia chi

ABC School DEF School

50

Ethemet 1 Ethemet 2
131.108.2.1 131.108.121
EDISOH _mMal 1

Ethemet 1
131.108.111
EDISOH ETH CABLE

131.108.1.21 131.108.2.23
Librany Computer Lab
SETVEr Sefver

131.108.0.0 131.108.0.0

Mask #55.255.255.0 § ' Mask #55.255.255.0 §

Hinh 9.17 — Bang d6 phan bé dia chi IP
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0 Bang tom tat vé cdc mang da dugc phan bo, dia chi cac giao dién cua tung
router va bang chon dudng cua cac router.

IP Network 131.108.0.0
Subnet Mask = 255.255.255.0

XY Z School District

ABC School DEF School
131.108.1.0 131.108.11.0
Thru Thru
131.108.10.0 131.108.21.0
Subnet mask = 255.255.255.0 Subnet mask = 255.255.255.0
Router name = ABC Router Router name = DEF Router
Ethernet 0 = 131.108.1.0 Ethernet 1= 131.108.11.0
Ethernet 1=131.108.2.0 Ethernet 2 = 131.108.12.0
Ethernet 2 = 131.108.3.0

Hinh 9.18 — Bang tom tat vé dia chi da phan b
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