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1 Chwong I - Tong quan Mang M4y Tinh

1.1 Kién thirc co bdn

1.1.1 So lwge lich sir phat trién:

Vao giira nhitng nam 50, nhitng hé thong may tinh dau tién ra doi st dung cac
bong dén dién tir nén kich thudc rat cong kénh va tiéu tén nhidu ning lugng. Viéc
nhap dir liéu vao mdy tinh dugc thuc hién thong qua cac bia duc 16 va két qua
dugc dua ra may in, diéu ndy 1am mat rat nhidu thoi gian va bt tién cho ngudi sir
dung.

Dén gitra nhitng nim 60, cung voi sy phat trién cia cac tng dung trén may tinh va
nhu cau trao d6i thong tin v6i nhau, mot sé nha san xuit may tinh di nghién cia
ché tao thanh cong céc thiét b truy cap tir xa téi cac may tinh cta ho, va ddy chinh
1a nhitng dang so khai cta hé théng mang may tinh.

Dbén dau nhitng ndm 70, hé théng thiét bi dau cubi 3270 ctia IBM ra doi cho phép
mé rong kha ning tinh toan cta cac trung tim may tinh dén cac ving & xa. Dén
gitta nhirng nam 70, IBM da gidi thi¢u mdt loat cac thiét bi dau cudi dugce thiét ké
ché tao cho linh vuc ngan hang, thwong mai. Thong qua diy cap mang cac thiét b
dau cudi co thé truy cap cung mot lac dén mot may tinh dung chung. Pén nim
1977, cong ty Datapoint Corporation d tung ra thi truong hé diéu hanh mang cta
minh 13 “Attache Resource Computer Network” (Arcnet) cho phép lién két cac
may tinh va cac thiét bi dau cudi lai béng day cap mang, va d6 chinh 1a h¢ diéu

hanh mang dau tién.
1.1.2 Khai niém co ban

No6i mét cach co ban, mang may tinh 1a hai hay nhi¢u may tinh dugc két noi voi

nhau theo mot cach nao d6 sao cho chung c6 thé trao ddi thong tin qua lai voi nhau.

N
S

PC1 pPCc2

Hinh 1-1: M6 hinh mang co ban

(/i

Mang may tinh ra doi xudt phat tir nhu cau mudn chia s¢ va dung chung dir lidu.
Khong c6 hé thong mang thi dit liéu trén cdc may tinh doc 1ap mudn chia sé véi

nhau phai thong qua viéc in 4n hay sao chép qua dia mém, CD ROM, ... diéu nay



gdy rat nhidu bét tién cho ngudi dung. Cac may tinh dwoc két ndi thanh mang cho

phép céc kha nang:

1.1.3

Str dung chung cac cong cu tién ich

Chia s¢ kho dir liéu dung chung

Tang d9 tin cdy ciia hé thong

Trao d6i thong di€p, hinh anh,

Dung chung céc thiét bi ngoai vi (may in, may vé&, Fax, modem ...)
Giam thiéu chi phi va thoi gian di lai.

Phéan biét cac loai mang

> Phuwong thirc két ndi mang dwoc sir dung chii yéu trong lién két mang: cé

hai phuwong thirc chii yéu, do6 la diém - diém va diém - nhiéu diém.

— V6i phuong thie "diém - diém", cac duong truyén riéng biét duoc thiét

lap dé ndi cac cap may tinh lai v6i nhau. Mdi may tinh c6 thé truyén va
nhan truc tiép dit liéu hodc c6 thé 1am trung gian nhu luu trit nhimg dit
liéu ma n6 nhan duogc roi sau d6 chuyén tiép dit liéu di cho mot may khac
dé dir ligu do dat t6i dich.

Véi phuong thirc "diém - nhiéu diém", tat ca cac tram phan chia chung
mot dudong truyén vat ly. Dir ligu dugc gui di tor mot may tinh s€ co thé
duoc tiép nhén boi tat ca cac may tinh con lai, boi vay can chi ra dia chi
dich cua dit liéu dé mdi may tinh can ctr vao dé kiém tra xem dit liéu c6

phai danh cho minh khong néu dung thi nhan con néu khong thi bo qua.

» Phéan loai mang may tinh theo vung dia ly:

— GAN (Global Area Network) két ndi may tinh tir cic chau luc khac nhau.

Thong thuong két ndi nay duoc thyc hién théng qua mang vién thong va
v¢ tinh.

WAN (Wide Area Network) - Mang dién rong, két ndi may tinh trong noi
bd cac qudc gia hay giita cic qudc gia trong cuing mot chau luyc. Thong
thuong két ndi nay duoc thuc hién thong qua mang vién thong. Cac WAN
c6 thé dugc két ndi voi nhau thanh GAN hay tu n6 di 1a GAN.

MAN (Metropolitan Area Network) két ndi cac may tinh trong pham vi
mot thanh phd. Két ndi ndy duoc thuc hién thong qua cic mdi truong
truyén thong téc do cao (50-100 Mbit/s).



— LAN (Local Area Network) - Mang cuc b0, két ndi cac may tinh trong
mot khu vuc ban kinh hep théng thuong khoang vai trim mét. Két nbi
duogc thuc hién thong qua cic mdi truong truyén thong téc do cao vi du
cap dong truc thay cap quang. LAN thudong duoc sir dung trong ndi bd
mot co quan/td chirc...Cac LAN c6 thé duge két ndi voi nhau thanh WAN.

» Phéan loai mang may tinh theo topo

— Mang dang hinh sao (Star topology): O dang hinh sao, tit ca cac tram
duoc nbi vao mot thiét bi trung tam c¢6 nhiém vy nhan tin hi¢u tr cac tram
va chuyén tin hiéu dén tram dich v6i phuong thirc két ndi 1a phuong thirc
"diém - diém".

— Mang hinh tuyén (Bus Topology): Trong dang hinh tuyén, cic may tinh
déu duoc ndi vao mot duong day truyén chinh (bus). Pudng truyén chinh
nay dugc gidi han hai dau boi mot loai dau ndi dic biét goi 1a terminator
(dung dé nhan biét 1a dau cudi dé két thuc duong truyén tai day). Mdi tram
duoc ndi vao bus qua mot dau ndi chit T (T _connector) hodac mot bo thu
phat (transceiver).

— Mang dang vong (Ring Topology): Cac may tinh dugc lién két voi nhau
thanh mot vong tron theo phuong thirc "diém - diém", qua d6 mdi mot
tram c6 thé nhan va truyén di liéu theo vong mot chiéu va dir liéu duoc
truyén theo timg gdi mot.

— Mang dang két hop: trong thuc té tuy theo yéu cau va muyc dich cu thé ta
c6 thé thiét ké mang két hop cac dang sao, vong, tuyén dé tan dung cac
diém manh ctia mdi dang.

» Phéan loai mang theo chirc ning

— Mang Client-Server: mdt hay mdt ) may tinh duogc thiét lap dé cung cép
cac dich vu nhu file server, mail server, Web server, Printer server, ... Cac
may tinh duogc thiét 1ap dé cung cép cac dich vu duoc goi 1a Server, con
cac may tinh truy cép va st dung dich vu thi duoc goi l1a Client.

— Mang ngang hang (Peer-to-Peer): cic may tinh trong mang c6 thé hoat
dong vira nhu mot Client vira nhu mot Server.

— Mang két hop: Cac mang may tinh thuong duoc thiét 1ap theo ca hai chirc
nang Client-Server va Peer-to-Peer.

» Phan biét mang LAN-WAN



— bia phuong hoat dong
o Mang LAN st dung trong mot khu vuc dia 1y nho.
o Mang WAN cho phép két ndi cac may tinh & cac khu vuc dia 1y khac
nhau, trén mot pham vi rong.
— Téc do két ndi va ti 1¢ 1i bit
o Mang LAN c6 tde do két ndi va do tin cay cao.
o Mang WAN c6 toc d6 két ndi khong thé qua cao dé dam bao ti 18 15
bit ¢ thé chép nhan duoc.
— Phuong thirc truyén thong:
o Mang LAN chii yéu sir dung cong nghé Ethernet, Token Ring, ATM
o Mang WAN sir dung nhiéu céng nghé nhu Chuyén mach vong
(Circuit Switching Network), chuyén mach géi (Packet Switching
Network), ATM (Cell relay), chuyén mach khung (Frame Relay), ...

1.1.4 Mang toan cau Internet:

Mang toan cau Internet 13 mot tap hop gém hang van mang trén khip thé gidi.
Mang Internet bat ngudn tir mot thir nghiém ciia Cuc quan 1y cac du an nghién ctru
tién tién (Advanced Research Projects Agency — ARPA) thugc Bo quic phong My
da két nbi thanh cong cac mang may tinh cho phép cac truong dai hoc va cac cong
ty tu nhan tham gia vao cac du an nghién ctru..

V& co ban, Internet 1a mot lién mang may tinh giao tiép dudi cing mot bd giao
thirc TCP/IP (Transmission Control Protocol/Internet Protocol). Giao thirc nay cho
phép moi may tinh trén mang giao tiép v4i nhau mot cach thdng nhét gidng nhu
mot ngdn ngii qudc té ma moi ngudi sir dung dé giao tiép voi nhau hang ngay.

S6 lwong may tinh két ndi mang va s luong ngudi truy cap vao mang Internet trén
toan thé giéi ngay cang ting 1én nhanh chong, dic biét tir nhitg nim 90 tro di.
Mang Internet khong chi cho phép chuyén tai thong tin nhanh chéng ma con gitp
cung cip thong tin, n6 ciing 1a dién dan va 1a thu vién toan cu dau tién.

1.1.5 Mo hinh OSI (Open Systems Interconnect)

O thoi ky du ctia cong nghé ndi mang, viéc giri va nhan dir liéu ngang qua mang
thuong gdy nham lan do cac cong ty 1on nhu IBM, Honeywell va Digital
Equipment Corporation tu dé ra nhitng tiéu chuan riéng cho hoat dong két ndi may
tinh.



Niam 1984, t6 chic Tiéu chuidn hoa Qudc té - ISO (International Standard
Organization) chinh thirc dua ra mo6 hinh OSI (Open Systems Interconnection), la
tap hop cac dic diém k¥ thudt mé ta kién tric mang danh cho viéc két ndi cac thiét
bi khong cung ching loai.

Mo hinh OSI duogc chia thanh 7 ting, mdi ting bao gom nhitng hoat dong, thiét bi

va giao thuc mang khac nhau.

h Application - Application #
I** Presentation ELLELT ) Presentation **
** Session ————— - Session **
*Transp-:urt‘ - *Tr‘ans.p:rt*
Metwork *‘ S E S e ‘* Mebwiork
Data Link ** ------I** Data Link
Physical —_———— Physical

Hinh 1-2: Mé hinh OSI bay ting
1.1.5.1 Cac giao thirc trong mé hinh OSI1
Trong md hinh OSI ¢6 hai loai giao thirc chinh duoc ap dung: giao thirc co lién két
(connection - oriented) va giao thirc khong lién két (connectionless).

— Giao thirc ¢6 lién két: trude khi truyén dir liéu hai tang ddng mirc can thiét
1ap mot lién két logic va cac goi tin duoc trao ddi thong qua lién két nay,
viée co lién két logic s& nang cao d6 an toan trong truyén dir lidu.

— Giao thirc khong lién két: trude khi truyén dir liéu khong thiét 1ap lién két
logic va mdi géi tin duoc truyén doc lap véi cac goi tin trude hodc sau nd.

Nhu viy véi giao thirc ¢6 lién két, qua trinh truyén théng phai gom 3 giai doan
phéan biét:

— Thiét lap lién két (logic): hai thuc thé dong mtic ¢ hai hé thong thuong
lwong véi nhau vé tap cac tham sb sé& sir dung trong giai doan sau (truyén
dir ligu).

— Truyén dit liéu: dir liéu duoc truyén véi cac co ché kiém soat va quan 1y
kém theo (nhu kiém soat 161, kiém soat ludng dit liéu, cat/hop dit lidu...) dé

tang cuong do tin cdy va hi¢u qua cia vi¢c truyén dir li€u.



— Huy bo lién két (logic): giai phong tai nguyén hé théng di duoc cip phat
cho lién két dé dung cho lién két khéc.

Déi voi giao thire khong lién két thi chi co duy nhat mot giai doan truyén dir liéu
ma thoi.
Goi tin cia giao thire: Goi tin (Packet) dwgc hiéu nhu 13 mot don vi thong tin dung
trong viéc lién lac, chuyén giao dir liéu trong mang may tinh. Nhimng thong diép
(message) trao di giita cic may tinh trong mang, dugc tao dang thanh cac goi tin
& may ngudn. Va nhimg géi tin nay khi dich s& dugc két hop lai thanh thong diép
ban dau. Mot goi tin c6 thé chira dung cac yéu cau phuc vu, cac thong tin diéu

khién va dir li¢u.

Apmilearion dom | dam | Appiteanon
o ] .
Prasensmtion fdr | €T i l 'r'\ﬂ'l 4T iT Presenmtion
Eession .".lu:'.' Rdr| dem l ..".':’.1 hdr| dem | Eesvion
Trasn pert c—[-m l: il I das | 'c'r]?r.:':l'l Ir.f:-] dara Tranmpere
Wi rwer k | LLEy """"| hdr |?"i':' | dam | | ’J-‘i"I Fdr | hdr | hdr| dam Wenweark
~ T - — T T 1  —
g m fink | "l d*] m"l.'u:"lu{‘l das l_".- . _.'l.'..]'.ld*’lfad‘.'ll.ld’.'l.l.lf!l dare l.".'.' | Dain link
Physie Physie

hdr - phdn ddw gdi tim

trl: phdw kiém I8¢ (tdmg lém kE I Nidn)

data phdndid lifn exia gdi tin

Hinh 1-3: Phuong thirc xac 14p cdc géi tin trong mé hinh OSI

Trén quan diém md hinh mang phan ting tang mdi tang chi thyc hién mot chirc
nang 1a nhan dir liéu tir tang bén trén dé chuyén giao xudng cho ting bén dudi va
nguoc lai. Chie ning nay thuc chat 1a gan thém va g bo phan dau (header) d6i
v6i cac goi tin trude khi chuyén né di. Noi cach khac, timg goi tin bao gdm phan
dau (header) va phan dit liéu. Khi di dén mot tang mai goi tin s& duge dong thém
mot phan dau dé khac va dugc xem nhu 13 goi tin cua ting méi, cong viéce trén tiép
dién cho ti khi géi tin duoc truyén 1én dudng ddy mang dé dén bén nhan.
Tai bén nhan cac géi tin duoc g& boé phan dau trén timg ting tudng Gmg va day
ciing 12 nguyén 1y cua bt cir mo hinh phan tang nao.
1.1.5.2 Cdc chire ning chii yéu ciia cdc ting ciia mé hinh OSL.
> Tang Vit ly (Physical)
Tang vat Iy (Physical layer) 1a ting dudi ciing ctia mo hinh OSI 1. N6 mé ta cac
dac trung vat Iy cia mang: Cac loai cap dugc dung dé ndi cac thiét bi, cac loai dau

nbi dugc ding , cac day cap co thé dai bao nhiéu v.v... Mat khac cac ting vat ly



cung cép cac dac trung dién cua cac tin hiéu dugc dung dé khi chuyén dir liéu trén
cap tir mot may nay dén mot may khac ciia mang, k¥ thuat ndi mach dién, toc do
cap truyén dan.

Tang vat 1y khong qui dinh mot ¥ nghia nao cho céac tin hiéu d6 ngoai cac gia tri
nhi phan 0 va 1. O céc tang cao hon ctia mé hinh OSI y nghia cia cac bit duoc
truyén o tang vat 1y s& dugc xac dinh.

Vi du: Tiéu chuin Ethernet cho cap xo0dn doi 10 baseT dinh rd cac dic trung dién
cua cap xoén d6i, kich thuéc va dang cua céac dau ndi, do dai tdi da cua cap.

Khac véi cac ting khac, tang vat 1y 1a khong c6 goi tin riéng va do vay khong co
phan dau (header) chira thong tin diéu khién, dir liéu duge truyén di theo dong bit.
Mot giao thic ting vat 1y ton tai gifta cac ting vat Iy dé quy dinh vé phwong thirc
truyén (ddng bo, phi dong bo), toc do truyén.

> Thng Lién két di li¢u (Data link)

Tang lién két dir liéu (data link layer) 1a ting ma ¢ d6 ¥ nghia dugc gan cho cac bit
duogc truyén trén mang. Tang lién két dir liéu phai quy dinh duoc cac dang thic,
kich thuéc, dia chi may giri va nhan ctia mdi goi tin dugc giri di. N6 phai x4c dinh
co ché truy nhap thong tin trén mang va phuong tién gii mdi goi tin sao cho nd
duoc dua dén cho ngudi nhan di dinh.

Tang lién két dit liéu co hai phuong thirc lién két duwa trén cach két ndi cac may
tinh, d6 1a phuong thirc "diém - diém" va phuong thirc "diém - diém". Véi phuong
thirc "diém - diém" cac duong truyén riéng biét dugc thiét 1ap dé ndi cac cip may
tinh lai v6i nhau. Phuong thic "diém - diém" tat ca cic may phéan chia chung mot
duong truyén vat 1y.

Tang lién két dir liéu cling cung cdp cach phat hién va stra 16i co ban dé dam bao
cho dir liéu nhan duoc gidng hoan toan vai dir liéu gui di. Néu mot goi tin c6 15i
khong stra duorc, tﬁng lién két dir lidu phai chi ra dugc cach thong bao cho noi guri
biét gbi tin d6 c6 16i dé no g lai.

Céc giao thirc tang lién két dir liéu chia 1am 2 loai chinh 1a cac giao thirc huéng ky
tu va céc giao thirc hudng bit. Cac giao thuc hudng ky tu duge xay dung dua trén
cac ky tu dac biét cua mét b ma chuén nao d6 (nhu ASCII hay EBCDIC), trong
khi d6 cac giao thirc huéng bit lai ding cic ciu tric nhi phan (x4u bit) dé xay
dung cac phan tir cia giao thirc (don vi dir liéu, cac tha tyc.) va khi nhan, dit liéu
s& duoc tiép nhan lan lugt timg bit mot.

> Tang Mang (Network)



Tang mang (network layer) nhim dén viéc két ndi cac mang voi nhau bang cach
tim dudng (routing) cho cac gbi tin tir mét mang nay dén mot mang khac. N6 xéac
dinh viéc chuyén hudng, vach duong cac goi tin trong mang, cac gbi nay cé thé
phai di qua nhiéu ching truéc khi dén duoc dich cudi cuing. N6 ludn tim cac tuyén
truyén thong khong tic nghén dé dua cac goi tin dén dich.

Tang mang cung cac cac phuong tién dé truyén cc goi tin qua mang, tham chi qua
mot mang ctia mang (network of network). Bai vdy n6 can phai dap tmg véi nhidu
kiéu mang va nhiéu kiéu dich vu cung cap bdi ciac mang khac nhau. hai chtic ning
chu yéu cuia ting mang 1a chon dudng (routing) va chuyén tiép (relaying). Tang
mang 14 quan trong nhat khi lién két hai loai mang khac nhau nhu mang Ethernet
v6i mang Token Ring khi d6 phai dung mot bo tim dudng (quy dinh boi tang
mang) dé chuyén cac gbi tin tir mang ndy sang mang khac va nguoc lai.

P61 v6i mot mang chuyén mach goi (packet - switched network) - gém tap hop
cac nut chuyén mach géi nbi voi nhau boi cac lién két dir lidu. Cac géi dir liéu
duoc truyén tr mot hé théng mo té1 mot hé théng m¢& khéc trén mang phai dugc
chuyén qua mdt chudi cac nit. Mdi nit nhan goi dit liéu tr mot duong vao
(incoming link) roi chuyén tiép né téi mot duong ra (outgoing link) hudng dén
dich ctia dit liéu. Nhu vy & mdi nat trung gian né phai thuc hién cac chiic ning
chon dudng va chuyén tiép.

Vi¢c chon dudng 1a su lga chon mgt con dudong dé truyén mot don vi dit liéu (mot
g6i tin chang han) tir tram ngudn t&i tram dich cua nd. Mot k¥ thuat chon duong
phai thuc hi¢n hai chirc nang chinh sau day:

— Quyét dinh chon duong t6i wu dua trén cac thong tin dd co vé mang tai
thoi diém do6 thong qua nhirng tiéu chuén t6i wu nhat dinh.

— Cap nhéat cac thong tin vé mang, tac la thong tin dung cho vi¢c chon
duong, trén mang ludn co sy thay dbi thuong xuyén nén vi¢c cap nhat 1a
viéc can thiét.

Nguoi ta c6 hai phuong thure dap ung cho viéc chon duong 1a phuong thuc xu 1y
tap trung va xu 1y tai cho.

— Phuong thire chon dudng xur 1y tap trung dwoc dic trung boi su ton tai ciia
mot (hodc vai) trung tam diéu khién mang, ching thuc hién viéc 1ap ra cac
bang dudng di tai ting thoi diém cho cac nit va sau d6 giri cac bang chon

duong t6i timg nit doc theo con dudng da duge chon d6. Thong tin tong



thé ctia mang can ding cho viéc chon duong chi can cap nhap va dugc cat
giif tai trung tdm diéu khién mang.

— Phuong thtic chon dudng xir 1y tai chd duoc dic trung boi viéc chon
duong dugc thuc hién tai mdi nat ciia mang. Trong ting thoi diém, mdi
nut phai duy tri cac thong tin cua mang va ty xay dung bang chon duong
cho minh. Nhu vy céac thong tin tong thé cua mang can dung cho viée
chon dudng can cap nhap va duogc cit gitr tai mdi nut.

Thong thuong cac thong tin dugc do luong va st dung cho vi¢e chon duong bao
gom:

— Trang théi cua duong truyén.

Thoi gian tré khi truyén trén mdi duong dan.

Muc @6 luu thong trén moi duong.

Céc tai nguyén kha dung cua mang.

Khi c6 su thay ddi trén mang (vi du thay ddi vé cAu tric cua mang do su cb tai mot
vai nat, phuc hdi cua mot nat mang, ndi thém mot nat méi... hodc thay ddi vé muc
dd luu thong) cac thong tin trén can dugc cap nhat vao cac co sé dir licu vé trang
thai cua mang.

> Tang Van chuyén (Transport)

Tang van chuyén cung cdp cac chitc ning can thiét giita ting mang va cac tang
trén. n6 1a ting cao nhat c6 lién quan dén cac giao thirc trao ddi dit lidu giita cac hé
thdng mé. N6 cung cac tang dudi cung cip cho ngudi st dung cac phuc vu van
chuyén.

Tang van chuyén (transport layer) 14 tang co s& ma ¢ d6 mot may tinh ctia mang
chia s¢ thong tin v&i mot may khac. Tang van chuyén dong nhat mdi tram bang
mot dia chi duy nhit va quan 1y su két ndi gitta cac tram. Tang van chuyén ciing
chia cac géi tin 10n thanh cic géi tin nho hon trudce khi giri di. Thong thuong ting
van chuyén danh s6 cac géi tin va dam bao chiing chuyén theo dung thir ty.

Tang van chuyén 1a ting cudi ciing chiu trach nhiém vé mic d an toan trong
truyén dir liéu nén giao thirc ting van chuyén phu thudc rat nhiéu vao ban chit cua
tAng mang.

> Tang giao dich (Session)

Tang giao dich (session layer) thiét 1ap "cac giao dich" giita cc tram trén mang,
n6 dat tén nhat quan cho moi thanh phﬁn muén ddi thoai véi nhau va 1ap anh xa

giita cac tén voi dia chi ciia chung. Mot giao dich phai dugc thiét 1ap trudce khi dir



liéu duoc truyén trén mang, tﬁng giao dich dam bao cho cac giao dich dugc thiét
1ap va duy tri theo dung qui dinh.

Tang giao dich con cung cip cho ngudi str dung cic chirc ning can thiét dé quan
tri cac giao dinh ing dung cua ho, cu thé 1a:

— Piéu phdi viée trao doi dir lidu giita cac ing dung bang cach thiét 1ap va
giai phong (mot cach 16gic) cac phién (hay con goi la cac hoéi thoai -
dialogues)

— Cung cap cac diém dong bo dé kiém soat viéc trao doi dir licu.

— Ap dat cac qui tic cho cac tuong tac giira cac tmg dung clia ngudi st dung.

— Cung cap co ché "lay luot" (nim quyén) trong qua trinh trao d6i di liéu.

Trong truong hop mang 13 hai chiéu luan phién thi ndy sinh van dé: hai nguoi sir
dung luan phién phai "ldy lugt" dé truyén dir liéu. Tang giao dich duy tri twong tac
luan phién bang cach bio cho mdi nguoi sir dung khi dén luot ho duoc truyén dir
liéu. Van dé ddong bo hoa trong tang giao dich ciing duoc thuc hién nhu co ché
kiém tra/phuc hoi, dich vu nay cho phép ngudi str dung xéac dinh cac diém dong bo
hoa trong dong dir liéu dang chuyén vén va khi can thiét co thé khoi phuc viéc hoi
thoai bat dau tir mot trong cac diém do

O mot thoi diém chi c6 mot nguoi st dung do quyén dac biét duoc goi cac dich vu
nhit dinh cua ting giao dich, viéc phan bd cic quyén ndy théng qua trao ddi thé
bai (token). Vi du: Ai c6 dugc token s& co quyén truyén dir liéu, va khi nguoi giir
token trao token cho ngudi khéc thi ciing c6 nghia trao quyén truyén dir liéu cho
nguoi do.

Tang giao dich c¢6 cac ham co ban sau:

— Give Token cho phép ngudi sir dung chuyén mot token cho mot ngudi sir
dung khac ctia mdt lién két giao dich.

— Please Token cho phép mot ngudi sir dung chua c6 token c6 thé yéu cau
token do.

— Give Control dung dé chuyén tit ca cac token tir mot nguoi st dung sang
mot nguoi st dung khéc.

> Tang Thé hién (Presentation)

Trong giao tiép giita cdc tmg dung thong qua mang vai cung mot dit lidu c6 thé cd
nhiéu cach biéu dién khic nhau. Thong thudng dang biéu dién dung béi tng dung
ngudn va dang biéu dién dung boi tng dung dich ¢ thé khac nhau do cac ung

dung dugc chay trén cac h¢ théng hoan toan khac nhau (nhu hé may Intel va hé
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méay Motorola). Tang thé hién (Presentation layer) phai chiu trach nhiém chuyén
ddi dir lidu gui di trén mang tir mot loai biéu dién nay sang mot loai khac. Dé dat
duoc diéu d6 nd cung cap mot dang biéu dién chung dung dé truyén thong va cho
phép chuyén doi tur dang biéu dién cuc bd sang biéu dién chung va nguoc lai.

Tﬁng thé hién cling co thé duoc dung ki thuat ma hoéa dé x40 tron cac dit lidu trude
khi duge truyén di va giai ma & dau dén dé bao mat. Ngoai ra tang thé hién ciing
c6 thé dung céc ki thuat nén sao cho chi can mot it byte dir li€u dé thé hién thong
tin khi no6 duoc truyén O trén mang, & dau nhan, tﬁng trinh bay bung tr¢ lai dé duoc
dit liéu ban dau.

> Tang Ung dung (Application)

Tang tng dung (Application layer) la tAng cao nhat cia mo hinh OSI, né xac dinh
giao dién gitta nguoi sir dung va méi truong OSI va giai quyét cac k¥ thuat ma cac
chuong trinh ing dung dung dé giao tiép voi mang.

1.1.5.3 Luéng dit liéu trong OSI

Outgoing “Application X ‘Application Y Incoming
PDU Construction PDU Reduction
mEr =l - .
| l | T |
| | |
P

|

| . -
m Presentation Presentation lE PDU
| i | | T |
l ! Session Session l !
’sj P-PDU ’j P-PDU
| |

| |

| |

[ SPDU | Transport Transport ] STPDU |

\ [ [ |

\ | | |

\ | . - | |

) TPDU | h L [ TPDU |

[ | \ [

| | \ |

| i | : : [ |
[ N-FDU ] DRI Daa ik I N-FDU [ur]
I | I |
| l | | |
l ! Physical C ications Physical l !
| DLPDU | Y ommunications y | DLPDU |

Path (e.g., point-
to-point link,
network)

Hinh 1-4: ludng dir li¢u trong OSI (PDU: protocol data unit)
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1.1.6 Mot s6 bd giao thirc két ndi mang

1.1.6.1

1.1.6.2

1.1.6.3

1.1.6.4

TCP/IP

Uu thé chinh ctia b giao thirc nay 1a kha ning lién két hoat dong ciia
nhiéu loai may tinh khac nhau.

TCP/IP d3 tro thanh tiéu chuan thuc té cho két ndi lién mang ciing nhu két
ndi Internet toan cau.

NetBEUI

B§ giao thirc nho, nhanh va hiéu qua dugc cung cép theo cac san phém
cua hang IBM, ciing nhu su hd tro ciia Microsoft.

Bit lgi chinh cua bo giao thic nay 1a khong hd tro dinh tuyén va sir dung
gidi han & mang dya vao Microsoft.

IPX/SPX

Day la b giao thuc sir dung trong mang Novell.

Uu thé: nho, nhanh va hiéu qua trén cac mang cuc bd déng thoi hd trg kha
ning dinh tuyén.

DECnet

Day 13 bd giao thirc doc quyén cua hing Digital Equipment Corporation.
DECnet dinh nghia mé hinh truyén théng qua mang LAN, mang MAN va
WAN. HJ tro kha ning dinh tuyén.

1.2 B¢ giao thuc TCP/IP

TCP/IP - Transmission Control Protocol/ Internet Protocol

1.2.1 Téng quan vé b giao thicc TCP/IP

TCP/IP 13 bo giao thirc cho phép két ndi cac hé théng mang khong dong nhét vai

nhau. Ngay nay, TCP/IP dugc str dung rong rai trong cadc mang cuc bd cling nhu

trén mang Internet toan cau.

TCP/IP dugc xem la gian lugc ctia md hinh tham chiéu OSI vé6i bon ting nhu sau:

Tang lién két mang (Network Access Layer)
Tang Internet (Internet Layer)

Tang giao van (Host-to-Host Transport Layer)
Tang ung dung (Application Layer)
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Hinh 1-5: Kién tric TCP/IP
> Tang lién két:
Tang lién két (con duoc goi 1a tang lién két dir liéu hay 13 ting giao tiép mang) 1a
tang thip nhat trong mo hinh TCP/IP, bao gdm cac thiét bi giao tiép mang va
chuong trinh cung cap céc thong tin can thiét dé co thé hoat dong, truy nhap duong
truyén vat Iy qua thiét bi giao tiép mang do.
> Tang Internet:
Tang Internet (con goi 1 taing mang) x{r 1y qua trinh truyén goéi tin trén mang. Céc
giao thiic ctia tang nay bao gdm: IP (Internet Protocol), ICMP (Internet Control
Message Protocol), IGMP (Internet Group Messages Protocol).
> Tang giao van:
Tﬁng giao van phu trach luéng dir li¢u gitra hai tram thyc hién cac ung dung cua
tang trén. Tang ndy c6 hai giao thtc chinh: TCP (Transmission Control Protocol)
va UDP (User Datagram Protocol)
TCP cung cip mot ludng dir liéu tin cdy giita hai tram, né str dung céc co ché nhur
chia nho cac géi tin cua ting trén thanh cac goi tin ¢6 kich thudc thich hop cho
tﬁng mang bén dudi, bao nhan goéi tin,ddt han ché thoi gian time-out dé dam béo
bén nhan biét duoc cac goi tin da gui di. Do tang nay dam béo tinh tin cay, tang
trén s& khong can quan tim dén nira.
UDP cung cip mét dich vu don gian hon cho tang Gmg dung. N6 chi gui cac goi dix
liéu tr tram nay tdi tram kia ma khong dam bao céc goi tin dén duoc toi dich. Cac
co ché dam bao do tin cay can duoc thuc hién boi téng trén.
> Tang ng dung:
Tang tng dung 1a tang trén cung cia md hinh TCP/IP bao gdm cac tién trinh va

cac Gmg dung cung cdp cho nguoi str dung dé truy cAp mang. Co rat nhiéu tGng
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dung dugc cung cip trong ting ndy, ma phd bién 1a: Telnet: sir dung trong viéc
truy cip mang tir xa, FTP (File Transfer Protocol): dich vu truyén tép, Email: dich
vu thu tin dién td, WWW (World Wide Web).

user data
application
1:F v i
Annl
hefﬁer user data |
TCP
3 4 i
TCP —
he ader application data
v
+—— TCPsegment —» -
L J '
IP TCP .
header | header application data I
: Ethernet
4 [P datagram = .
v v
Ethernet IF TCP ) . E N
header | header | header application data tr”amﬂemr
Ethernet
I= Ethernet frame .;I

[——— 46t0 1500 bytes ——|

Hinh 1-6: Qué trinh déong/mé géi dir li¢u trong TCP/IP

Ciing twong ty nhu trong mo hinh OSI, khi truyén dit liéu, qué trinh tién hanh tir
tang trén xudng tang dudi, qua mdi tang dit lidu duogc thém viao mot thong tin dicu
khién duoc goi la phﬁn header. Khi nhan dir li¢u thi qua trinh x4y ra nguoc lai, dit
lidu duoc truyén tir ting dudi 1én va qua mdi ting thi phan header twong tng dugc
lay di va khi dén tang trén cung thi dir liéu khong con phan header nita. Hinh vé
1.7 cho ta thiy lugc @6 dir liéu qua cac ting. Trong hinh v& nay ta thdy tai cac ting
khac nhau dit li¢u dugc mang nhirng thuét ngir khac nhau:

— Trong tang tng dung dit liéu 1a cac ludng duoc goi 1a stream.

— Trong ting giao van, don vi dit liéu ma TCP gui xudng ting dudi goi la

TCP segment.
— Trong tang mang, dir liéu ma IP giri t6i ting dudi duoc goi 14 IP datagram.

— Trong tang lién két, dit liéu duoc truyén di goi 1a frame.
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Hinh 1-7: Céu tric di liéu trong TCP/IP
TCP/IP véi OSI: mdi tang trong TCP/IP ¢6 thé 1a mot hay nhiéu ting ctia OSI.

Bang sau chi rd mdi trong quan giira cc ting trong mé hinh TCP/IP vé&i OSI

OSI TCP/IP
Physical Layer va Data link Layer Data link Layer
Network Layer Internet Layer
Transport Layer Transport Layer

Session Layer, Presentation Layer, | Application Layer

Application Layer

Su khéc nhau gitra TCP/IP va OSI chi la:
— Tang ung dung trong mo hinh TCP/IP bao gdm ludn ca 3 ting trén clia mo
hinh OSI
— Tang giao van trong md hinh TCP/IP khong phai ludn dam bao do tin cay
ctia viéc truyén tin nhu ¢ trong tdng giao van ctia mé hinh OSI ma cho
phép thém mdt lya chon khéac 1a UDP
1.2.2 Mot s6 giao thirc co ban trong bd giao thirc TCP/IP
1.2.2.1 Giao thirc lién mang IP (Internet Protocol):
» Gioi thi¢u chung
Giao thirc lién mang IP 13 mot trong nhing giao thirc quan trong nhit ctia bo giao
thirc TCP/IP. Muc dich cta giao thtc lién mang IP 1a cung cap kha ning két ndi
cac mang con thanh lién mang dé truyén dir liéu. IP 1a giao thirc cung cap dich vu
phan phat datagram theo kiéu khong lién két va khong tin cy nghia 1a khong can

c6 giai doan thiét 1ap lién két truée khi truyén dir liéu, khong dam bao rang IP
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datagram s& toi dich va khong duy tri bat ky thong tin nao vé nhiing datagram da

guri di. Khudn dang don vi dit liéu dung trong IP duoc thé hién trén hinh vé& 1-7

=] Bits -
A O R A
} versian| IHL | Type of Service Total Length EY
F Identification Flags l Fragmentation Offsat
2 E TimetoLive | Protocol Header Checksum E
= Source Address £
_5 Destination Address
e Options Padding |y
data beging hers ..

Hinh 1-8: Khudn dang dir li¢u trong IP

Y nghia céc tham sb trong IP header:

Version (4 bit): chi phién ban (version) hién hanh cua IP dugc cai dat.

IHL (4 bit): chi d6 dai phan header tinh theo don vi tir (word - 32 bit)
Type of Service (8 bit): dic ta tham sé vé yéu cau dich vu

Total length (16 bit): chi d dai toan by IP datagram tinh theo byte. Dua
vao truong ndy va truong header length ta tinh duoc vi tri bit dau cua dir
liéu trong IP datagram.

Indentification (16 bit): 1a truong dinh danh, ciing cac tham sé khac nhu
dia chi ngudn (Source address) va dia chi dich (Destination address) dé
dinh danh duy nhéat cho mdi datagram dwoc giri di boi 1 tram. Thong
thudng phan dinh danh (Indentification) duoc ting thém 1 khi 1 datagram
duogc gui di.

Flags (3 bit): cac ¢, st dung trong khi phan doan cac datagram.

0 1 2
|0 IDF |MF |

Bit 0: reseved (chua sir dung, c6 gia tri 0)
bit I: (DF ) =0 (May fragment)

=1 (Don’t fragment)

bit 2 : ( MF) =0 (Last fragment)

=1 (More Fragment)
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— Fragment Offset (13 bit): chi vi tri cia doan phan manh (Fragment) trong
datagram tinh theo don vi 64 bit.
— TTL (8 bit): thiét 1ap thoi gian ton tai ciia datagram dé tranh tinh trang
datagram bi quan trén mang. TTL thudng c6 gia tri 32 hodc 64 dugc giam
di 1 khi dir lidu di qua mdi router. Khi trudng nay bang 0 datagram sé& bi
hay bo va sé khong béo lai cho tram gri.
— Protocol (8 bit): chi giao thirc ting trén ké tiép
— Header checksum (16 bit): dé kiém soat 16i cho ving IP header.
— Source address (32 bit): dja chi IP tram ngudn
— Destination address (32 bit): dia chi IP tram dich
— Option (d6 dai thay ddi): khai bao cac tiy chon do nguoi giri yéu cau,
thuong la:
o D0 an toan va bao mat,
o Bang ghi tuyén ma datagram d di qua dugc ghi trén dudng truyén,
o Time stamp,
o Xac dinh danh sach dia chi IP ma datagram phai qua nhung
datagram khong bét budc phai truyén qua router dinh trudc,
o Xac dinh tuyén trong dé cac router ma IP datagram phai duoc di qua.
> Kién tric dia chi IP (IPv4)
Dia chi IP (IPv4):

Dia chi IP (IPv4) c6 do dai 32 bit va duogc tach thanh 4 ving, mdi ving (mdi ving

1 byte) thuong dugc biéu dién dudi dang thap phan va dugc cach nhau boi dau
cham (.). Vi du: 203.162.7.92.

bia chi IPv4 dugc chia thanh 5 16p A, B, C, D, E; trong d6 3 16p dia chi A, B, C
dugc dung dé cap phat. Cac 16p nay duoc phan biét boi cac bit du tién trong dia
chi.

L&p A (0) cho phép dinh danh t&i 126 mang véi toi da 16 triéu tram trén mdi mang.
L&p nay thudng dugc ding cho cac mang ¢6 s6 tram cuc 16n (thudng danh cho céc
cong ty cung cap dich vu 16n tai M) va rat kho duoc cp.

Lép B (10) cho phép dinh danh téi 16384 mang véi toi da 65534 tram trén moi
mang. Lop dia chi nay phu hop v6i nhiéu yéu cau nén dugc cap phat nhiéu nén
hién nay d tro nén khan hiém.

L6p C (110) cho phép dinh danh t6i 2 triéu mang véi t6i da 254 tram trén mdi

mang. L&p nay dugce dung cho cac mang c6 it tram.
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7-bits 24-bits
Class A 0 netid hostid
14-bits 16-bits
Class B 110 netid hostid
21-bits 8-bits
Class C 11110 netid hostid
28-bits
Class D 1| 1{1]0 multicast group ID
27-bits
Class E 1{1({1]1]0 reserved for future use

Hinh 1-9: Phéan 16p dia chi IPv4

L6p D (1110) dung dé gui goi tin IP dén mot nhém céc tram trén mang (con dugc

goi la 16p dia chi multicast)
L6p E (11110) dung dé dy phong

m o w»> -
"8‘

Khoang dia chi

0.0.0.0 dén 127.255.255.255
128.0.0.0 dén 191.255.255.255
192.0.0.0 d&én 223.255.255.255
224.0.0.0 dén 239.255.255.255
240.0.0.0 dén 247.255.255.255

Béng céc 16p dia chi Internet

Ngoai ra con mdt s6 dia chi dugc quy dinh dung riéng (private address). Cac dia

chi nay chi ¢6 ¥ nghia trong mang cua tig to chirc nhat dinh ma khong dugc dinh

tuyén trén Internet. Viéc sir dung céc dia chi nay khong can phai xin cap phép.
Vidu: 192.168.0.0 — 192.168.255.255
Céch chuyén dbi dia chi IP tir dang nhi phan sang thap phan:

Vi du:
Dang Nhi phan Dang Thap phan
11001011 10100010 00000111 01011100 |203.162.7.92
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00001001 01000011 00100110 00000001 |9.67.38.1

11001011.10100010.00000111.01011100 = 203.162.7.92
11001011

27420423 +2"+2°=128 + 64 + 8 +2 + 1 =203
10100010

2742742 =128 +32+2=162

00000111

242" 42 =4+2+1=7

01011100

20420+ +27=64+16+8+4=92

DPia chi mang con:

Déi voi cac dia chi 16p A, B s6 tram trong mot mang 13 qué 16n va trong thuc té
thuong khong c6 mot sb lugng tram 16n nhu vay két ndi vao mot mang don 1¢. Pia
chi mang con cho phép chia mot mang 16n thanh cac mang con nho hon. Nguoi
quan tri mang c6 thé dung mot sd bit dau tién cua trudng hostid trong dia chi IP dé
dat dia chi mang con. Chéng han ddi voi mot dia chi thude 16p A, viéc chia dia chi

mang con c6 thé dugc thyc hién nhu sau:

1
al a2 & 4 1

ka
Lat

Class A host
Subneat 0| netID subnet number ID

Viéc chia dia chi mang con la hoan toan trong suét doi vdi cac router nam bén

ngoai mang, nhung no 1a khong trong sudt do1 véi cac router nam bén trong mang.

Extarnal
Walworks

1T2A6.0.0

1T2A61.0

1721650 172.16.3.0

Hinh 1-10: Vi du minh hoa cu hinh Subnet
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Mat na dia chi mang con:

Bén canh dia chi IP, mot tram cling can dugc biét viéc dinh dang dia chi mang
con: bao nhiéu bit trong trudng hostid dugc dung cho phan dia chi mang con
(subnetid). Thong tin nay duoc chi ra trong mat na dia chi mang con (subnet mask).
Subnet mask ciing 1a mot s6 32 bit véi cac bit twong tng v6i phan netid va
subnetid duoc dat bé‘lng 1 con cac bit con lai duoc dat bé’lng 0.

Nhu vy, dia chi thuc cia mdt tram s€ 1a hop cua dia chi IP va subnet mask.

Vi du véi dia chi lop C: 203.162.7.92, trong do:

203.162.7 - Dia chi mang

92 - bia chi IP cua tram

Néu dung 3 bit dau cua truong hostid dé danh subnet > subnet mask sé& la:
ITI1T111. 1111111 1.11111111.11100000 = 255.255.255.224

bia chi cua subnet:

11001011.10100010.00000111.01011100

Ittt i tant-----

AND Logic
11001011.10100010.00000111.010- - - - - = 203.162.7.64

(Subnet address)

bia chi tram: tram thur 28 trong Subnet 203.162.7.64

Trong thuc té subnet mask thuong dugc viét kém véi dia chi IP theo dang thu gon
sau: 203.162.7.92/27; trong d6 27 chinh 14 s6 bit duoc dat gia tri 1a 1 (gdm céc bit
thudc dia chi mang va cac bit ding cho Subnet). Nhu vay & ddy ta co thé hiéu ngay
dugc voi subnet mask la 27 thi twong ung voi 11111111 11111111.11111111.111

Céc dia chi IP dac biét: c6 7 loai dia chi IP dac biét dugc md ta nhu trong bang

sau:
bia chi IP Vai tro Mo ta
netID | subnetID | hostID | Dia bia
chi chi
ngudn | dich
0 0 co khong | Tram hién tai trong mang hi¢n tai
0 hostID | ¢c6 khong | Tram hostID trong mang hién tai
127 Batky |c6 co Dia chi phan hoi
1 1 khong | co Dia chi quang b4 gidi han (khong

20




dugc chuyén tiép)

netlD 1 khong | co Dia chi quang ba t&éi mang netID

netID | subnetID | 1 khong | co bia chi quang ba té61 mang con
subnetID, netID

netlD | 1 1 khong | co bia chi quang ba té1 moi mang con
trong netID

Béng céc dia chi IP dac biét
Trong bang trén, 0 nghia 1a tat ca cac bit clia trudng déu bang 0, con 1 nghia 1 tat
ca céc bit cua truong déu bang 1.
> Phan manh va hop nhit cac goi IP
Phan manh dir li¢u 1a mot trong nhitng chirc ndng quan trong cta giao thirc IP. Khi
tang IP nhan duoc IP datagram dé giri di, IP s& so sanh kich thudc cia datagram
v6i kich thude cuc dai cho phép MTU (Maximum Transfer Unit), vi tﬁng dur liéu
qui dinh kich thudc 16n nhét ctia Frame c6 thé truyén tai duoc, va s& phan manh
néu 16n hon. Mot IP datagram bi phan manh s& duoc ghép lai boi ting IP clia tram
nhan véi cac thong tin tir phan header nhu identification, flag va fragment offset.
Tuy nhién néu mot phan ciia datagram bi mat trén duong truyén thi toan bo
datagram phai dugc truyén lai.
> Mot so giao thirc diéu khién
e Giao thuc ICMP
ICMP (Internet Control Message Protocol) la mét giao thuc cua 16p IP,
dugc dung dé trao doi cac thong tin diéu khién dong sb liu, thong bao 16i
va céc thong tin trang thai khac cia TCP/IP. Vi du:

— Piéu khién dong truyén (Flow Control): khi cac goi dir liéu dén qua nhanh,
tram dich hodc mot gateway ¢ gitra s€ giri mot thong di¢p ICMP tré lai noi
giri, yéu cau noi guri tam thoi dimg viée giri dir licu.

— Thong bdo 16i: trong truong hop dia chi dich 1a khong téi duge thi hé
thong s& glri mot thong bao 18i “Destination Unreachable”.

— Dinh hudng cac tuyén duong: mot gateway s& giri mot thong diép ICMP
“Redirect Router” dé néi v6i mot tram 1a nén ding gateway khac. Thong
diép nay co thé chi duoc dung khi ma tram ngudn & trén cling mot mang
v&i ca hai gateway.

— Kiém tra c4c tram & xa: mot tram co thé gui mot thong diép ICMP “Echo”

di dé biét dugc liéu mot tram & xa c6 hoat dong hay khong.
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e Giao thuc ARP
ARP (Address Resolution Protocol) 1a giao thirc giai (tra) dia chi dé tir dia
chi mang xac dinh duoc dia chi lién két dir lidu (dia chi MAC). Vi du: khi
IP giri mot goi dir liéu cho mot hé thdng khac trén cing mang vat 1y
Ethernet, IP can biét dia chi Ethernet cua hé thong dich dé tang lién két dix
lidu xay dung khung. Thong thuong , c¢6 thé xac dinh dia chi d6 trong bang
dia chi IP — dia chi MAC ¢ mdi hé thong. Néu khong, c6 thé sir dung ARP
dé 1am viéc nay. Tram 1am viéc giri yéu cadu ARP (ARP_Request) dén may
phuc vu ARP Server, may phuc vu ARP tim trong bang dia chi IP - MAC
clia minh va tra 10i bang ARP_Response cho tram lam viéc. Néu khong,
may phuc vu chuyén tiép yéu cau nhan duoc dudi dang quang bé cho tat ca
cac tram lam viéc trong mang. Tram nao cé trung dia chi IP dugc yéu cau
s€ tra 101 v&i dia chi MAC cua minh.
e Giao thuc RARP
RARP (Reverse Address Resolution Protocol) 1a giao thuc giai nguoc (tra
nguoc) tur dia chi MAC dé xac dinh IP. Qua trinh nay nguoc lai voi qua
trinh giai thuan dia chi IP — MAC mo ta ¢ trén.
> Chon tuyén (IP routing):
Bén canh viéc cung cap dia chi dé chuyén phat cac goi tin, chon tuyén 1a mot chirc
nang quan trong cua 16p IP.
Ta thdy rang 16p IP nhan datagram tir TCP, UDP, ICMP hoic IGMP dé gui di
hodc nhan datagram tir giao tiép mang dé chuyén tiép. Lép IP c6 mot bang dinh
tuyén dé truy cip mdi khi nhan dugc mot datagram dé guri di. Khi mot datagram
duoc nhan tir tﬁng két ndi dix liéu, dau tién IP s& kiém tra xem dia chi IP dich la dia
chi ctia chinh no hay mot dia chi quang ba, néu dung thi datagram s& dugc cap
phat cho giao thirc dd dugc chi dinh trong protocol ciia IP header. Néu datagram
khong duoc gui t6i dia chi IP nay né s& dugc chuyén tiép trong truong hop 16p IP
duogc cu hinh déng vai tro nhu mét router hodc bi hiy bé trong trudng hop nguoc
lai.
IP duy tri mot bang chon tuyén dé truy nhap mdi khi c6 géi tin can chuyén tiép.
M&i myc trong bang chon tuyén gdm nhiing thong tin sau:
— Dija chi IP dich: 1a dia chi dich can t&i, d6 c6 thé 1a dja chi IP ciia mot tram

hodc dia chi IP cua mot mang tuy thudc vao co cua dau vao nay.
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— Dija chi IP cua router ké tiép: 1a dia chi cua router duogc ndi truc tiép voi
mang va ta c6 thé giri datagram téi d6 dé cho router ké tiép phan phat.
Router ké tiép khong phai 1a dich nhung n6 c6 thé nhan liy datagram dugc
giri t6i va chuyén tiép datagram nay téi dich cudi cung.

— Co: xac dinh dia chi IP cua router ké tiép la mot dia chi mdt tram hay la
mot mang, router ké tiép la mot router thuc hay la mdt tram két ndi truc
tiép vao mang.

— Giao tiép mang: x4c dinh giao tiép mang nao ma datagram phai giri qua d6

de toi dich.
Source Host Destination Host
Application Application
Transport Gateway Transpart

_Destination _E_.Gat.q.\'aj.' Destination Gateway ._.I;I.I.E!.s..t_l!'!q.t.i.qr_lmi Gateway

LNZETET T 72610 T172615 10 T121617
1el6120 (172161022 | 17218120 117216120 |  defalt 11721615
default P172.16.12.1 dafault P1TRAG124 i
Metwork Access Metwork Access Network Access

172.16.12.2 17216123  172.16.1.5 172.16.1.2
172.16.12.0 172.16.1.0

Hinh 1-11: Chon tuyén trong IP
Viéc chon tuyén cua IP duoc thuc hién theo cac trinh tu sau:
— Tim kiém trong bang chon tuyén xem c6 muc nao khép voi dia chi dich
(ca phan networkID va hostID). Néu thiy thi s& giri goi dit liéu téi router
ké tiép hay giao tiép mang két ndi truc tiép da duoc chi dinh trong muyc
nay.
— Tim trong bang chon tuyén xem cO muc nao dugc coi la mac dinh
(default). Néu thiy thi gtri g6i dir liéu t&i router ké tiép da duoc chi ra.
Néu sau cac buéce trén ma datagram khong duogc gui di thi tram thyc hi¢n vi¢e
chuyén tiép guri théng bao 15i “host unreachable” hodc “network unreachable” toi
tram tao ra datagram nay.
Kha ning xac dinh mot tuyén t6i mot mang ma khong phai 1a tuyén téi mot tram 1a
mot dic trung co ban cia viéc chon tuyén trong 16p giao thic IP. Pidu nay cho
phép giam kich thudc ciia bang chon tuyén, cho phép router trén Internet chi c6

bang chon tuyén voi hang ngin dau vao thay vi hang tri¢u dau vao toi cac tram.
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Hinh 1-12: Qua4 trinh xi ly thuc hién & 16p IP

o) day ta can phan bi¢t thém v& hai khai niém: co ché chon tuyén va chién luoc
chon tuyén. Co ché chon tuyén 14 viéc tim kiém trong bang dinh tuyén va quyét
dinh xem goi tin s& dugc giri ra ngoai theo giao dién mang nao. Co ché chon tuyén
duoc thyc hién boi 16p IP. Chién luoc chon tuyén la mét tap hop cac luat qui dinh
Xem Ccac tuyén nao s€ dugc dua vao bang chon tuyén. Chién luge chon tuyén duoc
thyc hién bai chuong trinh chon tuyén (chang han routed). Chuong trinh chon
tuyén thuc hién viéc cdp nhat bang chon tuyén bang cach giao tiép véi chuong
trinh chon tuyén cua cac tram khac trong mang. Viéc giao tiép ndy giita cac
chuong trinh chon tuyén tuadn thu thao mot giao thirc nhét dinh. C6 thé tom tit viéc
chon tuyén thuc hién & 16p IP trong so dd hinh 1.12.
> Giao thirc lién mang thé hé méi (IPv6)
Giao thuc IPv4 d3 duogc coi 1a nén tang cho mang Internet v6i nhitng tinh chat vu
viét cua nd, tuy nhién vodi su bung nd vé Internet giao thirc IPv4 da boc 10 mat sb

yéu di€ém ve tinh nang, trong d6 noi bat la:
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Thiéu hut vé tinh ning x4c thyc, an ninh cta géi tin trén mang. Kha ning
md rong han ché.

Thiéu hut khong gian dia chi. Vi su phat trién cua mang Internet, khong
gian dia chi IP c6 thé sir dung thuc su la rat nho do cac dja chi 16p A duogc
danh chu yéu cho cac cong ty cung cip dich vu 16n tai My va rat han ché
trong viéc cap phat. Cac dia chi 16p B nhanh chéng bi st dung hét do nd
cung cip sb dia chi vira phai. Hién nay nhiéu yéu cau chi dugc dap tmg
bﬁng cac dia chi lop C voi s6 dia chi rat han ché.

Su gia ting s6 lugng cac chi muc trong bang dinh tuyén do co ché dinh
tuyén khong phan cip dan dén yéu cau ning cdp cic router va va dinh
tuyén khong hiéu qua.

Ngay nay, voi cac nhu cau két ndi vao mang Internet cua cac dich vu khéc
nhu dién thoai di dong, truyén hinh s6,... doi héi giao thuc IPv4 can co

cac sura doi dé dap ung cac nhu cau moi.

Trudc nhitng nhu cu ndy, giao thirc lién mang thé hé méi IPv6 da ra doi nhim

thay thé cho IPv4, nhung cho dén nay IPv6 van chi méi chu yéu 1a dang trong qué

trinh thir nghiém va hoan thién. Trong khuén khé gido trinh ciing dé& cap mot cach

tong quat vé giao thic lién mang thé hé méi IPv6.

Mot so dac diém maoi cua IPv6:

Khuon dang header méi: Header ctia IPv6 dugc thiét ké dé giam chi phi
dén muc t6i thiéu. Pidu nay dat dugc bang cach chuyén cac truong lya
chon sang cac header m¢ rong duogc dat phia sau cia IPv6 header. Khuén
dang mai ctua IPv6 tao ra sy xur Iy hiéu qua hon tai cac router.

Header cua IPv4 va IPv6 khong thé xtr 1y chung. Mot tram hay mot router
phai cai dat ca IPv4 va IPv6 dé co thé xir Iy dugc ca hai khudn dang
header nay. Header cua IPv6 chi co kich thudce gip 2 lan header ctia IPv4
mic di khong gian dia chi ciia IPV6 16n gap 4 1an khong gian dia chi IPv4.
Khong gian dia chi 16n: IPv6 c6 dia chi ngudn va dich dai 128 bit. Mic du
128 bit c6 thé tao ra hon 3.4x1038 td hop, khong gian dia chi cua IPv6
duoc thiét ké cho phép phan bd dia chi va mang con tir truc xwong song
Internet dén tirng mang con trong mét to chirc.

Hi¢n tai chi mot lugng nhé céc dia chi hi¢n dang duoc phan bo dé sir dung
boi cc tram, van con du thira rit nhiéu dia chi sin sang cho vi¢c str dung

trong tuong lai.
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— Hiéu qua, phan cép dia chi hoa va ha tﬁng dinh tuyén: Cac dia chi toan cuc
cta IPv6 dugce thiét ké dé tao ra mot ha téng dinh tuyén hi€u qua, phan cép
va co thé tong quat héa dua trén sy phan cip thuong thiy ciia cac nha
cung cép dich vu (ISP) trén thuc té.

— HA tro chat lugng dich vu (QoS) tdt hon: Cac truong mai trong header cua
[Pv6 dinh ra cach thic xur ly va dinh danh trén mang. Giao thong trén
mang duoc dinh danh nhd truong gan nhan luéng (Flow Label) cho phép
router c6 thé nhan ra va cung cap cac xir Iy dic biét ddi voi cac goi tin
thude vé mot lu(‘Sng nhét dinh, mot chuan cac g6 tin gitra nguén va dich.
Do giao thong mang dugc xac dinh trong header, cac dich vu QoS c6 thé
dugc thuc hién ngay ca khi ph?m dir liéu dugc ma hoa theo IPSec.

— Kha ning mé rong: IPv6 co6 thé dé dang md rong thém cac tinh ning mai
bang viéc thém cac header mai sau header IPV6.

e Kién tric dia chi trong IPv6:
Khong gian dia chi:

— IPv6 str dung dia chi c6 do dai 16n hon IPv4 (128 bit so vdi 32 bit) do do
cung cip khong gian dia chi 16n hon rat nhiéu. Trong khi khong gian dia
chi 32 bit ctia IPv4 cho phép khoang 4 ty dia chi, khong gian dia chi cua
IPv6 c6 thé c6 khoang 3.4x1038 dia chi. S6 lwong diac hi nay rat 16n, hd
trg khoang 6.5x1023 dia chi trén mdi mét vudng bé mit trai dat. Dja chi
[Pv6 128 bit duoc chia thanh cac mién phan cép theo trat tu trén Internet.
No tao ra nhiéu mirc phan cép va linh hoat trong dia chi hoa va dinh tuyén
con dang thiéu trong IPv4.

— Khéng gian dia chi IPv6 dugc chia trén co s& cac bit dau trong dia chi.
Trudng c6 d6 dai thay d6i bao gdm cac bit dau tién trong dia chi goi la
tién t6 dinh dang (Format Prefix) FP.

— Ban dau chi méi ¢6 15% luong dia chi duogc st dung, 85% con lai dé dung
trong tuong lai.

— Céc tién td dinh dang tur 001 dén 111, ngoai tru kiéu dia chi multicast
(1111 1111) déu bat budc c6 dinh danh giao dién theo khuon dang EUI-64.

— Céc dia chi du trir khong 1an voi cac dia chi chua cip phat. Chung chiém
1/256 khong gian dia chi (FP = 0000 0000) va dung cho cac dia chi chua
chi dinh, dia chi quay vong va cac dia chi IPv6 c6 nhung [Pv4

Cu phép dia chi:
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Céc dia chi IPv6 dai 128 bit, khi viét mdi nhoém 16 bit dugc biéu dién thanh
mot s& nguyén khong dau dudi dang hé 16 va duoc phan tach boi ddu hai
chim (),
Vidu: FEDC:BA98:7654:3210:FEDC:BA98:7654:3210
Trén thyc té dja chi IPv6 thuong c6 nhiéu sb 0, vi du dia chi:
1080:0000:0000:0000:0008:0800:200C:417A. Do d6 co ché nén dia chi
dugc dung dé biéu dién dé dang hon céac loai dia chi dang nay. Ta khong
can viét cac s6 0 & ddu mdi nhém, vi du 0 thay cho 0000, 20 thay cho 0020.
Dia chi trong vi duy trén s& trd thanh 1080:0:0:0:8:800:200C:417A.
Hon nita ta c6 thé st dung ky hiéu :: dé chi mot chudi sb 0. Dia chi trong vi
du trén s& trd thanh: 1080::8:800:200C:417A. Do dia chi IPv6 c6 d6 dai cd
dinh, ta c6 thé tinh duogc s cac bit 0 ma ky hiéu d6 biéu dién.
Tién t6 dia chi IPv6 duoc biéu dién theo ky phap CIDR nhu IPv4 nhu sau:
[Pv6-address/prefix length
trong d6 IPv6-address 1a bat ky kiéu biéu dién nao, con prefix length 13 do
dai tién t6 theo bit.
Vi du: biéu dién mang con co tién to 80 bit: 1080:0:0:0:8::/80.
Véi node address: 12AB:0:0:CD30:123:4567:89AB:CDEF,
prefix: 12AB:0:0:CD30::/60 c6 thé viét tit thanh
12AB:0:0:CD30:123:4567:89AB:CDEF/60
1.2.2.2 Giao thirc UDP (User Datagram Protocol)
UDP la giao thirc khong lién két, cung cap dich vu giao van khong tin cay duoc,
sir dung thay thé cho TCP trong tang giao van . Khac véi TCP, UDP khong cd
chuc ning thiét 1p va giai phong lién két, khéng c6 co ché bao nhan (ACK),
khong sip xép tuan tu cac don vi dir lidu (datagram) dén va co thé dan dén tinh
trang mat hodc trung dir liéu ma khong hé c6 thong bao 18i cho ngudi giri. Khudn

dang ctia UDP datagram dugc mo ta nhu sau :

- Bits -

0 |1ﬁ #

Source Port Destination Port

Length Checksum

data begins here ...

Hinh 1-13: Khuon dang UDP datagram
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— S hiéu cong ngudn (Source Port - 16 bit): s6 hiéu cong noi di gui
datagram

— S6 hiéu cong dich (Destination Port - 16 bit): s6 hiéu cong noi datagram
dugc chuyén toi

— Do dai UDP (Length - 16 bit): d6 dai tong cong ké ca phan header cta goi
UDP datagram.

— UDP Checksum (16 bit): ding dé kiém soat 16i, néu phat hién 15i thi UDP
datagram s€ bi loai bé ma khong c6 mét thong bao nao tra lai cho tram gui.

UDP c¢6 ché d6 gan va quan 1y cac s6 hiéu cong (port number) dé dinh danh duy
nhét cho cac ung dung chay trén mot tram cua mang. Do c6 it chuc nang phuc tap
nén UDP ¢6 xu thé hoat dong nhanh hon so véi TCP. Né thudng ding cho céc
ung dung khong doi héi df tin cdy cao trong giao van.

1.2.2.3 Giao thuc TCP (Transmission Control Protocol)

TCP va UDP 1a 2 giao thiic ¢ tang giao van va cing st dung giao thic IP trong
tang mang. Nhung khong giong nhu UDP, TCP cung cip dich vu lién két tin cay
va ¢ lién két.

C6 lién két ¢ day c6 nghia 1a 2 ing dung sir dung TCP phai thiét 1ap lién két voi
nhau trude khi trao d6i dit liéu. Su tin cay trong dich vu duogc cung cép boi TCP
duoc thé hién nhu sau:

— Dir liéu tir tang ung dung giri ¢én duoc dugc TCP chia thanh cic segment
c6 kich thudc phu hop nhat dé truyén di .

— Khi TCP giri 1 segment, n6 duy tri mot thoi lugng dé chd phuc dap tir
tram nhan. Néu trong khoang thoi gian d6 phiic dap khong téi duoc tram
giri thi segment d6 dugc truyén lai.

— Khi TCP trén tram nhan nhan dir li€u tr tram giri n6 s€ guri tdi tram gui 1
phuc dap tuy nhién phic dap khong dugce gui lai ngay lap trc ma thuong
tré mot khoang thoi gian .

— TCP duy tri gia tri tong kiém tra (checksum) trong phan Header cta dit
liéu dé nhén ra bat ky su thay doi nao trong qué trinh truyén dan. Néu 1
segment bi 16i thi TCP & phia tram nhan s& loai bo va khong phiic dap lai
dé tram giri truyén lai segment bj 151 do.

Gidng nhu IP datagram, TCP segment c6 thé toi dich mot cach khong tuan ty. Do
vay TCP & tram nhén s& sip xép lai dit liéu va sau d6 giri 1én tang Gng dung dam

bao tinh dung dan cia di liéu.
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Khi IP datagram bi trung lap TCP tai tram nhan s& loai bo dir li€u trung lap do .

’4 Bits )‘
A T

A 1 Source Part | Destination Port Ky
a Sequence Number

4 3 Acknowladgment Mumber %“s

2 ]

=, Ofsal | Reserved | Flags Window *
5 Checksum Urgent Pointer

Yy & (ptions Padding L2

fata begins hera ...

Hinh 1-14: Khuon dang TCP segment

TCP ciing cung cap kha ning diéu khién ludng. Mdi dau cua lién két TCP ¢6 ving

dém (buffer) gidi han do d6 TCP tai tram nhan chi cho phép tram gui truyén mot

luong dir liéu nhat dinh (nhé hon khong gian buffer con lai). Piéu nay tranh xay ra

truong hop tram cé toc do cao chiém toan b vung dém cua tram cé toc do cham

hon.

Khuon dang cia TCP segment dugc mo ta trong hinh 1.14

Céc tham sé trong khuon dang trén c6 ¥ nghia nhu sau:

Source Port (16 bits ) 1a s6 hiéu cong cua tram ngudn .

Destination Port (16 bits ) 13 s hiéu cong tram dich .

Sequence Number (32 bits) 1a s6 hiéu byte dau tién ctia segment trir khi bit
SYN duoc thiét 1ap. Néu bit SYN duoc thiét 1ap thi sequence number la )
hiéu tuan tur khoi dau ISN (Initial Sequence Number ) va byte dit liéu dau
tién la ISN + 1. Thong qua truong nay TCP thuc hién viec quan li ting
byte truyén di trén mot két ndi TCP.

Acknowledgment Number (32 bits). S6 hiéu ciia segment tiép theo ma
tram ngudn dang chd dé nhan va ngam dinh bao nhén tdt cic segment ma
tram dich da giri cho tram ngudn .

Header Length (4 bits). S5 lwong tir (32 bits) trong TCP header, chi ra vi
tri bat dau ciia vang dit liéu vi trudng Option co d6 dai thay d6i. Header
length co gia tri tir 20 dén 60 byte .

Reserved (6 bits). Danh dé dung trong tuong lai .

Control bits : cac bit diéu khién
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URG : x4c dinh vung con tro khan c6 hiéu luc.

ACK : vung bao nhan ACK Number ¢6 hi¢u luc.

PSH : churc nang PUSH.

RST : khdi dong lai lién két.

SYN : dong bo hod cac s6 hiéu tudn ty (Sequence number).
FIN : khong con dit lidu tir tram ngudn.

— Window size (16 bits) : cap phat thé dé kiém soat ludng dit liéu (co ché
ctra so truot). Pay chinh 1a s6 luong cac byte dir liéu bat dau tir byte duoc
chi ra trong ving ACK number ma tram ngu6n sin sang nhan.

— Checksum (16 bits). M kiém soat 13i cho toan bd segment ca phan header
va dir liéu.

— Urgent Pointer (16 bits). Con trd trd t6i s6 hiéu tun ty cta byte cudi ciing
trong dong dir li¢u khén cho phép bén nhan biét duge do dai cua dir liéu
khan. Ving nay chi c6 hiéu lyc khi bit URG duoc thiét 1ap.

— Option (d¢ dai thay d6i ). Khai bao cac tuy chon ciia TCP trong d6 thong
thuong la kich thudc cuc dai ciia 1 segment: MSS (Maximum Segment
Size).

— TCP data (d6 dai thay d6i ). Chua dit liéu cua ting Gmg dung c6 do dai
ngam dinh 1a 536 byte . Gid tri nay c6 thé diéu chinh dugc bang cach khai

bao trong vung Option.
1.3 Gidi thiéu mét sé cdc dich vu co bén trén mang

1.3.1 Dich vu truy nhap tir xa Telnet

Telnet cho phép nguodi st dung dang nhap tur xa vao hé théng tr mot thiét bi dau
cudi nao do trén mang. Véi Telnet ngudi st dung hoan toan cé thé 1am viéc voi hé
thong tir xa nhu thé ho dang ngdi lam viéc ngay trudc man hinh cua hé thong. Két
n6i Telnet 1a mot két ndi TCP dung dé truyén dit lidu véi cac thong tin diéu khién.
1.3.2 Dich vu truyén tép (FTP)

Dich vu truyén tép (FTP) 1a mét dich vu co ban va pho bién cho phép chuyén cac
tép dit liéu gifta cAc mdy tinh khac nhau trén mang. FTP hd trg tAt ca céc dang tép,
trén thuc té n6 khong quan tdm t6i dang tép cho du d6 1 tép van ban ma ASCII
hay cac tép dir liéu dang nhi phan. Vi cdu hinh cia may phuc vu FTP, ¢6 thé qui

dinh quyén truy nhap ctia ngudi sir dung véi ting thu muyc luu trir dir liéu, tép dir
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liéu cling nhu gidi han so luong nguodi st dung c6 kha nang cung mét luc co thé

truy nhap vao cung mot noi luu trir dir li¢u.
1.3.3 Dich vu Gopher

Trudc khi Web ra do1 Gopher 1a dich vu rat dugc wa chudng. Gopher 1a mét dich
vu chuyén tép twong ty nhu FTP, nhung n6 hd tro ngudi ding trong viée cung cap
thong tin vé tai nguyén. Client Gopher hién thi mét thuc don, ngudi ding chi viée
lua chon c4i ma minh can. Két qua cua viéc lya chon dugc thé hién & mot thuc don
khac.

Gopher bj giéi han trong kiéu cac dit liéu. N6 chi hién thi dit liéu dudi dang ma
ASCII mic du c6 thé chuyén dir liéu dang nhi phan va hién thi n6 bang mot phan

mém khéc.
1.3.4 Dich vu WAIS

WAIS (Wide Area Information Serves) 1a mdt dich vu tim kiém dit liéu. WAIS
thuong xuyén bat dau viée tim kiém dir liéu tai thu muc cia may chu, noi chtra
toan bd danh muc cua cac may phuc vy khac. Sau d6 WAIS thyc hién tim kiém tai
may phuc vu thich hgp nhat. WAIS c6 thé thuc hién cong viéc cia minh véi nhiéu
loai dit li¢u khac nhau nhu van ban ASCII, PostScript, GIF, TIFF, dién thu ...

1.3.5 Dich vu World Wide Web

World Wide Web (WWW hay Web) la mét dich vu tich hop, sir dung don gian va
¢6 hiéu qua nhat trén Internet. Web tich hop ca FTP, WAIS, Gopher. Trinh duyét
Web c6 thé cho phép truy nhép vao tat ca cac dich vu trén.

Tai lidu WWW dugc viét bang ngdén ngit HTML (HyperText Markup Language)
hay con goi 1a ngdn ngir danh diu siéu van ban. Siéu vin ban 1 vin ban binh
thuong cong thém mot s6 1énh dinh dang. HTML c6 nhiéu cach lién két voi cac tai
nguyén FTP, Gopher server, WAIS server va Web server. Web Server 1a mdy phuc
vu Web, dap tmg cic yéu cau vé truy nhép tai liéu HTML. Web Server trao doi cac
tai liéu HTML bang giao thire HTTP (HyperText Transfer Protocol) hay con goi 1a
giao thirc truyén siéu van ban.

Trinh duyét Web (Web client) 1a chuong trinh dé xem cac tai lieu Web. Trinh
duyét Web gui cac URL dén may phuc vu Web sau d6 nhdn trang Web tir may
phuc vu Web dich va hién thj chung. Khi giao tiép v&1 may phuc vu Web thi trinh
duyét Web str dung giao thire HTTP. Khi giao tiép voi mot Gopher server thi trinh
duyét Web hoat dong nhu mot Gopher client va st dung giao thuc gopher, khi
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giao tiép voi mot FTP server thi trinh duyét Web hoat dong nhu mot FTP client va
dung giao thirc FTP. Trinh duyét Web c6 thé thuc hién cac cong viée khac nhu ghi
trang Web vao dia, giri Email, tim kiém xau ky tu trén trang Web, hién thi tép
HTML nguén cua trang Web, v.v... Hién nay c6 hai trinh duyét Web duogc su
dung nhiéu nhit 13 Internet Explorer va Netscape, ngoai ra con mot sd trinh duyét
khac nhu Opera, Mozila, ...

1.3.6 Dich vu thw dién tir (E-Mail)

Dich vu thu dién tir (hay con goi l1a dién thu) 1a mdt dich vu thong dung nhét trong
moi hé théng mang du 16n hay nhd. Thu dién t&r duoc st dung rong rai nhu mot
phuong tién giao tiép hang ngay trén mang nho tinh linh hoat va phd bién cta no.
Tir cic trao d6i thu tin thong thuong, thong tin quang céo, tiép thi, dén nhiing cong
van, bio cdo, hay ké ca nhiing ban hop dong thuong mai, chimg tir, ... tat ca déu
duoc trao doi qua thu dién tu.

Mot hé théng dién thu duogc chia lam hai phﬁn, MUA (Mail User Agent) va MTA
(Message Transfer Agent). MUA thyc chéat 1a mot chwong trinh 1am nhiém vu
tuong tac truc tiép voi ngudi ding cudi, gitip ho nhan thong diép, soan thao thong
diép, luu cac thong diép va gui thong diép. Nhiém vy cia MTA 13 dinh tuyén
thong diép va xtr 1y cac thong diép dén tir hé thdng cua ngudi dung sao cho cac
thong diép d6 dén dugc ding hé thong dich.

» Dia chi dién thw

Hé thdng dién thu hoat dong ciing gidng nhu mot hé thng thu buu dién. Mot
thong diép dién tir mudn dén dugce dich thi dia chi nguoi nhan la mot yéu td khong
thé thiéu. Trong mot h¢ théng dién thu mdi nguoi c6 mot dia chi thu. Tu dia chi
thu s€ xac dinh dugc thong tin cua nguoi s¢ hitu dia chi do trong mang. No6i chung,
khong c6 mot qui tic théng nhat cho viéc danh dia chi thu, boi vi mdi hé thu lai co
thé sir dung mot qui udc riéng vé dia chi. Dé giai quyét van dé nay, nguoi ta
thuong st dung hai khudén dang dia chi 1a dia chi mién (Domain-base address) va
dia chi UUCP (UUCP address, dugc st dung nhiéu trén hé diéu hanh UNIX).
Ngoai hai dang dia chi trén, con c6 mot dang dia chi nira tao thanh boi su két hop
cuia ca hai dang dia chi trén, goi 1a dia chi hon hop.

Dia chi mién 14 dang dia chi théng dung nhat. Khong gian dia chi mién c6 cau tric
hinh cdy. M&i nit ctia cdy c6 mdt nhian duy nhit cliing nhu mdi ngudi dung c6 mot

dia chi thu duy nhét. Cac dia chi mién xac dinh dija chi dich tuyét ddi cua nguoi
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nhéan. Do d6, dang dia chi nay dé sir dung dbi voi nguoi dung: ho khong can biét

dich xac duong di cua thong diép nhu thé nao.

bia chi tén mién c¢6 dang nhu sau:

thong_tin_ngudi_ding@thong_tin tén mién

Phan “thong tin tén mién” gom c6 mot xau cac nhan cach nhau boi mdt dau

chim (

(13 ”)

> Ciu tric ciia mot thong diép

Mot thong diép dién tir gdm c6 nhirng thanh phan chinh sau day:

Phan d

Phong bi (Envelope): chita cac thong tin vé dia chi nguoi guri théng diép,
dia chi nguoi nhan thong di¢p. MTA sé str dung nhitng thong tin trén phong
bi dé dinh tuyén thong diép.
Pau thong diép (Header): chira dia chi thu cia nguoi nhan. MUA st dung
dia chi nay dé phan thong diép vé dung hop thu cua ngudi nhan.
Than thong di¢p (Body): chira ndi dung cua thong diép.
au thong diép bao gdom nhiing dong chinh sau:
To: Dia chi cua ngudi nhan thong diép.
From: Dia chi cua nguoi gui thong diép.
Subject: M6 ta ngin gon vé ndi dung cua thong diép.
Date: Ngay va thoi gian ma thong diép bt dau duoc giri.
Received: Pugc thém vao béi mdi MTA c6 mit trén duong ma thong diép
di qua dé t6i duoc dich (thong tin dinh tuyén).
Cc: Cac dia chi cua ngudi nhan thong di€p ngoai nguoi nhan chinh &

truong “To:”.

1.4 Tém tit chwong 1

Trong

nhu:

chuong nay gidi thi€u cac kién thic va khai niém co ban vé hé thong mang

Cac kién thirc va khai niém co ban vé LAN/WAN,

Céc kién thirc va khai niém co ban vé mang toan cau Internet,

Céc kién thuc tong quan vé mo hinh OSI,

Cac kién thirc téng quan vé bd giao thuc TCP/IP, va dac biét gidi thi€u sau
vé giao thuc lién mang IP (IPv4), tao co so nén tang cho cac hoc vién
trude khi di vao phan thiét ké LAN/WAN trong cac phan sau.
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— Chuong nay ciing gidi thiéu vé giao thirc lién mang thé hé méi IPv6, gitip
cho hoc vién ndm bit dugc cac xu hudng mdi trong viéc phat trién cac bod
giao thirc mang.

— Trong chuong nay ciling gidi thi¢u mot sb cac dich vu co ban trén mang da
va dang dugc ng dung rong rai.

— Trén co s6 kién thirc ctia chuong 1, phén tiép theo cta gio trinh s& di sau
trinh bay cac kién thirc va cac van dé lién quan khi thiét ké mang LAN,
mang WAN.
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2 Chuwong II - Mang LAN va thiét ké mang LAN

2.1 Kién thirc co bin vé LAN

Mang cuc b (LAN) Ia hé truyén thong toc do cao dugc thiét ké dé két ndi cac
may tinh va cac thiét bi xir 1y di liéu khac cing hoat dong v6i nhau trong mét khu
vuc dia Iy nhé nhu & mét tﬁng cua toa nha, hodc trong mot toa nha.... Mot ) mang
LAN c6 thé két ndi lai v6i nhau trong mét khu [am viéc.

Céc mang LAN tr¢ nén thong dung vi né cho phép nhitng nguoi st dung dung
chung nhiing tai nguyén quan trong nhu mdy in mau, 6 dia CD-ROM, cic phan
mém ung dung va nhimg thong tin cin thiét khac. Trudc khi phat trién cong nghé
LAN céc may tinh la doc l1ap voi nhau, bi han ché boi sb lugng cac chuong trinh
tién ich, sau khi két ndi mang rd rang hiéu qua cua ching ting 1én gap boi.

2.1.1 Cau triic topd ciia mang

Cau tric topd (network topology) ctiia LAN 14 kién tric hinh hoc thé hién cach bd
tri cac dudng cap, sap xép cac may tinh dé két ndi thanh mang hoan chinh. Hau hét
cac mang LAN ngay nay déu duogc thiét ké dé hoat dong dua trén mot cAu trac
mang dinh trudec. Pién hinh va st dung nhiéu nhét 1a cac ciu tric: dang hinh sao,
dang hinh tuyén, dang vong cung v&i nhiing ciu trac két hop ciia chung.

2.1.1.1 Mang dang hinh sao (Star topology).

Mang dang hinh sao bao gdm mot bo két ndi trung tim va cac nat . Cac niit nay la
céc tram dau cudi, céac may tinh va céc thiét bi khac cua mang. Bo két ndi trung
tam cia mang diéu phbi moi hoat dong trong mang.

Mang dang hinh sao cho phép ndi cac may tinh vao mot bo tap trung (Hub) bang
cap, giai phap nay cho phép nbi tryc tiép may tinh v6i Hub khéng can thong qua

truc bus, tranh duoc cic yéu to gy ngung tré mang.

& o~

Hinh 2-1: CAu triic mang hinh sao
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Mo hinh két ndi hinh sao ngay nay da tro 1én hét strc phd bién. Véi viée sir dung
cac bo tap trung hoac chuyén mach, ciu tric hinh sao c6 thé dugc mé rong bﬁ?mg
cach t6 chuc nhiéu mire phan cép, do viy d& dang trong viéc quan 1y va van hanh.
Cic wu diém ctia mang hinh sao:
— Hoat dong theo nguyén 1y ndi song song nén néu c6 mot thiét bj nao d6 ¢
mot nit thong tin bi hong thi mang van hoat dong binh thuong.
— CAu tric mang don gidn va cac thuat toan diéu khién 6n dinh.
— Mang c6 thé d& dang m¢& rong hodac thu hep.
Nhitng nhwoc diém mang dang hinh sao:
— Kha nang mé rong mang hoan toan phu thudc vao kha néng cua trung tam.
— Khi trung tdm c6 su cd thi toan mang nging hoat dong.
— Mang yéu cau ndi doc 1ap riéng ré timg thiét bi ¢ cac nut thong tin dén
trung tdm. Khoang cach tir may dén trung tam rat han ché (100 m).
2.1.1.2 Mang hinh tuyén (Bus Topology).
Thuc hién theo cach bd tri hanh lang, cac may tinh va cac thiét bi khac - cac nit,
déu duoc ndi vé véi nhau trén mot tryc duong day cap chinh dé chuyén tai tin hiéu.
Tat ca cac nut déu sir dung chung dudng day céap chinh nay.
Phia hai dau day cép duogc bit bo1 mot thiét bi goi la terminator. C4c tin hi¢u va dir

liéu khi truyén di day cap déu mang theo dia chi cua noi dén.

Terminator

Hinh 2-2: CAu tric mang hinh tuyén

U'u diém: Loai hinh mang nay ding day cap it nhat, d& lap dat, gia thanh ré.
Nhuoe diém:
— Sy un tic giao thong khi di chuyén dir liéu véi luu lwong 16n.
— Khi c6 sy hong hoc ¢ doan nao do thi rat kho phat hién, mot sy ngng trén
duong day dé sira chira sé ngimg toan bd hé thong.

Céu trac ndy ngay nay it dugc sir dung.
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2.1.1.3 Mang dang vong (Ring Topology).
Mang dang nay, b tri theo dang xoay vong, duong day cap duoc thiét ké lam
thanh mot vong khép kin, tin hiéu chay quanh theo mét chiéu nao d6. Cac nit
truyén tin hiéu cho nhau mdi thoi diém chi dwge mot nut ma thoi. Dir lidu truyén
di phai c6 kém theo dia chi cu thé ciia mdi tram tiép nhan.
Uu diém:

— Mang dang vong c6 thuan loi 14 ¢6 thé ndi rong ra xa, tong duong day can

thiét it hon so v6i hai kiéu trén

— MQi tram c6 thé dat duge toc do tdi da khi truy nhap.

Nhuwoc diém: Puong diy phai khép kin, néu bi ngit & mot noi nao do thi toan bo

hé théng ciing bi nging.

=
(] L]
(1

Hinh 2-3: Ciu tric mang dang vong

2.1.1.4 Mang dang két hgp.

Két hop hinh sao va tuyén (star/Bus Topology): Cu hinh mang dang ndy c6 bd
phan tach tin hiéu (spitter) giit vai tro thiét bi trung tim, hé théng day cap mang c6
thé chon hoidc Ring Topology hodc Linear Bus Topology. Loi diém cua ciu hinh
nay 1a mang c6 thé gdm nhiéu nhom lam viéc ¢ cach xa nhau, ARCNET la mang
dang két hop Star/Bus Topology. Cau hinh dang nay dua lai su uyén chuyén trong
viée bd tri duong day twong thich d& dang d6i v6i bat cir toa nha nao.

Két hop hinh sao va vong (Star/Ring Topology). Cau hinh dang két hop Star/Ring
Topology, c6 mot "thé bai" lién lac (Token) dugc chuyén vong quanh mot cai HUB
trung tim. Mdi tram lam viéc (workstation) duoc ndi v6i HUB - 13 cau ndi gita

cac tram lam viéc va deé tang khoang cach can thict.

37



2.1.2 Cac phuwong thirc truy nhap dwong truyén

Khi duoc cai dat vao trong mang, cic may tram phai tuan theo nhing quy tic dinh

trude dé co thé sir dung duong truyén, d6 1a phuwong thirc truy nhap. Phuong thirc

truy nhap dugc dinh nghia 1a cic thu tuc didu huéng tram lam viéc lam thé nao va

lac ndo co thé tham nhap vao duong ddy cap dé giri hay nhan cac goi thong tin. Co

3 phuong thtrc co ban:

2.1.2.1 Giao thirtc CSMA/CD (Carrier Sense Multiple Access with Collision
Detection)

Giao thirc nay thudng ding cho mang c6 ciu trac hinh tuyén, cic may tram cing

chia s¢ mot kénh truyén chung, cic tram déu c6 co hoi tham nhap dudng truyén

nhu nhau (Multiple Access).

Tuy nhién tai mot thoi diém thi chi c6 mot tram dugc truyén dir liéu ma thoi.

Trude khi truyén dir liéu, mdi tram phai ling nghe duong truyén dé chic chin rang

duong truyén rdi (Carrier Sense).

Trong truong hop hai tram thyc hién viéc truyén dir liéu déng thoi, xung dot dir

li¢u s€ xdy ra, cac tram tham gia phai phat hi¢n dugc su xung dot va thong bao tdi

cac tram khac gdy ra xung dot (Collision Detection), dong thoi cac tram phai

ngimg tham nhap, chd doi 1an sau trong khoang thoi gian ngau nhién nao do roi

moi tiép tuc truyén.

Khi lvu luong cac goi dit liéu can di chuyén trén mang qua cao, thi viéc xung dot

c6 thé xay ra voi sb lugng 16n dan dén 1am cham tdc do truyén tin ciia hé thong.

Giao thtrc ndy con duoc trinh bay chi tiét thém trong phan cong Ethernet.

2.1.2.2 Giao thirc truyén thé bai (Token passing)

Giao thuc nay dugc dung trong cac LAN cé ciu triic vong sir dung k¥ thuat

chuyén thé bai (token) dé cap phat quyén truy nhap dudng truyén tic 1a quyén

dugc truyén dit lidu di.

Thé bai ¢ day la mot don vi dit licu dac biét, co6 kich thude va ndi dung (g@)m cac

thong tin diéu khién) dugc quy dinh riéng cho mdi giao thirc. Trong dudng cap

lién tuc c6 mat theé bai chay quanh trong mang.

Phén dit liéu cua thé bai c6 mot bit biéu dién trang thai sir dung ctia n6 (ban hoic

roi). Trong thé bai c6 chira mot dia chi dich va duoc luan chuyén téi cac tram theo

mot trat tu da dinh trude. Ddi voi cAu hinh mang dang xoay vong thi trat tu cla su

truyén thé bai twong duong véi trat tu vat 1y clia cac tram xung quanh vong.
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Mot tram mudn truyén dir li€u thi phai doi dén khi nhan dugc mot thé bai rdi. Khi
d6 tram s& doi bit trang thai cta thé bai thanh ban, nén goéi dir li€u c6 kém theo dia
chi noi nhan vao thé bai va truyén di theo chiéu ctia vong, thé bai lac nay tré thanh
khung mang dir li€u. Tram dich sau khi nhan khung dir li¢u nay, s€ copy dir li¢u
vao bd dém rdi tiép tuc truyén khung theo vong nhung thém mot thong tin xac
nhan. Tram nguén nhén lai khung ctia minh (theo vong) da dugc nhan dung, doi
bit ban thanh bit rdi va truyén thé bai di.

Vi thé bai chay vong quang trong mang kin va chi c6 mdt thé nén vi¢c dung do dir
lidu khong thé xay ra, do vay hiéu suit truyén dir liéu cia mang khong thay doi.
Trong céc giao thirc nay can giai quyét hai van dé c6 thé dan dén pha v hé thong.
Mot 13 viéc mét thé bai lam cho trén vong khong con thé bai luu chuyén nira. Hai
12 mot thé bai ban lwu chuyén khong ding trén vong.

Uu diém cua giao thirc 1a vAn hoat dong tot khi luu luong truyén thong 1on. Giao
thire truyén thé bai tuan thu dung sy phan chia ciia méi trudng mang, hoat dong
dua vao sy xoay vong tdi cac tram.

Viéc truyén thé bai s€ khong thuc hién dugc néu viéc xoay vong bi dut doan. Giao
thirc phai chira cac thu tuc kiém tra thé bai dé cho phép khoi phuc lai thé bai bi mat
hodc thay thé trang thai ciia thé bai va cung cap cac phuong tién dé stra d6i logic
(thém vao, bt di hoac dinh lai trat tu ctia cac tram).

2.1.2.3 Giao thirc FDDI.

FDDI la k¥ thuat ding trong cic mang ciu tric vong, chuyén thé bai toc do cao
bang phuong tién cap soi quang.

FDDI sir dung hé thng chuyén thé bai trong co ché vong kép. Luu thong trén
mang FDDI bao gdm 2 ludng gidng nhau theo hai huéng nguge nhau.

FDDI thuong dugc sir dung voi mang truc trén do nhitng mang LAN cong suat
thap co thé ndi vao. Cac mang LAN doi hoi toc do truyén dir lidu cao va dai théng

16n ciing 6 thé st dung FDDI.
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Hinh 2-4: CAu tric mang dang vong cia FDDI

2.1.3 Cac loai dwong truyén va cac chuén ciia chiing
> Chuin Vién cong nghé dién va dién tir IEEE)
Tiéu chuan IEEE LAN duoc phat trién dua vao uy ban IEEE 802.
— Tiéu chuan IEEE 802.3 lién quan t&i mang CSMA/CD bao gdm ca 2 phién
ban bing tan co ban va bing tan mé rong.
— Tiéu chuin IEEE 802.4 lién quan t&i sy phuong thic truyén thé bai trén
mang hinh tuyén (Token Bus)
— IEEE 802.5 lién quan dén truyén thé bai trén mang dang vong (Token
Ring).
Theo chuan 802 thi tang lién két dit liéu chia thanh 2 mirc con: mirc con diéu khién
logic LLC (Logical Link Control Sublayer) va mirc con diéu khién xam nhap
mang MAC (Media Access Control Sublayer). Mtrc con LLC giit vai trd t6 chirc
dir liéu, t6 chirc thong tin dé truyén va nhan. Mirc con MAC chi lam nhiém vu diéu
khién viéc x4m nhap mang. Thu tuc muc con LLC khéng bi anh huéng khi st
dung cac dudng truyén din khac nhau, nho vy ma linh hoat hon trong khai thac.
Chuan 802.2 & mirc con LLC tuong dwong véi chuan HDLC cta ISO hoic X.25
cua CCITT.
Chuan 802.3 xac dinh phuong phap tham nhip mang tic thoi c6 kha ning phat
hién 16i chdng chéo théng tin CSMA/CD. Phuong phap CSMA/CD dugc dua ra tir
nim 1993 nham muc dich nang cao hiéu qua mang. Theo chuin nay cac mirc duoc
ghép ndi v6i nhau thong qua cac bd ghép ndi.
Chuan 802.4 thyc chit 1a phuong phap tham nhap mang theo kiéu phat tin hiéu

thim do token qua cic tram va dudng truyén bus.
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Chuan 802.5 dung cho mang dang xoay vong va trén co s dung tin hiéu thim do
token. M6i tram khi nhan duoc tin hiéu thim do token thi tiép nhén token va bét
dau qua trinh truyén thong tin dudi dang cac khung tin hiéu. Cac khung c6 céu tric
tuong ty nhu cta chuin 802.4. Phuong phap xdm nhip mang nay quy dinh nhiéu
muc uu tién khac nhau cho toan mang va cho méi tram, viéc quy dinh nay vira cho

ngudi thiét ké vira do ngudi str dung tu quy dinh.

sl
Reference
model
2021 High-level interface Matwo ik
{internet working)
B02.2 Logical link contral
Data
link
802.4 2024 aces 8026
Medium Medium Medium Medium
ACCESS ACCESS aACcess access
control control control contral
a02.48 a02.4 =N A02 .6 Physical
Physical Physical Physical Physical

Hinh 2-5: Mbi quan h¢ giira cic chuén IEEE va mé hinh OSI

> Chuin uy ban tw vin qudc té vé dién bio va dién thoai(CCITT)
Pay 1a nhitng khuyén nghi vé tiéu chuan hoa hoat dong va miu mi modem
( truyén qua mang dién thoai)
Mot s6 chudn: V22, V28, V35...
X series bao gdm céc tiéu chuan OSI.
Chuan cap va chuén giao tiép EIA.
Céc tiéu chuan EIA danh cho giao dién nbi tiép giita modem va may tinh.
— RS-232
— RS-449
— RS-422
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2.1.4 H@ thdng cap mang ding cho LAN.
2.1.4.1 Cdp xoiin
Day 14 loai cap gdom hai dudng day din dong duoc xoan vao nhau nham lam giam
nhiéu dién tir gy ra bdi mdi trudong xung quanh va giita ching voéi nhau.
Hién nay c6 hai loai cap xodn 13 cap c6 boc kim loai ( STP - Shield Twisted Pair)
va cap khong boc kim loai (UTP -Unshield Twisted Pair).
Cap c6 boc kim loai (STP): Lép boc bén ngoai ¢6 tac dung chdng nhidu dién tir, co
loai c6 mot doi gidy xoan vao nhau va cé loai ¢ nhiéu doi gidy xoan véi nhau.
Cap khong boc kim loai (UTP): Tinh twong tu nhu STP nhung kém hon vé kha
ning chéng nhiu va suy hao vi khong c6 vo boc.
STP va UTP c6 cac loai (Category - Cat) thuong dung:

— Loai 1 & 2 (Cat 1 & Cat 2): Thuong dung cho truyén thoai va nhiing

duong truyén toc d6 thap (nhd hon 4Mb/s).
— Loai 3 (Cat 3): toc do truyén dir liéu khoang 16 Mb/s , n6 1a chuan cho hau
hét cac mang dién thoai.

— Loai 4 (Cat 4): Thich hop cho dudong truyén 20Mb/s.

— Loai 5 (Cat 5): Thich hop cho duong truyén 100Mb/s.

— Loai 6 (Cat 6): Thich hop cho duong truyén 300Mb/s.
Day 14 loai cap ré, dé cai dit tuy nhién n6 dé bi anh hudng ctia moi trudng.
2.1.4.2 Cdp déng truc
Cap dong truc ¢ hai duong day dan va chiung c6 ciing mét truc chung, mot day
dan trung tim (thuong la day dong cing) dudong diy con lai tao thanh duong ong
bao xung quanh diy dan trung tim (ddy din nay co thé la day bén kim loai va vi
n6 ¢6 chire nang chdng nhidu nén con goi 1a 16p boc kim). Giita hai diy dan trén
c6 mot 16p cach ly, va bén ngoai cung 1a 16p vo plastic dé bao vé cap.
Cép ddng truc co d6 suy hao it hon so véi cac loai cap dong khac (vi du nhu cap
xoan d6i) do it bi anh huéng cta mdi trudng. Cac mang cuc bd str dung cap dong
truc c6 thé c6 kich thudc trong pham vi vai ngan mét, cap dong truc dugc sir dung
nhiéu trong cic mang dang dudng thang. Hai loai cap thudng dugc sir dung 1a cap
ddng truc mong va cap dong truc day trong dudng kinh cap dong truc mong la
0,25 inch, cap déng truc day 1a 0,5 inch. Ca hai loai cap déu lam viéc & cung tde
d6 nhung cap dong truc mong c6 dd hao suy tin hi¢u 16n hon
Hién nay c6 cap dong truc sau:

— RG -58,50 ohm: dung cho mang Thin Ethernet
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— RG -59,75 ohm: dung cho truyén hinh cap
Céc mang cuc bd thuong sir dung cap dong truc co dai thong tir 2,5 - 10 Mb/s, cap
dong truc c¢6 do suy hao it hon so v&i cac loai cap dong khac vi né co 16p vo boc
bén ngoai, d6 dai thong thuong ciia mot doan cap ndi trong mang 1a 200m, thudng
str dung cho dang Bus.
2.1.4.3 Cap soi quang (Fiber - Optic Cable)
Cép soi quang bao gém mot day dan trung tim (1a mot hodc mot bo soi thily tinh
6 thé truyén dan tin hiéu quang) duoc boc mot 16p vo boc co tac dung phan xa
céc tin hiéu tro lai dé giam sy mat mat tin hidu. Bén ngoai cung 1a 16p vo plastic dé
bao vé cap. Nhu vdy cap soi quang khong truyén dan cac tin hiéu dién ma chi
truyén cac tin hiéu quang (cac tin hiéu dir liéu phai duoc chuyén doi thanh céc tin
hiéu quang va khi nhan chiing s& lai duoc chuyén doi tro lai thanh tin higu dién).
Cép quang c6 duong kinh tir 8.3 - 100 micron, Do dudng kinh 161 sgi thuy tinh co
kich thudc rit nhé nén rat kho khan cho viée ddu ndi, néd can cong nghé dac biét
v6i k¥ thuat cao doi hoi chi phi cao.
Dai thong cua cap quang co thé 1én t6i hang Gbps va cho phép khoang cach di cap
kha xa do do suy hao tin hiéu trén cap rat thip. Ngoai ra, vi cap soi quang khong
dung tin hiéu dién tir dé truyén dit liéu nén nd hoan toan khong bi anh hudng ciia
nhiéu dién tir va tin hiéu truyén khong thé bi phat hién va thu trom boi cac thiét bi
dién tir ciia nguoi khéc.
Chi trir nhurge diém kho lap dit va gia thanh con cao , nhin chung cap quang thich

hop cho moi mang hién nay va sau nay.

Céc loai cap Cép xoan cap = Cap dong truc | Céap dong truc | Cap quang
mong day
Chi tiét Bing dong, Bang dong, 2 | Bang dong, 2 | Thuy tinh, 2
co 4 cap day day, duong @day, duong @ soi
(loai 3, 4, 5) kinh 5Smm kinh 10mm
Chiéu dai | 100m 185m 500m 1000m
doan t6i da
S dau nbi toi | 2 30 100 2
da trén 1 doan
Chay 10 | BPuoc Puoc Puoc Puoc
Mbit/s
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Chay 100 | Dugc Khong Khong Pugc
Mbit/s

Chdng nhidu | Tbt Tét Rt tot Hoan toan
Bao mat Trung binh Trung binh Trung binh Hoan toan
b4 tin cay Tét Trung binh Tét Tét

Lap dat Dé dang Trung binh Kho Kho

Khac phuc 16i | Tét D& D& Tét

Quan ly Dé dang Kho Kho Trung binh
Chi phi cho 1 | Rat thap Thap Trung binh Cao

tram

2.1.4.4 H¢ théng cap c6 cdu triic theo chuin TIA/EIA 568
Vao gitra nhitng nam 1980, TIA va EIA bat diu phat trién phuong phép di cap cho
cac toa nha, v6i ¥ dinh phat trién mot hé di ddy gidng nhau, hd tro cc san pham
va moi trudng cua cac nha cung cép thiét bi khac nhau. Nam 1991, TIA va EIA
dua ra chuan 568 Commercial Building Telecommunication Cabling Standard. Tir
d6 chuan nay tiép tuc phat trién phu hop véi cac cong nghé truyén dan méi, hién
nay n6 mang tén TIA/EIA 568 B.
TIA/EIA xac dinh mot loat cac chuan lién quan dén di cap mang:
— TIA/EIA-568-A Xac dinh chudn cho hé di cap cho cac toa nha thuong mai
hd trg mang dir liéu, thoai va video.
— TIA/EIA-569 Xac dinh cach xAy dung duong dan va khong gian cho cac
moi trudng vién thong.
— TIA/EIA-606 Xac dinh huéng dan vé thiét ké cho viéc diéu co s ha tﬁng
vién thong.
— TIA/EIA-607 Xac dinh cac yéu cau vé nén va xdy ghép cho cap va thiét bi

vien thong.

Chuan cap c6 cdu trac ctia TIA/EIA 1a cac dic ta qudc té dé xac dinh cach thiét ké,
xdy dung va quan 1y hé cap c6 cdu triac. Chuan nay xac dinh mang cau trac hinh
sao. Theo tai liéu TIA/EIA-568B, chuan ndi day duoc thiét ké dé cung cap cac dic

tinh va chirc nang sau:
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— Hé ndi day vién thong ciing loai cho cac toa nha thuong mai

— X4c dinh moéi truong truyén thong, cau trac topd, cac diém két ndi, diém
dau cubi, va su quan 1y.

— H5 trg cc san pham, cac phuong tién ctia cac nha cung cip khac nhau.

— Dinh hudng viéc thiét ké twong lai cho cic san pham vién thong cho cac
doanh nghiép thuong mai.

— Kha ning 1ap ké hoach va cai dit két nbi vién thong cho toa nha thuong
mai ma khéng can c6 trude kién thirc vé san pham st dung dé di day.

— Piém cubi cing c6 loi cho ngudi ding vi né chuan hoa viée di day va cai
dat, mo ra thi truong cho cac san phém va dich vu canh tranh trong cac
linh virc vé di cap, thiét ké, cai dat, va quan tri.

Hinh sau minh hoa céu truc hé théng cap trong mot toa nha cu thé:

" cipngangting

patch panel
hub/fswitch

dirding backbone ndi
vl bén ngodi

kEhoi k=t noichinh

phong thigt bi trung tém T T

Hinh 2-6: So db cac thanh phan h¢ théng cap trong toa nha

Céc thanh phan cta hé théng cap gom co:
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— H¢ cap khu vuc lam viéc (work area wiring) - GOm céc hdp tudng, cép, va
cac dau két ndi (connector) can thiét dé ndi cac thiét bi trong ving lam
viéc (may tinh, may in,...) qua hé cap ngang ting dén phong vién thong.

— Hé céap ngang tang (horizontal wiring) - Chay tir mdi may tram dén phong
vién théng. Khoang cach dai nhit theo chiéu ngang tir phong vién thong
dén hop tuong 1a 90 mét, khong phu thudc vao loai moéi truong. Puogc
phép dung thém 10 m cho cac bé cap & phong vién thong va tai may tram.

— Hé cap xuyén tang (vertical wiring) - Két ndi cac phong vién véi phong
thiét bi trung tdm cua toa nha.

H¢ céap backbone - K&t ndi toa nha véi cac toa nha khac.

Ta co thé thay cac phong vién théng va cac phong thiét bi trung tim bdi cac ti
dung thiét bi nhung van can tudn thii kién triic phan cap dua trén t6pd hinh sao cua
chuan nay.

Hinh sau ddy minh hoa r& hon két ndi may tinh v&i hub/switch théng qua hé thong

cap ngang.

Hinh 2-7: Két ndi tir may tinh t&i hub/switch
2.1.4.5 Cdc yéu cau cho mét hé thé’ng cap
— An toan, thim my: tat ca cac day mang phai dugc bao boc can than, cach
xa cac ngudn dién, cac may c6 kha ning phat séng dé tranh truong hop bi
nhiu. Cac dau ndi phai dam bao chat luong, tranh tinh trang hé thong

mang bi chap chon.
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— bung chuan: hé théng cap phai thyc hién ding chuin, dam béao cho kha
ning ning cap sau nay ciing nhu dé dang cho viéc két ndi cac thiét bi khac
nhau cta cac nha san xut khac nhau. Tiéu chudn quéc té dung cho cac hé
thong mang hién nay 1a EIA/TIA 568B.

— Tiét kiém va "linh hoat" (flexible): hé thong cap phai duoc thiét ké sao cho
kinh té nhét, d& dang trong viéc di chuyén cac tram lam viéc va co kha
nang mo rong sau nay.

2.1.5 Cac thiét bj dung dé két ndi LAN.

2.1.5.1 B¢ lap tin hiéu (Repeater)

Repeater 1a loai thiét bi phan cting don gian nhat trong cac thiét b lién két mang,
n6 duoc hoat dong trong ting vat 1y ciia mé hinh OSI. Khi Repeater nhan dugc
mot tin hi¢u tir mQt phia ciia mang thi n6 s€ phat tiép vao phia kia cua mang.

) ( ) ., { )

\ !
o o g’ - -

B B

Repeater

Hinh 2-8: M hinh lién két mang sir dung Repeater
Repeater khong c6 xtr 1y tin hiéu ma no chi loai bo céc tin hiéu méo, nhiéu, khuéch
dai tin hiéu da bi suy hao (vi da dugc phat voi khoang cach xa) va khoi phuc lai tin

hiéu ban dau. Viéc st dung Repeater da lam tang thém chiéu dai cua mang.

Application Application
Presentation Presentation
Session Session
Transport Transport
Network Network
Datalink Datalink
Physic Physic Physic Phyvsic

Hinh 2-9: Hoat dong ctia Repeater trong mé hinh OSI
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Hién nay co6 hai loai Repeater dang dugc st dung 1a Repeater dién va Repeater
dién quang.

— Repeater dién ndi voi duong day dién ¢ ca hai phia ciia n6, né nhan tin
hiéu dién tor mdt phia va phat lai vé phia kia. Khi mdt mang st dung
Repeater dién dé ndi cac phan cia mang lai thi ¢6 thé 1am ting khoang
cach cua mang, nhung khoang cach d6 ludn bj han ché boi mot khoang
cach toi da do d6 tré cua tin hidu. Vi du véi mang st dung cap d@)ng truc
50 thi khoang cach t6i da 1a 2.8 km, khoang cach d6 khong thé kéo thém
cho du str dung thém Repeater.

— Repeater dién quang lién két voi mot dau cap quang va mot dau 1a cap
dién, né chuyén mét tin hiéu dién tir cap dién ra tin hiéu quang dé phat
trén cap quang va nguoc lai. Viéc st dung Repeater dién quang cling lam
tang thém chiéu dai cia mang.

Viéc sir dung Repeater khong thay ddi noi dung céc tin hién di qua nén né chi
dugc dung dé néi hai mang c6 cing giao thic truyén thong (nhu hai mang
Ethernet hay hai mang Token ring) va khong thé ndi hai mang c6 giao thirc truyén
thong khac nhau. Thém nita Repeater khong lam thay doi khéi lwong chuyén van
trén mang nén viéc st dung khong tinh toan né trén mang 16n s& han ché hiéu ning
cua mang. Khi lua chon st dung Repeater can chd y lga chon loai co tbe do
chuyén van phu hop voi tde d6 cua mang.
2.1.5.2 B¢ tap trung (Hub)
Hub 14 mot trong nhiing yéu t6 quan trong nhit cia LAN, day 1a diém két ndi day
trung tAm clla mang, tit ca cac tram trén mang LAN duoc két nbi thong qua Hub.
Hub thudng duoc dung dé ndi mang, thong qua nhitng dau cim citia nd ngudi ta
lién két v6i cac may tinh dudi dang hinh sao.
Mot hub thong thuong c6 nhiéu cong ndi voi ngudi st dung dé gan may tinh va
cac thiét bi ngoai vi. Moi céng hd trg mot bo két ndi dung cap day xo4dn 10BASET
tr mdi tram cua mang.
Khi tin hiéu duogc truyén tor mdt tram t&i hub, né dugce lap lai trén khép cac céng
khac ctia. Cac hub théng minh c6 thé dinh dang, kiém tra, cho phép hodc khong
cho phép boi ngudi diéu hanh mang tir trung tim quan 1y hub.
Néu phén loai theo phan ctmg thi ¢6 3 loai hub:

— Hub don (stand alone hub)
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— Hub modun (Modular hub) rat phd bién cho cac hé thdng mang vi n6 c6
thé dé dang m¢ rong va ludn c6 chirc ning quan 1y, modular c6 tir 4 dén
14 khe cam, c6 thé lap thém cac modun Ethernet 10BASET.

— Hub phan tang (Stackable hub) 1a Iy twéng cho nhitng co quan mudn dau
tu t6i thiéu ban dau nhung lai c¢6 ké hoach phat trién LAN sau nay.

Néu phan loai theo kha ning ta c6 2 loai:

— Hub bi dong (Passive Hub) : Hub bi dong khdong chira cac linh kién di¢n tur
va cling khong xir 1y céc tin hiéu dit liéu, né c¢6 chirc nang duy nhat 1a t6
hop céc tin hiéu tr mdt s6 doan cap mang.

— Hub chu dong (Active Hub) : Hub chu dong c6 cac linh kién dién tir c6 thé
khuyéch dai va xir 1y cac tin hiéu dién tir truyén giira cac thiét bi ciia mang.
Qua trinh xu 1y tin hi€u dugc goi 1a ti sinh tin hi€u, n6 lam cho tin hi¢u
tr& nén t6t hon, it nhay cam voi 16i do vy khoang cach giita cac thiét bi
c6 thé tang 1én. Tuy nhién nhitng wu diém dé ciing kéo theo gia thanh cta
Hub chu dong cao hon nhiéu so véi Hub bi dong. Cac mang Token ring c6
xu hudng dung Hub chu dong.

Vé co ban, trong mang Ethernet, hub hoat dong nhu mdt repeater c6 nhiéu céng.
2.1.5.3 Cau (Bridge)

Bridge 12 mot thiét bi ¢6 xir 1y dung dé ndi hai mang gidng nhau hodc khac nhau,
n6 ¢ thé duoc dung véi cac mang cé cac giao thirc khac nhau. Cau ndi hoat dong
trén tang lién két dir lieu nén khong nhu bo tiép strc phai phat lai tat ca nhiing gi
n6 nhan duoc thi cau ndi doc dugce cac goi tin cua tang lién két dir liéu trong mod
hinh OSI va xir 1y chung trude khi quyét dinh c6 chuyén di hay khong.

Khi nhan duoc cac goi tin Bridge chon loc va chi chuyén nhiing géi tin ma n6 thiy
can thiét. Diéu nay lam cho Bridge trd nén c6 ich khi néi mot vai mang voi nhau

va cho phép n6 hoat dong mot cach mém déo.
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Pé thuc hién duoc didu ndy trong Bridge & moi dau két ndi c6 mot bang cac dia
chi cac tram dugc két ndi vao phia do, khi hoat dong cau ndi xem xét mdi g0l tin
n6 nhan duogc béng cach doc dia chi ctua noi giri va nhan va dua trén bang dia chi
phia nhan dugc goi tin nd quyét dinh giri goi tin hay khong va bd xung bang dia
chi.

Khi doc dia chi noi giri Bridge kiém tra xem trong bang dia chi ciia phan mang
nhan duoc goi tin c6 dia chi d6 hay khong, néu khong c6 thi Bridge tu dong bo
xung bang dia chi (co ché d6 duoc goi la ty hoc cua cau néi).

Khi doc dia chi noi nhan Bridge kiém tra xem trong bang dia chi ctia phan mang
nhan duoc goi tin c6 dia chi d6 hay khong, néu cé thi Bridge s& cho rang d6 1a géi
tin ndi bo thudc phén mang ma goi tin dén nén khong chuyén goi tin do di, néu
nguoc lai thi Bridge mdi chuyén sang phia bén kia. O day chung ta thdy mot tram
khong can thiét chuyén thong tin trén toan mang ma chi trén phdn mang c6 tram

nhan ma thoi.
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Hinh 2-11 : Hoat dong ciia Bridge trong mo hinh OSI

Dé danh gia mot Bridge ngudi ta dwa ra hai khai niém : Loc va chuyén van. Qua
trinh xir 1y mdi goi tin dugc goi 1a qua trinh loc trong do6 tdc do loc thé hién truc
tiép kha ning hoat dong ciia Bridge. Toc do chuyén van duoc thé hién sb goi
tin/gidy trong d6 thé hién kha niang ciia Bridge chuyén cac géi tin tir mang nay
sang mang khac.

Hién nay c6 hai loai Bridge dang dugc st dung 1a Bridge van chuyén va Bridge
bién dich. Bridge van chuyén dung dé ndi hai mang cuc bd cung st dung mot giao
thirc truyén thong cua tang lién két dir liéu, tuy nhién mdi mang co thé sir dung
loai day ndi khac nhau. Bridge van chuyén khong c6 kha ning thay d6i cdu trac
cac goi tin ma nd nhan dugc ma chi quan tam to1 vi¢c xem xét va chuyén van goi
tin do di.

Bridge bién dich dung dé ndi hai mang cuc bd c6 giao thirc khac nhau né c6 kha
ning chuyén mot goi tin thudc mang nay sang géi tin thudc mang kia truée khi
chuyén qua

Vi du : Bridge bién dich ndi mot mang Ethernet va mdt mang Token ring. Khi d6
Céau nbi thuc hién nhu mot nit token ring trén mang Token ring va mot nut
Enthernet trén mang Ethernet. Cau ndi c¢6 thé chuyén mét goi tin theo chuan dang
sir dung trén mang Enthernet sang chuan dang st dung trén mang Token ring.

Tuy nhién chi y & ddy cau ndi khong thé chia mot goi tin ra 1am nhiéu goéi tin cho
nén phai han ché kich thudc tdi da cac goi tin phu hop voi ca hai mang. Vi du nhu

kich thudc téi da ctia goi tin trén mang Ethernet 12 1500 bytes va trén mang Token
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ring 1a 6000 bytes do vy néu mot tram trén mang token ring giri mot géi tin cho
tram trén mang Ethernet v6i kich thudce 16n hon 1500 bytes thi khi qua cau ndi s6

luong byte du s€ bi chét bo.
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Hinh 2-12: Bridge bién dich

Nguoi ta sit dung Bridge trong cac truong hop sau :

— Mo rong mang hié¢n tai khi da dat t61 khoang cach ti da do Bridge sau khi
str 1y goi tin dd phat lai goi tin trén phan mang con lai nén tin hiéu t6t hon
bo tiép strc.

— Giam bét tic nghén mang khi ¢6 quéa nhiéu tram bang cach sir dung Bridge,
khi d6 chung ta chia mang ra thanh nhiéu phan bang cac Bridge, cac goi
tin trong ndi bd ting phan mang s& khong duoc phép qua phan mang khac.

Pé nbi cac mang c6 giao thirc khac nhau.
Mot vai Bridge con c¢6 kha nang lga chon dbi tugng van chuyén. NO ¢6 thé chi
chuyén van nhitng g6i tin ctia nhimg dia chi xac dinh. Vi du : cho phép géi tin ciia

may A, B qua Bridge 1, gdi tin cuia may C, D qua Bridge 2.
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Hinh 2-13: Lién két mang sir dung 2 Bridge

Mot sb Bridge duoc ché tao thanh mot bo riéng biét, chi can ndi day va bat. Cac
Bridge khac ché tao nhu card chuyén ding ciim vao may tinh, khi d6 trén may
tinh s& str dung phdn mém Bridge. Viéc két hop phan mém véi phan ctng cho
phép uyén chuyén hon trong hoat dong ctia Bridge.

2.1.5.4 B§ chuyén mach (Switch)

B6 chuyén mach 13 su tién hoa cta cau, nhung c6 nhiéu céng va dung cic mach
tich hgp nhanh dé giam do tré cua viéc chuyén khung dir li¢u.

Switch giita bang dia chi MAC cta mdi cong va thuc hién giao thirc Spanning-
Tree. Switch cling hoat dong ¢ ting data link va trong sudt véi cac giao thic &
tang trén.

2.1.5.5 B¢ dinh tuyén(Router)

Router 12 mét thiét bi hoat dong trén tﬁng mang, nd co thé tim duoc duong di tdt
nhét cho céc g61 tin qua nhiéu két ndi dé di tir tram gui thuoc mang dau dén tram
nhén thu¢c mang cudi. Router c6 thé duoc sir dung trong viéc ndi nhiéu mang vdi

nhau va cho phép cac géi tin co thé di theo nhiéu dudng khac nhau dé t6i dich.
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Hinh 2-14: Hoat dgng ciia Router

Khac v6i Bridge hoat dong trén tang lién két dir liéu nén Bridge phai xir Iy moi géi
tin trén dudng truyén thi Router c6 dia chi riéng biét va né chi tiép nhan va xir ly
cac goi tin giri dén n6 ma thoi. Khi mot tram mudn giri goi tin qua Router thi no
phai giri goi tin voi dia chi tryc tiép ciia Router (Trong gbi tin d6 phai chira cac
thong tin khac vé dich dén) va khi géi tin dén Router thi Router méi xur Iy va gui
tiép.

Khi xir Iy mot géi tin Router phai tim duogc dudng di cta gbi tin qua mang. Dé lam
duoc diéu d6 Router phai tim duwoc duong di tot nhat trong mang duwa trén cac
thong tin n6 c6 vé mang, thong thudng trén mdi Router c6 mot bang chi dudong
(Router table). Dua trén dir liéu vé Router gﬁn dé va cac mang trong lién mang,
Router tinh dugc bang chi duong (Router table) t6i wu dua trén mot thuét toan xac
dinh truée.

Nguoi ta phan chia Router thanh hai loai 1a Router c6 phu thudc giao thirc (The
protocol dependent routers) va Router khong phu thudc vao giao thic (The

protocol independent router) dua vao phuong thirc xir 1y cac goi tin khi qua Router.
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Router c6 phu thudc giao thuc: Chi thyc hién viéc tim duong va truyén g061 tin tu
mang nay sang mang khac chir khéng chuyén ddi phuong cach dong goi cua goi
tin cho nén ca hai mang phai dung chung mét giao thirc truyén thong.

Router khong phu thudc vao giao thirc: c6 thé lién két cac mang dung giao thirc
truyén thong khac nhau va c6 thé chuyén doi géi tin cta giao thirc nay sang géi tin
ctia giao thirc kia, Router ciing chap nhan kich thudc cac géi tin khac nhau (Router

¢6 thé chia nho mot géi tin 16n thanh nhidu géi tin nho trudce truyén trén mang).

Application Application
Presentation Presentation
Session Session
Transport Transport
Network Network | Network Network
Datalink Datalink | Datalink Datalink
Physic Physic Physic Physic

Hinh 2-15: Hoat dfng ciia Router trong md hinh OSI

bé ngan chan viéc mat mat sd liéu Router con nhan biét dugc duong nao co thé
chuyén van va ngimg chuyén van khi duong bi tac.
Céc ly do str dung Router :

— Router ¢6 cac phan mém loc vu viét hon 1 Bridge do cac goi tin mudn di
qua Router can phai gii truc tiép dén nd nén giam duoc sé lugng goi tin
qua no. Router thudng duge sir dung trong khi ndi cdc mang thong qua cac
duong day thué bao dit tién do n6 khong truyén du 1én duong truyén.

— Router c6 thé dung trong mot lién mang c6 nhiéu ving, mdi ving cé giao
thtrc riéng biét.

— Router ¢6 thé xac dinh duge dudng di an toan va tét nhat trong mang nén

dd an toan cua thong tin dugc dam bao hon.
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Trong mot mang phirc hop khi cac géi tin luan chuyén cac dudng c6 thé gy nén
tinh trang tic nghén cta mang thi cac Router c6 thé dugc cai dat cac phuong thirc

nham tranh duogc tic nghén.
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Hinh 2-16: Vi du vé bang dinh tuyén ciia Router

Céc phuong thirc hoat dong ctia Router: D6 14 phuong thirc ma mot Router cé thé
nbi voi cac Router khac dé qua do chia sé thong tin vé mang hién co. Cac chwong
trinh chay trén Router ludn xay dung bang chi dudng qua viéc trao ddi cac thong
tin voi cac Router khéc.

— Phuong thirc véc to khoang cach : mdi Router ludn ludn truyén di thong
tin vé& bang chi dudng ctia minh trén mang, thong qua dé cac Router khac
s€ cap nhat 1&én bang chi dudong cua minh.

— Phuong thtc trang thai tinh : Router chi truyén cac thong bao khi c6 phat
hién co sy thay dodi trong mang vachi khi dé cac Routerkhéc u cap nhat lai
bang chi dudng, thong tin truyén di khi d6 thudng 1a thong tin vé& duong
truyén.

Mot sb giao thuc hoat dong chinh cua Router
o RIP(Routing Information Protocol) dugc phat trién boi Xerox
Network system va s dung SPX/IPX va TCP/IP. RIP hoat dong theo

phuong thirc véc to khoang cach.
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o NLSP (Netware Link Service Protocol) dwoc phat trién bai Novell
dung dé thay thé RIP hoat dong theo phwong thirc vécto khoang cach,
mdi Router duge biét ciu trac cua mang va viéc truyén cac bang chi
duong giam di..

o OSPF (Open Shortest Path First) 1a mot phan cua TCP/IP véi phuong
thire trang thai tinh, trong d6 c6 xét t&i uu tién, gia duong truyén, mat
d6 truyén thong...

o IS-IS (Open System Interconnection Intermediate System to
Intermediate System) 1a mot phan ctia TCP/IP véi phuong thirc trang
thai tinh, trong d6 ¢ xét toi uu tién, gia duong truyén, mat do truyén
thong...

2.1.5.6 B chuyén mach c6 dinh tuyén (Layer 3 switch)

Switch L3 c6 thé chay giao thic dinh tuyén & ting mang, tang 3 ciia mo hinh 7
tang OSI. Switch L3 ¢ thé co cac cong WAN dé ndi cac LAN ¢ khoang céach xa.
Thue chit nd duge bd sung thém tinh ndng cta router.

2.1.6 Cac hé diéu hanh mang

> H@¢ diéu hanh mang UNIX:

Pay la hé diéu hanh do cac nha khoa hoc xay dung va dugc dung rat phd bién
trong gidi khoa hoc, gido duc. H¢ diéu hanh mang UNIX 1a hé diéu hanh da nhiém,
da nguoi sir dung, phuc vu cho truyén thong tét.

Nhuoc diém ciia n6 1a hién nay co nhiéu Version khac nhau, khong thong nhat gay
kho khin cho ngudi sir dung. Ngoai ra hé diéu hanh nay kha phirc tap lai doi hoi
c4u hinh may manh (truc day chay trén may mini, gan day c6 SCO UNIX chay
trén may vi tinh v6i cdu hinh manh).

> Hé diéu hanh mang Windows NT:

Pay 1a hé diéu hanh ciia hing Microsoft, cling 1a hé diéu hanh da nhiém, da ngudi
sir dung. Dic diém cua no 1a twong dbi dé str dung, hd tro manh cho phan mém
WINDOWS.

Do hing Microsoft 1a hang phan mém 16n nhét thé giéi hién nay, hé didu hanh nay
c6 kha ning s& dugc ngay cang phd bién rong rii. Ngoai ra, Windows NT co thé
lién két t6t voi may chi Novell Netware. Tuy nhién, dé chay c6 hiéu qua, Windows

NT ciing doi hoi cau hinh may twong d6i manh.
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> H¢ diéu hanh mang NetWare ciia Novell:

Pay 1a hé diéu hanh phd bién nhat hién nay ¢ nude ta va trén thé gidi trong thoi
gian cudi, nd c6 thé dung cho cac mang nho (khoang tir 5-25 may tinh) va ciing cd
thé ding cho cic mang 16n gdm hang trim may tinh.

Trong nhitng nim qua, Novell di cho ra nhiéu phién ban ciia Netware: Netware 2.2,
3.11. 4.0 va hién c6 4.1. Netware 1a mot hé diéu hanh mang cuc bd dung cho cac
may vi tinh theo chuan cua IBM hay cic may tinh Apple Macintosh, chay hé diéu
hanh MS-DOS hoac OS/2.

> H@¢ diéu hanh mang Linux:

Linux 12 hé diéu hanh phat trién tir Unix - 32 bit xtr Iy da nhiém, da ngudi dung.
Hé diéu hanh nay 1a mién phi va quan trong 1a mi nguén mé. Linux 1d mot san
phém do nguoi su dung tu phat trién, co nghia la nhiéu thanh phﬁn cua no duoc
nguoi st dung trén khip thé gidi phat trién 1dy dé ty chay hé diéu hanh cho muc
dich riéng ctia minh.

Heé théng gbc duge phat trién boi Linux Torvalds. Ngay nay né da duoc phat trién
kha tot va duoc danh gia cao, hoat dong hi€u qua vdi cac ting dung mang.

Céc hé diéu hanh khac nhau thudc ho Linux duge xay dung vdi giao dién dd hoa
gan giii véi nguoi sir dung. Mot s6 hé diéu hanh phd bién nhu : RedHat Linux,
SuSe, ManDrake, VietKey Linux...

Véi viéc cung cip ma ngudn mé mién phi, Linux dua ra mot giai phap ré tién cho
cac doanh nghiép, cong ty va cac chinh phu. Hién nay cong dong ma ngudn mé

dang rat phat trién, thuc day Linux thim nhap sau thém vao doi sdng.
2.2 Cong nghé Ethernet

2.2.1 Giéi thiéu chung vé Ethernet

Ngay nay, Ethernet da tré thanh cong nghé mang cuc bd duoc st dung rong rai.
Sau 30 nam ra doi, cong nghé Ethernet van dang dugc tiép tuc phét trién nhiing
kha ning méi dap tmg nhimng nhu ciu méi va trd thanh cong nghé mang phd bién
va tién dung.

Ngay 22 thang 5 ndm 1973, Robert Metcalfe thuoc Trung tdm Nghién cuu Palto
Alto cuia hing Xerox — PARC, bang California, da dwa ra y tuéng hé théng két ndi
mang may tinh cho phép cac may tinh cé thé truyén dir liéu v6i nhau va voi may in
lazer. Luc nay, cac h¢ théng tinh toan 16m déu duoc thiét ké dua trén cac may tinh

trung tam dit tién (mainframe). Piém khac biét 16n ma Ethernet mang lai 1 céac
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may tinh ¢ thé trao doi thong tin truc tiép vi nhau ma khong can qua may tinh
trung tdm. M6 hinh méi nay 1am thay ddi thé gisi cong nghé truyén thong.

Chuan Ethernet 10Mbps dau tién duoc xuit ban nim 1980 bai su phdi hop phat
trién cua 3 hang : DEC, Intel va Xerox. Chuan nay c6 tén DIX Ethernet ( lay tén
theo 3 chir cai ddu cua tén cac hing).

Uy ban 802.3 cua IEEE da lay DIX Ethernet lam nén tang dé phat trién. Nam 1985,
chuan 802.3 dau tién dd ra doi voi tén IEEE 802.3 Carrier Sense Multiple
Access with Collition Detection (CSMA/CD) Access Method vesus Physical
Layer Specification. Mic du khong sir dung tén Ethernet nhung hau hét moi
ngudi déu hiéu d6 1a chuan cua cong nghé Ethernet. Ngay nay chuan IEEE 802.3
1a chuan chinh thirc ctia Ethernet.

IEEE da phat trién chuan Ethernet trén nhiéu cong nghé truyén dan khac nhau vi

thé c6 nhiéu loai mang Ethernet.

2.2.2 Cac dic tinh chung cua Ethernet
2.2.2.1 Céu tritc khung tin Ethernet
Céc chuan Ethernet déu hoat dong & tang Data Link trong mo hinh 7 16p OSI vi

thé don vi dir li¢u ma cac tram trao doi voi nhau la cac khung (frame). Cau tric

khung Ethernet nhu sau:

I
Praambla SFD DA SA Length| LLC Dathi+pad FCS
7 bytes 1 byte & bytes & bytes 2 bytes| 3 byles 431407 bytes 4 bytes
[L

Hinh 2-17: Céu triic khung tin Ethernet
Céc trudng quan trong trong phan mao dau sé dugc mo ta dudi ddy:

e preamble: trudng nay danh dau su xuit hién cta khung bit, né luén mang
gia tri 10101010. Tir nhom bit ndy, phia nhan co thé tao ra xung dong hd 10
Mhz.

e SFD (start frame delimiter): trudng nay mai thuc sy xac dinh sy bat dau cla
1 khung. N6 ludén mang gia tri 10101011.

e (Cac truong Destination va Source: mang dia chi vat Iy cua cac tram nhan va
gtri khung, xac dinh khung duogc guri tr dau va sé duoc gui téi dau.

e LEN: gia tri cta truong néi 1én d6 1on cia phan dir liéu ma khung mang
theo.

e FCS mang CRC (cyclic redundancy checksum): phia guri s€ tinh toan
truong nay trudc khi truyén khung. Phia nhan tinh toan lai CRC nay theo
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cach tuong ti. Néu hai két qua tring nhau, khung dugce xem 13 nhén ding,
nguoc lai khung coi nhu 13 16i va bi loai bo.
2.2.2.2 Ciu tricc dia chi Ethernet
Madi giao tiép mang Ethernet dugc dinh danh duy nhat bai 48 bit dia chi (6 octet).
Pay 1a dia chi dugc an dinh khi san xut thiét bi, goi 1a dia chi MAC ( Media
Access Control Address ).
Dja chi MAC duoc biéu dién béi cac chit s6 hexa (hé co'sb 16 ). Vidu:
00:60:97:8F:4F:86 hoac 00-60-97-8F-4F-86.
Khuon dang dia chi MAC dugc chia lam 2 phan:
— 3 octet dau xac dinh hang san xuét, chiu su quan 1y cua t6 chirc IEEE.
— 3 octet sau do nha san xudt 4n dinh.
Két hop ta s& co mot dia chi MAC duy nhit cho mét giao tiép mang Ethernet. Dia
chi MAC duogc sir dung lam dia chi nguén va dia chi dich trong khung Ethernet.
2.2.2.3 Cac logi khung Ethernet

e (Cac khung unicast
Gia sir tram 1 can truyén khung t6i tram 2 (trén hinh vé ...)
A l ¥ ¥ \ ¥
| S— 1‘ ‘ | | ‘ )
W e L
g & o 2

00-60-08- 00-60-08-
23-DB-C1 83-AB-12

Ethernet Frame Header

Destination Address Source Address 'i
00-60-08-93-AB-12 00-60-08-93-DB-C1 ((

Khung Ethernet do tram 1 tao ra c6 dia chi:
MAC ngudn: 00-60-08-93-DB-C1
MAC dich: 00-60-08-93-AB-12
Pay 1a khung unicast. Khung nay duoc truyén téi mot tram xac dinh.
+ T4t ca cac tram trong phan doan mang trén s& déu nhin duoc khung nay nhung:
+ Chi c6 tram 2 thiy dia chi MAC dich cua khung tring vé6i dia chi MAC cua giao

tiép mang ctia minh nén tiép tuc xr 1y cac thong tin khac trong khung.
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+ Céc tram khac sau khi so sanh dia chi s& bo qua khong tiép tuc xur 1y khung nifa.
e (Céc khung broadcast
Céc khung broadcast c6 dia chi MAC dich 1a FF-FF-FF-FF-FF-FF ( 48 bit 1). Khi
nhan duoc cic khung nay, mic du khong tring véi dia chi MAC cua giao tiép
mang ciia minh nhung cac tram déu phai nhan khung va tiép tuc xu 1y.
Giao thirc ARP sir dung cac khung broadcast ndy dé tim dia chi MAC twong tng
voi mot dia chi IP cho trudce.
Mot s6 giao thire dinh tuyén ciing sir dung cac khung broadcast dé cac router trao
d6i bang dinh tuyén.
e (Cac khung multicast
Tram nguon giri khung toi mot sb tram nhat dinh chir khong phai 1a tat ca. Dia chi
MAUC dich cua khung 1a dia chi diac bi¢t ma chi cac tram trong cung nhom maoi
chap nhan cac khung guri t6i dia chi nay.
Note: Dia chi MAC ngudn ctia khung luédn 1a dia chi MAC ciia giao tiép mang tao
ra khung. Trong khi d6 dia chi MAC dich cua khung thi phu thudc vao mét trong
ba loai khung néu trén.
2.2.2.4 Hoat dpng cua Ethernet
Phuong thirc diéu khién truy nhdp CSMA/CD quy dinh hoat dong ctia hé thong
Ethernet.
Mot s6 khai niém co ban lién quan dén qué trinh truyén khung Ethernet:
e Khi tin hiéu dang duoc truyén trén kénh truyén, kénh truyén lic nay ban va
ta goi trang thai nay la c6 song mang — carrier.
e Khi dudng truyén réi: khong co sdng mang — absence carrier.
e Néu hai tram cung truyén khung ddng thoi thi chung s& phat hién ra sy
xung dot va phai thuc hién lai qua trinh truyén khung.
e Khoang thoi gian dé mot giao tiép mang khoi phuc lai sau moi lan nhéan
khung duoc goi 1a khoang tréng lién khung ( interframe gap) — ky hiéu IFG.
Gia tri cta IFG bang 96 1an thoi gian cia mot bit.
Ethernet 10Mb/s: IFG = 9,6 us
Ethernet 100Mb/s: IFG = 960 ns
Ethernet 1000Mb/s: IFG = 96 ns

Céch thirc truyén khung va phat hién xung dot dién ra nhu sau:
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+ 1. Khi phat hién duong truyén rdi, may tram s& doi thém mot khoang thoi
gian bang IFG, sau d6 né thuc hién ngay viéc truyén khung. Néu truyén nhiéu
khung thi gitta cac khung phai cach nhau khoang IFG.

+ 2. Trong truong hop duong truyén ban, may tram sé tiép tuc ling nghe
duong truyén cho dén khi duong truyén rdi thi thuc hién lai 1.

+ 3. Truong hop khi qua trinh truyén khung dang dién ra thi may tram phat
hién théy su xung dot, may tram s& phai tiép tuc truyén 32 bit dit liu. Néu su
xung d6t dugc phat hién ngay khi méi bit dau truyén khung thi may tram s& phai
truyén hét trudng preamble va thém 32 bit nita , viéc truyén ndt cac bit niy (ta xem
nhu 13 céc bit bao hiéu tic nghén) dam bao tin higu s& ton tai trén dudng truyén du
l1au cho phép cac tram khac ( trong cac tram gay ra xung dot) nhan ra dugc su xung
dotvaxuly:

— Sau khi truyén hét cac bit bao hiéu tic nghén, may tram s€ doi trong mot
khoang thoi gian ngiu nhién hy vong sau d6 sé khong gip xung dot va
thuc hién lai viéc truyén khung nhu bude 1.

— Trong lan truyén khung tiép theo nidy ma van gip xung dot, may tram
budc phai doi thém 1dn nita voi khoang thoi gian ngau nhién nhung dai
hon.

+ 4. Khi mot tram truyén thanh céng 512 bit (khong tinh truong preamble),
ta xem nhu kénh truyén da bi chiém. Piéu nay ciing c6 nghia 1a khong thé c6 xung
dot xay ra ntra. Khoang thoi gian Gng véi thoi gian cua 512 bit dugc goi 1a
slotTime. Pay 1a tham sb quan trong quyét dinh nhiéu téi viéc thiét ké.

Do ban chét cung chia s¢ kénh truyén, tai mot thoi diém chi c6 mot tram duoc
phép truyén khung. Cang c6 nhiéu tram trong phan doan mang thi sy xung dot
cang xay ra nhiéu, khi d6 tdc do truyén bi giam xudng.

Su xung dot 1a hién tugng xay ra binh thuong trong hoat dong cua mang Ethernet

( tir xung d6t dé gay hiéu nham 12 mang bi sy ¢6 hay 1a hoat dong sai, hong hoc).

Khai niém slotTime
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Hinh 2-18: Hai tram hai phia xa nhit trong mang Ethernet 10Mb/s

Trong vi du nay, tram 1 va tram 2 dugc xem nhu hai tram ¢ hai phia xa nhét cua
mang. Tram 1 truyén khung t&i tram 2, ngay trudc khi khung nay téi tram 2, tram
2 ciing quyét dinh truyén khung ( vi n6 thiy dudng truyén rdi).
DPé mang Ethernet hoat dong diing, mdi may tram phai phat hién va thong bao sy
xung dot t6i tram xa nhat trong mang truéc khi mot tram nguén hoan thanh viéc
truyén khung.
Khung Ethernet kich ¢& nho nhét 1 512 bit (64 octet), do d6 khoang thoi gian nho
nhit dé phat hién va thong bao xung dot 1a 512 1an thoi gian mot bit.

Ethernet 10Mb/s : slot Time = 51,2 us

Ethernet 100Mb/s : slot Time = 5,12 us

Ethernet 1000Mb/s : slot Time = 512 ns
Trudng hgp vi pham thoi gian slotTime, mang Ethernet sé hoat dong khong dung
nita. Mdi lan truyén khung, may tram s& luu khung can truyén trong bd dém cho
dén khi né truyén thanh cong. Gia st mang khong dap tng ding tham s6 slotTime.
Tram 1 truyén 512 bit thanh cong khong hé bi xung dot, luc nay khung dugc xem
la truyén thanh cong va bi xo4 khéi bd dém. Do sy phat hién xung dot bi tré, tram
1 lac nay mudn truyén lai khung ciing khéng duge nita vi khung da bi xoa khoi bo
dém rdi. Mang s& khong hoat dong ding.
Mot mang Ethernet duoc thiét ké dung phai thoa mén diéu kién sau:
“ Thoi gian tré téng cong 16n nhat dé truyén khung Ethernet tir tram nay toi tram
khéc trén mang phai nhé hon mot nira slotTime”.
Thoi gian tré tong cong ndi téi & ddy bao gém tré qua cac thanh phan truyén
khung: tré truyén tin hiéu trén cap ndi, tré qua bo repeater. Thoi gian tré cia timg

thanh phén phu thudc vao dac tinh riéng cua ching. Cac nha san xuét thiét bi ghi
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13 va khi thiét ké can lua chon va tinh toan dé thoa man diéu kién hoat dong ding

cua mang Ethernet.

2.2.3 Cac loai mang Ethernet

IEEE d4 phat trién chuan Ethernet trén nhiéu cong nghé truyén dan khac nhau vi
thé c6 nhiéu loai mang Ethernet. Mdi loai mang dugc mo ta dua theo ba yéu td: toc
d6, phuong thtrc tin hiéu sir dung va dic tinh dudng truyén vat 1y.

Cac hé thong Ethernet 10Mb/s :

e 10Base5. Day la tiéu chuan Ethernet dau tién, dua trén cap déng truc loai
day. Tbec d6 dat duge 10 Mb/s, st dung bang tan co s&, chiéu dai cap tbi da
cho 1 phan doan mang 1a 500m.

e 10Base2. Co tén khac la “thin Ethernet” , dua trén hé théng cap déng truc
mong voi toc do 10 Mb/s, chiéu dai cap tdi da cta phan doan 1a 185 m
(IEEE lam tron thanh 200m).

e 10BaseT. Chit T 1a viét tit cua “twisted”: cap X04n cap. 10BaseT hoat dong
tdc d0 10 Mb/s dya trén hé théng cap X04n cap Cat 3 tr¢ Ién.

e 10BaseF. F 1a viét tat cua Fiber Optic ( soi quang). Day la chuan Ethernet
dung cho s¢1 quang hoat dong & tdc @6 10 Mb/s , ra doi nam 1993.

Cic hé thong Ethernet 100 Mb/s — Ethernet cao toc ( Fast Ethernet )

e 100BaseT. Chuéan Ethernet hoat dong véi tbc d6 100 Mb/s trén ca ca"ip X04n
cip 1an cap soi quang.

e 100BaseX. Chit X néi 1én ddc tinh ma hoa dudng truyén cua hé thong nay
(st dung phuong phap mi hoa 4B/5B cua chuan FDDI). Bao gém 2 chuan
100BaseFX va 100BaseTX

— 100BaseFX. Tdc 6 100Mb/s, str dung cap soi quang da mode.
— 100BaseTX. Tdc d6 100Mb/s, sir dung cip xodn cip.

e 100BaseT2 va 100BaseT4. Cac chudn nay st dung 2 cip va 4 cip cap xoan

cap Cat 3 trd 1én tuy nhién hién nay hai chuan nay it dugc sir dung.
Cic hé thong Giga Ethernet

e 1000BaseX. Chir X no6i 1én dic tinh mi hoa duong truyén ( chuan nay dua
trén kiéu ma hoa 8B/10B dung trong hé thong két ndi téc do cao Fibre
Channel duoc phat trién boi ANSI). Chuan 1000BaseX gém 3 loai:

— 1000Base-SX: toc d6 1000 Mb/s, sir dung soi quang véi song

ngan.
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— 1000Base-LX: toc d6 1000 Mb/s, sir dung s¢i quang véi song dai.

— 1000Base-CX: toc d6 1000 Mb/s, sir dung cap dong.
e 1000BaseT. Hoat dong & tde do Giga bit, bang tan co s& trén cap X04n cap
Cat 5 tro 1én. St dung kiéu ma hoa duong truyén riéng dé dat dugc téc do

cao trén loai cap nay.

2.3 Cdc ky thudt chuyén mach trong LAN.

2.3.1 Phan doan mang trong LAN

2.3.1.1 Muc dich cua phdn doan mang

Muc dich 14 phan chia bang thong hop 1y dap ing nhu cau ciia cac ing dung trong
mang. Dong thoi tin dung hiéu qua nhat bang thong dang c. Dé thuc hién tét diéu
nay can hiéu rd khai niém: mién xung dot ( collition domain ) va mién quing ba
(broadcast domain)

> Mién xung dot (con dwoc goi 1a mién bing thong — bandwidth domain)
Nhu da mo ta trong hoat dong cua Ethernet, hi¢n tugng xung dot xay ra khi hai
tram trong cung mot phan doan mang dong thoi truyén khung. Mién xung dot
duogc dinh nghia 14 ving mang ma trong d6 cac khung phat ra c6 thé giy xung dot
v6i nhau. Cang nhiéu tram trong cting mot mién xung dot thi s& lam ting sy xung
dot va lam giam toc do truyén, vi thé ma mién xung dot con cé thé goi 1a mién
bang thong (cac tram trong ciing mién ndy s& chia sé bang thong ctia mién).

> Mién quang ba (broadcast domain)

Mién quang ba duge dinh nghia 1a tap hop cac thiét bi ma trong d6 khi mot thiét b
phat di mot khung quang ba (khung broadcast) thi tat ca cac thiét bi con lai déu
nhan duoc.

Khi str dung cac thiét bi két ndi khac nhau, ta s& phan chia mang thanh cic mién
xung dot va mién quang béa khac nhau.

2.3.1.2 Phén doan mang bang Repeater

Thuc chat repeater khong phan doan mang ma chi mé rong doan mang vé mat vt

1y. Né6i chinh xéc, repeater cho phép mé rong mién xung dot.
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Hinh 2-19: Két ndi mang Ethernet 10BaseT sir dung Hub
Hé théng 10BaseT str dung hub nhu 1a mdt bd repeater nhiéu cong. Cac may tram
cung ndi téi mot hub s& thude cung mot mién xung dot.
Gia st 8 tram ndi cung mdt hub 10BaseT tdc do 10Mb/s, vi tai mot thoi diém chi
c6 mdt tram dugc truyén khung nén bang thong trung binh mdi tram c6 duoc la:
10 Mb/s : 8 tram = 1,25 Mbps / | tram.

Hinh sau minh hoa mién xung dot va mién quang ba khi st dung repeater:

__________ = Collision Domain
= Broadcast Domain

Hinh 2-20: Mién xung dot va mién quang ba khi phan doan mang bz"lng Repeater
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Mot didu can chi ¥ khi st dung repeater dé mo rong mang, thi khoang cach xa
nhit gitta 2 may tram s& bi han ché. Trong hoat dong cua Ethernet, trong cting
mién xung dot, gia tri slotTime s€ quy dinh vi¢c két ndi cac thiét bi. Viée st dung
nhiéu repeater lam tang gia tri tré truyén khung vuot qua gia tri cho phép gay ra

hoat dong khong ding trong mang.

=
E E I Repeater

i ., \
29 -

Host A

b
B

Max Distance from Host A to Host Z:
5 Segments, 4 Repeaters Host Z

Hinh 2-21: Luit 5-4-3 quy dinh viéc sir dung Repeater dé lién két mang
2.3.1.3 Phdn doan mang bang ciu néi
Cau nbi hoat dong ¢ tang 2 trong mo hinh OSI, n6 ¢ kha nang kiém tra phan dia
chi MAC trong khung, va dua vao dia chi nguén, dich, no s€ dua ra quyét dinh déy
khung nay t6i dau. Quan trong 1a qua do ta c6 thé lién két cac mién xung dot véi
nhau trong cling mot mién quang ba ma cac mién xung dot nay van doc lap véi

nhau.

A

Hinh 2-22: Viéc truyén khung tin dién ra phia A khong xuét hién bén phia B

Khéc véi truong hop st dung repeater ¢ trén, bang thong lic nay chi bi chia sé
trong timg mién xung dot, mdi may tram duoc st dung nhiéu biang thong hon.
Loi ich khac cta viéc st dung cau I3 ta co6 hai mién xung dot riéng biét nén moi

mién c6 riéng gid tri slotTime do vay c¢6 thé mo rong t61 da cho tirng mién.
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__________ = Collision Domain
= Broadcast Domain

Hinh 2-23: Mién xung ddt va mién quang b4 khi sir dung Bridge

Tuy nhién viéc sir dung cau ciing bi giéi han boi quy tic 80/20.
Theo quy tac nay, cau chi hoat dong hi€u qua khi chi c6 20 % tai ciia phan doan di
qua cau , 80% la tai trong ndi bo phan doan.

20%

il
-

20%

Y

A
¥
A

Y

Hinh 2-24: Quy tic 80/20 dbi véi viée sir dung Bridge

Truong hop ngugc lai v6i quy tic ndy, hai phan doan két ndi bai cau ¢ thé xem
nhu cing mot phan doan mang, khong duoc loi gi vé bang thong.

2.3.1.4 Phan doan mang bang router

Router hoat dong & tang 3 trong mod hinh OSI, né ¢6 kha ning kiém tra header cua
g61 IP nén dua ra quyét dinh. Pon vi dir liéu ma cac bo dinh tuyén thao tac la cac

201 [P (cac bd chuyén mach va cau ndi thao tac véi cac khung tin).
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B dinh tuyén dong thoi tao ra cac mién xung dot va mi€n quang ba riéng biét.

—————————— = Collision Domain
= Broadcast Domain

Hinh 2-25: Phin doan mang bz‘ing Router
2.3.1.5 Phén doan mang bing bé chuyén mach

B6 chuyén mach 1a mot thiét bi phirc tap nhiéu cong cho phép cau hinh theo nhiéu
cach khac nhau. C6 thé cdu hinh dé n6 trd thanh nhiéu cau 4o nhu sau:

BD3
A

-
o O O

P
- ———

-

Hinh 2-26: C6 thé cAu hinh bd chuyén mach thanh nhiéu ciu do
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Bang tong két thuc hién phan doan mang bang cac thiét bi két ndi khac nhau:

Thiét bi Mién xung dot Mién quang ba
Repeater Mot Mot

Bridge Nhiéu Mot

Router Nhiéu Nhiéu

Switch Nhiéu Mot hodc nhiéu

2.3.2 Cac ché dd chuyén mach trong LAN

Nhu phan trén da trinh bay, bo chuyén mach cung cap kha ning twong ty nhu cau
n6i, nhung ¢ kha ning thich tmg t6t hon trong trudng hop phai mé rong quy mo,
cling nhu trong trudong hop phai cai thi¢n hi¢u sudt van hanh cua toan mang.

Bo chuyén két ndi nhiéu doan mang hodc thiét bi thuc hién chirc nang cua nd béng
cach xdy dung va duy tri mot co so dit liéu luu danh sach cac cong va cac phan
doan mang két ndi toi. Khi mot khung tin guri té1, bo chuyén mach s& kiém tra dia
chi dich c6 trong khung tin, sau d6 tim s6 cong twong ung trong co so dir liéu dé
giri khung tin toi dung cong.

Céch thtrc nhan va chuyén khung tin cho ta hai ché d¢ chuyén mach:

- Chuyén mach luu-va-chuyén ( store- and- forward switching )

- Chuyén mach ngay (cut-through switching)

2.3.2.1 Chuyén mach lwu-va-chuyén ( store- and- forward switching )

Cac bd chuyén mach luu va chuyén hoat dong nhu cau nbi.

Trude hét, khi ¢6 khung tin gui to1, bd chuyén mach s€ nhan toan bg khung tin,
kiém tra tinh toan ven dit liéu ctia khung tin, sau d6 méi chuyén tiép khung tin t6i
cong can chuyén.

Khung tin trude hét phai duge luu lai dé kiém tra tinh toan ven do d6 s& c6 mot do
tré nhat dinh tir khi dit liéu dugc nhan t6i khi dir liéu duoc chuyén di.

Véi ché do chuyén mach nay, cac khung tin ddm bdao tinh toan ven mdi dugc
chuyén mach, cac khung tin 15i s& khong duoc chuyén tir phan doan mang nay
sang phan doan mang khéc.

2.3.2.2 Chuyén mach ngay (cut-through switching)

Cac bo chuyén mach ngay hoat dong nhanh hon so vdi cac bo chuyén mach luu-
va-chuyén. BO chuyén mach doc dia chi dich & phan dau khung tin rdi chuyén

ngay khung tin t&i cong tuong tmg ma khong can kiém tra tinh toan ven.

70



Khung tin duoc chuyén ngay tham chi trude khi bo chuyén mach nhan da dong bit
dir liéu. Khung tin di ra khoi b chuyén mach trude khi ndé dugc nhan du.

Céc bd chuyén mach doi méi c6 kha nang giam sat cac cong cta nd va quyét dinh
s& sir dung phuong phap ndo thich hop nhit. Chung cé thé ty dong chuyén tir
phuong phap chuyén ngay sang phuong phap luu-va-chuyén néu sb 18i trén cong

vuot qua mot ngudng xac dinh.

2.3.3 Mang LAN 40 (VLAN)

Nhu trong phan phan doan mang da trinh bay, cau ndi va bo chuyén mach c6 thé
tach mdi cong cia chung 1a mot mién xung dot riéng nhung tit ca déu thudc cing
mot mién quang ba. Cach duy nhét dé chia tach cac mién quang ba khac nhau 13 str

dung cac by dinh tuyén.

Engineering Marketing Sales
WVLAM WLARK WLAN

Hinh 2-27: Mang LAN éo theo chirc ning cac phong ban

Tuy nhién trong phan nay chung ta néi toi kha niang khéac cta cac bo chuyén mach
hién dai, ching c6 thé loc cac khung tin quang ba va chi giri chung t6i mién quang
ba xéc dinh. St dung cac bd chuyén mach dé két hop cac thiét bi thanh céc vung
quang ba logic s€ tao ra cdc mang LAN do (VLAN).

2.3.3.1 Tao mang LAN do voi mdt b chuyén mach

Mbi mang LAN 4o va cic thanh vién cua nd dugc xac dinh béi mot nhom céc
céng trén bd chuyén mach. Mbi céng cua bd chuyén mach thudc vé mot mang
LAN 40 nao d6, do d6 cac thiét bj gan vé6i cong nay s& thudc vé mang LAN do nay.
Céc khung tin quang ba chi duoc phat tdi cac cong thude cung mot mang LAN ao.
Mot thiét bi c6 thé chuyén tir LAN ao sang LAN o khac bang cach két ndi t6i
cong khac cia bo chuyén mach. Mot thiét bi khi thay d6i vi tri dia Iy van thudc vé

LAN 4o cii néu n6 van duy tri két noi té1 mot trong cac cong thudc vé LAN 4o nay.
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2.3.3.2 Tao mang LAN do véi nhiéu bé chuyén mach
Trong thuc té, viéc su dung nhiéu bd chuyén mach dé xay dung cac mang LAN do

duoc thuc hién nhiéu hon.
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Hinh 2-28: Céu hinh cic by chuyén mach tao thanh cic mién quéng ba cho cic mang LAN #o

Pé thuc hién mang LAN ao bﬁng nhiéu bd chuyén mach, mot s6 dinh danh dic
biét — VLAN ID dugc gan cho cac khung tin, s nay xac dinh mang LAN 4o ma
khung tin can chuyén ti.

Gia sut mOt mdy tram A gui khung tin t61 mdy tram B thudc cung LAN 4o véi
minh (nhung khéng cung thudc mot bd chuyén mach). Bé chuyén mach ma may
A ndi truc tiép t&i s& gan thém vao khung tin chi s6 VLAN ID va chuyén né t6i bo
chuyén mach ké tiép.

Madi bo chuyén mach s€ su dung VLAN ID dé dinh myén khung tin, n6 sé doc
VLAN ID va chuyén tiép khung tin cho bd chuyén mach thich hgp. Khi khung tin
t61 bd chuyén mach cudi cung, bd chuyén mach nay nhan ra dich t6i ndi truc tiép
t61 mot trong cac cong ctia minh. N6 sé& loai bo phan dau chira chi s6 VLAN ID rdi
giri khung t6i ding cong. Khung tin khi t6i tram dich s& dugc khoi phuc nguyén
dang ban dau.

2.3.3.3 Cach xdy dung mang LAN do

Pé tao ra mang LAN 4o, can phai xac dinh nhom logic. Nhom cac may tinh (thiét
bi) trong mang LAN ao thudng duoc t6 chiic theo hai mé hinh:

e MO0 hinh nhém lam viéc.
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Theo mo6 hinh nay, cac thanh vién trong mang LAN 4o la cac may tinh cung thuc
hién mot chuc nang, nguoi st dung trong cung mot nhém cong vi¢e. Cac mang
LAN ao thuong dugc chia theo cic phong ban, vi du Phong ké toan, phong Ban
hang, Phong nghién ctru... Cac tai nguyén khac chung ctia mang s& thudc vé mot
hozc nhiéu mang LAN 3o.

e MO hinh dich vu.
Theo mo hinh nay, cdic mang LAN a0 dugc phan chia theo loai hinh dich vu cu thé.
Vi du, tit ca céac may tinh can truy nhap téi dich vu dac thu nao do sé 1a thanh vién
ciia cing mot mang LAN do. Cac may tinh c6 thé 1a thanh vién cta nhiéu mang
LAN 4o khéc nhau tuy thudc vao cac dich vu ma n6 can truy nhép téi.
2.3.3.4 Uu diém va nhwoc diém ciia mang LAN do

e Uudiém:

— C06 thé tao ra mang LAN 4o, tao ra cdc nhom lam viéc khong phu thudc
vao vi tri caa thiét bi, ch’fmg han, nhiing nguoi thugc cung nhom nghién
ctru khong can ngdi ciing mot phong hay cling mot tang trong toa nha ma
van la cac thanh vién trong mot mang LAN 3ao.

— C6 thé dé dang di chuyén thiét bi tir mang LAN &0 nay sang mang LAN
ao khac.

— Mang LAN ao cho phép kiém soat kiém soat cac mién quang ba va kiém
soat tinh bao mat.

— Uu diém khéc 1a béng viéc st dung cac bd chuyén mach thay cho cac bd
dinh tuyén, hi¢u nang lam vi¢c dat dugc cao hon, gia thanh ré hon, kha
ning quan tri tot hon.

e Nhuoc diém:
Hién nay, chudn chinh thirc cho VLAN ( Uy ban IEEE 802.1q dang soan thao)
chua duoc phé chuan mic du chuan nay duoc hd tro bai nhiéu nha cung cép. Do
d6 céc thiét 1ap va cdu hinh VLAN phu thudc vao nha san xuat thiét bi.
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2.4 Thiét ké mang LAN.

2.4.1 Mo hinh co ban.
2.4.1.1 M@ hinh phén cép (Hierarchical models)
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Hinh 2-29: M5 hinh phan cip
> Ciu tric

— Lép 161 (Core Layer): Pay 1a truc xuong soéng cua mang(backbone)
thuong ding cic bd chuyén mach cé toc do cao(high-speed switching),
thuong c6 cac dac tinh nhu dg tin cay cao, c6 cong suét du thira, c6 kha
nang tu khéc phuc 16i, ¢6 kha niing thich nghi cao, dap ing nhanh, dé quin
1y, c6 kha nang loc goi, hay loc cac tién trinh dang truyén trong mang.

— L&p phan tan (Distribution Layer) L&p phan tan la gianh gidi gitra 16p
truy nhép va 16p 161 cua mang. 16p phan tan thyc hién cac chic nang nhu
dam bao gui dir liéu dén tung phan doan mang, ddm bdo an ninh-an toan,
phan doan mang theo nhém cong tac, chia mién Broadcast/multicast, dinh
tuyén gitta cic LAN ao (VLAN), chuyén méi truong truyén dan, dinh
tuyén gitra cac mién, tao bién gidi gitta cac mién trong dinh tuyén tinh va
dong, thuc hién cac bd loc goi(theo dia chi, theo s6 hiéu céng,...), thuc
hién céc co ché dam bao chét lugng dich vu QoS.

— Lép truy nhap(Access Layer) L6p truy nhap cung cép cac kha nang truy
nhdp cho nguoi dung cuc bo hay tir xa truy nhdp vao mang. Thuong duogc
thuc hién bang cac bd chuyén mach(switch) trong méi trudng campus, hay

cac cong ngh¢ WAN.
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» Danh gia mo hinh

Gia thanh thap

de cai dat

dée mé rong

dé co lap 16i.

2.4.1.2 Mo hinh an ninh-an toan(Secure models).

Heé théng tudong lira 3 phan (Three-Part Firewall System), dic biét quan trong trong

thiét k&6 WAN, chung t6i s& trinh bay trong chuong 3. O day, chung t6i chi néu

mot sO khia canh chung nhit cu triic cia moé hinh st dung trong thiét ké mang

LAN.

Hidden Corporate
Syatems

=m

Bastion
Hosts

-
5

Advertize
Route to
|sclation
LAMN Cnly

Hinh 2-30: M hinh twong lira 3 phén

— LAN c0 lap lam vung dém gitta mang cong tdc voi mang bén ngoai(LAN

cd lap duogc goi 1a khu phi quan sy hay ving DMZ7)

— Thiét bi dinh tuyén trong c6 cai dat bo loc goi duoc dat giita DMZ va

mang cong tac.

— Thiét bi dinh tuyén ngoai c6 cai dat bd loc goi dugc dit giita DMZ va

mang ngoai.

2.4.2 Cac yéu cau thiét ké

Céc yéu cau thiét ké cia LAN vé mit cdu tric ciing twong tu nhu thiét ké WAN, ¢

day chiing t6i chi néu dé muc bao gdom cac yéu cau:

— Yéu cau k§ thuat.

— Y¢éu cau ve hi¢u nang.
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Yéu cau vé ung dung.

Yéu cau vé quan Iy mang.

Yéu cau vé an ninh-an toan mang.

Yéu cau rang budc vé tai chinh, thoi gian thyc hién, yéu cau vé chinh tri
cua du an, xac dinh nguén nhan luc, x4c dinh cac tai nguyén da co6 va co

thé tai sir dung.

2.4.3 Cac buéc thiét ké.

> Phan tich yéu cau

Sd lugng nut mang (rét 16n trén 1000 nut, vira trén 100 nut va nho dudi 10
nat). Trén co s& sd lugng nut mang, ching ta ¢ phuong thirc phan cap,
chon k¥ thuat chuyén mach, va chon thiét bi chuyén mach.

Duya vao mé hinh phong ban dé phan doan vat Iy dam bao hai yéu cau an
ninh va dam bao chat lugng dich vu.

Duya vao mo hinh topo lya chon cong ngh¢ di cép.

Du béo cac yéu cau mo rong.

> Lua chon phan cirng (thiét bi, cap, cong nghé két ndi,...)

Dua trén céc phan tich yéu cau va kinh phi du kién cho viéc trién khai, chung ta sé&
lga chon nha cung cép thiét bi tt nhat nhu 1a Cisco, Nortel, 3COM, Intel ...

» Luwa chon phan mém

Lua chon hé diéu hanh Unix (AIX, OSF, HP, Solaris, ...), Linux ,
Windows dya trén yéu cau vé xtr 1y sb luong giao dich, dap tng thoi gian
thuc, kinh phi, an ninh an toan.

Lua chon cac cong cu phat trién phin mém ung dung nhu cac phan mém
quan tri co s¢ dir liu (Oracle, Informix, SQL, Lotusnote, ...), cac phﬁn
mém portal nhu Websphere, ...

Lua chon céc phﬁn mém mang nhu thu dién tor ( Sendmail, PostOffice,
Netscape, ...), Web server ( Apache, IIS, ...),

Lua chon cac phin mém dam bao an ninh an toan mang nhu phin mém
tuong lra (PIX, Checkpoint, Netfilter, ...), phan mém chdng virut
( VirusWall, NAV, ...), phan mém chdng dot nhap va phan mém quét 15

hong an ninh trén mang.

» Danh gia kha ning
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— Dua vao thong tin dd dugc xac minh cua cac hang ¢ uy tin trén thé gidi.
— Thuyec hién thir nghiém va kiém tra trong phong thi nghiém cta cac chuyén
gia.

— Danh gia trén mo hinh thir nghiém.
» Tinh toan gia thanh
Gia thanh thap dam bao céc chi tiéu k¥ thuat, cac yéu cau ciia ing dung, tinh kha
mao cua hé théng.
> Trién khai pilot.
Trién khai & quy mé nho nhung van minh hoa dugc toan bd cac yéu cau vé ki
thuat, yéu cau vé ing dung 1am co s& cho viéc dénh gia kha nang va gia thanh cua

mang trude khi trién khai trén di€n rong.

2.5 Mt s6 mang LAN mau.

2.5.1 Xay dung mang LAN quy m6 m¢t toa nha

X4y dung LAN trong toa nha diéu hanh khéng 16n, phuc vu cho cong tac nghién
clru va giang day.

2.5.1.1 H¢ théng mang bao gom:

— Hé théng cac thiét bi chuyén mach (switch, switch c6 chic nang dinh
tuyén — layer 3 switch) cung cép nén tang mang cho cic may tinh c6 thé
trao doi thong tin voi nhau. Do toan bo phan mang xdy dung tip trung
trong 1 toa nha nén hé thong cap truyén din s& str dung bao gdm céc cap
ddng tiéu chuan UTP CATS5 va cap quang da mode. Cong nghé mang cuc
bo s& sir dung 1a Ethernet/ FastEthernet/GigabitEthernet trong tmg toc do
10/100/100Mbps chay trén cap UTP hodc cap quang.

— Cac may chu dich vu nhu co sé dit liéu quan 1y, giang day, truyén thong...

— Céc may tinh phuc vu cho cong tac nghién ctru khoa hoc : Cung cip cac
thong tin cho sinh vién, gido vién, va cung c?ip cong cu lam viéc cho cac
can b giang day, cac bo moén, khoa.

— Céc may tinh phuc vu riéng cho cong tic quan Iy hanh chinh nham thyc

hién muc tiéu tin hoc hoa quan 1y hanh chinh.
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2.5.1.2 Phan tich yéu cau:

Mang may tinh ndy 13 LAN Campus Network c6 biang thong rong du dé
khai thac hi¢u qua céc ung dung, co s¢ dir li¢u ddc trung cua td chirc cling
nhu dap tng kha nang chay céc ung dung da phuong ti¢n (hinh anh, am
thanh) phuc vu cho cong tac giang day tur xa.

Nhu vdy, mang ndy s& duoc xay dung trén nén tang cong nghé truyén dan
tbc d6 cao Ethernet/FastEthernet/GigabitEthernet va hé thdng cdp mang
xoan UTP CATS5 va cap quang da mode.

Mang can c6 d6 6n dinh cao va kha nang du phong dé dam béao chat luong
cho vi¢c truy cdp cac ung dung dir liéu quan trong cting nhu dao tao tir xa :
hinh 4nh, am thanh... Nhu vy, hé thdng cap mang phai c6 kha ning du
phong 1:1 cho cac két ndi switch-switch cling nhu dam bao kha ning sira
chita, cach ly su c6 d& dang.

Mang c6 kha ning cung cip viéc giang day tir xa trong pham vi t6 chtic nén
cac ung dung phai dap ung thoi gian thuc.

Heé thong cap mang can dugc thiét ké dam bao dép ung cac yéu cau vé két
ndi toc do cao va kha nang dy phong ciing nhu mo rong 1én cac cong nghé
moi.

Mang can dam bao an ninh an toan cho toan bo cac thiét bi ndi bo trudce cac
truy nhap trai phép & mang ngoai ciing nhu tir cac truy nhap gian tiép c6
muc dich pha hoai hé théng nén can c6 tudng lira.

LAN nay dugc cAu thanh béi cac switch chuyén mach téc dd cao han ché
t6i thiéu xung dot dir liéu truyén tai (non-blocking). Cac switch c6 kha nang
tao cac LAN 4o phan doan mang thanh cac phan nho hon cho timg phong
ban. LAN 2o 1a cong nghé dung trong mang ndi bo cho phép str dung cung
mot nén tang mang ndi bo vat ly bao gém nhiéu switch duoc phan chia vé
mit logic theo cac cong trén switch thanh cac phan mang nho khac nhau va
doc 1ap hoat dong. Nhu vdy, ngay trong mang LAN tai toa nha diéu hanh ta
c6 thé thyc hién phan chia thanh cac phan mang nho hon nita cho cac khoa,
phong ban...May tinh trong 1 phan mang chia nho thuéc vé mot
broadcasting domain va cac phan mang nay phai lién h¢ vdi nhau qua bo
dinh tuyén router. Ngoai ra, mang diéu hanh ciing ap dung cong nghé dinh
tuyén moi khién viéc lién két giita cac phan mang LAN ciia cac van phong,

khoa c6 thé thyc hién bang nhing lién két toc do cao trong cac switch c6
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tinh nang dinh tuyén (Layer 3) thay cho mé hinh dinh tuyén truyén thong st
dung bd dinh tuyén router

e Viéc phan chia cic phan mang LAN ao cho phép cac Phong ban td chic c6
cac phan mang may tinh doc lap dé tién cho viéc phat trién cac ung dung
ndi bd cling nhu tang cudng tinh bao mat gitra cac phan mang may tinh cua
cac phong ban khac nhau. Tuy nhién, LAN do cling cho phép quan ly tap
trung toan bd hé théng mang may tinh nhat 1a hé thdng may chu thay vi
phat trién rat nhidu phan mang mot cach riéng r&. Diéu nay tao ra moi
truong lam viée tap trung cho ngudi quan tri ciing nhu cit giam céc chi phi
do tap hop duogc cac thiét bi mang ludi va may chu dich vu hoat dong 24/24
vao mot sb phong co diéu kién ha téng déy du (dién nguén on dinh, diéu
hoa hoat dong t6t) thay vi nam rai rac trén cac phong ban khac nhau. Cong
nghé mang LAN 4o giai quyét dong thoi dwgc hai bai toan vé quan tri tip
trung va riéng r& cho mang may tinh cua to chuc.

e Mang dam bao kha ning dinh tuyén trao d6i thong tin giita cac phan mang
LAN a0 khac nhau, cho phép cac phan mang khac nhau c6 thé két ndi dén
nhau thong qua moi truong mang dung chung. Tuy nhién, do phan cach cac
mang LAN bang switch c6 tinh ning dinh tuyén (hay con goi 1a switch c6
chirc nang Layer 3) nén cac goi tin broadcasting trén toan mang dugc han
ché it di va lam cho bang thong ctia mang duoc sir dung hiéu qua hon so
v6i truong hop toan by mang cia Truong xdy dung thanh mot mang LAN
khong phan cip (flat network). Ngoai ra, khi str dung chirc ning dinh tuyén
cho phép ngudi quan tri mang duge phép dinh nghia cic luat han ché hay
cho phép cac phan mang duoc két ndi v6i nhau bang cac bd loc (access-list)
tang cuong tinh bdo mat cho cac phan mang quan trong cling nhu kha ning

quén tri hé thong dé dang hon.

2.5.1.3 Thiét ké hé thong
Hé thong chuyén mach va dinh tuyén trung tim cho LAN
— Hé thong chuyén mach chinh bao gém céc switch c6 kha nang xir Iy toc do
cao ¢ cau tric phan thanh 2 16p 1a 16p phan tan (distribution) va 16p cung
cap truy nhdp (access) cho cic déu cubi mdy tinh. Switch phan tan 1a
switch téc do cao, biang thong 16n c6 kha niang xir Iy dén hang tram triéu

bit/gidy. Switch phan phdi con c6 c6 chirc nang dinh tuyén cho cac phan
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mang LAN o khac nhau thiét 1ap trén mang va ting cuong bao mat cho
cac phan mang riéng r&. Switch truy cap lam nhiém vu cung cip cong truy
nhap cho cac dau cudi may tinh va tich hop cong truy cip véi mat do cao.
Cac két ndi giita switch truy cap va switch phan phdi 13 cac két ndi truyén
tai dit liéu qua lai cho cac LAN 4o nén phai co téc do cao 100/1000Mbps.
Céc switch truy cap cung cap cc cong truy cap cho may tinh mang co toc
d6 thap hon nén can c6 cong 10/100Mbps

Hé thdng switch phan phdi theo cau hinh chuan s& bao gdm 2 switch ¢
cAu hinh manh dap ung duogc nhu cau chuyén mach dit liéu toc d6 cao va
tap trung luu lwong dén tir cac access switch. Switch phan phdi ciing dam
nhan chirc nang dinh tuyén. C4u hinh 2 switch phan phdi cho phép mang
ludi c6 do du phong cao (du phong néng 1:1) tuy nhién trong truong hop
quy md mang ban dau khong 16n va kinh phi han ché van c6 thé trién khai
mang v6i 1 switch phan phdi dap ung duoc yéu cau hoat dong. T chirc
hoan toan ¢ kha ning nang cp 1én 2 switch phan phéi trong twong lai do
thiét ké mang cap dam bao yéu cau trén.

Hé thdng cac switch truy cdp cung cip cho cic mdy tinh duong két nbi
vao mang dit liéu. Do phan 1én cac giao tiép mang cho may tinh dau cubi
cling nhu server hién tai ¢c6 bang thong 10/100Mbps nén cac switch truy
cap cling su dung cong nghé¢ 10/100 BaseTX FastEthernet va dép ung
dugce muc tiéu cung cap s6 luong cong truy nhap 16n dé cho phép mé rong
s6 luong ngudi truy cdp mang trong tuong lai. Cac switch truy cap s& két
n6i vi switch phan phéi dé tap trung luu luong va thong qua switch phan
phdi voi 1am tac vu tap trung va luu chuyén qua lai luu luong dir liéu s&
gitip cho cac mdy tinh nam trén cac switch khac nhau cé thé lién lac dugc
v6i nhau. Cac duong két ndi giita switch truy cap va switch phan phdi con
duoc goi 1a cac két nbi 1én (up-link) va sir dung cong nghé FastEthernet
100 BaseTX c6 bing théng 100Mbps. Trong twong lai, khi can ning cap
cac két ndi uplink thi co thé sir dung thay thé cong nghé 1000BaseT véi
toc 46 Gigabit
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Hinh 2-31: M4 hinh thiét ké

— Trong cau hinh v& mang may tinh cuc bd toa nha diéu hanh ¢ 1 switch
phan phdi c6 chirc ning dinh tuyén (layer 3 switch). Switch ndy co tac
dung chuyén luu lugng qua lai gitra cac switch truy cdp va mot nhiém vu
rat quan trong 1a dinh tuyén gitta cic LAN do. Bat ky mot switch truy cap
nao duoc két ndi dén switch phan phdi bang duong két ndi uplink
100Mbps va két ndi nady dam bao cung cp biang thong cho toan bd cac
may tinh két ndi dén switch truy cap. Switch phan phéi sir dung ¢ day la
thiét bi c6 nhiéu cong truy nhap 100Mbps . Cac switch truy cap cung cip
24 cong 10/100 Mbps dam bao bang thong nay cho timg may tram. Toan
bo toan nha s& c6 14 switch truy cap cung cip s cong tdi da cho khoang
336 may tinh . Néu s6 lugng mdy tinh trong toan bd toan nha phat trién 1én,
cac switch truy cap c6 thé cidm xép trong dé cung cap sé luong cong truy

cap nhiéu hon hoac cac phong ban c6 thé cam switch mé rong dé€ cung cap
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thém sb cong truy nhdp. Tuy nhién, viéc cim thém switch mé rong can
tuan thu nguyén tic vé viéc xay dung mang tranh tinh trang cdm thiét bi
mang (HUB, switch) mé rong tran lan va lam giam dang ké t6 do truy cap
cac may tinh cua phan mang ¢ xa khi tap trung nhiéu luu lugng tai ning
vao 1 switch truy cap va lam qua tai bang thong uplink tir switch do6 1én
switch phan phéi.

Cac switch truy cap duogc chia ra thanh hai nhom (goi 1a closet) v6i mdi
nhom 07 switch duoc dit tai 2 phong bao gdm 1 phong thong tin va 1
phong Trung tdm diéu hanh mang trén tang 3. Trung tdm diéu hanh mang
ciing 1a noi dat cac may chii ndi bo va switch phan phdi. Tir cac phong nay
¢6 cac phién dau cap UTP va cap dugc dua dén cic may tinh dat rai rac
trén nhiéu phong. Mdi mot nhom switch do d6 cung cép truy cap cho mot
nira cua toa nha .Thiét ké nay cho phép cac switch truy cdp cung cap duoc
du s cong cho cac thiét bi may tinh cta cac khoa, phong ban thoa min
diéu kién day cap tir mdi may tinh toi switch khong vuot qua 100m, Pay
1a giéi han d6 dai vat Iy khi st dung cap mang xodn UTP CATS5 hoic
CATS v6i cong nghé 10/100FastEthernet. Mdi mot switch truy cap c6 1
duong két ndi uplink 1én switch.

Khi x4y dung cac mang LAN 4o, k¥ thudt cho phép gan 1 cbng trén mot
switch bat ky vao mdt phan mang LAN riéng r&. Khi do, mdc du st dung
chung mot hé théng switch, chi c¢6 cac may tinh trong cing mot phan
mang LAN méi co thé nhan dugc cac goi tin gui qua lai cho nhau. Cé
duogc didu do 1a do switch s& kiém tra thong tin vé phan mang LAN v&i
mdi mot khung tin va chi giri dén cic méy tinh trong cting phan mang. Céc
két ndi uplink s& 1a cac két ndi trunking cho phép moi thong tin LAN do
duogc di qua. Chinh vi chi st dung trong 1 modi truong mang vat Iy nén cac
phén mang LAN phan chia logic nhu ¢ day goi la cac LAN 0. Trong hinh
v€ trén c6 miéu ta hoat dong cta cac phan mang LAN 4o. Vi du : thong tin
gilta cac may tinh trong phan mang LAN 1 s€ khong dugc nhan bdi cac
may tinh trong phan mang LAN 2 hodc phan mang may chii ndi bo. Néu
mubn di tir phan mang LAN 1 sang phan mang LAN 2 can di qua b dinh
tuyén ctia switch phan phéi. Tuong tu van d& véi viéc trao do6i thong tin

gitta mang LAN | v&i mang may chu dich vu.
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— Mang may chu dich vy ndi b tach roi trong mot phan mang LAN cho
phép bao mat tot hon va quan tri tap trung. Vi du : Khi c6 mot phong ban
nao d6 khong can truy nhap dén may chu dich vu noi bo thi switch phan
phdi s& ngian can khong cho lién lac giita phan mang LAN d6 véi phan
mang LAN danh cho cac may chu ndi bo va nguoi quan tri c6 kha nang
cho phép hoat dong qua lai giita cac LAN hodc siét chat an ninh, han ché
truy cdp voi cic phan mang quan trong. Nho céc wu thé vé cong nghé giup
gidm bdt ganh ndng quéan tri clla nguoi quan tri mang va tao ra dugc co
hoi phat trién manh mang ludi.

— Trong trudng hop cac khoa, phong, ban can phat trién tmg dung dic thu
cho noi bd khoa minh ciing cé thé dat may chu tap trung tai Trung tam
diéu hanh mang va str dung cong nghé mang LAN o dé dinh nghia may
cha két ndi trong phan mang nho danh cho khoa, phong, ban d6. Nhu thé
s& dam bao quan 1y thiét bi chung nhung van mém déo trong viéc phan
chia cap d6 quan tri mot cach tuong dbi doc 1ap va riéng ré.

— C6 thé xdy dyng mdt phan mang trung tdm mdy tinh tai khu may cha
trung tam dé tao diéu kién thuén loi cho cac can bo, gido vién co thiét bi
may tinh dé thyc hién truy cap mang lay thong tin trong truong hop can
thiét.

— Khi mang phat trién, dé ting cudng do tin cdy cta mang ludi va mo rong
ning luc mang, s& s dung 2 switch phan phdi va mdi switch truy cap
duoc két nbi dén 02 switch phan phdi bang 02 duong uplink. Cac switch
phan phdi ciing s& duoc két ndi v6i nhau theo mot thu tuc cho phép thay
thé 13n nhau hoat dong ctia chirc ning dinh tuyén trén cac switch.

Hé thong cap

Hé théng cap duogc chia thanh 02 phan. Mdi phan phy trach cung cip truy nhap
cho cac may tinh nam trong mQt nira toa nha. Do cac switch trong mét closet dat
cing voi switch phan phdi tai Trung tim diéu hanh mang ting 3 va cac switch
trong closet con lai dit trong 1 phong dit thiét bi trén cuing tang 3 nén cac cap ndi
uplink tir cac switch trong closet thir hai sang switch phan phdi sir dung cap UTP
25 d6i. Cac cap uplink tir cac switch trong closet 1 do ndm cing véi switch phan
phdi s& 1a cap nhay 4 doi. Tai cac phong dat cac thiét bi switch s& co cac patch

panel AMP véi 24 cong RJ-45/1 patch panel dé tap trung d4u nbi cho cap mang.
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Céap UTP ndi giita may tinh va switch truy cap la cap 4 doi kéo thing tir cac patch
panel AMP tai mot trong 2 phong dat thiét bi switch dén cac outlet riéng ré dit gan
trén tudong phong gan noi dit cic may tinh ctia ngudi sir dung. Do day cap co 4 d6i
nén cé thé sir dung 2 déi thira lam day du phong.

Quin Iy va cip phat dia chi IP

Mang may tinh thu vién 1a mang may tinh dung riéng, do vay sé dugc danh dia chi
IP trong dai dia chi IP ding cho mang dung riéng quy dinh tai RFC1918 (Bao gdom
cac dia chi tir 10.0.0.0 dén 10.255.255.255, 172.16.0.0 dén 172.31.255.255 va dia
chi 192.168.0.0 dén 192.168.255.255). S& lwong may tinh cho 1 segment mang
d6ng nhat duoc tinh bang mot phan 4 s6 lugng may tinh du tinh s& c6 trong toan
nha (Khoang vai chuc may tinh). Nhu vdy, c6 thé gan cho 2 segment may tinh
bang cac phan 16p class C dia chi IP tir class C 192.168.0.0 dén 192.168.255.0

Hé thdng cac may chu s& nam trong phan mang riéng va c6 dia chi IP gan trong
phan 16p dia chi 172.18.0.0. Dé c6 thé truy cp ra Internet, mot s6 cac may chu can
¢6 tinh niang che dau dia chi nhu Firewall hay Proxy va cac may chil nay can cd
dia chi IP that. Cac may tinh bén trong mang st dung dia chi cua cac may chu khi
két ndi ra Internet . Néu cac may chu can cung cap thong tin cho ngudi dung
Internet thi cAn phai danh lai dia chi IP cho cdc may chu nay 1a dia chi do IANA
cung cap.

Dé két nbi véi cac phan mang may tinh cua trudng va mang quc gia, can tuan thu
mot qui dinh dénh dia chi chat ché dé khoi sir dung tring ving dia chi mang dung
riéng. Co thé str dung cac k¥ thuat chuyén ddi dia chi NAT dé tranh xung dot dia
chi khi két n6i 2 mang.

Dé thuén tién cho cong vi¢c quan tri hé théng, cac thiét bi switch voi kha ning hod
trg DHCP va cung véi viée thiét 1ap méy chia DHCP, cic may tinh tram trong toa
nha sé duoc cép phat dia chi I[P mot cach tu dong va tin cdy.

2.5.2 XAy dung hé thong twong lira két noi mang véi Internet

Tiép theo, chiing ta m& rong quy md mang LAN cho nhiéu toa nha trong khuén
vién ctia mot to chirc, mot truong.

Mang may tinh cuc b s€ dugc két ndi voi phan mang truy cép Internet thong qua
Firewall. Firewall s& lam nhi€ém vu ngan chan va bdo mat cic may tinh thudc phan
mang ndi bd voi mang Internet phia bén ngoai. Nhu vay mot giao tiép mang cua
firewall s& két nbi v6i phan mang bén trong va 1 giao tiép mang s& két ndi véi

phan mang Internet cong cong.
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Hinh 2-32: M hinh twong lira két ndi mang LAN véi Internet

2.6 Tém tit chuong 2
Chuong nay trinh bay kién thirc vé LAN bao gom:

Kién tric mang:
CAu tric topd
Phuong phap truy nhép
Phén ha ting LAN:
Céc thiét bi két ndi mang, hé thong cap nbi.
Tap trung chil yéu vao cong nghé mang Ethernet, 1 cong nghé dugc dung phd
bién hién nay va trong twong lai gan.
Cong nghé Ethernet:
Nguyén ly hoat dong va cac déc tinh quan trong cia Ethernet
Ky thuat chuyén mach LAN
Phan cudi ciia chuong trinh bay phuong phap thiét ké mang LAN sir dung cong
ngh¢ Ethernet.
Thiét ké mang LAN:
M6 hinh thiét ké co ban
Céc budc phan tich va thiét ké
Minh hoa trong md hinh thuc té.
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3 Chuwong III - Mang WAN va thiét ké mang WAN

3.1 Cidc kién thirc co ban vé WAN.

3.1.1 Khai niém vé WAN

3.1.1.1 Mang WAN la gi ?

Wide Area Networks — WAN, la mang dugc thiét lap dé lién két cac may tinh
cua hai hay nhiéu khu vuc khac nhau, & khoang cach xa vé mit dja 1y, nhu gitra
cac quan trong mot thanh phd, hay giita cac thanh phd hay cac mién trong nudc.
bac tinh nay chi c6 tinh chat uge 18, n6 cang tréd nén kho xac dinh voi viée phat
trién manh cua cac cong nghé truyén din khong phu thudc vao khoang cach. Tuy
nhién viéc két ndi véi khoang cach dia Iy xa budc WAN phu thudc vao nhiéu yéu
t6 nhu: giai thong va chi phi cho giai théng, chi quan ctia mang, duong di cua
thong tin trén mang.

WAN c6 thé két ndi thanh mang riéng ctia mét to chire, hay c6 thé phai két ndi qua
nhiéu ha ting mang cong cong va cua cac cong ty vién thong khac nhau.

WAN c6 thé ding dudng truyén cé giai thong thay doi trong khoang rat 16n tir
56Kbps dén T1 véi 1.544 Mbps hay E1 véi 2.048 Mbps,....va dén Giga bit-Gbps
1a cac duong truc ndi cac qudc gia hay chau luc. O day bps (Bit Per Second) 1a mot
don vi trong truyén thong twong duong véi 1 bit duoc truyén trong mot gidy, vi du
nhu tdc d6 dudng truyén 1a 1 Mbps tirc 1a ¢6 thé truyén tdi da 1 Megabit trong 1
gidy trén duong truyén do).

Do su phtic tap trong viée xdy dung, quan 1y, duy tri cac dudng truyén din nén khi
xdy dung mang dién rong WAN ngudi ta thuong stir dung cac duong truyén duge
thué tir ha tdng vién thong cong cdng, va tlir cac cong ty vién thong hay cac nha
cung cap dich vu truyén s6 liéu. Tuy theo cdu triic cia mang nhiing dudng truyén
d6 thudc co quan quan 1y khac nhau nhu cac nha cung cép dudng truyén noi hat,
lién tinh, lién qudc gia, chang han & Viét Nam 1a cong ty Vién thong lién tinh —
VTN, cong ty vién thong qudc té - VTI . Cac dudng truyén dé phai tuan thu cac
quy dinh cua chinh phu cac khu vire c6 duong day di qua nhu: téc d6, viéc ma hoa.
Vi WAN duong di cia thong tin ¢6 thé rat phic tap do viée sir dung céc dich vu
truyén dir liéu khac nhau, ctia cac nha cung cip dich vu khac nhau. Trong qua trinh
hoat dong cac diém nut c6 thé thay d6i dudng di cta cac thong tin khi phat hién ra

c6 truc tric trén dudng truyén hay khi phat hién c6 qua nhiéu thong tin can truyén
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giita hai diém nét nao d6. Trén WAN thong tin c6 thé cd cac con dudng di khac
nhau, diéu d6 cho phép co thé str dung tdi da cac ning luc cia dudng truyén va
nang cao diéu kién an toan trong truyén dir liéu.

Phén 16n cac WAN hién nay duoc phat trién cho viéc truyén dong thoi trén duong
truyén nhiéu dang théng tin khac nhau nhu: video, tiéng noi, dir liéu...nhdm 1am
giam chi phi dich vu.

Céc cong nghé két ndi WAN thuong lién quan dén 3 tang dau ctia mo hinh ISO 7
tang. D6 1a tng vat 1y lién quan dén cac chuin giao tiép WAN, tang data link lién
quan dén cic giao thirc truyén thong ciia WAN, va mot s giao thirc WAN lién

quan dén ting mang. Cac quan hé nay dugc mo ta trong hinh 3.1
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Hinh 3-1: Céc chuén va giao thirc WAN trong mé hinh ISO 7 ting

3.1.1.2 Cc lgi ich va chi phi khi két néi WAN.

Xa hoi cang phat trién, nhu cau trao doi thong tin cang doi hoi viéc xur 1y thong tin
phai dugc tién hanh mot cach nhanh chéng va chinh xéc. Sy ra doi va phat trién
khong ngimg cua nganh céng nghé thong tin da gop phan quan trong vao su phat
trién chung d6. Vi su ra doi may tinh, viéc xir 1y thong tin hon bao gid hét da tro
nén dac biét nhanh chong voi hiéu suit cao. Diac biét hon nira, nguoi ta da nhan
théy viéc thiét 1ap mot hé théng mang dién rong - WAN va truy cép tur xa s€ lam
gia ting gap boi hiéu qua cong viéc nho viée chia sé va trao doi thong tin dugc
thuc hién mot cach dé dang, tic thi(thoi gian thuc). Khi d6 khoang cach vé mit dia
ly giita cac ving dugc thu ngin lai. Cac giao dich dwoc dién ra gan nhu tuc thi,

tham chi ta c6 thé tién hanh cac hoi nghi vién dam, cic ing dung da phuong tién...
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Nho ¢ hé thdng WAN va cac tmg dung trién khai trén do, thong tin duoc chia sé
va xir Iy boi nhidu may tinh dudi sy gidm sat cua nhidu ngudi dam bao tinh chinh
xac va hiéu qua cao.

Phan 16n cac co quan, cac td chire, va ca cac ca nhan déu da nhan thirc duoc tinh
uu viét cua xur 1y thong tin trong cong viéc thong qua mang may tinh so véi cong
viéc van phong duya trén gidy to truyén thong. Do vay, sém hay muén, cac t6 chirc,
co quan déu cb ging trong kha ning co thé, déu cb gang thiét 1ap mot mang may
tinh, dic biét 1a WAN dé thuc hién cac cong viéc khac nhau.

Véi su phat trién nhanh chong cua cong nghé thong tin, cong nghé vién théng va
k¥ thuat may tinh, mang WAN va truy cép tir xa dan trd thanh mot moi truong lam
viéc can ban, gén nhu 13 bit budc khi thuc hién yéu cau vé hoi nhap quéc té. Trén
WAN nguoi ding c6 thé trao ddi, xtr 1y dit liéu truyén thong thuan tiy song song
v6i thuc hién cac k¥ thuat méi, cho phép trao ddi dir liéu da phuong ti¢n nhu hinh
anh, &m thanh, dién thoai, hop hoi nghi,... qua d6 ting hiéu suat cong viéc, va lam
giam chi phi quan 1y ciing nhu chi phi san xuat khac.

Dic biét dbi voi cc giao dich Khach — Phuc vu(Client — Server), h¢ thong két nbi
mang dién rong tir caic LAN cuia van phong trung tdm (NOC) tdi LAN cua cac chi
nhanh(POP) s& 1a hé thong trao ddi thong tin chinh cua co quan hay t6 chirc . N6
gitip ting cudng va thay ddi vé chat cong tac quan 1y va trao ddi thong tin, tién
budc ving chic téi mot nén kinh té dién tr (e-commerce), chinh phu dién ti(e-
goverment) trong tuong lai khong xa.

3.1.1.3 Nhiing diém can chi y khi thiét ké WAN

Khi thiét ké WAN chung ta can chii y dén ba yéu to:

M&éi truomg: cac yéu t6 lién quan dén myc tiéu thiét ké nhu méi truong cia WAN,
cac yéu cau vé nang lyc truyén théng cia WAN(hiéu ning mang),kha ning cung
cp dong va cac rang budc vé dai thong, thoa min cac dic trung cua dir liéu can
trao do6i trén WAN, dic biét cac loai dir liéu can dam bao chét lugng dich vu nhu
dir liéu da phuong tién, dir 1iéu doi hoi dap ing thoi gian thuc nhu giao dich vé tai
chinh.

Mai truong cia WAN ¢ ddy duoc thé hién qua cic tham s6 nhur s6 lugng cac tram
lam viéc, cac may chu chay cac dich vy, va vi tri dat chiing, cac dich vu va viéc
dam bao chit lugng cac dich vu dang chay trén WAN. Viéc chon s6 lugng va vi
tri ddt cac may chi, cac may tram trong WAN lién quan nhiéu dén van dé t6i uu

cac luong dir liéu truyén trén mang. Chang han khu vuc nao c¢6 nhiéu tram lam
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viéc, chung can thyuc hién nhiéu giao dich v&i mét hay nhiéu may chu nao do, thi
cac may chu dé ciing can phai dat trong khu vyc d6, nham giam thiéu dir liéu
truyén trén WAN.

Yéu cau vé hiéu ning can dugc quan tim dic biét khi thiét ké cac WAN yéu cau
cac dich vu doi héi thoi gian thyc nhu VolP, hay héi nghi truyén hinh, giao dich
tai chinh,... Khi d6 cac gidi han vé toe do duodng truyén, do tré,... can duge xem xét
k¥, nhat 1a khi dung cong nghé vé tinh, v6 tuyén,...

Céc dic trung cua dit liéu cling can duoc quan tdm dé nham giam thiéu chi phi vé
giai thong khi két nbi WAN. Céc dic trung dir lidu dé cap ¢ day 1a dir liéu client/
server, thong di€p, quan tri mang, ... gidi thong nao dam bao chét lugng dich vu?
Céc yéu ciu k¥ thudt: nim yéu cau can xem xét khi thiét ké WAN d6 1a tinh kha
mo rong, tinh dé trién khai, tinh d& phat hién 15i, tinh d& quan 1y, hd tro da giao
thtrc.

— Tinh kha mé rong thé hién & van dé co6 thé mo rong, bod sung thém dich vy,
tang sd lwong ngudi dung, ting giai thong ma khong bi anh hudng gi dén
cAu tric hién c6 cia WAN, va céac dich vu da trién khai trén do.

— Tinh dé trién khai thé hién bang viéc thiét ké phan cap, mé dun hoa, khbi
ho& & muc cao. Cac khdi, cac md dun cia WAN doc 1ap mdt cach tuong
d6i, qua trinh trién khai c6 thé thuc hién theo timg khdi, tmg mé dun.

— Tinh dé phat hién 15i 1a mot yéu cau rat quan trong, vi ludng thong tin van
chuyén trén WAN rat nhdy cam cho cac t6 chic dung WAN. Viy viéc
phat hién va co 1ap 15i can phai thuc hién dé va nhanh ddi véi quan tri hé
théng.

— Tinh dé quan 1y dam bao cho ngudi quan tri mang lam chu duoc toan bd
hé thdng mang trong pham vi dia 1y rong hoic rat rong.

— HO trg da giao thirc co thé thuc hién dugc kha nang tich hop tat cic céc
dich vu thong tin va truyén thong cho mot to chirc trén cing ha tang cong
nghé thong tin, nham giam chi phi thiét bi va phi truyén thong, giam thiéu
tai nguyén con ngudi cho viéc van hanh hé thong.

An ninh-an toan: viéc ddm bao an ninh, xay dung chinh sach an ninh,va thuc

hién an ninh thé nao? ngay tir budc thiét ké.

3.1.2 Mot s6 cong nghé két ndi co ban diung cho WAN
3.1.2.1 Mang chuyén mach (Circuit Swiching Network)

» Giéi thi¢u
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Mang chuyén mach thuc hién viéc lién két gitra hai diém nut qua mot duong ndi
tam thoi hay gianh riéng gitra diém nat nay va diém nut kia. Puong ndi nay duoc
thiét 1ap trong mang thé hién dudi dang cudc goi thong qua cac thiét bi chuyén
mach.

Mot vi du cia mang chuyén mach 1a hoat dong cua mang di¢n thoai, cac thué bao
khi biét s6 cua nhau c6 thé goi cho nhau va c6 mot duong ndi vat 1y tam thoi dugce
thiét 1ap giira hai thué bao.

V6i mo hinh nay moi niit mang c6 thé két ndi véi bat ky mot nut khac. Thong qua
nhitng dudng ndi va cac thiét bi chuyén ding ngudi ta c6 thé tao ra mot lién két
tam thoi tir noi gui t6i noi nhan, két ndi nay duy tri trong sudt phién lam viéc va
dugc giai phong ngay sau khi phién 1am viéc két thuc. Dé thyc hién mot phién 1am
viéc can co cac thu tuc dﬁy du cho viéc thiét lap lién két trong d6 co viéc thong
bao cho mang biét dia chi ciia nat giri va nat nhan. Hién nay c6 2 loai mang

chuyén mach 13 chuyén mach tuwong tu (analog) va chuyén mach s (digital)

-_ O O

Searver % Sarvear

Tram lam wiéc 2

Modem Pool

Server

Hinh 3-2: Mb hinh két n6i WAN ding mang chuyén mach

> Chuyén mach twong tu (Analog)

Viéc chuyén dir liéu qua mang chuyén mach tuong tu dugc thyc hién qua mang
dién thoai. Cic tram trén mang su dung mot thiét bi c6 tén la modem
("MODulator" and "DEModulator"), thiét bj nay s& chuyén cac tin hiéu sb tir may
tinh sang tin hiéu twong ty co thé truyén dir lidu di trén cac kénh dién thoai va
nguoc lai bién tin hiéu dang twong tu thanh tin hiéu sd.

MGt minh hoa két ndi dung mang chuyén mach la két ndi qua mang dién thoai

PSTN, hay con goi 13 két ndi quay s6 (dial-up).
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Analog line

Local Bridge/ l Bridge/ Remote
LAN % Router — Modem Modem— poer —™ LAN

ANALOG CIRCUIT-SWITCHING

Hinh 3-3: M6 hinh két néi WAN ding mang chuyén mach twong tw
Keét noi PSTN
o Thiét bi:

Dung modem tuong tu loai truyén khong dong b, hay truyén dong bo, dé

két ndi thiét bi mang vao mang di¢n thoai cong cong.
e Phuong thirc két nbi:
Dung két nbi PPP tir may tram hay tir thiét bi dinh tuyén qua modem, qua

mang dién thoai cong cong.

e Két nbi don tuyén- dung 1 duong dién thoai.

Mang dién thoai CC
PSTH
Modem

Gatenvay 1 Gateway 2
Hinh 3-4: M hinh két n6i dung mét dwong dién thoai
Céc han ché khi dung két ndi PSTN:

Céc két nbi tuong tu (analog) thyc hién trén mang dién thoai cong cong va

cudc duoc tinh theo phat. Pay 1a hinh thic két ndi phd bién nhit do tinh
don gian va tién loi ctia nd. Tuy nhién chi phi cho no twong ddi cao cho cac
giao dich lién tinh va chét luong duong truyén khong dam bao tinh on dinh
thap, giai thong thap, tot da 56Kbps cho 1 duong. Hinh thic két nbi nay chi
phit hop cho céc chi nhanh ndi t6i Trung tAm mang trong cting mot thanh
phé, doi hoi bang thong thap va cho cac ngudi ding di dong, va cho cac két
nbi dung khong qua 4 gio/ngay.

o Két nbi bo(multilink — da tuyén)- ding nhiéu dudng dién thoai.
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fang dign thoal CC
PETH

Gateway 1

Gateway 2

hodam n Modem n
Hinh 3-5: M hinh két n6i dung nhiéu dwong dién thoai

Két ndi bé nhiam ting dung luong cta dudng truyén theo yéu ciu cua dich vu (dial

on demand)

> Mang chuyén mach sé (Digital)

Digital line
Local Bridge/ | [CSUI i CSU| [ Bridgel Remote
LAN - Router || DSU DSU [ Router ™ LAN
DIGITAL CIRCUIT SWITCHING
Hinh 3-6: M6 hinh két néi WAN ding mang chuyén mach s
Két nbi ISDN

Gioi thi¢u

Dich vu sb ISDN - Intergrated Services Digital Network: ISDN 1a mot loai
mang vién thong s6 tich hop da dich vu cho phép st dung cung mdt luc
nhiéu dich vu trén ciing mot duong day dién thoai thong thuong. Vi co sé
dién thoai ¢ dinh ha ting hién c6, ISDN 1 giai phap cho phép truyén dan
thoai, dir liéu va hinh anh téc do cao. Nguoi dung cung mot Iuc co thé truy
cap WAN va goi dién thoai, fax ma chi cAn mot duong day di¢én thoai duy
nhét, thay vi 3 duong néu ding theo kiéu thong thuong. Két ni ISDN c6
tbc d6 va chat luong cao hon hin dich vu két ndi theo kiéu quay sb qua
mang dién thoai thuong (PSTN). Tc do truy cap mang WAN co thé 1én
dén 128 Kbps néu st dung duong ISDN 2 kénh (2B+D) va tuong duong
2.048 Mbps néu st dung ISDN 30 kénh (30B+D).

Céc thiét bi dung cho két néi ISDN

ISDN Adapter: Két nbi v6i may tinh thong qua cac giao tiép PCI, RS-232,
USB, PCMCIA va cho phép may tinh két ndi voi mang WAN thong qua
mang da dich vu tich hop ISDN véi toc d6 128Kbps 6n dinh da dich vu va
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cao hon han so véi cac két ndi twong tu truyén théng ma tdc do toi da ly
thuyét 1a 56Kbps.

ISDN Router: Thiét bi nay cho phép két néi LAN vao WAN cho mdt sb
lwong khong gidi han nguoi dung. Thong qua giao tiép ISDN BRI, thiét bi
nay con co thé doéng vai trd nhu moét bo chuyén ddi dia chi mang ( Network
Address Translation) hodc mdt may chu truy nhap tir xa. Kha nang thiét lap
két néi LAN-to-LAN qua dich vu ISDN cho phép ndi mang gitta Vian
phong chinh va Chi nhanh hét strc thuan tién. Céng két ndi Ethernet téc do
10/100Mbps cho phép két nbi dé dang véi mang LAN. Cac tinh ning Quay
sO theo yéu cau (Dial-on-Demand) va Dai thong theo yéu cau (Bandwidth-
on-Demand) tu dong tdi uu hoa cac két ndi theo yéu cau cta nguoi ding
trén mang.

Cac dac tinh cta ISDN

ISDN duogc chia lam hai loai kénh khac nhau:

Kénh dir li¢u (Data Channel), tén k¥ thuat 1a B channel, hoat dong & tbe do
64 Kbps.

Kénh kiém soat (Control Channel), tén k¥ thuat 1a D Channel, hoat dong &
16 Kbps (Basic rate) va 64 Kbps (Primary rate)

Dt liéu cua nguoi dung s€ dugc truyén trén cac B channel, va dir li€u tin
hiéu (signaling data) dugc truyén qua D channel. Bat ké mot két ndi ISDN
¢6 bao nhiéu B channel, né chi co duy nhat mét D channel. Puong ISDN
truyén thong c6 hai téc d6 co ban 1a residential basic rate va commercial
primary rate. Mot vai cong ty dién thoai khong c6 dudng truyén va thiét bi
dau cudi thich hop cho dich vu tdc do co ban nén ho cung cép mot tde dod
co ban cb dinh, c6 gia tri trong khoang tir 64 Kbps dén 56 Kbps. Nhiing
bién thé nay hoat dong nhu mot B channel riéng biét.

Basic rate ISDN hoat dong véi hai B channel 64 Kbps va mot D channel 16
Kbps qua duong dién thoai thong thuong, cung cap biang thong dir lidu 1a
128 Kbps. Tdc d6 co ban dugc cung cip phd bién ¢ hau hét cac ving & My
va chau Au, véi gia gan bang véi dién thoai thuong & mot s6 ving. (¢ Pic,
duong ISDN hoat dong véi tbc do co ban, voi hai B channel 64 Kbps va
mot D channel 16 Kbps).

Primary rate hoat dong v&i hai muoi ba B channel 64 Kbps va mdt D

channel 64 Kbps qua mot dudng T1, cung cip bang thong 1472 Kbps.
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Primary rate dwa ra duong truyén quay s téc do cao, can thiét cho cac to
chuc 16n.

Poi khi ISDN adaptor bi goi 1a "ISDN modem" vi né ¢6 chirc ning quay sb
va trd 101 cudc goi trén duong day digital, nhu modem thuc hién trén duong
day analog. Tuy nhién, ISDN adaptor khong phai 1a modem vi khong thyc
hién chirc ning modulation/demodulation va viéc chuyén di tin hiéu giita
digital va analog (digital/analog conversion).

Panh gia khi ding két ndi ISDN

ISDN gom hai kiéu BRI va PRI, déu dit hon dién thoai thong thuong
nhung biang thong cao hon. Hién tai toc do cao nhat c¢6 thé cung cép tai Viét
Nam 1a 128 Kbps. Day 14 hinh thic két néi mang lién tinh tuong dbi ré so
v6i cac loai khac. Tuy nhién né doi hoi tong dai dién thoai phai hd tro két
n6i ISDN (Can phai khao sat trudc).

Mang kénh thué riéng (Leased lines Network)

Local
LAM

T1 dedicatad line

T l Remaote

-+ CalmEL - LAN &
Bridge!
Router

T3 Remote

] ZEUDSU = ane

DEDICATED SERVICES T

Ty dedicated line

Hinh 3-7: M6 hinh két néi WAN ding cac kénh thué riéng

Gidi thiéu

Cach két n6i pho bién nhat hién nay giira hai diém c6 khoang cach 16n van
la Leased Line (tam goi la dudng thué bao).

Vi ky thuat chuyén mach gilra cac nat cua mang (tuwong tu hodc sé) c6 mot
sO luong 16n dudng day truyén dir lidu, véi mdi duong day trong mot thoi
diém chi c6 nhiéu nhat mot phién giao dich, khi ) lugng céc tram su dung
tang cao nguoi ta nhan thay viéc sir dung mang chuyén mach trd nén khong
kinh té. P& giam bot s luong cac duong day két ndi giira cac nat mang

nguoi ta dua ra mot ky thuat goi 1a ghép kénh.
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Kénh don

Hinh 3-8: M hinh ghép kénh

Mo hinh d6 dugc md ta nhu sau: tai mot nat nguoi ta tdp hop cac tin hi¢u
trén clia nhidu nguoi sir dung ghép lai dé truyén trén mot kénh ndi duy nhét
dén cac nut khac, tai nit cudi nguoi ta phan kénh ghép ra thanh cac kénh
riéng biét va truyén t6i cac ngudi nhan.

C6 hai phuong thirc ghép kénh chinh 1 ghép kénh theo tan s6 va ghép kénh
theo thoi gian, hai phuong thirc ndy twong ng véi mang thué bao tuan tir
va mang thué bao k¥ thuat s. trong thdi gian hién nay mang thué bao ky
thuat s6 st dung k¥ thuat ghép kénh theo thoi gian v6i dudng truyén T dang
duogc sir dung ngay mot rong rii va dan dan thay thé mang thué bao tuan tu.
Phuong thirc ghép kénh theo tan sb:

Dé sir dung phuong thirc ghép kénh theo tan sb giita cac nat cia mang duoc
lién két boi duong truyén bang tan rong. Bang tin nay dugc chia thanh
nhiéu kénh con dugc phan biét boi tan s6 khac nhau. Khi truyén dir liéu,
mdi kénh truyén tir ngudi sir dung dén nit s& duge chuyén thanh mot kénh
con v6i tan sb xac dinh va dugc truyén thong qua bd ghép kénh dén nut
cudi va tai diy né duoc tich ra thanh kénh riéng biét dé truyén téi nguoi
nhan. Theo cac chuan ciua CCITT c6 cac phuong thirc ghép kénh cho phép
ghép 12, 60, 300 kénh don.

Nguoi ta c6 thé dung duong thué bao tuan tu (Analog) ndi giita may cua
ngudi sir dung téi nit mang thué bao gan nhat. Khi may cta ngudi sir dung
gui dit 1i€u thi kénh dir li¢u dugc ghép vdi cac kénh khac va truyén trén
duong truyén t6i nit dich va duoc phan ra thanh kénh riéng biét trude khi
gl t61 may cua ngudi s dung. Puong ndi giita may tram cia nguoi su

dung téi nit mang thué bao ciing gidng nhu mang chuyén mach tuan ty st
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dung duong day dién thoai v6i cac k¥ thuat chuyén dbi tin hiéu nhu V22,
V22 bis, V32, V32 bis, cac k¥ thuat nén V42 bis, MNP class 5.

Phuong thuc ghép kénh theo thoi gian:

Khéac v6i phuong thirc ghép kénh theo tan s, phuong thirc ghép kénh theo
thoi gian chia mot chu ky thoi gian hoat dong ciia dudng truyén truc thanh
nhiéu khoang nho va mdi kénh tuyén dir liéu dwoc mot khoang. Sau khi
ghép kénh lai thanh mot kénh chung dir liéu dugc truyén di twong ty nhu
phuong thirc ghép kénh theo tan s6. Nguoi ta dung dudng thué bao la
duong truyén k¥ thuat s ndi gitta may ctia nguoi str dung t6i nat mang thué
bao gan nhit.

Hé thong mang tin hiéu T-carrier duoc ding & Bic my tir 1962, dung ché
d6 phan chia thoi gian (Time Division Multiplexing - TDM) dé cung cap tin
hi€u thoai qua cac duong truyén 6. N6 duge thiét ké hoat dong trén hé
thng cap dong, cic dudng nay ciing duge dung dé truyén sb liéu hay cac
tin hiéu video. Tai mdi dau cudi trudc khi ndi vao thiét bj cua khach hang,
phai sir dung mot thiét bi dau cudi la CSU/DSU (Channel Service Unit/Data
Service Unit - CSU/DSU) dé ma ho4 dir liéu truyén. Thong thuong thiét bi
ciia khach hang 1a cac bo chuyén kénh(multiplexer) hay mot cau(LAN
bridge) dung cho viéc chuyén mach v6i T-carrier. N6 ¢6 thé mang tin hiéu
giong no6i dudi dang ma sb, khi d6 bang thong sir dung 1a 64 Kbps, gia tri
nay duge xac dinh theo dinh luat Nyquist va diéu bién theo mi xung Pulse
Code Modulation - PCM.

Theo dinh luat Nyquist tin hiéu giong néi phai duoc ldy 8000 mau trén giay.
Dung diéu bién PCM yéu ciu mdi mau phai biéu dién bang gia tri 8-bit.

miau bit

bit
———— = &4 Kbps

i 1
8000 = 54000 iy

giay T v
Tbc d6 64 Kbps dugc xac dinh nhu mot kénh truyén ky hiéu la DS-0
(Digital Signal level 0) cho hé théng T-carrier. Mdi kénh DS-0 duoc dung
cho mot kénh thoai.

Khi dung hé thong T-carrier cho truyén s6, mdi khung dir liéu 1a 193 bit,

8000 mau trén giay ta co:

P % 8000 2 - 1544000 —2N_ = 1.544 Mbps

khung g1y giay

193
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Tbc do 1.544 Mbps dugc goi 1a kénh T-1, nd béng 24 kénh DS-0, duoc ky
hi¢u 1a DS-1 (DigitalSignal level 1).

Hién nay nguoi ta co cac dudng truyén thué bao nhu sau :

Leased Line dugc phan 1am hai 16p chinh 1a Tx (theo chuan ctia My va
Canada) va Ex (theo chuan ctia chau Au, Nam My va Mehico), x 1a ma sb
chi bang thong (bandwidth) cua két ndi.

Thong s6 k¥ thuat cia cac dudng truyén Tx va Ex duoc liét ké trong bang

dudi.
Loai kénh Thong luong Ghép kénh
TO 56 Kbps 1 dudng thoai
T1 1.544 Mbps 24 duong TO
T2 6.312 Mbps 4 duong T1
T3 44.736 Mbps 28 duong T1
T4 274.176 Mbps 168 duong T1

TO/EO 1a trong duong v&i mét kénh truyén thoai don 1€, TO hoat dong & tde
d6 56 Kbps va E0 hoat dong & tdc 6 64 Kbps. S& di c6 sy khac biét vé tdc
d6 1a vi cac hé thong vién thong ¢ Bic My dung giao thirc truyén tin hiéu
cti hon, dam béo tao ra ché do su dung luan phién 8 bit. Cac may bién doi
cam tng dién tir (Magnetic inductance transformer) trén cong tic chuyén
mach dién thoai (phone switch) cii s& khong khoa cting (block) cac cong tic
chuyén mach luan phién (alternating switch) hién nay. Con chudn cua chau
Au sir dung 8 bit dé truyén tai thong tin do hé théng chuyén mach ¢ day
khong ding may bién ddi cam ung. TO va E0 tao nén tang cho céc dich vu
truyén s liéu téc d6 cao hon vi cac duong dién thoai tim xa (Telephone
trunk line - Thyc ra trong nganh vién thong, khai niém mdi két nbi duoc
chia lam 3 loai tach biét 1a trunk, channel va line, nhung do pham vi cua bai
viét va van dé thuat ngir khi dich ra tiéng Viét, ching t6i khong ban sau vé
su khac biét ctia 3 khai niém ndy, va s& c6 d6i chd dung chung cic khai
niém) déu co thé truyén cudc thoai duge sé hoa (digitized voice
conversation). TAt ca cic cong ty dién thoai déu tdi uu hoa dudng truyén
cua ho cho dich vu truyén thoai (voice service).

Bén canh viéc phén chia truc tiép cac murc d6 khac nhau cua dich vu E/T,
¢6 nhiéu duong truyén cung cip dich vu phan chia nhé hon, cho phép ngudi

dung dit thué mot sé luong bat ky cac kénh (channel) TO trong mot duong
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truyén T1 (tit nhién sd channel TO dit thué phai nho hon hoic bang sb
channel TO c6 trong mot duong T1), hoac dat thué cac channel T1 trong
mot duong truyén T3 (sd channel T1 dat thué phai nho hon hodc bang sb
channel TO c6 trong mot dudng T3). Vi du néu ngudi dung chi can (hodc
chi du tién dé tra) mot duong truyén khoang 336 Kbps, ho co thé thué 6
channel TO ctia mot duong truyén T1. Trong diéu kién d6, CSU/DSU
(Channel Service Unit/Digital Service Unit) cua nguoi dung phai c6 kha
ning hd trg cac kénh phan chia (fractional channel). Khi d6 cong ty dién
thoai s& tinh tién mot phan cta duong truyén T1 cho viéc phan chia mot
phan thong lugng dudng truyén ma ngudi dung sir dung. Didu nay thuong
duoc goi 1a committed information rate. Cac dudng leased line dugc gin
vao cbng tuan tu (serial port) cia may tinh hodc router thong qua mot
CSU/DSU.

Cac cong nghé xDSL

Gidi thicu

Viéc két ndi WAN duoc thuc hién dau tién dung modem tuong tu qua
mang dién thoai, dén nay phuong thirc ndy chi dimg lai ¢ téc do truyén tai
rat thap, t6i da 1a 56kbps/line , diéu nay di dugc cha dé ctia nganh 1y thuyét
thong tin Claude Shannon di dua ra gidi han dung luong cho kénh truyén
c6 nhiéu 1a 35 kbps va thyc té da dat dugc 33.6kbps. Han ché cua kénh
truyén dién thoai véi tdc to thong tin truyén s liéu do doi day cap dong
nhu nguoi ta nghi ma 1a khi qua mach ma héa PCM (Pulse Code
Modulation) ddy tan truyén dan chi cho qua cac tin hiéu tir 300hz dén
400hz. Sau nay Modem X2 cua hang US Robotics va modem cua hang
Rockwell duogc théng nhat boi tiéu chuan V90 cta ITU-T (lién minh vién
thong qudc t&) nhim muc dich lach khoi mach loc nay trong chiéu tir ISP vé
dén nguoi st dung (downtream) dat dugc toc d6 56kbps nhung tdc d6 chiéu
tir nguoi dung 1én ISP (uptream) van 1a 33.6kbps va ddy 1a tc d6 cao nhat
c6 thé dat duoc cua modem. Pén nay cai tién thanh chuian V92 thuc hién
két ndi nhanh hon. Khong dat dugc toc do nhu duong T1: 1544kbps hay
E1: 2048 kbps.

Dé vuge qua ngudng tdc d6 nguoi ta chuyén sang dung ky thuat sé xDSL.
Trén duong day dién thoai thi thuc té chi dung mot khoang tan s rat nho tir
0KHz dén 20KHz dé truyén dir liéu am thanh (dién thoai). Cong nghé DSL
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tan dung dic diém nay dé truyén dir liéu trén cung dudng day, nhung & tin
s6 25.875 KHz dén 1.104 MHz .

HDSL (High-speed DSL) 13 dudng truyén thué bao ky thuat sb toc do cao,
dat 1,544-2,048 Mbps va can dung t&é1 2 hoac 3 duong cép doi.
SDSL (Symmtric DSL) tuong ty nhu HDSL, nhung chi st dung mdt
duong cap va dung luong truyén dit liéu hai chidu bang nhau, dat khoang
1,544-2,048 Mbps.
IDSL (Intergrated Service Digital Network DSL) la mang tich hop dich
vu s0, ¢6 tdc d6 download va upload nhu nhau, dat 128 Kbps.

RADSL (Rate Adaptive DSL) diéu chinh toc d6 truyén theo chat luong tin
hiéu. Téc d6 download tir 640 Kbps t6i 2,2 Mbps va upload tir 272 Kbps t6i
1,088 Mbps.

CDSL (Consumer DSL) 1a mot phién ban ctia DSL, téc d6 download
khoang 1 Mbps va toc dd upload thi thap hon.

UDSL (Unidirectional DSL) 13 mot phién ban du kién sip dua ra ciia mot
cong ty & chau Au, tuong tu nhu HDSL.

DSL Lite (con goi la G-Lite) c6 tdc do dat 1,544-6 Mbps.

ADSL (asymmetrical DSL) 13 dudng truyén thué bao ky thuat sé khong
dbi xung, tbc dd download dat 1,544-8 Mbps, upload dat 16-640 Kbps.
VDSL (Very-high-bit-rate DSL) 1& duong truyén thué bao ky thuat sb tdc
do rat cao. Hién nay, VDSL 1a hinh thirc DSL dat tdc d6 cao nhat véi tdc do
download c6 thé dat 12,9-52.8 Mbps va upload 1,5-2,3 Mbps.
G.SHDSL(Single pair High bit-rate DSL) 13 tiéu chuan qudc té mdi vé
truyén dan trén doi cap don, DSL tdc do cao, duoc dua ra trong tiéu chuan
G.991.2 ciia ITU-T. Khong gidng nhu DSL khong d6i xing, duoc thiét ké
cho cac g dung ¢ khu vuc ma bang tan dudng xudng 16n hon bing tan
duong 1én. G.SHDSL la chuan dbi xting cho phép truyén véi téc do
2,3Mbit/s cho ca hai huéng. Do d6 GSHDSL thich hgp hon cho cac ung
dung thwong mai doi hoi bang thong tbc do cao ca hai huéng. G.SHDSL
tich hgp dwoc ca cac tinh ning tin ciy ciia cap dong hién hanh va truyén
thong toc do cao mang lai hiéu qua: nang cao toc do dit liéu, cu ly dai hon
va it tap am hon.

Céc dich vu kénh riéng, frame relay va Internet tai Bic My ngay nay chi

yéu sir dung téc do 1,544Mbit/s. K§ thuat ma hoa ludong T1 chuyén tir
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phuong phap mi hoa AMI/BSZS sang DSL téc d6 cao (HDSL) tir nhiing
nim 1990. Ludng T1 st dung md AMI/BSZS sir dung hai d6i cap (4 day)
voi cu ly bi gi61 han, do d6 doi héi nhiing bd 1dp trong pham vi tir 3000-
6000 feet (xap xi 1-2km) tuy thudc vao luu luong.

Trong khi d6 dé mua, 1ap dit va bao dudng cac bo 1ap T1 1a kha dat. HDSL
dua ra phuong phap diéu ché méi ma co s6 2 va mi co sd 4 (2 binary 1
quaternary) cho dudng truyén T1 do d6 cu ly truyén dan duoc nang 1én toi
9000 feet (3km) ma khong can bo 1ap. Vi thé cac cong ty dién thoai Bic My
da nhanh chong chuyén sang HDSL dé tiét kiém chi phi.

Tai chau Au va cac nuée khac, cac ung dung thuong mai chu yéu tai toc do
El 2,048Mbit/s. Chau Au ciing muén nidm uu thé cua DSL mang lai, ti€u
chuan da dugc Lién minh Vién thong qudc té ITU cong nhan, tinh ning k¥
thuat cuia G.SHDSL cho phép mé rong bang tan va giam nhiéu.

Ngay nay, cac dudong diy DSL & My chi yéu 1a DSL khong d6i xtng
(ADSL), k¥ thuét nay chi truyén s6 liéu & toc d6 384kbit/s vai cac dich vu
d6i xtng. Cac cong ty dién thoai vira va nho & Bic My dang chuyén sang
ung dung G.SHDSL cho céc dich vu Internet, cho phép truyén s6 lidu véi
toc do 1a 786kbit/s, 1,544Mbit/s va 2,3Mbit/s, cho phép giam cip dich vu
(service-level) ngang v6i cac dich vu T1 hodc E1 véi mirc cude hang thang
thap hon.

C6 4 yéu t6 cho 1am cho G.SHDSL dugc quan tim la:

Mot 1a dwoc tiéu chuiin hoa: Nhu ciu cua nén cong nghiép doi hoi téc do
truyén dan sé cao hon cho tng dung thwong mai. HDSL khong bao gid
duoc chép nhan nhu mot tiéu chuin quéc té. DSL dbi xtng dugc dua ra
kinh doanh vao cudi nhitng nim 1990 nhung chua bao gio tré thanh tiéu
chuan va gy tro ngai cho dich vu ADSL vi né khong twong thich voi phd
ciia ADSL (rat nhidu). G.SHDSL duoc dua ra dé trién khai Internet va cac
tmg dung co so ha ting T1/E1 béi vi né 1a tiéu chuan duoc qudc té hoa.

Hai 13 toc dd dir liéu dwoc cai thién: Chuan G.SHDSL cho phép toc do
truyén dan 1én toi 2,3Mbit/s (2 day) va 4,6Mbit/s (4 day) trong khi HDSL
ban dau chi cho phép tdc d6 1,544Mbit/s v6i 4 day. G.SHDSL cung cap tbc
do nhanh xép xi 3 1an, va khi so sanh véi cac dich vu HDSL2 va HDSL4
(1,544Mbit/s qua hai day hodc 4 day), va st dung bang tan hiéu qua hon.
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Ba la cu ly truyén din dworc cai thién: cy ly truyén din cia GSHDSL xa
hon HDSL tir 20% dén 30% tai cung toc do truyén dan. Ngoai ra khi k¥
thuat da lién két dugc str dung, G.SHDSL cho phép truyén xa gap hai lan
HDSL

Bon 12 bing pho twong thich: GSHDSL c¢6 phd tan tuong thich voi ADSL,
do d6 giam can nhiéu va xuyén am giita cac soi cap. Do d6 cac dich vu
G.SHDSL c¢6 thé dung chung véi ADSL trén cing mot doi cap ma khong
¢6 bat ky can nhidu ndo.

Vi nhiing 1y do trén ma G.SHDSL nhanh chdng tr& nén pho bién ¢ chau Au
va Bic My.

ADSL(Asymmetric Digital Subscriber Line): duong thué bao k¥ thuat s6
khong ddi xtimg 1a mot cong nghé méi nhét cung cip két ndi tdi cac thué
bao qua dudng cap dién thoai v6i tbe do cao cho phép ngudi sir dung két
ndi internet 24/24 ma khong anh huong dén viée sir dung dién thoai va fax.
Cong nghé nay tan dung ha ting cap dong dién thoai hién thoi dé cung cip
két nbi, tmyén dit liéu sb tdc d6 cao. ASDL 1a mét chuan duogc Vién tiéu
chuan qudc gia Hoa Ky thong qua nim 1993 va gan ddy di duoc Lién minh

vién théng qubc té ITU cong nhan va phat trién.

ADSL hoat dong nhwr thé nao?

ADSL hoat dong trén doi cap dong dién thoai truyén théng, tin hidu dugc
truyén boi 2 modem chuyén dung, mot modem phia ngudi ding va 1
modem phia nha cung cép dich vu két ndi. Cac modem nay hoat dong trén
dai tan s ngoai pham vi str dung ctia cac cudc goi thoai trén cap dong va co
thé cho phép toc do truyén dir liéu cao hon nhiéu so véi cac modem 56k
hién nay.

Mot thiét bi loc (Spliter) dong vai tro tach tin hi¢u dién thoai va tin hi¢u dir
lidu (data), thiét bi nay duoc lap dat tai ca phia ngudi sir dung va phia nha
cung cép két ndi. Tin hiéu dién thoai va tin hiéu DSL dugc loc va tach riéng
biét cho phép ngudi dung cung 1 lac c6 thé nhan va gii dir liéu DSL ma
khong hé 1am gian doan cac cudc goi thoai. ADLS tan dung ti da kha nang
ctia cap dong dién thoai nhung van khong 1am han ché dich vu dién thoai

thong thuong.
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Spliter tao nén 3 kénh thong tin: mot kénh tai dir lidu xudng toc do cao,

mot kénh day ngugc dir lidu véi tbe do trung binh va 1 kénh cho dich vu

dién thoai thong thuong. Pé dam bao dich vu dién thoai thong thuong van
duoc duy tri khi tin hiéu ADSL bi gidn doan, kénh tin hi€u thoai dugc tach

riéng khoéi modem k¥ thuat sd bai cac thiét bi loc.

Nhirng wu diém ctia ADSL:

O

Tbc do truy nhap cao: Téc d6 Download: 1,5 - 8 Mbps. Nhanh hon
Modem dial-up 56Kbps 140 lan. Nhanh hon truy nhap ISDN
128Kbps 60 lan. Toc d6 Upload: 64-640 Kbps.

Tbi wu cho truy nhép Internet. Téc d6 chiéu xudng cao hon nhiéu lan
so voi tbe do chiéu 1én. Vira truy nhap Internet, vira st dung dién
thoai. Tin hiéu truyén doc 14p so véi tin hiéu thoai/Fax do dé cho
phép vira truy nhép Internet, vira sir dung dién thoai.

Két nbi lién tuc: Lién tuc giit két ndi (Always on) Khong tin hiéu
ban, khong thoi gian cho.

Khong phai quay sb truy nhap: Khong phai thuc hién vao mang/ra
mang. Khong phai tra cudc dién thoai ndi hat.

Cudc phi tuy vao chinh sach ciia ISP: Thong thuong ciu tric cude
theo Iuru lugng sir dung, ding bao nhiéu, tra tién bay nhiéu.

Thiét bi dau cubi ré. 100 - 150 USD cho mot may don 1é. 400- 500
USD cho mét mang LAN (10-15 may).

Nhugc diém:

O

Su phu thudc cua tdc d6 vao khoang cach tir nha thué bao dén noi
dat tong dai ADSL (DSLAM). Khoang cach cang dai thi toc do dat
dugc cang thap. Néu khoang cach trén 5Km thi tc do s& xudng dudi
1Mbps. Tuy nhién, hién tai hau hét cac tong dai vé tinh ctia nha cung
cap (noi s& dat cac DSLAM) chi cach cac thué bao trong pham vi
du6i 2km. Nhu viy, su anh huong cua khoang cach toi toc do sé
khong con 1a van dé 16n.

Trong thoi gian dau cung cép dich vy, nha cung cép dich vu sé
khong thé dau tu cac DSLAM tai tit ca cac téng dai dién thoai vé

tinh (chi phi rat 16n) vi vy mot s6 khach hang c6 nhu ciu khong
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dugc dap tng do chua dat dugc DSLAM toi téng dai dién thoai vé
tinh gan nha thué bao. Nhu vy, trong thoi gian dau cung céap dich vu,
dich vu s& chi duoc trién khai tai cac thanh phé 16m, cac khu vuc tap
trung nhiéu khach hang tiém ning. Tuy nhién, khi s6 lugng khach
hang ting thi s& ting cudong sé luong DSLAM dé phuc vu khach
hang.
o ADSL dung k§ thuat ghép kénh phan tang rdi rac DMT, tan dung ca
3: tan sd, bién do, pha cua tin hi¢u song mang dé truyén tai dir liéu.
Qua trinh diéu ché:
Input Data --> Serial to Parallel Input Data Buffer --> DMT Symbol
Encoder --> Invert Fast Fourier Transform (IFFT) --> A/D
Tranceiver(Analog to Digital) --> Line Filter --> Output Data.

Dt li€u vao s€ qua bd dém dir li€u, tai day sé& tién hanh léy N mau va dua ra
N duong song song, chuyén dén bo ma hoa DMT.

B ma héa DMT tién hanh ghép N mau véi tin s6 song mang fi, tin hiéu da
diéu ché nay theo N kénh song song dén bo bién ddi fourier ngugce IFFT.
Bo IFFT thuc hién ghép céc song da diéu ché f1,£2,..fN thanh f0 sao cho
f1,2,..fN 1a cac hai cua 0. fO ltc nay 1a tin hi¢u thyc sy va duy nhat di vao
b bién d6i analog-->digital(A/D).

Bo A/D thyc hién bién ddi tin hiéu twong tu sang tin hiéu s6 dé phu hop voi
duong truyén.

Tin hiéu ra dén bd loc duong truyén dé giéi han bing thong(bandwidth),

loai bé nhiéu(noise) --> output data.

Qua trinh giai diéu ché: nguoc lai:

Input Data --> Line Filter --> D/A (Digital to Analog) --> Fast Fourier
Transform (FFT) --> DMT Symbol Encoder --> Parallel to Serial Data
Buffer --> Output Data

Cin ban vé cong nghé ADSL

ADSL 12 mét thanh vién ctia ho cong nghé két ndi modem téc do cao hay
con goi 1a DSL, viét tat ciia Digital Subscriber Line.

DSL tan dung hé théng cap dién thoai bang ddng c6 san dé truyén tai dir

lidu & toe do cao, tiét kiém kinh phi lap dat cap quang (fibre-optic) dit tién
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hon. Tat ca céc dang DSL hoat dong dya trén thuc té 1a truyén am thanh

qua duong cap dién thoai dong chi chiém mot phan bing thong rat nho.

DSL tach bang thong trén dudng cap dién thoai thanh hai: mét phan nho

danh cho truyén 4m, phan 16n danh cho truyén tai dit liéu ¢ toc do cao.

e Danh gia cac cong nghé xDSL

Loai Tén day du Download|Upload |Khoang [S6 duong|HS  tro
DSL cach * dién thoai|dién thoai
can *x
ADSL |Asymetric DSL |8Mbps 800Kbps [5500m |1 Céo
HDSL |High bit-rate| 1.54Mbps |1.54Mbps|3650m |2 Khong
DSL
IDSL  |Intergrated 144Kbps |144Kbps [10700m |1 Khong
Service  Digital
Network DSL
MSDSL |Multirate 2Mbps  |2Mbps  [8800m |1 Khong
Symetric DSL
RADSL |Rate  Adaptive|7Mbps IMbps [5500m |1 Co
DSL
SDSL  |Symetric DSL 2.3Mbps |2.3Mbps [6700m |1 Khoéng
VDSL |Veryhigh bit-rate[52Mbps |16Mbps [1200m |1 Co

DSL

* Khoang cach cap tir thué bao dén tong dai, néu nam trong khoang cach nay thi

c6 thé dung cong nghé xDSL.

** Kha nang dung dién thoai binh thuong khi xDSL dang hoat dong trén duong

cap.

Phan nay chung toi d& cap chu yéu vé cong nghé ADSL, 1a cong nghé moi

dang dugc dung phd bién . Pic biét 1a d6i v6i cac doanh nghiép thwong mai

dién tir va nén cong nghiép thong tin 1a nén tang tuwong lai cua moi nén kinh

té. ADSL néi riéng va broadband Internet ndi chung khién thuong mai dién

tor trd nén kha thi. Cac ctra hang trén mang co thé duoc thiét ké vé6i tinh

tuong tac cao hon, cach trinh bay san phdm hidp dan hon vé&i nguoi dung.
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Loai cira hang nay dé thiét ké, d& bao quan, gia thanh ré, két hop voi kha
ning tuong tac truc tiép véi nguoi ding s& gitp cho doanh nghiép nho co
thé canh tranh v&i cac co s 1on hon trén quy mé toan cau. Nén cong nghé
phﬁn mém cua Viétnam s& dat tinh canh tranh cao hon véi Internet bang
thong rong. Viéc phat trién, thim do va xam nhap thi truong ciing nhu nhan
don dit hang va giao san phdm s& tr& nén dé& dang hon va kinh t& hon rat
nhiéu.

3.1.2.2 Mang chuyén géi (Packet Switching Network)

Remaota
LAN A
Packet-
; f Packat- switching
Local .ug—i Egﬁ?:r = switching netw ork ——
LAN CSUDsU LAN B

PACKET-SWITCHING SERVICES

Hinh 3-9: Mb hinh két n6i WAN ding chuyén mach géi

Mang chuyén mach goi hoat dong theo nguyén tic sau : Khi mot tram trén mang
can guri dit liéu n6 can phai dong dir liéu thanh timg géi tin, cac goi tin d6 dugc di
trén mang tr nat nay téi nut khac to1 khi dén duoc dich. Do viée st dung k¥ thuat
trén nén khi mot tram khong guri tin thi moi tai nguyén ctia mang s€ danh cho céc
tram khac, do vay mang tiét kiém duge cac tai nguyén va co thé str dung ching
mot cach tot nhat.
Ngudi ta chia cac phuong thire chuyén mach géi ra lam 2 phuong thirc:

— Phuong thirc chuyén mach géi theo so d6 roi rac.

— Phuong thirc chuyén mach géi theo dudng di xac dinh.
Vé6i phuong thirc chuyén mach goi theo so dd roi rac cac goi tin dugc chuyén di
trén mang mot cach doc 1ap, mdi goi tin déu co mang dia chi noi glri va noi nhan.
Mdi niit trong mang khi tiép nhan géi tin s& quyét dinh xem duong di ciia goi tin
phu thudc vao thuat toan tim duong tai niit va nhimg thong tin vé mang ma nut d6
6. Viéc truyén theo phuong thic nay cho ta sy mém déo nhat dinh do duong di
v6i mdi goi tin trd nén mém déo tuy nhién diéu nay yéu ciu mot sd luong tinh
toan rat 16n tai mdi nit nén hién nay phan 16n cac mang chuyén sang ding phuong

chuyén mach goi theo dudng di xac dinh.
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> Phwong thirc chuyén mach géi theo dwong di xac dinh:

Truée khi truyén dir liéu mot duong di (hay con goi 1a duong di 40) duoc thiét 1ap
giita tram gui va tram nhan thong qua cac nut ciia mang. Pudng di trén mang s6
hiéu phan bi¢t voi cac duong di khéc, sau d6 cac goi tin duge gui di theo duong da
thiét 1ap dé t6i dich, cac goi tin mang s6 hiéu ca duong o dé cé thé duoc nhan biét
khi qua cac nut. Piéu nay khién cho viéc tinh toan duong di cho phién lién lac chi

can thuc hién mot lan.
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Hinh 3-11: Vi du phwong thirc dwong di xac dinh
> Két ndi ding ATM

e Gidi thiéu vé cong nghé ATM

Mang ATM (Cell relay), hién nay k¥ thuat Cell Relay dya trén phuong thure
truyén thong khéng dong bd (ATM) c6 thé cho phép thong lugng hang trim
Mbps. Pon vi dit liéu dung trong ATM dugc goi 1a té bao (cell). cac té bao
trong ATM ¢ d6 dai c6 dinh 1a 53 bytes, trong d6 5 bytes danh cho phan
chtra thong tin diéu khién (cell header) va 48 bytes chira dir liéu cua ting
trén.

Trong k¥ thudt ATM, céc té bao chira cac kiéu dix liéu khac nhau duge ghép
kénh téi mot dudng dan chung duoc goi 1a duong dan 4o (virtual path).

Trong duong din 4o d6 c6 thé gébm nhiéu kénh ao (virtual chanell) khac
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nhau, mdi kénh 4o dugc sir dung béi mot tmg dung nao d6 tai mot thoi
diém.

ATM da két hop nhiing déc tinh tdt nhat cua dang chuyén mach lién tuc va
dang chuyén mach géi, n6 cé thé két hop dai thong linh hoat va kha ning
chuyén tiép cao tdc va c6 kha niang quan 1y dong thoi dit liéu sd, tiéng noi,
hinh anh va multimedia tuong téc.

Muc tiéu cua ky thuat ATM la nham cung cép mdt mang ddn kénh, va
chuyén mach téc do cao, do tré nho dap ung cho cac dang truyén thong da
phuong tién (multimedia).

Chuyén mach cell can thiét cho viéc cung cip cac két ndi doi hoi bang
thong cao, tinh trang tit nghén thap, hd trg cho 16p dich vu tich hop luu
thong dir liéu 4m thanh hinh anh. Pic tinh téc do cao 1a dic tinh ndi bat
nhat ciia ATM.

ATM su dung co ciu chuyén mach dac biét: ma trdn nhi phan cac thanh to
chuyén mach (a matrix of binary switching elements) dé van hanh luu
thong. Kha niang vo hudng (scalability) 1a mot dic tinh cta co cdu chuyén
mach ATM. Pic tinh ndy twong phan tryc tiép voi nhitng gi dién ra khi cac
tram cudi duoc thém vao mdt thiét bi lién mang nhu router. Cac router co
ning suit tong cb dinh dugc chia cho cac tram cudi co két ndi véi ching.
Khi s6 lugng tram cudi gia ting, ning suét cua router twong thich cho tram
cudi thu nho lai. Khi co cdu ATM mé rong, mdi thiét bi thu tram cudi, bang
con duong ctia chinh né di qua bd chuyén mach bang cach cho mdi tram
cubi bang thong chi dinh. Bang thong rong dugc chi dinh ciia ATM véi dic
tinh c6 thé xac nhan khién né tré thanh mot ky thuat tuyét hao dung cho bat
ky noi nao trong mang cuc b cua doanh nghiép.

Nhu tén goi ctia n6 chi rd, ky thuat ATM st dung phwong phép truyén
khong dong bo (asynchronouns) cic t& bao tir ngudn t6i dich ciia ching.
Trong khi d6, & tang vat 1y nguoi ta co thé sir dung cac k¥ thuat truyén
thong dong bd nhu SDH (hodc SONET).

Nhan thire dugc vi tri chua thé thay thé duge (it nhat cho dén nhimng nim
dau cta thé ky 21) cua k§ thuat ATM, hau hét cac hang khong 16 vé may
tinh va truyén thong nhu IBM, ATT, Digital, Hewlett - Packard, Cisco
Systems, Cabletron, Bay Network,... déu dang quan tadm dac biét dén dong

san phdm huéng dén ATM ciia minh dé tung ra thi truong. C6 thé ké ra day
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mot s san pham d6 nhu DEC 900 Multiwitch, IBM 8250 hub, Cisco 7000
rounter, Cablectron, ATM module for MMAC hub.
Nhin chung thi truong ATM s61 dong do nhu cau thyuc su cua cac ung dung
da phuong tién. Sy nhap cudc ngay mot dong cua cac hing san xuat di lam
giam dang ké gia ban ctia cac san pham loai nay, tir 46 cang mé rong thém
thi truong. Ngay & Viét Nam, cac du an 16n vé mang tin hoc déu d3 duoc
thiét ké voi ha tang chap nhan duoc v6i cong nghé ATM trong tuong lai.

e (ac dac trung chinh cia cong nghé¢ ATM
Mang chuyén mach ATM 1a mang cho phép xt 1y toc do cao, dung lugng
16n, chét luong truy nhép cao, va viéc diéu khién qua trinh chuyén mach dé
dang va don gian. Pic tinh ciia chuyén mach ATM 1a & chd no thir nghiém
su bién ddi cua do tré té bao thong qua viéc st dung k¥ thuat ty dinh myén
cta 16p phan cimg, va c6 thé d& dang hd trg cho truyén thong da phuong
tién str dung dir liéu, tiéng néi va hinh anh. Hon thé nita, n6 c6 thé dam bao
viéc diéu khién phan tan va song song & muc do cao. Nhuoc diém cua hé
théng chuyén mach ATM 1a sy phirc tap ctia phan cimg va su ting thém cua
tré truyén dan té bao, va 1a su diéu khién phurc tap do viéc chirc ning sao
chép va xur 1y phai duogc thuc hién dong thoi.

e Danh gia khi dung ké ndi ATM
Khi mdi truong ctia xa hdi thong tin dugc hoan thi¢n, thi mang giao tiép
thong tin bing rong can thiét phai to ra thich nghi vdi cac tinh ning nhu toc
dd cao, bang rong, da phuong tién. Va vi vay phai tinh dén viéc thiét lap
mang thong tin toc d6 siéu cao & tam qudc gia.
Mang thong tin téc do siéu cao dd duya vao s dung cong nghé¢ ATM
(phuong thirc truyén tai khong dong bd) dé tao ra mang ludi qubc gia rong
khip véi tinh kinh té va hiéu qua cho phép cac nha cung cap dich vu cé thé
cung cép nhiéu loai hinh dich vu thong tin khac nhau.
Cong nghé ATM la cong nghé dang trén qua trinh hoan thién va chuan hoa,
nén viée trién khai nd can duoc nghién ciru chudn bj rat day du va chi tiét,
dé co6 kha ning duy tri va md rong.

> Két noi dung mang Frame Relay
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Organizational LAN

Service provider

Frame Ralay
port of entry

v

Frame Relay network

i PVC Frame Relay
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Router FRAD port of entry
FRAME RELAY ACCESS Frame Rolay —®
port of antry
FRAD
FRAD = Frame Ralay Access Davice B"('Qe’_
PVC = Permanent Virtual Circuit Router

Organizational LAN
Hinh 3-12: M hinh két ndi WAN dung mang Frame relay
Gidi thidu vé mang Frame Relay
Frame relay - mang chuyén mach khung:
Budc sang thap ky 80 va dau thap ky 90, cong nghé truyén théng c6 nhimng
budce tién nhdy vot dic biét la ché tao va st dung cap quang vao mang
truyén dan tao nén chét lugng thong tin rt cao. Viéc xir dung thu tuc hoi
dap X25 dé thuc hién truyén sb liéu trén mang cap quang ludn dat dugc
chat lwong rat cao, va vi thé khung truyén tir 128 byte cho X25 duoc mo
rong v6i khung 16n hon, thé 1a cong nghé Frame Relay ra doi. Frame relay
¢6 thé chuyén nhan cac khung 16n téi 4096 byte, va khong can thoi gian
cho viéc hoi dap, phat hién 16i va stra 16i ¢ 16p 3 (No protocol at Network
layer) nén Frame Relay c6 kha ning chuyén tai nhanh hon hang chuyc lan so
v6i X25 & cung toc do. Frame Relay rat thich hop cho truyén s lidu toc do
cao va cho két ndi LAN to LAN va ca cho 4m thanh, nhung diéu kién tién
quyét dé str dung cong nghé Frame relay 1a chat lugng mang truyén dan
phai cao.
Céc thiét bi dung cho két ndi Frame Relay
Co s& dé tao duoc mang Frame relay la:
o Céc thiét bi truy nhap mang FRAD (Frame Relay Access Device),
o Cac thiét bi mang FRND (Frame Relay Network Device),
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Puong ndi gitra cac thiét bi va mang truc Frame Relay, mo ta trong hinh v&

dudi day.
- | ‘_ _
| |
Frame
% FRALD FRND Relay FRMND FRAE%

| MNetwork | |
| FR | FR |

UNI UNI

Hinh 3-13: Mang Frame relay - mang chuyén mach khung

Thiét bj FRAD c6 thé 1a cac LAN bridge, LAN Router v.v...
Thiét bi FRND c6 thé 1a cac Toéng dai chuyén mach khung (Frame) hay
tong dai chuyén mach té bao (Cell Relay - chuyén tai tong hop cac té bao
cua cac dich vu khac nhau nhu am thanh, truyén s6 liéu, video v.v..., mbi té
bao d6 dai 53 byte, ddy la phuong thirc cua cong nghé ATM). Puong két
ndi gitra cac thiét bi 14 giao dién chung cho FRAD va FRND, giao thirc
nguoi dung va mang hay goi F.R UNI (Frame Relay User Network
Interface). Mang truc Frame Relay ciing tuong ty nhu cAc mang vién thong
khac co nhiéu tong dai két ndi v6i nhau trén mang truyén dan, theo thu tuc
riéng cia minh. Trong OSI 7 16p, 16p 3 - 16p network, Frame Relay khong
dung thu tuc gi ca (Transparent).

e (dc dac tinh cua Frame Relay
Nguoi st dung gui mét Frame (khung) di voi giao thire LAP-D hay LAP-F
(Link Access Protocol D hay F), chta thong tin vé noi dén va thong tin
ngudi str dung, hé thong s& dung thong tin nay dé dinh tuyén trén mang.
Cong nghé Frame Relay c6 mot uu diém dic trung rat 16n 13 cho phép
ngudi str dung ding tdc do cao hon mirc ho ding ky trong mot khoang thoi
gian nhat dinh , c6 nghia 1a Frame Relay khong c6 dinh d6 rong biang thong
(Bandwith) cho timg cudc goi mot ma phan phdi bandwith mot cach linh
hoat, diéu ma dich vu X25 va thué kénh riéng khong c6. Vi du ngudi st
dung ky hop ddng st dung vé6i toc do 64 kb, khi ho chuyén di mot lugng
thong tin qua 16n, Frame Relay cho phép truyén chiing & tbc do cao hon 64
kb. Hién twong nay duoc goi 1a "bung nd" - Bursting.
Thuc té trén mang 1udi rong 16n c6 rat nhidu ngudi sir dung voi vo s frame

chuyén qua chuyén lai, hon nita Frame Relay khong st dung thu tyuc stra 16
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va diéu khién thong luong (Flow control) & 16p 3 (Network layer), nén cac
Frame c6 15i déu bj loai bo thi vin dé cac frame duoc chuyén di ding dia
chi, nguyén ven, nhanh chéng va khong bi thira bi thiéu 14 khong don gian.
Pé dam bao dugc diéu nay Frame relay sir dung mot s giao thuc sau:
DLCI (Data link connection identifier) - Nhan dang duong néi data.
Ciing nhu X25, trén mot dudng nbi vat 1y frame relay ¢ thé cé rat nhidu
cac duong ndi 40, mdi mot dbi tac lién lac duoc phan mdt duong ndi a0
riéng dé tranh bi 1an, duoc goi tat 1a DLCL

CIR (Committed information rate) - Toc d6 cam két.

Pay 1a téc do khach hang dit mua va mang ludi phai cam két thudong xuyén
dat duoc tde do nay.

CBIR (Committed burst information rate) - Téc d6 cam két khi bung nd
thong tin.

Khi c6 lugng tin truyén qua 16n, mang ludi van cho phép khach hang truyén
qua tdc d6 cam két CIR tai téc do CBIR trong mot khoang thoi gian (Tc) rat
ngan vai ba gidy mot dot, didu nay tuy thudc vao do "nghén" cua mang
cling nhu CIR.

DE bit (Discard Eligibility bit) - Bit danh diu Frame c6 kha ning bi loai
bé.

Vé 1y ma noi néu chuyén cac Frame vuot qua toc do cam két, thi nhiing
Frame do s¢€ bi loai bé va bit DE dugc su dung. Tuy nhién cé thé chuyén
cac frame di voi toc d6 16n hon CIR hay tham chi hon ca CBIR tuy thudc
vao trang thai ciia mang Frame relay lac d6 c6 do nghén it hay nhiéu (Thuc
chat cta kha ning nay 1a muon do rong bing thong"Bandwith" ciia nhimng
ngudi st dung khac khi ho chua dung dén). Néu d6 nghén cua mang cang
nhiéu (khi nhiéu nguoi cling 1am viéce) thi kha ning riii ro bi loai bo cia cac
Frame cang 16n. Khi Frame bi loai bo, thiét bi dau cudi phai phat lai.

Do mang Frame relay khong c6 thii tuc diéu khién thong luong (Flow
control) nén do nghén mang s& khong kiém soat duogc, vi vay cong nghé
Frame relay st dung hai phuong phap sau dé giam do nghén va s frame bi
loai bo.

Str dung FECN (Forward explicit congestion notification):

Thong b4do do nghén cho phia thu va BECN (Backward Explicit Congestion
Notification)
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Thong bao d6 nghén vé phia phat . Thuc chit cua phwong phap nay dé giam

toc do phat khi mang ludi c6 qua nhiéu nguoi st dung cung lic.

théng tin di théng tin di
Phat e Thu
A BECN FECN B
Giam phit Bio bén phit
zufng giim zubng

Hinh 3-14: Nguyén 1y sir dung FECN va BECN

Sir dung LMI (Local Manegment Interface): dé thong bao trang thai
ngh&n mang cho cac thiét bi dau cudi biét. LMI 1a chuong trinh diéu khién
giam sat doan két ndi gitta FRAD va FRND.

Panh gia khi diung ké nbi Frame Relay

Hién nay nhu cau két néi WAN duoc dit ra va bién doi theo timg ngay, c6
rt nhiéu cong nghé duogc dua ra thao ludn va thir nghiém dé xay dung nén
tang mang ludi cung cap cac dich vu truyén sé lidu cho qudc gia. Theo xu
thé chung, tat ca cac dich vu thoai va phi thoai dan dan sé tién toi duoc st
dung trén nén ctia mang thong tin bing rong tich hop IBCN (Integrated
Broadband Communacation Network). Trén co s¢ mang IBCN, ngoai céac
dich vu truyén thdng vé thoai va truyén s lidu con c6 thé cung cip rat
nhiéu dich vu lién quan td1 hinh anh dong va dich vy tir xa nhu: truyén hinh
chat luong cao, hoi thao tmyén hinh, thu vién dién tir, dao tao tur xa, kénh
video theo yéu cau (video on demand)....

Qua trinh tién t6i mang IBCN hién tai co thé xem nhu c¢6 hai con duong:
Huoéng tha nhét 12 tr cac mang di¢n thoai tién toi xay dung mang sb da dich
vu tich hop ISDN (Integrated Service Digital Network) roi tién toi BISDN
hay IBCN. Hudng thir hai 14 tir cdc mang phi thoai tirc 13 cac mang truyén
sO lidu tién toi xdy dung cic mang chuyén khung (Frame-Relay) réi mang
truyén dan khong dong bd ATM (Asynchronous Transfer Mode) dé lam
nén tang cho IBCN.

Cong nghé Frame-Relay voi nhimg wu diém cta né nhu 1a mot cong nghé
s& duoc ing dung trén mang truyén sb liéu cta Viét nam trong thoi gian ti.
Theo sb liéu cua dién dan Frame-Relay thi nguyén nhan dé nguoi dung

chon Frame-Relay la:
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Két ndi LAN to LAN: 31%
Tao mang truyén anh: 31%
Tbc d6 cao: 29%

Gia thanh hop 1y: 24%

Dé dung, d0 tin cay cao: 16%

0O O O O O O

Xtr 1y giao dich phan tan: 16%

o Hoi thao video: 5%
R rang 1a cac ung dung trén Frame-Relay déu sir dung kha ning truyén sd
lidu tdc d6 cao va can dén dich vu bang tan rong co tinh dén kha nang bung
n6 luu luong (trafic bursty) ma & cac cong nghé cii hon nhu chuyén mach

kénh hay chuyén mach géi khong thé tao ra.

> Két ndi dung dich vu chuyén mach téc d6 cao (SMDS)

Gioi thigu
SMDS (Switched Multimegabit Data Service) mang chuyén mach téc do
cuc cao. Gidng nhu mang frame relay, né cung cap cac kénh ao(virtual
channels) véi tdc do thap nhat 1a T1(gan 1.5 Mbps) dén tdc d6 T3(gan 45
Mbps).
SMDS dung phuong phép truy nhap mang va giao dién theo chuin IEEE
802.6. khoang cach két ni ti da 1a 160 kilé mét(100 dim Anh).
SMDS dung coéng nghé té bao kich thudc ¢ dinh gan nhu ATM, nd
thuong cung cip dich vu dung téc d6 cao trén T-1, hay T-3 thuong 1 4, 10,
16, 25 and 34 Mbps.
Mang truc SMDS ¢6 téc do DS-3 (45 Mbps), OC-3 (155 Mbps) hd tro toc
d6 truyén SONET, va OC-12 (622 Mbps).
Dung SMDS rat ¢6 lgi cho cac g dung doi hoi tbc do cao nhu truyén anh,
thiét ké trg gitp bang may tinh(computer-aided design -CAD),xuét ban, va
cacimg dung vé tai chinh .
SMDS phii hop véi cac to chirc c6 cac dic trung sau:

o C6 nhiéu dia diém phan tan vé mit dja 1y, tai mdi dia dja diém déu

co LAN

o Cén trao doi thong tin & tde do cuc cao.

o Chép nhén dung truyén s6 liéu qua mang dich vu cong cOng.
Panh gia khi dung ké ndi SMDS
Viéc dung mang SMDS dé két ndi WAN chi gianh cho cac IXP 16n.
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> Két ndi ding chuin X.25

=

Device X

2 i

Device £

-

Device Y

X.25 link

== Remaote
4 devices

PAD z|v|x|z|v|x|z|v|x FAD

X.25 PACKET-SWITCHING

Hinh 3-15: hinh két néi WAN diing mang X25
Gioi thigu
Mang X25 dugc CCITT cong b 1an dau tién vao 1970, lac d6 linh vyuc vién
thong 1an dau tién tham gia vao thé gidi truyén dit lidu véi cac dic tinh:
X25 cung cip quy trinh kiém soat ludng giita cac dau cudi dem lai chat
lwvong dudng truyén cao cho du chat lwong mang ludi dudong day truyén
thong khong cao. X25 duoc thiét ké cho ca truyén thong chuyén mach 1an
truyén thong kiéu diém ndi diém. Puoc quan tAm va trién khai nhanh chong
trén toan cau.
Trong X25 ¢ chirc ning don kénh (multiplexing) ddi véi lién két logic
(virtual circuits) chi lam nhiém vy kiém soét 18i cho cac frame di qua. Piéu
nay 1am ting d6 phtc tap trong viéc phdi hop cac thu tuc giita hai tang ké
nhau, dan dén thong lugng bi han ché do tong phi xir Iy mdi goi tin tang 1én.
X25 kiém tra 13i tai mdi nit trude khi truyén tiép, diéu nay lam han ché tdc
d6 trén dudng truyén c6 chat luong rit cao nhu mang cap quang . Tuy nhién
do vay khdi lugng tich toan tai mdi nut kha 16n, d6i voi nhing duong
truyén cta nhimg nam 1970 thi diéu d6 14 can thiét nhung hién nay khi k¥
thuat truyén dan da dat dugc nhiing tién bo rat cao thi viéc d6 tré nén lang
phi. Do vay cong ngh¢ X25 nhanh chong tré thanh lac hau.
Panh gia khi dung ké ndi X.25

Hién nay khong con phil hop véi cong nghé truyén sé licu.
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3.1.2.3 Két néi WAN ding VPN
> Giéi thi¢u tong quan vé VPN
VPN (Virtual Private Network) 1a mot mang riéng dugc xay dung trén nén tang ha
tang mang cong cong (nhu 1a mang Internet). Mang IP riéng (VPN) 1a mot dich vu
mang c6 thé ding cho céc tmg dung khac nhau, cho phép viéc trao doi thong tin
mot cach an toan v6i nhiéu liwa chon két ndi. Dich vu nay cho phép céac to chirc
xay dung hé thdng mang WAN riéng c6 quy mé 16n tai Viét Nam.
Giai phap VPN cho phép nguoi st dung lam viéc tai nha hoac dang di cong tac &
xa ¢ thé thuc hién mot két ndi t6i tru s& chinh ctia minh, béng viéc su dung ha
tﬁng mang thong qua viéc tao 1ap mot két ndi noi hat téi mot ISP. Khi d6, mot két
nbi VPN s& duoc thiét 1ap giita ngudi ding voi mang trung tim ciia ho.
Két ndi VPN ciing cho phép céc t6 chirc két ndi lién mang giita cac NOC ciia ho
dat tai cac dia diém khac nhau thong qua cac két ndi truc tiép (Leased line) tir cac
dia diém d6 toi mot ISP. Piéu d6 giup giam chi phi goi duong dai qua dial-up va
chi phi thué duong Leased line cho khoang cach xa. Dit liéu chuyén di dwoc dam
bao an toan vi cac gbi dit liéu truyén thong trén mang da dugc mé hoa.
> Mot s giai phap ky thuit hay dung trong két néi VPN

— IPSec

— PPTP

— L2TP

> Mot s6 mé hinh WAN diing VPN
e DungVPN két ndi POP vé NOC

Eet noi VEN
Brucong ham

{qx Cd

hi nhanh Ket noi nai hat t6i ISP Tong hanh dinh
FOFP NGO

Hinh 3-16: M6 hinh WAN dung VPN ndi POP v6i NOC
e Dung VPN truy nhap vé POP hay NOC
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> Mot vai nhan xét khi sir dung VPN trong két néi WAN.

Han ché khi VPN dung cong nghé IPSec 1a 1am giam hi¢u ning clia mang vi trudc
khi giri goi tin di. dau tién, géi tin dugc ma hoa, sau d6 dong gbi vao cac goi IP,
hoat dong nay tiéu ton thoi gian va gay tré cho goi tin. Tiép theo gbi tin mdi duoc
dura vao trong mang cua nha cung cap dich vu.

Cac VPN gateway phai twong thich khi chung két ndi v6i nhau.

Puong ham VPN duoc tao ra trong khong gian mang khong dong nhat do dé rat

kho dam bao chat luong dich vu.

3.1.3 Giao thirc két n6i WAN co ban trong mang TCP/IP.

3.1.3.1 Giao thirc PPP

Giao thirc PPP(Point-to-Point Protocol) la giao thirc diing dé dong goi dix liéu cho
truyén thong diém diém. PPP 1a mot chuan dé gan va quan 1y dia chi IP, dong goi
di bo(asynchronous start/stop), ddng bd dinh hudng bit(bit-oriented synchronous),
giao thirc mang phan kénh(network protocol multiplexing), cdu hinh két ndi(link
configuration), kiém tra chat lugng két ndi(link quality testing),phat hién 18i(error
detection), bao gdm ca giao thic kiém soat tang két néi LCP(Link Control
Protocol) va giao thirc kiém soat ting mang NCP(Network Control Protocols)
phuc vu cho vi¢c lya chon dia chi tﬁng lién két, viéc nén dit liéu truyén, cling nhu
xac dinh cac cdu hinh tham sb cho tang lién két. PPP hd trg trong nhiéu bo giao
thirc khac nhau nhu: b giao thirc Intranet/Internet IP, b giao thue IPX - Novell's
Internetwork Packet Exchange, bd giao thitc DECnet,...

> Cac thanh phan ciia PPP

PPP cung cép phuong phép dé truyén cac khung dir liéu(datagrams) trén cac lién
két tuan tu diém - diém(serial point-to-point links). PPP ¢6 3 thanh phan chinh:

— HDLC - Phuong phéap déng goi cac khung dir liéu trén céc lién két diém -
diém.. PPP ding giao thic HDLC(High-Level Data Link Control
protocol) la co sé cho viéc dong goi nay

— LCP - dé 1ap c4u hinh va kiém tra két ndi - data link connection.

— NCP - dé 1ap céu hinh cic giao thirc ting mang(network layer protocols).
PPP duoc thiét ké dung cho nhiéu bd giao thirc mang khac nhau.

> Nguyén tic 1am viéc ciia PPP

e Giodi thiéu
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Pé lap két ndi qua lién két PPP, dau tién PPP giri khung LCP dé cu hinh
va kiém tra lién két dir lidu(data link). Sau d6 lién két duoc lap, PPP gii
khung NCP dé chon va cdu hinh cac giao thirc ting mang(network layer).

e Yéu ciu cua ting vat Iy
PPP c6 kha nang lam vi¢c voi nhiéu loai giao dién DTE/DCE,chéng han
nhu EIA/TIA-232-C (RS-232-C cii), EIA/TIA-422 (RS-422 cti), EIA/TIA-
423 (RS-423 cii), V.35. Yén cau tuyét ddi cua PPP 1a mach song cong
(duplex circuit), hoic mach chuyén dung(dedicated), hay chuyén mach
(switched), Cac mach nay co thé 1am viéc & ché do tuan tu bit di bd
(asynchronous) hay dong bo (synchronous bit-serial mode), trong sudt véi
cac khung PPP tang lién két (link layer). PPP khong bat budc mot han ché
gi vé toc d6 truyén trén DTE/DCE interface.

e Yéu cau cta ting PPP link
PPP ding cic nguyén tic, thudt ng, cau trac khung cta ISO(the
International Organization for Standardization) HDLC thu tuc (ISO 3309-
1979), duoc thay béng ISO 3309:1984/PDAD1
“Addendum 1: Start/Stop Transmission.” ISO 3309-1979 xac dinh cau tric
khung HDLC dung cho mdi trudng dong bo. ISO 3309:1984/PDADI thay
cho ISO 3309-1979 dung cho mdi trudng di bo. Thu tuc diéu khién PPP
ding dé xac dinh ma hoa trudng diéu khién dugc chuan hoa trong ISO
4335-1979 and ISO 4335-1979/ Addendum 1-1979. Qui cach khung dir li¢u
PPP gbm 6 truong dugc mo ta dudi ddy:

Figld l=ngth,
Ll i 1 i z Variabls Zard

Flag |[Address| Contral Protocol Diata FCS

Céc truong trong khung PPP gom:
o Flag - Trudong co 1 byte xac dinh bat dau hay két thuc cua 1 khung,
g6m mot chudi nhi phan 01111110.
o Address - Truong dia chi 1 byte gdbm mot chudi nhi phan 11111111,
dia chi broadcast chuan, PPP khong géan dia chi tram riéng.
o Control - Trudng diéu khién 1 byte gdm mot chudi nhi phan
00000011, ma né diéu khién viéc truyén cac khung dir liéu khong

tuan tu.
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o Protocol - Truong giao thuc 2 byte xac dinh giao thure dong goi cua
khung.
o Data - c6 thé 13 0 hodc nhiéu byte, gid tr1 mac dinh 1a 1500 byte.
o Frame check sequence (FCS) - Chudi kiém tra khung 16 bit (2
byte). Cho phép PPP phat hién 16i
e Giao thitc diéu khién PPP link LCP
PPP LCP cung cdp phuong phap 1ap, ciu hinh, duy tri va két thuc két ndi
diém-diém(point-to-point).
LCP trai qua 4 pha khac nhau:
Pha dau 1ap va c4u hinh két ndi, truée khi truyén dit liéu LCP mo két ndi dé
cau hinh, x4c 1ap cac tham s6 két ndi . Khi pha nay két thuc khung xac lap
c4u hinh da dugc gui va nhan, do d6 cling xac dinh luén dugc chét luong
két nbi .
Pha xé4c dinh chat lrong két ndi.
Pha céu hinh tﬁng mang NCP lam viéc khi chét luong két ndi xac nhan la
dam bao
Pha cubi 1a két thuc, khi chit lugng két ndi khong dam bao hay két thuc
truyén.
e PPP trong két néi WAN

Céc két néi WAN trong mang IP, IPX hay DECnet déu ding PPP.

3.1.4 Cac thiét bi dung cho két néi WAN

3.1.4.1 Router (B$ dinh tuyén)

ba dugc trinh bay trong muc 2.1.2.

3.1.4.2 Chuyén mach WAN

» Khai niém

Phuong phap chuyén mach WAN 14 qua nha cung cap dich vu vién thong thiét lap
va duy tri mach dung riéng cho mdi phién truyén thong. Mot minh hoa cho
chuyén mach WAN la mang chuyén mach sb da dich vu ISDN(Integrated Services
Digital Network).

Thiét bi chuyén mach WAN(WAN switch) 1 thiét bi nhiéu cong lién mang
(multiport internetworking device) dung trong cdc mang vién thong nhu Frame
Relay, X.25, va SMDS, n6 hoat dong ¢ ting data link. Chang han chuyén mach
WAN da dich vu B-STDX cua Lucent st dung cong nghé Fram Relay, IP va cac
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dich vu ATM. Hay b0 chuyén mach DSLAM dung trong cong nghé¢ ADSL,

G.SHDSL.
WAN Switch WAN Switch

Router

WAN Switch WAN Switch
Hinh 3-17: B chuyén mach WAN

> Ly do dung chuyén mach WAN
Chuyén mach WAN duoc ding dé cung mét lic duy tri nhiéu cau ndi gitra cac
thiét bi mang, do vay ttrc thoi tao dugc loai dudng truyén xuwong sdng (backbone)
ndi tai tbc d6 cao theo yéu cau. Chuyén mach WAN c6 nhiéu cong, mdi cong cd
thé hd tro mot tuyén thué bao riéng véi toe do theo yéu cau.
3.1.4.3 Access Server
» Khai niém
Access server 1a diém tap trung cho phép két nbi WAN qua cac mang dién thoai
cong cong cong(PSTN), mang da dich vu s6(ISDN), hay mang dir liéu cong cong
(PDN).
Nguoi dung tir xa, hay mang LAN xa qua modem ndi vao mdt trong cac mang trén
déu co thé truy nhap vao mang cua minh qua access server.
Access server co nhiéu loai, va c6 thé phan nhiéu cip nhu c6 kha ning tich hop
nhiéu modem trong cting mot thiét bi, co kha nang tich hop nhiéu trung ké, c6 kha
ning ghép nhiéu kénh truyén dan,...
Chang han thiét bi CVX 1800 cuia hing Nortel c6 thé cung cip 2688 modem trén
mot thiét bi do vay co thé cung lac két ndi 2688 dudng. Co giao tiép WAN dé lam
nhiém vu chuyén mach WAN khi két ndi v6i cac mang dir liéu cong cong PDN.
Két nbi voi mang dién thoai cong cong PSTN né dung giao tiép DS1, DS3 hay El.
Két nbi voi cac tong dai TANDEM no c6 bd chuyén mach ghép kénh theo thoi
gian (TDMS - time division multiplexing switch).
Dung linux box va 1 vi multiport ciing ¢ thé tao ra 1 access server dung cho truy

nhédp qua mang dién thoai cong cOng.
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Hinh 3-18: Access server hd tr¢ truy nhip téng hop
> Hoat dong ctia Access Server
Access server 1am nhiém vu chd két ndi tir xa dén, va tu nd co thé quay s6 dé két
nbi vai access server khac. Khi ngudi ding tir xa, hay mang xa két ndi vao access
server , néu duoc phép thi c6 thé dung cac tai nguyén mang dang két ndi voi
access server ny, hay access server nay 1a mot tram chuyén tiép dé két ndi di tiép.
» Ly do phai dung Access Server:
Két n6i WAN, truy nhdp tir xa dung access server 13 giai phap don gian, tiét kiém
chi phi nhat.

Nﬁlm Modem

Remote users/
Intermet users

Web server

Mang Intemet/
|ntranat = Acounting

ISDN DVV el

Telecommuter

Rriiiiar Access Server

Mail sarver

Hinh 3-19: Access server hd trg truy nhip vao internet/intranet

3.1.4.4 Modem

Modem 14 tir ghép ctia MOdulator/DEModulator (Piéu ché/giai diéu ché), chuyén
tin hiéu digital tir may tinh thanh tin hiéu analog dé c6 thé truyén qua, duong dién
thoai. Con modem & dau nhén thi chuyén tin hiéu analog tr¢ lai thanh tin hiéu

digital cho may tinh tiép nhan cé thé hiéu duoc.
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Modem truyén s6 liéu theo tdc d6 chudn, biéu hién bang don vi bit truyén trong
mot gidy (bits per second - bps) hodc do bang bét (baud rate). V& mat ki thuat thi
bps va baud khac nhau, nhung viéc ding baud thay cho bps di qué phd bién nén
hai don vi nay c6 thé thay thé cho nhau.
Néu xét vé toc d6 thi cang nhanh cang tét. Vi du truyén mot file 300K qua modem
c6 téc do 1a 2400 bps thi mat khoang 22 phut, con véi modem 9600 bps chi mat
5,5 phut. Uu thé vé téc do cang thé hién rd khi truyén hodc nhéan thong tin khoang
céch xa. Tai Viét Nam, nhét 13 & cac thanh phé 16n chat lugng duong truyén rat tdt
nén thuong dat dugc téc do cao nhat upload 1a 33.6 Kbps, download 1a 56 Kbps.
Vao thoi diém hién nay, modem c6 kha nhiéu thuong hiéu nhu Origo, Pine, Intel,
Acorp, Vern, GVC, Creative, Prolink, Creative va US Robotics, phé) bién nhit 1a
hai chuan V90 va V92.
Modem loai gan trong (Internal) 1a mot vi dung dé cam vao mot khe(slot) trong
may PC.
Loai dung cho modem tich hgp trén mainboard, 1a ban mach dugc thiét ké tich hop
luén trén PC, do @6 PC co céng cam line dién thoai vao.
Loai modem gin ngoai (External) thong qua cong COM hodc USB khéa phong pht
vé chung loai, cac thuong hi¢u co tiéng nhu US Robotics (56K, V90,Voice, dung
chip 3COM), Creative (USB, V90/92), Hayes Accura 56Kbps V92 - External
(Com Port).
Modem loai PCMCIA (3COM, CNET, XIRCOM) dung cho may tinh xach tay
cam qua cong PCMCIA.
Theo kinh nghiém sir dung chat luong cac loai modem trong(internal) khong dam
bao, chi dung dugc trong khoang thoi gian bao hanh (12 thang), sau khi hét bao
hanh vai tuan hay tham chi sém hon la bét dau c6 truc tric. Loai modem ngoai
(Ext) chét lugng dam bao hon, c6 kha nang két ndi voi tde do cao, nhit 1a nhiing
loai modem cua cac hang ndi tiéng nhu US Robotics, Creative (USB, V90/92),
Hayes Accura 56Kbps V92.
> Gi6i thiéu mdt s6 chuin phd bién ma cac modem dang dung: V42, X2,
K56Flex,V90 va chuin V92
e Chuan V90:
Trude khi cong ngh¢ V90 ra doi thi cong nghé K56Flex va x2 1a hai cong
nghé ma hai nha san xudt modem hang dau dua ra. Cong nghé K56Flex 1a

do cong ty Lucent Technologies va Rockwell Semiconductor Systems phdi
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hop. x2 1a cong ngh¢ do 3Com Coporation/US Robotics. Ngoai hai cong
nghé K56Flex va x2 thi loai modem nao c6 hai chuén nay thi co thé dat
duoc toc do két ndi nhanh hon tée do 33.6Kbps. Modem str dung cong nghé
K56Flex hoac x2 khong thé dat duoc tdc do tai nhanh tir nhiing nha cung
cap dich vy khi modem ta dang st dung mot cong nghé khac ngoai
K56Flex va x2. Piéu nay c6 nghia 1a nha cung cap dich vu ma ta két nbi
vao ciing phai hd trg chuian K56Flex va x2. V90 trude day duoc biét dudi
dang V.pcm, n6 13 k¥ thuat diéu ché xung. Sau nay hai chuan nay dugc
thiét 1ap lai thanh mét chuén ma tt ca cac modem khéc c6 thé hiéu duge va
tuong thich trén toan cau.

Chuan V92:

Sau khi cho ra doi chuan V90 duoc hai nam, to chic ITU-T cho ra doi
chuan V92. Pay 1a thé hé tiép theo cua modem twong ty. Chuin niy s&
dugc thong qua mot chinh thirc tir ndm 2000.

Chuén V92 ¢6 thém 3 chirc ning so voi chudn V90 nhu: két ndi nhanh,
chung ta chi can mot nira thoi gian so véi trude dé dial-up; nhd duge nhimng
cudc dién thoai goi dén, chirc ning nay cho phép nhan mot cude dién thoai
goi dén trong khi modem dang st dung; kha ning diéu ché xung nguoc cé
thé ddy manh lién két nguoc chiéu 1én t6i 48kbit/s.

Két ndi nhanh 1a mot vu diém dic biét vai nguoi dung, thoi gian két ndi rat
ngan xudng con 10 gidy, diéu nay rat co ¥ nghia khi chuan V90can t6i 20
gidy. Tinh niang két nbi nhanh, duy tri cdc tham sé duong truyén cho nhiing
diém truy nhdp chung, nhu 1a ty 1 tin hiéu va nhidu, tin sé xuat hién cu tra
101 & ma giam di dwoc nhiing thoi gian thim do vi vay tiét kiém duoc thoi
gian. Cong ty Conexant noi rang s& nghién ctru dé giam thoi gian két ndi
Xuéng con 5 gidy. Nh¢ dugc nhitng cudc dién thoai goi dén. Chuc nang nay
c6 thé bao vé su két ndi modem 1én tdi 16 phut, trong khoang thoi gian d6
mot cudc dién thoai goi dén s& duoc phét hién khi modem dang dugc s
dung. Chic ndng nay dugc dua trén mot phién ban modem cua hang NTT
v6i chirc nang "Bit cudc goi". Chirc ning nay duoc ngudi diung quan tim
nhiéu, dic biét 1a & My, & do trong toan bo thoi gian két ndi thi c6 thé xay
ra nhitng cudc goi véi mat ty 1€ cd dinh, & Nhat thi van dé nay con phu

thudc vao cac nha cung cap dich vy, va phan mém chuyén do6i ky thuat so6
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dic biét phai dugc cai dit boi mot hing truyén thong. Lién két nguoc chiéu
1én t&i 48kbit/s
Céc cai tién d3 1am cho dit liéu duoc truyén véi toe do cao trén lién két
nguoc chidu tir nha t6i tong dai. Nguoi ta sir dung ky thuat gidng nhu su
diéu ché mi hoa xung (PCM) dé cho ting tdc do tir 33.6 kbit/s trong
modem 56k 1&n 48 kbit/s.

¢ Chuan V42:
Giao thirc V42 c6 thém LAPM ( Link Access Protocol) va MNP 1-4. Khi
hai modem bit tay & ché do V42 thi no str dung giao thic LAPM dé diéu
khién nhitng dir liéu bi 15i va s& yéu cau modem phat truyén lai nhing khdi
dit liéu bi 15i. Néu mét trong hai modem hd tro chuin V42 va modem con
lai chi hd trg MNP thi modem kia s& thuong lugng dé sir dung MNP. Ca hai
truong hop trén thi qué trinh stra 1 trén duong truyén hoan toan ty dong va
khong yéu ciu bét cir phdn mém nao hay chuyén gia méi st dung duoc.

e Chuan V42BIS:
Giao thirc nay sé& sir dung MNP Level 5 dé twong xtng dir liéu, diém khac
biét 1a khéi lwong dir lidu dugce nén bao nhiéu. Giao thirc V42 thudng nén
dir li€u o ti I¢ 4:1 phu thudc vao loai tap tin dugc guri. Nhitng tap tin hay dir
liu da duoc nén sin nhu 1a PKZIP, GIF hay JPG thi ti 1 nén khong biét s&
dugc modem nén nira hay khong, n6 s€ phu thuoc vao hé théng nén cua
modem.
NTU - Thiét bi két cudi mang (Network Terminal Unit) 1a thiét bi dat tai
cac diém két cudi mang, thyc hién chiic nang két ndi tin hiéu va chuyén ddi
giao dién giira kénh truyén dan truy nhap mang véi thiét bi dau cudi thué
bao.

3.1.4.5 CSU/DSU
CSU/DSU (Channel Service Unit/Data Service Unit) 1a thiét bi phan ctng tai cac

diém dau cudi cua cac kénh thué riéng. NO lam nhiém vu chuyén dir liéu trén
duong truyén thong WAN sang dit liéu trén LAN va nguoc lai. Thiét bi nay ding
dé két ndi WAN khi dung cac kénh thué riéng.

CSU/DSU dung cac giao dién chudn RS-232C, RS-449, hay V.xx

3.1.4.6 ISDN terminal Adaptor

La thiét bi dau cudi dé két nbi PC hay LAN viao WAN qua mang ISDN.
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3.1.5 Panh gia va so sinh mdt s6 cong nghé dung cho két néi WAN.

Vi nhu cau doi hoi ngay cang cao clia xa hoi nén van dé xem xét danh gia ky
thuat trong mang 1a mdi quan tdm hang dau cuia cac nha phan tich va thiét ké mang.
Chang han mot yéu cau phd bién nhu lam thé nao dé truy xuat thong tin mot cach
nhanh chéng va ti wu nhat, trong khi viéc xtr Iy thong tin trén mang qué nhiéu doi
khi c6 thé lam tic nghén trén mang va giy ra gian doan thong tin mot cach dang
tiéc.

Hién nay viéc lam sao c6 dugc mot hé théng mang chay that tdt, that an toan véi
chi phi hop ly, va mang lai l¢1i ich kinh té cao, dang rat duoc quan tam. Mdt van dé
dat ra co rat nhiéu giai phap vé cong ngh¢, mdi giai phap cé rat nhidu yéu t cau
thanh, trong mdi yéu t6 c6 nhiéu cach lya chon. Nhu vay dé dua ra mot giai phap
hoan chinh, phu hop thi phai trai qua mot qué trinh chon loc dua trén nhitng uu
diém cuia timg yéu 6, timg chi tiét rat nho. Trong thiét ké WAN thi cong nghé két
nbi 14 vin d& co ban nhat can dugc xem xét, danh gia va lwa chon hop 1y.

Dé giai quyét mot van dé phai dya trén nhitng yéu cau dit ra va dya trén cong
nghé dé giai quyét. Nhung cong nghé cao nhat chua chic 1a cong nghé tot nhat, ma
cong nghé tot nhat 13 cong nghé phu hop nhat voi yéu cau dit ra va didu kién thuc
té.

> Két n6i PSTN(mang dién thoai cong cong)

Két ndi WAN qua mang dién thoai cong cong c6 uu diém la don gian, dé thuc hién,
nhung nhuoc diém 16n nhat 1a han ché vé téc do, va do tin cay thép. Chi dung hi¢u
qua cho céac thué bao c6 thoi gian két nbi dudi 4 gid/ngay.

> Két néi ISDN(mang dich vu tong hop)

Két ndi WAN qua mang da dich vu s6 ISDN ¢6 vu diém la 6n dinh hon qua mang
dién thoai cong cdng, nhung lai chiu chi phi cao hon, va la loai két ndi khong phé
bién. Chi thyc hién duoc tai cac dia phuong ma tong dai hd trg dich vu ISDN.

> Kétnéi FRAME RELAY

Hién nay ¢ Vi¢t nam, voi mot mang ludi truyén dan chua tét dé)ng déu, cac truc
chinh dung cap quang, con lai nhiéu phan van dung viba véi cac kénh dung cho
thoai 1a chinh, it c6 cac kénh dung cho truyén s6 liéu, chat lugng truyén dan chua
hoan toan tt. Do vy buu dién chua trién khai cong nghé Frame Relay trén toan
qudc, nhu trén da trinh bay diéu kién tién quyét dé st dung Frame Relay 1a chit

lugng mang truyén dan phai cao. Tuy nhién, & nhit noi ma buu dién da trién khai
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cong nghé Frame Relay thi viéc xem xét chon giai phap két ndi WAN dung Frame
relay 1a hoan toan chép nhan duge, can duge xem xét va trién khai.

> K&ét noi sir dung cong nghé xDSL

Nhu phan 16n cong nghé khac, tiém ning trén 1y thuyét ciia cong nghé DSL c6 su
khac biét dang ké dbi voi toc do két ndi WAN cho cac to chirc va gii doanh
nghiép hién nay. Dic biét, cong nghé VDSL c6 thé cung cip toc do truy cap 1én
dén 52 Mbps tuy nhién phan 16n cac két ndi van ding tdc d6 dudng truyén thip
hon nhiéu ¢ 128 Kbps.

Céac chuyén gia cong nghé cho biét dd c6 nhitng hoan thién dang ké trong chat
luong duong truyén theo cong nghé xDSL. Vi thé luong khach hang thué bao st
dung dich vy xDSL van khong nging ting 1én.

Viéc két ndi sir dung xDSL ¢ nhitng doanh nghiép tir khoang 1999 1a budc hau
thuan cho viéc str dung cong nghé ADSL hién nay (cong nghé DSL khong ddi
xtng) véi te do truy cap tir 512 Kbps dén 8 Mbps.

Chuyén gia phan tich cap cao cua Gartner Dataquest 6ng Charles Carr noi toc do
ctia cong nghé xDSL ¢6 kha ning thay d6i cao vi nhiéu 1y do ky thuat khac nhau
nhu chit lugng dudng truyén va khoang cach giita cac van phong trung tim. Du
cong nghé vai toc do truy cap nhanh hon binh thuong cé thé duoc trién khai tai
mot s6 khu vue nhung phan 16n cac doanh nghiép va khach hang st dung dich vu
két ndi DSL 14 nhirg nguoi 1am viée tir xa va cam thy hai 1ong voi téc do hién
hanh.

Trong nhitng nam téi cong nghé nhuw VDSL c6 thé phan phdi téc do két ndi hoan
thién dang ké tir 26 Mbps dén 52 Mbps. Ong Carr ciing chi ra rang chi c6 Qwest la
cong ty duy nhét hién nay c6 thé cung cap cong nghé nay. Ong cho biét so véi toc
d6 dat duogc trén 1y thuyét, cong nghé VDSL thuc s& c6 toe do két ndi trung binh &
mirc thip gom hai chit s6 megabit.

Ngay nay cong nghé két néi xDSL dugce xem 1a cong nghé co toc do truy cap

nhanh hon, ré hon, va tin cdy, no6 s€ 1a Iya chon déau tién cua cac nha thiét ké WAN.
3.2 Thiét ké mang WAN.

3.2.1 Céc m6 hinh WAN
3.2.1.1 Mo hinh phén cip

> Khai niém mé hinh phén cp
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Mo hinh phén cap dé hd tro thiét ké WAN thuong 1a mé hinh phan cip ba tang:
Tang 1 1a tang 15i(xuong song cia WAN — backbone), ting 2 phan tan, tang 3 1a
tang truy nhap, goi tat 1a mo hinh phan cap phuc vu cho viéc khao sat va thiét ké
WAN.

Tang l5i WAN Backbone

-, b
ﬁl"“

* = 4 Campus
Tang phan tan Baokbore

If"\

& & &

Dial-In Branch Warkgroups Telecommuter
(Office

Hinh 3-20: M6 hinh phéan cip dé hd tro thiét ké WAN

Tang 161 1a phan két ndi mang truc(WAN backbone) két nbi cac trung tim mang
(NOC) cuia timg ving, thong thudng khoang cach giira cac NOC 1a xa hay rét xa,
do vay chi phi két ndi va do tin cay can phai dugc xem xét k§. Hon nua van dé
dam bao chat luong dich vu QoS ciing duoc dit ra, dan dén phan loai, phan cép uu
tién dich vu.
Tang phan tan 1a phan két ndi cac diém dai dién POP, hay cac nhanh mang vao
NOC.
Tang truy nhap tir xa 1a phan két ndi cua ngudi dung di dong, hay cac chi nhanh
nhé vao POP hay vao NOC.
> Céc wu diém ciia md hinh phan cip:
Nho mé hinh phéan cap ngudi thiét két WAN dé& t6 chuc khao sat, d& lya chon cac
phuong an, va cong nghé két ndi, dé to chirc trién khai, ciing nhu danh gia két qua.
> Céc tang trong md hinh phin cip

— Tang 16i

— Tang phan tan

— Tang truy nhép
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3.2.1.2 Cdac mé hinh topo.
Mé hinh t6pd (Topology) ctia WAN goi tit 1a m6 hinh topd thuc chat 1a mo ta cau
trac, va cach bd tri phan tr cia WAN ciing nhu phuong thirc két ndi gitra chung
v6i nhau. Phan tr cia WAN & day 1a NOC — trung tim mang, POP - diém dai dién
cua mot vung, hay cac LAN, va PC, Laptop,...
Cac NOC, hay POP c6 thé 1a cac campus LAN, hay 1a mot WAN.
Mo hinh t6pd gitp cac nha thiét ké WAN thyc hién viée t6 chie khao sat, phan
tich va quan 1y trong qua trinh thiét ké, ciing nhu thi cong hiéu qua.
Céu truc, dia phuong ho4 mang can trién khai
Céc md hinh chirc ning ciia hé thong, phén tich cac chirc ning ctia hé théng dé du
béo, va xac dinh cac yéu cau trao ddi thong tin.
3.2.2 Cac m6 hinh an ninh mang.
3.2.2.1 An ninh-an toan mang la gi ?
Khai niém: Theo mot nghia rong thi an ninh-an toan mang dung riéng, hay mang
ndi bd 1a gitt khdng cho ai lam cai ma mang ndi by do khong mubn cho 1am.
Vay khi két ndi WAN phai trién khai co ché nao dé thuc hién yéu cau an ninh-an
toan, chung ta goi d6 1 co ché an ninh-an toan mang.
Tai nguyén ma ching ta mudn bao vé 1a gi ?

— La cac dich vu ma mang dang trién khai

— La cac thong tin quan trong ma mang d6 dang luu giit, hay can luu

chuyén;
— La céc tai nguyén phan cimg va phan mém ma hé thong mang dé cé, dé
cung rng cho nhirng ngudi dung ma no6 cho phép, ...

Nhin ttr mot phia khac thi van dé an ninh - an toan khi thuc hién két ndi WAN con
dugc thé hién qua tinh biao mat (confidentiality), tinh toan ven (integrity) va tinh
san dung (availability) ciia cac tai nguyén vé phan clg, phan mém, dir liéu va cac
dich vu cua hé théng mang.
Van d¢ an ninh - an toan con thé hién qua mdi quan hé giita ngudi dung véi hé
thong mang va tai nguyén trén mang. Cac quan hé nay duoc xac dinh, dugc dam
bao qua phuong thurc xac thuc (authentication), xac dinh dugc phép (authorization)
dung, va bi tir chdi (repudiation). Chung ta s& xem xét chi tiét:
Tinh bio mit: Bio dam tai nguyén mang khong bi tiép xuc, bi sir dung boi nhitng

ngudi khong c6 thim quyén. Chang han dir liéu truyén trén mang duoc dam bao
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khong bi ldy trom can dugc ma hoa trude khi truyén. Cac tai nguyén dé déu c6 chu
va duoc bao vé béng céc cong cu va cac co ché an ninh-an toan.

Tinh toan ven: Pam bao khong c6 viéc sir dung, va stra d6i néu khong duoc phép,
vi du nhu 13y hay stra d6i dit liéu, cling nhu thay d6i cdu hinh hé thong boi nhing
ngudi khong duoc phép hoidc khong co quyén. Thong tin luu hay truyén trén mang
va cac tép cAu hinh hé théng luén dugce dam bao gilr toan ven. Chung chi dugc stir
dung va duoc sira d6i boi nhitng ngudi chu ctia nd hay dugc cho phép.

Cac tal nguyén diang cho

2) an ninh=an foan mang
Secure Resources

Tudng Ifa, ma mat, Xac thue, kigm toan
Flrewall, Encryptlon, Authentlcation, Audit

g

L J 3) Theo ddi & phan imgy

) AL _thn_an Chinhsdach Monitor and Respond

Manage and Improve wm 1) AN-AT o Intrusion Detectlon, work the
rostueremanazs e\ security

plan‘procedures Policy

- .:;
£

Kigm tra, tap luyén,
4) thut hanh

Test, Practice, Drill

vulnerabllity Scanning

Hinh 3-21: M6 hinh an ninh-an toan

Tinh sin dung: Tai nguyén trén mang luon dugc bao dam khong thé bi chiém giir
bai ngudi khong cé quyén. Céc tai nguyén d6 ludn san sang phuc vu nhitng ngudi
dugc phép sir dung. Nhitng ngudi c¢6 quyén c6 thé ding bat cir khi nao, bat ctr liic
nao. Thudc tinh nay rat quan trong, nhét 1a trong cac dich vu mang phuc vu cong
cong (ngan hang, tu vén, chinh phu dién t,...).

Viée xac thye: Thyc hién xac dinh nguoi ding dugc quyén ding mot tai nguyén
nao d6 nhu théng tin hay tai nguyén phan mém va phan cimg trén mang. Viéc xéac
thue thuong két hop voi su cho phép, hay tir chdi phuc vu. Xéac thyc thuong dung
12 mat khau (password), hay cin cudc cta nguoi ding nhu van tay hay cac dau
hiéu dac dung. Su cho phép xac dinh nguodi dung duoc quyén thuc hién mot hanh
dong nao d6 nhu doc/ghi mot tép (liy thong tin), hay chay chwong trinh (dung tai
nguyén phan mém), truy nhap vao mot doan mang (dung tai nguyén phan cimng),
gui hay nhan thu dién tu, tra ctu co sé dir li€u - dich vu mang,... Nguoi dung
thuong phai qua giai doan xac thuc bang mat khau (password, RADIUS,...) trudc
khi dugc phép khai thac thong tin hay mot tai nguyén nao do trén mang.

Tin tic tin cong mang khi két ndi WAN thé nao?
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O déay ching ta ciing phai d& cap dén cic hanh dong tin tic khac nhau c6 thé gip
phai khi két nbi WAN, thir liét ké mot s6 loai hanh dong tin tic sau:

Hanh dong tham do (probe), hanh dong quét (scan), hanh dong thir vao mdt tai
khoan (account compromise), hanh dong thir vao 1am quan tri hé théng (root
compromise), hanh dong thu lugm céac goi tin (packet sniffer), hanh dong tin cong
tir chéi dich vu (denial of service), hanh dong khai thac quyén (exploitation of
trust), hanh dong lam ma gia (malicious code),...

Hanh dong tham do (Probe).

Hanh dong tham do dugc dic trung béng viéc thtr truy nhap tor xa vao mot hé
thong hay sau khi vao dugc hé thong thir tim cac thong tin ctia mot hé thong ma
khong duoc phép. Thim do thuong 13 két qua cta su to mo hay su nham 1an khi
truy nhap mang. Hau qua cta su tham do c6 khi rat 1on, nhat 1a khi truy nhap dugc
vao mang v&i quyén 16n, hay mo ra cac thong tin quan trong.

Hanh dong quét (Scan).

Hanh dong quét 1a viéc dung mot cong cu ty dong dé thuc hién tham do tim 15
héng an ninh cua hé thong véi mot s6 lwong 16n. Hanh dong quét doi khi 1a két
qua ctia mot 161 hé thong nhu hong hay mét cau hinh ctia mot dich vu. Nhung ciing
c6 thé 1a giai doan dau ma tin tic dung dé tim cac 16 hong an ninh mang chuan bi
cho mot cudc tin cong. Quan tri hé théng ciing c6 thé dung phuong phap quét dé
phat hién cac diém yéu vé an ninh - an toan trong hé thong mang ctia minh.

Hanh dong vao mot tai khoian (Account Compromise).

Hanh dong vao mot tai khodn 1a hanh dong dung mot tai khoan khong duoc phép.
Hanh dong nay c6 thé gy mat dir liéu quan trong, hay 13 hanh dong dung trom
dich vu, léy crflp dir liéu. Nguoi dung mang bi tin tdc léy cép mat khau. Cach vao
mot may tinh dé nhét 13 ¢6 duoc mat khau va vao may béng 1énh login; rao can tin
tic dau tién 1a mat khau. Néu mat khau bi mét, thi tin tic c6 thé 1am moi thir ma
nguoi dung do dugc phép.

Hanh ddng vao quyén quan tri (Root Compromise).

Hanh dong vao quyén quan tri 13 hanh dong vao mot tai khoan c6 quyén 16n nhat
ctia hé thdng, do vay co thé gy ra nhing hdu qua rat nghiém trong cho hé thong.
Tt viéc thay ddi toan bo ciu hinh cua hé théng, dén viéc cai dat cac cong cu pha
hoai, léy cép thong tin, cho dén viéc t6 chirc cac cudc tan cong 16n.

Hanh dong thu lugm cac goi tin (Packet Sniffer).
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Hanh dong thu luvom céc goi tin 1a viéc thuc hi¢n chuong trinh bét cac g61 dir liu
dang truyén trén mang do vy bt dugc ca thong tin nguoi ding, mat khau va ca
cac thong tin riéng tu ¢ dang van ban. Dya vao cac thong tin thu luom duogc tin tac
c6 thé thuc hién tin cong hé théng.

Hanh dong tan cong tir chdi dich vu (Denial of Service).

Muc dich ctia hanh dong tan cong tir chdi dich vu 1a ngin can khong cho ngudi
dung hop phép str dung dich vu. Tén cong tu chdi dich vu ¢6 thé thuc hién bfmg
nhiéu cach, nhu tao tim cach str dung bat hop phép tat ca cac tai nguyén mang nhu
treo cac két ndi, tao luf)ng d liéu 16n, gay tic nghén tai cac céng két ndi,...

Lam thé nao dé dam bao an toan-an ninh khi két néi WAN?

Cac van dé v¢ an ninh-an toan khi két noi WAN can dugc xem xét va thuc hién

sau khi di chon giai phap két ndi, nhat 1a khi két ndi WAN cho cac mang cong téc,
ma su dung cac mang dir liéu cong cong, hay mang internet.
3.2.2.2 Xdy dwng mé hinh an ninh-an toan khi két néi WAN

» Cac buéce xay dung :

Xéc dinh can bao v¢ cai gi ?

Xéc dinh bao v¢€ khoi cac loai tan cong nao ?
— Xac dinh cac moi de doa an ninh c¢6 the ?

Xéc dinh céac cong cu dé bao dam an ninh ?

Xay dung md hinh an ninh-an toan

Thuong xuyén kiém tra cac budc trén, nang cip, cap nhat va va hé thong khi co
mot 16 héng an ninh - an toan dugc canh bao.

Muc dich ctia viéc xdy dung mo hinh an ninh - an toan khi két n6i WAN 1a xay
dung cac phuong an dé trién khai vAn dé an ninh - an toan khi két ndi va dua
WAN vao hoat dong.

Pau tién, muc dich va yéu cau vé an ninh-an toan hé thdng tng dung phai dugc
vach ra rd rang. Chang han muc tiéu va yéu cau an ninh-an toan khi két n6i WAN
cho céc co quan hanh chinh nha nudc s& khac voi viée két ndi WAN cho cac
truong dai hoc.

Thir hai, mé hinh an ninh-an toan phai phii hgp véi cac chinh sach, nguyén tic va
luat 1€ hién hanh.

Thir ba, phai giai quyét cac van dé lién quan dén an ninh-an toan mot cach toan

cuc. Co nghia 14 phai dam bao ca vé phuwong tién ky thuat va con ngudi trién khai.
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3.2.2.3 Mt sé cong cu trién khai mé hinh an toan-an ninh

> H¢ théng twong lira 3 phan(Three-Part Firewall System)

Tuong ltra 1a gi?

Tuong lra 1a mdt cong cu phuc vu cho viéc thyc hi¢n an ninh - an toan
mang tlr vong ngoai, nhiém vu ctia n6 nhu 13 hé thong hang rao vong ngoai
clia co s& can bao vé. Khi két ndi hai hay nhiéu phan tir cia WAN, chang
han két ndi mot NOC véi véi nhiéu POP, khi dé nguy co mét an ninh tai
cac dién két ndi 1a rat 16n, tuong Itra 1a cong cu dugc chon dat tai cac diém
két néi do.

Tudng ltra trong tiéng Anh 1a Firewall, 1a ghép cta 2 tir fireproof va wall
nghia 1a ngan khong cho Itra chay lan. Trong xay dung, tuong ltra duogc
thiét ké dé giir khong cho lira lan tir phan ndy cua toa nha sang phan khac
cua toa nha khi c6 hoa hoan. Trong cong ngh¢ mang, tudong Ira dugce xay
dung v&i muyc dich tuong tu, nd ngin ngira cac hiém hoa tir phia cong dong
c4c mang cong cong hay mang INTERNET, hay tan cong vao mot mang
ndi bd (internal network) ciia mot cong ty, hay mot t6 chtrc khi mang nay
két ndi qua mang cong cong, hay INTERNET.

Chtc ning cta hé thong tuong lira:

Tuong ltra dat & cong vao/ra clia mang, kiém soat viéc truy nhap vao/ra
mang ndi bd dé ngdn ngira tin cong tir phia ngoai vao mang ndi bo.

Tuodng Itra phai kiém tra, phat hién, do tim d4u vét tat ca cac dit liéu di qua
n6 dé lam co sé cho céc quyét dinh (cho phép, loai bo, xac thuc, ma hoa,
ghi nhat ky,..) kiém soat cac dich vu cia mang n6 bao vé.

Pé dam bao muc do an ninh - an toan cao, tudng lira phai c6 kha ning truy
nhap, phan tich va sir dung céc thong tin vé truyén thong trong ca 7 ting va
céc trang thai ctia cac phién truyén thong va cac ung dung. Tudng lia ciing
phai c6 kha ning thao tac cac cac dir lidu bang cac phép toan logic, sé hoc
nham thyc hién cic yéu cau vé an ninh - an toan. Tudng lira bao gom cac

thanh phan: cac bo loc hay sang loc.

BO Loc anatflvgiyra B6 Loc
Mang trong Vi‘o 9 rla Mang Ngoai

M6 hinh tusng Itra

Hinh 3-22: M6 hinh logic cia twong Iira
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Tudng lira chinh 13 cong (gateway) vao/ra ciia mot mang ndi bd (mang
trong), trén d6 c6 dat 2 bo loc vao/ra dé kiém soat dit liéu vao/ra mang noi
bo.

Xac dinh vi tri dat tuong lura trong hé¢ théng mang hién dai.

Theo truyén théng thi tuong lra dugc dat tai vi tri vao/ra mang ndi bd
(mang dugc bao v¢) vdi mang cong cong(mang ngoai), hay mang internet
(internet, khi két nbi voi internet).

Ngay nay trong mot to chirc khi két ndi WAN c¢6 thé két ndi doan mang
khéac nhau, va do yéu cdu vé an ninh - an toan cta cac doan mang d6 khac
nhau. Khi d6 tuong lra s€ dugc dat & vi tri vao/ra cua cac doan mang can

bao vé. Dudi day cac doan mang 1, 5, 7 can bao vé¢.

Hinh 3-23: Vi tri dit twong lira trén mang

Dit lidu vao/ra mang ndi bo voi mang ngoai déu di qua tuong Iira, do d6
tuong Iua co6 thé kiém soat va dam béao dit liéu nao 1a co thé duoc chép nhan
(acceptable) cho phép vao/ra mang ndi bg.

Vé mit logic thi tudng lira 13 bd tach, bo han ché va bd phan tich. Tudong
lira 14 diém that(choke point). Co ché nay bit budc nhitng ké tin cong tir
phia ngoai chi c6 thé tham nhap vao hé théng qua mot kénh rat hep (noi nay
thé giam sat va diéu khién dugc). Co ché nay hoat dong ciing twong tu nhur
cac tram thu phi giao thong dat tai cac dau cau, hay céac diém kiém soat vé
vao cong & mot san van dong. Tuy nhién co ché nay c6 mot yéu diém 1a no
khong thé ngin chin duoc nhitng ké tin cong xam nhap vao hé thong bang
cach di vong qua n6, hay tin cong tir bén trong.

Cac mdi de doa ma tuong Iura co thé chéng lai duoc la:
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Chéng lai cac cudc tham nhap tir xa dén cac ngudn thong tin khi khong
duogc phép.

Tu chéi cac dich vu dua thong tin tr mang ngoai vao mang ndi bd voi muc
dich 1am r6i loan hé thong.

Quan 1y duoc truy nhip ra mang ngoai, do d6 cdm duoc truy nhap tir mang
ndi bd ra ngoai khi can thiét.

Bang co ché xac thuc chong lai su gia danh dé truy nhap mang tir mang
ngoai vao.

Ngoai ra tuong Itra con c¢6 kha ning tro giip cho ngudi quan tri hé thong
nhu ghi nhat ky, diéu khién truy nhap, phat hién cac thim nhap dang ngo,
¢6 phan ng khi c6 cac trang thai kha nghi, ...

Ngoai nhitng wu diém da liét ké & trén, thi tuong lira cling ¢6 nhugc diém
nhu tuong lira khong chéng duogc virat, khong chdng lai duge tin tic tan

cdng tir cong sau (backdoor)

Internet Hastion Hoss

Bo dinh

: Bo dinh
sl - | tuy&n trong

K3 r__ E__ K3 N 3 W
T = = T — T — i — lnnm =

Hinh 3-24: M6 hinh h¢ thong twong lira 3 phin

> H¢ théng phat hién dot nhap mang

Gioi thiéu

Nhu d3 trinh bay ¢ phan trén cong nghé tudng lira khong thé bao vé an ninh - an
toan mang day du, né chi 1a mot phan trong mé hinh an ninh-an toan khi két ndi
WAN. Tudng lira khong tw nhan ra duoc cac cude tan cong va ciing khong tu ngin
chan dugc cac cude tin cong do. Co thé xem hé thong tudong lira nhu hang rao va
hé théng gac cong vao/ra, khong co kha ning phat hién tin tic tin cong, ciing

khong tu phan trng dugc véi cac cude tan cong ma nod chua bict trude .
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Trong phén nay chung ta trinh béy mot cong cu phuc vu an ninh - an toan mang
thir hai, d6 1a cong nghé phat hién dot nhap, né 1a cong cu bd sung cho cong cu
tuong Itra. Néu tuong lira 1a cac tram gac, thi hé théng phat hién dot nhap duoc
xem nhu hé théng cic camera/video theo ddi, giam sat va 13 hé thong bao dong.
N6 thuong dugce dat & ngay trong tram gac "tuong ltra", hay dat & céc vi tri quan
trong bén trong cia mang, nham chu dong phat hién ra d4u hiéu méit an ninh-an
toan, hay phat hién ra cac cudc tin cong khong biét trudc.

H¢ phat hién dot nhap mang la gi?

La hé thong nham phat hién ra viéc sir dung khong hop phép tai nguyén hé thong,
phéat hi¢n nhitng hoat dong lam dung, tn cong vao hé théng may tinh hodc mang
may tinh. Hé phat hién dot nhap IDS (intrusion detection system) 1a hé thong bao
gém phan mém va phan cimg thuc hién viéc theo ddi, giam sat, thu nhin thong tin
tir cac ngudn khac nhau, sau d6 phan tich dé phat hién ra dau hiéu (“signature”)
cua sy dot nhap (déu hi€u cta cac hoat dong tan cong hay lam dung hé théng),
canh bao cho quan tri hé thong, hay ra cic quyét dinh phan tung dé phong vé. Noi
mot cach téng quat IDS 1a hé théng cho phép phat hi¢n cac dau hiéu lam hai dén
tinh bdo mat, tinh toan ven, va tinh sin ding cta hé théng may tinh hay h¢ théng
mang may tinh lam co s& cho viéc phan ung lai, bdo ddm an ninh - an toan h¢
théng.

pé phéat hién ra nhitng du hiéu cua sy dot nhap, IDS can phan tich cac hoat dong
ctia hé thdng, ddng thoi nd phai co kha ning chi ra hoat dong nao 1a hoat dong tan
cong hodc lam dung hé thong. Doi khi dé phat hién sy dot nhap can phai két hop
nhiéu phuong phap phan tich va qua trinh phan tich ciing chia ra lam nhiéu budc
dé phat hién viéc dot nhap da vao chua va & muc do nao (trudc khi, trong khi, hay
sau khi da dot nhap thanh cong vao h¢ théng?). Chfmg han mot cuoc dot nhap bi
phat hién trudc khi xay ra thi nguoi quan tri hé thong s& dé dang ngin chin hoic
1a co so dé giang bay dé bat ké dot nhap khi chung dot nhap va tin cong vao hé
thong (thu thap ching ctr cho viée truy t6 sau nay). Néu viéc dot nhap duoc phat
hién trong khi dang xay ra, hay tham chi sau khi n6 di hoan thanh, thi diéu phai
lam dau tién ciia ngudi quan tri hé thong 1a ddnh gia muc do giy hai va co lap
doan mang bi tan cong.

Co sé dé thyc hién phan ng lai v&i nhitng hoat dong gay hai thuong 13 ghi cac su
kién ra mot hay nhiéu nhat ky h¢ théng thuén tién cho vi¢c phan tich sau nay. Hé

thong phat hién dot nhap ciing ¢ thé duogc cAu hinh dé bao dong khi c¢6 diu hiéu
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tn cong dugc phat hién (déu hi€u nay duoc luu trong co so dir li€u cac du hiéu
vé cac cudc tAn cong da dugc biét). Phan ung lai v6i cac hoat dong giy hai ciing
c6 thé 14 ngan chan tin tic truy nhap vao hé thong hodc cho phép truy nhap kém
theo giam sat chit, hodc kich hoat hé thong tuong lira ngin chin cac tac nhan giy
hai.
Nhirng hoat dong ddt nhap l1a nhiing hoat dong xam nhép vao hé théng mot cach
c6 y thuc ma khong dugc phép cua chu hé théng, nham muc dich:

— Truy cap cac thong tin khong dugc phép.

— Pha hoai thong tin.

— Pha hoai an ninh- an toan hé théng, lam cho hé théng trd nén khong tin

cay hodc khong hoat dong duoc,....

Cosadiieu

@ - !PJ"T

He thang cd n bao ve

Hinh 3-25: dd cu triic ciia mdt hé théng phat hién dot nhap
Nguoi dot nhap trong cudc xam nhap vao mot hé théng mot cach co y thue dugc
phan lam hai dang: tir bén trong va tir bén ngoai. Nhitng ké dot nhép tur bén ngoai
1a nhitng nguoi khong ¢ quyén truy nhap vao may hay mang. Nhitng ké xam nhap
tir bén trong 13 nhitng ngudi dung hop phap nhung chi dugc cap quyén han ché
trong hé théng. Ho hoat dong bang cich ¢ gang truy cép toi nhitng phan ma ho
khong dugc phép truy nhdp cua hé thong. Ho truy nhép vi to mo hodc dé lay trom
thong tin khong duoc phép.
Hé phat hién d6t nhap 13 mot hé thdng c6 cac chirc ning sau:
— Theo ddi, giam sat toan mang, thu nhan thong tin tir nhiéu ngudn khac
nhau cua hé théng.
— Phan tich nhitng thong tin da nhan dugc, dé phat hién nhiing dau hiéu
phan anh sy lam dung h¢ théng hodc nhiing déu hiéu phan anh nhiing hoat

dong bat thuong xay ra trong hé thong.
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Quan Iy, phén tich hoat dong cta ngudi sir dung hé thong.

— Kiém tra cAu hinh hé thong va phat hién kha niang hé théng co thé bj tin
cong.

— Phan tich bing thong ké dé phat hién nhitng diu hiéu thé hién hoat dong
bét thuong ctia hé thong.

— Quan 1y nhat ky ctia hé diéu hanh dé phat hién cac hoat dong vi pham
quyén cta cac ngudi ding.

— Té chirc tw dong phan ung lai nhitng hanh dong dot nhap hay giy hai ma

no phat hién ra, ghi nhan nhimg két qua cua no.
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Hinh 3-26: Cac vi tri dit hé phat hién dét nhap
> Heé thong phat hién 16 hong an ninh
Heé théng phat hién 16 hd an ninh 1a hé théng gém cac cong cu quét, va thir tham
do tin cong mang. N6 dugc nguoi quan tri mang dung dé phét hién ra cac 16 hong
vé an ninh an toan trudc khi dua mang vao hoat dong, va thuong xuyén theo doi
dé nang cip, va cac 16 hong an ninh.
3.2.2.4 Bdo mdt thong tin trén mang

Cong nghé ma mat (cryptography)

Mot trong nhitng nguyén nhan so dang ma tin tic c6 thé thanh cong 1a hau hét cac
thong tin chiing ta truyén trén mang déu & dang dé doc, dé hiéu. Khi chung ta két
n6i WAN bang cong nghé IP thi tin tic d& dang thiy co thé bat cac gdi tin bang
cong cu bit goi (network sniffer), co thé khai thac cac thong tin nay dé thuc hién
tan cong mang. Mot giai phap dé giai quyét van dé nay 1a dung mat ma dé ngan tin
tic co thé khai thac cac thong tin chung bét dugc khi né dang duoc truyén trén
mang.

M3 hoa (Encryption) 1 qua trinh dich thong tin tir dang nguén dé doc sang dang
mi kho hiéu.Giai ma (Decryption) 13 qua trinh nguoc lai. Viéc ding mat ma s&
dam bao tinh biao mat cia thong tin truyén trén mang, ciing nhu bao vé tinh toan

ven, tinh xac thyc cta thong tin khi luu trir.
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M3 mat duoc xay dung dé dam bao tinh bao mat (confidentiality), khi dit liéu luu
chuyén trén mang. Khi dir liéu da duwoc ma hoa thi chi khi biét cach gidl ma mai co
kha ning sir dung dir liéu d6. Hién nay cac k¥ thuat ma hoa da phat trién rit manh
voi rat nhiéu thuat toan ma hoa khac nhau. Cac hé ma khoa duoc chia 1am hai 16p
chinh: M2 khoa d6i xtng hay con goi 1a ma khoa bi mat. Ma khoa bat d6i xing
hay con goi 1a ma khoa cong khai.

Hé ma d6i xirng — Khoa ma bi mat.

Hé ma dbi xung 1a hé st dung mgt khoa bi méat cho cac tdc vu ma hoa va giai ma.
C6 nhiéu thuat toan khoa bi mat khac nhau nhung giai thudt dugc dung nhiéu nhét
trong loai nay la:

DES (Data Encryption Standard). DES ma hoa khéi dir lidu 64 bit dung khoa 56
bit. Hién nay trong mot s6 hé théng st dung DES3 (sir dung 168bit khoa thuc
chét 1a 3 khoa 56 bit)

IDEA (International Data Encryption Standard).IDEA trai véi DES, né duoc thiét
ké dé sir dung hiéu qua hon bang phian mém. Thay vi bién ddi dit liéu trén cac khoi
c6 do dai 64 bit, IDEA sir dung khoa 128 bit dé chuyén doi khéi dit liéu c6 do dai
64 bit tao ra khdi ma ciing c¢6 dai 64 bit. Thuat toan nay di dugc ching minh 1a
kha an toan va rd rang 1a hon han DES.

Cac hé ma hoa d6i xtng thuong duoc st dung trong quan doéi, ndi vy, ngan hang,...
va mot s6 hé théng yéu cau an toan cao.

Vén d& kho khin khi str dung khoa bi mat 1a van dé trao d6i khoa. Trao d6i khoa bi
mat ludn phai truyén trén mot kénh truyén riéng dic biét an toan, tuyét ddi khong
sir dung kénh truyén 13 kénh truyén dir liéu.

H¢ mi bat ddi xtirng — Khoa ma cong khai.

Mi khoa cong khai dd duoc tao ra dé giai quyét hai van dé kho khan nhét trong
kho4 quy udc do 1a sy phan bd khoa va chir ky so.

Hoat dong ciia hé théng mang sir dung ma khoa cong khai nhu sau:

Khéi tao hé théng dau cubi:

Mdi hé thdng dau cudi trong mang tao ra mot cip khoa dé dung ma hoa va giai ma
thong tin s& nhan. Khoa thir nhat K1 13 khoa bi mat; Khod tht hai K2 1a khoa cong
khai.

Céc hé théng cong bd rong rdi khoa K2 ciia minh trén mang. Khoa K1 duoc giir bi
mat.

Ma hoa va gidi ma thong tin:
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Khi mét ngudi ding A mudn giri thong tin cho ngudi dung B
Nguoi ding A s& mi hod thong tin bang khoa cong khai cua nguoi ding B (K2B).
Khi nguoi dung B nhan duoc théng tin n6 s& giai ma thong tin bang khoa bi mat
cua minh (K1B).
Chir ky s6
Khi nguoi dung A gii chit ky cho nguoi dung B
Nguoi ding A mi hoa chit ky ctia minh bang khoa bi mat cta chinh minh (K1A).
Nguoi dung B nhan dugce chit ky cia nguoi dung A, nguoi dung B s€ gidi ma chix
ky ctia nguoi ding A bang khod cong khai ciia nguoi ding A (K2A).
Chuyén ddi khoa
Khi nguoi dung A gui thong tin khod cho ngudi dung B.
Nguoi ding A ma hoa thong tin khoa 2 1an. Lan dau bang khoa bi mat ctia ban
than (K1A); Lan hai bang mé cong khai ctia ngudi nhan (K2B).
Nguoi dung B nhan dugc thong tin khoa sé giai ma thong tin khoa hai 1an. Lan dau
bang khoa bi mat ciia ban than (K1B). Lan 2 bang khoé cong khai cta nguoi giri
(K2A).
Mot sb giai thuat cho ma khoa cong khai dugc str dung nhu: Diffie_Hellman, RSA,
ECC, LUC, DSS.,...
» Mo hinh t&ng dung
Mo hinh tmg dung 14 mé hinh xay dung trén cac tng dung yéu cau két néi WAN
Phan tich két ndi dwa trén cac yéu cau tmg dung
Tach, gop cac Gmg dung, danh gia yéu cau giai thong, danh gia yéu cau chat kuong
dich vy, danh gia yéu cau do tin cay cua cac két ndi,...
Trén co s& cac md hinh phén cip, mé hinh topd, mé hinh tmg dung, va mé hinh an
ninh cia WAN can thiét ké da duoc xdy dung, ching ta tién hanh cac budc phan
tich cac yéu cau ctia WAN.
e Phan tich yéu cau vé hi¢u ning mang
Tir md hinh t6pd chung ta ¢ thé tinh khoang cach két ndi, mé hinh tng
dung dé duy tinh giai thong, phdi hop mo hinh an ninh dé lya chon thiét bi
khi d3 chon cong nghé két nbi & phan trén. Panh gia thoi gian dép ung giira
cac tram hay cac thiét bj trén mang, Danh gia do tré ddi véi cac ung dung
khi nguoi dung truy nhap hay yéu cau . Panh gia yéu cau cac doi hoi vé

bang thong cua cac g dung trén mang,
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Panh gia cong sudt mang dap ung khi nguoi sir dung ting dot bién tai cac
diém c6 chai. Toan bd cac yéu cau nay can duoc tdi wu chon giai phap hop
ly thoa man cac chi tiéu: dich vu tin cdy, chi phi truyén théng t6i thiéu,
bang thong str dung tbi wu.

e Phan tich cac yéu cau vé qua Iy mang:
T mo hinh topd, mé hinh Gmg dung, va mo hinh an ninh c6 thé du bao qui
mo do phirc tap cia WAN, dé dua ra cac yéu cau vé quan ly mang, va dam
bao dich vy, cling nhu ddm bao vé an ninh mang. Cac yéu cau vé quan ly
mang can xac dinh nhu: phuong thirc-ky thuat quan Iy mang, phuong thirc
quan sat hi¢u nang mang,
phuong thirc phat hién 16i ciia mang, va phuong thirc quan 1y cdu hinh
mang.

e Phan tich cic yéu cau vé an ninh-an toan mang;
X4c dinh céc kiéu an ninh-an toan,
Xéc dinh cac yéu cau can bao vé khi két ndi voi mang ngoai, va két ndi vai
internet,...

e Phan tich cac yéu cau vé ing dung:
Tur mo hinh t6pd, mo hinh tng dung, mo6 hinh phong ban xac dinh cac ung
dung cén trién khai ngay trén mang, du bao cac ing dung c6 kha ning trién
khai trong twong lai, du tinh s nguoi sir dung trén timg Gng dung , giai
thong can thiét cho timg ng dung, cac giao thirc mang trién khai ngay, va
cac giao thurc s& dung trong tuong lai gan, twong lai xa,... tinh toan phan b
t61 wu thoi gian ding mang,. ..
Xac dinh cac yéu cau vé ung dung va cac rang budc vé tai chinh, thoi gian
thuc hién, yéu cau vé chinh tri cta dy 4an, x4c dinh nguén nhan luc, xac
dinh cac tai nguyén di c6 va co thé tai st dung.

Tir cac yéu cau chiing ta tién hanh budc lwa chon cong nghé két ni:

e Chon cong nghé két ndi theo céc chi tiéu:

o Gia thanh, va toc do truyén la 2 yéu tb quan trong nhét khi lya chon
cong nghé két ndi WAN, sau d6 1a do tin cay, va kha nang dap ung
yéu cau dai thong ctia cac ing dung.

o Chi phi cho két nbi bao gdm chi phi thiét bi, chi phi cai dt ban dau, va
dic biét phai xem xét 1a chi phi hang thang, va chi phi duy tri hé thong.
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o O Viét Nam hién nay di c6 nhiéu nha cung cdp dich vu vién thong,
van dé chon nha cung cép dich vu vién thong nao, hay tu dau tu la
van dé can can nhic trong thiét ké dua ra cac giai phap két ndi kha
thi.

e Xic dinh cong nghé két ndi, nha cung cip dich vu vién thong
e Thuc hién lua chon céc thiét bi phﬁn cung:
o Chon router, chon gateway,
Chon modem, NTU,...
Chon Access server
Chon bd chuyén mach WAN
Chon céc Server ing dung(Web, mail, CSDL,....)

e Luya chon phdn mém tng dung, cac bd phan mém tich hop,...

o O O O

e Luya chon hé diéu hanh mang

e Lua chon cac hé quan tri co sé dit liéu

e Lua chon cac phuong thuc giao tac trén mang

e DPénh gia kha ning: Dé kiém tra thiét ké di dua ra ching ta phai danh gia
duogc tit ca cac mo hinh, cac phan tich, va cac lua chon. Mot trong phuong
phap danh gia sat v6i thuc té nhat 1a xay dung Pilot thir nghiém, hay thuc
hién trién khai pha thur nghiém véi viée thé hién céc yéu td co ban nhét cua
thiét ké.

e Trién khai thir nghiém:

o Lua chon mdt phén ctia dyu 4n dé dua vao trién khai thir nghiém.

o Lap hoi dong danh gia sau pha thir nghiém.

3.3 Phdn tich mét sé mang WAN mdu
Phan nay dua ra mot s6 WAN minh hoa:
Xay dung WAN cho trung tam thong tin ctia mot by nganh.
> Phén tich yéu ciu:
Muc tiéu ciia hé thong: hé théng WAN va truy cip tir xa, cho trung tim thong tin
ctia mot bd duge thiét ké nham dam bao cic muc tiéu sau day:
— H¢ théng nay dugc xay dung trén cac thanh phé Ha Néi, H6 Chi Minh, Da
Néng va Can Tho;
— Tai mdi thanh phé, céc chi nhanh duoc két ndi téi tru sé chinh;

— Tru s& chinh dat tai Trung tam thong tin mang
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Tai cac Tru s& chinh, hé théng mang duoc thiét ké ma, cho phép dé dang
két ndi toi chi nhanh va tru sé khac qua nhiéu cach thirc két nbi mang di¢n
rong khéac nhau hién c6 tai Viét Nam nhu Leased line, vo tuyén trai phé,
ISDN, Frame Relay, VPN, Dialup...;

Cac hé théng déu c6 d6 6n dinh, chinh xé4c cao;

Phai bao toan dugc dau tu ban dau cho hé théng cua Khéch hang.

Céac yéu cau cia hé thong:

Két ndi duoc voi Internet;

C6 thé truy cap vao trung tdm mang (NOC) qua mang dién thoai cong
cong PSTN

Hé théng duoc duoc thiét ké nhu mot ISP ¢& nho;

Hé théng két ndi va truy cap phai co tdc do cao, hoat dong on dinh, dam
bao cac yéu cau vé bao mat thong tin, an toan tuy¢t dbi cho dix liéu va cac
thong tin quan trong;

Hé théng mang dugc thiét ké va xay dung dé dam bao c6 thé dap ing mot
cach day di nhu cau khai thac thong tin, cling nhu téc do truy xuat thong
tin tir trung tam mang tG1 cac chi nhanh va to1 Internet;

Hé théng mang phuc vu cong tac nghi¢p vu va khai thac Internet cho
khoang 100 nat mang trong Trung tam mang;

HO trg cac cach thirc két néi mang dién rong vai cac chi nhanh hién co tai
Vi¢t Nam va tuong lai nhu Leased line, ISDN, Frame Relay, xDSL, dialup
qua mang dién thoai cong cong...

C6 kha niang mo rong va dap tmg duoc yéu cau cua cac tng dung doi hoi
tbc do cao hién nay va trong tuong lai s€ trién khai thu vién dién t, cac
mg dung da phuong tién, hoi nghi vién dam,...ma khong bi pha v& cu
trtic thiét ké ban déu;

Phan mang truy cap céc phan mang nhd phai dugc bdo vé qua h¢ théng
tuong lira thong qua chinh sach an ninh chit ché ddi véi timg phan mang ;
Puong két ndi v6i Internet phai dam bao tdc d6 cao, 6n dinh va do sin
sang cao thong qua hai kénh thué riéng t&i hai nha cung cap IXP/ISP khac
nhau. Dé c6 thé thuc hién cac myc tiéu nhu Quang ba Website: Cho phép
ngudi ding tir ngoai Internet (bao gom trong va ngoai Viét Nam) c6 thé
truy nhap dén cac trang Web dit tai may chu cua Khach hang. Day chinh

12 méi trudng quang ba thong tin, chinh sach, v.v... nhanh nhit, tién loi
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nhit. Truy nhap Internet: Cho phép nguoi sir dung trong ndi b mang cd
kha nang truy nhap céac thong tin trén Internet. Hi¢n tai, Trung tam dugc
thiét ké cho khoang 100 thanh vién. Cho phép nguoi dung trong mang sir
dung cac dich vy Internet nhu Web, FTP, trao doi thong tin, dién dan thao
luan,...va cudi cung 1a bing thong dudng truyén két ndi Internet phai duoc
dam bdo, cho phép cac h¢ théng dich vu nhu H¢é théng tim kiém (Search
Engine) dung dé thu thap thong tin trén Internet, cap nhat Website, v.v...

— Céc thiét bi két ndi va truy nhap duoc chon lya tir cic hing cung cip thiét
bi mang ndi tiéng c6 uy tin trén thé gidi nhu Cisco, Nortel, .. dé dam bao
d6 6n dinh, d bén va dé dang nang cap khi can thiét.

H¢ théng mang tai Ha NQi va thanh phé Hd Chi Minh duoc thiét ké 1a trung tam
mang, cho phép cac chi nhanh c6 thé truy nhap bang nhiéu phwong thirc va c6 thé
két ndi véi Internet.

Do kinh phi han ché nén ching ta c6 thé thyc hién thanh nhiéu pha. Pha 1 trién
khai tai tong hanh dinh (head office).

Nhin tir goc do t6 chirc hé théng mang,va cac yéu cau ky thuét, ciing nhu cic yéu
cau tmg dung, trung tdm thong tin ciia mot bd vira 1a mot noi chira va cung cip
thong tin, twong tw nhu mot nha cip ndi dung (ICP), vira 13 noi cung cip dich vu
truy nhap tur xa, va két ndi cac chi nhanh twong tu nhu mot nha cung cép dich vu
Internet (ISP). Do do thiét ké s& c6 thé tham khao hé théng mang cua mot nha
cung céap dich vu Internet v&icac hoat dong 15i 1a kho thong tin va hé thdng bién
tap tin.

CAu hinh co ban bao gdm mdot s phan mang (Subnet) véi cac muc do an ninh -
bao vé khac nhau tuy theo chirc nang va dugc tach biét boi hé tuong Iira.

Phin 16p mang cung cip truy nhip (Access Network): Cung cip truy nhép tir
xa vao trung tim mang(NOC) bang nhiéu phuong thirc nhu tr Internet va tir
ngudi dung quay s (Dialup) qua mang dién thoai cong cong (PSTN).

Thiét bi trung tdm ctia phan mang cung cép truy nhap bao gém: Bo dinh tuyén —
Router, day la thiét bi thuc hién cac két ndi WAN trung tam mang voi cac chi
nhénh, va tr mang trong ra Internet trén cac kénh thué riéng (leased line), VPN,
hay vo tuyén trai pho tuy theo yéu cau chét lugng, va chi phi két nbi phai tra.

Hé thong két ndi nay ciing phai duoc thiét ké co kha ning mo rong cao, dé dang

nang cap duong khi c6 yéu cau.
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Hinh 3-27: M hinh topo WAN két ndi tong hanh dinh véi cac chi nhanh

Dich vu cung cép truy nhap tir xa qua mang dién thoai cong cong PSTN dugc thuc
hién thong qua Access Server, chii yéu cap cho cac thanh vién cta trung tim truy
cap tur xa. Access Server can phai lya chon dé dam bao téc do két ndi va c6 thé
duoc mo rong dugc.

Céc két ndi qua dudng Leased line chu yéu phuc vu trao d6i thong tin giita cac chi
nhanh va trung tdm. Dung luong leased line phhd bién bat dau tir 64 Kbps va cd
thé nang cap ting budc dén E1 (2,048 Mpbs) do viy ciing phai chon thiét bi két
nbi(NTU,...) c6 thé nang cap duogc tdc d6. Trong trudng hop yéu cau két ndi co

tbc do cao hon thi phai khao sat kha ning dung hé thong cap quang cung cac thiét
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bi két ndi SONET, hay cac nha cung cép dich vy vién thong co thé cung cép duoc
khong.Hé thong két ndi kénh tdc do cao nay ciing can c6 giai phap du phong cho
truong hop c6 su ¢d sé& khong lam gian doan két ndi. Giai phap du phong co thé
dung ndi b6 qua duong dién thoai cong cong.

Phén 16p mang cung cép dich vu (Service Network): Cung cip cac dich vu chay
trén bo giao thirc IP nhu thu dién tir, dién dan, truy cap Web va cac dich vu trén
Internet khac. Dich vu tén mién(DNS),... ;

Phu thudc vao sb lugng nguoi st dung cua toan by hé théng mang, phé‘m mang
cung cép dich vu nay s& dugc thiét ké cho pht hgp. Kha ning c6 thé mo rong la
diéu dugc quan tdm hang dau trong phan mang nay, mot hodc nhidu may chu s&
duoc thém vao hé théng cho phép cac dich vu Web, dién thu hay dich vu khac
dugc phuc vu dua trén cdc may chu riéng ré.

Trong giai doan ban dau véi sé luong nguoi dung han ché, sé lwong may chi chwa
can tdi da v6i cAu hinh manh. Tuy nhién, ddi v6i hé thong can do sin sang cao,
viéc ¢6 it nhat mdi dich vu mot may chu voi cAu hinh da manh, c6 kha nang thay
thé dich vu cho nhau 14 can thiét dé ddm bao tinh lién tuc cta dich vu.

Cac may chil ing dung 1a cac thiét bi quan trong nhat cho viéc xu 1y thong tin,
cing 13 trung tAm cua toan bo hé théng thong tin. Chung chiu trach nhiém luu trit,
tinh todn, xir Iy cac thong tin vao/ra ciia toan bo hé thong. Chung ta cé thé sir dung

giai phap cua nhiéu hing chang han nhu :

Borland Insprise;

Oracle;
— Microsoft;
— IBM;

B6 phan mém WebSphere;
Céc hang khac.

Phin 16p mang ndi b (Internal Network): Cung cip cac dich vu xac thuc nguoi

ding (Authentication), tinh cude (Billing) va quan 1y mang. Pay 1a 16p can duoc
quan tim bao vé nhit trong thiét ké cia cac hé thdng mang cung cip dich vu;

DPé dam bao do an toan an ninh cao cho ngudi dung trong mang ndi bo, ta co thé
dat thém may chu xac thuc bén ngoai mang noi bo.

Dich vu xac thyc va tinh cudc dugc xay dung dua trén do 16n cia hé théng mang,

s0 lugng nguodi st dung va cac yéu cau tinh cudc.
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Cac dich vy hd tro cung cép dich vu va quan ly mang khac ciing dugc thyc hién
trong phan mang nay, trong do cac chuc nang quan ly mang, sao luu dir licu, dich
vu khach hang. Cac cong cu chuyén nghiép c6 thé duoc dung nhuw SYMON d6i voi
hé SUN Microsystem hay HP OpenView c6 thé chay trén hé Windows,...

Phian mang Co sé dir li¢u, bién tip (Information Editing): Noi chtra kho dit
liéu, déng thoi 1a noi 1am viée ctia ban bién tap. Tu day cac thong tin, dir liéu duoc
bién tap dé cap nhat vao h¢ CSDL va Web server. Phan mang nay ciing can duoc
bao vé chéng moi hinh thuc xam nhap trai phép tr bén ngoai vdi muc dich léy
thong tin hay pha hoai hé thong.

Céc mdy tinh trong phan mang nay chi dugc phép truy nhap trong ndi bo va tdi
mot s6 may chii nhat dinh nhu may chii Web hay CSDL. Bén ngoai tuong lira
khong thé truy nhap t6i cic may tinh trong phan mang nay.

> Lua chon phuong 4n két ndi:

Luwa chon sé 112 dung cap d6n2 truce tiép ndi Leased line

Leased line dung truc tiép cap dong 1a cach két ndi phd bién nhat hién nay gitra hai
diém c6 khoang cach xa, tir Trung tdm Thong tin t&i dau cudi cta nha cung cp
IXP/ISP gan nhét.

Tai Viét Nam, dé tiét kiém chi phi thué bang thong, ching ta thudng thué mot sd
kénh co so n x 64K rdi ghép kénh réi mé rong dan dat duoc bang thong theo yéu
cau.

Vi nhu cau trude ban dau cua Trung tim Thong tin , kénh thué riéng 1a 128 Kbps.
Vi hé théng nay ta dé dang nang cap timg budc téi E1(2,048 Mbps) bang cach
thué va ghép thém cac kénh co so .

Pé thyuc hién duge cac yéu cu va nhiém vu & trén, qua mo hinh topo phuong an
két ndi duge thuc hién nhu sau:

— Két ndi truyén sd lidu (TSL) bang cap dong tir Trung tim mang téi Nha
cung cap két ndi Internet (IXP). Trong thoi diém hién tai, Viét Nam dang
c¢6 3 nha cung cép IXP 1a cong ty VDC truc thudc Tong cong ty Buu chinh
Vién thong, cong ty truyén thong FPT va cong ty dién tr Vién thong quan
d6i Vietel. Puong truyén nay téc d6 khai diém duoc dit 1a 128 Kbps, c6
kha ning nang cap lén toc do E1 (2,048 Mbps);

— 01 kénh dy phong dugc ndi téi mot IXP hodc ISP khac dé dam bao d6 on
dinh cao cua hé théng;

Kénh thué bao két ndi riéng di Internet t6i mot IXP hoiic ISP gin nhit:
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— Cap dong dién thoai thong thuong cua ha ting vién théng Viét Nam

(duong kinh cap 0,5 mm);

— St dung cac tuyén céap riéng truc tiép (thong thuong 1a cap dong duong

kinh cap 0,9 mm hodc cap quang), co thé dung cho nang cép két ndi t6i
tbc do 2,048 Mbps (E1).

Dung két noi mang riéng 40 VPN la lwa chon thi 2, sau khi so sanh chi phi

két ndi voi phuong an 1.

Mang riéng a0 VPN c6 cac wu diém:

Két ndi truc tiép giita cac diém bat ky (Any-to-Any Connectivity)

Tat ca cac dia diém trong mang co thé lién hé truc tiép véi nhau chi véi mot
két ndi vat Iy duy nhat tai mdi dia diém, khong can ding leased line hay
PVC. DPiéu nay lam céu tric mang trd nén don gian va cho phép mé rong
mang mot cach nhanh chong khong can thiét ké lai mang hay lam gian doan
hoat dong cua mang.

Duing cac cong nghé két ndi khac nhau

VPN cho phép lya chon cic cong nghé két ndi khac nhau (leased line,
frame relay, ADSL, Ethernet, PSTN, ...) tuy thudc vao yéu cdu vé bing
thong va phuong thire két ndi tai mdi diém cua ngudi dung.

Co thé tich hop dir li¢u, thoai va video (Data, Voice and Video
Convergence)

Véi céc cong nghé quan 1y chét luong dich vu (QoS) chudn, tat ca cac tng
dung dir 1i€u, thoai va video co thé chay trén mot Mang IP riéng, khong can
¢6 cac mang riéng ré hay thiét bi chuyén dung.

D0 bao mat cao (High Network Privacy)

Hé théng bao mat c6 san trong mang s dung cong nghé Chuyén mach
nhan da giao thirc (Multi-Protocol Label Switching - MPLS) cho phép phan
tach ludng dir liéu cia mdi khach hang ra khoi Internet cling nhu cac khach
hang khac. Muc d6 bao mat tuong duong nhu céac dich vy 16p 2 nhu X.25,
frame relay va ATM.

Dé sir dung (Ease of Operation)

VPN han ché yéu ciu d6i voi ngudi dung trong viée thuc hién cic cong
viéc phirc tap nhu thiét ké mang, cau hinh b dinh tuyén. Do vay giam rat
nhiéu chi phi van hanh

Mot diém lién hé cho moi yéu cdu (One Stop Shopping)
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Cac ISP cung cap dich vu tron goi v6i mot diém lién hé duy nhat trén pham
vi toan Viét Nam. diéu d6 gitp don gian hoa viéc trién khai cic mang quy
mo 16n.
e Dép mg nhiéu dich vu
Ung dung trao ddi dir liéu nhu truyén file, dich vu thu tin dién tir, chia sé
tai nguyén mang (file hoic may in), co s& dit liéu, Web noi bd, Truyén anh,
Céc ung dung ERP, cac ung dung thiét ké k¥ thuat.
Truy nhdp Internet va st dung cac dich vu trén nén mang nay nhu mot
khach hang Internet truc tiép binh thudng.
Cac mg dung vé am thanh, hinh anh trong mang riéng cta khach hang
(Khéch hang c6 kha nang thiét 1ap mot tong dai PBX sir dung cong nghé IP
va co thé goi trong pham vi mang ndi bo cua minh).
Mot s6 ing dung cao hon nhu: hoi thdo qua mang MPLS VPN, hosting...
Mang riéng ao trén Internet cho phép tan dung dugc nhitng wu thé cua
Internet, dac bi¢t khi phai thyc hién két ndi t6i cac diém co khoang céch xa.
Do mot két ndi Internet co thé duoc dung dé ndi t&i nhiéu diém khac nhau,
nén Mang riéng 4o ¢ nhiing uu thé téng hop ciia cac két ndi PPP, dialup,
va cac dich vu mang ludi. Pong thoi, VPN cho phép dé dang tich hop nhiéu
giao thitc WAN khac nhau.
Tiét kiém chi phi véi mang riéng 40 VPN:
Néu dung Internet cho cac giao dich LAN-to-LAN, theo d4nh gia cia mot sb to
chirc nghién ctru vé mang, c6 thé lam giam t&i 80% chi phi so voi cach thuc két
n6i WAN truyén théng. Hién nay, nhiéu cong ty va to chirc nhan thirc duoc diéu
nay nhung chua thuc hién vi con mot van dé 16n can quan tdm: an ninh. Mang
riéng 40 (VPN) cung cip mdt giai phap hiéu qua cho van dé an ninh. VPN dua ra
mot cach thirc — cong nghé két ndi cac mang LAN véi nhau va véi nguoi dung di
dong an toan va hiéu qua.
Nhung phuong thirc nay hién chua dugc dung nhiéu vi chua dwoc danh gia day du
vé chi phi ciing nhu an ninh-an toan.
Dung két n6i ADSL Ia lua chon thir 3:
ADSL (Asymetric Digital Subcriber Line) 1a cong nghé bang thong rong cho phép

truy cdp vé trung tim mang hay vao internet véi toc do cao.
ADSL tan dung hé thdng cap dién thoai bang dong co san dé truyén tai dir liéu &

tbc do cao ma khong can phai lap dat thém cap quang (fibre-optic) hodc cap dong,
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tiét kiém chi phi hon. Tat ca cac dang ADSL hoat dong dua trén nguyén tic tach

bang thong trén dudng cap dién thoai thanh hai: mot phan nhé danh cho truyén am,

phan 16n danh cho truyén tai dir liéu ¢ tbc d6 cao. Trén dudng day dién thoai thi

thuc té chi dung mot khoang tan s6 rat nho tir 0KHz dén 20KHz dé truyén dir liéu

am thanh (dién thoai). Cong nghé ADSL tin dung dic diém nay dé truyén dir liéu

trén cung dudng diy, nhung ¢ tan s 25.875 KHz dén 1.104 MHz. Do vay ta vira

c6 thé két ndi truyén so6 liéu vira dung di¢n thoai.

bay 1a cong ngh¢ rat mai can dugce danh gia.

So sanh danh gia cac phwong thire két ndi WAN hién c6 tai Viét Nam:

. Mot céng
Dich vu .
WAN c¢6 the
WAN .
not1 tot:
Dial-Up Nhiéu noi
Analog

ISDN  Dial- Nhiéu noi
Up (BRI)

ISDN  Dial- Nhiéu noi
Up (PRI)

Leased Line Mot noi

Frame Relay Nhiéu noi

X.25 Nhiéu noi
mang  riéng Nhiéu noi
aoVPN, qua

S6 lwong két ndi

Mot

1 duong (128K) hodc
2 duong (mdi duong
64K)

30 duong (t6i 64K mdi
duong)

Mot

Nhi€u diém

Nhiécu diém

Nhi€u diém

bic diém chinh

« N6i mot diém t6i mot diém
* Téc d han ché

« N6i mot diém t6i mot diém
* Chua phé bién & Viét Nam,
Chi ¢6 ¢ Ha néi, Tp HCMC

M6  hinh  tép
« Nhiéu két ndi dong thoi
« Chua phd bién ¢ Viét Nam

trung

« C6 dinh diém t6i diem
« Bang thong dam bao
* D) tin cay cao

« Mot diem t6i nhiu diem
« Bang thong dam bao
« Pang dugc khuyén khich phat
trién boi Tong CT BCVT VN

- Mot diém t6i nhiu diem
* Thuong dugce dung véi cac ha
tang vién thong lac hau

« Mot diem t6i nhiu diem

« Chi phi hip dan dbi véi cac
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ha ting mang WAN khodng cach xa
Internet « Bang thong linh hoat
* Boc 1ap voi cac dich vu dién

rong ndi bod

ADSL Mot noi Mot « C6 dinh diém toi diém
- Bing thong rat cao
* Chi phi htra hen
 Hién dang la dich vu thu
nghi¢m

Dich vu . . s ..

Bang thong Gia Do san co vé dia ly
WAN
Analog « Toc d6 t&i s Noi hat thi ré, duong Co6 & khép moi noi

56K dai va qudc té con dat

ISDN  Dial- » Lén téi 64K « Cudc tinh theo thoi Chau Au rit thong dung, tuy

Up (BRI) moi kénh lugng str dung nhién chi mot phan chau A phat
 duoc dam trién loai hinh nay. Pang duoc
bao td1 128K thir nghiém & Viét Nam.

ISDN Dial-» 64K mbie« Cudc tinh theo thoi Ciing nhu trén
Up (PRI) kénh luong su dung

Leased Line '+ 56K-1.5Mb ¢ Phu thudc khoang Co & khép moi noi; c6 nhiéu
(T1) céach va bang thong lya chon.
. 64K-2Mb
(E1)
* 45Mb (T3)
Frame Relay '« 56K-1.5Mb « Cudc c6 thé tinh theo Pugc phat trién chu yéu ¢ Bic
(T1) khoang cach va bing My va Tay Au, Viét Nam dang
. 64K-2Mb thong, ciing nhu c6 thé cb ging ddy loai hinh nay phat
(E1) tinh theo dung lugng trién.
«45Mb (T3) truyén
X.25 » To1 64K « Tinh cuéc theo biang Chu yéu & cac thi truong chau
thong hodc theo thong A, My La tinh va Péng Au.
lugng Vi¢t Nam dang dung it.
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Mang riéng* 56K-1.5Mb + Phu thudc vao gia O dau co Internet thi c6 no!

ao VPN trén (T1) cuéc vién thong noi

ha tang'e  64K-2Mb hat dé ndi toi ISP va

internet (for E1l) gia quy dinh boi ISP
* 45Mb (T3)

ADSL . 8Mb Chua c6 gia chinh thirc Pang phd bién ¢ nhiéu nudc
(download) chau A, di c6 & Ha noi , Hai
. 800Kb phong, va TP HCMC
(upload)
« Ciang gan

tong dai toc do

cang cao

> Lura chon thiét bi:

Thiét bi, vat tu t5i thiéu dé xay dung két ndi WAN trung tdm Trung tdm Thong tin

té1 ISP, va t61 cac chi nhanh gom co:

e B dinh tuyén - Router

Thiét bj Router duogc lya chon phai dam bao:

(@)

C6 s6 luong cong WAN nhiéu hon cac diém can két ndi. Co cac
cong LAN du ndi voi cac phan doan mang can thiét. Co nang luc xur
1y ¢am bao khong qua 60% yéu cau, co sé RAM du.

Co6 Router dy phong cho Router chinh .

Router phai dugc san xudt boi hing c6 uy tin trén Thé gidi, nhu
Cisco, Nortel,... dé dam bao d6 on dinh, tin cay cao.

HO tro cac giao thuc dinh tuyén dong nhu RIP-1, OSPF, EIGRP,...
C6 cac bo giao tiép cho phép thiét bi
tuong thich v&i nhiéu loai két ndi
trong diéu kién ha tang Vién thong
hié¢n tai & Viét Nam nhu
Ethernet/Fast  Ethernet, TI1/EI,
ISDN PRI, ISDN BRI, OC-3, ATM,...
Pam bao tuwong thich dé bao toan dugc chi phi dau tu ban dau cho
phia Khach hang, .
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Vé6i yéu cau ban dau 13 3 cong WAN Router duoc chon 1a Cisco Router
2621. Pay la thiét bi thoa man moi yéu cau dit ra caa Dy 4n. N6 cho phép
dat téc do xur 1y 25 Kpps.Ngoai ra, no con ho tro VLAN, IP VPN.... va céc
bd giao tiép cam thém theo yéu cau cho phép ta d& dang nang cip néu can.
Modem sé (xDSL Modem)

La thiét bi ndi giita thiét bi truyén va dau ndi vién thong, hay con goi la
thiét bi ddu cudi mach dir liéu DCE, thyc hién nhiém vu chuyén sé liéu.
Modem sb dugc Iya chon cho Dy an Khach hang phai thoa min cac yéu cau
sau day:

o Puoc san xuat boi cac hing c¢6 danh tiéng trén Thé giéi nhu Patton,
RAD, Pandatel, v.v...

o Thiét bi hd tro tdc d6 cao hon trong trudng hop nang cip duong két
ndi mang di¢n rong. Pha dau cta Du 4n Khach hang, kénh thué riéng
c6 tbe d6 128 Kbps;

o Pam bao d6 chinh xac cao, dit liéu luu thong qua phuong thirc dong
bd bang nhau bang cach
cung cidp ngudn dinh
thoi;

o bam bio dién &p ludn
thich hop;

o An toan dir li€u cao, tim

va hiéu chinh 16i trong
qué trinh truyén/nhan dong thong tin;
HO) trg nén thong tin;

Dinh hinh tin hiéu sé;

o O O

C6 kha ning chan doan 151 tir xa.

o HO tro quan trj tir xa qua cac module ghép thém tai tong dai két ndi;
Modem dugc lya chon cho Dy 4n Trung tAm Thong tin 1a ASMi-50.
Day 1a san pham ndi tiéng cua hang RAD, hién dang rat thong dung tai Viét
Nam.
Dong modem nay cho phép truyén véi khoang cach xa toi 8,2 Km va tde do
cao nhat dat 1152 Kbps.

Access Server
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Thiét bi Access Server dit tai Trung tim duoc thiét ké dé dap ung nhu cu
két ndi qua mang PSTN cho khoang 200+300 tai khoan ngudi dung. Nhu
vy hé thong phai dap tmg dugc nhiéu cudc goi cing lic. Ngoai ra hé théng
cling cho phép lap thém duong truy cap trong trudng hop nang cap hé thng.
Tai Trung tam cép truy cdp qua mang dién thoai cia hé théng mang, ta
dang ky s6 trugt cho cac duong dién thoai truy cép cua Dy an. Thiét bi
Access Server duoc dat ché do tu dong trugt ) trong truong hop céd nhiéu
yéu cau két ndi cung luc toi Trung tam.

Céc tai khoan nguoi ding dugc quan 1y théng qua mot phan mém quan tri
tai khoan truy cap tur xa.

Phan mém quan 1y tai khoan truy nhap phai twong thich hoan toan véi thiét
bi Access Server. Pong thoi nd cling hd tro sir dung cac giao thirc bao mat
tai khoan nguoi dung nhu CHAP/PAP, TACACS+, DES,...

Cong tac quan tri nguoi dung truy cdp dugc thong qua giao dién Web than
thién. Nhan vién quan tri mang co thé d& dang chinh stra, tao/xo0é céc tai
khoan truy nhap.

Trong trudng hop nang cip hé théng, cic Access Server thé hé méi dugc
lwa chon ciing hd tro két ndi t6i mang dién thoai cong cong thong qua cac
kénh thué riéng nhu T1/E1.

St dung cac Access Server thé hé mdi, ngoai viéc nang téc do két ndi
nguoc dong qua modem la 56K, nho vay, toc do va do on dinh cua két ndi
dialup t6i Trung tim mang ciing duoc cai thién dang ké.

Access Server c6 thé lua chon 12 loai Cisco Access Router 3620.

bay la thiét bi da chire nang dugc thiét ké cho mot ISP ¢& nho. Véi hon 20

module tuy chon trén

mot thiét bi, n6 cho )
phép tich hop nhidu [~ W
giai phap trén cung tr" o t‘“ —_————— = ¥

. L . . L Budliary port E—
mot thiet bi: da giao ‘£ Consale part  LEDs PoMCia g

thire dinh tuyén, tich hop tiéng néi/hinh anh, tiép nhéan truy cap tir xa qua"
Dialup, ...

Thiét bi thudc ho 3600, ¢ tinh twong thich cao v&i nhiéu loai két nbi Vién
thong khac nhau nhu Ethernet/Fast Ethernet, T1/E1, ISDN PRI, ISDN BRI,
0OC-3, ATM,....va cac module tuy chon thém.
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Tap hop cac
module  trén
nguoi ta goi 1a [+
1 Slot. Mbdi _.
Slot cho phép Siot 0 pmm..pw"

dat nhiéu nhét 16 duong két ndi khong ddng bo qua modem. Dong 3620 ¢
02 Slot. Tuy theo yéu cau st dung ma ta dat hang trong Slot gdm nhiing
module nao?

Cisco 3620 st dung bo xtr Iy R4700 80Mhz, cho phép dat hiéu suét 20+40

Kpps.
Windows MT
i Windierws 05
b N
Taleghone :
\-..} ovall Metwork
Fax Machirm : »
.
hu;_d-b

3

Homea Office PG

Public Switched

Telephane Metwork il
Lagtop with intemal

modam for mabile commuler

Hinh 3-28: Access Server Cisco 3620
Kién tric Module:

M3di chire ning ciia hé thong duoc boc tach thanh cac module riéng. Pay 1a
loai kién tric c6 hiéu nang cao, cho phép bao v¢ dau tu cho dv 4n cta
Khach hang va tich hgp nhiéu chirc ning trén cing mét thiét bi. Khi nhu
cau cua du 4n ban dau 1a ding 3620 1am thiét bi phuc vu truy cép tir xa thi
ta chi can dat hang cong modem khéng ddng b trong tuy chon.

Trong trudng hop du 4n Khach hang xay dung hé thdng tiép nhan cac két
ndi Dialup cua nguoi dung tir xa, thiét bi Cisco 3620 c6 thé phuc vu toi da
32 nguoi dung cung lac két ndi vao hé théng. Thuc té cho thay hé thong
tiép nhan truy cap ndy c6 thé cung cip cho khoang xap xi 500 ngudi dung

truy cap tu xa.
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Ngoai ra, 3620 ciing cho phép ta lip dit thém cac module modem k¥ thuat

s trong trruong hop hé thong két nbi nang cp 1én E1.

Chi tiét vé thiét bi duoc mo ta boi bang dudi day:

Céc tinh nang ky thuat

Céc tinh nang chung

Bo vixu ly

DRAM

NVRAM

Flash memory (SIMM)

Flash memory
(PCMCIA)

Boot ROM
Dimensions (H x W x D)
Weight

Input voltage, AC power
supply
Current
Frequency

Input surge current
(AC)

Chi tiét

24 +32 cong modem analog dung san;

10/100 Ethernet LAN

Cho phép két ndi qua duong T1/El WAN qua
cac cong modem dung sin;

H) tro cac dong modem analog 56K theo chuan
Voo;

Cho phép cap nhat cac phan mém néng cp cua
modem;

Hiéu suét cao, dat 2040 (Kpps);

HJ trg cac két ndi an toan bao mat qua VPN,
bao gém céac tuy chon nhu firewall, md hoa di
lidu va céc giao thirc duong ham.

80-MHz IDT R4700 RISC

4 + 64 MB

32 KB

4 +32MB

2+32MB

512 KB
1.75x 17.5 x 13.5 inches (4.4 x 44.5 x 34.3 cm)
23 Ib (10.45 kg) maximum, including chassis

and two network modules

100 to 240 VAC, autoranging
1.0A

47 to 63 Hz

50A, one cycle
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Input rating, DC power -48 to -60 VDC

supply -36 to -72 VDC
Operational between 3.0A
Current 65A, 250mS
Input surge current

(DC)

Power dissipation 60W (maximum)

Console and Auxiliary | RJ-45 connector

ports

Operating humidity 5 to 95%, noncondensing

Operating temperature 32 to 104\xb0 F (0 to 40\xb0 C)

Nonoperating -40 to 185\xb0 F (-40 to 85\xb0 C)

temperature

Noise level 45 dBA (maximum)
Tom lai, day 1a thiét bi thoa man moi yéu cau dat ra cho cac thiét bi két ndi va truy
nhdp mang.

e Modem

Cac modem duge cu hinh dé tu dong trd 101 cudc goi. Thong thuong, cude
goi dugc 4n dinh sau hai hoi chuong. Trong pha dau cua Du an, két ndi
Dialup dugc thuc hi¢n qua mang dién thoai cong cong nén tdc do nguoc
dong han ché 14 33.6 Kbps. Do dé ta nén dat cAu hinh cho modem chay véi
tde d6 38.400 bps dé hién tuong ngét két ndi dot ngot.

Ta nén ghi ctng chudi khoi tao cho modem dé dé& phong truong hop mat
dién hodc su cb. Khi Access Server phai khéi dong lai, tir chudi khéi tao
chung, n6 s& nhén lai cdu hinh di duoc ghi cimg cho modem.

Gia dat modem can phai duoc thiét ké khoa hoc, vira du khong gian dé
thoat nhi¢t vira ddm bdo my quan cho phong mang.

Modem cho du an — Khach hang duoc lga chon 1a Fax modem US Robotic
56K.
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,:Ij Router 2621

Mobile user

TACACS Server )
Access Server =

T System
Administrator

Hinh 3-29: Nguwoi dung xa két ndi vé tong hanh dinh qua mang dién thoai cong
> To chirc trién khai
Cong tac cAu hinh hé théng WAN sé& duoc trién khai sau khi hoan thanh lép dat hé
thong LAN tai toa nha Trung tim Thong tin.
Toan bd hé thdng WAN da duoc chia thanh cac phan 16p mang trong qua trinh
thiét ké. Do d0, trién khai hé théng theo ting phan 16p mang.
DPé dam bao dung chit luong va tién do thi cong, cong tac kiém tra va giam sat s&
duogc tién hanh ngay sau khi hoan thanh timg phan doan mang. Viéc khiém tra
tirng phan hé cho phép chiing ta bo qua giai doan trién khai thir nghiém ma vAn rat
ra dugc kinh nghiém c6 nhiing phan doan tiép theo.
Sau khi cong trinh hoan thanh ho so thiét ké k¥ thuat, hd so hoan cong ciia toan bo
mang ludi ciing nhu hd so cau hinh cua tit ca thiét bi da trién khai phai c6 day du,
va dugc bai giao cho nhém quan tri mang.
Ké hoach_trién Khai.

Lich trién khai dwoc du tinh ngay trong thiét ké nhu sau:

Chi tiét Ngay
1 2 3 4 5 6 7 8 9 10

Cau hinh thiét bi

Kiém tra va hoan thién hé théng

Ban giao ky thuat
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Fire\vall

WanSwitch
DSLAM

uTP G,SHDSL
2 Bridge

WanSwitch
DsLAM

NOC UTP 10/100

TP Cross over

Max 4 ling
Dawnload max 9.2 Mbps
Upioad max 9.2 Mbps

Custom2 Custom3
WAN ADSLIG.SHDSL ADSUG SHDEL
Custom1 Port Router Router
ADSL/G.SHDSL
Router
1 |UTP
Port
() wosomesz- ) () nousomess- )
LAN customers 1~
0 v )

Hinh 3-30: Minh hoa Wan backbone ding chuin G.SHDSL/ADSL di trién khai tai cong ty NetNam

3.4 Tom tit chuwong 3

Phén dau trinh bay céac kién thic co ban vé WAN, cac yéu cau khi thiét ké WAN,
cac cong nghé va cac thiét bi dung cho két nbi WAN. Ddng thoi dua ra so sanh va
danh gid cac cong ngh¢ nay.

Phan hai trinh bay phuong phap thiét ké WAN bao gdm cdc mé hinh phuc vu cho
thiét ké va di sdu vao mo hinh an toan an ninh, 1a mot van dé dic biét quan trong
khi thiét ké WAN. Trong phan nay chiing t6i cling dua ra cac budc phan tich va
thiét ké WAN.

Phén cubi trinh bay chi tiét mau thiét ké hé thong WAN don gian nhung kha phd
bién cho céc co quan va td chac chinh pht ¢ Viét Nam hién nay, do la thiét ké
WAN cho Trung tdm Thong tin ctia mot B9, nganh ma ching t6i di trién khai

trong thuc té.
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4 Két luan.

La mot don vi nghién ctru, déng thot 1a mat ISP, ching t61 da truc tiép thiét ké va
trién khai nhiéu hé théng mang trong nhiéu nim qua, ching toi cd ging dua vao
gido trinh nhitng hiéu biét ciia minh nham gitup hoc vién cac kién thirc co ban va
thuc té khi thiét ké va xay dung hé thong mang LAN, WAN.

Do phai viét gido trinh trong thoi gian quéa ngén nén khong tranh khoi nhiéu thiéu

st mong cac dong nghiép chan thanh gop y.
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