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TUYEN BO BAN QUYEN

Nham dap @ng nhu cau hoc tap va nghién ciu cho giang vién va sinh
vién nghé Cong nghé Thong tin trong trudng Cao dang Ky thuat Cong nghé
Ba Ria — Viing Tau, chung t6i da thuc hién bién soan tai liéu Quan tri hé
théng WebServer va MailServer nay.

Tai liéu duoc bién soan thudc loai giao trinh phuc vu giang day va hoc
tap, luu hanh ndi bo trong Nha truong nén cac nguon thdng tin co thé duoc
phép dung nguyén ban hoic trich dung cho cac muc dich vé dao tao va
tham khao.

Moi muc dich khac mang tinh 1éch lac hoac st dung vai muc dich
kinh doanh thiéu lanh manh s& bi nghiém cam.



LOI GIOI THIEU

Gido trinh “Quan trj hé théng WebServer va MailServer” dugc bién soan
dua trén khung chuong trinh ddo tao Cao dang nghé Cong nghé Théng tin nim
2019 da dwoc Truong Cao dang Ky thuat Cong nghé Ba Ria — Viing Tau phé
duyét.

Tac gia da nghién ciru mot s6 tai liéu, cong nghé hién dai két hop véi kinh
nghiém lam viéc thyuc té dé viét nén giao trinh nay. Noi dung dugc tac gia trinh
gido trinh Ia trang bi cho hoc vién nhimg kién thirc va k¥ nang:

-Trinh bay duoc téng quan vé hé thong Web;
- Cai dat va quan tri dugc h¢ théng Web Server;
- Trinh bay duoc céc khai niém vé hé thong thu dién tu;
- Cai dat va cau hinh dugc hé théng MailServer exchange ;
- Quan tri dugc hé théng MailServer;
- Xir 1y va khic phuc su ¢ cia hé thong Web Server va Mail Server;
- B4 tri 1am viéc khoa hoc ¢am bao an toan cho ngudi va phuong tién hoc tap.
- B4 tri 1am viéc khoa hoc dam bao an toan cho nguoi va phuong tién hoc tap.
Noi dung giao trinh dugc chia thanh 12 bai, trong do:
Bai 1: Tong quan vé mot hé théng web
Bai 2: Quan tri may chu web server
Bai 3: Khai niém chung vé hé thdng thu dién tir
Bai 4: Giéi thiéu vé mail exchage server 2010
Bai 5: Cai dat may chu mail exchage server 2010
Bai 6: Quan ly mailbox servers
Bai 7: Quan ly recipient
Bai 8: Quan ly client access role
Bai 9 : Quan ly message transport
Bai 10: Trién khai messaging security
Bai 11: Trién khai backup va recovery
Bai 12: Bao vé exchange server 2010
Mic dil ban than da tham khao cac tai liéu va céc v kién tham gia ctia cac
dong nghiép, song cudn gido trinh van khong tranh khoi nhiing thiéu sot.
Mong cac ban dong gop y kién.
T6i xin cam on cac thdy c¢d khoa CNTT-Truong Cao dang K§ thuét
Cong nghé da cho tdi cac y kién dong gop quy bau dé tdi hoan thién gido trinh
nay.
Ba Ria — Viing Tau, ngay ...... thang ...... nam .........

Tham gia bién soan
1. Vi Thi Tho — Chu bién
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GIAO TRINH MO PUN

Tén mo dun: Quén tri hé théng Webserver va Mailserver
Ma mén hoc/moé dun:MP19

VI TRi, TINH CHAT CUA MO PUN:
- Vi tri: M6 dun dugc bd tri sau khi sinh vién hoc xong cac mén hoc chung,
trudc cdc mon hoc, md dun quan tri mang, quan tri mang nang cao.
- Tinh chit: La mé dun chuyén nganh dao tao bat budc, cung cap cac kién thirc
vé quan tri hé thong WebServer va MailServer.
MUC TIEU MO PUN:
- Vé kién thuc:
+ Trinh bay duoc tong quan vé hé thong Web;
+ Trinh bay dugc cac khai niém vé hé théng thu dién tu;
+ Quan tr1 dugc hé théng MailServer; Webserver
- Vé k¥ nang:
+ Cai dit va quan tri dugc hé thong Web Server;
+ Cai dat va quan tr1 dugc hé théng FTP Server;
+ Cai dat va cdu hinh duoc hé théng MailServer;
+ Xu 1y va khac phuc su c¢d ciia hé thong Web Server, FTP Server va Mail
Server,
- Vé nang luc tu chu va trach nhiém:
+ Co6 thé lam viée doc lap hodc theo nhém trong viéc quan tri hé théng
webServer va MailServer
+ B tri 1am viéc khoa hoc dam bao an toan cho ngudi va phuong tién hoc

tap.
NOI DUNG MO PUN:
BAI 1. TONG QUAN VE MQT HE THONG WEB
M3 bai: 19.1
Muc tiéu:

- Biét dugc mé hinh téng quan vé hé théng web;
- Hiéu dugc nguyeén tic hoat dong cua hé thong web.
- Thuc hién céc thao tac an toan vai may tinh.
N§i dung chinh:
2. Gioi thiéu web server
May Web Server 1a may chii c6 dung lugng 16n, téc d6 cao, dugc dung dé
lwu trir thong tin nhu mot ngan hang dit liéu, chira nhitng website da duoc thiét
ké cung véi nhitng thong tin lién quan khac. (cac ma Script, cac chuong trinh, va
cac file Multimedia)



Web Server c6 kha ning gtri dén may khach nhiing trang Web thong qua
moi truong Internet (hodc Intranet) qua giao thitc HTTP — giao thirc dugc thiét
ké dé giri cac file dén trinh duyét Web (Web Browser), va céac giao thirc khac.

Tat ca cac Web Server déu c6 mot dia chi IP (IP Address) hodc ciing c6 thé
c6 mot Domain Name. Gia st khi ban danh vao thanh Address trén trinh duy¢t
ctia ban mgt dong http://www.abc.com sau d6 gd phim Enter ban s€ gui mot yéu
cau dén mot Server c6 Domain Name 1a www.abc.com. Server nay sé tim trang
Web ¢6 tén 13 index.htm ri giri n6 dén trinh duyét cta ban.

Bét ky mot may tinh nao cling c6 thé tré thanh mot Web Server bai viée cai
dat 1én nd6 mot chuong trinh phan mém Server Software va sau d6 két nbi vao
Internet.

Khi may tinh ctia ban két ndi dén mot Web Server va giri dén yéu cau truy
cap cac thong tin tir mdt trang Web nao do, Web Server Software s€ nhan yéu
cau va giri lai cho ban nhiing thong tin ma ban mong muén.

Gidng nhu nhitng phan mém khac ma ban da timg cai dat trén mdy tinh cta
minh, Web Server Software ciing chi 1a mét img dung phan mém. N6 duogc cai
dat, va chay trén may tinh dung lam Web Server, nhd c6 chuong trinh nay ma
nguoi str dung cé thé truy cap dén cac thong tin cua trang Web tir mot may tinh
khac ¢ trén mang (Internet, Intranet).

Web Server Software con c6 thé dugc tich hop voi CSDL (Database), hay
diéu khién viéc két ndi vao CSDL dé c6 thé truy cap va két xuit thong tin tir
CSDL Ién cac trang Web va truyén tai chung dén ngudi dung.

Server phai hoat dong lién tuc 24/24 gid, 7 ngady mot tudn va 365 ngay mot
nim, dé phuc vu cho viéc cung cip thong tin tryc tuyén. Vi tri dit server dong
vai trd quan trong trong chat luong va toc do luu chuyén thong tin tir server va
may tinh truy cap.

Phan 16n cac server st dung mot bo &nh xa cong chuan, va mot vai
cong théng dung dugc md ta & bang 1. Phan Ion cac Web server sir dung cong
80, nhung ta c0 thé thay doi dé Web server c6 thé cai dat trén cong khéng tiéu
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chuan. Néu mudn "dau" Web server nhu 1a mét Web server da host trén mot
may tinh bang viéc anh xa mdi server cho mot cong khac nhau. Cha y, néu sir
dung mot anh xa cong phi chuan, nguoi st dung s& can biét s cong mai caa ban
dé c6 thé két ndi tai server caa ban.

20 | FTP, File Transfer Protocol

21 | FTP, File Transfer Protocol

23 | Telnet

25 | SMTP, Simple Mail Transfer Protocol
53 | DNS, Domain Name Service




70 | Gopher

80 | HTTP, Hyper Text Transfer Protocol (the protocol used by
the World Wide Web)

107 | Remote Telnet service

109 | POP2, Post Office Protocol version 2
110 | POPS3, Post Office Protocol version 3
119 | NNTP, Network News Transfer Protocol

143 | IMAP4, Interactive Mail Access Protocol version 4 (used to
be used by IMAP2)

194 | IRC, Internet Relay Chat

220 | IMAPS, Interactive Mail Access Protocol version 3
389 | LDAP, Lightweight Directory Access Protocol
443 | HTTPS, HTTP running over secure sockets

540 | UUCP, UNIX to UNIX Copy

1.1. Vai tro cia Web server

Truoc Kia, truy cap tr xa cac doan mé nhi phan doi hoi nhitng giao
thuc thuoc san dién dic trung. Vi du nhu DCOM, DCOM client truy cap Cac
kiéu dix lieu COM tur xa sir dung thu tuc goi tir xa RPC (Remote Procedure Call)
duoc géan két chat ché.

Mot trong cac han ché caa DCOM la khong thé vuot qua tuong lua
(firewall). Do vay, Web server la cach khac phuc nhuoc diém nay. Bang céach sir
dung Web server ta cé thé truy cap assembly sir dung HTTP ma thdi. Trong tat
ca cac nghi thie hién co, truy xuat thong tin va diéu khién qua trinh céng nghé
trén nén tang Web HTTP Ia mot nghi thic lién lac dac thd ma tit ca moi trinh
duyét déu chap nhan hd tro.

Nhu vay, sir dung Web server, ngudi trién khai Web server c6 thé sir
dung bat cir ngdn ngit ndo minh muén. Ngudi ding Web server ¢ thé ding
HTTP chuan dé goi cac ham thuc thi trén nhitng kiéu dir liéu duoc dinh nghia
trén Web server.

Nguoi sir dung Web server khdng nhat thiét la client sir dung Browser,
c6 thé 1a tng dung console hoic Windows Form. Trong mdi truong hop, client
tuong tac gian tiép voi Web server thdng qua mot proxy trung gian, proxy duoc
xem 1a mot kiéu dir liéu ndm & xa. Tuy nhién, doan ma caa proxy c6 nhiém vu
chuyén nhitng yéu cau cho web server st dung HTTP chuan hoic tiy chon cac
thong diép SOAP.

1.2. Tam quan trong ciia web server

Viéc lua chon giai phéap tét nhat cho web server 1a can thiét va c6 anh

huong t6i viéc phat trién cac tng dung nghiép vu sau nay. Web server c6 tam
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quan trong dac biét trong toan bd moi truong hoat dong caa xi nghiép.

Web server cho phép chuyén giao dir liéu bao gom vin ban, d6 hoa va
tham chi ca &m thanh, video téi nguoi sir dung. Ngudi s dung chi can chay
trinh duyét web (Web Browser) dé lién két cac may cha qua mang IP ni bo.
yéu cau cta nguoi sir dung dugc dap ung bang cach click chudt vao céc chia dé
minh hoa mau theo yéu cau s& dugc goi xudng tir may cha nao dé theo giao thic
HTTP rdi hién thi trén may c& nhan.

Cac thanh phan chu chdt cia web server 14 phan mém. Md&i Web
server chay trén mot nén tang phan cang va mot hé diéu hanh cu thé. Nhung
viéc tao cac web server phuc vu cho hoat dong nghiép vu Ia van dé khong dé
dang. Ngoai viéc lya chon ra mot web server thich hgp va manh, nguoi quan ly
con phai cha y dén thiét ké mang vi mot web server thiét ké khong tét c6 thé dan
dén giam hiéu nang mang.

1.3. Cac tiéu chuin danh gia

NGi vé chirc nang va hiéu ning, cac web server phan b thanh bén
nhém chinh: cac may chi truyén thong thuong, may chi thuong mai, may chi
nhém 1am viéc va may chu ding cho muc dich dic biét. Cac tiéu chuan danh gia
web server nhu sau:

1.3.1. Hiéu ning

Pay 1a thude do so bo nham tra loi cAu hoi web server 1am viéc nhu
thé ndo, cac yéu té anh huong dén hiéu nang bao gdbm hé diéu hanh va kha ning
Xt ly.

1.3.2. Bdo mdt

Hau hét cac san pham déu c6 co cu diéu khién nham han ché truy cap
cua khach hang téi kho théng tin chung chira dit liéu mat bang cac phuong phap
nhu dia chi IP, tén may chu, mang con va thu muc. Bac biét, web server cua
Oracle cung cdp phuong 4an bao mat theo tén ngudi dung va khoa méi duoc ma
hoa hoan toan trong qua trinh truyén trén mang, tranh cac truy cap bat hop phép.
Mot vai san pham dua ra cac mdy chua ty quyén (proxy server) dé tao birc tudng
Itra ngan chan viéc xam pham khong dugc phép truy cap tir bén ngoai.

1.3.3. Truy cdp va tich hop véi co so dir liéu

Hau hét cac web server déu st dung giao dién CGl (Common
Gateway Interface). Mot so khac thi ding giao dién lap trinh @ng dung (API),
lien két véi co so dir liéu ma hodc ngdn ngit hoi dap co cau tric SQL.

1.3.4. Qudn ly va qudn tri web server

Pic tinh quan trong cua tiéu chuan nay 1a kha ning quan tri tir xa,
giao dién dd hoa va diéu khién cau hinh may chu. Cac may chu truyén thong
thuong dugc xay dung dé truyén théng tin trén mang cong cong va thudng mang
ca bon tiéu chuan nhung thiéu kha ning hd tro bao mat. Cac may chu thuong
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mai c6 dac tinh nay sé thuan loi cho sit ly tng dung nghiép vu co lién quan dén
cac van dé nhu giao dich thé ttng dung. May chi nhém 1am viéc, mang IP ndi bo
hay intranet, c4&c may chu nay st dung firewall nham bao mat va ngan chan truy
cap bat hop phap.

1.4. Nén tiang co ban ciia web server

Mot van dé quan trong can phai can nhic trudc tién 1a voi hé diéu
hanh nao s& chay web server. Web server xuét phat tir Unix, moi trudong di duoc
hoan thién qua thir thach. Bai vay, mot cong ty thong thudng s& chon Unix néu
mudn dam bao chic chian. Ngoai ra, quan trong hon, kha ning hd tro nhiéu bo
xt 1y va lién két lai 1 linh vie vu thé caa Unix truge Windows NT.

Hién tai, c6 thé noéi 13 tinh ning cua cac web server khong hon kém
bao nhiéu va c4c nha quan ly thuong mudn st dung nhiing céng cu diéu hanh
ma cé&c nha san xuit cung cap cho cac hé diéu hanh d6. Bai vay, theo nhan xét
thi moéi treong Unix cd nhitng c6ng cu quan ly tinh vi hon.

Tuy nhién, Windows NT duoc danh gia 1a hé diéu hanh nhiéu trién
vong, dé cai dit, st dung va hon nita chi phi cho mot hé Intel chay Windows NT
s& r& hon mot phan ba so véi Unix, va ddy co thé 1a vu thé 16n nhat cua
Windows NT. Microsoft va Novell déu dang ¢ gang day manh hé diéu hanh
mang cuaa ho, m& rong chirc ning cho web server, b sung cdng cu quan ly ma
lau nay khach hang than phién vi su thiéu vang cua nd. Ngoai ra, ca hai ciing
dang thuc hién viéc két ndi hé théng sever véi cac hé thong email cua nguoi
quan ly.

1.4.1. Xw ly truy nhdp canh tranh

Web server thudng phai xir Iy mét sé luong 1on yéu cau giao dich mdi
ngay. Dé giai quyét van dé nay, hau hét cac may chu thuong mai déu chay cac
hé diéu hanh da nhiém nhu Unix Solaris, SCO, NFS, Windows NT va OS/2.

Mat khéc, hiéu nang con phu thuéc vao chinh cac web server trong
viéc xir 1y da ludng. Vi web server da ludng, mot tién trinh duoc tach thanh
nhiéu tién trinh con (hay cac ludng). Cac ludng cé thé duoc thuc hién dong thoi
trén céc tai nguyén khéac nhau roi sau d6 co thé ghép lai dé hoan thién qua trinh.
Cac web server khdng hd tro da ludng thuong la cac san pham mién phi, can
phai khai dong tién trinh méi mdi khi nguoi sir dung goi yéu cau téi. Mot s6 it
san pham nhu Oracle web server cung cap kha ning da ludng. Diém khac biét
chinh 13, véi da ludng, hé diéu hanh kiém soat cac ludng khéac nhau, con vai gia
da ludng tién trinh n6 tu kiém soat cac ludng va cap phat tai nguyén can thiét
cho ching. Ky thuat gia da ludng mang lai hiéu ning t6t hon nhiéu so voi da
ludng.

1.4.2. Bdo mdt
Web server thuong mai diéu c6 cing mot dang diéu khién truy nhap
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chéng xam pham. Mot s6 web server cung cip hang loat céc lua chon diéu khién
truy nhap cho nguoi quan tri nhu dia chi IP, tén may khéch, tap tin, thu muc, tén
ngudi dung va nhém nguoi dung. Co cdu bao mat cé thé nam trong web server
hoic trong hé diéu hanh hay céc thanh phan lién két.

Cac web server xir ly thdng tin mat gidng nhu trong cac tng dung
thuong mai dién tir can thiét bao mat giao tac. Véi tinh ning nay, truyén thong
trén mang gitra khach hang va may chu dugc ma hoda.

Giao thtrc dugc s dung cho bao mat gdbm Secure Sockets Layer
(SSL) va Secure HTTP (SHTTP). Giao thtrc dugc sir dung nhiéu nhat 1a SSL,
mé& hoda toan bo phién giao tac khach hang/chu. SHTTP la loai huéng tap tin.
Thay vi mé hda toan b¢ giao tac, giao thic nay ma hoda cac van ban Web, st
dung cho ca may khéach va may chu. Tuy nhién, viéc ma hda dir liéu phai dua
trén sy nhat quan veé thuat toan gitta may chu va may khéch.

1.4.3. Lwu trit va truy nhdp co so dir liéu

Mot linh vuc ma cac nha cung cip web server dang bt dau khai phéa
la cac giao thic dit liéu, van ban web luu trit va truy nhap nhu thé nao. Phuong
phép thong thuong nhat 12 dir liéu dugc luu dudi dang cac tap tin riéng ré trén
cac may chu khéac nhau. Tuy vay, mot van dé sé xuat hién dbi vai cac web server
16n boi vi mot sb 16n tap tin ting 1én khéng ngung 1am cho may cha ngay cang
kho khin trong viéc két xuat dix liéu.

1.4.4. Lwa chon cudi ciing

Viéc 1ap ké hoach web server khong két thic ¢ lua chon san pham.
Nguoi quan tri mang can phai luu tam dén van dé trude khi cai dit va cau hinh
web server. Cac van dé dé lién quan dén thiét ké mang, do tin cay cua may va
gia ca.

Trudce khi dua vao sir dung web server, ngudi quan tri mang can dam
bao kién tric ha tang cho viéc xtr ly giao dich vé web, chang han nhu dy tinh
lwu luong yéu cau téi, kich thude duong truyén, vi tri cac bo router va cau hinh
cta mang ndoi bo.

Mét van dé kho nhan ra nira 1a cac web server can thiét phai c6 kha
nang xt Iy hodc chiu cac 16i va tinh du thira hay phan doan san pham.

Mot cach dé dam bao d6 tin cay may cha la sir dung ki thuat goi la
DNS (Domain Name Server) trong d6 c6 mdt may chu la &nh xa dit liéu cua mot
may chu ¢ dia chi IP khac. Nhung cai kho 1a 1am thé nao dé dam bao tai moi
lGc hai méay chi déu giéng nhau.

Hau hét cac san pham web server déu c6 gia vai nghin dola. Nhung
thuc té viéc nay con lién quan dén gia phat trién, bao tri va diéu hanh hé thong,
nghia 13, kha ning phat trién cua nha cung cip web server, doi ngii bao tro tai
dia phuong ciing nhu viéc huan luyén dao tao 6 chat luong.
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3. M0 hinh hé thong Web
Muc tiéu: Gi6i thiéu cho nguoi hoc cac thanh phan cdu thanh mot hé
théng Web ciing nhu cé4c chirc ning co ban cua cic thanh phan nay

A
{

( Internet f\
o \
N\

Mail Store

! Application Server
| Back-End |

Hinh 1.1: M6 hinh Web néi chung
Mang dich vu Web 14 mang c4c may tinh lién quan dén dich vu Web
bao gdm c4c may chu dich vu, cdc may tinh va thiét bi phuc vu cho viéc
cung cap dich vu Web. Hé thong d6 bao gdom:

- Puong két ndi voi mang cung cap dich vu Internet.

- Cac may chu cung cap dich vu Web: cung cap cac dich vu web hosting,
chtra cac phan mém Application Server dam bao viéc phét trién céac dich vu
trén web, két n6i dén cac co so dir lidu trén cac may tinh khac, mang khac.

- C&c may chu co sé dit liéu, may chii chimg thyc, may chu tim kiém ...

- Hé thdng tuong lira (ca phan ctimg va phan mém) dam bao an toan cho hé
théng may chii voi moi truong Internet.

- Hé thdng may tram diéu hanh, cap nhat théng tin cho may chit Web...

3. Nguyeén tic hoat déng
Muc tiéu: Hiéu dugc nguyén tat hoat dong cia mot hé théng Web ndi chung
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Server answer Server answer

Brows

CGI
API

Server

Web Server

HTM

‘Greeting! s <html>
Well come to Our site Toody> .

<H1> Greeting! </H1>

<p><1>Well come to our site</1></p>
<img sre="vnnlogo.gif >

<p>We hop that you will find every
thing you are looking for ... </p>
</body>

</html>

W VNN Web Site on the Net

Database

We hope that you will find every
thing you are looking for...

Hinh 1.2: So d6 hoat dong ctia WebServer

Khi may client két ndi vao Internet (thdng qua hé théng mang LAN
hay cac duong dial up..), nguoi stit dung dung trinh duyét web (web browser)
g0 dia chi tén mién can truy nhap (vi du: http://home.vnn.vn) giri yéu cau dén
may chu Web.

Web Server xem xét va thuc hién hét nhitng yéu cau tir phia Web
browser giri dén. Két qua 1a mot trang "thudn HTML" dugc dua ra Browser.
Nguoi sit dung s& hoan toadn trong sudt voi nhimg gi dang sau ctia mot
Web server nhu CGI Script, cac trmg dung co s& dir liéu.

Truong hop 1a web tinh thi web server s& lay théng tin luu san trén
may chi dang thu muc, file gui lai theo yéu cau cua client. Truong hop
web dong (dung cac ngdn ngir lap trinh web nhu ASP, PHP, JSP, CGI ...
két n6i va khai thac co sé dir liéu.

Mot vi du: Khi ¢d ké hoach di cong tac tai Ha ndi, A biét co thé tim
dugc cac thdng tin lién quan t6i thoi tiét ¢ HAa nodi tai dia chi Web
"http://hanoi.vnn.vn™ — dia chi nay chinh la mét URI (Uniform Resource
Identifier - world wide web address) .

Khi A nhap URL trén vao trinh duyét thi:
1.Trinh duyét s& thyc hién giri yéu cau lay thong tin toi dia chi xéc
dinh trong URL théng qua giao thirc truyén dir liéu c6 tén 1a http.

2. May chi ndi chira thdng tin s& xac dinh nhing thdng tin can thiét theo yéu
cau dua trén URI cua ngudi st dung giri toi. Truyén théng tin lién quan toi
y&u cau t6i ngudi sir dung thong qua giao thie truyén thdng http.

3. Trinh duyét sau khi nhan duoc két qua tra 10i ciia may chu s& tién hanh
trinh bay dit liéu két qua nhan duoc theo khudn dang nhit dinh. Ban
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than trong két qua nhan dugc cling bao gdm cac lién két toi thong tin & vi
tri khéac trén Web va céc vi tri nay cling dugc Xac dinh béi cac URIL.

Trong vi du trén da giéi thiéu cho ching ta ba ciu tric cua Web gdm: Xac
dinh vi trf théng tin, Trao ddi va c4ch thé hién thong tin:

+ Xac dinh vi tri théng tin: Mdi resource trong Web s& dugc xac dinh boi
Uniform Resource Identifier (URI). Trong vi du trén, resource dung dé lay
téng tin vé thoi tiét & Ha nodi duoc xa4c dinh boi URI: "http://hanoi.vhn.vn".
+ Trao doi théng tin: Cac tac nhan cua Web (trinh duyét — browser, web
server, ...) thuc hién trao d6i thdng tin théng qua cic message, cac message
nay duoc hinh thanh khi c6 yéu cau cua nguoi st dung hodc khi thyc hién
cac tién trinh xir ly dir liéu. Cac giao thirc (Protocols) s& dinh nghia céch
thire trao d6i dir liéu giita cac tdc nhan trong Web, trong vi du nay la giao
thuc HTTP.

Thé hién thdng tin: Cac message dugc hinh thanh khi trao d6i théng
tin gitra cac tac nhan trong web da chtra cac dinh dang dir liéu. Tuy thudc vao
timg Y&u cau cu thé ma c4c dinh dang thé hién dit liéu s& khac nhau. Trong
truong hop khi nhan két qua tra 10i tir cAc web server, cac dinh dang d6
c6 thé 1a: HTML, XML, ... dit liéu anh, ... Dya trén cic dinh dang dugc
dinh nghia nay, trinh duyét s& trinh bay lai sao cho dir liéu c6 thé gilp nguoi
s dung khai thac thong tin mot cach dé dang.

Cau héi
Cau 1: Trinh bay cac thanh phan ctia mot hé thong Web
Cau 2: Trinh bay nguyén tac hoat dong cua hé thong Web
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BAI 2: QUAN TRI MAY CHU WEB SERVER
M3 bai: 19.2

Muc tiéu:
- Trinh bay nguyén tic hoat dong Web Server;
- Cai dat va cau hinh dugc Web Server trén Windows Server;
- Quan tri dugc Web Server;
- Cai dat cac cong cu bao mat cho Web Server;
- Sao luu va phuc hdi Web site.
- Thuc hién céc thao tac an toan vai may tinh.
Noi dung chinh:
1. Giao thire HTTP
HTTP la mo6t giao thirc cho phép Web Browser va Web Server cé
thé giao tiép voi nhau. HTTP bét dau 1a 1 giao thic don gian giéng nhu
v6éi cac giao thire chuan khac trén Internet, thdng tin diéu khién dugc
truyén dudi dang van ban thd théng qua két ndi TCP. Do d6, két noi
HTTP c6 thé thay thé bang cach dung lénh telnet chuan.
Vi du:
> telnet www.extropia 80 GET /index.html HTTP/1.0
<- C6 thé can thém ky tu xudng dong
Pé dap tng lénh HTTP GET , Web server tra vé cho Client
trang "index.html" théng qua phién 1am viéc telnet nay, va sau d6 dong két
ndi chi ra két thic tai licu.
Thong tin goi tra vé dudi dang:
<HTML>
<HEAD>
<TITLE>eXtropia Homepage</TITLE> [...]
</HEAD>
</HTML>
Giao thitc don gian yéu-cau/dap-tng (request/response) nay da
phat trién nhanh chéng va duoc dinh nghia lai thanh mot giao thirc phirc tap
(phién ban hién tai HTTP/1.1) . Mot trong cac thay d6i 16n nhat trong
HTTP/1.1 1a nd hd tro két ndi 1au dai (persistent connection).
Trong HTTP/1.0, mot két ndi phai duoc thiét 1ap dén Server cho
mdi ddi twong ma Browser mudn download. Nhiéu trang Web c¢d rat nhiéu
hinh anh, ngoai viéc tai trang HTML co ban, Browser phai liy vé mot
so luong hinh anh. Nhiéu céi trong ching thuong la nhé hodc chi don
thuan 1a dé trang tri cho phan con lai cua trang HTML.
2. Nguyén tic hoat dong ciia Web Server
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Ban dau Web Server chi phuc vu cac tai lieu HTML va hinh anh don
gian. Tuy nhién, dén thoi diém hién tai nd c6 thé 1am nhiéu hon thé.

DPau tién xét Web Server ¢ muc d6 co ban, né chi phuc vu céc
ndi dung tinh. Nghia 1a khi Web Server nhan 1 yéu ciu trWeb Browser, né
s€ anh Xa duong dan nay URL (vi du:
http://www.brtvc.edu.vn/index.html) thanh mét tap tin cuc bd trén may Web
Server.

May chu sau d6 s€ nap tap tin nay tu dia va goi tap tin do qua
mang dén Web Browser cua ngudi dung. Web Browser va Web Server
sit dung giao thire HTTP trong qua trinh trao d6i dit liéu.

Web Browser

1. User yéu chu 4 Web server tra
tai ligu Web, vd tai ligu w& cho
nhur index html browser

‘ Web Server

tai ligu trén hé tim thi ligy trén

2. Web server tim L 3. Web server liy
théne file T h# théne file

File System

Hinh 2.1: So d6 hoat dong ctiia Web Server.

Trén co so& phuc vu nhitng trang Web tinh don gian nay, ngay
nay chiing da phat trién voi nhiéu théng tin phtrc tap hon dugce chuyén gitra
Web Server va Web Browser, trong d6 quan trong nhat c6 1& 1a noi
dung dong (dynamic content).

2.1. Co ché nhan két noi

Véi phién ban dau tién, Web Server hoat dong theo md hinh sau:
Tiép nhan céc yéu cau tir Web Browser.

Trich ndi dung tir dia .

Chay cac chuong trinh CGI.

Truyén dit lidu nguoc lai cho Client.

Tuy nhién, cach hoat dong cia md hinh trén khdéng hoan toan
twong thich 1an nhau.

Vi du, mot Web Server don gian phai theo céac luat logic sau:
Chéap nhan két nbi.

Sinh ra cac noi dung tinh hodc déng cho Browser.

Pong két nbi.

Chéap nhan két nbi.

Lap lai qué trinh trén ...
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Piéu nay sé& chay tot ddi vai cac Web Sites don gian, nhung Server
s& bat dau gip phai van dé khi ¢d nhiéu nguoi truy cap hodc c6 qué nhiéu
trang Web dong phai ton thoi gian dé tinh toan cho ra két qua.

Vi du: Néu mét chuong trinh CGI tén 30 gidy dé sinh ra noi dung, trong
thoi gian nay Web Server cd thé s& khong phuc vu cac trang khéc nita .

Do vay, mic di mdé hinh nay hoat dong duoc, nhung nd vin can
phai thiét ké lai dé phuc vu duoc nhiéu ngudi trong cung 1 ldc. Web
Server ¢6 xu huéng tan dung uu diém cua 2 phuong phéap khac nhau dé
giai quyét van dé nay la: da tiéu trinh (multi-threading) hoic da tién trinh
(multi- processing) hoac cac hé lai gitra multi-processing va multi-threading.
2.2. Web Client

La nhitng chuong trinh duyét Web ¢& phia nguoi dung, nhu
Internet Explorer, Netscape Communicator.., dé hién thi nhitng théng tin
trang Web cho ngudi ding. Web Client s& gui yéu cau dén Web Server.
Sau do, doi Web Server xir Iy tra két qua vé cho Web Client hién thi
cho ngudi ding. Tat ca moi Yéu cau déu duge xu Iy bai Web Server.

2.3. Web dong

Mot trong cac ndi dung dong (thuong goi tat 1a Web dong) co ban
la céc trang Web duoc tao ra dé dap tng céc dir liéu nhdp vao cia ngudi
dung truc tiép hay gian tiép.

Cach c6 dién nhat va dugc diung phé bién nhat cho viéc tao noi
dung dong 1a sat dung Common Gateway Interface (CGI). Cu thé 1a CGI
dinh nghia cach thic Web Server chay mot chuong trinh cuc bd, sau dé
nhan két qua va tra vé cho Web Browser cuia ngudi dung da gui yéu cau.

Web Browser thuc sy khong biét ndi dung cua thong tin 1a dong,
boi vi CGl vé co ban 1a mot giao thic mo rong cia Web Server. Hinh
v& sau minh hoa khi Web Browser yéu ciu mot trang Web dong phét
sinh tir mot chuong trinh CGI.

Web Browser

4. Web server chuyén
cdr théng tin xmat ra
ti chiromg trink 31
Wi cho browser

1 User wéu cdu
chiromg trinh CGI
phucm 1 trang
diing Carehatore.cgl)

Web Server

]

2. Web server goi 3. Weh server gnbdn
chiromg trinh cdc thing tin xmat ra
webstore ogl v gitl tir chuomg trinh

dén churomg trinh cdc webslore cgi webstore.cgl

thara s méa browser
wén ciu.

-—

l‘l

I

Hinh 2.2 M6 hinh X1 ly.
Mot giao thirc mo rong nita cia HTTP la HTTPS cung cip co
ché bao mat théng tin “nhay cam” khi chuyén ching xuyén qua mang.
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3. Pic diém ciia 11S (Internet Information Services)

11S 7.0 c6 san trén tat ca cic phién cia Windows 2008, IIS cung cap
mot s6 dic diém moi giup ting tinh ning tin cdy, tinh ning quan 1y, tinh
ning bao mat, tinh ning mo réong va tuong thich véi hé théng mai. 11S 7.0
1a phién ban méi nhat cho web server ciia Microsoft. IIS c¢6 trong Windows
Server tir khi Windows 2000 Server voi tu cach 1a mot thanh phan cua
Windows va tir Windows NT thi 1a mot tuy chon. IIS 7.0 hién dugc cung cép
trong Windows Vista va Windows Server 2008, hé diéu hanh may chu duoc
du dinh s€ phat hanh vao dau nam 2008. IIS 7.0 13 mot phién ban duoc xem
xét mot cach ti mi trong thiét ké tir kinh nghiém cua cac phién ban trudc.
Phién ban 7.0 ra doi tao mot nén tang linh hoat va an toan nhét cho viéc ciu
hinh web va cac img dung.

IIS 7.0 duoc thiét ké dé tro thanh mot nén tang Web va Gng dung linh
dong va an toan nhat cho Microsoft. Microsoft da thiét ké lai IIS tir nhiing
nén tang da co trude d6 va trong sudt qua trinh phat trién, nhom thiét ké 11S
da tap trung vao 5 linh vyuc 16n:

. Bao mat
« Kha nang mo rong
. Cau hinh va trién khai
Quan tri va chuan doan
. Hiéu suat
3.1.Nhirng diém méi & 11S 7.0

Hau hét moi tht trong I1IS 7.0 déu 1a méi. Microsoft d3 tap trung vao viéc
modul héa khi xay dung IIS 7.0, diéu d6 da giam thiéu dugc bé mit tdn cong
cua web server.

Mot vi du cho vin dé nay: Néu ban can mot FTP Server hodc tinh ning
Cache trong IIS thi phai cai dit cac FTP Server hodc Cache dé quan 1y va kich
hoat hanh dong luu trir (cache) hoac FTP Server.

Windows Server 2008 s& gém c6 tit ca cac tinh ning can thiét cua IIS hd
trg cho viéc cdu hinh Web trong cac moi truong san xuit. Windows Vista chi
c6 mot s tinh ning cua IIS va cac tinh ning nay phu thudc vao phién ban
Windows Vista. IIS 7.0 trong Windows Vista 1a mdt cach xur 1y cho viéc xay
dung va kiém tra cac ing dung web ciia ban. Cac modul dugc bd sung va tinh
nang thém vao s€ dugc cung cép tlr Microsoft hodc ban c6 thé tuy viét ma,
tham chi c6 thé mua tir mot hiang phan mém thi ba nao do.

3.2. Kién tric
Bén canh nhitng thay doi ddi vi cac thanh phan 18i trong IIS 7.0, su tap
trung voi cac thiét ké modul ludén ludn duge thuc hién trong san pham nay.
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Thiét ké modul lam cho IIS 7.0 linh dong hon va bao mat tot hon so v&i cac
phién ban IIS trudce day.

Application Healthand FTP Server modules
Security Development Diagnostics

modules Modules modules

Performance
modules

Common HTTP Web Server Components

Management

modules
Windows Process Activation Service

Hinh 2.3 : Téng quan vé cac modul chinh va thanh phan cua IIS 7.0
Uu diém chinh cta thiét ké modul méi 1a s& giam duoc dau vét, diéu lam
cho nén tang web server dugc an toan hon khi tAn bé mat tan cong dugc giam
thiéu.
lIS 7.0 cung cip mdt API mdi, thay thé cho bd loc ISAPI trong cac phién ban
trude. V&i API méi nay, IIS 7.0 hién c6 thé mo rong bang cac modul mé rong
hodc tham chi thay thé bat ky modul dinh kém bing cac modul dugc viét.
Cac modul méi c6 thé dugc download tir website IIS.net cua
Microsoft:http://www.iis.net/downloads
3.3. Quan tri
C6 mot s6 phuong phéap duoc thiét ké cho viée quan tri cua IIS 7.0
« GUI sur dung 11S Manager
« Cong cu lénh APPCMD
« Quan tri tir xa bang 11S Manager
« Viét kich ban (Script) bang Windows PowerShell
« Giao dién Microsoft.Web.Administration API
Giao dién quan tr1 GUI cling dugc thiét ké lai, IIS Manager méi hién 1a mot giao
dién quan 1y dya trén hanh dong va hudéng nhiém vu hon, dugc biét dén tir ISA
Server va Exchange Server 2007 mai.
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Hinh 2.4 : Man hinh cta IIS Manager

IS Manager c6 thé duoc sit dung dé cAu hinh IIS va céac thiét lap
ASP.NET, cac thiét 1ap cu hinh s& duoc viét thanh file cAu hinh xml. Mot thanh
phan méi, Health and diagnostics information c6 thé duoc cung cap va chay nhu
cac cong cu tich hop truc tiép tir bén trong IIS Manager va l1a mot phan cua IS
7.0.

APPCMD la mdgt cong cu nhéc 1énh nhiéu muc dich cho IIS 7.0, cong cu
nay co thé dugc st dung cho viéc cAu hinh va quan tri cua IIS. APPCMD la mot
phién ban nang cao cua adsutil.vbs cii, ban hoan toan c6 thé thiy quen thudc véi
cong cu ndy vi ching da c6 trong IIS 6.0. Van dé quan tri tir xa cling dugc ning
cao va hién co thé st dung bang IIS Manager, viéc truyén thong dugc dam bao
an toan hon bang https dén web server.

Ciing c6 tuy chon cua viéc tao kich ban vé quan ly IIS. Van dé nay dugc
thuc hién béng st dung Windows PowerShell, day 1a mdt ngoébn ngir viét kich
ban méi ctia Microsoft. N6 cho phép ban dé dang va hiéu qua trong viéc quéan Iy
IIS trén web server va ddy thuc su 1a mot diéu hiru dung néu phai quan 1y mot sb
web server hoac mét hé théng web 16n. Windows PowerShell ¢6 thé duoc sir
dung truc tiép voi giao dign WMI cua IS hodc sir dung dé doc va ghi trong cac
file cAu hinh XML ctia IIS 7.0.

IIS 7.0 c¢6 kha nang tuong thich voi co s dir licu IIS 6.0 va giao di¢n kich
ban WMI va ADSI, diéu d6 c6 nghia la tat ca céac kich ban cii cho IIS 6.0 s& van
lam viéc trén IIS 7.0.
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Microsoft.Web.Administration API 1a mot giao dién duoc nhidm dén cho
cac chuyén gia phat trién phan mém, nhimg ngudi mudn viét ma chuong trinh
ctia ho hodc céc kich ban dé quan ly IIS 7.0.

Trong IIS 7.0, ban ¢ thé uy nhiém viéc quan 1y cho IIS va cac website.
Ban c6 thé tiy nhiém toan b truy cip quan tri vao chinh site thudc quyén s hiru
cua ban trong mot website. Site thude quyén s& hitu ctia ban sau d6 c6 thé kiém
soat va quan 1y tat ca cac thiét 1ap website bang IIS Manager ma khong can dén
viéc thoa hiép bao mat may chu. Tat ca cac thiét 1ap ma site ban co quyén so
hiru quan 1y dugc ghi vao file web.config ciia chinh website.

3.4. Chu hinh

Céu hinh duoc thyc hién don gian va dya trén cac file XML da phan phoi
dé gitr thiét 1ap cau hinh cho toan b IIS va ASP.NET.

Cac thiét lap cu hinh c6 thé duoc thuc hién cho toan bd web server hodc
cho mot s& website nao d6 bang sir dung cac file XML hodc théng quan giao
dién quan 1y GUI. GUI chi ghi cac thiét 1ap cu hinh vao cac file XML giéng
nhau. Céc file cau hinh xml chinh trong IIS 7.0 la:

« Applicationhost.config
« Global web.config

« Machine.config

« Site web.config

« App web.config

Bang céch sir dung céc file cau hinh co s, su trién khai va nang cap trong
cac méi truong web 16n duge toi wu héa. N6 ciing cho phép ban dé dang sao
chép cau hinh IIS dén mot may cha moi.

Qua trinh téi tao cau hinh web server cling dugc thue hién dé dang voi 1IS
7.0 boi ching dua vao céc file cdu hinh xml. Piéu nay lam cho nd trd nén dé
dang trong viéc tai tao va trién khai cdu hinh trong cdc moi trudng “ndng trang”
16m hon.

Shared Configuration 1a mot tinh ning méi trong IIS 7.0, cdu hinh nay
duoc thiét ké cho cac kich ban hé théng web. Véi Shared Configuration ban
hoan toan c6 thé chia sé nhiu web server voi mot file cdu hinh
(applicationhost.config). Piéu khién cta file cau hinh applicationhost.config s&
duoc dinh vi trén mot dudng dan UNC chung. Tinh ning c4u hinh chia sé 13 mot
cai thién tuyét voi trong cac thiét 1ap cua IIS.

File xml Applicationhost.config 1a file cu hinh chinh cua IIS 7.0, file cau
hinh nay goém c6 tit ca cac thong tin vé site, thu muc 4o, cac Gmg dung va thiét
1ap chung cho web server.
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Viéc tai tao ndi dung co thé duoc thuc hién mot cach d& dang br:ing cac lénh
don gian x-copy hodc robocopy ciing nhu cac ciu hinh website cu thé duge luu
trong file xml web.config bén trong mdi website.

3.5. Két luan

V61 nhiing thiét ké moi cua IS, Microsoft thue su da tap trung vao viéc tao
cho IIS 7.0 tré thanh mot web server tot hon d6i voi bat ky ai, tir cac chuyén gia
CNTT, chuyén gia phat trién phan mém dén cac Web Hoster. Dé tong két lai
ching t6i da dwa ra mot sd 1y do chinh cho tai sao ngudi ta sé tin tudong vao IIS
7.0 1a mot san phém manh:

. Bao mat tét hon
« Kha nang mé rong va linh dong bang kién tric modul mai.
. D& dang trong nang cap vi tinh don gian trong cau hinh, dua trén céc file
xml.
« Hiéu suat tt hon nho ¢ nhitng cai thién trong phan 18i caa 11S (http.sys)
C6 rat nhiéu cach dé c6 thé dung thir IIS 7.0 va dé chinh ban tu cam thay
quen st dung hon trudc khi c6 ban chinh thirc dugc phat hanh.
Ban c6 thé download IIS 7.0 cing v6i phién ban mai nhat cia Windows
Server 2008 tai http://www.microsoft.com/windowsserver2008/default. mspx.
4. Cai @it va cau hinh WEB Server
4.1. Cai dat Web Server (11S) role
Mo Server  Manager tir Administrative tools. Trén cta sb Server
Manager, chon Role sau d6 chonAdd Roles dé cai dit Web Server (IIS) role.
Trén cira s6 Before You Begin chon Next dé tiép tuc
Trén ctra s6 Select Server Roles, danh dau chon vao muc Web Server
(11S)
Trén hop thoai Add Roles Wizard chon Add Required Features dé bo sung

cac dich vu di kém.

o

; Add features required for Web Server (lIS)?
- -
4 You cannot install Web Server (IIS) unless the required features are also installed

Features Description
= Windows Process Activation Service Windows Process Activation Se
generalizes the IIS process mox
Process Model the y on HTTP. All 4
Configuration APls
| Add Required Features
(i) Why are these features required? 3

Trén cira s6 Select Server Roles chon Next dé tiép tuc
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Tréncira s6 Web Server (11S) chon Next dé tiép tuc
Trén cira s6 Select Role Services tick chon IIS va chon Next dé tiép tuc

& Select Role Services

trén ctra s6 Confirm Installation Selections chon Install dé tién hanh cai dat
Sau khi qua trinh cai dit xong, chon Close dé hoan tat.
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4.2. Khao sat Default Web Site

Mo Internet Information Services (11S) Manager tir Administrative
Tools
Trén cira s6 Internet Information Services (11S) Manager, md DC1, mo Site,
chudt phai vaoDefault Web Site, chon Manage Web Sitesau d6
chon Advanced Setting...
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] & DC1 Home
@-id|7 |8 E)
;-----Q_f] Start Page
=93 DC1 (BRTVC \administrator) Filter: - fHco - (5 Show Al
-2} Application Pools ASP.MET
=-[&] Sites s
- @ EEEr . (&)
o) Explore Q";:" 0
Edit Permissions... MNET .MET Error MET
ompilation Fages Globalizati

e L
(" Add Application...
| Add Virtual Directory...

Edit Bindings. .. — —
- o |

: - E
| Manage Web Site » | 2 Restart csi
i Refresh | Start |
K Remove @ Stop

1

Rename Browse ut

. ing

(5 Switch to Content View Advanced Settings... -
| | Management

Trén hop thoai Advanced Settings, kiém tra database ctia Default Web
Sitedang luu trit tai duong dan%SystemDriver%\Inetpub\wwwroot,
chon OK dé tiép tuc. M& Windows Explorer, vao C:\Inetpub\wwwroot kiém
tra  database  cuaDefault Web Sitegdbm c¢6 2 file mic
dinh iisstart.ntm va welcome.png

2%
B (General) l
Apphcation Pool DefaultAppPool |
Brsogs hetp: =80 i
D 1 l
» : Default Web Site ‘
%Sy % Inetpub\wwwroc |
Physical Path Credentisls |
Physical Path Credentials Logon Type ClearText |
Start Automatically Troe ]
B Behavior 03 [
B Connection Limits .
Enabled Protocols hitp j
|

4.3. Tao ban ghi cho domain

Vao DNS Server (may Dcl) tao mot ban ghi New Host A tén www tro vé
may IP 192.168.3.1 web server 1a may DC1. Néu khong biét cach tao, moi xem
lai bai Cai dit va cAu hinh DNS trén windows 2008
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e — o
mnewhost |

Mame (uses parent domain name if blank):

I WY

Fully qualified domain name (FQDM):

I wowew, britve. edu. vn,

IF address:
| 192.168.3.1

[T Create assodated pointer (FTR) record

I allow any authenticated user to update DMS records with the
SEME OWNEr Name

Add Host I Cancel I

4.4. Cau hinh Web Server

Str dung notepad tao mdét file index.html v&i ndi dung Welcome To
HoangThongIT.com duoc dit trong thu muc web nam trong 6 C. Pay 1a file noi
dung cua trang web

Mo Internet Information Service (11S) Manager tir Administrative
Tools. M& DC1, sau d6 chudt phai vao Site chon Add Web Site...

“E Internet Information Services (IIS) Manager

@; ! [@ » DC1 » Sites b CaodangngheBRVT *

File  \View Help

Comnections
Q- L2 |8 @ CaodangngheBRVT Hom

------ "?fl Start Page

£-€5 DC1 (BRTVC \administrator) T " e - s
J Application Poals ASP.NET
5@ @  Addweb site... \ 4 A |
3/ M3 Refresh T NET {NET Errar
| Fati... Compilation Pages Gle
{0z, Switch to Content View

2 & &

Providers  Session State  SMTF E-mail

Trén hop thoai Add Web Site nhap CaodangngheBRVT vao 0 Site

name trong 6 Physical Pathtro duong din dén C:\ web,trong 6 Type
chon http trong 6 Host name nhap www.brtvc.edu.vn, sau d6 chonOK
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Trén

2]

Site name: Application pool:
ICaodangngheBF‘.'l.fT ICaodangngheBR.VT Select. .. |
—Content Directory
Physical path:
IC:‘n,WEbSibe |
Pass-through authentication
Connect as... | Test Settings...
—Binding
Type: IF address: Port:
fnttp =] [192.168.3.1 =] Jeo
Host name:

Iwww.brtvc.edu.un|

Example: www.contoso.com or marketing. contoso.com

¥ Start web site immediately

[ o 1]

Cancel I

cia sb Internet

Information

Service (11S) Manager,

chon CaodangngheBRVT, trong cira so giita chon Default Document. Kich

phai vao man hinh tréng chon Add -> nhap trang chu website brtvc.htm ->
Chon file brtvc.htm chon Move Up dé dua file brtvc.htm 1én dtng dau danh

sach

“E Internet Information Services (IIS) Manager
@@ [@ » DC1 » Sites » CaodangngheBRVT »

File View Help
e Default Document
e-idlZ |8 v
%5 Start Page . . _
El'"aﬂ DC1 (BRTVC \administrator) Use this feature to specify the default file(s) to return when a dient doe:
3 Application Pools Mame | Entry Type |
&| Sites Default.htm Inherited
& @ D"jfal-"t Web Site Default.asp Inherited
. B[] aspnet_dient index. htm Inherited
&1-€¥ CaodangngheBRVT index. html Inherited
iisstart.hitm Inherited
default.aspx Inherited
Add Default Document 2l
Mame:
Ibrtvc.htrn
[ ok | cance

File  Wiew Help

€-iH|% |8

- Start Page
Eﬂj DC1 (BRTVC\administratar)
-2} Application Pools
E-le] Sites
E1-48) Default Web Site
| [ aspret_dient
@ CaodangngheBRVT

0 Default Document

Use this feature to specify the default file(s) to return wh
Marme | Enfry Type
ibrtve,htm Local
Default.htm Inherited
Default.asp Inherited
index.htm Inherited
index. hitml Inherited
iisstart.htm Inherited
default.aspx Inherited

28



Chudt phai vao trang web CaodangngheBRVT, tiép theo chon Manage Web
Site, chon Restart dé khoi dong lai trang web nay.

Dé kiém tra két qua cau hinh web server, mé Internet Exprorer, truy cip
vao dia chihttp://www.brtvc.edu.vn, ching ta s& thiy két qua trang web s& hién
thi dang ndi dung trang web.

il 7~ http:/ fwww brive.eduwn - Windows Internet Explorer — 1= =<
L= Forere. b =] || B[ £2 || | [ 2 Bing o[-
: sip Favori tes | 9n | Suggested Sites ~ @] Web Slice Gallery ~
@ http:jfwww brive.eduvns | | #i - B - (7 @i - Page - safety - Tools~ 7
] = |
| TRUONG CAO DANG NGHE BARIA VIUNGTALU CHAO CAC BAN
-
I T [€ Internet | Protected Mode: OFf Y& - [ ®100% ~ 2

4.5. CAu hinh Virtual Directory

Vao C:\Web tao thu muc tén News sau do tao file index.htm co6 ndi dung
tuy y. Vi du ¢ day la: Welcome to Brtvc.edu.vn

Mo Internet Information Service (11S) Manager tir Administrative
Tools. Mo DC1aSite, sau d6 chudt phai vao CaodangngheBRVT va

chon Add Virtual Directory...

@ . o+ |® » Dci » sites » CaodangngheBRVT  »
File Vi Help
e &) Derauit!
@ - =1 ss
-y Start Page .
EI‘EEI DE 1 (BRTVC \administrator) Use this feature to spes
L [EF Application Pools Mame
= [&] Sites brovc. htm
== Default Web Site Drefault. htm
P =[] aspnet_dient Default. asp
..... Caodangnghs]

Explore

Edit Permissions. ..

,? add application. ..
o | Aadd virtual Directory. ..

Edit Bindings. ..

Managese Web Site [

Refresh

X

Remowve

Rename

Trén hop thoai Add Virtual Directory, nhap news vao 0 Alias. Trong
6 Physical path tro duong dan dén C:\ CaodangngheBRVT \News, sau d6
chon OK. Kiém tra trong CaodangngheBRVT di c6 Virtual Directory tén
la News
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21|

Site name: CaodangngheBRNVT
Path: r

alias:
INewsl

Example: images

Physical path:

[c: wvebsiteews e I

Pass-through authentication

Connect as... I Test Sethings... I

= b
@- e [.-_; » D1 > Sites > Cao

File Wieww Help

== - ==y " &
-y Start Page =
=95 D1 (BRTVC administrator) =
L5 Application Pools
=] Sites
=14 Default Web Site
= 1 aspnet __dlient
= & CacdangngheBRVT
e ] .

Moé Internet Explorer, truy cap vao dia chi
http://www.brtvc.edu.vn/news, chung ta s& thay hién thi chinh x4c thong tin vé
trang web.

5. Hosting nhiéu Web Site trén ciing may chii Web Server
(thao tac tuwong tu phﬁn 4.4)

O trén chiing ta da cau hinh cho mot website hoa brtvc.edu.vn, by gid chung
ta mudn tao mot thém website khac cho tén mién khoacntt.com . Céac budc thuc
hién nhu sau:

Thyc hién trén may DNS

Mo DNS  Manager tir Administrative Tools. Tiép theo tao Forward
Lookup Zones cho tén mién khoacntt.com trong zone khoacntt.com tao ban
ghi New Host A tro t6i toi dia chi web server 13192.168.3.2 (Néu khong biét
cach tao, moi xem lai bai Cai dat va cu hinh DNS trén windows 2008)

Thuyc hién trén may DC1
Tao thu muc C:\Khoacntt, va tao file khoacntt.htm c6 noi dung bat ky. Vi du &
day la: Welcome to khoa CNTT truong Cao dang nghe

M¢ Internet Information Service (I1S) Manager tir Administrative
Tools. M& DC1, sau d6 chudt phai vao Site chon Add Web Site...

Trén man hinh Add Web Site nhap ThongHoangit vao 6 Site name.
Trong 6 Physical Pathtro dudong dan dénC:\ khoaCNTT Trong
0 Type chon http. Trong 06 Host name nhap www.khoacntt.com, sau do
chon OK

Tiép theo chudt phai vao website khoacntt chon Manage Web Site,
chon Restart dé khoi dong lai trang web nay.

30


http://hoangthongit.com/windows/cai-dat-va-cau-hinh-dns-tren-windows-2008.html

M¢ Internet Explorer, truy cap dia chi www.khoacntt.com chiing ta s

thay két qua 1a truy cap thanh cong dén ca hai website nay.
Céau hoi
Cau 1: Trinh bay nguyén tic hoat dong ctia hé thong Web Server
Cau2: Trinh bay cac thanh phan chinh trong 1S (Internet Information
Services)
Cau 3: Néu cac thudc tinh co ban trong I1S
Cau 3: Bai tap ung dung nang cao: Tao 1 Website don gan dudi day, cau hinh

va bao mat 1 Webserver trén mdi truong Domain Network
Hwéng din thue hién:

1.

ok~ N

Cai dat va cau hinh DNS véi tén mién www.cntt.edu
Cai dat dich vu 1IS

Cau hinh 1 Website

Bao mat Website

Céu 2 W hinh 2 Website trén 1 Webserver
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BAI 3. KHAI NIEM CHUNG VE HE THONG THU DPIEN TU
M3 bai: 19.3

Muc tiéu:

Trinh bay dugc tong quan vé thu dién tir;

Trinh bay dugc kién tric va hoat dong cua thu dién tir;
Trinh bay dugc cau tric cua dia chi thu dién tu.

Thuc hién cac thao tac an toan vai may tinh.

Noi dung chinh:

1. Gi6i thiéu thu dién tir

1.1. Thuw dién tir |12 gi

Thu dién tr con duoc goi tat 1a E-Mail (Electronic Mail). E-Mail
c6 nhiéu cdu trGc khac nhau tuy thudc vao hé thong may vi tinh cua
ngudi st dung. Miac dU khac nhau vé cdu tric nhung tat ca déu c6 mot
muc dich chung 1a gui hodc nhan thu dién tir tir mot noi ndy dén mot noi
khac nhanh chéng. Ngay nay, nho su phét trién manh mé cua Internet
(Mang Luéi Truyén Tin Toan Cau) nguoi ta ¢d thé giri dién thu toi cac quoc
gia trén toan thé gidi. Vai loi ich nhu vay nén thu dién tir hau nhu tro
thanh mot nhu cdu can phai cd cta ngudi st dung may vi tinh. Gia s
nhu ban dang 14 mot nha kinh doanh nhé va can phai ban hang trén toan
quéc. Vay lam thé ndo ma ban co thé lién lac véi khach hang mot cach
nhanh chéng va dé dang. Thu dién tir 1a cach giai quyét tot nhat va nd da
tré' thanh mot dich vu phd bién trén Internet.

Tai cac nudc tién tién cling nhu cac nudc dang phat trién, céac
trudng dai hoc, C4c co cAu thuong mai, cic co quan chinh quyén v.v. déu da
va dang két n6i hé thong may vi tinh cua ho vao Internet dé su chuyén
thu dién tir dugc nhanh chong va dé dang.

1.2. Loi ich cua thw dién ti

Thu dién tr ¢d rat nhiéu cdng dung vi chuyén nhanh chdng va sir
dung dé dang. Moi nguoi cd thé trao d6i y kién tai liéu v6i nhau trong
thoi gian ngin. Thu dién tir ngdy cang dong mot vai trd quan trong trong
doi song, khoa hoc, kinh té, x& hoi, gido duc, va an ninh qudc gia. Ngay
nay, nguoi ta trao doi véi nhau hang ngay nhiing y kién, tai liéu véi nhau
bang dién thu mic dU c4ch xa nhau hang ngan cay sb.

Vi thu dién tir phat trién dwa vao cdu trdc cua Internet cho nén cing
v6i sy phét trién cua Internet, thu dién tir cang ngdy cang phd bién trén
toan thé gidi. Nguoi ta khong ngimg tim cach dé khai thac dén muc tbi da
vé sy hitu dung ctia n6. Thu dién tir phat trién dugc bod sung thém céc tinh
nang Sau:
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- MJi burc thu dién tir s& mang nhan dang ngudi giri. Nhu vy ngudi nhan sé
biét ai da giri thu cho minh mot cach chinh xac.

-Nguoi ta s& diung thu dién tir dé gui thu viét bang tay. CO nghia la
nguoi nhan sé doc thu dién ma nguoi gui da viét bang tay.

-Thay Vi gti 14 thu dién bang chit, nguoi giri c6 thé dung dién thu dé gui
tiéng noi. Nguoi nhan s& lang nghe dugc giong noéi cua nguodi giri khi
nhan dugc thu.

-Nguoi giri €6 thé giri mot cudn phim hodc 1a nhitng hinh anh luu déng cho
nguoi nhan.

Trén day chi la vai thi du dién hinh ma thu dién tir dang phat
trién.Véi trinh @6 khoa hoc k¥ thuat nhu hién nay nhiing viéc trén sé& thuc
hién khdng miy kho khin. Nhimg tro ngai 16n nhat hién gio 1a duong
chuyén tai tin hiéu cua Internet con cham cho nén khong thé nao chuyén
tai s6 luong 1én cua tin hidu. Ngoai ra con tré ngai khac nhu may tinh
khdng du stc chira hay xtr Iy hét tit ca tin hiéu ma né nhan dugc. Nén
biét rang nhitng &m thanh (voice) va hinh anh (graphics) thuong tao ra
nhiing s6 lwong 16n thong tin.

Gan ddy nguoi ta di bat dau xay dung nhiing dudng chuyén tai toc
d6 cao cho Internet v6i luu lwong nhanh gap trim 1an so véi dudng cii. Hy
vong rang voi da tién trién nhu vdy, moi ngudi trén Internet s& c6 thém
duoc nhiéu loi ich vé viéc st dung dién thu.

2. Kién tric va hoat dong ciia hé thong thw dién tir

Muén giri thu dién t¢ nguoi gii can phai c6 mot tai khoan
(account) trén mot may chu thu. Mot may chi ¢d thé c6 mot hoic nhiéu
account. Mdi account déu duoc mang mot tén khac nhau (userID). Mdi
account déu c6 mot hop thu riéng (mailbox) cho account d6. Théng thuong
thi tén cua hop thu sé
gidng nhu tén caa account.
vi tinh d6 phai dugc nbi tryuc tiép

Ngoai ra may
hodc gian tiép
v6i hé théng Internet néu muon gt nhan thu

dién tir todn cAu. Nguoi st dung = .- may vi tinh tai
N TP S MALL 5 A 13
nha van c6 thé giri nhan thu 5£frfﬁ COETER T dien tur bang

cach két ndi may vi tinh cia ho véi mot may
vi tinh bang modem. C6 mét sd noi cdp phat

account thu dién tir mién phi cho o cac may Vi
tinh tai nha c6 thé dung modem dé két ndi voi
may vi tinh d6 dé chuyén nhan thu dién td nhu hotmail.com hoic
yahoo.com

v.v. Ngoai ra, con cd rat nhiéu co quan thwong mai cung cip dich vu
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hozc account cho may vi tinh tai nha nhung ngudi st dung phai tra tién
dich vu hang thang.
Puong di cia thw

Mbi mot buc thu truyén thdng phai di téi cac buu cuc khac nhau
trén duong dén véi ngudi dung. Tuong tu thu dién tir ciing chuyén tir
may may chu thu dién tor nay (mail server) t6i may chu tu dién tir khac
trén internet. Khi thu duoc chuyén dén dich thi né duoc chira tai hop
thu dién tr tai may chu thu dién tir cho dén khi n6 duogc nhan boi nguoi
nhan. Toan b qua trinh xur ly chi xay ra trong vai phat, do d6 n6 cho phép
nhanh chéng lién lac voi moi ngudi trén toan thé gidi mot canh nhanh
chong tai bat cir thoi diém nao di ngay hay dém.

Giri, nhin va chuyén thu

Pé nhan duoc thu dién tir ban can phai c6 mét tai khoan (account)
thu dién tor. Nghia 1a ban phai ¢ mot dia chi dé nhan thu. Mot trong
nhimng thuan loi hon voi thu thong thuong 1a ban ¢ thé nhan thu dién tir
tir bat ctr dau. Ban chi can két ndi vao Server thu dién tir dé lay thu vé
may tinh ctia minh.

Pé gui dugc thu ban can phai c6 mot két ndi vao internet va truy
nhap vao may chu thu dién tor dé chuyén thu di. Tha tuc tiéu chuin duoc
stt dung dé gui thu 1d SMTP (Simple Mail Transfer Protocol). N6 duoc
két hop véi thu tuc POP (Post Office Protocol) va IMAP (Internet
Message Access Protocol) dé 1y thu.

Trén thyc té c6 rat nhiéu hé thong vi tinh khac nhau va mdi hé théng
lai c6 céu tric chuyén nhan thu dién tor khac nhau. Vi c6 sy khac biét nhu
vAy nén viéc chuyén nhan thu dién tir giita hai hé théng khac nhau rat 1a
kho khin va bat tién. Do vay, nguoi ta da dat ra mot nghi thie chung cho
thu dién tr. CO nghia & c4c hé théng may vi tinh déu dong y voi nhau vé
mot nghi thie chung goi 1a Simple Mail Transfer Protocol viét tat la
SMTP. Nho vao SMTP nady ma su chuyén van thu t dién to trén
Internet di tré thanh dé dang nhanh chdng cho tat ca cac nguoi sir dung
may Vi tinh cho du ho c6 st dung hé thong may vi tinh khac nhau.

Khi giri thu dién tir thi may tinh cta ban can phai dinh hudng
dén may chi SMTP. May chu s& tim kiém dia chi thu dién tor (twong tu
nhu dia
chi dién trén phong bi) sau d6 chuyén t6i may cha ctua nguodi nhan va né
duoc chira & d6 cho dén khi dugc 14y vé. Ban cd thé gui thu dién tor dén
bt clr ai trén thé giéi ma c6 mot dia chi thu dién tir. Hau hét c4c nha cung
cap dich vu Internet déu cung cap thu dién tir cho ngudi dung internet.
Chuyén thw (Send Mail)
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Sau khi nguoi st dung may vi tinh ding chuong trinh thu dé viét
thu va da ghi r6 dia chi cua ngudi nhan thi may tinh s& chuyén btc thu
dién dén hop thu ngudi nhian. SMTP st dung nghi thuc TCP (TCP
protocol) dé chuyén van thu.

Poi khi vi may vi tinh cta ngudi nhin da bi tat dién hodc dudng day
két ndi tr may giri téi may nhan di bi hu hong tam thoi tai mot noi ndo dé
(tranmission wire failure), hodc 1a c6 thé 12 May Chuyén Tiép (routers)
trén tuyén duong lién lac giita hai may tam thoi bi hu (out of order) thi
may guri khdng cach nao lién lac v&i may nhan duge. Gap truong hop nhu
vay thi may gt s€ tam thoi gitt 1& thu trong khu vuc dy trir tam thoi.
May giri sau d6 s& tim céach lién lac voi may nhan dé chuyén thu. Nhiing
viéc ndy xay ra trong may vi tinh va ngudi st dung sé khdng hay biét gi.
Néu trong khoang thoi gian ma may vi tinh cua noi giri van khdng lién lac
dugc véi may nhan thi may gui s€ giri mot thong bdo cho ngudi gui noi
rang viéc van chuyén cua I thu dién da khdng thanh cong.

Nhan Thw (Receive Mail)

Néu may gui c6 thé lién lac duoc véi may nhan thi viéc chuyén thu
s& duoc tién hanh. Trudc khi nhan 14 thu thi may nhan s& kiém soat tén
nguoi nhan ¢ hop thu trén may nhan hay khong. Néu tén ngudi nhéan thu c6
hop thu trén may nhan thi 4 thu sé duoc nhan ldy va thu s& duge bo vao
hop thu ctia nguoi nhan. Truong hop néu may nhan kiém soét thiy ring
tén ngudi nhan khéng c6 hop thu thi may nhéan sé khudc tir viéc nhan |4 thu.
Trong truong hop khudc tir nay thi may gui sé thong bdo cho ngudi giri biét
la nguoi nhan khong ¢ hop thu (user unknown).

Tram Phuc Vu Thuw (Mail Server)

Trén thuc té, trong nhitng co quan va hing xudéng lén, may vi tinh
ciia ngudi gui thu khong gui truc tiép téi may vi tinh cta nguoi nhan ma
thuong qua cac may chu thu dién tur (mail servers).

Vi du: qua trinh gui thu

Mail
—— Exchanger

e

Nail M ail
Relay_—a.-;'-r i L!,E._H ub

Hinh 3.1.: Giri thu tir A ¢én B
Nhu Hinh 1.1. cho thdy, néu nhu mot ngudi & may A gui t6i mot
ngudi & may B mot 14 thu thi trudc nhat may A s& gui dén may chu thu
dién t¢r X. Khi tram phuc vu thu X nhan dugc thu tor may A thi X sé
chuyén tiép cho may chu thu dién tor Y. Khi tram phuc vu thu Y nhan
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duoc thu tir X thi Y s& chuyén thu téi may B I1a noi ngudi nhan. Truong
hop may B bi truc tric thi may chu thu Y sé gitt thu.

2.1. Nhitng nhan té co ban ciia hé théng thuw dién tir

Muc tiéu: Gidi thiéu cho ngudi dung cac ung dung cua dich vu thu dién tir
cling nhu co ché truyén thu cta cac tng dung d6

Hau hét hét thong thu dién tir duwoc chia 1am cac phan nhu sau :

- Mail User Agent (MUA)

- Mail Transfer Agent (MTA)

- Mail Delivery Agent (MDA)

Mail User Agent (MUA) — La tng dung cho phép nguoi dung co
thé truy nhap vao mail server dé lay vé cac thu cuia nguoi ding (sit dung
POP) hodc xem truc tiép thu trén server (st dung IMAP) MUA con cho
phép ngudi ding tao va gui thu. Thu duoc chuyén dén MTA quan ly
nguoi ding (st dung SMTP). MUA khéng truc tiép chuyén thu dén
ngudi nhan. C4c phan mém ung dung théng dung cia MUASs la Outlook
Express, Microsoft Outlook, Windows mail va Pine ...

Mail Transfer Agent (MTA) — MTA la tng dung cho phép gui
va nhan thu st dung SMTP. Cho cac thu chuyén di MTA xac dinh dia chi
ciia ngudi nhan va x4c dinh néu dia chi ngudi nhan ngay tai hé théng thi
no sé
chuyén truc tiép vao hop thu ctia nguoi nhan tai hé théng hoic théng
qua MDA dé chuyén di. Néu nguoi nhan 1a mot dia chi khac thi MTA s&
thiét 1ap két n6i dén mot MTA quan ly nguoi nhan dé chuyén thu dén su
dung giao thitx SMTP. Cac vi du vé c4c phan mém quan ly mail MTA
la: Mdaemon, Exchange server, sendMail, Qmail ...

Mail Delivery Agent (MDA) — La mot chuong trinh dugc MTA
sit dung dé day cac ban tin vao hop thu cua ngudi ding va cd tac dung
loc kiém tra thu trude khi chuyén vao hop thu ngudi st dung.

Chu y: Cac san pham thuong mai thuong an déu nhiing khéac biét
giita c4c nhan t6 logic nay véi nguoi dung. Vi du chuong trinh Microsoft
Exchange c6 it nhat mot MTA, cong thém vai MDA.

Duéi day la so dd tong quan cia hé théng thu dién tu.
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Hinh 3.2. So db tong quan hé thong thu dién tir Ching ta s& dan
dan tim hiéu k¥ cac nhan t6 nay.

MTA - Nhitng nhiém vu chinh

Khi cac btc thu duoc gui dén tr MUA. MTA c6 nhiém vu nhan
dién nguoi giri va ngudi nhan tir théng tin dong g6i trong phan header
cia thu va dién céc thong tin can thiét vao d6. Sau d6 MTA chuyén thu cho
MDA dé MDA chuyén dén hop thu ngay tai MTA hoic dén MTA khéc.

Cha y: Théng tin dong goéi dugc thém vao thu nhu mot phin cua giao

thire SMTP. N6 thuong duoc thém vao hay thay doi ty dong boéi phan mém

hé thong thu.

Cac buc thu c6 thé chuyén qua nhidu MTA va dugc viét lai vai lan,
dac biét khi can phai chuyén sang cac dinh dang riéng. Mot phan hay cé birc
thu ¢6 thé phai viét lai tai boi cac MTA trén dudng di.

Viéc chuyén giao cac buc thu dugc cdc MTA quyét dinh dya trén
dia chi nguoi nhan tim thay trén phong bi:

- Néu n6 trung véi hop thu dia phuong, buc thu duoc chuyén cho MDA

- dia phuong dé chuyén cho hop thu.

- Néu dia chi giri bi 161, bt thu ¢6 thé duoc chuyén trd lai ngudi guri.

- Néu khong bi 16i nhung khéng phai la bic thu dia phwong (non-
local), tén mién (domain) duoc st dung dé quyét dinh xem server nao
s& nhan thu, theo c4c ban ghi MX trén hé thong tén mién (ching ta
s€ di sau vao cac khai niém DNS va domain trong cac muc phia sau)

- Khi céc ban ghi MX xac dinh dugc MTA quan ly tén mién d6 thi khong
c6 nghia 14 nguoi nhan thudc dia phuong ving d6. MTA c6 thé don gian
chung chuyén (relay) thu cho MTA khéc, hodc c6 thé dinh tuyén buc
thu cho dia chi khac nhu vai trd cua mdét dich vu domain ao (domain
gateway), vi du nhu thay d6i théng tin ngudi nhan trén phong bi trudc
khi chuyén thu di.

- MUA (Mail User Agent)
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MUA 4 chuong trinh quan ly thu dau cudi cho phép ngudi dung c6 thé
doc, viét va 1ay thu vé tir MTA.

+ MUA c6 thé lay thu tir MTA vé dé xur ly (st dung POP) hoidc chuyén
tiép dén moét MTA khac (SMTP).

+ Hodc MUA c¢6 thé xt Iy truc tiép thu ngay trén MTA (st dung IMAP).
Ping sau nhirng cong viéc van chuyén thi chtrc ning chinh cia MUA Ia
cung cap giao dién cho ngudi dung tuong tac véi thu, gdm co:

Soan thdo, gtri thu

Hién thi thw, gdm ca céc file dinh kém

Gui tra hay chuyén tiép thu

Gan cac file vao cac thu gt di (Text, HTML, MIME .v.v. ) Thay d6i cé4c
tham sb (vi du nhu server dugc st dung, kiéu hién thi thu, kiéu ma hoa
thu .v.v.)

Thao tac trén cac thu myc thu dia phuong va ¢ dau xa

Cung cap sb dia chi thu (danh ba dia chi)

Loc thu

i Re’d\-' W Y
. o i £ }-.., FHe .
POP or IMAP POP or IMAP Local
Daesmon Daamon LA
FPOP |ar (AP .f-of—Ia AP

Transfer
MLA

- Local Area Metwork (LAN)

Hinh 3.3.: Hoat dong cia MTA, MU
Dé c6 thé hiéu rd vé c4c giao thirc ndy ciing nhu vé hé théng thu dién ti,

cac ban hdy tim hiéu tai cAc muc phia sau.
2.2. Gi6i thiéu vé giao thite SMTP

Cong viéc phat trién cac hé théng thu dién tar (Mail System) doi

hoi phai hinh thanh cac chuan chung vé thu dién ttr. Biéu nay gilp cho
viéc gui, nhan cac thong diép dugc dam bao, lam cho nhiing ngudi & Cac
noi khac nhau c6 thé trao d6i thdng tin cho nhau.

C6 2 chuan vé thu dién tir quan trong nhit va dugc sir dung nhiéu

nhat tir trude dén nay 1a X.400 va SMTP (Simple Mail Transfer Protocol).
SMTP thuong di kem vai chuan POP3. Muc dich chinh cia X.400 14 cho
phép cac E- mail c6 thé duoc truyén nhan théng qua cac loai mang khéc
nhau bat chdp cau hinh phan cing, hé diéu hanh mang, giao thic truyén
dan dugc dung. Con chuan SMTP miéu ta cach diéu khién cac théng diép
trén mang Internet. Piéu quan trong ctia chuan SMTP la gia dinh may nhan
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phai dung giao thte SMTP gti thu dién tor cho mét may chu ludn ludn
hoat dong. Sau d6, ngudi nhan s& dén lay thu tr may cha khi nao ho
mudn ding giao thic POP (Post Office Protocol), ngay nay POP duoc cai
tién thanh POP3 (Post Officce Protocol version 3).

9OF
%

SMTP

Mail Client

(L

Hinh 3.4.: Hoat dong ctia POP va SMTP

Tha tyc chuan trén Internet dé nhan va gui cua thu dién tir la
SMTP (Simple Mail Transport Protocol). SMTP la thu tuc phat trién & muc
ung dung trong moé hinh 7 16p OSI cho phép gtri c&c buc dién trén mang
TCP/IP. SMTP duoc phét trién vao nam 1982 boi té chiac IETF (Internet
Engineering Task Force) va dugc chuan hod theo tiéu chuan RFCs 821 va
822. SMTP sir dung cong 25 ctua TCP.

Mic di SMTP 14 thu tuc giri VA nhin thu dién t¢ phd bién nhét
nhung N van con thiéu mét sé dic diém quan trong cd trong thu tuc X400.
Phan yéu nhat cta SMTP 1a thiéu kha ning hd tro cho cic buc dién
khong phai dang Text.

Ngoai ra SMTP ciing c6 két hop thém hai tha tuc khac hd trg cho
viéc 13y thu 12 POP3 va IMAP4,

MIME va SMTP

MIME (Multipurpose Internet Mail Extensions) cung cip thém kha
nang cho SMTP va cho phép cac file cO dang ma hod da phuong tién
(multimedia) di kém véi buc dién SMTP chuan. MIME sir dung bang ma
Base64 dé chuyén céc file dang phuc tap sang ma ASCII dé chuyén di.

MIME Ia mot tiéu chuan méi nhu n6 hién di dwgc hd trg béi hau
hét cac ung dung, va ban phai thay d6i néu chuong trinh thu dién tir cua
ban khdng c¢6 hd trg MIME. MIME dugc quy chuan trong cac tiéu chuan
RFC 2045-2049
SIMIME

Lad mot chuan méi cua MIME cho phép hd tro cho cac bic dién
dugc méd hod. SIMIME duya trén ky thuat md@ hoa cong cong RSA va
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gitp cho buc dién khong bi xem trom hodc chin 14y.
RSA Public Key/Private Key Authentication

Viét tit cho Rivest, Shamir, va Adelman, 12 nhimg nguoi khdm pha
ra cach ma hod ndy, RSA cung cap cip khoa public key/private key (khoa
cong cong/khoa riéng) dé ma hoa. Dir liéu s& dugc ma hod boi khoa cong
cong va chi co thé duoc giai ma boi khoé riéng. Vi SIMIME, nguoi gui
s& st dung mot chudi ma hod ngiu nhién st dung khoa cong cong cua
nguoi nhan. Ngudi nhan s& giai mi dién bang cach st dung khoé riéng.
Mubn nghién ctru k§ vé ma hoa RSA vao trang web http://www.rsa.com
S/IMIME dugc dinh nghia trong cac tiéu chuan RFCs 2311 va 2312.
Lénh cia SMTP

SMTP st dung mot cach don gian cac cau lénh ngin dé diéu
khién birc dién. Bang & duéi 1a danh sach cac 1énh cia SMTP
Cac 1énh cia SMTP dugc x4c dinh trong tiéu chuan RFC 821
Lénh Mo
HELO Hello. St dung dé xac dinh nguodi gui dién. Lénh
nay nay di kem va&i tén cua host gui  dién. Trong
ESTMP (extended protocol), thi 1énh nay sé€ la EHLO.

MAIL Khéi tao mot giao dich gt thu. N6 két hop "from™ dé
xac dinh nguoi gui thu.

RCPT Xac dinh nguoi nhan thu.

DATA Théng b&o bat dau ndi dung thuc su cia buc dién (phan
than cua thu). Dt liéu dugc mad thanh dang ma 128-bit
ASCII va n6 duoc két thic véi mot dong don

RSET Huy bé giao dich thu

VRFY Str dung dé xac thuc ngudi nhan thu.

NOOP NO6 la 1énh "no operation” xac dinh khéng thuc hién hanh

dong
QUIT Thoat khoi tién trinh dé két thlc
SEND Cho host nhén biét rang thu con phai giri dén dau cudi
Sau day la nhitng 1énh khac nhung khéng yéu cau phai c6. Xac din boi
REC

SOML Send or mail. B4o véi host nhan thu rang thu phai gui

dén dau cudi khic hoic hén thir ‘
SAML Send and mail. NGi véi host nhan rang birc dién pha guil

t6i nguoi ding dau cudi va hop thu.
EXPN Str dung mé rong cho mot mailing list.
HELP Y&u cau thong tin gilp d& tir dau nhan thu.
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TURN Y&u cau dé host nhan gitr vai tro la host giri thu.

Ma trang thai cia SMTP

Khi mét MTA giri mot 1énh SMTP t6i MTA nhan thi MTA nhan s
tra 1oi voi mot ma trang thai dé cho nguoi gui biét dang c6 viée gi xay ra
tai ddu nhan. VA duéi day 14 bang ma trang thai cua SMTP theo tiéu
chudn RFC 821. Murc d6 cia trang thai duoc xac dinh boi s6 dau tién cua
ma (5xx la 15i ning, 4xx 1a 16i tam thoi, 1XX—3xx la hoat dong binh thuong).
SMTP mé rong (Extended SMTP)

SMTP thi dugc cai tién dé ngdy cang dap ung nhu cdu cao cua
nguoi dung va 1a mot tha tuc ngay cang cé ich. Nhung dU sao ciing can
c6 su md rong tiéu chuan SMTP, va chuan RFC 1869 ra doi dé bd sung cho
SMTP. N6 khéng chi mé rong ma con cung cip thém céc tinh niang can thiét
cho céac 1énh ¢d san. Vi du: 1énh SIZE 13 1énh mé rong cho phép nhan gidi
han d6 16n cua buc dién dén. Khong c6 ESMTP thi s& khoéng giéi han
duoc do 16n cua buc thu.

Khi hé théng két ndi véi moét MTA, né s& sa dung khoi tao thi
ESMTP thay HELO bang EHLO. Néu MTA c¢6 hd trg SMTP md rong
(ESMTP) thi n6 s&
tra 101 voi mot danh séch cac 1énh ma né s& hd trg. Néu khong né sé& tra 1oi
vdi ma 1énh sai (500 Command not recognized) va host gui sé quay tro
vé st dung SMTP.

Cac Iénh co ban cia ESMTP

Lén Miéu

EHLO Str dung ESMTP thay cho HELO cua
8BITMIME Str dung 8-bit MIME cho mé dur liéu
SIZE Str dung gidi han d§ 16n cua buc dién

SMTP Headers

C6 thé ldy duoc rat nhidu théng tin c6 ich bang cach kiém tra phan
header cta thu. Khdng chi xem dugc bic dién tir dau dén, chu dé cua
thu, ngay gui va nhitng ngudi nhan. Ban con cd thé xem dugc nhiing
diém ma buc dién d3 di qua trude khi dén dugc hop thu cua ban. Tiéu
chuan RFC 822 quy dinh header chira nhiing gi. Tbi thiéu cO ngudi gui
(from), ngay gti va nguoi nhan (TO, CC, hoac BCC)

Header cua thu khi nhan dugc cho phép ban xem buc dién da di
qua nhiing dau trude khi dén hop thu ctia ban. N6 1a mot dung cu rat tot dé
kiém tra va giai quyét 15i. Sau day 1a vi du:

Trén vi du trén c6 thé thiay buc dién duoc gui di
tr someone@mydomain.com. T mydomain.com, ndé dugc chuyén dén
hostl. Birc dién dugc giri tir host2 téi hostl va chuyén téi nguoi dung. Moi
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chd birc dién diumng lai thi host nhan dugc yéu cau dién thém thdng tin vao
header n6 bao gdm ngay gio tam ding & d6. Host2 théng bao rang no
nhan dugc dién IGc 11:33:00. Hostl thdng b&o rang nd nhan dwgc birc
dién vao luc 11:34:36, Su chénh léch hon mot phit c6 kha ning la do su
khong dong bo giita dong hd caa hai noi.
Thuén loi va bat lgi ciia SMTP
Nhu thu tuc X.400, SMTP ¢6 mot s6 thuan loi va bat loi
Thuén loi bao gom:
- SMTP rit phd bién.
- N6 duge hd trg bai nhiéu to chirc
- .SMTP c6 gia thanh quan tri va duy tri thap.
- SMTP no c6 cau tric dia chi don gian.
Bit loi bao gom:
- SMTP thiéu mét s6 chiic ning
- SMTP thiéu kha nang bao mat nhu X.400.
- NO chi gi6i han vao nhiing tinh nang don gian nhat.
2.3. Giéi thiéu vé giao thirc POP va IMAP

Trong nhung ngay thang dau tién cua thu dién ti, nguodi dung duoc
yéu cau truy nhdp vao may cha thu dién t va doc céc buc dién cua
ho & d6. Céc chuong trinh thu thuong sir dung dang text va thiéu kha
nang than thién véi nguoi dung. Dé giai quyét van dé d6 mot sd thu tuc
duoc phat trién dé cho phép ngudi ding c6 thé 1ay thu vé may cia ho hoic
c6 cac giao dién s dung than thién hon véi nguoi dung. Va chinh diéu do
dem dén sy pho bién cua thu dién tu.

C6 hai thu tuc dugc st dung phd bién nhat dé lay thu vé hién nay
la POP (Post Office Protocol) va IMAP (Internet Mail Access Protocol).

Post Office Protocol (POP)

POP cho phép nguoi ding c6 account tai may chi thu dién tir két
nbi vao MTA va lay thu vé may tinh caa minh, & d6 c6 thé doc va tra 10 lai.
POP duoc phéat trién dau tién 1a vao nam 1984 va duoc nang cap tir ban
POP2 |én POP3 vao nim 1988. Va hién nay hiu hét nguoi ding st dung
tiu chuan POP3

POP3 két ndi trén nén TCP/IP dé dén may chu thu dién to (st
dung cong 110). Nguoi dung dién username va password. Sau khi xac thuc
dau may khach s& st dung céc 1énh ctia POP3 dé 14y hodc x04 thu.

POP3 chi 1a tha tuc dé liy thu trén may chu thu dién to. POP3
duoc quy dinh béi tieu chuan RFC 1939.
Lénh ciaa POP3

Lénh Miéu ta
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USER Xac dinh username

PASS Xa&c dinh password

STAT Yéu cau vé trang thai cua hop thu nhu s6
luone thu va d6 16n cua thu

LIST Hién danh sach cua thu

RETR Nhan thu

DELE Xo0a mot birc thu Xac dinh

NOOP Khong lam gi ca

RSET Khoi phuc lai nhitng thu da xo4a (rollback)
QUIT Thuc hién viéc thay ddi va thoat ra
Internet Mail Access Protocol (IMAP)

Tha tuc POP3 14 mot thu tuc rat ¢6 ich va st dung rat don gian dé
lay thu vé cho nguoi dung. Nhung sy don gian d6 cling dem dén viéc
thiéu mot s6 céng dung can thiét. Vi du: POP3 chi lam viéc véi ché do
offline c6 nghia 1a thu dugc 1ay vé sé& bi x04 trén server.

IMAP thi hd tro nhiing thiéu sot cia POP3. IMAP dugc phét trién
vao nim 1986 boi truong dai hoc Stanford. IMAP2 phéat trién vao nim
1987. IMAP4, 1a ban méi nhat dang dugc st dung va né duoc cac to
chtrc tiéu chuan Internet chip nhian vao nam 1994. IMAP4 dugc quy dinh
boi tiéu chuan RFC 2060 va né sir dung cong 143 cua TCP
Lénh caa IMAP4
Lénh Miéu ta
CAPABILITY | Y@&u cau danh sach cac chic ning ho tro
AUTHENTICAT| X&c dinh str dung Xac thuc tir mot server khac

LOGIN Cung cap username va password
SELECT Chon hop thu

EXAMINE Dién hop thu chi duoc phép doc
Lén Miéu ta

CREATE Tao hop thu

DELETE Xoa hop thu

RENAME Poi tén hop thu

SUBSCRIBE Thém vao mot list dang hoat dong
UNSUBSCRIB | Doi khoi list dang hoat dong

LIST Danh sach hop thu

LSUB Hién danh sach nguoi stir dung hop thu
STATUS Trang thai caa hop thu (s6 lugng thu,...)
APPEND Thém message vao hop thu

CHECK Y&u cau kiém tra hop thu

CLOSE Thuc hién x04 va thoat khoi hop thu
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EXPUNGE Thuc hién x0a

SEARCH Tim kiém trong hop thu dé tim messages
FETCH #?fn kiém trong nodi dung ctia message
STORE Thay doi noi dung ctia messages

COPY Copy message sang hop thu khac

NOOP Khéng lam gi

LOGOUT Pong két noi

So sanh POP3 va IMAP4
C6 rat nhiéu diém khac nhau gitta POP3 va IMAP4. Phu thudc
vao ngudi ding, MTA, va su can thiét , C6 thé sir dung POP3, IMAP4 hoic

ca hai.

Loi ich cua POP3 la :
- R4t don gian.
- Pugc hd tro rat rong

- Bai rat don gian nén POP3 c6 rat nhiéu gi¢i han. Vi du nd chi hd tro s

dung mot hop thu va thu s& duoc x0a khoi may chu thu dién tir khi 1y vé
IMAP4 cé nhiing loi ich khéc:

- Hd trg xac thuc rat manh

- Ho tro str dung nhiéu hop thu

- Pic biét hd tro cho cac ché viéc 1am viéc online, offline, hoic khong két

nbi IMAP4 & ché do online thi hd tro cho viéc ldy tip hop céc thu tir may
chu, tim kiém va 1y message can tim vé ...IMAP4 ciing cho phép ngudi

ding chuyén thu tir thu muc ndy ctia may chu sang thu muc khéac hoic
x04 thu. IMAP4 hd tro rat tét cho ngudi dung hay phai di chuyén va

phai str dung cac may tinh khac nhau.

3. Gi6i thiéu vé cdu tric cia dia chi thw dién tir
Thu dién tir (E-mail) dugc cdu tao twong tu nhu nhiing buc thu
théng thuong va chia lam hai phan chinh:
-Phan dau (header) chtra tén va dia chi cua ngudi nhan, tén va dia chi cta
nhitng ngudi s& dugc chuyén dén, chi dé cua thu (subject). Tén va dia chi

cuiia nguoi gui, ngay thang cua bic thur.
- Thén cuia thu (body) chira ndi dung cua buc thu.
Nhu khi giri cac bire thu binh thudng ban can phai ¢ dia chi chinh xéc.
Néu sir dung sai dia chi hoic g6 nham dia chi, thi thu s& khong thé giri
dén nguoi nhan va n6 s& chuyén lai cho nguoi gui, va bdo dia chi khdng
biét (Address Unknown). Khi nhan dugc mét thu dién tu, thi phan dau
(header) cua thu s& cho biét né tir dau dén, va n6 di duoc giri di nhu thé
nao va khi ndo. N6 nhu viéc dong dau buu dién.
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Khéng nhu nhitng bic thu thong thuong, nhitng birc thu thong thuong
duoc dé trong phong bi con thu dién tir thi khdng duoc riéng tu nhu vay
ma nd nhu mot tim thiép postcard. Thu dién tir ¢ thé bi chin lai va bi
doc boi nhitng ngudi khdng duoc quyén doc. Dé tranh diéu dé va giir bi
mat chi cO cach ma hoda thong tin gui trong thu
Dia chi thu dién tir

Tuong tu nhu vi¢c gui thu béng buu di¢n, viéc gui nhan thu di¢n
tr ciing cAn phai c6 dia chi cia noi giri va dia chi cia noi nhan. Dia chi
cia E- Mail duoc theo ciu tric nhu sau: user-mailbox@domain-part
(Hop- thu@vung quan ly). Vi user-mailbox la dia chi cia hop thu nguoi
nhan. CO thé hiéu nhu s6 nha va tén duong nhu thu buu dién. Ving quan
ly tén mién (domain-part) 14 khu vuc quan ly ciua nguoi nhan trén Internet.
C6 thé hiéu né giébng nhu tén thanh phd, tén tinh va quéc gia nhu dia chi
nha trén thu buu dién.

Tom lai dia chi thu dién tir thuwong c6 hai phan chinh: vi du
ktm@vdc.com.vn Phan trudc |13 phan tén cua ngudi dung user name (ktm)
nd thuong la hop thu ctia nguoi nhan thu trén may chu thu dién td. Sau
d6 la phan danh dau (@). Cudi cing la phan tén mién xac dinh dia chi
may chu thu dién t& quan ly thu dién t¢r ma nguoi dung dang ky
(vdc.com.vn) va c6 hop thu trén d6. NO thuong la tén ctia mét co quan
hodc mdt té chic va nd hoat dong dua trén hoat dong cua hé théng tén
mién.

Phan cudi ciia domain cho biét dia chi & dau hoic thudc vé nudc
nao quan ly hay thudc to chtrc ndo. Vi du nhu:

VN -- Viét nam. COM-- Thuong mai.
EDU -- Cé4c truong Dai Hoc. GOV -- Co quan chinh quyén. MIL -- Quén
doi.

NET -- Nhitng trung tdm 16n cung cép dich vu Internet. ORG-- Nhiing hoi
doan.
CA -- Canada.
AU -- Australi. v.v...
Cau héi

Kién thic:

Cau 1: Trinh bay cu tric va hoat dong cua thu dién tir

Cau2: Trinh bay cau trdc dia chi cua thu dién tir

Cau 3: Phéan biét su kh&c nhau gitra cac giao thic: POP3, IMAP, SMTP
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BAI 4 . GIOI THIEU VE MAIL EXCHAGE SERVER 2010
M3 bai: 19.4

Gi6i thiéu
Gidi thiéu cho ngudi hoc vé cac phan mém quan ly thu dién tir théng gidp
ngudi hoc hiéu va phan biét duoc cac tinh niang, nhiing cai tiéncua MS
Exchange 2010
Muc tiéu:
- St dung dugc phan mém quan trj Mail Server;
- Str dung dugc cac tinh nang truy cap cua Client;
- S0 sanh duoc nhiing cai tién ciia phan mém Mail Server so véi nhiing phién
ban khac nhau;
- Phan biét, danh gia duoc cac uwu diém cua timg hé thong Mail server khac
nhau, tir d6 ¢6 thé lua chon chuong trinh quan Iy mail server phu.
- Thyc hién cac thao tac an toan vai may tinh.
Noi dung chinh:
1. Mail Server la gi?

Exchange Server 1a phan mém ctua Microsoft, chay trén cac may chu,
cho phép gti va nhan thu dién tr ciing nhu cac dang khac cua truyén thdng
thdng qua mang may tinh. Pugc thiét ké chu yéu dé giao tiép véi
Microsoft Outlook nhung Exchange Server ciing c6 thé giao tiép tbt voi cac
phan mém khac nhu Outlook Express hay cac ing dung thu dién tir Khac.

Exchange Server dugc thiét ké cho ca cac doanh nghiép 16n va nho véi
wu diém noi troi 12 dé quan tri, hd trg nhiéu tinh ning va c6 do tin cay cao. Sy
dé str dung cua cac cong cu trién khai va hd tro cho phép ta dé dang quan tri
Exchange Server hon.

Tin nhin duoc giri tir cac thiét bi Client nhu may tinh c& nhan (PC),
may tram hay céc thiét bi di dong nhu dién thoai di dong hay Pocket PC. Céc
thiét bi Client ndy két nbi v6i mang may tinh tip trung voi Server hay cac
may Mainframe 1a noi luu trir cac hop thu. Cac Server két ndi t6i mang
Internet hoic mang riéng (private network) noi thu dién tor dugc gui toi dé
nhéan thu dién tir cua nguoi st dung.

2. Céc tinh nang truy cap cia Client

Exchange Server hd tro cac thiét bi di dong nhu Pocket PC hay
SmartPhone va cho phép ban dong bd hoa cac thu muc Inbox, Calendar,
Contact va danh sach cac cong viéc Task, qua do ban c6 thé kiém tra cac
thy muc ¢4 nhan ctia minh tir xa théng qua cac thiét bi di dong. CAc trinh
duyét trén cac thiét bi di dong ciing duogc hd trg thdng qua Exchange
Outlook Mobile Access, diéu nay cho phép cac ung dung chay trén trinh
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duyét nhu HTML, CHTML (Compressed HTML), va WAP (Wireless
Application Protocol) truy nhap vao Exchange Server. So d6 sau day minh
hoa cac loai Client dugc hd trg bdi Exchange Server:

Chutlook 2003 (AP FOPZ ar IMAP Clisnts

& &)
Outlook Web Accoss \ / Outlook Web Access Web Pans

(Browser Based Cliants) Exchange nbedded inta a Wel Pontal)
- Server -—-1=
-

2!.']1}3

Pocket Outlook Outlook Mabile Aceess
Exchange Serve Mabile Biowsirs
ﬁ.clwe"'rllg [ ]

Hinh 4.1 Céc tinh nang truy cap client cia Exchange Server

Cac chuc nang hop tdc cua Exchange Server cho phep ta chia sé
cac thong tin mot cach nhanh chéng va hiéu qua. CO rat nhiéu c4c tinh nang
duoc hd tro boi Exchange Server cho phép ban sir dung phan mém mot céch
thoai mai va tién loi nhét, cic tinh ning nhu dit ché do tra 101 thu tu dong,
tham gia vao cac phong hoi thao... tt ca déu duoc hd tro trong phién ban
Exchange Server 2003. Dé cd thé phat huy mot cach tdt nhat tit ca céc tinh
nang lién két, hop tac cua Exchange Server, hdy két hop Exchange Server
2003 vai Outlook 2003.

3. Nhirng cii tién ciia mail Server exchage 2010

v Cai tién phuong thic quan 1y : Exchange Server 2010 dua ra mo hinh Role-
Based Access Control (RBAC), tam goi 13 quyén han diéu khién theo vai tro, 13
su thay d6i ddi 1ap véi mo hinh permission-based Access Control List (Danh
sach diéu khién dya trén quyén han) trong nhimg mé hinh trudc ddy. Pay duoc
xem 1a mot trong nhiing cai tién 16n ctia Exchange Server giam tai cho nha quan
tri, dong thoi ciing doi hoi can nhic k¥ ludng trong viéc phan quyén dé tranh su
chdng chéo 1an nhau.

v M0 hinh luu trit thong tin méi : Kha nang khoi phuc mailbox server st dung
Database Available Group (DAGQG), chirc nang mé rong hoan toan maoi tur chirc
nang Cluster Continuous Replication (CCR) da c6 trong Exchange Server 2007.
N6 cho phép nguoi dung chay mot mailbox server thir hai nhdm khoi phuc
nhanh khi can thiét. DAG hoan toan khong c6 trong Exchange Server 2003,
thay thé dugc cic md hinh clustering c6 dién hay luu trir thong tin dudi dang
Storage Area Network (SAN). M5 hinh DAG c6 thé tao dén 16 ban sao chép
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cho mdi co s¢ dir liéu Mailbox. Cac ban sao chép du phong (replica) co thé
duoc ciu hinh dé chiu 15i mét cach tu dong.

v' Pon gian héa Archiving : Exchange Server 2010 cho phép di chuyén email tir
mailbox cuia ho t6i nhimg noi phit hop va an toan hon ma khéng can sir dung
nhitng giai phap cua cac hang thir ba nhu trudc day. Giai phdp nay cling bao
gdm ca chirc niang Personal Archive, c6 thé cho xuat hién trén giao dién
Microsoft Outlook ctia ngudi dung. C6 thé tim kiém mét cach dong thoi véi
nhiéu mailbox khac théng qua viéc phan quyén va bo loc thong tin cao cap.

¥ 23 Mamox . Kamat lanardhan
o 2 Acchave - Kamv -ananahas
‘s Oeirtea ems

s [ 75t Camalian - 2008
8 £ P51 Camalian - 2006
3 [P Pumic folders

¥ £ SharePoint Lists

Archive gitip luu trir email t6t hon

v Cho phép phan quyén tu quan tri bang cong cu ECP : Cong cu mdi ¢6 giao dién
web mang tén 1a Exchange Control Pannel (ECP) sé cho phép nha quan tri lam
moi viéc trong moi trudng Exchange 2010 ma khong can phai cai dat bat cu
mot rng dung nao trén may Client (khach).

v' Nang cip Server ciing s& can nang cap luén Exchange Server :Windows Server
2008 R2 hién chi hd tro duy nhat Exchange Server 2010 (khong hd tro nhiing
phién ban Exchange trude do).

v Ludng email qua cong cu CAS :Vai trd cta Client Access Server (CAS) s& chiu
trach nhiém cho tat ca cac hinh thic két ndi thu bao gom cé viéc két ndi MAPI
(Outlook) client, cai tién viéc mé rong hé thong ha tang mail mot cach dé dang.

Exchange Server 2007 CCR + SCR

Manval
i‘i “activation” of
. remote mailbox “
OWA AciiveSync, or server -
Oul.’oo’k Anywhere w -
- MEHDOX sServer " -
cant co-exist 5t
with other rofes ”
L7 SCR

~ e = SCRITEEged
< m m < ) separately, no
NodeA . U

Windows ciuster © CIUStering
s KkKnowledge
required

Dstabsseianore
requires server
farfover

Hinh 4.2: M6 hinh kién trac HA (tinh sin sang cao) ctia Exchange Server 2007
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Exchange Server 2010 High Availability Architecture

AD site: Dallas

AD site: San Jose

lient Access
Server (CAS)

Hinh 4.3: M6 hinh HA cua Exchange Server 2010

v Khoéi phuc don :Trong nhitng phién ban trudc cua Exchange Server, nguoi dung
c6 thé xo6a di nhing muc ma ho khong thich. Piéu nay khién cic nha quan tri
t6n nhiéu thoi gian dé khoéi phuc khi ¢ yéu cau. Exchange Server 2010 cung
cap cap thoi gian luu trit email 1au hon dé hd tro nguoi dung khoi phuc khi can.
Chte ning Litigation Hold c6 trén mot s6 hang muc email nhat dinh ngin ngudi
dung xo6a trong moi trueong hop.

v" OWA premium danh cho firefox : Ngoai Internet Explorer, Exchange Server
2010 Outlook Web Access (OWA) hd tro céac trinh duyét web nhu Firefox hoic
Safari. OWA ciing c6 thém nhiing tinh ning méi nhu chia sé lich biéu (Share
Calendars) hay Contacts, thém nhitng chirc nang tich hop trang thai nguoi dung.

v" Windows Mobile :Ngudi dung stt dung smartphone Windows Mobile s& ¢6 giao
dién Outlook trén Mobile hoan toan mai, dac biét 1a chic ndng Conversation
View cho phép xem hang loat email cing mot chii dé trong mot thuc thé duy
nhat. Hon nifa, cac tin nhin van ban (text) trén Windows Mobile s& dugc dong
bo turc thi voi mailbox cua Server.

v Nhiing cai tién vé téc d6 :Trong Exchange 2007, su két hop giita kién trac 64-
bit va tang kich c& trang t61 8 KB dan t&i hiéu qua la giam dugc 70% viéc doc
ghi cho Exchange trén dia cimg. V&i Exchange 2010, kich ¢ trang dugc tang
lén dén 32 KB giup téc do IOPS duoc giam thém 50% nita. Nho d6 cac doanh
nghiép c6 thé xem xét lai viéc dung nhimg loai dia ctng ré tién hon ma khong
hé mat di bat ctr kha niang ndo cua hé thong.
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BAI 5: CAl PAT MAY CHU MAIL EXCHAGE SERVER 2010
Ma bai: 19.5
Gioi thi¢u:
Gilp nguoi hoc hiéu duoc quy trinh cac bude cai dit phan mém MS
Exchange 20010 va cai dat va cau hinh céc dich vu trudc khi cai dat
Muc tiéu :
- Trinh bay duoc céc dich vu can thiét trude khi cai phan mém Mail Server;
- Cai dat, thiét 1ap va cau hinh dugc hé thong Mail Server.
- Thure hién cac thao tac an toan vai may tinh.
Noi dung chinh:
Nhirng yéu ciu khi cai dit Windows Server 2008 R2
1. Cai OS: Windows Server 2008 R2 Enterprise 64 bit.
2. Sau d6, thang cap may chu 1én DC véi tén mién gia sir 1a
ExchangeSRVCorp.com.
Luu y: Pay la kich ban cai Exchange Server 2010 trén DC dau tién cia t6
chirc- DC thugc Forest.
Cai dat Exchange Server 2010 trén Windows Server 2008 R2
1. Cac buéc chuian bi Cai dit Exchange Server 2010
1.1.Y&u cau phan mém va phan cing
- DVD source Microsoft Windows Server 2008 R2 64bit
- DVD source exchange server 2010
Vi tinh chat yéu cau cuia exchange 2010 bat budc phai dugc cai dat trén
nén windows server 2008 64 bit nén bat budc ching ta phai chuan bi mot server
da cai dat OS server windows server 2008 R2 64bit. Sau khi cai dit thi ta s& tién
hanh join domain nay vao hé thong hién tai va dang nhap vao server ndy véi
quyén domain admin. Dé cai dat windows server 2008 va join domain vui 1ong
xem lai bai lab truéc.
Bo xir ly
- Téi thiéu: 1 GHz (x86) va 1.4 GHz (x64).
- Khuyén c4o: 2 GHz hoic hon.
- Luu y: B xur 1y Intel Itanium 2 dugc st dung cho Windows Server 2008 R2
Itanium-Based Systems.
H¢é diéu hanh
Trén hé thong 32 bit:
Windows Server 2008 R2 Standard: 4 GB RAM
Windows Server 2008 R2 Enterprise va Datacenter: 64 GB RAM
Trén hé thong 64 bit:
Windows Server 2008 R2 Standard: 32 GB RAM
Windows Server 2008 R2 Enterprise va Datacenter: 1 TB va 2 TB (Itanium-
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Based Systems).

Khéng gian dia trong:

40 GB tro 1én. Luu y: Néu may tinh ctia ban ¢

RAM > 16 GB thi yéu cau khong gian dia tréng phai 16n danh cho cac files:
Paging, Hibernation va Dump.
B¢ nh¢ : Phu thudc vao nhiing tinh nang ctia Exchange ma ban cai dat thi bo
nhé yéu cau sé khac nhau nhu bang duéi day:

RAM toi
Exchange Server 2010 Roles o :

thieu
Edge Transport 4 5B
Hub Transport 4 GB
Client Access 4 5B
Unified Messaging 4 GB
Mailbox 4 GB
Ket hop Client A 3 Hub
et hop Client Access va Hu 4CH

Transport

Két hop Client Access, Hub
Transport g GB
va Mailbox serverrales

Cac phién ban Exchange twong thich véi Exchange Server 2010

Exchange Server 2K3.
Exchange Server 2K7.

RAM tdi da (khuyén cao nén siF
dung)

1 GBlcore (Tdithiéu 4 GB)
1 GBlcore (Tdithiéu 4 GB)

2 GBlcore (Tdithiéu 8 GB)

2 GBlcore (Tdithiéu 4 GB)
4 GB chng thém 3-20 MB/Mail box

2 GBlcore (Taithiéu 8 GB)

4 GB cdng thém 3-30 MB/Mail box

Mixed Exchange Server 2K7 va Exchange Server 2Ka3.

Khong thé nang cap tir truc tiép tir Exchange 2000 Server 1én Exchange
Server 2010.
Mubdn nang cap Exchange 2000 Server 1én Exchange Server 2010 ta phai
nang cép Exchange 2000 Server 1én Exchange Server 2K3 hodc Exchange
Server 2K7 rdi sau d6 nang cap 1én Exchange Server 2010.
[1-2. Nhitng yéu cau vé phan ctng
1.2.Cai dit cac thanh phan yéu cau ciia exchange 2010

Trude khi cai dit exchange 2010 ta phai cai dat cac thanh phan yéu cau

ciia exchange. Cac thanh phan yéu cau cta exchange nhu bén duéi

a.

Web Server

Security

Basic Authentication
Windows Authenticaton
Digest Authentication
Performance
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- Static content compression

- Dynamic content compression

- Management Tools

- 1IS Management console

- IS 6 Management Compatibility
- 1IS 6 metabase compatibility

- 1IS 6 WMI compatibility

- 1IS 6 scripting tools

- 1IS 6 management console

Dé cai dit web server va cac module ciia web server ta vao start aServer

Manager

)

9 Intemet Explorer

Remote Deskiop Services
. Component Services

A Computer Management
= Data Sources (ODBC)

{2] Event Viewer

& i5CSl Initiator

3 Local Security Policy
Administrator (8) Performance Monitor

T Security Configuration Wizard

X Windows PowerShell Modules
Administrative Tools » % Windows Sarver Bach

> All Programs

Windows Security

I Search programs and files

Q Log off »l

Click Add Roles aclick Next
Chon Web Server aclick Next 2 1an

Add Roles Wizard

ﬁ- Select Server Roles

Before You Begin

Web Server (1I5)
Role Services

Confirmation

Progress

Results

Select one or more roles to install on this server.

Roles: Description:

Documents
. Services

Computer ‘31| Share and Storage Management
Netwoek ¥ Storage Explorer

System Configuration
ConbalPanal () Task Scheduler

@ Windows Firewall with Advanced Securiy
Devices and Printers (3] Windows Memory Diagnastic

[_| Active Directory Certificate Services m&rﬁ.vq_mslpmvass;gi&lm
[ Active Directory Domain Services ""‘.‘”:um ._":"’ "M_MQ.

[ Active Directory Federation Services

| Active Directory Lightweight Directory Services
|| Active Directory Rights Management Services
[ Appication Server

|| DHCP Server

[_] DNS Server

| windows Server Update Services
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Chon c4c services nhu y&u cau bén trén

Add Roles Wizard [ ]
i!;'.:i Select Role Services
Before You Begin Select the role services to instal For Web Server (I15):
Server Roles Role services: Description:
IS 6 Management Compatibility
ek Secxar U12) S M Security i :] provides forward compatibiity For
o [¥] Basic Authentication vour appications and scripts that uss

T [¥] windaws Authentication the two 115 APIs, Admin Base Object

[V] Digest Authentication (ABO) and Active Directory Service
Progress [ ] Client Certificate Mapping Authenkication Interface (ADSI). You can use existing
s [] 15 Client Certificate Mapping Authentication [136 sorers fomanaon tha 1137, et

[] URL Authorization

[¥] Request Filtering

[] 1P and Domain Restrictions

= [ Performance
[¥] Static Content Compression
[¥] Dynamic Content Compression
= [@ management Tools
¥ IIS Management Console
11S Management Scripts and Tools
L Management Service

[¥] 115 6 WMI Compatibiity

[V] 115 6 Scripting Tools

[V] 115 6 Manacement Console =

T ¥ Vil
< Previous l Next > l Irista | Cancel I

Click Next ->click install dé bat dau cai dit aclick close dé dong cira s6 add
role.

Add Roles Wizard | x|

ﬁ: Confirm Installation Selections

Before You Begin

To Install the Following roles, role services, or features, dick Install.

Server Roles -
i 2informational messages below
Web Server (1IS) o
Role Services i) This server might need to be restarted after the installation completes. =
~ Web Server (IIS)
Progress (i) Find out more about Windows System Resource Manager (WSRM) and how it can help optimize
CPU usage
Results
Web Server

Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Health and Diagnostics
HTTP Logging
Request Monitor
Securky
Basic Authentication
Windows Authenbication
Digest Authentication
Rennest Fiterinn =

Print, e-mail, or save this information

< Previous ) Instail Cancel
| | | J

b. Server Feature
Download Microsoft .NET Framework 3.5 SP1 danh cho Windows Server
2008 R2 x64 theo link:http://www.microsoft.com/download/...7942
Download Windows PowerShell v2.0 danh cho Windows Server 2008 R2
x64 theo link:http://www.microsoft.com/download/...20430
- Net Framework 3.5 SP1
- HTTP activation
- RPC Over HTTP Proxy
- Remote server administration tools
- AD DS and AD LDS Tools
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Tai server manager aclick Features -> Add Features

= _Server Manager S[=] 3
File Action View

o wp | 75
i Server Manager (£ S Select Features

oles @ 1

Ry
3 web Serv:

Add Features Wizard [x]

2 g ;:;::.(s Select one or more features to nstall on this server.
% 5} Configuration | Confimmation Features: Description:
r Py Microsoft .NET Framework 3.5.1
@ &5 Storage i b combines the power of the .NET lelp
B % [] Background Inteligent Transfer Service (BITS) Etlashsdnbat epuiodiiy
[_] BitLocker Drive Encryption technologies For buiding applications
] eranchCache that offer appeaing user interfaces,
| Connection Manager Administration Kit protect your customers' personal

[
L] Desktop Experience oY, széiﬂ,e:s“m
DirectAccess Management Conscle eeis Hos 2ty > thoded a nage of
Falover Chustering business processes.
Group Policy Management
Ik and Handwriting Services
Internet Printing Client
Internet Storage Name Server
LPR Port Moritor
Message Queuing
| Multipath 1O
Network Load Balancing
Peer Name Resolution Protocol
] Qualty Windows Audio Video Experience
Remote Assistance

(|| Remote Diferential Comression . _'_J
“4
DMore about features

oo

100000

noa

I [

Chon cac features da liét ké & trén Va click next 3 1an -> click install

= Server Manager 5 [=] B3
(F" Action  View P ] [x] |

Al Server Manager (& # Select Features
= 5 Roles 0 {

@ 95 Web Serv:

5 N Eeioess Select one or more Features to nstall on this server.
1 e Poanostice Web Server (115) Features: Description:
¥ Gt Configuration 5 iption:
% 53 Storage Role Services =) [@] Remote Server Administration Tools (Installed) =] Bﬂm%ﬁvﬁ“—g%‘g?%ﬂl Lo
Confirmation = 1 Role Administration Tools (Installed) *Mm m*&wfm i)
o @ [] Active Directory Certificate Services Tools server as an akemative to clients
<3} AD DS and AD LDS Tools accessing the server over a VPN
Results Active Directory Rights Management Services Toc  connection.

DHCP Server Tools
DNS Server Tools
Fax Server Tools
File Services Tools
Hyper-V Tools
Network Policy and Access Services Tools
Print and Document Services Tools
| Remote Desktop Services Tools
Neb Se v (11S
[] Windows Deploymenk Services Tools
Feature Administration Tools

™ o
[] Simple TCP{IP Services
[] SMTP Server
+ [ ] SNMP Services =
< I ;[—J
More about Features

[

Click close va hé thong sé& yéu cau khoi dong lai akhoi dong lai may.
Net Tcp Port Sharing mode automatic

=1 =3
File Action File Action e Help
bl e (6 B N e S E< VP I 7 e L . L [
T Microsort E [ Services (Local)
S Micros:
{ { { 1
T, Met . Tep Port Sharin, ., Provides &, Started Automatic Local Service |
Genstal | Log On | Ascover | Gepandanciss | J: Metlogon Mainkaing o Starked Aukamatic Local System
Metwork Access Pr The Netwa,.. rMaral Metwork 5.
Sarvios narme: [ atT coFarts harind Metwork Connections  Mansges o...  Started Maral Local System
X . Started Marual Local Service
Dizplay name: Met Tep Port Sharing S ervice ot Aot Mot o
Description: |F'r:|v|dss ability to share TEF ports over the nettop — | Started Automatic Local Service
protocal, = Marual Local Service
EhPerformance Lags ... Manual Local Service
Fath ta executable: L Plug and Play Started Automatic Local System
UEovwindowshhicrosoft ME T SWFramework BAby 3 0WWwindows Communication ELPRPoX IP Bus Enum. .. The PAP-¥ ... Disablad Local System
- Dewvice Er Enforces Marusl Local System
Stanup wpa: | [awomanc = | Mo B started mreeate puste vl
e Print Spooler Loads files ... Started Auromatic Local System
Froblem Reports an... This servic, Maral Local System
e e CTer] Protected Storage Pravides pr... Marwal Local System
Access Aut Marual Local System
= | Stop | Pauze | | Access Co... Manual Local Systam
Deskiop ... Started Maral Local System
rou can specily the start parameters that apply when you start the service Desktop Se Allows user Starked rarLusl Metwork 5
from here. Deskiop Se... Allows the ... Started Manual Local System
T [ Procedure ... The RPCSS...  Started Automatic Metwork 5.
Procedure ... In Window. Marual Metwork 5
Regiztry Erables re Started Aukormatic Local Service
Resultant Set of Po... Provides a ... rManual Local System
(=], 1 Cancel | LRl | Routing snd Remot...  OFfers Fout... Disabled Local System
T s poink Mapper hees R...  Started Autamatic Metwark 5.
- I M, Extended & Standard
[ I [

2. Cai dat exchange 2010
Trude khi cai dat exchange 2010 ta phai tién hanh chuan bi qua nhiéu giai
doan khac nhau va c6 1& day la giai doan lién ké va ciing 1 cubi cung trude khi
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tién hanh cai dat mot exchange 2010. Bé cai dat exchange 2010 ngoai cac
component yéu cau ta phai chuan bi mdi trudng cho exchange.

M& CMD achuyén toi thu muc chtra source exchange 2010 alan lwot gd
cac 1énh sau:
Setup.com /PrepareLegacyExchangePermissions : exchange 2003 sir dung
Receipient Update Service (RUS) dé cap nhap danh sach dia chi va dija chi
email trong AD nhung trong exchange 2010 tinh ning nay duoc thay thé boi
Email
Address Policy. Tham s /PreparelLegacyExchangePermissions dung dé
chuan bi cho 2 hé thdng exchange cing co thé ton tai trén cung mot AD.

= A and Prompt

S S e e COMPLETED

Setup.com /PrepareSchema : lénh nay ding dé mé rong AD schema cho
exchange 2010

Setup.com /PrepareAD : 1énh ndy s& update hé thong exchange hién tai
va luu thdng tin cu hinh trén AD hd tro exchange 2010. Trong exchange 2003
théng tin dugc luu trong “First Administrative Group”. Va tuong tu exchange
2010 s& tao mot Administrative Group véi tén “Exchange Administrative
Group (FYDIBOHF23SPDLT)” d¢ luu thdng tin cua exchange 2010. Va phan
nay s& duoc hién thi théng qua System Manager cua exchange 2003.

Néu da dén duoc phan nay, cé nghia 14 ban di hoan thanh tat ca cac diéu
kién tién quyét, hay bat dau qua trinh cai dat.

Chay setup.exe tur folder cai dat hoac dia CD, mdt menu cai dat sé Xuat
hién

Nhu ban c6 thé thiy, .Net framework 3.5 va windows power shell da duoc
cai dat, vdy nén cac lya chon nay da dugc t6 mau xam. Néu chiing van chua
dugc cai dat, ban van co thé cai dat chung ¢ budc nay.

Chon g6i ngon ngir cho Exchange 2010; trong truong hop nay, chiung toi
chon tat ca cac ngdn ngit tir DVD.

Chon tiép budc 4: Cai dit Microsoft Exchange

Kich vao Next va chip nhan cic diéu khoan trong License agreement
(chic chin ban biét diéu gi s& xay ra néu khong chap nhan cac diéu khoan nay).
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Exchange Server 2010 Setup

Customer Experience Improvement Program
Tmemlmwﬁoym[ce‘ﬂmmmMm
use Microsoft Exchange in your organzation. The information that is collected

Microsoft identify which Microsoft Exchange features to mmmm
used to dentify you, to contact pou, or for any other reason.

llmeidtJonll\eWEml L

Hmdckldm\mwmhmmahmmdw ge 2071
will be included in the program. i a5

mmmymbenwmmw

‘Read the CEIP Privacy Statement

chh vVao Next va chon Select Typlcal Exchange Server Installation.

% introduction

1 Licens= Agreement
I Ewor Reporting

3 installation Type

-, Customer Expensnce
Improvenm=nt Program

I Readiness Checks

J Progress

Exchange Server 2010 Setup

Installation Type
Select the Exchange Server installation type:

- Typical Exch. S Installation

T he folowing wil be mstalied on this compeser:
- Hub Transport

- Sumt Access

- Exchangs Mar * Tools

Custom Exchange Server Installation

Use this option to select wiich of the following roles you want to install on
this computer.

Hc.b Transport
Client Access
ailbox
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Giai thich: Mot s role exchange khong thé cung ton tai trén cing mot
server, vi nhu Edge Transport va unified Messaging Role. Néu can cac role nay
ban sé& phai chon “Custom Exchange Server Installation”. Hiy cht ¥ rang néu
ban chon “Edge Transport” hoic “Unified Messaging Role” ban s& khong thé
cai dat role khac trén cung mdt server va nguoc lai.

Trong trudong hop thir nghiém, chiing t61 khong cai dat Unified Messaging
hoic Edge Transport. Cac role ndy yéu cau nhiéu tiy bién va c6 thé thém bat ki
lac nao sau lan cai dat dau tién. Vay nén, chung toi sé boé qua chung. Kich Next
va d6i tén “First Organization” sang tén ciia cong ty/td chirc cua ban. Ching
t6i s& d6i tén hanh “New York”.

Exchange Server 2010 Setup

M Introduchon Exchange Organization
I License Agreement Specify the name for this Exchange organizstion:
I Eror Repoctng First Organizatior

1 Installation Type

Exchangs
o Organization
J Client Settings

Corfigure Chent
Access serves
external domain

Custome: Experience
Improvemers Program

Readrness Checks

Progress
- Completion
Help < Back I Next > I Cancel I

Tiép dén, kich Next va chon néu ban c6 mudn kich hoat Public Folders
hay khong. Trong c4c phién ban trude cua Exchange, chung t61 thuong st dung
cac folder ndy. Trén exchange 2007 va 2010 ching ta c6 thé cai dat exchange
ma khong can co so dit liéu cua folder public.

Trong thir nghiém, ching t61 sé khong stir dung Public Folders nén chon
No, x4c nhan rang chung t6i khong c6 bat ki tai khoan nao cta Outlook 2003.
Hay chu ¥ rang, ban van c6 thé thém cac Public Folders sau khi cai dat.

Exchange Server 2010 Setup

B Introduchon Client Settings
1 License Agresment Computers rurning Microsoft Outiook 2003 or Microsoft Entowage require a public folder
- database to cormect to Exchangs Server 2010 If you select that you have computers
Enor Reporting unning Outiock 2003 o Entowrage in your organization, Setup wil create a public folder
M instalistion Type database If you select that you do not have computers running Ouwtiook 2003 or Entowrage
N pour orgarezation. Setup will not create a public folder database. If yous organzation's
pu Exchange needs change later. you can enable Ouwtiook 2003 or Entowrage connectivity by creating a
7 Organization public folder databsse at any time after Setup completes.
B3 Chent Settings Do you have ary client compettess rurning Outlook 2003 or Entourage in pour organization?
Configuse Chent C Yes
+ Access server
external domain & No

Customear Expenence
Impeovement Program

~ Readness Checks
. Piogress
— Compietion
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Tiép dén, kich Next va dién dia chi Public Client Access server ctia ban
vao. Pay s& 1a dia chi ma tit ca nguoi ding sir dung dé truy cap vao Outlook
web access, kich hoat dong bd hoa,..

Xac nhan FQDN va chon next ->>Chon ban cé muén tham gia vao
chuong trinh Customer Improvement Program hay khong. Ching t61 chon No
Gio kich tiép vao Next dé bat dau kiém tra

Cai dat Exchange s€ chay mot kiém tra va x4c nhan réng né da sin sang
dé cai dit.

Ban c6 thé chay no trudc khi chay cai dat exchange; Chung to1 mudn chay
no6 voi giao dién GUL

Néu exchange d3 sin sang, nut Install s& hién thi. Néu ban thiéu mét vai
budc nao do, cai dat exchange sé khong thé tiép tuc va dan ban t&i cai dat cac
yéu cau con thiéu vi mot nut Retry duoc kich hoat.

Néu nhan dugc man hinh nhu bén trén, co nghia la ban da co thé cai dat
tiép. Kich vao nit Install va cho doi trong vai phut.

Pay 1a cai dit duoc hudng dan tirng budc mot cho mot server don chay tat
cd cac role ngoai tror role unified messaging va Edge Transport. Cai dat
Exchange thyc sy van 13 mot tic vu phire tap. Néu ban dang cai dat trong moi
truong thuc té, n6 con lién quan té1 vige thiét ké va 1én ké hoach cho co sé ha
tang exchange trudc khi thyc thi bt ki role nao. Trong mot sb truong hop, ban
6 thé phai tich hop tir cac phién ban trudc cia exchange; ban s€ phai thyc hi¢n
mot tich hop tir cac server mail khac
Mail Client hd tro tét nhat véi Exchange Server 2010:

Outlook 2010
Outlook 2007
Outlook 2003
Entourage 2008 danh cho Mac, Web Services Edition.
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BAI 6: QUAN LY MAILBOX SERVERS
Ma bai: 19.6

Gié¢i Thiéu

Trong cac bai lab trudc ching toi di hudéng dan cac ban cach cai dit cai
dit exchange 2010. Trong bai lab nay ching ta s& tiép tuc tim hiéu vé cong cu
quan ly ctia exchange, céch thirc cdu hinh mailbox servers role, cau hinh public
folders.
Muc Dich
Tim hiéu vé cong cu quan ly exchange management console va exchange
management shell
Cau hinh mailbox server roles
Cau hinh public folders
Noi dung chinh:

Hinh 6.1: M6 Hinh LAB

EX2010 - Excha.IServer 2010

IP: 192.168.1.113/24

g
EX2010-2 - Exchange Server 2010

IP: 192.168.1.114/24

g

<> DC2008 — Windows Senterprise 2008 R2
IP: 192.168.1.112/24

Internal PC

1.Yéu cau
M® hinh lab s& bao gom 3 may:
- DC2008: déng vai trd server AD2008 di duoc chuyén d6i cac role tir
DC2003 qua
- EX2010: dong vai tro server EX2010 trong hé théng va da duoc chuyén doi
cac mailbox, public folder va system folder tir EX2003 qua.
- EX2010-2: dong vai tro server exchange thir 2 trong hé théng
2.Tim hiéu cdng cu quan ly exchange
Cong cu exchange management console cung cip cho ban giao dién than
thién hd trg ban quan ly exchange server 2010. Nguoi quan ly chuyén nghiép
can hiéu duoc cac thanh phan cau hinh ciia exchange server 2010 va co ban vé
exchange management shell. Trong phan nay ching ta s& tim hiéu vé céc cong
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cu quan ly nay

8.1. Exchange management console
Cong cu exchange management console ding mé hinh MMC bao gdém 4

ctra s0. Trong d6 thanh bén tréi 1a phan quan ly chinh, bao gém 4 thanh phan:

Organization Configuration, Server Configuration, Recipient Configuration va

Toolbox. Mbi phan nay cé tirng chiic nang riéng biét.

Exchange Management Console

File  Action | View  Help

= s= HE

Microsoft Exchange e | Actions

1ail
5 [ st exchonge orfremies (<18 —
= |52 Organi r Configuration ¥ Create Filter
: .

<. Export List...
Marne - [ role [ version [ =

ﬁzxzmo Hub Transpert, Client Acc...  Version 14,0 (Build 639.21) Wiew 4

|G| Refresh

EH r=i
 ———

EXZ010
% switchaver Server..

Gy EXZ010 1 abject
=) 1 Manage Client Access ...

=

Manage Hub Transper...

Database _~ [ Mailboz Server [ Copy Status [ Copy Queus Length
o Mailbox Database 0315.., EAZ0L0 Mounted o

i@ Manage Diagnostic Lo...

[Z=] Enter Product Key...

Properties
H Hep

< oo e | |

Organization Configuration

Trong organization configuration chira cac théng sé cau hinh cua timg
server role ma né anh huong Ién timg hé thong co lién quan dén né. Trong phan
nay cho phép ban quan ly database, activesync policy, journal rules va transport
rules, thong sé dinh dang email, quan Iy email domain
Server Configuration

Noi luu théng tin cdu hinh cho mdi exchange server trong toan bo hé
théng. Cau hinh ma ban cd thé quan ly & day nhu: cdu hinh phan tich log hé
thong, quan Iy license exchange server, quan 1y cau hinh may chii phuc vu viéc
truy cap outlook web.
Recipient Configuration

Tai recipient configuration ding dé quan ly mailbox, tao méi mailbox, cau
hinh distribution groups va contact. Ban ciing cd thé ding dé di chuyén hoic tai
tao két ndi mot mailbox tai déy.
Toolbox

Trong toolbox chira nhiéu cong cu tai day ta co6 thé theo dbi, xur Iy va quan
ly exchange server. Nhitng cong cu ndy bao gom nhu exchange best practices
analyzer, public folder management console, messaging tracking, database
recovery management
8.2. Exchange management shell

Exchange management shell va exchange management console chay trén
nén windows powershell 2.0. Ching dung cmdlet, day 1a 1énh dé chay trén
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windows powershell. Mdi cmdlet chira mot chic ning thyc thi doc 1ap, ban ¢é
thé két hop nhiéu cmdlet dé thyc thi nhiéu 1énh phirc tap.

New Mailbox Database
Set Paths

I Introduction
3 set Paths Enter the file locations for the database.

New Mailbox Database | Database paths — = — =
D atabase file path:
|e:smailboxisales.edb

- Completion

Log folder path:
Jevmailboxsales

I¥ Mount this database

Help | <Back | Newt> | Cancel |

Sau khi da tao xong database sales thi ta quan sat thue muc mailbox s€ cO cac

file & folder nhu trong hinh

g( )Ul ~ Computer ~ Local Disk (C:)] - Mailbax ~ ~ 23] [ Search maibox 2]
Organize v  Includeinlibrary +  Share with +  New Folder = ~ 0 @
¥ Favorts Name | pate modified | Tvpe | size |
B Desktop CatalogData-61ce3541-5112-4362-abde-625381 9baed-a0ec3dbS- 1901 -4396-0571-3e468b3F597d  8/17/20105:11 PM File Folder
& Downloads sales 8/17/20105:11 PM  File folder
L1 Recent I
+ Racert Places (] sales.edb 8/17(20105:11 M EDB Fils £,256 KB
L4 Ubraries
4| Dacuments
& Music
=] Pictures
B videos
8 Computer

€l Nebwork

CAu hinh giéi han mailbox sales
Mo exchange management console ->organization configuration ->mailbox
->click phai Ién mailbox sales vira tao chon properties
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B8 £xchange Management Console

File Action View Help

= =l s
~ Microsoft Exchange B Mailbox ENSEEEN | Actions
=1 {54 Microsoft Exchange On-Premises (e . -
S (23 Organtzation Configuration Managed Defauk Folders | Managed Custom Folders | Managed Folder Mailbox Policies |  Offiine Address Book | |t
2 Milbox Dstabsse Management | Database Availabilty Groups | SharingPoicies | Addresstists | [ . new Malbox Databas...
2
B Cleok: Accase ¥ Create Fiter New Public Folder Da...
4 Hub Transport
_ i Unified Messaging Name ~ | Database Fie Path [ Log Folder Path [ Mounted (¥ New Database Availa...
B | Sefver Configin'stion waMaibox Database 0313... C:\Program Files\Microsof...  C:\Program FilesiMicrosof...  Mounted T New Sharing Poicy...
& Maibox “Public Folder Database .., C:\Prog: e ... C:\Program Files\Microsof... Mounted
o Client Access G {0 Wew Address List...

2= Hub Transport Dismount Database

New Managed Defaul...

2 Unified Messaging Move Database Path...
=8 i New M Custo...,
, Recpient Configuration R e 4 New Managed Custo
&34 Malbox £ New Managed Folder...
£2, Distribution Group < | R i3
5] Mad Contact R 1 object || @B New Offine address ..
&3 Disconnected Mailbox Export List
.4 B Move Request Database Copies Help
3 Tookox Database - [ Matbox Server [ Copy Status [ Copy Queue Length o 2
Zasdles £x2010 Mounted o G Refresh
H e
sales

& Dismount Database

* Move Database Pa...
o AddMailbox Datab. .. il
X Remave

= | | Properties

<l | L3

Tai sales properties -> tab limit khai b4o cac thong s6 sau:

Issue warning at (KB): 850000 thong bao user khi dung Iwgng mailbox cua ho
dat t6i 850MB

Prohibit send at (KB): 1024000 khéng cho gai mail khi mailbox dat ngudng
1GB

Prohibit send and receive at (KB): 1024000 khong cho gui va nhan mail khi
mailbox dat nguong 1GB

Warning message interval chu ky dua ra théng bao warning khi user dat toi
ngudng issue warning & trén

Keep deleted item for (days) giir lai message trong deleted thu muc cua tirng
ca nhan trong bao nhiéu ngay.

Keep deleted mailbox for (days) gitr lai mailbox trong bao nhiéu ngay sau khi
delete.

Click OK sau khi da khai bao céc théng so.

sales Properties

[Fosaoon
| ECER==]
-1 Customize... |

Feep deleted tems for (daws] I1 1
Ecep delsted mailboxes for [dass): ISD
I~ Dont permansnt Iy delste items Lt the databass has besn backed up.
== =1 1 Cancal | Al | Help |

8.3. Di chuyén mailbox database téi mot noi luu trir khac

M¢ exchange management console ->organization configuration ->mailbox
->chon tab database management ->click chudt phai 1én database sales vira tao -
>chon move database path
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i £x:change Management Console
File  Action View Help

o A Eolll 7[5y
] Microsoft Exchange ] =2 Mailbox ER-S e | Actions

= N rosoft Exchange On-Premi
o e e MenagedDefault Folders | Managed CustomFolders | Managed Folder Maibox Polcies | Offine Address Book |

3 24 on rganzation Configuration -
Database Management | Database Avaiabikty Groups | Sharng Polcies ] Address Lists o3 New Mafbox Dat.
1 Clienk Access # Create Fiker 5 New Public Folde.

Name - ] Database File Path | Log Folder Path [ Mourwed [ Server: || ™ New Database A.

SiMabiox Datebase 0139 C:Program FlesWicrosol__ C-\Program Fles\icrosof_____ Mounted £201C] | 2 nMew Sharing Pai...
sales C:imailt 3 Mounted ©201
] new Address ...

New Managed ...
@ NewManaged C...
5 NewManagedF...
@ New Offine Add...

s ExportUst..

View >

Database Copies | G Refresh
Database - | Maibox Server [ Copy Status [ Copy Queue Lengeh [ Reple e
Mourked o

nsales EX2010 0
sales
© Dismount Dak.

5 Move Databa.
Add Maibox D...

X Remove
Properties
sales

Properties
H reo
Sl — o] LET! | =
[

Cira s6 move database path s& xuét hién ->database path va log folder path nhap
dudng dan mdi cho database sales va log cua database sales -> click move

o >
—_, Move Database Paoth

Move Database Path

3 Move Database Path
This wizaed helps you move database fles to a diferent location

4 Completion
Provide the updated fle path for this database

D atabase name:
[=le=
Database paths

Database fle path
|Cisales\sales edb

Log folder path:
[Chsalestzaied

Heo | e | [ e |
Sau khi click move thi s& xuat hién hop thoai thdng béo dé move database
sales phai ¢ trang thai dismount, van dé ndy s& anh hudng dén viéc truy cap cua
cac user dang so hiru mailbox tai database sales -> yes dé dong y move.

——, Move Database Path

Completion
Elapsed bme: 00:00:13
Summary: 1 2emiz). O succeeded. O failed

Y Move Database Path
1 Completion
= sales
Elapsed Time: 00312

Microso! ft Exchange

he move saies" must Be tomporanly dismonted.
Pl e G e e Doym weant 1o contirue

Yes ] No |

To copy the contents of this page. press CTRL-C

Help Bost | Frash | Cancel |

Click finish dé hoan tat qua trinh move database sales qua noi luu trit méi.
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_, Move Database Path

I Move Database Path Completion

The wizard completed successhdly. Chck Firezh to close thes wizard

% Conpleticn Elspsed time: 00.00:28
Summary: 1 tem(s) 1 succeeded. 0 failed.

* sales

Exchange Management Shell command completed
move-D atabasePath -Identily "sales’ -EdbFiePath T \sales\sales edb’

-LogF olderPath 'C:\sales\zales
Elapsed Time 00:00:29

To copy the contents of this page. press CTRL=C

Help | Aol

<

| ]

»

2.4. Cau hinh public folders

Kiém tra trang thai public folder Sales
Mo exchange management console ->Toolbox ->public folder management
console

tools

g‘, Best Practices Analyzer

s Editor

- ’31 Server Configuration Detais
# &, Recpient Configuraticn !
&8 Toobox
B
alos
w Remote Connec

@0 Role Based Access Cortrol (REAC) User Editor
{aé ndldl verk role o

Mail flow tools

#]. Mail Flow Troubleshooter
£ | Message Tracking

82 h

€ ¥ Queue Viewer

£ | Routing Log Viewer
= 4

. Tracking Log Explorer
ks ot

Performance tools
K I — | 3|

L Microsoft Exchange 7= Toolbox 12 objects
= I3 Mcrosoft Exchange On-Premses (e [0
ess

Connect to Server B

Select & setver lo connect to

I- ‘

J CanedJ

Help

Click browse ->server EX2010 ->connect

=

Sau khoang 1 I(c thi phan quan Iy public folder s& m¢ ra ->chudt phai 1én
public folder nhu trong hinh bén duéi ->connect to server->Click connect
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Connect to Server

Select a setvet 1o connect to

[EX2010.mshome com

[T Set as defaull server
Connect I

Cancel |

Hep |

Sau khi két ndi ->public folder ->chon default public folders ->click phai
I&n folder sales nhu trong hinh ->chon properties

@ Public Folder Management Console
Fle  Action View Help

== >m HEm
R eI IS 8 Default Public Folders - EX2010.mshome.com
= Default Publc Folders - B
veryooe 3
ales 3 News Publc Folder...
Tedh Name = ParerePath | ——— =
Systeen Public Folders - Everyone 1 » Export List...
ch Update Contert e >
. ot Enable & Refresh
Remove
EH Heo
vt e —
*  Update Content
Mail Enable
7< Remove
Propert:
Help
< 1 >
[

[
Cua s0 sales properties sé xuat hién ->tai tab General kiém tra so lugng size va

item cd trong folder nay. Day 1a s& co so dé kiém tra sau khi replicate thanh

cong.

Public Folder Management Console
File  Action View Help
&= 7 m Ei=

=181 ]

Ll e TSl 8 Default Public Folders - EX2010.mshome.com

B Default Public Folders

3 objects

3 Everyone & rosre Edbar
1 sales
Tech

Genersl | Statistics | Replication | Limits |

System Publc

Pathc \sales

Total items: 3

Size (KB} 1

Publc foider database:  Pub_On_EX2010

Modified Thursday, August 19. 2010 24518 PM

¥ Maintain per-user read and ureead nfoemation for this folder

3 ok | canca | Hep |

2 —|

Actions
D public Fold

News Public Folder ..,

~ |5 ExportUist...

View >
£ Refresh
EH Heo
S —
7 Updste Content
Mal Enatle
< Remove
Properties
EH Hep

|

[
Dé nguyén public folder management console tai dé, trong muc C tiép theo

chiing ta s& 1am tiép.

Tao public folder database trén server EX2010-2
Tai EX2010-2 m¢ exchange management console ->organization configuration
->mailbox ->click phai chon new public folder database
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B8 £xchange Management Console
Fle Action View Help

= 2m  Bim

. Microsoft Exchange B Mailbox 4 objects lm'
= 153 Microsoft Exchange On-Premises (e
Managed Defauk Folders | Managed Custom Folders | Managed Folder Mailbox Policies | Offine Address Book. |

=] .i. Organization Configuration
D I Databass Availabilty Groups I Sharing Policies I Address Lists I New Mailbox Database. .

|44 Mailbox =
1o Chlerit Acoass § Create Fiter New Public Fokder Datab...
%4 Hub Transport
_ |si= Unified Messaging Name = | Database File Path | Log Folder Path | Mounted (% New Database Avadabilit...
= ; Server Configuration s Mailbox Database 0139... Ci\Program Fées\Microsof...  C:\Program FilesiMicrosof,.. Mounted 3 New Sharing Policy...
Bl & Recipient Configuration wiaMailbox Database 1812... C:\Program Fles\Microsof...  C:\Program Files\Microsof...  Mounted 7
i Tookox Pub_On_EX2010 Ci\Program FlesiMicrosof...  C:\Program Files\Microsof...  Mounted U NewAddrses|it...
wasales c db ci Mounted New Managed Default F...
# New Managed Custom F...
Neve Mallbox Databas: »
New Managed Folder Ma...
RN .., b Folder Database. || i New Managed Folder Ma
@ New Offine Address Boo...
Export List...
Database Copies | — R = Export List...
Database = Copy Status C ue Lei View »
| Database =~ T o
~} show in this view @ Refresh
Help
H Heb
<l | i |

T ——| =

I |

Cira s6 new public folder database xuat hién ->dién tén Pub_On_EX2010 2
vao 6 public folder database name ->click browse chon server EX2010-2 ->

click OK

New Public Folder Database

3 Introducton Introduction
This vazard creates a public folder database
- SetPaths

New Public Folder Public folder database name:
~ Database |Pub_0On_Ex2010_2

~ Completion

Server name:

!

Heo | gacic | Newt> | Cancel |

Click next ->next ->new ->finish dé tao public folder trén server EX2010-2

Tao ddng bd cho public folder Sales trén EX2010-2

MG lai cira s public folder management console dd md ¢ phan a trudc day
->public folder ->default public folder ->click phai Ién sales folder ->chon
properties ->chon tab replication ->click Add
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"General | Statistics  Repication | Limits |
Replicate content to these publc folder databases:

sRAdd... |

Name | Sewer
Pub_On EX2010  EX2010

[V Use pubic folder database replication schedule:

Local rephca age bt (days) |
& [ ok ] camcel | o | e |

Cira s select public folder database xuAt hién ->chon Pub_On_EX2010_2
->click OK 2 1an dé hoan tat budc cau hinh replicate.



" New Mailbox Database
3375
r-x;;jéé‘
3 Introduction Introduction
i This wizard helps you create a new mailbox database.
et Paths
New Mailbox Database | Mailbox database name:
Completion [sated
Server name:
| Browse. . |
Help | Bact | Mext > | Cancel |

Trong server name click browse chon server EX2010 ->click next

g New Mailbox Database
3 Introduction Introduction
Set Paths This wizard helps you create a new mailbox database.
New Mailbox Database Mailbox database name:
Completion |$ales
Server name:
Can
Help l Bact I Mext > I Cancel l

Sau khi click next thi hé théng s& yéu cau nhap duong dan lwu database
file va log file, tai day t6i Iuvu ¢ thu muc C:\MailBox ->click next ->click new
dé tién hanh tao database

Qua trinh replicate c6 thé mat mot khoang thoi gian phu thudc vao so
luong item va size trén folder ta thuc hién.

Kiém tra sau khi qua trinh replication dién ra

Sau mot khoang thoi gian thi qua trinh replicate da dién ra, dé biét dugc
cau truc folder sales di duoc replicate qua public folder méi nay ta chua s& phai
kiém tra lai mot 1an nita.

Pé kiém tra tai public folder management console ->chon public folder ->
click connect to server ->chon server EX2010-2.mshome.com ->click OK ->
click connect

Sau khi d3 két ndi mo rong public folder ->default public folder ->click
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phai 18n sales folder ->chon properties ->tai tab general kiém tra s6 luong size va
item c6 dng v6i nhu sales folder trén EX2010 khéng ? Qua hinh ta c6 thé thay
két qua dang véi nhu sales folder trén EX2010. (Size = 1, Items = 3)

& Public Folder Management Console

File Action Vew Hep
e | 2im| Him

__ Public Folders - ex2010-2.mshome, com
= | Defaul Public Foiders

B Default Public Folders - ex2010-2.mshome.com
1 Create Fiter

3 objects

Default Public Folders -~

| Everyone

ol e 1 New Putiic Foider...
—Sein : | Pareck Path
3 | System Public Folders Everyone '\ (3 ExportlList...
- sales Properties iew »

! Tech
Gererdl | Statstics | Replcation | Limts | KB RafVeeh

Help

- ==

Paih: 7% ~# Update Content
. Mail Enable

Total items: 3

Size (KB} 1 ol

ze p
Properties

Pubic folder databaser  Pub_Dn_EX2010_2 P
g =]

Modified Thursday. August 13, 2010 25322 PM

¥ Maintan per-uses read and unread infaimation fos this folder

& [ oKk ]| Concel T |
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BAI 7: QUAN LY RECIPIENT
M4 bai: 19.7

Gi6i Thiéu
Trong bai lab nay ching ta s& tiép tuc tim hiéu va cach quan Iy cac loai
mailbox, cdu hinh email address policies, tao address list trong hé thong cua
minh
Muc Dich
- Quan ly céac loai recipient
- Cau hinh email address policies
- Cau hinh address lists
Noi dung chinh:
Hinh 7.1: Md Hinh LAB

EX2010-E erver 2010

Internet

Internal PC

EX2010-2 — Exchange Server 2010

Smart Phone »

o M

DC2008 — Window

w
n
@
=

Enterprise 2008 R2

{

1. Yéucau
M® hinh lab s& bao gom 4 may:
o DC2008: dong vai trd server AD2008 di dugc chuyén doi cac role tir
DC2003 qua
o EX2010: déng vai trd server EX2010 trong hé thong va di dugc chuyén doi
cac mailbox, public folder va system folder tir EX2003 qua.
EX2010-2: déng vai tro server exchange thi 2 trong hé thong
CL101: dong vai tro client trong hé thong, may nay da join domain
2. Quan ly cac loai recipient
« Tao méi mailbox question
Dung exchange management console ->recipient configuration ->mailbox
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->click phai chon new mailbox

Exchange Management Console

Fle Action View Heip
o= 2= Eim

W Bicrosoft Bxchangs ¥ Mailbox - Entire Forest - | Actions
= {53 Marosoft Exchange On-Premises (e -
=] 2%, Organization Configuration §' Create Fiter
o4 Maibox 2, Modfy the Maximum Num..
B Client Access Display Name ~ [aias | izstional Unit [ Recpient Type Detats |
53 Hub Transport i mshame.com/Users User Malbox <% Fnd...
1 Unified Messaging rDiscovery Search Malbox  DiscoverySearchMaibox{...  mshome.com/Lsers Discovery Mailbox a3 NewMaibox...
= § Server Configuration i salest sales01 mshome, comiUsers User Maibbox
i Maibox adisalestz sales02 rshome . comfUsers User Mailbox % Exportist.
2 Client Access EAted01 techOl mehome,com{Users User Mailbox View »
£+ Hub Transport Shrechoz techoz mshome . comfUsers User Mailbox E
S Unified Messaging G Refresh
a R :;cusr( Configuration Help
2, Distribution Group
<l Mai Contact
# Disconnected Malbox
o ::vekeques( e e R SRS
e U Find...
Export List...
Wiew {
Refresh
Help
| i) Kl | |

[

Cira sd new mailbox wizard s& xuét hién ->chon user mailbox ->click next

"’w New Mailbox

o
This wizard helps you create a new malbox, resource malbox, of Enked maibox. You can
4 Uses Type also use this wizard to mailenable an exsting user,
S Now M " b Choose malbox type.
- Completion @ User Maibox

This mailbox =5 owned by a user to send and 1ecerve messages. This maikbox cannot be
used for resowrce schedulng.

" Room Maibox

! The rooe mailbox & for room scheduling and i not owned by 3 user. The user account
! associated with resource maibox will be disabled.

' Equipment Maibox

The mailbox i for ) ing and is not owned by a uzer. The
usee account associated with the resource madbox wil be dizabled

" Linked Maibox
Linked maibox is the name for a mailbox that is accessed by a securiy pincpal (user] in
8 separate, trusted forest

Heb sach | [ nest> Cancel |

Kiém tra chic chin new user di duoc chon ->click next

! New Mailbox

3 |ntroduction Uses Type
You can create a new user of sslect existing users for whom you want o creste new
B3 Uses Type maiboxes
oa:Now M oo Create mailbowes for:
- Completion & New user

' Existing users:

Name | Oigarwzationd Urit

Heb <Back |[ nest> | Cancel |

Tai 6 name, user logon name nhap question ->nhdp mat khau vao 0
password va nhap lai mat khau 1an nira vao 6 confirm password ->click next

71



| .-;""g New Mailbox
Lo

=
3 irtroduction Users Information

Ertes the user name and account mfommation
S Uses Type

3 User Infoemation

I~ Specity the Organizational urit rather than using = default one:
i Maibox Settings

i Aschive Settngs I Tl
) R Fest name irdials Last name
~ Completion I [
Name:

[Queston

User logon name [User Principal Namel
[Gueston

| &mshome com ~1
User logon name (preWindows 2000}
[Gueston
Passwond Confirm password
...... feseasel
T User mest change password o next lgon
Helo | <Back  |[ne> | Cancet |

Sau khi click next cira s6 mailbox setting sé& xuat hién ->click specify the

mailbox database rather than.... ->click browse va chon database trén server
EX2010 ->click OK.

&% Select Mailbox Database M=] E3
Fle  View
Search: Find Now Clear
Name ~
M Maibox Databass 0139083543 EX2010
i Maibox D atabase 1812623040 EX2010-2
i Sales Ex20mo
ok | cance |
1 cbject(s) selected, 3 object(s) found, .:
Tai alias nhap tén question ->click next
| S New Mailbox
;\,—f_jﬁ}
1 Irtroduction Mailbox Settings
Y Uses Tupe Ertes the alias for the malbox user. and then select the maibox location and polcy s=ttings.
I Uses Infoemation Alax
1 Maibox Settings [Question

— Agchrve Settngs

P Specily the maibox database rather than using s database automatically sefected
- MNews Maidbox

[Maibox D atabase 0139083543

Browss. .
~ Completion

I~ Manaped folder maibox policy:
| Browrss I

I Exchange ActveSync maibox polics:
I Browss= I

| .. Managed custoen foldess is 2 peemium featue of Ly

Mailboxes with policies that include manaped custom foldeu require en Exehu'mo
Enterpnze Clent Access License [CAL).

Help I

< Back Nez> | Cancel |

Click next ->click next ->click finish dé hoan tat qua trinh tao mailbox cho user
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guestion

Tao moéi mailbox resource tén phonghop danh cho mue dich dat phong

trwoc khi hop

Dung exchange management console ->recipient configuration ->mailbox
->click phai chon new mailbox ->chon room mailbox ->click next

3 Introduction
User Type
New Maibox

- Completion

Hep

<11l New Mailbox ‘

Introduction

This wazard helps you create a new mailbox. resource mailbox, or inked madbox You can

also use this wizard to mai-enable an exsting uses.

Choose maibox type

" User Maibox
This mailbox is owned by 3 uses to send and receive messages. This maibox cannct be
used for resource scheduling

& Room Maibox
The room mailbox is for room scheduing and iz not owned by a user. The user account
associated with resource maibox will be desabled

" Equipment Mabox
The equpment maibox is for equipment scheduling and is not cwned by a user. The
user sccount sssocisted with the resouice mailbox will be disabled

" Linked Maibox
Linked maibox is the name for a maibox that is accessed by & secunty principal [user) in
a separate. tusted forest.

MNext > Cancel
| ] |

Click new user ->click next

,,,, New Mailbox
[
1 Intoducton Uses Type
‘You can create a new user of select esisting users for whom you want to create new
B3 User Type maiboxes
S L Create mabowess for
J Completion & New user

Help I

C Existing users

_Name Organizational Unit

<Back |[ Newt> | Cancal

Dién théng tin: Name: phonghop
User logon name: phonghop
Password: p@sswOrd

Click next
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B
3 Introducton User Information

Entes the user name and account information.
B User Type

B8 User Infomnation I Specily the Organizational uni rathes than using a default coe:
Maibox Settings

- Hic
I Archive Settings I ___J

- New Maibox Frst name: Initiafs: Last name:
. Complebion I I I

Name
[phongrop

User logon name {User Principal Name]:
[phonghop | @msnome.com =1

User logon name [pre-#/indows 2000):
[phonghop

Password: Confim paseword:

‘ I~ User must change passwoed at nest logon

_ Hew | <Back |[ mewt> | Cancel |

Tai alias nhap thong tin phonghop ->click chon specify the mailbox
database rather than using a database.. ->click browse va chon database
mailbox trén server EX2010 ->click OK ->click next

o2k New Mailbox
Re?®™
1 Inkroduction Mailbox Settings
e Tine Ertes the alas for the maibox uzer, and then salect the maibox locabion and policy settings.
1 User Infoemation Alas
[ Maibox Settings thond"oD
. Aschive Settings ¥ Specily the mailbox database rathes than using a database automabcaly selecied:
e [Maitox Database 0139003543 Browse...

. Completion
I Managed folder maibox policy:

| Bowse |

I Exchange ActiveSync maibox pobcy:

| Brows I

. Managed custom folders 1= a premwum feature of meszaging records management.
Mailboxes with polices that include managed custom folders require an Exchange
Enterpnze Chent Access Licenze (CAL)L

Heo | <Backx | New> | Cancel |

Click next ->click new ->sau d¢ click finish dé hoan tat qua trinh tao mailbox
resource phonghop

Sau khi tao xong mailbox resource ta phai mé tinh niang resource booking
Tai mailbox chon mailbox phonghop ->click properties
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>click OK

phonghop Properties

| Us=r 1

Account

=nd Phone | Organization |

Member Of | E-Mai Addiesses
Rescurce In-Policy Requests

I MMaoibos Settinogs | Mail Flow Settings
1 Rescurce Dut-of Pokcy Reguests

M sl F
Fesowce capacity:

| Resource Pocy | RAescurce Information

Fesowce custom propertics

Name
~ the R T B ooking
the o = >
Stomaticaiy.
i R g e onky when the Rescwurce Bookema

= [ o= 1

Carcet | Apphs ] Heip

» Tao mail-enable contact cho user marketing01
Tai recipient ->chon mail contact ->click phai chon new mail contact

B exchange Management Console
File Action View Help
- | > (m| Hm
L5 Microsoft Exchange ¥ Mailbox - Entire Forest Do | Actions
=1 {54 Microsoft Exchange On-Premises (< »
= |15 Organization Configuration ¥’ Creste Fiter -
S Mailbox Modify the Marimem Num. .
= Clent Access Display Name _~ [ Atas I Une [ Recpiect Type Detais 1 B
. A mshome comfUsers User Malboox <& Find
#-ADiscovery Search Maibox _ DiscoverySearchiMalbosd... _mshome.comiUsers Discovery Malbox &3 New Malbox.
E shongho [ mshorme.com/User R
@A Question Question mshome .comjUsers User Mailbosx = ExportUst...
adsalesO1 sales01 mshome.comjUsers User Maibox View »
= salesiz sales02 mshome .comiUsers User Mailbox =
Harecho1 techot mshome .comfUsers User Mailbox Gl Refresh
= &, Recipient Configuration Sarechoz tech02 mshome .comfUsers User Maibosx Help
2a Malbox
2, Distribution Group
< Mal Conkact -
&3 Disconnocted Mailoox 7@ Enable Archive
i Move Request & Disable
Toolbox
= o 7 Remove
(I8 Enable Unfied Messaging...
=3 New Local Move Request...
SR New Remote Move Requ...
& Manage Send As Permissi..
Ve Manage Ful Access Permi...
Properties
H Heo
<1 I 3] K5 | =]
Properties [

Chon tab resource general ->chon enable the resource booking attendant -
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BE Mail Contact - Entire Forest ST | Actions
ses e
i

§ Creste Fiter

Display Name ~ [ atas = | Recpient Type Detais Nl =

There are no items to show in this view.

Modify the Maximem Number of Recipients to Dsplay. ..

« 3| EX 1 1

Click new contact ->click next ->

New Mail Contact

3 irroduction Introduction
< This wizard helps you create a new mal contact or mail-enable an existing contact.
J Conact Information
- s B et Eleateamailcoraacxkx
= New contact
o Completion -
€ Esmstng cortact:
Hetp | | [[(Neas ] Cancel |

Nhap céc thong tin nhu sau: Name: marketing01
Alias: marketing01

Click edit ->nhap email address cua wuser marketing0l Ia
marketing01@yahoo.com ->click OK->Click next

New Mail Contact

™ Introduction Contact Information

2 Enter the accourt information that iz requared to create a new mail contact or to maid-enable
3 Contact Information a2 exdisting mail contact

3 Mews Mal Contact
J Completion [~ Speciy the Organizational unit rather than using a default one:

I s |

First name: Intsals Last name:
[ [ [Than

Name
[marketng0l

Abhas:
[marketing0l

External e-maid address:
[EMTP.maketingd1 @yahoo.com S Edk... =

__Hew | | e e |

Click new ->click finish dé hoan tit qua trinh tao mail contact cho user
marketing01

Note: user marketing01 khéng phai la nhan vién chinh thirc ciia céng ty,
chi la partner nén khdng dung email chinh thire trong céng ty. Moi lién lac véi
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mailto:marketing01@yahoo.com

nhan vién nay déu thong qua email c& nhan caa ho.
Tao moi nhém cho cac nhan vién thudc van phong chinh tai HCM va gan
quyén quan Iy nhom cho user Director
Tao mdi nhom cho van phong HCM, trong nhdm nay sé€ chua cac nhan vién
sales01, sales02, tech01, tech02 va director.

Tai recipient configuration ->click phai chon new distribution group

|88 Exchange Management Console

File Action VYiew Help

&= |25 HiE

| Microsoft Exchange

= 123 Microsoft Exchange On-Premises (g
[=] s2s, Organization Configuration

% Distribution Group - Entire Forest 2 ohjects | Actions
—

' Create Filter

4 Mailbox = T I o 2. Modify the Maximum Nurm. ..
1 Client Access l?rsE lay Mame Alias Organizational L -
2 Hub Transport #2 sales sales mshome, com/is Q Find...
1= 5
|27 Unified Messaging 42, tech tech mshome.com/Ls #2  Mew Distribution Group...
S : ; :
= gerver_Conﬁguratlon ¥2, New Dynamic Distribution...
G Mailbox
_':3 Client Access 5 Export List...
- Hub Transport Modify the Maximum Number of Recipients to Display...
== Unified Messaging Find... View »
— ; Ly S 1
=2 %5 Sia;le'lr; Configuration New Distribution Group. .. & Refresh
‘a Mailbox T
% S R T New Dynamic Distribution Group... ﬂ Help
= Mail Contact Export List...
;1@ Disconnected Mailbox ;
=4 Move Request View L
&= Toolbox Refresh
Help
-2 ~ .
Kiém tra new group da dugc chon ->click next
@ New Distribution Group
=T =D
3 Introduction Introduction
T his wizard helps you create a distribution group or mail-enable an existing group.

= Group Information

1 Mew Distribution Group

{1 Completion

Help |

Select the tupe of group that you want to create the distribution group for:
= MNew group
©~  Existing group

Back | Newt> | Cancel |

Sau khi click next khai bao cac thong tin sau: Group type: Distribution

Name: HCM

Name (pre-windows 2000): HCM

Alias: HCM

Click next ->click new ->click finish dé hoan tat qua trinh tao nhém. Tai
ngay Distribution Group ->chon nhém HCM ->click phai chon properties
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geme 5] x
Action  View Help

== 7= Hl=

(22| Microsoft Exchange % Distribution Group - Entire Forest 3 objects | Actions
= L3 Microsoft Exchange On-Premises (e [ »
[=) |s2s] Organization Configuration ¥ Create Filter

ls Mailbox

=% Client Access
=3 HuPATransport A Disable
lai= Unified Messaging o Remove

| Server Configuration L tech

=Y Mailbox

=2 Client Access
= Hub Transport

Modify the Maximum Num...
Display Name = Organizational L

Find...
mshome.comfUs
mshome.comjUs

m
i

New Distribution Group. ..

Mew Dynamic Distribution...
Send Mail

= Export List...

Wiew >
= 2 Recipient Configuration [@ Refresh
&3 Mailbox
#2, Distribution Group H Hep
=2 Mail Contact

3 Disconnected Mailbox

4 Move Request

Disable
@8 Toolbox

7< Remove
4 Send Mail

Properties

Help

<l | 3| K1

| 43|
Cira s6 HCM Properties xuat hién ->chon tab member ->click add

b ernber OF ] E-Mail Sddissses ] P | ] b ail Flow S ettings
Genaral I Group Information Fembers

P esmbership Spprosw sl
== add. .. |

Dlisplaws MName [ Organizational Uit |

=1 =TS |

Cancel | Al | Help |

Nhan Ctrl va chon lan luot c&c user Director, salesO1, sales02, tech01 va tech02
->click OK

&% Select Rec

ent - Entire Forest

=] =3
File View Scope
Search: Find Mow Clear
Dj_sglaz MName -~ | Alias l Recipient Tupe I
2aAd Administrator

User Mailbox
L A ailb

ki ail Contact
phonghop User Mailbox

Question User Mailbox
sales hA

Ll marketing0l

marketing01
=4 phonghop

| Universal Security Gro...

b sil Universal Secur

OK I Cancel I
S object(s) selected.

11 object{s) found. .:

Click Mail Flow Setting tab ->chon message moderation ->chon properties
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HCM Properties

General 1

Properbiss. ..

‘[ tessaoe
& Message Do
= g hdoderation

D escription

b essage moderation requires incoming messages to be revievsed by one or more
rmoderators before deliven. boderatars can approve or reject the incoming
message.

oK 1 Cancel | Sl | Help |

Chon message sent to this group have to be approved by a moderator -

>trong specify group moderators ->click add
[Message Moderation g |

I~ Messages sent to this group hawe to be approved by a moderator

Specify group moderators. If no moderator is zelected. the group ovener will
revievs and approwve messages.
== add. ..

Display Mam= | Organizational it |

Specify senders who don't require message approwval:
== add. ..

Display Manme | Organizational LAt |

Select moderation notifications:
= Maotify all senders when their messages aren’t approved

£ Maotify senders in pour arganization only when their messages aren't
approwed

£ Don't notify senders when their messages aren't approwed

Ok 1 Cancel |

Chon Director ->click OK 2 1an dé hoan tat phan lab nay.

elect Recipient - Entire Forest

File Wiew Scope

Search: Find Mow  Clear

Dizplay Mame = | Aliaz | Recipient Type | Primary
22 Administrator Adrniniztrator U ger Mailbox Adrniniz!
4 director Uger Mailbox

L= marketing01 marketingdl k ail Contact rarketir
3 Question Cuestion Uzer b ailbox Question
23 zales zales01 User b ailbox zalesOlr
23 sales02 zales02 User b ailbox zalesO2
23 techi techll Uger bailbox tech010
23 techn2 techl2 Uger bailbox tech20

4| | i3

k. I Cancel I

1 ohjectis) selected. & ohjeckis) found. .:
Kiém tra sau cac qua trinh tao bén trén
Pang nhap vao may CLI01 véi user administrator
M¢ Microsoft Outlook 2007
Click New ->Meeting Request
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Inbox - Microsart Outiook — o

Elle  Edit  Mew Go Iools Actions Help

OdNew =] @ g > & Bepl & Peply ta All Fonaard X 3 Send/Regelve ~ 5 | [ Search
54 Mail Message ceen L =
%) PostinThis Folder CtrleShirtes | D v
b x| o)
Folder.., CtrashireE |
SR iy i Date Newest on top | 9
KR search Folder..  CtrieShifteP Lo o 'are no items to show In this view. g
Nayigation Pane Shortcut.. @
I appointment Ctrie shirte A 5
i Meeting Request  Ctrie Shifts @
i
8. Contact Ctrie Shifts € =
@ Distribution List Ctrlv Shifte L §
2 Task Chriv Shifts K ]
s Task Bequest Ctrieshirts U
B Journal Entry Chrle shites -
.| Note Ctris Shirte N §
< Chriv Shiftex
Outiook Data File...
8] contacts
<] Tasks
o (&)~
0 Items All folders are up to date.  £3 Connected to Micrasoft Exchange ™

Click To ->click chon HCM ->click required

Tuong tu click phonghop ->click resource

Search:  Nameonly ¢ Morecolumns  Address Book
I G0 | |Global Address List =1  advanced Find

I Marne | Title | Business Phone | Locatio

& Director ;I
Discovery Search Mailbox

2% HCM

€ marketing1

|2 phonghop

& Question

& sales
& salesOl

& sales0z
& tech

& technl _|;|
4] | »
_Regured-= | |HCM
Optional -= | I
Resources -= | Ighonghog
CIiCk OK ITI Cancel

Nhap cac ndi dung nhu hinh bén dudi va click send

{ 63 \ \ﬂ o+ 9 ¥ Hop toan cong ty - Meeting -gXx
Meeting Insert Format Text @
"’ﬁ QCaIendar Y_Lr_‘;f] : 9 & 59} B Busy = AV Recurrence (5 y
)( Delete ——-' 3‘/ Q Time Zanes '
Cancel . |&ppointment| Scheduling Meeting | 415 minutes vm . Spelling
Invitation =ep Forward Assistant || Workspace & “m Categorize - § -

Actions Showt Attendees Options % || Proofing

[ nvitations have not been sent for this meeting. |

To.. | ] HCM; phonghop
Subject: IHop toan cong ty

Location: ]phonghop :_I Rooms...l

Start time: [Thu 8/19/2010 | [e30mm | I & day event
Endtime: [Thu 8/19/2010 x| [ro0pm =~
Cd
Moi nguoi nho tham gia day dul -
-

Log off CLI01
Tai EX2010 mo Internet Explorer https://webmail.mshome.com/owa


https://webmail.mshome.com/owa

- Dang nhap vai username mshome\sales01 va password: p@sswOrd

Microsoft®

Outlook'Web App

Security { showe explanation )

= This is a public or shared computer

[ - This is a privake computer
— Lise the light wersion of COublook Web app

Domainiuser name: |mMshomehsalesol

Fassword: 00| ==ssss |

—onnected to Microsoft Exchanges
@ 2009 Microsoft Corporation. &l rights resernred,

Tai day ta s& nhan duoc mot invitation tir user administrator ->nhap do6i
chuot 1én email véi subject hop toan cong ty ->click accept ->send the
response Now.

E@Reply  E@Replyal  PForward | ¢ - BE- B & X - @
" Accept ~ “? Tentative ~ X Decline ~ _ﬂ

Edit the response before sending
Send the response now Sent: Thursday, August 19, 2010 6:30 PM

Don't send a response

Required: HCM

When: Thursday, August 19, 2010 6:30 PM-7:00 PM.
Location: phonghop

¥ Reminder: 15 minutes v I~ Private
Description:

wWhen: Thursday, August 19, 2010 6:30 PM-7:00 PM (GMT+07:00) Bangkok, Hanoi, Jakarta.
where: phonghop

s st e e sens skt sk e e

Moi nguoi nho tham gia day du

3. Céu hinh email address policies
« Tao email address cho cac user thugc cong ty MSHOME
Tai may EX2010 m¢o exchange management console ->organization
configuration ->hub transport ->click phai chon new email address policy
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Exchange Management Console

File  Action View Help

[_[=1x]

== zm=l -

22 Microsoft Exchange
=l L5 Microsoft Exchange On-Premises (e

Hub Transport 1 object

(=1 a2 Organization Configuration Send Connectors I Edge Subscriptions I Global Settings
= pailbox : Remote Dnrr@ins Accepted Domains Mew Remote Domain. ..
12 Client Access E-mail Address Policies | Transport Rules Journal Rules PG B e el
= (OB TransporE ¥ Create Filter —
(== Unified Messaging ] MNew E-mail Address Polic...
= & Eerver'ConFiguration Rame |_Priority = |_Last Modified - New Transport Rule. ..
S Mailbox | Default Policy Lowest wednesday, £
=2, Client Access MNew Journal Rule...
Hu?:)‘Transport & MNew Send Connector...
S Unified Messaging
= !, Recipient Configuration MNew Edge Subscription...
23 Mailbox
5 E: E List...
#2 Distribution Group xportbls
) M_all Contact ) Export List. . Wiew >
3 Disconnected Mailbox — frosh
2 Move Request View » &3 Refres|
=8 Toolbox Hel,
Refresh H rel
Help
<] 1 > | | |

[ [
Trong 6 name nhap Format name ->click browse ->chon OU Users nhu trong

hinh ->chon All recipient types ->click next

=~

—

3 Introduction

New E-Mail Address Policy

Introduction
This wizard helps you create a new e-mail address policy. E-mail address policies generate

4 Conditions e-mail addresses for your users, contacts, and groups.
. E-Mail Addresses Nome:
[} Schedule [Format name
= New E-mail Address
Policy Select the recipient container where you want to apply the filter:
[ Completion ]mshome.com/Usels

Include these recipient types:

< all recipient types

" The following specific types:

Users with Exchange mailboxes

Users with external e-mail addresses
Resource mailboxes

Contacts with external e-mail addresses

il

M ail-enabled groups

Help I

Chon recipient is in a company ->click specified ->click next

< Back l MNext > ] Cancel I
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r.l
Introduction
Conditions
E-Mail Addresses
I Schedule

MNew E-mail Address
Policy

ogm

I Completion

Help I

New E-Mail Address Policy

Conditions
Step 1: Select conditions:

Recipient is in a State or Province -
Recipient is in a Department

Recipient is in a Company

Custom Attribute 1 equals Value

Custom Attribute 2 equals Value

Custom Attribute 3 equals Value

Custom Attribute 4 equals Value

Custom Attribute 5 equals Value

Custom Attribute B equals Value

Custom Attribute 7 equals Value Ll

00o0ooom00

Step 2: Edit the conditions by selecting an underlined value:

Policy contains: All recipient types
in the specified Company(s] 2

< Back I Mext > I Cancel

Nhap mshome ->click add ->click OK

Sspecify Company Ea

add = Edit <

m=home

Click next ->chon Add SMTP Address
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r.v’
New E-Mail Address Policy

I Introduction E-Mail Addresses
£ Conditions EC‘L:I Add... ”: Edit... Set as Reply
[ E-Mail Addresses STE R
- Schedule
New E-mail Address Custom Address..[adds a new SMTP address. |
= Policy
.. Completion

Help I < Back I MNext > I Cancel I

Click chon first name.last name (john.smith) ->chon select the accepted
domain for the e-mail address ->click browse

SMTP E-mail Address E3

¥ E-mail address local part:

ze alias

Firgt name.lazt name [john. smith)

Firgt name initial and last name [jzmith]
Firzt name and lazt name initial [johnz)
Lazt name.first name [zmith. john)

Last name initial and first name [zjohn)

s e Nig Nig Nie Bic B!

Last name and firzt name initial [zmithi)
" Select the accepted domain for the e-mail address:

I Erowse... |

" Specify the custor fully qualified domain name [FRDM] for the e-mail address:

Imshome.cum

Ok I Cancel

Chon mshome.com ->click OK
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4% Select Accepted Domain

=] B3

File  Yiew
Search: Find Now Clear
Name = Domain Name

- -
= mshome.com mshome.com

1 object(s) selected.

0K

I Cancel l

1 object{s) found, .:

Cac budc con lai dé mac dinh, click next ->next ->new ->finish dé hoan tat

qua trinh tao.

Kiém tra lai email address sau qua trinh tao policy

Tali recipient configuration ->click mailbox ->double click trén user tech01

->chon email address tab va xem dia chi email hién tai

techO1l Properties
Genera I | Userinformation | Address an d Phen= | Organizal tion | Accoun

Mailbox Features
E-Mail Addresses |

Mail Flow Settings
tember OF

T ddress lype has one default reply address. The defaulk reply
i =

in the list. and then click "Set as Reply'.

E-mail addresses:

b add... | -| 7 Edit... Set as Reply 2%

Calendar Settings
Mailbox Settings

I
displaved in bold. To change the default reply address, select an entry

tech01&mshome com

I¥  Automatically update email addresses based on e-mail address policy

> Ok | carcel | Apply |

Help

Chon organization tab va nhap théng tin vao truong Company la MSHOME

->click Apply
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techO1l Properties

tember OF | E-Mail Sddresses | b silbox S ettings
kA ail Flows S ettings | b ailbos Features 1 Calendar S ettings ]
General | User Information | address and Phone Organization | Account
Title:
Company:
[rtASHORME]

Crepartment:
D Ffice:

I ranagen

| Erouwse, . |

Direct reports:

oK. 1 Emecl | Appls | Help |

Click lai email address tab va ta s& thay su thay doi theo policy ma ta vira

| General | Userinformation | Addiess and Phone | Organization | Account |
I il Flove Settings I silbos: Features Calendar Settings
bdember OF E-Mail Addresses M ailbox Settings ]

Each e-mail address type has one default reply address. The default reply
address iz displaved in bold. To changs the defaul reply address, select an entmy
in the list. and then click 'Set as Reply'
E-mail addresses:
s add... |-| 7 Edi. Set as Reply 2%
Address
SMTP

Nghia Than@mshome com
techOl @mshome. com

v Automatically update e-mail addresses based on e-mail address policy

oK | Cancel | T | Help |

tao o trén.
4. Cau hinh address lists
« Tao mot address list trong dé chira 2 by phan Sales Dept va Tech Dept
Dung exchange management console ->organization ->mailbox ->chon tab
Address List ->click phai chon New Address List

J88 Exchange Management Console (51X
File Action View Help

«=|>mHm

Microsoft E?chan:e ) B Mailbox B e [Actions
, Microsoft Exchange On-Premises (e
g sl Managed Folder Mallbox Policies | Offiine Address Book |
" (&3 Mailbox Database Management | Database Availability Groups | Sharing Policies | 3 New Mailbox Database...
E Address Lists | Managed Default Folders | Managed Custom Folders
=] E“i"; "Ccesst | o 4 s | edicL s | New Public Folder Databa...
TR Transpor # Create Filter
7 Unified Messaging ¥ (™ New Database Availabilit...
= erver Configuration Name ~ [ Display Name [ Container 2 New Sharing Policy..
G Mailbox 1.1 All Contacts All Contacts \ W s
E“Eb”; "“E“t £} All Groups Al Groups y M nevfddeass L.
U:‘ F‘g;a;z:;gm .1 All Rooms All Rooms y New Managed Default Fo...
= 2, Recipient Configuration ﬂ““;“se"s‘ i Allbers \ # New Managed Custom Fo...
3 Mailbox L] Default Global Address ... \ =
%3, Distribution Group .} Public Folders Public Folders \ i New Managed Folder Mail...
Ll Mail Contact @ New Offline Address Boo...
3 Disconnected Mailbox S e,
&3 Move Request =
&8 Toolbox View
Export List... I&8 Refresh
View > H rep
Refresh
Help.
“ o et ] =

Refresh: In progress...

Cira s6 New Address List xuat hién

Companies

Display Name: Companies Click Next

[
va nhap céc thdng tin sau:

Name:

86



'
|
-~
3 Introduction

- Filter Settings
= Conditions

New Address List

Introduction
T his wizard helps you create an list lists
organization based on the properties of the recipient.

a subset of recipients in an

Display Name:

4 Completion
|[Companies

Help | Back | Next > 1

Cancel |

Chon None ->click Next

i |
|

New Address List

Filter Settings

B3 Introduction 3 < - . i ”
Configure the filter that is used to select recipients for this address list

3 Filter Settings
2 MNew Address List
- Completion I

Select the recipient container where you want to apply the filter:

Include these recipient types:

= None

Al recipient types

¢ The following specific types:

nge mailbozes

-mail addresses

ermal e-mail addresses

[ M

M ail-enabled groups

< Back

Heip | | [ nems> |

Browse |

Cancel I

Click New ->click Finish @ hoan tat qua trinh tao danh sach chua address list

cta 2 nhom Sales Dept va Tech Dept
» Tao address list cho by phan Sales

Trudce khi tao address list cho b phan Sales ta phai chi dinh cho cac user

sales cé thudc tinh thudc bo phan Sales

Dung exchange management console ->recipient configuration -> mailbox -
>click phai Ién user Sales01 chon Properties ->chon tab organization va nhap

Sales vao 6 Department ->click OK
Tuwong ty nhu vay khai bao thong tin cho user Sales02
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salesdl Properkties E3

PA=mber OF I E -k 5il Addresses I kA ailbox S ettings
kA ail Flows S ettings I kA gilbox Features I Calendar Settings I
General I User Information I Address and Phone Organization I Sccount

Title:
I

Compary:
[rsHOME

Drepartment:

IS ales

O Ffices:

I

I mManager:

I Erowise. .. I

Crirect reporks:

—=;=| Ok I Cancel I Apple I Help I

Tai exchange management console ->di chuyén t6i organization
configuration ->mailbox ->chon tab address list ->click chon New Address
List ->cira s6 New Address List xuat hién va khai bao cac thong sé sau:

Name: Sales Dept

Display Name: Sales Dept
Container: click browse va chon Companies da tao ¢ trén Click Next

| New Address List

This wizard helps you create an address list. Address lists display a subset of recipients in an
based on the properties of the recipient.

ept
MNew Address List

i Completion Lispiayiblsme:

[Sales Dept

Container:
Resmeses

Hele | <Back | MNext> | Cancel |
Ctra sO Filter Settings xuat hién ->chon All recipient types ->click Next

|
Rl

New Address List

Filter Settings
Configure the filter that is used to select recipients for this address list

Select the recipient container where you want to apply the filter:
n Browse |

Include these recipient types:

< None

€= Al recipient tupes

€ The following specific tupes:
— =

9 Introduction
A Filter Settings

- Conditions

- Completion

Help | <Back | Next > | Cancel |
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Ctra s6 Conditions xuat hién ->chon Recipient is in a Department ->click
specified

|
|| New Address List

AN

-

I Introduction Conditions
| - Step 1: Select conditions:
I3 Filter Settings P

== [ Recipient is in a State or Province -
p Conditions Recipient is in a Department
-\ Schedule [0 Recipient is in a Company
- New Address List [ Custom Attribute 1 equals Value

[0 Custom Attribute 2 equals Value
[ Custom Attribute 2 equals Value
[0 Custom attribute 4 equals Value
[0 Custom attribute 5 equals Value
[0 Custom attribute 6 equals Value
[0 Custom Attribute 7 equals Value l.l

I Completion

Step 2: Edit the conditions by selecting an underlined value:

Address List contains: All recipient types
in the specified Department(s) Z

Hele | <Back | mMewmt> | Cancel |
Nhap Sales va click Add ->click OK

Specify Department [ =<
| EEEE]
== add Edit

= ] Cancet |
Quay lai ctra s6 Conditions ->click Next

New Address List

[

1 Introduction Conditions

B Filter Settings Step 1: Select conditions:
3 Conditions
- Schedule

1 New Address List

. Completion

Recipient is in a State or Province e
Recipient is in a Department

Recipient is in a Company

Custom Attribute 1 equals Value

Custom aAttribute 2 equals Value

Custom Attribute 3 equals Value

Custom Attribute 4 equals Value

Custom Attribute 5 equals Value

Custom Attribute B equals Value

Custom Attribute 7 equals Value _vJ

0ooo0oooorn

Step 2: Edit the conditions by selecting an underlined value:

Address List contains: All recipient types
in the 'Sales’ Department(s]

Preview |
Help I < Back I MNext > l Cancel I

Tai cira s6 Schedule chon Immediately ->click Next
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sl
I3 Introduction
I Filter Settings
I3 Conditions
3 Schedule
1 New Address List

. Completion

Help I

New Address List

Schedule

Specify when the address list should be applied and the maximum length of time it is
permitted to run.

Apply the address list:

" Do not apply

= Immediately

€ At the following time:

[ Thursdas August 19, 2010 =1 [3523prm =
I Cancel tasks that are still running after (hours): I

< Back I Next > I Cancel

Click New ->click Finish dé hoan tit qué trinh tao address list cho bo phan

Sales

Tao address list cho b¢ phan Technical
Tuong tu cac budce trén tao address list cho bd phan Technical
Thém théng tin Department cho user Tech01

techO1l Properties

Fember OF

E3

I E -t aill &ddreszes I hailbo= Settings I

k4 ail Flowve Settings I t ailbox Features I Calendar Setting=s I
General I U=zer Information I Addresz and Phone Organization I Account

Title:

Comparny:

[FSHOME

D epartment:

ITec:hnic:aI

Office:

I m anager:

Direct reports:

Browvsse. .. I

DE I Cancel I Apply I Help I

Tuong tu cho user Tech02
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techDZ Properties [ <]

Fember OF I E-Mail Addresses I P ailbox Settings
b ail Flowe Settings I M ailbo= Features | Calendar Settings I
General I Uszer Information I Address and Phone Organization Account

Title:
Company:
Department:
|Technical
Office:
I
I Manager

I Browuse. |
Direct reports:

B oK | Cancel | spply | Heip |

Khai bao thong tin nhu trong hinh bén dudi ->click Next

|
| New Address List

P ganu

»:;,;q“‘
3 Introduction Introduction
< T his wizard helps you create an address list. Address lists display a subset of recipients in an
! Filter Settings organization based on the properties of the recipient.
I Conditions .
Name:

. Schedule
' MNew Address List

|Technical Dept

e e Display Mame:

|Technical Dept

Container:

e

Help | cBack | Newt> | Cancel |

Chon All recipient types ->click Next.
Chon recipient is in a company ->click Specified va nhap Technical ->
click Next

New Address List

FRRER

?
_—

I3 Introduction Conditions

I Filter Settings Step 1: Select conditions:
3 Conditions
I Schedule

. MNew Address List

. Completion

Recipient is in a State or Province -
Recipient is in a Department

Recipient is in a Company

Custom aAttribute 1 equals Value

Custom Attribute 2 equals Value

Custom Attribute 3 equals Value

Custom Attribute 4 equals Value

Custom Attribute 5 equals Yalue

Custom Attribute B equals Value

Custom Attribute 7 equals Value _v_l

0000000080

Step 2: Edit the conditions by selecting an underlined value:
Address List contains: 4ll recipient types
in the 'Technical' Department(s]

Preview l
Help I < Back I MNext > I Cancel ]
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CAc gi4 tri con lai dé mic dinh ->click Next ->Click New ->click finish dé
hoan tat qua trinh tao address cho bd phan Technical
Kiém tra sau khi tao address list
Tai may CLI01 dang nhap vai user administrator mo Microsoft Outlook
2007 ->vao menu Tools ->chon Address Book

~ Inbox - Microsoft Outlook =
© File Edit Yiew Go | Iools | Actions Help Type a question for help '~
Padnew -~ | gEn 3 X Send/Receive > B2 W | L send/Receive ~ 53 § Search address books - @

- Instant Search > r T
Mail Accepted: Hop toan cong ty s
= = il Address Book.. Ctrl+Shift+B i

avorite Folders 2 ~| > ||
~ ] Inbox %24 Organize R i salesOl =
o u et Rait 8 Newest on top sales01 accepted. 2
2 Urread pai 3 Rules and Alerts... — | o
(3 SentItems her Thursday, fugust 19, 2010 6:30 S
Out of Office Assistant... PM-7:00 PR, o
Mail Folders = 7 &
| _ Mailbox Cleanup... phonghop =
| 2] Al Mail tems .
o5 R — S/ Empty "Deleted Items” Folder -
=1 5% Mailbox - Administral = 6:30 PR = v
5] Deleted Items 5] Recover Deleted Items... jz
| S
L2 Drafts s = g
L Inbox 5
L& Junk E-Mail Macro > 8
dgll Outbox Account Settings...
) RSS Feeds
[5 SentItems Trust Center... v
%1 [© Search Folders Customize... g
£
i =
Options... =
Mail =
...... =
5| calendar
8_| contacts
<] Tasks
o) (8] -~

Tai ctra s6 Address Book ->click miii tén tré xudng ta s& thiy c6 danh séch
Companies trong nay va trong danh sach nay sé chua 2 address list 1a Sales
Dept va Technical Dept

S address Book: Global Address List =] E3
Eile Edikt Tools

search: ~ pame only ¢ More columns Aaddress Book

I S0 I Slobal Address Lisk - | Adwvanced Find
Cutlook address Boolk ]

I Mame | Title Zonkacks pne | Locatio

Global address Lisk

& aAdministrator All address Lisks

S Director | Companies
Discowvery Search Mailbox E Sales Depk
5 HCMM Technical Dept
. all Conktacks
S marksting01 all Groups
e phenghep all Rooms
D Question all Users
o sales FPublic Folders
g sales01
5 salesoz
2 tech
& techol
D techoz
-
<1 | _>|_I

5

Chon address list Sales Dept ta s& thy c6 2 user 1a Sales01 va Sales02

Fil= Edit Tools

Search: ™ Mame only 0 More columns Address Book
| S I adyvanced Find

I Mames | Tikle Business Phone | Locakio
E =ales01

5 sales0z
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Chon address list Tech Dept ta s& thay c6 2 user 1a Tech01 va Tech02

Tao Offline Address Book cho by phéan Sales va Technical

Trong exchange management console ->chon organization configuration
->mailbox ->click phai chon New Offline Address Book

B8l Exxchange Management Console =T B3

File Action View Help

= = |
crosoft Exchange B2 Mailbox 1 object | Actions
Microsoft Exchange On-Premises (e " h. i
2 Organization Configuration Database Management | Database Availability Groups | Sharing Policies |
(&3 MBIB6% Address Lists | Managed Default Folders | Managed Custom Folders | New Mailbox Database. ..

=#, Client Access Managed Folder Mailbox Policies Offline Address Book
%+ Hub Transport

Mew Public Folder Databa...

# Create Filter o
(5= Unified Messaging Lg (31 new Database Availabilit. ..
= § Server Configuration Name - |_Generation server | Default 0aB = New Sharing Policy. . .
S Mailbox 5] Default OFfline Address... EX2010 True ; )
=2 Client Access il Mew Address List...
Kot LR Tr snsprort Mew Managed Default Fo...

Sim Unified Messaging

= 2, Recipient Configuration % MNew Managed Custom Fo...
23 Mailbox = MNew Managed Folder Mail...
#2, Distribution Group =
21 Mail Contact i3l Mew Offline Address Boo...
2 Disconnected Mailbox =
‘ |i=b Export List...
ha # Move Request Export List...
=8 Toolbox View >
View >
&3 Refresh
Refresh
Help
Help

<1 1 S LS | |
[ [

Ctra s6 New Offline Address Book xuét hién ->nhap Everybody vao & Name -
>click Browse

New Offline Address Book

[ Introduction Introduction
" 2 This wizard helps you to create a new offline address book (D4B). 0ABs enable mail clients
~! Distribution Points to view address lists when they're not connected to an Exchange server.
New Offline Address .
H gook Name:
[ Completion [Evrbody

Offline address book generation server:

|

¥ Include the default Global Address List
I~ Include the following address lists:

Add...
Name ] Path

Help | Back New> | Cancel |
Chon EX2010 ->click OK

e Select Fioatliboirc Ser e

(=1 1 Cancel 1

1 obioct{=> =aloctad. = objectd=> Found. -

Click chon Include the following address lists ->click Add
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New Offline Address Book

3 Introduction Introduction
S = z T his wizard helps you to create a new offline address book [0AEB). 0ABs enable mail clients
! Distribution Points to view address lists when they're not connected to an Exchange server.
MNew Offline Address N -
H gook ame:
|Evelybudy

| Completion
Offline address book generation server:

|Ex2010 Browse. .. |

I Include the default Global Address List
IV  Include the following address lists:

== Aadd...

Name \ Path

Help I : Back I MNext > l Cancel I

Cira sO Select Address List xuat hién ->chon Companies ->click OK ->click
Next

&% Select Aaddress List

=1 =3

File
=1 &l Address Lists
=131 | &l Contacts
=13 A0l Groups
Al Rooms
Sl Users

FOEE

Companies

=1-35 | Public Folders

| oK 1 Cancel |

1 objeck(s) selected.

Tai Distribution Points chon Enable Web-based distribution va Enable
public folder distribution ->click Add-

New Offline Address Book

Distribution Points

LSS 2 Distribution points enable clients to download an offline address book. & “Web-based

[ Distribution Points distribution point uses virtual directories. A public folder distribution point uses Exchange
New Offline Address public folders. Web-based distribution is available only for clients running Outlook 2007 or

< Bool later.

3 Introduction

-~ Completion [V Enable Web-based distribution
Distribute the offline address book from the following virtual directories:

e Add...

MName | Server |

|¥ Enable public folder distribution

Help | <Back |[ Nem> | Cancel |
Chon OAB (Default Web Site) ->click OK
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=] =3

&% Select OAB ¥irtual Directory
File Views
Find Mows  Clear

oK | Cancel |

1 object(s) Found. .:

1 objeck(s) selected.

Click Next ->click New ->click Finish dé hoan tat qua trinh tao Offline

Address Book

New Offline Address Book

T
*)

i
y
=

I Introduction Completion

P Distribution Point The wizard completed successfully. Click Finish to close this wizard.
P Elapsed time: 00:00:02

n sz“ Offline Address Summary: 1 item(s). 1 succeeded. O failed.

i3] Everybody
Exchange Management Shell command completed:
new-OffinesddressBook -Name 'Everybody’ -Server 'EX2010" -AddressLists
"““‘Companies' -PublicFolderDistributionE nabled $true VirtualDirectories 'EX2010\04B
[Default Web Site)'

I3 Completion

Elapsed Time: 00:00:01

To copy the contents of this page. press CTRL+C.

Help | B | Finish | Cancel
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BAI 8: QUAN LY CLIENT ACCESS ROLE
M4 bai: 19.8

Giéi Thiéu
Trong bai lab nay ching t6i s& hudng dan céch quan 1y, cau hinh céc dich

vu phuc vu cho muc dich truy cap cta ngudoi dung cudi.
Muc Dich

CAu hinh Client Access Server

CAu hinh Outlook Anywhere

Cau hinh Outlook Web App

Cau hinh Exchange Activesyns

Noi dung chinh

Hinh 8.1 M6 Hinh LAB

)
i

EX2010 - Exchange“¥Server 2010

Il 1

3

ISA 2006 EX2010-2 — Exchang® Server 2010

%

DC2008 — Windows Ser Enterprise 2008 R2

i

q
\

1. Yéucau
M6 hinh lab s& bao gom 4 may:
DC2008: dong vai trd server AD2008 da duoc chuyén ddi cac role tir DC2003
qua
EX2010: déng vai trd server EX2010 trong hé thdng va di dugc chuyén dbi cac
mailbox, public folder va system folder tir EX2003 qua.
EX2010-2: déng vai tro server exchange thi 2 trong hé thong
o CLI01: dong vai tro client trong hé théng, may nay da join domain
2. Cau hinh Client Access Server
Cai dat CA server dé cung cap certificate trong hé thong
Trong phan ndy ching ta sé& tién hanh cai dit server CA trong hé thong dé
phuc vu cho viéc cung cdp va request certificate trong hé thdng. Ta s& ding
server DC2008 dé phuc vu cho viéc ndy. Tai server DC2008 md Server Role
->Role ->Add Role ->cira s6 Add Role Wizard sé xuit hién ->click Next
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[Add Roles Wizard [ <]

ig, Before You Begin
w

This wizard helps you install roles on this server. You determine which roles to install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site.

Server Roles

i Before you continue, verify that:
Progress « The Administrator account has a strong password

« Network settings, such as static IP addresses, are configured
Resuks « The latest security updates from Windows Update are installed

IF you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, click Next.

I Skip this page by defauk

provor |[Cnmes ] _ s | concel |

Tai cira s6 Select Server Roles chon Active Directory Certificate Services -
>click Next.

Trong cira s6 Introduction to AD Certificate Services ->click Next

Add Roles Wizard [ <]

ES}‘ Introduction to Active Directory Certificate Services

Before You Begin Active Directory Certificate Services (AD CS)
Server Roles Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenarios such as
secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network Access
AD CS Protection (NAP), encrypting file system (EFS) and smart card logon.
Role Services Things to Note
Setup Type i The name and domain settings of this computer cannot be changed after a certificate authority (CA) has
e been installed. If you want to change the computer name, join a domain, or promote this server to a
e domain controller, complete these changes before installing the CA. For more information, see certification
Private Key authority naming.
Cryptography Additional Information
CA Name "
walidity Period Managing 5 Certification Authority
Certificate Database Certification Authority Naming
Confirmation
Progress
Results

<previous |[_mext> | T | cancel |
Trong cta s6 Select Role Services chon 3 dich vu Certification Authority,
Certification Authority Web Enrollment, Online Responder ->click Next

Add Roles Wizard [ <]

3
ligl Select Role Services
‘3

Before You Bephn Select the role services to install for Active Directory Certificate Services:
Server Roles Role services: Description:
ADE [V] Certification Authority Qning Fzzponder nmsa centficate
v Ceﬂtlfl(tlAutthty web Enrollment chentts in complex network
b | vnvolment Service ST
CA Type
Private Key
Cryptography
CA Name
Validity Period
Certificate Database
Web Server (115)
Role Services
Confirmation
Progress
Results

< Previous I Next > I Al Cancel I
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Tai cira s6 Specify Setup Type chon Enterprise ->click Next
‘ig‘}i Specify Setup Type

Before You Begin Certification Authorities can use data in Active Directory to simphfy the issuance and management of
certificates. Specfy whether you want to set up an Enterprise or Standalone CA.

Server Roles
EOES & Enterprise
Role Services Select this option if this CA is a member of a domain and can use Directory Service to issue and manage
certificates.
SATrEe € Standalone
Private Key Seldect this option iF this CA does not use Directary Service data to issue or manage certficates. A
Crtoorehy standalone CA can be a member of a domain,
CA Name
Validity Period
Certificate Database
‘Web Server (1IS)
Role Services
Confirmation
Progress
Results

More sbout the dfferences between enterprise and standalone setup

<Previ0\s| Next > I il Cancel I

Cac thong sb con lai d&é mac dinh cho d&én man hinh Confirm Installation
Selections ->click Install dé quéa trinh cai dat bat dau.

- =
ig*’ Confirm Installation Selections
-

Before You Begin
Server Roles
AD CS

To install the following roles, role services, or Features, click Install.

1 1 warning, 2 informational messages below

Role Services (i) This server might need to be restarted after the installation completes. =
Setup Type ~ Active Directory Certificate Services
CA Type il
Private Koy ' and domain settings of this computer cannot be changed after Certification Authority
Cryptography Enterprise Root
CA Name CsP; RSA#Microsoft Software Key Storage Provider

Hash Algorithm: shat
Key Length: 2048
ion: Disabled
8/19/2015 8:51 PM
Ch=mshome-DC2008-CA, DC=mshome, DC=com
< C:iwindows\system32\CertLog
Cestificate Database Log Location:  C:\Windowsisystem32\CertLog
i B ity web

validity Period
Certificate Database
Web Server (IIS)
Role S

Online Responder

~ Web Server (IIS)
i) Find out more about Windows System Resource Manager (WSRM) and how it can help optimze >

Erint. e-mail, or ssve this nformation

<Provious : Cancel
Sau khi cai dat xong thi sé hién ra man hinh Installation Results ->click

Close dé dong man hinh lai.

Sau khi da cai dat xong CA ta can enable CA server dé cung cap certificate
véi nhiéu Subject Alternative Names
Click Start ->trong search box g6 CMD ->enter ->va g6 lan luot cac lénh sau:
certutil -setreg policy\EditFlags
+EDITF_ATTRIBUTESUBJECTALTNAME?2
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o, Administrator: Command Prompt

C:\Users\Administrator>certutil —setreg policy\EditFlags +EDITF_ATTRIBUTESUBJECT
ALTNAME2

SYSTEM\CurrentControlSet\Servic NCertSvuc\Conf iguration \mnshome-DC2888-CANPolicyM
odules\CertificateAuthority MicrosoftDefault.Policy\EditFlags:

0ld Value:

EditFlags REG_DWORD 11814e <(1114446)
EDITF_REQUESTEXTENSIONLIST — 2
EDITF_DISABLEEXTENSIONLIST — 4
EDITF_ADDOLDKEYUSAGE 8
EDITF_BASICCONSTRAINTSCRITICAL —— 48 <{(64)
EDITF_ENABLEAKIKEYID — 1868 (256>
EDITF_ENABLEDEFAULTSMIME —— 180808 <65536>
EDITF_ENABLECHASECLIENTDC 100088 <(1848576>

New Ualue:

EditFlags REG_DWORD = 1581i4e <(1376598)
EDITF_REQUESTEXTENSIONLIST 2
EDITF_DISABLEEXTENSIONLIST — 4
EDITF_ADDOLDKEYUSAGE — 8
EDITF_BASICCONSTRAINTSCRITICAL —— 48 <(64)
EDITF_ENABLEAKIKEYID 100 (256>
EDITF_ENABLEDEFAULTSMIME —— 18086 <(65536>
EDITF_ATTRIBUTESUBJECTALTNAMEZ —— 486088 (262144)
EDITF_ENABLECHASECLI ENTDC 100088 (1848576

CertUtil: setreg command completed successfully.
The CertSvc service may need to be restarted for changes to take effect.

C:\UsersN\Adninistrator>

Tai CMD tiép tuc g8 2 Iénh sau: net stop certsvc & net start certsvc

mmand Prompt

C:\Users\Administrator>net stop certsvc
The Active Directory Certificate Servic service is stopping.
The Active Directory Certificate Servic service was stopped successfully.

C:\Users\Adninistrator>net start certsvc
The Active Directory Certificate Services service is starting.
The Active Directory Certificate Services service was started successfully.

C:\Users\Administrator)

.3. C4u hinh External Client Access Domain cho server EX2010-2

Tai EX2010-2 m¢o Exchange Management Console ->click Server
Configuration ->click Client Access ->click phai chon Configure External

Client Access Domain

B exchange Management Console M=l 3
File Action View Help
- = | | e
Microsoft Exchange @ ant Access " [Actions
=1 55 Microsoft Exchange On- ses (e T —
= .%.] Organization Configuration I Create Filter
<4 Mailbox - s Configure Exter...
.2, Client Access L [ Role [ versien
5 Hub Transport LOEX2010 Hub Transport, Client Acc... Version 14.0 (Build 632 Export List...
15 Unified Messaging CGEX2010-2 Client Access, Mailbox Version 14.0 (Build 632 View >
=l 3| Server Configuration
= pmailbox Configure External Client Access Domain. .. 3 Refresh
=2 Client Access P B Hes
= < Export List... > elp
Hub Transport o] = iz
Sim Unified Messaging View >
=1 R, Redpient Configuration
23 Mailbox Exchange. Refresh POP3 and IMAP4 |
£2, Distribution Group O Hep wrol Panel |
SIS Mall Contact Name - | Web Site [ Version
&3 Disconnected Mailbox @ owa (Default Web Site)  Default Web Site Exchange 2010
=3 Move Request
@58 Toobox
< > < | ]

Tai man hinh Configure External Client Access Domain
mail.mshome.com ->click Add

nhap
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g Configure Exxternal Chent Access Domain

3 Server selection Server selection
Co B This wizard helps you configure the extemal domain used by youwr Client Access servers.

Enter the domain name ypou wall use with vour extemnal Client Access servers [example:
mail. contoso.com}

[mail mshome comd

Select the Client Access servers to use with the extemal URL:

Name

Help I

II Configure I Cancel

Tai man hinh Select Client Access Server chon server EX2010-2 ->click OK

&% Select Client Access Server =1 3
File Views
Search: Fnd Now Clear
Name -~ l Role I Version l
= EXZo010 Hub Transport. Chent Scce. . Version 14 0 [Build 6339.21)

Chent Access. Mailbox

oK | Cancel |
2 object(s) found. .:

Click Configure ->click Yes ->sau do click Finish

1 object{s) selected.

g Configure Exxternal Client Access Domain
=2
3 Server selection Server selection
Con o This wizard helps you configure the extermal domain used by your Client Access servers.

Enter the domain name you wall use wath vour extemnal Client Access servers [example:
mail. contoso.com}

Jmail. mshome com

Select the Client Access servers to use with the extemal URL:
= Add... X

Help Bac II Configure I Cancel
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<

I Server selection
% Completion

Help

Configure Exxaernal Chent Access Domain

Completion

The vwazard completed successfully. Chick Finish to close this wizasd.
Elapsed time: 00:00:28

Summary: S item(s] 5 succeeded. O failed

-Server-

Wt Shell
VirtualD

Sy EX2010- e (Default Web Site)

E xc"-anga Man.

-

v
ity E><2010-2%

-

»

[Deiaull Web Site)' -Externaill
hittps: 2 Zmail

Elaps=d Time: 000003

ver

EX2010-2\EWS (Default Web Site)
Exchance Ma Shell

=

-

Set- WebservvcesvutuaDureclory Idenllly EX2010-20EWS [Defaull Web Site)'

-£ xtermallrl hittps: //mail mshome. com/ews//ex
Elapsed Time: 000014
s, EX2010-2\ecp (Default Web Site)

E xchar

nos Ma Shell c
SotEaprntuaDuscton ddentity E5o01 0 Suean [Delault Web Sie] -Externalrl

hitps: //mail mshome. com/ecp’
Elapsed Time: 0O0:00:02

To copy the contents of this page. press CTRL+C.

|[Emen 1

Sau khi tao xong ->click chon EX2010- 2 >cI|ck phai OWA (Default Web

Site) ->chon Properties

| File Action View Help
GG
., Microsoft Exchange

'3 Microsoft Exchange On-Premises (&

+i: Organization Configuration ¥ Create Fiter

i Maibox -

<& Client Access ____Nam = [ Role | version
%5 Hub Transport ;,dEXZDlD Hub Transport, Client Acc...  Version 14.0 (Build 639
13 Unified Messaging FoEx2010-2 Client Access, Mailbox Version 14.0 (Build 639

= 5 Server Configuration

% Maibox

=2 Client Access

2 Hub Transport <l | —’l

A Unfied Messagng 2 EX2010-2 1 object

(=

Recipient Configuration
&3 Maibox
#2, Distribution Group

% Mai Contact
& Disconnected Mailbox
= Move Request
&5 Toolbox

el 1 1|

Exchange ActiveSync | Offine Address Book Distribution | POP3 and TMAP4 |
Outlook Web App Exchange Control Panel

ywa (Defaulk Web Site Exchange 2010

4| | il

E. Client Access 2 objects JEECLLE

Configure Exter.

i Export List...
View
Refresh
Help

EX2010-2
%3 Manage Mailb..

ﬁ Manage Diagn.
sl Enter Product..
‘o Enable Outloo.,
Properties
owa (Default Weh
Properties

Help

!

Tai

tab General

kiém tra External

https://mail.mshome.com/owa_--> click OK

[

URL da

owa (Default Web Site) Properties

Public Computer Fie Access I Preate Computer File Access l Remote File Servers I

General

= Fm

Server:
Web site:

EX2010-2
Default Web Sie

Exchange 2010

Saturday. August 21, 2010 2:47:43 PM

Verson:

Modified

Intemal URL

Authentication Segmentation

Ihttps /7ex201 0-2 mshome. com/owa

Extemal URL:

Ihktps: Z/mail. mshome. comsowa

[ o< 1

Cancel l

o
\n)

I Help l

Chuan bi certificate request trén server EX2010-2

thay do6i thanh
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Trong Exchange Management Console ->click phai EX2010-2 ->chon New
Exchange Certificate

B exchange Management Console
File Action View Help
e = > B
J Microsoft Exchange F server Configuration ~ o - | Actions
S Microsoft Exchange On-Premises (e [£2 -
<. Organization Configuration ¥ Create Filter
<4 Mailbox
<® Client Access
" Hub Transport

=1 Meodify Confi...

Name ~ [ role [ version
B9 EX2010 l-ub Transpo-t Cliert Acc. Verslon 14.0 (Bn.id 639 i3 Export List...

=17 Unified Messagi - - Wi >
=3 o el . &';:“ Manage Malbos Rols e
= Ma“:m“ x' - Manage Chent Access Role & Refresh
=1
= f:ir:rﬂccii : <1 Manage Diagnostic Logging Properties. .. »| | H re
S Unified tossaging -~ exz010-2 Enter Product Key... T —
=1 R, Recipiert Configuration B e T T
&3 Mailbox Exchange Cestificates l New Exchange Certificate... EX2010-2
%2, Distribution Group T Import Certificate. .. % Manage M...
<! Mail Contact 5 Microsaft Exchange Properties ke is valic = Manage Cli...
23 Disconnected Mailbox =
.;LE Move Request Help im ManageDi...
&8 Toolbox =| Enter Prod...
@ MNew Exch...
% 1mport Exc...
Properties =

Microsoft Exchan...
| Assign Ser...

| g flel | Bl | 3 Renewes... =1
[ \ |

Cira s6 New Exchange Certificate xuat hién ->nhap MSHOME Mail
Certificate vao 6 Enter a friendly name for the certificate ->click Next

New Exchange Certificate

=

Bl hction Tl:“"u" c:i ill el de! i hal of ific. d for
= is wwizard vl P you to termine what type certificates you ne= T our

- Domain Scope applications to behave correctly.

3 g:;‘;'::;lm Before you continue. we recommend that you read these documents about Exchange
Server services and centficate requeements.

- Completion
Entes a fiiendly name for the certficate:
[MSHOME Mail Certificate]

Hew | gser | [rimas 1 =
Tai Domain Scope kiém tra check box Enable wildcard certificate di dugc
b6 ->click Next

Q New Exchange Certificate

M Introduction Domain Scope

=] = Entes 3 parent domamn name below if you would lke to apply this cemtificate to all ks
Domain Scope sub-domains automatically using wildcards. This is useful when pou want to
Cenficate sub-domains later but don't want to update an esasting certificate.

= Configuration
. Completon

I Enable wildcard certficate
Root domain for wildcard (for example. contoso. com o

__nee | <Back  |[mea> | Cancal |
Trong trang Exchange Configuration mé rong Client Access Server
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(Outlook Web App) va chon Outlook Acces App is on the Intranet va
Outlook Acces App is on the Internet ->kiém tra mail.mshome.com di c6

trong 0 text thir 2

e

New Exchange Certificate

1 Introduction Exchange Configuration
: Use this page to describe your Microsoft E xchange configuration and domain information If
¥4 Domain Scope the wizard does not automatically provide this information. you can enter it yourself.
Exchange sk Federated Sha =
=) Configuration e o =25
] Cen#ficate Domains 52 CBent Access server {(Ouwtlock Web App) ES
—; Certificate I¥ Outlook Web App is on the Intranet
Conﬁgn.nétuon Domain name you use to access Outiook ‘Web App intemally:
— Complstion Jex2010.mshome com.ex2010-2 mshome.com
I¥ Outlcok Web App is on the Intemst
Domain name you use to access Outlook Web App [example: mail contoso. com):
|mbrna|l mshome com.mail. mshome.com
—= CEent Access server {(Exchange ActiveSync) >
=2 Chent Access server (Web Services, Outiook Anywhere, and Autodiscover) >
= Chent Access server (POPJ/IMAP) >
= = Unified Messaging server >
= Hub Transport server >
i Legacy Exchange Server >
Help l Reset l < Back I I PN oext > l Cancel

M¢ rong Client Access Server (Exchange ActiveSync) ->chon Exchange

ActiveSync is enabled

New Exchange Certificate
1 Introduction Exchange Configuration
g Use this page to describe your Microsoft Exchange configuration and doman information. If
1 Domain Scope the wizard does not automatically provide this information. you can enter @ your
Exchange F=d ted Sha >
= Configuration Cek San o b
J Certificate Domains 2 Chent Access server (Owtlook Web App) >
= Ergar!izaion arnd G2  Chent Access server {(Exchange ActiveSync) =
ocation
=3 I¥ Exchange Active Sync is enabled
Centficate
~ Configuration Domam name you use to access Exchange ActiveSync [example:mail. contoso.com})
I Completion Iwebmail mshome. com.mail. mshome.com
& Chent Access server (Web Services, Outlook Anywhere, and Autodiscover) >
—2 Chent Access server (POP/IMAP) >
= = Unified Messaging server >
T Hub Transport server =
= Legacy Exchange Server =
Help l Reset l < Back I I Next > I Cancel I

Mo rong Client Access server (Web Services, Outlook Anywhere, and
Autodiscover ->nhap mail.mshome.com tai External host name...

Kiém tra Autodiscover used on the Internet va Long URL d3 duoc chon
Click Next

New Exct

Certi

@

1 Introduction
3 Domain Scope

Exchar
B Connguration

- Certficate Domains

Organization and
= Location

Exchange Configuration
Use this page to describe your Microsoft Exchange configuration and domain information: 1f
the wizard does not automatically provide this information. you can enter it Your.

Lk Federated Sharing
Sa Chent Access server (Outlock Web App)

Sa Chent Access server (Exchange ActiveSync)

Cerntficate

=

Chent Access server (Web Services, Outiook Anywhere, and Autodiscover)

» K« «

~ Configuration

- Completion

Help I

~ ge Web ces is
¥ Dutlook Anywhere is enabled
External host name foe your
Jmail mshome com

mail.

.com}

The Autodiscoves service can use a URL in sither 5 long format (sxample:
sutodiscover contoso.com] of in a shortes format [example: contoso. com). S pecify
whether to use a long or shorter URL

I~ Autodiscover used on the Infranet
¥ Autodiscover used on the Internet
= Long URL [Example: autodiscover contoso.com)
 Short URL (Example: contoso.com)
€ UAL in ancther format (Example: when using the DNS SRV method)
Autodiscover URL to use:
Jautodiscover mshome. com

Reset l < Back I Next >
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Tai Certificate Domain ->click Next

Trong Organization and Location khai bao cac théng tin sau: Organization:
MSHOME

Organization Unit: Messaging Country/region: Vietnam City/locality: HCM
State/province: HCM

Click Browse va chi duong dan vao thu muc C:\Cert véi tén certrequest.req
Click Next

New Exchange Certificate

=

1 Introduction Organization and L
Use this page to enter the name of your organization. organizational unit. location, and
1 Domain Scope certificate request file path.
Exchange M
n Conliciration Organization:
I Certfficate Domains [MSHOME
(= | Organization and Organization unit:
Location [Messagna
Centficate
~ Configuration Location
B Comeistion Country/region:
|vietnam =
City Aocality:
jHCM
State/province:
jHCM

Certificate Request Fie Path
Specify the name of the request file in the text box below. Use the Browse button to select
the foldes where you want the request file to be created. The name must end with the
extension 'req'"
|C:ACentcemrequest req

Heo | <Back | Nest> | Cancel |
Click Finish dé hoan tat qua trinh chuan bi certificate trén server EX2010-2

New Exchange Certificate

@

1 Introduction Completion

= The wizard completed successfully. Click Firish to close this wizard
- omBe Sotis Elapsed time: 00:00:10
change
_ Bl A Summary: 2 #emis). 2 succeeded, O failed. i
I Certficate Domains » MSHOME Mad Certificate @ 1=
m Organization and E xchange Managem: Shell command completed
Location New-ExchangeCer e -FriendlyName 'MSHOME Maid Certificate”
G ateK eyE xportable $true KeySize ‘20458 -SubjectMame
g Certificate CM".0="MSHOME".0U="Messaging" CN=mail mshome.c
Configuration d
‘o '2%201 0-2 mshome. com’. webmad mshome. com’‘mail msha
S Eonsietcn mshome. com’ -Server 'EX2010-2

Elapsed Time: 00:00:10
| write File @ =~

Exchange Management Shell command completed
Wike binars stteam into the fils T-\Certhcertioousst red’ . |

Step 1: Based on the information you provided. you must use a Uinfied
Please get the cedificate flom a certification authosity.

Step 2: Use the Complete Pending Request wizard to map the certificate to the
certificate request created on

Step 3: Assign the Exchange services to the certificate using the Assign Services to
Certificate wizard

To copy the contents of this page. press CTRL+C.

__Heo | Sl [ S|
Tao certificate tir server DC2008
Mo My Computer ->vao thu muc C:\Cert ->click Ién file certrequest.req
vura tao ¢ trén ->click phai Ién certrequest.req ->chon Open
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(€< & ~ Computer ~ Local Disk (C:) ~ Cert > &5 [ search cent (2]
Organize v  Open New foider = ~ [ @
 Eivorkies Name - | pate modfied | Type Size |
Bl Desktop B certrequest.req )10 3:11 PM REQ File 4kB
I
W:ocwmioads Restore previous versions
%l Recent Places
Send to >
L4 Libraries cuw
| Documents Copy
» m
o A Create shortcut
] Pictures s,
H videos Rename
P oo Properties
&5, Local Disk (C2)
¥ CD Drive (D:) GRMSXF
e Network
certrequest.req Date modified: 3/21/2010 3:11 PM Date created: 8/21/2010 3:11 PM
REQ Fie Size: 3.18KB

Chon Select a program from a list of installed programs ->click OK

Trong man hinh Open with chon Notepad ->click OK

Open with [=>=<]
Choose the program you want to use to open this file:
a2 File:  certrequest.req

@ ntemet Explorer

 Paint

Type a description that you want to use For this kind of File:

[

P Always use the selected program to open this kind of fie srowse... |
IF the program you want is Not in the kst or on your computer, you can look for the riate procram on the
Web.

o 1 Cancel |

Trong cura s6 notepad ->nhan Ctrl + A dé chon hét ->nhan Ctrl + C dé
copy toan bo vao clipboard ->close notepad

Dung Internet  Explorer mo trang web  request CA
http://dc2008.mshome.com/certsrv dang nhap véi username Administrator va
mét khau P@ssword

- internet Explorer cannot display the webpage — Windows Internet Explorer

@ = &  http:4/dcz008.mshome.comfcertsrv 2 ARSI | Sing = -
.- Favorktes 53 4B Suogested Siktes ~ £ | Web Slice Gallery ~
& Connecting. ... | | % ~ E) - Y = - Page - Safety -~ Tools ~ @b~

What you ca

= Connecting to DC2008.mshome. com.
I D|a§nose Con

=) More informn

Maiting for http:ffdc2005.msh Bl [ P& [& Internet | Protected Mode: OFF Fa =T 160w =

Tai trang Welcome click Request a certificate
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http://dc2008.mshome.com/certsrv

oo Active Directory Cerificate Senvices

Select a task:

»ending certificate request
ertificate. cenificate chain, or CRL

Tal trang Request a Certificate ->click advance certificate request

Tai trang Advance Certificate Request‘ ->click Submit a certificate
request by using a base-64-encoded CMC or PKCS#10 file, or submit a
renewal request by using a base-64-encoded CMC or PKCS#7 file

/™ Microsoft Active Directory Certificate Services - Windows Internet Explorer

@_A, - [e mshoome. com ' erty yog 3 Miier I X [ o o-
o Fovorkes | o3 @8 Suggested Shes > B Web Sice Gallery »
€5 Microsoft Active Directory Certficate Services l l "3 ~E] - ° mmw - Paoge~ Safety~ Tools~ W~

Microsoft Actve Directory Centific

Advanced Certificate Request

The policy of the CA determines the types of cerntificates you can request. Click one of the following options to
Create and submit a requestto this CA

\ubmu a centificate request by using a bas- 64-encoded CMC or PKCS #10 file, or submit 3 renewsal
»-64-enc CS

Tai trang Submit a Certificate Request or Renewal Request ->click
Saved Request ->nhan Ctrl + V dé dan doan doan ma vira copy truéc do vao.
Tal Certlflcate Template >chon Web Server ->click Submit ->click Yes

S Favorites | iz 4 Suagested Sites ~ @ | Web Slice Gallery ~

&5 Microsoft Active Directory Certificate Services | | 7% - E) - | ° f=n - Page~ Safety - Toolks - Wk~

=

Saved

rOK1ELT4Pc1IQLwSYXNZaazzRURLBNGOU7USUcRUS =
Base-64-enco ded |ZFLs+Xbhkef+PcHZISL/vdhamgdUhlioOL+WQsprV
certificate request | 60472 Z2DOdgcuc2 QeS8 zx+VaORRE=
(CMC or
PKCS #10or  |————— END NEW CERTIFICATE REQUEST—————
PIKCS #7) vI

1 ] >

Certificate Template:
Web Server 'I

Additional Attributes:

Attributes |

l

Submit > I

Tai trang Certificate Issued ->click Download certificate chain
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ﬁMluosull Active Directory Certificate Services - Windows Internet Explorer

@4\, "E hetp: /e 2008 . mshome.com/certsrvicertfr = l] 4l X I Bing P~
. Favorites ‘ s @ suggested Sites ~ B Web Slice Gallery ~

& Microsoft Active Directory Certificate Services I | )?I\ ~E] - = M= ~ Page~ Safety~ Tools ~ ‘é'-
&/ Internet Explorer has blocked this site from using an ActiveX control in an unsafe manner. As a result, this page might not display correctly. x

mshome-DC2008-CA

Microsoft Active Directory Certificate Services --

Certificate Issued

The certificate you requested was issued to you

@ DER encoded or ¢ Base 64 encoded

@ Download certificate
Download certificate chain

Trong hop thoai File Download ->click Save ->trong hop thoai Save As -
>chi tdi thu muc C:\Cert ->click Save
Tai hop thoai Download Complete ->click Open
Tai hop thoai Certificate chon tab Details ->click Subject Alternative
Name ->kiém tra thdng tin tai field ndy chtra nhiéu Subject Alternative Names
->Click OK

Certificate [ <]

General Detais | Certification Path |

Show: [<all> =1
Field [ valoe S
[ |vaid to Monday, August 20, 2012 3:2...
| |subject mail.mshome.com, Messaging, ...
[ _IPublic key
=]

ject Key Identifier

55 |authority Key Identifier
£ | crL Distribution Points
L5 | authority Information Access

RSA (2048 Bits)

78 3d cc 03 ae 5d dS ac 35 23 ...
DNS Namesex2010.mshome. ¢
KeyID=40 30 al 4d 8a €5 ec C...

[1]CRL Distribution Point: Distr...
[1]authority Info Access: Acc... ~|

NS Name=ex2010.mshome.com
DNS 2010-2.msh
NS Name=webmail.mshome.com
NS Name=mail. nshome.com
NS Name=autodiscover.mshome.com

£dit Properties I Copy toFile... |
Learn more about cestificate details

Import va assign certificate vao 11S Exchange Service

Tai Exchange Management Console ->chon Server Configuration ->Chon
server EX2010-2 ->nhin xuéng dudi va click phai 1en MSHOME Mail
Certificate ->chon Complete Pending Request

B8 exchange Mana [=

File Action " .
= =| 7= =

L2 Microsoft Exchange £ Sserver Configuration -5 - o | Actions

= 55 Microsoft Exchange On-Premises (e | - ~
¥ Create Filter

= l.f. Organization Configuration

B o = Modify Confi...
-‘3: Client Access Name = [ Role | version <
53 Hub Transport e EX2010 Hub Transport, Client Acc... Yersion 14.0 (Build 639 | [= Export List...
i Unified Messaging Boexz010-2 Client Access, Mailbox Version 14.0 (Build 639 e >

= 3 Server Configuration

< Refresh
S Maibox [ 2

= Client Access Help
Zo Hub Transport X | | ] 7]
TSR s s =080 2 2 obect: |
= R, Recipient Configuration
“ &3 Maibox Exchange Certificates | Ex2010-2
2 Distribution Group Name -~ | Sef signed [ status Fe Manage M

=l Mail Contact s Microsoft Exchange True

The certificate is valic
MSHOME Mail Certficate = art

&35 Disconnected Maibox tificate & valk
=3 Move Request

@& Toolbox

8] Enter Prod...

= MNew Exch...
&% Import Exc...
Properties
MSHOME Mail Cer...
fon' Complete ...
> Remove =i

S IET ] S|
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Tai trang Complete Pending Request ->click Browse

C
)
~ .
This wizard will help you to import & issued from the uthority to your
~ Completion Exchange server. Bel fc'ekheinputn(: the certifical \ewﬂlhemapped: thecerthcale
request that alieady exsts on erver

Select a certificate to map to this certificate request
I _Browse.. |

Example: C:\cestificates\import cer

o [Seseeen] | Ece==0]
Di chuyén t6i thu muc C:\Cert va chon file certnew da download trong
phan truéc va click Open

\ = I\ = ) ~ Computer ~ Local Disk (C:) ~ Cert - 23 l Search Cert ==
Organize ~ New Folder = - [ &
r Favorites i Name - I Date modified I Type
Bl Deskiop

» Downdoads
- . Recent Places

—a Libraries
= Documents
. Music
&= Pictures
B videos

& Computer
£., Local Disk (C:)
¢ CD Drive (D:) GRM:

=i | i

L.I [DER encoded binary )(.SDQ(".cerL]

I Open I Cancel I
Z

Click Complete va click Finish dé hoan tat qué trinh import certificate
Vao server exchange

€ Network

File name: lcertnew

Complete Pending Request

=
E3 introduction Introduction
Ihis wizard will help you to import & cestificate issued from the cenification authority to your
Sl Completion Exchano= B e T Emeacont faca et M v e S st e ey S e
request tha ead on the server

Select = certificate to

o this cenficate sequest
S Cemrcartnevs cer | Browse I

Example C:\cestificates\import cer

Cancel 1

Help | £t 1 Complete |

Cing tai man hinh dang lam viéc click phai 1én MSHOME Mail
Certificate chon Assign Services to Certificate
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! Exchange Management Console

File Action View Help
== 2w Hm
L) Microsoft Exchange £ server Configuration ~ .- |Actions
=] 13 Microsoft Exchange On-Premises (e -
[= lsf. Organization Configuration ¥ Create Filter
5h Maibox O Modify Confi...
" Y Name =~ | Role | version
& Client Access A (= ;
* Hub Transport SOEX2010 Hub Transport, Client Acc... WYersion 14.0 (Build 632 | = ExportList...
3 Unified Messaging BgExz010-2 Client Access, Mailbox Version 14,0 (Build 639 Vien >
= 3 Server Configuration
s Maibox |G Refresh
2 Client Access Help
% Hub Transport < | LI
g Drivereor |5 exaioes ey
= Recipient Configuration
o
23 Maibox Exchange Certficates | EX2010-2
#2_ Distribution Group Name ~ | self Signed [ Status fud Manage M...
~=! Mail Contact ‘% Microsoft Exchange True The certificate is valic 2 Manage Cli...
afg; Disconnected Maibox MSHOME Mail Certifice =
=9 Move Request im Manage Di...
@8 Toolbox s Se E S ErtseEvad
Renew Exchange Certificate. ., & Enter Prod...
& New Exch...
Remove H
% Import Exc... —
Open -
Properties
Help
MSHOME Mail Cer...
::? Export Exc...
l‘—l LI 2l | —’I ‘s Assign Ser... ;l
J I [

Tai trang Select Servers kiém tra server EX2010-2 da

Next

s ‘7’84 Assign Services to Certificate
B S

3 Select Servesrs Select Servers

hién thi tai do ->click

. ) | This wizard will help you to assign to the certifi on which
[ Select Services | akeady have the selected certificate.
2 -Assign Services Select servers that akeady have the certificate.
| Completion ¢ Add...
Name - [ Roe I
Ex2010-2 Client Access, Maibox
Help | csack |[[ Nemts> Cancel |

Tai trang Select Services chon service Internet Information Services ->click

Next
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‘Q Assign Services to Certificate
A

-

I Select Servers Select Services
Bl S oloct Sorcens Assign the appropriate services to the te for your Exchange Server.
1 Assign Services I Intermet Message Access Protocol
I Completion I Post Office Protocol
I Simple Mai Transfer Protocol
I~ Intemet Information Services
I Urafied Messagina

<Back | [ mNext> ] Cancel |

Help |
Click Assign va click Finish dé hoan tat qua trinh import certificate vao 11S tai

server EX2010-2

,g Assign Services to Certificate
=
Pl Select Servers Assign Services
o The wizard will use the configuration below. Click Assign to continue.
I Select Services
3 Assign Services Configuration Summary:
5 Completion 5 Exzo10-2 =~ |
Services: TS’
Thumbpnnt: '‘B1DT10E1SBFOFO3ECDE28SF30F 1 10SFODEBEECBAT”
T o copy the contents of this page. press CTRL+C.
< Back l Assign l Cancel I

Help I
4. Céau hinh Outlook Anywhere
C4u hinh DNS record mail.mshome.com cho server EX2010-2
Tai server DC2008 ->click Start ->click Administrative Tools ->click DNS

| Terminal Services
o - o g |55 Active Directory Domains and Trusts

" e |i= Active Directory Stes and Services
G ‘ | ] Active Directory Users and Computers.

Command Prompt o
| = aostedre

Administrator 1=
G srvoimor Explover | S certfication Authority
| . Component Services
= Documents |
|2 o

E5P windoves Uipdote: -
— o Data Sources (ODSC)

- e

Network

H Internet Information Services (I1S)
Ry

Group Policy Management
| &5 Internet Information Services (IIS) Manager
[« iSCST Initiator
il . Locaisecuniy Poscy
P | | Memory Diagnostics Tool

€51 Onine Responder Management
j@ Relability and Performance Monitor

| 5. Security Configuration Wizard

Windows Security | Su Server Manager
| Services
|z Share and Storage Management
§_:. Storage Explorer
|3 System Configuration
| Task Scheduler

> All Programs.
[Stort searcr o) [o) a S =
e Frewall with Security

138 windows Server Backup

Control Panel

s a27em

ot | &

Trong cira s6 DNS Manager mé rong Forward Lookup Zones ->mé
rong zone mshome.com ->click phai chon New Host (A or AAAA)
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& DNS Manager = ES

File  Action View Help
e | 0oz Bl 3 61
= ons Name | Data [
=l @ Dcz2008 1 _msdcs
& (] Global Logs B ctes
= Forward Lookup Zones Lt
# = _msdecs.mshome.com ok
= Gl IO DomainDnsZorl  New Allas (CNAME)
8 G _msdcs | ForestDnsZons  Mews Mail Exchanger (MX)...
= ':':e; [ |(same as pare|  New Domain... v (s08) [3S], dc2008.mshome.com., ... 8/18/2010 1:00:00 PI
P —ud"p £ |(same aspare|  New Delegation... ] dc2008.mshome. com. 8/18/2010 1:00:00 P
& DomainDnsZones [ |(same as pare|  Other New Records... 192.168.1.112 8/18/2010 2:00:00 PI
& | ForestDnsz Elcuo Y 192.168.1.110 8/19/2010 12:00:00 1
= Reverse Lookup Zones { |dczoos 192.168.1.112 8/21/2010 2:00:00 Pl
= Conditional Forwarders £ ]exzo10 Refresh 192.168.1.113 8/18/2010 2:00:00 P
{ |exzo10-2 Export List.... 192,168.1.114 8/19/2010 12:00:00 |
View >
Arrange Icons >
Line up Tcons
Properties
Help
<1 1 3]
Create a new host resource record. I

Trong hop thoai New Host khai bao cac thong tin sau:

Name: malil

IP address: 192.168.1.114

Sau d¢ click Add Host

Click OK dé dong cira s6 théng béo ->click Done ->close DNS Manager

b.Céu hinh Outlook Anywhere trén server EX2010-2

Tai server EX2010-2 click Start ->Administrative Tools ->chon Server

Manager

Recycle Bin Remote Deskiop Services
(8, Active Directory Administrative Center

52 Active Directory Domains and Trusts.

/3. Exchange Management Console R

= £5 Active D y For Windows:
/e et vt ‘75: [ !-._; Active Directory Sites and Services
] Active Directory Users and Computers
< o Administrator = sostear
. Component Services
] Notepad o | A Computer Management

- = Data Sources (ODBC)

4] Event Viewer
Network. €3 Internet Information Services (IIS) 6.0 Manager
W5 Internet Information Services (I15) Manager
& iSCSI Initiator

“w Services

Control Panel

Devices and Printers

[Get an overvi the status of this server, perform top.
‘a2| Share and Storagelmanagement and add or remove server roles and
Run... < Storage Explorer [features.

———— 3 System Configuration
» All Programs Windows: Security (1) Task Scheduler

[ Search programs and files 22 _togoff |» M Wiwics Esialveh B oo Sk
(3] Windows Memory Diagnostic
= > v &% windows PowerShell Modules 4:35 PM
I‘:‘S“'t .é.& = = Ay W Windows Server Backup "5 gpz1r2010 =

Click Features ->trong Features Summary kiém tra RPC Over HTTP Proxy
da duoc cai dat.

E_ Server Manager =] E3
File Action View Help

| 2|

e e
# & Roles R R RRRBRRRRRRRBRRRRRRRRRRRR

o =

# @m Diagnostics View the status of features installed on this server and add or remove features,

& 57} Configuration 2

%) 2 Storage =

~ Features Summary Features Summary Help =
~ Features: 4 of 42 installed & Add Features

&8 Remove Features
RPC over HTTP Proxy

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD DS Tools
AD DS Snap-Ins and Command-Line Tools
Active Directory Administrative Center
Server for NIS Tools —
AD LDS Snap-Ins and Command-Line Tools
Active Directory module for Windows PowerShell
Web Server (IIS) Tools
‘Windows Process Activation Service
Process Model
NET Frndrnnment =
£4 Last Refresh: Today at 4:36 PM  Configure refresh

Tai server EX2010-2 m¢ Exchange Management Console ->Server

Configuration ->Client Access ->click phai 1én server EX2010-2 ->chon
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Enable Outlook Anywhere

B8 Exxchange Management Console
File Action View Heip

=] E3|

| > [m| Hirn

2] Microsoft Exchange
=1 [25 Microsoft Exchange On-Premises (e
= 2. Organization Configuration
i Mailbox

= & Server Configuration
=3 Maibox

# Creste Filter

Properties

E. Client Access =i | Actions

a # Configure Exter...
-2, Client Access Name = [ Role [ version
%4 Hub Transport E0EX2010 Hub Transport, Client Acc... Version 14.0 (Build 639 | i5 Export List...
== Unified Messaging Manaos Mailbox Role Views >

: . = G Refresh
= Manage Disgnostic Logging Properties. .. 1€ o

Sa Client Access EH rHep

== Hub Transport i | e R |

S Unified Messaging s EX2010-2 EnSlci OCHGa AN o 1 object
= 2, Recipient Configuration —_ = = ] -

&3 Maibox Exchange ActiveS P3 and IMaps | | EX2010-2

#2, Distribution Group Outlook\  Help et || &5 manage Mam...
<) Mai Contact Name -~ | web site [ version fm Manage Diagn...
i Otscornviscted Malliox [ owa (DeFault Web Site)

R et & Default Web Site Exchange 2010
= Move Reques

[Z5] Enter Produst...
@@ Toolbox

& Enable Outloo. ..

Properties

owa (Default Web Si...

Properties
H vep

< I S LS | 1l

Trong cira s6 Enable Outlook Anywhere ->nhap mail.mshome.com vao
0 External host name ->chon NTLM authentication ->click Enable

1
Lo
Enable Outlook

B srpmhere
S Completion

Outlook Any e

Enable Outlook Anywhere

Using the Outlook Anpwhere feature to enable your users to connect to their Exchange
mailboxes eliminates the need for remote office users to use a vitual private network (VPN
to connect to their Exchange servers.

Extemal host name:

[mai mshome. com

Client authentication method:
€ Basic authentication
& NTLM authentication

I Allow secure channel [SSL) offloading

Heip R | = | Concet |

Trong trang Completion ->click Finish
Pong tat ca cac cira so lai va restart server EX2010-2
5. Cau hinh Outlook profile @é dung Outlook Anywhere

Tai mady CLI01 dang nhap voi user Tech02 ->click Start ->Control
Panel ->

click phai Mail chon Open

B Control Panel

Ele Edit Yiew Favorkes Tools Help
D D - ¥ | ) search Folders | [T]~
Address (3 control Panel

Name - 1 ment: 1

. Accessibaty Opti.
== Add Hardware
[ Switch to Category View L5 Add or Remove

“Up Administrative To
@ Automatic Update:
=P Date and Time

See Also =

W Windows Update
&) Help and Support

0 Portable Media O...
“Eapower Options
“Printers and Faxes
& Regional and Lan...
S Scannors and Ca...
A Scheduled Tazks
B, Sounds and Aud..
@ Speech

T Stored User Nom...
48 5ystem

|2 control Panet

See information abo ~|

| @ |2 [

Trong ctra s6 Mail Setup ->chon Email Accounts

@ seart| | (3 @ |
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Mail Setup - Outlook B3

E-mail Accounts
4 Setup e-mail accounts and directories.

By
Data Files

&,j ;mﬁtﬁgssg;?m o?:ﬂl;ok uses to Data Fies. .. |
Profiles

Setup multiple profiles of e-maill accounts and Show I
data files. Typically, you only nesd cne. Exciies

Close

Trong cta s6 Email Accounts ->click chon tech02@mshome.com ->click
Change

Change E-mail Account | <}
T ]|
General | Advanced | Security Connection IRernote ™ail |
Ty Connection — — — — bur system
=5 Use these settings when connectlr-u to Microsaft
Exchange when working offline

(¢ Connect using my Local Area Network (LAN)
" Connect using my phone line
" Connect using Internet Explorer's or a 3rd party dialer

Modem Cleck Nar |

se the following Dist-Up Networking connection

| F7 |
Propertiss,, I Add,, I
Outlook Anywhere
IV Connect to Microsoft Exchanae usina HI TP

Exchange Proxy Settings... I More Settings ... I
OK I Cancel I Apply I Eac I N I Cancel I

Account Settings ><] '

E-mail Accounts
You can add or remove an account. You can select an account and change its settings.

E-mad I Data Files | RSS Feeds | SharePoint Lists | Internet Calendars I Published Calendars | Address Books |

i3 New... 3% Repair... 5 Change... @& Sct o= Defaull 7< Remove - =

N e

Selected e-mail account defivers new e-mail messages to the Followsing locaton:

Mailbox - techO2\Inbox
in data file C:\Documents and SettingsitechO2y. . . \Outicokioutiook.ost

Close I

Trong trang Microsoft Exchange Settings ->chon More Settings

Trong hop thoai Microsoft Exchange ->chon Connection tab ->chon
Connect to Microsoft Exchange using HTTP ->click Exchange Proxy
Settings

Trong Microsoft Exchange Proxy Settings khai bao cac théng sé sau:

Use this URL.: https://mail.mshome.com Connection using SSL only: enable
On fast networks: enable

On slow networks: enable

Proxy authentication settings: NTLM Authentication
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mailto:tech02@mshome.com
https://mail.mshome.com/

Click OK 2 lan dé dong cira s Microsoft Exchange lai

ft Exchange Proxy Settings

Microsoft Office Outiook can communicate with Microsoft Exchange over the Internet by
nesting Remote Procedure Calls (RPC) within HTTP packets. Select the protocol and the
identity verification method that you want to use. IF you don't know which options to
select, contact your Exchange Administrator.

Connection settings
Use this URL to connect to my proxy server For Exchange:
https:ff | mai.mshome.com

¥ Connect using S5L only
I~ Only connect to proxy servers that have this principal name in their certificate:

¥ 1On Fast networks, connect using HTTP First, then connect using TCPJ1P!
¥ ©On slow networks, connect using HTTP first, then connect using TCP/IP

Proxy authentication settings
Use this authentication when connecting to my proxy server for Exchange:
[NTLM Authentication ~1

[ox ] conca |
Trong cira s6 Microsoft Exchange Settings ->click Next
Trong trang Change E-mail Account ->click Finish

Trong trang E-mail Accounts ->click Close 2 1an dé dong cac ctra s6 hién tai

lai
Kiém tra két ni sau khi cdu hinh

Kiém tra server EX2010-2 d4 boot vao tGi man hinh Welcome sau do6
dang nhap vao EX2010-2 véi username Administrator va mat khau
P@sswOrd Tai may CLI01 m& Office Outlook 2007 ->néu hop thoai Outlook

xuat hién -> click No

Kiém tra dudi goc phai ma hinh da hién thi dong chit Connect to

Microsoft Exchange

- o

sy 4 omw(]  16g0Q-0]

va click phai chon Connection Status

Eile Edit View Go Tools Actions Help

AdNew v 3 3 X | CuBeply (@iReplytoAll (3 Forward S W | fSend/Regeive v (5 1 1 ad - @
Mail « | L3 Inbox « Accept | 2 Tentative | X De ||
Favorite Folders 2 Wfsearch Inbo Ladnd | - |
3 Inbox Hop toan congty =~
- Arranged By: Date Newest on top . e
~ Unread Mail S e st Administrator o
|l o
af) SENtRem3 =) Thursday This appointment occurs in the ‘ w
2 past. o
i Administrator Thu 6:30 PM | B
- Hop toan cong ty * Required:  HCM & |
= When: Thursday, August 19, =
S @ Mailbox - techoz 2] 2010 6:30 PM7:00 = || 23
&) Deleted Rems Location:  phonghop =
7] Drafts 3
) Inbox Desaiption: 2
@ Junk E-Mail 1?7
{4 Outbox Moi nguoi nho tham gia
£ RSS Feed davdu
4 Sent Item. Y A\ 4
2 Search Fold g g
— Z =
| Mail v Show Microsoft Exchange Messages =
- v Show Network Warnings =
] calendar v Show Network Connectivity Changes
8 | contaas v Show New Mail Desktop Alert
- tatus. .
/] Tasks utoConfiguration. ..
Ja @~ Hide When Minimized -~
Open Outlook
1ltem This folder is uf hange ~
Cancel Server Request -
@istart| | (3 @ (~ | I~ Inbox - Microsoft Outiook | k)

Kiém tra trang thai két ndi tai cot Conn 1a HTTPS ->click Close

Sau d6 nhan va giir phirﬁ Ctrl 1én icon Office Outlook duéi thanh taskbar
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-4 Microsoft Exchange Connection Status [ <]

| General | Local Mailbox |

[~ Activity
Server name [ Tvpe [ Interface | onn | status | ReqiFail | Avgresp |
EX2010.mshome.com Directory Local Area... HTTPS Established 3/0 62
EX2010.mshome.com Directory Local Area... HTTPS Established 1jo 23S
EX2010.mshome.com Directory Local Area... HTTPS Established sj0 39
EX2010.mshome.com Mad Local Area... HTTPS Established 22j0 29
EX2010.mshome.com Mad Local Area... HTTPS Established 190 18
< ] >

Reconnect I Click to to Exchange.

Close |
Sau d6 nhan va giir phim Ctrl Ién icon Office Outlook dudi thanh taskbar
va click phai chon Test Email AutoConfiguration.

Elle Edit View Go Tools Actions Help T 1 n for help =
SANew ~ sy 3 X | Reply @ ReplytoAll 3 Forward S5 W | —FSend/Regeive ~ (55 | [l Search address books hAli
Mail « | L3 Inbox || ~ Accept | 2 Tentative | X De || «
Favorite Folders 2 |lsearch Int e A
I3 . op toan cong t =
L= Inbox || Arranged By: Date Newest on top |2 P, . a9ty o
i Unread Mail Administrator o
(3 sentmt 1] e
| =3 Sentitems 1= mursaay This appointment occurs in the -
Mail Folders 2 I x past. =
| 4 Administrator Thu 6:30 PM =
£2] Al Mail Rems ¥ Hop toan cong ty - Required: '::—"‘ o A Rp—
= o P When: ursday, August 19, =
=1 €3 Mailbox - tech02 2010 53’6 PM-g7:l)0 ~1 ™|
&) Deleted Rems Location: phonghop =
7| Drafts =
L3 Inbox Description: £
@ Junk E-Mail = £
i=H Outbox Moi nguoi nho tham gia 1
£ RSS Feeds dav-do
(3 Sent Items ¥ <
= O Search Folders | 3
= 2
=
| Mail v Show Microsoft Exchange Messages | z
= v Show Network Warnings ol 3
i Catendar v Show Network Connectivity Changes
8 | contacts v Show New Mai Desktop Alert
= Connection Status
7] Tasks
nl T2 8) - -
Open Outlook
|1Ttem This folder is up ange ~
|
Cancel Server Request ~—
|@#istart| | (3 & (~ | (= Inbox- Microsoft Outlook | = k5]

Trong cira s6 Test Email AutoConfiguration nhap mat khau caa user Tech02
->click Test

Test E-mail AutoConfiguration [ = 1 <]
E-madl Address | techO2@mshome.com
Password | eccnaal

I¥ Use AutoDiscover [~ Use Gu ~ ure G Au ation | Test ] sriced |

f
Results |iog | =M |

Xem thong tin két qua tai man hinh Results bén dudi
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Test E-mail AutoConfiguration

[z 1]

E-maid Address | tech02@mshome.com

Password | eccces

¥ use AutoDiscover [ Use Guessmart [V Secure Guessmart Authentication

Test | cancel |

Results 'Log | x|

Autoconfiguration has started, this may take up to @ minute
Autoconfigur ation Found the Following settings:

Display Name: tech02

Protocol: Exchange RPC

Server: EX2010.mshome.com

Login Name: techO2

Availability Service URL: https:ffex2010.mshome.com/EWSJExchange.asmx

OOF URL: https:ffex2010.mshome.com/EWSJExchange.asmx

OASB URL: http:ffex2010.mshome. comfOABfS06dS38d-75f1-4ae3-8893-ad70af98c403/
Unified Message Service URL: hitps:/fex2010.mshome. com/EWS/UMZ007Legacy . asm
Auth Package: Unspecified

Protocol: Exchange HTTP
Server: mail.mshome.com
Logn Name: techO2

|

Click tab Log dé xem qua trinh user hoan thanh qua trinh Autodiscover

nhu thé nao.

Nhu vay la qua trinh cau hinh Client Access Server va Outlook
Anywhere di thanh céng. Trong phan tiép theo chiing ta s& tién hanh cau hinh
Outlook Web App va ciu hinh Exchange ActiveSync

6. Cau hinh Outlook Web App
« Cau hinh 11S d@é dung CA certificate ndi bo
Tai server EX2010-2 click Start
Information Service (11S) Manager.

Remote Deskiop Services

Recycle Bin

e " o~ Active Directory Domains and Trusts
/4 Exchange Management Console

(e Internet Explorer
Command Prompt
4 ~:‘ Notepad S

“ev:  Services

Active Directory Sites and Services

ADSI Edit
Component Services
Computer Management
Data Sources (ODBC)
Event Viewer

Elonble NUEDHE

ISCSI Initiator
Local Security Polcy
Performance Monior

Security Configuration Wizard
Server Manager

Services

Share and Storage Management
Storage Explorer

System Configuration

Task Scheduler

DEHE e ew s

o

Windoves Security

= Log off | » I

> All Programs

1
| search programs and files
|

=2 a8 =

Memory Disgnostic
Windows Power Shell Modules
windows Server Backup

AL

‘Ir_‘st't

->Administrative Tools

Active Directory Administrative Center
Active Directory Module for Windows PowerShell

Active Directory Users and Computers

Internet Information Services (115) 6.0 Manager

Internet Information Services (I15) Ma

Windows Firewall with Advanced Security

: 5:02 PM
= gr2172010 B

->Internet

Sau d6 mo rong EX2010-2 ->mao rong Sites ->Default Web Site ->click

chon OWA ->nhép dbi chuot 1én SSL Setting

™ Internet Information Services (1IS) Manager =151 ><]

P » EX2010-2 » Sites » Default WebSite » owa »

%@‘3‘4

= @ -

File Wiew Help

i."’-' 12 8 9 fowa Home

&3 Start Page

= 93 EX2010-2 (MSHOME' Eikers = AT L | =
L2 Application Pools |
= = Sites us
= &3 Defauk Web Ske f‘ =
# | aspnet_client 5;"? = - 1=
[P Awtodiscover ‘,) 4 = . o >
2P ecp Authentication Compression Defan Directory
- i) Document Browsing

& B = I

Error Pages Failed Request Handler HTTP Redirect

£ Explore
Edit Permissions. ...
=] Basic Settings...
View Virtual Directories

Manage Application -~
Browse Application

<1 Browse *:80 (http)

@] Browse :443 (https)
Advanced Settings...

fes Tracng Rules  Mappings @ Hep
& — i r Onine Help
e & i ok
e 5=
< m| = N
=2 HTTP Logging MIME Types Modules
# 2% RpcWwithCert Respo...
2 o=
| ==
Output Request SSL Settings
Caching Fltering
[Specky requrements For S5t and client certificates. |
BT | »| [ElFeatures view | content view

Ready

<3
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Kiém tra Require SSL da duoc chon

| & P » ExX2010-2 » Sites » Default WebSite » owa » 433 e -
File  View Help

Comnectiors. | £ SsL settin

- 12 |8 =] gs

‘é_—‘j Start Page M 3¢ Cance j

= 93 ExX2010-2 (MSHOME\administrat This page lets you modify the SSL settings for the content of a Web site
L & 7 or application. @ Hep
«. Application Pools
= @ Sites I Requre ssL Onine Help ‘

= &3 Defauk Web Ske
* _ aspnet_client
=P
[
+ ‘3
&

Autodiscover

Chent certificates: |

& Ignore
C Accept
T Requre

[E=
2% Microsoft-Server-Act
OAB
owa
Powershell

Public ‘
Rpc
RpcwithCert

B
v
|

5
WL

l«1 { > | - Features View I - Content \iew |

| Configuration: Tocalhost' applicationHost.config , <location path="Default Web Site/owa">

Bén dudi Sites ->click phai Default Web Site ->chon Bindings

[
il

™ Internet Information Services (I1S) Manager NI= B3
I e) [ = 002 v stes » @ - e -
File View Help
; ~ & sites
_e' '_-.' i |2 l&. ?
435 Start Page = -
(= €3 EX2010-2 (MSHOME\administratd | _Fiter: v - Ghshow al | &
L Application Pools Name = @ AddWeb Ske,..
= & Sites DDefault Web Site WY,
- Bt Web Site Defaults...
(=& Defauk Web Ske @  Addweb Sie...
G aspnet_clent Set Web Ste Defaults... [ e
P Auwodiscover vdings...
® D e [ Bindings. .. Josc Settings...
3P EWS [ ] Basic Settings...
[# »  Exchange = plore
= # Exchweb 4o Explore dit Permissions. ..
[+ ¥ Microsoft-Server-Ac R
G50 OAB SrMISSIONS., . . pmove
# (P owa XK Remove ename
l(: 3 :;"I_ers"‘e' Rename ew Applications
-1 lic
-9 Rpc View Applications ew Virtual Directories
(5P RpcwithCert View Virtual Directories ge Web Site o=
Manage Web Site » [estact
®@ Heo o
< I s ire owse Web Site
L | 2 o] ot von % o0

Trong hop thoai Site Bindings click chon https ->click Edit

Site Bindings

| Type | Host Name | Port | 1P Address | Binding Add... |
http 80 b

net.tcp s08:*
net,pipe o

net.m... locathos —&]
msmag... localho: Browse
https 443

< | ia|

Close '

Trang Edit Site Binding s& xuat hién ->trong hop thoai SSL certificate ->
chon MSHOME Mail Certificate ->click OK ->click close ->sau d6 dong I1S
lai.
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Edit Site Binding [ X |

Type: 1P address: Port:
Ix less ;] [AI! Unassigned _'_] |443
Host name

l

SSL certificate:

[MSHOME Mail Certficate =] view.. l
oK ” Cancel I

Ciéu hinh Outlook Web App cho tét ca user

Tai server EX2010-2 m¢ Exchange Management Console ->Server
Configuration ->Client Access ->click chon EX2010-2 ->nhin xubng bén
dudi ta sé thay OWA (Default Web Site) ->click phai 1én OWA (Default Web
Site) chon Properties.

Tai owa (Default Web Site) Properties ->chon tab Authentication kiém tra
Use forms-based authentication da dugc chon

Dudi Logon format chon User name only ->click Browse chon

mshome.com va click OK

owa (Default Web Site) Properties

Public Computer File Access I Private Computer File Access I Remote File Servers l
General Authentication I Segmentation

" Use one or more standard authentication methods:
T Integ
I Diges
IF Basic

'  Use forms-based authenbcation:
Logon format:
€ Doman‘user name
User principal name [UPN)
' User name only
Logon domair

Imxho'ne.com Browse. I

(i ) To configure SSL settings for this Outiook Web App wirtual directory, use the
Intemst Information Services [IIS) snap-in.

ok 1 comcet | coow | hew |
Click tab Segmentation ->click Tasks ->chon Disable ->click Rules ->chon

owa (Default Web Site) Properties [ <]
Public Computer File Access I Private Computer File Access | Remote Fie Servers |
General | Authentication Segmentation

Select the features that you want to enable or disable for Outiook Web App users
on this virtual directory.

9 Enable

Feature l Status I :J
RAeminders and Notificats .. Enabled
Notes Enabled
Premium Client Enabled
Seach Folders Enabled
E-Mail Signature Enabled
Spefing Checker Enabled
Tasks Disabled
Theme Selection Enabled
Unified Messaging Integr... Enabled
P A= P =1

D

If T asks is set to Enabled. users can use T asks in Outiook Web App.

= OK Cancet | | Help |
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Disable ->click OK 2 lan.

Public Computer File Access | Private Computer File Access | Remote Fie Servers |
General | Sushentication Segmentation

Select the features that pou want to enable or disable for Outliook Web App users
on thes vatual directory.

s2 Enable
Feature W{ Status [ AI
Search Folders =1 Enabled
E-Mail Sanature Enabled
Speling Checkes Enabled
Tasks Disabled
Theme Selection Enabled
Unifed Messaging Integrs Enabled
Change Password Enabled
Rules Disabled
Pubsic Foldess Enabled |
C IRAIRAE Erahlad e
Description

If Budes is set to Enabled. a user can customize the ndes m Outlook Web App

3 [ OK ] cance | Apps | Help |

M¢& Exchange Management Shell va g 1an luot cac cau Iénh bén dudi:
set-owavirtualdirectory ,,owa (Default Web Site)* —ForceSaveFileTypes .doc

8 Machine: EX2010-2.mshome.com
[PS] C:\Dset-owavirtualdirectory ‘owa (Default Web Site)’

oC
(PS]1 C:\d>

set-owavirtualdirectory ,,owa (Default Web Site)* —GzipLevel Off

(S] (‘.:\)r.nt—nu.wjn-tua]dirnct-m‘y 'Qua (Default Web Sited’ -GzipLevel Off
Set-OwaVirtualDirectory -identity “Owa (Default Web Site)” -
FilterWebBeaconsAndHtmIForms ForceFilter

[PS] C:\>Set-OwalirtualDirectory —identity "Owa (Default Web Sited" —-FilterWehBe
aconsAndHtmlForms ForceFilter

[PS1 C:\>_

Tiép tuc g l1SReset /noforce, néu ban nhan duoc thong bao 11S khong thé
start thi dung truc tiép 11S Manager dé start lai service World Wide Web
Publishing Service

g Internet Information Services (IIS) Manager
(; - €3 » Ex2010-2 » 2 & ~

File Wiew Help

Manage Server

< - | & U—J' EX2010-2 Home
©= Start Page

R 00 102 (MSHOME\ adrinistratd Filter: Y - \snsShow Al | = ®  Start
ASP.NET - =Sy
4 & | - View Apgimanm Pools
= ada
View Sit:
-NE NET .NET Errol NET ot o
Authorizati... Compilation Pages Globalization & Hep
y . - Onine Help
,‘ r = ab f‘
MET Trust Applicstion  Connection  Machine Key
Levels Settings Strings
= oR £ L
&= V> y ==
Pages and Providers  Session State  SMTP E-mail
Controls

N |

Ready e |

Cdu hinh Outlook Web App mailbox policy cho cac user ngogi triv user
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guestion
Tai

Exchange

Management

Console

->click

Organization

Configuration -> Client Access ->click phai chon New Outlook Web App

Mallbox Pollcy

VFls Action  View  Help
‘QED Zm=l =

| Microsoft Exchange

= |asa] ngaﬂlzatron Configuration

i Mailbox

-2 Client Access

L s Hub Transport

“i= Unified Messagng

Server Configuration

SN Mailbox

= Client Access

T Hub Transport

S Unified Messaging

= 1_) Recipient Configuration
@8 Toolbox

O — |
|

= [ Microsoft Exchange On-Premises (¢

=g

§ Create Filter

B2} client Access 1 object

Outiook Web App Mailbox Policies | Exchange ActiveSync Mailbox Policies |

Name -~
- Default

<l

Calendar Ensbled
True

utiook Web App Maidbo:

Conktacts Enabled
Troe

Policy...

i3 |

—

7y MNew Outlook We...

New Exchange ...
Export List...

View >
Refresh

Help

Tai New Outlook Web App Mailbox Policy nhap MSHOME Policy ->chon

Change Password ->click Disable

- New Outlook Web App Mailbox Policy

-
(= | New Dutlook Web App

Maibox Pokcy
- Completion

_ new |

New Dutlook Web App Mailbox Policy
T his waizard will help you create a new Dutiook Web App madbox policy.

Outlook Web App mailbox pobcy name:

[MSHOME Polcy

Select the features that you want to enable or disable for the Duwtiock Web App mailbox

policy:
&2 Enable Disable
Feature [ Status I =1
Change Password Disabled
Rules Enabled
Public Folders Enabled
S/MIME Enabled
Recover Deleted Items Enabled
Instant Messaging Enabled

Description

iIf Change Passwo-d is set to Enabled. a user can change their password in the Outiook

‘Web App Option:

I 1

20|
- |
4

Canc

Click New ->click Finish dé hoan tat quéa trlnh tao pollcy cho Outlook

Web App service
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Pty New Outicok Web App Mailbox Policy

[ ||
— .
gy New Outiook Web App Completion
Mailbox Policy The wizard completed successfully. Click Finish to close thes vazard
% Completion Elapsed time: 00.00:02
Summary: 2 item{s). 2 succeeded, O failed.
= MSHOME Policy & Ccmplet: PN

Exchang=s Management Shell command completed:
New-OwabailboxPolicy -MName TMSHOME Pobcy'

Elapsed Time: 00:00:07
=’ MSHOME Policy € —crpleted A

Exchange Management Shell command completed:

Set-Owabd adboxPolicy -Identity MSHOME Pobcy' -ActveSynclintegrationE nabled
Strue -ABAddressListsEnabled $true -CalendarEnabled $true -ContactsEnabled $true
JounalEnabled $true JunkEmailEnabled $true -RemanderséndNotificationsEnabled
$true -NotesE nabled $tiue -PremiumChentE nabled $true -SearchFoldersEnabled
$true -SignaturesE nabled $true -SpeliCheckerEnabled $tiue -T asksEnabled $true
-ThemeS electionE nabled $true -UMIntegrationE nabled $tue
-ChangePasswordEnabled $false -RulesEnabled $true -PublicFoldersE nabled $tue
-SMmmeEnabled $true -RecoverD eleteditemsEnabled $true
AnstantMessagngEnabled $true -TextMessagngEnabled $trus

Elapsed Time: 00:00:00

To copy the contents of this page, press CTRL+C.

Help gk |[Fmisn | Cancel |

Sau khi hoan tat tro lai man hinh 1am viéc cua Exchange Management
Console ->click phai MSHOME Policy chon Properties

¥ Exchange Management Console

(File  Action View Help [
&= 2m HE , |

(& Microsoft Ezhmie K} client Access 2 objects RIS
= L3 Microsoft Exchange On-Premises (e b it
=l l«ia] Organization Configuration Qttioos fop X ' Exchange ActiveSync Mailbox Policies l
i Mailbox 1} Create Filter Ty Nesw Outlook We...
-2 Client Access # New Exchange ...
| Hub Transport Name ~ Calendar Enabled Contacts Enabled -~
_ =i Unified Messagng % Default True True 54 Export List...
= g Server Configuration $MSHOME Polic Wi >
s Mailbox e
S Client Access G Refresh
Hub Transport
Unified Messaging ﬂ Help
i 1o =i
&5 Toobox s o -
7< Remove
Properties
H reo
< | ] <1 | i3]

r : : [
Tai tab Public Computer File Acccess bé chon cac check box

Genesal | Segmentation l
Public Computer File &ccess | Private Computer File Access ]

Configure file access and viewing options if the user selects the public or shared
computer option when they sign o

Direct fie
I Enable direct file access

Custaomee direct lile acce

WebReady Document Viewing -~

I Emnable WebReady Document Viewing
I Foce WebPeady Document Viewing when a converter s available

Supported

S pecify supported document types
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Tai tab Private Computer File Access bo chon cac check box ->click OK

Genesal I Segmentation 1
Public Computer File Access Private Computer File Access

Configure file access and viewing ophons if the user selects the private computer
opbon when they sign n.

Direct fie
I Enable direct file access

tomaze direct lile acce —UstomEZe '
WwebReady Document Viewing

I Enable WebReady Document Viewing
I Foce WebReady Document Viewing when & converter is available

S pecify supporfed document type

= | oK ] Cancel | Aply | Heip |

Tai Exchange Management Console ->chon Recipient Configuration ->
chon Mailbox ->nhan gitr phim Ctrl va click phai 1én cac user Administrator,
Director, Sales01, Sales02, Tech01 va Tech01 ->chon Properties

B exchange Management Console
File  Action View Help
==| > Hlzm

= Microsoft Exchange P Mailbox - Entire Forest 9 objects I | Actions

= B e rosoft Exchange On-Premises (e
-i.] Organization Configuration § Creste Filter
i Mailbox
-2, Client Access
“» Hub Transport
15 Unified Messagng

2, Modify the Maxi...

<% Find...

o New Mailbox...

=1 § Server Configuration 2 E: i
e b Export List...
&8 Client Access WView >
= Hub Transport
S Unified Messaging G} Reftesh
= R, Recpient Configuration EH Hew
o Mailbox
lected

£2, Distribution Group

-] Mail Contact
Enable Archive

3 Disconnected Mailbox o
=8 Move Request &> Disable
=8 Tookbox
7< Remove
9 Send Mail
Properties
Help
« 3 ) B3| | L3}

Chon tab Mailbox Features ->chon Outlook Web App ->chon Properties

User Mailbox Properties

General | Userinformation | Address and Phone | Organization | Account |
Member OF I E -Mail Addresses Mailbox Settngs
Mail Flow Settings Maibox Features | Calendar Settings |

P d Properties... & Enable <> Disable

Feature [ Status |
571 Dutiook Web App <current status>
) Exchange ActiveSync <current status>
i) Unified Messaging <current status>
- MAP1 <current status>
JEPOP3 <current status>
£l 1MaP4 <current status>
=] Archive <current status>
Descnption
Outlook Web App bl to a Mi Exchange maidbox from a'‘Web
browser.

ok 1 concet | coon | nee |
Tai hop thoai Outlook Web App Properties ->click chon Outlook Web App
mailbox policy ->click Browse.
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Outlook Web App Properties E3

¥V Dutlook Web App mailbox policy
|

ok | Cancel |

Chon MSHOME Policy ->click OK 4 lan

&* Select Outlook Web App Mailbox Policy

File Views

Search: Find MNowe  —le=r

MName - |

=, Defauit
* P RASHOPRE Policy

oK | Cancel |
1 object(s) selected. 2 object(s) Found. _.:

« Kiém tra sau khi cdu hinh Outlook Web App
Tai may EX2010 ->m¢ Internet Explorer ->truy cap trang web
https://mail.mshome.com/owa

Pang nhap vai user Question va mat khau p@ssword ->click Sign in

7= Outlook Web App - Windows Internet Explorer

——— -
< < [i2 tttps i imail-mshome. comicmaiauthilogon. & Jacocurre =1| & |12 [><| | Bing = -
L& Favortes | <25 & Suagested Sites ~ | Web Shce Gallery ~

&= Outlook Web App I | = - B - * g ~ Page -~ Safety ~ Tools ~ &~

Kiém tra Tasks Folder khong hién thi trong webmail ctia user Question

Outlook Web App

Inbox (11 Options (59} @ -

4 3} Favories A New ~ )( * Move ~ Fiter ~ View ~ c \ V.U \ Collapse Al Newest on
4 Inbox < —= — —»
L& uUnread mai RES|Y N
=1 Sent Items Arrange by: Date ~ Newest on Top ~ 123

4 [ Question
L Inbox 3123 4 3 techO1
2| orafts tech01 Thu 4:28 PM
[ sent Items
o] Notes

To: Question

[ Mail
j Calendar
&-| contacts

3 Public Folders
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https://mail.mshome.com/owa

Trong Outlook Web App click Options ->kiém tra user Question khong
thé tao rule théng qua webmail

Miccsafr =
Outlook Web App Quessgc‘ng
My Mail @ -
Account Account Information - Question Heading out? =
e E-M. =
General &J Tell people you're on
Display name: Question vacation
E-mail address: Question@mshome.com
Contact Numbers
Work phone: Shortcuts to other things you can ...
Mobile phone: -
ol | Learn how to get Direct
i Z &3 push e-mail on your
=] Edit meobile phone

f‘,‘é Connect Outloock to this

account
?k Change your password

© 2003 Microsoft

Tai webmail click Sign out ->dang nhap vai user Tech01

7= Outlook Web App - Windows Internet Explorer

@7 = [ https /imail mshome.com/ suthflogon. ast acecurre ]| & 121 < ] = 5o P
Ji Favorkes |<ls 4B Suggested Stes ~ @ | Web Sice Gallery ~
S8 outloolachonn I | 3 ~E) - | ° = - Page -~ Safety ~ Tools ~ &~

Ta thay Tasks Folder van hién thi trong webmail cua user Tech01
Trong webmail click Options ->click Settings va kiém tra 1a user Tech01
khdng co lwa chon thay ddi mat khau

Outlook Web App teg;%
Ty Ma ® -

x ¥ m B H &

Organize E-Ma ol | Sl casndy | Gaeeeal  Pedidm

il Spefiing Calendar General Regional SMIME
Sroups
Settings E-Mail Signature Read Receipts —
Phone Choose how to respond to requests for read
& : Tahoma v 10 ¥ receipts.
Block or Allow
B I U abe == = = = (& Ask me before sending a responss
EmE W, A, Q= 9 ™ " Always send a response
(" Never send a response
B S5 x' X W oW
-
Sav
© 2009 Microzoft
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7. Cau hinh Exchange ActiveSync
« Disable SSL cho Exchange ActiveSync
Tai EX2010-2 click start ->Administrative Tools ->click chon Internet
Information Services (11S) Manager.

Recycle Bin Remote Desktop Services

8, Active Directory Administrative Center
. s X =z, Active Directory Domains and Trusts
i Exchange Management Cons = EY rans = —
== 5 - — S = 2 =
e 10t ot E: or o 7= wl, Active Directory Sikes and Services
| Active Directory Users and Computers
e =
Corminand Promak Administrator = ADsIEdic
@ Component Services
‘.] Notepad > Doctimants ‘A Computer Management
5 = Data Sources (ODBC)
4%y Internet Information Services (115) Compater =l
Manager —
Network L)
v’ Services N

Control Panel <
iy Exchange Management Shell > A
Devices and Printers (S Performance Montor
T Security Configuration Wizard
i Server Manager
.. Services
51| Share and Storage Management
Run.. .# Storage Explorer
_ | System Configuration
& AN Programe Windows Security (5) Task Scheduler

W wWindows Frewall with Advanced Security
(2] Windows Memory Diagnostic

£% windows PowerShell Modules

& Windows Server Backup

| search programs and files g2  togoerr |»|
[oee M|, & o B

M¢ rong EX2010-2 ->Sites ->Default Web Site ~>Microsoft-Server-
ActiveSync ->click SSL Settings

6:40 PM
| "= sp2172010 B |

"™ Internet Information Services (I1S) Manager | _ |51 <]
@ w o+ | @ » Ex20102 » sites » Default WebSite » Microsoft-Server-ActiveSync » | 522 ;e -
File View Help

| > £¥ /Microsoft-Server-ActiveSync Home R —
le-diz |18 || = Open Feature
| Start Page — = = Expiore
| EX2010-2 (MSHOME \administrator) ker: =k - & Show all | = =
|2 Application Pools s g E Pex mis=Ions 3¢
| & Sites | Basic Settings...
| = @ Defauk web Site = 1| =
[ [ aspnet_chent gl /] B}, View Virtual Directories
# ¥ Autodiscover Authentication Compresslon Default Directory
# [P ecp Document Browsing Manage Application =
= (P EWS Browse Application
s Exchange 2 ﬁ é = S Browse *:30 (http)
® | Exchweb = = ;
P Microsoft-Server-ActiveSync| Error Pages  FalledRequest  Handler  HTTP Redrect @] Browse *:443 (Wtps)
B {1 OAB TradngRules  Mappings Advanced Settings. ..
=¥ owa = = - =
@ 9 PowerShell e ﬂiH = {,,ﬁﬂ @ re
@ /) Public - Online Help
('; HTTP Logogng MIME Types tModules
- (ZP Rpc Respo...
@ ¥ RpcwikhCert
- D=
F o =
Output Request
Caching Fitering
[T [»] | = Features view |, Content ¥iew

| Ready b |

Bo chon Require SSL ->click Apply

i Internet Information Services (11S) Manager

@ “ o+ | » Exz0102 » Sites » Default WebSite » Microsoft-Server-ActiveSync  » | 852 =2
File Vieve Help
¥ SSL Settings _
-1z e e, v Apply
|Start Page =
B0 s e nd b This page lets you modify the SSL settings for the content of a Web site B Cancel
or application. e Help.
|2 Application Pools
< Sites I~ Requwre sSL Online Help
| & @ Defauk web Site Chent certificates:
% [ aspner_chent
# ¥ Autodscover & Ignore
# P ecp C Accept
B ews & Gias
# . Exchange
& . Exchweb
[+ % Microsoft-Server-ActiveSync
[+ ‘ RpcwithCert
< [»f [ - Features view | - Content view
Configur ation: ' .config , path="Defauk Web -Ser: 2> 63

Kiém tra ciu hmh Virtual Directory cua Exchange ActiveSync

Tai EX2010-2 click Exchange Management Console
Configuration ->Client Access ->chon EX2010-2 ->click phai

->Server
Microsoft-
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Server-ActiveSync chon Properties

!Lxd hange Management Console

File Attlm Wiew  Help

B =l 7 I

. Microsoft Exchange

= ,g Microsoft Exchange On-Premises (e

|52 Organization Configuration
<} Mailbox

£  Client Access 2 obhjects

§ Create Filter

| Actions

Configure Exter..

2] Client Access Name = [ Role [ version
“. Hub Transport | Eeexzo010 Hub Transport, Client Acc...  Version 14.0 (Build 639 Export List..
~ -1 Unified Messagng :#EXZOlD'Z Chent Access, Mailbox Version 14.0 (Build 639 View >
1= ﬂ Se wer Configuration —
Tk Mailbox G| Refresh

1 Client Access Help

£ Hub Transport 1| | =l

Racbions Contiprons L 1 obiect |
= R, Recipient Configuration

&3 Mailbox Outlook Web App Exchange Control Panel | | Ex2010

#2, Distribution Group Exchange ActiveSync | Offline Address Book Distribution | POP3 and IMAP4 s Manage Maib...

<] Mail Contact 2. Manoge Hub ...

43 Disconnected Mailbox
=2 Move Request
&8 Toolbox

@ Manage Diagn...

==l Enter Product...

‘o Enable Outioo. ..
Properties

Microsoft-Server-A...
Properties

H reo

<l | e | L1 | o
3 I

Chon tab Authentication ->kiém tra check box Basic authentication da

duoc chon ->click OK

General Authentication l Remote File Servers |

Select the authentication method or methods that this virtual directory accepts.
T o enable authentication between the Exchange server and a mobile phone,
either Basic authentication or Client cestificate authentication is requred.

IV Basic authentication [password is sent in cleas text]
Client cestificate authentication:

&+ lgnore client cestificates

" Accept client certificates

" Require client certificates

(i) To configure SSL ssttings for this ActiveSync virtual directory, use the
~ Intemet Information Sesvices (1IS] snap-in.

> [ ox 1

Két ndi t6i server dung Exchange ActiveSync
Tai may CL101 diang nhap véi tai khoan Administrator va mat khau
P@sswOrd
Click Start ->All Programs ->click Windows Mobile 6 SDK ->Standalone
Emulator Images ->US English ->WM 6.1.4 Professional
Cho cho chuong trinh a0 hoa mobile trén PC khoi dong sau do click File ->
Configure

Cancel | N | Help |
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2R W™ 6.1.4 Professional

Windows

"av. Mobile

Chon tab Network ->chon Enable NE2000 PCMIA network adapter
and bind->click OK

Emulator Properties K E

General | Display Network | peripherals |
IV Enable NE2000 PCMCIA network adapter and bind to:

Connected netwo

T ©oubile= C58900 nebwork adart e a6d bed to!
l Connected nebwork card — I

I Host-only networking

[ ox ] com |
Trong Windows Mobile 6 Professional ->click Start ->Settings
Click tab Connection ->double click Ién icon Network Cards
Trong Configure Network Adapters phan My network card connects to:
chon The Internet ->sau do click chon NE2000 Compatible Ethernet Driver

$&  Settings

Configure Network Adapters

My network card connects to:

he Intarnet -
Tap an adapter to modify settings:
NE2000 Compatible Ethermet Driver
Bluetoath PAN Driver
AsyncMac NDISWAN Miniport
Rermote-NDIS Host
Virtual Ethernet Intermediate Miriport
PPTP NDISWAN Miniport
L2TP NDISWAN Miniport

Click chon Use specify IP address va khai bao cac théng tin sau: IP address:
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192.168.1.115
Subnet mask: 255.255.255.0
Default gateway: 192.168.1.1

NEZOOD Compatible Ethernet Driver

(O Use server-sssigned 1P address
(@ Use specific IP address
1P address:
Subnet mask:
Defaul gateway:

1P Address | Name Servers

Chon tab Name Servers va khai bao IP server DNS vao 6 DNS: 192.168.1.112

Click OK 2 lan va déng trang cau hinh lai.

NEZOOO Compatible Ethemet Driver

Name server addresses may be automatically
assigned if DHCP is ensbled on thes adapter.

DNS:|182.166. 1 .112
e —
N —

Alt WINS:

1P Address | Name Servers

Trong Windows Mobile 6 Professional click start ->Programs
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a WM 6.1.4 Professional =l 3
Eie Flash Heip

A Today

£ Office Mobile
Calendar

38 Contacts

7= Internct Explorer

e Messaging
. Phone

ent Proge

rograms
B settings
2 Help

Notification Contacts

Click ActiveSync

Efe Flash Help

S [S) : =

Games [ESY  calculator

3 \

Ll Q a

File Explorer Getting Internet —
Started Sharing

20

“es

- ide:
Q [

—

Trong ctra s6 ActiveSync ->click set up your device to sync with it

2R WM 6.1.4 Professional =1 ] <]
Ele Flash Help

-
To synchronize your device with a
| desktop computer, nstal the

synchronization software from the Getting
Started Disc ndudad with your device on
youwr PC.

ActiveSync

If your company supports syncing drecthy
with its Exchange Server you can 2t up
your device to sync with it.

Learn more about synchronizing with 5
server.,
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Trong Email address nhap techOl@mshome.com ->click Next

.‘; ActiveSync

Enter Email Address

Emal address:
[techo1@mshome.com
(Example: help@microsoft.com)

Attempt to detect Exchange Server

Settings automaticaly

Tai man hinh User Information khai béo cac thong sé sau: Username: tech01

Password: P@sswOrd
Domain: mshome

Sau khi khai bao xong thong tin click Next dé chuyén qua budc tiép theo

» ActiveSync

User Information

Usermame:  [techD1 |

Password: [""‘ g d I
Domain: |mshome |
Save password

(requred For automatic sync)

Tai Edit Server Settings ->nhap ex2010-2.mshome.com vao 0 Server

address va bo chon This server requires an encrypted (SSL) connection
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mailto:tech01@mshome.com

Edit Server Settings

Server address:
|ex2010-2.mshome.com |
Note: This Is the same as youwr Outiook
Web Access server sddress,

E’This server requires an encrypted

(S5L) connection

N You are choosng to sync
A\, without a secure
connaction. This may put
your password and
personal data at risk.

[l £2 @]

Tai phan Choose the data you want to synchronize ->click chon Calendar ->

click Settings

e ActiveSync

Edit Server Settings

Choose the data you want to synchronize:
[V 2] Contacts

&=

M=) E-mal

] Tasks

Finish

Du6i phan Synchronize only the past ->chon All ->click OK
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Tro lai trang Choose the data you want to synchronize ->click chon Email ->
click Settings

Edit Server Settings

Choose the data you want to synchronize:
[ 23 Contacts

M Cdendar

M=

] Tasks

E-mail Sync Options

Download the past:
Messags Format:
Downlosd sze limit:
2k= -]
[ inchude File attachments

Edit Server Settings

Choose the data you want to synchronize:
M2 Contacts

M2 Cdendar

M=

2] Tasks

\ - J ==

Trong ActiveSync click OK ->sau khi sync xong click ddu X trén goc phai
dong cura s6 hién tai lai.

Tai mady CLI01 mo Internet Explorer va dang nhap vai user Tech02 ->tao
mot mail mai va giri cho user TechO1
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2l tech02 - Outlook Web App, light version - Microsoft Internet Explorer

Ele Edt Vew Favorkes Tods Help | ar
Yoravortes €0 | (3v i 55 L Br

[sddesspook  =1.2| [0 AddessBock | [ optons | @  Swnout

B Send | Msave | close | - £ | [} - cChecknames

&a7o techo] [remove]

|

|

e ]
]

J

Most Recent Recpients &3 Bcc...
techol Subject: test message from tech02
@ anvachments.
testing mebile messagngl = |
—
==
To delete an en
Recent Recplen L
entry, and then e D
key on the keyboard. ;l
[ | =]
2] Done (D @ Trusted stes

Quay lai man hinh gia lap Windows Mobile 6 Professional ta s& thay
théng bao c6 mail méi
Click Outlook Email ->ta s& thay email ma user Tech02 gui toi

To: techol
Sent: Saturday, August 21, 2010 10:42 AM

:,‘., .,,
test message from tech02
testing mobie messaging

Click Reply dé tra 16i email cho user Tech02 ->nhap noi dung Test reply from
tech01 va click Send

Subject: RE: test message from
techo2

Test reply from techoil

Sent from my Windowss Mobilliedh

phone.
& Edit sender's message

—--Orignal Message-—-—-

From: techO02
<techO2&mshome.com >

Sent: Satwrday, August 21, 2010

Qua webmail cta user Tech02 thi ta thdy s& nhan duoc email tir TechO1 tra 10i.
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23 RE: test message from tech02 - Outlook Web App, light version - Microsoft Internet Explorer

Fle Edt Vew Favorkes Toos Hep | &
Ooeck - ) - (x) @) 7| Psearch ravormes £ | (G- b 5500 By i3
mlg] hetps:/jmal.mshome, comfowal? b =1PM,| id ARAGLID7EMW AQISFIpFhdriVBwC IS YOOYMESSKIQQL VEyUZAAAAABAYAAC ISL YOOy MESHKIQQI VU7 ALK :j Go Ju'uks »:
ke ,, =
Outlook'Web App [Fope heee : [This Folder e [0} AddressBock | [ig Options @ Swnout
© feply € Reply Al B Forward | B Move Prioelete | ¥ unk | Close o [x]
RE: test message from tech02
techO1

Sent: Sunday, August 22, 2010 1:44 AM

(&) Deleted iterrs To:  techoz

L Draft:

g mbo: Test reply from techOl

L@ Junk E-Mail

3 Sent Items Sent from my Windows Mobile® phone.

————— Ooriginal Message-----

From: tech02 <techlO2@mshome.com>

Sent: Saturday, August 21, 2010 10:42 AM
To: tech0l <Nghia.Than@mshome.com>
Subject: test message from tech02

Click to view &l folders ©

(] Manage Folders,

testing mobile messaging

- v

Connected to Microsoft Exchange ;]

] Done [T T 8 @ stedstes

Tao policy cho Exchange ActiveSync
Tai Exchange Management Console ->click Organization Configuration ->
click Client Access ->click phai vao vung lam viéc gitta man hinh chon New
Exchange ActiveSync Mailbox policy

B Exchange Management Con:
Fie Action View Help

«o |2z BT

| Mcrosoft E);n:hange EJ Client Access GENENES [Actions
=) 123 Microsoft Exchange On-Premises (e
5 i) Orgasszation Configuration Outlook Web App Mailbax Polcles Exchange ActiveSync Maibox Polcies. |

ole

5 Maibox 1 Create Fiter =) New Outiook We...
&, Client Access ]
s #ub Transport Name -+ [ Mon-Provisionable Device ... | Device Password Required | Defauk [ i New Exchange ...
_ “im Unified Messaging |5 Export List...
=1 g Server Configuration
- b Maibox View v
2 Client Access S et
- Hub Transport =4
£ Unified Messaging H e
= R, Recpient Configuration
&3 Maibox
#2, Distribubon Group
% Mai Contact

&3 Disconnected Mailbox
md Move Request
i Toobox

K =

Refresh: In progress... | |

Trong New Exchange ActiveSync Mailbox Policy nhap EAS Policy 1 vao 6
Mailbox policy name

Chon Allow non-provisionable devices va Allow attachments to be
downloaded to device

Dudi muc Require password chon Enable password recovery

Click New dé tao Exchange ActiveSync Mailbox Policy
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[
E' New Exchange ActiveSync Mailbox Policy

MNew Exchan

3 ActrveSync T

Policy
3 Completion

Help '

I

New Exchange ActiveSync Mailbox Policy

Mailbox policy name

This wizard wil help you creste a new Exchange ActiveSync maibox polcy.

[EAS Policy 1

I~ Allow non-provisionable devices

I~ Allow atachments 1o be downloaded to device
Password

~F Require password

Reguire alphanumenc password

Enabtle password recovery

Reguire enciyption on device

Abow simple password

Mnimum passwoed lengti

Time wathout uses inpet before password must be re-entered fin
mutes)

199797

Password expitation [days)
Enforce password hestory:

Kiém tra lai thdng tin va click Finish

Policy

o Ac:was,n: M b
Policy

I Completion

Heip I

. _
The wzard completed successfully. Chck Finsh to close this wizasd.

Elapsed time: 00:00:00
Summany: 1 fem(s]. 1 succeeded. O faled
# EAS Polcy 1 “ ete 2

Exchanos Shel
new ActiveSyncM silboxPolicy MName &S Policy 1° Alovaonﬁomnunobwevvces
Siroe -DeowraPassmodE nabled $tiue 4 ed $faize
-MaxdnactiviyTimeD evicel ock ‘01500 MrOevloJ‘esswold_efvh ‘a
PasswordRecoveryE nabled $tiue -AegureDeviceE noryption $false
-AttachmentsE nabled Stros Mms:roleDevnceParswotd Strue
-Devi X Ston U eviceP. 4
Elapsed Time: 000000

To copy the contents of thes page. press CTRLAC.

e | Firazh cencer |

Sau khi da tao xong tai ngoai man hinh lam viéc click phai Ién EAS Policy 1

chon Properties

Exchange Management Console

File Acbon WVew Help

e |2=|H

1] Mcrosoft Exchange

=1 153 Microsoft Exchange On-Premises (e
44| Orgarization Configuration

+ub Transport

i Unified Messaging
= @ Server Corfiguration
7 Maibox
= Clent Access
Hub Transport

S Unified Messaging
=8 Recpient, Configuration
& Maibox
#2, Distributon Group

< Mai Contact

& Disconnected Mailbox

e Move Request
@ Toobox

‘I

il

K} client Access 2 objects
Outlook Web App Mailbox Polcies  Exchange ActiveSync Maibox Polcies |

| Create Fiter

Name ~ | Device .., | Device Password Required | Defauk |

“#Defauk True False True

= ES

Actions

% New Outlook We...
4 New Exchange ...
% Export List..,

View »
G Refresh
Help

EAS Policy 1 -

& Set as Defaut
< Remove
Properties
Help

|
Kiém tra c4c tab gidng nhu cau hinh trong cac hinh bén duéi

Tab General
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EAS Policy 1 Properties E3|

General | Password | Sync Settings | Devics | Device Appications | Other |
SIF S Poic. 1]

Detauh: Falze
Modfed: Sunday. August 22, 2010 1:45:43 AM

I¥  Akow nonprovisionable devices

I Refresh interval (hours) I

> | oK | Cancel I Aoy l Hel |

Tab Password

EAS Policy 1 Properties B

‘Geneal  Password | Sync Setlings | Davice | Device Appications | Other |

Mirsam numbert of complex chat acter I

¥ Enazble password recovery

I~ Reguire enciyption on devics

I™ Reguire enciyption on storage card

v Alow smple password

¥ Number of failed attempls sllowed |8

[% Minmum password length: [

IV Time without user input before password must be |15—
re-enteted [in mnutes}

™ Password expiration [daysk —

Erdoice password hastory IO

5 [ ok ] comcet | soob | Hew |

Tab Device

Geneal | Password | Sync Settings Device 'DeviceAml Other |

Alow removable storages

Alow cameda

Alow WiFi

Abow mfiared

Alow Intemet sharing fiom device

Alow remote desktop from device

Alow deskiop synchronization

Alow Blustooth:

[Atiows =
b e e e
maibox policses are restncted on

QAN

= | oK ] cace | foziv | Hes |

Tab Other
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EAS Policy 1 Properties EBE3

Genesal | Password | Sync Settings | Devics | Device Appications  Other ]
Alowed Appications
e Add.... |

i The abiiy to modiy polcies on this 1ab is & premium Exchangs ActiveSync
!adt- that requres an Exchange Enterprize Client
maidbox on which policies are restricted or file controls e mposed.

Access License for each

= | oK ] Carncel | ol | Helo

Click OK dé dong cira trang EAS Policy 1 Properties
Trong Exchange Management Console ->chon Recipient Configuration ->
Mailbox ->click phai 1én user Tech01 chon Properties

B exchange Management Console

Flie  Acton  View Heip
@ 2= im

| Mcrosoft Exchangs
= L3 Microsoft Exchange On-Premises (e

=] %1 Organization Configuration {' Creste Fiter
s Maibox
ER Gl Aciss Display Name: [ aies [ Organizationsl Unt_~ [ Recipient Type Details Primer
253 Hub Transport aadminstraor Admriniszeator mshome. comyUsers User Malbox Admin
i+ Unified Messaging @ADirector drector mshome.comfUsers User Maibox directc
= § Server Configuration redDiscovery Search Malbox  DiscoverySearchMalbox{. mshome.comfUsers Discovery Maibox Discov
i Maibox sychonghop ohonghep mshome.comfUsers Room Maibox ohong
S Client Access daquestion Question mshome.comfUsers User Maibox Quest
7= Hub Transport e,{_isalesol sdesOl mshome.comflUsers User Maibox Ha.Ng
B Unified Mossaging adsdestz soles02 mshome comfsers User Maibox soies0
= & Reciient Configuration h01 e co g
2 Maibox ARt = mshumc comfUsers User Maibox techX
#2 Distribution Group Drsabie
.| Mai Contact Remove
&) Discornected Malbox Enzble Unified Messagng. .
2 M =
&= T:‘zts:e Resuest New Local Move Request...
New Remote Move Reguest,. .
Manage Send As Permission...
Manage Full Access Permission...
Send Mai
KN — | KX I |

2 Mailbox - Entire Forest S S | Actions

Mailbox -
2, Modify the Maxi...
& Frd...
aa New Malbox...
|5 Exportlist...

View »
4 Refrosh

H Hep

'g Enatle Archive

€Y Disable

X Remove

I Enable Urified 1.

wdl New Local Move ...

& New Remote Mo..

Manage Send As...
Manage Ful Acc..
Send Mai

®

¥

]
. Properties

7

|

Chon tab Mailbox Features ->chon Exchange ActiveSync ->click

Properties
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techD1 Properties B3

G | | Userinfemation | Address andPhone | Organization | Account
Member Of | E-Mal Addresses | Mailbox Settings
Mail Flow Settings MaiboxFeatures | Calendar Settings
Pmportn’ S... &J Enabie (3 Disable
Featuie | Stabus I
& Dutiook Web App Enabled
v MAR Enzbled
AapopP3 Enabled
£1IMAPY Enzbled
| Archive Dizabled
D
Exchangs ActiveSy abl 10 & Mk it Exchange mailbox from &
mobie phone. To conhgure Exchange ActiveSync, chck Properties.
& [ ok ] cancet | aem | mHep |

Trong Exchange ActiveSync Properties ->click Browse chon EAS Policy 1
->click OK 2 1an dé apply théng tin thay doi.

Apply an Exchange ActiveSync maibox poiicy:

P

ok | coawe |

b. Kiém tra Exchange ActiveSync policy
Tai CLI101 trong Windows Mobile 6 Professional ->click Start ->ActiveSync

n‘ Today

L office Mobile
8 Calendar

B Contacts

< -
{= Internct Explorer _ . .

= Messagin
—~ sl wead

. Phone

@ ActiveSync
ants

B Programs
B} Settings
7 Help

Click Sync
Ctra s6 Update Required xuit hién ->click OK
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Trong Password va Confirm Password nhap 12345 ->click OK

Password type: [Simple PIN ~]

Password: [*+++= |

Confwm: [+=++=

Password | Hnk

Cai dat Root CA trén mobile
Tai CLIO1 m¢o Internet Explorer truy cap trang web
http://dc2008.mshome.com/certsrv

Trong trang Welcome ->click Download a CA certificate, certificate
change, or CRL

Wt Active Directory Certificate Services - Microsolt Internet Explores

Fle Eat Vew Fywortes ook e
QBec = ) - o] 3] 0| Sewch Favomes € (e w3 By g
Address [€) herp:1dczn0s. mshome comjcertsrv

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your

identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request,
perform other security 1asks

You can aiso use this Web site to download a centificate authonty (CA) centificate, certificate chain, or cenficate revocation st (CRL), or to
view the <tatus of a pending requast

For more information about Active Directory Certificate Services, see Active Diractory Cegificate Service

= 0 £ q cemficate raques

Download a CA cedficate, cemificate chain, or CRL

Tai trang Download a CA certificate, certificate change, or CRL click
Download CA certificate chain.
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Microsoft Active Diractory Certificate Semvices

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authonity, install this CA certificate chain

To download a CA certificate, certficate chain, or CRL, select the certficate and encoding method.

CA certificate:

Encoding method:

@ DER
 Base 64

Download CA certificate

ownl ! CR

Trong hop thoai File Download ->click Save

Do you want to open or save this file?

Name  certnew.p7b
Type PKCS #7 Certificates, 926 bytes

From: dc2008,mshome.com

Qpenl Save

V' Abyays ack before opening this type of fle

While fies from the Intemnet can be useful. some files can patentialy
ham pour computes. If you do not tiust the source, do not open o
save thes file. What's the risk?

Trong hop thoai Save As ->click Save

Savem: [ cent LY -

My Documents
-
o 8
My Corrputer
o

-
LTl Fle neme RTINS S Rere )
e3
Save as type: | PECS 87 Cenéicates ~] Cancel I

=

Sau d6 dang nhap vai user Administrator va gui certificate nay cho user
Tech01 .Trén thiét bi mobile ciia user Tech01 sé nhdn thong bao c6 mail mdi
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Start 3 & Vi <

Sunday
August 22, 2010

Outiook E-maul

You have 2 urwread e-mai messages.
i o

Mo mail ctia Administrator giri va double click Ién file certificate dé download

vé may. Trong hop thoai Certificate Installer ->click OK

Ele Flash Help

Jo: techol - l
Sent: Saturday, August 21, 2010 11:00 AM
Root Cert

Eszoew p70 (550 bytes I

Vao menu Start ->Administrative Tools ->Internet Information
Services (11S) Manager ->m¢o rong Sites ->Default Web Site ->Microsoft-
Server- ActiveSync ->double click 1én SSL Settings

B Internet Information Services (I1S) Manager

@C; | © » Ex2010-2 » Sites > Defaul WebSke » Microsoft-Server-ActiveSync b | &2 e -

Fie View Help

@ -7 s £ Explore
Start Page = — Edit Permissions....
£X2010-2 (MSHOME ) Fiker: ~ @fco - GaShow Al |Growpby: Area 25 L
¥ Appicaticn Pools 2 =] ] A ?y = 2 =l ] Basic Settngs...
- Sites = EZ ot & =58 [/} &V‘ View Vrtusl Directories
=@ Defauk Web Ske NET Users Applcation  Comnection  Machine Key  Pages and Providers  Session State A

© Settings Strings Controls Manage Application ~

;’ Browse Application

= @] Browse *:80 (htp)

= [&] Browse *:443 (hitps)

r’ Advanced Settings...

& @ hHep

= = . e Online Help.

® s e L s =

= Public b = ] 2= e ¢

& ¥ Rpc Authentication Compression Default Diectory  Error Pages Failed Request  Hander

5529 RpcWithCert Document Browsing Tracng Rules  Mappings

iy B2 = = o 2=
ERS <= il = &M F o 3=
HTTP Redirect HTTP Logong MIME Types  Modues Cutput Request
Respo... Caching Fikering —
SSU Settings

- 5] [TFestesvn ] Comont v

Ready S5

Chon Require SSL ->click Apply
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B Internet Information Services (I1S) Manager

o (2

EX2010-2 » Sites » Defauk Web Ske » Microsoft-Server-ActiveSync

Fie Yiew Help

@-idl2 I8 5P SSL settings
Start Page
EX2010-2 (MSHOME\ administrator) This page lets you modfy the SSL settings for the content of a Web sie or applcation.
|2¥ Appicaticn Pools W Require SSL
- Sites -
5 @) Default Web Ste Client certficates:
(& [ aspnet_chent & lghore
- 2 Autodiscover © Accept
&P ecp
8 EWE " Requre
& | Exchange
& ] Exctweb
=3
&5 OAB
=¥ owa
(& % PowerShell
# 5. Public
¥ Rpc
&% RpcWithCert
< I - |Features View |, Content View

‘localhost .config , <k ion path="Default Web Site/Mcrosoft-Server-ActiveSync™>

Tai man hihh Outlook Email caa Windows Mobile 6 Professional ->click

Menu ->click Tools ->Options

a WM 6.1.4 Professional P =] m
Efe Flash Help

L

Outlook E-mail T &F T 4< X

Hop toan cong

Windows Mobile 1:39 AM 4K

Reply >
Mark as Read
Follow up

Go To

Tools

Select Messages »
Send/Receive
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a WM 6.1.4 Professional = =] B |
Ele Flash Help

o Vs X
Received «
1:39 AM 4K

9 Administrator
Root Cert

Search Server...

Out of Office...
Manage Folders...
Empty Deleted Items

New Account...

Click Outlook Email

a WM 6.1.4 Professional H E
Ele Flash Help

Options

Tap an account to change settings,

Text Messagss
* Outlook E-mai
New Account...

Display account picker when opening
Messagng

Click chon The server requires an encrypted (SSL) connection
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a WM 6.1.4 Professional M= E3
Ele Flash Help

y
- Messaging

Edit Server Settings

Server address:
Iex2010-2.mshome.cun

Note: This Is the same as your Outiook
Web Access server address.

[ [This server requires an cn:vypted}

i(SSI.) connection

Click Next 2 1an sau dé click Finish

R WM 6.1.4 Professional S ES |

Fie Flash Help
‘ Edit Server Settings o‘ l

" Choose the data you want to synchronize:
T contacts]
M= Cdendar
M=) E-mal
5] Tasks

Finish E Menu

Cick Menu ->click Send/Receive kiém tra qua trinh sync dién ra voi SSL

thanh cong.
c. Xoa dir liéu trén mobile tir xa thong qua Exchange Control Panel
Tor may EX2010 ->m¢ Internet Explorer truy cap trang web
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https://ex2010.mshome.com/ecp dang nhap vai user Tech01 ->click Phone ta
s& thay thiét bi PocketPC hién thi trong phan Device

Outlook Web App teglq-:o 1
My Mai e -

o Y s

Organizs E-Mal Mobile Phones  Text Messagng
Groups

Settings Mobile Phones

Phone

Use Maobile Phones to remove a phone from the list below, access your device recovery password, initiabe a remote device wipe or black your phone if you lose ., To
add a new phone to the kst below, configure the phone to synchronize with Microsoft Exchange.,

Elock or Allow

~
L™
Device Phone Number Last Sync Time v Status

{PocketpC Not Avalatle 3 81222010 2:00 AM 2 oK

0 selected of 1 total

@ 2009 Microsoft

Tai Exchange Management Console ->Recipient Configuration ->Mailbox
->click phai Ién user Tech01 chon Manage Mobile Phone

B exchange Management Console

=) 123 Mcrosoft Exchange On-Premises (e

.| Mcrosoft Exchange ¥ Mailbox - Entire Forest 9 objects l,mi,

=1 L. Organization Configuration ' Create Fiter
23 Maibox 2 todify the M...
&, Client Access TS Aliss Orgarizationsl Unit - Rec Type Details Primer
% Hub Transpart 8 Adminstratce Administrator ‘mshome. com{Users User Malbox Admin | <R Frd...
-}= Unified Messaging @A Director director mshome.com{Users User Maibox drectc | 2 piews Mailbo...
= § Server Configuration r-3Discovery Search Mallbox  DiscoverySearchMalbox{.. mshome.comUsers Discovery Malbox Discov.

i Maibox s4yphonghop phonghop mshome.com{Users Room Maibox phong | L= Exportlist...
Clent Access #aQuestion Question mshome.comfUsers User Maibox Quest View »
Hub Transport dsales0l sales01 mshome.com{Users User Maibox Ha.Ng

Unified Messaging o salest2 sdles0z mshome.com{Users User Maibox salesp | G Refresh
= B :efa‘et Configuration Eatecho2 techo2 mshome. com/Users User Maibox techo | [ Help
e e P i —
I Mai Contact Disable -
& Disconnected Mailbox g Enable Archive
Bt Move Request 3 Disable
& Toobox
2 Remove
New Local Move Request... e
New Remcte Move Request... [l Enable Lnfe...
@ mManage Mobi...
Mansge Send As Permission. .. -
Manage Full Access Permission. .. =3 NewlocalM...
Send Mail <3 New Remote ...
Properties % Manage Sen...
Help ¥ Manage Ful ...
% SendMai
Properties
K — | i3] KX I | Help =

Trong Manage Mobile Phone chon Perform a remote wipe to clear mobile
phone data ->click Clear

—_—

‘- Manage Mobile Phone
Zeitt)
3 Manage Mobie Phone | Manage Mobile Phone for “tech01™
for "techO1"™ Thes wizard wall guide you through removing o clearng the parinership of & mobide phone.
i Comgpletion Select a device to remove. clear o cancel request
User Agent [ Tope | Last Synchionization Time
MSFT-PPC/5.2.1400 PocketPC Saturday. Suagust 21. 2010
<1 1 >
o device »
Fust spnchronization time: /217201063347 PM

Device wipe request bme:

Device wipe acknowledge tme:

Last pobicy update tme: /2172010 654:33 PM
Last ping heartbeat (secondsk

Recovery password

Action

7 RAemove mobie phone padnesship

= Peiform & remote wipe 1o cleas mobile phone data

€ Cancel remote wipe request

Heip | =t [ clear | Cancel |

Tai ctra s6 canh bao cua Microsoft Exchange click Yes
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Microsoft Exchange

| ! I Are you sure you want to clear the davice for "MSFT-PPC/S 2 140077

Sau do6 click Finish

\ ‘ Manage Mobile Phone
py Manage Maobike Phone ComPlction % :
for Mtechon” The wizaid completed successhidl Click Finish to dose this wzard
I Comrgletion Elzpzed im= 000001

Summary 1 em(s] 1 succeedsed, O failed,
[H) tech01YMSFT-PPCS.2.1400 & I 2
‘ Excharge Managemert Shell command completed

Clear-ActveSpncD evice [ dantity

‘mshome com/UserstechD1 /Exchanged.civeSyncD evices/Pock=tFCSBADT73EEED
| Z1564€0E 800185377003182

Elepsed Time: 00:00:01

To copy the contents of thiz page. press CTRL-C

Help Bzt I Frish I Catie=! I

Tai Windows Mobile 6 Professional tién hanh sync tr¢ lai thong qua
ActiveSync thi s& tién hanh thyc thi x6a data trén mobile ->sau khi x6a data

xong thi may s& yéu cau reboot lai.
Vao kiém tra lai email trén thiét bi mobile thi data d& x6a hoan toan.
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BAI 9: QUAN LY MESSAGE TRANSPORT
Ma bai : 19.9
Gi6i Thi¢u
Trong bai lab nay ching toi s& gip cac ban tim hiéu c&ch thic van chuyén
email trong Exchange 2010. Hiéu dugc cac component dam nhiém trach nhiém
van chuyén email trong Exchange 2010. Trién khai cAc component nay dé hé
thong giri va nhan email xuyén sudt.
Muc Dich
- Céu hinh Send Connector dé giri email
- Céu hinh Receive Connector dé nhan email
- Mo tinh nang Anti-Spam trén Hub Transport server
- Kiém tra sau khi cau hinh
Hinh 9.1: M6 hinh LAB

L

EX2010 - Exchange“Server 2010

Internet

T S
33 CLIO
Smart Phone
Internal PC
g
<~ DC2008 — Windows S Enterprise 2008
4. Yéucau
MO hinh lab sé bao gom 3 may:

o DC2008: déng vai tro server AD2008 di dugc chuyén doi cac role tir DC2003
qua
o EX2010: dong vai tro server EX2010 trong hé théng va da dugc chuyén doi
cac mailbox, public folder va system folder tir EX2003 qua.
o CLI01: dong vai tro client trong hé thong, may nay da join domain
5. Cau hinh Send Connector
Xem lai phan cau hinh Send Connector trong muc V.3.b tai bai lab s 2
6. Cau hinh Receive Connector
Tai server EX2010 m¢é Exchange Management Console ->Server
Configuration ->Hub Transport ->chon server EX2010 ->di chuyén mouse
xubng dudi va click phai chon New Receive Connector
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B £rchange Management Console
Fle Action Wew Hep

= I
&= 7 |m| Eim

{5 Microsoft Exchangs
= 15§ Microsoft Bxchange Or-Fremses
| Crganzation Configuration
o Mabax
&, Clent Access
» Hub Trarsport

I — |

Ctra s6 New Receive Connector xuat hién ->tai trang Introduction khai bao

(e

=l

t Create Fiter
Name - [ ok [ ¥ersen I
=30 b Transport, Chent Acc...  Version 14.0 (Dudd 639.21)  True

- Exz010 2 objects
Recsve Cornedors

Name - 1 status I

= Chent EX2010 Enabled
2 Defauk £X2010 Enabied

cac thdng sé sau:
Name: Internet Receive Connector
Select the intended use for this Receive connector: Custom->Click Next

New Receive Connector

1

—_—
3 introcuchion
- New Connectos
- Completion

Help I

Introduction

This wzand helps you create a new Racerss conmecion on the selected sernver.

Name

[irtemnet Receive Conreciod

Select the intended use for thiz Receive cornecion

[Custom

Descrplion: Select this opbon to create a customeed cormectiorn, which will be used 1o

connect with spstems that are not Exchangs servess.

e 1|

=]

Tai trang Local Network Settings ->click Next

Now Receive Connector

3

Y ntrochacson
Local Metwork
B inoe

Local Netwosk settnags
Use these local 1P addresses 1o recene mad

o Agd. . £t
~ sethings | Lecal IP addvess{es) | Pow
150 Avadanie |Fwe] =
i Mew Connector
i Completion

Helo 1

Tai trang Remote Network Settings click dau X do dé xda entry hién tai ->sau

do click Add

Speciy the FODN thiz conmacton wll provide in sesponse to HELD o EHLO:

‘ (Example: mal contoso com]

<Bac= |1 Nt > 1

[ |

£x2010
Manage Madhox Roke

=
S Manage Chent Access ...
Im Manage Disgnostic Log...
_al Enter Product Key...

¥ New Receive Connect,

Properties
H v



New Receive Connector

—
M Intioduction Remote Network settings
(o] Local Network Receive mal from servers that have these remote IP addiesses:
settings Deagd... - FEdk... X
ISl Metwos: e T R T P e e s RO oy SRS VAo =
jpooo2ssassassoss
- New Connector
-~ Completion

<Bacx  |[met> ] Cancet |

Help I
Tai hop thoai Add IP Addresses of Remote Servers ->nhap range IP

192.168.1.0/24 ->click OK

New Receive Connector
i

———

B Intiochaction
" Local Network.

Remote Network settings
Receive mal from servers that have these remote IP addiesses:

sethings ':Fm =
1P addrestles)

o Remote Netvosk
settings
- New Conneclor

= =) Add IP Addresses of Remote Servers

Addiess or sddiess 1angs
[1276a1.0/24 Q9
Example: 192.168.180.0/26 o 2001:.088.0.0000../54

_ e | Back [ Wets | coacm |
Click Next ->click New sau d6 click Finish dé hoan tit budc tao méi Receive

-
Now Receoive Connector
e
Y bntrochacson L
r Local Netwerk. Fieceive mad from servers that have these remote 1P addesses
ol eadd... - _SEdR.. <
| = Belareld IP addressiss)
S e 152168 1.0v24
= Compiotion

<Bacx [ mex> ] Cancet |
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Now Receive Connector
A

—
) ntiochacion Completion

gy Local Netwodk
sethngs

The wizard completed successfully. Click Frish to close this wazasd

Elapsad tma 000000

[ s,
g £y Bemote Net -3 memish 1 L O fabed
ssitings T Inkernet Recene Conmector
Connectos
. New Exchange M Shet —

I Completion new-&

Elapsed Time: 000000

To copy the conteris of ths page. press CTRL.C

Helo I

-
el Nams R Connecior” -Us.
-Brwings 000029 SemoteiFRanges: 192 168.1.0/24" -Sarver

Usaos Tustom’
eaone

|

Sau khi tao xong Receive connector ta tién hanh cau hinh receive connector
exchange management console

->tai
Connector ->chon Properties

->click phai

e 7o @

[) Macrosaft Exchange
= [§ Mcrosoft Exchangs OrrPremsss (e

& Hub Tronsport 1 object

N S — >

-, Crganzation Corfigaratian 1 Croate Fiter
4 Mabax
B Qe Acciss Neme - Role Verson Tr Enebled
% Hub Transport SEX2010 rhib Transport, Chent Acc...  Version 14.0 (Bulbd 639.21)  True
<4 Unfied Messagng
= 5 Server Configuration
s Mabox
S Chent Access
v Hub Trarsport
S Unifisd Messagng
= &, Recoer: Configuration
&4 Msbox
82, Distribution Group
~ U Mal Corract - EX2010 3 objects
A’s Discornacted Maibox
4 Move Request Receive Connactors |
& Tookox Name - | status |
0 Chent EX2010 Enabled
21 Defauk EX2010 Ensbled

E—‘i_
ub Transport -
% Export List...

Vieww »
G Refresh
H e
————

Ex2010
%4 Manage Makbox Role

S Manage Chent Access ...
i@ Manage Disgnostic Log...
sl Enter Product Key...

FA New Recetve Connect,
Propertes

Internet Receive Connector
L) Disable

2 Remove

Properties
Help

I

Tai tab General phan Protocol logging level chon Verbose

Internet Receive Connector Properties

General | Network | Autherscation | Permession Groups |

3-: Ilrlm( Aecene Comnector
Connector stabuz. Enabled
Modified Thursday, August 26, 2010 11:46:53 AM

Protocol logging levet m
Spaciy the FQDN this connecton will provide in 1esponss 10 HELD or EHLD
[E2010.mehome.com

(Example:mal contoso com)

I‘IUE‘O

M amm message nos (KB

& [ ox ] conca |  toow | Hw |

Click chon tab Permission Groups ->chon Anonymous Users ->click OK

Internet Receive
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Internet Receive Connector Properties E3

Generd | Network | Authertication  Pemission Groups |

Spacly who = alowed ta connect fo this Recerve cornacton

IV Arcepmous users

[T Exchange users

I Exchangs servess

[T Legacy Exchangs Severs
I Patrees

3 [ ex 1]

Cencel |

sooy | Hep |

Mé tinh nang Anti-Spam trén Hub Transport server
Tai exchange management console ->chon Server Configuration ->Hub
Transport ->click chon EX2010 ->tai bén dudi ta kiém tra chi c6 duy nht tab

Receive Connector

Bl £cchange Management Console
Fl=  Acton  Yew Hep
- = 7]
Macrosoft Exchangs
= 15 Mcrosoft Exchangs On-Premeses (e

v garezation Configuration
i Mab

=121 =]

Server Configuration

Meszage Tracking Enablad

b Transport, Chent Acc True Viswe >

Version 14.0 (Bubd 639.21)

i Aefresh
H =

——————

EXz010
53 Manage Malbox Role

N I — | )

EX2010 3 objects -
Recsive Connadors _al Erer
Name - [ status |
= Chent EX2010 Enabled

B4 Propertes

Chent EX2010
3 Disabile

Enabled
ve Connector Ensbled

Tai server EX2010 mé exchange management shell va chuyén dén thu muc
cd “c:\Program Files\Microsoft\Exchange Server\vl4\scripts”

8% Machine: EX2010.mshome.com

Welcone to the Ex

dlets for a ific role:
general b
Get help for
quick
hange team blog:
Show full output for a ond:

Tip of the day #61:
Want to see cvervthing that oc

» instructs the
plete the conmand. This inforn

“xchange

ange Managenent Shell?

get-command

get-exconnand

get—help -role =M« or =Mailbox=

help

help <{cndlet-name> or {cndlet-name> -7
quickref

get—exbloyg

<cmd> | format-list

vhen you run a conmand? Include the Uerbose paramcter with the command. This paramete

display ed information about each action that the server takes to com
ion can be useful in troubleszhooting.

Server\Ui4 \Scripts’
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Tai man hinh command line nhap .\install-AntispamAgents.ps1 ->nhan
Enter

n Machine: EX2010.mshome.com

Welcone to the Exchange Hanagenent Shellt

Full list of cmdlets: get-comnand
nge cndlets: get-exconmand

get—help —role =M= or =Mailbox=
help
help <cndlet-name?> or {cndlet-name> -7
quickref
get-exbloy

Show full output for a ond: <cmd> | format-list

Tip of the day M61:

Want to see everything that occurs vhen you run a conmand? Include the Uerbose paramcter with the command. This paramete
v instructs the Exchange Man: Shell 11: v detailed info E t each action that the server takes to con
plete the conmand. This information can be i oubleshooti

ange ServeriUl ripts’
nstall-fint anfigents . psl

te the installation.
The following service restart is required for the change take effect : HSExchangeTr
The following service restart iz required for the change effect : NSExchangelvar
ilter Agent ?
rase exit Windows PouerShell to complet p i allation.
pllowing service res g re 3 the change(s) to take effect : MSExchangeTr
1lowing is For hange (s take effect HSExchangeT
Agent True
exit Windows PowerShell to complete the installation.
1lowing service » art is required for the change take effect HSExchangeTvransport
3> The following service r art iz required for the changeds) take effect : MSExchangelransport
Protocol Analysis Agent True 9

WARNING: The agents listed above have been installed. Please restart Hicrosoft Exchange Transport service for changes
to take 7
WARNING : receive anti-spam updates.

tart-service mzexchang 't
exchangetransport f Larting. ..
Waiting for ft Exchange exchangetra i tarting...
Waiting for service ’'Mi ft Exchange Tr rt (mzexchangetra ini tarting. ..
Waiting for i o t - E 4 exchangetra 0 rting...
Haiting for i i XE SEeXC e 3 finizh arting...
'rogran Files\Micrasoft\ 5 >

Tai exchange management console ->Server Configuration ->Hub
Transport ->click phai chon Refresh ->click chon server EX2010 ->kiém tra
lai ta s& thy hién thi tab Anti-Spam

B £xchange Management Consale =121
Fle  Acton  Vew  Hep
- =) 7]
Microsoft Exchange
Microsoft Exchangs OrrPremsss (e
Crganzation Corfiguration ¥ Croate Fiter
Export List
Nome - [fae e | Meszage Tracking Ensbled |
soe2010 Fhib Transport, Clent Acc...  Version 14.0 (Buld 635.21)  True View »
3 Refresh
H #ep
4 Chant Access
Hub Transport —
5 Unfied Messaging EX2010
%3 Manage Malbox Role
3 Manage Chent Accass
EX2010 2 objects | [@ Manage Disgnostic Log
Receve Cornactors Ati-span | al Erter Procuct Key...
|| Festure | o %) Daable Anti-spam Upd,
; S Mow Uk Enabled New Receive Connect.
|| 9 plock List Enabled —
3 Propertes
7
Ll | jia]!

Kiém tra sau khi cdu hinh
Tai may CLIOL ->m¢  Internet  Explorer truy cap  web
https://webmail.mshome.com/owa --> dang nhap véi user mshome\sales01 va
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mat khau P@sswOrd ->giri mot email téi dia chi info@internet.com véi tiéu dé
“Test mail to internet”

Sau d¢6 tai may EX2010 mé exchange management console ->Toolbox ->
double click Queue Viewer

= Toolbox e oo | Actions

tools =

<
B oo Przces st

Amfresh
Dozasis Tempiates Edkor

S »
<] Publc Foider Management Consale [V —
X X v @& Open Teol..
'.Q, Remote Cornsctivity Anshyzer H nee

atno G5 Rl Based Access Control (REAC) User Edior

Mail flow tools

51 sk Flow Troubieshooter

Performance toals

B3| P yea—— PP b |

Tai Queue Viewer ->chon tab Queues va kiém tra Message Count thay c6 1
message

File  Action View Help

[ |7 EIm

£ Queue Viewer - EX2010.mshome.com 2 objects JE L]
Queues | Messages |
' Create Fiter Properties
P G t to Server...
Next Hop Doman_~ | Ocirvery Type [ Sat= | Meszage Court | foeo Retry Time I JESCCOIICL R IV,
=internet.com OnsConrmctorDeivany Retry e e e R N _Thursday, August 26, 2010 12:05:32..., = Export List...

& Submission Undefined Ready ° e .
3 Refresh

EH nee

| | 2l
pems |3 o2cf2

Quay tro lai may DC2008 ->click Start ->trong hop tim kiém gd CMD -
>Enter
Tai CMD nhap telnet ex2010 smtp ->nhan Enter
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o fdministrabor: Command Prompt

Tai man hinh CMD sau khi telnet vao g6 tiép cac 1énh sau:

helo ->nhan enter

mail from:info@internet.com ->enter rcpt to:WeiYu@adatum.com ->enter
data ->enter

Subject: Test from Internet ->enter

Nhap noi dung test from internet ->enter va s¢ nhan dugc thdng bao

message rejected as spam by Content Filtering

T Administrator: Command Prompt !E B

X2018.nzhone .com Microsoft ESHIP MAIL Service ready at Thu. 26 Aug 2018 12: )8
+27a8 o1
he 1o
250 EX2018.nzhone.com Hello [192.168.1.1121
3 folPinternet.com
nder OX
salez@1BPmshome .con
.5 Recipient OK

tart mail input; end with {CRLF>.<{CRLF>
ct: test fron internet

test from internet

5508 5.7.1 Message rejected as spam by Content Filtering.

Nhu vay |4 ta da cdu hinh xong phan giri va nhan mail trén exchange 2010.
Bén canh phan giri va nhan mail thi ta cling di mé thém tinh ning ngin chan
spam mail trén exchange 2010. Tuy nhién dé trién khai sau hon vé hé thong
ngan chin spam ta hdy xem qua bai lab tiép theo.
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BAI 10
TRIEN KHAI MESSAGING SECURITY
Gi6i Thiéu
Trong bai lab ndy ching tdi sé hudng dan cac ban céch thirc quan 1y va cau
hinh mot Edge Transport server. Thyc thi va cdu hinh c&c co ché bao mat trong
hé théng ctia minh
Muc Dich
- Cau hinh Edge Transport server
- Céu hinh Forefront Protection 2010 cho Exchange Server 2010
- Trién khai giai phap chong spam trén Edge Transport server
Hinh 10.1: M6 hinh LAB

N |
EX2010 - Exchang! erver 2010

SVR1 — Edge Transport Server

g
>

2 DC2008 — Windows SeEnterprise 2008 R2

Internet

(&

»
>
N
)
&

\&
&

Internal PC

1. Yéucau
M hinh lab s& bao gom 3 may:
- DC2008: déng vai tro server AD2008 di dugc chuyén doi cac role tir
DC2003 qua
- EX2010: dong vai tro server EX2010 trong hé thong va da dugc chuyén doi
cac mailbox, public folder va system folder tir EX2003 qua.
- SVR1: dong vai trd server Edge Transport trong hé thong
2. Cau hinh Edge Transport server
Cai dat Edge Transport server role trén server SVR1
Tai server SVR1 ->md CMD ->chuyén téi thu muc chira source exchange 2010
va go Setup /mode:install /role:EdgeTransport
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Administrator: Command Prompt

c s \exchange2@18 tup snode:install /role:EdgeTransport

Welcome to Microsoft Exchange Server 28018 Unattended Setup

. you &

COMPLETED

Copying

Setup File=z

» following server roles will be insztalled

t Tools

sport Hole
orning Microszoft Exchange Server Prerveqguizite Check
‘ack Check

JOMPLETED
ort Role g

OMPLETED

ing Microsoft E

change Server

Tools

je
Exchang
Edge T

Hanagenent
The Hicro

Setup has
e effect.

succes:
require
into production.

setup ope = | pleted
ting system zettings that
server prior to placing it

» ange )
nade change
Pleaze reboot this
0 e xc har

918>

a reboot to

tak

Sau khi cai dat xong gd Exit dé tit CMD va restart lai server SVR1

Sau khi restart lai server thi dang nhap vao vai tai khoan Administrator

va mat khau P@ssword.

Tai server SVR1 ->click start ->All Programs ->Microsoft Exchange

Server 2010 ->Exchange Management Console

Trong Exchange Management Console quan st bén trai ta s& thay co

component Edge Transport nhu trong hinh bén dudi

B Exchange Management Console

Fle Adion

View  Heb

MNave ] Rola | Version
BoSvR1 Edge Transport Version 14.0 (Bulid 639.21)
# svRi 9 objects
Artispam | Recsive Cornactors | Send Cornectors | Transport Rubss | Accepted Domains
Pesture = [ status ]
S Corkerk Fikering Enabled
S1P Aliow List Enabled
411P Allow List Providers Enabled
% 1P Block List Enabled
1P Block List Providers Ensbled
2 Recipient 0 Enabled
Enabled
Enabled
Ensbled

Cau hinh Edge Transport Synchronization

Expart List.

Yiew »
5 Refresh
H reo

——

SYR1
® Manaps Diagnostic Log

| Erter Product Key.

41 Disable Anti-spam Upda,

New Reo ornecto...
& New Serd Connector..,
Newe Transport Rude...

od Doman

I Properties

Content Filtering
> Disable

F4 Properties
H v

Tai server SVR1 ->m¢ Exchange Management Shell va g6 Iénh sau:
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New-EdgeSubscription -FileName “c:\mshome-svr1l.xml”

Nhéan Enter ->tai man hinh Confirm ->nhap Y ->nhéan Enter

(PS1 C ndows\system ges iption -filen

you create o o hascription, Iln’ Edge Trans )»())r server will be man
any of the ¢ ctg the ted ¢ deleted: &
3 lan the Ed § i
he Edge Tr
ynchroniz

aby ¢ Hub Trar
L ] would |unplrlt~ r]n‘ qur 8 ription insi tl.r nlrnr.l'.\flr:n in
"'1448" minutes before Ih- boots ount expire
0.0 All [Nl No (L]} No l.o ﬂll (8] Suspend ] Help (default iz "¥Y'): ¥

Click menu Start ->trong hop thoai tim kiém g6 \EX2010\c$
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file://EX2010/c$

B Machine: SYR1 | Scope:
[ indo v

[
Iy
I

Mo kems match your search,

[ Viexzoroncsl £ Logett »f
Sau d6 copy file mshome-svrl.xml tir 6 C: cua may SVR1 qua 6 C: trén may
EX2010

- s o=
C JU 5 4 - motwork - ex2010 - <% - =
Crgerize ~  Mews foider > H

 Farvcemes
I Cestcop

o Dovrioads

2 Recert Places

S Libcares
3 Doosnerts

Pictures

M CD Ovive (D:) GRMSNS

B e aciosa
S Meteck = | m=home-svrl

| 13 memrs

Qua may EX2010 m¢ Exchange Management Console ->Organization
Configuration ->Hub Transport ->click chon tab Edge Subscription ->click
phai chon New Edge Subscription
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Exchange Management (

Fle  Acticn  View  Help

o S ol 7 (e |

) Mcrosoft Exchenge & Hub Tronsport TIETEET [Actions
= [i5 Mcrosoft Exchangs CrvFremses
D G i G ol - Remote Domans | Accepted Domars ] £-mail Adckre=s Polices ] Treraport Bues [ Ho
i Marbox | serdc Edge Giobai Settngs | Antispam | | %3 Mow Remote Doman...
-2 sitariaied ¥ Create Fier &3 MNew Accepted Domann...
- Hub Transport
i Unfred Messagng St T [ Active Drectory e I " Mew E-mai Address Pokc.
or Configuration
3ailbox There are no items to show in this view. =2 New Transport Rule.
Chent Access WP tew Journal Rude. ..
e = ¥ Mew Send Connector.
= &, Recioerk Configuration o Mew Edge Subscription. ..
&5 Msbox
$2, Ditribution Growe Byt ..
= M Contact Viewe >
@5 Desconnected Madbox =
b Mave Request G Refresh
@R Tookbox H e
1] | B |

[ [

Tai trang New Edge Subscription trong muc Active Directory Site ->click
Browse

¢, New Edge Subscription
=

[ New Edos New Edge Subscription
Subscaption Edge Subscaphions are used 1o dantiy the Edos Transpot servers that val be managed by
s using the rephcated corfigurshon data hom the Exchange ceganization.
I Comgplet

Specily the Active Dinectory site 1o which this Edge Transpont server will subscabe:

Actvve Diectony she

I
Spaciy the location of the Edge Subscaption lie lor the specilied Edge Transport server.
Subscrption fde

| Browsse I

¥ Automabicaly create a Send o1 this Edige St

Hep | ass | New | Cancel |

Trong cua s6 Select Active Directory Site ->click chon Default First Site

Search: Find Now oo

Name ->click OK e e e

Bén dudi Subscription file ->click Browse va chi dén file mshome-
svrl.xml

trong 6 dia C: ->click Open
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é‘(ﬂ)—. &+ Computer + Local Dk (C:) +

QOrganize ¥ New folder

v §23 | SearchLocal Disk (C:)

o=

li
e Nams - | Date modiied | rype

B Desitop L SWINDOWS, ~BT 8j26/2010 7:00 AM  File Foldar
& Donrloads exchange2010 BI26/2010 6:52 AN Fie Foldar
i FacectPraces . Exchangesetuplogs BJZS/Z0108:24 M Fie folder
o Ubraries . inetpub BI26/20106:33AM  Fie fokdar
B Docunents |, Perflogs 7/4/2002 10:20 AM  Fie fokdar
o Musc | Program Fies /2672010 8:14FM  Fie folder
= Pitires | Program Fles (x86) B/2572010 759 PM Fie Folder
B voeos | Users BiZS/Z0108:20 M Fie Folder
- L Winsg B/26/2010 6:58 AN Fie fokdar
! 1. Windows B/2S/20107:59FM  Fie fokder

i tietwork

Q;‘ New Edge *
-

- 2
£ New Edoe New Edge Subscrmtion
Subscaption Edae Subscnpbans are uzed 10 identiy the Edos Transpost servers that wal be managed by

Gz the rephcsted corfipurshon data fiom the Exchange organcaton
Specty the Active Diecton site 10 which this Edge Transport server will subscebe.
Active Daecton she:

[SefadtFestSkeName Birowse |
Specty the son of the Edge som fie for the et Edge Transport semver
Subscription Ske

[Emehome-=T 5o | Biowse |

¥ Automaticaly create a Send connectos for this E doe Subscrnption

Heiw | 2a 1 New | Cancel |

Tai trang Completion ->click Finish

} Q, New Edge Subscription
224
_

Mew Edge Completion

n Subscaption The wizard compleled successiully. Ok Fresh to close this weeatd.
B Comiiicn: Elapzad tme: 00.00.01
Summary: 2 itemis] 2 succeaded, 0 faded
1| Read file @ { 1 =&
Exchange M Shell d d

Head binaty stream from the file ‘C,\ms';ane-m'l sl
Elspred Time: 000000
#.. Edge Subscription B Conpleind 2
‘Wainng
EdgeSync reques thal the Hub Transport servers i Actve Direclon ste
mshome com/Corfiguraiion/Sites/Defauk Fust Site-Name be able 10 resobve the IP
address for SVR 1T mehome com. and be able to connect to that host on port 50635
Exchange Management Shed command compieted
NewEdogeSubscrption FileData <Bnaw Data>' Sie
‘mshome com/Configration/Stes/Deladt Frat-Ste Name'
CreateinteinetS endConnector $tue -CreateinboundSendConnector $iue

Elapsed Time: 0000:01

To copy the cordents of ¥ page, peess CTRL+C.
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Kiém tra EdgeSync dd hoat déng va Active Directory Lightweight Directory
Services €0 chira thong tin cia AD

Tai server EX2010 ->click Start ->All Programs ->Microsoft Exchange
Server 2010 ->Exchange Management Shell

Tai Exchange Management Shell go 1énh Start-EdgeSynchronization -
>Enter

nization

5660-1988-9A69-5442891e¢168h

Enter

59-5d42891e168h

xchange Administrat
ion,CN-Microsoft E

7:83 AN
:17:83 aAn

at
ficationStatus
us

YD
ds J r credentials 3
: Nunber of cookies 2

Tai command promt go tiép Get-User -ldentity sales01 | ft Name, GUID

- Machine: EX2010.mshome.com
N2 Get-lzser ~Identity sales@1 | ft Name, GUID

Guid

c5690a4F - 6ace-4937-8006-e83278bhe162

Ghi lai 8 ky tu dau tién trong cot GUID dé bat dau kiém tra. Chuyén téi
server SVR1 ->mo CMD va g LDP ->Enter

Microsoft Windows [Uersion 6.1.76081
Copuright <{c> 2089 Microsoft Corporation. All »ights reserved.

C:N\Userssadministrator MSHOME> 1dp__
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Trong ctra s6 LDP ->click Connection ->click Connect

| Ldp =] =3
ICorr-ection Browse View Options Utblties Help

T S |
Band... Ctri+B

Descornect

RNewve Cri+n
Save
Save As

Exit

Connect to specified server naUM ] Z

Trong cira s6 Connect khai bao céac thong sé sau:
Server: svrl

Port: 50389

Click OK

S

Server: [svrl

Port; 50389 [~ Connectionless
[~ sst

cot_|

Click Connection ->click Bind
Trong cira s6 Bind ->click chon Bind as currently logged on user ->click OK

| Connection Browse VYiew Options Ubities Help
Cornatt | ZI50a0 T 113/30 339 = VLYREQUEST ), _‘_]

2.16.840.1113730.3.4 10 = ( YLYRESPONSE ),
.28401135561.41504 = ( ASQ),
28401135561 41852 = ( QUOTA_CONTROL ),
28401135561 4 802 = ( RANGE_OPTION ),
.2840113556.1 .4 1907 = ( SHUTDOVW_NOTIFY );
.2840113556.1.41948 = ( RANGE_RETREVAL_NOERR ),
2840113556.1.4 1974 = ( FORCE_UPDATE );
28401135561 41341 = ( RODC_DCPROMO );
28401135561 .4 2026 = ( DR_BPUT ),
28401135561 .4 2064 = ( SHOW_RECYCLED
28401135561 .4 2065 = ( SHOW_DEACTIVATED _LINK ),
supportedLDAPPolicies (14) MaxPoolThreads,
MaxDatagramRecy, MaxReceiveBuffer, IntRecvTimeout,
MaxConnections; MaxConnidieTime,; MaxPageSize;
MaxQueryDuration; MaxTempTabieSize;, MaxResultSetSize;
MinResultSets; MaxResultSetsPerConn;
MaxMNotificationPer Conn; MaxValRange;
supportedlLDAPVersion (2 3; 2,
supportedSASLMecharesmes (4). GSSAP, GSS-SPNEGO,
EXTERNAL, DIGEST-MDS;

.

[ G G QN

-

Set Server Bind Information [ um Y
Trong caa s6 LDP ->click chon View ->Tree
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Connection Browse | Yiew Options Utlties Help

o CrrleT ( RODC_DCPROMO J; -]
Enterprise Configuration C DN_RPUT X
( SHOW_RECYCLED X
« Status Bar ( SHOW _DEACTIVATED_LINK ),
xPooiThreads;
Set Fonk... .
o + dcerveBufter, InitRecvTeneout,

MaxConnections, MaxConnidieTimes, MaxPageSize,
MaxQueryDuration;, MaxTempTableSize, MaxResultSetSize,;
MinResuliSets, MaxResultSetsPerConn;
MaxiotificationPerConn, MaxValRange;
supportedLDAPVersion (2 3; 2;
supportedSASL Mechanisms (2): GSSAPL, GSS-SPNEGO,
EXTERNAL, DIGEST-MDS;

0 = |[dap_set_option(id, LDAP_OPT_ENCRYPT, 1)
res = idap_bind_s(d, NULL , Shtauhident®y , NEGOTIATE (1153)) 7
v3

{rREAuhidentity: Ussr="NULL" Pwd==unavailable=; domain
=Ty
Authenticated as: MSHOMEwdministrator”.

-~

oM [ 2
Trong ctra so Tree View x06a hét cac entry trong phan BaseDN ->click OK

cce_|

Trong ctra s6 LDP double click OU=MSExchangeGateway dé mé rong ra

Connection Browse \View Options Liilites  Help
‘CN=Configur ation, CN={BEF36F AF- 1DSC- SupportedSASLMechanisms (4) GSSAPL GSS-SPNEGO, EXTERMNAL, DIGEST-MDS, =]
Ch=Schema, Ch—Configur stion, CN—{BEF

© - ldap_set_optiondld. LDAP_OPT_ENCRYPT. 1)

CN=Address Revrite Configur ation, res = iap_bnd_s(d, NULL, Shtauthidentty, NEGOTIATE (1153)% #fv.3
CN-—LostAndecand, Ot -#MSExchanosy (mAuhlcemny User=mULLY Pwel=<unavailable=; domain = NULL'}
CN=NTDS Quotas, OU=MSExchangeG | authenticated as: MSHO! A
ChN=Recipients, OU=tMSExchangeGate |
CN=Roies, OU=MSExchangeGatewsay | Expanding base ‘OU=MSExchangeGateway"
Getting 1 entries.
Dn: OU=-MSExchangeGateway

distinguishedName: OU=MSExchangeGateway,

dSCorePropagationData: 0x0 = X,

instanceType: 0x5 = ( IS_NC_HEAD | WRITE X

msDs-masteredBy. CN=NTDS Settings Cl=SVR1$MSExchange CN=Servers CN=Defau-Fist-Site-

me Ch=Sites. m{unhgwatnn CN={BEF35F AF-1DSC-4B891-9310-6EFBI0SDEOBO ),

name: MSExchangeGat

objectCategory. CN=t ngankzauonal»um CN=Schema, CN=Configuration CN={BEF 36F AF-1DSC-4B91-
S31D-6EF BI0SDEOBO);

objectClass (2) top, organizationafnt,

ObjectGUID: 229c69cc-dabb-403d-ab33-c871a39c7767;

ou MSExchangeGateway,

uSNChanged: 12344;

uSNCreated 81 93

wwellKnownOb) :
.52 ASD1 CA1 575651101 ADEDDOCOAFDEDSCD: C
532 6227F0AF1FC2410DBE3B61061SBOSBOF-CN=NTDS Guotas OU=MSExchangeGateway.
B.32 ABS15387 76881101 ADEDOOCO4F DEDSCD: CN=LostAndFound OU=MSExchangeGateway;
B 32 1 8E2EAB0684F 11 D2BSAADDCO4F 79F 805 Ch=Deleted Objects OU=MSExchangeGatewvvay;

whenChanged: 8/26/2010 25549 PM SE Asia Standard Time;

whenCreated: 8/26/2010 2:55:31 PM SE Asia Standard Time;

EEE ] L | =l

Double click CN=Recipients,OU=MSExchangeGateway dé m& rong muc
nay.

Tai day ta tim phan CN=[GUID], GUID ¢ day la 8 ky ty ma ta da lay duoc tai
Exchange Management Shell trén server EX2010 luc ndy.

|&n recipient ma ta tim duoc va quan sat thdng tin cua recipient nay. Ta thiy da
lay dugc thong tin tir hé thong AD.

Close LDP
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Connection Browse \iew Options Lilities

Help

CH=Configur ation, CN={BEF36F AF-1D5C- -]
CN=Schema, CN=Configur stion, CN={BEF | --—-——
= CU=MSExchangeGateway Expanding base 'CN=c5690a41-6ace-4937-80d6-283278bbe462 CN=Recipients OU=MSExchangeGateway' .
CMN=Address Rewrite Configuration, O | Setting 1 entries:
CN—tLostAandFound, OU—MSExchange: | DM CN=c563004f-6ace-4937-8046- X
NfADS R o badPasswordTime: O (never),
) =t Quotas, QU=MSExchange: badPwdCount: O;
£i- CN=Recipients, OU=MSExchangeGate cn cS5690adf-6ace-4937-80d6-e53278bbedb2;
CN=20cdS769-29c8-4439-ad40-1 distinguishedName: CN=c5630a41-5acs-4937-50d6-
CN=404b2dS8-5b0%-481e-8a7a-< £53278bbe462, Ch=Recpients OU=MSExchangeGateway,
CN=5f8fS100-7206-4715-bSbS-a dSCorePropagsationData: 0x0 = X
CN=81746f97-397b-4707-b951 -+ :“5:(:‘:‘::.7'1\:‘90 D558 m CWWFITE X,
CN=930bedd4-1FS0-45c2-891b-c* o2 d
7 msExchEdgeSyncSourceGuid: O
CN=9Fa30b27-30e1-4f70-bdes-1 P 2 by
CN=31b0ba13-7665-4 z ion: 4422¢ e
CN=3303884f-5208-4c00-926b-2 name: cS690a4t-6ace-4937-50d6-283278bbed62;
d objectCategory. CN=Person . Cl=Schema CN=Configuration, CN={BEF 36F AF-1D5C-4891-931D-
e o GEFBI09DENBO},
5% objectClass (4) top; persor; organizationalPerson, user;
Ex—em 9;:%¢42522-93m-i ObjectGUID: bS1151d1-2142-4111-a194-782173102134;
=erliOm objectSid S-1-528002505-265420341-2454558061-1243943604-1 556466356-85550978;
Eh=Roles, OU=MSExchiangeGatowary, proxyAddresses: sh B0BEB431862971FD;
pwdlastSet 82672010 4:1316 PM SE Asia Standard Time;
SystemFlags: 0x40000000 = ( CONFIG_ALLOW_RENAME );
uSNChanged: 16413,
uSNCreated 16413,
whenChanged 8/26/2010 4:13.16 PM SE Asia Standard Time;
whenCreated: 8/26/2010 4:13:16 PM SE Asia Standard Time;
“ I l » ' 444444444 -
. Cwo

Kiém tra qué trinh giri mail vin hoat dong binh thwong sau khi ciu hinh

Edge Transport

Tai server EX2010 ->m¢é Exchange Management Console ->Organization
Configuration ->Hub Transport ->click chon tab Send Connectors ->
double click EdgeSync - Default-First-Site-Name to Internet

E Exchange Management Console MEE
Fle Action View Help
¢=|2m Ao
() Microsoft i:‘ha“?:‘ B Hub Transport < [e | Actions
[= 15 Microsoft Exchange On-Premises (e Hub T t -y
B |2 Organization Configuration Remote Domains |  Accepted Domains |  E-mad Address Policies | ranspol
w4 Maibox EdgeStbsaiptions | GiobalSettngs | Antispam 3 New Remote Domain...
& Client Access Transport Rules | Journal Rules Sond Conpeciocs &3 New Accepted Domain
~» Hub Transport 7 Create Fiter i

+|= Unified Messaging

| New E-mail Address Polic...

= 5 Server Configuration

S Client Access

o~

= %, Redpient Configuration
a4 Maibox
82, Distribution Group
-~/ Mad Contact
3 Disconnected Mailbox
=g Move Request

8 Toobox

2 Maibox &"

)
' HLb.Transpovt Hlnternet Enabled

= | Status * New Transport Rule...
igesSync - Def ault-First-Site-IName to Internet Enabled
geSync - Inbound to Default-First-Site-Name Enabled

B new Journal Rule...
& New Send Connector..,
¥ New Edge Subscription...
s Export List..,
View »
G Refresh

Help

4 | | < | ja|

Chon tab Network va chon Route mail through the following smart hosts ->

click Add
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EdgeSync - Default-First-Site-Name to Internet Properties E=

General | Address Space Network I Sowce Server |
Select how to send mail with this connector:
T Use domain name system [DNS) "M records to route mail automatically
: I~ Enable Domain Security (Mutual Auth TLS
* Route mad theough the following smast hosts
== Add. ..
Smdadds an item to the bst. |

Smart host authentication:

None Change. .. |

I Use the Extermnal DNS Lookup settings on the ransport server

S | oK I Cance=l I Apply | Help I

Trong cira s6 Add smart host ->click chon IP address ->nhap IP cua
Edge Transport server 192.168.1.115 ->click OK 2 lan

" |P address;

(1321681114
Example: 192.168.10.10

" Fully qualified domain name [FQDN)

l

Example: ipgateway] comoso,com

oK. | Cancel |

Mo Exchange Management Shell gd Start-EdgeSynchronization ->Enter

B Machine: EX2010.mshome.com [_ 151 <]
[PS]1 C:~>Start EdgeSunchronization

Runspaceld
Result

883e-—c263bb5dedd”?

a
a
=]
a
a
3
Suc
C.
s
8
8
a
a
a
a
a

[(PS1 C:\>_

Mo Internet Explorer va dang nhap vai tai khoan mshome\sales01 va mat
khau P@sswOrd ->tién hanh gui mot email t6i dia chi info@internet.com véi
tidu dé “test gui mail ra ngoai internet” ->click Send

165


mailto:info@internet.com

/= https://ex2010.mshome.com/?ae =Item&a=News&t =IPM.Note&cc=MTQuUMC42MzkuMjESZW4LY¥YMsNDISNDK2... =] B3

=S3send = @ wm 8 | S & TV - EBoptions... HML ~ @
&3 To... info@internet. com

3 cCe...

Subject: test gui mail ra ngoal internet

Tahoma w10 » B X U = = &= s . A . ¥

test gul mall ra ngoal nternet

Cho mot Iic va kiém tra trong Inbox cua user salesO1 chac chin rang
khong nhan dugc email théng bao non-delivery report message
3. Cau hinh Forefront Protection 2010 cho server EX2010
Cai dat Forefront® Protection 2010 for Exchange Server
Tai server SVRL1 double click Ién file cai dat forefrontexchangesetup.exe
Tai trang License Agreement ->click chon | agree to the terms of the license
agreement and privacy statement ->click Next

Setup Wizard - Microsolt Forefront Protection 2010 for Exchange Server

€ n

License Agreement

MICROSOFT EVALUATION AND SUBSCRIPTION SOFTWARE LICENSE TERMS i*]
MICROSOFT FOREFRONT PROTECTION 2010 FOR EXCHANGE SERVER

These liceres terms are an agreerment between Microsoft Corporation (or based on
where you live, one of its affdiates) and you. Please réad them, They apply to the
software named above, which includes the media on which you recaived &, If any.

The terms also apply 10 any Micrasoft

o updates,

|

Ta read our privacy :tatement, go to: http://go.microsoft.com/fadink/Thinkid= 128267

W' Lagree to tha terms of the licenss agreement and privacy statement.

| Next > I Cancel |

Trong cira s6 Service Restart ->click Next

Setup Wizard - Mecrosolt Forefront Protection 2010 for Exchange Server

€ =

Service Restart

During installation, it may be necessany to stop and start the followwng services on this
computer, if they are r T s p aur v, 33 needed. I¥ these services
cannot be stopped at this time, please cancel this installation.

lhb(roso!! Exchange Transport

Next > Cancel |

Tai ctra s Installation Folders ->click Next
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rd - Microsolt Forefront Protection 2010 for Exchange Server

Installation Folders

Please select the folders into which you would like to install the product.

Program folder:

[C:Program Fikes (xB6){Microsoft Foeefrent Protection for Exchange Server

Browse... IThis 15 the folder into which executable files are placed,

Data folder:

[:\Program Files (x86){Microsaft Forefront Protection for Exchange ServeriData

Browse... This is the falder into which data files, such as quarantined files and
archived files, are placed,

| Next > I Cancel I

Trong trang Proxy Information ->click Next

iz or«J Mic It Forefront P 2010 for Exchange Server

Proxy Information

I Use procy settings

Name or P address: [
Port: |
User name; I
Password: l

The antizpam engine downloads definition updates independently from ather engine and
definition updates, If you use a procy server, configure proxy settings to ensure that the
sntispsm engine definition updates download successfully, Antispsm engine definition
updates cannot be downloaded from a redistribution server (UNC path).

Next > Cancel I

Tai trang Antispam Configuration ->click Enable antispam later ->click
Next

it Forefront Prot 010 for Exchange Server

Antispam Configuration

€ Enable antispam now - Antispam features will be enabled immediately after the install is
complete,

& Ensble antispam later - Antisparn festures can be enabled later. Antispam updates will not
be downloaded until antisparn protection is enabled.

Next > Cancel I

Trong trang Microsoft Update ->click chon I don“t want to use Microsoft
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Update ->click Next

Selup Wizard - Microsolt Forefront Protection 2010 for Exchange Server

€ n
Use Microsoft Update to help keep your computer secure and up to
date

Microsoft Update helps keep your computer secure and up to date for Windows and other
Micresoft products, including Microsoft Forefront Protection 2018 for Exchange Server,
Updates will be delvered based on your cument update settings. You can review or change
these settings from the Windows Update control panel.

a © Use Microsoft Update when I check for updates (recom mended)

v @ Idon'twant to use Microsoft Update

See the Microsoft Update FAQ: http://go.microsoft.com/fadink/LinkiD=5T191

Read the Microsoft Update Privacy Statement: https//go.microsoft.com/Sfwlink,/?
LinkID=57190

I Next > I Cancel

Trong trang Customer Experience Improvement Program ->click Next

Setup Wizard - Mecrosolt Forefront Protection 2010 lor Exchange Server

€ n

Do you want to join the Customer Experience Improvement Program?

The Customer Expenence Improvernent Program collects information about computer
hardware and how you use Microsoft Forefront Protection 2010 for Exchange Server, without
interrupting you. This helps Microsoft identify which features to improve. No information
collected is used to identdy or contact you,

To review the privacy palicy, please visit: http://go.microsoft comMadink/ TLinklD=1232¢)

™ Join the Customer Experience Improvement Program

I Next > I Cancel

Tai cira s6 Confirm Settings ->click Next va cho cho qué trinh cai dat bat dau.
Qua trinh cai dat c6 thé dién ra trong vong 5 phit.

Setup Wizard - Microsolt Forefront Protection 2010 for Exchange Server

€ B
Confirm Settings

WVenfy that all information is comrect. Confirrn that you want
to proceed with the installation by clicking Next.

[service Interruption: -
The following sces will be stopped and started
Microsoft Exchenge Transport

(Critical Installation Note:

After the installation, the most up to date engine and
definition files must be d loaded for all engmes before
[the server i3 fully protected. An update will be
automatically scheduled to start 5 minutes after

=l

Next > Cancel
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Tai ctra s6 Installation Results ->click Finish
7. Cau hinh Forefront Protection 2010 for Exchange Server

Tai server SVR1 ->click Start ->All Programs ->Microsoft Forefront
Server Protection ->click Forefront Protection for Exchange Server
Console.
Tai ctra s6 Evaluation License Notice ->click OK

Evaluation License Notice

S Microsoft- ticense Nostice

% FO refro nt- You curren sy hawe 119 days left before your evaluation licensze of

Microsoft Forefront Protection 2010 for Exchange Server expires. ¥

Protection 2010 Joihe s produd key, dick acivate Now:
for Exchange Server

To license Micros Dfl Fo efr on! Frotection 2010, please contact your

© 2003 Microsoft Corporation. All rights Microsoft sales represents

reserved

Formore information see Howto buy
Waming: This computer program is
protected by copyright faw and international
re eproduction or
ram. or any portion

vere criminal penaitie

ed t
extent possibie under the law.

Activate Nows I oK |

Trong ctra so6 Forefront Protection 2010 for Exchange Server
Administrator Console ->click chon Policy Management ->dudi
Antimalware ->click Edge Transport

Trong trang Antimalware - Edge Transport ->dudi phan Engines and
Performance ->click chon Scan with all engines

Trong phan Scan Actions chon Delete trong phan Action ddi véi muc
Virus Tal trang Antimalware - Edge Transport Click Save

=M Ant alware EdgeTlancpon

¥ Conngure matware cet nge Hub or Exchange Transport senver

= Edge Transport
3 Antspam
i1 qu

= W Fite
= r.m.nm
T Filter O

General Settings

[ Enable transport antivirus scan

P Enable transport antispyware scan

Detection Action Quarantine Files
u T - 2
Spyenre Oelete >

If you selected the delete action, the file content is replaced with the geletion text.

Edit Malware Deletion Text.,.

Additional Optons

Bl ronitonng

| Policy Management
i

Tai trang Policy Management mo rong Global Settlngs ->click
Advanced Options.Trong trang Global Settings - Advanced Options ->phan
Threshold Levels chinh stra cac gia tri cho cac tham sé sau:

Maximum nested depth compressed files: 10
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Maximum nested attachments: 50

Protectson 2010 for Exchange Server Adr

[_ =] >=]

s
5> Policy Mansgoment » Globel Settngs > Advenced Options [<> |

anagement Sae ancet >

Antirnstescs P Delete corrupted UUEncoded files ~

Edge Tranzport
= Anmn‘im L2 ¥ Delete partist SMTP messages T3 Refresh
#1 Configure I~ Delets enovoted compressed files @ Edit Select
= W Fitters &% Update Sel
B Filter Lists Threshold Levels &F Update All ..
W, Filter Options "
= & Online L P MiewxEosin
¥l Configure s =
= ¥27 Global Settngs fide sixe
*7% Scan Options 25 —
&, Engine Options Masimum compreszed file se imegabytes)
Aduanced Options F =
e size
100 =
Masimum nested attachments

=d =
Masmmum nested depth compressed files:
| EC- |

Spedalty File Type Settings

¥ Treat muiti-part .rar archive 35 3 corrupted compressed Nile
= Treat high =ip file 33 3 uie

Logging Options

Archive transport mail:

B vonoring

¥ Enabie transport inddent logging
Policy Management

7 Enable event logging ~

& incicents -~

Duéi phan Intelligent Engine Management chon Manual trong hop lya
chon Engine management

Microsolt Forefront Protectson 2010 for Bxchange Server Ade

Fie fews  Actions  Help

- | » Policy Management  »  Global Settings  »  Advanced Options.

Poficy Management s

Antimatears

r > Action

Advance.. ~

EageTansport The Customer Experience Improvement Program collects sbout 2nd how you use Microsoft Forefrant,
X S WALhOUE interrupting you. This helns Microsoft identify which Microsoft Forefrant features to improve. NG snformation collectzd 15 G Tetvesh
= J Antizpam Used to identify or comtact you.
7 . @ Edit Select
§) Configure To review the privacy policy, please vis A inkID=126267 » i Seled
= W Filters @k Update Sel..
, Filter Lists I 30w the Customer Expersence Improvement Program

. Filter Options
= & Online Protection

&F Update ANl
B View Engin.

Intefigent Engine Management
il Configure
= Global Settings Forefront 2010 for no ana updates for the best protection. It is
7% Scan Opuons recommended that you leawe engine management 5ot to sutomatic. To disable engines for specific scans, or to change the engine

@ Engine Options update schedule, change engine management to manual mode and make your selections below.

S Engine management [EIETT ~ |

Engine selection

Engine Transport

Norman Virus Control Enablea -
Microsoft Antimatware Engine Enabled -
Authentium Command Antiuirus Engine Enablea -
VirusBuster Antadrus Scan Engine Ensbled =
Kaspersky Antivirus Technology Enabled -

Update scheduling

Engine | categony Upasting Schedule
Norman Vieus Control Antimasaare Enaviea Daily starting on $/27/2010 3t £:00 AM, rer
A Engine Antimasaare Enadlea Daily starting on 8/27/2010 st 8:00 AM, rex
[T Mt Comrd AT || e il strtion SN i7/U1s t4 100 ALY ve .|
worm tist Antimasaare Enapiec Caily starting on $/27/2010 3t 8:00 AM, rex
Policy Antedrus Scan Engine Antimateare Enadiea Daily starting on $/27/2010 =t 5:00 AM, rex
Antiirus . Enanlec Daily starting on /27/2010 at 5:00 AM, rex
Cloudmark Antispam Engine Antispam Dissbiea -

Trong bang Update scheduling ->click Norman Virus Control ->sau do click
Edit Selected Engines

W Microsolt Forefront Protection 2010 for Exchange Server Administrator Console

Poiicy Management b Global Settings Advanced Options <5 |
\agemenit - 2 = ~
e Antirmsheare

7. Edge Transport

Engine selection

3 Antispam Refresh

7l Configure Engine Transport Edit Select.
= W Filters Norman Virus Control Enablea > Update Sel...

, Filter Lists Microsaft Antimatwsre Engine Ensbled - Update Al

T Authentium Command Antadrus Engine Enablea - View Engin.:
= WirusBuster Antairus Scan Engine Enabled =

{} Configure

Kaspersky Antivirus Technology Ensbled -

= €27 Global Settings

7% Scan Options
Engine Option: Update scheduling
Advanced Options

Schedule

Engine

n Antimasaare Enanled Deaity starting on 8/27/2010 at 6:00 A0,
Authentium Command Antiirus Engine Antimatware Enadied Daily starting on 8/27/2010 3t 8:00 AM, rex
Wéarm List Antimareare Enavlea Oaily starting on 8/27/2010 3t 8:00 AM, reg
VirusBuster Antiirus Scan Engine Antimabaare Enavled Daily starting on $/27/2010 =t 5:00 &M, rex
Kaspersky Antivirus Enablea Dally starting on 8/27/2010 3t 8:00 AM, reg
Cloudmark Antispam Engine Antispam Dissbled

I =)
Edit Seiected Engines... |

Bl roneoring

Policy Management

Trong hop thoai Edit Selected Engine phan Update freqaently chon
Daily -> kiém tra muc Check for updates every di dugc chon ->nhap 01:00
trong trong muc bén dudai ->click Apply and Close.
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dit Selected Engs

o 2pply  f Apply ana Close 2K Ciose

Currently editing:
Norman Virus Control

¥ Enabiea
Primany update path: Use default path

Im-m ZToretrontal.microsoft.comssener/scanengineupaate

Secondary update path:

Update start date and time

Start date: Start time:
| 8272010 >~ | 500 amm — |

Update frequency

 Once ¥ Check for updates eveny:

& Daity breo =] thours

 weeckly

minutes)

Mote:

A check for updates will ocour at the freguency you have specified. If no updastes are swaslable, no
files are downloaded during that update oyde.

Tai trang Global Settings - Advanced Options click save

Microsoft Forefront Protection 2010 for Exchange Server Ad

» Policy Manapsment  » Global Settings.

7. Edge Transport

Engne selection

Advance.

7 Scan Opbons
@ Engine Option: Update scheduling

Advanced Options
Engine

Microsoft Antimahware Engine
Authentium Command Antivirus Engine
Warm tist

VirusBuster Antadrus Scan Engine
Kaspersky Antiuirus Technology
Cloudmark Antispam Engine Antisnam Dissbiea

ol | !

[

Policy Management

= & Antispam T3 Refresh
¢} Configure Lnglos | Insport & Edit Select
o= W Filters Norman Virus Control Enabled = 2 Uiodste S
s Filter Lists Migosoft Antimalware Engine Ensbled - &F Update All ...
. Filter Options Authentium Command Antivirus Engine Enabled - 3 ViewEngin
= (& Online Protection - ;
: VirusBuster Antadrus Scan Engine Enablea -
| Configure
55 Globot Scttings Kazpersky Antivirus Technology E£nabled -

Enablea Daily starting on
Enavlea Daily starting on
Enadlec Daily starting on
Enadiea Daity starting on
Enavlec Dally starting on 8/27/2010 3t 8:00 AM, rex

=t 5:00 AM, reg
2t 8100 AM, rez
3t 8:00 AM, reg
=t 6:00 AM, rex

Edit Selected Engine

8. Trién khai giai phap chong spam trén Edge Transport server
Cau hinh DNS cho viéc van chuyén email
Tai server DC2008 click Start ->Administrative Tools ->click DNS.

Tai DNS Manager mé rong Forward Lookup Zones ->m¢ rong domain
mshome.com ->di chuyén qua viing gitra man hinh click phai mouse chon New
Mail Exchanger (MX)

= Forward Lookup Zones sRes
i (] _msdcs,mshome.com Twcp
mshome. com e
= ~sdcs ComanbrsZones
= f:‘ ForestDraZones
< “udp =i (same as parent folder) Start of Authority (SOA) [29). 4c2008.mshome. com,
= DomanDnsZones (same as parert folder) Name Server (NS) Gc2008 . mshome .com.
= ForestDnsZones £l (same s parert folder) Host (A) 192.168.1.112
- Reverse Lockup Zones {5l dczoos Host (A) 152.168.1.112
+ Conditional Forvwarders {jEx2010 Host (A) 192.168.1.114
+1 (1] Global Logs Esvri Host (A) 192.168.1.1185

stabic
static
8/26/2010 3:00:00 AM
static
8/26/2010 6:00:00 AM
8/26{2010 2:00:00 P
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Tai cira s6 New Resource Record nhiap SVR1.mshome.com trong muc
Fully qualified domain name (FQDN) of mail server
Click OK va nhan nit X trén goc phai dé dong DNS Manager

Ml Exchanger (M) |

Host or child dornain:

By defaul, DNS uses the Darent domein name when creating & Mal
Exchanos record. You can specky & host or child name, but n most
deployments, the above fiekd is feft blank.

Fully quaified doman name (FQDN):

[mehome com.

Fully guaified domain name (FQDN) of mail server:

| s¥%t.mshome.com Browse.... l

M server prianty -
|10

Ciu hinh global SCL cho viée van chuyén junk mail

Tai server SVR1 m¢o Exchange Management Console ->Edge Transport -
>click chon server SVR1 chon tab Anti-spam & bén dudi ->double click Ién
muc Content Filtering

i Morosolt Exchence & Edge Transport T [Actions
, v
£ Tooboax I Creste Fter dq -~
Name - T role T version
F=ETT Ecos Transport Version 14,0 (Buld 639.21)

9 objects

| Trarsport Rudes | Accepted Domans |

Trong cira s6 Content Filtering Properties chon tab Action ->bo chon
Reject messages that have an SCL rating greater than or equal to va click
OK

Content Filtering Propertics

General | Custom \woeds | Exceptions  Achon |

T he cortent fiter acts on messages according o their spam confidence lewel
[SCL] ratng and the foliowrg STL thresholds that pou define

I~ Delete messages thet have an SCL raling greater than or =qual to: | ]

I FRepct messages that have an SCL rating greater than or esgual o0 | E

I Quarantne sessages that have an SCL sating greater than of equal | —
o

The Contert Flter assigne an SCL rahing betvasean 0 and S to the messanss &
evalistes

A message with an SCL sating of 9 iz kel 1o be spam.
A messaos wath an SCL rating of O isnt bkely 1o be spam.

= [ox ] camm | sootw | Hew |

Tai server EX2010 mé Exchange Management Shell ->tai Exchange
Management Shell go 1énh Set-OrganizationConfig -SCLJunkThreshold 6
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va nhan Enter

Sau d6 dang nhap vao user sales02 va gui mot email cho user sales01 voi
noi dung XJS*C4IDBQADNI1.NSBN3*2IDNEN*GTUBE-STANDARD-
ANTI-UBE- TEST-EMAIL*C.34X

Sau khi gtri xong email thi logout va dang nhap vao mailbox cua user
sales01
thi ta s& thay email cua user sales02 vira guri bi liét vao hop Junk E-Mail

Ciu hinh Content Filtering dé tir chdi junk messages

Tai server SVR1 mo Exchange Management Console ->Edge
Transport ->click chon server SVR1 chon tab Anti-spam & bén dudi -
>double click Ién muc Content Filtering

B Exchange Management Console

Trong ctra s6 Content Filtering Properties chon tab Action ->chon
Reject messages that have an SCL rating greater than or equal to va cau
hinh cho muc nay la 7 ->click OK
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Content Fitering Propertics

General | Custom \Woeds | Exceptons  Acton |

T e corter
(SCL) ratg
I Delete messages that have an SCL raling grester than or equalto: |5 —
I~ Bejct massages that have a0 SCL 1aling oreater than o equal to: |7 —3
= awmmw:mammsu-umgm thanmorequat [&=  —]

e

A message with an SCL rating of S is iy to be spam
A Mmessa0s wah an SCL rating of 0 isn! lkely to be spam

R
and the folicawng SCL thresholds that

T he Contert Filler assigns an SCL rating batvwean 0 and S to the messaoss #
ahasmes.

ssages according to thei spam confidence level
sons Cefine:

oK ] Carcet | e | Helb |

Sau d6 dang nhap vao user sales02 va gai mot email cho user sales01 voi
noi dung XJS*C4JDBQADNL1.NSBN3*2IDNEN*GTUBE-STANDARD-ANTI-
UBE- TEST-EMAIL*C.34X

Sau khi gtri xong email thi logout va dang nhap vao mailbox cua user
salesO1 thi ta s& khong thay email ciia user sales02 vira giri boi vi email nay da
bi reject trong qua trinh kiém tra chong spam.
Cau hinh IP Allow List
Tai server SVR1 m¢ Exchange Management Console ->Edge Transport -
>click chon server SVR1 chon tab Anti-spam & bén dudi ->double click Ién
muc IP Allow List

-
% Conket: FRecing Enabled

Enabled
€nabled
Enabled
Enabled
Ensbled
Enebled
Enabled

¥ Edge Transport 1 object
| Create Fter
Name - [ Role T version
e Edge Transport Version 14.0 (Bukd 639.21)
* svri 9 objects %2 Ne
Arth-spem | Recene Connectors | Send Comnectors | Transport Rules | Accepted Domarns |
Festire - | Status |

Trong cira so IP Allow List Properties ->click chon tab Allowed Addresses -
>click Add ->trong ctra s6 Add Allowed IP Address nhap 192.168.1.0/24 -
>click OK 2 lan
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General  Allowed Addiecses |

Always accept meszages sent fiom the follovang IP addresses:

sadd... -
1P addvess{es)
Add Allowed IP Address - CIDR E3

Addresa of addiess range
[32 1687 0v24
Example: 192163 180.0/26 or 2001 DB20.CO00:: /54

[ ok ] caea |

= [ ok ] concea | Aoph | Hop |
Céu hinh Block List Provider

Tai server SVR1 mé Exchange Management Console ->Edge Transport -
>click chon server SVR1 chon tab Anti-spam ¢ bén dudi ->double click 1én

£ Edge Transport SR | Actions
§ Create Fker

T role. T version

Export Lz,
Edge Transport Version 14.0 (Buld 639.21)

Name -
F=ET]

% i

i Refrash

H rew

- svei

9 objects
Anti-spem | Receme Cannectors | Send Connectors | Transport Rules | Accepted Domains |
I

&3 New Accepted Domain...
&4 Fropectios

1P Block List Providers
) Disable

nabled B4 Propecties
9 sender Reputation Enabled tiol

Trong ctra s6 1P Block List Properties chon tab Providers ->click Add

IP Block List Providers Properties

=]
Genasal Providers | Exceptions |

Block messages hom senders Ssted al the follovang IF Block List providers
=5= Add... Ede Ensbls  Dissble |
Provides name DNS suffix _ Stabus
«| | |
& [ ok ] caca | PRCr | [ |

Tai ctra s6 Add IP Block List Provider khai bao céc thong s6 sau:
Provider name: Spamhaus

Lookup domain: zen.spamhaus.org Click Ok 2 1an

Pén day ta da hoan tit cdu hinh céc giai phap chéng spam mail cho hé
thong ctia doanh nghiép ching ta.
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BAI 11: TRIEN KHAI BACKUP VA RECOVERY
M4 bai : 19.11

Gi6i Thiéu

Trong bai lab nay ching toi s& hudéng dan cic ban cch thirc sir dung tinh
nang backup va phuc hoi trong Exchange Server 2010 khi xay ra su cd.
Muc tiéu
- Backup Exchange Server 2010
- Phuc hdi data caa Exchange Server 2010
- Phuc ho6i Exchange Server 2010

Hinh 11.1:M6 hinh LAB

Ed

EX2010 - Exchangeé“Server 2010

ISA 2006

@ SVR1 — Standard Alone Server

Internal PC
g

<~ DC2008 — Windows Ser Enterprise 2008 R2

&

\

1. Yéucau

M hinh lab s& bao gom 3 may:

- DC2008: dong vai trd server AD2008 da duoc chuyén doi cac role tir
DC2003 qua

- EX2010: dong vai trd server EX2010 trong hé théng va da duoc chuyén doi
cac mailbox, public folder va system folder tir EX2003 qua.

- SVRI1: dong vai tro standard alone server va sé dung dé phuc héi exchange
server 2010
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2. Backup Exchange Server 2010
Giri mét email trudéc khi tién hanh backup

Tai mady EX2010 m¢ Internet Explorer va dang nhap véi tai khoan
mshome\tech01 sau d6 gui mot email cho nhém Tech vai cac théng tin bén
dudi:
To: tech@mshome.com Subject: test truoc khi backup Body: test truoc khi

backup Click Send

> https:/ /webmail. mshome.com/?ae =Item&a =New&t =IPM.Note&cc =MTQUMC42MzKuMjEsZW 4L YYMSNDISNDKZNZISNSK - Win... L RS
dsend W 0 B & Y 3 BV - Hoptons.. HM v - v
4 Tc tech
(3] Ce..
Subject: test truoc khi backup
Tahoma viio v B I U =i g8 ¥ A-
lI:»:«st truoc khi backup

Sau do tai mailbox cta user tech01 ta sé nhan duoc chinh email cua user
tech01 vua gui

Outlook' Web App
Inbox ptions a3 7
4 3 Favorites = BAnNew - X - Move - Fiter ~ View ~ & | N : Collapse Al Newest
| Inbox - sl —~ — -—jaqr
4 Unread Mail 2 ¥
-4 Sent Items Arrange by: Date ~ Newest on Top test truoc khi backup
- tech01
| Inbox | test truoc khi backup « 1 techO1
2] Drafts techO1 9:56 AM Inbox, Sent Iterns
5 To: tech
-4 Sent Items
- < test truoc khi backup
1 Mail
j Calendar

8-| contacts
\_/’i Tasks

Jone ‘e Trusted sites | Protected Mode: Off 4~ | R100% -~
Tai chinh server EX2010 mo EMS va g6 lénh sau Restart-Service
MSExchangelS

Tién hanh backup exchange server 2010
Tai server EX2010 mé Server Manager ->click Features ->Add Features
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mailto:tech@mshome.com

server Manager

=11 x
Action View Help
== = H
=7 §erve: Manager (EX2010)
+ Roles

Diagnostics
31} Configuration
&= Storage

-~ Features Summary

- Features: S of 42 installed

Failover Clustering
RPC over HTTP Proxy
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD DS Tools
AD DS Snap-Ins and Command-Line Tools
Active Directory Administrative Center
Server For NIS Tools
AD LDS Snap-Ins and Command-Line Tools
Active Directory module for Windows PowerShell
Web Server (IIS) Tools
Feasture Administration Tools
24 Last Refresh: Today at 10:01 AM Configure refresh

r)} View the status of Features installed on this server and add or remove features.

4 reatures summary Help

b Add Features
&5 Remove Features

(=
\

Trong cta s6 Add Features Wizard mé rong Windows Server Backup
Features chon Windows Server Backup va click Next

Add Features Wizard

=
R SelectlNeatures
(S

Featur:

Select one or more feztures to install on this server.

Confirmation Features:

Description:

Progress Remote Assistance

Remote Differential Compression

Remote Server Administration Tools {Installed)
RPC over HTTP Proxy (Ir
Simple TCP/IP Services
SMTP Server

SNMP Services

Storage Manager for SANs

Subsyslem fun UNIA-Dased applications
Telnet Client

Telnet Server

TFTP Client

windows Biorretric Framework
windows Intenal Database

Results

BO00

=

o

0oog

Activation Servi

d)

windows Server Backup Features

m
[

["] Command-line Tools
windows Server Miaration Tools

-
<

Windows Server Backup includes the
Microsoft Management Console {(MMZ)
snap-in, the Whbadmin command-line
tool, and services.

=

windows PowsrShell Integrated Scripting Environment (15

(ol

More about features

l Mext > I Install I Cancel l
'rong hop thoai Confirm Installation Selections click Install
Add Features Wizard =
= ! . I
= Confirm Installation Selections
e
Features
To install the following roles, role services, or Features, click Inszall.
1 informational message below
Progress
Results This serwver might need ko be restarted after the inskallabion completes.
- Windows Serwver Backup Features
windows Server Backup
Prink, =-mail, or savethis informakion
= Prewious I ek = I Install I Cancel I

Tai man hinh Installation Results xem qua théng tin va click Close
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Add Features Wizard XX

@ Installation Results
{

Features

The Following roles, role services, or features were installed successfully:
Confirmation
1 1 warning message below

Progress

/4. Windows automatic updating is not enabled. To ensure that your newly-installed role or Feature is
automatically updated, turn on Windows Update in Control Panel.

-~ windows Server Backup Features '@‘ Installation succeeded

The following features were installed:
wWindows Server Backup

Print, e-mail, or save the installation report

= Previcus | fext > I Close I Cancel l

Click Start ->click All Programs ->click Administrative Tools ->click
Windows Server Backup

| Remote Desktop Services
Active Directory Administrative Center
cle B Actrve Directory Domains and Trusts

=3
=
ok . &4 Active Directory Module for Windows PowerShel
[ 5:‘i s Active Directory Sites and Services
w<d oy r— | Active Directory Users and Computers
sy Exchange Management Console :_ ADSI Ecit
:‘ Notepad Admiristrator . Component Services
A Computer Management
@D 1nternet Explorer || Boomens = Data Sources (ODBC)
- = - {4] Event vViewer
(‘a Exchange Management Shell > g .. Failover Cluster Manager
Netwaele 8 Internet Information Services (I15) 6.0 Manager
&5 Internet Information Services (I1S) Manager
Control Panel &3 iSCSI Inktiator
&3 Local Security Policy
Devices and Printers (%) Performance Monitor
Administr Sa Securky Configuration Wizard
= Server Manager
Help and Support "< Services
‘32| Share and Storage Management
Run.. ¥ Storage Explorer
. ] System Configuration
> Al Programs Windows Security () Task Scheduer
| Search programs and files o | . Windows Eiaiesll Rt Advanced Secuky
=) Mermory Di
= - - - L4 Windows PowerShell Modules o 10105 AM
i T g -

Tai Windows Server Backup click Backup Once
s Windows Server Backup
&= = HE

Windows Server Backup (Local =
¥ You can perform a single backup or schedule a regular backup using this application.
y e g Sl P PRl ¥ Backup Schedul...
% No backup has been configured for this computer. Use the Backup Schedule Wizard or the Backup Once Wizard to perf k’ Backup Once. ..
Messages (Activity from last week, double click on the message to see details) k’ RECOWN s
Configure Perfo...
Time_~ | Message | Description
Connect To Ano...
View »
Help
Status
Last Backup Next Backup All Backups
Status: - Status: Total backups:
Time: - Tene: Latest copy:
g View detais n View details Oldest copy: =
«| | = B

Creates a one-time backup of your data that you can use to supplement your automatic backips. [ [
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Trong Backup Once Wizard trong trang Backup Options chon
Options va click Next

e Backup Once wWizard >

-
> G Backup Options
=~

Create a backup nowe Lsing:

&= Fy led & g it
Specity Destinaian Tvee Choose this option if you have created a scheduled backup and want to use
Confirmation the same settings for this backup.
Bl e = D#ferent options

Choose this option F you have not created a scheduled backup or to specify
a location or kemns for this backup that are different from the scheduled
backup.

To continue, click MNext.

| R et
Tai trang Select Backup Configuration chon Custom va click Next

™
‘f:i - Select Backup Configuration
Backup Options What type of configuration do you ssant to schedule™
SHEET HBCETWICORNNE==s " Full server (recommended)
Select Items For Backup I wwant to back up all my server data, applications and system state.
Specify Destination Type Backup size: 21.94 GB
Confirmation & Custom
Backup Progress I wwant to choose custom volumes, Files For backup.

< Previous ” Next > I Backur | Cancel |

Select the erns that you want to back up. Sciecting bare metal recowvery will
Provide you with the mo=t ophons & you Need to Perforin = recovery .

TName ~

-1 1 L |

Acd Items |

Advanced Settinos 1

i | 1 =

Trong hop thoai Select Items chon muc Local disk (C: ) ->click OK

Select Items >

Specify items to mclude in the backup by selecting or clearmg the associated check boxes The tems that you
have included in the currert backup are alleady selected.

[ & Bare metal recovery
System state
+  [J<== System Reserved
+ s Local disk [C)

[ ox | cace |
Tal trang Select Items for Backup click Advanced Settings

\

Different
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\"
P4 % Select Items for Backup

Backup Options Select the tems that you want to back up. Selacting bare metal recovery will
Select Backup Configur... provide you with the most options ¥ you need to perform a recovery,

Select Items For Backup Name =
“eLocal disk (C:)

Specify Destination Type

Confirmation

Backup Progress

«| | i
I Add Items I Remove Items I

Advanced Settings I

Choosing what to bad

<Pfeviousl Next > j Batkup I Cancel l

Tai Advanced Settings chon tab VSS Settings ->chon VSS full Backup ->
click OK ->sau d¢ click Next

Adwance Settmas

Fie cxclussons count: O
WSS settings WSS Full Backup
Exclusions VSS Settings |
Choos= what type of Yolume Shadows Copsy Service (WSS ) backup pou swwart to create.
=~ WSS full Backup

Choose this option if You are not s product to back i aapioat-ons This cpton
Sl S i B b Bty ok oy Fis ik ot g sl ntcies By T

WSS copw Backup

Choose this opton if you are usng another product to back L apphcations that are on the volurnes
ichuded i the backup. T his option retains the application log fles

[ o= 1 Cancet |

Tai trang Specify Destination Type chon Remote shared folder va click Next

&5 Backup Oncewizard R3]
".
w42 Specify Destination Type

Backup Options Choose the type of storage for the backup:
Select Backup Configur... " Local drives

Select Items For Backup Example: local disk (D:), DVD drive (E:)
Specify Destination Type & Remote shared folder

Specify Remote Folder Example: \\MyFileServer\SharedFolderName
Confirmation

Backup Progress

hoosing & stor. location

<previous |[[ mNext> | e=kr | cancel |

Tai trang Specify Remote Folder trong phan Location dién
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\DC2008\c$\Backup ->click Next

Tai trang Confirmation click Backup

»
o & A
< Confirmation
Backup Options A backup of the items below will now be created and saved to the specified
Select Backup Configur... destination.
Select Items For Backup Backup items: Local disk (C:)
Specify Destination T File excluded: None
e es| L)
rpe Baclkup destination: WO C2008\c$\Backup
Specify Remote Folder Advanced option: ¥SS Full Backup

Confirmation

Backup Progress

< Previous I jexct Jl Backup I Cancel ]

Sau khi click Backup thi qué trinh backup s& dién ra va ta c6 thé click Close dé
dong cira sd6 Backup Progress lai vi qua trinh nay sé& chay ngam trén server

»
> L % Backup Progress
Backup Options Status: Creating shadow copy of volumes.. .
Select Backisp Configur.. . | T, =]
Select Items for Backup Status details
Specify Destination Type Backup location: WDCZo08\c$ iBackup
Specify Remote Folder Dats transferred: 0OKB
Confirmation Items I
| Sachim prooeess | Item [ Status [Data transterred |
Local disk (C:) Backup not started. 0OKB of 0 KB

You may close this wizard and the backup operation will continue to run in the

background
s I jext = I I Close I Cancel I

»
L% Backup P

< ackup Progress
=

Backup Options Status: Backup nprogress...
Select Backusp Configur... e
Select Items For Backup Status details
Specify Destination Typ= Backup location: WoCzoos\cHiBackup
Specify Remote Folder Data transferred: 22.81 MB
Confirmation Items I
) Backim ooz ] Item [ Status [ata transterred 1
Local disk (C:) Backup n progress... 22.81 MB of 19.84 GB

You may close this wizard and the backup operation will continue to run in the
background.

s l dext = I Close Cancel I

X6a email sau khi da tién hanh backup
Tai server EX2010 mo Internet Explorer va truy cap website
https://webmail.mshome.com/owa. Pang nhap véi tai khoan mshome\tech02
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file://DC2008/c$/Backup
https://webmail.mshome.com/owa

va x0a email ma user TechOl da gui trudc d6. Chon email test truoc khi

backup va click ddu X bén trén dé x6a email nay.
Mailbox cua user Tech02 trudce khi x6a email

Outlook' Web App

Inbox Options

< 52 Favories BAnew - | X - Move - - ) >
2 1abox < < =
£ Unread Mail | b
U3 Sent Items

Arrange by: Date ~ test truoc khi backup

< (&) techoz
71 Inbox 1 test truoc khi backup
LA orafts techo1 9:56 AM
L3 sent Items
w] Notes
@ Junk E-Mail
) Deleted Items
(5 Search Folders

« 1 techO1
To: tech

test truoc khi backup

1 Mail
5] Calendar

&-| contacts

«71 Tasks

Mailbox cua user Tech02 sau khi x6a email:

Outlook' Web App
Inbox Options
Py r—— @Bnew ~ | X ~ Move - Fiter ~ view = | & . S .
2 oo o . = =

5 Unread Mail

(=3 sent Items Arrange by: Date ~ Newest on Top =~ test truoc khi backup

There are no items to show in this vievs.

- J techo2
3 Inbox 4+ 1 techO1
- Draft:
2 Orafts To: tech
(23 Sent Items
wl Notes

test truoc khi backup
@ Junk E-Mail

2} Deleted Items
L3 Search Folders

) ™Mait
HH] calendar

&-| Contacts

71 Tasks

techO2 -

Collapse all  Newest on Top

Actions ~ (3

techO2 -~
Sign out

@ -

Collapse All | Newest on Top

Actions ~ (=

Di chuyén sang bén trai click phai 1én Deleted Items va chon Empty Deleted

Items

Outlook Web App

o options [

4 G2 Favorkes Alnew ~ | X - Move - Fiter ~ View > & \ N y
23 Inbox g . - & -
S Unread Mail i R

(53 sent Items test truoc khi backup

Arrange by: Date ~ Neweston Top ~

There are no items to show in this view.
4 2] techoz

L3 Inbox
L Drafts
L=3 Sent Item 2F Open
o] Notes

4 - techO1
To: tech

Open in New Window

test truoc khi backup
U@ JunkE-M:

‘s Deleted
# SearchFefay  Copy Folder...

-] Mail
=] Calendar [ ¢
4 Mark All as Read
8- contacts __
5] Empty Deleted Items
1 Tasks B Recover Deleted Ttems

Hop thoai Empty Deleted Items xuat hién chon Yes

techO2 -

@ -

Collapse All  Newest on Top

Actions ~ (3
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Empty Deleted Items

Are you sure that you want to delete all the items
\0( and subfolders in the Deleted Items folder?

Yes No

Tu webmail logout khoi user Tech02 va logon véi user TechOl1, tuong tu
delete email trong Inbox, Send Items va Deleted Items

- techO1 -
Outlook'Web App o
Inbox (1 Iterm ot Options o2 o -
4 2 Favores Anew - XK - move - Filter ~ View ~ & Collapse All  Newest on Top
iJ Inbox |
5 unread Mail | =
(=3 sent Items Arrange by: Date ~ Newest on Top ~ test truoc khi backup
4 (3] techo: =
L Inbox (| piqtesttrii g Reply v st ':(t'f': : 3 2
- 2 = Sunday. August 29, 2010 9:55
A Drafts techOl | 3 Reply Al SE
=3 Sent Items a & o
Orveare
:-] Notes ) test truoc khi backup
L@ JunkE-Mail B3 Forward as Attachment
@ Deleted Items
LB Search Folders £ Mark as Read
& CresteRue...
[@ unke-mai v
""""" Delete
L Mail =
R Ignore Conversation
:vul Calendar
23 Move to Foider...
8-| contacts 2 Copy to Folder...
o
7| Tasks ©5  Open Delivery Report
j—— techO1 ~
Outlook'Web App o
Sent Items (1 Item options [} @ -
2 L2 Favorres DAnew - | X ~ Move - Filter ~ View ~ &
JIJ Inbox 0 v
L0 unread Mail =

=3 sent Items

Arrange by: Date ~

Newest onTop

4[5 techo:
33 nbox 1 & test truoc khi backup =
L2 orafts toch A Mark as Unread 9:56 AM
L3 sSent Items ,
L] Notes & creste Rule..
L@ Junk E-Mail X Delete

3] Deleted Items |
L Search Folders

Lo Mail
B8] calendar

8-| Contacts

W Ianore Conversation

23 Move to Folder. ..

Copy to Folder...

o] Tasks
wcroson techO1 -
Outlook' Web App e
Deleted Items (2 Items, 1 Unrea Options w @ -
4 % Favorkes SiNew | X ~ Move = Empty view ~ | &
E.J Inbox o <
0 Unread Mail R
=3 Sent Items Arrange by: Date ~ NewestonTop ~
4[5 techo
B Inbox | techo1 9:56 AM
A orafts test truoc khi backup
(=3 sentIte 55 Open 9:56 AM
-*_-\l Notes Open in New Window (¢ {4 badup
(@ Junke-l
3] Delete

b0 Search |, copy Folder..

L Mail Add to Favorites

Calendar [ Creste New Folder.
A Mark All as Read

8-| contacts

) Empty Deleted Items

= =
7] Tasks @ Recover Deleted Items
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3. Phuc hoi data ciia Exchange Server 2010
a. Restore database bing Windows Backup
Tu server EX2010 mo Windows Server Backup ->click Recover

m a singe backup or schedule a regular backup using ths applcation.

4. Mo backup has been configured for this computer. Use the Backup Schadule Wizard or the Backup Once Wizard to perform a regbar or cos-tme backhup.

Messages (Activity from last week, double click on the message to see details)

| Tioe - [ Messane I I

() 3/30/20105:07 Am Bachp Successil
Status

Last Backup Next Backup All Backups

Status: @ Successful Status: Mot scheduled Total bachups e

VVVVV 8/30/2010 5:07 AM o Latest copy = a

EY view doraite =™ Cicdest copy: ' am

B3 ioer detale

tecovers data from an existing backuo.

Trong Recovery Wizard tai trang Getting Started chon

(EX2010) ->click Next

15 Recovery Wizard

( %  Getting Started

Sek=t Bachup Date
Select Recovery Typs

Select [tems to Recaver

Spedfy Recavery Opte..

Confumabion

that was aested earfer.
Whesre is the backup storsd that you want to uss for the racovery™
 This server (EX2010)
A backup stored on ancther location

To contirwe, cick Next,

Racovery Progress

e |

I

Cancel

=

You can use this wezard to recover files, applications, volumes, or the system state from a
bacho

Tai trang Select Backup Date click Next

This Server
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5 Recovery Wizard x

<
a

{ Select Backup Date
="

Getting Started Oldest avalable backup:  8/30/2010 5:07 AM
Newest avadable backup: 873072010 S5:07 &AM

Selact Recovery Typ

Avalatie backups

Select Items 2a Reqgvee Sedact tha date of 5 backup to use for recovery. Badkups ars avaladie for dates shown in
Speafy Recavery Opb.,, bokd

e Backup date:  B/30/2010

Recovery Prograss - August, 2010 - Tme: .07 AM v

Sun Mo Tue Wed B Fii S

L WDC20081C$1Bach

L) 2 3 4 s s 7
8 9 10 M 12 13 1Kk
1S 16 17 18 1§ 20
22 23 24 IS 2% 27 28
23 Ly 51

< Previous ” Mot > l I Carcel I

Tai trang Select Recovery Type chon Applications va click Next

<.
y Select Recovery Type

Getting Started What do you want to recoves?
Select Backup Date  Fies and falders
w You can browse volumes inchaded in this backup and select fles and folders,

Select Applcation  Volumes

Spedfy Recavery Opte... You can restore an entire volume, such &s ol dats stored on C:.

Confirmation & Apphcstions

Recovery Prograss You can recaver applications that have regsterad with Windows Server SBackup,
o ¢ .
Hors about pedforming recoveres

< Previous " Next > I I Cancel I

Tai trang Select Application ->click chon Exchange sau do click Next

-
. .i/‘ Select Application

Getting Started Select spplication Lo recover
Selsct Bachup Date Applcations:
Select Recovery Type

Spedfy Recovery Opb...

Confirmaticn Views Detads
Recovery Prograss I™ Do not perform a rol-forvaard recovery of the appication databases.
Becausse the latest backap applcation was chosen for recovery,

Server Bachup
the chedk box ¥ you do not want Windows Server Badkap to perform this tasc

< Previous ” Nt > I ] Carcel ]

Tai trang Specify Recovery Options chon Recover to another location

va click Browse
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L5 Recovery Wizar £

<
y Specify Recovery Options

Getting Started Where do you want to the v and data to?
Sedect Bachp Date " Recaver to criginal location
Select Recovery Type This option vl the from the date.

Select Application = Recaver to ancther location

| |&owso|

Trrpoctant: This cption vall (owmlhemmmlome new locabion - this wi
Recovery Progress ot recover the apphcation &

Confirmetion

Hoce on applcalion recoveny oobions

<Previous | re | |  caxet |

Tai ctra s6 Browse For Folder mé rong Computer ->Local Disk (C:) ->click

Make New Folder tao méi folder DBBackup tai 6 C: ->click OK
Browse ror rotger S S

=] &, Local Desk (C:) -
+ Ex d\du}k’mﬂ
i ExchangeSetuplogs
i rotpub
+ Perflogs
+ Program Fias 9
¥ Program Files (x86)
B Users
o o -

Getting Started Where Go you want to e and Gata tor
Select Backup Oate T Recovers to orsginal location
Sedect Recovery Type This opton vl e from the dake .
Setoct Appicarion & Recover to srother locaton
S oSy Aot Ontt=c— | f<oeeecare [ sowse 1]
e
= = Tregeor tant: This cpton vl Copr 2t the sopbcation data Lo the new locstion - ths wi
Recovery Frogress MOt COCOVeT The ADDECation Rself
i —

Tai trang Confirmation click Recover

-
: y Confirmation

Getting Started From badkup: 873072010 5:07 AM

Select Backup Date Recovery Rems:

Select Recovery Type [icrCsaft. Exchangs Server IMSroscl t Ird oemation SLoreEr20 10,500 30075 a7 647 a2-bd50-1
Sedect Appdcation

Specfy Recovery Opti....

Racovery Progress

<] | LS |

Recovery destination: CiriDSSackun

<Previous | t | [ mecover carcel |
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Tai trang Recovery Progress click Close dé dong lai.

em | Cestination | Stamas | Cata trarsterred 1
Microsoft £, Co\Detackaup Completed 49.07 M8 of 43.07.

To dose the sizard, cick Close — the recovery operation vl contnue to run n the
background. To view the progress of thes operation, open the backup N progress message
from the Windows Server Badkup corsole

| |[oose 1 |

b. Tao recovery database tir file backup
Tai server EX2010 mé EMS va g6 1énh sau:
New-MailboxDatabase -Name “RecoverDB” -Server EX2010 -

EDBFilePath “C:\DBBackup\C_\Program Files\Microsoft\Exchange
Server\V14\Mailbox\Mailbox Database 0069891456\Mailbox Database
0069891456.edb” -Logfolderpath “C:\DBBackup\C _\Program

Files\Microsoft\Exchange Server\VV14\Mailbox\Mailbox Database
0069891456”-Recovery

N\C_\Progran FPiles\Micros of t\Exchange

lean shutdown state before it can be ncuntcd
Server Recavery ReplicationType

28109 True None

Tai EMS tiép tuc g6 1énh
cd “C:\DBBackup\C_\Program Files\Microsoft\Exchange
Server\V14\Mailbox\Mailbox Database 0069891456”

PS1 C:xoOcd “CinDBBackup\C_S\Program )‘x In-‘ \Mic 9! l I AN Se Ul’l Mailbox \Mailbox Database 9869891456
PS1 C:nDBBachup\C_NProgram Files\Mic of t™ P l Ser 'l|1 H Il \ ,-uH Database BH6989145%6)

Sau do6 tai EMS g0 Iénh eseutil /R E02 /i /d

Néu gap théng bao 15i thi ta gd tiép 1énh bén dudi:

eseutil /r EO1 /I "C:\DBBackup\C \Program Files\Microsoft\Exchange
Server\VV14\Mailbox\Mailbox Database 0069891456 /d
"C:\DBBackup\C_\Program Files\Microsoft\Exchange
Server\V14\Mailbox\Mailbox Database 0069891456 /a
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a Files\Microsof t\Excha srveriUi4\Mailh Mailbox Data ¢ BH698914562eseuti]l /R EB2

age Engine Utilities for Mic Exchange Server

> Microsoft Corporation. All Rights

Performing soft recovery..

Recovery has indicated that there might be a lossy recovery option. HRun recovery with the /a argument.

Dperation terninated with error -528 (JET _errMizsinglogFile, Current log file missing) after B.16 seconds.

Mailbox Database B86989145 itil s EB1
Databasze B869891456" ~d DBBackups\C_\P

) ion 1

Copyright (C) Microsoft Corporation. All Rightz Reserved.

Initiating RE(

Logfile b

ram Files\Microzoft\Exchange ServersUid\Hailbox \Mailbox Database 8869891456
ram Files\Microsof tnExchange Server\Ulid\Hailbox\Mailbox Database 8869891456

Performing soft recovery...

Dperation conpleted successfully in B.189 seconds.

[PS] C:\DBBackup\C_\Program Files\Microsoft\Exchange Server\Ul4\Hailbox\Mailbox Database BB69B91456>

J14A\Hailbox \Mailbox Database @069891456 >Hount-Database “Reco

Wid\Hailbox\Mailbox Database BU698914560_

G6 lénh Get-MailboxStatistics -Database “RecoverDB” dé xem trang théi
cua database vira mount Ién

Machine: £X2010.mshome.com
t-MailboxStatistics -Database "RecoverDB"

ItemCount oragelinitStatus

icrozoft Exchange App..
echil
iscovery Search Mai
enMailbox{(50@308c
02

ft Exchange App...
soft Exchange

¢. Phuc hdi mot mailbox tir recovery database

Pé phuc hdi mailbox cho user Tech01 thi ta duing 1énh sau

Restore-Mailbox -ldentity techOl -RecoveryDatabase RecoverDB -
BadltemLimit 1000

Tai hop thoai Confirm nhap A va enter

estore-Mailbox Identity tech@l RecoveryDatabase RecoverDB ~BadltenlLimit 10808

you want to perfornm this action?

Recovering box content f mailbox ‘techdl” in the recovery datahase ‘RecoverDB' to the mailbox for ‘tech#l
con)’, This operation may take a lony time to complet

W
(Y] Yes [(A) Yes to ALl [N] No (L) No to A1l (7] Help (default is "¥">: A_

Sau d6 ta dang nhap webmail voi tai khoan mshomeltechO1 thi ta thiy lai
email ma ta da xoa trudc do.
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techo1 -

Outlook Web App
S w @ -
s 3 x &
Inb
5 i
Arrarg
o v backup
Tech 04 AN
o ™ail
0] Calendar
8 .| contacts
o Tasks
Double click Ién tiéu dé email va kiém tra lai noi dung email
= https/ /webmallmshome.com,/ 7ac = ltemika —Upentt — [P Notofod —RgAAAAL eSS YoswS | EKIZXW YUXgnBwD . Bal=] 3
+ = ' > - o | ® i N &8 = X 23 - -
test truoc khi backup
P RS —
To: =ch
0c khi backup
Don= Ve Trusted sites | Protected Mode: OFF -~ [ #100% -~

Pé remove database vira recover ra khoi hé théng tal EMS ta go Iénh Remove-
Mailboxdatabase -1dentity RecoverDB
Tai hop thoai Confirm tra 16i Y va nhan Enter

Machm: £X2010.mshome.com
>R ve-Mailboxdatabase [.'h:ntill,v RecoverDB

b 3 x) action?
I)F
lL) No to A1l (7] He lp {defa is “¥'>:z ¢
haz been renoved. You nust renove the database file located in C:nDBEBackup\C_SNProgran

G: ci
"ru',uft\bu:}mnqe iu-lvz-r\Ul‘l\Mxlhox\H«wax Database BB69891456\Mailbox Database BU69891456.edb from your
manually if it exists. Specified database: RecoverDB

4. Phuc hdi Exchange Server 2010

a. Shutdown server EX2010 va reset computer account.

Tai server EX2010 ta tién hanh shutdown server nay. Sau dé chuyén qua server
DC2008 mo Active Directory Users and Computers ->click m¢& rong
mshome.com ->Computers ->click phai 1én server EX2010 chon Reset
Account
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Trong hop thoai confirm click Yes-> Sau d6 click OK

bong Active Directory Users and Computers lai

b. Chuin bj server SVR1 nhw server EX2010

bang nhap vao server SVRL1 véi tai khoan administrator ->click Start ->click
phai Ilén My Computer chon Properties

Trong cira s6 System Properties tai tab Computer Name click Change

ISy stem Properties x

Computer Name | Hardware | Advanced | Remcte |

By Windows uses the (cliovang rfomation (o idently your comener
. on the nelvaork

Computes descaphonc ]

For example “1IS Producton Server' o
“Accourting Sesver™

Full computer name SVR1
Wotkoroug: WORKGROUS

To rename this computer or change 1 domain o
workgroup. click Change.

oK | caes | |

Trong cira s6 Computer Name/Domain Changes nhap EX2010 trong &
Computer name sau do6 click OK

Computer Name/Domain Changes [ %]

You can change the name and the membeeshp of thes
computer. Changes might sffect scoacs b network resouces.

Mo nlamater

Computer name:
|£:-::c1 0

Ful computer name
<2010

Menber of
" Doman:

I

& Workgroup
Iwnp: GROUP

} I Cancel I

Sau khi click OK ->click Close thi hé théng s& yéu cau restart lai may
click Restart Now dé restart lai may

Sau khi server SVR1 khoi dong lai dang nhap vao vai tai khoan
administrator
->click Start ->click phai Ien My Computer chon Properties
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Tal tab Computer Name click Change, dusi Member Of chon Domain
va nhap mshome.com ->click OK
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You can change the name and he membecship of thes
computer. Chenges might affect accass to network resowces
bowe wicamaon

Computer name:
[E<2mo

Full computer name:
e20m0
Moxe
Menber of
= Doman:
Im:i‘rmc: com

" \Wortkgroue:

|
[ ox ] cewe |

Ctra s6 Windows Security xuat hién nhap théng tin tai khoan administrator
va click OK

Windows Security x

Computer Narmne,/ Domain Changes
Enter the nama and password of an account with pamission Lo jin the dosan,

adrmenistrator

I Ox I Cancel I
Hop thoai Welcome xuit hién click OK 2 1an

Computer Name/Doman Changes

0 Welcome Lo the mshome com domain,

Tai cira so System Properties click OK ->click Close ->click Restart Now dé
restart lai server SVR1

c. Cai dat exchange server 2010 dwéi dang RecoverServer

Téi day server SVR1 da duoc doi tén thanh EX2010 ->ding nhap vao server
EX2010 véi tai khoan administrator va cai dit cdc component can chuan bi
trude khi cai dat server mot server exchange 2010. Phan nay xem lai bai lab sb
2. Tai server EX2010 m¢ CMD va chuyén téi thu muc chtra source exchange
2010 sau d6 gd lénh setup /m:RecoverServer dé cai dat exchange 2010 duéi
mode RecoverServer
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Administrator: Command Prompt - set m:RecoverServer

Hicrosoft Windows [Uer 6. 6001
Copyright (c #R9 Micr poration. All rights reserved.

Uzerssadninistrator . HSHOME >cd ¢ :Nexch (S04
siNexchange2@1B>setup /m:iRecove e

Jolcome to Nicrosoft Exchange Server 2018 Unattended Setup

process, you agree to the license
If you don’t accept thes 1 nse terms,
To review these license terms, please go to

leid~8x489

any key to cancel setup....

Qua trinh cai dit s& dién ra trong vong khoang 15 dén 20 phut, sau khi cai dit
thi s& hién két qua nhu bén duéi

oy Administrator: mand Prompt

ciNexchange2@1@>zetup /n:RecoverServer
Je lcome to Microsoft Exchange Server 2018 Unattended Setup

iy continuing the insztallation pro 3. You e to the lic terns of
osoft Exchange Server 20108, If you don't & ept th 1 : Leyns,
installation. To revieu th license tem lease go to
om/fulink/?Linkld~15812

¢y to cancel setup..
: were detected.
wing Exchange Setup

Copying Setup Files

following sewer roles will be recovered
Language

Hub Transzport Role

Client Access Role

Mailbe Ro le

Hanagenent Tools

Perforning Microsoft Exchange Server Prerequizite

onputer reguim 7 Office
install the szoftware from htty go.nicrosoft.com/fulin LinkId~1

Setup cannot detect an SHIFP or Send connector with an addre vace of 'w'
1 flow to the Internet nay t work properly.
Client R Ch v a'swe ve -
Mailbox Rol H .o .o .e «ssss COMPLETED
conputer reguir the 7 OFf ver i 1ft Filter Pack.
e inztall the software from htt LinkId~=123388.

Canfiguring Microsoft E

Preparing
f;tl)p)_)inq

nguage
Restori
Language
Hub Tran server Role
Client
PR . A b OMPLETED
Tools -'s . o . . JNPLETED
CONPLETED

aetup operation conpleted succ fully.
¢ tem settings that require
¢ rebhoot this scerver ior to placing it into production.

exchange2818>

Tai server EX2010 mo EMC ->Organization Configuration ->Mailbox ->
click phai Ién database “Mailbox Database 0069891456 chon Properties
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<= > [m Hm
L) Microscft Exchange B mailbox 1 object LI L
= 13 Microscft Exchangs On-Premises (e = | Managed Custom Foldars | Manaoed Folder Maibox Pobies | OFfine Address Book boo
= S on Conf: o
¥ Management | Detebase Aveiskity Groups | Sharng Pabces Address Lists s New Mabox Database...
& Cien Access
Sy Hub Transport

5 New Public Folder Databa...

™ Neow Database Avalabity...
Server Configur stion

3 &, Reciient Configuration

¥ Mew Sharing Pokcy..
=8 Toobox

Gl Mew Adcress Ust..,

N Managed Defanit Fol...
@ New Managed Custom Fol...
4§ Mew Managed Folder Mal...
B8] New Offine Address Bodk....

s Mailbox Database 0069891456

Database Copies | Ci Refresh

Corsbase - [ Mabax Server [ Copy Status T Copr Quews tengh, I||| & e
waMalbox Database 0059... EX2010 Cismourted o

2fle 2

Tai. cira SO —I\/Iailbox Database 0069891456 Properties ->chon tab

Maintenance chon This database can be overwritten by a restore ->click
OK

ailbox Database DOG9891456 Properties E3l

General Maintenance | Lim#s | Clent Settings |
I~ Joumal Recipint
[ Brrwye I
Martenance schedde:
| Run daly from 1.00 A M. to SO0AM. ~|  Customze |

¥ Enable backgiound database mantenance [24 x 7 ESE scannng]
[T Dont mourt the database ot startup

IV This database can be ovamntien by & restore

I Enabie ceculx logging

= [ox ] cacet | spe | men |

Lam tuong tu cho cadc mailbox database con lai va public folder con lai trong
truong hop trén hé thong cia ban néu co.

d. Phuc hoi mailbox database tir ban backup

Tai server EX2010 mé Windows Server Backup click Recover
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WS Windows Server Backup
File  Action Wiew Help
& | M| HEirr

Windows Server Backup (Loca 2114

v
\ g‘ You can perform a angle backup or schedue a reguar backup using this applcation.

Y Backup Schedue. ..

1. Mo baduwp has been corfigured for this computer. Use the Backup Schadule Wizard or the Backup Once Wizard to perform a regular or one-time bachup. ¥ Badup Once.
Messages (Activity from last week, double click on the message to see details) % Recover...
- Coeffigure Pecformance S,
Tre I M_!gg ' w l Connect To Anothar Serv..,
View »
B w0

Status

Last Backup Next Backup All Backups

Status: Status: Totalbackups: O copies
Time: - Time: Latest copy:

Py View detals B ‘View dstai Oldest copy

) View detsils

Trong Recovery Wizard tai trang Getting Started chon A backup stored
on another location va click Next

L% Recovery Wizard

<
&‘ Getting Started

You can use this vazaed to recover fles, applications, volumes, or the system state from a
Select Sackup Date backup that was created exrler.

Where is the backup stored that you wenk Lo use for the recovery?
" This server {EX2010}

% A backup stored on another location

To contins, chck Naxt.
Recovery Progr

[ hee> | seom | concel |

Tai trang Specify Location Type chon Remote Shared Folder va click Next

L5 Recovery Wizard <

©
y Specify Location Type

Getting Started What i the location type whee the badwp is stored?
fylo C Local drives

Spedfy Remote Foider Example: local dsk (D), DVD drive (E:)

Sekect Sadkup Date % Remote shared Folder

Select Aacovery Type Example: |y FilSarver\SharedFoldefame

Select Items to Recover
Spedfy Recovery Optl. .
Corfimation

Recovery Progress

< Previous " Nt > I Re =t I Cancel l

Trong trang Specify Remote Folder nhap WDC2008\C$\Backup va click
Next
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file://DC2008/C$/Backup

L3 Recovery Wizard

<
g Specify Remote Folder

Getting Started Type the Universal Naming Convention (UNC) path to the remote shared Folder that contains
the backup that you want to use.

ioczoosic$\Bacd

£ fe: \MyFdeServer);

< Frevious " Dot > I F : I Cancel I

Tai trang Select Backup Date click Next

Tai trang Select Recovery Type chon Applications sau d6 click Next

LS Recovery Wizard
-
y Select Recovery Type

N What do you want to recover?
Specfy Locaton Type  Fies and fok
You can browse volumes included in this backup and select files and Folders.
© volumes
You can restore an entire volusme, such a5 af data stored on C:,
& apphcations
You can recover SopICAtoNS that have regstered with Windows Server Backup.
>

< Previous " Pleoct > I He = I Cancel l

Tai trang Select Application chon Exchange va click Next

P
g Select Application

Getting Started Select spplicabon to recover.
Specfy Locaton Type Apphcations:

Spedfy Remote Folder
Select Sadwp Date
Select Racovery Type
View Detais I

Specty Recovery Optl,

™ Do net perfarm a rol-formerd recavery of the application databases.

Corfirmation Because the latest backup version of the application was chosen for recovery,
Vs e Server Sackup vl attempk to rol formerd the application database by defauit. Select
BEOVeXY LYOgress the check box § you do not waant Windows Server Backup to perform this task.

< Frevious l et > I K : I Cancel |

Tai trang Specify Recovery Options chon Recover to original location sau d6

click Next
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L= Recovery Wizard <

-
= 7&‘. Specify Recovery Options

Getting Started Where do you want to recover the appication and application data to?
Speofy Location Type (= Recover to anginal location

Specify Remote Folder This option wil the 1 From the d date.
Select Sadwp Date " Recover to ancther location

Select Recovery Type l Py I

Important: This option will copy fust the applicabion data to the new location - this val
not recover the applcation t==f.

Confirmation

Racovery Progress

More an applcation recovery opbions

<previous [ met> | e | caca |

Trong trang Confirmation click Recover

P

y Confirmation
Getting Started From backup: 8/30/2010 5:07 AM
Spedfy Location Type Recovery tems:
Specfy Remaze Folder Microsoft Exchangs Server|Microsolt Information StorslX201 NS0033¢75-378-47a2-baS0-1
Salect Backup Date
Select Racovery Type
Select Appication

Recovery Progress

«| | ]
Recovery destination:  Original lacation

<Pfewousl - ” Reowevl Carvel I

Trong trang Recovery Progress click Close

%
g Recovery Progress

Getting Started Apphcation recovery progress:
Speafy Locaton Type Status:  Completed,
Spedfy Ramote Folder
Sakect Badwp Date Recovary detals:
Select Racovery Type Ttems I
Select Apokcation Ttem | Destnation | ot
specify fiecovery Optl, Microscft Exchange Server,.. Origng kocation Completed,
Confirmation
[ rscacinc: ]
< | |

To chose the ward, chok Close — the recovesy operation wit continus to run in the
background, To view the progress of this cperation, open the backup in progress message
From the Windows Server Bachup conscle,
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e. Kiém tra sau khi phuc héi

Tai server EX2010 m¢é EMC ->Organization Configuration ->Mailbox
chon tab Database Management thi ta s& thiy database Mailbox Database
0069891456 dang ¢ trang thai Dismounted

Exchange Management Cons:

Fils  Action Wiew Help

¢ >[m Hm
1] Microsaft Exchange B mallbox 1 object J
=1 L) Microsoft Exchangs On-Premises (€ Defakt | F | ibox Pokcies | Offire Address Book !
=1 [du Organization Configuration nsowd s G %
4 Maibox Database Management | Database Avalabity Groups | Sharing Palcies. | Address Lists o New Mabox Databese. .,
] 0'!";- Access ¥ Create Fker Neww Public Fokder Databa. .,
Hub Transport =
_ s Unied Mezsaging Name ~ Dot File Path [ Log Folder Path | Moured (4 few Database Avadabity..,
3 3§ Server Configuration 3 Maiton O 6 P T ... C:\Program Fles\Microscf.., Dismounted " . X
% %, Recipient Configuration il F New Sharing Polcy. .,
i Toobax B New Address Ust..,
+ New Managed Defauit Fol...
3 New Managed Custom Fol...
4 New Managed Folder Mai...
& New Offine Address Book..,
a | ﬂ 5 Exportiist...
Wiew »
O Refresh
Database Copies | s
Database « | Matox server | Copy Status | CMI
Mailbax Database 0069691...
o Mourt Database
* Move Database Path. ..
o Add Mabox Database ...
75 Remove
Properties
Help
« »
= el | |

L) Microsaft Exchange R Mailhox (TS [Actions
=1 Ly Microsoft Exchangs On-Premises (e »

21 15 Organization Configuration Managed Defauit Fokdars | Managed Custom Foldars | Managed Foldar Maibox Pokcies | Offine Addvess Book

& | Datsbase AvsisbityGrops | SherngPabies | Address Lists w4 Mew Mabax Databese..,

2

% Clerk Access ¥ Creave Fker - New Public Folder Databa, .,
Hub Transport

(A New Database Avalabity..,
3 New Sharing Policy, ..
L Now Address Ust...

Pewe Managed Def it Fel..
4 New Managed Custom Fal.,,
4 Newe Managed Falder Mai. .,
3 New Offine Address Book..,

3 o Unified Messagng
+ ﬂl Server Configuration
# %, Recipent Configuration
@ Toobax

4 | l‘ |3 ExportList..
. View »
s Mailbox Database 0069891456 1 object
4 R
Database Copies I 3 Refresh
Dsbase ~ | Mabox Server | Copy Status | CopyQuestengh | Heb
s Madbox Database 0059, EX2010 ¢ 0

Mailbox Database 00659091...
o Mourk Datzbase

# Move Database Path. .

Sau do tai mady EX2010 ta mo Internet Explorer va truy cap vai tai khoan
mshome\tech01
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Sau khi kiém tra lai thi ta thay rang user techOl1 da c6 thé truy cip duoc
mailbox sau khi phuc héi server Exchange 2010

J—— techO1 -
Outlook' Web App ikl
Irba: A “
58 Favorkes SIew ~ | X ~ Move* Fter ~ View=~ | & . \ pse Al = .
3 Inbox + < =4
S Uneead Mol 2 <}V B
3 secx tems Arrangs by: Date ~ Newssst o Top  ~ test truoc khi backup
< [ tecy
JE...I,.,,. test truoc khi backup « . techO1 Actions - (%
23\ Drafts techol SOvAM Irbo, Sant Heens Monday, Augu 30, 203
3 To: Tech
=) Serk tems
wl Notes

test truos knl backup
@ duk E-Mal

S Deleted ltems
2 Search Folders

 Mail
Calendar
8. Contacts

7] Tasks
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BAI 12: BAO VE EXCHANGE SERVER 2010
Ma bai : 19.12
Gi6i Thi¢u
Trong phan nay ching ta s& tim hiéu va thuc hién cach phan quyén cho cac
user trong hé thong Exchange Server 2010
Muc tiéu
- Phan quyén quan ly cac cau hinh trén exchange server 2010
- Phan quyén quéan ly thdng tin mailbox va distribution group
Hinh 12.1.M6 Hinh LAB

i 4‘
EX2010 - Excha erver 2010
EX2010-2 - Excha Server 2010
A A
1. Yéucau

M hinh lab s& bao gom 3 may:

o DC2008: dong vai trd server AD2008 di dugc chuyén doi cac role tir
DC2003 qua
o EX2010: déng vai trd server EX2010 trong hé thong va di duge chuyén doi
cac mailbox, public folder va system folder tir EX2003 qua.
o [EX2010-2: dong vai tro server exchange thir 2 trong hé théng
2. Phan quyén quan ly server Exchange cho user
Tai server EX2010 m¢g Active Directory Users and Computers ->click
Microsoft Exchange Security Groups ->click phai Ién Server Management
chon Properties

B Active Directory Users and Computers
Fie Action Views Help

Internal PC

A

e - & 0O R G S HME| 'S &5 Y W
o= | v Userz and Comput | Name | Type | Descripten ]
+ s Seoyity Group ...  Members of this managam...

. Members of this manages....

Computers 82 £
¥ = Doman Cordrolers
ForeignSecurtyPrincipals

= A0S Sarvers Seour
82, Exchangs Trusted Subsysten Seouw
B2 Exchangs Windows Permissions Seour

Managed Service ACCoL
anaged Servica Accounts 52, Exchangel egacy Interon Secoun

< Mrosoft Exchange Securk

Usees 53, Help Desk Seowr

852, Hygiena Management Seoy
52, Cvganzation Management Seour
52, Public Folder Managament s
B2, Redpiert Mansgameck Seour
852, Records Management
=4 Server Management
52, UM Management AN
B2, View-Oriy Organizstion I Send Mad

Al Tasks >

(=¥ 3
Delete
Renams

Halp

L — | i3]

Opens the propecties dizdog box for the current saelection.

201



Tai hop thoai Server Management Properties chon tab Members ->click
Add

Gercrst  Meombers | Momber Of | Maneged 8y |

Meommbors
o Atrre Drocton Doman Sorvces Folder

Trong hop thoai Select Users, Contacts, Computers, Service Accounts,
or Groups g6 tech03 dudi trong 0 Enter the object names to
select(examples) ->click Check Names ->click OK

Select Users, Contacts, Computers, Service Accounts, or Groups n m

Select this object ype

lU:ef: Sevice Accourts, Groups, of Dther objects Obpect Types I

From this location

|mshome. com Locahans.. !

Enter tha objsct names to selact (examples!

techild [techldEmshome com] Check Names

Advancad l [ 0K l Cancel l

Tai cira s6 Server Management Properties click OK dé hoan tat qué
trinh add user tech03 vao nhém Server Management

Server Management Properties m

Genersl  Members l Member Of | Managed By |

Mambers
Name Actree Dractoty Doman Services Folder
2 tech3 mehoma com/Users
Add. | |

oK ] Cancel ] Apphy ]

3. Cau hinh quyén quan ly mailbox, group cho user

TechO1 va Tech02 Tai server EX2010 mo Exchange Management Shell va
g0 1énh bén dudi New-RoleGroup —Name SupportDesk —roles “Mail
Recipients”, “Mail Recipient Creation”, “Distribution Groups” ->nhan
Enter

81 C: \O>Neu-RoleGroup ~Name SupportDesk -roles "Mail Recipients', "Mail Recipient Creation®, "Distribution Groups"

DisplayName AssignedRo les Rolefss ignments

SupportDesk {Hail Recipients. Ma... {(Mail Recipients—Sup... {(nshone.con

[PS] C:\O
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Mo Exchange Management Console ->Tools Box ->double click 1én Role
Based Access Control (RBAC) User Editor

8 Ecchange Moanagement Console

e o . - Toolbox 12 objects JETE
= g Micro: xchangs On-Pramises (e & - .
3 Wi Organization Configuration Configuration management tools =
% 5 Server Configur ation = 9 Open Tooks Website ...
a !' Recipent Corfigr ion ﬁ Bast Practices Anatyzer
i Mo 2 £ 2
§2, Distripion Group G Refresh
= Ml Contact Detaiz Templates Edior
5 Disconnected Maibax Bowes ¢ ek of E = sl Tanplate .
et Move Request .
& Tocbox 2| Pubic Folder Management Console o J ontro
=" LS e iz il oiatr eobs S & Oren Tool..
F oot Coroecorty st B o
Mail flow tools
. Mad Fhow Troubleshooter
£ | Messace Tracking
£3 l ok messages in t
€3] Queus Wewer
£ ¥| Routing Log Viewer
%1 Tracking Log Explorer
Performance tools
- Performance Moritor
« S || - =l

il I

Dang nhap véi tai khoan mshome\administrator chon SupportDesk -
>click Details

E;a\ange Server Administrator
Son can

Selact what to manage: [My Orpaneation =] Mymed @ -

:’f:‘& Groups 8 X & = Q '& \33

oo Maboxes P hacts  Administrator Roles  User Roles

Role Groups
; -
Tloetals O SupportDesk
» Assgred Roles:
Name Distribution Groups
~ Mal Recipient Craation

Discavery Management Mal Recprents
Help Desk
P Members:
Hygers Management

Organization Management
Publc Folder Management

Recipient Management

Records Menagement

Server Management

SupportDesk

Ui Management

Vieww-Only Crganzation Management

1 selected of 13 total

Du6i phan Members click Add
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comy/ 7id =53b0bS8d-834b-43aZ-bilch-2fe1 2167 1fal &R eturnObject Type = 1 - Robe Gr -... =] E3

SupportDesk @
Role group:
SupportDesk
Description
Assigned roles and wrike scopes
Narne Recipient Scope Configuration Scope
Distribution Groups Organzaton OrganizationConfig
Mad Recimrk Cresticn Organization OrgarizationCanbio
Mad Recients Organization OrganizationConfig
Members:
== acd
Add or remove
members
Chck Add or Remove
to change the role group
met hip.
Learn More
f Save X 1
Hetps:jlex2010.mshome. comfes . | " Ve . Trusted skes | Protected Mode: CFF ‘a - [ ®Ri100% - _:

Tai hop thoai xuét hién chon user Tech01 va Tech02 click Save d

Recipient Scope Confiaur atson Scope
OvgarizatonConfic

CrgarizaticerConfic

CrgardzaticaConfo

rMemsers
= Aca — Remoe

£ techot

EF rechoz

————

| ! I 7 Pe .7 Trusted stes | Protected Mode: CFF
4. Kiém tra sau khi cau hinh

Tai server EX2010-2 dang nhap véi user Tech03 va mo Exchange
Management Console ->Organization Configuration ->Mailbox ->click

phai 1én database trén server EX2010 va chon Properties

B9 Exchange Management Consol
o > mHE

Lo Microsoft Exchange

= mailbosx

2 objects LT

=1 153 Microsoft Exchangs On-Pramises (e
=i i Ovgarization Configur stion

Database Management | sharing Polbdies | Managed Folder Maibox Poldies | Offine Address Sook |

s Hub Transport

[ —

Chon tab Limits va bo chon 6 Issue warning at(KB) cl

s MNew Maibax Datsbass. ..
1 New Publc Foldar Databa...

< Unfed Messagng #% Exportiist...
% 5 Server Configuration
= ’: Recipient Configurstion Ao L
&8 Tocbox o Refresh
Help

Mailbox Database 024 7080...
© Dismount Database
# Move Database Path...

ok base 024 3 object o3 Add Mabox Database ..
Oarabase Copies | 7< Remove
Cotabase - Mabox Server Status .
P rhe:
CAMaibox Datebase 0247... EX2010 Mounted o ——
Mailbox Database 0247080...
Properties
Help
. L 1 I j3|

I

ick OK thi ta thay
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rang user Tech03 c6 thé chinh sira tinh nang cu hinh trén Exchange Server

Mallbox Database 024 7080348 Properties E3

Generd | Maintenance Limés | Clent Settings |

Steeage hrits

I lsaun waming & (KB} '—
¥ Prokibe seed at (K8) [amse
[V Frokibi 1end and receive & (KB} .
Waming message interval

[Run daiy at 1:00 4 M ] Customes_ |
Deletion seffings

K debeted hems fot [days) fle
Kesp deleted matboxes for (days) S

[ Dont peimansntly delste dams unti the database has been backed up

5 [ox ] cace | doov | Hep |

Tai EMC click chon Hub Transport duéi phan Organization
Configuration. Tai tab Accepted Domains ->click phai Ién domain
msh_ome.com_chon Properties

:mmm%

(s | > | Hm - -
1] Microsaft Exchange \ 8 Hub Transport LIS TTRE | Actions =l
=1 Ly Microsoft Exchangs On-Pramises (€
L. Organization Configuration v (i Iwml
o Maibnx ¥ Creste Fiker i3 Exportiist...
& ek Access e >
“y Hub Transport i
_ i Unified Messaging " Refresh
j Server Canfiguration
. ’ Asciprent Configuration ﬂ Help
SR e —
10
Properties
H rep

Tai ddy ta c6 thé thay rang user Tech03 khong thé chinh sira cac thong tin
cau hinh tai day
Click Cancel dé thoat ra
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mshome.com Properties m

General I

Y o 3

-

Accepted Domarc  mshome com

Defaut. True

Modifed Sunday, August 23, 2010115502 FM

After Microscft Exchange accepts e-mad for this domain, & can handie the e-mad
in several ways. Select from the fallowing ophons:
red ta @ fecinwery,

B A photaere Doman Emal i del

% [ox | cocs | | __tew |

Tai EMC mo rong phan Recipient Configuration ->Mailbox ->double
click Ién user Sales01 va thir chinh stra mot s6 théng so thi ta thay rang user
Tech03 khong thé chinh sira thong tin cua cac mailbox tai day.

Click dau X trén goc phai man hinh dé dong EMC lai va logout server
EX2010-2

Tai server EX2010 m¢é Internet Explorer truy cap trang website
https://webmail.mshome.com/ecp dang nhap voi tai khoan mshome\techO1
trong phan Mailboxes click sales01 sau d6 click Details

techD1
Son o

e -

Trong phan Organization nhap thong tin Sales Dept vao 6 Department -
>click Save
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https://webmail.mshome.com/ecp

7= https://ex2010.mshome.com/ 7id=7eb4055d- 5d8f-4 191 -8289-»d297 1 8c904.. =] E3

saleso1 A
*Requred felds
General =

First name:

[:s‘e;tll
Inkisl-

I

Last name:
* Display name:
|sae=01

Uszear logon name:

|=ates01 @mshoms. com

Contact Information ¥

Organization =
Trle

[

Department:
|Sades Deprl
Company:

I

Manager

¢ Cance

| | | l

C|ICk PUblIC Groups chon nhém sales va click Details

" Trusted sites | Protected Mode: OFF [Fa=T*mw -

Exchange Server techO1
Son oo
Selact what to mansge: | My Organzation 'l My Mok e -
Users & Groups 8 @ q
Maibaces  Publc Groups  Extermnsl Conkacts
Public Groups.
& row Hoetats X &
»
Display Name E-Mail Address
sales sales@mshome.com
vach techimshoms. com

1 selected of 2 toral

Trong phan Descrlptlon nhap Sales Dept ->click Save

Membership Approvast

Desvery Management

racasage Approval

E-24a0 Options

€ 4 4 « « « «

rAaNTIp

3¢ Cance
' [ 7 Trusted sites | Protected Mode: OFF [Fa = *woow -~ =

Sau khi chinh stra maibox va public groups thi ta thay rang qué trinh chinh
stra thong tin khong gip 10i bat ki 16i nao. Pén day ta c6 thé két luan qué trinh
cau hinh va phan quyén cho céc user da phi hop theo yéu cau dua ra.
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