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Bai tdp

Bai 01
Dich Vu DNS
Bai tap 01.1

=) DNSbase
DNSba E=

e server

cscXX.edu.vn

M6t mang LAN c6 so dd nhw hinh vé va cé dwéng mang 1a 192.168.10.200+XX (XX 1a sé
thir tw may). Cac may tinh trong mang c6 tén va dia chi IP nhw sau :

Mién cscXX.edu.vn c6 mét s6 thong tin cu thé nhw sau:
e Primary name server c6 tén dns1 cé dia chi IP: 192.168.10.200+XX
e Secondary name server cé tén dns2 co dia chi IP: 192.168.10.201+XX
e May dns1 la may cha www, ftp, mail, proxy.
e May Client c6 dia chi : 192.168.10.200+XX
Gia sr may tinh ta dang ngdi la may tinh dns1 chay hé diéu hanh Windows 2003, ta dw
dinh dung lam Primary DNS Server, WWW server, MAIL server, FTP server. Ta dang ky
mot domain name 13 “cscXX.com.vn”, dang ky dia chi ip cho cac server t&» nha cung cép
dich vu (ISP) VNNIC.
> Yéucau:
1. Cai dat dich vy DNS trén may chu dns1.
2. Céu hinh dns1 la mé6t Primary Name Server cho domain name clia minh vé&i nhirng
dir liéu da cho.
3. Khai bao DNS Client (resolver) cho may tram va sau do6 dung tién ich nslookup,
ping dé kiém qua trinh phan giai tén mién vira dwoc cau hinh.
4. CAu hinh forwarders cho may chi dns1 I&n server chi phia trén cé tén 13 name
serverXX coé thé cé dia chi nhw sau: 203.162.4.1, 203.162.0.11 ho&c may chu
DNS trong phong server cia co s& dao tao.
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Bai tdp

5. Dung trinh tién ich nslookup dé phan giai cac tén mién ngoai quéc t& nhw: vnn.vn,
yahoo.com, cisco.com, microsoft.com, hcmuns.edu.vn. Anh/Chi hay ghi nhéan lai cac
théng tin vé dia chi name server, dia chi mail server, dia chi web server cla cac
mién trén.

6. Dung may tinh bén canh lam secondary name server dé backup co s& di liéu cla
primary name server, sau do kiém tra tinh nang dw phong clia may.

7. Céu hinh DDNS cho phép may tram khi d&ng nhap mang cé thé dang ky RR truc
tiép vao DDNS Server hoac dang ky RR théng qua DHCP Server.
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Bai tdp

Bai tap 01.2

DNSbas =
— Primary name

Secodary nfame server

DNi
hitech.cscXX.edu.vn hbc.cscXX.edu.vn

Cho so @6 mang nhw hinh vé&, hé théng c6 dwéng mang chinh la 192.168.10.0/24, hé théng
tén mién dwoc td chirc nhw sau:

Mién chinh csc.edu.vn c6 mét s6 théng tin cu thé nhw sau:
e Primary name server cé tén dns1 c6 dia chi IP: 192.168.10.200+A1
e Secondary name server c6 tén sdns cé dia chi IP: 192.168.10.200+A2
e May server1 la may cha www, ftp, mail, proxy dia chi IP: 192.168.10.200+A3
e May Client c6 dia chi : 192.168.10.200+A4
Mién con hbc.cscXX.edu.vn dwoc uy quyén tir mién cha c6 moét sé
théng tin cu thé nhw sau:
e Primary name server cé tén dns-hbc cé dia chi IP: 192.168.10.200+B1
e Secondary name server c6 tén sdns-hbc co dia chi IP:  192.168.10.200+B2
e May dns1 la may cha www, ftp, mail, proxy
e May Client c6 dia chi : 192.168.10.200+B3
Mién con hitech.cscXX.edu.vn dwoc uy quyén tir mién cha c6 mét sé
thong tin cu thé nhw sau:
e Primary name server cé tén dns-hitech co dia chi IP: 192.168.10.200+C1
e Secondary name server c6 tén sdns-hitech cé dia chi IP: 192.168.10.200+C2

e May dns-hbc la may cht www, ftp, mail, proxy.
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e May Client c6 dia chi : 192.168.10.200+C3

Ta dang ky mot domain name la “cscXX.edu.vn”. Sau dd, ta cung cip cho médi vung mot
subdomain c6 tén mién: hitech.netXX.com va hbc.netXX.com.

Cha y:
- XX Ia sé6 the tw nhém.
- A1,A2,A3,A4,B1,B2,B3,C1,C2,C3 Ia s6 thtr tw mdy.

Yéu ciu : 6 may lap thanh mdt nhém dé hoan thanh bai tap nay, 2 may quan ly mot
subdomain.

+ Mién chinh cscXX.edu.vn do hai mdy cé tén dns1 va sdns quan ly

1. CAu hinh dns1 (may thr 1) la moét Primary Name Server cho domain name
cscXX.edu.vn cla minh v&i nhirng dir liéu da cho.

2. Céu hinh dns1 Oy quyén hai subdomain hitech.cscXX.edu, hbc.cscXX.edu cho hai
server dns-hitech va dns-hbc quan ly.

3. CAu hinh sdns (may tht 2) 1a mét Secondary Name Server cho mién chinh
cscXX.edu.vn, mién con hbc.cscXX.edu.vn, mién con hitech.cscXX.edu.vn.

4. Kiém tra sy phan giai ciia domain vira ciu hinh va sy lién théng v&i nhivng domain
khac.

+ Mién con hbc.cscXX.edu.vn do hai mdy ké tiép cé tén dns-hbc va sdns-hbc
quan ly

1. CAu hinh dns-hbc (may th® 3) Ia mét Primary Name Server cho subdomain
hbc.cscXX.edu.vn cia minh v&i nhirng dir liéu da cho.

2. CAu hinh sdns-hbc (may thir 4) la mét Secondary Name Server cho subdomain
hbc.cscXX.edu.vn.

3. céu hinh forwarders cho may dns-hbc dé chuyén yéu cau phan gidi mién ngoai Ién
may dns1.

4. Kiém tra sy phan gii ciia domain vira cau hinh va sy lién théng véi nhirtng domain
khac.

+ Mién con hitech.cscXX.edu.vn do hai mdy ké tiép cé tén dns-hitech va sdns-
hitech quan ly

1. CAu hinh dns-hitech (may th 5) |a mot Primary Name Server cho subdomain
hitech.cscXX.edu.vn cia minh v&i nhirng di¥ liéu da cho.

2. Céu hinh sdns-hitech (may thir 6) la mot Secondary Name Server cho subdomain
hitech.cscXX.edu.vn.

3. céu hinh forwarders cho may dns-hitech d& chuyén yéu ciu phan giai mién ngoai
[én may dns1.

1. Kiém tra sy phan giai cia domain vira cau hinh va sy lién théng véi nhirtng domain
khac.

Hoc phdn III - Mon Hoc: Dich Vu Mang Windows 2003 Trang 5/167
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Bai 02
Dich Vu FTP
Bai tap 02.1

M6 hinh két néi mang cGa Trung Tam Tin Hoc c6 tén mién cscXX.edu.vn nhu sau
(trong d6 XX 1a s thir tw ciia may tinh dang ngdi)

Internet

FTP/Client
cscXX.edu.vn

Tén may | bia chi IP Hé diéu hanh s | Chirc nang
dung

Dns1 192.168.100.200+XX/24 | Windows 2003 | Primary name server.
Server

serveri 192.168.100.200+XX/24 | Windows 2003 | FTP Server.
Server

1. Cai dat va cAu hinh DNS trén dns1 1a Primary name server cla mién cscXX.edu.vn,
va ftp.cscXX.edu.vn la alias cla server1.cscXX.edu.vn.
2. Cai dat FTP Service trén may chi Server1, sau dé thuc hién cac yéu cau sau:

a. Tao mot Public FTP site(sty dung ché do “do not isolation user”) v&i FTP home
directory C:\inetpub\ftproot.

b. Dung trinh tién ich computer management , tao user “ftpuser”. Cau hinh cho
phép két ndi vd danh (anonymous connection) va bé tuy chon “Allow only
anonymous connection”. Kiém tra viéc truy cap dung user anonymous va user
“ftpuser”.

c. Chon tuy chon chi cho phép két n6i vd danh “Allow only anonymous connection”,
thir truy cap bang user vo6 danh anonymous, va dung ftpuser.

d. Tao cac thdng diép Welcome:” xin chao cac ban da dén FTP server cla chung téi
” va thong diép Exit: “Hen gap lai lan sau” .
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CAm may bén canh c6 dia chi IP 192.168.100.200+XX/24 truy cap vao FTP
server clia minh. Kiém tra két qué bang cach truy cap tir may bén canh.

Tao thw muc ¢c:\SOFT, anh xa thanh thw muc ao trén FTP server v&i alias la
“download’, cho phép moi nguwdi dung bén ngoai truy xuat FTP Server qua
anonymous user.

Tao thw muc c:\pub, anh xa thanh thw muc ao trén FTP server v&i alias la
“upload”, cho phép moi nguwoi dung co thé upload tai nguyén thong qua
anonymous user.

Dung cac tap lénh cia FTP client dé, sau do dung Iénh get, mget, prompt,
Icd...dé thwc hién qué trinh download mét vai file tlr thw muc download cta FTP
server vé may cuc bo.

Dung Winword tao mét file *.doc sau d6 dung I&nh put, mput, Icd,... d& upload tap
tin nay Ién thw muc upload ctia FTP Server.

S dung cac phan mém lam FTP Client nhw: IE, Windows Commander, cutftp dé
truy xuét vao FTP server.

Tao thw muc 4o /data trong FTP site trd dén D:\Webdata. Gan quyén sao cho
nhém Webmasters cé quyén doc ghi trong thw muc FTP, moi user con lai chi c6
quyén doc. Thiv lai bdng FTP client bang user anonymous va user thudéc nhém
Webmasters (tao mot s6 user thudc nhom Webmasters truéc khi kiém tra).

Kiém tra xem két ndi gitva FTP Server va FTP Client theo co ché gi?
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Bai tap 02.2
Internet
Serv-er1
FTP/Client
cscXX.edu.vn
Tén may | Dia chi IP Hé diéu hanh sk | Chirc nang

dung

Dns1 192.168.100.200+XX/24 | Windows 2003 | Primary name server.
Server

serveri 192.168.100.200+XX /24 | Windows 2003 | FTP Server.
Server

M6 hinh két néi mang ctia Trung Tam Tin Hoc cé tén mién cscXX.edu.vn nhuw sau (trong d6
XX Ia s thi tw clia may tinh dang ngbi)
1. Trén Server1 tao thém dia chi IP: 172.16.XX.1
2. Cai dat va cau hinh DNS trén dns1 la Primary name server cla mién cscXX.edu.vn
voi:
- ftp.cscXX.edu.vn. Alias (CNAME) server1.cscXX.edu.vn.
- vftp.cscXX.edu.vn Host (A) 172.16.XX.1
3. Cai dat FTP Service trén may chi Server1, sau doé thwc hién cac yéu cau sau:

a. Tao mét Public FTP site c6 tén ftp.cscXX.edu.vn véi FTP home directory
C:\inetpub\ftproot. (st dung ché dd “do not isolation user”).

b. Tao FTP Site m&i c6 tén vftp.cscXX.edu.vn st dung ché dd “Isolation User”
- home directory: d:\ftpnet.
- FTP Permission : Read + Write.
- Tao FTP home directory cho tirng ngwoi dung trong hé thdng, sau dé cap
quyén sao cho mbi nguwdi dung chi dwoc phép truy xuit FTP home directory
clia minh.
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4. Dung Windows Commander dé kiém tra.
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Bai tdp

Bai 03
Dich Vu Web
Bai tap 03.1

DNS
203.162.4.1

network: 192.168.100.0/24

Computer Computer

Ban la ngwoi quan tri cho mét mang may tinh cta céng ty XX két ndi Ién Internet
nhw hinh vé. May chud cai Win2k3 server va may lam phuc vu dijch vu DNS, Mail,
Web, FTP cho céng ty. Céng ty thué mét tén mién “ctyXX.com.vn”.

1. T6 chirc Web server. )
a. Tao Web site cho cong ty ctyXX theo cau truc sau:

{ Géc
[ | |
Products Mewrs Cty Home htm
|
| |
Plist htm TIndex htm  =Listhtm  PINews htm

- Trong d6 gbc la thw muc C:\web, Products la thv muc do (Virtual

Directory) chi dén thuw muc C:\PRO.
b. Cap mét sb quyén han truy xuat Web site theo yéu ciu:

- Céc user c6 quyén browsing trén thw muc Products.

- CAu hinh sir dung tap tin default cho 2 thw muc / va /News. (/ la
home.htm; /News la index.htm)

- Trang Web home.htm cé lién két dén 2 trang plist.htm va index.htm

- Trong trang plist.htm c6 link c6 ndi dung “ Contact : nvlinh@ctxx.com *
va dung dé g&i mail lién hé véi cong ty.

- Céc trang Plist.htm va Index.htm co lién két ndi dung “Vé Trang Cha*
chi dén trang chu.
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2. cap quyén truy xuat cho Website cho ngwei dung

a. Gid st co6 cac td chirc ngudi dung: Nhém QL(admin, manager, gd,
webmaster), nhom NV c6 cac Users(nv1, nv2),

b. Cac tap tin trong thu muc Cty chi cho cac user cla cong ty truy xuét (khéng
cho user Anonymous truy xuét), tap tin /Cty/Slisthtm chi cho user
administrator va gd xem.

c. Tao mot thw muc 3o cé tén tailieu anh xa vé thw muc that d:\soft, cho phép
moi nguwdi trong cdng ty cé quyén truy xuat tai nguyén nay nhuwng chi cé user
webmaster méi co6 quyén Upload tai nguyén.

d. Khéng cho phép tat cd cac may trong dwéng mang 192.168.12.0 truy xuét
webserver.
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Bai tap 03.2

203162.4.1

network: 192.168.100.0/24

Computer Computer

Ban la nguoi quén tri cho mét mang may tinh cua céng ty XX két ndi 1én Internet
nhw hinh vé. May chud cai Win2k3 server va may lam phuc vu djch vu DNS, Mail,
Web, FTP cho céng ty. Céng ty thué mét tén mién “ctyXX.com.vn”

1. Tim hiéu cAu hinh co ché quan tri Web site, FTP site(Administration Web Site) théong
qua trinh duyét web.

2. Download tap tin sf2k_v34_051.zip t&r \192.168.11.1\soft (hoac download t&r Web
site: http://ovh.dl.sourceforge.net/sourceforge/sf2k/sf2k_v34_05.zip), ciu hinh cho
phép ngudi diung cé thé s& dung Forum théng qua dia chi
http://www.ctyXX.com.vn/forum.

3. Gia slr Web server nay hosting cho mot Web site clia cac cong ty con co tén truy
xuat www.cna.ctyXX.com.vn. Cau hinh Web site nay cung hoat déng v&i Web site
www.Ctyxx.com.vn. Gid st trang web chl cho Web site www.cna.ctyXX.com.vn cé
tén index.htm, D& liéu Web dwoc lwu tri tai thw muc C:\WebDH.

4. Clp quyén cho Webmaster cd quyén cap nhat Web site cho trang
www.cna.ctyXX.com.vn théng qua dich vy FTP.
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Bai tdp

Bai 04
Dich Vu Mail
Bai tap 04.1

Ma Client
cscXX.edu.vn

Ban la nguwdi quan tri cho mét mang may tinh cho trung tam dao tao tin hoc (cé so
dd két ndi nhw hinh v&). May chi Server1 cai Win2k3 server va may lam phuc vu
dich vu DNS, Mail, Web, FTP cho céng ty. Cong ty thué mét tén mién
“cscXX.edu.vn”, cAu hinh may chi Server1 nay theo yéu ciu sau.

1. Nang cép Server1 thanh domain controller & quan Iy co s& di liéu cho mién

cscXX.edu.vn, trong qua trinh nang cép cho phép hé théng cai DNS ty déng sao do
hiéu chinh lai mét s6 théng tin cho dich vu DNS twong trng v&i cac di liéu sau:

Mailbox Host(A) 172.168.10.100+XX
Server1 Host(A) 172.168.10.100+XX
www Alias(CNAME) Server1.cscXX.edu.vn.
ftp Alias(CNAME) Server1.cscXX.edu.vn.

cscXX.edu.vn MailExchanger(MX) mailbox.cscXX.edu.vn.

2. Cai dat Exchange trén Server1 dé cung cap hé thong thw dién t&r (E-mail) cho mién
“cscXX.edu.vn”. Sau khi cai dat hoan tat ta tao cac group mail sau:

- Nhém Admins bao gdm cac user sau:
o Nvbinh (Nguyén Van Binh)
o Dcphung (Bang Coéng Phung)
- Nhém Phongmay bao gdm céc user sau:
o nghuy (Nguyén Quang Huy)
o ndcan (Nguyén Dinh Can)

o bvquy (Bui Van Quy)
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- Nhém Vanphong bao gdm céc user sau:
o ntcthuy (Nguy&n Thi Cam Thuy)
o nttdung (Nguyén Thi Thuy Dung)
o ntmthao (Nguyé&n Thi Mai Thao)

- Nhém Nhanvien bao gébm céac user sau:
o (Admins, Phongmay,Vanphong)

- Nhém Giamdoc bao gébm céac user sau:
o Ndchinh (Nguyén Dinh Chinh)
o Ltcan (La Thanh Can)

Tao cac Alias Mail nhw sau:

- Admins c6 alias banquantrimang

- Dcphung c6 alias webmaster

- Dcphung co6 alias admin

3. S dung mail théng qua Web hoac qua POP Client
- Dung trinh duyét web dé g&i nhan mail bang Webmail bang cach truy xuat mail

théng qua dia chi http://<IIS_Web>/exchange

- Dung services tool d& khéi dong mot sb services lién quan téi exchange nhu MS
Exchange POP3, MS Exchange IMAP4, ... d& cho phép moi ngudi dung cé thé
st dung mail théng qua MS Outlook Express, Eudora.

4. S& dung MS Outlook Express dé lam POP3 Client hodc IMAP Client dé soan thao
va nhan thuw tir may tram.

5. S dung tap lénh SMTP & POP3 dé thuc hién qua trinh send/receive mail thong qua
dong lénh.
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Bai tap 04.2

1. Cai dat Exchange trén Server1 dé cung cép hé théng thw dién t& (E-mail) cho mién
“c,scXX.edl,J.vn”.‘Sau khi cai dat hoan tat ta tao cac group mail sau:
2. Cap mét sb quyén han sau:

Mai hop thw cla tai khodn cé dung lwong t6i da cho phép la 20M.

Chi cho phép cac tai khoan trong nhém Admins va Giamdoc trén dwgc st dung
Web mail, OMA, POP3, IMAP. Cac user con lai chi str dung Webmail, POP3.

Dung lwvgng tdi da cua Public Folder dwoc lwu trén server 100M, cho phép moi

ngwdi dung c6 thé sir dung Public Folder.

Ngan dia chi mail abc@yahoo.com g&i mail vao mién ndi bd, chan tat ca email tw

mién ndi bd g&i t&i ngudi dung co dia chi mibadmail@yahoo.com
Ngan chan dia chi mang 192.168.10.0 khéng dwoc connect va mail server.

Khai bao Smart host ¢ dia chi mail.hcm.vnn.vn dé chi dinh mail gateway cho
mail server ndi bo.
CAu hinh relay mail cho tat ca cac mién bén ngoai g&i mail vao mién noi bd, chi

khoéng relay cho may trong mang 172.29.0.0/16.

3. Cai dat Mdaemon sau dé tim hiéu co ché t6 chirc va quan ly hé thdng mail théng

qua Mdaemon (cai dat trén server khac) sau dé thwc hanh lai bai tap 2,3,4 va tim

hiéu mét sb tuy chon nang cao khac.

4. T6 chrc mail cho ba mién sau cé thé trao ddi mail v&i nhau.

Mail Clie
hitech.cscXX.edu.vn hbc.cscXX.edu.vn
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Bai 05
Dich Vu Proxy
Bai tap 01
Ban la nguwdi quan tri cho mét mang may tinh cho trung tdm dao tao tin hoc (cé so
dd két ndi nhw hinh vé). May cha Server1 cai Win2k3 Server va cung céap dich vu
Mail Server. Server2 la DNS, FTP Server cho cong ty, cong ty thué mét tén mién

“cscXX.edu.vn” sau d6 dung phan mém ISA dé trién khai Firewall va cung cép dich

vu Proxy dé protect hé théng mang ndi bo.

ADSL Line

ISA Firwall

o

Serve‘en/er

Server2: Pi P Server

¢

Internal Network: 172.16.1.0/24
1. Cai dat ISA Firewall trén may tinh chi cé it nhat hai card mang dé té chirc hé
thdng két ndi nhu trén so d6.
2. Céu hinh ISA Firewall theo cac yéu cau sau:

o Céu hinh trén ISA Firewall nhw mot Proxy Server sao cho c6 thé chia sé
két ndi Internet cho cac may tinh trong Internal network (st dung céng
8080)

o Cé&m cac may tinh trong mang 192.168.XX.0/24 truy xuét Internet.

0 Cho phép tat ca cac may tinh trong mang dwoc truy xuét Internet nhung
trong gi® hanh chanh khéng dwoc truy xuat vao cac trang nhu:

*.yahoo.com, *.vnn.vn, *.vnexpress.net.

0 Chicho phép cac may trong mang ndi ping t&i ISA Firewall.
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o0 Cho phép mét s6 may trong mang noi bd cé thé truy xuét Internet théng
qua co ché NAT dwoc cung cép trén ISA Firewall.
o Céu hinh route uptream |én proxy cha cé dia chi 192.168.11.1
o Proxy dung két néi dial-up 1&n VNN theo théng tin account dial-up.
3. Cé4u hinh Caching:
o Céu hinh Cache memory size : 100MB
o Tao rule cache cho ISA proxy dé theo déi va quan ly cac cache objects

4. Khai bao Proxy server la may Server1 cho may tram dé tién hanh kiém tra.
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Bai tap 05.2
Ban la nguwdi quan tri cho mét mang may tinh cho trung tam dao tao tin hoc (cé so
dd két ndi nhw hinh vé trong Bai tap 05.1). May chi Server1 cai Win2k3 Server va
cung cap dich vu Mail Server. Server2 1a DNS, FTP Server cho cong ty, cong ty
thué mot tén mién “cscXX.edu.vn” sau d6 dung phan mém ISA dé trién khai
Firewall va cung cép dich vu Proxy dé protect hé théng mang noi bo.
1. Publishing Server:

o Tb chie trong mang ndi b6 mét hodc vai may cha cung cép dich vu DNS,
WWW, FTP, Mail,...

o Dung co ché Publish Server trén ISA Firewall dé publish cac Server trén
dé cho phép bén ngoai Internet co thé st dung cac dich vu dwgc cung
cap trong mang ndi bo.

2. Theo d&i Web log va xt ly sw cb 16i:

o Thiét Iap luat canh béo cho céac dich vu dwoc cung cap trong mang ndi
bo.

o Céu hinh cho phép ta co thé theo ddi va quén ly Web log qua giao dién
dwoc cung cép trong ISA Firewall.

3. Mét sé cong cu bdo mat:

o Cai dat chwong trinh download security dé thuwc thi mot sé phwong thire

bao mat cho dich vu proxy nhu:
= C4am download céc file c6 phan mé rong 1a *.exe, *.zip.
= Cém download céc file c6 kich thuéc >1MB.
= Kiém tra virus cho cac file download tlr internet.

o Cai dat chwong trinh Surfcontrol Web Filter d& thyc thi mot sb thao tac

gi&i han truy xuat Web cho mang ndi bd nhw:
= Khong cho phép mang néi b s&¢ dung Web mail trén internet

trong gi® hanh chanh.

= Khdng cho phép chat trong gi& hanh chanh.

4. Tim hiéu co ché td chirc hé théng ISA Firewall theo mé hinh Tri-home nhw sau:
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Public 1p; 203.162.44 69

1ISAFirwall

Network Address: 172.16.2.0/24 Internal Network: 172.16.1.0/24
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Bai Tap On Tap Cudi Mon

Cho so d6 két néi mang ctia Trung tdm dao tao cdng nghé thong tin nhw sau:

Public Ip: 203,16, 44.69

| irwall

1]
*

Network Address: 172.16.2.0/24 Internal Network: 172.16.1.0/24

Trung tam dao tao thué mot tén mién “cscXX.edu.vn” tr VNNIC (XX 1a sb th& tw nhém),
trung tdm nay muén td chirc mang ndi bd c6 so dd nhw hinh trén. Trong mang noi bd cd
cung cap day di cac dich vu nhw Mail Server (Dung Exchange Server), Web, FTP,
DNS. Hoc vién c6 thé dung 1 may ServerXX nao do dé té chirc cac dich vu nhu: WWW,
FTP, Mail, DNS theo cac yéu ciu sau:

1.

DNS quén ly t&n mién “csc.edu.vn” sao cho c6 thé phan giai dwoc tat ca cac tén cla
cac may cung cap cac dich vu trong ving DMZ.

C4u hinh dich vu FTP sao cho c6 thé cung cdp 1 FTP site chung cho moi nguoi
dung co thé truy xuét tai nguyén théng qua Anonymous, 1 FTP Site cung cép riéng
cho tirng ngudi dung cé thé Iwu triy va st dung tai nguyén théng qua dich vu FTP.
Dung MS Frontpage XP dé tao mét Web page cho co quan (dung bd template c6
san trong Frontpage), sau d6 publish ndi dung nay lénh Web Server dé& cho phép
ngudi dung co thé truy xuat Web, Trén Web Site phai cung cép forum cho nguoi
dung c6 thé thao luan.

Cai dat va té chirc hé thdng Mail néi bé (dung Exchange hodc Mdaemon) dé cung
cap E-mail cho nguoi dung. Ngudi ding cé thé sir dung mail théng qua POP, IMAP,
OWA, OMA.

Cai dat va té chirc hé thdng Firewall cho mang ndi bd d& bao mat hé thdng va cung
cép dich vu Proxy cho phép chia sé két ndi Internet cho mang néi bo.

Publish cac server trong viing DMZ dé cho phép ngudi diing bén ngoai cé truy xuét
vao cac dich vy dwgc cung cap trong mang néi bé.
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Phan Hudng Dan Giai
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Bai 01
Dich Vu DNS
Bai tap 01.1

= DNSbase

e server

cscXX.edu.vn

1. Bai1:

Cai dat dich vu DNS trén may chd dns1

Tham khao gido trinh “Dich vu mang Windows 2003” (Chwong 1 — phan VII.1 — trang
20).

2. Bai2:
C4u hinh dns1 1a mét Primary Name Server cho domain name ctia minh vé&i nhitng di
liéu da cho. C6 2 cach cau hinh
C4u hinh DNS khi ciu hinh AD (tich hop DNS v&i AD)
C4u hinh DNS riéng
a. Caidat DNS
Do & cau 7 cla bai tap nay c6 si dung DDNS nén trong phan hwdng dan sé thuc hién
theo cach tich hop véi AD. Ban chi can cai dat AD trén may dns1, v&i tén mién la
“csc02.edu.vn”, trong qua trinh cai dat, chon may tinh tw déng cai dat DNS.
Cha y:
Nén dat Preferred DNS Server la dia chi cia may dns1.

Giao dién DNS sau khi da cai dat xong:
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1 e TR
B [z csc02.edu.vn

r$,| File  Action View Window Help

e« | OmEFRB| 2|8 8

,_quNS cso02. edu.vn 4 record(s)

B - D1 Mame | Type | Daka
[#l- Event Viewer
E@ Farmard Lookup Zones @_msdcs

(same as parent Folder)
2] (same as parent Folder)
(zame as parent Faolder)

Start of Autharity (S0A)
Marme Server (NS)
Marie Server (MNI)

[12], dns1., hostmaster,
dns1.csc02.edu.vn,
dnsl.

HE @ _msdcs
- {31 domainoz.com
EICI Reverse Lookup Zones

----- {E 172.25.45.% Subnet

Sau khi cai dat xong, ban can kiém tra xem minh da cé Reverse Lookup Zones chua,
néu chwa c6 thi ban co thé cai dat theo cac bwéc sau:

Buwéc 1:  kich chudt phai vao Reverse Lookup Zones, chon New Zone
31 DMS Reverse Lookup Zones
=3 Dnst
@ Event Viewer -
=1L Forward Lookup Zones \]:) Add a New Zone

_ [z _mnsdcs.csc02 . edu.vn
=g

. The Domain Mame System (DMS) allows a DNS namespace
about one or more contiguous DRS domains,

csc02, edu.wvn

To add a new zone, on the Action menu, click Mew Zone.

View
e Window From Here

Refresh

Help

Buwdc2: hodp thoai “Welcome to the New Zone Wizard”, chon Next dé tiép tuc. Hop
thoai Zone Type hién ra, ban chon kiéu Primary zone, sau d6 chon Next dé tiép tuc

New Zone Wizard x|
Zone Type

The DMS server supporks various bypes of zones and storage,

Select the bype of zone vou wank ko create:

* i

Creates a copy of a zone that can be updated directly on this server,

" Secondary zone
Creates a copy of a zone that exists on anather server, This option helps balance
the processing load of primary servers and provides Fault kolerance,

" Stub zone

Creates a copy of a zone containing anly Mame Server (M3), Start of Authority
(504), and possibly glue Host (A) records, A server containing a stub zone is not
authoritative For that zone.

v store the zone in Active Directory {available only if DNS server is a domain contraller)

Zancel Help

< Back I uext:E I
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Buwdc 3:  trong hdp thoai “Active Directory Zone Replication Scope”. Ban chon “To all
domain controllers in the Active Directory domain csc02.edu.vn” (ban sao sé duwoc
chuyén dén cac may Domain Controller trong AD).

New Zone Wizard x|

Active Directory Zone Replication Scope Q
¥ou can seleck how wou want DRS data replicated throughout vour network, .

Select how wou want zone data replicated:

" To all DMS servers in the Active Directory forest csc02.edu.vn

™ To all DMS servers in the Active Directory domain csc02.edu.vn

¢ To all domain controllers in the Active Directary domain csc0Z.edu.vn:

Choaose this option if the zone should be loaded by Windows 2000 DMS servers
running on the domain controllers in the same domain,

" Tio &l domaim comtrollets specified|in the scope of the Following application directary

parkition:
[

< Back I ﬂext:: I Cancel | Help |

Buwdc 4: trong hdép thoai “Reverse Lookup Zone Name”, tai muc “Network ID” ban
chon dwong mang la 172.29.45.* (ban dang thwc hién phan gidi tir dia chi IP cla cac
may trong dwd'ng mang 172.29.45.0/24 sang tén may).

New Zone Wizard x|

Reverse Lookup Zone Name Q
A reverse lookup zone translates IP addresses into DMS names, ‘

To identify the reverse lookup zone, type the network ID or the name of the zone,
{® Mebwark ID:
172 .29 .44

The netwaork ID is the portion of the IP addresses that belongs to this zone, Enter the
niebwork, I0in its normal {nok reversed) order,

IF wou use a zera in the network 10, it will appear in the zone name. For example,
nebwork, I0 10 would create zone 10.in-addr . arpa, and network I00 10,0 would create
zone 0. 10.in-addr, arpa.

" Reverse lookup zone name:
45,29,172.in-addr . arpa

For more information on creating a reverse lookup zone, dick Help,

< Back I ﬂext']:; I Cancel | Help |

Bwéc 5:  ban chon kiéu Dynamic update phu hop vé&i yéu ciu. Trong trudng hop
mudn bdo mat thi chon “Allow only secure dynamic updates”
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Mew Zone Wizard

Dynamic Update

¥ou can specify that this DMS zone accepts secure, nonsecure, of no dynamic

updates,

Dynamic updates enable DMA client computers o regisker and dynamically update their

resource records with a DMS server whenever changes occur,

Select the bype of dynamic updates you wank to allow:

% allow only secure dynamic updates (recommended For Active Directoryi

This option is awailable only for Active Directory-integrated zones,

"~ allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted From any client,

& This option is a significant security vulnerability because updates can be
accepked From untrusted sources.

{~ Do not allow dynamic updates
Dynamic updates of resource records are not accepked by this zone, ¥ou must update

these records manually,

< Back I ﬂe§§ I

Zancel |

Help |

Buwoc 6:

b. Cai dat thdéng tin

dén day ban da két thuc viéc thiét lap Reverse Lookup Zones.

Buéc 1:  trwdc tién, tao mét Resoure Record A, ban kich chudt phai va chon New Host
(A)

F&DNS csc0Z, eduswyn 4 record(s)

E‘B OMs1 Mame I Tvpe I Cata

@ Event Viewer

E| Farward Lookup Zones

i _msdes,csc02 edu,vn
EI csc02.edu.vn

; %:I _msdcs

@ dornaindz, conm

B0 Reverse Lookup Zones
(3l 172.29.45,x Subnet

Buéce 2:

@l _msdcs

(same as parent folder)
(same as parent folder)

(same as parent Folder)

Start of Authority (S0A)
Marme Server (MS)
Mame Server (MS)

Wpdate Server Data File
Reload

A
Mews Mail Exchanger (M.
MNews Darmain, ..

Mews Delegation, ..
Qther New Records, .,

All Tasks 3

[12], dns1., hostmaster,
dns1.csc02 edu.wn,
dnsl.

trong muc Name, ban nhap tén cta Host, trong muc IP Address, ban dién dia

chi IP cia Host. Néu mudn tao luén PTR record thi ban chon vao muc “Create
associated pointer (PRT) record”. Sau khi dién day du théng tin thi ban chon vao nuat
Add Host dé tao mot Host mai.
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mewHost 2
Mame {uses parent domain name it blank):
I dns1

Fully qualified domain name (FQOM):

I dns1.csc0z . edu.wn.

IP address:
|1?2 23 45 6]

¥ Create associated pointer (PTR) record

[ allow any authenticated user to update DMS records with the
S3ME OWNEF NaME

P.[“'gunst I Zancel |

Buwdc 3:  sau do, tao 2 Alias (ftp va www): chon Forward Lookup Zones,
csc02.edu.vn. Kich chudt phai va chon New Alias (CNAME) (nhw hinh sau):

,E,' DHa csc0Z.eduvn 5 record(s)
EB DMS1 [Marne | Type | Daka
- Event Viewer @ medcs
5[ Forward Lookup 2 T
E‘ ) rw:sdc:Dcsczzc:dej n (same as parent Folder) Skart of Authority {3083 [19], dns1., hostmaster,
& ;‘ EscDZ eldu vnl ' (zame as parent Folder) Mame Server (M3 dnsl,
i @ r;m:lcls (same as parent folder) Marne Server (M3) dns1.csc02, edu.vn,
B domain02.com dns1 Hast (4) 172.29.45.167

= |:| Reverse Lookup Zones

----- {3 172.29.45.x Subnet

Wpdate Server Data File
Reload
Mew Host (8, .,

(M)

Mew Domain. ..

Mew Delegation, ..
COther Mew Records. .,

Buwdc 4: trong muc Alias name, ban dién tén Alias ma ban muén tao, trong muc FQDN
thi ban chon Host twong tng v&i tén do.
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MNew Resource Record ed |

Blias (CHAME) |

flias name (uses parent domain if left blank):

I WA

Fully qualified domain name (FODMN);

I ), csC0Z, edu, v,

Fully qualified domain name (FQDM) For target hosk;

I dnsl,csc0Z, edu.wn

[~ allow any authenticated user bo update all DNS records with the same
name, This setting applies only ko DMS records For a new name,

(0] 4 | Cancel |

Buwdc 5:  thyc hién twong ty déi voi ftp, ban sé co bang sau:

'_gq DS csc02 eduvn 7 record(s)
EIB DM51 Mame | Tvpe | Data |
@ Ewent Yiemer @_msdcs
E‘ 5----rw:sddtz.oj::pﬂs.oendejvn (same as parent Folder) Start af Autharity (SOA) [19], dnsl., hostmasker,
El EscD2.edu.vn {same as parent folder) Mame Server (M3) dns1.
i @ msdcs (same as parent Folder) Marne Server (NS) dnsl.csc02.edu.wn,
. L& domain02.com dnst Host (&) 172,29.45.167
ED Reverse Lookup Zones EFtp Alias (CHAME) dns1.csc02.edu.yvn
@ 172.29,45.% Subnet . [ Alias (CMAME) dns1.csc02.eduvn

Bwéc 6:  tao mot MX Record (dung cho mail), ban kich chuét phai vao chon vao muc
New Mail Exchange (MX)...
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=

EATE
EBDNSI

Event Yiewer
E| Forward Lookup Zones

= gl _msdrs.csc02.edu.vn
H csc02.eduvn

- @ _msdcs

@ domaindz . com
EI CI Reverse Lookup Zones
----- ‘{5 172.29.45.% Subnet

csc02.eduwyn 7 record(s)

{same as parent folder)
dns1

Mame Server (N3)
Huosk (8]

Mame | Type | Data

@ _msdcs

{same as parent Folder) Skart of Aukhority (O8] [19], dnsl., hostmasker,
{samne as parent Folder) Mame Server (MS) dns1.

dns1.csc02,edu.wvn,
172.29.45, 167

Alias (CHAME)

dns1,csc02,edu.vn

Reload
e Hosk (A), .

Meys Bornain. .
e Delegation, ..

[Ipdate Server Maka Fle

Blias (CHAME)

dnsi.csc02.edu.vn

Buwdc 7:  dién cac thdng sO sau
Mail Exchanger {1z} |
Host or child domain:
I mail
By default, DM uses the parent domain name when creating a Mail
Exchange record. You can specify a host or child name, but in most
deplovments, the above field is left blank,
Fully qualified domain name (FODMN):
I mail.csc02,edu.vn,
Fully qualified domain name (FQDM) of mail server:
I dnsl.csc0Z.edu.wn Browse, ., |
Mail server priority:
| 10
o4 I Zancel
Buwéc 8:  két qua sau khi ban tao ra sé nhw sau:
F$,| DS csc02.eduswyn & record(s)
S B Dr31 ) TMarne | Type | [aka
'Event V;IEE\JELU , @?_msdcs
..... rw:sdczucscpnz?;j wn (same as parent Folder) Skark of Autharity (S04) [24], dns1., hostmaster,
macllZ.edu.vn {same as parent Folder) Mame Server (MS) dns1.

I %:I _msdcs

@ domaindz, com
E| [:I Reverse Lookup Zones
----- “-{g) 172,29.45 % Subnet

{same as parent folder)

dns1
=] ftp
. Z] mail
. =] v

Mame Server {W3)
Hosk (A}

flias (CHAMED

Mail Exchanger (M)
flias (CNAME)

dns1.csc02.edu.vn,
172.29.45.167
dns1.csc02.edu.vn,

[10] dnsl.csc0Z.edu.wn,
dns1.cso02.edu.wvn,

3. Bai 3: str dung DNS Client dé kiém tra lai qua trinh phan giai
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Tai may Client, ban can khai bao DNS Server la may dns1 (trong minh hoa nay la IP
172.29.45.167), ban can khai bao dia chi nay trong muc “Preferred DNS server”

Internet Protocol {TCP/IP) Properties 2x|

Generall

You can get IP settings assigned automatically if wour netwark supparks
this capability, Ctherwise, vou need to ask vour network administrator
for the appropriate IP settings.

" Obtain an IP address automatically

{* Use the Following IP address:

IF address: 172 . 29 . 45 . 166
Subnet mask: | 255 255 . 255 . 0
Default gateway: f172. 29 .45 . 1

) Gbkain DN server address autamatizally

%' Use the Following DS server addresses:

Preferred DNS server: I 172 . 29 . 45 167

Alternate DM server: |

Advanced, ., |
oK I Cancel |

Sau do, tai may Client mé& chwong trinh Command Prompt 1&n, chay nslookup dé kiém
tra.

Command Prompt - nslookup

C:xrns lookup
Default Server: dnsl.cscBZ.edu.un
Address: 172.29.45.167

> ftp.cscB2 _edu.vn
Berver: dnsl.cscB2.edu.vn
Address: 172.29.45.167

Name = dnsl.cscBZ.edu.vun
172.29.45.167
ftp.csch2 . edu.vn

> mail.cscB2 . edu.un
Server: dnsl.cscB2.edu.vn
Address: 172.29.45.167

Name = mail.cscBZ.edu.vun

> wuww.cscB2 _edu.vn
Berver: dnsl.cscB2.edu.vn
Address: 172.29.45.167

dnzl.cscl2 . edu.vn
172.29.45.167
ww . cscBZ . edu.un

F wmg.unn.un
Server: dnsl.cscB2.edu.vn
Address: 172.29.45.167

DHS request timed out.
timeout was 2 seconds.
request timed out.
timeout was 2 seconds.
Request to dnsl.cscB2.edu.un timed-out

4. Bai4: cau hinh forwarders lén server 203.162.4.1
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Bwédc 1:  kich chuét phai vao tén may (dns1), chon Properties

.E-' DhS | csc0Z.eduvn 7 recordi(s)

E‘B g_ Caonfigure a DMS Server... | Type
Create Default Application Directory Partitions. ..
Mew Zone. .. Br)  Skart of Authority (SOA)
Set AgingfScavenaing Ffor All Zones. .. Er] Mame Server (MS)
Scavenge Stale Resource Records Huosk (&)
Update Server Data Files Alias (CNAME)
Clear Cache Mail Exchanger (M)
Launch nslookup Alias (CHAME)
All Tasks 4

T window From Here

Delete
Refresh

Properties

Help

Bwdc 2:  chon Tab Forwarders

Debug Logging | Event Logaging I tdonitaring I Security
Interfaces Forwarders | Advanced I Foot Hints

Forwarders are gervers that can rezolve DNS quenies nob angwered by this
zerver. Forward queries for names it the follawing DHS domains.

DS domain:

; Mew...

Femove |
To add a farwarder, zelect a DMS damain, type the forwarder's |F address
below, and then click Add.

Selected domain's fanwarder [P addrezs list:

I . . . Aidd
Bemove |

Up

[awr |
Mumber of seconds before fonward queries time out; |5

™ Da not uge recursion for this domain

QK I Cancel | Aol |

Buwéc 3:  dién dia chi IP vao trong muc “Selected domain’s forwarder IP address
list”, sau d6 chon Add, (trong hinh sau ban sé thdy add vao dia chi 203.162.4.190):
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Debug Logging | Event Logaging I tonitaring I Security
Interfaces Forwarders | Advanced I Fioot Hints

Fomwarders are servers that can rezalve DMS queries not answerad by this
zerver. Fonward queries for names in the following DWS domains.,

DS domain:

All other DNS domaing

Hew. ..
Hemave |
To add a forwarder, zelect a DMS domain, type the fonwarder's IP address
below, and then click Add.

Selected domain's forwarder IP address list:

I . . . Add
203.162.4.130 Hemove |

Up

Do |
MHumber of secands befare forward queries time out: |5
[ Do not uge recursion for this domain

Ok I Cancel | Apply |

5. Bai5: dung tién ich nslookup dé phan giai cac tén mién quéc té
Phan giai t&én mién yahoo.com
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WINDOWS  system32h cmd.exe - nslookup

C=~>nslookup
Default Server: hcm—sevrver@l.vnn.vn
Address: 2603.162.4.198

> set type=any

» yahoo.com

Server: hcm—serverBl.vnn.vn
Address: 2603.162.4.198

Mon—authoritative answer:
internet address 216.18% 112 135
internet address b6.94.234.13
HE preference mail exchanger
M preference mail exchanger
M preference mail exchangew
HE preference , mail exchanger
nameserver = nsd.yahoo.con
nameserver nz5.yahoo.com
nameseruver nzl_yahoo.com
nameserver ns2.yahoo.com

yahoo .com nameserver nz3.yahoo.com

mx4.mail.yahoo.com
mxl.mail.yahoo.com
mx2.mail.yahoo.com
mx3.mail.yahoo.com

yahoo .com nameseruver
yahoo .com nameseruver
yahoo.com nameserver
yahoo.com nameserver nzl.yahoo.com
yahoo .com Nameserver ns2.yahoo.com
mx1.mail.yahoo.com internet address
mx1l.mail.yahoo.com internet address
mxl.mail.yvahoo.com internet address
mxl.mail.yahoo.com internet address
mx2.mail.yahoo.com internet address
mx2.mail.yahoo.com internet address
mx2.mail.yahoo.com internet address
mx2.mail.yahoo.com internet address
mx3.mail.yahoo.com internet address
mx3.mail.yahoo.com internet address
mx3.mail.yvahoo.com internet address
mx3.mail.yahoo.com internet address
mx3.mail.yahoo.com internet address

ns3.yahoo.con
ns4.yahoo.com
ns5.yahoo.com

4.79.181.15
67.28.113.18
67.28.113.11
4.79.181.14
4.79.181.12
4.79.181.13
67.28.114.35
67.28.114.36
64.156.215.5
64.156.215.6
64.156.215.8
64.156.215.18
67.28.113.19

Phan giai dia chi vnn.vn
md.exe - nslookup

GC:x>nzlookup
Default Server: hem—serverBl.unn.un
fAddress: 203.162.4.198

> set type=any

> unn.un

Server: hcm—serverdl . unn.un
Address: 203.162.4.198

Mon—authoritative answer:
# preference = 18, mail exchanger = m?4.vnn.vn
namneserver = yvdc—hnBl.vnn.vn
namgseruer hem—zerverd .unn.un

namezerver = hcm—szerverd .unn.un

namezerver = vdc—hnBl.unn.un
m74_.unn.un internet address = 203.162.0.74
vdc—hnB1.vnn.vn internet address = 283.162_.68.11
hcm—serverl . unn.un internet address = 203 .162_ 4.1

6. Bai 6: dung may tinh bén canh lam secondary name server
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Tham khao gido trinh “Dich vu mang Windows 2003” (chuwong 1 — phan VII.2.7 — trang
34)

7. Bai 7: ciu hinh DDNS cho phép may tram khi ding nhap mang cé thé diang ky
RR truc tiép vao DDNS Server hoic ding ky RR thong qua DHCP Server.

Tham khé&o gido trinh “Dich vu mang Windows 2003” (chwong 1 — phan VI1.2.9 — muc 2

—trang 43)
wdlH S I Zone Transfers I Security
General | Start af Authority [504) I Mame Servers
Status: Running Fause

Type: Active Directany- ntegrated Change...

Feplication: Al DNS servers in the Active Directory domain - Change...

d

Data iz stored in Active Directon.

Dynamic updates:

& Allowing nonsecure dynamic updates iz a sighificant security
wulnerability because updates can be accepted from untrusted
SOUMCES.

To zet aging/scavenaing properties, click Aging. Aging.... |

ok Cancel Apply
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Bai tap 01.2

cscXX.edu

— Primary name
Secodary nfame server

DNS
hitech.cscXX.edu.vn hbc.cscXX.edu.vn

+ Mién csc02.edu.vn

1. Bai 1: trén may dns1
Trén may dns1 tao 2 zone méi (hitech va hbc), sau d6 uy quyén cho ca 2 may nay. Minh
hoa thwc hién cho hitech (Tham khao gido trinh “Dich vu mang Windows 2003” (chuong
1 — phan VII.2.5 — trang 32))
Cha y:

may dns-hitech nay phai dwoc khai bao trong DNS Server (may dns1) quan ly mién
csc02.edu.vn. Néu khoéng thi may dns1 khong thé biét dwoc chinh xac vi tri ciia may
quan ly mién con hitech.csc02.edu.vn

Bwéc 1:  sau khi da chon may dns-hitech, ban chon ok thi két qua sé nhu sau:
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New Delegation Wizard x|

Name Servers Q
‘fou can select one ar more name servers to host the deleqated zone. ‘

Specify the names and IP addresses of the DN3 servers you wank to have host the
delegated zone.

Mame servers:

Server Fully Qualified Domain Marme (FODR) | IFP Address |
dns-hitech. csc0z. edu.wn, [192.16&.10.208]
Add. .. Edit... Remaove

< Back

Bwédc 2:  chon Next dé tiép tuc, ban sé& gap hop thoai két thuc viéc Gy quyén. Ban chi
can chon Finish dé két thuc viéc thiét lap.

New Delegation Wizard x|

Completing the New Celegation Wizard

ou hawe successfully completed the Mew Delegation
Wizard.

‘fou specified the Following settings:

Mame:  hitech,csc02 edu.vn

To close this wizard and create the delegation, click Finish,

< Back

Zancel | Help |

2. Bai2: cidu hinh sdns la Secondary name server cho mién csc02.edu.vn,
hbc.csc02.edu.vn, hitech.csc02.edu.vn

Tham khao gido trinh “Dich vu mang Windows 2003” (chuwong 1 — phan VII.2.7 — trang
34)

Chu y: Néu gap théng bao 16i sau:
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@ Zone Mot Loaded by DNS Server

from the master server Failed,
Correck the problem then either press FS, or on the Action menu, click Refresh,

For more information about troubleshooting DMS zone problems, see Help,

The DMNS server encountered a problem while attempting ko load the zone. The transfer of zone data

Thi ban can kiém tra trong Primary DNS, kich chuét phai vao zone, chon Properties, sau
d6 chon Tab Zone transfers (nhw hinh sau), va nhap dia chi IP cia Secondary name

Server vao

csc02.edu.vn Properties 2=

Gerneral I Start of Authority [S04) | Mame Servers
WM Zone Transfers | Security

A zone trangfer sends a copy of the zone to reguesting servers,
¥ Allow zone transfers:

" To any server
€ Only to servers listed on the Mame Servers tab

&' Only to the following servers

|P addrezs:

I . . . Add |
192.168.10.202 Hemove |

To zpecify zecondarny servers to be natified of zone updates. click

Motify,
Hatify. .. |

0K I Cancel | Apply

4+ Mién con hitech.csc02.edu.vn.

1. Bai 1: thwe hién twong tw bai tap 01.1
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Bai 02
Dich Vu FTP
Bai tap 02.1

M6 hinh két néi mang cGa Trung Tam Tin Hoc c6 tén mién cscXX.edu.vn nhu sau
(trong d6 XX 1a s thir tw ciia may tinh dang ngdi)

Internet

FTP/Client
cscXX.edu.vn

Tén may | bia chi IP Hé diéu hanh s | Chirc nang
dung

Dns1 192.168.100.200+XX/24 | Windows 2003 | Primary name server.
Server

serveri 192.168.100.200+XX/24 | Windows 2003 | FTP Server.
Server

1. Bai1:
Tham khao bai tap 01.1

2. Bai2:
Cai dat FTP Service trén may cha Server1, sau d6 thyc hién cac yéu cau sau (Dé vao
FTP Service, chon Administrator Tool, chon Internet Information Services
Manager):

a. Tao mét Public FTP site (st dung ché do “do not isolation user”) v&i FTP
home directory C:\inetpub\ftproot.
Tham khao gido trinh “Dich vu mang Windows 2003” (chuwong 2 — phan 11.2.1 — trang
56)
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Bwéc 1:  ban vao IS Manager, kich chudt phai vao thw muc FTP Sites, chon New,
FTP Site, ban sé théy hép thoai “Welcome to the FTP Site Creation Wizard”. Chon Next
dé tiép tuc. Hop thoai “FTP Site Description” s& hién ra. O muc Description, ban sé nhap
tén “dién giai” cho FTP Site. Vi du la “cau a”, sau dé chon Next

FTP Site Creation Wizard |

FTP 5ite Deszcription e
Drezcribe the FTP site to help adminiztrators identify it ;&l

Type a dezcription of the FTP site.

Description:

B

< Back I Heut » I Cancel |

Bwdc 2:  trong hop thoai “IP Address and Port Settings”, ban can cho hé théng biét
ban sé& s dung dia chi IP va Port bao nhiéu dé& lam FTP Server. Trong hinh minh hoa
bén dwéi thé hién hé théng sé st dung dia chi 192.168.100.204, Port 21 lam FTP
Server. Sau khi nhap xong théng tin, ban chon Next dé tiép tuc

FTP Site Creation Wizard |

IP Addrezz and Port Settings e
Specify an IP address and port zetting for the FTP site. ;Q\‘
o3

Enter the IP address to uge for this FTF site;

192,168,100, 20! =]

Type the TCP part for this FTP zite [Default = 217]:

e

< Back I Ment » I Cancel |

Budc 3:  trong hép thoai “FTP User Isolation”, ban chon kiéu “Do not isolate Users”.
Sau d6, chon Next dé tiép tuc
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FTP Site Creation Wizard

FTP Uszer lzolation
Restrict FTP uzers ta their oven FTP home directary.

FTP uzer izolation prevents uzers fram accessing the FTP home directary of anather
uger on this FTP site.

Important: Becauze you canhot change the user izolation option after creating thiz FTP
gite, pou ghould read about FTR user izolation in the 115 product documentation before
choosing an izolation option.

* Do not isolate users
{Usgerz can access the FTP home directony of other users. }

" |zolate users
[Users must be azzighed an FTP home directory within the root of this FTP zite ]

' |zolate users using Active Directory
[Users must be azzighed an FTP home directory that is configured uzing their Active
Drirectony uzer account, ]

< Back I Heut » I Cancel |

Cha y:

Ban c6 thé xem thém v& cac mode & trang 57 trong gido trinh Dich vu mang

Windows 2003.

Bwdc 4:  trong hop thoai “FTP Sites Home Directory”, ban chon dwdng dan dé lam thw

muc gbc cho FTP Server. Sau d6 chon Next dé tiép tuc

FTP Site Creation Wizard

FTP 5Site Home Directory
The home directon iz the root of your FTP content subdirectonies.

Enter the path to your home directony,

Eath:

Browse. .. |

< Back I Mewut » I Cancel |

Buwdc 5:  trong hop thoai “FTP Site Access Permissions”, ban chon quyén clia cac user
khi truy cap vao FTP Site. Trong hinh minh hoa & dwéi, user chi c6 quyén Read. Chon

Next dé tiép tuc
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FTP Site Creation Wizard x|

FTP 5ite Access Permizzions y

Set the access permissions for this FTP zite. @‘

Allovs the fallowing permiissiohs:

To complete the wizard, click Next.

< Back I Heut » I Cancel |

Bwdc 6:  ban chon Finish dé két thic qua trinh cai dat

FTP Site Creation Wizard x|

You have successfully

@ completed the FTP Site
Creation Wizard.

To close this wizard. click Finish.

¢ Bacl Lanze|

Kiém tra lai:

o] may Client, ban str dung IE dé truy cap FTP.

File Edit Wiew Favorites Tools  Help

(JBack ~ | - el | - search Falders | & 3 x ) | =

Address |(@] ftp://192.168,100.204]

| Mame = | Size | Tvpe | Madified |
B Fon thue hanh 1-2.doc Z35KE Microsoft Word Doc..,  6/9/2005 12:34 PM
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b. Dung trinh tién ich computer management , tao user “ftpuser”. CA4u hinh cho
phép két ndi vé danh (anonymous connection) va bd tuy chon “Alow only
anonymous connection”. Kiém tra viéc truy cap dung user anonymous va
user “ftpuser”.

Tao user ftpuser: tham khao “giao trinh quan tri windows”

Kich chuét phai vao FTP Site (cau a), va chon Properties, chon Tab Security Accounts
va ban cau hinh nhw hinh sau:

FTP Site  Zecurity Accounts | Messages I Home Directory I Directory Security I

—Iv allow anonymous conneckions

IUse the Following Windows user account For anonymaous access:

User name: I SERYER1YIUSR_TOBINH Browse, .. |

Passward: quu

[~ @llow only anonymous connections:

[al'4 I Zancel | applhy | Help |

Trong trwéng hop nay thi user ftpuser va anonymous déu truy cap duoc

c. Chon tuy chon chi cho phép két ndi vé danh “Alow only anonymous
connection”, tht truy cap bang user vé danh anonymous, va dung ftpuser.
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FTP Site  Zecurity Accounts | Messages I Home Directory I Directory Security I

—Iv allow anonymous conneckions

IUse the Following Windows user account For anonymaous access:

User name: I SERYER1YIUSR_TOBINH Browse, .. I

Passward: quu

v allow only anonymous connections

Ok | Cancel | Apply | Help |

Trong trwdng hop nay thi chi cé user anonymous cé thé truy cap dwoc

d. Tao cac théng diép Welcome:” xin chao cac ban da dén FTP server cla
chung toi ” va thdng diép Exit: “Hen gép lai lan sau” .
Thay vi chon Tab Security, ban chon Tab Messages.

FTP Site I Security &ccounts  Messages | Hame Direckary I Directary Security I

—FTP site ressages

Banner:

w'elcome:

¥in chéo cac ban da dén FTP Server cla ching tai |

Exit:
I Hen gap lai l&n sau

Maximum conneckions:

[al'4 I Zancel applhy Help
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e. Cam may bén canh co6 dia chi IP 192.168.100.200+XX/24 truy cap vao FTP
server cGia minh. Kiém tra két qué bang cach truy cap tlr may bén canh.
Buwéc 1:  kich chudt phai vao FTP Site “cau a”, chon Properties, chon Tab Directory
Security

FTP Site I Security Sccaunts I Messages I Home Direckory  Direckory Security |

r TiCPJIP address access restrictions
By default, all computers will be: @f [ ;3

Except those listed below: B " Denied access

Access | IP address [Subnet mazk) |
Add...

Remoyve

i

Edit...

Ok I Cancel | Apply | Help |

Bwdc2: chon muc “Denied Access”, sau do chon Add d& thém dia chi
192.168.100.203

X

- Group of computers

IP address:

I 192 165 . 100, 203 DnS Lookop, .. |
[al'4 I Cancel | Help |

Buwdéc 3:  chon Ok
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cau a Properties

FTP Site I Security &ccounts I Messages I Home Directory  Direckory Security |

2|

— TCP/IF address access restrictions

By default, all computers will be: @f’ " Granted access

Except those lisked below: B £ Denied access

Arncess IP address [Subnet mazk]

& Granted G 19
Remove |
Edit... |

Ok | Cancel | Apply | Help |

Tao thw muc c:\SOFT, anh xa thanh thw muc ao trén FTP server v&i alias 1a
“download”, cho phép moi ngwdi dung bén ngoai truy xuat FTP Server qua

anonymous user.

V6i thiét 1ap nhw cau c, ban chi can tao thém moét Virtual Directory

Buéce 1:

kich chuét phai Ién FTP Site mé&i tao ra, chon New, Virtual Directory.

?'J Inkernet Information Services Mame |
=% 8 SERVER1 {local computer)
) FTP Sites
-6 Defaulk FTP Site (Stopped)

Explore
Qpen
Permnissions
Browse
Stark
Stop
Pause
All Tasks 4 FTP Site {from file), ..
view N Wirtual Dir . k

Mew Windaw From Here

wirtual Direckory {From File), ..

Delete
Rename
Refresh
Expork List...

Properties

Help
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Bwéc 2:  bang Virtual Directory hién ra, chon Next dé tiép tuc. Hop thoai “Virtual
Directory Alias” hién ra, trong muc Alias, ban dién tén thw muc “a0”. Vi du 1a download.

¥irtual Directory Creation Wizard |

Yirtual Directory Alias e
Specify a zhort name, or aliaz, for thiz vitual directon. ;Q\‘
e

Type the aliaz pou want bo uge to gain access to this virwal directory, Use the same
naming conventions that you waould far naming a directory.

Alias:
Idownload

< Back I Ment » I Cancel |

Buwdc 3:  trong hop thoai “FTP Site Content Directory”, trong muc Path, ban chon
dwong dan thwe sy trén may tinh. Vi du 1a thw muc “C:\Soft” Chon Next

Yirtual Directory Creation Wizard x|

FTP Site Content Directory -,
wihere iz the content pou want to publish on the FTF gite? @‘

Enter the path to the directany containing the content faor this FTP zite.

Path:

chSoft Bromze. . |

< Back I Heut » I Cancel |

Budc 4: trong hop thoai “Virtual Directory Access Permissions”, ban chon quyén cho
User khi truy cap vao thw muc nay.
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Yirtual Directory Creation Wizard x|
¥irtual Directory Access Permissions -
Set the access permizzions for thig virtual directon, ;Q\‘
g

Allow the fallowing permissions:

[ white

To complete the wizard, click Next.

< Back I Mewut » I Cancel |

Bwédc 5:  chon Finish dé két thic qua trinh cai d&t Virtual Directory.

Virtual Directory Creation Wizard |

You have successfully

completed the Virtual
Directory Creation Wizard.

To cloze thiz wizard, click Finizh.

¢ Bacl Lanze

Kiém tra lai:

O may Client, ban st dung IE dé truy cap vao Virtual Directory. Khi truy cap vao
ftp://192.168.100.204, ban thay nhw sau:
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File Edit ‘Wiew Favorites Tools Help

JBack ~ ) - [T | - Search | Folders | & @ X K | EEE
Address |($1 ftp://192.168.100.204]

| Mame = | Size | Tvpe | Modified |
¥ Fon thue hanh 1-2.doc Z3.5KE Microsoft Word Doc...  6/9/2005 12:34 PM

Khi truy cap vao ftp://192.168.100.204/download, ban thiy nhu sau:

File Edit Wiew Favorites Tools Help

Qoack - &3 - (¥ | ' Search | Folders | & X 6 | (]~
Address | @1 ftp://192.168.100.204)download/

Mame - | Size | Type | Modified |
320051 129-016-x86.exe | 12.2ME  Application 11/29/2005 5:33 PM
FIMPasetup.exe 13.3ME  Application 12/12/200Z2 3:56 AM
Flwmacodecs. exe 1.3 ME Application 11/30/2005 811 AM
FlwMBonusyp exe 15.2ME  Application 12/12/2001 1;27 AM
FlwrMEncader.exe 9,45 ME  Application 12/12/2002 343 AM

Khi truy cap vao ftp://192.168.100.204/soft, ban thy nhu sau:

File Edit iew Favorites Tools  Help

(JBack ~ ) - % | ) Search [ Folders | & [ x i) | o=
Address |81 fip:/j192.168.100.204/soft/

FTP Folder Error x|

@ An error occurred opening the Falder on the FTP Server. Make sure wou have permission to access this Folder,

Details:
550 fsoft: The system cannot find the file specified.

g. Tao thw muc c:\pub, anh xa thanh thw muc ao trén FTP server v6i alias la
“upload”, cho phép moi ngudi dung cé thé upload tai nguyén théng qua
anonymous user.

Van thye hién giéng nhw cau f, nhwng & budc 4, ban chon lwa thém quyén Write
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Yirtual Directory Creation Wizard x|
¥irtual Directory Access Permissions -
Set the access permizzions for thig virtual directon, ;Q\‘

Allow the fallowing permissions:

To complete the wizard, click Next.

< Back I Mewut » I Cancel |

DPéng thoi, trong thw muc trén 6 clrng (twong (ng véi Virtual Directory, cu thé trong
trwdng hop nay la c:\pub), ban can thiét 1ap quyén Security, cho phép Everyone c6
quyén Full (ban tham kh&o thém trong gi&o trinh Quan tri mang Windows 2003 vé cach
thiét lap quyén Security trén thuw muc).

h. Dung cac tap lénh cta FTP client dé, sau dé dung lénh get, mget, prompt,
lcd...dé thwc hién qua trinh download mét vai file tr thw muc download cua
FTP server vé may cuc bo.

Tham khdo mang co ban

i. Dung Winword tao mét file *.doc sau d6 dung lénh put, mput, Icd,... dé
upload tap tin nay lén thw muc upload cta FTP Server.
Tham khdo mang co ban

j. St dung cac phdn mém lam FTP Client nhw: IE, Windows Commander,
cutftp dé truy xuét vao FTP server.

Tham khdo mang co ban

k. Tao thw muc &o /data trong FTP site tré dén D:\Webdata. Gan quyén sao cho
nhém Webmasters co quyén doc ghi trong thw muc FTP, moi user con lai chi
c6 quyén doc. Thir lai bdng FTP client bang user anonymous va user thudc
nhém Webmasters (tao mét sb user thudc nhom Webmasters trwedc khi kiém
tra).

Ban thiét 1ap mét Virtual Directory (c6 quyén Read va Write), nhwng quyén tai thw muc
Webdata ctia 6 D: thi hoi khac biét (tham khao quan tri windows):

o0 Chi c6 nhdm Webmasters méi cé quyén ghi
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o Cac user con lai co quyén doc
Tham khao hinh sau:

webdata Properties 2x|

Generall Sharing  Security | Customizel

EI'EIUFI ar LWsel names:
€77 CREATOR OWNER
€7 Users [SERVERT\Users)
m webmazter [SERYER1\webmaster]

Add... | Hemave |
Permizgions Al Deny
Full Contral -+
b adify

Read & Execute
Lizt Falder Contents
Read

ljooooono
ljooooono

=l
Far special permizzions or for advanced settings, Aikerized |
click Advanced. —

ok I Cancel | Apply |

I.  Kiém tra xem két ndi gitra FTP Server va FTP Client theo co ché gi?

S dung Iénh netstat -rn
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Bai tap 02.2
Internet
Serv-er1
FTP/Client
cscXX.edu.vn
Tén may | Dia chi IP Hé diéu hanh sk | Chirc nang

dung

Dns1 192.168.100.200+XX/24 | Windows 2003 | Primary name server.
Server

serveri 192.168.100.200+XX /24 | Windows 2003 | FTP Server.
Server

M6 hinh két néi mang ctia Trung Tam Tin Hoc cé tén mién cscXX.edu.vn nhuw sau (trong d6
XX Ia s thi tw clia may tinh dang ngbi)
1. Bai 1: trén Server1 tao thém dia chi IP: 172.16.XX.1

Pat thém mét dia chi cho card mang (tham khao mang co ban)

2. Bai 2: cai dat va cau hinh DNS trén dns1 la Primary name server cia mién
cscXX.edu.vn véi:

o ftp.cscXX.edu.vn. Alias (CNAME) server1.cscXX.edu.vn.
o0 vftp.cscXX.edu.vn Host (A) 172.16.XX 1
Tao Resource Record A vftp.csc02.edu.vn va CNAME ftp.csc02.edu.vn

3. Bai 3: cai dat FTP Service trén may chu Server1, sau dé thwe hién cac yéu cau
sau:

a. Tao moét Public FTP site co6 tén ftp.cscXX.edu.vn vé&i FTP home directory
C:\inetpub\ftproot. (str dung ché dd “do not isolation user”).

b. Tao FTP Site m&i co tén vftp.cscXX.edu.vn sir dung ché dd “Isolation User”
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0 home directory: d:\ftpnet.
FTP Permission : Read + Write.
Tao FTP home directory cho tirng nguwdi dung trong hé théng, sau dé cap
quyén sao cho mdi ngudi dung chi dwoc phép truy xuit FTP home
directory cia minh.
Tao FTP Site, chon mode Isolate Users

FTP Site Creation Wizard x|

FTP User Isolation -
Restict FTP uzers to their own FTF home directon. 9\‘
=

FTF uzer izolation prevents users from accessing the FTF home directory of anaother
uger on this FTP site.

Important: Because you cannat change the user isolation option after creating this FTP
gite, pou should read about FTF user izolation in the 115 product documentation before
choosing an izolation optian.

" Do not isolate users
[Users can access the FTP home directary of ather users. ]

* lsolate users
i(Uszers must be assigned an FTP home directo within the oot of thiz FTP site

" |solate users using Active Dirschony
[Uzers must be agzigned an FTP home directony that iz configured uging their Active
Directary uzer account. ]

< Back I Mewut » I Cancel |

Tao cac home directory cho tirng ngwdi dung. Sau dé gan quyén Security cho tirng
ngudi dung.
4. Bai 4: dung Windows Commander dé kiém tra.
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Bai 03
Dich Vu Web
Bai tap 03.1

DNS
203.162.4.1

network: 192.168.100.0/24

Computer Computer

Ban la ngwoi quan tri cho mét mang may tinh cta céng ty XX két ndi Ién Internet
nhw hinh vé. May chud cai Win2k3 server va may lam phuc vu dijch vu DNS, Mail,
Web, FTP cho céng ty. Céng ty thué mét tén mién “ctyXX.com.vn”.
1. Bai 1: t6 chirc Web server.
a. CaidatllS, DNS

Tham khao gigo trinh “Dich vu mang Windows 2003” (chwong 3 — phan IV.1 - trang 82).

Sau do, cai dat Alias www dén WebServer

b. Té chirc Web Site

Ban tao cau tric thuw muc trén 6 ciring nhuw sau:

CA\
[
Folder Folder
DaoTao WebData
l ; v +
File Folder File Folder
Home.htm TongQuan index.htm NghienCuu
File File
Default.htm Nindex.htm
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Sau d6 s dung FrontPage dé tao cac trang Web nhw yéu ciu

2. Bai 2: cip quyeén truy xuat cho Website cho ngwei dung
a. Truy xuét theo dia chi

T4 chirc phan gidi www

b. C&u hinh st dung tap tin Default
Cac budc tao Site
o Yéu cau 1:Tao Site chinh, chi dinh index.htm la file Default
o Yéu cau 2:Tao thv muc do DaoTao, chi dinh home.htm Ia file Default
Yéu cau 1:
Bwéc 1:  ban chay IS Manager, kich chuét phai vao thw muc Web Sites, chon New,
Web Site.

Pf ] Internet Information Services Diescription I Identifier
E----.:,J BINH (local computer) # Default Web Site 1
- Application Pools
SRR/ =h Sites
Q EEWl Mew M
“ ) web Serv all Tasks ¥ \eb Site (from fils)...

B 4
Mewy 'Window from Here

Refresh
Export List...

Properties

Help

Bwéc 2:  hop thoai “Welcome to the Web Site Creation Wizard”, ban chon Next dé tiép
tuc. Sau dé, hdp thoai Web Site Description, ban nhap tén “dién giai” cho Web Site. Sau
do6 chon Next dé tiép tuc
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web Site Creation Wizard x|
Weh Site Desciption
<

Dezcribe the Web site to kelp administratars identify it

Tupe a description of the Web site,

Dezcription:
ISite Chink|

< Back I Heut » I Cancel |

Buwdc 3:  trong hop thoai “IP Address and Port Settings”, ban cho hé théng biét hé
théng sé dung dia chi IP va IP bao nhiéu cho Web server. Trong hinh minh hoa bén
dudi, hé théng sé sr dung dia chi 172.29.14.141, Port 80 cho Web server.

web Site Creation Wizard x|
IP Address and Port Settings g
Specify an I[P address, port getting, and host header for the new YWeb site. ,:*_'-“-.u';
by

Enter the IP address to uze for this Web site:
[1722914141 |

TLCP port this wWeb gite should uge [Default; 80);
IBD
Haost header for this Wieb site [Default: Hone]:

For mare information, read the 115 product documentation.

< Back I Hewt » I Cancel |

Budc 4: trong hop thoai “Web Site Home Directory”, trong phan Path, ban chi ra thw
muc trén & cirng, noi lwu trir cac trang Web.
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web Site Creation Wizard x|
Wehb Site Home Directory Q
The harme directary iz the roat of your Web content subdirectories. %
Py

Enter the path to your horme directary.

Path:

Ic:kwebdata Bromze. . |

v allow anonymous access to this Web site

< Back I Heut » I Cancel |

Buwdc 5:  trong hop thoai “Web Site Access Permissions”, ban chon Iya cac quyén ma
user dwgc phép khi dang nhap théng qua Web Server.

web Site Creation Wizard x|
Web Site Access Permizzsions Q
Set the access permissions for this Web site. %
Py

Allovs the fallowing permiissiohs:

¥ Fiun scripts [such as ASP)

[~ Execute [such as [SAP] applications or CGl]
[ wiite

[ Browse

To complete the wizard. click Mext .

< Back I Heut » I Cancel

Bwdc 6:  ban chi viéc chon Finish dé két thuc qua trinh cai dat.
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Web Site Creation Wizard X

You have successfully

completed the Web Site
Creation Wizard.

To close this wizard. click Finish.

< Barck Cancel |

Dé trang Default cé thé tw ddng hién 1&n, ban phai cho hé théng biét 1a sé& chon lwa cac
trang Default tir dau ? co tén la gi ?. Pé lam dwoc didu nay, ban chon Properties cla
Site Chinh, chon Tab Documents. Ban Remove file Default.asp trong muc Enable
Default content page, va thém Nindex.htm

Site Chinh Properties 21
Web Site | Performance | ISAPI Filkers I Home Directary
Documents | Direckory Security I HTTP Headers I Cuskomn Errars

—I¥ Enable default content page

Remove |

Move Up Moye Dawn |

1 Enable document Fooker

Append an HTML Formatted Footer to every document your Web

SErver returns,
Erowse.. . |

(o] 4 | Cancel | Apply | Help |

V&i théng tin nhw hinh trén, thi hé théng sé wu tién cho file index.htm lam trang Default,
néu khong c6 file index.htm thi hé théng sé& chon Default.htm, néu khéng cé Default.htm
thi hé théng sé& chon file Nindex.htm lam trang Default. Néu khéng c6 tap tin ndo thi hé
thdng sé khong hién thi néi dung (trir khi user c6 quyén Browse thw muc nay).
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Yéu cau 2: Tao Virtual Directory
Bwéc 1:  kich chudt phai vao “Site Chinh”, chon New, chon Virtual Directory

W3 Internet Information Services Mame | Path
=50 BINH (local computer)
=-_J Application Pooks

B- ) Web Sites

There are no items to show in this v

Explore
Open
Permissions
Browse

&

Start
Stop
PaLise

W= Wieh Site...

Al Tasks 4 Web Site (from file)...

Wirtual Directory...

Yirtual Directory (from ﬂle).

Yiew ’
Merwe Wiindowe from Here

Delete
Fename
Refresh
Export List...

Froperties

Help

Buwdc 2:  hop thoai "Welcome to the Virtual Directory Creation Wizard” hién 1én, ban
chi can chon Next dé tiép tuc. Trong hop thoai “Virtual Directory Alias”, ban nhap tén
“dién giai” cho thw muc, néi cach khac, ban nhap tén thw muc 3o.

Virtual Directory Creation Wizard x|
Yirtual Directory Alias g
Specify a short name, or alias, for thiz virtual directon. ,:*_'-“-.u';
by

Tupe the aliaz you want to use to gain access to thiz Web vitual directory, Use the
zame haming conventions that you would far naming a directon.

Aliaz
IDaotad

< Back I Hewt » I Cancel |

Buwdc 3:  trong hop thoai “Web Site Content Directory”, trong muc Path, ban chon
dwdng dan thuc trén b dia, noi lwu triv cac trang Web clia thw muc do.
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Virtual Directory Creation Wizard x|
Weh Site Content Directory Q
wihere iz the content you want to publish on the Web site? %
Py

Enter the path to the directory that containg the content far thiz Web site.

Path:

o hdaotan Bromze. . |

< Back I Heut » I Cancel |

Buwdc 4:  trong hop thoai “Virtual Directory Access Permissions”, ban chon quyén cla
cac User khi dang nhap vao thw muc ao doé.

Virtual Directory Creation Wizard x|
¥irtual Directory Access Permissions Q
Set the access permissions for this virtual direchong. %
Py

Allovs the fallowing permiissiohs:

¥ Fiun scripts [such as ASP)

[~ Execute [such as [SAP] applications or CGl]
[ wiite

[ Browse

To complete the wizard. click Mext .

< Back I Heut » I Cancel |

Bwéc 5:  chon Finish dé két thic viéc thiét 1ap Virtual Directory.
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Virtual Directory Creation Wizard x|
You have successfully
completed the Virtual

Directory Creation Wizard.

To close this wizard. click Finish.

< Barck

[Earzel |

Chi dinh Site Default cho DaoTao, ban thyc hién twong tw & trén (thém file Home.htm

vao Default content page)

a. Td chirc cac nhom

Tao Group va User theo yéu cau (tham khao Quan tri mang 2003)

b. Tao mot thw muc do ¢é tén tailieu anh xa vé thw muc that D:\Soft

Tao mét Virtual Directory (tén 1a Tailieu) chi vé thuw muc D:\Soft (tham khao cau 2b)

Chua y:

¥irtual Directory Creation Wizard x|

Yirtual Directory Access Permissions g
Set the access permizzions for this virual directon. S

Aoy the following permissions;

v Bead
W Bun scripts [such as ASP]

[ Execute [such az 154P1 applications or CGI)

To complete the wizard, click Next .

< Back I Hewt » I Cancel

Chon Permissions
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- Web Sites

=8 Site Chirh

-.:‘.: Dactao

- ETED
-4 forum
- _J MNghier

----- | Weh Service

w8 Default Web Site

Explore
DpEn

Browse

(=10 b
Al Tasks L
W= k

Mewy Wyindow from Here

Delete
Refresh
Export List...

Froperties

Help

Sau d6 ban chinh stra theo y&u cau (chi c6 nhém Webmaster méi cé quyén chinh stra
va Upload (Full), cac user con lai chi c6 quyén Read (Read)

Security |

Group or uzer names:
l.;'-:';.l [yl =] b
€7 CREATOR D'WwNER
7 SvSTEM

€77 Users [BINH U zers]

21

For special permizzions or for advanced settings.

click Advanced.

Add... | Bemove |
Permizgions for Adminigtrators Al Deny
Full Contral O =
Modify a
Fead & Execute a
List Folder Contents a
Read O
Write O LI

Adwanced |

[ o ]

Cancel |

c. Khéng cho phép cac may trong dwérng mang 192.168.12.0 truy xuét Web

Server
Buéce 1:

chon Properties cta “Site Chinh”
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Site Chinh Properties 2xl

web Sike | Performance | ISAP] Filters I Home Direckory
Diocuments Directary Security | HTTP Headers I Cuskom Errors

—Authentication and access conkral

Enable anonymous access and edit the
w authentication methods far this resaurce.

IP address and domain name restrictions

@ Grank or deny access ko this resource using

IP addresses or Internet domain names,
Edit... |

[ Secure communications
Require secure communications and 5 Certificat
enable client certificates when this SLAHEr EERliT =000 |
resource is accessed, - .
‘Wiew erkiicate,., |
Edit... |

Ok | Cancel | Apply | Help |

Buwdc 2:  tab Directory Security, chon Edit

IP Address and Domain Name Res x|

- IP address access restrictions

By default, all computers will be: @f (Ol =

Except the following: B i~ Denied access
Arncess IP address [Subnet mask) |

Add. ..

Remaye

Edit...

il

Ok I Cancel | Help |

Bwéc 3:  chon muc Granted access, chon Add

x

Type:

"~ single camputer
o Group of computers
"~ Domain name

Metwork, 10 Subnet mask:

|192 68, 12 . 0 |255 . 255,255 , 0|

Ok I Cancel | Help |
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Buwdc 4: chon muc Group of computers, nhap dwong mang 192.168.12.0/24, sau do
chon Ok

IP Address and Domain Name Restrictions x|

- IP address access restrictions

By default, all computers will be: @f {* Granted access

Except the Following: E} " Denied access

Arncess IP address [Subnet mask)

i Denied 4B 192.168.12.0 (255.255.255.0)

Edit...

Remaove |

[al'4 | Cancel Help |

Chon Ok, sau do Apply dé thuc thi
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Bai tap 03.2

DNS
203.162.4.1

Computer Computer

Ban Ia nguoi quan tri cho mét mang may tinh cua céng ty XX két ndi 1én Internet
nhw hinh vé. May chu cai Win2k3 server va may lam phuc vu dich vu DNS, Mail,
Web, FTP cho céng ty. Céng ty thué mét tén mién “ctyXX.com.vn”

1. Bai 1: tim hiéu ciu hinh co’ ché quan tri Web site, FTP site(Administration Web
Site) théng qua trinh duyét web.

Cai dat thém tinh nang Remote Administrator trong IS (tham kh&o hinh sau)

world Wide Web Service x|

To add or remove a component, click the check box. & shaded box means that only part
of the component will Be installed. To zee what's included in a component, click Details.

Subzomponents of World Wide Wweb Service:

Active Server Pages DOME =
| Intemet Data Connector 0.0 ME

™ B Femote Administration [HTHL)

O EE Femote Desktop Web Connection 0.4 B

[ |#] Server Side Includes 0.0ME

[ |»]wWebDay Publizhing 0.0MB

28 wWorld Wide Web Service 1.9MB LI
Description:  Includes support for remate administration of 15 Web servers aver the

Intemet.

Total dizk space required: 29MB Details. . |
Space available on disk: 4000.8 B

Ok, I Cancel |

Sau d6 str dung IIS dé truy cap (tham khao giao trinh “Dich vu mang Windows 2003” —
phan IV.2.7 — trang 98).

2. Bai 2: tao Forum

a. Tham khéo gido trinh “Dich vu mang Windows 2003” (chwong 3 — phan
IV.2.10 — trang 103).
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Cha y:

Trong luc cai dat IS, phai chon thém ASP, nhw hinh sau
'

Windows Components

RERELEE » plication Servgp

To add or rem
part of the cor
Details.

LComponents:

[ f&a Certific
O E-mail
[ @4 Fan 5
Description: |

¢

Total digk zpa
Space availak

To add or remaove a
of the component wi

Subcomponents of £

O Bﬁn Application ¢
] Ba85PNET

@ Enable netw
[ gy Enable netw

[] = Message Oy

115 In
far Fn

Description:

Total digk space req
Space available on

Internet Inforny world Wide Web Service

To add or remaove 2
aof the component

Subcomponents of
] &% FrortPage ;
i Intemet ke
[ ¢ Intermet Prit
[ EaMNTP Sery

[ s SMTP Serw
Descriphion: A co
Wwek

ﬂ I ] —
— Size  6171MB
ey
= II ised rarely
k"4

x|

To add or remove a component, click the check box. & shaded box means that only part
of the companent will be installed. To zes Lu{?at's included in a component, click Details.

ubgomponents of Wworld wide ic:e:

T &

O Intemet Duata Connector 0.0MB
[ g Remote Admiristration [HTML) 5.7 MB
[1 g Remote Deskiop 'Web Cannection 0.4 MB
O Server Side Includes 0.0 MB
O WebDA\-" Publizhing 0.0 HB
B wiond Wide wWeb Service 1.9ME 7|

Description:  Allow ASP flles, Active Server Pages iz always installed.

Phai hiéu chinh lai trang mac dinh la default.asp

forum Properties

Yirtual Direckary  Documents |Directory Security I HTTF Headers I Custarn Errors I

Total disk space ren  Total disk space required: 29ME Details... |
Space avalable on Space available on disk: 4003.5 ME
QK. I Cancel |
21

—Iv Enable default content page:

default, asp

Mewe Up

[oye Can |

add. ..

Rermoye |

—1  Enable document: Fooker

Append an HTML formatked Footer to every document wour Web
Server returns,

I Browse... |

[ 1|

b. Cai dat DNS dé nguoi dung co thé truy xuét théng qua tén mién

Cancel | Gpply | Help |

3. Bai 3: Web Hosting
S dung cach Host header (tham khao gido trinh “Dich vu mang Window 2003” — phan
IV.2.6 — trang 96)
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4. Bai 4: cap quyén cho Webmaster c6 quyén cap nhat Web Site thong qua FTP.
Dé dat duoc diéu nay, ban can thuc hién 2 yéu ciu sau:

o Yéucau 1: Tao user Webmaster

o Yéucau?2: S dung FTP dé tao Virtual Directorry (chi dén thw
muc chira Web Site hbc.csc02.edu.vn, - C:\WebHosting).
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Bai 04
Dich Vu Mail
Bai tap 04.1

Ma Client
cscXX.edu.vn

Ban la nguwdi quan tri cho mét mang may tinh cho trung tam dao tao tin hoc (cé so
dd két ndi nhw hinh v&). May chi Server1 cai Win2k3 server va may lam phuc vu
dich vu DNS, Mail, Web, FTP cho céng ty. Cong ty thué mét tén mién

“cscXX.edu.vn”, cAu hinh may chi Server1 nay theo yéu ciu sau.

1. Bai1:
Tham khao Bai tap 1 (Dich vu DNS)
2. Bai2:

Tham kh&o gigo trinh “Dich vu mang Windows 2003” (Chwong 4 — phan VII.2 — trang
122)

Tao cac Alias Mail nhw sau: Tham khado gido trinh “Dich vy mang Windows 2003”
(Chwong 4 — phan VII1.2.2 — muc 2 — trang 126)

3. Bai 3: str dung mail théng qua Web hoac qua POP Client
Tham khao gido trinh “Dich vu mang Windows 2003” (chwong 4 — phan VI1.4.4 — trang
136)

4. Bai 4: st» dung MS Outlook Express dé lam POP3 Client hodac IMAP Client dé
soan thao va nhan thw tir may tram.

Cai dat Outlook express dé g&i va nhan mail (tham khao gido trinh “mang co ban”)

5. Bai5: st dung tap Iénh SMTP_& POP3 dé thwc hién qua trinh _sendireceive
mail thong qua dong Iénh.

S dung Telnet dé thuc hién Telnet vao dia chi clia Mail Server, sau d6 tham khao tap
lénh & trang 106 (chwong 4 — phan I.1 — gido trinh Dich vu mang Windows 2003). Dé c6
thé str dung duoc Telnet théng qua SMTP, ban can dé y 2 diéu sau:
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a. Enable Service Telnet: mac dinh, dich vu (service) Telnet & Server
dang & trang thai Disable. Do dd, ban phai vao Administrator Tools, chon
Services, chon Service c6 tén la Telnet va chuyén sang trang thai Automatic
(tw déng kich hoat khi may kh&i dong lén) va chon vao Start dé& dich vu
Telnet dwoc kich hoat.

b. Telnet qua Port 25: do SMTP st¥ dung Port 25, va mac dinh Telnet sé két
ndi thdng qua Port 23. Nén dé két néi v&i dich vu SMTP théng qua Telnet thi
ban phai st dung Telnet thong qua Port 25. Hinh dwéi day minh hoa cach
két n6i vao SMTP Server (dia chi 172.29.14.151) théng qua Port 25.

ommand Prompt

Microsoft Windows [Uersion 5.2.37901
(G> Copyright 1985-2883 Microsoft Corp.

C=“Documents and Settings“Administratoricd™
C:s>telnet 172.29.14.151 25

Day 1a mot vi du khi st dung Telnet dé st dung dia chi thanh@csc.com g&i mail dén
nvbinh@csc.com (néi dung la “Test mail, rat vui duoc lam quen voi ban”)

220 vhost.csc.com_Microsoft ESMTP MAIL Service, Version: 6.9.3799.Q ready at
i, 4 Nov 2005 13:58:11 +@700
helo csc.com
2580 vhost.csc.com Hello [172.29.14. 141]
mail from:thanh@csc.com
@ thanh@csc.com....Sender 0K

rcpt to:nvbinh@®csc.com
250 2.1.5 nvbinh@csc.com

‘ - end with <CRLF>.<CRLF>

mail.

Rat vui duoc lam quen voi ban.

25@ 2.6.0 <VHOSTMeOC7VEQonUdJ jwldoRodd3@vhost.csc.com? Queued mail for delivery

ui
%21 2.0.9 vhost.csc.com Service closing transmission channel

Connection to host lost.

“wn

Chuy:  Dé két thuc ndi dung mail, ban chi can dau “.” & 1 dong riéng biét.
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Bai tap 04.2

1. Bai 1: cai dat Exchange trén Serverd dé cung cip hé théng thw dién tr (E-
mail) cho mién “cscXX.edu.vn”.

Tham khao bai 04.1.

2. Bai2: cAp mét sé quyén han sau:
a. M®éi hop thw cta tai khoan co dung lwong tdi da cho phép 1a 20M.
Tham khéo gigo trinh “Dich vu mang Windows 2003” (chwong 4 — phan VII.5.5 —
trang 143)
Buwdc 1:  ban vao Exchange System Manager, chon Administrator Groups, chon First
Administrative Group, chon Servers, chon VHOST, chon First Storage Group, kich chudt

phai vao Mailbox Store (VHOST) chon Properties

=1 Administrative Groups
=4 First Administrative Group

[E+ 1 Servers
=3 vHosT
..... 14 queues
E|_|1] First Starage Group
E|_|:43 Mailbox Sk
i _____ " Logons Dismaount Stare
[ Mailbaxes Create Full-Texk Index
: LBl Full-Text Indexini  Start Incremental Population
~ ©-{Z9 Public Folder Store (v Start Ful Population
-3 Prokacals Palse Population
-3 System Policies Stop Papulation
[+-_J Rouking Groups
B e All Tasks '
i3 TTTH-DHEHTN Wigw b
=i Tools Mew Window From Here
[=-{_4 Monitoring and Status
[ Motifications Cut
t..[ Status Copy
----- %' Message Tracking Center Delete
----- 2] Mailbox Recovery Center Renarme
Refresh
Expoark Lisk. ..
Properties
Jl Help

Bwéc 2:  chon Tab Limits, trong muc “Issue warning at (KB)” chinh stra lai kich thwéc
theo yéu cau, 20MB = 20480 KB. Sau d6 chon Apply, chon Ok dé két thuc qua trinh thiét
lap.
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Mailbox Store (¥HODST) Propetties
Dretails I Policiez | Secuity
General I Databaze Lirnits | Full-Test Indexing
— Storage limitz

¥ lszue waming at [KB]:

[~ Brohibit send at [KB]:

Wiarning meszage interval;

™ Prohibit send and receive at (KE):

=
—

| Run daily at Midright

j Customize... |

r— Deletion settings
F.eep deleted jtems for [daps);

Keep deleted mailboxes for [days]:

been backed up

[~ Do nat permanently delete mailboxes and items until the stare has

—
—

[ o |

Cancel |

&pply Help

b. Chi cho phép cac tai khoan trong nhém Admins va Giamdoc trén dwoc st

dung Web mail, OMA, POP3,

POP3.
Co6 2 cach:
Cach 1: Thwe hién trong Mailbox cla
mail).
Buoc 1:

IMAP. Cac user con lai chi stvr dung Webmail,

Mail Exchange (chi cé cac user da s dung

vao Mailbox Store, chon user Account va chon “Exchange Tasks...”, néu

mudn chon nhiéu Account cung mét ltc thi gity phim Ctrl va chon tiép Account khac.

(‘J First Qrganization (Exchange)

I_——_l__] Global Settings
- ﬁ Internet Message Formats
-4 Message Delivery
4] Mobile Services
[#-{_ Recipients
=4 Administrative Groups
EI\_J First Administrative Group
El__] Servers
© B3 wHosT
o 14 queues
[=-4=))l First Storage Group

. {2 Mailbox Stare (¥HOST)

Mailboxes

Mailbox Lask Logged on B Size
dnhon 3 ;

[ systemMailbax {02FDL0Z...  MT AUTHORITYLSYSTEM 381

[ System Attendant MT AUTHORITHSYSTEM ]

_ﬂ SMTP (WHOST-{02FD1020.., MNT AUTHORITYSYSTEM 0

Exchange Tasks...

B hvoz

&hvﬂl | el a3
_ﬂ Conneckar For Lokus Make, .. - \_fﬁulllll ST acor 0
& Calendar Connector (¥HO... NT AUTHORITYSYSTEM i]
= Administrator CaCadministrator 237

Budc 2:  trong hdp thoai “Available Tasks”, chon Configure Exchange Features, sau

do chon Next
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{& Exchange Task Wizard

Available Tasks

The following iz a lizt of tazks that can be applied to one or more of the selected
objectz. Select the desired tazk and press Mext.

Select a task to perform;

[ Move Mailbox
.;ﬂl'.\ Delete Mailbox
Wt Configure Exc

— Tazk Description

Allowes pou to enable, dizable and set properties in Exchange Features,

< Back I Hewt » I Cancel |

Buwdc 3:  trong hép thoai “Configure Exchange Features”, chon tinh nang, sau dé chon
Enable — Disable hay la “Do not modify” cho tirng tinh nang twong tng. Déi v&i nhém
Admins va Giamdoc, sau khi chon cac tinh nang ban sé théy nhw sau:

-'.E:-:change Task Wizard E3 I

Configure Exchange Features
Configure the features with the settingz each selected recipient zhould hawve,

Features | Desired Statug

+ Mobile Services
BJ Outlock Mobile Access Enabled
55]) User Initiated Synchronization S =)
B@ Up-to-date Motifications Dizabled

+ Protocols
».‘ Outlock wWeh Access Enabled, uzing protocol defaults.
ch. POP3 Enabled, uzing protocol defaults.
dﬂ IMAPd Enabled, using protocol defaults,

EFioperties,. b Enable x[:gisabhg 1 Do not modify

Allows the uzer to spnchronize the mailbos with wirelezs devices.,

< Back I Mewut » I Cancel

Buwdc 4:  trong hdp thoai “Task In Progress”, chon Next
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{& Exchange Task Wizard
Taszk In Progress
The tazk iz being performed.

Progress report:

Object | State | X | Dluration [sec)] | Statuz
(%) tdrhorn 100 % 0282 The o
() rvbinh 100 % 0.282 Theop

<] | |
Tazk finished.

< Bach Hedt Carze| |

Bwéc 5:  chon Finish dé két thac

-'.E:-:change Task Wizard E3 I

Completing the Exchange Task
Wizard

Tazk Surmary: Configure Exchange Features

Results:
Errars: O
Successes; 2
W arningz: 0

~
N

[ #iew detailed report when thiz wizard closes!

< Back I Finish& I Cancel |

Cach 2: Thay vi thao tac trong Mail Exchange, ban cé thé thwc hién déi véi cac
Account trong Active Directory Users and Computers,

Bwéc 1:  m& Active Directory Users and Computers, chon muc Users
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1.‘? Active Directory Users and Computers

[:l Computers

mCert Publishers

<3 File  Action  View ‘Window Help ‘Ailﬂ
o am s e XFRE R RREBTEE

Active Directory sers and Computer: | Users 35 objects
[#-[L] Sawed Queries Mame e -
E---%.;om m.ﬂ.dmin Security Group - Global

D Buiitin € administrator Lser

Security Group - Domain Local

(&) Damain Contrallers ﬁDHCP Adrninistr akars Security Group - Domain Local
[:l ForeignSecurityPrincipals mDHCP Users Security Group - Domain Local
a mDns.ﬂ.dmins Security Group - Domain Local
ﬂEDnsUpdateProxy Security Group - Global
mDnmain Admins Security Group - Global
mDnmain Campukers Security Group - Global
ﬂEDnmain Cantrallers Security Group - Global |
mDnmain Guests Security Group - Global
mDnmain sers Security Group - Global
mEnterprise Adrins Security Group - Global
mExchange Domain Servers Security Group - Global
ﬁEExchange Enterprise Servers Security Group - Domain Local
mExchange Services Security Group - Global
mGiamDoc Security Group - Global
ﬂEGrnup Palicy Creator Ciwnets Security Group - Global
mGuest Lser -
1] | | i L LlJ
| | |
Bwéc 2:  chon cac user can thyc thi, kich chuét phai va chon “Exchange Task..”
€7 waM_YHOST
I Add ko a group. ..
ntkdung Dizable Account
ﬁ rvbinh Enable Account
ﬁEPthgMay Mave. ..
mR'ﬁ'S and IAS 5 xchange Tasks, o
- _ S =
Buwéc 3:  tr bwédc nay tré di, ban thwe hién giong nhw tir Bwéc 2 clia cach 1.

c. Dung lwong tdi da cta Public Folder dwoc lwu trén server 100M, cho phép
moi nguwoi dung cé thé si dung Public Folder.

Tham khao gido trinh “Dich vu mang Windows 2003” (chuwong 4 — phan VII.6.2 — trang

145)
Buéce 1:

trde tién, ban tao mét Public Folder. Ban vao Exchange System Manager,

chon Administrative Groups, chon First Administrative Group, chon muc Folder, kich
chudt phai vao Public Folders, chon New, chon Public Folder...
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=3 Adminiskrative Groups
E\_j First Administrative Group

E| i Servers

i E- wHOST
{4 Svstem Policies
[#-{_4 Raouting Groups
£l Falders
i Public Folders
-4 Tools Connedk ta...

Yiew Syskem Folders

Send Higrarchy...

Wiew 3
Tt indiovs From Here

Buwdc 2:  trong Tab General, trong muc Name, ban dat tén cho thw muc nay, vi du la
Public
Properties

General |Heplication| Limits | Details |

I Hame: IF'uhIld
Path:
|;
Public folder description:

¥ Maintain per-user read and unread information for this folder

ak. I Cancel | Apply | Help |

Buwdc 3:  sau dé chon Tab Limits, trong muc “Prohibit post at (KB)” ban dat 102400
(100MB). Sau d6 chon Ok dé hoan tat viéc thiét lap
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Public Properties

Generall Feplication  Limits |Details|

— Storage limits

™ Use public store defaults

[ lssue waming at [KB]:
IV Prohibit post at [KE}: 102400

[~ Maximum item size [KB]:

r— Deletion settings

W Usze public store defaults

Keep deleted iters for [days]:

—Aage limits
W Usze public store defaults
Aaqe limit for replicas [days):

INNEEN

[uzed if the public folder store does not hawve an age limit]

ak. I Cahicel | Apply | Help

Dé cho phép nguwoi dung s dung, ban lam theo hwéng dan & trang 147.

d. Ngan dia chi mail abc@yahoo.com g&i mail vao mién néi bod, chan tat ca

email tr mién ndi bo g&i t&i ngwdi dung co dia chi mibadmail@yahoo.com

Tham khao gido trinh “Dich vu mang Windows 2003” (chwong 4 — phan VII.5.1 —

trang 138)

Buéce 1:

ban mé& Exchange System Manager, chon First Organization, chon Global

Settings, kich chudt phai vao Message Delivery, chon Properties

Buéc 2:

iﬁ First Organization (Exchange)
E|__] Global Settings

ifj Internet Message Formats
' age Del
Services Mew window Ffrom Here

[+-_J Recipients
SRR .'_!'.dministrative Grou Refresh

E\_} First Adrniniskral m
iy

E|__] Servers

-5 wHOST  Help

chon Tab Sender Filtering
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Message Delivery Properties ﬂ E
Connection Filtering I Recipient Filtering | Details |
General I Defaults Sender Filtering
Block meszages that claim to be fram the following senders.
Senders:
Add... Edit... Bemove
[ Archive fitered messages
[ Filter messages with blank sender
¥ Drop connection if address matches fileer
[T Accept messages withaut notifying sender of fitering
ak. I Cancel | Spply | Help |

Bwéc 3:  chon Add, thém dja chi abc@yahoo.com vao
Sender:
Iabc@yahoo.cnn‘l J_
0K I Cancel |
Bwéc 4:  chon Ok dé hoan tat viéc thém dia chi abc@yahoo.com
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Message Delivery Properties K E3
Connection Filtering I Recipient Filtering | Detailz |
General I Diefaults Sender Filtering

Block meszages that claim ta be from the following senders.

agd.. | Ed. Remove

[ Archive filtered messages
[ Filter messages with blank sender
¥ Drop connection if address matches filter

[" | Accept messages without notifying sender of filtering

0k I Cancel | Apply Help

Bwdc 5:  chon Ok dé hoan tat viéc thiét 1ap

pé ngan nguwdi dung ndi bo gé&i mail dén mlbadmail@yahoo.com, ban thwe hién twong
tw nhw trén, nhwng dbi véi Tab Recipient Filtering.

Chu y:
Sau khi da tao xong thi ban can phai thye thi chinh sach dé. Néu khéng thi ban van
khéng loc dwgre mail (du ban da dinh nghia & cac budc trén)
Buwéc 1:  trwdce tién, ban vao Administrative Groups, First Administrative Groups,
Servers, VHOST, Protocols, SMTP. Kich chuét phai vao Default SMTP Virtual Server,
chon Properties
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B3 Administrative Groups

EL,} First Administrative Group

I_——_l 1 Servers

B wHOST

: lﬂ Queues

:=JJl First Storage Group

EI [ Prokocols

-3 HTTP
-3 IMAPd
[#-1_J MMTP
=-£@ PoP3
-3 sMTP
E|_1 Diafault SMTP Wirtual 5 .
L B Current Sessions -
Lop
""" i 3'400 Pause
[ Swstem Policies
[#]-{_ Routing Groups Wigw »
- Folders Mexy wwindow From Here
-4 Tools
Renarne
Refresh
Expaort Lisk. ..
Help i
Bwdc 2:  chon Tab General
Default SMTP ¥ittual Server Propetties
.-’-‘«ccessl Messagesl Deliver_l,ll
s =" Default SMTP Yirtual Server
IP address:
[172.29.14.151 | Advanced.

[ Limit number of connections ta:

Connection time-out [minutes]: |1 i

Enable logaing

Aetive lag format;

[#w/3C Extended Log File Format | Fropeties. |
QK I Cancel | Aol | Help |

Bwdc 3:  chon nat Advanced
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Advanced E3

Configure multiple identities for this virtual zerver.

| TCF Port | Filter Enabled |
25 MNa

sdd. | Edt. | Bemove |

0K I Cancel | Help |

Buwéc 4:  chon dia chi 172.29.14.151, sau d6 chon vao nat Edit. Do ban can loc mail
dwa vao dia chi ngudi g&i va ngudi nhan nén ban phai chon vao muc “Apply Sender
Filter’ va muc “Apply Recipeint Filter’. Sau d6 chon Ok dé& déng hop thoai lai

Identification E3

I address: [172.23.14.151 =]

TCP port: |25

v Apply Sender Filter

™ &pply Cormection Filker

ok I Cancel | Help |

Bwdc 5: chon Ok lan niva d& quay vé hop thoai Default SMTP Virtual Server
Properties, sau d6 ban chon Apply dé& cap nhat sw thay déi. Réi chon Ok dé hoan tat
viéc loc mail ngwoi g&i va ngwdi nhan.
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Default SMTP ¥ittual Server Propetties

General |.-’-‘«ccess| Messagesl Deliver_l,ll

2 =" Default SMTP Yirtual Server

IP address:
[172.2314.151

[ Limit number of connections to:

Connection tme-out [minutes): |1 i

Enable logaing

Aetive lag format;

w3C Extended Log File Format ﬂ Froperties. . |

ak. | Cancel | _[:;v-’-‘«ppl_l,l | Help |

e. Ngan chan dia chi mang 192.168.10.0 khéng dwoc connect va mail server.

Tham khao gido trinh “Dich vu mang Windows 2003” (chuwong 4 — phan VII.5.3 —
trang 142)

Bwédc 1:  vao Properties cia Default SMTP Virtual Server

=l Administrative Graups

El\_} First Adrninistrative Group
EI__] Servers

Bl vHOsT

lﬂ Queues
#-i=J)l First Storage Group
-4 Pratacals

..... i %.400 . Stark

-4 System Policies Stop
[#-{_3 Routing Groups PaLise
EI_J = Mes Windaw From Here
...... d ;
-3 Tools Rename
Refresh
Help

Bwéc 2:  chon Tab Access
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Default SMTP Yirtual Server Properties

Gerneral ﬁcceﬁl Messagesl Deliver_l,ll

—Access control

Enable anonymous access and edit the
authentication methads for this resounce,

— Secure communication

Wiew or gef the secure communications
method used when this virtual server is
accessed,

LCertificate. .. |
[Camrmunication.. |

— Connection contral

Grant or dery access to this rezouce uging
IP addrezses or Internet domain names.

Connection. .. |

— Relay restrictions

Grant or dery permizzions bo relay e-mail
through thiz SMTP wvirtual server.

Relay... |

ak. | Cahicel |

£pply | Help |

Buwdc 3:

chon nut Connection..., chon muc All except the list below (chdp nhan tat ca

cac dwdng mang, ngoai trir cac dwdng mang dwoc liét ké & bén khung duéi).

Connection

Select which computers may access this virtual zerver:
€ Only the list below

N—

LCaomputers:
Arncess | IP Address [Mask] / Domain Name
Add. . | Eemove |

o]

Cahicel |

Help |

Budc 4:
Ok

chon muc Group of computers va dién gia tri dwdng mang vao, sau do chon
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T N |

Add one of the following to the list.

" Single compuiter
|F address:

| . DﬂSLookup...l

%' Group of computers

Subnet addreszs; Subnet mask:

[192.188. 10 . 0 | 255. 255 255 0]
" Domain

IEme:

0k I Cancel | Help |

Bwéc 5:  sau khi dién xong, ban thdy nhw sau, chon Ok dé t&t bang Connection.

Connection E I

Select which computers may access thiz vitual server;
= Only the list below

{® All except the list below

Computers:

Access | IP Addrezs [Mazk] / Domain Mame
4 Denied 192168100 [255.255.255.0)

Add... Bemove |

—Rg QK | Cancel Help

Bwéc 6:  chon Ok dé hoan tat viéc thiét lap.

f.  Khai bao Smart host cé dia chi mail.hcm.vnn.vn dé chi dinh mail gateway cho
mail server ndi bé.

Tham khéo gigo trinh “Dich vu mang Windows 2003” (chwong 4 — phan VII.5.4 —
trang 143)

Buéc 1:  vao Properties cia Default SMTP Virtual Server
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=l Administrative Graups

El\_} First Adrninistrative Group
EI__] Servers

Bl vHOsT

E lﬂ Queues

+]-i=JJl First Starage Group
E|__J Probocols

[ HTTP
£ Map4
-2 NNTP
-1 POP3
=3 SMTP
(=R [=f ol SMTP Yirkual [
(- i %400 Stark
-4 Syskem Policies Stop
#-{3 Routing Groups Pause
EI_" Folders e Window From Here
...... &
#-{ Toals Rename
Refresh
Help
Buwdc 2:  chon Tab Delivery
Default SMTP ¥irtual Server Properties EE

Generall Accessl Meszages Delivery |

— Dutbound

Firzt rety interval [minutes):
Second retny interval [minutes]:
Third retry interval [minutes]:

Subsequent retry interyal [minutes]:

IHnurs 'I
IDays I

Lielay notification:

SN

Ewpiration timeout:

 Local

Delay natification:

IHnurs 'I
IDa_l,Js 'I

Advanced... |

E spiration timeot;

17

Outbound Security.... | Outbound connections. ..

0K I Cancel | Apply | Help |

Bwéc 3:  chon nut Advanced...
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Advanced Delivery E

Mawimum hop count:

ot

t azguerade domain:

Fully-gualified domain name:

Ivhnst.csc.com LCheck DMS |

Smart haost:

Imail.hcm.vnn.vﬂ

[~ Pesform reverse DMNS lookup on incoming messages

Configure external DS Servers: Configure.. |
0K I Cancel | Help |

Pién dia chi mail.hcm.vnn.vn vao muc Smart host. Sau dé chon Ok. Chon Ok Ian nira dé
hoan tat.

g. CAu hinh relay mail cho tat ca cac mién bén ngoai g&i mail vao mién noi bo,
chi khéng relay cho may trong mang 172.29.0.0/16.

Tham khao gido trinh “Dich vu mang Windows 2003” (chwong 4 — phan VII.5.2 —
trang 141)

Buwéc 1:  vao Properties clia Default SMTP Virtual Server

=3 Administrative Groups

EI\_,} First &dministrative Group
L:_|__] Servers

B wHosT

foey ].ﬂ QueLes
=)l First Shorage Group
=3 Pratocols

- HTTR

B IMAPY

-2 NNTP

E-Ca POP3

=23 SMTP

BB N DcFault SMTP virtual Server,

o X Start
{3 System Policies Stop
[+]-1_4 Rouking Groups Pause
- Folders

B
-3 Tools Rename
Refresh

ET——

Help

T window From Here

Buwdc 2: chon Tab Access, sau do chon nut Relay
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Relay Restrictions k E

Select which computer may relay through this vitual zerver:

€ 4ll except the list below

LComputers:
Access | IP Addrezs [Mazk] / Domain Mame
Add.. | Hemave

W &llow all computers which successfully authenticate to relay, regardless
of the list abowe.

[Grant ar deny relay permizsions b specific wsers or s |
Oroups. —
QK I Cancel | Help |

Bwdc 3:  chon muc All except the list below, sau dé6 chon Add. Chon muc Group of
computers va dién dia chi IP ctia dwdng mang 172.29.0.0/16 vao. Sau d6 chon Ok

Add one of the following o thist.

" Single compuiter
|F address:

I . . . OHE Lookup... |

%' Group of computers

Subnet addreszs; Subnet mask;

|1?2.2s.u.0 |255.255.0.c1
" Domain

IEme:

0K I Cancel | Help

Buwédc 4:  sau khi d& thém vao, ban thay két quéa nhuw sau:

Hoc phdn III - Mon Hoc: Dich Vu Mang Windows 2003 Trang 84/167



Bai tdp

Relay Restrictions E

Select which computer may relay through this virtual zerver:

= Only the list below
' Al except the list below

Computers:
Access | |P Address (Mazk] / Domain Hame
172.29.0.0 [255.255.0.0]
Add... Bemove |

v &llow all computers which successfully authenticate to relay, regardiess
of the list above.

[Erant on deny relay permizsions bo spert[\%c WEETE Of s |

aAroups.

0k | Cancel | Help |

Bwdc 5:  chon Ok dé tat hop thoai Relay Restrictions va chon Ok lan niva

thiét 1ap.

3.

Bai 3:
a. Cai dat mail cho tén mién csc02.edu.vn

Trong qua trinh cai dat Mdeamon thi ban sé dat tén mién csc02.edu.vn).

Daemon Server, Domain Setup

What Is Your Domain Name?

Fleaze enter your domain name here, “'our domain name iz the part to the right of
the @ symbol in your email address.

Dlomain name czc02 edu.vr|

Click here to regizter a domain uzing the DHS ke dynamic DMS zervice

DMS4ke iz a dynamic DMNS service which can provide pou with a domain that will

work even without a fiked IP address.
Mest > | LCancel

dé hoan tat
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Hoac, sau khi cai dat xong, ban coé thé hiéu chinh lai béng cach vao Menu Setup,
Primary Domain (hodc phim tat |a F2)

Primary Domain

Dequews ] Archival I Pruning ] Fre-processing ] Lnknovan b4 ail I
Diomain ] Dieliven ] Ports ] DS I Timers ] Segziong I

Frimary domain properties

E Frirnary domain name

...... =

Thiz iz the primary domain name for your mail gerver.

HELO domain name |e2c02.edu.vn

When sending mail this value iz uzed during the SMTP protocol,

Machine name |cscDE.edu.vn
Thiz iz a walue uzed to uniguely identify thiz computer,

The HELO and Machine name values will always default to the primary
domain name.

Frimary domain [P 19216811212

I Bind listening sockets ta thiz IP anly

If pow do nok knove wour computer's 1P address then you can leave this field
blark or uze 127.0.07.

b. M&i hop thw clia tai khoan cé dung lwong téi da cho phép la 20M.
Ban chon Menu Accounts, chon new account defaults (hodc phim tat 1a Alt+F10),

Alt-N MDaemon PRO for Windows - [Message Router - csc02.edu.vn 192.168.11.212]
@ File Edit Setup Security | Accounks  Lists  Gatewaws Catalogs  Queuess  Windows Help

i) N e 4™ Account manager . . Alk+M 2 <)
Ea Account database... Chrl+M
vy
% = @ =] =1 = @ Mew ounk defaulks, . Ale+F10
+ R..C\W messages: 2 @J Address aliases. . 3 starting wp..
+ Wiruses Found: 0 - | I .
+ Spam accepted: 0 = Adto responders. .. Ale+F2 .
] 5 fused: 0
H euzilmm:I 158 £ New accourt... ak+n 12
Inbound queue: 0 A Edit account... Chrl+ld 712
Local queue: 0 »¢ Delete account. . Alb4+D ¥1?122
Remate queue: 0 17
Retry queue: 0 Imparting »
Ead queus: O Exporting 4
= LAN Anene: N n

Ban sé théy hép thoai New Account Defaults, trong Tab Account Defaults, trong phén
Default quota settings, chon vao muc “Account must observe quota settings” (thiét 1ap
quota cho user), trong muc “Max disk space”, ban chon gia tri la 20480. Gia tri trong muc
“Max number of messages” thi ban dé la 0000 (khong thiét 1ap).
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Mew Account Defaults Egl

Account Defaults ] ‘wieh Access Defaults ]

Default account settings
M ailbox |$USEFEFIHSTINITIﬁL$$USEHLASTNAME$
Mail directory |EI: WDAERMOMN U zers\$DOMAIN$ EMAILB D=

Default account options
[ Auto decode
% ¥ Allow POPAMAP access
¥ Betain a local copy of fonsarded mail
I Store mail in an encrypted state
I Account can modify the public address book
¥ Allow changes to account settings via emall messages
™ Hide accourt from calendar, 'Everyane’ list and YRFY results
I Restrict account to sending and receiving local mail anly
Default quota settings
& ¥ Account must observe quota settings
Max number of meszages lﬁ taw dizk space 20430 KB

Apply installation defaults to all template values |

ok | Cancel | Apply |

c. Chi cho phép céc tai khodn trong nhém Admins va Giamdoc trén duwoc st
dung Web mail, OMA, POP3, IMAP. Cac user con lai chi str dung Webmail,
POP3.

Chu y: trong Mdeamon, tai khodn POP3 va IMAP di chung v&i nhau. Nghia la néu khéng
cho user str dung POP3 thi user do ciing khéng thé s& dung IMAP. Do d6, khéng thé
thwc hién dwoc yéu cau nay. Trong trudng hop ban muén khéng cho user s dung
POP3 thi ban lam nhwv sau:

Ban vao Menu Account, chon Account Manager (phim tét 1a Alt+M), chon vao Account
muén cdm sir dung POP3 (vi du |a account nttdung), chon Edit. Chwong trinh sé hién
I&n hop thoai Account Editor, va ban chon Tab Account, trong phdn POP/IMAP account
information, ban chon vao muc “Disable POP and IMAP access for this account”. Sau dé
chon Ok dé két thuc.
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web |  AuoResp | IMAPMalRues | MuiPOP | Options |
Account l hd ailbo ] Farwarding ] Admin ] Huotas ] Restrictions ]

Personal infarmation

Q Full name |ntldung

Thig account waz created on: Thu Dec 071 10:38:171 2005

Thiz account was lagt accessed on: <unknowns

FPOPAMAP account infarmation

@ Mailbos |ttdung @ |cs002.edu.vn j
Bazsword i

The account iz NOT curently uzing Dynamic HT Authentication,

I Dizable all access to thiz account
¥ Dizable POP and IMAP access for this account
=

Motes/comments on this account

4

Aliazes
Click here to edit amy aliazes configured Far this account Aliazes

ak | Cancel |

d. Dung lwong tbi da cta Public Folder dwoc lwu trén server 100M, cho phép
moi nguwoi dung cé thé siv dung Public Folder.
Trong Mdeamon khoéng cé Public Folder, ma chi cé IMAP Folder.
e. Ngan dia chi mail abc@yahoo.com g&i mail vao mién néi bd, chan tat ca
email ttr mién ndi bo g&i t&i nguwdi dung cé dia chi mibadmail@yahoo.com
Bwéc 1:  ban chon Menu Security, chon Content Filter (phim tat la Ctrl+F5).
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Cantent Filker ]Adminsmttachments] File Compression | Nofiisations |

Caontent filtering rules

Iv i nable rules processing engine

When active, the content filkering spstem will test all new messages using the

1ules specified below and perfarm the requested action if a match iz made.
E sizting content filker rules

. als =
wIFRAME vulnerability [Move to bad meszage queus

Hew e | Edit rule | Copp e | Lelete lu|e|

Click the checkbax ta the left of each mile to enable/dizable it. Move down

Rule Description: Meszage/Partial wulnerability ... [Enabled]

Apply thiz rule to messages inthe LOCAL & REMOTE queue

If the mezzage has an attachment with a COMTEMT-TYPE of 'meszage/parti
...then zend note "to <postmaster@EPRIMARYDOMAIME: ", "from <MD aemc

e

and move message to bad message directaony

4

trong Tab Content Filter, ban chon nut New Rule dé thiét Iap Rule m&i. Trong

Hoc phdn III - Mon Hoc: Dich Vu Mang Windows 2003

muc “Give this rule a name”, ban dat tén cho Rule, vi du la “ngan abc@yahoo.com send
vao mail server”. Trong muc “Select Conditions for this Rule”, ban chon vao dong “If the
FROM HEADER contains” (vi ngan dia chi abc@yahoo.com g&i mail vao). Trong muc
“Select Actions For this Rule”, ban chon vao dong “Delete the message” (sé x6a luén
mail abc@yahoo.com). Két qua cla viéc lwa chon sé dwoc téng két lai trong muc “Rule
Description”, va ban thdy rdng minh van chwa xac dinh gia tri chiva trong phan “FROM
HEADER”. Vi vay, ban kich vao dong “contain specific strings” & trong muc Rule
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Create Rule rg

Give thiz rule a name

|Ngan abc@yahon. com send vao mail zerver

Define new content filker rule

Select Conditions For Thiz Rule
@ If the FROM HEADER cantains

[If the TO HEADER containg

[JIf the SUBJECT HEADER contains

[]If the CC HEADER containz

[]If the REPLY-TO HEADER cantainz v

Select one or more conditions that will trigger thiz rule into action,
Select Actions For Thiz Rule

[ Delete the m Jal:]

[Strip all attachments fram the mezsage
[IMave the message to bad message directony

[C15kip the nest 'n' rules

[]Stop proceszing rules b

Select one or more actions that this rule will take,

MOTE: Actionz will be processed in sequential order and any mezzages deleted
or moved will cease all further actions from being processed.
Rule Description

Apply thiz rule to messages inthe LOCAL & REMOTE queue

If the FROM HEADER contains specific stings
...then delete this message

ak. | Cancel |

Bwéc 3: hodp thoai Specify Search Text hién lén, ban nhap dia chi can chan
(abc@yahoo.com) vao va chon Add, sau d6 chon Ok dé tat hop thoai nay di.

Specify Search Text §|

Specify stings that thiz content filker rule should look, for
Check far this sting

|abc@yahoo.cnn‘l Add

Currently specifed stings [right click on the strings to remove]

If the FROM HEADER containg...

| Cahicel |

Bwéc 4:  luc nay, két qua trong phan Rule Description sé& khac di.
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Create Rule rg

Give thiz rule a name

|Ngan abc@yahon. com send vao mail zerver

Define new content filker rule

Select Conditions For Thiz Rule
@ If the FROM HEADER cantains

[If the TO HEADER containg =
[JIf the SUBJECT HEADER contains

[]If the CC HEADER containz

[]If the REPLY-TO HEADER cantainz v

Select one or more conditions that will trigger thiz rule into action,
Select Actions For Thiz Rule

[ Delete the m Jal:]
[Strip all attachments fram the mezsage =
[IMave the message to bad message directony

[C15kip the nest 'n' rules

[]Stop proceszing rules b

Select one or more actions that this rule will take,

MOTE: Actionz will be processed in sequential order and any mezzages deleted
or moved will cease all further actions from being processed.
Rule Description

Apply thiz rule to messages inthe LOCAL & REMOTE queue

If the FROM HEADER contains 'abe@ywahoo. com'
...then delete this message

ak. | Cancel |

Bwéc 5:  chon Ok dé hoan tat viéc thiét 1ap

Chuy:

Dé& ngan khéng cho mang ndi bd g&i dén dia chi mibadmail@yahoo.com thi ban
cling thyc hién twong tw nhw trén, chi khac la trong muc “Select Conditions for this
Rule”, ban chon vao dong “If the TO HEADER contains” va sau d6 nhap dia chi
mibadmail@yahoo.com vao.

f.  Ngan chan dia chi mang 192.168.10.0 khdng dwgc connect va mail server.
Buwdc 1:  ban chon vao Menu Security, chon “Address suppression / IP screening /
Host screening...” (phim tat 1a F4)

& Alt-N MDaemon PRO for Windows - Document - [Message Router, - csc02.edu.wvn 192.168.11.212]
@ File Edit Setup | Securitwy  Accounks  Lists  Gatewawys  Catalogs  Queues  Windows  Help

= N R &P Antitirus... N T - L
£ Conteqt Filker... Chrl-+F5
s Y R
B spam blocker... Alb+P
+-Ep) R_AW Mess3 @ Spam filker. .. Chrl+P
+ Wiruses Four
* Spam accep SL ) TLS | Certificates... Chrl+L
+ Spam refus:

s

= Queued il Relay [ Trusts | Tarpit | Reverse lookups | SPF | LAN IPs... &lk+F1
Inbiound qu
Local queus

fddress suppression | IP screening [ Host screening. ..

e IP shielding / AUTH | POP Before SMTP... Chrl+F3
Retry quewy Sike usage policy. .. Chrl+T

il Bad queue:l.
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Buwdc 2:  trong Tab IP Screening, trong muc Remote IP, ban nhap vao 192.168.10.*
(dwdng mang 192.168.10.0/24) va chon vao muc “This remote IP can not connect”, sau
dé chon Add.

Security

Address Suppression [P Screening | Host Screening

Current IP szreen entries Mew [P screen entry
& = ? IP Addresses Local IP |.~’-‘-.II IPs ﬂ
'? All IPs Select the [P that thiz new screen will belong to.

A 192.168.11.212
Remate [P 192.168.10.1 Add

Wildcards of the form 192.168.0.% or 19216851 are
acceptable.

" This remote IP can connect

+ Thizs remate IP can not connect Bemove

Default For Undefined [Pz
~

~

|P Screening works by comparing the [P of the incoming connection to the |Pg specified in thiz dialog. I a match iz
made the incaming conhection iz either allowed or dizallowed based on how you have things configured here.

Ok | Cancel | |

Bwdc 3:  két quéd s& nhw hinh sau, chon Apply dé thuwc thi va chon tiép Ok dé tat hop
thoai Security.

Security El gl

&ddress Suppression [P Screening ] Host Screening]

Current [P screen entries Mewa [P soreen entiy
& = ? IP Addresses Local IP |.~’-‘-.II IPs ﬂ
= ? ':ils Y Select the [P that thig new screen will belong to,

F 19216811212 ' Remate® [

Wildeards of the form 19216807 or 19216841 are
acceptable,

" This remote IP can connect

+ Thiz remote IP can not connect Bemove

Default For Undefined [Pz
~

~

IP' Screening works by comparing the [P of the incoming connection ta the IPs specified in this dialog. IF a match is
made the incaming conhection iz either allowed or dizallowed based on how you have things configured here.

Ok | Cancel | Apply |

g. Khai bao Smart host cé dia chi mail.hcm.vnn.vn dé chi dinh mail gateway cho
mail server ndi bé.
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Budc 1:

ban chon Menu Gateway, chon “New gateway...” (phim tat la Alt+B)

% |Alt-N MDaemon PRO for Windows - Document - [Message Router, - csc02.edu.vn 192.168.11.212]
@ File Edit 5Setup Security  Accounts  Lisks | Gateways Catalogs Queues  Windows  Help

.@, \ @J ﬂ Eﬁ'? — @i:g’ﬂutnmatic gakeway creatian, ..

Bl @noe By gl

+ RAW messages; 3 ~ ”Thu 2005
+- [ Viruses found: 0

Budc 2:

thiét 1ap.

4. Bai 4: td chirc mail cho ba mién sau c6 thé trao déi mail vé&i nhau.

A Edit gateway...
Thu 2005 W Delete gateway...

Chrl+G

Alt+B
Alb+E
Alt+Yy

2 00

hép thoai Gateway hién ra, trong muc Domain name, ban nhap dia chi Mail
Gateway (mail.hcm.vnn.vn). Sau d6 chon Apply dé thuc thi va chon Ok dé hoan tat viéc

Gateway Editor - mail. hcm.vnn.vn

Gateway | LDAP | ETRN | ATRN | POPAMAP | Quotss | Options |

Domain name

| mail. e, e, v

Meszsages arving destined for all users of this domain will be placed into a
common mailbox directoy, Wildcards 7 and * are ok,

M ail directory
Flace meszage files for all users of thiz domain here
=

|C: WD aemon'G atewayshmail hom vnnowvn' Browse

™ Automatically extract embedded attachments

Estracted attachrments will be stared in the FILES directary stemming franm
the meszage directomn.

[ Deliver messages at each scheduled remate mail processing interval

Click here and MO aemon will by to deliver theze meszages each time
outbound mail iz procezsed. [F thiz switch iz disabled pou must delete the
directory from the Queues | Queues dialog first.

Apply thiz MEF file to incoming meszages

Mezsages which armive for this
domain will be translated according
ta thiz MBF script.

RFC822 |

ok | Cancel | Apply
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Mail Clie
hitech.cscXX.edu.vn hbc.cscXX.edu.vn
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Bai 05
Dich Vu Proxy
Bai tap 05.1
Ban la nguwdi quan tri cho mot mang may tinh cho trung tam dao tao tin hoc (cé so
dd két ndi nhw hinh vé). May cha Server1 cai Win2k3 Server va cung céap dich vu
Mail Server. Server2 1a DNS, FTP Server cho cong ty, cong ty thué mét tén mién

“cscXX.edu.vn” sau d6 dung phan mém ISA dé trién khai Firewall va cung cép dich
vu Proxy dé protect hé théng mang néi bo.

/>

ADSL Line

ISA Firwall

LS EAER

Serve‘erver
Server2: ‘ P Server

Internal Network: 172.16.1.0/24

1. Bai1: cai dat ISA Firewall trén may tinh chd c6 it nhat hai card mang dé t6
chtrc hé thong két noi nhw trén so do.

Tham khao gi&o trinh “Dich vu mang Windows 2003” (chwong 5 — phan IV — trang 164)

2. Bai 2: cu hinh ISA Firewall theo cac yéu cau sau:
a. CAu hinh trén ISA Firewall nhv mét Proxy Server sao cho c6 thé chia sé két
ndi Internet cho cac may tinh trong Internal network (str dung cdng 8080)
Ban can thyc hién 4 yéu cau:

o Yéu cau 1:hiéu chinh danh sach cac trang Web dwoc phép truy cap.
o Yéu cau 2:enable Policy cac trang Web dugc phép truy cap

o Yéu cau 3:cho phép tat ca cac may tinh trong mang déu dwoc truy cap.
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o Yéu cau 4:cai dat Proxy cho cac may tinh trong mang.

Yéu cdu 1:  Hiéu chinh danh sach cac trang Web dwoc phép truy cap
Buwéc 1: mé ISA Management, chon muc Firewall Policy, & cét bén phai, chon
ToolBox. Kich dup chudt vao muc System Policy Allowed Sites (nhw hinh sau)

1o/

Eile Action Yew Help

A c EEENE R CICK

L_g _MicrosoFt Internet Security and Acceler iu'licrnsufr rity&
=)L DMS1 nternet Secu . .
e B Monitoring Acceleration Seiverzo4 Firewall Palicy

Standard Edition
g Firewall Palicy

L Wirtual Private Networks (YPR)
(=% Configuration

/ Firewall Policy \

Toolbox Y Tasks % Help

0, = | M arie | Ackion | Protocals | Fraorm { Liske] Protocols
; |_T| Last Default rule @ Deny [I:'_.ﬂ All Traffic ;—3, Al et Users

Content Types
Schedules

geliclEs

MNetwork Objects

Mew = Edit... Delete

[ Mebworks

[ Metwork Sets

3 Computers

[ Address Ranges

[ Subrets

[ Computer Sets
[C3 URL Sets

=l [ Domain Mame Sets

119 Microsaft Error Reporting si

S olicy
[ web Listeners

‘ | | < | >

|D0ne | |

Bwédc 2:  mac dinh, cac trang Web dwogc phép truy céap chi cé “*.microsoft.com”,

ok [T

.windows.com”, “*. windowsupdate.com”. Do d6, ban chon New va thém vao “*.*” (tat ca
cac trang).
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System Policy Allowed Sites Properties 2=

General |

! j Mame:
i If the DS is not configured correctly, rules using domain name
\\J) sets may nok be applied as expected,

Diomain names included in this set;

|3 *.microsoft.com
3 * windows, cam
g *.windowsupdate. com

= | Rename | Delete |

Description

Predefined domain name set used ko allow access
{optional):

<] | |
[al'4 I Cancel | Appli |

Buwdc 3:  sau khi thye hién xong, ban sé théy nhuw sau:

System Policy Allowed Sites Properties 2=

General |

: Mame: I System Policy Allowed Sites
i If the DS is not configured correctly, rules using domain name
\\J) sets may nok be applied as expected,

Domain names included in this set:

3 * microsoft. com
g *.windows.com
3 * windowsupdate. cam

5}~ |

Tt Rename | Delete |

Description

c Predefined domain name set used to allow access
{optional):

1] | |
Ok I Cancel | Apply |

Yéu cdu 2: Enable Policy cac trang Web dwoc phép truy cap

Bwéc 1:  chon muc Firewall Policy, & c6t bén phai, chon Tasks, sau d6 chon muc
Show System Policy Rules.
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Tasks \(iE Y

Firewall Policy
Tasks
=] Create MNew Access Rule
=] Publish a ‘Web Server

=] Publish a Secure Web
Server

=) Publish a Mail Server

1 Create MNew Server
Publishing Rule

System Policy Tasks

& Edit System Policy

;.38 Show System Policy Rules

(£) Erport System Palicy

@ Import Svstem Policy

Buwdc 2:  kich dup chuét trai vao muc 18 (Allow HTTP/HTTPS)

Q.. - | Tame | Ackion | Proktocols | From J Liskener | To =

= |__'I!. 16 Allow remote SQ... {) Allow ﬂ:.',i Microsoft 5., =% Local Host s
L Microsaft 5.

= [H]17  Allow HTTRHTTR... (D Alow L HTTP b localHost [
L HrTPs

= Wi AlowHTTRHTTR... @8 Alow B HTTR &~ Local Host

B HrTRs

= |__':!.19 Allow access fro... -;’-)AIIDW |1;'.E Microsoft .., =% Internal =
L35 Microsaft ...
[10}5 retBios Da...
05 retBios Ma...
L5 MetBios Se...

Bwdc 3:  Chon vao muc Enable, sau dé chon Ok
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Buéc 4:

System Policy Editor

Configuration Groups

Terminal Server
ICMP (Ping)
=) Firewall Client
Firewall Client Install
=5 Diagniostic Services
ICMP
Windows MNetwarking
Microsaft Error Repo
% HTTP Connectivity wi
3 Logging
Remate Logaing (Mel
Remate Logaing (50
25 Remoke Monitoring
Remote Performance
Microsaft Operations
SMTP
25 Warious
Scheduled Download
Allowed Sikes

IMicrosoft Managemeﬂ

-

21x
General | Tao |
Enabling this configuration group allows 134 Server connectivity
verifiers af bype HTTP ba bypass policy and verify correctly,
oK I Cancel |

sau mdi 1an thay ddi, ban sé& thay nut Apply va Discard nhw hinh sau. Néu

mudbn cap nhat ISA ngay lap tirc thi ban cé thé chon nat Apply, néu khéng thi ban cé thé
thwe hién xong toan bd ciu hinh can thay dbi va chon nat Apply.

Firewall Policy

A

Apply |

Discard | To save changes and update the configuration, dlick &pphy.

/ Firewall Policy \

= [F19

fllave HTTRIHTTR. .. @8 Allow

Allow access fro... @.ﬁ.llow

Lt Microsoft ..,
‘E Microsoft ...
Hr_"E MetBios Da. ..

‘ENetBios Ma...
Hr_'E MetBios Se...

=4 Inkernal

Q. - | Mame | Ackion | Protocols | From J Listener | Tn;l

= |_E|.16 Allowy rernoke 5C.., -a.ﬂllow H—_'HMicrosnFt 5.0 = Local Host s
Hr_'_:E Microsoft 5...

= [F] 17 Allow HTTRHTTP. . () Allow UE'E.E_HTTP localHost [

Yéu c

= [f 20

Allovs remote per... '3 Allow

au 3:

EL_'E‘:_ MetBios Da. ..
l“ll‘a' MetBios Ma. ..
L41 MetBios Se...

54 Remate Man...

Tasks \(ERY

Firewall Policy
Tasks

=] Create MNew Access Rule
=1 Publish 3 'Weh Server

=} Publish 2 Secure Web
Server

=] Publish a Mail Server

=1 Create Mew Server
Publishing Fule

Systemn Policy Tasks
5 Edit Syskem Policy

Cai dat cho phép cac may trong mang ndi bé dwgc phép truy cap.

| »

Sau khi ban thyc hién xong yéu cau 1 va yéu cau 2, néu ban bé qua yéu cau 3 va thuc
hién yéu cau 4, thi cac may client khi truy cap thong qua ISA sé thay thong bao sau:
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Network Access Message: The page cannot be displayed

Explanation: There is a problem with the page you are trying to reach
and it cannat be displayed.

Try the following:

» Refresh page: Search for the page again by clicking the Refresh
button. The timeout may have occurred due to Inkernet
congeskion,
# Check spelling: Check that vou bvped the Web page address
correctly, The address may have been mistyped.
# Access from a link: If there is a link to the page vou are looking D‘
for, try accessing the page fram that link. :

If wou are still not able to view the requested page, try contacting your
administrator or Helpdesk,

Technical Information (For support personnel)
» Error Code: 502 Procey Error, The IS4 Server denied the specified
Uniform Resource Locator (URLY, (12202)
IP Address: 172.29.45,167
Date: 11/7/2005 7:46:41 AM
Server: dnsl
SOUFCE: proxy

Nguyé&n nhan cla théng bao nay la vi trong muc Firewall Policy, ban thdy chi cé duy
nh4t mot Rule, vao Rule d6 cé tac dung DENY tat ca théng tin di qua Proxy.

B Microsoft Internet Security and Acceleration Server 2004 ] |

Eile  Action Yew Help

€4 | BERA|FXDO P

E“—a DH51 Firewall Policy

\j Firewall Palicy

. Wirtual Private Networks (YPM) Firewall Policy
% Configuration

Toolbox Y Tasks W Help

Q.. = | Tame | Action | Protocols | From | Liske

| #] Last Default rule o oeny Lif Al Traffic = All etw

Protocols

Users

Content Types

Schedules

PR e B e

Metwork Objects

Mew = Edit... Delete

[ Metworks
[ Metwork Sets
[ Computers
[ Address Ranges
[ Subnets
[ Computer Sets
[ URL Sets
El L Domain Mame Sets
119 Microsaft Error Reporting si
liF] =mn Policy Allowed Sites
[ web Listeners

« | | | 2l

|Dc-ne |

Ban thyc hién yéu cau 3 nhv sau:

Bwéc 1:  trong chon lwa Tasks & cot bén phai, ban chon Create New Access Rule
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Tasks \(iE Y

Firewall Policy
Tasks

=] Create MNew Access Rule

=] Publish a ‘Web Server

=] Publish a Secure Web
Server

=) Publish a Mail Server

1 Create MNew Server
Publishing Rule

System Policy Tasks

& Edit System Policy
{3 Show System Policy Hiles

(€) Export System Policy
@ Import Svstem Policy

Buwdc 2:  nhap tén cho Rule, trong vi du nay la “Chia se ket noi Internet”. Sau dé chon
Next

New Access Rule Wizard x|

Welcome to the New Access
Rule Wizard

Microsoft i
Internet Securi
Acceleration Serverzoo4

Thiz wizard helps you create a new access rule. Access
rules define the action that iz taken, and the protocols that
may be uzed, when specified clients from ane netwark
attempt to access specific destinations or content on
anather network.

==- e
-- Il:hia ze ket noi Internet

To continue, click Mext.

< Back I Ment » I Cancel |

Buwdc 3:  chon hoat dong tiép theo néu nhw géi tin phi hop véi didu kién ban dua ra.
Trong vi du nay & ban mudn cac may déu dwoc phép truy cap internet. Nén ban sé
chon muc Allow. Sau dé chon Next
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New Access Rule Wizard x|

Rule Action
Select how client requests for content from the specified destination are dealt with
if the conditions zpecified in the ule are met,

Action to take when rule conditions are met:

@

< Back I Mewut » I Cancel |

Bwdc 4:  ban mubn ap dung luat nay déi véi cac gaéi tin thudc giao thire (Protocol) nao
? Vi dang thyc hién viéc chia sé Internet cho cac may trong mang néi bé nén ta sé ap
dung luat nay cho tat ca cac gai tin di ra (khéng phan biét giao thirc nao). Do do, chon
muc All outbound traffic va chon Next

New Access Rule Wizard x|

Protocols
Select the protocolz thiz rule applies o,

Thiz rule applies to;

|| awtbound traffic

EBratocols:

Edit...

Femove

L

Poits...

< Back I Mewut » I Cancel |

Bwédc 5:  tuy ap dung cac géi tin khong phan biét kiéu giao thirc, nhwng ta ciing can
xac dinh dia chi nguén va dia chi dich. Vi cac may Client truy cap internet thong qua
ISA proxy, nén trong muc Source, ban sé& chon la Internal Network. Dé lam dwoc diéu
nay thi ban chon Add
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New Access Rule Wizard x|

Access Rule Sources
Thiz rule will apply to traffic originating from the sources specified in this page.

Thiz rule appligs ta traffic from these sources:

Edit...

Eemowve |

< Back | Mewut » | Cancel

Bwéc 6:  chon muc Networks, chon Internal, sau dé chon Add

Add Network Entities x|

Metwork, entities:

Mew = Edit... Delete

= L Mebwarks
‘ External
< JR
=l Local Hosk
== Quarantined WPN Clients
b WPN Clienks
[ metwork Sets
[ Computers
|1 Address Ranges
[ subnets
| Computer Sets

Add Close

Bwéc 7:  chon Next dé tiép tuc
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New Access Rule Wizard x|

Access Rule Sources
Thiz rule will apply to traffic originating from the sources specified in this page.

Thiz rule appligs ta traffic from these sources:

=l lmternal

Edit...

Bemove |

< Back | Mewut » | Cancel |

Buéc 8:  nhap dia chi dich cla géi tin (trong vi du nay la External)

New Access Rule Wizard x|

Access Rule Destinations
Thiz rule will apply to traffic zent from the rule sources to the destinations specified
in thiz page.

Thiz rule appligs ta traffic zent to theze destinations:

Add...

Edit...

Bemave

Ui

< Back I Ment » I Cancel

Bwdc 9:  chon muc Networks, Externals sau dé chon Add
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Add Network Entities x|

Metwork, entities:

Mew = Edit... Delete

= L Mebwarks
‘ E:
= Inkernal
=l Local Hosk
== Quarantined WPN Clients
b WPN Clienks
[ metwork Sets
[ Computers
[_J Address Ranges
[ subnets
|1 Domain Mame Sets
[ URL Sets
| Computer Sets

Add Close |

Buwéc 10: chon Next dé tiép tuc

New Access Rule Wizard x|

Access Rule Destinations
Thiz rule will apply to traffic zent from the rule sources to the destinations specified

in thiz page.

Thiz rule appligs ta traffic zent to theze destinations:

‘ E sternal
Edit...

Bemove |

< Back | Ment » | Cancel

Buwdc 11: chon lwa cac user bi ap dung luat nay. Sau dé chon Next
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New Access Rule Wizard x|

User Sets
Y'ou can apply the ke ta requests from all users. Or, vou can imit access to
specific uzer gets,

Thiz rule applies to requests from the following Lser sets:

E,.&II Users Add..

Edit...

I

Eemowve

Cancel |

< Back I Mewut » I

Bwéc 12: ban kiém tra lai thong tin 1an niva. Néu thay ding thi Finish d& hoan tat viéc
thiét 1ap RULE.

New Access Rule Wizard x|

Completing the New Access Rule

Microsoft i
Internet Security &
Acceleration Server 2004

Wizard

ouw have succezziully completed the Hew Access Rule
wizard. The new Access Rule will have the fallowing

configuration;

Hame; -
Chia ze ket noi Internet
Action;
Al
Traffic:
All outbound traffic
Source:
Internal
Destination;
External
Accepted uger sets;

4 o

To cloze the wizard, click Finigh.

< Back I Finizh I

Buwéc 13: sau khi d& cAu hinh xong, ban sé thay trong Firewall Policy Rules c6 thém
moét Rule nira va Rule duoc tao ra sé dwoc ap dung tredc Rule mac dinh.

Cancel |

Firewall Policy Rules

[v]1

|_’—| Last Default rule

=% Internal =

Chia se ket noi In.., @ Al E_}'
O peny I
Buwéc 14: ban chon Apply dé thuc thi cac thay déi.

!.H_ all Qutbou,
J

all Traffic =& Al Mebworks ... <%
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Apply New Configuration
Applving changes. .. ok |

Sau khi cap nhat sy thay ddi, ban da cé thé thuc hién cu hinh Proxy cho cac may
Client.

Yéu cdu 4: CAu hinh Proxy cho cac may Client.

Néu cac may truy cap bang Internet Explore (IE) thi ban chon muc Tools = Internet
Options. Sau d6é chon Tab Connections, chon muc Lan Settings. Trong muc Proxy
Server, chon muc “Use a proxy server for your LAN (These settings will not apply to dial-
up or VPN connections)” va dién dia chi clia may cai dat ISA, Port di qua (trong vi du
nay la 172.29.45.167:8080)

Generall Securit_l,JI F'rivac_l,JI Content  Connections |F'n:uglams| .-’-‘«dvancedl

- To colbow oo Folbomm ol cooo oo bl

i
Local Area Netwark {LAN) Settings 2=

—Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ automatically detect settings

[ Use automatic configuration script

fddress I

—Proxy server

v lse.a prozy server For vour LAN (These settings will not apply to
Hial.m or YPM connections),

Address: I 172.29.45.167 Part: I G050 Advanced. . |

[ Bypass proxy server For local addresses

oK I Zancel |

0K | Cancel | Apply |

b. CA&m cac may tinh trong mang 192.168.XX.0/24 truy xuat Internet.
Ban c6 thé thuc hién diéu nay théng qua 2 yéu cau

o Yéucau1: Tao mdt dwdng mang hoac mét Subnet mai
= Cach1: Tao dwdng mang maoi
= Cach 2: Tao mo6t Subnet ma&i

o Yéuciu?2: Thiétlap Rule.
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= Cach1: Hiéu chinh Rule & cau trwdc
= Cach 2: Tao Rule méi.

Hwéng dan thwe hién theo cach 1 & ca 2 yéu cau:

Yéucau1: Tao mot network mai

Buwéc 1:  chon muc Networks, chon muc Tasks & c6t bén phai. Sau dé chon “Create a
New network”

| =) Microsoft Internet Secur Microsoft

El@ o ! , nty& Metworks
4 | o Acceleration Serverzo04
+-E0] Moritoring Standard Edition

g Firewall Policy
;& Virkual Private Ny i/ Networks § Tasks \{ Templates Y Help
EI% Configuration
el Metworks

Qg Cache

-+ fdd-ins

VPN Clients Network
! Networks Tasks

External Network =] Create 3 Mew Mebwork
Sl 3 Edit Selected Network

Related Tasks

Internal Network
3 _ﬁ' Specify Dial-up Preferences
/Networks‘l\]etwork SetsYNetwork RulesYWeb Chaining\ Link to ¥R Configur ation Page
Mame = | Address Ranges | Description :l @ Export Existing Metwiorks
= < Inkernal [ 172.29.14,1 - 172,29, 14,254 Mebwaark repras: () Import Ketviorks

[ 172,29.45,0 - 172,29,45,254

== Local Host B Mo IP addr Built-in nekwork
=% Quarantined WP Cli... =71 Mo IP addresses are currently a... Built-in dynamic
C0 WP Clients 71 Mo IP addresses are currently a. .. Built-in dynamic

Buwdc 2:  nhap tén cho Network nay (vi du la “Subnet 192.168.02.0”) sau d6 chon Next
x|

Welcome to the New Network

Micrasoft Wizard
Irl1ctr;met Security &
Acceleration 2004

Thiz wizard helps you create a new netwark, Metwaork s
zpecify one of more ranges of IP addreszes az a network
object that can be used in rules.

M etwiark. narne:

ISubnet 192.168.02.0

To continue, click Mext.

< Back I Ment » I Cancel |

Buwéc 3:  dwong mang dé thudc pham vi nao. Trong vi du nay la Internal (dwdng mang
bén trong). Sau dé chon Next
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New Metwork Wizard x|

Metwork Type
Specify the type of netwark you are defining.

i
Internal netwarks contain client computers that 154 Server will pratect.
" Perimeter Network

2 Perimeter network. uzually containg zervers that are publizhed ta the Internet. It will usually
be less trusted than internal networks.

" YPH Site-To-5ite Network

A WPM zite-to-site network, represents a netwark. in a remate site, connected through a VPN
lirk.

" External Network

An external network represents an untrusted network, such as the Internet, 154 Server haz a
default external network.

< Back I Mewut » I Cancel |

Buwdc 4: nhap gia tri dwdong mang. Chon nat Add dé thém vao gia tri dwdng mang

New Metwork Wizard x|

Metwork Addresses
Define the IP addrezzes for this netwaork. You can add IP address ranges, IP
address ranges aszociated with a network, adapter, and private IP ranges.

Addrezs ranges:

Start Address | End Address |

Edit... |
Bemove |
Add Adapter... |
Add Private |

< Back | Ment » | Cancel |

Bwéc 5:  nhap dia chi dau va dia chi cudi clia dwdng mang, sau dé chon Ok.

IP Address Range Properties 2=

Specify the range of IP addresses:

Skarting address; Ending address:

z .0 |192.168.2.255

oK I Zancel |

Bwédc 6:  sau khi nhap xong thi ban sé thay két qua nhw sau. Néu ban mubn thém
dwérng mang niva thi chon nat Add, néu khéng thi chon Next dé tiép tuc
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New Metwork Wizard x|

Metwork Addresses
Define the IP addrezzes for this netwaork. You can add IP address ranges, IP
address ranges aszociated with a network, adapter, and private IP ranges.

Addrezs ranges:

Start Address End Address Add...

Edi... |
Remove |
Add Adapter. .. |
Add Private |

< Back | Mewut » | Cancel |

Bwédc 7:  kiém tra thong tin lai mot 14n niva va chon Finish dé hoan tat viéc thiét lap

New Metwork Wizard x|

Completing the New Network
e Wizard

Internet Security &
Acceleration Serverzo04  ou have successfully completed the Mew Metwork Wwizard.
The new netwaork. will have the following configuration:

Mame: =]

Subnet 192.168.02.0
MHetwiark Type:

Intemal Metwork,
Addresses

19216820 - 192.168.2.255

— i
— al ol
—

For traffic to pazz through this network, further
configuration steps are required.

Help about further configuration steps

To cloze this wizard, click Finish.

< Back I Finizh I Cancel

Yéu cdu 2:  Hiéu chinh Rule trwéc d& ngan cam

Buwdc 1:  kich dup chubt trai vao Rule trwdce (“Chia se ket noi Internet”), sau dé chon
Tab From
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Chia se ket noi Internet Properties 2=

|Jzersz I Schedule I Content Types
Gerneral I Action I Protocols From | Ta

Thiz rule appligs ta traffic from these sources:

e Internal Agd...

Edit...

Eemowve

e

E sceptions:

Add...

Edit...

d

Hemayve

QK I Cancel | Aol |

Bwdc 2:  vi mudn ngan cdm dudng mang 192.168.2.0 nén trong muc Exceptions ban
sé thém dwdng mang nay vao. Diéu nay co y nghia la ap dung dbi véi tat ca cac duwong
mang Internet, ngoai trir dwdng mang 192.168.2.0. Chon vao nut Add & muc Exceptions

Add Network Entities x|

Mebwark entities:

Mew - Edit... Delete

Bl [ Metwarks
@ External
=l Inkernal
=k Local Host
=he Quarantined WPN Clients
B8 < ubret 19 i]
5 WPN Clients
[l [ Metwark Sets
<&, all Metworks (and Local Host)
':3_. All Protected Mekbwarks
[ Computers
[d Address Ranges
[ subnets
[ Computer Sets

Add Close |

Buwdc 3: chon muc Networks, chon vao dwdéng mang moi tao ra (“Subnet
192.168.02.0”) sau d6 chon Add. Ban sé thay két qua nhuw sau:
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Chia se ket noi Internet Properties 2=

|Jzersz I Schedule I Content Types
Gerneral I Action I Protocols From | Ta

Thiz rule appligs ta traffic from these sources:

e Internal Agd...

Edit...

e

Eemowve

E sceptions:

Add...

Edit... |
===

Remove

QK I Cancel | Apply |

Bwéc 4:  chon Ok dé tat. Ban sé thay két qua nhu sau:

Firewall Policy Rules

= n 1 chiase ket noi In... @ Allow H all outbou.., - Inkernal &

%- Subnet 192, ...

| 7] Last Default rule @ oeny LAl Traffic <% Al Networks ., <5,

Bwédc 5:  chon vao Apply dé hoan tat viéc thiét 1ap

!E Apphy | Discard | To save changes and update the configuration, click Apply,

/ Networks \ | ‘ [ Tasks M1
Apply New Configuration

Applving changes. .. o |

Hwéng dan thwe hién theo cach 2 & ca 2 yéu ciu:

Yéucau1: Tao modt Subnet méi
Bwéc 1:  chon muc Firewall Policy, & cét bén tay phai, chon muc Toolbox. Sau d6 kich
chudt phai vao muc Subnets, chon New Subnet...
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Toolbox % Tasks Y Help

Protocols

Users

Content Types

Schedules
Network Objects
Mew = Edit... Delete

[ Metwarks
1 Metwork Sets
[ Computers
3 Address Ranges
LJ
[3 Compul  Expart all
3 urLSe  Import Al
| Damain
[ wweb Lis

PRR e ®

Bwédc 2:  dat tén cla Subnet, gia tri dwdng mang va Subnetmask ciia dwdng mang dé,
Sau do6 chon Ok. (nhw hinh sau)

New Subnet Rule Element 2=

”EI Marne: IDuong mang 192, 168,2.0
=

Specify the network address and the mask ko define the range

Metwork address:

|192.168. 2 .0 ;|24|::|'

Metwiork mask:

|255.255.255. 0

Description {optional):

oK I Cancel

Bwéc 3:  két qua sau khi tao Subnet méi.
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Toolbox Y Tasks Y Help

Protocols

Users

Content Types

Schedules
Metwork Objects
Mews - Edit... Delete

1 Metworks
[ Metwork, Sets
[ Computers
| Address Ranges
= = Subnets
;"j Duong mang 192
[ Computer Sets
[ URL Sets
|1 Domain Mame Sets
[ wweb Listeners

(GHGH GG

Yéu cau2: Tao mdt Rule méi
Bwédc 1:  trong Firewall Policy, chon Iya Tasks & cét bén phai, ban chon Create New
Access Rule

Tasks \(Eh Y

Firewall Policy
Tasks

=] Create Mew Access Rule
=] Publish a web Server
=] Publish a Secure Wweb

Server
=] Publish a Mail Server

1 Create MNew Server
Publishing Rule

System Policy Tasks

& Edit System Policy

;.38 Show System Policy Rules

(£) Erport System Palicy
@ Import Svstem Policy

Buwdc 2:  dat tén cho Rule (vi dy: “Chan duong mang 192.128.2.0”), sau dé chon Next
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New Access Rule Wizard x|

Welcome to the New Access

Micrasoft ; Rule Wizard

Internet Security &

Acceleration Serverzons
Thiz wizard helps you create a new access rule. Access
rules define the action that iz taken, and the protocols that
may be uzed, when specified clients from ane netwark
attempt to access specific destinations or content on
anather network.

Access rule name:

-== IEhan duong mang 192.168.2.0

Tao continue, click Mest.

< Back I Mewut » I Cancel |

Bwéc 3:  chon Deny (vi dang mudn khéng cho dwérng mang truy cap), sau dé chon
Next

New Access Rule Wizard x|

Rule Action
Select how client reguests for content from the zpecified destination are dealt with
if the conditions specified in the rule are met.

Action to take when ule conditions are met:
 Allow

< Back I Mewut » I Cancel |

Buwdc 4:  chon All outbound traffic (v&i bat ky giao thirc nao), sau d6 chon Next

Hoc phdn 1l - Mén Hoc: Dich Vu Mang Windows 2003 Trang 115/167



Bai tdp

New Access Rule Wizard x|

Protocols
Select the protocals thiz rule applies to.

This rule applies ta:

Erotocols:

Sdd
Edit...

Femove

pELE

Poits...

< Back I Mewut » I Cancel |

Bwéc 5:  chon Add dé thém dwérng mang vao

New Access Rule Wizard x|

Access Rule Sources
Thiz rule will apply to traffic originating from the sources specified in this page.

Thiz rule appligs ta traffic from these sources:

Edit...

Bemave |

< Back Ment » Cancel

Buwéc 6:  sau khi thém vao
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New Access Rule Wizard x|

Access Rule Sources
Thiz rule will apply to traffic originating from the sources specified in this page.

Thiz rule appligs ta traffic from these sources:

54 Duong mang 192.168.2.0
Edit...

Bemove |

< Back | Mewut » | Cancel |

Buwdc 7:  chon dwdng mang dich Ia External, chon Next dé tiép tuc

New Access Rule Wizard x|

Access Rule Destinations
Thiz rule will apply to traffic zent from the rule sources to the destinations specified
in thiz page.

Thiz rule appligs ta traffic zent to theze destinations:

Add...

Edit...

Bemove |

< Back I Ment » I Cancel

Buwéc 8:  ap dung ddi voi tat ca cac user, chon Next dé tiép tuc
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New Access Rule Wizard x|

User Sets
Y'ou can apply the ke ta requests from all users. Or, vou can imit access to
specific uzer gets,

Thiz rule applies to requests from the following Lser sets:

e Al Users Add...

Edit...

I

Eemowve

< Back I Mewut » I Cancel |

Bwdc 9:  kiém tra lai thong tin ctia Rule trwéc khi hoan t4t. Chon Finish dé két thuc

New Access Rule Wizard x|

Completing the New Access Rule
Wizard

Micrasoft
Internet Security & You have successfully completed the Mew Access Rule

Acceleration ht?verm ‘wizard. The new Access Rule will have the following
configuration:

M ame: -
Chang duong mang 192.168.2.0

Action:
Dreny

Traffic:

All outbound traffic
Diuong mang 192.168.2.0

External

- Accepted user sets: -
=l _'I_I

To cloze the wizard, click Finizh,

< Back I Finizh I Cancel |

Bwéc 10: chon Apply dé hoan tat viéc thiét 1ap.

c. Cho phép tat ca cac may tinh trong mang dwoc truy xuét Internet nhung
trong gi® hanh chanh khéng dwoc truy xuat vao cac trang nhu: *.yahoo.com,
*.vnn.vn, *.vnexpress.net.

Dé thuc hién diéu nay, ban thwc hién cac yéu cau sau:

o Yéuciu1: tao mdt Domain Set (chira cac trang Web can cdm)
o Yéucadu?2: taoRule dé cidm
o Yéucau 3: chon th&i gian ap dung cho Rule nay.
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Yéucdu1: Tao mot Domain Set.

Bwédc 1:  trong Firewall Policy, chon Toolbox, kich chudt phai vao muc Domain Name
Sets, chon myuc New Domain Name Set... (nhw hinh sau).

Toolbox % Tasks Y Help

To & Protocols @
__l,_, Users @
& Content Types =
b | [schesie -
_‘p Network Dbjects C
-_l“ |Mew ~ Edit... Delete

........ \ [ Mebwarks

&
j’ [ Metwork, Sets
Sa 7| ® [ Computers
1 Address Ranges

[ Subnets
‘ [ Computer Sets
| 1 URL 3ets
& (R Cornain Mare Sets

Export All

Import All

Mew Dornain Mame Set...

Il 1=

Bwéc2:  nhap tén cho Domain Name Set, sau d6 chon nat New dé& thém cac dia chi
Domain can thyc hién.

khong duoc phep Propetties cd |

General |

] Mame: I Khong duoc phep
i If the DS is ot configured correctly, rules using domain name
\“) sets may not be applied as expected.

Domain names included in this set:

|3 *.yahoo,com

Mew Rename Delete

Descripkion
{optional):

oK | Cancel | Apply |

Bwéc 3:  sau khi nhap xong, chon Ok dé hoan tat viéc thiét lap Domain Name Set mai.
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(SRS Cormain Hame Sets
[i4 Khong duoc phep
[i Microsoft Error Reporting si
1] Svstern Policy Allowed Sites
1 web Listeners

Yéu cau2: Tao Rule dé cAm

Bwéc 1:  trong Firewall Policy, chon Iywa Tasks & cét bén phai, ban chon Create New
Access Rule

Tasks \(Eh Y

Firewall Policy
Tasks

=] Create Mew Access Rule
=] Publish a web Server
=] Publish a Secure Wweb

Server
=] Publish a Mail Server

=] Create Mew Server
Publishirng Fule

Systemn Policy Tasks

5 Edit System Palicy
{38 Bhow System Policy Hiles

@ Export Syskem Policy
() Import System Policy

Bwdc 2:  nhap tén cho Rule maoi
x|

Welcome to the New Access
Rule Wizard

Microsoft i
Internet Securi
Acceleration Serverzoo4

Thiz wizard helps you create a new access rule. Access
rules define the action that iz taken, and the protocols that
may be uzed, when specified clients from ane netwark
attempt to access specific destinations or content on
anather network.

--- Access rule name:
--- ITn:-ng gio hanh chank|

To continue, click Mext.

< Back I Ment » I Cancel

Bwédc 3:  chon hanh déng ctia Rule néu géi tin phit hop vé&i yéu ciu
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New Access Rule Wizard x|

Rule Action
Select how client requests for content from the specified destination are dealt with
if the conditions zpecified in the ule are met,

Action to take when rule conditions are met:

 Allow

< Back I Mewut » I Cancel |

Budc 4: chon céc giao thirc sé ap dung luat nay.

New Access Rule Wizard x|

Protocols
Select the protocals thiz rule applies to.

This rule applies ta:

Erotocols:

Sdd...
Edit...

Hemave

Parts....

L

< Back I Ment » I Cancel |

Bwéc 5:  chon dia chi ngudn cla goi tin
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New Access Rule Wizard x|

Access Rule Sources
Thiz rule will apply to traffic originating from the sources specified in this page.

Thiz rule appligs ta traffic from these sources:

= mternal Add...

Edit...

I

Eemowve

< Back I Mewut » I Cancel |

Bwéc 6:  chon dia chi dich cta goi tin. Ban can chon Domain Name Set vira méi tao ra
(Domain Name Set: khong duoc phep)

New Access Rule Wizard x|

Access Rule Destinations

Thiz rule will apply to traffic zent from the ule sources to the destinations zpecified
in thiz page.

Thiz rule applies to traffic zent to these destinations:

[4:Khang duoc phep Add... |

Edit... |
[ e

Eemowve

< Back I Mewut » I Cancel

Buwéc 7:  chon cac User sé dwoc ap dung
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New Access Rule Wizard x|

User Sets
Y'ou can apply the ke ta requests from all users. Or, vou can imit access to
specific uzer gets,

Thiz rule applies to requests from the following Lser sets:

E.&II Users Add..

Edit...

I

Eemowve

< Back I Mewut » I Cancel |

Bwéc 8:  kiém tra lai thong tin 1an niva

New Access Rule Wizard x|

Completing the New Access Rule

Microsoft Wizard
Internet S_ecunty& You have successfully completed the Mew Access Rule
Acceleration Server2o04  ‘wizard. The new Access Rule will have the following

configuration:

M ame: -
Trong gio hanh chanh

Action:
Dreny

Traffic:
All outbound traffic

Source:

Internal
External —
-- Accepted user sets: -
=l _'I_I

To cloze the wizard, click Finizh,

< Back I Finizh I Cancel |

e
[ —

Yéu cau3: Chon thoi gian ap dung cho luat
Bwédc 1:  kich chudt phai vao Rule vira mai tao, chon Properties
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Firewall Policy Rules
Trong g

1
Properties

2 Chias:  pelste

i || Cutbow, .. - Inkernal

Il Outbaw, . < Inkernal ]

[#] Last Defaul Copy

Export Selected
Import to Selecked. ..

Il Traffic

— i

<k all Networks ... <&,

L

Movve Down

II_:I Microsoft Il Disable rorpk |

chon Tab Schedule

Trong gio hanh chanh Properties

I Action | Protocols
Schedule

Budc 2:

General
Uzers

2|

Frarm I Ta I
Content Types

Schedule:

j Meww...

Diescription; ’

From: Sunday
To:  Saturday
Time: 12 &M - 12 AM

. Active |—

Inactive

o |

Cancel | Apply |

Budc 3:
17h. DBiéu nay khdéng phu hop véi thoi gian cong

viéc hién tai.

néu chon Work hours hién dang c6 thi ban sé& thay thdi gian ap dung tir 9h-
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Trong gio hanh chanh Properties 2=

General I Action | Frotocols From I To
Users Schedule Content Types

Schedule: I:ﬁ whork haurs j Mew .

Dezcription: ’

-8 -10-12- 2 - 'ID'I2
||||I||II||II||I|

Al |
Sunday

tdonday P......
Tueszday .......
wiednesday [ [ ]
Thursday ........
Friday ........
Saturday

Fram: konday
Too Monday
Time: 9 AM - 10 Ak

. Active |_ Inactive
0k, I Cancel | Apply |

Bwéc 4:  chon New...dé tao khodng thdi gian méi

Marne: |

Description:

Set the ackivation times For rules that are based on this schedule,

From: Sunday
To:  Saturday
Tirme: 12 AM - 12 AM

B @ acive B e

OF I Cancel |

Bwéc 5:  nhap tén cho khodng thdi gian nay, va chon lwa khoang thdi gian can thiét
lap (tv 7h dén 11h va tlr 13h dén 17h). Ban chi can kéo ca khoang thoi gian can thiét
lap, sau d6 chon vao muc Active dé kich hoat khoang thoi gian dé.
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Tarmne; | Gin hanh chanh
Description: Tu7hden 11h
Tu 1h den sh

Set the ackivation times For rules that are based on this schedule,

W .
12-2 -4 -6+8-10-12-2 -4 -6-8 -10-12
A |

Sunday

MMonday
Tuesday

(][] ]
([ ]]
wednesday llll
([ ]]
(| ]

Thursday

Friday

Saturday

From: Monday
To:  Friday
Time: 1 PM -5 PM

|_ " Inactive

Zancel |

Bwdc 6:  sau khi chon Ok thi ban sé théy trong muc Schedule c6 thém muc méi la
“Gio hanh chanh”

General I Action | Protocols Frarm I Tao
Users Schedule Cantent Types
Schedule: I:ﬁ Gio hanh chank j
Drescription: Tu7hden 11h
Tu 1h den Bh
L8
12- 2-4-6-8-10-12: 2 - 1012
Al ||||||||||||||||||||||||
Sunday
tonday . ....
Tuesday ....
Wednesday INEE HEER
Thursday AEEE BEER
Fiiday ENEE NEER
. Saturday |
Fram: Monday
To: Monday
Time: 9 AM - 10 Ak
. Active |_ Inactive
Ok, | Cancel Apply

Bwédc 7:  két qua sau khi tao xong.
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Firewall Policy Rules

= L4t Trong giohanh c... () Deny E::ﬁ All Qutbou, ., =% Inkernal i
|_-'—| 2 Chia se ket noi In.., “/) Allows E::E Al Cutbow, ., o4 Internal o
| 7] Last Defaulk rule @ oeny LAl Traffic <k Al Networks ... <2

d. Chicho phép cac may trong mang ndi ping t&i ISA Firewall.
Dé thuc hién diéu nay, ban thyc hién 2 yéu cau sau:
o Yeéucau1: Cho phép mang néi bd dwoc Ping dén Server
o Yéucidu?2: Cam tatca cac mang khac dwoc ping dén Server

Yéu cdu1: Cho phép mang néi bd dwoc Ping dén Server

Buwéc 1:  trong Firewall Policy, chon lwa Tasks & cét bén phai, ban chon Create New
Access Rule

Tasks \(Eh Y

Firewall Policy
Tasks

=] Create Mew Access Rule
=] Publish a web Server

=] Publish a Secure Wweb
Server

=] Publish a Mail Server

1 Create MNew Server
Publishing Rule

System Policy Tasks

& Edit System Policy

;.38 Show System Policy Rules
(£) Erport System Palicy
() Import System Policy

Bwdc 2:  nhap tén cho Rule (“Cho phep PING noi bo”)
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Mew Access Rule Wizard

Welcome to the New Access

Micrasoft ; Rule Wizard
Internet Security &
Acceleration Serverzoo4

Thiz wizard helps you create a new access rule. Access
rules define the action that iz taken, and the protocols that
may be uzed, when specified clients from ane netwark
attempt to access specific destinations or content on
anather network.

-=- Access iule name:
-- IEhD phep PING noi bo

Tao continue, click Mest.

< Back I Mewut » I Cancel |

Buwdc 3:  chon hanh déng twong trng v&i Rule (cho phép PING)

Rule Action
Select how client requests for content from the specified destination are dealt with
if the conditions zpecified in the ule are met,

Action to take when rule conditions are met:

“ &

< Back I Mewut » I Cancel |

Budc 4: chon giao thirc twong ng (giao thire ICMP). Trong muc This rule applies to,

chon Selected protocols. Chon Add dé thém giao thuirc.
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New Access Rule Wizard x|

Protocols
Select the protocals thiz rule applies to.

This rule applies ta:

Protocals:

Add...
Edit..

Femove

pLL

Poits...

< Back I Mewut » I Cancel |

Buwdc 5:  chon giao thirc PING tir muc Common Protocols, sau d6 chon Add

Add Protocols x|

Pratocols:

Mew = Edit... Delete

= % Common Prokocols
L} ons
L e
L Hres
L HTTPS Server
L] 1maps server
ﬂ:_'f_ MSM Messenger
(%]
L} pors
ﬂ:_'f_ POP3 Server
L] popas server —
L} smrp
L smTP Server
L smTPs server
ﬂ:_'f_ Telnet
L] Telnet Server

[ Infrastructure LI

| »

Add Close |

Bwédc 6:  chon Next dé tiép tuc ciu hinh
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New Access Rule Wizard x|

Protocols
Select the protocals thiz rule applies to.

This rule applies ta:

ISeIected protocols

Le

Protocals:

L Ping Add..

Edit...

Femove

pLL

Poits...

< Back I Mewut » I Cancel |

Bwédc 7:  chon dia chi ngudn cutia géi tin (Internal)

New Access Rule Wizard x|

Access Rule Sources
Thiz rule will apply to traffic originating from the sources specified in this page.

Thiz rule appligs ta traffic from these sources:

= mternal Add...

Edit...

Ui

Bemave

< Back I Ment » I Cancel |

Bwéc 8:  chon dia chi dich ctia gai tin (Local Host — may céu hinh ISA).
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New Access Rule Wizard x|

Access Rule Destinations
Thiz rule will apply to traffic zent from the rule sources to the destinations specified
in thiz page.

Thiz rule appligs ta traffic zent to theze destinations:

==L ocal Host Add...

Edit...

I

Eemowve

< Back I Mewut » I Cancel |

Bwdc 9:  chon cac User can ap dat Rule

New Access Rule Wizard x|

User Sets
Y'ou can apply the ke ta requests from all users. Or, vou can imit access to
specific uzer gets,

Thiz rule applies to requests from the following Lser sets:

e Al Users Add...

Edit...

Bemave

Ui

< Back I Ment » I Cancel |

Bwdc 10: kiém tra lai théng tin trwdc khi hoan tat cAu hinh RULE
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New Access Rule Wizard x|

Completing the New Access Rule

Microsoft Wizard
Internet Security & You have successfully completed the Mew Access Rule

Acceleration ht?verm ‘wizard. The new Access Rule will have the following
configuration:

M ame: -
Cho phep PING noi bo

Action:
Allow

Traffic:

Ping
Internal
Lozal Host —
-- Accepted uger sets; -
= _'l_|

To cloze the wizard, click Finigh.

< Back I Finizh I Cancel |

Yéu cdu 2: CAu hinh RULE khéng cho cac mang khac PING dén ISA proxy.
Ban thuc hién gidng yéu cau 1, chi cé su thay déi & budc 3 (cach thirc hoat déng) va
bwéc 7 (dia chi ngudn cla goi tin)
Buwdc 3:  chon muc DENY thay vi ALLOW

New Access Rule Wizard x|

Rule Action
Select how client requests for content from the specified destination are dealt with

if the conditions zpecified in the ule are met,

Action to take when rule conditions are met:

 Allow

< Back I Mewut » I Cancel

Bwéc 7:  chon tat ca cac dwdng mang
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New Access Rule Wizard x|

Access Rule Sources
Thiz rule will apply to traffic originating from the sources specified in this page.

Thiz rule appligs ta traffic from these sources:

'_-'3_.5.-’-‘«” Metwaorks [and Local Host] Add...

Edit...

I

Eemowve

< Back I Mewut » I Cancel

Két qua sau khi ban thwc hién xong 2 yéu cau:

Firewall Policy Rules

Chan PING @ pery B Fing Al Hetworks ... e
|j 2 Chophep PING .., () Allow |1-'5E Fing == Internal i
= |_’—| 3 Trongaio hanh ... @ Deny Ejbﬁ_ All Outbow,,, <& Internal i

Ban dé y thay rang luat tao ra b&i yéu ciu 2 dwoc thuc hién trwdc luat tao ra béi yéu
cau 1. Do d6, néu ban khéng thay déi vi tri thi tat ca cac may déu khong PING dwoc dén
LOCAL HOST. Bé thay dbi vi tri ctia cac RULE, ban lam nhu sau:

Nhin vao cét bén phai, ban sé thiy xuét hién dong Move Selected Rules Down, do dé,
ban chon RULE duwgc tao ra béi yéu cau 2 (Chan PING) va chon vao Move Selected
Rules Down.

4 Move Selected Rules Up

k!';' Disable Selected Rules

Két qua sau khi thwe hién sé nhw sau:

Firewall Policy Rules

[#]1  chophep PING ... */) Allow |1;',f_ Ping =k Inkernal il

Chan PING @ Dery B Ping

= [#]3  Tronggiohanhc.. &) Deny L4 Al outbou... A Internal 5|

e. Cho phép mot s may trong mang ndi bd cé thé truy xuét Internet théng qua
co ché NAT dwoc cung cap trén ISA Firewall.
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Dé thuc hién diéu nay, ban thyc hién nhw sau:

o Yeéucau1:
o Yéucau?2:
o Yeéucau3:

Yéu cau 1:
Buéce 1:

Tao Computer hoac Set Computer
Disable cac NAT mac dinh
Thiét lap NAT mai.

Tao Computer hoac tap hgp Computer

twong Computer va Computer Sets.

trong Firewall Policy, & cot bén phai ban chon Toolbox, ban sé& thdy biéu

o Né&u mudbn thém tirng Computer thi ban kich chudt phai vao Computer, chon

New Computer

Néu muén thém mdt nhém Computer thi ban kich chudt phai vao Computer
Sets, chon New Computer Sets. Trong trwdng hop sb lwgng Computer can
ap dung cho Policy it thi ban cé thé tao New Computers, sau dé khi tao
Policy, & phan Source Address thi ban chon cac New Computer nay. Nhung
voi s6 lwong I&n thi ban nén tao mot Computers Sets, vi s& dé dang quan ly
hon, va khi tao mét Policy thi viéc thém modt Computer Sets vao Source
Address sé& dé hon nhiéu so v&i viéc chon nhiéu Computers.

Do do, trong vi du nay s& hwéng dan ban tao mot Computer Sets. Kich chudt phai vao
Computers Sets, chon New Computers Set.

Buéc 2:

Toolbox \(Tasks ‘\(Help \

Protocols

Users

Content Types

Schedules

PR e®

Metwork Objects

Mew - Edit... Delete

[ Metworks
[ Metwork Sets
=l L Computers
4 ipchu
1 Address Ranges
= . subnets
=3 puong mang 192,168,2.0
=l L7 Compuker Sets
,y;‘; Arvywhere
=3 IPSec Remote Gakeways
:’-_!, Remoke Management Comp
[ URL Sets
[ Domain Mame Sets
[ web Liskeners

nhap tén cho Computer Set. (vi du la Truy cap NAT).
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Mew Computer Set Rule Element

21

Mame: I Truy cap MAT]

i ]

=i

Caomputers, address ranges and subnets included in this computer
sek:

Tarme | IP Addresses
Add. .. | Edit. .. Remove
Description
{optional):
oK I Zancel |

Buéce 3:

chon Add dé thém cac Computer vao. Ban cé thé thém tirng Computer (theo

dia chi IP), hoac thém mét duwdng mang, mét khoang dia chi IP.

Edit...

Compuker Ii
Desctiption Address Range —
{optional):  Subnet

néu chon Computer, ban sé théy hép thoai sau hién ra. Nhap thong tin cla

Buwoc 4:
may can thém vao. (Ban c6 thé chon Browse.. dé tim dia chi IP hodc tén may). Sau dé
chon Ok
% Tame:
— IMayl
Computer [P Address:
| 172 . 29 . 45 . 166 Browse. ., |
Descripkion {opkionaly:
[al'4 I Zancel |
Bwdc 5:  néu chon Address Range, ban sé thdy hop thoai sau hién ra. Nhap dia chi

dau va dia chi cubi ctia doan mang d6. Sau dé chon Ok
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New Address Range Rule Element 2=

L Mame: [14.144-> 14,158
s |

=

Specify the range of IP addresses:

Start Address: End Address:

|1?2.29 14, 144 172 . 29 . 14 .158|
Descripkion

{optional:

oK I Zancel |

Bwdc 6:  sau khi thwe hién xong bwdc 4 va bwdc 5. Két qua sé xuét hién trong hop
thoai nhw sau. Chon Ok dé& hoan tat viéc thiét 1ap Computer Set.

New Computer Set Rule Element 2=

| Mame: Truy cap NAT
% '
=
Computers, address ranges and subnets included in this computer
sek:
Marne | IP Addresses
& may 1 172.29,45. 166

FH5 14,144 -»> 14,156 172.29.14.144-172.29,14.155

Edit. .. Remove

Description
{optional):

oK | Zancel

Yéu cdu 2: Disable cac NAT méc dinh
Buwdc 1:  chon Configuration, chon Networks, chon Tab Network Rules. Ban sé théy 3
Rule. Ban chi can Disable Rule 2 va Rule 3. Lan lwot kich chudt phai vao Rule 2, Rule 3
chon Disable
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L}] Microsoft Intsrnat Secur

=g ows1
-] Marikoring
g Firewsall Policy

23 Virtul Private N / Networks R Tasks ‘{ Templates Y Help

<2 Configuration

Microsoft

Internet Security &

Acceleration gewwerm Networks
Standard Edition

| v

Edge Firewall ~

// 59 : D Network Rule Tasks
S
=) Create a Mew Metwork Rule
VPN Clients Metwork 5 Edit Selected Network Rule
oo X Delete Selected Mebwork
External Network Rules

(Internet)
# Move Selected Rules Down

= (3) Disable Selected Rules

/Networks YNetwork Sets YNetwork RulesYWeb Chaining\
[ | Mame | Relation | Source Metworks -

aﬂ 1 Local Host Access Routs e Local Host

Related Tasks

() Erport Hetwork Rules
@ Import MNetwaork Rules

Properties
Delete

=13 Internet Access HAT L=

Copy

Export Selected
Impork to Selected, ..

= Maowe Daown
|D|sab|e

Buwédc 2:  két qué sau khi ban Disable Rule 2,3. (Chwa cap nhat sy thay dbi).

| = Microsoft Internst Secur ivlicmsuf-t' ity &
E-ig phst nternet Security
£ Monitaring Acceleration Server2004

Standard Edition

g Firewall Policy
L Wirtual Private M !} Apphy | Discard | To save changes and update the configuration,

E% Configuration
/ Networks \

5 e
3 General Edge Firewall J\"
/ =
S ]
VPN Clients Network
» L] External Network
f"\.,-"_‘n I
el a {Internet) LI
/Networks YNetwork Sets YNetwurk Rules"{Web Chaining\
[ | Marne | Relation | Source Networks Al
!QI Local Host Access Route = Liocal Hosk

= 39 2 VPN Clients to Inkernal Metwark, Route % Quarantined YPM Clients
L WP Clients

&~ Internal

Yéu ciu 3: Tao NAT méi
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Buwéc 1: & cot bén phai, ban chon Tab Tasks, chon Create a New network Rule. Sau
do6 nhap tén cho Network Rule.

New Metwork Rule Wizard x|

Welcome to the New Network

Micrasoft ; Rule Wizard
Internet Security &
Acceleration Serverzons

Thiz wizard helps you create a new Metwork rule. Metwark,
ulez defing the relationship between network entities az
either route or netwark, address translation [MAT).

Metwiork, rule name:

-~

To continue, click Mext.

< Back I Ment » I Cancel |

Bwéc 2:  chon Add dé nhap dia chi ngudn

New Metwork Rule Wizard x|

Metwork Traffic Sources
Thiz rule will apply to traffic orginating from the sources specified in thiz page.

Thiz rule applies to traffic from these sources:;

Edit...

Bemave |

< Back | Ment » | Cancel |

Buwdc 3:  chon Computer Sets, chon Computer Set vira méi tao (truy cap NAT). Sau
do chon Add.
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Add Network Entities |

Metwork entities:

Mew ~ Edit... Delete

1 Metworks

[ Metwork, Sets

1 Computers

[ Address Ranges

[ subnets

=l | Computer Sets
e Anywhere
54 IPSec Remote Gateways
5-5 Remaote Management Computers
EER Truy cap MAT

Add Close |

Buwdc 4:  két qua sau khi thém dia chi ngudn. Chon Next dé tiép tuc

New Metwork Rule Wizard x|

Metwork Traffic Sources
Thiz rule will apply to traffic originating from the sources specified in this page.

Thiz rule appligs ta traffic from these sources:

i Truy cap MAT Add...

Edit...

Bemave |

< Back I Ment » I Cancel |

Bwéc 5: & phan dia chi ngudn, chon Add dé thém dwéng mang External. Sau d6 chon
Next dé tiép tuc
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Mew Metwork Rule Wizard

Metwork Traffic Destinations
Thiz rule will apply to traffic ariving at the destinations specified in this page.

Thiz rule appligs ta traffic zent to theze destinations:

@iExternal Add...

Edit...

I

Eemowve

< Back I Mewut » I Cancel |

Bwéc 6:  trong phan Network Relationship, ban chon Network Address Translation

(NAT). Sau d6 chon Next dé tiép tuc

x|

MNetwork Relationship
Specify how traffic iz sent between the zource and destination network, entities.

' Network Address Translation [MATE

154 Server hides computers in the zources by replacing their network, [P addreszes in
autgaing traffic with its ovwn external IP address.

" Route

154 Server routes traffic between the sources and destinations [no network, address
translation iz used). Foute relationships are bi-directional.

< Back I Mewut » I Cancel |

Bwédc 7:  kiém tra lai thong tin trwdc khi chon Finish dé& hoan tat viéc thiét lap
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New Metwork Rule Wizard x|

Completing the New Network

e : Rule Wizard

Internet Sec &

Acceleration 2004 vou have successfully completed the New Metwork Rule
Wizard. “ou created a new Metwork rule with the following
configuration:

Mame: =]

Cho phep NAT
Source:
Truy cap MAT
Destination:
External
Metworks Relation:
Metwiork Address Tranzlation [NAT)

4 o

To cloze the wizard, click Finigh.

< Back I Finizh I Cancel |

Buwédc 8:  chon vao nGt Apply dé cap nhat sy thay déi trén ISA Server.

f.  C&u hinh route uptream Ién proxy cha cé dia chi 192.168.11.1
Tham khao gigo trinh “Dich vu mang Windows 2003” (chwong 5 — phan V.3 — trang 181)
Buwéc 1:  vao ISA Server Management, chon Configuration, chon muc Network, chon

tab Web chaning. Kich chuét phai vao Last Default rule, chon Properties. (hoac kich dup
chudt vao Last Default rule).

B Microsoft Internet Security and Acceleration Server 2004

Eile  Action  Wew Help

= | BmE22a]F e

Microsaft:
Internet Securi

&
Acceleration gertyverm
Standard Edition

g Firewall Palicy
e Mirkual Private M

i / Networks \
-5+ Configuration

b Mebwiorks Edge Firewall ~ =

53 e

General

VPN Clients Network

External Network
(Internet)

=l
,/Networks YNetwork Sets YNetwork Rules YWEIJ Chaining '\
Q.. = I Mame I To I Action

[& Last Default rule

= All Mebworks (and. .. Fetriese reguest dir

Properties

e

Export Selected
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Budc 2:
do6 chon vao nut Setting

Default rule Properties

General Action |TD I Bridgingl

chon Tab Action, chon Redirecting them to a specified upstream server. Sau

2|

Process requests by:

{~ Retrieving them directly From the specified destination

% Redirecting thern ko a specified upstreann server §

[ &llow delegation of basic authentication credentials

Upstream server

Backup route: INnne

=

"~ Redirecting them ka a hasted site
Sike: I

—

Pork: 551 Pork:

Setkings...

Sethings. ..

Erowse. ..

il

443

rAutomatic dial-up
[ Use automatic dial-up For the primary route
[™ | Use autamatic dial-up For the backup route

Help about automatic dial-up connections

[ o 1|

Cancel |

Apply

Buwdc 3:  trong muc Specify upstream server configura
chi ctia Proxy cha (& day 1a 192.168.11.1), va dién Port 8
Port mac dinh). Sau d6 chon Ok

Upstream Server Setting

tion, muc Server, ban dién dia
080 vao muc Port (Port 8080 la

21

Specify upstream server configuration

Server: [1592.168.11.1
Part: IBDBU
551 Port: |8443

Browsze. . |

v Automatically poll upstream server for the configuration

Server URL: Ihttp: A192.168.11.1:8080 arap.dll

[~ Use this account:

Set Account.. |

Authentication: I j

[ o |

Cancel |

Bwdc 4:  chon Ok dé hoan tat viéc thiét 1ap Upstream
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Default rule Properties 2=

General Action |TD I Bridgingl
Process requests by:

{~ Retrieving them directly From the specified destination
{* Redirecting them to a specified upstream server

[ &llow delegation of basic authentication credentials

Upstrean server

Backup route: INnne j Sebhings, .. |
" Redirecting them ko a hosked site

Site: I BrotAse, .. |
Port: I a0 351 Port: 443

rAutomatic dial-up

[ Use automatic dial-up For the primary route

[™ | Use autamatic dial-up For the backup route
Help about automatic dial-up connections

[al'4 | Cancel | Apply |

Bwéc 5:  cap nhat lai sy thay déi bang cach Apply cac su thay dbi.

!E Apply Discard To save changes and update the configuration, click Apply.

g. Proxy dung két néi dial-up 1én VNN theo théng tin account dial-up.
Pé thuc hién dwoc thi ban phai thuc hién 2 yéu ciu sau:

o Yéucdu1: caidatkétndiquay sb vnn1269

0 Yéucdu2: thém kétndi do vao ISA

Yéu cdu 1:  Cai dat két nbi quay s6 vnn1269
Kich chudt phai vao My Network Places, chon Properties. Sau dé chon New Connection
Wizard dé tao két ndi vnn1269. Két qua sau khi tao ra sé twong tw hinh sau:

Hoc phdn III - Mon Hoc: Dich Vu Mang Windows 2003 Trang 143/167



Bai tdp

._1_\ Network Connections

File Edit Wiew Favorites Tools

Advanced  Help

(3 Back - £3 - [} |p Search | Folders | & [ X E) | [z~

Address Iﬂ__‘,, Metwork, Connections

Dial-up
m ¥nn1 269
L/L Ellzfaf'lodnanredcézdﬂﬂﬂ bps Modem
LANM or High-Speed Internet
Local Area Connection

@ Enabled

]| AMD PCHET Farnily PCI Ekhern, .

Local Ares Connection 3

@ Enabled

[ AMD PCHET Farily PCI Ethern, ..

Wizard

m .;1; ! HNew Connection ‘Wizard

|4 objects

Thém két ndi dé vao ISA

vao ISA Server Managerment, trong Configuration, chon General

Yéu cau 2:
Buwdc 1:

B Microsoft Internet Security and Acceleration Server 2004

File Help

e - |&[E| 2

Ackion  View

| Microsoft Internet Secur
=g pnst
-] Monitaring
g Firewall Policy

In Security &

ecurity
Acceleration Server2004
Standard Edition

/ General \

ISA Server Administration

ﬁ Administration Delegation

3
55 Zonfigure Firevsall Chaining

[

[ Define Firewall Clienk
Settings

Views IS4 Server
Computer Details

onfigure Link
Translation

Specify Certificate Revocation

chon vao muc Specify Dial-up Preferences.

Budc 2:
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Dialing Configuration 2=

Dial-up Preferences |

& 1 will dial the connection myself:

€ allow automatic dialing ko this network:

| ]

Help abaout creating networks

™| Configure this disl-up connection as the default gateway:

r~Dial-up connection

Use the Fallowing dial-up connection:

Seleck,,, |

Help about creating dial-up connections

r Dial-up account
Use this account:

Seb Accaunk, . |
Ok I Cancel | Apply |

Buwdc 3:  chon vao muc Allow automatic dialing to this network, sau dé chon External
(thiét lap két ndi nay khi c6 yéu cau di ra mang External)

Dialing Configuration 2=

Dial-up Preferences |

T will dial the connection myself

* @llow automatic dialing ko this network:

IExternaI j

Help abaout creating networks

[ Configure this dial-up connection as the default gateway

r Dial-up conneckion

Use the Following dial-up connection:

Select. ., |

Help about creating dial-up connections

r Dial-up account
Use this account:

Set Account, ., |
Ok I Cancel | Apply |

Bwéc 4:  trong muc Dial-up Connection, chon vao nut Select... dé chon két ndi
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Select Network Dial-up Connection 2=

Metwork dial-up connections which are defined on the
SEMVEL

Metwork Dialup Connection

Yinl 264

ak. I Cahicel |

Bwéc 5:  sau khi chon két ndi vnn1269, ban chon Ok thi thy két qua nhw sau:

Dialing Configuration 2=

Dial-up Preferences |

T will dial the connection myself
* allow automatic dialing ko this network:

IExternaI j

Help abaout creating networks

™ Configure this dial-up connection as the default gateway

r~Dial-up connection

Use the Fallowing dial-up connection:

Ynnl2e9 Select... |

Help about creating dial-up connections

r Dial-up account
Use this account:

Ok | Cancel | Apply |

Bwdc 6:  trong muc Dial-up account, ban chon nut Set Account.... Pay la account

dwoc dung dé quay sb.

set account 2|

Uze the following account;

User Ivnrﬂ 269 Browsze. |

Password: I"“'"

Confirm password: IO"""

ak I Canhicel
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Buwdc 7:  két qua sau khi thuc hién xong. Chon Ok dé két thuc viéc thiét lap
Dial-up Preferences |
= 1 will dial the connection myself
& pllows automatic dialing ko this network:
IExternaI ﬂ
Help about creating networks
™ Configure this dial-up connection as the default gateway
r~Dial-up connection
Use the Fallowing dial-up connection:
Ynnl2e9 Select... |
Help about creating dial-up connections
r—Dial-up account
LUse this agcounts
p—r T
[al'4 | Cancel | Apply |
Buwédc 8:  sau khi thwe hién xong, ban can chon Apply dé thwc thi sy thay ddi trén ISA.
!E Apply Discard To save changes and update the configuration, click Apply.

3. Bai 3: ciu hinh Caching:
a. Céu hinh Cache memory size : 100MB

Tham khao gigo trinh “Dich vu mang Windows 2003” (chwong 5 — phan V.9 — trang 207)

Bwdc 1:  chon Configuration, chon Cache. O cot bén phai, chon Tab Tasks, chon
Define Cache Drives (enable Caching).

| ) Microsoft Internet Secut
i3 pnst

-] Morikoring

# Firewall Policy

. '\"i"tU‘_ﬁ' HiEDL /Eache Rules ‘Content Download Jobs \ Tasks \{ el
[=1-5% Configuration
ol Metwortks : By I Ll I I I Obje;_; e I E=OEESHR
i, Cache i e Last Default rule <= all Metwarks fa... &l Ohiects Cache
:? m = - Cache Rules Tasks
: Add-ins
1] General
H
=) Create a Cache Rule
5 Edit Selected Rule
Budc 2:

& dong Maximum cache size (MB), ban nhap 100. (memory size la 100MB).
Sau do6 chon Set

Hoc phdn 1l - Mén Hoc: Dich Vu Mang Windows 2003 Trang 147/167



Bai tdp

Define Cache Drives 2=

Cache Drives |

-~ | dnsi
Drrive | Twpe | Disk Space ... | Free Space... | Cache Size ...
Ch MNTFS 2000 329

Maxinun cache size (ME): I 100 Set

Total disk space on MTFS drives (MEB): 2000

Zurrent total cache size (ME): ]

Bwdc 3:  sau khi nhan Set, hop thoai sé& nhw sau:

Define Cache Drives 2x|

Zache Drives |

] dns1

Diive Type Cisk Space ... | Free Space.., | Cache Size ...

2000 229

Maximum cache size {ME) 100 Set

Total disk space on MTFS drives (ME): 2000

Current katal cache size (MBE): 100

QK I Cancel | Apply |

Bwéc 4:  chon Ok dé hoan tat viéc thiét lap.

Bwéc 5:  chon Apply dé cap nhat sw thay déi. Chwong trinh sé& héi ban ¢ muén
Restart Service hay khéng ? Tét nhat ban nén chon Save the changes and restart the
services dé chwong trinh kh&i dong lai va cap nhat sy thay déi.
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ISA Server Warning

i_.j Changes will be applied only after the following zervices are
- restarted:

Microzaft Firswall

{~ Save the changes, but don't restart the services

The changes will be applied only after you manually restart
the services,

{* Save the changes and restart the services

Changes will be applied after the services restart. Thiz may
take zeveral minutes. Any stopped services should be
manually started.

b. Tao rule cache cho ISA proxy dé theo déi va quan ly cac cache objects
Tham khao gi&o trinh “Dich vu mang Windows 2003” (chwong 5 — phan V.9.3 — trang

209)

Buwdc 1:  chon configuration, chon Cache, chon New, Cache Rule..

|5 Microsoft Inkernet Secur
=g onst
- E0] Monitoring

# Firewall Policy
el Wirkual Private N |/ Cache Rules ‘Cnntent Download Jobs \

=% Configuration
. S | 10

] Last Default rule <= Al Mebworks (a. ..

Refresh

Define Cache Drives...
Disable Caching

Expork, ..
Imnpork, ..

Cache Rule, .,

Content Download Job...

View »

Properties

Help

Buwdc 2:  nhéap tén cho Cache Rule (vi du la Cau 3b)
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New Cache Rule Wizard x|

Welcome to the New Cache
Micrasoft i Rule Wizard
Internet Security &
Acceleration Serverzons
Cache rules determine the types of content stored in the
cache and the amount of time retrieved objects are
conzidered walid.

-- LCache rule name:
-== Icau Bb

Tao continue, click Mest.

< Back I Ment » I Cancel |

Buwdc 3:  chon network dich la All Networks (and Local Host), sau d6 chon Next dé tiép
tuc

New Cache Rule Wizard x|

Cache Rule Destination
Thiz rule will apply to requests sent to the destinations specified on thiz page.

Thiz rule appliez to content requested from these network, entities:

";3.5.-’-\” Metworks [and Local Host) Add...

Edit...

Eemowve |

< Back I Mewut » I Cancel

Buwéc 4: chon Object phu hop, sau do chon Next
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New Cache Rule Wizard x|

Content Retrieval
Specify how objects stared in the cache are retrieved when requested.

Retriewe the requested object from the cache:

* Only if a valid version of the object exists in the cache. I no valid version exists, route the
irequest bo the server,

™ |f any version of the object exists in the cache. |f none exists, route the request to the
SEIVET

™ |f any version of the object exists in the cache. If none exists, drop the request [never
route the request to the server).

< Back I Ment » I Cancel |

Buwdc 5:  chon cac ndi dung can lwu Cache

MNew Cache Rule Wizard x|

Cache Content

Specify whether retrieved content iz stored in the cache. By default, an object is
stared in the cache only if its source and request headers indicate to do zo.

Select when content should be stored in the cache:

= Mewver, no content will ever be cached.

' |f source and request headers indicate to cache
I addition, also cache:

¥ Dynamic content

[~ Content for offline browsing [302, 307 responzes)

v ‘Content requiring user authentication for retriewvat

< Back I Mewut » I Cancel

Buwdc 6: chon gi¢i han kich thuwdc Cache
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New Cache Rule Wizard x|

Cache Advanced Configuration
Specify advanced configuration.

¥ Do naot cache objects larger than: |1| IMB j

[+ Cache S5L responzes

< Back I Ment » I Cancel |

Bwéc 7:  chidinh théi gian Iwu trir Cache

MNew Cache Rule Wizard x|

HTTP Caching

"When HTTP caching is enabled. HTTP objects are stored in the cache, in
accordance with the palicy.

v i

Unlezs the source specifies expiration, update objects in the cache according to TTL:
Set TTL of objects [% of the content age]: |2D
Content age iz the amount of time zince an object was created or modified,

TTL tirme boundarnies:

Mo lezs than: |1 3] IMinules j

Ha more than: I‘I IDa_l,ls j

[ Alzo apply these TTL boundaries to sources that specify expiration

Time-To-Live [TTL] is the amaount of time content remains in the cache before expiring.

< Back I Ment » I Cancel

Buwédc 8:  chon thoi gian Iwu trlr Cache Object cia Cache
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New Cache Rule Wizard x|

FTP Caching
WWhen FTP caching iz enabled, FTP objects are stared in the cache, in
accordance with the policy,

=
Time-Ta-Live for FTF objects:

|1 Dayz j

Time-To-Live [TTL] iz the amount of time content remainz in the cache before expiring.

< Back I Ment » I Cancel |

Bwdc 9:  kiém tra lai théng tin trwdc khi hoan tat viéc thiét 1ap Cache Rule

MNew Cache Rule Wizard x|

Completing the New Cache

Microsoft Rule wWizard

Internet Security &

Acceleration Serverzoos You have successfully completed the Mew Cache Rule
Wiizard. The new cache rule will have the folloving
configuration:

Mame; -
Cau3b
Destination;
All Metworks [and Local Host)
Cache Retriesal Configuration;
Only if & walid verzsion of the object exizts in the
Cache Content Configuration:
If zource and request headers indicate to cach
Cached Objects Size Configuration: -

1| | »

To cloze thiz wizard, click Finizh.

< Back I Finizh I Cancel

Buwdc 10: chon Apply dé cap nhat sy thay ddi trén ISA Server.

4. Bai 4: khai bao Proxy server 1a may Server1 cho may tram dé tién hanh kiém
ra.

-~
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Bai tap 05.2

Ban la nguwdi quan tri cho mét mang may tinh cho trung tdm dao tao tin hoc (cé so
dd két ndi nhuw hinh vé trong Bai tap 05.1). May chu Server1 cai Win2k3 Server va
cung cap dich vu Mail Server. Server2 1a DNS, FTP Server cho céng ty, cong ty
thué mot tén mién “cscXX.edu.vn” sau d6 dung phan mém ISA dé trién khai
Firewall va cung cap dich vu Proxy dé protect hé théng mang néi bo.

1. Bai 1: Publishing Server:

Publish Server (tham khao gio trinh “Dich vu mang Windows 2003” — chwong 5 — phan

V.5.2 —trang 187)

Trong gido trinh sé& hwdng dan cai dat Publish Web Server va Publish Mail Server

c. Cai dat Publish Web Server

Bwéc 1:  chay ISA Server Management Ién, chon tén Server, kich chuét phai vao
Firewall Policy
B Microsoft Internet Security and Ad

File  Action Miew Help
aai=l =P ERECIC
= _Miu:ru:usu:uFt Internet Security and Acceler
=g DSt
= =] Monitoring
----- \_’S Firewall Policy
----- v Wirtual Private Mebworks (YPN)
EI}v\-v Canfiguration

ity Mebworks

Buwédc 2:  trén Tasks tab, chon lién két “Publish a Web Server”, chuwong trinh sé hién
Ién hép thoai “Welcome to the New Web Publishing Rule Wizard” dé ban nhap tén cho
Web Publishing Rule, ban nhap tén cho Rule (vi du: Publish Web Server), sau dé chon
Next dé tiép tuc
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Mew Web Publishing Rule Wizard

Welcome to the New Web

Microsoft : Publishing Rule Wizard
Internet Security &
Acceleration Serverzoo4

Thig wizard helpz you publizh aweb server. Web
publizhing rules map incoming clent requests to the
appropriate website on the publizhed 'web zerer.

Wweb publizhing rule name:

IF'uI:uIish Wieb Server

To continue, click Nexst.

¢ Back I Mewst » I Cancel |

Buwdc 3:  chon hanh déng Allow, sau dé chon Next

Mew Web Publishing Rule Wizard

Select Rule Action
Specify how vou want thiz rule to rezpond when the rule conditions are met.

Action to take when ule conditions are met;

Buwdc 4:  cung cAp mot sb thong tin can khi mudn Publish Web Server:

Pia chi cia Web Server n6i bo

o
o Chidinh Host header name (khi can thyc hién Web Hosting cho Web Server)
o}

Tén file hodc thwe muc mudn truy xuét vao Web Server ndi bd
o Chi dinh tén Web Site dwoc Publish

Trong trwdng hop chi cAn Publish Web Server thi ban chi can dién dia chi IP vao muc

“Computer name or IP address”
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Mew Web Publishing Rule Wizard x|

Define Webszite to Publizh

Specify the computer [w'eb server] on which the website iz located. vou can
publizh the entire webszite or limit access to a specified folder.

Computer name or 1P address: |-| 7220 AR 167 Browse... |

™ Fomward the original host header instead of the actual one [specified above).

Enter the name of the file or falder you want to publish. To include all files and subfolders
within a falder uze /. Example: falders™.

Bath: I

Bazed on your zelection, the following Web site will be publizhed:

Siter fhttp: /4172.29.45. 167/

Set the part to which requests should be redirected on the Bridging tab of the rule properties
page.

¢ Back I Mewst » I Cancel |

Bwédc 5:  trong muc Accept request f@, ban chon Any Domain Name, sau d6 chon next

MNew Web Publishing Rule Wizard x|

Public Hame Details

Specify the public domain name [FADM] or IP addrezs uszers will type to reach the
publizhed zite.

Accept requests for;

Thiz domain name [epe below); j

Dnly requests far this public name ar IF 4
erample wiw microzoft com. :

Public name: I

Fath [optional): I

Bazed on your selections, requests sent to thiz site [host header value] will be accepted:

Site:

¢ Back I Mext = I Cancel

Bwdc 6:  ban chon Web Listener.
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Mew Web Publishing Rule Wizard x|

Select Web Listener
The'web listener zpecifies the |P addreszes and port on which the |54 Server
computer listens for incoming Web requests.

Wieb listener:

Ligtener properties: | Mew. . |

Property | Walue

¢ Back I Mewst » I Cancel

Buwéc7: néu da co sdn Web Listener thi ban c6 thé chon Web Listener twong trng,
néu khong thi ban chon New dé tao m&i mot Web Listener, nhap tén cho Web Listerner
nay va chon Next dé tiép tuc

Mew Web Listener Definition Wizard x|

i Welcome to the New Web
rﬁmkuﬁ & Listener Wizard
Acceleration Serverzon

Thig wizard helpz you create a new 'Web liztener,

Wwheb lizteners are uzed in Web publizhing rules.

A'wfeb listener specifies the IP addresses and port on
which the 158 Server computer listens for incoming Web
requests.

Web listener name:

-- IWEI: Listener 800

To continue, click Nexst.

< Back I Mext = I Cancel
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Bwédc 8:  chon vung ldng nghe, do dang ciu hinh Public Server nén ban chon ving
External. Chon Next dé tiép tuc

New Web Listener Definition Wizard x|

IP Addresses

A Wb listener can include all IP addresses aszociated with a network, on the 154,
Server, or you can select specific P addresses.

Lizten for requests from these netwarks:

Mame

Selected [Pz

O -2 Intemal <Al IP addrezses:

[0 =% Local Host <Al P addressess

O =% Quarantined ¥PM Clients <Al P addressess

O & PN Clients <Al IP addrezses:

I_I.l'd U LI S TP (R e [ [y I I R Y | AT e d e e e hl
1| ||

Help about wieh listener [P addreszes

< Back I MNest » I Cancel |

Bwéc 9:  chon Port Idng nghe.

New Web Listener Definition Wizard x|

Port Specification

Specify the port that the |54 Server computer will use ta listen on the selected IP
addreszes for incoming YWeb requests.

~HTTP

HTTP poit; IE“:I
S50

™ Enable 55L

S5L port: 443

LCertificate: I Select.. |

Help about 'wieh listener port specification

< Back I Mewt » I Cancel |

Bwdc 10: théng tin tdng két vé Web Listener. Chon Finish dé két thac viéc tao méi mot
Web Listener
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New Web Listener Definition Wizard

Microsoft i
Internet Security &
Acceleration Serverzoo4

i

To cloze thiz wizard, click Finizh.

Completing the New Web
Listener Wizard

You have successfully completed the Mew ‘web Listener
Wiizard. The new listener will have the following
configuration:

Hame; ;I

wieh Listener 80
Listen an:

External
HTTFP port:

a0

i

< Back I Finizh I

Cancel |

Buwéc 11: Web Listener vira méi tao sé tw ddong dwoc chon. Chon Next dé tiép tuc ciu

hinh Publish Web Server

New Web Publishing Rule Wizard x|
Select Web Listener
The Web listener specifies the IP addreszes and port an which the 1S4 Server
computer listenz for incoming YWweb requests,
Wwieb liztener:
Wwieh Listener 80 | Edit... |
Liztener properties: :
Property | Walue | -~ -
Degcription
Metworks External
FortHTTF) a0
FortHTTFS) Dizabled =
Authentication methodz  [ntegrated
Alwavs authenticate Mo LI
< Back | Mewut » | Cancel |

Buwdc 12: chon user sé bi anh huéng béi Rule nay, sau d6 chon Next dé tiép tuc
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Mew Web Publishing Rule Wizard x|

Uszer Sets

Yau can apply the ile to requests from all users, Or, pou can limit access to
specific user sets,

Thiz rule applies to requests from the following uzer zets:

E.-’-‘-.II Uzers add...

Edi..
Bemove

Buwéc 13: théng tin tng két vé viéc Publish Web Server.

Completing the New Web
WL Publishing Rule Wizard

Internet Security & You have successfully completed the Mew 'web Publishing
Acceleration Serverz004 = Fule Wizard. The new Web Publizhing Fule will have the
following configuration:

| [

M arne: -
Publizh \web Server —

Actian:
Allone

Site:

b 172.29.45167
-- Public Mame:
All incoming names

YWweb Liztener 80 —

- Accepted user sets: -
= ;IJ

To cloge the wizard, click Finish.

¢ Back I Finizh I Cancel

d. Cai dat Publish Mail Server

Tham khao gido trinh “Dich vu mang Windows 2003” (chuwong 5 — phan V.5.3 — trang

190)

Bwéc 1:  chay ISA Server Management Ién, chon tén Server, kich chuét phai vao

Firewall Policy
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E= Microsoft Internet Security and Ad

Fil=  Ackion  View  Help

s LR RERNONC)
Microsoft Internet Security and Accelet

=g pns1
- E0] Monitoring
TRl Policy
b Virbual Private Mebwarks (YPN)
-4 Configuration

il Mebworks

Buwédc 2:  trén Tasks tab, chon lién két “Publish a Mail Server”, chwong trinh sé hién 1én
hép thoai “Welcome to the New Mail Server Publishing Rule Wizard” dé ban nhap tén
cho Mail Publishing Rule, ban nhédp tén cho Rule (vi du: Publish Mail Server), sau d6
chon Next dé tiép tuc

Mew Mail Server Publishing Rule Wizard x|

. Welcome to the New Mail Server
Irllctr;n'letkcuﬁty& Publishing Rule Wizard
Acceleration Serverzo4

This wizard helps wou publish mail servers such as SMTP, or
Web mail services such as Qutloaok Web Access.

This wizard publishes a single server. Run this wizard For
each mail server that vou are publishing.

--- Mail Server Publishing Rule name:

I Publish Mail Server|

To conkinue, click Mext,

= Back I Mext = I Cancel

Buwédc 3:  chon cach thirc cho phép Client truy cap vao. Gia str chi muén Client truy cap
théng qua Web thi ban chon muc “Web Client Access”, sau dé chon Next dé tiép tuc
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New Mail Server Publishing Rule Wizard x|

Select Access Type
Select the type of access this mail server will provide For clients,

% web client access: Outlook Web Access (OWwa), Outlock Mobile Access, Exchange
Berver Ackivesync

- Client access: RPC, IMAP, POP3, SMTP

- Server-to-server communication: SMTF, NMTP

< Back I Mext = I Cancel |

Bwéc 4:  chon cac dih vu Web Exchange Service, vi du chi chon muc Outlook Web
Access, sau dé chon Next dé tiép tuc

New Mail Server Publishing Rule Wizard x|

Select Services
Select the services that vou are publishing on this mail server.

Web client mail services:

[ Qutlook Mobile Access

[ Exchange ActiveSync

[¥ Enable high bit characters used by non-English character sets

< Back I Mext = I Cancel |

Buwdc 5:  chon cac két néi dwoc bado mat. Gia sir chon ca 2 huéng.
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New Mail Server Publishing Rule Wizard x|

Bridging Mode
Specify which connections will be secured using bridging.

" Secure connection ko clients

158 Server will establish a secure connection with the client computers and a
skandard connection with the mail server,

1+ Secure connection batients and mail servert

134 Server will establish a secure connection with both the client computers and
with the mail server,

" Standard conmections only

< Back I Mext = I Cancel |

Bwdc 6:  chon dia chi mail cAn Publish, chon Next dé tiép tuc

New Mail Server Publishing Rule Wizard |

Specify the Web Mail Server
Specify the mail server that is hosting the wweb mail site,

Enter the name ar IF address of the mail server publishing the Web mail site,

Weh mail server: webmail, csc.edu,vn Browse. . |

Set the port to which requests should be redirected on the Bridging tab of the rule properties
page.

< Back I Tk = I Cancel |

Bwéc 7:  chon ving domain sé dwoc chap nhan. Ban cho Any Domain name khi muén

yéu cau tir tat ca cac noi khac déu dwoc chap nhan
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New Mail Server Publishing Rule Wizard x|

Public Name Details
Specify the public domain name (FODM) or IP address users will type ko reach the
published site,

Accept requests For: firyy domain nane

Incaoming Web requests will be Forwarded to the published website without checking For the
domain name.

< Back I Mext = I Cancel |

Buwédc 8:  chon Web Listener Port (chu y: Port lang nghe nay phai khac véi cac Port da
dwoc ap dung)

New Mail Server Publishing Rule Wizard x|

Select Web Listener
The Web listener specifies the IP addresses and port on which the ISA Server
computer istens For incoming Web requests,

Web listener;

Biweb Listen Pork

Edit... |

Listener properties:

Mew, ..
Propert | alue -
Description
Metwaorks External, Internal,Local H
Part(HTTP) 5030 b
Port(HTTRS) Disabled
Aythanticabinon methads - Trbaaraked il
< I _>I_I

authentication,

\ij) The selected liskener is nok configured to use OWA Forms-based
The selected liskener does not lisken on an HTTPS port,

< Back I Mext = I Cancel

Buwdc 9:  chon cac user sé bj ap dung
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New Mail Server Publishing Rule Wizard x|

User Sets
¥ou can apply the rule to requests From all users, Or, vou can limit access to
specific user sets,

This rule applies to requests from the Following user sets:

o all Users Add...

Edi...

Bemaove

i

< Back I Mext = I Cancel

Buwéc 10: téng két qua trinh Publish Mail Server

e. Cai dat Publish FTP Server

Budc 1:
Buéce 2:

gidéng cau 1a
trong Task tab, chon muc Create New Server Publishing Rule, sau d6 nhap

tén cua Rule

Buwdc 3:

New Server Publishing Rule Wizard x|

Welcome to the New Server

Microsoft ; Publishing Rule Wizard

Internet Security &

Acceleration Serverzons
Thiz wizard helps you create a new zerver publizhing rule.
Server publishing rules map incoming client requests to the
appropriate internal zerver.

Server publishing rule name:

Tao continue, click Mest.

< Back I Ment » I Cancel |

nhap dia chi IP clia Server ma ban muédn thuc hién Publish
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New Server Publishing Rule Wizard x|

Select Server
Specify the netwark, IP address of the server you are publishing.

Server IP address:

172 .23 . 45 | 166 Browse... |

< Back I Ment » I Cancel |

Buwdc 4: chon giao thirc s€ dwgc ap dung. Vi dang tao Publish FTP Server nén ta sé
chon giao thirc FTP

New Server Publishing Rule Wizard x|

Select Protocol
Select the protocol used by the publizhed zerver.

Selected pratocal:

FTP Server j Froperties... |
DMS Server

Exchanie RFC Server Poits... |

HTTPS Server Mew...
IKE Server

AP Server

IMAPS Server

IPSec ESP Server
IPSec NAT-T Server
L2TF Server
Microzaft SOL Server
b5 Server

MMTP Server
MMTPS Server

PhM Server

POP3 Server

~ |POP3S Server

PFTP Server
ROP (Teminal Services) Semver > I Cancel

RPC Server [all interfaces)
RTSP Server

SMTF Server

SMTPS Server

Telnet Server

Bwdc 5:  chon ving sé lang nghe yéu cau FTP Server
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New Server Publishing Rule Wizard x|

IP Addresses

Select the network 1P addreszses on the 154 Server that will listen for requests
intended for the published zerver.

Lizten for requests from these netwiorks:

M arme

O =% Internal <Al P addressess

O =% Local Host <Al IP addreszes:

O & Quarantined VPN Clients <Al IP addreszes:

O =P Clients <Al P addreszess

I_In:I‘J PN LN ST PR et [ By I ) Y | AR Ao il
< |L|_I

Address... |

< Back I Ment » I Cancel |

Bwdc 6:  bang tdng két vé Publish FTP Server
x

Completing the New Server

Microsoft Publishing Rule Wizard

Internet Security & “fou have successfully completed the Mew Server Publishing
Acceleration Server2004  Fule Wizard. The new Server Publishing Fule will have the
folloving configuration;

Hame; ;I

Public FTP
Published Server.

1722945 166
Published Service;

FTF Server
T

-ﬂ o

To cloze the wizard, click Finigh.

< Back I Finizh I Cancel

f. Cai dat Publish DNS Server
Twong tw cau 1c, chi khac & buédc 4 ban sé chon DNS Server
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