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MUC TIEU

Sau khi hoan thanh khéa hoc, hoc vién sé cé kha nang:

= Cai dat va si dung hé diéu hanh Linux (phién ban m&i nhat clia RedHat) va thuc thi duoc
céac thao tac tao tap tin, thw muc, quan ly ngwdi dung, cp quyén han s dung tai nguyén,
soan thdo van ban béng cac cong cu, chia sé tai nguyén thdng qua dich vu Samba, dat
han ngach dé gi¢i han s dung tai nguyén dia cing.

= Céu hinh va quan tri cac dich vu mang trén hé thdng Linux nhw: DNS, FTP, WEB, MAIL,
PROXY.

= Thiét lap mdt s6 co ché bao mat hé théng Linux théng qua cac coéng cu nhu: iptables,
tcp_wrappers,...

= T6 chirc hé thdng cho phép nguoi dung cé thé lam viéc tir xa qua Web, SSH, Telnet,
SFTP str dung cac cong cu nhw: Webmin, Usermin, OpenSSH, TELNET.

POI TWONG HOC VIEN

Hoc sinh, sinh vién, k§ sw CNTT, nhi*ng nhan vién quan tri mang (co' quan, xi nghiép) muén bd
sung kién thirc quan tri mang trén mai trwong Linux.

PHAN BO BAI GIANG

Thoi lwong: 96LT + 120TH

Bai hoc So tiét LT S6é tiét TH

1 | Gi6i thiéu vé Linux 3

2 Cai dat hé diéu hanh RedHat Linux 5 5
3 | Quan ly hé théng tap tin 8 10
4 | Caidat phan mém 3 5
5 Gi&i thiéu cac trinh tién ich 4 5
6 Quan tri ngwoi dung 5 5
7 Quan ly tai nguyén dia cng 3 5
8 | C4u hinh mang 5 10
9 | SAMBA 4 5
10 | NFS 3 5
11 Lap trinh Shell trén Linux 5 5
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12 | Quan ly tién trinh 5 5
13 | Dich vu DNS 5 10
14 | Dich vu FTP 5 5
15 | Dich vu Web 5 5
16 | Dich vu Mail 8 10
17 | Dich vu Proxy 5 5
18 | Linux Security 10 10
19 | Webmin 5 5
20 | Ontap 5
Téng sb tiét 96 120

Hoc phan 4 - Chimg chi quan tri mang Linux Trang 12/271



Huéng dan giang day

‘ BAI 1
Gi®i Thiéu Hé Diéu Hanh Linux

Tom tat

Ly thuyét: 3 tiét - thwec hanh: 0 tiét

Bai tap bat  Bai tip lam

Muc tiéu Cac muc chinh

budc thém

Bai hoc nay gioi thiéu l. Val do,ng ve I!c'r; su’,Llnu.x.

so lroc va lich sir phat II.  Lich str phat trién cua Linux.
e Vel PP\ 111, Nhirng wu diém cla Linux.

« R KX ” >
trien, kien trdc cda | 1 khuyét diém caa Linux.
Linux, wu va nhuoc

diém cua Linux so VO
cac hé diéu hanh khac.
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. Vaidong lich str vé Linux

Gitra nam 1960, AT & T Bell Laboratories va mét sé trung tam khac tham gia vao mét cé géng
nham tao ra mot hé diéu hanh méi dwoc dat tén 1a Multics (Multiplexed Information and
Computing Service). Bén nam 1969, chwong trinh Multics bi bai bé vi d6 la moét dw an quéa nhiéu
tham vong va do d6 khéng kha thi. Tham chi nhiéu yéu ciu déi véi Multics thdi d6 dén nay van
chwa c6 dwoc trén cac Unix méi nhat. Nhwng Ken Thompson, Dennis Richie va mot sb dong
nghiép cta Bell Labs da khéng bd cudc. Thay vi xay dwng mét hé diéu hanh lam nhiéu viéc mét
ltc nhw Multics, ho quyét dinh phat trién mot hé diéu hanh don gian chi lam tét mét cong viéc 1a
chay chwong trinh (run program). Hé diéu hanh sé cé rat nhiéu cac céng cu (tool) nhd, don gian,
gon nhe (compact) va chi lam tét moét cong viéc. Bang cach két hop nhiéu coéng cu lai véi nhau,
ho sé c6 mét chwong trinh thwe hién mét cong viéc phirc tap. D6 cling la cach thirc nguwdi 1ap
trinh viét ra chwong trinh. Vao nam 1973, sir dung ngdn ng* C cla Richie. Thompson dé viét lai
toan bo hé diéu hanh Unix va day la mét thay déi quan trong ctia Unix. Do d6, Unix tlr chd 1a mot
hé diéu hanh cho mot may PDP-xx tré thanh hé diéu hanh cla cac may khac véi mot cb gang toi
thiéu dé& chuyén dbi. Khodng 1977 ban quyén cta UNIX dwoc gidi phdng va hé diéu hanh UNIX
tré thanh mot thwong phdm. Hai dong UNIX: System V ctia AT&T, Novell va Berkeley Software
Distribution (BSD) ctia Dai hoc Berkeley.

- System V: Céac phién ban UNIX cubi cung do AT&T xuét ban 1a System Ill va mét vai phat
hanh (releases) cia System V. Hai ban phat hanh gan day ctia System V la Release 3.2
(SVR 3.2) va Release 4.2 (SVR 4.2). Phién ban SVR 4.2 |a phd bién nhét t» may PC cho t&i
may tinh 1&n.

- BSD: Twr 1970 Computer Science Research Group cla University of California tai Berkelry
(UCB) xudt ban nhiéu phién ban UNIX, dwoc biét dén duwdi tén Berkeley Software
Distribution, hay BSD. Cai tién cta PDP-11 dwoc goi la 1BSD va 2BSD. Tr¢ giup cho cac
may tinh ctia Digital Equipment Corporation VAX dwoc dwa vao trong 3BSD. Phat trién cla
VAX duoc tiép tuc véi 4.0BSD, 4.1BSD, 4.2BSD va 4.3BSD.

- Trwde 1992, UNIX la tén thudc s& hivu clia AT&T. tir 1992, khi AT&T ban bd phan Unix cho
Novell, tén Unix thudc s& hiru ctia X/Open foundation. T4t ca cac hé diéu hanh thda man mot
sb yéu cau déu co thé goi la Unix. Ngoai ra, Institute of Electrical and Electronic Engineers
(IEEE) da thiét 1ap chuan “An Industry-Recognized Operating System Interface Standard
based on the UNIX Operating System”. Két qua cho ra d&i POSIX.1 (cho giao dién C) va
POSIX.2 (cho hé thdng lénh trén Unix). Tém lai, vadn d& chudn hoéa UNIX van con rat xa két
qua cudi ciing. Nhwng day 1a qua trinh can thiét co loi cho sw phat trién cia nganh tin hoc noi
chung va sy sbng con cla hé diéu hanh UNIX néi riéng.
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Lich st phat trién cua Linux
Nam 1991, Linus Torvalds, sinh vién cta Dai hoc Téng hop Helsinki Phan Lan bat dau xem
xét Minix, mét phién ban cta Unix lam ra véi muc dich nghién ctru cach tao ra mét hé diéu
hanh Unix chay trén may PC vé&i bd vi xr ly Intel 80386.

Ngay 25/8/1991, Linus cho ra version 0.01 va théng bao trén comp.os.minix vé dw dinh cta
minh vé Linux.

1/1992, Linus cho ra version 0.02 v&i shell va trinh bién dich C. Linux khong can Minix nira
dé bién dich lai hé diéu hanh cta minh. Linus d&t tén hé diéu hanh cGa minh 1a Linux.

1994, phién ban chinh thirc 1.0 dwoc phat hanh.

Linux la mét hé diéu hanh dang UNIX (Unix-like Operating System) chay trén may PC véi bd
diéu khién trung tam (CPU) Intel 80386 tr& 1&n, hay cac bd vi xt ly trung tdm twong thich
AMD, Cyrix. Linux ngay nay con cé thé chay trén cac may Macintosh hodc SUN Space. Linux
théa man chuan POSIX.1.

Linux dwoc viét lai toan bd tir con sb khong, tirc la khong s&r dung mét dong 1énh nao cla
Unix dé tranh van dé ban quyén ctia Unix. Tuy nhién, hoat ddng ctia Linux hoan toan dwa
trén nguyén tac cta hé diéu hanh Unix. Vi vay, néu mét ngudi nam dwoc Linux thi sé ndm
dwoc UNIX. Nén chu y rang gitra cac Unix sy khac nhau ciing khéng kém gi gitra Unix va
Linux.

Linux la hé diéu hanh phan phat mién phi, phat trién trén mang Internet, twa Unix va dwgc st
dung trén may tinh ca nhan (PCs). Linux da phat trién nhanh chéng va tré nén phé bién trong
thdi gian ngén. N6 nhanh chéng dwoc nhiéu ngwdi st dung vi mét trong nhirng ly do la
khong phai tra tién ban quyén. Moi ngudi cé thé dé& dang download ti Internet hay mua tai
cac hiéu ban CD.

Linux la hé diéu hanh c6 hiéu nang cao, trong tat cd cac may tinh cé cau hinh cao hay thap.
Hé diéu hanh nay hé tro cac may tinh sir dung 32 ciing nhw 64 bit va rat nhiéu phan mém
khac nhau.

Qua trinh phat trién cha Linux dwoc tang tdc béi sw gip d& cta chwong trinh GNU (GNU'’s
Not Unix). D6 1a chwong trinh phat trién cac Unix cé kha ndng chay trén nhiéu nén tang khac
nhau. D&n hém nay, cudi 2001, phién ban mai nhéat cta Linux kernel 1a 2.6.11.3, cé kha nang
diéu khién cac may da b vi x(r ly va rat nhiéu cac tinh nang khac.
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IIl. Nhirng wu diém cta Linux

Trong sb nhitng hé diéu hanh théng dung ngay nay, Linux la hé diéu hanh mién phi duwoc st
dung réng rai nhat. Véi cac PC IBM, Linux cung cdp mét hé thdng day du véi nhirng chirc nang
da nhiém (multitasking) va da ngwdi dung (multiuser) lap sén, tan dung dwoc strc manh x& ly ctia
may 386 va cao hon.

Linux cé sén bd giao thirc TCP/IP gip ban dé dang két ndi Internet. Linux ciing c6 Xfree86 cung
cap cho ban mét giao dién dd hoa GUI day du. Nhivng phan nay ban khong can phai méat tién
mua chi can tai xudng ti Internet.

lll.1. Kha nang twong thich véi cac hé mé

Kha nang twong thich cia mot hé diéu hanh giip ban chuyén né tr mét nén nay sang mét nén
khac ma van hoat dong tét. Trwdec kia UNIX chi hoat déng trén mot nén duy nhét, d6 [a may dién
toan mini DEC PDP-7. Hién nay, UNIX chay dugc trén bat ky nén nao, tir may tinh xach tay cho
dén nhixng may tinh I&n dang mainframe. Nh¢& tinh twong thich nay, cac may dién toan chay
UNIX trén nhiéu nén khac nhau co thé lién lac v&i nhau mot cach chinh xac va hiru higu voi
nhirng loai nén khac.

l.2. Hé tror rng dung

Hién nay, Linux c6 hang nghin rng dung, bao gdm cac chwong trinh bao biéu, co sé& di liéu, xir
ly van ban... Ngoai ra, Linux cling cé hang loat trd choi gidi tri trén nén van ban ho&c d6 hoa.

ll.3. Lo ich cho gi®i chuyén nghiép dién toan
DPén voi Linux, gidi dién toan sé co hang loat cong cu phat trién chwong trinh, bao gdm cac bd
bién dich cho nhiéu ngdn ngi Iap trinh hang dau hién nay, chang han nhw C, C++, ...

IV. Khuyét diém cua Linux

IV.1. H6 tro ky thuat

C6 18 diéu tr& ngai nhéat cla Linux 1a khéng ¢ mét cong ty nao chiu trach nhiém phat trién hé
diéu hanh Linux nay. Néu cé diéu gi truc trac, ban khong thé goi mién phi cho mét bd phan hé tro
ky thuat nao ca.

Thiéu nguén tro' giup k§ thuat khéng chi dbi véi Linux ma ca véi nhirng (rng dung Linux. M&c du,
hién c6 vai chwong trinh mang tinh thwong mai danh cho Linux, song da phan lai la chwong trinh
mién phi do mét nhém nhé bién soan rdi dwa 1&én mang cho ca thé gi¢i str dung chung.
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IV.2. phan cirng

Mot diéu bat tién nira 1a thwe sw Linux khéng dé cai dat va rat nhiéu thanh phan khéng twong
thich v&i mét vai phan cirng nao d6. Cac nha phat trién Linux 1& nhirthg ngudi séng rai rac trén
hanh tinh nay, do dé khéng thé cé mét chwong trinh dwoc dam bao chat lwgng nhw théng 18. Cac
nha phat trién cadm thay chwong trinh cia minh ding dugc la tung ra cho moi ngwdi ciing xai chiy
khoéng cé mét thdi gian thir nghiém chwong trinh. Hon niva, cac phan cirng ma Linux hé tro tay
thudc vao loai may méc ma cac nha phat trién st dung khi soan thdo doan ma. Chinh vi thé ma
Linux khéng thé chay trén tat cd moi nén phan ctrng ctia PC hién nay.

V. Kién trac caa hé diéu hanh Linux

NGUOLDUNG
SHELL UNG DUNG TIEN ICH
Y Y Y
KERNEL
¥
PHAN CUNG

V.1. Hat nhan (Kernel)

La trung tam diéu khién cGa hé diéu hanh Linux, chra cac ma ngudn diéu khién hoat déng cla
toan bd hé théng. Hat nhan dwoc phat trién khéng ngrng, thuweng cé 2 phién ban méi nhat, mot
ban dang phat trién mai nhat va mot ban &n dinh méi nhat. Kernel dwoc thiét ké theo dang
modul, do vay kich thwéc that sy cia Kernel rat nhé. Chung chi tai nhirtng bd phan can thiét 1&én
bd nhé, cac bo phan khac sé dwoc tai 1en néu cé yéu cau st dung. Nhé vay so véi cac hé diéu
hanh khac Linux khéng s dung lang phi bé nhé nhér khong tai moi th 1én ma khéng can quan
tdm no co str dung khong.

Kernel dwgc xem Ia trai tim cGa hé diéu hanh Linux, ban dau phat trién cho cac CPU Intel 80386.
Diém manh cla loai CPU nay |a kha ndng quan Iy bd nhé. Kernel clia Linux cé thé truy xuét tdi
toan bd tinh nang phan ctng clia may. Yéu cau cla cac chwong trinh can rat nhiéu bo nhé, trong
khi hé théng c6 it bd nh¢, hé diéu hanh st dung khong gian dia hoan dbi (swap space) dé lwu trip
cac di liéu xt ly clia chwong trinh. Swap space cho phép ghi cac trang cia bd nhé xuat cac vi tri
danh s8n trong dia va xem né nhw phan mé& réng clia vang nhé chinh. Bén canh sir dung swap
space, Linux con hd tro cac dac tinh sau :

- Bao vé vung nh¢ gitra cac tién trinh, didu nay khéng cho phép mét tién trinh l1am tat toan bo
hé thdng.

- Chi tai cac chwong trinh khi cé yéu cau.
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V.2. Shell

Shell cung cép tap Iénh cho ngudi ding thao tac véi kernel dé thuc hién cong viéc. Shell doc cac
lénh tlr ngwoi dung va x& ly. Ngoai ra shell con cung cdp moét sd déc tinh khac nhw : chuyén
hwéng xuat nhap, ngdn nglr Iénh dé tao cac tap tin 1énh twong tw tap tin bat trong DOS.

C6 nhiéu loai shell duwgc dung trong Linux. Diém quan trong dé& phan biét cac shell véi nhau la bd
lénh ctia mbi shell. Vi du, C shell thi sl dung cac 1énh twong tw ngdn ng® C, Bourne Shell thi
dung ngbn nglr Iénh khac.

Shell s&r dung chinh trong Linux la GNU Bourne Again Shell (bash). Shell nay |a shell phat trién
tir Bourne Shell, 1a shell st dung chinh trong cac hé thdng Unix, v&i nhiéu tinh nang méi nhw :
diéu khién cac tién trinh, cac lénh history, tén tap tin dai ...

V.3. Cac tiénich

Céc tién ich dwoc ngudi dung thworng xuyén st dung. N6 dung cho nhiéu thé nhw thao tac tap
tin, dia, nén, sao lwu tap tin ... Tién ich trong Linux cé thé Ia cac 1énh thao tac hay cac chuong
trinh giao dién d6 hoa. Hau hét cac tién ich dung trong Linux |4 san pham ctia chuwong trinh GNU.
Linux c6 s8n rat nhiéu tién ich nhw trinh bién dich, trinh g& 16i, soan van ban ... Tién ich co thé
duoc st dung béi nguoi dung hodc hé thdng. Mét sé tién ich dwoc xem la chuan trong hé théng
Linux nhw passwd, Is, ps, vi ...

V.4. Chwong trinh trng dung

Khac v&i cac tién ich, cac wng dung nhw chwong trinh word, hé quan tri co' sé& di¥ liéu ... la cac
chwong trinh cé d6 phirc tap 1&n va dwoc cac nha san xuét viét ra.

VI. Cac dac tinh co ban cua Linux

Linux hd tro cac tinh nang co ban thwdng thay trong cac hé diéu hanh Unix va nhiéu tinh nang
khac ma khong hé diéu hanh nao cé dwoc. Linux cung cAp mdi trwdng phat trién mot cach day dd
bao 96m cac thw vién chuan, cac cong cu lap trinh, trinh bién dich, debug ...nhw ban mong doi &
cac hé diéu hanh Unix khac. Hé thdng Linux trdi hon cac hé thdng khac trén nhiéu méat, ma nguoi
dung quan tdm nhw sy phat trién, téc do, dé sir dung va déc biét 1a sy phat trién va hé tro mang.
Mot sb dac diém cla Linux ching ta can quan tam :

VI.1. Pa tién trinh

La dac tinh cho phép ngudi dung thwe hién nhiéu tién trinh déng thei. Vi du ban vira in, vira soan
van ban, vira nghe nhac... cing mét luc. May tinh s& dung chi mét CPU nhuwng xt& ly déng thoi
nhiéu tién trinh cung luc. Thuc chat | tai mot thdi diém CPU chi x&r ly dwoc mdt ménh 1énh, viéc
thwe hién cung luc nhiéu cOng viéc la gia tao béng cach lam viéc xen ké va chuyén doi trong tho&i
gian nhanh. Do d6 nguoi dung civ ngd la thuc hién dong thoi.

VI.2. Téc dd cao

Hé didu hanh Linux dwoc biét dén nhuv mot hé diéu hanh co6 téc d6 xt ly cao, bdi vi né thao tac
rat hiéu qua dén tai nguyén nhw : bo nhé, dia...
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VI.3. B nhé& ao

Khi hé théng s dung qua nhiéu chwong trinh 1&n dan dén khéng dd bd nhé chinh (RAM) dé hoat
doéng. Trong trwéng hop d6, Linux dung bd nhé tir dia la partition swap. Hé théng sé dwa cac
chwong trinh hodc di¥ liéu ndo chwa cé yéu cau truy xuét xudng viing swap nay, khi c6 nhu cau
thi hé théng chuyén Ién lai bé nhé chinh.

VI.4. Str dung chung thw vién

Hé thdng Linux c6 rat nhiéu thw vién dung chung cho nhiéu (rng dung. Diéu nay sé gitp hé théng
tiét kiem dwoc tai nguyén cling nhw thdi gian xi ly.

VI.5. Str dung cac chwong trinh xtr ly van ban

Chuwong trinh x@ ly van ban Ia mét trong nhung chwong trinh rat can thiét déi véi ngudi st dung.
Linux cung cép nhiéu chwong trinh cho phép nguoi dung thao tac véi van ban nhw vi, emacs,
nroff

VI.6. Str dung giao dién ctra s6

Giao dién ctra s dung Hé théng X Window, cé giao dién nhw hé diéu hanh Windows. V&i hé
thdng nay ngudi ding rat thuan tién khi lam viéc trén hé thdng. X window System hay con goi tt
la X dwoe phat trién tai vien Massachusetts Institute of Technology. N6 dwoc phat trién dé tao ra
méi trwdng lam viéc khong phu thudéc phan cirng. X chay dwéi dang client —server. Hé théng X
window hoat déng qua hai bd phan :

- Phan server con goi la X server
- Phan client dwoc goi la X window manager hay desktop environment.

X server str dung trong hiu hét cac ban phan phdi cla Linux la Xfree86. Client st dung thuweng la
KDE (K Desktop Environment) va GNOME (GNU Network Object Model Environment)

Dich vu Samba st dung tai nguyén dia, may in v&i Windows. Tén Samba xuét phat tir giao thirc
Server Message Block (SMB) ma Windows st dung dé chia sé& tap tin va may in. Samba la

chwong trinh s dung giao thirc SMB chay trén Linux. S dung Samba ban c6 thé chia sé tap tin
va may in v&i cac may Windows

VI.7. Network Information Service (NIS)

Dich vu NIS cho phép chia sé cac tap tin password va group trén mang. NIS la mét hé théng co
s& dir liéu dang client-server, chira cac théng tin clia ngwdi dung va dung dé chirng thwec nguoi
dung. NIS xuat phat tir hdng Sun Microsystems véi tén la Yellow Pages.

VI1.8. Lap lich hoat ddng chwong trinh, (rng dung

Chwong trinh 1ap lich trong Linux xac dinh cac (rng dung, script thyc thi theo mét s sap xép cua
nguwdi dung nhw: at, cron, batch.
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V1.9. Cac tién ich sao lwu dir liéu

Linux cung cAp cac tién ich nhu tar, cpio va dd dé sao lwu va backup di liéu. RedHat Linux con
cung cép tién ich Backup and Restore System Unix (BRU) cho phép tw dong backup di liéu theo
lich.

VI1.10.H6 tro nhiéu ngén ngir 1ap trinh.

Linux cung cAp mot méi trwéng lap trinh Unix day da bao gdm cac thw vién chuén, cac cong cu
lap trinh, trinh bién dich, chuwong trinh debug chwong trinh ma ban cé thé tim thay trong cac hé
diéu hanh Unix khac. Ngén ngir chl yéu st dung trong cac hé diéu hanh Unix 1a C va C++. Linux
dung trinh bién dich cho C va C++ la gcc, chuong trinh bién dich nay rat manh, hd tro’ nhiéu tinh
nang. Ngoai C, Linux cling cung cAp cac trinh bién dich, théng dich cho cac ngdn ngir khac nhuw
Pascal, Fortran, Java...
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‘ BAI 2
Cai bat Hé Diéu Hanh Linux

Tom tit

Ly thuyét: 5 tiét - Thwc hanh: 5 tiét.

Bai tap bat  Bai tip lam

Muc tiéu Ciac muc chinh buge them
Gioi thidu cho hoc vien | |- Yéu cau phan cing. Bai tap 02
. v axs na ax | Il Diaclrng va phan vung dia (sach bai
cach cai dat hé diéu . o
hanh Li S0 dat o3 trong Linux. tap)
anh Linux, cal dal cac | 1 Quan ly 6 dia va partition trong
thiet bi, tim hiéu Linux.

nguyén ly hoat dong, | |, Khé&i dong chwong trinh cai dat.

chwong trinh  khéi | V.  Cac bwdc cai dat hé diéu hanh

dong hé diéu hanh Linux.

Linux. VI. CAu hinh thiét bj.

VII. Str dung hé théng.

VIII. Khéi ddng hé thdng.

IX. Shutdown va Reboot hé théng.

X. St dung runlevel.

XI.  Phuc héi mat khau cho user
quan tri.

XIl. Tim hiéu boot loader.
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.  Yéu cau phan cirng

Linux khéng doi hdi may cé cau hinh manh. Tuy nhién néu phan cing c6 cau hinh thap qua thi co
thé khong chay dwoc XWindow hay cac rng dung cé s&n. Cau hinh téi thiéu nén dung:

- CPU : Pentium MMX tré Ién.

- RAM : 64 MB tr& 1én cho Text mode, 192MB cho mode Graphics.

Dia cirng: Dung lwgng dia con phu thudc vao loai cai dat.

Custom Installation (minimum): 520MB.
Server (minimum): 870MB.

Personal Desktop: 1.9GB.

Workstation: 2.4GB.

Custom Installation (everything): 5.3GB.

+ + + + +

- 2M cho card man hinh néu muébn st dung mode d6 hoa.

Il. Diacirng va phan vung dia trong Linux

Dia cirng dwgc phan ra nhiéu vung khac nhau goi la partition. M&i partition st dung mot hé théng
tap tin va lwu triy div liéu. M6i dia ban chi chia dwoc tdi da 4 partition chinh (primary). Giéi han
nhw vay la do Master Boot Record ctia dia chi ghi ti da 4 chi muc t&i 4 partition.

DPé tao nhiéu partition lwu tri di¥ liéu ( hon 4) ngwdi ta dung partition m& rong (extended
partition). Thuwc ra partition m& rong ciling la primary partition nhwng cho phép tao cac partition
con duwgc goi la logical partition trong noé.

lll. Quan ly 6 dia va partition trong Linux

Linux st dung co ché truy xuat 6 dia théng qua tap tin. M6i 6 dia dwoc gan véi mét tap tin trong
thw muc /dev/. Ky hiéu 6 dia fd cho & mém, hd cho 6 cirng, sd danh cho 6 SCSI. Ky tw a, b, ¢ ...,
gan thém vao dé xac dinh cac 6 dia khac nhau cuing loai.

Ky tu md ta 6 dia Physical block devices(Cac

thiét bi luu trir)

Hda Primary Master

Hdb Primary Slave

Hdc Secondary Master

Hdd Secondary Slave

Sda First SCSI disk

Sdb Second SCSI disk

Vidu:

O crng thir nhat hda, 6 cirng thir 2 hdb ...xac dinh cac partition trong 6 dia ngudi ta dung cac sb
di kém. Theo qui dinh partition chinh va mé rong dwoc gan sb tir 1 — 4. Céc logical partition dwoc
gan cac gia tri twe 5 tré di.
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hdal - FAT Primary Partition
hda? — Linux Native

o hda3 — Extended partition

hda5 hdaé

Nhw hinh vé& trén la cac partition clia 6 cirng th&r nhat hda: cé 2 partition chinh ky hiéu 14 hda1 va

hda2, mét partititon mé réng la hda3. Trong partition mé& réng hda3 cé 2 partition logic cé ky

hiéu la hda6 va hda5. Trong Linux bat budc phai cé tbi thiéu 2 partition sau:

- Partition chinh chira thw muc gbc (/) va hat nhan ( goi la Linux Native partition)

- Partition swap dwoc dung lam khéng gian hoan ddi di liéu khi viing nhé chinh dwoc st dung
hét. Kich thwéc clia phan swap st dung tiy thudc hé théng minh st dung nhiéu hay it tng
dung. Théng thudng thi kich thuwdc ving swap bang kich thwdc bd nhé chinh.

IV. Khéi déng chwong trinh cai dat

IV.1. Boot ttr CD-ROM

Néu may ban c6 CD-ROM, ban hay kh&i déong may tinh, chinh lai BIOS th( tw boot dau tién 1a
CD-ROM va dwa dia cai dat vao 6 CD.

IV.2. Boot ttr dia khéi dong Windows

BIOS clia may ban khéng hé tro boot dwoc tlr CD, ban c6 thé khéi dong tir dia khéi dong DOS.
Sau khi khéi déng, dwa CD cai dat vao 6 CD-ROM. Gia sir 6 CD cua ban 1a 6 E:. Bwdc ké ban
thwe hién.

Cd Dosutils Autoboot

IV.3. Boot tir dia mém khé&i dong Linux

CD cai dat Linux cé chira tap tin image giup kh&i dong cai dat Linux tir dia mém. Trén RedHat
Linux 7.x Image nay lwu trong thw muc: <cdrom_write>\images\bootnet.img.

Trén RedHat 9.0 va Fedora core thi tap tin <cdrom_write>\images\bootdisk.img

Dé bung tap tin image nay ra dia mém chung ta dung chuwong trinh rawrite ¢ trong thw muc
dosultils ctia dia cai dat. Trén moi trwdng Windows:

<cdrom_write>\dosutils\rawrite

Enter disk image soure file name : ..\bootnet.img

Enter the target disk device : A

Please insert formatted diskette into device A: and press — ENTER -- : enter
Trén méi trwdng Linux ta c6 thé dung lénh:

#dd if=/mnt/cdrom/images/<image name> of=/dev/fd0
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V. Cac bwéec cai dat hé diéu hanh Linux

V.1. Chon phwong thirc cai dat
Ngudn cai dat tw :
- CD-Rom: C6 thé kh&i dong tr CD-ROM hoéc khéi dong bang dia mém boot.

Dfia cirng: Can st dung dia mém boot(dung I&nh dd hodc mkbootdisk dé tao dia mém boot).

- NFS image: St dung dia kh&i ddong mang. Két néi t&i NFS sever.
- FTP: St dung dia khéi déng mang. Cai trwc tiép qua két néi FTP.
- HTTP: Str dung dia kh&i ddng mang. Cai truc tiép qua két néi HTTP.

V.2. Chon ché dé cai dat

Fedora

- To install or upgrade in graphical mode, press the <ENTER> key.
— To install or upgrade in text mode, type: linux text <ENTER>.

— Use the function keys listed below for more information.

boot: _

Chung ta c6 thé chon cac ché do:
- Linux text: Chwong Hé Diéu Hanh Linux d&t dwéi ché do text(Text mode).

- [Enter] : Chwong Hé Diéu Hanh Linux dat dwdi ché do dd hoa(Graphical mode)

V.3. Chon ngén ngir hién thj trong qua trinh cai dit
Fedora

Wit language: winild you fike 10 use during the installation

Language Selection process?

Choose the language you would
like to use during this installation.

tied) (& I

Chinese(Traditonal) (#8214 1)

Croatan (Hrvatski)

Czech (Cektina)

Danish (Dansk)

Dutch iNederands)

Estonian (eest keel)

Finnish {=uami ] X

French (Frangaish

Geman (Deutsch)

Hunganan (magyas

Ieelandic (|slenska)

Talian ftakian) )

Japanese (B1E)

Korean (BH30H) =

B3 Hide Help | | [§ Belease Notes | 4 Back | [P Hea
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Chon ngén ngir “English” réi chon Next

V.4. CA&u hinh ban phim

Keyboard
Configuration

Choose the layout type for the
keyboard (for example, U.S.
English) that you would like to
use for the system.

'@ Hade Help :"j[zrhw:un

() Sebect the approprate keybound for the system,

Romanian o]
Russsian

Rirssian (cpl251)

Rurssian (Micromolt)

Rurssian (rul)

Russian (rul)

Fussian {wan)

Slovakian

Sloversan

Spanish

Swadish

Swiss French

Swiss French fatnl}

Swiss Geman

Swiss Geman {lasinl}

Turkish L3
Ukeairdan

United Kingdom

U5, Engish

U5, Intemational =

(@ gk | [B tew |

Chon loai ban phim ctia minh, chon Next

V.5. Chon cau hinh mouse

Cnlinge Help
Mouse Configuration

Choose the comect mouse type
ter your system,

Do you have a P52, USB, Bus
or serial mouse? (Hint: If the
connector your mouse plugs
intn is round, itis aPS2 ara
Bus mouse; if rectangular, itis a
LISE mouse; if rapezaidal, it is
a senal mouse.)

Try ta find an exact match. If an
exact match cannot he found,
choose one which is
campatible with yours.
Otherwise, choose the
appropriate Generle mouse
ype.

If you have a serial mouse, pick
the device and partit is
connected to in the next box.

Matse Canfiguration

é "y Select the appropnate mouse for the system.

[ous I8
2 Button Mouse (senal)
2 Buiton Mouse (USB)
3 Button Mouse (Fa/2)
3 Bumon Mouse (seral)
3 Button Mouse (USE)
wheel Mouse (LISE)
I Genius
f Kensinglon
[+ Lognech
b Miciosolt iE‘

Pevice

(=] L] Emulate 3 bunians

# gk | @ en

Chon loai Mouse phti hop v&i mouse cGa minh. Khi chon Iwu y cdng gén mouse la serial hay

PS/2, chon Next.

V.6. Lwa chon loai man hinh

Thoéng thwong tai bwdc nay hé diéu hanh sé tw ddng nhén dung loai man hinh hién thi néu khéng
thi ta phai cau hinh lai man hinh hién thij trong hop thoai bén phai.
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Fedora

|2 Inmost cases, the monitor can be automancally detecied. i the
dutected settings arm nat comect for the monitor, sebect the rght

Monitor settings.

Configuration Samsung Synchasies TOONF =
Samsing SyneMaster FO0TFT

The insallaton program was Samsung SyncMaster 700b Plus

not able to propery detect your Samsung SyncMaster 700p Plus ICSHTE0)

monitor. You can either Samsung SyneMaster 701 IFT

proceed with the currect Samsung SyncMaster 7100Mjh (CHRT700%

selection or select a monitor

5 SyncMaster 7100M)s (CHBZ700™)
that best maiches the model R 3 i

Samsing SyneMastes TS0Mib

anached 1o this system,
Samsung SyncMaster T50Ms(T)

You may also enter the Samsiang SyncMastes SOUTFT

harizontal and vertical Samging Synchasier 300 In

synchronization ranges for your = Samsung SyneMaster SO0FET &

monitor. These valugs can be Samsing SyncMaster S00NF

found In the documentation for Samsung SyncMaster H00SL (CSM2')

your display. Be careful when Samsung SyneMaster B00p [CSHIEIT) J
entering these values; if you Samising SyncMaster S50

enter values that fall outside

a Samsung SyncMaster 9550
the capabilities of your o

o

equipment, you can cause Horigoneal Sync: | 10-70 ki
damage to your display. Only [ Vemical Sync: [s0160 He [Restore original vaiues
e Al Fombed 6L )

[ ea] [ b ]
Chon Next.

V.7. Lwa chon loai cai dat

Limix Tarminal Sarvar
The Lnux Project (LTSP} adds

werkstatons. Pleass see hepbwwer kLI oo loe desaby and
[ip——

Installation Type

Choose the rype of installation
that will best meet your needs. A

o [ Bt bty suier: e Wesal
An installation will destroy any )] A el

previously saved infarmation on — ke
the selected partitions.
_ =k Workstation
For mare infarmatian conceming . J The option srutab & graphe aldedkion mevinement mis 1ook o
scltware deveiooment are sysiem adniiaten.

the difierences among these
installation classes, refer 1o the
product documentation,

- Server
- ket this nstabiion tyoe fyow mould e to set op e shating, prnt
g sharing. ‘can aluo be enable

and you can

[l cuswm
@ |l ‘Select ik 4R AR o "
% process. inchiéng sohmare package selection and parioring.

Brssetis] [ s hows] [ ] [b ten ]
M6t sb loai cai dat thong dung:
- Workstation: Cai dat hé diéu hanh phuc vu cho cong viéc ctia moét may tram.
- Server: Cai dat hé diéu hanh phuc vu cho may chu.
- Custom:co thé tich hop cac tly chon trén mét cach tuy .
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V.8. Chia Partition

Disk Partitioning
Setup

One of the largest obatacles for
a new user during a Linux
installation is pantitioning, This
mracess (s made easier by
praviding autormatic
partitioning.

Automatic Panitioning sets partisions based on the selecied
imstallation type. You also can customize the partitions once
they have been created.

The manual disk partitioning tal, Disk Deid, allows: you to
create partitions in an ineactive envisonment. You can sef the

By selecting aummatic
fibe system types, mount pomts, partition sizes, and more.

partitioning, you will not have
o use partitoning oals o
assign mount points, create
partitions, or allacate space for
your installaton,

@ Automatically partition
) Marually panition with Disk Druid

To parition manually, choose
the Disk Druid panitioning .
toal.

Use the Back buton to choose |

3 Hide Help| | [ Release Notes 4 Bk | B Mem

- Automatically partition.: cho phép hé théng tw dong phan vung 6 dia hop ly dé cai hé diéu
hanh(théng thuwong theo cach nay thi hé thong sé tao ra hai phan vung: /boot, /, swap)

- Manually partition with Disk Druid: Chia partition bang tién ich Disk Druid. Day la cach
chia partition dw®i dang do hoa dé dung.

- Néutala nguw®i méi hoc cach cai dat thi nén lwa chon Automatically partition.

V.9. Lwa chon Automatically partition

Automatic
Partitioning

Automatic partitioning allows
yau to have some contral
concerning what data is
removed (if any) from your
system.

Te remeve only Linux partitions
{pariitions created from a
previous Linux installavon),
select Remove all Linux
partitions on this system.

To remove all partitions on
your hard drive(s) {this includes
panitions created by other
aperating systems such as
Windows 95Q8MNT/2000),
select Remove all partitions
on this system.

|§H.m~ Hc.-lp- :_g'nulu.u.e leus..

Before automatic paritioning can be set up by the
installation progran, you mist choase hew to use
the space on your hard drives.

| want to have automatic paitioning:

(= Remove all Linux panitions on this system

(2 Remove all panitions on this system

3 Keep all pantitions, and use existing free space
Select the drivels) to use for this installabon;

[+l sda 4095 ME VMware, Viware Vinual 5
[ wdb 2097 ME VMware, Viware Virtual S
Il sdc 2047 ME VMware, Yiware Vinual 5

I} Review (and modfy if needed) the panitions created

L3

[ B Next

| Back |

- Remove all Linux partitions on this system: khi ta muén loai bé tit ca cac Linux partition

c6 san trong hé théng.

- Remove all partitions on this system: khi ta muén loai bd tat ca cac partition cé san trong

hé théng.

- Keep all partitions and use existing free space: khi ta mudn gii lai tAt c& cac partition c6
san va chi st dung khéng gian tréng con lai @& phan chia phan vung.

- Tuy theo tirng yéu cau riéng ma ta c6 thé lwa chon cac yéu cau trén cho phu hop, sau d6

chon Next
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= Duive Mevisda {4033 MB) (Model Viware, Vidware Vietoal 5}
Ha.:.:\ i
e g 158

Diive Mev/sdb (2047 MB) (Medel: VMware, Viiware Vietsal 5)

Disk Setup

Choase where you would like ||
Fedora Core 1o be installed.

Diive Mev/udc (2047 MB) (Model: VMware, ¥Mware Virsal 51

I you do not know how 1o Free ]
partition your system or If you 2047 WO
need help with using the T - | Til T T B |
manual patitioning tools, refer New | Edv | Dese | Reset | RAD | LWM
o the product documentation. { Mount Point/ Size
Device: RAIDNVolume|  T¥Pe  [Fomat| e | Sea | End
I you used avtomatic = Mard Deves
partitioning, you can either - fdevisda
accept the current partition Kdevisdal  fhooe ext K’ w11
IS:W"QL: {clkk N:‘m, ek “Id"" Mdevisda2 | extd ¢ WM M a8
¢ Selup using the manual
i {devisda3 swap v 188 409 522
partiioning toal,
= idev/sdh
I you are manually paritioning P Free space w1 m
your systermn, you will see your = jdevjsde
current hard drive(s) and Fres Froe space a7 1 260

partilions displayed below, Use
the partiboning tool to add, edit, |[«| [ Hide RAID devica/L VM Valuma Group members.

[Rrnte on| [ Betense Notes [@ B | [B ten |
LEL i L L

V.10. Chia Partition bang Disk Druid

Trong bwéc 8 ta chon Manually partition with Disk Druid dé& thwc hién phan chia phan ving st
dung tién ich Disk Druid.

Disk Druid hién thi cac partition cia dia dwdi ché dd dd6 hoa & phia trén. Ban cé thé chon tirng
partition dé thao tac.

Chi tiét cac partition gém kich thuéc, loai hé théng tap tin, thuw muc dwoc mount vao dwoc mé ta

trong hinh sau:

I Viware,

Disk Setup st |
Deive 4 Whtware, VMware Virtesl 5)

Choose where you would like Free ]

Fedora Core to be installed. (o o7 us

047 MB) (Medde | Viware, VMware Virtsal 5}

If you da not know how to

pantition your system or if you
need help with using the I I [
manual panitiening twols, refer Mew | Edt | Delee | Ree | RAD t LM

1o the product documentation.
P Mot Point/ Sizs ‘5laR]Lnd[ |

RAIDVolume ME)

[ o |

=
W you used aulomatic
partitioning, you can either
acceplt the current partition
setings (click Next), or modify
the setup using the manual

panitioning tool. . Free space w7 1l
* [devisde
I you are manually partitioning Free Free space 47 1 261

your systerm, you will see your

current hard drive(s) and

pantitions displayed below. Use

the partitioning teol @ add, edit, |[+] [ Hde RAID Sevice/LVM Velume Gioup members

| i tielp| |5 Retease Nores | 4 Back L- Hent |
- New: Tao moét partition m@i, chi dinh tén phan vang(mount point), loai filesystem(ext3) va
kich thudc(size) tinh bang MByte(tuy chon).
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Mount Paoint: /boot]

File System Type: | ext3 & |

sda 4095 MB VMware, VMware Virtual S

Allowable Drives:

Size (MB): 100 =
Additional Size Options
@ Fixed size

() Fill all space up to (MB): 1 -
() Fill to maximum allowable size

[[] Force to be a primary partition

| 8 Cancel H o OK |

- Edit: Thay d6i lai cac tham sé ctia phan vung dwoc chon.
- Delete: Xobéa phéan vung dugc chon.
- Reset: Phuc hoi lai trang thai dia nhw trwdc khi thao thac.

- Make RAID: S dung véi RAID (Redundant Array of Independent Disks) khi ta c6 it nhat 3
dia cirng.

V.11. Cai dat chwong trinh Boot Loader

Boot Loader la chuwong trinh cho phép ban chon cac hé diéu hanh dé khéi dong qua menu. Khi
chuing ta chon, thi ching x&c dinh cac tap tin can thiét dé khéi dong hé didu hanh va giao quyén
diéu khién lai cho hé diéu hanh. Boot Loader cé thé dwoc cai vao Master Boot record hodc vao
sector dau tién cta partition.

BootlLoader ||| 7T T o o R
Configuration You can configuee the hoot lnader 10 boot ather operating

systems. It will allow you t select an operating Sysiem 16
boot from the list. To add additianal opatating systems,

By default, the GRUB boot which are pot automatically detected, click 'Add." To

loader will be installed on the change the operating system boated by default, sebect

system. If you do not want to Default’ by the desired operating system.

install GRUR as yaur boat [m“" Label J!}e\'i:e Add |

loader, select Change boot T Fadom Core fdevfsdbl |

loader, Edt

Delete |

You can also choose which OS5 e

(if you have more than one) k
should boot by default. Select | A boot loader password preverns users from changing

options passed 1o the kemel. For greater system

i Ve Sciay, s recommandud thl o 36  puseod

default bootable OS, You wil (7] Use & boot loader password | Chinge ¢ 3

nat be able to move forward in

the installation unless you [] Confgure advanced boot loadet options

choose a default boot image.

You may add, edit, and delete

the boot loader entries by -
B3 Hide Holp | ._djﬁol«mHeloti Back | B New

Linux cho phép ban s dung chwong trinh Boot Loader la GRUB hoac LILO. Ca 2 Boot Loader
déu c6 thé hd tro quan ly nhiéu hé diéu hanh trén mot hé théng.

- Ban chon cai Boot Loader vao Master Boot Record (MBR) khi chwa c6 chwong trinh Boot
Loader nao (Vi du nhw ctia Windows) duwoc cai, hodc ban chéc chan chwong boot loader ctia
ban cé thé khdi dong duogc cac hé diéu hanh khac trong may cta minh. Khi cai Ién MBR thi
cac chuong trinh Boot Loader trwéc dé sé bj thay thé bang Boot Loader méi.
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- Chon cai Boot loader vao sector dau tién cta partition cai dat khi ban da c6 chwong trinh
Boot Loader tai MBR va khéng muén thay thé né. Trong trwerng hop nay, chwong trinh Boot
Loader kia ndm quyén diéu khién trwdc va tré dén chwong trinh Boot Loader cha Linux khi ¢
yéu cau khéi dong hé diéu hanh nay.

- Ban khong cai chwong trinh Boot loader, khi d6 ban phai st dung dia mém boot dé khai
doéng hé diéu hanh.

- Ta co thé dat mat khau cho boot loader théng qua nut Change password.

V.12. Cau hinh mang

% Metwork Devices
Network

C f 2 Active on Boot | Device |IF/Netmask
onfiguration Ei ethD  172.29.14.150255.255.255.204

Any network devices you have

an the system will be

automatically detected by the

installation program and shown

in thee Network Devices list.

Hostname

To confiqure the network Set the hostmame:

device, first select the device ) ot

and then click Edit. In the Edit

Interface screen, you can ® mamaky | nhon ik Sonale.cras)
choose to have the IP and

Netmask information Miscellaneous Setings

fi

configured by DHCP of you Gatay 7 0 1 17

can enter it manually. You can ¢ - -

also choose to make the Primary DNS: 172 .28 .14 . 15‘1_

device active at boot time, Secondary DNS ! L

Terany DNS:

If you do not have DHCP cliem

ACCRSS OF ATE UNSUTE A% 10
B Hide Holp| | Rdoase Notes | 4 Bk | B Nea

hinh cu thé. Khi cAu hinh cu thé, ban phai nhap nhirng théng sb ciu hinh mang trong muc chon
edit:

Edit Interface eth0

Configure eth0 - Advanced Micro Devices [AMD]|79c970 [PClket?az LANCE]
[] Cenfigure using DHCP

Activate on boot

IP Address: 172 .| 29 . 14 . 150
Netmask: 255 .| 255 .| 255 . 128

‘8QanceIH o OK ‘

- |IP Address: Chi dinh dia chi IP ctia host cai dat.
- Netmask Address: subnet mask cho dia chi IP trén.
Active on boot: Card mang dwoc kich hoat khi hé diéu hanh khai dong.

Host name: Néu ban c6 tén dns day du thi khai béo tén day da. Trong trudng hop ban khang két
ndi vao mang, ban ciing dat tén cho may théng qua muc manually. Néu khéng tén nao duoc dién
vao thi gia tri mac nhién st dung la localhost

Miscellaneous Settings: dé chi dinh dia chi gateway va Primary DNS, va mot sé thong sé khac.
Céc trworng khong cé gia tri thi cac trwong d6 khong duoc st dung trong hé théng.
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V.13. Cau hinh Firewall

Trong Linux c6 tich hop Firewall dé béo vé hé théng chdng lai mot sb truy xuét bat hop phap t
bén ngoai. Ta chon Enable Firewall, sau d6 chon loai dich vu can cho phép bén ngoai truy cap

vao Firewall.

| Afieewall can help prevent unauthasized access 10 your companer from the

Fi'ewa" outside world, ‘Would you biue 1o enable a feewall?
: 2 N firowall
Configuration L] %) Enable firewal A

Wht senvices shoud be allowed to pass theough the finewal?
A firewall =its berwesn your

computer and the network, and 1 www HTTR)
determines which resources on Cl FIp
YOUr compater remote users on 884
the network are able o access, ] Telnet
A properly configured firewall O Ml ESMTRY
can greatly increase the out-of-
the-box secunty of your system,
Ochor ports:

Choose the appropriate
security level for your system. 1 you would like bo allow all tralfic from a device, select it below.
[ emo
No Firewall — No firewall
provides complete access o
your system and does no
security checking. Security
checking is the disabling of
access 1o cenain services, This
should enly be selected if you

V.14. Chon ngén ngir hé tro’ trong Linux

Ban cé thé cai dat va
dinh(English(USA)) va c

BAtide Help| | (5 Release Notes | 4 Bxk B besr |
Fedora
il Select the default linguage for the system: | Englsh (USA) ~ |
Additional
Language Support Salpet ganienal [anquages to install an the systam:
1 Enghsh {Denmarks = et Al |

Select a language ke use as [ English iGreat Brtsn) _—
the default language. The _1 English (Hong Kongi Select Defauh Only |
default language will be te ] English (ndia) T s
language used on the system 1 English Areland} Reset |
once installation is complete. If (] English (New Taatand)
you choose 1o Install ather ] English (Phifippines)
languages, itis possible to English (Sisgagen) ||
change the default language Bl A
aker the installation. 2
The installation program can Rrgftsh i
install and suppart several | Estonian
languages. To use more than [ Farcese (Faroe Islandsh
ane language on your syslem, ] Fanrish
choose specific languages 1o [ French (Relgam)
b instalbed, or select all 1 [ French (Canada
languages to have all available Franch (Feance)
languages installed on the 7 Erench (Luxemburg)
System. =l |l French iSwitzedand =]

e telp| | [ Riedease Noies | 4 Back B i |

st dung nhiéu ngén ngir trong Linux. Cé thé chon ngén nglr méac
ac ngdn ngtr khac dé st dung.

V.15. Cau hinh khu vwec dia ly cta hé thong

Cac vi tri chia theo cha

u luc. O Viét Nam 1a Asia/Saigon, ta cé thé chon muc nay mét cach dé

dang théng qua viéc dinh vi chudt tai dung vi tri trén bang db.
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Fedora’

Time Zone
Selection

Setyour time zone by selecing
wour companer's physical
location.

On the Interactive map, click on
a specific city imarked by a
yellow dot) and a red X will
appear indicating your
selection. You can also scroll
thraugh the availabla list and
choose a time zone.

You can also scroll through the

city list and choose your
desired time zone.

You can also selectthe

System Clock uses UTC

[@Btite o] [ Beteanse Notes |

V.16. Dat mat khau cho nguwoi

aption (UTE, also kngwn as |

=]
LE:, Pinase seloct the nearest city in your smezone:

Amarctica/Davis - Divis Stasen, Vestfokd Hits

[Locaon |pescription =
iRl s 1}
AslafSalgon 7]
Asiasakhain Moscows (7 - Saihalin istand

3 2 v
B I |
[ System chock wses UTC

|4 gk | B hem

quan tri

Trén Linux ngwoi quan tri thwdng dwoc goi la nguwoi root. Mat khau cua user root bat budc co
chiéu dai tbi thiéu clia password 1a 6 ky tw. Ban nén dat password gdm co ky tw, sé va cac ky tw
dac biét d& ddm bao an toan. Lwu y password phan biét chi» hoa va thwérng. Ban phai danh vao 2
lan, khi dong chir bén duéi xuat hién “ Root password accepted” thi dugrc.

Set Root Password

Use the root account ol for
administration. Once the
installation has boen completed,
create 2 nonoat account for yaur
general use and 1 - o gain
root access when you nead o fix
something guickly, These basie
rules will minimire the chances of
2 typo or incomect command
doing damage 1o your system.

;ﬁlm tctp | (3 Bistease Notes |

V.17. C4u hinh chirng thwe

Online Halp

Authentication
Configuration

o can skip thir pection U you wil
Dot be gesting 1 network
pessweeds, I you are wsure, agk
your system administretor for
ansistence

Unless o are seteig up an VIS
paaswerd, you wil notice that both
M DS snd shadow are selected.
Using both will meke your sy¥tem
a3 secure o8 possble

» Enable MDS Passwords
sl a long passward to
bewsed (i o256
g .

* Lire Shadow Pazswords
promides 3 very secure
method of retaining
pessnrds for you

® Enatle NS allows you to

T Hide mlpl T Fstaase Notes

=l

{_J Enter the ot (adminestratod) passwosd for the system.

Foat Passwond:
Cenfinm

Readwng package eformation.

Mha]| ]

Austhonticasan Cordguration
¥ Ensble MDS passwerds

¥ Enatle shadow passwords

s | LoAP | erberos 5| |

[~ Enatos M5

7 La

< Wack = Nt
[ B nen |

Néu ban khéng s dung password mang cé thé bd qua ciu hinh nay nhung van st ché dé chon
mac nhién (chon Enable MD5 passwords va Enable shadow passwords)

Enable MD5 passwords: cho phép password s dung t&i 256 ky tw thay vi chi t&i 8 ky tw
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Enable shadow passwords: cung cip co ché Iwu trir password an toan. Password dwoc lwu trip
trong tap tin /etc/shadow va chi cé root méi dwoc doc.

Enable NIS: cho phép moét nhdm may trong mét NIS domain st dung chung tap tin passwd va
group. Chon cac tham sb sau :

+

+

NIS domain: Xac dinh NIS domain ma may nay tham gia

Use broadcast to find NIS server: Cho phép s dung théng diép quang ba dé tim NIS
server.

NIS Server : Xac dinh NIS server.

Enable LDAP: Hé théng cla ban sir dung LDAP cho mét vai hodc tat c& cac phép
chirng thue.

LDAP Server : Xac dinh LDAP server (dung dia chi IP)

LDAP Base DN: cho phép tim kiém théng tin ngu®i dung dwa trén DN(Distinguished
Name)

Use TLS (Transport Layer Security) lookups: tuy chon nay cho phép LDAP g&i tén
ngudi dung va password ma hoa t¢i LDAP server trwdc khi chieng thye.

Enable Kerberos: l1a hé théng cung cap cac dich vu chirng thyee trén mang. Cac lwa chon :

+ + + +

Realm: cho phép ban truy xuét t&i mang st dung Kerberos.
KDC: cho phép ban truy xuét t&i Key Distribution Center (KDC).
Admin Server: cho phép ban truy xuét t&i server chay kadmin

Enable SMB Authentication: Cai PAM dé dung mét Samba server chirng thirc cho cac
client.

SMB Server: Xac dinh samba server ma cac may tram két néi t&i dé chirng thuc.
SMB Workgroup: Xac dinh workgroup ma samba server dwoc ciu hinh tham gia.

V.18. Chon cac chwong trinh va Package cai dat

Ban chon cac chwong trinh can cai dat, néu ta chon everything la cai tat ca cac chwong trinh,
chon Minimal 1a chi cai mét sé chwong trinh hodc phan mém théng dung.

Néu ban ndm rd cac package can thiét cho cac chwong trinh minh mong muén thi chon Select
individual packages. Ta c6 thé chon Details dé chon chi tiét cac thanh phan trong tirng phan
mém hodc nhém cac cbng cu.
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Fedora’

Package Group
Selection

Select the package (applicatian)
graups that you want to install. Ta
select a package group, click on
the check box baside it.

Once a package group has been
selected, click on Details w view
which packages will be installed
by default and 10 add or remove
optional packages from that
qgroup.

B3 Hide Help | ._qmme Nuzs|

This greup is a collection of graphical administration tools =
for the system, such as for managing user accounts and
configuring <ystem hardware,

(‘\g_

=] System Tools
2

] Printing Support

22l el

This greap is a collection of vasious tools for the system,
such as the client for connecting 1o SMR shares and toals
10 monitor network traffic

e Detals

il Imstall these tools 1o enable the system 10 pRnt of act as
NEL prien server

Miscellaneous
FILTSP [3ym] Details
[ The Linux Terminad Service Project

Everythlng
. This group includes all the packages available, Note that
& there are substantially more packages than pust the ones in
* all the other package grougs on this page.
L] Minkmal n

Choose this groun to get 1he minimal passible set of
packages, Uselul for creating small rostesTrewall boxes,
fee example.

Total ins1all size: 3,881M

2 pck | B bt |

V.19. Dinh dang filesystem va tién hanh cai dat

Installing Packages

We have gathered all the
information needed to install
Fedara Core on the system, It
may take a while o install
everything, depending on how
many packages need o be
installed.,

VI. Cau hinh thiét bi

VL1. Bd nhé (RAM)

Fadqrg "

Formanting fusr file system...

System RAM dwoc BIOS nhan biét khi khéi dong, Linux kernel co kha nang nhan biét dwoc tat ca
cac loai RAM(EDO, DRAM, SDRAM, DDRAM).

VI.2. Vi tri lwu triv tai nguyén

Dé cho phép céc thiét bi phan cirng trong may tinh cé thé giao tiép truc tiép voi tai nguyén hé
thdng, dac biét 1a CPU thi hé thdng sé& dinh vi dwdi dang lines va channels cho méi thiét bi nhu:
IRQ(interrupt Request Lines), Input/Output Address and Direct Memory Access channels(DMA).

- IRQ cho phép thiét bi yéu cau CPU time, IRQ c6 gia tri tir 0 ->15
- 10 address chi dinh dia chi trong b6 nhé, CPU sé giao tiép véi thiét bi bang cach doc va ghi

bd nhé trén dia chi nay.

- DMA cho phép thiét bi truy xuat bdé nhé hé théng nhw ghi va xt ly div liéu ma khoéng can truy

xuat CPU.
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Kernel lwu trir thong tin tai nguyé&n nay trong thw muc /proc, cac tap tin ta can quan tam:

+ /proc/dma

+ /procl/interrupt
+ /proc/ioports
+ /proc/pci

Tuy nhién ta c6 thé str dung cac codng cu Ispci, dmesg dé c6 thé xem théng tin IRQ, 1/0, DMA...

Thiét bi 1/0 port IRQ
/dev/ttyS0 0x03F8 4
/dev/ttyS0O 0x02F8 3
/dev/Ip0 0x378 7
/dev/Ip1 0x278 5
Soundcard 0x220

Ethernet 0x300 10
card

Ethernet 0x340 9
card

Ta c6 thé cAu hinh céc théng tin trén bang cach thay dbi théng tin trong tap tin /etc/modules.conf

VI.3. H6 tror USB

Hau hét cac phién ban linux sau nay cé kha ndng nhan biét (Detect) USB device, mét khi USB
dwoc cdm vao USB port thi n6 dwoc USB controller diéu khién, Linux hd trg rat nhiéu USB
controller (ta cé thé tham khao trong tai liéu USB howto), thiét bi USB dwoc Linux kernel nhan
biét qua tap tin /dev/sda1

VI1.4. Network Card

Kernel cta linux hd tro hau hét NIC, dé& xem chi tiét thoéng tin hién tai ctia card mang ta s dung
cac lénh sau day: Dmesg, Ispci, /proc/interrupts, /sbin/lsmod, /etc/modules.conf

VI.5. Cai dat modem

Trong phan nay ta tim hiéu cach cai dat Serial modem, ta tim hiéu cac serial port dwgc nhan biét
trén Linux

Dos Linux

com1 /dev/ttyS0
COM2 /devittyS1
com3 /devi/ttyS2

Sau day la mét s bwdrc cai dat serial modem:

Hoc phan 4 - Chimg chi quan tri mang Linux Trang 35/271



Huéng dan giang day

Buwdc 1: Dung Iénh setserial dé scan serial device.
Buwdc 2: Dung Iénh Is —s /dev/ttyS1 /dev/imodem

Buwéc 3: ciu hinh Dial profile théng qua cong cu wvdial cung c&p script wvdialconfig dé
ta scan nhitng thong tin can thiét cho modem va ghi vao file /etc/wvdial.conf (trong
phan nay ta chi quan tam vé van dé cai dat modem cho nén day la mét bwéc tham
khao thém)

VI1.6. Cai dat va ciu hinh may in
Trwéde khi cai d&t may in ta can cai thém package system-config-printer-0.6.98-1(Fedora Core).
Sau do6 ta dung |énh #system-config-printer

Chon New dé cai dat may in

Dat tén Printer va chon Queue Type
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{ Uueue Driver |

Select the Driver to use with this Queue.
<+> LaserJet 1188na
<+> LaserdJet 1158
<-> LaserJet 1288
Postscript
gimp-print
gimp-print-ijs
hpi js
hpi js-rss
1 j5gray

ommi-compiled
pxlmono ()
<+> LaserdJet 1228

Chon Queue Driver dé chi dinh loai may in

| Red Hat Printer Config |

Queue Aliases Tupe Details

——————— Create a New Queue: Hame and Type |————

About to create the following gueue:
Type: Local Printer Device
Device: sdev/lpB
Driver: HPF Laserdet 12688 1 jetd

[ Hew | Edit Delete Default Test Exit

VII. Str dung hé théng

VII.1. Pang nhap
Linux la hé diéu hanh da ngwdi dung, tai mot thdi diém nhiéu nguwdi cé thé cung st dung hé
théng dé lam viéc. M&i ngudi dung c6 mét tai khoan trong hé théng. Tai khoan nay dung dé quan
ly va phan biét cac nguwdi dung véi nhau.
DPé s dung hé théng, trwdc hét ban phai dang nhap vao. Khi ban két ndi t¢i may thi man hinh
hién thi dong

+ Login:

+ Password:
C6 2 dang d4u nhéc 1énh:

+ Dang $ dung cho nguwi dung thwong.

+ Dang # dung cho ngu&i dung quan tri (root).
Khi login vao hé théng, ching ta thdy dau nh&c lénh xuét hién c6 dang:
[tén-dang-nhap@tén-may thu-muc-hién-hanh]dau-nhac-lénh

[root@server root]#

- T d&u nhéc lénh ta c6 thé st dung lénh theo cl phap nhw sau: Tén-lénh [tuy-chon] [tham-
sO]
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+ Tuy chon c6 dang: —<ky-ty>
+ Né&u c6 nhiéu tuy chon thi ta dung dau khodng trang dé lam d4u ngan cach hoac két
hop nhiéu tiy chon
[root@server rootl#ls —a —I /etc
- Linux cho phép chung ta két hop nhiéu lwa chon chi dung mét du - . Nhw vi du trén ta c6 thé
dung lénh Is —al /etc thay cho Is —a —I /etc
- Chuyén sang user khac: Dang lam viéc chung ta c6 thé chuyén sang nguoi dung khac ma
khéng phai logout ra. Trong trwd'ng hop nay ban dung Iénh su.
+ $su [tén-user] : chuyén sang user méi
- Néu tén-user khéng c6 thi mac dinh 1a chuyén qua root
- Théng thweng khi ching ta chuyén sang user khac thi bién méi trwong ctia hé théng van gitr
nguyén theo user cii. D& s dung bién méi trwdng clia user méi ching ta dung thém tham sb
- trong Iénh su.

Vi du: #su — [user]

VIl.2. M6t sé Iénh co ban

Ténlénh | Y nghia

date Hién thi ngay gi® hé théng

who Cho biét cac nguwdi dung dang dang nhap vao
hé théng

tty Xac dinh tap tin tty ma minh dang login vao.

cal Lich

finger Hién thi cac théng tin clia cac ngwoi dung nhw
ho tén, dia chi ...

chfn Thay dbi théng tin clia ngudi ding

head Xem ndi dung tap tin t dAu tap tin

tail Xem ndi dung tlr cudi tap tin

hostname | Xem, ddi tén may

passwd | Dbi mat khau cho user

VIL.3. Str dung tro’ giup man

Trong MS DOS dé biét ci phap hay y nghia ctia mét Iénh chuing ta hay dung gitp d& cta lénh
bang cach danh tham sb /? vao phia sau 1énh, con Windows cé bd Help cho phép ban tim kiém
cac théng tin lién quan dén mot van dé nao do. Linux cung cp cho ban mét hé théng thw vién
gilp d& ban tim cac théng tin theo tlr khéa ban nhap vao. Du khéng cé giao dién bang Window,
nhwng cac tai liéu giup d& nay rat cé ich déi voi nguwoi st dung dac biét khi st¢ dung cac lénh.
Cac ban sé biét cac lénh trong Linux st dung rat nhiéu tly chon ma chung ta khong thé nhé hét
dwoc, Linux cung cép trinh tro giup man

$man [tir-khoa]
Vi du: Tim kiém céc thong tin vé [énh Is
$man Is

Ban dung phép diéu khién I&n, xubng dé& xem trang man. Néu mudn xem tirng trang dung phim
space. Dé thoat khai man: chon phim q
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Man phan d@ li&u minh lwu trir thanh nhivng doan (session) khac nhau véi cac chi dé& khac nhau
la

Session | Tén cha dé Y nghia

1 User command cac lénh thong thwong cla
hé diéu hanh

2 system call cac ham thw vién kernel clia
hé théng

3 subroutines cac ham thw vién 1ap trinh

4 devices cac ham truy xuét tap tin va
x@ ly thiét bi

5 File format cac ham dinh dang tap tin

6 games cac ham lién quan dén tro
choi

7 Miscell cac ham khac

8 Sys. admin cac ham quan tri hé théng

Xac dinh cu thé thong tin cla moét chu dé nao, chung ta dung Iénh man nhu sau:
$man [session] [tir-khda]
Vi du : man 3 printf :Xem cac thong tin v& ham prinf ding trong lap trinh

Néu chung ta khéng xac dinh session thi session mac nhién la 1

VIIl. Khéi dong hé théng

VIIl.1.Cac bwéc khéi dong hé théng:

- Bwéc 1: Khi mdt may PC bét diu khéi dong, bod vi xr ly sé tim dén cubi vung bd nhé hé
thdng clia BIOS va thyc hién cac chi thi & do.

- Bwé&c 2: BIOS sé kiém tra hé thdng, tim va kiém tra cac thiét bi va tim kiém dia chra trinh
kh&i dong. Thong thwéong, BIOS sé kiém tra 6 dia mém, hodc CDROM xem c6 thé khéi dong
tr chung dwoc khong, roi dén dia cirng. Thir tw cla viéc kiém tra cac & dia phu thudc vao
cac cau hinh trong BIOS.

- Buwéc 3: Khi kiém tra & dia cirng, BIOS sé& tim dén MBR va nap vao vung nhé hoat dong
chuyén quyén diéu khién cho né.

- Buwéc 4: MBR chtra cac chi dan cho biét cach nap trinh quan ly khéi ddng GRUB/LILO cho
Linux hay NTLDR cho Windows NT/2000. MBR sau khi nap trinh quan ly khéi dong, sé
chuyén quyén diéu khién cho trinh quan ly khéi dong.

- Buwérc 5: Boot loader tim kiém boot partition va doc théng tin ciu hinh trong file grub.conf
hoéc lilo.conf va hién thi Operating Systems kernel c6 sén trong hé théng dé cho phép ching
ta lwa chon OS kernel boot.

Vi du vé grub.conf

default=0
timeout=10
splashimage=(hd0,0)/grub/splash.xpm.gz
title Fedora Core (2.6.8-1.521)
root (hd0,0)
kernel /vmlinuz-2.6.8-1.521 ro root=LABEL=/
initrd /initrd-2.6.8-1.521.img

titte Windows 2000
rootnoverify (hd0,1)
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chainloader +1
- Bwé&c 6: Sau khi chon kernel boot trong file cAu hinh ctia boot loader, hé thdng tw déng load
chwong trinh /sbin/init d& sb kiém tra hé théng tap tin (file system check) sau dé doc file
/etc/inittab dé& xac dinh mirc hoat dong(runlevel). Céc Linux runlevel

Mode/runlevel Thw muc lwu M6 ta mode hoat dong
script
file(Directory)
0 letc/rc.d/rc0.d La mirc shutdown hé
théng(halt)
1 /etc/rc.d/rc1.d Chi danh cho mét nguoi

dung thuong ding dé stra
16i hé thong tap tin.(con goi
la single user mode)

2 /etc/rc.d/rc2.d Khong st dung(user-
definable) .
3 letc/rc.d/rc3.d S dung cho nhiéu nguoi

dung nhwng chi giao tiép
dwdi dang Text(Full multi-
user mode no GUI

interface)

4 /etc/rc.d/rc4.d Khoéng st dung(user-
definable)

5 /etc/rc.d/rc5.d S& dung cho nhiéu nguoi

dung va co thé cung cép
giao tiép dd hoa.(Full
multiuser mode )

6 /etc/rc.d/rc6.d Mrc reboot hé théng

- Bwéc 7: Sau khi xac dinh runlevel(thdng qua bién initdefault), chwong trinh /sbin/init sé& thuc
thi cac file startup script dwoc dat trong cac thw muc con cla thw muc /etc/rc.d. Script st
dung runlevel 0->6 dé xac thv muc chra file script chi dinh cho trng runlevel nhu:
letcirc.d/rc0.d -> /etc/rc.d/rc6.d. Ta tham khao moét sé file script trong thu muc /etc/re.d/rc3.d/

KO1yum K50snmptrapd  S09isdn S40snortd

S90mysql

K0Sinnd K50tux S10network  S44acpid
S90xfs

K05saslauthd K50vsftpd S12syslog  S55cups
S95anacron

K15postgresqgl K54dovecot S13irgbalance
S55named S95atd

K20nfs K70aep1000 S13portmap  S55sshd
S97messagebus

K24irda K70bcm5820 S14nfslock
S56rawdevices S97rhnsd

K25squid K74ntpd S20random  S56xinetd
S99local

K34yppasswdd K74ypserv S24pcmcia
S78mysqld  S99webmin

K35smb K74ypxfrd S25netfs S80sendmail
K35vncserver K92iptables S26apmd S85gpm
K35winbind  S00microcode_ctl S28autofs

S85httpd

K50snmpd S05kudzu S40smartd  S90crond

Hoc phan 4 - Chimg chi quan tri mang Linux Trang 40/271



Huéng dan giang day

Ta can lwu y tén tap tin bat dau bang tir khéa “S” cé nghia rang tap tin nay sé dwoc thuc thi lic
kh&i dong hé théng, ngwoc lai tap tin bat dau bang tir khéa “K” nghia réng tap tin d6 dwoc thuc
thi khi hé théng shutdown, s theo sau cac tir khéa “S” va “K” dé chi dinh trinh tw kh&i déng cac
script, ké tiép |a tén file script cho tirng dich vu .

- Bwdc 8: Néu nhuw & buwdc 4 runlevel 3 dwoc chon Iwa thi hé théng sé chay chwong trinh
login & yéu ciu dang nhap cho tirng user truéc khi st dung hé thdng, néu runlevel 5 duoc
chon lwa thi hé thdng sé load X terminal GUI application dé& yéu ciu dang nhap cho tirng
user.

IX. Shutdown va Reboot hé thong

- Dé shutdown hé théng ta thwc hién mét trong cac cach sau:
+ [root@server root]# init 0
+ [root@server root]# shutdown -hy t (shutdown hé thdng sau khoang thdi gian t giay)
+ [root@server root)# halt
+ [root@server root]# poweroff
- Dé reboot hé théng ta cé thé thyc hién mét trong cac cach sau:
+ [root@server root]# init 6
+ [root@server root]# reboot

+ [root@server rootl# shutdown —ry 10 (chi dinh 10 phat sau hé théng sé reboot hé
théng)

X. S dung runlevel

Chuyén ddi runlevel: Runlevel dwoc hiéu la cac mirc hoat dong clia hé théng, dé
chuyén dbi cac mirc hoat ddng nay ta dung I&nh init #runlevel_number. Vi du ta
mudn chuyén sang mirc 1 ta dung I&nh init 1 IGc nay dau nhéc shell cia hé théng &
dang bash-2.05b#, ta c6 thé dung Iénh startx dé chuyén sang runlevel 5 (twong
dwong véi 1énh init 5). Dat runlevel mac dinh cho hé théng ta dung trinh tién ich mc dé
hiéu chinh théng sb runlevel X(0->6)

id:X:initdefault:

Xl. Phuc hoi mat khau cho user quan tri
Trong trwérng hop ta dé mat mat khau ctia user quan tri(root user), lic c6 nhiéu cach dé phuc hdi
mat khau cho user nay:
+ Ta c6 thé diung lénh dia mém khéi dong (ta c6 thé dung 1énh mkbootdisk hodc dd dé
tao dia nay,...)
+ Dua vao boot loader LILO hoac GRUB(ta chi st* dung cach nay trong trwong hop ta
c6 thé edit dwgc boot loader khi kh&i dong, néu khéng ta phai dung cach 1)

Ta thwc hién dién hinh cach 2(dwa vao grub boot loader) nhw sau:
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+ Khéi dong may.
+ Khi GRUB Screen hién thij ta chon phim e dé edit boot loader(néu ta cé dat mat khau
cho GRUB thi nhap mat khau vao).

GRUB wersion B.93 (638K lower -~ 63424E upper memory)

root C(hdd,B8)
kernel <bootsumlinuz-2.4.22-1.2115.nptl ro root=LABEL=/ rhgb
initrd <bootsinitrd-2.4.22-1.2115.nptl. ing

+ Chon muc kernel /boot.... Sau d4 bdm phim e dé edit muc nay va thém tir khoa -s dé
vao runlevel 1 sau d6 bam phim enter

rub edit> kernel sboot/unlinuz-2.4.22-1.2115.nptl ro root=LABEL= rhgb -s]]

+ Sau khi thyc thi bwdc 3 ta bAm phim b dé boot hé théng vao runlevel 1 va thuc hién
lénh passwd dé thay dbi mat khau cta user root.

sh-2.85b# passwd

: it is too simplisticrssystematic

Retype new password:
passwd: all authentication tokens updated successfully.
sh-2.85b# _

+ dung I&nh init 6 d& reboot hé théng.

XIl. Tim hiéu boot loader

Xll.1. GRUB boot loader

Xll.1.1 Téng quan

GRUB 14 trinh kh&i ddng may tinh, né cé nhiém vu tai nhan va kh&i déng hé thdng Linux ciing
nhw mot sé hé diéu hanh khac: FreeBSD, NetBSD, OpenBSD, GNU HURD, DOS, Windows 95,
98, Me, NT, 2000 va XP...

Nam 1995, Erich Boley thiét k¢ GRUB. Ndm 1999, Gordon Matzigkeit va Yoshinori K. Okuiji ké
thira GRUB thanh géi phan mém GNU chinh thirc.

- GRUB hé trg' nhiéu hé diéu hanh bang cach khéi dong truc tiép nhan hé diéu hanh hoac
bang cach nap chudi (chain-loading).

- GRUB hé trg nhiéu hé théng tap tin: BSD FFS, DOS FAT16 va FAT32, Minix fs, Linux ext2fs
va ext3fs, ReiserFS, JSF, XFS, va VSTa fs.

- GRUB cung cép giao dién dong lénh linh hoat 14n giao dién thwc don, ddng thoi cling hé tro
tap tin cau hinh.
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XI1.1.2 Tap tin cau hinh
Doan th nhat: mé ta cac chi thi tbng quat nhu:
+ Hé diéu hanh mac dinh (default)
+ Thoi gian chd deoi nguwdi dung nhép div liéu trwde khi thye hién |énh mac dinh
(timeout=10), tinh bang giay.
+ Ta ciing c6 thé chon mau dé hién thi trinh don (color green/black light-gray/blue)
Doan th& hai: cho biét cac thong sé dé khéi dong hé Linux:
+ Tiéu dé trén trinh don 14 Red Hat Linux (title)
+ Hé diéu hanh nay sé kh&i dong tir partition dau tién cta 6 dia thir nhat — / (hda0,0:6
dia thir nhat, partition thir nhat). Va can phai mount partition nay truéc.

+ Tap tin vmlinuz dang dwoc chira trong thw muc root va filesystem root dang nam trén
partition thir ndm cla dia cing th& nhat (/dev/hdc5)

+ Dong lénh boot nh&c phai nap ngay hé diéu hanh da dwoc khai bao & trén.
Doan th& ba: cho biét cac théng sb vé hé diéu hanh th hai dang dwoc cai dat trong hé thdng.

+ Tiéu dé la Windows

+ Hé diéu hanh dang chiém partition thir nhat cla 6 dia th( hai (hda1,0). C6 diéu v&i
I&nh rootnoverify, GRUB khéng can chu y kiém tra xem partition nay cé dwoc mount
hay khéng.

+ CAu Iénh chainloader + 1 da st dung +1 lam tén tap tin can kh&i déng nhw moét mac
xich trong tién trinh: +1 cé nghia la sector th& nhat cda partition dang xét
Ban c6 thé dung lénh man grub.conf dé tim hiéu thém vé tap tin ciu hinh nay.
Lwu y: T GRUB muén chuyén sang LILO thyc hién cac buéc sau:

Trong thw muc /etc cé tap tin lilo.conf.anaconda. T tap tin nay copy thanh tap tin
lilo.conf

+ Thwec thi Iénh lilo

XIll.1.3 Bao mat cho GRUB

Dung tinh nang mat khau ctia GRUB dé chi cho phép ngudi quan tri ding cac hoat déng twong
tac (nhw bién tap d& muc thuc don va vao giao dién dong lénh). Bé sir dung tinh nang nay, can
chay lénh password trong tap tin cdu hinh: password --md5 <PASSWORD>

Khi d6 GRUB khéng cho phép diéu khién twong tac nao (<e> va <c>), cho dén khi gé phim <p>
va nhap dung mat khau. Tuy chon --md5 cho GRUB biét rang PASSWORD & dinh dang MD5.
Néu khéng st dung tuy chon nay, GRUB cho rang PASSWORD & dang van ban thuan tuy.

XIll.1.4 Khéi dong GRUB twr ntidr
- Cai GRUB lén sector khéi dong ctia mot phan ving (chéng han nhw /boot, & /dev/hda2).

- Chép sector kh&i dong dé vao dia mém hodc mot hé théng tap tin trén dia cng, thi du cho
dia mém (sau khi da dwoc gan tai /mnt/floppy):

dd if=/dev/hda2 of=/mnt/floppy/bootsect.Inx bs=512 count=1

- Tén cla tap tin bootsect.Inx phai theo quy dinh 8.3 dé ntldr c6 thé nhan dién dwoc.
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- Khéi déng lai Windows va chép tap tin bootsect.Inx vao thw muc gbc trén dia C:

- Thay dbi thudc tinh chi-doc cta tap tin C:\boot.ini, néu can, bang Windows Explorer hoac
bang dong 1&nh (C:\attrib -s -r c:\boot.ini, va sau khi thwc hién xong C:\attrib +s +r c:\boot.ini).
M& tap tin boot.ini béng moét trinh bién tap, chéng han nhw Notepad, thém dong
c:\bootsect.Inx="Linux" vao tap tin dé.

[bootloader]

timeout=5

default=multi(0)disk(0)rdisk(0)partition(1)\WINNT

[operatingsystems]

multi(0)disk(0)rdisk(0)partition(1 \WINNT="Microsoft Windows 2000 Professional"/fastdetect
c:\bootsect.Inx="Linux"

Mbi khi thay ddi sector khéi dong dung dé tao bootsect.Inx, can phai cap nhat ban méi cla tap tin
nay.

Xl1l.2. LILO boot loader

LILO 1 mét boot manager nam tron géi chung v&i cac ban phat hanh Red Hat, va la boot
manager mac dinh cho Red Hat 7.1 tr& vé trudc.

XI1.2.1 Thiét 1ap cAu hinh LILO.

LILO doc théng tin chiva trong tap tin ciu hinh /etc/lilo.conf dé biét xem hé théng may ban cé
nhirtng hé diéu hanh nao, va cac thong tin kh&i dong ndm & dau. LILO duwoc lap ciu hinh dé khai
dong madt doan théng tin trong tap tin /etc/lilo.conf cho tirng hé diéu hanh. Sau day 1a vi du vé tap
tin /etc/lilo.conf

Poan 1:

- Boot=/dev/hda

- Map=/boot/map

- Install=/boot/boot.b

- Prompt

- Timeout=50

- Message=/boot/message
- Lba32

- Default=linux

Poan 2:
- Image=/boot/vmlinuz-2.4.0-0.43.6

- Label=linux
- Initrd=/boot/initrd-2.4.0-0.43.6.img
- Read-only
- Root=/dev/hdab
Poan 3:

- Other=/dev/hda1
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- Label=dos

DPoan th&r nhét:

Cho biét LILO can xem xét vao MBR (boot=/dev/hda1)

Kiém tra tap tin map

N6 con cho biét LILO co6 thé cai dat mot tap tin dac biét (/boot/boot.b) nhuw la mét
sector kh&i ddng méi

Théi gian cho trwdc khi nap hé diéu hanh méc dinh (default=xxx) dwgc khai bao théng
gua dong timeout=50 (5 giay) — thoi gian tinh bang 1/10 cla gia tri”.

Nap thdng tin trong qua trinh khéi dong tir tap tin /boot/message

Dong LBA32 cho biét cdu hinh clia dia cirng: cho biét dia cirng clia ban hé tro LBA32,
théng thwéng dong nay cé gia tri linear (ban khéng nén déi lai dong nay néu ban
khéng hiéu ré 6 dia cirng cla ban, ban cé thé tim hiéu dia clrng cla ban c6 hd tro
LBA32 hay khdng bang cach xem trong BIOS)

Poan th hai:

+

Cung cép théng tin khéi ddng cho hé diéu hanh linux
Dong image bao cho LILO biét vi tri ctia kernel Linux

Dong label hién dién & ca 2 doan cho biét tén clia hé diéu hanh nao sé xuat hién tai
trinh don kh&i dong cla LILO.

Dong root xac dinh vi tri root file system cta Linux

Doan th& ba: Dong other cho biét partition cila mét hé diéu hanh nira dang & hda1 cla 6 dia

clng.

Lwuy: Tk LILO muén chuyén sang GRUB thyc hién cai dat nhuw sau:

#/sbin/grub-install [t&én_6_dTa]

Vi du: #/sbin/grub-install /dev/had
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Tom tit

BAI 3

Hé Thong Tap Tin

Ly thuyét: 8 tiét - Thwc hanh: 10 tiét.

Muc tiéu

Cac muc chinh

Bai tip bit

Bai tap lam

Bai hoc nay gigi thiéu
cac khai niém co ban
vé hé théng tap tin,
cau trac hé théng tap
tin, cac loai tap tin
dwoc hd tro trén linux,
cach tao va quan ly
cac hé thdng tap tin,
str dung cac Iénh lién
quan dén hé théng tap
tin, thw muc.

VI.

Cau truc hé thong tap tin.

Céu truc cay thu muc.

Céc thao tac trén hé théng tap
tin va dia.

Cac thao tac trén tap tin va thw
muc.

Lwu trir tap tin/thw muc.

B&o mat hé théng tap tin.

budc

Bai tap 3.1

(sach bai
tap - Hé
thdng tap
tin)

thém
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. Cau trdc hé thong tap tin

- M@i hé diéu hanh cé cach td chirc lwu triv div liéu riéng. O mirc vat ly, dia dwoc dinh dang tir
cac thanh phan sector, track, cylinder. O’ mirc logic, mdi hé théng st dung cau tric riéng, cé
thé dung chi muc hay phan cap dé cé thé xac dinh dwoc div liéu tr mire logic t&i mirc vat ly.
Cach t6 chirc nhw vay goi 1a hé théng tap tin (file system).

- Chang han nhu Windows st dung hé thdng tap tin FAT16, FAT32, WinNT str dung NTFS dé
tang cwong bao mat hé thong tap tin.

- Heé thdng tap tin la mot phan co ban ctia hé diéu hanh Linux.

- Mét hé théng tap tin la thiét bi ma né da dwoc dinh dang dé lwu tri tap tin va thw muc.

- Heé théng tap tin Linux bao gém: dia mém, CD-ROM, nhirng partition cGa dia cing. Nhirng
hé thc“')ng tap tin thwong dwoc tao trong qua trinh cai dat hé diéu hanh. Nhwng ban ciing ¢cé
thé thay ddi ciu tric hé théng tap tin khi thém thiét bi hay chinh sra nhirng partition da tén
tai. Nhw vay, viéc biét va hiéu cau tric hé thdng tap tin trong Linux that 14 quan trong.

- Linux hé tro rat nhiéu loai hé thdng tap tin nhu: ext2, ext3, MS-DOS, proc. Hé thng tap tin
co ban cla Linux la ext2 va ext3 (hién tai la ext3). Hé théng tap tin nay cho phép dat tén tap
tin t&i da 256 ky tw va kich thwéc toi da la 4terabytes. MS-DOS dung dé truy cap truc tiép
nhirng tap tin MS-DOS. Bén canh dé, Linux con hd trg vfat cho phép dat tén tap tin dai doi
v&i nhirng tap tin MS-DOS va nhirng partition FAT32. Proc 1a mét hé théng tap tin do (/proc)
nghia la khéng danh dung lwong dia phan phédi cho né. Ngoai ra con c6 nhivtng hé théng tap
tin khac nhuw is09660, UMSDOS, Network File System (NFS).

- Céc thanh phan cla hé théng tap tin:

+ Superblock
+ Inode

+ Storageblock
Super Block: la mét cau tric dwoc tao tai vi tri bat dau hé théng tap tin. N6 lwu triv thong tin vé
hé thdng tap tin nhu: Thong tin vé block-size, free block, thdi gian gén két(mount) cudi cung cla
tap tin
Inode (256 byte): Lwu nhirng théng tin vé& nhirng tap tin va thw muc dwoc tao ra trong hé thdng
tap tin. Nhwng chang khéng lwu tén tap tin va thw muc thwe sw. Méi tap tin tao ra sé dwoc phan
bé mét inode lwu théng tin sau:
Loai tap tin va quyén han truy cap tap tin
Nguw&i s& hiru tap tin.
Kich thwéc clia tap tin va sb hard link dén tap tin.
Ngay va thoi gian chinh stra tap tin 1an cudi cung.

+ + + +

Vi tri lu ndi dung tap tin trong hé théng tap tin.

Storageblock: La vung Iwu dir liéu thwe sy cda tap tin va thw muc. N6 chia thanh nhirng Data
Block. D liéu lwu trir vao dia trong cac data block. Mdi block thuwéng chira 1024 byte. Ngay khi
tap tin chi cé 1 ky tw thi cling phai cip phat 1 block dé lwu né. Khéng co ky tw két thuc tap tin.
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+ Data Block cla tap tin théng thwong Iwu inode cua tap tin va néi dung ctia tap tin

+ Data Block clia thw muc lwu danh sach nhitng entry bao gém inode number, tén cla
tap tin va nhirng thw muc con.

1. Loai tap tin.

Trong linux tap tin dung cho viéc lwu trlr di¥ liéu. N6 bao gém ca thw muc va cac thiét bj lwu trip.
M6t tap tin div liéu, hay mét thuw muc déu dwoc xem 13 tap tin. Khai niém tap tin con mé rong dung
cho céc thiét bi nhw may in, dia cirng ... ngay ca bd nhé chinh ciling dwoc coi nhw 1a mét tap tin,
cac tap tin trong linux dworc chia ra lam 3 loai chinh:

- Téap tin chira d¥ liéu binh thwdng

- Thw muc

- Tap tin thiét bi

Tap tin di¥ liéu: Day la tap tin theo dinh nghia truyén théng, né 1a di liéu lwu tri trén cac thiét bi
Iwu trlr nhw dia cirng, CD-ROM ... Ban ¢6 thé dwa bat ct di¥ lidu nao vao tap tin nay nhw doan
source chwong trinh, tap tin van ban hay tap tin thyc thi dang ma may, cac Iénh cuia Linux ciing
nhw tat ca céac tap tin dwoc tao ra béi ngwdi dung.

Tép tin thw muc: Thw muc khéng chiva di liéu, ma chi chtra cac thong tin clia nhirng tap tin va
thw muc con trong né. Thw muc chira hai trwdrng cila mét tap tin la tén tap tin va inode number.

Inode Data
168 myfils 1629 Blocks

¥

Tap tin thiét bi :Hé thdng Unix va Linux xem céc thiét bj nhw 1a cac tap tin. Ra vao di liéu trén cac
tap tin nay chinh la ra vao di liéu cho thiét bi. Vi du khi chiing ta mudn chép di¥ liéu ra 6 dia A: thi
sé chép vao tap tin /dev/fd0 hoac khi ching ta thyc hién viéc in thi di¥ liéu vao may in dwoc dua
vao tap tin twong ng cho may in.

1.2. Lién két tap tin

Link (Lién két) mot lién két, hiéu theo cach don gian nhét, 1a tao ra mot tén tap tin thi hai cho
mot tap tin. Vi du, ban cé mot tap tin /usr/lib/testfile va mudn c6 moét tap tin giéng nhw vay trong
thw muc /usr/tim, ban khéng can phai copy né ma chi can tao moét lién két véi lénh sau:

#In /usr/bill/testfile /usr/tim/testfile

Cu phap cua lénh In:

$In <ngudn> <dich>

Ly do co ban cla viéc tao lién két 14 nhan tap tin 1&n nhiéu lan. Trong vi du trén, ca hai tap tin
chinh 1a mét. Do d6, néu cé bat ky sy thay dbi nao trén mét tap tin sé anh hwéng ngay dén tap tin
con lai.

Hard Link: la mot lién két trong cung hé théng tap tin v&i hai inode entry twong tng tré dén cung
mot ndi dung vat ly (cling inode number vi chung tré dén cung di liéu). Néu ban mudn thay diéu
nay, dung lénh sau:
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$ Is -i testfile

14253 testfile

Sau dé tao mét lien két cé mot tén khac va hién thi thong tin ctia inode entry.
$ In testfile test2

$ Is -i testfile test2

14253 testfile 14253 test2

Ca hai tap tin déu c6 inode number giébng nhau

Symbolic Link: La mot lién két khac ma khéng st dung inode entry cho viéc lién két. Ban st
dung lién két nay khi mudn tao ra nhirng driver thiét bi, nhw /dev/modem thay cho /dev/cuat. Tuy
chon —s cua Iénh In cho phép tao ra mdt symbolic link.

Vi du:

$ Is -i bigfile

6253 bigfile

$ In -s bigfile anotherfile

$ Is -i bigfile anotherfile
6253 bigfile 8358 anotherfile

Nhu ban thay, ndi dung inode number clia cac tap tin khac nhau. Liét k& mét thuw muc sé thay
symbolic link:

Irwxrwxrwx 1 root root 6 Sep 16:35 anotherfile -> bigdfile
-rw-rw-r-- 1 root root 2 Sep 17:23 bidfile

Lwu y: khi x6a tap tin gbc, ndi dung ctia tap tin hard link khéng bi &nh hwéng nhwng néi dung tap
tin symbolic link khéng xem duogrc.
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Hé thdng tap tin Linux c6 cAu tric nhw hinh vé trén. Trong Linux khéng cé khai niém & dia nhw
trong Windows, t4t ca cac tap tin thw muc bat dau tir thw muc gbc (/). Linux st dung dau “.” chi

thw muc hién hanh va dau “..” chi thw muc cha cla thw muc hién hanh.

!
+_ ____________________________
f |
I ——
fusr
hc?me eto nar
1
fherm e P _E
P .
Mmarflaral local bir
q‘f)d’l‘a vat Iy Cﬁ’um.i'ogickéﬂb:ugt_ﬁp tin

Nhw hinh vé trén thw muc géc dwoc mount vao partition thtr nhat, /usr dwg'c mount vao partition
thir 2... Nhirng di liéu ghi vao thw muc /home sé ghi vao partition th(r 3. Twong tw, di¥ liéu cla
thw muc /usr/local ghi vb partition 4, di liéu cda thw muc /usr khéng phai thw muc con /ust/local
thi ghi vao partion 2.
Linux st dung cac tap tin chi dén céac partition trén 6 dia vat ly. Nhirng tap tin nay la nhivng tap tin
thiét bi, ndm trong thw muc /dev. Tap céc tap tin nay c6 dang dau tin la ky tw xac dinh loai 6 dia
nhw: dia mém 14 fd, dia cing 1a hd, dia scsi 1a sd ... tiép theo 1a sé thi tw 6 dia: O dia thir nhét
dung ky hiéu a, thir 2 ky hiéu 1a b ... va sau cuing 1a sé thi tw partition.
Vi du: tap tin chi dén cac thiét bj :

+ 6 mém th& nhat : /dev/fd0

+ partition th(r nh4t ctia 6 dia clrng d4u tin : /dev/hda

+ partition th(r 3 clia dia cirng thir 2 : /dev/hdb3.

Cac thw muc co ban trén Linux

Thw muc | Chirc nang

/bin, Chtra cac tap tin nhj phan hé tro cho viéc boot va
Isbin thwe thi cac lenh can thiét.

/boot Chtra linux kernel, file anh ho tro load hé diéu hanh
/lib Chtra cac thu vién chia sé cho cac tap tin nhi phan

trong thw muc /bin va /sbin, chtra kernel module.
Jusr/local | Chtra cac thw vién, cac phan mém dé chia sé cho cac
may khac trong mang.

/tmp Chira cac file tam

/dev Chtra céc tap tin thiét bi(nhww CDROM, floppy), va mot
s file dac biét khac.

letc Chtra cac tap tin cu hinh hé thdng

/home Chtra cac thw muc Iwu trir home directory clia ngwoi
dung

/root Lwu trlr home directory cho user root

Jusr Lwu trir tap tin chia cac chwong trinh da dwoc cai dat
trong hé théng.

Ivar Lwu trir log file, hang dgi cla cac chwong trinh trng
dung, mailbox clia ngwoi dung.

/mnt Chtra cac mount point cGa cac thiét bj dwoc mount

vao trong hé théng.
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| Iproc | Lwu trir thdng tin vé kernel |

Cac thv muc co thé st dung lam mount point cho cac thiét bi riéng: nhw: /boot, /home, /root, /tmp,
lusr, /usr/local, /opt, /var.

lIl. Cac thao tac trén hé thdng tap tin va dia

lI.1. Mount va umount mét hé thong tap tin

Muén mount mot hé théng tap tin vao cay thw muc, ban phai cé6 mét partition vat ly nhw CD-ROM,
dia mém...Va moét diéu kién nira 1a thuw muc ma ban mudn mount(mount point) vao phai la thw
muc c6 that. N6 phai cé trudc khi mount mét hé théng tap tin.

Lwu y: mudn biét thw muc hién hanh dang & hé thdng tap tin ndo, ban dung lénh df. L&énh nay sé
hién thi hé théng tap tin va khoang tréng con lai trén dia.

lIl.1.1 Mount hé théng tap tin cé tinh twong tac
Dé& mount mét hé thdng tap tin, ban dung I&nh mount theo cu phap sau:
#mount <tén-thiét-bj> <diém-mount>

Trong d6: Tén-thiét-bj: 1a thiét bj vat Iy nhw /dev/cdrom (CD-ROM), /dev/fd0 (dia mém), /dev/hda1
...diém-mount: 1a vi tri thw muc, trong cay thw muc, ma ban muén mount vao
Mot s6 tuy chon cuta Iénh mount:

+ -f: 1am cho tAt ca moi thir d&u hién ra nhw that, song né chi gay ra dong tac gia.
-v: ché db chi tiét, cung cAp thém théng tin v& nhirng gi mount dinh thwc hién.
-w: mount hé théng tap tin v&i quyén doc va ghi.
-r: mount hé thdng tap tin chi cé quyén doc ma théi.

+ + + +

-t loai: xac dinh lai hé théng tap tin dang dwoc mount. Nhirng loai hop 1& [a minux,
ext2, ext3, msdos, hpfs, proc, nfs, umsdos, is09660, vfat.

-a: mount t4t c& nhirng hé thdng tap tin dwoc khai bao trong /etc/fstab.
-0 remount <fs> chi dinh viéc mount lai 1 filesystem nao do.
Vi du:
mount cdrom:
#mount /dev/cdrom
mount mot hé théng tap tin:
#mount /dev/hda6 /usr
remount filesystem.

#mount —o remount /home
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l1.1.2 Mount mét hé théng tap tin khi khéi dong

Mét khi da lam viéc 6n dinh, thwdng thi Linux st dung mot s hé théng tap tin hay dung va it khi
thay ddi. Do d6, ban cé thé xac dinh danh sach cac hé théng tap tin nao Linux can phai mount khi
kh&i dong va can phai umount khi dong tat. Cac hé théng tap tin nay dwoc liét ké trong tap tin cau
hinh /etc/fstab.

Tap tin /etc/fstab liét ké cac hé théng tap tin can dwoc mount theo trng dong, mdi dong mét hé
théng tap tin. Nhirng trwérng trong méi dong phan cach nhau bang khoang tréng ho&c khoang tab.

Cac field Mo ta

Hé thong tap | Xéc dinh thiét bi hodc hé thng tap tin
tin can mount

Mount point Xac dinh diém mount cho hé théng tap
tin. Pdi voi cac hé thong tap tin dic biét
nhu swap, ban dung chit none, c6 tac
dung lam cho tap tin swap hoat dong nhu
nhin vao cdy thu muc khong thay.

Type Chi ra loai hé thong tap tin nhu msdos,
vfat, 1509660, ext2...
Mount Danh sach cac tiry chon duge ngan cach
options nhau boi dau phay
Dump Xac dinh khoang thoi gian dé 1énh dump

frequency sao chép (backup) hé thdng tap tin. Néu
truong nay trong, dump s gia dinh rang
hé thong tap tin nay khong can backup.

Pass number | Khai bao cho lénh fsck biét thir tu kiém
tra cac hé thong tap tin khi khoi dong hé
thong. Hé thong tap tin gdc (/) phai c6
gia tril. Tat ca hé thong tap tin khac phai
¢6 gia tri 2. Néu khong khai bao, khi khoi
dong, may s& khong kiém tra tinh nhét
thdng cua hé thdng tap tin.

Nhw vay, khi mudn mount cac hé thdng tap tin lic khéi dong, ban nén s dung tap tin /etc/fstab
thay vi dung Iénh mount.

Sau day la vi du vé tap tin /etc/fstab:

MLEEL=/ / extd  defaults 11
LABEL=/boot Jhoot extd defaults 1z

none Jdewipts devpts gid=5,mode=62Z20 0 0O

none Jdev/shn tupfs defaulrs oo

none Jfproc proc defaulrs oo

none fevs zysts defaults oo
fdewv/sdad sWap sWap defaults oo
Jdev/cdrom Junt/cdrom udf,i=s09660 noauto,owmer, kudzu,ro 0 0
Jdew/£d40 Junt/Eloppy auto noauto,owner, kudzu 0 0
Jinhon/data Junt/suh subfs credentials=/setc/cred O 0

e
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l1.1.3 Umount mét hé théng tap tin

Sau khi lam quen v&i viéc gan nhirng hé théng tap tin vao cay thu muc Linux. K& dén, ban cé thé
thdo mdt hé théng tap bang 1énh umount. Ban can umount mét hé théng tap tin vi nhiéu ly do
nhu: kiém tra hay stra chira hé théng tap tin v&i Iénh fsck; khi gép van dé vé mang; umount dia
mém hay CD-ROM...L&énh umount cé 3 dang:

+ #umount thiét-bj <diém-mount>
+ #umount -a

+ #umount -t loai-fs
Lwu y : Iénh umount khédng umount nhitng hé thdng tap tin dang st dung.
Vi du:
#cd /mnt
#umount /mnt

Luc nay may sé bao 16i la hé thdng tap tin dang ban(busy). Do d6, mudn umount /mnt ban phai di
chuyén dén mét thw muc khac va moét hé théng tap tin khac

lll.2. Dinh dang filesystem
Dung lénh mkfs dé dinh dang cho moi hé théng tap tin(ext2, ext3,...)
Cu phap Iénh:

#mkfs —t <fstype> <filesystem>

Vi du: mkfs —t ext2 /dev/hda1 (twong dwong véi Iénh mkfs.ext2 /dev/hdal )

ll.3. Quan ly dung lwong dia

Dé quan ly va theo ddi dung lwong dia ta cé thé st dung nhiéu cach khac nhau, théng thwéng ta
dung hai Iénh df va fdisk. Cu phap Iénh:

df <option>, fdisk <option> <parameters>

Vi du:

Theo ddi cac thdng tin vé file system dwoc mount trong hé thdng.

Liét ké file system trong hé théng:

[root@server ~1# df -1
Filesystem 1K-blocks Used Available Usex Mounted on
2838488 2376896 39732 892 -
2] 3nend Bz sdevsshm

3ize Used Avail Usex Mounted on
2.76 2.3G6 383M 89x -
38M a 38M 8 sdevsshm

[rootBserver /18 _

Liét ké cac partition trong hé thdng
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[rootBszerver ~1# fdisk -1

Disk rsdevssda: 3221 MB, 3221225472 bytes

255 heads, 63 sectorss/track, 391 cylinders
Units = cylinders of 16865 = 512 = 8225280 bytes

Device Boot Start End Blocks Id System
ydevssdal * 1 358 2875683+ 83 Linux
ydevssdal 359 391 265872+ B2 Linux swap
[root@server ~/1#

Ta c6 thé tham khao chi tiét thong tin vé hai Iénh trén ta dung I&nh man df

lI.4. Duy tri hé théng tap tin v&i 1énh fsck

Nguwoi quan tri hé théng chiu trach nhiém duy tri tinh nhat quan clda cac hé théng tap tin. Céng
viéc thuwong lam 1a thinh thoang kiém tra xem c6 tap tin nao héng khéng. Linux sé tw déng kiém
tra hé théng tap tin lic kh&i ddng néu chung co gia tri I&én hon 0 va dwoc xac dinh trong trwéong
pass number cla tap tin /etc/fstab. Dé thuwc hién nhirng cong viéc trén, nguwdi quan tri dung Iénh
fsck(file system check), Cu phap nhuw sau:

#fsck [tuy-chon] hé-thdng-tap-tin

Bang sau day mé ta cac tuy chon:

Tuy Mo ta
chon
-A Duyét khip tap tin /etc/fstab va ¢ géng kiém tra

tat ca cac hé thong tap tin chi trong mot lan duyét.
Néu da chon —A, ban khong can chi ra hé thong

tap tin.
-V Ché d6 chi tiét. Cho biét 1énh fsck dang lam gi.
-t loai-fs Xac dinh loai hé théng tap tin can kiém tra
-a Tu dong sura chira nhing hong hoc trong hé thong
tap tin ma khong can hoi
-1 Liét ké tat ca cac tén tap tin trong hé thong tap tin
-T Hoi trude khi stra chita hé thong tap tin
-S Liét ké cac superblock trudc khi kiém tra hé

thdng tap tin.

IV. Cac thao tac trén tap tin va thw muc

IV.1. Thao tac trén thw muc

IV.1.1 Pwéng dan twong doéi va tuyét doi

Pudng dan trong Linux s dung la d4u / thay cho dau \ dwoc st dung trong Windows.

DPé xac dinh mét tap tin hay thw muc ching ta dung dwéng dan tuyét ddi hay twong ddi. Puong
dan tuyét dbi la dwong dan day da di tlr thw muc gbc (/) cla cay thuw muc. Vi du : /home/hv,
{usr/local/vd.txt
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Trong mét s6 trwdng hop st dung cac tap tin va thw muc 1a con ctia thw muc minh dang lam viéc,
luc d6 ching ta st dung duwéng dan twong dbi. Pudng dan twong dbi duoc tinh tir thw muc hién
hanh. Vi du chung ta dang & thw muc /home/hv khi go Iénh cat test.txt la chung ta xem tap tin
test.txt trong thw muc /home/hv.

Linux dung ky hiéu “.” chi thw muc hién hanh va ky hiéu “..” chi thw muc cha cla thw muc hién
hanh. Vi du thw muc hién hanh 1 /usr/bin, dwérng dan ../local twong dwong /usr/local

Chwong trinh thiwe thi trong Linux c6 2 dang chinh la tap tin 1énh va tap tin binary. Tap tin 1énh |a
tap tin lwu cac lénh cla shell twong tw tap tin bat trong DOS. Con tap tin binary chira ma may
twong tw tap tin .exe hoac .com trong Windows. Trong Linux tén tap tin khéng cé khai niém mé
rong. Nguoi ta thweng sir dung phan mé rong dé néi lén tinh chat, y nghia cla tap tin chir khéng
dé xac dinh chwong trinh thue thi tap tin. Vi du .txt chi tap tin dang text, .conf chi tap tin cAu hinh.
Tap tin mudn thuc thi dwoc thi phai gan quyén thuc thi(x).

Khi thwe thi chwong trinh phai xac dinh dwong dan chinh xac hodc s dung dwdng dan trong
bién méi treong PATH. Do vay, mubn thuc thi tap tin trong thw muc hién hanh phai dung ./tén-file

IV.1.2 Lénh pwd

Lénh pwd cho phép xac dinh vi tri thw muc hién hanh.
Vidu:

[natan@netcom bin]$ pwd

/usr/local/bin

IV.1.3 Lénh cd
Lénh cd cho phép thay dbi thw muc.

Cu phap:
$cd [thw-muc]
thuw-muc: la noi can di chuyén vao.

Vidu: $cd /etc

IV.1.4 Lénhls

Lénh Is cho phép liét ké ndi dung thu muc.

Cu phap: Is [tuy chon] [thu muc]

Is —x hién thij trén nhiéu cot.

Is —| hién thi chi tiét cac thong tin cua tap tin.

Is —a hién thj tAt ca cac tap tin ké ca tap tin an.

Vidu: $ Is —| /etc

-rw-r--r-- 1root root 920 Jun 25 2001 im_palette-small.pal
-rw-r--r-- 1 root root 224 Jun 25 2001 im_palette-tiny.pal
-rw-r--r-- 1 root root 5464 Jun 25 2001 imrc
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-rw-r--r-- 1 root root 10326 Apr 12 08:42 info-dir
Irwxrwxrwx 1 root root 11 Apr 12 07:52 init.d -> rc.d/init.d
Y nghta céc cot tiv tréi sang phai
+ Cot 1: ky tw dau tién : - chi tap tin binh thweng, d chi thw muc, | chi link va phia sau c6
dau -> chi t&i tap tin that.
Céc ky tw con lai chi quyén truy xuét
Cot thir 2: Chi s6 lién két dén tap tin nay.
Cot thwr 3, 4 : Ngwoi s& hiru va nhém sé hiru
Cét thtr 5 : Kich thwére tap tin, thw muc
Cot thir 6 : Chi ngay gid stra chiva cudi cling

+ + + + + 4+

Cot ther 7 : Tén tap tin, thuw muc
Ban mubn xem thdng tin 1 hay nhiéu tap tin c6 thé dung

$ls -l tap-tin1 tap-tin2 ...

IV.1.5 Lénh mkdir
Lénh mkdir cho phép tao thu muc.

Cu phap:
$mkdir [tay-chon] [thuw-muc]
Vi du: $mkdir /home/web

IV.1.6 Lénh rmdir
Lénh cho phép xéa thu muc réng
Cu phap:

$rmdir [tuy-chon] [thw-muc]

Vi du: $rmdir /home/web

IV.2. Tap tin

IV.2.1 Lénh cat

Lénh cat dung hién thi ndi dung cla tap tin dang van ban. DPé xem tap tin chung ta chon tén tap
tin lam tham sé.

Cu phap:
$cat [tén-tap-tin]
Vi du: $cat myfile
Lénh cat con cho phép ban xem nhiéu tap tin cung ltc

$cat file1 file2 ...
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Cat cling dwoc dung dé tao va soan thao van ban dang text. Trong trwéng hop nay ching ta st
dung d4u > hay >> di theo sau. Néu tap tin can tao da ton tai, ddu > sé& xdéa noi dung cla tap tin
va ghi ndi dung méi vao, dau >> sé& ghi nbi ndi dung méi vao sau ndi dung cii cia tap tin.

$cat > <tén-tap-tin> [Enter]
> Cac-dong-dir-liéu-ctia-tap tin
> ..

[Ctrl-d :két thuc}

IV.2.2 Lénh more
Lénh more cho phép xem ndi dung tap tin theo tirng trang man hinh.

Cu phap:
$more [tén-tap-tin]
Vi du:

$more /etc/passwd

IV.2.3 Lénh cp

Lénh cp cho phép sao chép tap tin
Cu phap:

$cp <tap-tin-ngudn> <tap-tin-dich>

Vi du: $cp /etc/passwd /root/passwd

IV.2.4 Lénh mv

Lénh mv cho phép thay déi tén tap tin va di chuyén vi tri ctia tap tin
Cu phap:

$mv <tén-tap-tin-cli> < tén-tap-tin-mé&i>

Vi du: $cp /etc/passwd /root/pwd

IV.2.5 Lénhrm

Lénh rm cho phép x6a tap tin, thuw muc.
Cu phap:
$rm [tuy-chon] [tén-tap-tin/thwmuc]
Cac tuy chon hay dung:
-r : x6a thw muc va tat ca cac tap tin va thw muc con

-l : xac nhan lai trwdc khi xda

IV.2.6 Lénh find

Cho phép tim kiém tap tin thda man diéu kién.
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Cu phap:
#find [dwong-dan] [biéu-thire-tim-kiém]

o dwong-dan: 1a dwdng dan thu muc tim kiém

0 biéu-thtrc-tim-kiém : tim cac tap tin hop vai diéu kién tim .
Tim 1 tap tin xac dinh :
#find [thw-muc] —name [tén-tap-tin] —print
Ngoai ra, ban cé thé st dung nhirng ki hiéu sau:

“*” - viét tt cho mot nhém ky tw

“?” : viét tat cho mot ky tw

C6 thé str dung man dé co cac lwa chon tim kiém day da hon

IV.2.7 Lénh grep

Lénh grep cho phép tim kiém mot chudi nao dé trong ndi dung tap tin.

Cu phap :

#grep [biéu-thirc-tim-kiém] [t&n-tap-tin]

Tim trong tap tin c6 tén [tén-tap-tin] nhirng dir liéu thda man [biéu-thirc-tim-kiém]

Vi du : grep “nva” /etc/passwd

Tim kiém trong tap tin /etc/passwd va hién thi cac dong cé xuét hién chudi “nvan”.

IV.2.8 Lénh touch
La Iénh hé tro viéc tao va thay déi noi dung tap tin
Cu phap : touch <option> file

Vi du: #touch file1.txt file2.txt  (tao hai tap tin file1.txt va file2.txt)

IV.2.9 Lénh dd
Sao chép va chuyén dbi file.
Vi du:
dd if=/mnt/cdrom/images/boot.img of=/dev/fd0

(if 1a input file, of la output file)

IV.3. Cac tap tin chuan trong Linux

Khi kh&i dong chwong trinh Linux, né giao tiép v&i ngudi dung qua viéc hién thi théng tin ra man
hinh. Théng tin hién thi man hinh c6 thé Ia di¥ liéu cha chwong trinh hay 16i phat sinh khi c6 16
xay ra. Nguwdi dung giao tiép vé&i chwong trinh qua cac ki tw gb vao ban phim. Ludng di¥ liéu vao
ttr ban phim goi 1a nhap chuan. Ludng dir liéu ra man hinh goi 1a xuét chuan con ludng di liéu
théng bao 16i 1a 16i chuén.
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Trong Linux, cac ludng giao tiép chuan dwoc xem nhw cac tap tin di liéu va dwoc danh sbé theo
th tw: Tap tin nhap (file input) chudn la 0, tap tin xuat (file output) chuan la 1 va tap tin 16i chuan
la 2. Cac sb nay dwoc goi la tap tin mé ta (file descriptor).

St dung chwong trinh cat dé soan thao, ching ta gé:
$ cat > filename

...<nhap ndi dung cho tap tin>

<Ctrl-d>.

Tét ca cac di liéu chung ta dwa vao tir ban phim dwoc xem la tap tin nhap chuan. Dung 1énh Is
ban sé& nhan dwoc di liéu ra man hinh, dé 14 tap tin xuat chuan chuén.

Mot théng bao 16i xuat hién & man hinh khi ching ta gé 1énh sai ho&c truy xuét vao céac tap tin hay
thu muc khéng cé quyén chinh 1a tap tin 16i chudn. Vi du nhw ban gé 1&nh listn thi s& xuét hién 16
invalid command.

IV.3.1 Chuyén hwéng (redirection)

Chuyén tiép 1a hinh thirc thay dbi lubng di¥ liéu cla cac nhap, xuét va I6i chuan. Khi st dung
chuyén tiép, nhap chuan cé thé nhan dir liéu tir tap tin thay vi ban phim, xuat va 16i chuan cé thé
xuét ra tap tin hay may in...

C6 3 loai chuyén huéng:
+ Chuyén hwéng nhap(Input redirection)
+ Chuyén hwéng xuat(Output redirection)
+ chuyén hwdng 16i(Error redirection)

IV.3.2 Chuyén hwéng nhap:

Theo qui wéc thi cac 1énh 14y dir liéu tir thiét bi nhap chuan(ban phim). Bé Iénh 1y dir liéu t tap
tin chung ta dung ky hiéu <:

Cu phap:
$lénh < tap_tin
DAu “<” chi hwéng chuyén div liéu.

Vi du $cat < abc.txt hodc $cat 0< abce.txt

IV.3.3 Chuyén hwéng xuét:

Két qua cla cac 1énh thong thwong dwoc hién thi trén man hinh. Dé xuét két qua nay ra tap tin
ban dung dau “>”

Cu phap: $lénh > tap-tin
Vi du: Liét k& nodi dung thw muc va chuyén két qua ra tap tin
$ls -1 > tm.txt
Dé chén thém di liéu vao cudi tap tin da toén tai ban dung dau “>>” thay cho dau “>”

Cu phap: $lénh >> tap-tin
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Vi du: $cat a.txt >> sum.txt

IV.4. Dwong 6ng (Pipe)
Pipe la con goi la truyén thang. N6 |a cach truyén di liéu st dung két hop 2 chuyén tiép. Pipe st
dung két xuat cia mot chwong trinh 1am dir liéu nhap cho mét chwong trinh khéac.

Vi du: $Is —| | more

Két qua cuta lénh Is khéng xuat ra man hinh ma chuyén cho lénh more xt ly nhw di liéu dau vao.

IV.5. Lénh tee

Hoat ddng chuyén tiép va dweong 6ng la dac diém cla hé diéu hanh UNIX. Tuy nhién ban ciing c6
thé s dung 1 lénh cla Linux dé& lam viéc nay. D6 1a Iénh tee, n6 sé gidm bt cac két qua gian
tiép ctia chudi duwéng ng.

Vi du: $sort baocao | tee baocaostt | Ip

Dau tién 1énh tee g nhap chuan clia né dén xuét chuan clia nd, trong trwerng hop nay glvi xuat
cta sort dén nhap cua Ip. Thir hai tee sao chép 1 ban nhap chuan vao tap tin baocaostt.

V. Luwu trir tap tin/thw muc

V.1. Lénh gzip/gunzip
gzip dung dé nén tap tin, con gunzip dung dé gidi nén cac tap tin da nén. Cu phap cla gzip va
gunzip nhw sau:

$gzip [tuy-chon] [tén-tap-tin]
$gunzip [tuy-chon] [tén-tap-tin]
gzip tao tap tin nén voi phan mé& rong .gz

Cac tuy chon dung cho gunzip va gzip:

- Chuyén céc théng tin ra man hinh
-d Giai nén, gzip —d twong dwong gunzip
-h Hién thi giup d&.

Vi du:
#gzip /etc/passwd
#gunzip /etc/passwd.gz

V.2. Lénh tar

Lénh nay dung dé gom va bung nhirng tap tin/th muc. N6 sé tao ra mét tap tin cé phan m& réng
tar

Cu phép: #tar [tuy-chon] [tap-tin-dich] [tAp-tin-ngudn/thw-muc-ngudn ...]
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Trong do:
—cvf : gom tap tin/ thu muc
+ —xvf: bung tap tin / thuw muc
+ tap-tin-dich: tap tin .tar sé dwoc tao ra.

+

tap-tin-ngudn/thu-muc-ngudn: nhirng tap tin va thw muc can gom.
Vi du:
#tar —cvf /home/backup.tar /etc/passwd /etc/group

#tar —xvf /home/backup.tar

VI. Bao mat hé théng tap tin

VI.1. Quyén han

Do Linux 1a mét hé diéu hanh da nhiém (multitasking) va da ngu®i dung (multiuser), nhiéu nguoi
c6 thé cling s dung mot may Linux va mot ngudi cé thé cho chay nhiéu chwong trinh khac nhau.
C6 hai van dé I6n dwoc dat ra: quyén sé& hivu cac dir liéu trén dia va phan chia tai nguyén hé
thédng nhw CPU, RAM gitra c4c tién trinh (process).
Tét ca cac tap tin va thw muc cla Linux déu cé ngudi sé hivu va quyén truy cap. Ban cé thé thay
dbi cac tinh chat nay déi véi tap tin hay thw muc. Quyén cda tap tin con cho phép xac dinh tap tin
c6 phai la mét chwong trinh (application) hay khong (khac véi MSDOS va MSWindows xac dinh
tinh chat nay qua phan mé rong cla tén tap tin). Vi du véi 1énh Is —I:
-rw-r—r— 1 fido users 163 Dec 7 14 :31 myfile
Cot dau chi ra quyén han truy cap cla tap tin, vi du trén, cac ky tw —rw-r—r— biéu thi quyén truy
cap cla tap tin myfile. Linux cho phép ngudi st dung xac dinh cac quyén doc (read), viét (write)
va thue thi (execute) cho tirng déi twong. Cé 3 dang dbi twong

+ Nguwoi s& hiru (the owner)

+ Nhém s& hiru (the group owner)

+ Ngudi khac (“other users” hay everyone else).
Quyén doc cho phép ban doc ndi dung cuia tap tin. Bbi véi thw muc, quyén doc cho phép ban di
chuyén vao thw muc va xem néi dung cla thw muc.
Quyeén viét cho phép ban thay déi néi dung hay xoa tap tin. Bi v&i thw muc, quyén viét cho phép
ban tao ra, x6a hay thay ddi tén cac tap tin trong thw muc khéng phu thudc vao quyén cu thé cla
tap tin trong thv muc. Nhw vay, quyén viét cia thw muc sé vé hiéu hoa cac quyén truy cap cla
tap tin trong thw muc va ban doc phai dé y tinh chat nay.
Quyén thye thi cho phép ban goi chwong trinh 1&n bd nhé bang cach nhap tlr ban phim tén cua
tap tin. Déi v&i thw muc, ban chi cé thé vao thu muc bdi Iénh cd néu ban cé quyén thuc thi véi
thw muc.

-rw-r—r— 1 fido users 163 Dec 7 14 : 31 myfile
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“w

Ky tw dau tién cta quyén 1a ky tw “-” cho biét dé la mét tap tin binh thwerng. Néu ky tw d thay thé
cho d4u “-* thi myfile 1 mét thu muc. Ngoai ra con cé ¢ cho thiét bi ngoai vi dang ky tw (nhw ban
phim), b cho thiét bj ngoai vi dang block (nhw 6 dia ctrng).

Chin ky tw tiép theo chia thanh 3 nhém, cho phép xac dinh quyén cta 3 nhém: ngudi s& hiru
(owner), nhém s& hiru(group) va nhirtng ngudi con lai (other). Mdi cdp ba nay cho phép xac dinh
quyén doc, viét va thuc thi theo thir tw ké& trén. Quyén doc viét tat 1a “r’ & vi tri dau, quyén viét viét

[T} ~lY

tat bang “w” & vi tri thir hai va vi tri th& ba la quyén thwc thi ky hiéu bang chi “x”. Néu mét quyén

“w

khéng dwoc cho thi tai vi tri do sé co ky tw “-".

Ky tu r w X T w X T w X
Loai Owner group owner other users
tap tin

Trong trwdng hop cla tap tin myfile, nguoi s& hiru cd quyén rw tirc 1a doc va viét. Nhém s& hivu
va nhirng ngudi con lai chi cd quyén doc tap tin (read-only). Bén canh dd, ban con biét myfile
khéng phai la mét chwong trinh.

Song song v&i cach ky hiéu miéu ta bang ky tw & trén, quyén han truy cap con cé thé biéu dién
dwéi dang 3 s6. Quyén han cho tirng loai ngwdi dung st dung mét sd co 3 bit twong rng cho 3
quyén read, write va excute. Theo d6 néu cap quyén thi bit 6 1a 1, ngwoc lai 1a 0. Gia tri nhi phan
ctia s6 3 bit nay xac dinh cac quyén cho nhém ngudi do.

Bit 2 bit 1 bit 0
read write excute
Vi du:
chi c6 quyén doc 1100 cogiatrila4
c6 quyén doc va thuec thi :101 cogiatrilas

Theo cach tinh sb thap phan, ban ciing c6 thé xac dinh sb quyén han bang cach tinh tbng gia tri
clia cac quyén. Theo quy dinh trén ta co gia tri twong (ng nhw sau:

Quyén Gi4 tri
Read permission 4
Write permission 2
Execute permission 1

Vi du: Néu c6 quyén read va excute thi sb clia quyén 1 : 4+1 =5

read , write va excute D 4+2+1=7

Tb hop cla 3 quyén trén co gia tri tr 0 dén 7.
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0 or ---: Khéng cé quyén

1 or --x: execute

2 or -w-: write-only (race)
3 or -wr: write va execute
4 or r--: read-only

5 or r-x: read va execute
6 or rw-: read va write

+ + + + 4+ 4+ o+ o+

7 or rwx: read, write va execute

Nhw vay khi cAp quyén trén mét tap tin/thw muc, ban c6 thé dung sb thap phan gdm 3 con sb. Sé
dAu tién miéu ta quyén cta s& hiru, sd thir hai cho nhém va sb thi ba cho nhirtng ngudi con lai.

Vi _du: Mot tap tin v&i quyén 751 cé nghia la s& hiru cd quyén read, write va execute bang
4+2+1=7. Nhdm c6 quyén read va execute bang 4+1=5 va nhirng ngudi con lai cd quyén execute
bang 1.

Chu y: Nguwdi st dung cé quyén doc thi c6 quyén copy tap tin. Khi dd, tap tin sao chép sé thudc
s& hiru ngwdi lam copy. Vi du minh hoa sau:

$ Is -l /etc/passwd

-FW-r--r-- 1 root root 1113 Oct13 12: 30 /etc/passwd
$ cp /etc/passwd ./

$ Is -l passwd

-rW-r--r-- 1 ndhung admin 1113 Oct 15 10: 37 passwd

VI.2. Lénh chmd, chown, chgrp

VI.2.1 Lénh chmod

Day 14 l1énh dwoc sir dung rat phd bién, dung cap phép quyén han truy cap cla tap tin hay thw
muc. Chi c6 chd s& hiru va superuser méi cé quyén thuc hién cac 1énh nay.

Cu phap cuda Iénh: $chmod [nhém-ngudi-dung] [thao-tac] [quyén-han] [tén-tap-tin].

Nhoém-nguodi-dung Thao tac Quyén
u — user + : thém quyén r —read
g — group - :xda quyén W — write
o — others = : gin ngang quyén X — excute
a—all

M6t sb vi du : gan quyén trén tap tin myfile

Gan thém quyén write cho group : $ chmod g+w myfile
X6éa quyén read trén group va others : $ chmod go-w myfile
Cép quyén x cho moi nguei:

$ chmod ugo+x myfile hoac
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$chmod a+x myfile hoac
$ chmod +x myfile

Day la cach thay déi twong dbi vi két qua cudi cung phu thudc vao quyén da cé trwdc dé ma lénh
nay khong lién quan dén. Trén quan diém bdo mat hé théng, cach thay déi tuyét dbi dan dén it sai
s6t hon. Thay ddi quyén truy cap ctia mét thw muc ciing dwoc thue hién gibng nhw déi véi mot
tap tin. Chu y la néu ban khéng cé quyén thuc hién (execute) déi véi mot thu muc, ban khong thé
cd vao thuw muc d6. Moi ngudi st dung c6 quyén viét vao thu muc déu cé quyén xda tap tin trong
thw muc do, khdong phu thudc vao quyén cla ngudi do déi véi cac tap tin trong thw muc. Vi vay,
da sb cac thuw muc c6 quyén drwxr-xr-x. Nhw vay chi cé ngudi sé hivu clia thw muc méi cé quyén
tao va xda tap tin trong thw muc. Ngoai ra, thw muc con cé mot quyén dac biét, doé la cho phép
moi ngudi déu cé quyén tao tap tin trong thw muc, moi ngwdi déu cé quyén thay déi ndi dung tap
tin trong thw muc, nhung chi c6 ngudi tao ra méi cd quyén xda tap tin. D6 1a dung sticky bit cho
thw muc. Thw muc /tmp thwdng co sticky bit bat [én.

drwxrwxrwt 7 root  root 16384 Oct 21 15:33 tmp

Ta thay chi t, cudi cung trong nhém cac quyén, thé hién cho sticky bit ctia /tmp. D& c6 sticky bit,

Ngoai cach gan quyén trén, ching ta ciing cé thé gan quyén truc tiép thong qua 3 chir sb xac
dinh quyén nhw sau : $chmod [gia-tri-quyén] [t&n-tap-tin]

Vi du: Cap quyén cho tap tin myfile

Quyén Lénh
-WIXT-XT-X $chmod 755 myfile
-I-XI--T -- $chmod 522 myfile
“-TWXIWXIWX $chmod 777 myfile

Phwong phap thay ddi tuyét déi nay cé mot sb wu diém vi né |a cach dinh quyén tuyét ddi, két
qua cudi cung khdéng phu thudc vao quyén truy cap trwdc dé clha tap tin. Dong thei, dé noi “thay
quyén tap tin thanh 755” thi d& hon 1a “thay quyén tap tin thanh read-write-excute, read-excute,
read-excute”

VI1.2.2 Lénh chown

Lénh chown diing dé thay déi ngudi s& hivu trén tap tin, thw muc

Cu phap: $chown [tén-user:tén-nhém] [tén-tap-tin/thw-muc]

$chown —R [tén-user:tén-nhém] [thw-muc]

Dong 1&énh cudi cung véi tly chon —R (recursive) cho phép thay déi ngudi s& hiru cla thw muc

<tén_thw_muc> va tat ca cac thw muc con clia né. Diéu nay ciing dung véi lénh chmod, chgrp.

VI1.2.3 Lénh chgrp
Lénh chgrp dung dé thay déi nhém sé& hiru cia mét tap tin, thw muc

Cu phap: $chgrp [nhém-sé-hivu] [tén-tap-tin/thw-muc]
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Tom tit

Ly thuyét: 3 tiét - Thwc hanh: 5 tiét.

Muc tiéu Cac muc chinh

Bai tap bat  Bai tip lam

I. Chwong trinh RPM
II. Pac tinh cia RPM
IIl. Lénh rpm

Gi¢i thiéu hoc vién co
ché cai dat, to chuec,
quan ly phan mém trén
mdi tredng Linux

budc them

Bai tap 4.1

(Séach bai
tap — Cai
dat phan
mém)
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.  Chwong trinh RPM

RedHat Package Manager (RPM) la hé thdng quan ly package (g6i phan mém) dwoc Linux hé tro
cho nguwoi dung. N6 cung cip cho ngwdi dung nhiéu tinh nang dé duy tri hé théng ctia minh.
Nguwoi dung cé thé cai dat, xéa hodc nang cap cac package truc tiép bang 1énh. RPM c6 mét co
s& di¥ liéu chira cac théng tin clia cac package da cai va cac tap tin cta ching, nho vay RPM cho
phép ban truy van cac théng tin, cling nhw xac thuwc cac package trong hé théng. Néu ban sir
dung XWindow, c6 thé dung chwong trinh KDE-PRM hodc Gnome-RPM thay thay cho viéc st
dung lénh.

Trong qua trinh nang cap package, RPM thao thac trén tap tin ciu hinh rat can than, do vay ma
ban khéng bao gi¢» bi mat cac lwa chon trwdc d6 clia minh. Trén phwong dién cac nha phat trién,
né cho phép cac nha phat trién déng géi chwong trinh nguén ctia phdn mém thanh cac package
dang nguén hoéc binary dwa t&i ngudi dung.

Il. Bac tinh cia RPM

Dé hiéu rd hon dac tinh st dung cia RPM, ching ta xem xét cac muc dich cla viéc xay dwng
RPM.

- Kha nang nang cap phan mém: V&i RPM ban cé thé nang cip cac thanh phan riéng biét
ctia hé théng ma khéng can phai cai lai. Khi cé6 mét phién ban mai ctia hé diéu hanh dwa trén
RPM (nhw RedHat Linux chang han) thi ban khéng phai cai lai hé théng ma chi cin nang cép
thdi. RPM cho phép nang cap hé thédng mét cach tw déng, théng minh. Céac tap tin cu hinh
dwoc gin gilr can than qua cac 1an nang cép, vi thé ban khong s¢ thay ddi cac tuy chon sén
c6 cla hé théng dwoc nang cép.

- Truy van théng tin hiéu qua: RPM ciing duoc thiét k& cho muc dich truy van cac théng tin
vé cac package trong hé thdng. Ban co thé tim kiém théng tin cac package hoéac céac tap tin
cai dat trong toan bod co s& dir liéu. Ban ciing c6 thé hdi tap tin cu thé thudc vé package nao
va né & dau. Package RPM cé cac tap tin chira cac thong tin rat hiru ich vé package nay va
ndi dung cla package. C4c tap tin nay cho phép ngwdi ding tim kiém théng tin dé dang
trong moét package riéng 1é.

- Tham tra hé théng (System Verification): M6t dac tinh rat manh ctia RPM la cho phép ban
tham tra lai cac package. Néu ban nghi ng mét tap tin nao bi xdéa hay bj thay thé trong
package, ban co thé kiém tra lai rAt d& dang. Ban can phai chu y dén cac dau hiéu bat binh
thwong cta hé thdng, nén kiém tra va cai lai néu can thiét.

lll. Lénhrpm

Lwu y rang ban phai thwc hién rpm véi ngwdi dung quan tri (root). RPM ¢é 5 ché do thwe hién 1a
cai dat (installing), xéa (uninstalling), nang cap (upgrading), truy van (querying) va thdm tra
(verifying).

lI.1. Cai dat phan mém bang rpm

Package RPM thudng chira cac tap tin gibng nhw foo-1.0-1.i386.rpm Tén tap tin nay bao gdm tén
package (foo), phién ban (1.0), sb hiéu phién ban (1), kién trac st dung (i386). Lénh cai dat :
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# rpm —ivh tén-tap-tinRPM
Vi du:
#rmp —ivh foo-1.0-1.i386.rpm
foo  HHHBHHHHHHEHHEHHEHH R

Mot s6 trwdng hop 16i khi cai dat.

o Package da cai roi.

o Xung dot v&i tap tin cii da tén tai.

o Package phu thuéc vao package khac.

Vi du: package da dwoc cai dat truéc
# rpm -ivh foo-1.0-1.i386.rpm

foo package foo-1.0-1 is already installed
Néu ban mudn cai chdng I&én package da cai roi dung lénh thém tham sé --replacepkgs
#rpm —ivh —replacepkgs tén-tap-tin-package

Vi du:
# rpm -ivh --replacepkgs foo-1.0-1.i386.rpm

Vi du: xung dét véi tap tin cii da ton tai
# rpm -ivh foo-1.0-1.i386.rpm

foo /usr/bin/foo conflicts with file from bar-1.0-1

Dé bd qua 16i nay, ban cé thé cai dé 1&n bang cach s dung tly chon --replacefiles.
# rpm -ivh --replacefiles foo-1.0-1.i386.rpm

Vi du: Package phu thuéc vao package khac

# rpm -ivh foo-1.0-1.i386.rpm
failed dependencies:
bar is needed by foo-1.0-1

Giai quyét trwéng hop nay ban phai cai cac package dwoc yéu cau. Néu ban muén tiép tuc cai
ma khéng cai cac package khac thi dung tuy chon --nodeps. Tuy nhién lic nay cé thé package
clia ban cai c6 thé chay khéng tét.

II.2. Loai bé phan mém da cai dat trong hé thong

Xo6a package thi don gidn hon cai. Lénh xda.

# rpm -e tén-package

Lwu y la khi x6a chung ta dung tén-package ch khdng dung tén tap tin RPM.
Vi du:

# rpm -e foo

removing these packages would break dependencies:

foo is needed by bar-1.0-1
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Néu muén xda cac package bd qua cac 16i, ban dung thém tham sé6 --nodeps. Tuy nhién day
khong phai 1a y kién hay, vi néu chwong trinh ban x6a cé lién quan dén chuong trinh khac. Khi do
chwong trinh nay sé hoat dong khéng duorc.

I.3. Nang cap phan mém
Upgrade cling twong tw nhw cai dat maoi.

# rpm —Uvh tén-tap-tinRPM
Vi du:

# rpm -Uvh foo-2.0-1.i386.rpm

foo HHHHHHHHHHHEHHHH AR

Khi upgrade RPM sé& xda cac phién ban cii ciia package. ban cé thé dung 1énh nay dé cai dat, khi
do sé khong cd phién ban cii nao bi xéa di.

Khi RPM ty déng nang cip v&i tap tin cdu hinh, ban thiy ching thwong xuét hién mot théng bao
nhw sau : saving /etc/foo.conf as /etc/foo.conf.rpmsave. Diéu nay cé nghia la khi tap tin ciu hinh
cta phién ban cii khéng twong thich v&i phién ban méi thi ching lwu lai va tao tap tin cdu hinh
mai. Nang cép thuc suw 1a sy két hop gitra Uninstall va Install. Vi thé khi upgrade ciing thwéng
xay ra cac |16i nhw khi Install va Uninstall va thém moét 16i niva 1a khi ban upgrade v&i phién ban ci
hon.

# rpm -Uvh foo-1.0-1.i386.rpm
foo package foo-2.0-1 (which is newer) is already installed
Trong trwérng hop nay ban thém tham sé --oldpackage
# rpm -Uvh --oldpackage foo-1.0-1.i386.rpm
foo HHUHHHHHHIHHIHHHHHHHITHHHR IR

lI.4. Truy van cac phan mém
Dé truy van thong tin tlr co s& di¥ liéu cha nhirng package da cai dat ban dung.
# rpm -q tén-package
Vi du:
# rpm -q foo
foo-2.0-1 //két qua truy van
Thay vi xac dinh tén package, ban c6 thé s dung thém mét sé tham sb khac két hop véi -q dé
xac dinh package ma ban muon truy van, chung dwoc goi la Package Specification Options
+ -a :Truy van tit ca cac package.
+ -f <tap-tin>: Truy van nhirng package chira tap-tin. Khi xac dinh tap tin ban phai chi ré
dwdng dan (vi du : /usr/bin/ls)

+ -p <tén-tap-tin-package> : Truy van package tén-tap-tin-package

C6 mot sb cach xac dinh nhirng théng tin hién thi vé package. Sau day la cac tuy chon st dung
dé xac dinh loai thdng tin can tim kiém. Chung dwoc goi la Information Selection Options
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+ -i :xac dinh cac théng tin vé package bao gém : tén, mé ta, phién ban, kich thwéc,
ngay tao, ngay cai dat, nha san xuét ...

-l : Hién thi nhirng tap tin trong package.

-s : Hién thj trang thai clia cac tap tin trong package.

-d : hién thj danh s&ch tap tin tai liéu cho package ( vi du man, README, info file ...)

+ + + +

--c : hién thj danh sach tap tin ciu hinh.

I1.5. Kiém tra cac tap tin da cai dat

Kiém tra xem tap tin da cai d&t véi cac tap tin gbc cla package. Céac théng tin dung kiém tra la :
kich thwéc, MD5 checksum, quyén han, loai tap tin, nguwoi s& hiru, nhém sé& hiru tap tin.

+ rpm -V tén-package :Kiém tra tAt ca cac tap tin trong package.

+ rpm —vf tén-file : Kiém tra tap tin tén-file

+ rpm-Va :Kiém tra tAt ca cac package da cai.

+ rpm -Vp tén-tap-tin-RPM :Kiém tra mot package véi tap tin package xac dinh, thudng

st dung trong trwdng hop co s& dir liéu ciia RPM bj héng.
Khi kiém tra néu khong co 16i thi khong cé hién thi, néu khong thi sé théng bao ra. Binh dang cla
dong théng bao gom 8 ky tw va tén tap tin. Moi ky tw biéu dién cho két qua cla viéc so sanh mot
thudc tinh cda tap tin véi thudc tinh Iwu trong co sé div liéu RPM. D4u chidm (.) nghia la da kiém
tra xong. Nhirng ky tw dai dién cho cac I6i kiém tra.
5 — MD5 checksum
S — kich thuwdce tap tin
L — lién két mém
T - th&i gian cap nhat tap tin
D - thiét bj
U — nguwoi sé hiru
G — nhom sé hiru

M - quyén truy xuét va loai tap tin.

+ + + + + 4+ + o+

? — khong tim thay tap tin

I.L6. Cai dat phan mém file nguén *.tar, *.tgz

Ngoai cac phan mém duwgc déng géi dang file nhi phan(file *.rpm) con cé cac phan mém duwoc
cung cap dang file source code nhu: *.tar ho&c *.tgz. Théng thworng dé cai dat phdn mém nay ta
can phai dwa vao tro gilp cla file giip d& trong trng chwong trinh hodc phan mém, cac
file(README or INSTALL,) nay ndm trong cac thw muc con clia thuw muc sau khi ta dung Iénh tar
dé gidi nén source. DPé thuwe hién viéc cai dat nay ta thwong lam cac bwdc sau:

Bwdrc 1: Gidi nén file tar.
Vi du:

[root@bigboy tmp]# tar -xvzf linux-software-1.3.1.tar.gz
linux-software-1.3.1/
linux-software-1.3.1/plugins-scripts/
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linux-software-1.3.1/linux-software-plugins.spec
[root@bigboy tmp]#

Tao cac thw muc con chira cac file cai dat
[root@bigboy tmpl# Is

linux-software-1.3.1 linux-software-1.3.1.tar.gz
[root@bigboy tmpl#

Bwéc 2: Chuyén vao thuw muc con va tham khao cac file INSTALL, README.

Vi du:

[root@bigboy tmpl# cd linux-software-1.3.1
[root@bigboy linux-software-1.3.1J# Is

COPYING install-sh missing plugins

depcomp LEGAL mkinstalldirs plugins-scripts

FAQ lib linux-software.spec README

Helper.pm Makefile.am linux-software.spec.in REQUIREMENTS
INSTALL Makefile.in NEWS subst.in

[root@bigboy linux-software-1.3.1]#

Budéc 3: Sau do ta dya vao chi din trong file (INSTALL, README) dé cai dat phan mém.
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Bai 5
Giéi Thiéu Cac Trinh Tién Ich
Tom tat
Ly thuyét: 4 tiét - Thwc hanh: 5 tiét.

Bai tap lam
thém

Muc tiéu Cac muc chinh

Gi6i thieu cac trinh | - Trinh soan thao vi

ian ich. eng cu duoc | 1 Trinh tién tich mail Bé\j tap §5_.1
°n ICh, cong e AUoC | 11 T40 dia mém boot (sach bai
st dung pho bien trén | 1/ - Trinp tign ich setup tap — Trinh
mo tredng Unix/Linux, | \/  Trinh tién ich fdisk tiénh ich)

tro giip cho hoc vién | /| Trinh tién ich iptraf
st dung dé to chtec va | VII. Trinh tién ich lynx
quan tri hé théng hiéu | VIII. Trinh tién ich mc
qua hon.
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.  Trinh soan thao vi

Vim la chwong trinh soan thao chudn trén cac hé diéu hanh Unix. N6 la chuwong trinh soan thao
trwc quan, hoat dong dwdi 2 ché do : Ché dd l1énh (command mode) va ché doé soan thao (input
mode). D& soan théo tap tin m&i hodc xem hay stra chiva tap tin ci ban dung lénh:

$vi [tén-tap-tin]

Khi thwe hién, vi s& hién 1&n man hinh soan thdo & ché do lénh. O' ché d6 1&nh, chi c6 thé st
dung cac phim dé thwc hién cac thao tac nhw: Dich chuyén con tré, lwu d@ liéu, mé tap tin
méi...Do d8, ban khong thé soan thdo van ban. Néu mudn soan thdo van ban, ban phai chuyén
tir ché do Iénh sang ché do soan thao. Ché dd soan thdo gitip ban st dung ban phim dé soan noi
dung van ban.

1. M6t s6 ham Iénh cua vi

- vitaptin --> bat dau dong 1

- vi+ntaptin --> bét dau & dong n

- Vi +/pattern --> bat diu & pattern

- vi-rtap tin --> phuc hdi tap tin sau khi hé théng treo

1.2. Chuyén ché dd lénh sang ché doé soan thao

Dwéi day la nhom lénh dé chuyén sang ché doé soan thdo. Tuy theo yéu cau ma ban st dung hop
é.

- i trwdc diu con trd

- | trwdc ky tw dau tién trén dong

- sau dau con trd

sau ky tw dau tién trén dong
dwdi dong hién tai

O ©° > o

trén dong hién tai
- r thay thé 1 ky tw hién hanh
- R thay thé cho dén khi nhan <ESC>

1.3. Chuyén ché doé soan thao sang ché d6 lénh

Dung phim ESC (escape), sau do str dung cac nhém Iénh thich hop sau:

1.3.1 Nhém Iénh di chuyén con tré
- h sang trai mot khoang trang
- e sang phai mét khoang tréng

- <space> -nt-

- W sang phai 1 tl
- b sang trai 1 tw
-k Ién mét dong
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- xudng moét dong

- <return> -nt-

- ) cudi cau

- | dau cau

-} dau doan van

- | cudi doan van

- Aw dén ky tw du tién chén vao
- Mu cudn 1&n 1/2 man hinh

- Ad kéo xudng 1/2 man hinh

S kéo xudng 1 man hinh

- Mb kéo 1én 1 man hinh

Lwu y: dau “» viét tét cho phim Ctrl

1.3.2 Nhom Iénh x6a

- Dw 1t

- do dén dau dong

- d$ cudi dong

- 3dw 3t

- dd dong hién hanh
- b5dd 5 dong

- X xo6a 1 ky tw

1.3.3 Nhoém Iénh thay thé

- ow Thay thé 1 tw

- 3cw Thay thé 3 tw

- cc Dong hién hanh
- bce 5 dong

1.3.4 Nhoém Iénh tim kiém

- */and T ké tiép clia and

- *?and T két thuc la and

- *InThe  Tim dong ké bat du bang The
- n L&p lai l4n do tim sau cuing

1.3.5 Nhoém Iénh tim kiém va thay thé
- :sltext1/text2/g Thay text1 thanh text2

- :1,%s/tap tin/thw muc  Thay tap tin bang thw muc tir hang 1 dén cubi.
- :glonels//1ig Thay thé one béng 1

1.3.6 Copy and paste
- Pé copy ta dung Iénh y va dé paste dung lénh p
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- y$ : copy tir vi tri hién tai cGa cursor dén cubi dong.
- yy :copy toan bd dong tai vi tri cursor.
- 3yy : copy ba dong lién tiép.

1.3.7 Undo

Thao tac undo cho phép chiing ta hiy thao tac hién tai va quay vé thao tac trwdc do, trong vi thuc
hién bang phim u.

1.3.8 Thao tac trén tap tin

- W ghi vao tap tin

- X lwu va thoat khoi ché do soan thao

- wqg lwu va thoat khoi ché dd soan thao

- :w <filename> Iwu vao tap tin maoi

- q thoat néu khong cé thay déi ndi dung tap tin
- ! thoat khong lwu néu cé thay déi tap tin
- mé& tap tin doc .

Il. Trinh tién tich mail
Trinh tién ich nay do Linux cung cép dé hd tro cho viéc gtri va nhan mail.
$mail

Lénh nay sé hién thi noi dung cac mail trong mailbox theo th ty vao trwéce ra sau. Sau khi hién
thi mdi mail s& hién lén dau “?” dé chd lénh cla nguwoi siv dung. cac thao tac co ban sau:

- newline Hién thi mail k&, néu khéng con thi thoat khai lénh.
-+ giébng nhw newline

-p In théng bao

- s[tap tin] Iwu mail vao tap tin khac hoac mailbox

- w[tap tin] gidng nhu s nhwng khéng lwu dau théng bao

- d x6a mail

- q thoat khai tién ich

- X thoat khai tién ich ma khang thay déi mail

- 1[lénh] thwe hién [Iénh] Unix

G&i mail: Bwa vao 1énh mail v&i dia chi clia ngwdi str dung. Vi du :
$ mail dung@fibi.hcm.vn
<ndi dung>
A-D

Mail s& dwoc glri cho ngudi st dung cé tén la dung & cong ty fibi ving hcm.vn. C6 thé cung mét
lic gtri mot théng bao cho nhiéu nguoi

$ mail dung@fibi.hcm.vn trung@fibi.hanoi.vn
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Nhan mail : Khi login vao hé thdng néu co thw hé théng sé thong bao “ You have mail” khi d6 co
thé danh $mail d& nhan mail. Twong tw ta c6 thé dung céc tién ich nhuw: sendmail, pine théng qua
trg giup man.

lll. Tién ich tao dia mém boot

Ta c6 thé stir dung lénh mkbootdisk dé tao dia mém kh&i dong hé théng. Cac bwéc thuc hién nhw
sau:

- Pang nhap vao hé théng béng user root.

- Xem phién bang kernel clia Linux dung Iénh Is /lib/modules/ hodc Iénh uname —r (trong vi du
nay Linux kernel la 2.2.12-20).

- Sl dung I&nh /sbin/mkbootdisk 2.2.12-20 tir dau nhac shell

- Puwa dia mém vao 6 dia khi dwoc hé thdng yéu cau (Insert a disk in /dev/fd0. Any information
on the disk will be lost.)

IV. Trinh tién ich setup

La trinh tién ich hd tro cai dat thiét bi, filesystem, thiét 1ap cu hinh mang, dich vu hé théng, tir
d4u nhéc lénh ta enter vao 1&énh setup, dialog chon céng cu sé dwoc hién thi.

———] Choose a Tool ——

Firewall configuration
Mouse configuration
Network configuration
Printer configuration
3ystem services
Timezone configuration

B

Ta c6 thé dung chuwong trinh nay dé cai dat théng cu hinh TCP/IP cho hé thdng, ti giao dién
trén ta chon item Network Configuration -> Run Tool

— HNetwork configuration |———

Would you like to set up networking?

-

Sau khi ta chon Yes dé thwc hién qua trinh cau hinh thich hop
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IP address:
Netmask:

| Configure TCP-IP |

Please enter the IP configuration for this machine. Each
item should be ewntered as an IP address in dotted-decimal
notation (for example., 1.2.3.4).

Default gateway C(IP):
Primary nameserver:

Sau d6 ta chon Ok -> Exit. C6 thé dung Iénh /etc/init.d/network restart dé cap nhat lai cac thong

s6 mang.

V. Trinh tién ich fdisk

La trinh tién ich cho phép quan ly 6 dia cirng nhu: tao mdi, xem théng tin va xda céac parttition

trong hé théng. Cu phap lénh:

#fdisk <device _name>

Trong d6 <device_name> c6 thé la /dev/hda hoéc /dev/sda. Sau day la mot sb lénh fdisk co ban.

Lénh
P

rH4>sS00Z

Giai thich

Liét ké danh sach cac parttition
table

Tao mai 1 parttition

Xoba parttition

Thoat khai trinh tién ich

Tao mai parttition

Thiét 1ap boot parttition

Thay dbi system parttition 1D
Liét ké loai partition (bao gdm
ID)

Sau day la mét sé budc dé tao ma&i mot parttition v&i dung lwvgng 384M

Bwéc thwe hién
# fdisk /dev/hdb

Command (m for help): p

Disk /dev/hdb: 64 heads, 63 sectors, 621

cylinders

Units = cylinders of 4032 * 512 bytes

Command (m for help): n
Command action

e extended

p primary partition (1-4)
p
Partition number (1-4): 1
First cylinder (1-621, default
1):<RETURN>
Using default value 1

Giai thich
Khéi tao tién
ich fdisk dé
thao tac lén
Parttition
/dev/hdb

Liét ké danh
sach cac
partition trong
hé théng.

Tao m&i moét
primary
partition voi
kich thuéc
384MB

Last cylinder or +size or +sizeM or
+sizeK (1-621, default 621): +384M
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Command (m for help): p Xem théng tin
Device Boot Start End Blocks Id partition m&i
System vira tao
/dev/hdb1 1 196 395104
83 Linux

Lwu y: Sau khi ta dung fdisk dé& tao mot partition mai thi ta phai reboot lai hé théng va dung 1énh
mkfs —t ext3 <filesystem> dé dinh dang lai partition d6 trwwéc khi str dung.

VI. Trinh tién ich iptraf

La trinh tién ich hd tro viéc theo ddi va giam sat cac traffic trén mang, lwu y rang ta phai cai
chwong trinh nay t dia CDROM bang lénh rpm —ivh iptraf...rpm

Sau day la mot sb mén r]inh minh hoa cho viéc st dung tién ich iptraf dé theo dai lwu
lweng mang. T dau nhac Iénh enter vao I1énh iptraf.

Tén tién ich Giai thich

IP traffic monitor Theo dai ip trafic va TCP
connection

General interface Xem céc thong tin tdng quat

statistics trén cac interface

Detailed interface Xem théng tin chi tiét trén tirng

statistics interface (téng sb byte géi,
tdng sb byte nhan, ...)

Statistical breakdown ... Théng ké cac packet bi hly bd
trén cac interface do mot sb sw
c6 mang

LAN station monitor Théng ké thong tin tr may
mang g&i vao may ndi bo.

Filters... Cho phép thiét 1ap bd loc théng
tin dya theo cac giao thirc
mang TCP/UDP...

Configure... C4u hinh céc théng sb cho

trinh tién ich iptraf

VII. Trinh tién ich lynx

Lynx la mét trong nhirng trinh duyét Web cé giao dién text. Lynx cho phép nguwdi ding cé thé st
dung dé truy xuat Web qua giao dién text thay vi str dung giao dién d& hoa ciia XWindows. Lynx
c6 thé sir dung trong console, terminal hodc xterm. Ca phap lénh lynx:

#lynx <URL>
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Vi du: #lynx webmail.tatavietnam.vn

0470772005 06:57:32 pn +0700 - ig0-88559-1 - Open WebMail

[openwebmail.gif]

Login

TzerID:
Password:

Loigin [X] HTTF
Compression [ ] duto
Login

Open WebMail wversion 2.51 Help?

[NORMAL LINE) Use right-arrow or <returrn>= to activate.
Arrow keys: Up and Down to mowe. Right to follow a link; Left to go back.
Hjelp 0O)jptions Plrint G)o M)ain screen Q)uit /=gearch [delete]=hiztory list

Ta c6 thé tham khao man hinh chinh cda trinh duyét Web Browser dé xem tro giup:

Vi du: chon phim g dé duyét trang Web khéac, phim o dé& hiéu chinh tiy chon, phim p dé in théng
tin ra may in....

VIIl. Trinh tién ich mc

GNU Midnight Commander la chwong trinh quan ly va thao tac trén file va thw muc dwoc sk
dung trén Unix/Linux, d& s dung ta phai cai package mc, sau d6 dung Iénh mc dé kich hoat
chwong trinh, mc ¢ kha ndng cung cép tinh nang truyén file théng qua ftp va ssh.

.gconf

.geonfd

. gnome
salchemist g .gstreamer-0.8
salternatives g .mc
samanda 5 Desktop
~bonobo-a~ivation 5 .Xauthority
scron.d g .Xresources
scron.daily g .bash_history
scron. hourly 5 .bash_logout
scron.monthly 5 .bash_profile
scron.weekly g .bashrc
SCUPS g .cshrc
sdbus-1 : .default”ontexts

sdefault : .gtkrc

int: Keys not working in xterms? Use our xterm.ad, .ti and .tcap files.
rootEnhon rootlft _
3 4 5 [i] rd i] 9
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Bai 6
Quan Tri Ngwei Dung Va Nhém
Tém tat

Ly thuyét: 5 tiét - Thwc hanh: 5 tiét.

Muc tiéu Cac muc chinh Bai t?P bat Bai tz{p lam
: : budc thém

Gi¢i thiéu co ché 1o . SuPeruger N Bai tap 6',1
o .. | II.  Théng tin caa User (tham khao
chirc va quan tri nguoi . O P s .
. o . Quan ly nguw&i dung Sach bai
dung trén Linux. tap”)
IV.  Nhom ngudi ding AP
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. Superuser

Trong hé thdng Linux, tai khoan root cé quyén cao nhat dwoc st dung bdi ngwdi quan tri. St
dung quyén root ching ta thay rat thoai mai vi ching ta c6 thé thyc hién cac thao tac ma khéng
phai lo l&ng gi dén van dé quyén truy cap vi root c6 quyén cao nhat trong hé thdng. Tuy nhién, khi
hé théng bi sy c6 do mét 16i ldm nao dd, ching ta méi thdy sy nguy hiém khi lam viéc véi quyén
root, do vay chuing ta chi st dung tai khodn nay vao cac muc dich cau hinh, bao tri hé thdng chi
khéng nén s dung vao muc dich hang ngay. Ban can tao cac tai khoan (account) cho ngui sir
dung thwdng sé&m nhat co thé dwoc (dau tién 1a cho ban than ban). V&i nhirng server quan trong
va co6 nhiéu dich vu khac nhau, ban cé thé tao ra cac superuser thich hop cho tirng dich vu dé
tranh dung root cho cac cdng tac nay. Vi du nhu superuser cho cong tac backup chi can chirc
nang doc (read-only) ma khéng can chirc ndng ghi.

Tai khoan root nay cé quyén han rat Ién nén né la muc tiéu ma cac k& xau mudn chiém doat,
chung ta st dung tai khoan root phai can than, khéng str dung bira bai trén qua telnet hay két ndi
tir xa ma khong cé céng cu két néi an toan.

Trong Linux, ching ta cé thé tao tai khoan cé tén khac nhwng cé quyén cua root, bang cach tao
user c6 UserlD bang 0. Can phan biét ban dang login nhw root hay nguwdi st dung thwéong théng
qua dau nhéc cua shell.

login: natan

Password:****
[natan@NetGroup natan]$ su -
Password: ****
[root@NetGroup /root]#

Dong thi tw véi dau $ cho thdy ban dang két ndi nhw mét ngudi sir dung thwong (natan). Dong
cudi cung voi dau # cho théy ban dang thyc hién cac Iénh v&i root. Lénh su user_name cho phép
ban thay ddi login duéi mot tai khodn khac (user_name) ma khéng phai logout rdi login tré lai.

Il. Thong tin cua User

Moi ngwdi mubn dang nhap va st dung hé thdng Linux déu can cé 1 tai khoan. Viéc tao va quan
ly tai khodn la vn dé& quan trong ma ngudi quan tri phai thuc hién. Tri tai khodn root, cac tai
khodn khac do ngw¢i quan tri tao ra.

Méi tai khoan ngudi dung phai cé mét tén si dung (username) va mat khau (password) riéng.
Tap tin /etc/passwd 14 tap tin chira cac thdng tin vé tai khoan ngudi dung clia hé théng.

Il.1. Tap tin /etc/passwd

Tap tin /etc/passwd déng vai trd sdng con dbi véi mot hé théng Unix/Linux. Moi nguei déu cé thé
doc dwoc tap tin nay nhwng chi cé root méi co quyén thay dbi no. Tap tin /etc/passwd dwoc lwu
duéi dang van ban nhw hau hét cac tap tin ciu hinh khac cla Linux. Chang ta thir xem qua néi
dung cua tap tin passwd:

root:x:0:0:root:/root:/bin/bash
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bin:x:1:1:bin:/bin:

daemon:x:2:2:daemon:/sbin:

halt:x:7:0:halt:/sbin:/sbin/halt

mail:x:8:12:mail:/var/spool/mail:

news:x:9:13:news:/var/spool/news:

ftp:x:14:50:F TP User:/var/ftp:

nobody:x:99:99:Nobody:/:

nscd:x:28:28:NSCD Daemon:/:/bin/false

mailnull:x:47:47::/var/spool/mqueue:/dev/null

rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/bin/false

xfs:x:43:43:X Font Server:/etc/X11/fs:/bin/false

nthung:x:525:526:nguyen tien hung:/home/nthung:/bin/bash

natan:x:526:527::/home/natan:/bin/bash

M@i tai khoan dwoc lwu trong mot dong gém 7 cot:

- Cot1:Tén ngwoi st dung.

- Cot2: M4 lién quan dén mat khau cla tai khoan va “x” déi v&i Linux. Linux lwu méa nay trong
mot tap tin khac /etc/shadow ma chi cé root méi cé quyén doc.

- Cot 3:4 : Ma dinh danh tai khoan (user ID) va ma dinh danh nhém (group ID).

- Cot5: Tén day di ctia nguwdi st dung. Mot sé phan mém pha password st dung di liéu cla
cot nay dé thir doan password.

- Co6t 6 : thw muc ca nhan. (Home Directory)

- C6t 7 : Chwong trinh sé& chay d4u tién sau khi nguwéi dung dang nhap vao hé thng.

Dong dau tién cla tap tin /etc/passwd mo t& théng tin cho user root (cht y la tt ca nhirng tai
khoan c6 user_ID = 0 déu la root), tiép theo la cac tai khoan khac cta hé théng (day la cac tai
khoan khoéng cé that va khong thé login vao hé théng), cudi cung la cac tai khoan ngudi dung
thwong.

II.2. Username va UserlD

Tén ngudi dung la chudi ky tw xac dinh duy nhat mét nguoi dung, ngudi dung st dung tén nay
khi dang nhap cling nhw truy xuét tai nguyén, trong Linux t&n ngudi dung cé sw phan biét gitra
chir hoa va thudng. Thong thudng, tén ngwoi ding thueng st dung chir thwong. Dé dé dang
trong viéc quan ly ngwoi dung, ngoai tén ngwoi dung Linux con st dung khai niém dinh danh
ngudi dung (user _ID). M&i ngudi dung cé mét con sb dinh danh riéng.

Linux st dung sb dinh danh dé kiém soat hoat dong clia nguwdi dung. Theo qui dinh chung,
nhirtng ngwdi dung cé dinh danh la 0 14 ngwoi dung quan tri (root). Cac sb dinh danh tir 1- 99 sir
dung cho céc tai khoan hé thdng, dinh danh ctia ngwdi dung binh thwdng sir dung gia tri bat dau
ttr 100.
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I.3. Mat khau ngwei dung

MGi ngudi dung c6 mot mat khau riéng dé sir dung tai khoan ctia minh. Moi ngudi déu cé quyén
déi mat khau clia chinh minh. Nguwéi quan tri thi cé thé ddi mat khau ctia nhirng ngudi khac.

Unix truyén théng lwu céc thong tin lién quan téi mat khau ngudi dung trong tap tin /etc/passwd.
Tuy nhién, moi ngudi dung déu doc dwoc tap tin nay do mét sbé yéu ciu cho hoat dong binh
thwdrng ctia hé théng (nhw chuyén User ID thanh tén khi hién thi trong 1énh Is chang han) va nhin
chung cac ngwdi dung dat mat khadu “yéu” do d6 hau hét cac phién ban Unix méi déu lwu mat
khau(dwoc ma héa) thuc sy trong mot tap tin khac /etc/shadow va chi cé root dwoc quyén doc
tap tin nay.

Chu y: Theo cach xay dwng ma héa mat khau, chi cé 2 cach pha mat khau Ia vét can (brute force)
va doan. Phuwong phap vét can, theo tinh toan chat ché, la khéng thé thwc hién ndi vi doi hdi thoi
gian tinh toan quéa I&n, con doan thi chi tim ra nhitng mat khdu ngan, ho&c “yéu”, vi du nhw
nhirng tir tim thay trong tir dién nhw god, darling ...

I.4. Group ID

Khai niém Group ID d& dinh danh nhém clia ngudi ding, théng qua Group ID nay gilp ta c6 thé
xac dinh ngwoi dung dé thudéc nhém nao, théng thuwong trén Linux GID dwgc mac dinh tao ra khi
ta tao mot user va co gia tri >= 500.

I.L5. Home directory

Khi nguéi dung login vao hé théng dwgc dat lam viéc tai thw muc ca nhan cdia minh. Thwong thi
moi nguwdi c6 mot thw muc ca nhan riéng, ngudi dung cé toan quyén trén do, né dung dé chira
dir liéu ca nhan va céac théng tin hé thdng cho hoat dong ctia ngudi dung nhw bién méi trwong,
script khé&i dong, profile khi st dung X window ... Home directory clia ngwoi dung thwdng la
/home; cho root la /root. Tuy nhién chung ta ciing cé thé dat vao vi tri khac théng qua lénh
useradd hoac usermod

lll. Quan ly ngwei dung

lll.1. Tao tai khoan ngwéi dung
Dé tao mot tai khoan, ban cé thé st dung Iénh useradd, cu phap Iénh useradd nhw sau:

#useradd [-c I&i_md_td_vé nguwoi_dung] [-d thw_muc_ca_nhan] [-m] [-g nhém_cla_ngudi_dung]
[tén_tai_khoan]

Lwu y: Tham s6 —m duoc s dung dé tao thw muc ca nhan néu né chwa ton tai. Va chi cé root
dwoc phép st dung Iénh nay.

Vi du:
# useradd —c “Nguyen van B “ nvb

Dung lénh passwd <username> dé dé dat mat khau cho tai khoan.
# passwd nvb

Changing password for user nvb

Hoc phan 4 - Chimg chi quan tri mang Linux Trang 82/271



Huéng dan giang day

New UNIX password: ****
Retype new UNIX password: ****
passwd: all authentication tokens updated successfully

Vi van dé& an ninh cho may Linux va sy an toan cta toan hé thdng mang, viéc chon ding
password la rat quan trong. Mot password goi la tét néu:

- CO6 do dai tbi thiéu 6 ky tu.
- Phéi hop gitra chi thuwong, chiv hoa, sb va cac ky tw dic biét.
- Khéng lién quan dén tén tudi, ngay sinh ... cGa ban va nguoi than.

Trong vi du trén, ban tao tai khodn ngudi dung va khéng quan tdm gi dén nhém (group) cua
ngwdi dung. Sé thuan lgi néu ban nhém nhiéu ngwdi dung cé cing mét chirc ndng va cung chia
sé nhau di liéu vao chung mét nhém. Mac dinh khi ban tao mét tai khoan, Linux sé tao cho mbi
tai khodn mét nhém, tén nhém trung véi tén tai khoan. Doc tap tin /etc/passwd ta théy:

nvb:x:1013:1013::/home/nvb:/bin/bash
nvb c6 user_ID 1012 va thuéc nhém 1013.
Xem tap tin /etc/group ta thay:

# more /etc/group

root:x:0:root

nvb:x:1013:

Ban ¢4 thé két nap tai khoan nvb vao nhém users béng cach thay sé6 1013 bang 100, & group_ID
ctia nhém users. Ta c6 thé dung lénh useradd —d dé xem céac théng s6 mac dinh khi ta tao tai
khodn nguwoi dung (cac thong tin nay dwoc lwu trong thw muc /etc/default/useradd):

# useradd -D
GROUP=100
HOME=/home
INACTIVE=-1
EXPIRE=
SHELL=/bin/bash
SKEL=/etc/skel

I.2. Thay déi théng tin cua tai khoan

Ban c6 thé thay ddi lai thong tin tai khoan tr tap tin /etc/passwd hodc dung 1énh usermod. CU
phap cla Iénh usermod:
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#usermod [-c moé_ta_théng_tin_nguwdi_dung] [-d thw_muc_ca_nhan] [-m] [-g
nhom_cla_ngwoi_dung] [tén_tai_khoan].

Vi du: Cho tai khoan nvb vao nhom admin

#usermod —g admin nvb

lll.3. Tam khéa tai khoan ngw®i dung

Dé tam thoi khda tai khoan trong hé théng ta cé thé dung nhiéu cach:

Khéa (locking) M& khda (unlock)
passwd —| <username> passwd —u
usermod —L <username> usermod —-U

Ta c6 tam khoa tai khodn béng cach chinh stra tap tin /etc/shadow va thay thé tir khoa x bang tir
khda * hoac cé gan /bin/false vao shell mac dinh cua user trong file /etc/passwd

lll.4. Huy tai khoan

Lénh userdel diing dé x6a mét tai khoan. Ngoai ra, ban ciing cé thé xéa mét tai khoan bang cach
x6a di dong di¥ liéu twong hng véi tai khodn do trong tap tin /etc/passwd. Cu phap cla lénh:

#userdel <option> [username]

Vi du x6a tai khodn nvb (dung tuy chon —r dé xéa toan b thong tin lién quan téi user do) :

#userdel —r nvb

IV. Nhém ngweéi dung

Thiét lap nhivng nguei dung cé chung moét sb ddc diém nao dé hay cé chung quyén han trén tai
nguyén vao chung mét nhém. Mdi nhém cé mét tén riéng va mét dinh danh nhém, mét nhém co
thé c6 nhiéu ngwdi dung va nguwdi dung cé thé 1a thanh vién cta nhiéu nhém khac nhau. Tuy
nhién tai mot thdi diém, mot ngudi dung chi co thé [a thanh vién clia mot nhém duy nhét.

Thong tin vé nhom lwu tai tap tin /etc/group. M6i dong dinh nghia mét nhém, cac trudng trén dong
cach nhau bang dau :

<tén-nhom>:<password-clla-nhom>:<dinh-danh-nhém:cac-user-thuéc-nhom>

IV.1. Tao nhém

Chung ta co thé chinh stra truc tiép trong tap tin /etc/group hodc dung 1énh groupadd. Cu phap
cula lénh:

#groupadd [tén-nhom]

IV.2. Thém ngwei dung vao nhém

Chung ta c6 thé slra tr tap tin /etc/group, cac tén tai khoan ngudi dung cach nhau bang déu ;.
M6t cach khac la cho tirng ngwdi dung vao nhém bang Iénh:

#usermod —g [tén-nhom tén-tai-khoan]
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Hay sira thong tin tai khoan truc tiép trong tap tin /etc/passwd théng qua viéc chinh stra lai dinh
danh nhém trong dong khai bao tai khoan ngudi dung.

IV.3. Hay nhém
Ta c6 thé xda trwc tiép nhém trong tap tin /etc/group hay dung 1énh:

#groupdel [ tén-nhém]

IV.4. Xem thdéng tin vé user va group

Ta co thé dung Iénh groups hodc id d& xem théng tin vé mot tai khoan hay mét nhém nao dé
trong hé théng, cu phap lénh:

#id <option> <username>
Vi du: Ta muén xem groupID ciia mdt user tdnhon ta dung Iénh:

#id —g tdnhon

Ta c6 thé xem t&n nhém clia mét user nao d6 ta dung lénh groups <username>
Vi du:
[root@server root]# groups root

root : root bin daemon sys adm disk wheel

Hoc phan 4 - Chimg chi quan tri mang Linux Trang 85/271



Huéng dan giang day

BAI 7
Quan Ly Tai Nguyén Bia Cirng
Tom tat

Ly thuyét: 3 tiét - Thwc hanh: 5 tiét.

Muc tiéu Cac muc chinh Bai t?P bat Bai tz{p lam
: : budc thém

l. Gioi thigu QUOTA Bai tap 7.1
Il. Thiétlap QUOTA (sach bai
lll. Kiéem tra va thong ké han nghach | tap)

IV. Thay dbi Grace Periods

Gidi thiéu co ché thiét
lap han ngach dé gidi
han tai nguyén dia cho
ngudi dung.
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. Giéithiéu QUOTA

Mot cong cu tét nhat d& quan ly tai nguyén dia cirng 1a quota. Quota dwoc dung dé hién thj viéc
st dung va gi¢i han dia cirng dbi v&i ngudi dung. Khong phai ap dung quota cho tat ca nhivng hé
thdng tap tin. Chi c6 nhirng hé théng tap tin nao can thiét ching ta méi dung quota (vi du nhw
/home - /home phai la mét partition). Khi dwoc goi, quota sé doc tap tin /etc/fstab va kiém tra
nhirng tap tin hé théng trong tap tin nay. Bé giup cho viéc gi¢i han ¢ hiéu qua, trwdc khi cau
hinh ban can hiéu nhirng khai niém sau:

- Gi®&i han cirng(Hard Limit): Dinh nghia dung lwgng dia cirng tdi da ma ngwdi ding coé thé
s dung. Néu ngudi dung cb tinh lwu nhirng théng tin vao thi nhirng théng tin truéc doé cé
thé bj x6a va day 1én dan. Viéc gi¢i han nay that manh mé va can thiét déi véi mot s6 nguoi
dung.

- Gi&i han mém(Soft Limit): Dinh nghia dung lwong dia cing t6i da ma ngwdi dung co thé sir
dung. Tuy nhién, khdng giébng nhw gi¢i han cirng, gidi han mém cho phép nguwdi dung st
dung vuwot qua dung lwvgng cho phép trong mét khoang théi gian nao d6. Thoi gian nay dugc
xac dinh trwdc va goi la thdi gian gia han (grace period). Khi ngwdi dung vuet qua dung
lwgng cho phép, ho sé nhan mét I1&i canh bao trwdc. Mot y kién hay la ban cau hinh gi®i han
mém nhd hon gi¢i han cirng, va cau hinh khi nguwdi dung vwot qua dung lwong cho phép hé
thdng sé glri mdt 1&i canh bao trudc khi cho phép ngudi dung lwu di liéu.

- Thoi gian gia han(Grace Period): La thoi gian cho phép nguwdi dung vwot qua dung lwgng
dia ctrng dwoc cap phép trong gi¢i han mém.

Il. Thiét lap Quota
Qua trinh thiét lap quota sé trai qua nhirng buwdc sau:

- Chinh sira tap tin /etc/fstab.
- Thuwc hién quotacheck.
- Phan bd quota.

I.1. Chinh stra tap tin /etc/fstab

M@& tap tin /etc/fstab dé thém mét sé thong sbé gidi han usrquota (cho ngudi dung), grpquota(cho
nhém). Vi du file /etc/fstab:

/dev/mdO / ext3 defaults 11
LABEL=/boot /boot ext3 defaults 12
none /dev/pts devpts gid=5,mode=620 0 O
LABEL=/home /home ext3 efaults,usrquota,grpquota 1 2
none /proc proc defaults 00
none /dev/shm tmpfs defaults 00
/dev/mdl swap swap defaults 00

Trong vi du trén, ta d&t cAu hinh han ngach trén hé thdng tap tin /home cho ca nguwdi dung va
nhém bang cach thém céc tuy chon usrquota,grpquota (Trong d6 usrquota dé dat han ngach cho
user va grpquota st dung cho nhém).

Sau d6 ta tao cac tap tin lwu trlr théong tin ciu hinh cho user(aquota.user), cho
nhém(aquota.group) trong thu muc /home va dat quyén han Ién hai tap tin nay.
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#touch aquota.user
#chmod 600 aquota.user
#touch aquota.group
#chmod 600 aquota.group

Sau d6 ta phai reboot lai hé théng dé remount lai file system /home théng qua Iénh init 6.

I.2. Thwc hién quotacheck

Sau khi da cip phép quota va gén két lai hé théng tap tin, hé théng bay gi® cé kha nang lam viéc
quota. Tuy nhién, nhirng hé théng tap tin nay ciing chwa thuc sy sén sang, cho nén chung ta can
dung quotacheck. L&nh quotacheck sé& kiém tra nhirng hé théng tap tin dwoc cAu hinh quota va
xay dwng lai bang st dung dia hién hanh.

#quotacheck —avug
Nhirng tuy chon:
-a : kiém tra t4t ca nhirng hé théng tap tin ciu hinh quota.
: Hién thi théng tin trang thai khi kiém tra.

+
1
<

+ -u:kiém tra quota clia ngudi dung.
+ -g: kiém tra quota ciia nhém.

I.3. Phan bd quota

Nguwoi quan tri hé thdng sé thiét Iap quota cho ngwdi dung trong tap tin ¢ tén aquota.user ndm
trong hé théng tap tin ma ching ta mudn ciu hinh quota. Twong tw, ching ta ciing sé thiét 1ap
quota cho nhém trong tap tin aquota.group.

#edquota <option> <username>
Ban c6 thé diéu khién I&nh quota mot cach hiéu qué véi nhivng tiy chon sau:

-g chinh slra quota cho nhém

+

-p sao chép quota clia mét nguwdi dung cho mét nguwdi dung khac
+ -u chinh stra quota cho ngwoi dung(mac dinh cta lénh)
+ -t chinh stra thoi gian cla gi¢i han mém.
Vi du: #edquota —u hv
Disk quotas for user mp3user (uid 503):
Filesystem blocks soft hard inodes soft hard
/devihda3 24 0 0 7 0 O

- Blocks: Dung lwgng(block) user dang st dung

- Inodes: Sb lwong file user dang st dung.

- Soft Limit: Dung lwong gi¢i han mém (blocks/inodes), théng thwdng kich thudc nay phai <=
kich thwéc gidi han clrng. Néu user st dung qua dung lwong nay thi quota sé& cap mot
khoang thoi gian(grace periods). Khi Soft Limit bang 0 cé nghia gi&i han nay khéng st dung.
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- Hard Limit: Dung lwgng gi®i han cirng (blocks/inodes)

- Sau d6 ta chon phim i dé edit cac théng sb trén cho phu hop, sau d6 chon phim Esc va chon
X

Sau khi thiét 1ap quota, ban phai kh&i ddong quota lén bang 1énh quotaon /dev/hda3

- Véi tuy chon —a cla lénh quotaon sé kiém tra tAt ca nhirng hé théng tap tin

- Lénh quotaoff thi co tinh nang ngwoc lai, tam ngwng quota trén hé théng tap tin.

lll. Kiém tra va théng ké han nghach
Nguwdi dung co thé dung 1énh quota —v d& xem han nghach, ct phap cta Iénh:
#quota [tuy_chon] [ngwdi_dung] [nhom]
Nhirng tuy chon cua Iénh quota.
+ -g hién thj quota ctia nhém ma ngu®i dung nay la mét thanh vién.
+ -q chihién thi nhirng hé thdng tap tin co thiét 1ap quota.
+ -u hién thj quota cGia ngu®i dung.

Ngoai ra ta cé thé str dung quotastats, repquota d& xem moét sd thong tin théng ké vé& han
ngach....

Vi du:

# repquota /home

*** Report for user quotas on device /dev/hda3
Block grace time: 7days; Inode grace time: 7days
Block limits File limits

User used soft hard grace used soft hard grace

root 52696 0 0 1015 0 O

mp3user24 0 0 7 0 0

IV. Thay d6i Grace Periods

Ta c6 thé dung lénh edquota —t dé thay dbi grace periods cho filesystem, don vi thoi gian nay cé
thé seconds, minutes, hours, days, weeks, and months. Dé thay dbi théng sb nay sau khi ta dung
lénh edquota —t ta dung i & nhap gia tri (7days néu ta mudn dat 7 ngay) grace periods va ding :x
dé lwu.

Vi du:

# edquota —t

Grace period before enforcing soft limits for users:

Time units may be: days, hours, minutes, or seconds

Filesystem Block grace period Inode grace period
/dev/hda3 7days 7days
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Tom tat

Ly thuyét: 5 tiét - Thwc hanh: 10 tiét.

Muc tiéu

Cac muc chinh

, BAI 08
Cau Hinh Mang

Bai tap bat  Bai tip lam

- e budc thém
e ny A . Dattén may Bai tap 8.1
g'f' g;'j” r’:r?; S‘:n;hnago Il CAu hinh dia chi IP cho NIC (sach bai
, S Lenh netstat tap.)
C?C phuong thire quan iy, Thay dbi default gateway
ti mang t xa, cau| v  Dich vu Telnet.
hinh DHCP dé& cap | vI||. Secure Remote Access — SSH
phat dia chi IP dong (Secure Shell).
cho may tram. VIII. Dynamic Host Configuration
Protocol.
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. Dattén may

Lénh hostname dung dé& xem va cu hinh tén may tinh. Khi ta dung lénh hostname khong kém
theo tham s6, diéu nay cé nghia la ta mudn xem tén may cla hé théng.

Tuy nhién ta ciing c6 thé dung Iénh hostname <hostname> dé d&t t&én may cho hé thdng ndi bo,
tén may sé dwoc thay ddi mét khi user logoff va logon tré lai. I&énh hostname chi d&t tén may tam
thoi, khi hé théng reboot lai thi tén may sé tré vé tén cii trwdc do. Thong tin vé tén may tinh duoc
lwu trong tap tin /etc/hosts bao gédm cac théng tin sau:

Dia chiip <tén may>

Néu ta mudn thay déi tén may cbé dinh va sé& dwoc lwu lai sau khi hé théng reboot, ta sé& thay déi
thoéng s6 HOSTNAME=<hostname> trong tap tin /etc/sysconfig/inetwork mé ta théng tin vé duong
mang:

NETWORKING=yes
HOSTNAME=Server

II. CAu hinh dija chi IP cho NIC

Il.L1. Xem dia chi IP

Xem thong tin dia chi IP cda PC ta dung lénh ifconfig, Iénh nay dwoc st dung trén Unix/Linux.
eth0 la tén cla card mang trong, lo la tén cla loopback interface. Vi du sau ta dung Iénh ifconfig —
a dé xem thong tin cAu hinh mang trén card mang.

# ifconfig —a
eth0  Link encap:Ethernet HWaddr 00:0C:29:6D:F0:3D
inet addr:172.29.14.150 Bcast:172.29.14.159
Mask:255.255.255.224
inet6 addr: fe80::20c:29ff:fe6d:f03d/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500
Metric:1
RX packets:6622 errors:0 dropped:0 overruns:0 frame:0
TX packets:1425 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:793321 (774.7 Kb) TX bytes:240320 (234.6 Kb)
Interrupt: 10 Base address:0x1080
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:76 errors:0 dropped:0 overruns:0 frame:0
TX packets:76 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:8974 (8.7 Kb) TX bytes:8974 (8.7 Kb)

I.2. Thay déi dia chi IP
Ta c6 nhiéu cach thay déi dia chi IP cGa PC trén Linux, sau day |a ba cach co ban nhét:

- Cach 1: Dung lénh ifconfig <interface_name> <IP_address> netmask <netmask_address>
up
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Vidu:
[root@bigboy tmpJ# ifconfig eth0 10.0.0.1 netmask 255.255.255.0 up

Cha y: Khi dung lénh nay thay di dia chi IP thi hé thdng lwu trir tam théi théng tin cdu hinh nay
trong bd nhé va sé bi mat khi hé théng reboot lai, d& cho thdng tin nay cé thé dwoc lwu gitr lai sau
khi reboot hé théng thi ta phai thém lénh trén vao tap tin /etc/rc.local.

- Céach 2: Ta c6 thé thay dbi thong tin cAu hinh mang truc tiép trong file /etc/sysconfig/network-
scripts/ifcfg-ethO(ta cé thé dung chwong trinh mc dé edit file nay)

Gan dia chi IP tinh(tham khao file ifcfg-eth0 )
# Advanced Micro Devices [AMD]|79¢c970 [PCnet32
LANCE]

DEVICE=eth0

BOOTPROTO=static
BROADCAST=172.29.14.159
HWADDR=00:0C:29:6D:F0:3D
IPADDR=172.29.14.150
NETMASK=255.255.255.224
NETWORK=172.29.14.128

ONBOOT=yes

TYPE=Ethernet

Gan dia chi IP dong(tham khao file ifcfg-eth0)
DEVICE=eth0

BOOTPROTO=dhcp

ONBOOT=yes

Sau do6 ta dung lénh:
# ifdown ethO
# ifup ethO

Cach 3: Ta dung trinh tién ich setup dé cau hinh(tham khao trinh tién ich setup trong bai hoc
Trinh Tién ich)

I.3. Tao nhiéu dia chi IP trén card mang

Théng thuweng phwong thire tao nhiéu dia chi IP trén card mang dwoc goi la IP alias. Alias nay
phadi co tén dang: parent-interface-name:X , trong dé X la chi sb cla interface th& cép
(subinterface number). Dé tao Alias IP ta duing hai cach sau:

Céch 1:

- Buwoéc 1: Dam bdo rang tén interface that phai ton tai, va kiém tra cac IP Alias trong hé théng
c6 ton tai hay khong.

- Bwéc 2:Tao Virtual interface dung Iénh ifconfig:

# ifconfig ifcfg-eth0:0 192.168.1.99 netmask 255.255.255.0 up

Hoac tao mot tén file /etc/sysconfig/network-scripts/ifcfg-eth0:0 tir file /etc/sysconfig/network-
scripts/ifcfg-ethO sau d6 ta thay ddi thong tin dia chi trong file nay.

- Buwoc 3: Bat va tét alias interface théng qua lénh ifconfig

# ifup eth0:0

Hoc phan 4 - Chimg chi quan tri mang Linux Trang 92/271



Huéng dan giang day

# ifdown eth0:0
Hoac dung Iénh /etc/init.d/network restart

- Buwdrc 4: Kiém tra théng tin cAu hinh alias interface dung Iénh ifconfig:

# ifconfig
ethO  Link encap:Ethernet HWaddr 00:0C:29:6D:F0:3D
inet addr:172.29.14.150 Bcast:172.29.14.159 Mask:255.255.255.224
inet6 addr: fe80::20c:29ff:fe6d:f03d/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:7137 errors:0 dropped:0 overruns:0 frame:0
TX packets:1641 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:848367 (828.4 Kb) TX bytes:265688 (259.4 Kb)
Interrupt: 10 Base address:0x1080
eth0:0 Link encap:Ethernet HWaddr 00:0C:29:6D:F0:3D
inet addr:172.29.15.150 Bcast:172.29.15.159 Mask:255.255.255.224
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets: 7137 errors:0 dropped:0 overruns:0 frame:0
TX packets:1641 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:848367 (828.4 Kb) TX bytes:265688 (259.4 Kb)
Interrupt: 10 Base address:0x1080

Cach 2:

- Tao tap tin parent-interface-name:X bang cach copy file /etc/sysconfig/network-scripts/ifcfg-
eth0 thanh file /etc/sysconfig/inetwork-scripts/ifcfg-eth0:X (trong d6 X la sb thir tw cla
subinterface).

- Thay dbi théng tin cAu hinh mang trong file ifcfg-eth0:X (cac thong tin in dam la théng tin bt
budc ta phai thay dbi)

DEVICE=eth0:0
ONBOOT=yes
BOOTPROTO=static
IPADDR=172.29.14.151
NETMASK=255.255.255.224
GATEWAY=172.29.129

- Dung lénh service network restart

I.4. Lénh netstat

Dé kiém tra trang thai cla tat ca cac card mang ta dung lénh:

#netstat —in

Vi du:
#netstat —in
Name Mtu Net/Dest Address Ipkts lerrs Opkts Oerrs Collis
Ee%euewoo 172.16.0.0 172.16.12.21547 1 1127 0 135

lo0 15836 127.0.0.0 127.0.0.1 133 0 133 O 0
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Ngoai ra ta con c6 thé dung lénh netstat —rn d& xem bang routing table cta router (néu trong
trwong hop hé théng cla ta déng vai trod la router mém)

Vi du:

# netstat —rn

Kernel IP routing table

Destination Gateway Genmask Flags MSS Window irtt Iface
172.29.15.128 0.0.0.0 255.255.255.224 U 0 0 0 ethO

172.29.14.128 0.0.0.0 255.255.255.224 U 0 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U0 00 ethO
1.0.0.0 0.0.0.0 255.0.0.0 U 0 00 ethO
0.0.0.0 172.29.14.1290.0.00 UG 00 0 eth0

lll. Thay doi default gateway

Viéc chi dinh dia chi default gateway cho hé théng la cong viéc rat quan trong vi default gateway
chinh 1a cau ndi quan trong gitp cho hé thdng noi bo cé thé giao tiép véi hé thdng bén ngoai va
nguoc lai, viéc dat dia chi nay tuy thudc vao tirng hé thdng cu thé ma ta cé dia chi default
gateway thich hop, dé dét dia chi default gateway trén Linux ta cé thé dung Iénh route. Théng qua
lénh nay ta cling c6 thé md ta, cap nhat cac con dwéng di hd tro viéc xay dwng bang dinh tuyén
trén router. Ta chi dinh dia chi 172.29.14.150 la default gateway cho hé théng ndi bo, ta co thé
dung lénh sau:

# route add default gw 172.29.14.150

Ta c6 thé dung 1énh route add dé chi dinh nhiéu default gateway:

# route add -net 10.0.0.0 netmask 255.0.0.0 gw 192.168.1.254 ethO

hoé&c ta co6 thé dung option —host dé chi dinh cho host:

# route add -host 10.0.0.1 gw 192.168.1.254 eth0

lll.1. M6 ta dwong di (route) thong qua script file

Thoéng thwéng khi ta mé ta cac route cho bang routing table cho hé théng khi ta muén trién khai
hé théng ndi bd nhw 1 router mém thi ta dung file /etc/sysconfig/static-routes hoac cé thé dung
lénh cac route add trong file /etc/rc.d/rc.local, tuy nhién ta cé thé lam cach khac bang cach dung
tao script file sau: /etc/sysconfig/network-scripts/route-*interface_name, trong do interfacename
chinh la tén outgoing interface. Cu phap cla file nay nhw sau:

Destination/prefix_mask via gateway

Trong_vi du sau ta thém dwérng mang 10.0.0.0 va bang dinh tuyén.

[root@bigboy tmpl# netstat —nr

Kernel IP routing table

Destination Gateway Genmask Flags MSS Window irtt Iface
192.168.1.0 0.0.0.0 255.255.255.0U 0 0 O ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethO

0.0.0.0 192.168.1.1 0.0.0.0 UGO O 0 eth0
[root@bigboy tmpl#

[root@bigboy tmp]# ./ifup-routes ethO (->thwc thi interface )
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[root@bigboy tmpl# netstat -nr

Kernel IP routing table

Destination Gateway Genmask Flags MSS Window irtt Iface
192.168.1.0 0.0.0.0 255.255.255.0U 0 0 0O ethO
169.254.0.0 0.0.0.0 255.255.0.0U 0 0 0 ethO
10.0.0.0 192.168.1.254 255.0.0.0UG 00 0 ethO
0.0.0.0 192.168.1.1 0.0.0.0UG 0 0 O ethO
[root@bigboy tmp]#

I.2. Xéa route trong bang dinh tuyén
Dé x6a duong di(route) trong bang dinh tuyén ta dung lénh route del

# route del -net 10.0.0.0 netmask 255.0.0.0 gw 192.168.1.254 eth0

IV. Truy cap tir xa

Khi ciu hinh hé thdng két ndi vao mang, may chd sé& cung cap mét sé dich vu Internet. Théng
thwong méi dich vu Internet gén lin v&i modt daemon va thuc hién trong ché do background.
Nhirng daemon nay hoat déng bang cach lién két dén mot cdng nao d6 va sau dé doi nhirng yéu
cau két ndi dwoc géi dén tlr chwong trinh client. Khi mot két ndi xay ra né sé tao ra mét tién trinh
con dam nhiém két ndi nay va tiép tuc lang nghe nhitng yéu cau két ndi khac. Néu nhw hé thdng
c6 qua nhiéu daemon sé& lam tang x(r ly cia CPU. D& khac phuc diéu nay, Linux tao ra mot super-
server goi la Xinetd.

IV.1. xinetd

Mbi dich vu Internet déu gan lién vé&i mét cdng chéng han nhw: smtp — 25, pop3 — 110, dns — 53...
Viéc phan bd nay do mét td chirc qui dinh.

Xinetd la moét Internet server daemon. Xinetd quan ly tap trung tat ca cac dich vu Internet. Xinetd
quan ly méi dich vu twong rng v&i mot céng(port). Xinetd l1dng nghe va khi nhan dwoc mét yéu
cau két néi tir cac chwong trinh client, n6 sé& dwa yéu cau dén dich vu twong (rng xt ly. Va sau
do, Xinetd van tiép tuc lang nghe nhirng yéu cau két néi khac. Khi hé diéu hanh duwgc khéi dong,
Xinetd dwgc khéi tao ngay luc nay béi script /etc/rc.d/init.d/xinetd. Khi Xinetd dwgc khéi tao, nd
sé doc thong tin tr tap tin cAu hinh /etc/xinetd.conf va sé dan dén thu muc /etc/xinetd - noi lwu tt
ca nhirng dich vu ma Xinetd quan ly. Trong thu muc /etc/xinetd, théng tin ciu hinh ctia méi dich
vu duoc lwu trong mét tap tin co tén trung vai tén dich vu dé. Noi dung tap tin ctia dich vu telnet
cu thé nhw sau:

service telnet

{
disable= yes
flags = REUSE
socket _type = stream
wait =no
user = root
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server = [usr/sbin/in.telnetd

log_on_failure += USERID
}

Nhirng thudc tinh trong tap tin bao gém :

Tén Y nghia

Disable Tam dinh chi dich vu nay. Cé 2 gia tri: yes, no
Flags

Socket_type Loai socket. Trong trwd'ng hop nay la stream,

stream 1a moét loai socket cho nhirng két ndi
connection-oriented chang han nhw TCP
Wait Thwodng chi lién quan dén nhivng két ndi co
loai socket la datagram. Gia trj clia n6 cé thé
l& nowait, diéu nay c6 nghia la xinetd sé tiép
tuc nhan va x ly nhitng yéu cau khéac trong
lac x ly két ndi nay. Hoac cé thé 1a wait
nghia la tai mot théi diém xinetd chi cé thé xor
ly mot két ndi tai mét cdng chi dinh.

User Chi ra user chay dich vy nay. Thong thwong
Ia root. ] ]

Server Chi ra dwérng dan day da dén noi quan ly dich
vu

IV.2. Tap tin /etc/services

Khi xinetd dwoc khéi tao né sé truy cap dén tap tin /etc/services dé tim céng twong &ng véi tirng
dich vu. NGi dung cua tap tin nay nhw sau:

echo 7ltcp
echo 7/udp
discard9/tcp sink null
discard9/udp sink null

systat 11/tcp users

systat 11/udp users

daytime 13/tcp

daytime 13/udp

qotd 17/tcp quote

qotd 17/udp quote

msp 18/tcp# message send protocol
msp 18/udp# message send protocol
chargen 19/tcp ttytst source
chargen 19/udp ttytst source
ftp-data 20/tcp

ftp-data 20/udp
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# 21 is registered to ftp, but also used by fsp

ftp 21/tcp

ftp 21/udp fsp fspd

ssh 22/tcp # SSH Remote Login Protocol
ssh 22/udp # SSH Remote Login Protocol
telnet 23/tcp

telnet 23/udp

# 24 - private mail system

smtp 25/tcp mail

smtp 25/udp mail

time 37/tcp timserver

time 37/udp timserver

rip 39/tcp resource # resource location
rip 39/udp resource # resource location
nameserver 42/tcp name #IEN 116
nameserver 42/udp name #IEN 116

M®bi dong trong tap tin md ta cho mét dich vu, bao gém nhirng cét sau:
- Cot 1: tén cua dich vu.

- Cot 2: sb cdng va giao thirc ma dich vu nay hoat dong.

- Co6t 3: danh sach nhirng tén goi khac cla dich vu nay.

IV.3. Khé&i dong xinetd

Sau khi chinh stra tap tin cu hinh cua tirng dich vu trong thu muc /etc/xinetd, ta thwc hién Iénh
sau dé doc lai ndi dung cla tap tin ciu hinh :

letc/re.d/init.d/xinetd restart

V. Telnet

V.1. Khai niém telnet

Vi mét ly do nao d6 nguwdi dung khong thé ngbdi truc tiép trén may Linux lam viéc. Dich vu telnet
hé tro cho nguwoi dung trong van dé lam viéc tir xa, . Nhwng d& dam bao tinh bado mat cho hé
thdng, mot diéu canh bao 1a ching ta khdng nén lam viéc tir xa bang telnet ma nén lam viéc tryc
tiép tai may Linux.

V.2. Caidat

Théng thwong khi cai dat Linux, dich vu telnet da dwoc cai s&n. Néu chua cai ban cé thé cai
telnet server tir packet bang dong lénh sau :
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rom —i telnet-server-0.17-20.i386.rpm

V.3. Cau hinh

C6 nhiéu cach c4u hinh telnet server, sau day la hai cach cu hinh co ban nhét:

- Cach 1: Dwa vao tap tin cau hinh, Khi cai dat xong trong thw muc /etc/xinetd.d sé xuét hién
tap tin telnet. Tap tin nay lwu nhirng théng tin cau hinh vé dich vu telnet.

service telnet

{
disable= yes
flags = REUSE
socket _type = stream
wait =no
user = root
server = /usr/sbin/in.telnetd
log_on_failure += USERID
}

Néu disable 1a no thi TELNET server dwoc khoi dong, nguoc lai néu disable la yes thi TELNET
server khéng dwoc khéi dong. Sau khi chinh sira tap tin cu hinh trén ta start, stop bang Iénh :

[etc/re.d/init.d/xinetd restart

Hoac dung Iénh:

# service xinetd restart

- Cach 2: CAu hinh telnet Server bang dong 1énh: chkconfig telnet on
Kiém tra telnet thédng qua lénh:

#netstat-a|grep telnet

tcp 0 0 *:telnet o LISTEN
Kiém tra telnet cé dwoc dat nhw dich vu hé thdng:
# chkconfig --list | grep telnet

telnet: on
Durng telnet server:

# chkconfig telnet off
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V.4. Bao mat dich vu telnet

1. Cho phép telnet server hoat ddng trén tcp port khac

Nhu ta da biét telnet traffic khong dwoc ma hoa do d6 néu ta cho telnet server hoat déng trén tcp
port 23 thi khéng dwgc an toan vi thé ta co thé dat telnet server hoat dong trén tcp port khac 23.
dé lam diéu nay ta thwc hién cac bwéc sau:

- Buwéc 1. M& tap tin /etc/services va thém dong.
# Local services
stelnet T7777/tcp # "secure"” telnet
- Buwadc 2. Chép file telnet thanh file stelnet.
# cp /etc/xinetd.d/telnet /etc/xinetd.d/stelnet
- Buéc 3. Thay dbi mot sé thong tin trong file file /etc/xinetd.d/stelnet

service stelnet

{
flags = REUSE
socket _type = stream
wait =no
user = root
server = Jusr/sbin/in.telnetd
log_on_failure += USERID
disable =no
port = 7777
}

- Buwéc 4. Kich hoat stelnet thdng qua Iénh chkconfig
# chkconfig stelnet on
- Buwdc 5. Kiém tra hoat dong stelnet thong qua Iénh netstat.
# netstat -an | grep 777
tcp 0 00.0.0.0:7777 0.0.0.0:* LISTEN
Ta c6 thé logon vao stelnet Server théng qua Iénh:
# telnet 192.168.1.100 7777
2 .Cho phép mét sé dia chi truy xuét telnet.
Ta hiéu chinh mét sb théng sb sau::
service telnet

{

Hoc phan 4 - Chimg chi quan tri mang Linux Trang 99/271



Huéng dan giang day

flags = REUSE

socket _type = stream

wait =no

user = root

server = Jusr/sbin/in.telnetd

log_on_failure += USERID
disable =no

only_from =192.168.1.100 127.0.0.1 192.168.1.200

VI. Secure Remote Access — SSH (Secure Shell)

C6 rat nhiéu ngwdi mudn biét mat khdu ctia ngudi dung root dé xam nhap vao hé théng nham
muc dich pha hoai hé théng hay tim kiém nhitng théng tin nao dé. Chwong trinh telnet trong
Linux cho phép nguwdi dung ddng nhap vao hé théng Linux tir xa, nhw né cé khuyét diém cla
chwong trinh nay la tén ngwoi dung va mat khau géi qua mang khoéng dwoc ma hoéa. Do dd, né
rat d& bi nhixng ngudi khac ndm gitr va sé la mdi nguy hiém cho hé théng. Phdn mém Secure
Remote Access la mot sy hd tro méi ctia Linux nhdm khac phuc nhwoc diém cla telnet. N6 cho
phép ban d&ng nhap vao hé théng Linux tir xa va mat khiu sé dwoc ma héa. Vi thé, SSH an toan
hon nhiéu so véi telnet.

VI.1. Cai dat SSH Server trén Server Linux
Dung lénh rpm dé cai package openssh-server. *.rpm
rpm —ivh openssh-server.*.rpm

Tap tin cu hinh /etc/ssh/sshd_config va /etc/ssh/ssh_config. Dé start hay stop server dung lénh
sau:

/etc/init.d/sshd start/stop/restart

VI.2. Str dung SSH Client trén Linux
Trén client(Linux hodc Unix) dung lIénh ssh dé login vao server. Cu phap cla lénh:
$ssh [tuy_chon] [tén/IP_may] [tuy_chon] [Iénh]

Vi du: $ssh [ ] <tén_user> <ssh_address>

VI.3. Quan trj hé théng Linux théng qua SSH client for Windows:

SSH client for Windows dworc thiét k& d& cho phép ngudi dung co thé st dung/quan tri Unix/Linux
tv hé diéu hanh Windows. Ta c6 thé download phdn mém nay tor site:
http://www.ssh.com/support/downloads/. Phan mém nay hé tro' cho ngu®i ding cé thé lam viéc tir
xa, cung cap dich vu sftp.
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8 172,29.14.150 - 150 - 55H Secure Shell =10 il

Fle Edi Wew Window Help |
H SR 82 R0 #la0 % e
F1 Quick Connect [ Profiles |

rtotal 132 ;I
druxr-x--- 8 root root 4096 Mar 30 17:35 .
drw<r-xr-x 23 root root 4096 Mar 30 15:17 ..
—ru-r--r-- 1 root root 1817 Mar 29 14:10 anaconda-ks.cfg
—LW-----—— 1l root root 1622 Mar 30 17:15 .bash_history
~LW-E--L-- 1 root root 24 Jun 11 2000 .bash logout
ru-r--r-- 1 root root 234 Jul 6 2001 .bash_profile
~EW-E--t-— 1 root root 176 Auy 24 1995 _bhashrc
rU-r--r-- 1 root root 210 Jun 11 2000 .cshre
LW-E--L-— 1 root root 401 May 7 2004 .default contexts
ArmiE-xXr-x 4 root root 4096 Mar 29 14:06 Desktop
drux------ 2 root root 4096 Mar 30 10:Z0 .gconf
drmg-—-———— 2 root root 4096 Mar 30 10:21 .gconfd
drux------ 2 root root 4096 Mar 25 13:26 .gnome
drwxe-xr-x 2 root root 4096 Mar 29 13:26 .gstreamer-0.8
~LW-E--L-- 1 root root 120 apr 20 2004 .gtkrc
-rW-r--r-- 1 root root 60538 Mar 25 14:10 install.log
~EW-E--t-— 1 root root 6695 Mar 29 14:00 install.log.syslog
druxr-xr-x 3 root root 4096 Mar 30 15:16 .mc
—LW-E--I--— 1 root root 196 Jul 11 2000 .teshrc
—LW------- 1 root root 4930 Mar 30 17:35 .viwinfo
—ru---—==-= 1 root root 0 Mar 28 15:17 .Xauthority
~EW-E--t-— 1 root root 1126 Aug 24 1995 .Xresources
[rootfnhon root]# [l -
Connected to 172.29,14,150 [55Hz - aesiz6-che - hmacmds -rone (024 [ (@] | 2

Man hinh “SSH Client for Windows”

VIl. Dynamic Host Configuration Protocol

DHCP la mét dich vy hiru ich trong viéc quan tri nhirng mang I&én hay mang cé nhirng nguwoi
dung di dong. DHCP Server la may cap phat dia chi IP cho nhitng may tinh khac trong mang,
DHCP client la cac may nhan dia chi IP va nhirng théng tin v& mang khac tir DHCP Server.

VIL.1. Mot s6 dic diém can lwu y trén DHCP Server

- Phai c6 mot dia chi IP tinh.

- Khéng phai la mét DHCP client.

- Chép phat dia chi IP cho nhitng may tinh trong mét khodng dia chi IP ma ngwdi quan tri da
dinh nghia.

- Co thé cung cép dia chi default gateway, DNS server, t&n domain va NetBIOS name server
cho may tinh.

- Khoéng co6 hai may nhan cung dia chi IP.

- Dia chi IP cAp cho DHCP client sé dwoc lam mai khi may tinh khéi dong lai.

VII.2. Wu diém cua viéc str dung DHCP
Nguwoi quan tri khdng can dét dia chi IP cho tirng may tinh trong mang

Nguwdi quan tri khéng can cung cép théng tin cho tirng may diéu nay tiét kiém dwoc thoi gian va
mot sb chi phi khac.

VIL.3. Cau hinh DHCP Server
Dé cAu hinh DHCP server ban can phai cai package dhcpd.*.rpm nay trong dia CD Linux.
Cai dat DHCP bang lénh: #rpm —ivh dhcpd.*.rpm

D& hoan thanh viéc cau hinh DHCP ban can phai tao ra tap tin cdu hinh /etc/dhcpd.conf va chinh
stra tap tin nay. Vi du vé noi dung cau hinh chinh cta tap tin dhcpd.conf

ddns-update-style interim;
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default-lease-time 600;

max-lease-time 7200;

option subnet-mask 255.255.255.0;

option broadcast-address 192.168.1.255;

option routers 192.168.1.254;

option domain-name-servers 192.168.1.1,

192.168.1.2;

option domain-name "example.com";

subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.10 192.168.1.100;

}

Tap tin /var/lib/dhcp/dhcpd.leases. Tap tin nay duwoc sir dung b&i daemon dhcpd dé lwu nhirng
théng tin vé cac dia chi IP da dwoc cap phat

VIl.4. Khéi dong dich vu DHCP:
Sau khi thiét Iap nhirng tap tin cAu hinh, ta cAn kh&i dong dich vu bang lénh sau:

#/etc/init.d/dhcpd start
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Tom tit

Ly thuyét: 4 tiét - Thwc hanh: 5 tiét.

Muc tiéu

Céc muc chinh

Bai tap bat
budc

Bai tap lam
thém

Gidi thiéu co ché chia
sé tai nguyén trén hé
thdng Linux théng qua
dich vu SAMBA.

Il.
Il
V.
VI.
VII.
VIII.

Cai dat SAMBA

Khé&i dong dich vu SAMBA
Céau hinh Samba Server

S dung SAMBA SWAT
Khé&i dong Samba Server
St dung SMB client

Mount thw muc chia sé
Mount ty dong tai nguyén tw
SMB Server

M4 hoa mat khau

Bai tap 9.1
(sach bai tap)
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Samba la chwong trinh tién ich hd tro' viéc chia sé tai nguyén tir hé théng Linux vé&i cac hé thdng
khac(Linux, Windows), nd hd tro tinh nang gia nhap(join) Linux v&i Windows nhw gia nhap Linux
vao PDC trén Windows, gia nhap vao Windows Workgroup,...

B Samba gém nhiéu thanh phan. Daemon mang tén smbd cung cép dich vu in 4n va tap tin. Tap
tin cAu hinh ctia Daemon nay la smb.conf, con daemon nmbd thi hé tro dich vu tén NETBIOS,
cho phép cac may tinh khac truy cap va s dung cac tai nguyén duwoc cip béi may chi Samba
Trinh smbclient, mot thanh phan khac cia bd Samba, hoat ddng nhw mbt client binh thuwdng
giébng nhw ftp. Trinh tién ich nay dung khi ban truy cap nhirng tai nguyén trén cac server twong
thich khac.

. Cai dat SAMBA

Ban c6 thé cai dat Samba trong qua trinh cai Linux hoac cai sau béng tién ich RPM, cac bd nay
dwoc tich hop vao Fedora CD, céc file nay bao gém:

- system-config-samba-1.2.15-0.fc2.1 ; hd tro cAu hinh trén giao dién Xwindows

- samba-3.0.7-2.FC2 ; package chinh clia SAMBA.

- samba-client-3.0.7-2.FC2 ; package cho SAMBA Client.

- samba-common-3.0.7-2.FC2 : hé tro cac thw vién cho SAMBA.

- samba-swat-3.0.7-2.FC2 : hd tro cAu hinh SAMBA qua Web.

. Kh&i déng dich vu SAMBA

Ban c6 thé khéi dong dich vu samba tai thdi diém boot ctia hé théng chkconfig.
# chkconfig smb on

Ta c6 thé start/stop/restart samba théng qua lénh:

# service smb restart

Dé kiém tra samba c6 hoat déng trong hé théng hay khéng

# pgrep smb

lll. Cau hinh Samba Server

Tap tin cAu hinh /etc/samba/smb.conf. Day 1a mét tap tin co6 dang text. Cac thanh phan trong file
céu hinh:

Thanh phan Giai thich

[global] Chtra cac tham sd cau hinh
chung clia samba server.

[printers] Chtra cac tham sb st dung
cho viéc ciu hinh may in.

[homes] Chi dinh SMB chia sé thw muc
home directory cla user.

[netlogon] Chia sé logon script.

[profile] Chia sé profile.
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lll.1. DPoan [global]

Doan nay kiém soat tat ca tham sb cAu hinh chung cla server smb. Poan nay ciing cung cap gia
tri mac dinh cho nhirng doan khac:

[global]

workgroup = LINUX ; chi ra nhdm ma may nay sé tham gia

server string = Samba Server ;

hosts allow = 192.168.1. 192.168.2. 127. ; host dwoc phép truy xuat dén samba.

Guest account = pcguest ; cung cap username cho mét account khach trén server cla ban.
Account nay dé& nhan dién nhirng user nao dwoc dung cac dich vu samba danh cho khach

Log file = /var/log/samba/smb.%m ; xac dinh vi tri tap tin log cla tirng client truy cap samba.
Max log size = 50 ; kich thwéc tdi da clia mét tap tin log (tinh bang kb)

encrypt passwords = yes ; can hay khéng can ma hoa password khi dang nhap vao may chu
Samba. Moi password glri tr Windows 9x déu ma hoa. Do d6, néu ta chon “no” thi may chi
samba sé& khdng chap nhan sy ding nhap cuia bat ky user nao. Néu gia tri la “yes” thi chi cé cac
user cé password trong tap tin /etc/samba/password |a c6 thé thdy may chi Samba.

smb passwd file = /etc/samba/smbpasswd ; tap tin lwvu trir nhirtng user dwgc phép truy cap
dén server smb. Mot sb bién can tham khao:

Tén bién M6 ta gia tri

%S Tén cua dich vu hién hanh,
néu cé

%P Thw muc gbc ctia dich vu hién
hanh, néu co

%u tén user cua dich vu hién hanh

%g tén ctia nhom chinh cta %u

%U tén phién lam viéc cla user

%G tén ctia nhom chinh cta %U

%H thw muc gbc cua user

%v phién ban ctia Samba

Y%h tén cua host ma Samba dang
chay

Y%m tén NETBIOS clia may khach

Y%L tén NETBIOS clia may chu

%M tén Internet ctia may khach

%l Dia chi IP clia may khach

%T ngay va gio hién hanh

%a kién truc clia may ti xa. Chi co

mot sb may duoc nhan dién 1a
Win9x, WIinNT, Win2k

lll.2. Poan [homes]

Mac dinh SMB chia s& home cula tirng ngwdi dung trong hé théng dé cho phép cac user co thé
truy xuat vao home directory ctia minh tlr may tram.

[homes]

comment = Home Directories ;
path = %H ;

read only = no;
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valid users = %S ; Chi dinh tén user dwgc phép truy Xuét,
néu ta cho phép group ta dung cti phap @group_name.
browseable = no ;

writeable = yes ;

create mask = 0750 ;

ll.3. Chia sé may in dung SMB

D& chia sé may in, ta md t& doan [printers] trong file /etc/smb.conf
[printers]

comment = All Printers

path = /var/spool/samba

browseable = no

public = yes

guest ok = no

writable = no

printable = yes ; cho phép in

create mask = 0700

lll.4. Chia sé thw muc

Sau khi 1ap cAu hinh méc dinh cho server Samba, ban cé thé tao ra nhiéu thw muc dung chung,
va quyét dinh xem ca nhan nao, hoac group nao dwoc phép str dung chang.

[dirshare]

comment ="chia sé thw muc”
path = /usr/local/share

valid users = hv1
browseable = yes

public = no

writable = yes

Doan trén da tao ra mét thw muc chia sé mang tén dirshare. DPworng dan dén thuw muc nay 1a
{usr/local/share. Vi public la no nén chi cé user hv1 dwoc truy cap dén thw muc nay.

IV. S dung SAMBA SWAT

Swat la mét cong cu cho phép ban cé thé cdu hinh SAMBA qua giao dién Web. Néu ta
mudn s dung coéng cu nay thi ta phai cai thém package samba-swat-3.0.7-2.FC2.rpm (trong
Fedora Core).

IV.1. Tap tin cdu hinh SAMBA SWAT
Truéc khi cAu hinh SAMBA-SWAT ta can thiét lap mot sb thong sb
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disable = no
only_from =172.29.14.149 localhost

Trong file /etc/xinetd.d/swat dé kh&i déng dich vu SWAT va cho phép cac host nao cé quyén truy
xuat SAMBA SWAT qua Web.

service swat
{
disable = no
port =901
socket_type = stream
wait =no
only_from =172.29.14.149 localhost
user = root
server = /usr/sbin/swat

log_on_failure += USERID
}

IV.2. Truy xuat SWAT tir Internet Explorer

T IE ta truy xudt SMB SWAT thong qua dia chi http://172.29.14.150:901, Sau d6 ta chi dinh
username(root néu ta muén quan ly SMB), va mat khau dé& dang nhap:

LR P oo 7172.22.14.150:20
2

pa
Ba

SWAT

User name: |€ roo =

Password: I"“"

I Remember my password

|
Man hinh dang nhap

Sau khi dang nhap thanh céng

s ‘lL’/J?//J‘!’

B,

&

Ble|Bl|oe]al=

HOME GLOBALS SHARES PRINTERS WIZARD STATUS IEW PASSWORI

<

Welcome to SWAT!
Please choose a configuration action using one of the above buttons
Samba Documentation

+ Daemons
o smbd - the SMB daemon
o nmbd - the IetBIOS nameserver
o winbindd - the winbind daemon
« Configuration Files
o smb.conf - the main Samba configuration fle
o lmhosts - MetBIOS hosts file
o smbpasswd - SMB password file
» Administrative Utilities
o smbcontrol - send control messages to Samba daemons
o smbpasswd - managing SMB passwords
o SWAT - web ronfimration tool

Giao dién Samba SWAT
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IV.3. Cau hinh SAMBA SWAT

Thanh Giai thich
phan
e Cung cép céc tai liéu tham
dan kh&o vé samba.
HOME
@ Quan ly théng tin cau hinh.
GLOBALS
Quan ly tai nguyén chia sé
SHARES
@ Quan ly viéc chia sé may in
PRINTERS
Quan ly Server Type, Wins va
({/ mot sb tham sb khac.
WIZARD
@ Quan ly trang thai cia SAMBA,
theo doéi cac connection...
STATUS
@| Xem cac thong tin céu hinh
N, trong file smb.conf
VIEW
Quan ly mat khau
PASSWORD

V. Khéi dong Samba Server

Server Samba gém 2 daemon smbd va nmbd. Dé kh&i dong samba server ta ding script sau:
letclinit.d/smb {start | stop | restart | status}

VI. S dung SMB client

T d4u nhéc lénh cla shell ta str dung smbclient dé truy xuét thw muc chia sé trén SMB Server
theo cu phap sau: Smbclient <//[SMB_ServerName/Sharename> <option> <username>

Vi du:

[root@nhon xinetd.d]# smbclient /nhon/data -U hv
Password: ****

Domain=[NHON] OS=[Unix] Server=[Samba 3.0.7-2.FC2]
smb: \>

T ddu nhéc 1énh nay, ban c6 thé ra bat ky Iénh nao dwoc liét ké & Bang sau dé thuc thi co ché
download/upload tr tai nguyén chia sé:

Lénh Tham sb M0 ta

? hoac help | [Lénh] xem giup d& cla lénh

! [Iénh dang thuee thi Iénh shell hoac dwa user
shell] vé dau nhéc shell

Cd [Thw muc] Chuyén vé thu myc trén server
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Lcd [Thw muc] Chuyén vé thu muc may cuc b

Del [Cac tap tin] Xba tap tin

Dir hoac Is [Cac tap tin] Liét ké cac tap tin dwoc chon

Exit hoac Khéng c6 Thoat khdi chwong trinh

quit smbclient

Get [tap tin][tén cuc | Sao chép tap tin trén may server
bo] vé may cuc bd. Néu tén cuc bd

khéng chi ra sé |4y tén tap tin ci
trén may server

Mget [cac tap tin] Sao chép tat ca cac tap tin dwoc
xac dinh vao may cuc bd.

Md hoac [thv muc] Tao thw muc trén may server

mkdir

Rd hoac [thw muc] Xda thw muc trén may server.

rmdir

Put [tap tin] Sao chép tap tin t may cuc bd
vao may server

Mput [cac tap tin] Sao chép tat ca tap tin tr may
cuc bé vao may server

Print [tap tin] In tap tin trén may server

Queue Khéng ¢ Liét ké tAt ca cac cong viéc in an
dang xép hang cho trén may
server

VIl. Mount thw muc chia sé

Ta c6 thé anh xa mot thw muc chia sé trén SAMBA Server vao & dia cuc bd théng qua
Iénh smbmount. Cu phap lénh:

[root@bigboy tmp]# mount -t smbfs —o username=username,password=password
winclient/cdrom /mnt/cdrom
Vi du:

[root@nhon xinetd.d]# smbmount /nhon/data /mnt/smb -0 username=hv,password=hv

VIIl. Mount tw déng tai nguyén tir SMB Server
Dé tw ddng mount mét tai nguyén chia sé ta thyc hién cac buwéc sau:
- Bwéc 1: Tao mét thw muc mount point (vi du /mnt/smb)

- Buwéc 2: md ta dong sau day vao file /etc/fstab
/ISMB_Server/share_name /mnt/smb smbfs credentials=/etc/cred 0 0
- Buwéec 3: Tao file /etc/cred dé mo ta thong tin username va mat khau.
username = <username>
password = <password>

- Bwéc 4: Dung 1énh mount —a dé update file /etc/fstab va kiém tra.
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IX. Ma hoa mat khau

Mac dinh giao thir*c SMB clia Microsoft str dung password khong ma héa (plain text). Tuy nhién,
Windows 2K (SP 3 tré 1&n) yéu cau password ma héa. Do dd, hodc 1a ban chinh lai Registry cta
Windows dé sir dung password khéng méa héa. Lic nay, ban phai chinh Registry clia tat c& cac
may Windows. Diéu nay that bt tién va cé nguy co dem lai mot s6 xung dét va rat cé thé sai sét
hodc la ban c4u hinh lai Samba ch&p nhan password ma hoda. Ban can lam theo cac buwéc sau:

- Bwéc 1: Tao mot tap tin mat khau riéng cho Samba. Tir tap tin /etc/passwd c6 sdn, tao mot
tap tin ma&i bang cach dung lénh:

cat /etc/passwd | mksmbpasswd.sh > /etc/samba/smbpasswd
v&i mksmbpasswd |a mét script da cai s8n trong hé théng

- Bwdéc 2: Dung lénh:

chmod 600 /etc/samba/smbpasswd

dé chi cap quyén doc va ghi cho root

- Bwé&c 3: Nguwoi dung chua dwoc st dung samba khi nguoi dung d6 chwa duoc cip
password va ghi vao tap tin trén. Ban duing 1énh dwéi day dé cip password cho user

smbpasswd <username>

v&i username la dinh danh clia nguw&i dung doé

- Bwéc 4: Chinh lai tap tin smb.conf nhw sau:
encrypt password = yes

smb passwd file = /etc/samba/smbpasswd

Khéi dong lai dich vu samba dung Iénh /etc/init.d/smb restart.
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Tom tat

BAI 10

Network File System

Ly thuyét: 3 tiét - Thwc hanh: 5 tiét.

Muc tiéu

Ciac muc chinh

Bai tap bat  Bai tap lam

Gidi thiéu dich vu NFS

dé thye thi co' ché anh
xa tai nguyén chia sé
thanh filesystem cuc
bo.

Tdng quan vé quéa trinh hoat déng
cta NFS

Cai dat NFS
CAu hinh NFS

Bai tap 10.1

budc thém

(sach bai
tap)
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Tong quan vé qua trinh hoat déng cia NFS

NFS Ia dich vu hd trg co' ché chia sé tai nguyén gitra cac may cha Linux. NFS dwoc phat trién dé
cho phép hé théng noi bd cé thé truy xuat mét thw muc trén hé thdng may khac bang cach mount
né vao hé théng tap tin cuc bd, nguwdi quan tri trén NFS Server chi can xuét (export) cac thw muc
dé cung cép cho cac NFS Client str dung.

1.1.

M6t s6 luat chung khi cau hinh NFS
Export cac thw muc con cta thw muc “/”.
Khoéng xuat nhirng thw muc con clia nhirng thu muc cha da dwoc export trudc dé.
Chi dwoc export hé théng tap tin cuc bo.

Mot s6 khai niém chinh vé NFS

Virtual filesystem (VFS) interface: 1a mot ky thuat tw déng chuyén hwéng tat ca cac truy
xuét dén NFS-mount file mét cach thong subt trén Remote Server. VFS gitp bién déi yéu cau
dinh dang file phu hgp trén NFS Server.

Stateless Operation: [a nhitng chwong trinh doc va ghi file trén hé thdng tap tin cuc bd dwa
vao hé théng dé theo doi va ghi nhan vi tri doc di¥ liéu thdng qua con trd dia chi pointer. Khi
NFS Server khéng con hoat dong (hodc bi 16i) thi NFS Client sé thiét 1ap lai gia tri cho pointer
la 0 va NFS Client c6 thé phat hién (detect) khi NFS Server hoat dong tré lai.

Caching: trén NFS Client dé Iwu lai mot sd div liéu can thiét vao hé théng cuc bd, didu nay
lam gidm Iwu lwong truy xuét trén NFS Server.

NFS Background Mounting: NFS Client str dung RPC dé& mount file trén remote server, néu
Remote Server khong tén tai thi ta c6 thé dung I&énh mount d&t tuy chon bg dé chi dinh
khoang thoi gian doi trong 1 tuan.

Hard and Soft Mounts: Hard mount c6 y nghia rang qua trinh mount file s& luén luén duwoc
tién hanh trén foreground hodc background dé dam bao tinh théng nhét di liéu. Soft mount
la qua trinh st dung RPC dé mount remote file system, mét khi RPC bi 16i va 13p lai nhiéu 1an
dan t&i hoat ddng ctia NFS bi fail dan t&i sw théng nhét div liéu khéng duoc dam béo.

NFS Versions: NFS hién tai c6 3 phién bang 2, 3, and 4. Dbi vai Version 2 hd tro kich thuwédc
t&i 4GB, bi gi¢i han 8 KB trong méi 1an doc va ghi di liéu. NFS Version 3 hd tro' kich thuwédc
file t&i 264 — 1 bytes, ¢ kha ndng diéu chinh kich thwéc viéc doc/ghi di¥ liéu gitra NFS Client
va NFS Server. NFS Version 4 twong tw nhw NFS Version 3 nhwng dwoc tich hgp thém mét
sb tinh nang nhw lock file va mout file dwoc dwoc tich hop vao NFS Daemon va dwoc thuyc
hién mot cach déc lap.

Cac NFS Daemons quan trong nhw: Portmap la Daemon quan trong quén Iy két ndi cho (ng
dung, Portmap listen trén TCP port 111, ngoai ra con c6 NFS Daemon, NFSLOCK Daemon,
NETFS Daemon.

Cai dat NFS

NFS dwoc cai dat mac dinh trén Redhat Linux, mac dinh NFS dwgc hoat déng khi hé théng khoi
dong, ta co thé dung mot sé 1énh sau day dé kiém tra NFS duoc cai dat trong hé théng:
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# rpm -qa | grep nfs

redhat-config-nfs-1.1.3-1 : két qua hién thj
nfs-utils-1.0.1-3.9 : két qua hién thi
# rpm -q portmap

portmap-4.0-57 : két qua hién thi

lll. Cau hinh NFS

lIl.1. Cau hinh NFS Server

Ca hai NFS Server va NFS Client déu phai cai NFS package. Trén NFS Server can phai ¢ cac
daemon portmap, nfs, and nfslock, sau d6 ta tién hanh ciu hinh NFS trong file /etc/exports

#/etc/exports

- Dong 1: /datalfiles *(ro,sync)

- Dong 2: /home 192.168.1.0/24(rw,sync)
- Dong 3: /data/test *.my-site.com(rw,sync)

- Dong4: /data/database 192.168.1.203/32(rw,sync)
Giai thich mot s6 vi du vé ciu hinh NFS trén file /etc/exports

- Dong 1: Chi dwoc doc trén /dataffiles tr bat ky mang nao.

- Dong 2: Read/Write trén thw muc /home tir tat cd cac may trén mang 192.168.1.0

- Dong 3: Read/Write trén thw muc /data/test tir t4t c& cac may trong mién my-site.com
- Dong 4: Read/Write trén thw muc /data/database tir may 192.168.1.203

Sau khi ta ciu hinh xong ta phai reactive lai NFS server dé cap nhat lai thong tin ciu hinh.

lll.1.1 Khé&i dong NFS Server:

Daét tinh ndng hé théng cho cac dich vu:
# chkconfig --level 35 nfs on

# chkconfig --level 35 nfslock on

# chkconfig --level 35 portmap on

Khéi tao cac dich vu lién quan.
#service portmap start

#service nfs start

# service nfslock start

lI.1.2 Kiém tra hoat dong NFS
Ta c6 thé dung 1&nh rpcinfo dé kiém tra danh sach cac portmapper da dwoc dang ky trén host.

# rpcinfo -p localhost
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program vers proto port

100000 2 tcp 111 portmapper
100000 2 udp 111 portmapper
100003 2 udp 2049 nfs
100003 3 udp 2049 nfs

100021 1 udp 1024 nlockmgr
100021 3 udp 1024 nlockmgr
100021 4 udp 1024 nlockmgr
100005 1 udp 1042 mountd
100005 1 tcp 2342 mountd
100005 udp 1042 mountd

100005
100005

2

100005 2 tcp 2342 mountd
3 udp 1042 mountd
3

tcp 2342 mountd

III.2. Cau hinh NFS Client

Céu hinh mount NFS ty dong théng qua file /etc/fstab ta thuc hién cac buwéc sau:
- Buwéc 1. Khi cu hinh NFS Client ta phai kh&i dong NFS.
# chkconfig --level 35 netfs on
# chkconfig --level 35 nfslock on
# chkconfig --level 35 portmap on
#service portmap start
# service netfs start
# service nfslock start
Kiém tra hoat déng ctia NFS
# rpcinfo -p
program vers proto port
100000 2 tcp 111 portmapper
100000 2 udp 111 portmapper
100024 1 udp 32768 status
100024 1 tcp 32768 status
100021 1 udp 32769 nlockmgr
100021 3 wudp 32769 nlockmgr
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100021 4 udp 32769 nlockmgr
100021 1 tcp 32769 nlockmgr
100021 3 tcp 32769 nlockmgr
100021 4 tcp 32769 nlockmgr
391002 2 tcp 32770 sgi_fam
- Bwérc 2. Mount mét tai nguyén tir NFS Server bang cach dung /etc/fstab
MountPoint Type Options Dump FSCK
192.168.1.100:/datalfiles /mnt/nfs nfs soft,nfsvers=2 0 0
- Bwdc 3. Thuc hién Iénh mount —a dé thwec thi file /etc/fstab
# mkdir /mnt/nfs
# mount —a ; cap nhat lai file exports
# Is /mnt/nfs
ISO ISO-RedHat kickstart RedHat
Mount NFS file théng qua Iénh:
# mount -t nfs 192.168.1.100:/datalfiles /mnt/nfs
# Is Imnt/nfs

ISO ISO-RedHat kickstart RedHat

l.3. Kich hoat file /etc/exports
Khi ta thay ddi cAu hinh trong file /etc/exports thi ta phai restart lai NFS.

# exportfs -a
Export chi cé entry mai trong file /etc/exports dung Iénh
# exportfs -r

X6éa hay thay d6i mot thuw muc da chia sé qua NFS ta phai umount thw muc dé bang 1énh umount
sau d6 stra doi lai tap tin /etc/fstab, sau d6 tién hanh reload lai NFS bang Iénh exportfs —ua.

# umount /mnt/nfs
# exportfs -ua

# exportfs —a

lll.4. Troubleshooting NFS Server

Dé theo dbi va xr Iy cac sw cb trén NFS ta thyc hién mot sé 1énh sau:
- Liét ké cac export directory:

#showmount -a

- Liét ké cac mounting file system
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#df -F nfs
- Théng ké 16i trén NFS

#nfsstat —s
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Tom tit

BAI 11

LAP TRINH SHELL TREN LINUX

Ly thuyét: 5 tiét - Thwc hanh: 5 tiét.

Muc tiéu

Ciac muc chinh

Bai tap lam

Gioi thiéu cac chuong

trinh SHELL phd bién
trén Linux, dac diém
clla cac chuwong trinh
SHELL, 1ap trinh shell
script dé ty dong héa
thao tac quan tri.

Trinh SHELL
[I. Muc dich va y nghia cla viéc lap
trinh Shell
1. Biéu khién Shell tv dong 1énh
IV. Diéu khién tap tin 1&énh

V. Cu phap ngdn ngir Shell

thém
Bai tap 11.1
(Sach  bai
tap)

Hoc phan 4 - Chimg chi quan tri mang Linux

Trang 117/271



Huéng dan giang day

I.  Gi&i thiéu vé SHELL Va Lap Trinh SHELL

I.1.  Gi&i thiéu vé Shell

Shell Ia chwong trinh luén dwoc thye thi khi ching ta dang nhap hé théng. N6 1a chwong trinh
cho phép ching ta twong tac véi hé thdng. Hién tai cé nhiéu shell cé sdn trong hé théng.

Shell cung cap cho nguwoi dung moét tap l1énh dé& ngwdi dung thao tac véi hé thdng. Khi nguoi
dung thyc hién 1énh shell, shell sé dich chung thanh cac 1&i goi hé théng va chuyén cho kernel xtr
ly. Shell cling 1a mét trong cac (rng dung ma kernel quan ly. Kernel chiu trach nhiém cap phat tai
nguyén duy tri cac tién trinh shell. Linux 1a hé théng da ngwdi dung, khi méi ngwdi dung dang
nhap hé théng, ho s& nhan duwgc mot ban sao chép clia shell dé thao tac véi hé théng.

.1.1 M6t s6 dic diém cua shell
- X ly twong tac ( Interative processing) : Ngu®i dung twong tac véi shell duéi dang déi thoai
triee quan.

- Chay nén : Cac chuong trinh trén shell c6 thdi gian thwe thi lau va chiém it tai nguyén cé thé
cho phép chay nén bén duwéi trong khi d6 ngwdi dung cé thé thwe hién cac cong viéc khac.
Diéu nay tang hiéu qua st dung hé théng.

- Chuyén hwéng (Redirection): C6 thé linh hoat chuyén déi cac dir liéu ra vao chuén va 16i.

- Ong dan (pipe): Cho phép thwc hién nhiéu I&nh lién tiép trong d6 di¥ liéu ra cua Iénh nay
duwgc sir dung nhw di¥ liéu vao cua lénh kia.

- Tap tin 1&nh (shell script): Tao céac tap tin chira cac I&nh lam viéc theo trinh tw. Cap quyén va
thwce thi tap tin nay.

- Bién shell: shell hé tro st dung cac bién lwu trir cac thong tin dé diéu khién hoat dong.

- S dung lai cac Iénh da thwc hién ( history command). Day la tinh nang rat co ich cho nguoi
dung. DPé thuwe hién lai cac 1énh minh da thwe hién trwdc do thay vi phai go lai.

- CéAu truc 1énh nhw ngdn ngi 1ap trinh: Shell cho phép sir dung Iénh nhw ngdn ngi l4p trinh,
b&i nd cé thé két hop x(r ly cac tac vu phire tap.

- Tw ddéng hoan tat tén tap tin, hodc I&nh : Chang ta c6 thé gé phan dau cla lénh hodc tap tin
sau do6 dung <Tab> dé& hoan tat phan con lai.

- Bi danh cho l&énh (command alias). Ban c6 thé dung mét tén mé&i cho mét Iénh. Sau d6 st
dung tén nay thay thé Iénh : $alias dir="ls —I'. Lc nay ta st dung lénh dir dung nhw Is —|

1.1.2 Cac shell trong Linux.

Tén shell Lich str ra doi
sh ( Bourne) Shell nguyén thuy trong Unix
Csh, tcsh va zsh Shell sir dung cau triic 1énh cta ngdn ngir C

lam ngdn ngil script. Shell nay dugc tao bdi
Bill Joy, day la shell thong dung thir 2 sau
bash

Bash Bash(bourne Again shell)la shell st dung
chinh trong Linux, ra (jbi tr du an QNU. Bash
c6 uu diém 13 ma ngudén mo, c6 thé download
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tir dia chi http://www.gnu.org

Rc La shell mé rong cua c shell voi nhiéu tuong
thich v&i ngon ngtr C, ra doi tir du an GNU

Shell bash la shell mac dinh trén Linux, ta co thé dung Iénh #echo dé xem tén shell st dung hién
tai clia hé théng.

#echo $SHELL

1.2. Lap cau hinh méi trweé'ng déng nhap

Khi nguwdi dung dang nhap vao hé thdng, ho sé lam viéc trong méi trwéng do Linux dinh nghia
san. Méi trwong Linux chiva cac thiét 1ap va di liéu co tinh ndng kiém tra phién lam viéc cta ban
trong suét thdi gian d&ng nhap. Tuy nhién, ban ciing c6 thé thay dbi nhirng thiét 1ap nay theo y
riéng cla minh. Méi trudng phién l1am viéc gém hai thanh phan:

- Thanh phan thir nhat goi la méi trwdng terminal dé diéu khién terminal (chinh 1a man hinh va
ban phim) cda ban.

- Thanh phan th& hai goi la mdi trwdng shell dé diéu khién nhiéu khia canh khac nhau cua
shell, cung v&i moi chwong trinh ban thyc hién.

1.2.1 Thiét lap méi trwdng terminal

Thue ra phién dang nhap clia ban bao gém hai chwong trinh riéng biét nhwng chay cung luc véi
nhau, tao cho ban cdm giac rang may dang phuc vu cho riéng minh. Mdc du shell 14 chwong trinh
nhan Iénh va thi hanh, song trwdc khi shell nhan dwgc 1énh, tat ca nhirng gi ma ban gé vao déu
phai di qua mét trinh diéu khién thiét bi goi la device driver. Driver kiém soat terminal, nhan nhirng
ki tw ban gé vao rdi sau dé quyét dinh xem x& ly nhw thé nao truéc khi giao cho shell théng dich.
Twong tw nhw thé, méi ki tw phat sinh tir shell phai di ngang driver thiét bi trwéc khi dén terminal.
Khi lam viéc trén hé théng Linux, chwong trinh xem tat c& cac thiét bi ndi két voi hé thdng déu
nhw nhau, mdt sé phim quan trong:

Phim Mo ta
Interrupt Dinh chi thyc hién mot chuong trinh. Linux ding t6 hop phim
<Ctrl+C>.
Erase Xoa ki tu cudi ciing trong ving dém. D6 1a phim <Backspace>
Kill X6a toan bd nhiing gi trong ving dém trude khi chuyén sang shell hoac

chuong trinh ing dung. Thong thuong d6 1a phim <@>. Khong giépg
nhu trudng hop bam phim dimg, ban s& khong thay hién ra dau nhac
shell khi bam phim kill, boi vi driver cho ban go tiép vao.

End-of-line Bio cho driver biét ban da g6 xong cac ki ty, va mudn chung duoc
thong dich va chuyén sang shell hodc chuong trinh. Linux sir dung
phim <Enter>

End-of-file Béo cho shell thoat ra va hién thi ddu nhac dang nhap. Ki tu cudi tap tin
la <Ctrl+d>.
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1.2.2 Thiét lap méi trwong Shell

Khi dang nhap vao hé théng, nguwdi dung sé lam viéc trong méi trwdng shell cia minh do Linux
dinh nghfa trwéc. Trong mai trwdng shell gdm nhiéu bién. Khai bao méi bién cé dang <BIEN=gia-
tri>, y nghia ctia mét bién nhw thé nao 1a ty ban chi dinh. Tuy nhién, c6 mét sé bién da dwoc
dinh nghfa sén. Vi du nhw bién: TERM, PATH. Bang sau day liét ké nhirng bién méi trwerng phd
bién trong shell Bourne:

Bién Mo ta
HOME=/home/dang- | HOME lap home directory ctia ban.
nhap Pang-nhap 1a ID dang nhép. Vi dy,

néu ID dang nhap cia ban 1a jack,
thi HOME sé la /home/jack

LOGNAME=dang- May s& tw dong 1ap LOGNAME
nhap bang ID ddng nhép cua ban

PATH=dudng-dan Tuy chon dudng-déan tré dén danh
sach cac thu muc ma shell s€ duyét
qua dé tim lénh. Yi du, ban c6 thé
lap duong dan nhu sau:
PATH=/usr:/bin:/usr/local/bin

PS1=du-nhdc PS1 la d4u nhéc shell dau tién dé
yéu céu ban x4c dinh hinh dang cua
dau nhéc riéng theo y ctia minh. Néu
ban khong co thay doi gi dau nhéc
mic dinh s& 13 d4u $( cho nguoi
ding khong phai 1a root). Ban c6 thé
thay doi, chang han nhu:
PS1=Enter Command >

PWD=thu-muc Xac dinh vi ’tri cua ban trong h¢
thong tap tin
SHELL=shell SHELL xac dinh shell ma ban dang
st dung.
TERM=loai-terminal Kiéu terminal ban dung

Lwu y: néu mudn xac lap nhitng bién méi trwong, ban hay xac dinh trong tap tin .bash_profile
(néu chay shell bash), trong tap tin .login (néu chay shell C) va trong tap tin .profile (néu chay
shell Bourne).

1.2.3 S dung cac bién Shell dic biét

Bién HOME: ludn xac dinh home directory clia ban. Khi vira ddng nhap thanh coéng, ban & ngay

trong home directory.

- Mubn tré vé home directory ctia minh, ban chi can gé 1énh cd.

- Ban co6 thé dung bién HOME khi bién soan shell script d& xac dinh nhirng tap tin trong home
directory.

- $HOME ludn dai dién cho home directory ctia b4t ky ai st¢ dung 1énh. Néu ban gé lénh béng
$HOME thi nhitng ngwdi khac ciing cé thé dung chung Iénh.
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Bién PATH: Liét ké cac thuw muc ma shell s& dén tim nhirng cau I&nh. Shell tim cac thw muc theo
thr tw da liét ké.

Vi du: Néu PATH=/bin:/usr/bin: M&i khi théng dich mét cau lénh, shell sé& tim trwéc tién trong thw
muc /bin. Néu chwa phat hién ra I&énh can tim, shell tiép tuc duyét sang thw muc /usr/bin. Néu van
chuwa c6 két qua, shell lai do sang thw muc (thw muc hién hanh). Ching ta nén xép tat ca cac
shell script clia minh vao mét thw muc va ghi vao bién PATH. Nhw thé, sau nay cho du ban dang
& thw muc nao thi cling thye thi dwgc nhivng shell script do.

Bién MAIL: Ch(ra tén tap tin lwu trir email cia ban. Mdi khi nhan email, hé théng sé dwa vao tap
tin do bién MAIL xac dinh. Néu ban c6 chwong trinh théng bao mdi khi ¢cé mail dén, chwong trinh
nay sé lién hé vai tap tin két hop vaoi bién MAIL. Bién PS1: chira nhirng chudi ki tw ma ban nhin
thay tai ddu nhéc so khdi.

Bién TERM: Dung dé& nhan dang loai terminal. Nhirtng chwong trinh ndo chay & ché dd toan man
hinh, vi du nhw vi, sé tham khao bién TERM

Bién LOGNAME: Chra chudi ki tw ma hé théng dung dé nhan dang ra user dang nhap. Bién nay
con giup hé théng biét ban Ia chi s& hivu cac tap tin va thw muc, la ngudi ra 1énh chay mét sb
chwong trinh, va la tac gia ctia email givi bang lénh write.

Il. Muc dich va y nghia cua viéc lap trinh Shell

Shell 1a I&p vé bén ngoai hat nhan, 1a phan trung gian cho ngu®i dung thao tac véi hat nhan. Ban
da rat quen thudc vai cac shell trong DOS nhuw command.com sé dich cac 1énh nhw del, copy, ...
thanh nhirng ngét cép thap cliia hé diéu hanh DOS dé thyc hién. Ngoai ra DOS con cho ching ta
tao cac tap tin .bat gdm nhiéu I&nh thwc hién trinh tw. Shell trong DOS néi chung con rat don gian
va khoéng s dung nhiéu cac tac vu hé thdng. Linux cung cap céac shell phong phu, uyén chuyén
hon. N6 cho phép ban tao nhirng tap tin dang bat v&i cu truc 1&p nhu C, hay co thé st dung
phdi hop nhiéu I&nh shell véi nhau.
Vi du: ban c6 thé két hop [énh Is va more dé xem danh sach cac tap tin thw muc theo trng trang.
Is —I | more
Linux cho phép két hop dir liéu vao ra gitra cac 1énh véi nhau théng qua co ché chuyén tiép
(redirect) va 6ng dan (pipe). Ngoai ra, Linux cho phép st dung cac Iénh cé c4u tric gibng C nhw
if, case, for ... Day la diém manh cla shell trong Linux. V&i cac cdu tric diéu khién nhw vay
chung ta x&r ly dwoc nhiéu trwong hop bang cach két hop cac 1énh shell véi cac didu kién xir 1y.
Ngoai ra shell con hé tro ché dd ra vao dir liéu, twong tac cac bién méi truéng.
Nhi*rng chuwong trinh shell sé gitip nguoi dung st dung va quan ly hé théng va dich vu trén Linux.
Vi du nhw kh&i dong hay ngwng mét (’ng dung, ban cé thé viét mot doan chwong trinh shell thyc
hién tac vu nay. Chinh sy da dang trong shell cho phép ngwdi dung tao ra chwong trinh shell
quan ly dich vu hé thdng mét cach hiéu qua.

Ill. Diéu khién Shell tir dong Iénh

Nguwoi ding c6 thé st dung cac 1énh shell tir dong 1énh. Khi ngwoi ding chwa hoan tat 1énh thi
shell hién thj d4u > dé ching ta thém vao.

Vi du:

Hoc phan 4 - Chimg chi quan tri mang Linux Trang 121/271



Huéng dan giang day

$if [$file—d];
> echo Is $file
> else echo “$file is not file”
> fi
Chung ta st dung nhiéu lénh trén mét dong cach nhau bang dau chdm phay (;)
Vi du:
cd /etc;Is -l

Ban chi can gd Enter thi s& thuc hién cac Iénh trén dong do. Diéu béat tién nhat khi st dung trén
dong lénh Ia kha n&ng stra chira 16i khi chiing ta nham lan. Do vay nguwdi ta thwéng ghi cac 1énh
vao trong tap tin, rdi cho né thye hién tun tw. Tap tin chira cac Iénh nay dugc goi la tap tin 1énh
hay cac shell script.

IV. Diéu khién tap tin Iénh

Tap tin 1énh cé thé dwoc thwce thi theo 2 cach.
Cach 1: Ban goi shell va dung tap tin la tham sb:
$ /bin/sh tén-tap-tin.

Vi du: $/bin/sh hello.

Cach 2: Ban sé goi tap tin Iénh tr d4u nhéc cla shell nhw thwe hién cac 1énh thong thuwdng. Theo
cach nay, trudc hét ban phai cip quyén thuc thi (excute) trén tap tin nay. Tuy theo nhu cau st
dung tap tin Iénh ban cé thé cip quyén cho ngudi s& hivu, cho nhém s& hiru hay cho moi ngudi.
Lénh cAp quyén nhw ching ta da hoc 1a chmod. Lénh cép cho moi nguwdi co quyén thue thi :

chmod +x <tén-tap-tin>
Chi cho nguw&i s& hiru thwe thi :
chmod o+x tén-tap-tin

Chay tap tin 1énh: Ban gb I&nh trong console ./dw&ng-dan/tén-tap-tin hodc xac dinh bién moi
trwong PATH st dung thw muc chira tap tin va goé tén-tap-tin trong clra sd console. Néu ban
dang lam viéc tai thuw muc chira tap tin, ban c6 thé chay bang lénh:

Jtén-tap-tin

Vi du: Cép quyén va thyc thi chwong trinh hello :
$cd /home/hv/baitap
$chmod +x hello

$./ hello
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Ban mudn tap tin nay co thé thuc thi dwoc tir b4t cir noi dau chi ma chi can gé hello thi ban sé
dat lai bién moi trwong PATH trong tap tin .bash_profile trong thw muc home:
PATH=$PATH:/home/hv/baitap. Néu ban mudn tap tin nay cho nhirng ngudi dung khac st dung
thi ban chép né vao thw muc /usr/local/bin. Ban nén nh& cap quyén lai cho tap tin nay néu ban
khéng mudn né bi x6a hay bj stra chira . Doan I&nh sau c6 y nghia : Chép tap tin hello vao thw
muc /usr/local/bin va chuyén quyén s& hiru tap tin cho root, cAp cho root toan quyén trén tap tin
nay, nhitng ngudi khac chi cé quyén doc va thye thi.

$cp hello /usr/local/bin

$chown root /usr/local/bin/hello

$chgrp root /usr/local/bin/hello

$chmod u=rwx go=rx /usr/local/bin/hello

V. Cu phap ngdn ngir Shell

Ngoén ngir Shell 1a dang ngén ngi script, khéng c6 dd uyén chuyén hay phirc tap nhw cac ngdn
ng( 1ap trinh chuyén nghiép C, Pascal hay Java... Chwong trinh Shell dwoc soan thdo dwéi dang
van ban (text) va khéng dwoc bién dich thanh tap tin binary nhw cac ngén nglr khac. Khi chay
chwong trinh shell, shell sé bién dich va thwc thi. Trong Linux chdng ta gap rat nhiéu cac chwong
trinh shell x& ly nhirng cong viéc rat hiru hiéu. La nha quan tri ban can phai ndm virng cd phap
ngdn ngir shell d& khong chi viét nhitng doan chwong trinh ma it ra cling hiéu duwgc cac script co
san diéu khién hé théng ctia minh. Cac thanh phan trong ngén ngir shell:

- Bién: kiéu chudi, tham sb va bién méi truong.

- Diéu kién: kiém tra luan ly.

- Céac lénh diéu khién: if, for, while, until, case.

- Ham.

- Cac lénh ndi tru caa shell.

V.1. Ghi chu, dinh shell thwc thi, thoat chwong trinh

Dong chu thich st dung trong cac source chwong trinh dung dé giai thich y nghia cac Iénh hoac
chirc nang ctia mét bién hay mét doan chwong trinh. Nhitng dong nay khéng dwoc bién dich déi
v&i cac ngdn ng 1ap trinh, va né khéng dwoc thuc thi dbi véi chwong trinh shell. B4t dau mot
dong cha thich 1a dau # .

Vi du: mét doan chwong trinh st dung dong ghi cha.

# Kiém tra co ton tai tham sb dau tién
if test $1 —z ; then
echo “Khong co tham so*

fi # két thuc if
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Truwong hop déc biét sau dau # la dau chi thi ! (#!) dung dé giai thich day chinh 1a dong lénh goi
shell dé théng dich cac 1énh trong tap tin nay. Ban thwéong thdy dong dau tién trong cac chuong
trinh shell 1a #! /bin/bash. Diéu nay c6 nghia 1a ban sé& dung shell bash dé théng dich I&nh. Shell
chuiing ta chay c6 thé xem 1a shell phu va ching co thé thuc thi cac 1énh ma khoéng lam bién déi
cac bién moéi trwéng cla shell chinh. Cu phap chung ctia chi thi nay la :

#lshell-thwc-thi
Néu chung ta khéng khai bao thi shell m&c nhién trong Linux 1a bash. Cac hé Unix khac thi shell

mac nhién |a sh. Chi thj #! Con dung dé chay cac chwong trinh khac trwéc khi thue thi cac lénh
tiép theo.

V.2. St dung bién

Bién dung trong chwong trinh shell khéng can phai khai bao trwéc nhw cac ngdn ngir C, Pascal,
... N6 s& tw déng khai bao khi nguwdi dung s dung 1an dau tién. Bién chi cé thé lwu triv div liéu
duwéi dang chudi du né cé thé chira sb. Trong trudng hop mudn st dung gia tri bién nhw 14 sb thi
phai c6 cac phép bién ddi ma ban sé tim hiéu trong phan sau. Mot van d& ma ban phai lvu v 1a
shell phan biét chir hoa va chi thuweng. Vi du hai bién tong va Tong 1a khac nhau.

V.2.1 Phép gan gia tri cho bién

Dé& dat gia tri mdi cho bién chung ta st dung phép gan.

Cu phap:
Ten-bien=giatri
Vi du:
Ten=Hung
So0=200

Gia tri dwoc gan cé thé 1a hang, bién ho&c biéu thirc.
Lwu y: La ban khéng dugc dung ddu khoang trang gitra tén-bién=gia-tri

Vi du: ten =Hung la khong hop 1é

V.2.2 Lay gia tri ciia bién

Muén I3y gia tri clia bién ching ta thém dau $ vao phia truwdc tén bién:
$tén-bién

Vi du:

tp=HaNoi

echo $tp

$tp sé mang gia tri “HaNoi.”

V.2.3 Hién thij gia tri ctia bién ra man hinh
Lénh echo dung dé hién thj bién ra man hinh. Ta cé thé ding mét trong 3:

echo “Dong hién thj”
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echo “dong hién thj”
echo ‘dong hién thi’

Nhirng ki tw nam trong d4u ‘ * dwgc xem nhw 1a hang chudi. Tat ca cac ki tw sé hién thj hét ra
man hinh, ké ca cac ki tw dic biét.

Vi du:
echo ‘ Gia tri cua bien la $bien °
Két qua hién thi : Gia tri cua bien la $bien

Khac véi y nghia ctia dau *, dau “ ” dung dé xac dinh chudi bao gdm ca céac ky tw hién thj va cac
gia tri bién. Mudn hién thi cac ky tw d&c biét ching ta phai thém d4u \ vao truéc vi du:

echo ten=Dung
echo “Su dung dau nhay kep”
echo “Gia tri bien la $ten”
echo “Ky hieu tien la \$”

Két qua hién thj :

Su dung dau nhay kep

Gia tri bien la Dung

Ky hieu tien la $

V.2.4 Nhap gia tri cho bién tir ban phim
Cu phéap: read <tén-bién>

Gap lénh nay chwong trinh sé doi ngudi dung nhap gia tri vao, khi div liéu da xong thi 4n Enter.
Gié tri s& dwoc gan vao bién tén-bién.

Vi du:
echo “Nhap vao ten cua ban “
read ten
echo “Ten vua nhap la $ten”
Trong vi du trén khi xuét hién dong théng bao “Nhap vao ten cua ban “, nguwdi dung nhap vao tén
“ Nguyen Hung Dung’” thi két qua hién thi la “Ten vua nhap la Nguyen Hung Dung “
V.2.5 Bién méi trwéng

Bién moéi trwong la bién dwoc dinh nghia trwéc va mang gia tri mac dinh khi shell kh&i dong. N6
gilp cac chuong trinh cling nhw hé thdng trong viéc xir ly cac cong viéc. Tén cla bién moi
trwong thuwong la chiv hoa dé phan biét véi cac tén bién do ngwdi dung dat trong chwong trinh.
Mét s6 bién méi trwdng théng dung:

Bién modi | Y nghia
tredng
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HOME Chilra thv muc home cla ngudi
dung, la thv muc s dung sau khi
d&ng nhap hé théng

PATH Danh sach cac thw myc tim kiém
khi thwe hién cac Iénh

PS1 DAu nhac hién thj Iénh, déu # dbi
véi ngudi dung root, dau $ dbi voi
ngwdi dung thwong.

PS2 D4u nhac tht cép thwong la >

IFS DAu phan cach cac trwdng trong
danh sach chubi. Thwdng s dung
diu khoang tréng, tab va xubng
hang

PPID S6 ID clha tién trinh cha trong
SHELL

RANDOM Sb ngéu nhién

SECONDS Th&i gian lam viéc tinh theo giay

V.2.6 Bién tham sé

Khi goi cac lénh chung ta thworng thém vao sau Iénh cac tham sb, cac tham sb do sé 1a gia tri cla
céac bién tham sbé cta chwong trinh.

Vi du cp sourc.txt dest.txt

Trong vi du sourc.txt va dest.txt 1a hai tham sb ctia chwong trinh cp. Thao tac véi cac bién tham

s tlr trong chwong trinh chang ta st dung céac ky hiéu sau

Ky hiéu bién Y nghia
$1,82,83 Gid trj céc bién tham s6 thir nhat, thtt 2.. tuong (mg v6i céc tham sb
tu trai sang phai trong dong tham so.
$0 Tén tap tin 1énh goi
§* Danh sach tham sé day du
$# Tdng sb tham so.
$8 S6 tién trinh ma chuong trinh dang hoat dong

V.3. Lénh kiém tra

Lénh test hoac dau [ ] dung dé kiém tra gia tri dung sai ctia biéu thirc. Lénh test cho phép kiém tra

3 kiéu duoi day.
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- Kiém tra chudi:

Phép so sanh Két qua

Chuoil = chuoi2 Pung (true) néu 2 chudi bang nhau

Chuoil != chuoi2 bung néu 2 chuoi khac nhau
-n chuoi Pung néu chuoi “chuoi” khong rong
-z chuoi bung néu chuoi “chuoi” rong

- So sanh toan hoc:

Phép so sanh Két qua
bieuthucl —eq biethuc2 Pung néu bieuthucl bang bieuthuc2
bieuthucl —ne biethuc2 bieuthuc] khong bang bieuthuc2
bieuthucl —gt biethuc2 bieuthucl 16n hon bieuthuc?2
bieuthucl —ge biethuc2 bieuthuc] 16n hon hoic bang bieuthuc2
bieuthucl —It biethuc2 bieuthucl nhé hon bieuthuc2
bieuthucl —le biethuc2 bieuthucl nhé hon hodc bang bieuthuc2

- Kiém tra tap tin

Phép kiém tra Két qua

-d file Pung néu tap tin 1a thu myc

-¢ file ton tai trén dia

-f file 1a tap tin thong thuong

-g file ¢6 xac lap set-group-id trén file

-s file c6 kich thudce >0

-u file c6 xac lap set-user-id

-1 file cho phép doc

-w file co6 phép ghi

-x file cho phép thuc thi

V.4. Biéu thirc tinh toan expr

Biéu thirc expr dwoc sir dung cho viéc tinh toan. Cac gia tri trong biéu thirc dwoc hidu la sé
nguyén thay vi la chudi. N6 ciing dung dé déi chudi thanh sé. Biéu thirc expr dwoc bao boc béi 2
dau ° (Khéng phai dau nhay don, 1a dau & phim bén trai phim sb 1-! ). Trong biéu thirc tinh toan
cac toan tir va toan hang cach nhau bang khodng trdng. Cac phép toan va phép so sanh expr
cho phép:

| hodc = bang nhau
& va + cong
> 16n hon - true
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< nho hon \* nhan

>= lg}n hon / chia
hodc bang

<= nhohon | %  chia ldy phan
hodc bang du

1= khac nhau

V.5. Két néilénh, khéi Iénh va lay gia tri cta Iénh
Shell cho phép sir dung phép hodc (OR)va phép va (AND) dé két ni cac 1énh.

V.5.1 Phép va (AND)

Cu phap cua phép toan logic AND:

lénh 1 && 18nh_2 && 16nh_3 ...

Céc lénh thyc hién tr trai sang phai cho dén khi mét 1énh c6 két qua 16i. Két qua cudi cung cla

day Iénh nay |a dung (true) néu tat ca cac lénh déu dang, nguoc lai |4 sai

V.5.2 Phép hoic (OR)
Cu phap cua phép toan logic OR:
lenh 1 ||1énh_2]1énh_3 ...
Céc 1énh thyc hién tir trai sang phai cho dén khi mét Iénh co két qua dung. Két qua cudi cung clia

day lénh nay la dung (true) néu co it nhat mét 1&énh 1a dung, ngwoc lai |4 sai.

V.5.3 Khéilénh

Khi ching ta can thwc thi nhiéu 1&nh lién tiép nhau, cé thé dung khéi 1énh. Khéi I1énh nam gitra 2
dau {}

V.5.4 Lay gia tri cia mét lénh

Khi viét chwong trinh nhidu khi ching ta lay két qua cta Iénh nay lam dbi sé hay gia tri x& ly cla

lénh kia. Ta c6 thé lam dwoc diéu nay bang cach st dung ci phap $(command). Khi dung
$(command), két qua clia viéc thuc hién 1énh command duoc tra vé.

V.6. CAu truc ré nhanh If
Cu phéap cta céu truc ré nhanh if:
if <btdk > ; then

lenh1
else

lenh2
fi
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Néu biéu thirc diéu kién btdk & dung thi cac I&énh trong lenh1 sé& thyc hién, ngwoc lai(btdk khéng
dung) thi cac 1énh trong lenh2 sé dwoc thwe hién véi didu kién ménh dé else ton tai. Trong lenh1,
lenh2 c6 thé mét hodc nhiéu 1énh.

Vi du: Nhap vao diém clia mon hoc, cho biét két qua.

echo “chuong trinh ket qua mon hoc”
echo “Nhap vao diem”
read diem
if [ $diem —ge 5] ; then
echo “ Dat”
else
echo “Hong”
fi

Cu phap cua if con cho phép ban sir dung nhiéu ménh dé so sanh lién tiép qua tir khéa elif nhw
sau:

if <btdk1> ; then
lenh1

elif <btdk2> ; then
lenh2

elif <btdkn> ; then
lenh n
else
lenh_n+1
fi
Vi du: Nhap vao diém cho biét xép loai :
echo “Xep loai”
echo “Nhap vao diem”
read diem
if test $diem -ge 8 ;then
echo “Loai Gioi”
elif test $diem —ge 7 ; then
echo “Loai Kha”
elif  test $diem —ge 5 ; then
echo “Loai TB”

Hoc phan 4 - Chimg chi quan tri mang Linux Trang 129/271



Huéng dan giang day

else
echo “ Loai Yeu”

fi

V.7. CAu triuc lwa chon Case

Dung case khi chung ta s dung gia tri cia mét biéu thirc dé ré cac nhanh khac nhau. Cu phap
cla cau trdc Iwa chon nhw sau::

case <bien-bt> in
giatri11 [ |giatri12 ... ] ) lenh-th1 ;;
giatri21 [ |giatri22 ... ] ) lenh-th3 ;;
giatri31 [ |giatri32 ... ] ) lenh-th3 ;;

giatrin1 [ |giatrinn2 ... ] ) lenh-thn ;;
* ) lenh-thnn ;;
esac

Lénh case sé kiém tra bien-bt v&i cac dang hay gia tri bén dudi, néu dung thi thyc hién cac 1énh
trong ménh dé do.

Vi du: ta sé tao menu Iwa chon va cho phép nguwdi dung chon chirc nang thwc hién. Néu bién
chon la 1 thi liét ké thuw muc hién hanh, 2 thi cho biét dwdng dan thw muc hién hanh, cac sb khac
Ia khéng hop €.

clear

echo

echo " Menu "

echo " 1. Liet ke thu muc hien hanh"

echo " 2. Cho biet duong dan thu muc hien hanh"
read chon

case $chon in

1) Is-l ;;

2) pwd ;;

*) echo “Khong hop le” ;;

esac

V.8. Cau truc lap

V.8.1 Vong lap For

Vong lap for str dung trong trwérng hop xac dinh truéc s6 1an 1&p. Cu phap clia vong I&p for:
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for <variable> in gia-tri-1 gia-tri-2 gia-tri-3 ...
do

cac-1énh ;
done

Chuwong trinh c6 sb 1an sé& I&p bang sb gia tri phia sau tir khoa in, trong qua trinh I&p bién
variable mang lan lwoc cac gia tri phia sau in

Vi du:
for gt in apple banana 34
do
echo $gt
done
Két qua sau khi thuwc hién 13 :
apple
banana

34

V.8.2 Vong lap While
Lénh while str dung khi sb lan lap khéng xac dinh triwdc. Cu phap cua vong lap while:
while <diéu-kién>
do
cac-lénh;
done
Vong lap dwogc thyc hién khi diéu-kién con dung.
Vi du:
echo “An phim Yy de tiep tuc”
while [ $chon =y’ || $chon = Y’ ]
do
echo “chao ban”
read chon

done

V.8.3 Vong lap Until

S dung twong tw nhw while nhwng diéu kién 18p ngwoc lai, until s& dwoc l&p it nhat mot 1an, diéu
kién dung sé thoat ra khdi vong lap.

Cu phap :
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until <diéu-kién>

do
Lénh 1;
Lénh 2;
Lénh n
done

Vi du: Chwong trinh sé 18p cho dén khi n<=10
echo Nhap vao son
read n
until [ $n -t 10 ]
do
echo “n lon hon 10”
n="expr $n -1

done

V.9. Lénh break, continue, exit

Lénh break cho phép ban thoat ra khéi vong l&ap ma khong can kiém tra diéu kién I&p. Lénh exit
thi lam chwong trinh thoat ra va tré vé du nhac lénh $

Vi du:
Nhap sé n tir di s6 dong I&nh, tinh tong S =142+ ..+n
echo “chuong trinh tinh tong”
if[ -z$1]

echo “tong <n>*“

exit 0
fi
s=0
i=1
while true
do

s=" expr $i + $s°
i="expr $i+ 1"
if [i—gtn];then

break;
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fi
done
echo $s

Lénh continue dung dé quay lai vong I&p k& ma khéng can thuc hién cac 1énh con lai.

V.10. Cac lénh khac

Lénh . dung thyc thi mét script trong thu muc hién hanh va giir nguyén céac thay déi moéi trwdng
ma chuwong trinh da tac dong sau khi thoat khoéi chwong trinh. Cach st dung:

Jtén-script

Lénh exec. Dung thwc thi mét chwong trinh nhw chay tir dong 1énh, st dung shell phu khac.
Vi du:

exec mc

Lénh export : diing chuyén gia tri bién sang cac shell khac st dung.

V.11. Ham(function)

Ciing nhw cac ngén nglr lap trinh khac, shell cho phép ban s dung ham. Ham la mét doan
chwong trinh con nam trong script chinh. N6 c6 thé dwgc goi lai nhiéu 1an trong script chinh. Cu
phap dinh nghia ham:

tén-ham() {

cac-lénh-ctia-ham.

Vi du:

chao()

echo “hello”

}

V.11.1 Goi ham va truyén tham sé cho ham
Dé goi ham thyc hién ta st dung t&n ham hoac cé thém tham sé di keém:
tén-ham

tén-ham thamso-1 thamso-2 ...

V.11.2 L&y gia tri ciia ham

Dé |4y gia tri cia ham trong shell ta thuc hién theo cu phap sau:
$(tén_ham)

Vi du:
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Conn_value=$( netstat —an|grep :80|wc - )
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BAI12
Quan Ly Tién Trinh

Tom tat

Ly thuyét: 5 tiét - Thwc hanh: 5 tiét.

Bai tap bit Bai tap lam

Muc tiéu Cac muc chinh A A
* e — budc thém
Gisi thiéu co ché| - Pinhnghia — Bai tap 1.1
uan Iy \-,a didu Dhi Il Xem thong tin tién trinh (quan ly tién
quan y PR 111 Tién trinh tién canh trinh)

tién trinh, thiét lap lich (foreground process)

biu hoat dong cho | v/ Ti&n trinh hau canh

cac  chwong  trinh (background process) ]
trong hé thong. V. Tam ding va danh thire tién
trinh.

VI. Huay mét tién trinh

VII. Chuwong trinh Iap lich at
VIIl. Chwong trinh Iap lich batch
IX. Chwong trinh 1ap lich crontab
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.  Dinh nghia

Ban c6 thé kich hoat mot chwong trinh béng tén clia chwong trinh &y, hodc tir cac tap tin cé chira
lénh shell. Trong khi thuc hién, chwong trinh cé thé twong tac véi nhidu thanh phan khac cla hé
thdng. Chwong trinh cé thé doc va ghi vao tap tin, quan ly théng tin trong RAM, hodc glvi théng tin
dén may in, modem hay nhi¥ng thiét bi khac.

Tién trinh 14 mét chwong trinh don chay trén khoéng gian dia chi do clia né, & mot khia canh nao
do, tién trinh hon chwong trinh & ché 1a biét s& dung tai nguyén ctia mét hé thédng dang chay,
trong khi chwong trinh chi don thuan 1a mot loat cac cau lénh. Mot chuong trinh hay 1énh cé thé
phat sinh ra nhiéu tién trinh khac. Khdo sat I&nh nroff —-man ps.1 | grep kill | more sé& sinh ra
3 tién trinh khac nhau. C6 3 loai tién trinh chinh trén Linux:

- Tién trinh twong tac (Interactive processes ) : la tién trinh khéi déng va quan ly béi shell, ké
ca tién trinh forceground ho&c background.

- Tién trinh thwc hién theo 16 (Batch processes) : tién trinh khdng gan lién dén ban diéu khién (
terminal ) va dwoc ndm trong hang doi dé 1an lwot thuc hién.

- Tién trinh &n trén bd nhé (Daemon processes) : 1a cac tién trinh chay an bén duéi hé théng
(background). Cé4c tién trinh nay thueng dwoc khéi tao - mot cach tw dong - sau khi hé théng
kh&i dong. Pa sb cac chwong trinh server cho cac dich vu chay theo phwong thirc nay. Day
la cac chwong trinh sau khi dwoc goi 1én bd nhé, doi (thu ddng) cac yéu cau tir cac chuwong
trinh khach (client) dé tra 16i sau cac cdng xac dinh (cong la khai niém gan lién véi giao thire
TCP/IP BSD socket). Hau hét cac dich vu trén Internet nhw Mail, Web, Domain Name
Service ... déu dwoc thi hanh theo nguyén téc nay. Cac chwong trinh loai nay dwoc goi la
cac chwong trinh daemon va tén clia né thwong két thic bang ky tw “d” nhw named, inerd ...

Mot tién trinh khi thwe hién néu sinh ra nhiéu tién trinh con dwoc goi 1a tién trinh cha (Parent
Process). Khi tién trinh cha bi dirng thi céc tién trinh con cia né ciing bi dirng theo.

M@&i tién trinh mang mét dinh danh goi la PID (Process IDentification). Process Id la mét con s
I&n hon 0 va la duy nhat. Hé thdng dwa vao cac PID nay dé quan ly céc tién trinh. Khi kh&i dong,
Linux s& thwc hién mét tién trinh sdn co trong hé théng mang tén Init (Vi 1a tién trinh dau tién
dwoc thwe hién nén PID=1). Sau d6 tién trinh nay méi sinh ra cac tién trinh khac; céac tién trinh
khac c6 thé sinh ra céc tién trinh khac niva va ct tiép tuc nhw thé tao thanh cay phan cép cac tién
trinh (xem hinh cay tién trinh bén dwéi). Nhw vay, dirng tién trinh Init nghia 1a dirng toan bd hé
théng.
Vi du: Xem tién trinh trong hé théng.
$pstree —n -p
init(1)-+-keventd(2)

[-kapm-idled(3)

[-mdrecoveryd(9)

[-syslogd(629)

-klogd(634)

|-rpc.statd(683)
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[-apmd(795)

|-sshd(851)---sshd(1064)---bash(1065)---pstree(1492)
|-xinetd(884)

[-sendmail(924)

[-crond(961)

Sé trong dau () la chi sé PID cua tién trinh.

II.  Xem théng tin tién trinh

Cach don gidn nhat dé kiém tra nhirng tién trinh dang chay trong hé théng 1a st dung lénh ps
(process status). Lénh ps cé nhiéu tuy chon va phu thuéc mét cach mac dinh vao ngudi dang
nhap vao hé théng. Cu phap Iénh #ps <option>

M6t sb tly chon clia lénh ps can tham khao:

Tén Iénh va tuy Muc dich
chon
pS —ux Xem tat ca cac tién trinh ma user kich hoat
ps —-T Xem nhirng tién trinh dwoc chay tai

terminal hién tai ctia user.
pS —aux Xem tat ca céc tién trinh trong hé théng

ps —u username Xem tat ca céc tién trinh cGa user nao dé
(dwoc chi dinh théng qua tham sé
username)

Vi du: Lénh ps két qua hién thj nhuw sau:
PID TTY STAT TIME COMMAND

41 vo1 S 0:00 —bash
134  vO1 R 0:00 ps

D& hién thj tat ca cac tién trinh, ta cé thé st dung lénh ps —a. Bat clr ngudi dung nao trong hé
thdng déu co thé thay tat ca cac tién trinh, nhwng chi cé thé diéu khién dwoc céc tién trinh do
minh tao ra. Tuy nhién, déi v&i super-user thi cé quyén diéu khién tat ca cac tién trinh trong hé
thdng. Lénh ps —ax cho phép hién thj tat ca cac tién trinh, k& c& nhirng tién trinh khong gan véi
thiét bi dau cudi (tty). Chung ta co thé coi cac tién trinh dang thwc hién cung véi day da dong lénh
da khéi tao nd béng lénh ps —axl. Lénh man ps cho phép coi cac tham sé tw chon khac cta Iénh
ps.
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lIl. Tién trinh tién canh(foreground process)

Khi thyrc hién mét chwong trinh tw dau nhac shell ($ hoac #), chuwong trinh sé thwc hién va khong
xuét hién dau nhac cho dén khi thwe hién xong chwong trinh. Do d6, ching ta khéng thé thuc
hién cac céng viéc khac trong khi chwong trinh nay dang thyc hién. Chwong trinh hoat dong nhw
vay goi la chwong trinh tién canh. Chuang ta thir chay 1 chwong trinh cé thei gian thwe hién lau dé
kiém tra, vi du liét ké tat ca cac thw muc ctia hé théng bang lénh find / -name pro —print. Thuc
hién 1&nh Vi két qua rat I&n nén chung ta cé thé cho vao tap tin : find / -name pro —print >
results.txt. Khi chwong trinh chay ban phai che rat 1au cho dén khi dau nhac xuét hién tré lai.

IV. Tién trinh hau canh(background process)

Tién trinh hau canh 14 tién trinh sinh ra doc 1ap v&i tién trinh cha. Khi chay mét chwong trinh
chiém thoi gian 1au chang ta c6 thé cho phép ching chay ngdm dinh bén dwéi va tiép tuc thuc
hién cac cong viéc khac. Dé tién trinh chay duéi ché d6 hau canh ching ta thém d4u & vao sau
Iénh thyc hién chuong trinh

Vidu:$ find /-name pro —print > results.txt &

[1] 2489

Khi chay chwong trinh hé théng sé& xuét hién dau $ ngay lap tirc, chuong trinh nay thuc
dang thuc hién véi ma s6 tién trinh 13 2489 va dt & hu canh [1], ching ta c6 thé kiém tra
chwong trinh nay cé hoat ddng khéng bang lénh: ps —aux | grep find. Don gidn hon ching ta
dung lénh jobs dé& xem cac tién trinh dang c6 & hau canh:
$jobs
[1] + Running find / -name pro —print > results.txt &

Dong trén cho biét co 1 tién trinh dang chay & hau canh. Khi thuc hién xong chwong trinh thi man
hinh xuét hién cau théng bao:

[1] Done find /-name pro —print.

Viéc str dung cac tién trinh chay hau canh gitup cho ching dwa vao hoat déng nhiéu tién trinh
déng thoi no thich hop véi chwong trinh hoat dong lién tuc nhw daemon.

V. Tam dirng va danh thirc tién trinh

Trong mét sé trwdng hop khi dang chay chwong trinh nhwng thei gian thwe hién qua 1au va muén
dwa n6 vao hau canh. Linux cho phép ching ta dwa né tam dirng va vao hau canh bang phim
Ctrl-Z. Khi tién trinh dang chay nhan dwoc tin hiéu Ctrl-Z thi né tam ding va chuyén vao hau
canh, trd dau nhac I&énh lai cho ngudi diing. Chang ta cé thé xem tién trinh co trong hau canh:

$ jobs
[1] + Stopped find / -name pro —print > results.txt

Dong két qua cla jobs cho thay tién trinh nay da cé trong hau canh nhung khéng dwoc
thwe hién vi chung ta da tam dirng trede do. Dé cho tién trinh dang dirng tai hau canh hoat déng
tré lai ta dung lénh bg. Lénh nay yéu cau tham sb 1a sé th tw cta tién trinh & hau canh. V&i vi du
trén ta cho chwong trinh hoat déng bang 1&énh: $bg 1
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find / -name pro —print > results.txt&

$ jobs

[1] + Running find / -name pro —print > results.txt &

Khi dwa vao chay tai hau canh ching ta thdy dong lénh thuc hién dwoc thém dau & vao cubi.
Ngwoc lai khi mudén mét tién trinh dang chay & hau canh chuyén sang chay tién canh ching ta
dung 1énh: fg <sé-tt-tién-trinh>.

$fg1

find / -name pro —print > results.txt

VI. Huy mét tien trinh
Trong nhiéu trwéng hop, mét tién trinh cé thé bi treo, chang han nhw: Mot ban phim diéu khién
khong tra 161 cac l1énh tlr ban phim, mot chwong trinh server can nhan cau hinh méi, card mang
can thay dbi dia chi IP ..., khi d6 chung ta phai dirng (kill) tién trinh dang cé van dé. Linux c6 Iénh
kill @& thwe hién cong viéc nay. Trwdc tién, ban can phai biét PID cla tién trinh can dirng théng
qua Iénh ps. Sau d6, ta st dung lénh:

#kill -9 PID-cuia-tién-trinh
Tham sé -9 1a tin hiéu dirng tién trinh khoéng diéu kién. Khéng nén dirng céac tién trinh ma minh
khong biét vi co thé 1am treo may hodc nhirng dich vu khac. M6t tién trinh co thé sinh ra cac tién
trinh con trong qua trinh hoat ddng ctia minh. Néu tién trinh cha bi dirng, céc tién trinh con ciing
sé dirng theo, nhwng khoéng tire thi. Vi vay, phai doi mot khodng thdi gian va sau d6 kiém tra lai
xem tat ca céc tién trinh con cé dirng dung hay khéng. Trong mét sé trwong hop han hivu, tién
trinh ¢c6 16i nang khéng dirng dworc, bién phap cudi cung 1a kh&i dong lai may.
Lwu y: Chi c6 ngudi dung root méi cd quyén dirng tat ca céc tién trinh, con nhivng ngudi ding
khac chi dwgc dirng cac tién trinh do minh tao ra.

VIl. Chworng trinh 1ap lich at

Linux c6 cac Iénh cho phép thwc hién cac tién trinh & thoi diém dinh truéc thong qua Iénh at.
Thoi diém thwe hién tién trinh dwoc nhap vao théng qua tham sé cuia Iénh at. Cu phap cla lénh
at nhw sau:

$ at [time]

<cac lénh thwc hién>

<Ctrl+D>

Sau khi ban két thuc 1énh at, dong théng bao gibng nhw sau sé& hién ra man hinh: job 756001.a
at Sat Dec 21 01:23:00 2000. Trong do6 sd 756001.a 1a s6 nhan dang cdng viéc (job number)
cho phép tham chiéu t&i lich thwc hién do. Sau khi 1ap lich, néu muén hay bd, ta cé thé s& dung
lénh.

at —r [job-number]
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Lénh nay co thé khac véi cac phién ban khac nhau. Vi du nhw dbi voi RedHat 6.2, Iénh x6a mot
job la atrm job_number. Trong moi trwéng hop, xem manpage dé biét cac Iénh va tham sb cu thé.
Ban c6 thé dung quy tac chuyén hwéng (redirect) dé lap trinh cho nhiéu léng cung mét lic

at 10:59 < tap_lénh

Trong d6, tap_lénh la mot tap tin dang text cé cac 1énh. Dé kiém tra cac tién trinh ma ban da nhap
vao, dung lénh at —I

VIIl. Chworng trinh 1ap lich batch

Khac vé&i 1énh at Ia tién trinh dwoc thwe hién vao cac thdi diém do nguwoi st dung qui dinh, I1énh
batch cho phép hé théng tw quyét dinh khi nao tién trinh dwoc thwe hién dwa trén mire tai cta hé
théng. Théng thudng, cac tién trinh batch dwoc thi hanh khi mic tai cla hé théng dudi 20%.
Nhirng chwong trinh nhw in &n, cap nhat dir liéu I&n rat thich hop véi kiéu Iénh nay. Cu phap cla
Iénh batch nhw sau :

$ batch<Return>

Ip/usr/sales/reports/*<Return>

<AD>

IX. Chwong trinh 1ap lich crontab

Céc lénh at va batch cho phép lap ké& hoach thwc hién tién trinh mét 1an. Linux con cho phép lap
ké hoach c6 tinh chat chu ky théng qua Iénh cron (viét tit cia chronograph) va cac tap tin
crontabs. Chuwong trinh daemon cron (crond) dwoc kich hoat ngay tir dau véi khéi dong cia hé
théng. Khi kh&i déng, cron xem cé cac tién trinh trong hang dgi nhap vao bdi lIénh at, sau d6 xem
xét cac tap tin crontabs xem cé céc tién trinh can phai thuwc hién hay khéng rdi “di ngi”. Cron sé
“thirc day” mbi phut dé kiém tra xem cé phai thuc hién tién trinh nao khéng. Moi nguoi dung trong
hé théng déu cé thé 1ap lich cac tién trinh s& duwgc thwe hién bdi cron. D& 1am diéu nay, ban can
tao mét tap tin van ban theo cu phap cla cron nhw sau:

Phat gio ngay_trong_thang thang_trong_nam ngay_trong_tuan Iénh
0 8 * * 1 /ul sartin/bin/status_report

Cho phép /u/sartin/bin/status_report dwoc thwe hién vao 8 gid 00 phut cac thir hai. Méi dong
chra thoi gian va 1énh. Lénh sé duworc cron thyc hién tai thi diém ghi & trwdc trén cung dong dé.
Nam co6t dau lién quan t&i thoi gian co thé thay thé bang dau “*” cé nghia la “v&i moi”. Céc gia tri
c6 thé cho céac trwong la:
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Phut (0-59)

Gio (0-23)

Ngay trong thang (1 —-31)
Théng trong nam (1-12)

+ + + + +

Ngay trong tudn (0 -6, 0 is Sunday )
+ Lénh (rest of line)

Sau do dung Iénh crontab dé cai dat tap tin 1énh vao thw muc /usr/spool/cron/crontabs. Méi nguoi
diing sé cé mot tap tin crontab tring tén minh (user name) dé luu tat ca cac Iénh can thwc hién
theo chu ky trong thw muc nay. Cu phap st dung crontab:

Crontab <téntaptinénh>
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BAI 13
Domain Name System

Tom tit

Ly thuyét: 5 tiét - Thwc hanh: 10 tiét.

Muc tiéu Cac muc chinh Bai t?P bat | Bai tz{p lam
: : buéc thém

S . 2|l Gioithidu vé DNS. Bai tap Bai tap
oo tc;el;u‘;?] I‘;hedlé‘; . Céch phan b dir lisu quanly | 02.1 (Dich | 02.2 (Dich
. e domain name vu DNS) vu DNS)
vu DNS trén mbi| ;" Gy ché phan gidi tén
treong Linux IV. Sy khac nhau gira domain

name va zone

V. Fully Qualified Domain Name
(FQDN)

VI. Phan loai Domain Name Server

VII. Sw Gy quyén(Delegating
Subdomains)

VIII. Resource Record (RR)

IX. Hoat dong cia Name Server
trong Linux

X. CaidatBIND

Xl. Kiém tra hoat ddng ctia DNS

Xll. C&u hinh Secondary Name
Server

XII. Mét sé quy wéc

XIV. C4u hinh sw Gy quyén cho cac
mién con
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I.  Gi®ithiéu vé DNS

M&i may tinh trong mang muén lién lac hay trao déi théng tin, di¥ liéu cho nhau can phai biét rd
dia chi IP cta nhau. Néu sé lwong may tinh nhiéu thi viéc nhé nhivng dia chi IP nay rat 1a khé
khan. M&i may tinh ngoai dia chi IP ra con cé mét cai tén (computer name). Di véi con ngudi
viéc nhé nhivng céi tén nay du sao cling d& dang hon vi ching ¢ tinh trwc quan va goi nhé hon
dia chi IP. Vi thé, nguwi ta nghi ra cach lam sao anh xa dia chi IP thanh t&n may tinh.

Ban dau do quy mé mang ARPAnet (tién than ctia mang Internet) con nhé chi vai trdm may, nén

chi c6 moét tap tin don HOSTS.TXT Iwu théng tin vé& anh xa tén may thanh dia chi IP. Trong d6 tén

may chi Ia 1 chudi van ban khéng phan cép (flat name). Tap tin nay dwoc duy tri tai 1 may chd va
cac may chu khac lwu gilv ban sao cla né. Tuy nhién khi quy m6é mang I&n hon, viéc st dung tap
tin HOSTS.TXT cé cac nhwoc diém nhw sau:

- Lwu lwong mang va may cha duy tri tap tin HOSTS.TXT bi qué tai do hiéu trng “cd chai’.

- Xung dét tén: Khoéng thé cé 2 may tinh c6 cling tén trong tap tin HOSTS.TXT . Tuy nhién do
tén may khong phan cap va khéng cé gi ddm bdo dé ngan chan viéc tao 2 tén tring nhau vi
khéng cé co ché uy quyén quan ly tap tin nén cé nguy co bi xung dét tén.

- Khéng dam bdo sy toan ven: viéc duy tri 1 tap tin trén mang I&n rat kho khan. Vi du nhw khi
tap tin HOSTS.TXT vira cap nhat chwa kip chuyén dén may chd & xa thi da c6 sy thay doi
dia chi trén mang roi.

Tém lai viéc dung tap tin HOSTS.TXT khoéng phu hop cho mang 16n vi thiéu co ché phan tan va
mé& rong. Do d6, dich vu DNS ra d&i nham khac phuc cac nhuoc diém nay. Ngudi thiét ké ciu
tric cla dich vu DNS 13 Paul Mockapetris - USC's Information Sciences Institute, va cac khuyén
nghi RFC ciia DNS 13 RFC 882 va 883, sau d6 1a RFC 1034 va 1035 cuing véi 1 s RFC bd sung
nhw bdo mat trén hé thdng DNS, cap nhat déng cac ban ghi DNS ...

Lwu y: Hién tai trén cac may chd van st dung dwoc tap tin hosts.txt d& phan gidi tén may tinh
thanh dia chi IP (Trong Linux la /etc/hosts)

Dich vu DNS hoat dong theo mé hinh Client - Server: phan Server goi la may chu phuc vu tén
nameserver, con phan Client Ia trinh phan giai tén resolver. Nameserver chira cac théng tin
CSDL cta DNS, con resolver don gian chi 1a cac ham thw vién dung dé tao cac truy van (query)
va gli chung qua dén name server. DNS dworc thi hanh nhw mét giao thire tang Application trong
mang TCP/IP.

DNS la 1 CSDL phan tan. biéu nay cho phép ngwdi quan tri cuc bé quan ly phan di liéu nodi bo
thudc pham vi ctia ho, ddng thoi div liéu nay ciing dé dang truy cap duwoc trén toan bd hé théng
mang theo mé hinh Client - Server. Hiéu suat st dung dich vu dwgc tang cwdng théng qua co
ché nhan ban (replication) va lwu tam (caching). Mét hostname trong domain la sy két hop gitra
nhirng tr phan cach nhau b&i d4u chdm. Vi du hostname la server.t3h.com, trong do6 server |a
hostname va t3h.com 13 domain name. Domain name phan bd theo c& ché phan cap twong tw
nhw sw phan cap cla hé théng tap tin Unix/Linux.
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Co s& dir liéu(CSDL) ctia DNS [a mét cay dao ngwoc. M&i nut trén cay ciing lai la gbc cta 1 cay
con. Mbi cay con 1a 1 phan ving con trong toan bé CSDL DNS goi la 1 mién (domain). Méi
domain cé thé phan chia thanh cac phan ving con nhé hon goi la cac mién con (subdomain). Mi
domain c6 1 tén (domain name). Tén domain chi ra vi tri clla né trong CSDL DNS. Trong DNS tén
mién la chudi tuan tw cac t&n nhan tai nut dé di ngwoc 18n nat géc ctia cay va phan cach nhau béi
d4u chdm. Tén nhan bén phai trong méi domain name dugc goi la top-level domain. Trong vi du
trwwdc server.t3h.com, vay com la top-level domain. Bang sau day liét ké top-level domain.

Tén mién M ta
.com Caéc t6 chirc, cong ty thwong mai
.org Cac tb chire phi loi nhuan
.net Céc trung tam hé tro vé mang
.edu Céc tb chirc gido duc
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.gov Cac t6 chire thudc chinh pha

.mil Cac tb chirc quan sw

.int Céc td chirc dwoc thanh 1ap béi cac hiép
wéc quéc té

Vi sy qua tai clia nhitng domain name da ton tai, do d6 da lam phat sinh nhirng top-level domain
m¢i. Bang sau day liét ké nhirng top-level domain méi.

Tén mién Mo ta

arts Nhitng t& chirc lien quan dén nghé
thuat va kién trac

.nom Nhirng dia chi ca nhan va gia dinh

rec Nhirng td chirc co tinh chat giai tri, thé
thao

firm Nhitng t6 chirc kinh doanh, thuwong
mai.

.info Nhirng dich vu lién quan dén thong tin.

Bén canh dé, mbi nwdc cling cé mot top-level domain. Vi du top-leveldomain cta Viét Nam Ia vn,
M§ 1a us... M&i nwéc khac nhau cé co ché td chirc phan cap domain khac nhau tiy thudc vao mai
nwéce. Vi du vé td chirc domain cla Viét Nam:

Ciber | Top-level
SETLES | domain

‘/ Domain com.wm

domain sieuthi.com.wn
la sub-domain

COMm.wn
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Il. Cach phéan bo dir liéu quan ly domain name

Nhirng root name server (.) quan ly nhirng top-level domain trén Internet. Tén may va dia chi IP
ctia nhirng name server nay dwoc cong bé cho moi nguwdi biét va ching duoc liét ké trong bang
sau. Nhirtng name server nay ciing c6 thé dat khap noi trén thé gisi.

Tén may tinh Dia chi IP

H.ROOT-SERVERS.NET 128.63.2.53

B.ROOT-SERVERS.NET 128.9.0.107

C.ROOT-SERVERS.NET 192.33.4.12

D.ROOT-SERVERS.NET 128.8.10.90

E.ROOT-SERVERS.NET 192.203.230.10

I.ROOT-SERVERS.NET 192.36.148.17

F.ROOT-SERVERS.NET 192.5.5.241

F.ROOT-SERVERS.NET 39.13.229.241

G.ROOT-SERVERS.NET 192.112.88.4

A.ROOT-SERVERS.NET 198.41.0.4

Thoéng thuwdng mét td chirc dwoc dang ky mot hay nhiéu domain name. Sau d6, mdi té chirc sé
cai dat mot hay nhiéu name server va duy tri co s& di¥ liéu cho tat c& nhivng may tinh trong
domain. Nhi*ng name server cla td chirc dwoc dang ky trén Internet. Mot trong nhixtng name
server nay duoc biét nhw 1a Primary Name Server. Nhiéu Secondary Name Server dwoc ding dé
lam backup cho Primary Name Server. Trong trwéng hop Primary bi 16i, Secondary duwoc st
dung dé phan giai tén. Primary Name Server c6 thé tao ra nhirng subdomain va Gy quyén nhirng
subdomain nay cho nhixng Name Server khac.

lll. Co ché phan giai tén

lll.1. Phan giai tén thanh IP

Root name server : La may chi quan Iy cadc nameserver & murc top-level domain. Khi cé truy van
vé mot tén mién nao doé thi Root Name Server phai cung cép tén va dia chi IP clia name server
quan ly top-level domain (Thuc té 1& hau hét cac root server ciing chinh |a may chi quan ly top-
level domain) va dén lwot cac name server cla top-level domain cung cép danh sach cac name
server co quyén trén cac second-level domain ma tén mién nay thudc vao. Clr nhw thé dén khi
nao tim dwgc may quan ly tén mién can truy van. Qua trén cho thay vai tro rat quan trong cla
root name server trong qua trinh phan giai tén mién. Néu moi root name server trén mang Internet
khoéng lién lac dwgc thi moi yéu cau phan gidi déu khéng thyc hién dwgc. Hinh vé dwdi mo ta
qua trinh phan gidi grigiri.gbrmpa.gov.au trén mang Internet.
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girigiri. gbrmpa. gov.an

Client s& glri yéu cau can phan giai dia chi IP cia may tinh c6 tén girigiri.gbrmpa.gov.au dén
name server cuc bd. Khi nhan yéu cau tir resolver, Nameserver cuc bd sé phan tich tén nay va
xét xem tén mién nay cé do minh quan ly hay khéng. Néu nhw tén mién do server cuc bd quan ly,
nd sé tra 16i dia chi IP cha tén may do ngay cho resolver. Nguoc lai, server cuc bd sé truy van
dén mot Root Name Server gan nhat ma né biét duwgc. Root Name Server sé tra 16i dia chi IP cua
Name Server quén ly mién au. May chi name server cuc bd lai héi tiép name server quan ly mién
au va dugc tham chiéu dén may chd quan ly mién gov.au. May chl quan ly gov.au chi dan may
name server cuc bd tham chiéu dén may chi quan ly mién gbrmpa.gov.au. Cudi cing may name
server cuc bg truy van may chd quan ly mién gbrmpa.gov.au va nhan dwgc cau tra Ioi. Cac loai
truy van : truy van c6 thé & 2 dang :

- Truy van dé quy (recursive query) : Khi nameserver nhan duwoc truy van dang nay, né béat
budc phai tra vé két qua tim dwoc hodc théng bao 16i néu nhu truy van nay khéng phan giai
dwoc. Nameserver khong thé tham chiéu truy van dén mot name server khac. Nameserver
c6 thé glri truy van dang dé quy hoéac twong tac dén nameserver khac nhung né phai thuc
hién cho dén khi nao cé két qua mai théi.

- Truy van twong tac: khi nameserver nhan duoc truy van dang nay, noé tra |&i cho resolver véi
thong tin tbt nhat ma né cé dwoc vao thoi diém luc d6. Ban than nameserver khong thuc hién
bat cir mot truy van nao thém. Thoéng tin tét nhat trd vé cé thé lay tr di liéu cuc bd (ké ca
cache). Trong trwérng hop nameserver khong tim thay trong dir liéu cuc bd né sé tra vé tén
mién va dia chi IP cia nameserver gan nhat ma no biét.

lll.2. Phan giai IP thanh tén may tinh

Anh xa dia chi IP thanh tén may tinh dwoc dung dé dién dich cac tap tin log cho dé& doc hon. N6
con dung trong moét sé truerng hop chirng thue trén hé théng UNIX (kiém tra cac tap tin .rhost hay
host.equiv). Trong khéng gian tén mién da néi & trén di liéu -bao gébm ca dia chi IP- dwoc lap chi
muc theo tén mién. Do d6 vé&i mdt tén mién da cho viéc tim ra dia chi IP kha dé dang.
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Dé c6 thé phan giai tén may tinh ctia mét dia chi IP, trong khéng gian t&n mién ngu i ta bd sung
thém mot nhanh tén mién ma dwoc 1ap chi muc theo dia chi IP. Phan khéng gian nay co tén mién
la in-addr.arpa.

M&i nut trong mién in-addr.arpa ¢ mét tén nhan la chi s thap phan cla dia chi IP. Vi du mién in-
addr.arpa c6 thé c6 256 subdomain, twong (rng véi 256 gia tri tr 0 dén 255 cla byte dau tién
trong dia chi IP. Trong mdi subdomain lai c6 256 subdomain con niva (ng v&i byte thi hai. Cl
nhu thé va dén byte thir tw c6 cac ban ghi cho biét tén mién day du cta cac may tinh hodc cac
mang c6 dia chi IP twong &ng.

IP address 15.16.192.152

= hostname winnie.corp.hp.com

Lwu y khi doc tén mién dia chi IP s& xuét hién theo th& tw ngwoc. Vi du néu dia chi IP cia may
winnie.corp.hp.com 1a 15.16.192.152, khi anh xa vao mién in-addr.arpa sé & 152.192.16.15.in-
addr.arpa.

IV. Sw khac nhau giira domain name va zone

M6t mién gdm nhiéu thwe thé nhé hon goi la mién con (subdomain). Vi du: mién ca bao gébm
nhiéu mién con nhu ab.ca, on.ca, qc.ca,...(nhw hinh vé& dwéi). Ban c6 thé Gy quyén mot sd mién
con cho nhitng DNS Server khac quan ly. Nhirng mién va mién con ma DNS Server dwoc quyén
quan ly goi la zone. Nhuw vay, mdt Zone cé thé gdm moét mién, mot hay nhiéu mién con. Hinh sau
mo ta sw khac nhau gitra zone va domain.

ca zone

ca domain ——"
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V. Fully Qualified Domain Name (FQDN)

Mbi nat trén cay cé mot tén goi(khdng chira ddu chadm) dai téi da 63 ky tw. Tén réng danh riéng
cho géc (root) cao nhat va biéu dién bdi dadu chdm. M6t tén mién ddy dd cGa mot nat chinh 13
chudi tudn tw cac tén goi cha nat hién tai di nguwoc 1én nat gbc, mdi tén goi cach nhau béi dau
cham. Tén mién cé xuat hién dau chadm sau cung dwoc goi 1a tén tuyét déi (absolute) khac véi tén
twong ddi 1a tén khong két thic bang ddu chdm. Tén tuyét déi cling dwoc xem la tén mién day du
da dwoc chirng nhan (fully qualified domain name — FQDN).

VI. Phan loai Domain Name Server

C6 nhiéu loai Domain Name Server dugc t6 chirc trén Internet. Sw phan loai nay tuy thudc vao
nhiém vy ma chidng sé ddm nhan. Tiép theo sau day mo ta nhirng loai Domain Name Server

VI.1. Primary Name Server

M&i mién phai c6 mét Primary Name Server. Server nay duwgc dang ki trén Internet dé quan ly
mién. Moi ngudi trén Internet déu biét t&n may tinh va dia chi IP cta server nay. Nguoi quan tri
DNS sé t6 chirc nhirng tap tin CSDL trén Primary Name Server. Server nay c6 nhiém vu phan
giai tAt ca cac may trong mién hay zone.

VI.2. Secondary Name Server

Mbi mién c6 mét Primary Name Server dé quan ly CSDL cta mién. Néu nhw server nay tam
ngwng hoat déng vi mét ly do nao dé thi viéc phan gidi tén may tinh thanh dia chi IP va nguoc lai
xem nhuw bi gian doan. Viéc gian doan nay lam anh hwéng rat I&n dén nhirng td chirc ¢é nhu cau
trao di thdng tin ra ngoai Internet cao. Nham khac phuc nhugc diém nay, nhirng nha thiét ké da
dwa ra mot Server dy phong goi la Secondary(hay Slave) Name Server. Server nay c6 nhiém vy
sao lwu tat ca nhivng di¥ liéu trén Primary Name Server va khi Primary Name Server bj gian doan
thi n6 s& ddm nhan viéc phan giai tén may tinh thanh dia chi IP va nguoc lai. Trong mét mién cé
thé c6 mot hay nhiéu Secondary Name Server. Theo mét chu ky, Secondary sé& sao chép va cap
nhat CSDL tir Primary Name Server. Tén va dia chi IP cia Secondary Name Server cling dwoc
moi ngudi trén Internet biét dén.

VI1.3. Caching Name Server

Caching Name Server cé chirc nang phan gidi tén may trén nhirng mang & xa théng qua nhirng
Name Server khac. N6 lwu gilr lai nhirng tén may da dwoc phan gidi trwéc dé va dwgc str dung
lai nhirng théng tin nay nham muc dich:

- Lam tang tbc dd phan giai bang cach st dung cache.

- Gidm bét ganh nang phan giai tén may cho cac Name Server.

- Giam viéc Iwu thong trén nhirng mang Ion.
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VIl. Sw Gy quyén(Delegating Subdomains)

m%

M6t trong cac muc tiéu khi thiét ké hé théng DNS Ia kha nang quan ly phan tan théng qua co ché
uy quyén (delegation). Trong mot mién co thé td chirc thanh nhiéu mién con, méi mién con cé thé
duwoc uy quyén cho mét té chirc khac va tb chirc do chiu trach nhiém duy tri théng tin trong mién
con nay. Khi d4, mién cha chi cdn moét con trd tré dén mién con nay dé tham chiéu khi cé cac truy
van. Khéng phai mot mién luén ludn td chirc mién con va uy quyén toan bd cho cac mién con
nay, c6 thé chi cé vai mién con dwoc Gy quyén. Vi du mién hemuns.edu.vn ctia Trieorng DPHKHTN
chia moét s6 mién con nhw csc.hcmuns.edu.vn (Trung Tam Tin Hoc), fit.hcmuns.edu.vn (Khoa
CNTT) hay math.hcmuns.edu.vn (Khoa Todan), nhwng cac may chd phuc vu cho toan trwong thi
van thudc vao mién hcmuns.edu.vn.

— managed by Stanford University

VIIl. Resource Record (RR)

VIII.1.SOA(Start of Authority)

Trong méi tap tin CSDL phai cé mét va chi mét record SOA (start of authority). Record SOA chira
rang may chi Name Server la noi cung cap théng tin tin cay tw div liéu co6 trong zone. Cu phap
cla record SOA:

[tén-mién] IN SOA [tén-server-dns] [dia-chi-email] (
serial number;
refresh number;
retry number;
experi number;
Time-to-live number)
Vi du: Khai bao record SOA:
t3h.com. IN SOA dnsserver.t3h.com. root.t3h.com. (
2005040401 ; Serial
10800 ; Refresh after 3 hours
3600 ; Retry after 1 hour
604800 ; Expire after 1 week

Hoc phan 4 - Chimg chi quan tri mang Linux Trang 150/271



Huéng dan giang day

86400 ) ; Minimum TTL of 1 day

Tén mién t3h.com. ndm & cot dau tién. Tir khod IN chi ra 16p (class) di¥ liéu 1a Internet. C6 mot
s lop div lieu khac ngoai Internet nhuwng mac dinh la IN. Tén xuat hién sau tlr khod SOA
(dnsserver.t3h.com.) la tén clia primary name server (primary master name server) cho zone nay.
Tén th hai (root.t3h.com.) la dia chi e-mail clia ngu&i cé trach nhiém quan ly di liéu trong zone
(d4u “” dau tién duwoc thay thé cho dau “@"). Dau ngodc cho phép record SOA trdi rong trén
nhiéu dong. Cac di¥ liéu trong phan nay chi yéu dung cho cac may Secondary Name Server.

- Serial : Ap dung cho moi di¥ liéu trong zone va la 1 sb nguyén. Trong vi du, gia tri nay bét
dau tr 1 nhung théng thuworng ngudi ta st dung theo dinh dang thdi gian nhw 1997102301.
Dinh dang nay theo kiéu YYYYMMDDNN, trong d6 YYYY la nam, MM la thang, DD la ngay
va NN s 1an stra dbi div liéu zone trong ngay. Bat ké& 1a theo dinh dang nao, luén luén phai
tang s6 nay lén mdi lan stra dbi dir liéu zone. Khi may chi Secondary lién lac véi may chi
Primary, trwdc tién né sé hdi sé serial. Néu sé serial cia may Secondary nhd hon sé serial
cla may Primary trc la di¥ liéu zone trén Secondary da cii va sau dé may Secondary sé sao
chép dir liéu m&i tir may Primary thay cho di¥ liéu dang co6 hién hanh.

- Refresh: Chira khodng thdi gian may chi Secondary kiém tra di¥ liéu zone trén may Primary
dé cap nhat néu can. Trong vi du trén thi cr méi 3 gid may chi Secondary sé lién lac v&i
may chd Primary dé cap nhat div liéu néu cé. Gia tri nay thay dbi tuy theo tan suét thay dbi
dir liéu trong zone.

- Retry: néu may chi Secondary khéng két ndi dwoc véi may chd Primary theo thoi han mo ta
trong refresh (vi du may chi Primary bi shutdown vao luc dé thi may chd Secondary phai tim
cach két ndi lai véi may chi Primary theo mét chu ky thdi gian mé ta& trong retry. Théng
thwdng gia tri nay nhé hon gia tri refresh.

- Expire: Néu sau khoang thoi gian nady ma may chi Secondary khéng két ndi duwoc véi may
chl Primary thi dir liéu zone trén may Secondary sé bj qua han. M6t khi di¥ liéu trén
Secondary bi qua han thi may chd nay sé khéng tra I&i moi truy van vé zone nay nira. Gia tri
expire nay phai I&n hon gia tri refresh va gia trij retry.

- TTL: Viét tit cta time to live. Gia tri nay ap dung cho moi record trong zone va duwgc dinh
ké&m trong théng tin tra 16 mét truy van. Muc dich clia né 1a chi ra thdi gian ma cac may chi
name server khac cache lai thong tin tra I&i. Viéc cache thong tin tra 107 gidp gidm lwu lvgng
truy van DNS trén mang.

VIII.2.NS (Name Server)

Record tiép theo can c6 trong zone la NS (name server) record. M&i name server cho zone sé ¢
moét NS record. Cu phap khai bao:

[tén-domain] IN NS [DNS-Server_name]
Vi du: Record NS sau:
t3h.com. IN NS dnsserver.t3h.com.
t3h.com. IN NS server.t3h.com.

Vi du trén chi ra 2 nameserver quan Iy co s& dir li&u cho mién t3h.com
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VIIL.3.A (Address) va CNAME (Canonical Name)

Record A (Address) anh xa tén may(hostname) vao dia chi IP. Record CNAME (canonical name)
tao tén bi danh alias tré vao mét tén canonical. Tén canonical la tén host trong record A hoac lai
trd vao 1 tén canonical khac.

Cu phap record A:

[tén-may-tinh] IN A [dia-chi-IP]

Vi du: S6 record A trong tap tin db.t3h

/I Hostname anh xa vao dia chi IP twong (rng
localhost.t3h.com. INA  127.0.0.1
dnsserver.t3h.com. INA 172.29.14.2

//IM&t hostname anh xa cho nhiéu dia chi IP
server.t3h.com. INA 172.29.14.1
server.t3h.com. INA 192.253.253.1

// Chi dinh server.t3h.com. anh xa vé& www.t3h.com.

server.t3h.com. IN CNAME www.t3h.com.

VIII.4.MX (Mail Exchange)

DNS duing record MX trong viéc chuyén mail trén mang Internet. Ban d&u chirc nang chuyén mail
dwa trén 2 record: record MD (mail destination) va record MF (mail forwarder) records. MD chi ra
dich cubi cung clia mét théng diép mail c6 tén mién cu thé. MF chi ra may chl trung gian sé
chuyén tiép mail dén dwoc may cha dich cudi cung. Tuy nhién, viéc t& chirc nay hoat dong
khong tot. Do do, chung duwoc tich hgp lai thanh mét record 1a MX. Khi nhan dwgc mail, trinh
chuyén mail (mailer) s& dwa vao record MX dé quyét dinh dwdng di ciia mail. Record MX chi ra
mot mail exchanger cho mét mién - mail exchanger la mét may cha x& ly (chuyén mail dén
mailbox cuc bd hay lam gateway chuyén sang mét giao thirc chuyén mail khac nhu UUCP) hoac
chuyén tiép mail dén mot mail exchanger khac (trung gian) gan véi minh nhat dé dén t¢i may cha
dich cudi cung hon dung giao thirc SMTP (Simple Mail Transfer Protocol). D& tranh viéc gri mail
bi Iap lai, record MX c6 thém 1 gia tri bd sung ngoai tén mién cGa mail exchanger Ia 1 sb thor tw
tham chiéu. Pay la gia tri nguyén khéng dau 16-bit (0-65535) chi ra thi tw wu tién cta cac mail
exchanger. Cu phap record MX:

[tén-domain] IN MX [d0-wu-tién] [tén-Mail-Server]
Vi du:
t3h.com. IN MX 10 mailserver.t3h.com.

Chi ra may chd mailserver.t3h.com la mot mail exchanger cho mién t3h.com véi sé thi tw tham
chiéu 10.

Cha y: Cac gia tri nay chi co y nghia so sanh véi nhau:
Vi du: khai bao mién t3h.com c6 hai mail server quan ly 1a listo.t3h.com va hep.t3h.com quan ly.

=  {3h.com. IN MX 1 listo.t3h.com.
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= t3h.com. IN MX 2 hep.t3h.com.

Trinh chuyén thuw mailer s& thir phan phat thw dén mail exchanger cé sé th tw tham chiéu nhé
nhat trwdc. Néu khong chuyén thu dwoc thi mail exchanger voi gia tri k& sau sé dwoc chon.
Trong trwérng hop ¢6 nhiéu mail exchanger cé cung sé tham chiéu thi mailer s& chon ngau nhién
gilra chung.

VIIL.5.PTR (Pointer)

Record PTR (pointer) diing dé anh xa dia chi IP thanh hostname. Ct phéap khai bao:
[dia-chi-IP] IN PTR [tén-may-tinh]

Vi du cac record PTR cho cac host trong mang 192.249.249:

1.14.29.172.in-addr.arpa. IN PTR server.t3h.com.
2.14.29.172.in-addr.arpa. IN PTR dnsserver.t3h.com.
3.14.29.172.in-addr.arpa. IN PTR mailserver.t3h.com.
4.14.29.172.in-addr.arpa. IN PTR diehard.t3h.com.

IX. Hoat ddng cua Name Server trong Linux

DNS name server khi hoat ddng sé phat sinh ra mét mot daemon c¢é tén Ia named. Trong qua

trinh kh&i dong, named doc cac tap tin di liéu rdi chd cac yéu cau phan gidi qua céng xac dinh

trong tap tin /etc/services. Khi nhan dwoc mot yéu cau tr resolver, dau tién Named dung giao

thiec UDP dé truy van. Néu duing giao thirc UDP phan giai khong cé két qua, sau dé named sé

dung giao thirc TCP. M6t sb dat diém can ghi nhé trong qua trinh truy van gitra Client va Server.

- Truy van tir Client d&n Server s&r dung céng ngudn 1a 1023, cdng dich la 53.

- Server tra |&i truy van vé cho st dung céng nguon la 53, cong dich 1a I1én hon 1023.

- Truy van va tra 1&i gitra cac server s dung giao thirc UDP cdng ngudn va dich déu la 53, voi
TCP truy van cla server sé& str dung céng > 1023.

X. Caidat BIND

HAu hét cac phién ban cia RedHat va Fedora Linux cung cip package BIND.*.rom(ddi véi FC 1a
bind-9.2.3-13.*.rpm)...Mét s6 package cua BIND(trong Fedora):

- bind-9.2.3-13i.386.rpm : La package chinh ciia DNS Server.

- bind-libs-9.2.3-13.386.rpm : Cung cép céc thw vién tro giip cho DNS Server.

- bind-utils-9.2.3-13.386.rpm : Cung cap c4c tién ich tich hop cho DNS Server.

- system-config-bind-2.0.2-5.386.rpm : Cung cap giao dién ciu hinh DNS Server trén moi
trwedng XWindows.

- caching-nameserver-7.2-12.386.rpm : La package cung cép céac file mau hd tro cdu hinh
Caching nameserver va cau hinh dich vu DNS.

- caching-nameserver-ltsp-7.2-k12Itsp.5.3.0.386.rpm : La package cung cép cac file cdu hinh
mau cho zone ltsp.

- bind-chroot-9.2.3-13.i386.rpm : 1& package cung cdp mot sé tinh nadng bado mat mai dé gisi
han truy xuét file ciu hinh cta dich vu DNS.
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Ta dung Iénh rpm —ivh dé cai dat cac package trén.

X.1. M6t sé file cau hinh quan trong

RedHat/Fedora BIND hoat ddng trong hé théng duéi dang tién trinh named do user cé t&én named
lam chd s& hiru, D& tang tinh nang bdo mat trong hé théng Fedora, BIND cung cép thém
package bind-chroot-9.2.3-13.i386.rpm dé gi¢i han viéc truy xuét vao céac file ciu hinh cla
named, khi ta cai chroot package thi named xem thw muc /var/named/chroot la thw muc géc, cac
file /var/named/chroot/etc/named.conf la tap tin khai bao zone, /var/named/chroot/var/named/ la
thw muc lwu triy file co' s& dir liéu. Khi ta dung chroot thi tt ca cac file cAu hinh named déu dwoc
dwa vao thuv muc /var/named/chroot. Néu ta khéng sir dung package nay nghia la ta loai b bind-
chroot-9.2.3-13.i386.rpm thi cac file mé ta théng tin cAu hinh DNS dworc lwu tai:

- /etc/named.conf
- /var/named/

- letc/rndc.key, /etc/irndc.conf la cac file hé tro cho van dé chirng thuc trong named.

X.2. CAu hinh
Trwéc khi cu hinh nhitng Name Server chiing ta can phai tréi qua nhirng buéc sau:

- Tao hoac mé tap tin /etc/named.conf
- Céu hinh zone file (forward zone file, reverse zone file)
- CA&u hinh DNS client

X.2.1 Cé4u hinh tap tin /etc/named.conf

Téap tin nay chtya nhirng thong tin quan trong dwoc stv dung béi daemon named khi daemon nay
kh&i dong. N6i dung clia tap tin nay nhw sau:

options { ; Chi dinh cac tuy chon
directory "/var/named"; Thw muc lwu trir file co s& di liéu ctiia zone
forwarders {172.29.2.2;}; Chi dinh truy van dé quy I&n server khi truy van ra ngoai
2
/l Khai bao caching zone name
zone "." {
type hint;
file "named.ca";
2
/I Khai bao zone thuan cuc b6 localhost
zone "localhost" {
type master;
file "localhost.zone";

allow-update { none; };
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2
/I Khai bao zone nghich cuc bd localhost
zone "0.0.127.in-addr.arpa" {
type master;
file "named.local";
allow-update { none; };
2
/lkhai bao zone thuan cuc b t3h.com
zone "t3h.com" {
type master;
file "named.hosts";
allow-query { any; };
I3
//khai bao zone nghich cho zone t3h.com
zone "14.29.172.in-addr.arpa" {
type master;
file "named.rev";
allow-query { any; };
I3
- Directory: Thw muc lam viéc cia Server. Bat ky nhirtng duwdng dan khoéng tuyét déi nao déu
anh xa déen thw muc nay. Cu phap: directory “[tén-thw-muc]”
- forwarders: chi ra nhitrng dia chi IP clia cac name server ma né sé gl yéu cau truy van khi

c6 nhu cau. Cu phap: forwarders {[dia-chi-IP;]...}; Nameserver cuc bd sé& truy van Name
Server ¢6 dia chi IP 172.29.2.2 khi ¢ mét yéu cau khéng phan giai duoc.
Vidu:
options {
directory “/var/named’;
Sforwarders {172.29.2.2;};

2
- zone: dinh nghia mot zone dé& quén ly CSDL cho mién hay mién con. Cl phap khai bao:
zone [ten-mien] IN {
type master/slave/hint/stub;
[ masters [ port ip_port ] { ip_addr [key key _id]; [...1}; ]
file path_name;

J»
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- type: chira loai name server:

- master: server co ban copy chinh co s& di liéu.

- Slave: server lwu mot ban sao CSDL tir master. Néu mét tap tin dwoc chi ra né sé sao chép
toan bd zone master vé.

- Stub: tvong ty nhw slave nhwng chi sao chép record NS tir Master ch&r khdng phai toan bd
di liéu.

- Hint: zone chi ra nhirng root name server

- masters: chi ra dia chi IP clia master name server (s&r dung trong khai bao secondary zone)

- file: tap tin dinh nghia CSDL.

X.2.2 Cau hinh zone file

- Tao tap tin CSDL phan gidi tén may tinh thanh dia chi IP

- Tao tap tin CSDL phan giai tén dia chi IP thanh tén may tinh
Sau day |a tuan tw nhirng buwdc:

Bwéc 1: Tao tap tin co s& div liéu chuyén déi t&n may tinh thanh dia chi IP, Tap tin nay lwu danh
sach tat ca nhirng may tinh trong mién. N6 dwoc dung dé phan giai tén may (hostname) thanh
dia chi IP. Nhirng record khac nhw: CNAME, MX ciling dwgc dinh nghia trong tap tin nay.

Vi du:

@ IN SOA dnsserver.t3h.com. root.t3h.com. (
2001112800,

10800;

1800;

36000,

86400)

IN NS dnsserver.t3h.com.

IN MX 0 mailserver.t3h.com.

dnsserver IN A 172.29.14.2
server IN A 172.29.14.1

mailserver IN A 172.29.14.3
www IN CNAME server.t3h.com.

Bwéc 2: Tao tap tin co s& div liéu chuyén ddi dia chi IP thanh tén may tinh. Tap tin nay dwoc st
dung dé phan giai dia chi IP thanh t&n may.

Vi du:

@ IN SOA  dnsserver.t3h.com. root.t3h.com. (
2001112800,

10800;

1800;

3600000;

86400 )

IN NS dnsserver.t3h.com.

IN MX 0 mailserver.t3h.com.

2 IN PTR dnsserver.t3h.com.
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1 IN PTR server.t3h.com.

X.2.3 Ca&u hinh DNS Client

Céu hinh DNS Client nham sr dung cdng cu nslookup kiém tra nhitng Name Server vira ciu
hinh. Trong Linux, nhitng théng sé cAu hinh DNS client dwoc lwu trong tap tin /etc/resolv.conf.
Tap tin /etc/resolv.conf dung dé quyét dinh DNS Server cu thé can phai truy van va cach bb sung
phan tén mién cho phan tén clia may. Noi dung cla tap tin c6 dang sau:

nameserver [dia-chi-IP-clia-Name-Server]
domain [tén-mién]
Trong dé:

- nameserver: dung dé dinh nghia may chi DNS ma resolver sé& gt yéu cau phan giai tén
hoac dia chi IP khi cd nhu cau. Sau tr khoa Name Server Ia dia chi IP cia Name Server.
- domain: s& duwoc ndi thém vao sau t&n may tinh khi resolver gl yéu cau dén server.

Vi du: Vé noi dung tap tin /etc/resolver
nameserver 172.29.14.2

domain t3h.com

XI. Kiém tra hoat dong cua DNS

Khi da hoan thanh cac thao tac can thiét cdu hinh cho may chi DNS, ta nén kiém tra lai dé khang
dinh nhitng ciu hinh nay da dang hay con sai x6t nhitng diém nao. M6t cong cu déc luc gitp
kiém tra cAu hinh dns |1a nslookup, hodc I&nh host.

Lénh nslookup:

#nslookup

Default Server: dnsserver.t3h.com
Address: 172.29.14.2
>www.t3h.com

Server: dnsserver.t3h.com
Address: 172.29.14.2

Name: WebServer.t3h.com
Address: 172.29.14.41

Aliases: www.t3h.com

Kiém tra cac record SOA, NS,MX ctia mién bang I&nh:
>Set type=any

>domain_name

Vi du:

>set type=mx
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>t3h.com

server: dnsserver.t3h.com

address: 172.29.14.2

dnsserver.t3h.com preference=0, mail exchanger=mailserver.t3h.com
t3h.com nameserver=dnsserver.t3h.com

dnsserver.t3h.com internet address=172.29.14.2

Lénh host

# host www.linuxhomenetworking.com
www.linuxhomenetworking.com has address 65.115.71.34

# host 65.115.71.34

34.71.115.65.in-addr.arpa domain name pointer 65-115-71-34.myisp.net.

XIl. Cau hinh Secondary Name Server

C4u hinh Secondary Name Server twong tw nhw cau hinh Primary Name Server nhwng cé mét
s6 diém khéac sau:

- Khodng tao cac tap tin CSDL cho zone. Nhirng tap tin nay sé tw déng dwoc sao chép tw
Primary Name Server vé lwu tai may mét ban.

- Trong tap tin /etc/named.conf thay thé thudc tinh type 1a master thanh slave.
- Cung cép dia chi IP cia Primary Name Server.
- Vidu:
zone "netlab.vnedu.net’{

type slave;

file "sec/netlab.vnedu.net";

masters{

172.29.9.199;

2
zone "29.29.192.in-addr.arpa"{

type slave;

file "named.rev";

masters {192.29.29.1;};
|3

XIll. Mét sé quy wéc

Cot thir 2 trong khai bao zone cua tap tin /etc/named (zone “t3h.com” hay zone “14.29.172.in-
addr.arpa”) cé thé gitp ta mét s6 khai bao nhanh chéng trong tap tin co s& di liéu nhw sau :
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dnsserver.t3h.com. IN A 172.29.14.2

Co6 thé viét 1a :

dnsserver IN A 172.29.14.2

Khai bao

2.14.29.172.in-addr.arpa. IN PTR dnsserver.t3h.com.

Co thé viét la :

2 IN PTR dnsserver.t3h.com.

Khai bao

@ IN SOA dnsserver.t3h.com. root.t3h.com. (
1; serial

10800 ; refresh after 3 hours

36000; retry after 1 hour

604800; expire after 1 week

86400) ; minimum TTL of 1 day

twong duwong voi :

net.hcmuns.edu.vn. [N SOA

Néu cot dau tién ctia mot entry trong tap tin co s& dir liéu 1a cac khodng trang hay spacebar thi
nd sé lay gia tri cot twong (rng cla resource record ngay dong trén ctia no.

Vidu:

webserver IN A 172.29.14.41
webserver IN A 172.29.14.42
Co thé viét la :

webserver IN A 172.29.14.41
IN A 172.29.14 .42
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XIV. Cau hinh sw Gy quyén cho cac mién con

Mameserver Nameserwer

vinamilk

Théng thwérng mién cha cung cap cac domain con cho mién con dwéi hinh thirc Gy quyén cho
mién con tw quan ly va té chirc co s& dir liéu cho mién con(thuat ngi¥ nay thuwéng dwoc goi la
delegation domain), hodc mién cha tao hosting domain cho mién con (theo cach nay thi mién cha
phai t6 chirc va quan ly co s& di liéu cho mién con ). Dwa vao so dd trén ta thwc hién cac thao
tdc co ban sau dé thyc hién cong viéc cung cdp subdomain qua co ché Gy quyén cho cac
nameserver quan ly co s& di¥ li&u cia mién con. Tai nameserver quan ly co s& dir liéu cho mién
com.vn ta md cac théng tin sau dé thuc hién co ché Gy quyén cho hai mién con vinamilk.com.vn
va honda.com.vn cho hai server vinamilkserv, hondaserv quan ly:

vinamilkserv IN A <ipaddress1>
vinamilk IN NS vinamilkserv.com.vn.

Trong d6 ipaddress1 la dia chi IP cGa nameserver quan ly co s& dir liéu cho mién
vinamilk.com.vn. Sau d6 ta can mé t& RR PTR cho vinamilkserv trong file mé ta co s& di liéu cho
zone nghich.

<host_id> IN PTR vinamilkserv.com.vn

Twong tw ta ¢ thé Gy quyén mién honda.com.vn cho hondaserv.
hondaserv IN A <ipaddress2>

honda IN NS hondaserv.com.vn.

Trong d6 ipaddress2 |a dia chi IP ciia nameserver quan ly co s& di¥ liéu cho mién honda.com.vn.
Sau d6 ta can mé t& RR PTR cho hondaserv trong file mé ta co s& di¥ liéu cho zone nghich.

<host_id> IN PTR hondaserv.com.vn

Leu y: O mién con ta can mo ta forwarders{ipaddress;...} 1én mién cha d& mién con nho
nameserver clia mién cha phan giai t&n mién bén ngoai cho mién con.
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BAI 13
File Transfer Protocol

’ 13
Tom tat
Ly thuyét: 5 tiét - Thwc hanh: 5 tiét.

Bai tap bit Bai tip lam
budc thém

Muc tiéu Cac muc chinh

Bai hoc gidi thiéu co | I. Gii thiéu vé FTP I(Bl:?iicflf)/u:;igTP)
ché cau hinh va to Chuwong trinh FTP Server -

chirc quan tri dich vu
FTP . Chwong trinh FTP client

V. Gigi thiéu VsFTP
V. CAu hinh Virtual FTP Server

Hoc phan 4 - Chimg chi quan tri mang Linux Trang 161/271



Huéng dan giang day

I.  Gi&ithiéu vé FTP

I.1. Giao thirc FTP

FTP la tir viét tét cha File Transfer Protocol. Giao thirc nay dwoc xay dwng dwa trén chuan TCP,
FTP cung cap co ché truyén tin dwéi dang file théng qua mang TCP/IP, FTP la 1 dich vu d&c biét
vi n6 dung dén 2 cbéng: cdng 20 dung dé truyén dir liéu (data port) va céng 21 dung dé truyén
[énh (command port).

.1.1  Active FTP

O ché do cha dong (active), may khach FTP (FTP client) dung 1 céng ngau nhién khéng danh

riéng (cdng N > 1024) két nbi vao céng 21 clia FTP server. Sau d6, may khach lang nghe trén

céng N+1 va gl lénh PORT N+1 dén FTP server. Tiép theo, tir céng di liéu cta minh, FTP

server sé két néi nguoc lai vao coéng div liéu cta client da khai bao trwéc dé (tire la N+1), O khia

canh firewall, d& FTP Server hd trg ché do active cac kénh truyén sau phai mé:

- Cbng 21 phai dwoc mé cho b4t cir ngudn glri ndo (dé client khéi tao két ni)

- FTP server's port 21 to ports > 1024 (Server tra |&i vé& cdng diéu khién cua client)

- Cho két ndi tir cdng 20 ctia FTP server dén cac cong > 1024 (Server khéi tao két ndi vao
cbng di¥ liéu cla client)

- Nhan két néi hwong dén cdng 20 clia FTP server tlr cac cdng > 1024 (Client gti xac nhan
ACKs dén cdng data cla server)

zo 21 10z6 1027
Data Crad Crad Data

So db két ndi
- Buorc 1, client khdi tao két ndi vao cdng 21 clia server va gl lénh PORT 1027.
- Buwdc 2 server glri xac nhan ACK vé cdng Iénh cua client.
- Buorc 3 server khéi tao két néi tir cdng 20 clia minh dén cong di liéu ma client d& khai bao
trwde do.
- Budc 4 client glri ACK phan hdi cho server.
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Khi FTP Server hoat ddng & ché d6 cha dong, Client khong tao két ndi that sw vao coéng div liéu
ctia FTP server, ma chi don gian |a théng bao cho server biét rang né dang lang nghe trén cong
nao va server phai két néi nguwoc vé client vao cdng dé. Trén quan diém firewall dbi véi may client
diéu nay gidbng nhw 1 hé théng bén ngoai khdi tao két néi vao hé théng bén trong va diéu nay
thwdng bi ngan chan trén hau hét cac hé thdng Firewall.

Vi du: Phién lam viéc active FTP:

Trong vi du nay phién lam viéc FTP khé&i tao tir may testbox1.slacksite.com (192.168.150.80),
dung chuwong trinh FTP client dang dong |&énh, dén may chi FTP testbox2.slacksite.com
(192.168.150.90). Cac dong c6 dau --> chi ra cac Iénh FTP glvi dén server va thdng tin phan hoi
tr cac lénh nay. Cac thong tin nguwoi dung nhap vao dwéi dang chir dam.

Lwu y Khi lénh PORT dwoc phat ra trén client dwoc thé hién & 6 byte. 4 byte dau la dia chi IP
clia may client con 2 byte sau la sb cdng. Gia tri cdng dugc tinh bang (byte_5*256) + byte 6, vi
du ( (14*256) + 178) 1a 3762.

testbox1: {/home/p-t/slacker/public_html} % fip -d testbox2
Connected to testbox2.slacksite.com.

220 testbox2.slacksite.com FTP server ready.

Name (testbox2:slacker): slacker

---> USER slacker

331 Password required for slacker.

Password: TmpPass

-—-> PASS XXXX

230 User slacker logged in.

---> SYST

215 UNIX Type: L8

Remote system type is UNIX.

Using binary mode to transfer files.

fip>Is

fip: setsockopt (ignored): Permission denied

---> PORT 192,168,150,80,14,178

200 PORT command successful.

---> LIST

150 Opening ASCII mode data connection for file list.
drwx------ 3 slacker users 104 Jul 27 01:45 public_html
226 Transfer complete.

Jip> quit

---> QUIT

221 Goodbye.

1.1.2 Passive FTP

Dé giai quyét van dé l1a server phai tao két néi dén client, mot phwong thirc két néi FTP khac da
dwoc phat trién. Phuwong thirc nay goi 1a FTP thu ddng (passive) hodc PASV (la 1énh ma client
glri cho server dé bao cho biét 1a n6 dang & ché do passive).
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O ché dd thu dong, FTP client tao két ndi dén server, tranh van dé Firewall loc két nbi dén cdng

clia may bén trong tir server. Khi két ni FTP dwoc mé, client s mé 2 céng khong danh riéng N,

N+1 (N > 1024). Céng th&» nhat dung dé lién lac v&i cdng 21 cla server, nhung thay vi gvi Iénh

PORT va sau d6 la server két néi ngwoc vé client, thi lénh PASV dwoc phat ra. Két qua la server

sé m& 1 cdng khong danh riéng bat ky P (P > 1024) va gl lénh PORT P nguwoc vé cho client..

Sau do client s& khéi tao két ndi tir cdng N+1 vao cdng P trén server dé truyén di liéu. theo quan

diém Firewall trén server FTP, dé hé tro FTP ché do passive, cac kénh truyén sau phai dwoc mé:

- Cbng FTP 21 cua server nhan két néi tir bat ky ngudn nao (cho client kh&i tao két ndi)

- Cho phép tra I&i tir cdng 21 FTP server dén cong béat ky trén 1024 (Server tra I&i cho cdng
control cla client)

- Nhan két ndi trén cdng FTP server > 1024 tlr bat clr ngudn nao (Client tao két ndi dé truyén
dir liéu dén céng ngau nhién ma server da chi ra)

- Cho phép tra 1&i tr cdng FTP server > 1024 dén cac céng > 1024 (Server glri xac nhan
ACKs dén cdng dir liéu cua client)

Zl
Cmd

loze
Cond

1027
Data

z0
Data
20Z4 |

So dd két nbi Passive FTP
Budc 1, client két ndi vao céng lénh cla server va phat 1énh PASV.
Budc 2 server tra 161 bang 1énh PORT 2024, cho client biét cdng 2024 dang mé dé
nhan két ndi di liéu.
+ Budc 3 client tao két ndi truyén dir liéu tlr cdng div liéu ctia nd dén cdng dir liéu 2024
cuUa server.
+ Buwdc 4 1a server tré I&i bang xac nhan ACK vé cho cdng di liéu cla client.
Trong khi FTP & ché d6 thu dong giai quyét dwoc van dé phia client thi né lai gay ra nhiéu van dé
khac & phia server. Thir nhéat Ia cho phép may & xa két néi vao céng bat ky > 1024 cua server.
Diéu nay kha nguy hiém trir khi FTP cho phép mé ta day cac cdng >= 1024 ma FTP server sé
dung (vi du WU-FTP Daemon). Van dé th hai 1a mét sé FTP client lai khong hé tre ché d6 thu
doéng. Vi du tién ich FTP client ma Solaris cung cip khoéng hé trg FTP thu dong. Khi d6 can phai
c6 thém trinh FTP client. M&t lwu vy 1a hu hét cac trinh duyét Web chi hd tro FTP thu dong khi
truy cap FTP server theo dwong dan URL ftp://.

Vi du phién lam viéc passive FTP:
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Trong vi du nay phién lam viéc FTP khé&i tao tir may testbox1.slacksite.com (192.168.150.80),
dung chuong trinh FTP client dang dong Iénh, dén may chi FTP testbox2.slacksite.com
(192.168.150.90), may chi Linux chay ProFTPd 1.2.2RC2. Cac dong c6 dau --> chi ra cac lénh
FTP gti dén server va thong tin phan hdi tir cac lIénh nay. Cac thdng tin ngwdi nhap vao dwdi
dang chir dam.

Lwu y: Dbi v&i FTP thu dong, cdng ma Iénh PORT mé ta chinh 1a céng sé duwoc mé trén server.
Con dbi véi FTP chi dong cbng nay sé dugc mé & client.

testbox1: {/home/p-t/slacker/public_html} % fip -d testbox2
Connected to testbox2.slacksite.com.
220 testbox2.slacksite.com FTP server ready.
Name (testbox2:slacker): slacker
---> USER slacker
331 Password required for slacker.
Password: TmpPass
---> PASS XXXX
230 User slacker logged in.
---> SYST
215 UNIX Type: L8
Remote system type is UNIX.
Using binary mode to transfer files.
fip> passive
Passive mode on.

Jip>Is
fip: setsockopt (ignored): Permission denied
-—-> PASV
227 Entering Passive Mode (192,168,150,90,195,149).
---> LIST
150 Opening ASCII mode data connection for file list
drwx------ 3 slacker users 104 Jul 27 01:45 public_html
226 Transfer complete.

Jip> quit
---> QUIT
221 Goodbye.

Il. Chwong trinh FTP Server

FTP Server la may chd lwu gitr nhirng tai nguyén va hé tro giao thirc FTP dé giao tiép v&i nhivng
may tinh khac cho phép truyén di liéu trén Internet. Mot sb chwong trinh ftp server st dung trén
Linux:

- Vsftpd

- Wu-ftpd

- PureFTPd

- ProFTPD
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lll. Chwon

g trinh FTP client

La chuong trinh giao tiép v&i FTP Server, hdu hét cac hé diéu hanh déu hé tro ftp client, trén
linux hodc Windows d& mé két néi t¢i FTP Server ta ding lénh #ftp <ftp_address>. Dé thiét lap
mot phién giao dich, ta can phai c6 dia chi IP (hodc tén may tinh), mét tai khoan (username,
password). Username ma FTP hd trg s&n cho nguwdi diing d& mé moét giao dich FTP ¢6 tén 1a
anonymous véi password réng. Sau day la mét vi du vé mé moét phién giao dich dén FTP Server:

[markr@anber markrl# ftp ftp.redhat.com

Connected to ftp. redhat. com.

ZZ0 FTP server ready:

Name (ftp.redhat. com: markr): anonymous

331 Guest login ok, send your conplete e-mail address as password.

Pazsword:

0- THE SOFTWARE AVAILABLE FROM THIS SITE IS PROWVIDED AND LICENSEL
£230- ™A% IS WITHOUT WARPANTY OF ANY KIND, EITHEE EXFRESSED OR
E30- INPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
E30- OF MERCHANAEILITY AND FITNESS FOR A PARTICULAR PURPOSE.

EE0-

£20- Priority FIP access (via pricrity.redhat.com) is for the use
£30- of registered users only. Red Hat reserwves the right to cancel
Z30- access at its discretion.

Z30-

Z30 Guest login ok, access restrictions apply.

RBemote system type is UNIX.

Uszing binary mode to transfer files

frpx
M6t sb tap 1énh cha ftp client:
Tén C1 phap Y nghia
1énh
? hodc ?[command] Hién thi gitp d& vé
I&énh help [command]

append append local-file [remote-file] Ghép mét file cuc bd

voi 1 file trén Server

ascii ASCII Chi dinh kiéu truyén file

la ascii (day la kiéu
truyén mac dinh).

binary binary Chi dinh kiéu truyén file

la binary(day 1a kiéu
truyén méc dinh).

bye bye Két thuc ftp session

cd cd remote-directory Thay ddi dwong dan
thw muc trén FTP
Server

delete delete remote-file Xoa file trén FTP
Server

dir dir remote-directory Liét ké danh sach file
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get get remote-file [local-file] Download file twr FTP
Server vé may cuc bd

Icd Icd [directory] Thay dbi thw muc trén
may cuc bd

Is Is [remote-directory] [local-file] Liét ké cac tap tin va
thw muc

mdelete = mdelete remote-files [ ...] X6a nhiéu file

mget mget remote-files [ ...] Download nhiéu file

mkdir mkdir directory Tao thw muc

put put local-file [remote-file] Upload tap tin

mput mput local-files [ ...] Upload nhiéu tap tin

open open computer [port] Két ndi toi ftp server

prompt  prompt T4t co ché confirm sau

mdi 1an download file

disconne disconnect Hay két nbi FTP

ct

Pwd pwd Xem thw muc hién tai

quit quit Thoat khai ftp session

recv recv remote-file [local-file] Copy file tir remote vé
local

Rename rename filename newfilename Thay ddi tén file

rmdir rmdir directory Xdba thw muc
Send send local-file [remote-file] Copy file tw local dén
remote
User user user-name [password] Chuyén ddi user khac
[account]
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IV. Gié&ithiéu VSFTP

Vsftpd |& mot package méi gilp cau hinh ftp server trong RedHat Linux 9. Vsftpd (Very Secure
FTP Daemon) dwoc phat trién xoay quanh tinh n&ng nhanh, 6 dinh va an toan. VsFTP c6 kha
nang quan ly sb lwong két ndi Ién mét cach hiéu qua va an toan.

IV.1. Nhirng tap tin dwoc cai dat lién quan dén vsftpd

Sau day liét ké nhirng tap tin va thv muc thwdng dwoc quan tdm khi cdu hinh vsftpd server:

- letc/pam.d/vsftpd: Tap tin cdu hinh PAM cho vsftpd. Tap tin nay dinh nghia nhirng yéu cau
ma ngudi dung phai cung cap khi dang nhap vao ftp server.

- letc/vsftpd/vsftpd.conf: tap tin cdu hinh vsftpd server.

- letclvsfipd.fipusers: liét ké nhirng ngudi dung khéng dugc login vao vsftpd. Mac dinh danh
sach nhirng ngwdi dung nay gobm root, bin, daemon va nhirng ngu&i dung khac

- Jetc/vsftpd.user_list: tap tin nay dwoc cAu hinh d& cAm hay cho phép nhitng ngudi ding
duwoc liét ké truy cap ftp server. dieu nay phu thudc vao tuy chon userlist_deny dugc xét YES
hay NO trong tap tin vsftpd.conf. Néu nhirng ngwdi dung da liét ké trong tap tin nay thi
khéng dwoc xuat hién trong vsftpd.ftpusers

- Ivar/ftp/: thw muc chta nhirng tap tin dap trng cho vsftpd. N6 ciing chtyra thw muc pub cho
nguwdi dung anonymous. Thw muc nay chi ¢ thé doc, chi cé root méi cé kha nang ghi.

IV.2. Kh&i dong va dirng vsftpd

Sau khi cai dat phan mém VSFTPD hoéc sau khi ta thay di cAu hinh, ta phai tién hanh kich hoat
dich vy FTP. Qua trinh kh&i dong lai sé giup cho Daemon VSFTPD cap lai cac thong sd matada
thay doi, str dung Iénh chkconfig vsftpd on dé dat dich vu FTP 13 system services. Mot sb 1énh
can st dung khi ta muén khéi dong lai dich vu FTP:

#service vsftpd start/stop/restart
Hoac s dung Iénh

#/etclinit.d/vsftpd start/stop/restart

IV.3. Mot sé théng s6 cau hinh méc dinh

Mac dinh dich vu FTP s dung phan mém VSFTPD cho phép nguwdi ding anonymous, ngudi

duing cuc bd trong hé thdng dwoc quyén login vao FTP Server, chi cé user root va nhirng user

khac c6 UID<100 khong dworc login.

- Dbi vé&i anonymous dugc login vao FTP server va cé thw muc gbc /var/ftp véi quyén truy xuat
read (doc va truy xuét tai liéu).

- Dbi v&i ngudi dung cuc bd (localuser) duwoc quyén login vao dich vu FTP va cé thw muc FTP
root 14 /home/username (username la tén user login) v&i quyén read, write.
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IV.4. Nhirng tuy chon cau hinh vsftpd

Tét ca nhirng cAu hinh cla vsftpd dwoc lwu gitk trong tap tin cAu hinh /etc/vsftpd/vsftpd.conf. Méi
tuy chon trong tap tin c6 dinh dang sau: <tuy chon>=<value>, nhirng dong chu thich dwgc danh
dau #

Daemon:

Listen: Khi n6 c6 gia tri YES thi VSFTPD chay trong ché do standalone. Thudc tinh nay
khéng duoc xét véi listen_ipv6, gia tri mac dinh 1a YES.

Session_support: néu tlly chon nay c6 gia tri la YES thi vsftpd cb gang quan ly giao dich login
cla ngwoi dung ngang qua PAM (Pluggable Authentication Modules), gia tri mac dinh la
YES.

Dang nhap va diéu khién truy cap:

anonymous_enable: néu tly chon nay cé gia tri la YES thi ngwdi dung anonymous dwoc
phép login vao, gia tri mac dinh YES

banned_email_file: Néu tuy chon deny_email_enable duwgc xét 1a YES, tly chon nay chi ra
tap tin chira danh sach nhirng password email ctia anonymous khéng cho phép truy cap dén
server, gia tri mac dinh: /etc/vsftpd.banned_emails

banner_file: chi ra tap tin text sé dwoc hién thj khi két ndi dén server dwoc thiét 1ap.
cmds_allowed: chi ra danh sach nhitng I&nh ftp (phan cach nhau b&i d4u phdy) dwoc cho
phép bdi ftp server. Tt ca nhirng Iénh khac sé bi tir choi.

deny_email_enable: néu tuy chon nay cé gia tri 1a YES thi ngwdi dung anonymous st dung
password duwoc chi ra trong tap tin /etc/vsftpd.banned_emails bi cAm truy cap dén server, gia
tri mac dinh la NO

ftpd_banner: néu tly chon nay c6 gia tri la YES thi chudi dwoc chi ra trong tuy chon nay sé
hién thi dong thong tin mé ta khi ngwdi dung thiét 1ap két néi véi server. Tuy chon nay sé ghi
dé 1&n banner_file. M&c dinh vsftpd hién thi banner chuén.

local_enable: néu tlly chon nay c6 gia tri 1a YES thi nhivng ngwdi dung cuc bd dwoc login vao
hé thdng.

userlist_deny: Bwgc sir dung khi tuy chon userlist_enable dwgc dat la NO, tat ca nhirng
ngudi dung cuc bd bi cAm truy cap trir nhirtng ngudi dung dwoc chi ra trong userlist_file. B&i
vi nhirng truy cép bi cam trwde khi client dwoc yéu cau nhap vao password, dat tuy chon nay
la NO dé ngan chidn nhirng ngwdi ding cuc bo glri password khdng ma héa trén mang, gia
tri mac dinh la YES.

userlist_enable: néu tuy chon nay cé gia tri 1a YES thi nhitng ngudi dung dwoc chi ra trong
tap tin trong userlist_file bi cAm truy cap. B&i vi client bi cdm trwéc khi client nhap password,
ngwoi dung bi ngan chan g&i password khéng ma hoéa trén mang, mac dinh la YES.
userlist_file: chi ra tap tin liét ké danh sach cac nguwdi dung, gid tri mac dinh
letc/vsftpd.user_list.

Nguwoi dung Anonymous:

anon_mkdir_write_enable: néu tuy chon nay cé gia tri 1a YES va két hop voi
write_enable=YES thi ngu®i ding anonymous dwoc phép tao thw muc mdi trong thw muc
cha co quyén write, gia tri mac dinh la NO
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anon_root: chi ra thw muc vsftpd trao déi khi ngu®i dung anonymous login vao
anon_upload_enable: néu tly chon nay cé gia tri la YES va cung v&i write_enable=YES thi
ngudi dung anonymous duwoc phép upload tap tin trong thw muc cha véi quyén ghi, gia tri
mac dinh la NO

anon_world_readable_only: néu tuy chon nay cé gia tri 1a YES thi ngwdi dung anonymous
chi dwoc phép download nhirng tap tin cé quyén doc, gia tri mac dinh la YES

ftp_username: chi ra ngwdi dung cuc bé dwoc st dung cho anonymous ftp server. Home
directory dwoc dwoc chi ra trong tap tin /etc/passwd cho ngwdi dung 1a thw muc gbc cla
anonymous ftp server, gia tri mac dinh la ftp

no_anon_password: néu tily chon nay cé gia tri 1a YES thi ngudi dung anonymous sé khong
yéu cau nhap password, gia tri m&c dinh 1a NO

Nguw&i dung cuc bo:

Nhirng tuy chon liét ké sau day sé& anh hwdng dén cach truy cap cla nguwdi dung cuc bo dén
server. Dé st dung nhirng tuy chon nay, tly chon local_enable=YES

local_enable: cho phép ngwdi dung cuc bé truy cap dén ftp server

chmod_enable: cho phép ngudi dung dwoc phép thay ddi quyén han trén tap tin, gia tri mac
dinh la YES

chroot_local_user: néu tlly chon nay cé gia tri 1a YES thi ngudi dung c6 thé di chuyén dén
home directory clia hg sau khi login vao, gia tri mac dinh la NO

guest_enable: néu tuy chon nay cé gia tri Ia YES thi nguwdi dung anonymous login vao nhuw
guest, ma dwoc chi ra trong guest_username, gia tri mac dinh la NO

guest_username: chi ra username cla nguwoi dung guest, gia tri mac dinh la ftp

local_root: Chi ra thu muc vsftpd sau khi ngwoi dung cuc bd login vao

Thuw muc:

dirlist_enable: Néu tuy chon nay cé gia tri Ia YES thi cac ngwoi dung dwoc phép xem noi
dung cua thw muc, gia tri mac dinh la YES

dirmessage_enable: Néu tly chon nay c6 gia tri la YES thi méi khi ngudi ding di chuyén vao
thw muc sé& hién thj ra mét théng diép dwoc lwu trong tap tin chi dinh s8n. Tap tin nay dwoc
chi ra trong tuy chon message_file va tén mac dinh la .message. N6 duwoc lwu trong thw muc
di chuyén vao.

Message_file: chi ra tén cla tap tin message, Gia tri mac dinh la .message

Truyén tap tin:

Download _enable: néu tuy chon nay c6 gia tri Ia YES thi download dwgc cho phép, gia tri
mac dinh la YES

Chown_uploads: néu tly chon nay c6 gia tri Ia YES thi tAt cd nhirng tap tin dwoc upload bdi
nguwoi dung anonymous dugc s& hiru b&i ngwoi dung dwoc chi ra trong chown_username,
gia tri mac dinh la YES

chown_username: chi ra nguwdi s& hiru nhitng tap tin dwoc upload bé&i nguwdi dung
anonymous, gia tri mac dinh Ia root

write_enable: Cung c&p quyén ghi cho nguoi dung
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Ngan chan host truy xuét vao ftp server: FTP Server két hop v&i tcp_wrappers dé thuc thi co ché

gi&i han host truy xuat vao FTP Server:

- Buwéc 1: Dat tcp_wrappers=YES trong file vsftpd.conf

- Buwdc 2: M6 ta file théng tin cdm host <x.y.z.t> trong file /etc/hosts.deny
vsftpd:<host_address>

V. Cau hinh Virtual FTP Server

Tao thém 1 Virtual IP address (vi du dia chi 1.2.3.4), chép tap tin /etc/vsftpd/vsftpd.conf
letclvsftpd/*.conf va thay ddi cac thong tin sau:

- listen=YES

- listen_address=1.2.3.4

- connect_from_port 20=YES

- anonymous_enable=YES

- anon_root=/srv/ftp/knusper

- ftpd_banner=Welcome to FTP at knusper.wiremonkeys.org. Behave!

Chinh stra file /etc/vsftpd/vsftpd.conf va thém chi dan listen_address=<dia chi IP ban dau>

Sau d6 restart lai dich vu VSFTPD bang Iénh /etc/init.d/vsftpd restart.

V.1. Logging

- dual_log_enable: néu tlly chon nay cé gia tri 1a YES va cung v6i xferlog_enable=YES thi
vsftpd sé viét 2 tap tin dong thoi la: mét log twong thich véi wu-ftpd dwoc chi ra trong
xferlog_file va moét tap tin log chuén vsftpd dwoc chi ra trong vsftpd_log_file, gia tri mac dinh
la NO

- xferlog_enable: néu tuy chon nay cé gia tri Ia YES thi vsftpd ghi lai nhivng két néi va théng tin
truyén tap tin vao tap tin log dwoc chi ra trong tuy chon vsftpd_log_file, gia tri mac dinh la NO

- xferlog_file: chira tap tin log twong thich v&i wu-ftpd, gia tri mac dinh la /var/log/xferlog

- vsftpd_log_file: chi ra tap tin log vsftpd, gia tri mac dinh la /var/log/vsftpd.log

V.2. Network

Nhirng tuy chon sau day phan anh cach vsftpd twong tac trong mang:

- accept_timeout: Chi ra lwgng thdi gian mét client str dung ché dd passive dé thiét lap két ndi,
gia tri mac dinh 1a 60

- anon_max_rate: Chi ra téc do truyén div liéu toi da cho ngwdi dung anonymous. Tinh béng
byte/second, gia tri mac dinh la 0 (khéng gi¢i han toc dd truyén)

- connect_timeout: Chi ra lwgng th&i gian mét client sir dung ché do active dé tra 16i cho qua
trinh két noi di¥ liéu. Tinh bang giay, gia tri mac dinh 1a 60

- data_connect_timeout: Chi ra khéi lwong thoi gian truyén di liéu téi da. Tinh bang gidy. Khi
hét th&i gian cho phép két ndi tir client sé bj dong, gia tri mac dinh Ia 300

- max_clients: Chira sé client tdi da c6 thé ddng thei truy cap dén server
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BAIl 14
WEB SERVER

Tom tit

Ly thuyét: 5 tiét - Thwc hanh: 5 tiét.

Bai tap bat  Bai tip lam

Muc tiéu Cac muc chinh A A
: : buéc thém

i, g a . Gidi thiéu vé Web Server. Bai tap 4.1
Bai h th : -
ck?; ts Ccr?t,:ff;' cé'f“hi‘:; Il Gidi thiéu Apache. (Dich vu
[ll.  Cau hinh Web Server. Web)

Web server si¢ dung

o lIl.  CAu hinh Webhosting.
phan mém Apache
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I.  Giithiéu vé Web Server

1. Giao thirc HTTP

HTTP la mét giao thirc cho phép trinh duyét Web Browser va servers cé thé giao tiép véi nhau.
N6 chuan hoa cac thao tac co ban ma mot Web Server phai lam dwoc.

HTTP béat dau la 1 giao thirc don gidn gidbng nhuw v&i cac giao thirc chudn khac trén Internet,
thdng tin diéu khién dwoc truyén duéi dang van ban thd théng qua két ndéi TCP. Do dé, két nbi
HTTP c6 thé thay thé bang cach dung I&énh "telnet" chudn.

Vi du:
> telnet www.extropia 80
GET /index.html HTTP/1.0

Cbng 80 la cdng mac dinh danh cho Web server "lang nghe" cac két ni dwoc givi dén. Bé dap
&ng lénh HTTP GET , Web server trd vé cho client trang "index.html" théng qua phién lam viéc
telnet nay, va sau do dong két ndi. théng tin tra vé duéi dang code HTML:

<HTML>
<HEAD>
<TITLE>eXtropia Homepage</TITLE>
</HEAD>

</HTML>

Giao thtrc chi thye thi don gian hai thao thac yéu-cau/dap-irng (request/response). Mot trong cac
thay déi I&n nhat trong HTTP/1.1 14 n6 hé tro két ndi lau dai (persistent connection).

Web Browser

1. User yéu céu 4. YWeb Server
tai ligu Web, vd 4 Web server tra
nhw index html thi ligu vé cho
browser

| Web Se-wver
2Web server tim | g 2
A 3.Web f_if"'er,\l”
théng fle tim tal ligu trén

hé thé ng fle

File Sysem
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Trong HTTP/1.0, mot két néi phai dwoc thiét 1ap dén server cho méi dbi twong ma Browser mudn
download. Nhiéu trang Web cé rat nhiéu hinh &nh, ngoai viéc tai trang HTML co ban, browser
phai ldy vé mot s lwong hinh anh. Nhiéu cai trong ching thwéong la nhé hoac chi don thuan 1a dé
trang tri cho phan con lai ctia trang HTML. Thiét 1ap mot két ndi cho méi hinh anh that & phi
pham, vi s& ¢ nhiéu géi théng tin mang sé& dwoc luan chuyén gitra Web browser va Web server
trwde khi di liéu anh dwoc truyén vé. Nguwoc lai, mé mot két ndi TCP truyén tai liéu HTML va sau
dé méi hinh anh sé truyén ndi tiép theo nhu thé sé thuan tién hon va qua trinh thiét lap cac két
ndi TCP sé& dwoc giam xudng.

.2. Web Server va cach hoat dong

Ban d4u Web Server chi phuc vu c4c tai liéu HTML va hinh anh don gidn. Tuy nhién, dén thoi
diém hién tai né co6 thé 1am nhiéu hon thé. Dau tién xét Web server & mirc dd co ban, né chi
phuc vu cac néi dung tinh. Nghia la khi Web server nhan 1 yéu ciu tr Web browser
-http://www.hcmuns.edu.vn/index.html, né sé& anh xa dwdng dan nay (Uniform Resource Locator -
URL) thanh mét tap tin cuc bd trén may Web server. May chu sau dé sé nap tap tin nay tir dia va
dwa n6 théng qua mang dén Web browser ctia nguwdi dung. Web browser va web server st dung
giao thtrc HTTP trong qua trinh trao di di¥ liéu. Cac trang tai liéu HTML & mét van ban thé (raw
text). Chung chira cac thé dinh dang (HTML tag).

Vi du:

<html>

<head> <title> WWW </title>
</head>

<body>

<p align=center>

<a href="http://www.hcmuns.edu.vn/”><b>Truong Pai Hoc Khoa Hoc Ty Nhién TP.HCM
</b></a>

</b>

</p>

</body>

</html>
Trén co s& phuc vu nhirng trang web tinh don gidn nay, ngay nay Web Server da dwoc phat trién
v&i nhiéu théng tin phirc tap hon dwoc chuyén gitva Web Server va Web Browser, trong d6 quan
trong nhét co 1& 13 ndi dung déng (dynamic content). V&i phién ban dau tién, Web server hoat
dbng theo mo hinh sau:

- Tiép nhan cac yéu cau tir browsers.

- Trich ndi dung tir dia .

- Chay cac chuwong trinh CGl .

- Truyén d@ liéu nguoc lai cho client

- Chay cang nhanh cang tét.

Diéu nay sé sé thuc hién tét déi voi cac Web sites don gian, nhung server sé bat dau gép phai

van dé khi cé nhiéu ngudi truy cap hodc cé qua nhiéu trang web ddng phai tén thoi gian dé tinh
toan cho ra két qua.
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Vi du:

Néu mét chwong trinh CGI tén 30 giay dé sinh ra noi dung, trong thoi gian nay Web server cé thé
sé khong phuc vu cac trang khac nira. Do vay, mac du mé hinh nay hoat déng dwgc, nhwng né
van can phai thiét ké lai dé phuc vu dwoc nhiéu ngudi trong cung 1 ltc. Web server cé xu huéng
tan dung wu diém cta 2 phwong phap khac nhau dé giai quyét van dé nay la: da tiéu trinh (multi-
threading) hodc da tién trinh (multi-processing) hodc cac hé lai gitra multi-processing va muilti-
threading.

1.3. Web client

La nhirtng chwong trinh duyét Web & phia ngwoi dung, nhw Internet Explorer, Netscape
Communicator.., d& hién thi nhitng théng tin trang Web cho ngudi ding. Web client sé& glri yéu
cau dén Web Server. Sau d6, doi Web Server xt ly trd két qué vé cho web client hién thj cho
nguoi dung. TAt ca moi yéu cau déu duoc xi ly béi Web Server.

.4. Web ddéng

M6t trong cac ndi dung dong (thuwéng goi tat 1a Web déng) co ban la cac trang Web duorc tao ra
dé dap ng cac dir liéu nhap vao clia ngudi dung tryc tiép hay gian tiép.

Céch cb dién nhat dwoc dung phd bién nhét cho viéc tao ndi dung déng la sir dung Common
Gateway Interface (CGI). Cu thé Ia CGlI dinh nghia cach thirc Web server chay mét chwong trinh
cuc bd, sau dé nhan két qua va tra vé cho Web browser ctia nguwdi dung da gl yéu cau.

Web browser thuc suw khéng biét ndi dung clia thong tin 1a dong, b&i vi CGl vé co ban la mét giao
thirc m& rong clia Web Server. Hinh v& sau minh hoa khi Web browser yéu ciu mét trang Web
dong phat sinh tr mft chwong trinh CGI.

Web Browser
1.User yeu céu 4 Web server chuyén
chreng trinh CGI céc théng tin xuft ra
phuc vy 1 trang T tir chireng trinh CGL
déng (webstore.cgi) wE che browser

Web Server

. &

2Web server go1 3. Web server nhén
chwong trinh l ‘ céc théng tin xuft ra
webstore cgi vh giri tir chirong trinh
dén chqcng trinh cac webstore.cgi webstore cgi
tham =6 ma browser
yéu chu.

Mot giao thirc mé rong niva ctia HTTP la HyperText Transmission Protocol Secure (HTTPS) dung
dé& bao mat cac cac théng tin “nhay cam” khi chuyén ching xuyén qua mang

Il. Gi&ithiéu Apache

Apache la mét phan mém cé nhiéu tinh nadng manh va linh hoat dung dé lam Web Server .
- Hb tro day du nhirng giao thirc HTTP trwéc day nhw HTTP/1.1

- Co thé ciu hinh va mé rong véi nhirtng module clia cong ty thir ba
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- Cung cép source code day du véi license khong han ché.

- Chay trén nhiéu hé diéu hanh nhw Windows NT/9x, Netware 5.x, OS/2 va trén hau hét cac hé
diéu hanh Unix.

Il.1. Cai dat Apache
Ta chi can cai dat package httpd-2.0.40-21.i386.rpm (trén Fedora) trong hé diéu hanh Linux.

#rpm —ivh httpd-2.0.40-21.i386.rpm

Vi tri cai dat Apache trong méi trwwdng Linux la /etc/httpd. Trong thu muc nay lwu gilr nhirng tap
tin cu hinh ctia Apache

I.2. Tam dirng va khé&i déng lai Apache
Dé tam dirng hay kh&i déng lai apache dung script sau:
# chkconfig httpd on

#/etc/init.d/httpd start/stop/restart

Hoac dung Iénh :

# chkconfig httpd on

#service httpd restart

I.3. Sw chirng thwe, cap phép, diéu khién viéc truy cap

Khi nhan mét yéu cau truy cap tai nguyén, web server sé xr ly nhw thé nao dé tra két qua vé cho
client. Apache cé nhitng huéng xt Iy khac nhau nhuw chirng thuc, cAp phép va diéu khién truy
cap.

11.3.1 Basic Authentication

Déi v&i nhirng thdng tin cAn bao mat, khi c6 yéu cau truy xuét théng tin nay, Web Server
phai chirng thwc nhitng yéu ciu nay cé hop & hay khéng. Thong thwdng, théng tin chirng thuc
bao gdbm username va password.

+ Néu moét tai nguyén dwoc bdo vé véi sy chirng thuc. Apache sé giri mot yéu ciu “401
Authentication” thdng bao cho ngw¢i dung nhap vao username va password clia minh.
Nhan dwoc yéu cau nay, client sé tra I&i 401 dén server trong d6 c6 chira username
va password. Server sé kiém tra nhitng thong sb nay khi nhan dwoc. Néu hop 1&
server sé trd vé nhirng théng tin yéu cau, ngwoc lai n sé trad vé mot théng bao 16i.

+ B®&i vi giao thtrc HTTP la mot tiéu chuan khéng cua riéng ai va ciing khéng thuéc mét
qudc gia nao, cho nén méi yéu cau déu dwoc xem nhw nhau.

+ Username va password ban cung cap chi cé tac dung trong lan giao dich ctia browser
v&i server luc d6. Néu 1an sau truy cap lai website nay, ban phai nhap lai username
va password.

+ Song song voi tra 1&i 401, toan bd thong tin sé trd ngwoc lai cho client. Trong nhirng
trwdng hop riéng biét, server sé cap lai cho client mét thé chirng thwc dé bao vé
website. Thé nay dwoc goi la realm hay la mét tén chirng thic. Browser sé lwu lai
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username va password ma ban da cung cap cung véi realm. Nhw thé, néu truy cap
nhirng tai nguyén khac ma cé cung realm, username va password thi user khéng can
nhap tré lai nhirng thdng tin chirng thwec. Thong thwong, viéc lwu trir nay chi co tac
dung trong giao dich hién hanh cla browser. Nhwng cling cé mét vai browser cho
phép ban lwu ching mét cach cd dinh dé& ban chdng bao gi& nhap lai username va
password.

Céc budc ciu hinh chirng thuc:

+ Buwdc 1: tao tap tin password, cAp quyén truy xuét cho tap tin mat khau dung Iénh
chmod 755 <tap_tin_mat_khau_dwoc_tao_¢&_bwéc_1>

+ Buwoc 2: cu hinh apache

+ Buwdc 3: tao tap tin group (néu muén chirng thwc cho nhém)

Bwéc 1: Tao tap tin password dung Iénh htpasswd, Cach st dung Iénh htppaswd theo cu phap
nhw sau:

#htpasswd -c <vi_tri_tap_tin_password> <username>
Vi du:
# htpasswd -c /etc/httpd/conf/passwords rbowen
htpasswd sé& yéu cau ban nhap password, va sau dé nhap lai mét lan niva.
New password: mypassword
Re-type new password: mypassword
+ Tuy chon —c sé tao mdét tap tin password mai. Néu tap tin nay da ton tai n6 sé xda ndi
dung cl va ghi vao ndi dung mai. Khi tao thém mot nguwdi dung, tap tin password da
ton tai ban khéng can dung tuy chon —c.
+ <vi_tri_tap_tin_password>: thdng thudng né tao tai thw muc gbc clia apache
Bwéc 2: Cau hinh sy chirng thuc trén Apache:
<Directory /upload>
EnablePut On
AuthType Basic
AuthName Temporary
AuthUserFile /etc/httpd/conf/passwd
EnableDelete Off
umask 007
<Limit PUT>
require user rbowen sungo
</Limit>

</Directory>
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AuthType: khai bao loai authentication sé sir dung. Trong trwd'ng hop nay la Basic
AuthName: dat tén cho sy chirng thyc
AuthUserFile: vi tri ctia tap tin password

+ + + +

AuthGroupFile: vi tri cta tap tin group
Require: nhirng yéu cau hop 1é dwoc cho phép truy cap tai nguyén.

Bwéc 3: Tao tap tin group: Nham tao diéu kién thuan loi cho ngwoi quan trj trong viéc quan ly sy
ching thuwc, Apache hé trg thém tinh nang nhédm ngudi dung. Nguwdi quan tri cé thé tao nhirng
nhém nguwdi dung dwoc phép truy cap dén tai nguyén, thém hay xéa nhitng thanh vién trong
group ngoai viéc chinh stra lai tap tin ciu hinh apache va khéi déng lai apache. Binh dang cla
tap tin group :

<tén nhém> : user1 user2 user3 ... usern
Vi du:
authors: rich daniel allan

Sau khi tao tap tin nhém, ban cin ciu hinh dé apache dé chi ra tap tin nhém nay bang nhirng
directive sau :

<Directory /upload>

AuthType Basic

AuthName "Apache Admin Guide Authors"
AuthUserFile /etc/httpd/conf/passwords
AuthGroupFile /etc/httpd/conf/groups
Require group authors

</Directory>

11.3.2 Digest Authentication

Digest authentication cung c4p mét phwong phap bao vé ndi dung web mét cach luan phién.
Digest authentication dwoc cung cap bdi module mod_auth_digest. V&i phwong phap nay tén
user va mat khau sé khong dwoc géi & dang plain text ma ching dwoc ma héa (thdong qua thuat
toan MD5)

Céu hinh: Twong tw nhu sw chirng thwe co ban, ciu hinh nay ciing gém 2 hodc 3 buwdc sau:

- Buéc 1: Tao file mat khau.
- Buwéc 2: Cau hinh /etc/httpd/conf/httpd.conf dé st dung file mat khau & bwéc 1.
- Bwé&c 3: Tao group file.

Bwéc 1: Tao tap tin password dung lénh htdigest —c <vi_ tri_tap_tin_password> realm
<username>

Bwéc 2: CAu hinh /etc/httpd/conf/httpd.conf dé& str dung file mat khau
<Directory /upload>

AuthType Digest
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AuthName "Private"

AuthDigestFile /usr/local/apache/passwd/digest
AuthDigestGroupFile /usr/local/apache/passwd/digest.groups
Require group admins

</Directory>

Bwéc 3: Tao tap tin nhém(bwéc nay chi thiee hién khi ta mudén ching thwe cho nhém), CAu truc
clia tap tin nhém ciing twong tw nhw tap tin nhém clia basic authentication.

admins: joy danne sue

I.4. Diéu khién truy cap
Ngoai viéc bdo mat ndi dung ctia website bang s chirng thuc (username va password), apache
con gidi han viéc truy cap cta nguwdi diung dwa trén nhirng théng tin khac dwoc dé cap trong
Access Control. Sir dung directive Allow/Deny dé cho phép/cdm viéc truy cap tai nguyén dua trén
tén may tinh hoac dia chi IP.

Allow/Deny Directive:
Cu phap khai bao Allow/Deny nhuw sau

Allow/Deny from [address]
+ Allow c6 nghia cho phép cac host/network/domain truy xuat vao Web server.
+ Deny c6 nghia cAm cac host/network/domain truy xuét vao Web server.
+ address 1a dia chi IP/dia chi dwd'ng mang hay tén may tinh, tén mién.
Vi du:
Deny from 11.22.33.44
Deny from host.example.com

Deny from 192.101.205

Deny from exampleone.com example
Ban st dung Order dé két hop gira Allow va Deny trong viéc gi¢i han viéc truy cap. Néu thiy tw
clia Order la Deny, Allow thi Deny dwoc kiém tra trwéce tién va bat ky nhivng client nao khéng phu
hop v&i Deny hodac phu hop véi mét Allow thi dwgrc phép truy cap dén server. Nguwoc lai, néu thi
tw cia Order la Allow, Deny thi Allow duwoc kiém tra truéc va bt ky client nao khéng phu hop véi
mot diéu kién Allow hodc phu hop véi mét diéu kién Deny thi bi cAm truy cap dén server.

Vi du vé mot diéu khién truy cap it gi¢i han nhat.

<Directory "/usr/web">

Options Indexes FollowSymLinks MultiViews
AllowOverride All

Order allow,deny

Allow from all

</Directory>
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Satisfy directive:

- Satisfy directive dwoc dung dé chi ra nhiéu tiéu chuan can phai dwoc xem xét trong viéc bao
mat ndi dung website. Satisfy cé 2 gia tri 1a all va any. M&c dinh, Satisfy nhan gia tri all, diéu
nay cé nghia la néu nhiéu tiéu chuin dwoc chi ra thi tat ca nhirng tiéu chuan nay phai thoa
man thi nguwdi dung méi dwec phép truy cap tai nguyén. Con gia tri any c6 nghia la mét trong
nhirng tiéu chuan nay hop lé thi user dwoc phép truy cap dén tai nguyén.

- M6t wng dung cua viéc sir dung access control la gi¢i han, nhirng ngwdi dung bén ngoai
mang khi truy cap tai nguyén can phai cé username va password con tat ca nhirng may tinh
trong mang thi khéng can.

<Directory /usr/local/apache/htdocs/sekrit>
AuthType Basic
AuthName intranet
AuthUserFile /etc/httpd/conf/users
AuthGroupFile /etc/httpd/conf/groups
Require group customers
Allow from internal.com
Satisfy any

</Directory>

I.5. Khao sat log file trén apache

Apache c6 nhiéu tap tin log khac nhau nham ghi lai nhirng hoat déng ciia Web Server.
Sau day mo ta tinh nang clia tirng tap tin.

File error_log:

La mét tap tin log quan trong nhat. Tén va vi tri cla nd dwoc xét trong ErrorLog directive.
ErrorLog 1a noi ma httpd sé gl nhirng théng tin nhan dang va bat ky nhirng 16i nao gap phai
trong qua trinh x( ly nhirng yéu cau. Tap tin nay chinh I& noi ma ta can xem xét dau tién khi gap
phai nhirng 16i kh&i dong httpd hay nhirng thao tac clia server, vi né lwu nhirng théng tin chi tiét
vé nhirng 16i va cach stra 16i. Dinh dang cla tap tin error_log khoéng bi bé budc. Ndi dung cua file
error_log nhw sau:

[Wed Oct 11 14:32:52 2000] [error] [client 127.0.0.1] client denied by server configuration:
/export/home/live/ap/htdocs/test

Cot dau tién chi ra ngay gi® entry nay dwoc tao ra. Cot thir 2 chi ra day la entry 16i. Cot th&» 3 cho

biét dia chi IP cla client tao ra 16i. Tiép theo la message c6 ndi dung chi ra rang server dwoc ciu

hinh dé tir chéi viéc truy cap cla client. Tiép theo la dwérng dan clia document ma client can truy

cap.Trong qua trinh kiém tra, ban cé thé theo doi error_log mot cach lién tuc béng dong Iénh sau:
#tail —f /var/log/httpd/error_log

File access_log:
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Access_log la noi ghi lai tAt cd nhitng yéu ciu dwoc x&r ly bdi server. Vi tri va ndi dung cla
access log dwoc diéu khién béi CustomLog directive. Ban c6 thé diing LogFormat directive trong
viéc dinh dang ndi dung cua tap tin access_log. LogFormat chi ra nhirng théng tin ma server can
theo d&i dé ghi lai trong access log. D& theo déi yéu cau xt ly trén Web Server ta dung 1énh:

#tail —f /var/log/httpd/access_log
Luan chuyén log file:

Theo thoi gian, thong tin lwu trong cac tap tin log I&n lam cho kich thwéc clia cac tap tin nay co
thé vwot qua 1MB. That 1a can thiét khi ban x6a hodc di chuyén hay sao lwu nhirng tap tin log
nay mot cach luén phién va cé chu ky. Ta ¢cé thé thwc hién nhw sau :

mv access_log access_log.old
mv error_log error_log.old
apachectl graceful

sleep 600

gzip access_log.old error_log.old

IIl. CAu hinh Web Server
Céc tap tin va thw muc cau hinh ctia Apache :

- letc/httpd/conf: thw muc lwu gilr cac tap tin cAu hinh nhw httpd.conf.

- letc/httpd/modules . lwu cac module ctia Web Server.

- letc/httpd/logs  : Iwu cac tap tin log clia Apache.

- Ivarlwww/html  :lwu cac trang Web.

- Ivar/www/cgi-bin : Iwu cac script str dung cho cac trang Web.

Tap tin cau hinh Apache dwoc tao thanh tw nhiéu chi dan (directive) khac nhau. Mbi dong/mot

doan 1a mét directive va phuc vu cho mét cu hinh riéng biét. C6 nhirng directive c6 anh huédng
véi nhau. Nhirng dong bét dau bang dau # 1a nhirng dong cha thich.

lI.1. Pinh nghia vé ServerName

lI.1.1 Chi dinh mét s6 théng tin co’ ban

Céu hinh tén may tinh (hostname) clia server. N6 dwoc dung trong viéc tao ra nhitng URL
chuyén tiép (redirection URL). Néu khéng chi ra, server sé cd géng suy luan tir dia chi IP cia né.
Tuy nhién, diéu nay cé thé khong tin cay hoac khoéng tra ra tén may tinh dung. Cu phap khai bao:

ServerName <hostname>
Vi du:
ServerName www.soft.com

ServerAdmin:
Dia chi Email ctia ngudi quan tri hé théng
Cu phap :

ServerAdmin <dia chi email>
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Vi du:
ServerAdmin root@soft.com

ServerType:

Qui dinh cach nap chwong trinh. C6 hai cach :
+ inetd: chay tir hé théng.
+ standalone : chay twr cac init level.

Cu phap :

ServerType  <inetd/standalone>
Vi du:

ServerType standalone

lI.2. Thw muc Webroot va mét s6 thong tin can thiét

Chi dinh DocumentRoot: C4u hinh thw muc gbc lwu tri ndi dung ciia Website. Web Server sé
l&y nhirng tap tin trong thuw muc nay phuc vu cho yéu cau cua client.

Cu phap :

DocumentRoot <dudng_dan_thu_muc>
Vi du:

DocumentRoot /usr/web

M6t yéu cau http://www.soft.com sé& dwoc dwa vao trang web /usr/web/index.html
ServerRoot: Vi tri cai dat web server.
Cu phap:
ServerRoot <vi_tri_thu_muc_cai_dat_apache>
Mac dinh:
ServerRoot /usr/local/apache ( trong Linux la /etc/httpd )
Error log: Chi ra tap tin dé server ghi vao bat ky nhirng 16i nao ma né gap phai
Cu phap:
ErrorLog <vi_tri_tap_tin_log>
Vi du:
ErrorLog logs/error _log
Néu duweng dan vi tri khéng cé dau / thi vi tri tap tin log lién quan dén ServerRoot.
Directorylndex: Cac tap tin mac dinh khi truy cap tén web site.
Cu phap:
DirectoryIndex <danh_sach_cac_tap_tin>
Vi du:

Directorylndex index.html index.htm index.shtml index.php index.php4 index.php3 index.cgi
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II.3. C&u hinh mang
MaxClients: Qui dinh sé yé&u cau téi da tir cac client c6 thé géi déng thoi dén server .
Cu phap:
MaxClients <number>
Vi du:
MaxClients 256

Listen: Qui dinh dia chi IP hodc Céng ma Apache nhan két ndi tir Client.

Cu phap:

Listen <Port/IP>
Vi du:

Listen 80

BindAddress: Qui dinh dia chi card mang dé chay Apache trén Server.
Cu phap:
BindAddress <IP/*>
S dung du “*” dé c6 thé str dung tat ca cac dia chi co trén may.
Vi du:
BindAddress  172.29.7.225
Mac dinh la : BindAddress *

TimeOut: quy dinh thdi gian sdng clia mét két néi (dwoc tinh bang giay).

Cu phap:

TimeOut <time>
Vi du:

TimeOut 300

KeepAlive: cho phép hodc khéng cho phép Client glri dwoc nhiéu yéu cau dwa trén mot két nbi
v&i Web Server.

Cu phap:

KeepAlive <On/Off>
Vi du:

KeepAlive On

MaxKeepAliveRequests: s& Request tbi da trén mot két néi (néu cho phép nhiéu Request trén
mot két néi).

Cu phap:
MaxKeepAliveRequests <s6 Request>
Vi du:

MaxKeepAliveRequests 100
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KeepAliveTimeout: qui dinh thdi gian d& chd cho mdt Request ké tiép tr cung mét Client trén
cuing moét két ndi (dwoc tinh bang giay).

Cu phap:

KeepAliveTimeout <time>
Vi du:

KeepAliveTimeout 15

l1l.4. Alias

Cung céap co ché anh xa duwéng dan cuc bo (khéng ndm trong DocumentRoot) thanh dwérng dan
dia chi URL.

Cu phap:
Alias  <dudng_dan_http> <dudng_dan_cuc_bd>
Vi du:
Alias /doc /usr/share/doc
Khi truy cap http://www.soft.com/doc sé dwa vao /usr/share/doc
Dé gidi han viéc truy cap ctia ngudi dung ta cé thé két hop vai Directory directive.
Vi du:

Alias  /doc  /usr/share/doc
<Directory /usr/share/doc>
AuthType Basic
AuthName intranet
AuthUserFile /etc/httpd/passwd
Require user hally tom
Allow from internal.com
</Directory>

ll.5. UserDir
Cho phép nguwoi dung tao Home page cla user trén WebServer
Céu hinh:
<IfModule mod_userdir.c>
#UserDir disable
UserDir www ; thw muc Web cua user.
</IfModule>

<Directory /home/*/www>

</Directory>
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Trong thw muc Home Directory clia nguwéi dung tao thw muc www. Vi du /home/nva/www. Khi dé
cu phap truy cap tor Web Browser c6 dang: http://www.soft.com/~<ténUser>. Vi du:
http://www.soft.com/~nva.

Khi ngwoi dung cb gang truy cap dén thuw muc ctia minh cé thé gap mot message 16i “Forbidden” .
Diéu nay c6 thé 1a quyén truy cap dén home directory clia ngudi ding bi gi¢i han. Ban c6 thé giéi
han lai quyén truy cap home directory ciia ngudi ding véi nhivng cau Iénh nhw sau:

chown jack /home/jack /home/jack/www

chmod 750 /home/jack /home/jack/www

I11.6. VirtualHost

La tinh nang ctia Apache gilp ta duy tri nhiéu hon mét web server trén mot may tinh. Nhiéu tén
cung chia sé mét dia chi IP goi la named-based virtual hosting, va st dung nhirng dia chi IP khac
nhau cho tirng domain goi la IP-based virtual hosting.

11.6.1 IP-based Virtual Host

VirtualHost dwa trén IP yéu cau nhitng server phai c6 mét dia chi IP khac nhau cho méi
virtualhost dwa trén IP. Nhw vay, mdt may tinh phai cé nhiéu interface hay st dung co’ ché virtual
interface ma nhirng hé diéu hanh sau nay hé tro. Néu may cla ban cé moét dia chi IP,
97.158.253.26, ban c6 thé cAu hinh mét dia chi IP khac trén cing mét card mang nhw sau:

ifconfig eth0:1 97.158.253.27 netmask 255.255.255.0 up
Sau d6 ta mé ta& théng tin cu hinh trong file httpd.conf

<VirtualHost *> ; VirtualHost default

DocumentRoot /tmp

ServerName www.domain

</VirtualHost>
<VirtualHost 97.158.253.26> ; VirtualHost cho site1

DocumentRoot /home/www/site1

ServerName www1.domain

</VirtualHost>
<VirtualHost 97.158.253.27>; VirtualHost cho site2

DocumentRoot /home/www/site2

ServerName www2.domain
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</VirtualHost>

11.6.2 Named-based Virtual Hosts:

IP-based Virtual Host dwa vao dia chi IP d& quyét dinh Virtual Host nao dung dé truy cap. Vi thé,
ban can phai c6 dia chi IP khac nhau cho méi Virtual Host. V&i Named-based Virtual Host,
server dwa vao HTTP header cla client dé biét dwoc hostname. S dung ky thuat nay, moét dia
chi IP c6 thé cé nhiéu tén may tinh khac nhau. Named-based Virtual Host rat don gian, ban chi
can cau hinh DNS sao cho né phan gidi mdi t&n may dung véi mét dia chi IP va sau dé ciu hinh
Apache dé tb chirc nhixtng web server cho nhirng mién khac nhau.

Cau hinh: Tham khao doan c4u hinh VirtualHost cho www.hcm.vn va www.tatavietnam.hcm.vn,
www.ntc.hcm.vn str dung chung mét IP 172.29.14.150
NameVirtualHost 172.29.14.150
#Virtualhost mac dinh
<VirtualHost *>
ServerAdmin webmaster@dummy-host.example.com
DocumentRoot /tmp
RewriteEngine on
RewriteLogLevel 0
ServerName dummy-host.example.com
ErrorLog logs/dummy-host.example.com-error_log
CustomLog logs/dummy-host.example.com-access_log common
</VirtualHost>
<VirtualHost 172.29.14.150>#Virtualhost cho WebServer chinh
ServerAdmin webmaster@dummy-host.example.com
RewriteEngine on
RewriteLogLevel 0O
DocumentRoot /var/www/html
ServerName www.hcm.vn
ErrorLog logs/dummy-host.example.com-error_log
CustomLog logs/dummy-host.example.com-access_log common
</VirtualHost>

<VirtualHost 172.29.14.150>#virtualhost cho host Web Server
tatavietham

ServerAdmin webmaster@dummy-host.example.com
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DocumentRoot /webdata

RewriteEngine on

RewriteLogLevel 0

ServerName www.tatavietham.hcm.vn

ErrorLog logs/dummy-host.example.com-error_log

CustomLog logs/dummy-host.example.com-access_log common
</VirtualHost>
<VirtualHost 172.29.14.150>#virtualhost cho host Web Server ntc

ServerAdmin webmaster@dummy-host.example.com

DocumentRoot /ntc

RewriteEngine on

RewriteLogLevel 0

ServerName www.ntc.hcm.vn

ErrorLog logs/dummy-host.example.com-error_log

CustomLog logs/dummy-host.example.com-access_log common

</VirtualHost>
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BAI 15
MAIL SERVER

Tom tit

Ly thuyét: 8 tiét - Thwc hanh: 10 tiét.

Bai tip bat  Bai tip lam

Muc tiéu Cac muc chinh

budc thém
. e a . . . . Bai tap 5.1
Bai hoc gidi thiéu co | I. Nhirng giao thirc mail (Dich vu
ché to chi)cvaquantri | | - Gigi thisy va hé théng mail Mail)

hé théng Mail. Cung
chp cho nguwdi dung III’. Nhirng chwong trinh mail va mét
hé théng co thé s | SO khainiém

dung E-mail thdng qua | |y,  DNS va Sendmail

Mail POP Client va . s )
V. Nhirng tap tin cau hinh Sendmail

Webmail.
VI. Tap tin /etc/aliases
VII. C4u hinh Mail Server voi
Sendmail
VII. Mot sb file chu hinh trong
sendmail

IX. CAu hinh POP Mail Server

X. Cai dat va ciu hinh Webmail -
Openwebmail.
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.  Nhirng giao thirc mail

Hé théng mail duwgc xay dwng dwa trén mot sb giao thirc sau: Simple Mail Transfer Protocol
(SMTP), Post Office Protocol (POP), Multipurpose Internet Mail Extensions (MIME) va Interactive
Mail Access Protocol (IMAP ), dwoc dinh trong RFC 1176 la moét giao thirc quan trong duorc thiét
ké dé thay thé POP, né cung cip nhiéu co ché tim kiém van ban, phan tich message tir xa ma ta
khong tim thdy trong POP. Trong phan nay ta chi qua tdm t&i ba giao thirc SMTP, POP, MIME
trong hé thdng mail.

1. SMTP(Simple Mail Transfer Protocol)

SMTP & giao thirc tin cdy chiu trach nhiém phan phat mail. N6 chuyén mail tir hé théng mang
nay sang hé théng mang khac, chuyén mail trong hé thédng mang néi bd. Giao thirc SMTP dwoc
dinh nghia trong RFC 821, SMTP la mét dich vu tin cay, huwéng két ndi( connection-oriented)
dwoc cung cép bdi giao thirc TCP(Transmission Control Protocol ), né st dung sb hiéu céng
(well-known port) 25. Sau day la danh sach cac tap Iénh trong giao thirc SMTP.

Tép 1énh SMTP
Lénh Cu phap chirc niing
Hello HELO <sending-host> Lénh nhan dién

SMTP

From MAIL FROM:<from-address>  Dia chi ngu&i géi

Recipient RCPT TO:<to-address> Dia chi nguoi
nhan

Data DATA B&t dau goi
théng diép

Reset RSET Huy bdé théng
diép

Verify ~ VRFY <string> Kiém tra
username

Expand EXPN <string> M& réng danh
sach mail

Help HELP [string] Yéu ciu giup d&

Quit QUIT Két thuc phién

giao dich SMTP
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DPé sir dung cac Iénh SMTP ta dung Iénh telnet theo port 25 trén hé théng & xa sau dé g&i mail
théng qua co ché dong Iénh. K§ thuat nay thinh thoang ciing dwoc st dung dé kiém tra hé théng
SMTP server, nhung diéu chinh yéu & day la chung ta s dung SMTP d& minh hoa lam cach nao
mail dwoc g&i qua cac hé thdng khac nhau. Trong vi du sau minh hoa qué trinh g&i mail théng
qua co ché dong lénh SMTP cia Daniel trén may peanut.nuts.com té&i almond.nuts.com cua
Tyler.

%telnet almond.nuts.com 25
Trying 172.16.12.1 ...
Connected to almond.nuts.com.
Escape character is "A]
220 almond Sendmail 4.1/1.41 ready at Tue, 29 Mar 94 17:21:26
EST
helo peanut.nuts.com
250 almond Hello peanut.nuts.com, pleased to meet you
/ldia chi ngu&i goi
mail from:<daniel@peanut.nuts.com>
250 <daniel@peanut.nuts.com>... Sender ok
//dia chi ngw&i nhan
rcpt to:<tyler@almond.nuts.com>
250 <tyler@almond.nuts.com>... Recipient ok
//bét dau viét néi dung thw.
data
354 Enter mail, end with "." on a line by itself
Hi Tyler!

250 Mail accepted
/Ithoat ra khadi phién giao dich
quit
221 almond delivering mail
Connection closed by foreign host.
Ngoai ra con cé mét sb 1énh khac nhw: SEND, SOML, SAML, va TURN dwoc dinh trong RFC 821

la nhikng cau Iénh tuy chon va khdng dwgc sir dung thwong xuyén.

Lénh HELP in ra tém tat cac 1énh dwoc thwe thi. Vi du ta dung lénh HELP RSET chi dinh cac
thdng tin dwoc yéu ciu khi si dung Iénh RSET, L&nh VRFY va EXPN thi hitu dung hon nhwng
né thwdrng bi khoa vi ly do an ninh mang béi vi né cung cip cho ngwdi dung chiém dung bang
thdng mang. Vi du Ié&nh EXPN <admin> yéu cau liét ké ra danh sach dia chi email nam trong
nhom mail admin. Lénh VRFY dé Iéy cac thong tin ca nhan ctia mét tai khoan nao dé, vi du Iénh
VRFY <mac>, mac la mét tai khoan cuc bd. Trwdng hop ta dung Iénh VRFY <jane>, jane la mét
bi danh nam trong file /etc/aliases thi gia tri tra vé& 1a dia chi email dwoc tim thay trong file aliases
nay.

SMTP la hé thédng phan phat mail trwc tiép tr dau dén cubi(tly noi bat dau phan phat cho dén
tram phan phat cubi cung), diéu nay rat hiém khi s& dung. hau hét hé thébng maik s& dung giao
thire store and forward nhw UUCP va X.400, hai giao thirc nay di chuyén mail di qua méi hop, né
lwu tri» théng diép tai mdi hop va sau dé chuyén téi hé thdng tiép theo, théng diép dwoc chuyén
tiép cho t&i khi né t&i hé théng phan phat cudi cung.

Trong hinh sau minh hoa ca hai ky thuat store and forward va phan phat truc tiép téi hé théng
mail. Dia chi UUCP chi dinh dwérng di ma mail di qua dé téi nguwdi nhan, trong khi d6 dia chi mail
SMTP ngu y 1a hé théng phan phat sau clng.
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UUCP: Store and forward delivery
local
. P I —lrl e | ||JIDﬂSDﬂ| | lion |casnew |—r I

local user kristen

SMTP: End-to-end delivery

local
P I — acom.nuts.com I

local user kristen

Phan phat truc tiép(Direct delivery) cho phép SMTP phan phat E-mail ma khéng dwa vao host
trung gian nao. Néu nhw SMTP phan phat bi 16i thi hé thdng cuc bd sé théng bao cho ngudi g
hay né dwa mail vao hang doi mail d& phan phat sau. Bt loi clia viéc phan phat truc tiép(direct
delivery) 1a n6 yéu cau hai hé théng cung cap dau di cac théng tin diéu khién mail, mot sb hé
théng khong thé diéu khién mail nhw PCs cac hé théng mobile nhw laptops, nhitng hé théng nay
thwdrng tat may vao cudi ngay hay thwdrng xuyén khéng truc tuyén(offline). Dé diéu khién nhirng
trwong hop nay can phai cé hé théng DNS duoc st dung dé chuyén théng diép téi may cha mail
thay cho hé thdng phan phat mail trwc tiép. Mail sau d6 dwoc chuyén tir server t&i may tram khi
may tram két ndi mang tré lai(online), giao thirc mang POP cho phép thuwc hién chirc nang nay.

.2. Post Office Protocol

Cé hai phién ban ctia POP dwgc str dung réng rai la POP2, POP3. POP2 dwgc dinh nghia trong
RFC 937, POP3 dwoc dinh nghia trong RFC 1725. POP2 st* dung 109 va POP3 st dung Port
110. Céac cau lénh trong hai giao thirc nay khéng gibng nhau nhung chung cung thwc hién chirc
nang co ban |a kiém tra tén d&ng nhap va password ctia user va chuyén mail ctia nguwdi dung tir
server t¢i hé thc“')ng doc mail cuc bd clia user. Trong khi d6 tap Iénh cia POP3 hoan toan khac vé&i
tap lénh ctia POP2.

Table 3.3: POP3 Commands

Lénh Chirc nang
USER Cho biét théng tin vé username can nhan mail
username
PASS Password clia username can nhan mail
password
STAT Hién thi sé thong diép chwa dwoc doc tinh
bang bytes

RETR n Nhan théng diép thir n

DELE n Xoa théng diép thr n
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Table 3.3: POP3 Commands
Lénh Chirc niang

LAST Hién thi théng tin message cubi cung.

LIST [n] Hién thi kich thwéc ctia thong diép thi n

RSET Khéng xoéa tét ca théng diép, va quay lai théng
diép dau tién

TOPn| In ra cac HEADER va dong th&r n cla théng
diép

NOOP Khéng lam gi

QUIT Két thic phién giao dich POP3

Mac du cac cau lénh ciia POP3 va POP2 khac nhau nhw chung cung thyc hién mét chirc nang,
sau day la vi du vé phién giao dich POP3 :

% telnet almond 110
Trying 172.16.12.1 ...
Connected to almond.nuts.com.
Escape character is '"]'.
+OK almond POP3 Server Process 3.3(1) at Mon 15-May-
95 4:48PM-EDT
user hunt
+0OK User name (hunt) ok. Password, please.
pass Watts?Watt?
+OK 3 messages in folder NEWMAIL (V3.3 Rev B04)
stat
+0OK 3 459
retr 1
+OK 146 octets
The full text of message 1
dele 1
+OK message # 1 deleted
retr 2
+OK 155 octets
The full text of message 2
dele 2
+0OK message # 2 deleted
retr 3
+OK 158 octets
The full text of message 3
dele 3
+OK message # 3 deleted
quit
+OK POP3 almond Server exiting (0 NEWMAIL messages
left)
Connection closed by foreign host.
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Il. Gi&ithiéu vé hé thong mail

Nhirng thanh phan trong mét hé théng mail M6t hé théng mail yéu cau phai cé it nhat hai thanh
phan, né cé thé dinh vi trén hai hé thdng khac nhau hodc trén cing mot hé thdng, mail server va
mail client. Ngoai ra, né con c6 nhirng thanh phan khac nhw Mail Host, Mail Gateway. So' d6 vé
mot hé thdng email day dGa cac thanh phan:

Other Domaine

Mail Gawsn y

M i Serwer

Clent Cliet

Il.1. Mail gateway

Mot mail gateway la may két néi gitra cac mang dung cac giao thirc truyén théng khac nhau hoac
két nbi cac mang khac nhau dung chung giao thirc. Vi du mot mail gateway cé thé két néi mot
mang TCP/IP v&i mot mang chay bd giao thirc Systems Network Architecture (SNA).

M6t mail gateway don gian nhat dung dé két néi 2 mang dung chung giao thirc hodc mailer. Khi
dé mail gateway chuyén mail gitva domain ndi bo va cac domain bén ngoai. Mail gateway ciing
két ndi 2 mang ding mailer khac nhau nhw hinh vé& dudi. Gateway gitra 2 giao thirc truyén khac

B od

maiera

"

maier b

;

==

I.2. Mail Host

M6t mail host Ia may gil vai trd may chd mail chinh trong hé théng mang. N6 dung nhw thanh
phan trung gian dé chuyén mail gitra cac vi tri khdng két ndi trwc tiép dwoc véi nhau.

Mail host phan giai dia chi ngudi nhan dé chuyén gitra cac mail server hodc chuyén dén mail
gateway.
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M6t vi du vé mail host la may trong mang cuc bd LAN c6 modem dwoc thiét 1ap lién két PPP
ho&c UUCP dung phone line . Mail host ciing c6 thé 1a may chi doéng vai trd router gitra mang noi
bé va mang Internet.

11.3. Mail Server

Mail Server chira mailbox ctia ngwdi dung. Mail Server nhan mail tr mail client glvi dén va dua
vao hang doi dé gt dén Mail Host. Mail Server nhan mail tr Mail Host givi dén va dua vao
mailbox cGia ngudi dung. Ngwéi dung st dung NFS (Network File System) d& mount thw muc
chtra mailbox trén Mail Server dé doc. Néu NFS khéng duwoc hé tro thi ngudi dung phai login vao
Mail Server dé nhan thuw.

Trong trwéng hop Mail Client hd tro POP/IMAP va trén Mail Server ciing hd tro POP/IMAP thi
ngudi dung cé thé doc thw bang POP/IMAP.

I.4. Mail Client

La nhitng hé théng ma né cho phép tap tin mail spool clia user dwgc doc théng qua co ché
mount ctia NFS thw muc /var/mail tr mail hub, néu khéng cé thw muc /var/mail thi ta phai mount
tw dong thw muc /var/mail trong tap tin vfstab tw server.

I.5. M6t s6 so d6 hé théng mail thwérng dung

I.L5.1 Hé théng mail cuc bd

C4u hinh hé théng mail don gian gdm mét hodc nhiéu tram lam viéc két ndi vao mét Mail Server.
Tét ca mail d&u chuyén cuc bo.

Mail Server

=]

A==

I1.5.2 Hé théng mail cuc bd c6 két noi tir xa:

Hé théng mail trong mdt mang nhé gém moét mail server, mét mail host va mdt mail gateway két
ndi v&i hé théng bén ngoai. Khdng can DNS server
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Mail Server + Mail Host
+ Mail Gateway

=]
=

I1.L5.3 Hé théng hai domain va mét gateway

C4u hinh dwéi day gbm 2 domain va mot mail gateway. Trong ciu hinh nay mail server, mail
host, va mail gateway (hodc gateways) cho mdi domain hoat déng nhw mét hé théng doc lap. Dé
quan tri va phan phéi mail cho 2 domain thi dich vu DNS budc phai cé.

o Ge 5D G

Domain 1 |

Mo G ¥
Dormain 2

| | | Mait Hoa |

g O i 4

lll. Nhirng chwong trinh mail va mét sé khai niém

lll.1. Mail User Agent (MUA)

MUA : 1a nhitng chwong trinh ma nguoi sir dung dung dé doc, soan thao va gvi mail.

lll.2. Mail Transfer Agent (MTA)

MTA : la chwong trinh chuyén thw gitra cac may Mail Hub. Sendmail 1a mét Mail Transfer Agent
(MTA) dung giao thirc SMTP dé déng vai trd 1a mdt SMTP Server lam nhiém vu dinh tuyén trong
viéc phan thw . N6 nhan mail tr nhirtng Mail User Agent (MUA) va nhitng MTA khac, sau dé
chuyén mail dén cac MTA trén may khac hay MTA trén may cGa minh. D& né khéng déng vai tro
la mot tram phan thw dén cho ngudi dung, ta phai dung mét chwong trinh khac nhw POP, IMAP
dé thwc hién viéc nay.

I11.3. Mailbox

Mailbox la mét tap tin lwu trir tt c& cac mail clia ngudi dung. Trén hé théng Unix, khi ta thém
mot tai khoan ngwdi ding vao hé théng déng thoi sé tao ra mot mailbox cho ngudi ding dé.
Thoéng thwdng, tén cla mailbox trung véi tén dang nhap clia nguwdi dung. Tap tin nay dat trong
thw muc /var/spool/mail. Khi c6 mail givi dén cho ngudi dung, chwong trinh x& ly mail cia server
cuc bd s& phan phdi mail nay vao mailbox twong ng. Trong tap tin mailbox, mdi mail bat dau
bang dong c6 tir khoa From va két thic bang mét dong trang.
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Khi ngwdi dung dang nhap vao hé théng va st dung mail client d& nhan mail (hoac telnet tryc
tiép vao mailserver d& nhan ), POP Server sé vao thw muc /var/spool/mail 14y mail tr mailbox
chuyén cho ngudi dung.

Théng thwdng, sau khi client nhan mail, cac mail trong mail box sé bi xéa. Tuy nhién, ngwdi dung
cling c6 thé yéu cau gitr lai mail trén mailbox, diéu nay thwc hién nhe vao mét tiy chon cia mail
client.

lll.4. Hang de¢i (queue)

Cac mail g&i di c6 thé dwoc chuyén di ngay hodc ciing cé thé dwoc chuyén vao hang doi. C6

nhiéu nguyén nhan khién mét mail bi gilr lai trong hang doii :

- Khi mail d6 tam th&i chwa thé chuyén di dwoc hodc c6 mét sb dia chi trong danh sach nguoi
nhan chwa thé chuyén dén dwgc vao thdi diém hién tai.

- Khi tuy chon cAu hinh phan phat mail cé gia tri 1a True, khi d6 tat ca cac mail déu bj giwr lai
cho dén khi viéc phan phoi hoan tat.

- Khi gia tri DeliverMode(d)béng queue-only ho&c defer thi tAt ca cac mail déu bi gil lai trong
hang doi.

- Khi sb lwong tién trinh phan phdi bi tdc nghén vwot qua gidi han quy dinh bdi tuy chon
QueuelLA(x).

lll.5. Alias

Mot s6 van dé phirc tap thuwdng gap trong qué trinh phan thw 13 :

- Phan phéi dén cho cling mét ngwoi qua nhiéu dia chi khac nhau.

- Phan phéi dén nhiéu ngwdi nhung qua cung mét dia chi.

- Két néi thw véi mot tap tin dé lwu trir hodc dung cho cac muc dich khac nhau.

- Loc thw thdng qua cac chwong trinh hay cac script.

Dé giai quyét cac van dé trén ta phai s& dung alias. D6 la sw thay thé mét dia chi ngwoi nhan
bang mét hay nhiéu dia chi khac. Pia chi dung thay thé c6 thé la mot ngudi nhan, mét danh sach
ngw®i nhan, mét chwong trinh, mot tap tin hay la sy két hop cla nhirng loai nay.

Cac thdng tin vé alias lwu trong tap tin aliases. Tap tin nay dwgc sendmail xac dinh qua 2 tuy
chon trong tap tin ciu hinh Ia ServiceSwitchFile va AliasFile. Tuy chon th(r nhat chi ra phwong

thirc tim kiém cac alias(chdng han tim kiém trong cac tap tin), tiy chon th& hai chi ra tap tin
aliases sé dwoc str dung.

I1.5.1 Tap tin aliases
CAu trac cua tap tin nay la cac dong text. Cac dong tréng, cac dong chu thich sé bi bé qua khi
sendmail st dung tap tin nay. Cac dong bat dau véi mét khodng trdng hodc mét khoang tab dwoc
xem la tiép tuc ctia dong trén né. Tat ca cac dong khac 1a cac dong mé ta céac alias. Méi dong
alias c6 dang nhw sau :

Alias: local
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Phan local dat & dau dong la mot dia chi nguwdi ding cuc b, tiép theo do 1a dau hai chdm (cé thé
c6 cac khoang trdng & gitra). Néu khong cé dau hai cham thi dong d6 xem nhuw khéng hop 1é .
Sau dau hai chdm 1a phan alias, d6 c6 thé la mot hodc nhiéu dia chi cach nhau béi dau phay,
gitra cac dia chi c6 thé c6 khoang tréng. Dia chi c6 thé hiéu Ia dia chi email, tén mét chwong trinh
xt ly mail, tén tap tin d& gén mail vao hodc tén clia mét tap tin chira cac dia chi khac.

Phan local phai la mét user cuc bd. Khi sendmail doc mét tén local, nd sé thwc hién cac bwédc
chuén héa va thdm dinh tén d6. Viéc chuan hoéa dia chi thwc hién béng cach tach lay phan dia
chi, chuyén thanh ky tw thwéong réi viét lai theo rule set 3 va 0 dé kiém tra xem, v&i dia chi do thi
c6 thé tim dwoc tram phan phdi cuc bd nao khong .

Vi du: Mét dong alias c6 ndi dung nhw sau :

geogre : gw
Sau khi dwoc chuan héa va kiém tra thay hop 1é , sendmail sé lwu lai trong co s& di liéu cla né
théng tin nhw sau :

geogre : gw

Khi c6 thw dén dia chi ctia geogre, sendmail viét lai dia chi d6 theo rule set 3 va 0. Rule set 0
dung dé& chon mét tram phan phéi cuc bo . Chi trong trwdng hop chon dwoc tram phan phéi thi
sendmail méi tim mot dia chi trong tap tin aliases. Trong trwdng hop trén, dia chi geogre sé
duwoc tim va thay thé bang dia chi gw. Sau d6 sendmail danh dau geogre va xem nhw dia chi nay
da giai quyét xong , va thém dia chi gw vao danh sach cac nguoi nhan. Luc nay gw dwoc xem
nhw mot dia chi méi va qua trinh chuén hda lai tiép tuc dién ra. Qua trinh nhw trén sé dién ra cho
dén khi khéng con tim dwoc mét dia chi méi nao niva. Sendmail danh d4u dia chi geogre thay vi
x6a han la dé tranh trwérng hop cac dia chi tao thanh chu trinh :
geogre : gw
gw : geogre
Néu sendmail phat hién mét chu trinh nhw vay, né sé thai hdi mail d6. Mot van dé co thé gap phai
khi tao alias & v&i cung moét tén ta lai tao nhiéu dong alias.
Vidu:
staff : bob
staff’ : geogre
Hai dong nay sé gay ra 16i tring tén va két qua la dong dau c6 thé bi bé qua.Tuy nhién, viéc nay
c6 thé khéc phuc bang cach mé ta vao tap tin cdu hinh dong tuy chon sau:
OAliasFile=dbm:-A /etc/aliasdir/groups
Khi d6 sendmail sé tw déng ndi hai dong trén thanh :

staff : bob, geogre

l1.5.2 Cac hinh thirc phan phéi thw théng qua alias

Ta xét phan bén phai cia mét dong alias, phan nay gém cé 4 dang nhw sau:
- Local: user

- Local: ffile
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- Local: [program
- Local:incluse:list

Hinh thirc local: user

user chi dén mot tén, tén nay cé thé la dich dén cubi cung hodc co thé 1a phan local clia mét alias
khac. Tuy nhién, néu user d6 la cuc bd va trudc user d6 cé diu \ thi cac alias tiép theo cta user
do sé khong dung dén, thw sé dwoc chuyén dén hop thw ctia user do.

Hinh thirc local: /file

Thay vi phan thuw dén hop thw cla user, ta c6 thé chi ra mét tap tin d& sendmail khi néi dung cua
thw vao tiép theo phan cudi cla tap tin d6. O’ day , file la tap tin dé viét thw vao.

Hinh thire local:|program:

M6t hinh thirc phan thw khac niva la chuyén thu d6 cho mét chwong trinh xi ly khac. Program 1a
tén chuwong trinh do, ta phai d&t né trong dau ngodc kép(cung v&i cac tham sb néu co). Khi st
dung hinh thic nay ta nén dat tham sb cho program vi khi sendmail thiee hién viéc phan thw , né
s& sap xép cac dia chi lai va sé bd ra cac dia chi trung l&p, luc nay tén program cling duwgc xem la
mot dia chi. Van dé 1a néu ta dung mét chwong trinh dé x& ly thw cho nhiéu ngudi (nhiéu dong
alias str dung cung tén program), khi dé néu khéng c6 tham s cho méi chwong sendmail s& xem
dé nhu cac dia chi trung lap va chi git lai mot, két qua la mot sé ngudi sé khéng nhan dworc thw.

Hinh thirc local::include:list: Hinh thiérc nay, thuw sé dwoc x ly va géi dén mét danh sach cac
ngw&i nhan.

I11.5.3 Cac alias dac biét

Cach van hanh ctia sendmail doi hdi phai co6 2 alias dac biét dinh nghia trong tap tin aliases, do la
Postmaster va MAILDER-DAEMON

Postmaster :

- Chuén RFC822 yéu cau mdi site ¢ 1 alias tén la postmaster. Cac mail g&i dén postmaster
dwoc chuyén dén cho ngudi cé kha nang gidi quyét cac van dé vé mail. Néu postmaster
khéng phai 1a mot alias hodc mét ngudi thwe sw thi sendmail sé bao 16i.

- Trong trwong hop moét site khéng cé mét tai khoan thuwe sw mang tén postmaster, ban phai
tao mot alias mang tén dé. Alias nay phai chi dén mot hay nhiéu ngudi thue, mac du né ciing
c6 thé chi dén céac tap tin lwu tri hodc mot chwong trinh loc.

MAILDER-DEAMON :

Khi mét mail bi 16i va tra lai, dia chi clia ngudi g&i théng bao 16i thwdng sé 1ay bang gia tri cia

macro $n va gia tri dé6 thwong la mailer-daemon. Nguwoi dung thwong vé tinh tra 10i lai cac mail

thdng bao 16i, do d6 can phai c6 mot alias cho mailer-daemon véi dia chi chuyén thw tiép theo la
postmaster hoac null.
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1l.5.4 Mailing list va forward
Sendmail c6 thé Iéy danh sach dia chi ngwoi nhan tir tap tin aliases hoac tir mét tap tin ngoai.
M6t mailing list 1a tén cla moét user ma khi sendmail phan tich ra sé tré thanh mét danh sach
ngw®i nhan. Cac mailing list co thé 1a ndi bod (cd ngwdi nhan déu cé trong tap tin alias) hoac
ngoai(danh sach nguoi nhan duoc liét ké trong cac tap tin ngoai), hodc cé thé la két hop cda hai
loai trén.
Mailing list ndi bo:
M&t mailing list ndi bd 1a mdt muc trong tap tin aliases véi phan bén phai c6 nhiéu hon mot nguoi
nhan. Vi du trong tap tin aliases c6 cac dong sau :

admin : bob, jim, phil

bob : \bob, /u/bob/admin/maillog
admin va bob chinh la 2 mailing list vi né dwgc phan tich ra thanh nhiéu dia chi nguwei nhan.
Céc mailing list ndi bd cé thé tré nén rat phirc tap khi dwoc td chire trén dién rong. Mét vi du don
gidn nhw sau :

research : userl,user2

applications: user3, user4

admins: user5, user6

advertising: user?7, user8

engineering:research, applications

frontoffice: admin, advertising

everyone: engineering,frontoffice

(0] day, chi co 4 alias dau tién (research, applications, admins, advertising) dwgc phan tich thanh
nhirng ngwdi nhan thwe sw. Ba dong ké do la sw két hop cla 4 alias trwéc d6. Va dong cudi la
bao ham tat ca nhirtng ngudi nhan. Khi sé lwgng mailing list it va khéng thwérng xuyén thay déi, ta
c6 thé quan ly rat hiéu qua bang tap tin aliases. Tuy nhién, khi s6 lwgng mailing list kha 16n thi
viéc quan ly tap tin aliases sé& rat kho khan. Bé khac phuc khé khan nay, cac mailing list sé dwoc
khai bao trong cac tap tin ngoai.

Céac mailing list dang INCLUDE:

Ki tw :include: & bén phai ctia mét alias bao hiéu cho sendmail biét 13 phai doc danh sach nguoi
nhan tr moét tap tin ngoai. Chi thij :include: dwoc viét trong tap tin aliases nhw sau :

Localname: :include:/path
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V6i /path 1a dwdng dan tuyét dbi dén tap tin lwu danh sach ngwdi nhan. Néu /path 1a dwdng dan
gian tiép thi n6 phai tham chiéu dén thw muc hang doi ctia sendmail. Trong trwérng hop sendmail
khéng mé& dwoc tap tin nay nd sé bao 16i va bd qua tat ca nhirtng ngudi nhan co trong tap tin dé.
Sendmail doc tap tin danh sach tirng dong mét, cac dong trédng hodc cac dong bat dau bang ki tw
# s& dwoc bd qua. Trén cung mét dong cé thé cé nhiéu dia chi dwoc phan cach nhau béi dau
phay. Ban than méi dia chi c6 thé la mot alias trong tap tin aliases hoéc cac loai dia chi khac nhuw
dia chi ngudi dung, tén chwong trinh hodc tén tap tin. Ngoai ra, trong tap tin include cé thé chia
mot chi thi :include khac. Viéc doc tap tin ngoai dwoc diéu khién bang tly chon TimeOut.fileopen
trong tap tin cAu hinh. Ty chon nay qui dinh thdi gian tdi da cho phép d& mé& moét tap tin va bao
gdm phan kiém tra tinh an toan.
Sendmail kiém tra tinh an toan méi khi mé& moét tap tin. Néu ngwdi dung luc d6 1a root thi tat ca
cac thanh phan cla dwong dan ciing sé dwoc kiém tra. Trong lic kiém tra cac thanh phan cua
dwong dan, sendmail sé& in cac |&i cadnh bao khi phat hién cac thanh phan nay cé thudc tinh group
— hoéc world-writable. Sau khi mé tap tin, sendmail chuyén ngudi dung hién tai thanh chi sé hivu
clia tap tin d6. Khi d6, ngwoi dung sé cung cap cac dinh danh uid va gid cta nguwdi géi khi phan
phéi thu tlr hang doi. Trong mot sb trwdng hop sau, tap tin :include: sé khéng dwoc phan phbi
b&i chwong trinh hodc két ndi vao mét tap tin khac :
- Néu nguoi s& hivu tap tin :include: c6 mét shell ma shell d6 khéong dwoc khai bao trong thw
muc /etc/shells.
- Néu tap tin :include: cé thudc tinh world-writable.

- Né&u tap tin :include: c6 thudc tinh greoup-writable va tuy chon UnsafeGroupWrites dwgc dat
gia tri True

Forwarder:

Chwong trinh sendmail cho phép méi ngwdi dung c6 mét tap tin lwu danh sach cac dia chi sé

nhan mail cta minh. Tap tin nay dwoc chi dinh trong tuy chon ForwardPath(J), va né cé tén la

forward nam trong Home Directory clia ngwdi dung. Trong tap tin .forward chi ra dia chi email

can chuyén mail dén.

Vi du: NG6i dung tap tin .forward

nvan@yahoo.com

IV. DNS va Sendmail

DNS va Sendmail Ia 2 dich vu c6 mébi quan hé mat thiét véi nhau. Sendmail dwa vao dich vu DNS
dé chuyén mail tr mang bén trong ra bén ngoai va nguoc lai. Khi chuyén mail, Sendmail tim MX
record dé xac dinh may chd nao can chuyén mail dén. Cu phap record MX:

[domain name] IN MX 0 [mail server]
Vi du:
t3h.com. IN MX 0 mailserver.t3h.com.

Mot dia chi email thuong co dang sau:

username@subdomain...subdomain2.subdomain.top-level-domain.

Thanh phan bén phai dau @ la dia chi mién. Tén mién cé thé 1a mét td chirc hodc mét vang dia ly
nao do. N6 phan biét chir hoa va chir thuwdng.
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V. Nhirng tap tin cau hinh Sendmail

Sendmail hoat ddng dwa trén nhiéu tap tin cAu hinh khac nhau. Hai tap tin thwong thao tac nhéat
la /etc/aliases va /etc/sendmail.cf. Trong dé tap tin /etc/sendmail.cf la tap tin cAu hinh chinh va
quan trong nhét ctia sendmail. Sendmail dwa vao tap tin cu hinh nay dé xt ly, phan phéi mail
nhan dwoc.

V.1. Tap tin /etc/sendmail.cf

Théng tin cAu hinh trong tap tin sendmail.cf. Tap tin nay cé cAu tric dang text. N6i dung tap tin
dwoc chia thanh 3 nhém théng tin cu hinh chinh:

- Nhoém th&r nhat 14 nhirng tham sb cu hinh méi trwérng hoat dong cia sendmail. Vi du cac tuy
chon nhw: thoi gian két ndi, thoi gian tdi da mét mail & trong hang dei... va cac dwong dan
dén cac tap tin di liéu lién quan can dung khac.

- Nhoém th hai la phan dinh nghia cach hoat dong ctia sendmail nhw sendmail nhan chuyén
mail cho mién nao do, ...

- Nhoém th ba Ia phdn mé ta cac rule set ma ngwdi dung dinh nghia lai phwong thire x& Iy cla
sendmail nhw : dia chi ngwdi géi, ngudi nhan va chon cac mailer xt ly. T4t c& nhirng rule set
nay déu do nguoi dung thiét 1ap. C6 mot sb rule set cé y nghia quan trong nhw rule set 0, 1,
2, 3 v 4 sé dwoc gidi thiéu trong phan sau.

Trong tap tin sendmail.cf cé nhirng ky hiéu dac ta nhirng thong tin nhw sau:

T Y nghia Cu phap
khéa
# Tw khoa dau | #[cha thich]
dong cho  biet| . 4 pay 1a cha thich
dong nay la dong
chu thich
M Pinh nghia mot | Mname,field1=value1
mailer(Mail Mprog,P=/bin/sh,FlsD,A=sh —c -
delivery agent) $u
D Pinh nghia mot | DXchudikytw : dinh nghia macro
macro X c6 gié tri 1a chudikytw
(Vi du
Dxmailbox.hcmuns.edu.vn).
D{Ténmacro}giatri : dinh nghia
mot macro tén dai. Truy xuét
macro nay bang ${Ténmacro}
(Vi du
D{REMOTE}vnuhcm.edu.vn)
\% Binh nghia phién | Vn (n |a s version)
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ban cua tap tin
cau hinh

R Pinh nghia mot | Rlhs rhs cha thich.
luat moi (Vidu:R$+ $:$>22 goi rule set

22)

S Bat dau moét rule | Snn

set moi nn : tén rule set
(Vi du : S96)

C binh nghia mot | CXgiatri1 giatri2... : dinh nghia

class macro mét class macro X v&i cac gia tri
la giatri1, giatri2...
(Vi du : Cwlocalhost myhost)

F binh nghia mét | FX/path/filename : class macro
class macro lay | cé tén X lay gia tri tlr tap tin
gia tri tr mét tap | filename.
tin (Vi du : Fw/etc/mail/host_aliases

0 Thiét 1ap mét tly | OXoption cacthamsé
chon (Vi du : OLO #thiét 1ap log level

la 9)

H Pinh nghia mot | H?mailerflag?name:template
dong header (Vidu : H?F?From:$q

P Thiét 1ap gia tri dd | Pclass=nn
uu tien cda mail | gy - pjunk=-100
tuy theo loai mail

V.2. Macro

C6 nhirng gia tri ta dung I&p lai rat nhiéu Ian trong tap tin cAu hinh sendmail.cf. Dé thuan lgi trong
viéc st dung gia tri nay, nhw tap trung vé& moét chd dé dé dang chinh si¥a khi cé6 mét thay déi nao
do, béng cach dinh nghia mét macro cho gia tri d6. Sau dd, ban st dung macro da dwgc dinh
nghia tai nhiéu vi tri trong tap tin sendmail.cf mét cach dé& dang. Nhw da gidi thiéu & trén, ban
dung ki ty dac ta D dé dinh nghia mdt macro.

Vi du:
DRvnuhcm.edu.vn
D{REMOTE}vnuhcm.edu.vn
Trong do:
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R va {REMOTE} la tén cua macro dwgc dinh nghia
vnuhcm.edu.vn la gia tri cia macro
class macro

Class macro ciing twong tw nhw macro. Tuy nhién class macro khac macro & dac diém |a né cé
thé& co6 nhiéu gia tri cing mét luc. Pé dinh nghia mét class macro ta ding ki tw dic ta C
Vi du:

CW localhost vnuhcm.edu.vn

C{MY NAMES} localhost vauhcm.edu.vn

Trong d6 W va {MY_NAMES} la tén class macro dwgcc dinh nghia. Ching cung luc cé 2 gia tri
localhost va vnuhcm.edu.vn. Mét s macro dwoc sendmail dinh nghia sn:

Tén Mo ta
macro
N Nhan dang 16i trong message cla ngudi goi
\Y Phién ban cua sendmail
w Tén ngén clia may tinh(short hostname)
J Tén bi danh cla may tinh (canonical
hostname)
M Tén mién
K UUCP node name
B Ngay theo dinh dang RFC1123

V.3. Sendmail macro

File macros ctia sendmail dwoc Iwu trong file /etc/mail/sendmail.mc, trong file nay chira cac chi
dan gidp quan tri hé thédng mail. Mbi chi dan cla sendmail.mc thwdng bét dau bang tir khoa
DOMAIN, FEATURE, or OSTYPE, theo sau cac tir khéa nay 1a cac tham sé.

Vi du:
FEATURE( 'mailertable',"hash -o /etc/mail/mailertable.db’)dnl
Ta c6 thé dung m4 dé dich ti file sendmail.mc thanh file /etc/mail/sendmail.cf

m4 /etc/mail/sendmail.mc > /etc/mail/sendmail.cf

V.4. Tuy chon (Option)

Trong qua trinh cdu hinh sendmail cé rat nhiéu tiy chon ma ban can quan tdm. Tuy chon duwoc
thiét 1ap bang ki tw O & dau dong. Néu tén tly chon chi cé mot ky tw thi tén nay sé ding lién sau
O va lién sau tén |4 gia tri cha tuy chon. Nguwoc lai néu 1a tén dai, tén nay cach O dung mot
khoang trdng va gan gia tri cho tuy chon bang d4u =.
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Vi du:

OAl/etc/aliases #chi dwérng dan dén tap tin aliases

O Timeout.queuereturn=5d # néu mail & trong hang doi qua 5 ngay, né sé bi tra lai cho nguoi
goi.

O QueueDirectory=/var/spool/mqueue #chi dwong dén thw muc hang doi

O Timeout.queuewarn=4h #sau 4 gi&, néu mail chwa chuyén di duwoc thi sé c6 moét khuyén cao
phat sinh.

V.5. DPinh nghia cac mailer

M6t mailer c6 thé 1a mét MTA hoéc la Mail Delivery Agent (tram phan thw sau cung). Do cac mail

c6 thé dwoc phan dén nhiéu loai dia chi khac nhau(dia chi ngwoi ding, tap tin, chwong trinh...)

nén ta can phai dinh nghia cac mailer khac nhau dé lam nhirng viéc nay.

Viéc dinh nghia cac mailer la mét van dé quan trong va rat can thiét vi tit ca cac mail can phai

dwoc chuyén dén mot mailer nao dé dé tiép tuc di dén nguwdi nhan. Rule set 0 s& ddm nhiém viéc

chon mot mailer tiép theo dé chuyén mail. Vi du: mdt mail g&i cho mét user cuc bo sé& dwoc
chuyén dén mot mailer cuc bo dé tir do chuyén dén hop thw cta nguwdi dung. Ta cé thé dinh
nghia mét mailer béng ki tw dac ta M. Vi du ta dinh nghia mgt mailer cuc b nhw sau :

Mlocal, P=/bin/mail, F=IsDFMfSn, S=10, R=20, A=mail —d $u

Trong vi du trén ta dinh nghia mét mailer cuc bd co tén la local. Nhirng thong sd cho mailer bao

gom :

- T khoa P=: chi ra dwong dan dén chwong trinh s& nhan va xd ly mail

- Tw khoa F=: chira cac c& cia sendmail dung cho mailer nay.

- T khoa S=, R=: chi ra c4c rule set s& dwoc dung dé viét lai dia chi nguwdi gdi va nguoi
nhan. Tuy theo ddc diém cla tirng mailer ma ta dung nhirng rule set cho thich hop. Hai tw
khoéa nay ciing c6 thé dwgc dung dé viét lai dia chi trén bi thu (envelope) va trén header. Khi
do ta co thé dung S=21/31 dé& cu hinh sendmail ding rule set 21 dé viét lai dia chi trén bi
thw va dung rule set 31 dé viét lai dia chi trén header

- T khoéa A= : dung dé géi cac tham sb cho chwong trinh x( ly mail

- Ngoai ra con cé tir khéa T= DNS/RFC822/SMTP : diung dé liét ké 3 trwong thong tin vé
mailer. Trudng thir nhét 1a loai MTA, & day ta dung DNS dé tim dia chi nén trudng thir nhat
cb gia tri la DNS. Trwéng thi 2 Ia loai dia chi ngudi dung. Trwdng thiy 3 1a loai thong diép 16i
sé dwoc phat sinh.

V.6. Rule

Rule 1a phan quan trong trong tap tin cdu hinh sendmail.cf. Ban dinh nghia mét rule nham muc
dich viét lai mét dia chi nay thanh mét dia chi khac. Ky tw R dwoc dung dé dinh nghia mét rule.

Vi du:
RS+<@$%$*hcmussh.edu.vn.> S#relay$@mailhost-XHNV-22.local$:$1<@$2hcmussh.edu.vn>
M&i rule gébm 3 phan, cac phan cach nhau mét hay nhiéu tab:

Rihs rhs comment
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Trong do:
Lhs goi la phan bén trai cia luat
Rhs goi la phan bén phai cla luat

Hoat dong ctia mét rule la: néu diéu kién & |hs thda thi rhs s& dwoc thuc hién, ngwoc lai sé bd
qua rule d6 va thyc hién rule ké tiép.

V.7. Rule set

M6t tap hop cac rule tao thanh mét rule set. Ky tw S dung dé dinh nghia moét rule set. Theo sau S
la mot con sb dé phan biét gira cac rule set va mot rule set két thuc khi gdp mét rule set khac.
M6i mét rule set c6 mét chirc nang riéng do ngwdi dung dinh nghia. Tuy nhién tir rule set 0 dén
rule set 5 dwgrc sendmail dinh nghia triwdc va ching cé nhirng chirc nang dac trwng clia minh.

Rule set Nhiém vu
0 Kiém tra 16i va chon tram phan thw
1 X ly dia chi ngu&i goéi
2 X ly dia chi nguwdi nhan
3 X ly trwéc tat ca cac dia chi dé cho

cac rule set khac doc dwoc.

4 Viét lai dia chi dwéi dang binh
thwong (sau tat cd nhitng x& ly &
rule set 3 va 96 )

5 Rewrite unaliased local users

Rule set 0

Rule set 0 dwoc goi duy nhat mét 1an khi nhan dwoc mail dé tach dia chi mail thanh 3 phan sau
doé chon ra mail delivery agent, nhw hinh sau :

input
recipient
address

Fule Set 0 oufputs “trigla”

Rule set 0 phan giai mét triple
Rule set 3
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T rule set 1 dén rule set 4 c6 chirc nang thay déi dia chi ngwdi nhan va nguwdi géi & phan
header, envelope thanh dang chuidn ma sendmail c6 thé s& dung dwoc vi dia chi c6 thé viét &
nhiéu dang khac nhau nhu:

From : address (Full Name and other comments)
From : Full Name <address>

Sau khi dwoc st ly bi rule set 3 dia chi sé dwoc viét dwdi dang chuan (bd hét full name, ghi chu
va cac dau ngoic).

oo o= delivery agen

indicates

h J

> —— —]

opt D—_l |-j —

¥

Ludng ot I cée dia chi qua cée mile set

VI. Tap tin /etc/aliases

Tap tin /etc/aliases dung dé cau hinh alias cho nguwéi dung. C6 nghia la mét ngwdi dung coé thé
nhan mail v&i mét tén bi danh khac.

Vi du:_Trong trudng hop ta c6 mot nguwdi dung cuc bo 1a netadmin va ngwdi dung nay muén
nhan mail théng qua mét tén la quanly, ban sé khai bao trong tap tin /etc/aliases nhuw sau :

quanly: netadmin

Sau do6 thwce thi lénh #newaliases

VII. CAu hinh Mail Server v&i Sendmail

letc/sendmail.cf 1& mot tap tin cAu hinh chinh cla sendmail. Khi cdu hinh Mail Server voi
sendmail, ban can quan tam dén moét vai tham sb quan trong sau:

Cac tham so0 can cau hinh Giai thich

Cwilocalhost vnuhcm.edu.vn Cau hinh sendmail
nhan mail cho mién
vnuhcm.edu.vn

#Smart relay host Cac mail sé duwoc
chuyén 1én  may
vnhuserv.vnuhcm.edu.v
n dé gai di (relay host)

Dsvnuserv.vnuhcm.edu.vn

#maximum number of recipients | Giéi han sb ngudi
per SMTP envelope nhan déi v&i mot mail
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O MaxRecipientsPerMessage=50

#maximum message size Gi¢i han kich thwéc
tdi da cha mot mail

O MaxMessageSize=3000000 ] .
(tinh bang byte)

Ngoai ra ta phai cdu hinh cho sendmail nhan chuyén mail cho mién nao bang cach da khai bao
chuing trong tap tin /etc/sendmail.cf. Vi du, ban muén chuyén mail cho mién “vnuhcm.edu.vn”. Khi
dé, ban cau hinh tap tin /etc/mail/access nhw sau:

vnuhcm.edu.vn RELAY

Dong khai bao nay nham muc dich cho phép cac client trong mién vnuhcm.edu.vn dwoc g&i mail
théng qua mail server nay. Bén canh do, né con c6 muc dich khac 1a chdng relay nghia |a nhirng
mail nao ndm ngoai mién nay sé khong dwoc mail server nay chuyén di. Sau khi chinh stra tap
tin /etc/aliases, ban can phai chuyén tap tin tir dang van ban sang dang chuén dé sendmail cé thé
doc dwoc bang 1énh sau :

#makemap hash access < access
Khi da cAu hinh xong cac buéc trén ta cé thé khéi dong lai sendmail bdng mét trong nhirng dong
Iénh sau :

#chkconfig sendmail on

#/etc/rc.d/init.d/sendmail restart

VIIl. Mét sé file cu hinh trong sendmail

Théng thwong cac file cAu hinh clia sendmail dwoc dat trong thuw muc /etc/mail.

VIIl.1.File /etc/mail/access

Chi dinh cac sendmail s&€ RELAY hoac REJECT cho host hodc network gé&i thw qua mail server.
Cu phap khai bao nhw sau:

localhost.localdomain RELAY
localhost RELAY
127.0.0.1 RELAY
192.168.1.16 RELAY
my-site.com RELAY
abc@yahoo.com REJECT

Dung lénh #makemap hash access<acesss dé chuan héa file access text thanh file access.db

VIIl.2.File /etc/mail/local-host-names

File /etc/mail/local-host-names hay /etc/mail/sendmail.cw cho phép chi dinh danh sach cac host
va domain ma Mail Server chiu trach nhiém quan ly mail. Cu phap khai bao file local-host-names:

my-site.com

another-site.com
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Ta chi dinh Mail Server quan ly mail cho hai mién my-site.com va other-site.com. tuy nhién ta can
chi dinh MX RR trong DNS dé théng bao cho cac Mail Server khac biét rang Mail Server nao chiu
trach nhiém nhan mail cho mién other-site.com.

another-site.com. IN MX 10 mail.my-site.com.

VIIL.3.File /etc/mail/virtusertable
Chi dinh tap hop céac chi dan co ban hd tro' cho cac van dé nhan thw. Cu phap khai bao:

Dong 1: webmaster@another-site.com webmasters

Dong 2: @another-site.com marc

Dong 3: sales@my-site.com sales@another-site.com

Dong 4: paul@my-site.com paul

Dong 5: finance@my-site.com paul

Dong 6: @my-site.com error:nouser User unknown
Y nghia:

- Dong 1: Tt cad cac mail cia webmaster@another-site.com sé& dwoc géi vao local user:
webmasters

- Dong 2: Tat ca cac mail g&i vao mién other-site.com sé duwgc chuyén vao local user: marc

- Dong 3: Tt ca cac mail g&i vao dia chi sales@my-site.com sé& dwoc gdi tdi sales@another-
site.com.

- Dong 4,5: Tat ca cac mail g&i vao mail paul@ my-site.com, finance@my-site.com, s& chuyén
vao local user: paul.

- Dong 6: cac mail g&i vao domain my-site.com s& dwoc thong bao 16i tré lai nguoi gdi la
nouser User unknown

Dung Iénh #makemap hash virtusertable<virtusertable dé chuén hoéa file virtusertable text thanh
file virtusertable.db

Viil.4.File /etc/mail/mailertable
Puoc st dung dé& chuyén mail t&i mot may mail server khac. Cu phap cia file mailertable:
domain smtp:<mailer_address>
domain.com  smtp:mail.newserver.com
domain2.com  smtp:[mail.otherserver.com]
Hoéc ta c6 thé khai bao mailer nhw sau:
Vith.hemuns.edu.vn relay:vith-svr.hcmuns.edu.vn
csc-tata.hemuns.edu.vn relay:[172.29.8.13]

Khi mail g&i vao mién csc-tata.hcmuns.edu.vn thi mail server sé chuyén cho may 172.29.8.13 x{r
ly.
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Dung 1énh #makemap hash mailertable<mailertable dé chuan héa file mailertable text thanh file
mailertable.db

VIIL.5. File /etc/mail/domaintable

Khai bdo danh sach cac domain twong twong véi domain cuc bd. Hb tro trong viéc thay ddi tén
mién, khai bao hai hay nhiéu tén mién tré vé& cung mét mailbox. Cu phap khai bao nhw sau:

olddomain.com newdomain.com

Dung 1énh #makemap hash domaintable<domaintable dé chuén héa file domaintable text thanh
file domaintable.db

IX. Cau hinh POP Mail Server

C6 hai cach cai dat POP Server:

Céach 1: Ta can phai cai dat géi tin imap-2002d-3.i386.rpm vi trong package nay c6 chira POP
Server, trong cac dia CDROM cla Fedora chwa c6 package nay do dé ta phai download twr site:
http://rpmfind.net. Kh&i déng POP Server ta dung Iénh sau:

#chkconfig pop3 on
#service xinetd restart

Hoac sau khi ta cai dat IMAP package xong ta dung Iénh setup ->System Services -> IPOP3, sau
dé dung 1énh #/etc/init.d/xinetd restart.

Céach 2: Cai dat goi dovecot-0.99.10.5-0.FC2.rpm tir CDROM Fedora Core 2, sau dé ta m& file
cau hinh /etc/dovecot.conf dé thay déi cac théng sé sau:

= protocols = imap imaps pop3 pop3s ; chi dinh cac protocol sir dung
= imap_listen =* ; chi dinh trang thai listen trén card mang cho IMAP
= pop3 listen="* ; chi dinh trang thai listen trén card mang cho POP3
sau do thwe thilénh :
#chkconfig dovecot on

#service dovecot restart

X. Cai dat va cau hinh Webmail - Openwebmail

Open Webmail 1a hé théng Webmail dwa trén chwong trinh Neomail version 1.14. Open Webmail
dwoc thiét k& dé chay trén hé théng Unix & Linux cung cap cho nguwdi dung st dung Mail qua
Web. Trén Linux ta cé thé download file *.rpm ti dia chi:

http://openwebmail.org/openwebmail/download/redhat/rpm/release/

http://openwebmail.org/openwebmail/download/redhat/rpm/packages/

Tuy nhién néu ta muén cai dat Open Webmail tir source code (*.tar.gz) tir dia chi:
http://openwebmail.org/openwebmail/download/release/

http://openwebmail.org/openwebmail/download/packages/
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Ta c6 thé vao Website sau dé xem tro’ giup vé chuong trinh:

http://openwebmail.org/openwebmail/help/en/index.html

X.1. Cai dat va cau hinh Open Webmail

X.1.1 Cai dat tir file nhi phan *.rpm
Bwéc 1: Ta dung Iénh rpm —ivh package*.rpm
Déi voi Fedora Core ta can cac package sau:
- perl-Compress-Zlib-1.33-6.i386.rpm
- perl-suidperl-5.8.3-18.1.i386.rpm
- perl-Text-Iconv-1.2-fc1.i386.rpm
- openwebmail-2.51-1.i386.rpm

D6 véi phién ban trwéc cla Linux thi ta can tham khao thém Website
http://openwebmail.org/openwebmail/download/ dé biét rd hon.

Bwéc 2: Dbi voi Fedora Core yéu cau phai cd MIME-Base64-3.0 cho nén ta can cai thém phan
mém nay:

- #tar xzvf MIME-Base64-3.00.tar.gz

#cd MIME-Base64-3.00/

#perl Makefile.PL

- #make

- #make install
Bwéc 3: Thye thi Iénh # /var/www/cgi-bin/openwebmail/openwebmail-tool.pl --init

Bwéc 4: Sau d6 Open Webmail yéu cau thay dbi théng tin trong file /var/lwww/cgi-
bin/openwebmail/etc/defaults/dbm.conf

dbm_ext .db
dbmopen_ext .db
dbmopen_haslock no

Bwé&c 5: Thye thi lai Iénh # /var/www/cgi-bin/openwebmail/openwebmail-tool.pl --init

Bwéc 6: Truy cap vao dia chi http://server/cgi-bin/openwebmail/openwebmail.pl dé& truy xuét vao
Webmail Server dé st dung
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X.1.2 M6t sé théng tin cau hinh co ban

Moi théng tin cdu hinh cla Open Webmail nam trong file /var/www/cgi-
bin/openwebmail/etc/openwebmail.conf. Ta can tham kh&o céac théng tin cdu hinh sau:

releasedate 20050228 #ngay cudi cap nhat phién ban
domainnames  hcm.vn #chi dinh tén domain

auth_module auth_unix.pl

mailspooldir /var/spool/mail # chi dinh spool mail cho user.
ow_cgidir /var/wwwy/cgi-bin/openwebmail

ow_cgiurl /cgi-bin/openwebmail

ow_htmldir /var/www/data/openwebmail

ow_htmlurl /data/openwebmail

logfile /var/log/openwebmail.log

X.2. Cai dat Open Webmail tir Source code

Ta download phan mém sau tir dia chi http://openwebmail.org/openwebmail/download/packages!.
Apache Web server cho phép thwc thi chwong trinh cgi.

- Perl 5.005 or later

- CGl.pm-3.05.tar.gz

- MIME-Base64-3.01.tar.gz
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libnet-1.19.tar.gz

Digest-1.08.tar.gz

Digest-MD5-2.33.tar.gz

Text-lconv-1.2.tar.gz

libiconv-1.9.1.tar.gz (required néu hé théng khéng hé trg' iconv)
openwebmail-2.51.tar.gz

Tuy nhién ta can tham khao dia chi sau dé cap nhat théng tin cho hop 1é dé& chon cac goi trén tai
dia chi: http://openwebmail.org/openwebmail/doc/readme.txt. Sau khi ta download xong cac phan
mém trén ta thwe hién cac bwdc nhw sau:

Bwadc 1: Cai phan mém CGl.pm
cd /tmp
tar -zxvf CGl.pm-3.05.tar.gz
cd CGIl.pm-3.05
perl Makefile.PL
make
make install
Buwdc 2: Cai phdn mém MIME-Base64
cd /tmp
tar -zxvf MIME-Base64-3.01.tar.gz
cd MIME-Base64-3.01
perl Makefile.PL
make
make install
Budc 3: Cai phan mém libnet
cd /tmp
tar -zxvf libnet-1.19.tar.gz
cd libnet-1.19
perl Makefile.PL (ans 'no' if asked to update configuration)
make
make install
Buwdc 4: cai phan mém Text-lconv-1.2
cd /tmp

tar -zxvf libiconv-1.9.1.tar.gz
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cd libiconv-1.9.1
.Jconfigure
make
make install
cd /tmp
tar -zxvf Text-lconv-1.2.tar.gz
cd Text-lconv-1.2
perl Makefile.PL
make
make test
make install
Budc 5: cai dat OPENWEBMAIL
Phién ban mé&i nhat cia Open Webmail dwoc cung cap tai Website:
http://openwebmail.org/openwebmail/
1. cd /var/www
tar -zxvBpf openwebmail-X.XX.tar.gz
mv data/openwebmail html/
rmdir data
2. cd /var/www/cgi-bin/openwebmail/etc
Thay d6i auth_unix.conf tir defaults/auth_unix.conf
a. set passwdfile_encrypted to '/etc/shadow’
b set passwdmkdb to 'none’
Thay d6i openwebmail.conf
Dat mailspooldir thanh '/var/spool/mail’
Dat ow_htmldir thanh '/var/www/html/openwebmail'
Dat ow_cgidir thanh '/var/www/cgi-bin/openwebmail’

bat  spellcheck thanh  /usr/binfispell -a -S -w """
@@@DICTIONARY@@@ -p @@@PDICNAME@Q@@@'

3. Thém théng tin
/var/log/openwebmail.log {
postrotate
usr/bin/killall -HUP syslogd

endscript
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}

Téi file /etc/logrotate.d/syslog dé ghi nhan log clia openwebmail.log

4. Thyce thi I€nh /var/www/cgi-bin/openwebmail/openwebmail-tool.pl —init
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BAI 16
PROXY SERVER

Tom tit

Ly thuyét: 5 tiét - Thwc hanh: 5 tiét.

Muc tiéu Cac muc chinh it t?P Rt Bai tz{p lam
: : buéc thém

I.  Gidithiéu Firewall Bai tap 6.1
(Dich vu
Proxy)

Bai hoc gidi thiéu co
ché té chirc va quan tri | Il Gidi thiéu Squid Proxy
dich vu Proxy dé hé |
tro chia sé két noi
Internet va thiét lap
chinh sach bdo mat
cho hé théng mang noi
bo.

C4u hinh Squid Proxy
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l. Firewall

Internet I& mot hé théng mé, dé 1a diém manh va ciing la diém yéu cta né. Chinh diém yéu nay
lam gidm kha nang bao mat thong tin ndi bd ctia hé théng. Néu chi la mang LAN thi khéng c6 van
dé gi, nhwng khi da két néi Internet thi phat sinh nhitng van dé& hét strc quan trong trong viéc
quan ly cac tai nguyén quy gia - ngudn thang tin - chdng viéc truy cap bat hop phap trong khi van
cho phép ngudi duwgc Gy nhiém s dung cac ngudn théng tin ma ho dwoc cp quyén, va phuong
phap chdng rd ri théng tin trén cac mang truyén di liéu cong cong (Public Data Communication
Network). Yéu cau xay dwng hé thdng an ninh ngay cang quan trong vi nhirng ly do sau:

- Céc dbi tht canh tranh ludn tim cach dé lay dwoc moi théng tin clia nhau.
- Céc tay hacker tim cach xam nhap pha hoai hé théng mang ndi bo ...

I.1.  Gi&i thiéu vé Firewall

Thuat nglr Firewall c6 ngudn gbc tir mot ky thuat thiét ké trong xay dwng dé ngan chan, han ché

hda hoan. Trong céng nghé théng tin, Firewall 1a mét kj thuat dwoc tich hop vao hé théng mang

dé chébng lai viéc truy cap trai phép, bao vé cac ngudn tai nguyén ciing nhw han ché sw xam nhap

vao hé théng ctia mét sb thong tin khac khéng mong muédn. Cu thé hon, cé thé hiéu firewall 1a

mdt co ché bao vé gilba mang tin twdng (trusted network), vi du mang intranet nbi bd, véi cac

mang khong tin twéng ma thdng thudng 1a Internet. V& mét vat ly, firewall bao gbm mét hoac

nhiéu hé théng may chi két ndi véi bo dinh tuyén (router) hodc cé chirc nang router. V& mat chirc

nang, Firewall cé nhiém vuy:

- Tt ca céac trao dbi di¥ liéu tir trong ra ngoai va nguwoc lai déu phai thuwc hién théng qua
firewall.

- Chi ¢6 nhirng trao ddi dwgc cho phép béi hé théng mang ndi bo (trusted network) méi dwoc
quyén lwu théng qua firewall.

- Céac phan mém quan ly an ninh chay trén hé thdng may chi bao gém :

Quan ly xac thwe (Authentication): cé chirc ndng ngén can truy cap trai phép vao hé thébng mang

ndi bd. M&i ngudi st dung mudn truy cap hop 1& phai cé moét tai khodn (account) bao gdm mét

tén ngwdi dung (username) va mat khau (password).

Quan ly cap quyén (Authorization): cho phép xac dinh quyén s dung tai nguyén ciing nhw cac

ngudn théng tin trén mang theo tirng nguwdi, ttrng nhdm ngwdi s dung.

Quan ly ké toan (Accounting Management): cho phép ghi nhan tat ca cac sw kién xay ra lién quan

dén viéc truy cap va sir dung ngudn tai nguyén trén mang theo tirng thoi diém (ngay/gi®) va thoi

gian truy cap dbi v&i viing tai nguyén nao da dwoc str dung hodc thay ddi bd sung ...

I.2. Nhirng chinh sach Firewall

Budc dau tién trong viéc cau hinh Firewall |4 thiét 1ap cac chinh sach:
- Nhirng dich vu ndo can ngan chan.

- Nhirng host ndo can phuc vu.

- M&Gi nhédm can truy xuat nhirng dich vu nao.

- M@i dich vu sé dwoc bao vé nhw thé nao.
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I1.3. Cac loai Firewall va cach hoat dong

1.3.1 Packet filtering (B6 loc goi tin)

Loai Firewall nay thuwc hién viéc kiém tra sd nhan dang dia chi clia cac packet dé tr d6 cap phép
cho ching lwu théng hay ngan chan. Cac théng sb co thé loc dwoc clia mét packet nhu:

- Dia chi IP noi xuét phat (source IP address).
- Dia chi IP noi nhan (destination IP address).
- Cbng TCP noi xuét phat (source TCP port).
- Cbng TCP noi nhan (destination TCP port).

Loai Firewall nay cho phép kiém soat dwoc két nbi vao may chi, khoéa viéc truy cap vao hé théng
mang ndi bo tr nhirng dia chi khdng cho phép. Ngoai ra, né con kiém soat hiéu suét s&v dung
nhirng dich vu dang hoat déng trén hé thdng mang néi bd théng qua cac céng TCP twong (ng.

1.3.2 Application gateway

Pay 1a loai Firewall dwoc thiét ké dé tang cwdng chirc nang kiém soat cac loai dich vu dwa trén
nhirng giao thirc dwgc cho phép truy cap vao hé thc“'mg mang. Co ché hoat dong cda né dya trén
mo hinh Proxy Service. Trong mé hinh nay phai tén tai mét hay nhiéu may tinh déng vai trd Proxy
Server. Mot (rng dung trong mang ndi boé yéu cau mét déi twong nao d6 trén Internet, Proxy
Server s& nhan yéu ciu nay va chuyén dén server trén Internet. Khi server trén Internet tra I&i,
Proxy Server s& nhan va chuyén nguwoc lai cho (rng dung da glri yéu cau. Co ché loc clia packet

filtering k&t hop vé&i co ché “dai dién” cla application gateway cung cap mét kha nang an toan va

uyén chuyén hon, dic biét khi kiém soat cac truy cap tir bén ngoai.

Vi du: Mot hé théng mang c6 chirc nang packet filtering ngan chan cac két néi bang TELNET vao
hé théng ngoai trlr moét may duy nhéat - TELNET application gateway la dwoc phép. Mot ngudi
mudn két ndi vao hé théng bang TELNET phai qua cac bwéc sau:

- Thuwec hién telnet vao may chi bén trong can truy cap.

- Gateway kiém tra dia chi IP noi xuét phat ctia ngudi truy cap dé cho phép hodc tir chéi.

- Ngudi truy cap phai vuot qua hé thdng kiém tra xac thuc.

- Proxy Service tao mot két ndi Telnet gitra gateway va may chi can truy nhap.

- Proxy Service lién két lwu théng gitra ngudi truy cap va may chi trong mang néi bé.

Co ché bo loc packet két hop véi co ché proxy cé nhwoc diém la hién nay cac ing dung dang
phat trién rat nhanh, do d6 néu cac proxy khéng dap rng kip cho cac &ng dung, nguy co méat an
toan sé tang lén.

Théng thwéng nhitng phan mém Proxy Server hoat dong nhw mot gateway ndi gitka hai mang,
mang bén trong va mang bén ngoai.
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Praxy
ZErver
yatenay

Praxy
SEFwer
yatemay

Prosoy
ZErwer
fatemay

Pudng két ndi gitra Proxy Server va Internet théng qua nha cung cép dich vu Internet (Internet
Service Provider - ISP) cé thé chon mét trong cac cach sau:

Dung modem analog: st dung giao thirc SLIP/PPP dé két ndi vao ISP va truy cap Internet.
Duing dial-up thi téc d6 bi gi¢i han, thwong 1a 28.8 Kbps - 36.6 Kbps. Hién nay da c6 modem
analog tbc dd 56 Kbps nhwng chwa dwoc thir nghiém nhiéu. Phwong phap dung dial-up qua
modem analog thich hgp cho cac td chirc nhd, chi cé nhu cau s dung dich vu Web va e-
mail.

Dung dwong ISDN: Dich vu ISDN (Integrated Services Digital Network) da kha phd bién &
mot sb nwdc tién tién. Dich vu nay dung tin hiéu sb trén duwéng truyén nén khéng can modem
analog, cho phép truyén ca tiéng néi va dir liéu trén mot ddi day. Cac kénh thué bao ISDN
(dwdng truyén dan théng tin gitra ngudi st dung va mang) cé thé dat téc do tir 64 Kbps dén
138,24 Mbps. Dich vu ISDN thich hop cho cac cong ty vira va I&n, yéu ciu bang thdng Ién
ma viéc dung modem analog khéng dap ng dugc.

Phan cirng dung dé két ndi tuy thudc vao viéc ndi két truc tiép Proxy Server véi Internet hodc
théng qua moét router. Dung dial-up ddi hdi phai c6 modem analog, dung ISDN phai cé bd phéi
ghép ISDN cai trén server.

Viéc chon lwa cach két néi va mot ISP thich hop tuy thudc vao yéu cau cu thé ctia cong ty, vi du
nhw sd ngwdi can truy cap Internet, cac dich vu va &ng dung nao duwoc st dung, cac duong két
ndi va cach tinh cwéc ma ISP c6 thé cung cép.
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Il. Squid Proxy

I1. Gi&i thiéu Squid

Squid la mét chwong trinh internet proxy-caching cé vai tro tiép nhan cac yéu cau tr cac client va
chuyén cho Internet server thich hop. Bdng thdi, né sé lwu 1én dia nhirng di¥ liéu dugc tra vé tir
Internet server — goi la caching. Chuwong trinh nay dung dé& céu hinh Proxy Server. Vi vay wu
diém cuia squid la khi mot div liéu ma dwoc yéu cau nhiéu 1an thi Proxy Server sé |4y thong tin ti
cache trd vé cho client. Diéu nay lam cho tbc do truy xuét Internet nhanh hon va tiét kiém bang
thdong. Squid dwa trén nhirng dac ta cla giao thtrc HTTP nén né chi la mét HTTP Proxy. Do dé
Squid chi cé thé la mét proxy cho nhirng chwong trinh ma chung dung giao thirc nay dé truy cap
Internet.

I.2. Nhirng giao thirc hoé tror trén Squid
Squid proxy hé trg nhirng giao thirc sau:

- Proxying and caching of HTTP, FTP, and other URLs.
- Proxying for SSL.

- Cache hierarchies.

- ICP, HTCP, CARP, Cache Digests.

- Transparent caching.

- WCCP - Web Cache Communication Protocol (Squid v2.3 and above).
- Extensive access controls.

- HTTP server acceleration.

- SNMP.

- Caching of DNS lookups.

I.3. Trao déi cache

Squid cé kha nang chia sé di¥ liéu gitra nhirtng cache véi nhau. Viéc chia sé nay mang lai nhirng

lgiich nhw :

- User Base: néu sb lwong client truy cap Internet théng qua proxy cang nhiéu thi khd nédng
mot dbi twong nao dé dwoc yéu cau 2 1an sé cao hon.

- Giadm tai truy xuat (Reduce load) cho dwdng truyén.

- Disk space: Néu ban chuyén can béng gilra cac cache v&i nhau sé tranh duwoc viéc sao lai
dir liéu da lwu. Do d6 dung lwgng dia cirng danh cho viéc lwu trir cache sé giam.

I.4. Cai dit Squid Proxy

I1.4.1 Cac thw muc mac dinh cua Squid
- lusr/local/squid: thw muc cai dat squid

- lusr/local/squid/bin: thw muc Iwu binary squid va nhirng tool dwoc hd tro.

- lusr/local/squid/cache: thw muc lwu nhirng di¥ liéu duwgc cache. Day la thw muc mac dinh,
ban co thé thay déi vi tri thw muc nay.

Hoc phan 4 - Chimg chi quan tri mang Linux Trang 219/271



Huéng dan giang day

- lusr/local/squid/etc: nhirng tap tin cAu hinh squid nam trong thu muc nay.

- lusr/local/squid/src: thw muc lwu source code squid dwgc download ttr net.

11.4.2 Cai dat squid tir package rpm
- Khi cai dat squid trong hé diéu hanh Linux, vi tri cac thv muc méc dinh co nhirng diém khac
sau:

{usr/sbin: Lwu nhirng thw vién clia Squid .

letc/squid: Lwu cac tap tin cAu hinh squid.

Ivar/log/squid: Lwu cac tap tin log cla squid.

Ban dung |énh sau dé cai squid:

- rpm —i squid-version.i386.rpm

II.5. Cau hinh

I.5.1 Tap tin cdu hinh

Tét ca nhirng tap tin cAu hinh Squid dwoc lwu trong thw muc /usr/local/squid/etc (Linux: /etc/squid
). Mét tap tin cdu hinh quan trong nhat quyét dinh sy hoat ddng ctia Squid la squid.conf. Trong tap
tin ciu hinh nay c6 125 tag tuy chon, nhwng chi cé mét sb tiy chon dwoc ciu hinh, va nhivng
dong chu thich bat dau bang d4u “ # ”. Ban chi can thay ddi 8 tuy chon co ban la squid hoat déng
dwgc. Nhirng tly chon con lai ban c6 thé tim hiéu thém dé hiéu rd nhirng tinh ndng ma Squid hd
tro.

I1.L5.2 Nhirng tuy chon co’ ban

Ban can phai thay ddi mot sb tuy chon co ban dé squid hoat ddng. Mac dinh squid cdm tat ca
browser truy cap. Sau day la nhirng miéu ta vé cac tly chon nay.

http_port: cAu hinh céng HTTP ma squid sé lang nghe nhirng yéu cau dwoc givi dén.

Cu phap: http_port <cdng>

Mac dinh: http_port 3128. Ta thuwdng thay déi cdng nay 1a 8080 va dwoc khai bao nhu sau:
http_port 8080

Nhirng tly chon &nh huéng dén cache:

Cache_mem : Chi dinh bd nhé thich hop cho cac déi twong (In-Transit objects, Hot
Objects, Negative-Cached objects).

Cache_swap_low ; Chi dinh kich thwéc thAp nhat clia cache object khi thay thé (dwoc tinh
béang % v&i viung nhé cache)

Cache_swap_high ; Chi dinh kich thwéc cao nhét cla cache object khi thay thé (dwoc tinh
bang % v&i vung nhé cache)

Puéng dan céc tap tin log va thu muc cache:

Cache_dir: ciu hinh thw muc Iwu trir di¥ liéu dwoc cache, Mac dinh cache_dir dwoc khai bao
nhw sau:

cache_dir /usr/local/squid/cache 100 16 256
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Thw muc cache cé kich thwéc mac dinh la 100Mbps, 16 level-1 subdirectory ctia thw muc
lusr/local/squid/cache, level-2 subdirectory cho méi level-1.

Cache_access_log: Lwu triv cac activity request cla client yéu cu dén proxy server dé truy xuét
Web.

cache_access_log /var/log/squid/access.log

Cache_log: Luu triv cac thong tin chung vé cache.

cache_log /var/log/squid/cache.log

Cache_store_log: Luwu tri¥ cac thong tin vé déi twong dwoc cache trén proxy, thdi gian lwu triy,...
Cache_effective_user, cache_effective_group: ngudi dung va nhém cé thé thay ddi squid.

Vi du:

cache_effective_user squid

cache_effective_group squid

Access Control List va Access Control Operators:

Ban cé thé dung Access Control List va Access Control Operators dé ngan chan, gi¢i han viéc
truy xuat dwa vao tén mién, dia chi IP dich(IP ctia may hodc mang). Mac dinh, squid t chdi phuc
vu tat ca. Vi vay, ban phai cau hinh lai tham sb nay. Cl phap dinh nghia Access List duing tag acl.

acl aclname acltype string1 ..
acl aclname acltype "file" ...

Vi du: Mét s6 vi du mau vé acl

acl aclname src ip-address/netmask ... (clients IP address)
addr1-addr2/netmask ... (range of addresses)

acl aclname srcdomain .foo.com ... # reverse lookup, client IP

acl aclname dst  ip-address/netmask ... (URL host's IP address)
acl aclname dstdomain .foo.com ... # Destination server from URL
acl aclname time  [day-abbrevs] [h1:m1-h2:m2]

acl aclname url_regex [-i] *http:// ... # regex matching on whole URL
acl aclname port 807021.. 0-1024

acl aclname proto HTTP FTP ...

acl aclname method GET POST ...

Thé (Tag) diéu khién truy xudt HTTP (d4u ! dé chi pha dinh ctia aclname)
http_access allow|deny [!Jaclname ...

Thé (Tag) diéu khién truy xuat cache_peer

cache_peer_access cache-host allow|deny [!]aclname ...

Vi Du: Ban chi cho phép mang 172.16.1.0/24 duwgc dung proxy server bang tir khéa src trong acl
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acl MyNetwork  src 172.16.1.0/255.255.255.0
http_access allow MyNetwork.
http_access deny all

Ban ciing c6 thé cAm cac may truy xuat dén nhirng site khong dwoc phép (nhirng site cé noi
dung phu hgp) bang tir khéa dstdomain trong acl,

Vi du:

acl BadDomain dstdomain yahoo.com

http_access deny BadDomain
http_access deny all

Néu danh sach cdm truy xuét dén céc site dai qua, ban cé thé lwu ching vao mét tap tin dang van
ban. N§i dung cla tap tin nay la danh sach cac dia chi. Vi du nhw sau:

acl BadDomain dstdomain “letc/squid/danhsachcam”
http_access deny BadDomain

Theo nhw vi du trén, tap tin “/etc/squid/danhsachcam” lwu cac dia chi khéng duwoc phép truy xuét.
Cac dia chi nay duwoc ghi ETY lwot theo trng dong.
Néu cé nhiéu acl, trng v&i mbi acl phai cé6 mot http_access. Xem vi du minh hoa sau:

acl MyNetwork  src 172.16.1.0/255.255.255.0
acl BadDomain dstdomain www.yahoo.com
http_access deny BadDomain

http_access allow MyNetwork

http_access deny all

Nhw vay cau hinh trén cho thy proxy server cAm cac may truy xuat dén site www.yahoo.com va
chi c6 dwdng mang 172.16.1.0/32 |a dwgc phép dung proxy. “http_access deny all’ : cdm tat ca
ngoai nhirng truy cap con lai.

Gi®i han thi gian truy xuat: ta dung acl type kiéu la time, trong d6 MTWHF twong (ng la thiy
hai, th& ba, tht tw, thr nam, thlr sau.

acl business_hours time MTWHF 9:00-17:00
http_access allow business_hours

Chi dinh hostname cho Server: Visible_hostname <hostname> dé& chi dinh hostname cho
squid proxy.

Cache_peer: Néu proxy khong két ndi trwc tiép dén internet (khdng co dia chi IP that) hodc proxy
nam sau mét firewall thi ta phai cdu hinh proxy nay truy van dén proxy khac bang tham sé:
cache_peer. Cu phap clia cache_peer:

cache_peer hosthame type http_port icp_port
type = 'parent’,'sibling' hoac multicast
Vi du: Cac trwwdng thanh vién trong PHQG khai bao nhuw sau:

cache_peer vnuserv.vnuhcm.edu.vn parent 8080 8082
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Céu hinh trén cho thay, proxy sé truy van dén proxy “cha” vnuserv.vnuhcm.edu.vn véi tham sb
parent théng qua cbng http_port la 8080 va icp_port la 8082.
Ngoai ra, trong cing mét mang néu cé nhiéu proxy, ban cé thé cau hinh cac proxy nay truy van
l&n nhau nhw sau:

cache _peer proxy2.vhuhcm.edu.vn sibling 8080 8082
cache_peer  proxy3.vhuhcm.edu.vn sibling 8080 8082

sibling: cé nghfa chi dinh proxy khai bao la proxy ngang cap véi proxy hién tai.

I.6. Khé&i déong Squid

Sau khi da cai dat va cau hinh squid, ban phai tao thw muc cache - trwdc khi khéi dong - squid
bang lénh: squid -z. Néu trong qua trinh tao tap tin cache bi 16i, ban chd y dén cac quyén truy
xuét thuw muc cache dwoc khai bao trong tham sé cache_dir. Cé thé thuw muc dé khéng cé quyén
duwoc phép ghi. Khi d6, ban phai thay dbi bang dong lénh sau:

chown squid:squid  /var/spool/squid

chmod 770  /var/spool/squid
Sau khi tao xong thu muc cache, kh&i dong squid bang Iénh :

/usr/local/squid/squid —D&
Trong méi trwdng Linux, ban khéng can phai tao cache. Khi khéi déng bang script, né sé tw déng
tao cache cho ban:

#chkconfig squid on

#/etc/init.d/squid start/stop/restart
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BAI 17
Linux Security

Tom tit

Ly thuyét: 10 tiét - Thwe hanh: 10 tiét.

Muc tiéu Cac muc chinh it t?P Rt Bai tz{p lam
: : buéc thém

Bai hoc gioi thiéu cac | I. Log File Bai tip 7.1

(Linux

cong cu h6 tro cach |\ = Gigihan user security)

thiét 1ap Firewall trén
moi tredng Linux nhu: Il Network security
iptables, tcp_wrappers.
S dung iptables dé
thwc thi cac ky thuat
NAT, Routing.
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. LogFile

Mot s6 file log chinh trong hé théng:

- File /var/log/messages: Chira cac théng tin log ctia hé théng duwoc daemon syslogd ghi nhan.
- File /var/log/secure : chira cac théng tin vé login fail, add user,...

- File /var/log/wtmp lwu céc log vé& logon/reboot thanh cong vao hé théng(ta cé thé st dung
last tool d& xem théng tin nay).

- File /var/run/utmp lwu cac session hién tai dang logon vao hé théng(ta cé thé dung lIénh who,
w dé xem thong tin nay).

Il. Gi&i han user

Thoéng qua tap tin /etc/nologin, ta c6 thé ngdn chan viéc login cha user trong hé thdng trir user
root.

Thw muc /etc/security/ cho phép ngudi quan tri cé thé gi¢i han user CPU time, kich thuéc tbi da
cua file, sb két nbi vao hé théng(file /etc/security/limits.conf).

/etc/security/access.conf dé gidi han viéc login cla user va nhéom tir 1 vij tri cu thé nao do.
Tham kh&o vé cu phap ca file /etc/security/limits.conf

<Domain> <type> <item> <value>
Trong dé:

<domain> :username, groupname(str dung theo cll phap @groupname)

<type> : hard, soft.

<item>: core, data, fsize,...(ta tham khao file /etc/security/limits.conf)

lll. Network security

Linux phan chia Network security thanh hai loai chinh:

- Loai 1: host based security
- Loai 2: port based security

lll.1. Host Based security

Tcp_wrappers cung cap host based access control list cho nhiéu loai network services nhu:
xinetd, sshd, portmap,...

Tcp_wrappers cung cap hai file ciu hinh /etc/hosts.allow va /etc/hosts.deny dé& ngan chan hodc
cho phép cac host request dén cac dich vu trong hé thdng. Cl phap cua 2 file nay nhw sau:

Service : hosts [EXCEPT] hosts
Vi du:
ALL: ALL EXCEPT .domain.com
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lll.2. Port based security

Linux kernel cho phép thuc thi chirc nang packet filtering trong hé théng théng qua céng cu
iptables, ipchains.

lI.2.1 Gi&i thiéu vé iptables

Iptables do Netfilter organization viét ra dé tang tinh nang bao mat trén hé théng Linux. Iptables
cung cap cac tinh nang sau:

- Tich hop tbt v&i kernel cta Linux.

- C6 kha nang phan tich package hiéu qua.

- Loc package dwa vao MAC va mét sé co hiéu trong TCP Header.

- Cung c4p chi tiét cac tuy chon dé ghi nhan s kién hé thdng.

- Cung cép ky thuat NAT

- C6 kha nang ngan chan mét sé co ché tan coéng theo kiéu tir chdi dich vu(denial of service
(DoS) attacks)

I11.2.2 Cai dat iptables
Iptables dwoc cai dat mac dinh trong hé théng Linux, package cla Iptables la iptables-1.2.9-
1.0.i386.rpm, ta c6 thé dung I&nh rpm dé cai dat package nay:
Rpm —ivh iptables-1.2.9-1.0.i386.rpm
Khéi dong iptables va xac dinh trang thai cua iptables
Cho phép iptables start vao thei diém hé thdng khéi dong:
#chkconfig iptables on
start/stop/restart dich vu DNS:
#service iptables restart
Xac dinh trang thai cua iptables
#service iptables status

l11.2.3 Co ché xtr ly package trong iptables

Iptables sé kiém tra tat ca cac package khi né di qua iptables host, qua trinh kiém tra nay duoc

thwe hién mét cach tuan tw tr entries dau tién dén entry cudi cung.

Cé ba loai bang trong iptables:

- Mangle table: chiu trach nhiém bién dbi quality of service bits trong TCP header. Théng
thudng loai table nay dwgc (rng dung trong SOHO.

- Filter queue: chiu trach nhiém thiét 1ap bo loc packet(packet filtering), cé ba loai built-in
chains dwgc mo ta dé thuc hién cac chinh sach vé firewall (firewall policy rules).

+ Forward chain: Loc packets di qua firewall.
+ Input chain: Loc packets di vao firewall.
+ Output chain: Loc packets di ra firewall.
- NAT queue: thyc thi chire nang NAT, cung cp hai loai build-in chains sau day:
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+ Pre-routing chain: NATs packets khi destination address ctia packet can thay déi (NAT
tr ngoai vao trong ndi bg).

+ Post-routing chain: NATs packets khi source address cla packet can thay ddi(NAT trir
trong ra ngoai)

Loai hang doi|Chirc ndng cha|Thay dbi packet|Chirc nd&ng cua Chain(Chain

(Queue hang doi|trong hang doi|Function)

Type) (Queue :Pacl;et .

Function) ran_s Qrma ion
chain in Queue)

Filter Packet filtering FORWARD Cho phép packet chuyén qua firewall
(Filters packets to servers accessible
by another NIC on the firewall)

INPUT Filters packets cho nhirng goi tin di
vao firewall (destined to the firewall)

OUTPUT Filters packets cho nhirng goi tin di
ra firewall (originating from the
firewall)

Nat Network Address| PREROUTING Qua trinh NAT sé thwc hién trwdc

Translation khi thuc thi co' ché routing. Diéu nay

thuat loi trong viéc thay déi dia chi
dich(NAT trong ra ngoai) dé dia chi
dich co thé twong thich vé&i bang
dinh tuyén cua firewall, khi cdu hinh
ta c6 thé dung ti» khoa DNAT dé mo
ta cho ky thuat nay.

POSTROUTING

Qua trinh NAT sé thwc hién sau qua
trinh dinh tuyén. qua trinh nay ngu y
rang ta khéng can thay déi dia chi
dich cta packet, ta chi can thay déi
dia chi nguén cta packet. Ky thuat
nay dwoc goi la NAT one-to-one
hoac many-to-one. (dwoc goi la
source NAT, hoac SNAT)
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Loai hang doi|Chirc ndng cha|Thay déi packet|Chirc ndng cua Chain(Chain
(Queue hang doi|trong hang doi|Function)
Type) (Queue :Pacl;et .
Function) ran's (?rma ion
chain in Queue)
OUTPUT Trong loai nay firewall thywc hién qua
trinh NAT
Mangle Thay dbi TCP| PREROUTING |Thay déi quality of service bits cla
header POSTROUTING | TCP Header.
OUTPUT
INPUT
FORWARD
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Packet in
N mangle Table
g PREROLITING Crzin
filter Table nat Tzble
OUTPUT Chazin PRERDUTING Chain
nat Tanle S~
OUTPUT Chaln e
&
mangle Table
OUTPUT Chazin e Arewall 7 ~
]
&
Yes
Firewall Reply Titber Tzbie
FORVWARD Chain
v v
Local Processing Titter T=ble nat Tzble
of Data "t INPUT Chzin PORTROUTING Cnzin
Packe? Tt

MetworkB

So dd lwu chuyén packet trong iptables

lIl.2.4 Targets va Jumps

Targets la co ché hoat dong trong iptables diing dé nhan dién va kiém tra packet.

Jump 1& co ché chuyén mot packet dén mot target nao dé dé xir ly thém mot s thao tac khac.
Danh sach cac target dwoc xay dwng san trong iptables:

Target Mo ta Nhirng tuy chon thong dung
ACCEPT iptables chdp nhan chuyén data
dén dich.
DROP Iptables block packet.
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Target Mo ta Nhirng tuy chon thong dung
LOG Thong tin cla packet sé géi vao | --log-prefix "string"
syslog daemon
|ptables, tiep tEJc’quIy luat tiép theo (iptables s& ghi nhan lai nhing
trong bang mo ta uat. messages bat dau bang chudi
Néu luat cudi cung khéng match thi | “string”).
sé drop packet.
REJECT Ngan chan packet va g&i thong | --reject-with qualifier
b&o cho sender.
(qualifier chi dinh loai reject
message sé dwgc gdi lai cho ngudi
goi. cac loai Qualifiers sau:
icmp-port-unreachable (default)
icmp-net-unreachable
icmp-host-unreachable
icmp-proto-unreachable
icmp-net-prohibited
icmp-host-prohibited
tcp-reset
echo-reply
DNAT Thay dbi dia chi dich cla packet | --to-destination ipaddress
(rewriting the destination IP
address of the packet) )
(iptables sé thay thé dia chi dich
bang dia chi ipaddress)
SNAT Thay déi dia chi ngudn cla packet | --to-source <address>[-
<address>][:<port>-<port>]
(Chi dinh dia chi ngudén va port
ngudn sé dwoc st dung)
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Target Mo ta Nhirng tuy chon thong dung

MASQUERADE | Bugc sir dung dé thuc hién kj | [-to-ports <port>[-<port>]]
thuat NAT ( gid mao dia chi nguén

v&i dia chi cua firewall's interface) .
(Chi dinh day port nguon anh xa voi

day port ban d4u)

11.2.5 Thuwc thi Iénh trong iptables
Bang mo ta vé iptables command:

Iptables command Mo ta(Description)
Switch
-t <table> Chi dinh bang cho iptables bao gbém: filter,

nat, mangle tables.

-j <target> nhdy dén mot target chain khi packet
thoa(phu hop) luat hién tai.

-A Pua luat vao cudi iptables chain.

-F Xo4a tat ca cac luat trong bang lwa chon

-p <protocol-type> M6 ta cac protocol bao gébm: icmp, tcp, udp,
and all

-s <ip-address> Chi dinh source IP address

-d <ip-address> Chi dinh destination IP address

-i <interface-name> Chi dinh "input" interface nhan packet.

-0 <interface-name> Chi dinh "output" interface.
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Vidu:

Firewall chap nhan cho b4t ky TCP packet di vao interface ethO dén dia chi 192.168.1.1
iptables -A INPUT -s 0/0 -i ethO -d 192.168.1.1 -p TCP -j ACCEPT

Dbat Firewall cho TCP packet ta tham khdo bang mé ta sau:

Kho4 chuyén(Switch)

Mb ta(Description)

-p tcp --sport <port>

TCP source port:

C6 thé chi dinh mot gia tri hoac mét day gia tri
theo dinh dang:

start-port-number:end-port-number

-p tcp --dport <port>

TCP destination port

C6 thé chi dinh mot gia tri hoac mét day gia tri
theo dinh dang:

starting-port:ending-port

-p tcp --syn

Nhan dién TCP connection request méi

! --syn khong phai tcp connection request méi.

-p udp --sport <port>

UDP source port

C6 thé chi dinh mét gia tri hodc mot day gia tri
theo dinh dang:

starting-port:ending-port

-p udp --dport <port>

UDP destination port

C6 thé chi dinh mot gia tri hoac mét day gia tri
theo dinh dang:

starting-port:ending-port

Vidu:

Firewall chdp nhan TCP packet dwgc dinh tuyén khi né di vao interface ethO va di ra interface

eth1 dé dén dich 192.168.1.58 vai port ngudn bat dau tir 1024 t¢i 65535 va port dich 80.
iptables -A FORWARD -s 0/0 -i eth0 -d 192.168.1.58 -0 eth1 -p TCP
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--sport 1024:65535 --dport 80 -j ACCEPT

Dbat Firewall cho ICMP packet ta tham khao bang mé ta sau:

--icmp-type Mo ta

--icmp-type <type> Mo ta hai loai echo-reply va echo-request

Vi du: Firewall cho phép g&i icmp echo-request va icmp echo-reply.

iptables -A OUTPUT -p icmp --icmp-type echo-request -j ACCEPT

iptables -A INPUT -p icmp --icmp-type echo-reply -j ACCEPT

Vi du:

Chi dinh sé lwong yé&u cau phu hop cho 1 don vi thoi gian theo dinh dang(/second, /minute, /hour,
/day)

iptables -A INPUT -p icmp --icmp-type echo-request -m limit --limit 1/s -i ethQ -j ACCEPT

Déc diém gioi han sb lwong connection nay ta sé chéng dwoc cac co ché tan cong theo kiéu nhw
SYN flood attacks va mét sb loai tAn cong theo kiéu tAn cong denial of service attack. Mot sb
théng s6 mé rong khi mo ta luat:

Kho4 chuyén(switch) M5 ta

-m multiport --sport <port, port> M6 td nhiéu day sport phai cach nhau
bang d4u “,” va dung tuy chon —-m

-m multiport --dport <port, port> M6 t& nhiéu day dport phai cach nhau

bang dau “,” va dung tuy chon —-m

“w

-m multiport --ports <port, port> M6 t& day port phai cach nhau bang dau “,
va dung tuy chon —m

-m --state <state> kiém tra trang thai:
ESTABLISHED: d4 thiét 1ap connection
NEW: bét dau thiét 1ap connection

RELATED: thiét lap connection th
hai(FTP data transfer, hoac ICMP error)

Vidu:

Firewall chdp nhan TCP packet(mé ta trong dong 1) tr bat ky dia chi nao di vao interface eth0
dén dia chi 192.168.1.58 qua interface eth1, source port tir 1024 t&i 65535 va dest port 1a 80 va
443. Packet tra v&(md ta trong dong 2) ciing dwoc chap nhan tir 192.168.1.58

iptables -A FORWARD -s 0/0 -i eth0 -d 192.168.1.58 -0 ethl -p TCP --sport 1024:65535 -m multiport
--dport 80,443 -j ACCEPT

iptables -A FORWARD -d 0/0 -o eth0 -s 192.168.1.58 -i ethl -p TCP -m state --state ESTABLISHED -
j ACCEPT
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11.2.6 S dung Chain tw dinh nghia

Thay vi sir dung cac chain da dwoc xay dwng san trong iptables, ta ¢ thé sir dung User Defined
chains dé& dinh nghia mét chain name mo ta cho tt c& protocol-type cho packet. Ta cé thé dung
User Defined Chains thay thé chain dai dong bang cach st dung chain chinh chi dén nhiéu chain
con.

Vidu:
iptables -A INPUT -i ethO -d 206.229.110.2 -j fast-input-queue
iptables -A OUTPUT -0 eth0 -s 206.229.110.2 -j fast-output-queue

iptables -A fast-input-queue -p icmp -j icmp-queue-in
iptables -A fast-output-queue -p icmp -j icmp-queue-out

iptables -A icmp-queue-out -p icmp --icmp-type echo-request
-m state --state NEW - ACCEPT
iptables -A icmp-queue-in -p icmp --icmp-type echo-reply -j ACCEPT

Chain Mo ta
INPUT Xay dwng INPUT chain trong iptables
OUTPUT Xay dwng OUTPUT chain trong iptables
fast-input-queue Input chain nhén dién cac giao thirc va

chuyén packet dén protocol trong chain

fast-output-queue Output chain nhan dién cac giao thirc va
chuyén packet dén protocol trong chain

icmp-queue-out Output cho ICMP

icmp-queue-in Input cho ICMP

1l.2.7 Lwu iptables script
Lénh service iptables save dé Iwu tri ciu hinh iptables trong file /etc/sysconfig/iptables khi ta
kh&i dong lai hé théng thi chwong trinh iptables-restore sé doc file script nay va kich hoat lai
théng tin cau hinh. Binh dang cta file nay nhw sau:

# Generated by iptables-save v1.2.9 on Mon Nov 8 11:00:07 2004

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [144:12748]

:RH-Firewall-1-INPUT - [0:0]

-A INPUT -j RH-Firewall-1-INPUT

-A FORWARD -j RH-Firewall-1-INPUT
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-A RH-Firewall-1-INPUT -i lo -j ACCEPT

-A RH-Firewall-1-INPUT -p icmp -m icmp --icmp-type 255 -j ACCEPT

-A RH-Firewall-1-INPUT -p esp -j ACCEPT

-A RH-Firewall-1-INPUT -p ah -j ACCEPT

-A RH-Firewall-1-INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited

COMMIT

# Completed on Mon Nov 8 11:00:07 2004

Trong Fedora ta c6 thé dung 1énh sau dé lwu script file cho iptables, #lokkit lwu cAu hinh iptables
firewall vao trong file /etc/sysconfig/iptables

11.2.8 Phuc hoi script khi mat script file.

Ta c6 thé thuc hién cac 1énh sau day dé phuc hdi script
# iptables-save > firewall-config
# cat firewall-config

# Generated by iptables-save v1.2.9 on Mon Nov 8 11:00:07 2004
*filter

:INPUT ACCEPT [0:0]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [144:12748]
:RH-Firewall-1-INPUT - [0:0]
-A INPUT -j RH-Firewall-1-INPUT
-A FORWARD -j RH-Firewall-1-INPUT
-A RH-Firewall-1-INPUT -i lo -j ACCEPT
-A RH-Firewall-1-INPUT -p icmp -m icmp --icmp-type 255 -j ACCEPT
-A RH-Firewall-1-INPUT -p esp -j ACCEPT
-A RH-Firewall-1-INPUT -p ah -j ACCEPT
-A RH-Firewall-1-INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited
COMMIT
# Completed on Mon Nov 8 11:00:07 2004
Sau 46 stra file firewall-config file, va nap lai iptables thong qua Iénh iptables-restore
# iptables-restore < firewall-config
Cudi cuing ta dung lénh:

# service iptables save

Hoc phan 4 - Chimg chi quan tri mang Linux Trang 235/271



Huéng dan giang day

l1.2.9 Load kernel module can cho iptables

(ng dung iptables yéu cau load mét sé6 module sau:

- iptable_nat module cho NAT.

- ip_conntrack_ftp module cin cho FTP support

- ip_conntrack module dé theo dai trang thai cia TCP connection.

- ip_nat_ftp module can cho viéc load FTP servers sau NAT firewall.

Néu /etc/sysconfig/iptables file khéng hé tro load cac module thi ta s& thém cac mo ta (statement)
sau vao /etc/rc.local file d& chay ching sau méi lan khéi dong lai hé thdng.

# File: /etc/rc.local

# Module to track the state of connections

modprobe ip_conntrack

# Load the iptables active FTP module, requires ip_conntrack

modprobe ip_conntrack_ftp

# Load iptables NAT module when required

modprobe iptable_nat

# Module required for active an FTP server using NAT

modprobe ip_nat_ftp

11.2.10Mét s6 vi du vé firewall

Vidul:

Cho phép truy xuat DNS dén Firewall:

iptables -A OUTPUT -p udp -o eth0Q --dport 53 --sport 1024:65535 -j ACCEPT
iptables -A INPUT -p udp -i ethQ --sport 53 --dport 1024:65535 -j ACCEPT
Vidu 2:

Cho phép WWW va SSH truy xuét t&i Firewall

#.
i

# Allow previously established connections
# - Interface eth( is the internet interface

# iptables -A OUTPUT -o eth0 -m state --state
ESTABLISHED,RELATED -j ACCEPT

i

# Allow port 80 (www) and 22 (SSH) connections to the firewall

T

iptables -A INPUT -p tcp -i ethQ --dport 22 —sport 1024:65535 -m state --state NEW -j ACCEPT

iptables -A INPUT -p tcp -i ethO --dport 80 --sport 1024:65535 -m state --state NEW -j ACCEPT

Vi du 3: Cho phép Firewall truy xuéat Internet
.

# Allow port 80 (www) and 443 (https) connections from the firewall

#.
i

Hoc phan 4 - Chimg chi quan tri mang Linux Trang 236/271



Huéng dan giang day

iptables -A OUTPUT -j ACCEPT -m state --state NEW,ESTABLISHED,RELATED -o eth0 -p tcp -m
multiport --dport 80,443 -m multiport --sport 1024:65535

T

# Allow previously established connections

# - Interface eth( is the internet interface
H.

7

iptables -A INPUT -j ACCEPT -m state --state ESTABLISHED,RELATED -i eth( -p tcp

Néu ta mubn tat ca cac TCP traffic bat dau tir Firewall dwoc chdp nhan thi ta bé dong:
-m multiport --dport 80,443 -m multiport --sport 1024:65535

Vi du 4: Cho phép mang néi bé truy xuét t&i Firewall
# Allow all bidirectional traffic from your firewall to the
# protected network
# - Interface ethl is the private network interface

i

iptables -A INPUT -j ACCEPT -p all -s 192.168.1.0/24 -i ethl
iptables -A OUTPUT -j ACCEPT -p all -d 192.168.1.0/24 -0 ethl

I11.2.11Khéc phuc sw c6 trén iptables
Kiém tra Firewall Logs

Firewall Logs dwgc ghi nhan vao /var/log/messages file

Dé cho phép iptables ghi log vao /var/log/messages ta phai ciu hinh nhw sau:

#.

# Log and drop all other packets to file /var/log/messages

# Without this we could be crawling around in the dark
.

ka

iptables -A OUTPUT -j LOG
iptables -A INPUT -j LOG
iptables -A FORWARD -j LOG

iptables -A OUTPUT -j DROP
iptables -A INPUT -j DROP
iptables -A FORWARD -j DROP

Sau day la mét sb vi du vé log output file

Firewall denies replies to DNS queries (UDP port 53) dén server 192.168.1.102 trén home network.

Feb 23 20:33:50 bigboy kernel: IN=wlan0) OUT= MAC=00:06.:25:09:69:80:00:a0:c5:el:3e:88:08:00
SRC=192.42.93.30 DST=192.168.1.102 LEN=220 TOS=0x00 PREC=0x00 TTL=54 ID=30485
PROTO=UDP SPT=53 DPT=32820 LEN=200

Firewall denies Windows NetBIOS traffic (UDP port 138)
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Feb 23 20:43:08 bigboy kernel: IN=wlan0 OUT= MAC=f{fff-{-f100:06:25:09:6a:b5:08:00
SRC=192.168.1.100 DST=192.168.1.255 LEN=241 TOS=0x00 PREC=0x00 TTL=64 ID=0 DF
PROTO=UDP SPT=138 DPT=138 LEN=221

Firewall denies Network Time Protocol (NTP UDP port 123)

Feb 23 20:58:48 bigboy kernel: IN= OUT=wlan0 SRC=192.168.1.102 DST=207.200.81.113 LEN=76
TOS=0x10 PREC=0x00 TTL=64 ID=0 DF PROTO=UDP SPT=123 DPT=123 LEN=56

lll.2.12iptables khéong khé&i dong

Khi ta kh&i dong iptables thi ta dung Iénh /etc/init.d/iptables start, lic nay iptables goi iptables
startup script trong file /etc/sysconfig/iptables. Do d6 néu file nay khéng ton tai hodc bi 16i thi
iptables c6 thé khéng hoat dong duoc.

Khi ta thay ddi ciu hinh trén iptables thi ta phai dung Iénh service iptables save dé lwu trir lai cac
thdng tin cAu hinh sau dé mai tién hanh restart lai iptables script file.

Vi du:

# service iptables start
# touch /etc/sysconfig/iptables
# chmod 600 /etc/sysconfig/iptables

# service iptables save
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Tom tit

Ly thuyét: 10 tiét - Thwe hanh: 10 tiét.

BAI 18
Webmin

Bai tip bat  Bai tip lam
budc thém

Muc tiéu Céac muc chinh

N oo | Gioi thiéu Webmin
Bai h th :
al noc giot TiGU €ac ) | = 51 @t Webmin

cong cu hd tro thao tac

lam viéc va quan tri hé | Il Céu hinh Webmin
théng qua

Web nhw Webmin,

Usermin

Bai tap 8.1

(Webmin)
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. Gi&i thiéu Webmin

La wng dung Web hd tro cho céng tac quan tri hé théng Unix/Linux qua Web, hau hét cac
chwong trinh tng dung ctia Webmin dwoc Jamie Cameron phat trién. Théng qua Webmin nguoi
dung cé thé logon vao hé théng Unix/Linux dé thyc hién cac thao tac quan tri hé théng mét cach
binh thwdng. Webmin cho phép nguwdi quan tri cé thé:

- Té chirc tai khodn ngwdi dung.

- Té chirc va cai dat cac dich vu nhw: apache, DNS, Mail, ...

- Cap nhat cac théng sb6 cau hinh cho hé théng.

- Céu hinh mang.

- Céu hinh hardware.

- Cé&u hinh Cluster.

- Thuwec thi lénh trén SHELL.

- Quan trihé théng tr xa qua telnet/ssh.

- Quan ly hé thdng tap tin va thw muc.

Il. Cai dat Webmin

Il.1. Cai dat tir file nhi phan
Webmin dwoc cung cap mién phi tai Website http://www.webmin.com. Ta download package
webmin-1.190-1.noarch.rpm. sau do thyc hién Iénh:

rpm -ivh webmin-1.190-1.noarch.rpm
Tham khao vé output sau khi cai dat Webmin.

warning: webmin-1.190-1.noarch.rpm: V3 DSA signature: NOKEY,
key ID 11f63c51

Preparing...
R AR AR [100%)
Operating system is Redhat Linux Fedora 2

1:webmin
R AR AR [100%)
Webmin install complete. You can now login to http://server:10000/
as root with your root password.

I.2. Cai dat Webmin tir file nguén *.tar.gz

# tar zxvf webmin-0.87 .tar.gz
[root@delilah webmin-1.050]# ./setup.sh

Web server port (default 10000):

Login name (default admin): root

Login password:

Password again:

The Perl SSLeay library is not installed. SSL not available.
Start Webmin at boot time (y/n): n

Sau khi cai dat hoan tat Webmin ta truy xuét Server theo dia chi: http://delilah.swell: 10000/
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lll. CAu hinh Webmin

lll.1. Pang nhap vao Webmin Server

Sau khi cai xong Webmin ta c6 thé dung Web Browser dé truy xuat vao Webmin Server
thdng qua dia chi http://server:10000/

£ http://172.29.14.150:10000/ - Microsoft Internet Explorer =13l x|
Elle Edit “ew Favorites Tools Help | #
Qonck + O+ [x) 2) (] Dsemch Jravorkes Wmede € [ 0- i 3 L) @ & B
Address I@ hitkp: 172,29, 14, 150: 10000 =l Go |Links @

[&] pone ’_l_l_lﬂ Internet
Man hinh déng nhap

RN

Nhap username : root va mat khau twong (rng dé logon vao hé théng

Webmin\ System  Serviers Networkingl Haordware  Cluster Others)

&

Webmin ActionsLog

Webmin Servers Index Webmin Users

Version 1.190 on server (Redhat Linux Fedora 2)

Giao dién Webmin

II.2. CAu hinh Webmin

Thay dbi mat khau cho Webmin Password bang dong 1&nh:
#/usr/libexec/webmin/changepass.pl /etc/webmin root 123456
Restart Webmin bang dong lénh:
#/etc/webmin/stop

#/etc/webmin/start
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Tim hiéu file cAu hinh Webmin /etc/webmin/miniserv.conf cho phép ta thay ddi mét sé thdng tin
c4u hinh Webmin Server

#chi dinh port number

port=10000
root=/usr/libexec/webmin

#chi dinh Webmin Type
mimetypes=/usr/libexec/webmin/mime.types
addtype_cgi=internal/cgi
realm=Webmin Server

#chi dinh logfile Iwu trir log cho Webmin
logfile=/var/webmin/miniserv.log

#lwu trlr error log
errorlog=/var/webmin/miniserv.error
#chi dinh pid file
pidfile=/var/webmin/miniserv.pid
logtime=168

ppath=

ssl=1

#khai bao bién méi trwéng lwu trir thong tin ciu hinh Webmin
env_WEBMIN_CONFIG=/etc/webmin
env_WEBMIN_VAR=/var/webmin
atboot=0
logout=/etc/webmin/logout-flag
#listen port

listen=10000

denyfile=\.pl$

log=1

blockhost_failures=5
blockhost_time=60

syslog=1

session=1

#chi file lwu trir Webmin User
userfile=/etc/webmin/miniserv.users
keyfile=/etc/webmin/miniserv.pem
passwd_file=/etc/shadow
passwd_uindex=0

passwd_pindex=1

passwd_cindex=2

passwd_mindex=4

passwd_mode=0

passdelay=1

preroot=mscstyle3

l.3. CAu hinh Webmin qua Web Browser

Sau khi dang nhap vao Webmin Server ta chon biéu twong Webmin configuration
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Webmin Index

webmin Configuration

& =i &
IF Access Control Port and Address Frozy Servers

User [nterface Webmin Modules Operating Svstem Language

= [t 1
o
Index Page Options Upgrade "Webmin Authentication Reassign IModules
" fa A
% @ %
Edit Categories Webmin Themes Trusted Referers S3L Encryption

e

Ceertificate Authority

Cho phép hay cdm truy xuat Webmin tir host nao dé trén mang théng qua IP Access Control.

i Allow from all addresses ;l
" Only allow from listed addresses
- Dty from listed addresses

™ Resolve hostnames on every request

|Save|

Allow from all addresses: cho phép tat ca cac host khac truy xuat Webmin.

Only allow from listed addresses: Chi cho phép cac host trong ListBox mé&i dwgc s dung
Webmin(ta c6 thé md ta dia chi nhw sau 172.29.1.0/255.255.255.0 dé chi dinh cho network
address)

Deny from listed addresses: cho phép tat ca cac host khac dwoc truy xuit Webmin nhwng cdm
cac host nam trong ListBox.

Save: Lwu tri lai nhirng gi ta thay dbi.

Port and Addresses: Cho phép hiéu chinh Webmin hoat déng trén dia chi IP va Port, néu ta
mubn Webmin hoat dong trén céng khac thi ta c6 thé vao muc nay dé hiéu chinh lai cho phu hop.

Hitsomorm T eeripmets BidwlPadiress  Lisewonponi |
Ay address I— lm 10000
|| =] ||Same as first x|
Listen for broadcasis on UDP port ™ Doyt ligten % IW

Web sexver hostmame & Work out from browser
Save I

Bind to IP address va Listen on port chi dinh Webmin listen 10000 tai dia chi IP(mac dinh Webmin
listen port 10000 trén tat ca cac IP cia Server)

Operating System and Environment: Chi dinh loai hé diéu hanh va mét sé dwdng dan chwong
trinh
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Current operating sysiem Redhat Linux Fedora 2

New operating system Fedhat Linux Fedora 2

Fedhat Linux Fedora 3 |
Redhat Linux Fedora 4

Redhat Linux 2145

Redhat Linux 2 1ES

Redhat Linux 2143

Redhat Linux 3 045 |

Program search path /hin ;I
fusri/bin

/abin
fusr/shin
/usr/local/bin

Library search path

-]
=

[ |
Adaitral exioment e, e ] Al
T

Save

Index Page Options: hiéu chinh man hinh chinh cta thwc don Webmin

Number of columns & Diefault I
Caiegorise modules? & ez { Ho
Defauli category ‘Webmin = I
Use alternative header? Cluster
Hardware
Show version, hosiname and O8? | |01 ation
Go direct io module Metworking
if user only has one? Others
Afier login, always go i module Sefer j

Save I

Chon ngdén ng¥ str dung cho Webmin

Display in language
Characier set for HTML

ret e P IFrench (FR)
Use language specified by browser? | German (DE)

Change Language I

Hungarian (HL) |
ltalian (IT)

Japanese (JA_JPEUC)
Klingon (TL)

Kaorean (KO_KR.EUC)
Lithuanian (LT}

Chon Webmin Themes dé hiéu chinh giao dién s dung cho Webmin nhuw icons, colours,
background, va cach trinh bay Web page cho Webmin.

Curreni theme : | MSC.Linux Theme 'I Change I

Old Webmin theme |
|Caldera Thame

. theme on your system. Themes are typically distributed in . wht files,
your operating system.

© Fromlocalﬁlel J
 From upluadedﬁlel Browse |
' From fip of hitp UHLI

Install Theme
This form can be used to delete one of the themes installed on your system that is not currently inwse.

Theme to delete : | Caldera Theme x| Delete
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lll.4. Quan ly Webmin User

2} Webmin Users - Microsoft Internet Explorer [ 3}

Bie Edt Wew Favorites Iodls Help | I
Qback - ) - (%] [2] (0| O search 7 Favorites @@ meda £ | (0 L w] - [ @ & H

Address @http:ﬁnz 29.14.150:10000/aclf = Go | Links ?
-

B Feedback |+ ¢ LogOut =

02O ® P S

Wehmin Users

Webmin Users
Create 3 pew Wehmin uzer:

oot | Global ACT ADSL Client Apache Wehserver
BIND DN Setver Backup Ci Files Bandwidth M onitorin
Bootup and Shubdown CD Buther CWE Server
Change Language and Theme Change Passwords Cluster Change Passwords
Cluster Copy Files Clustes Cron Jobs Cluster Shell Commands =
] root logged inta Webmin L.150 on server (Redhat Linux Fedora 2) [ [ |4 mtemet v

Tao Webmin User thong qua muc Create a new Webmin user.

" s eamin e "

Usermarme rhon

Password ISettn jllll.
S5L certificate
ce # * Hone I
Language ) Defantt | Altikaans (AF) =l
Categorise " ¥es O Mo ©* Default

modules?

Personal theme (' From Webmin Configuration ¢ | Old YWebmin theme >

& Allow from all addresses =l H,M ]
TP access comirol  © Cinly allow from listed addresses Orj;i;is;;?
" Deny from listed addresses ;l checked as we
Modules Select all Invert selection
(In addition to
modules from ¥ Change Language and Theme |\7 Usenmin Configuration
grour) ¥ Webmin Actions Log |V ‘Watmin Configuration
¥ Wiebmin Servers Index I Webmin Users
™ Backup Configueation Files ™ Boctup and Shutdown
™ Change Passwords I” Disk Quotas

Ta nhap username, password, va dat mét sd quyén han cho User....

ll.5. Webmin cho Users(Usermin)

Vé&i Webmin dwoc st dung chi yéu dé quan tri hé thdng. Usermin 1a mét cong cu cung cép cho
user cé thé str dung hé thdng qua Web: Usermin cé thé cung c&p cho user:
- str dung mail client qua Web(web-based mail client).

- Quan ly Java file applet.

- Céu hinh SSH configuration va client modules

- GnuPG encryption and decryption.

- Mail forwarding.

- Changing passwords

- Cron jobs

- web-based command shell

- Caidat Usermin:

- Cai dat bang file nhi phan
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Trwéc khi cai Usermin ta phai cai Authen-PAM Perl module

[root@server openwebmail[# rpm -ivh usermin-1.120-1.noarch.rpm

warning: usermin-1.120-1.noarch.rpm: V3 DSA signature:
NOKEY, key ID 11f63c51

Preparing...
HHHHHH A AR [100%]

Operating system is Redhat Linux Fedora 2
1:usermin

TR [100%]

Usermin install complete. You can now login to
http://server:20000/

as any user on your system.
Cai dat Usermin théng qua file .tar.gz
# cp usermin-0.6.tar.gz /usr/local
# cd /usr/local
# gunzip usermin-0.6.tar.gz
# tar xf usermin-0.6.tar
# cd usermin-0.6

# ./setup.sh

ll.6. Str dung Usermin
D& login vao Usermin Server ta s& dung dia chi http://server:20000/

Tou st entet a username and password to login to the Usermin
server on 172,29, 14, 150.

Username Ihv—
Password I--
Clear |

™ Remember login permanently?

Nhap username va password dé login vao hé théng

a Usermin 1.120 on server (Redhat Linux Fedora 2) - Microsoft Internet Explorer alglzl
Ele Edt Wiew Favorites Tools  Help | E.
QBack - €3 - [ &) @ | ) Search - Favorkes @ Media |@ | - B0 e E |
Address |@ hitpe 172,29, 14, 150: 20000¢ Sl B ks »

OBR@ © O

\Usermini Meill Login Applicatione  @thersi

m =

Change Language Change Theme

R

[ | |4 mternet

|&] v Ingged inta Usermin 1,120 on server (Redhat Linux Fedora 2)
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Q
: hé tro cac thao tac vé viéc sir dung mail cho User

(Sau day 1a vi du vé str dung Usermin dé doc mail)

(Eemnn |
Messages 1 to 1 of 1m folder | Inbox ~| Change

De\atal hark ag: lRead ~] Moveta | Copyta lSenlmaM ~|  Fomward Compase

Select all Invert selection
100t TFApef2005 0058 test

Select afl Invert selection

De\atal hark ag: lRead ~] Moveta | Copyta lSenlmaM ~|  Fomward Compase

Search for Advanced Search
Manage Address Book Manage Foldsrs

I hé tro user cé thé st dung command shell, logon script....

i Login

- 4 /hin/sh
K R PATH=/u
}'/15 export P2

. if [ "% an'

Chanige Password Change User Dietails Co Login Sctipts
Lrpiged. =
—ef 1]
i td
TCC— 00
Bunning Processes S9H Configura Configuration SaH/Telnet Login

119103 h6 tro cho user sir dung mot sé (rng dung nhw SQL, upload va download file...

B Applications
p Y . =
N‘r m My Sl @
et b
Apache Optione Filee CnuPG Eneryption MyB30L Databace PostgreB0L Databage
Protected W'eb Upload and Download
Ditectories

Custom Commands Disk Quotas File I anager HTTE Tunnel
o |
&7 .
Mount Filesystems FPlan File Scheduled Cottmands Scheduled Cron Tobe

&

Sirstem Documentation
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lI.7. CAu hinh hé théng qua Webmin

Théng qua Webmin ta c6 thé cAu hinh cac théng tin trong hé thdng nhw: shutdown/reboot, disk

quota, NFS, User/Groups....

Webmin System Servers Networking
iy

Bootup and Shutdowmn CPX Users Guide

Disk and WNetwork NFES Exports

Hardware

Pl

Change Fasswords

&

Others

Disk Quotas

&

AW Authentication Running Processes
Filesystems
) 7 @ @
o =
=
Scheduled Cron Jobs Software Packages Sy Init Configuration System Documentation

. 4

Ugers and Groups

&

System Logs

@

Webmin Users Guide

Trong man hinh trén 1& moét sé cac biéu twong dé ta cé thé sir dung va ciu hinh hé théng twong

rng qua Webmin.

Cong cu

Backup Configuration Files
Bootup and Shutdown
Change Passwords
Disk Quotas
Disk and Network Filesystems

Filesystem Backup
LDAP Users and Groups
Log File Rotation

PAM Authentication

Running Processes

Scheduled Commands
Scheduled Cron Jobs

Security Sentries

Software Packages

Chirc niang

H) trg backup va restore thong
tin cau hinh h¢ thong.

Cho phép hi€u chinh qua trinh
khoi dong va dung dich vu

Thay d6i mat khau cho timg
nguoi dung.

Thiét 1ap han ngach cho nguoi
dung.

HO tro viéc mount va umount
filesystem

Backup hé thdng tap tin
Quan ly LDAP user va group

H) trg viéc quan ly va chuyén
doi log file.

HO trg quan 1y cac thong tin
chirng thyc qho dich vu hé
thong.

Theo ddi va quan 1y cac tién
trinh hoat dong trong hé thong
Dit lich biéu thuc thi 1¢énh
Thiét 1ap va quan Iy cron jobs
Thiét 1ap mot s6 thong tin bao
mat hé thong.

HO tro cai dat, nang cép va
quan ly phan mém.
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SysV Init Configuration
System Documentation

System Logs

Users and Groups

II1.8. CAu hinh Server va Daemon

Tao mot script thuc thi cho
tung runlevel

Tim kiém. mot s tai liéu tro
giup c6 san trong hé thong.
Quan 1y system log file

Quan 1y nguoi dung va nhom

Coéng cu Server trén Webmin cho phép quan tri Server va mét sb (ng dung dang chay

trong hé thdng.

(W dbef
Ve DIl gl Wiehiin

Servers IRV Cluster QOthers

Wetmin 1.190 on server (Redhat Linux Fedars 2)
" Apache Wiehserver y :;

I"% " | OHCP Server

D JebherhServer ’T i

s,
“ OpenSLP Server
7 PoFTeD Sarver

* BIND DI Server
DN Servet

W= - Fetohmai Mai Retrieval
}Ma jarcloma List hanacer

Postfix Configuration
- _{Pmcmail Mail Fiter

" Frox FTP Prowy
i MySQL Database Server
ﬁﬁ PostareS0L Datebase Server
@“ QMail Conficuration

o= Read User Mal Py s5H Server ﬂ Samba WWincows File Sharing
[\;;,'] Sendmail Configuretion —@—SQMASSESS\H il Fitter "(% Souid Analysis Feport Generator
Y%_:;(/-ngu\d Prozy Server & WLLFTP Server H*—«Nebahzer Loofile Analysiz
Giao dién Server trén Webmin:
Cong cu Chtic nang
Apache Webserver Quan 1y va cau hinh
WebServer
BIND DNS Server Quan 1y va cau hinh DNS
Server

CVS Server
DHCP Server
Fetchmail Mail Retrieval

Frox FTP Proxy
Jabber IM Server

Majordomo List Manager
MySQL Database Server

OpenSLP Server

Quan ly version cho hé thong
Quan ly DHCP Server

HO tro viéc nhan mail tir
remote mail server thong qua
mang TCP/IP

Céu hinh Frox FTP proxy

Thiét 1ap va quan Iy IM Server
dé hd tro cho ngudi dung sir
dung dich vu Chat(one-to-one
chat, multi-user chat)

Quan ly Internet Mailing list

Quan ly hé quan tri co sé dir
liéu MySQL.

CAu hinh may chu Service
Location Protocol hd trg xac
dinh su ton tai, vi tri va cu
hinh dich vu mang trong
enterprise networks
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Postfix Configuration

PostgreSQL Database Server
ProFTPD Server
Procmail Mail Filter

QMail Configuration
Read User Mail

SSH Server

Samba Windows File Sharing

Sendmail Configuration
SpamAssassin Mail Filter
Squid Analysis Report
Generator

Squid Proxy Server
WU-FTP Server

Webalizer Logfile Analysis

CAu hinh Postfix mail server

CAu hinh hé quan tri co s& dit
liéu PostgreSQL Server

Céu hinh FTP server sir dung
phan mém ProFTPD Server

Thiét lap bo ,1(_>c thu cho cac hé
thong mail

CAu hinh QMail Server

Hb tro viéc doc thu cho nguoi
dung trong h¢ thong

Thiét 1ap Server SSH dé quan
tri h¢ thong tr xa

Quan Iy SAMBA Service

CAu hinh Sendmail lam Mail
Server

Thiét 1ap co ché chéng spam
thu

Theo doi va quan ly Internet
connection qua Proxy

Céu hinh Proxy Server

Céu hinh FTP Server sir dung
phan mém WU-FTP

Quan 1y va theo doi Web log

I1.9. Cau hinh mang théng qua Webmin

Co6ng cu Networking trén Webmin hé tro quén Iy va ciu hinh mang trén hé théng Unix/Linux.

Bd

ADSL Client Bandvwidth Momioring
4]
| i
Ketbeross Litrux Firewrall
bl etonC_onﬁgganon FEP Dialin Server

«

e

35L Tunnels

FETE VPH Server

il ~
—
Extended Intemet Services [Psec VPN Configuration
4 ot
NES Exports WIS Client and Server

PPP Diatup Client PPTE VPN Client
2 L3

Shorewall Firewall idtapd daemon

Cong cu
ADSL Client
Bandwidth Monitoring
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Chirc nang
Cau hinh ADSL Client
Quan ly va theo doi bang
thong st dung trén h¢ thong
mang.
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Extended Internet Services Quan ly va theo doi Internet
Services
IPsec VPN Configuration Céu hinh IPsec VPN
Kerberos5 Céu hinh ching thuc
Kerberos5
Linux Firewall Cau hinh Linux Firewall dung
[Ptable
NFS Exports Export NFS Server
NIS Client and Server Céu hinh NIS Server
Network Configuration Céu hinh mang(thém card
mang, Ip address)
PPP Dialin Server Thiét 1ap RAS Server
PPP Dialup Client Thiét 1ap RAS Client
PPTP VPN Client Thiét 1ap VPN Client
PPTP VPN Server Thiét 1ap VPN Server
SSL Tunnels Thiét lap duong dng SSL
Shorewall Firewall La mot high-level Security tool
ho tro cau hinh Firewall trong
hé thong.
idmapd daemon Céu hinh NFSV4 server va
client

I11.10. CAu hinh Hardware trén Webmin

Cung cip mot sb cong cu hd tro viéc cai dat quan ly thong tin cAu hinh phan cirng trén hé théng
Unix/Linux

~ %
CD Bumer GRUE Boot Loadsr Litwss Bootup Configurstion
$e 4
Logical Volume Management Partitions on Local Disks Frinter A dministration SMART Deive Status
i
Cong cu Chirc nang
CD Burner Hb tro ghi dit liéu vao
CDROM
GRUB Boot Loader Hiéu chinh va cu hinh grub
loader
Linux Bootup Configuration Céu hinh Lilo boot loader
Linux RAID Thiét 1ap RAID trén Linux
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Logical Volume Management

Partitions on Local Disks
Printer Administration
SMART Drive Status

System Time
Voicemail Server

l1I.11. Linux Cluster trén Webmin

Quan 1y logic Volume
Quan ly cac phén vung dia
Quan Iy may in
Theo doi SMART Drive

Thiét lap va quan ly timer cho
hé thong.

Thiét 1ap Voicemail Server

Clustering 1a mét cdng nghé may chii véi kha nang chiu 16i cao cung cp nhirng tinh nang
nhw: tinh san sang va kha nang mé réng. Céng nghé nay nhom cac server va tai nguyén chung
thanh mot hé théng don c6 kha nang mién dich 16i va tang hiéu ndng hoat dong. Cac may tram
twong tac v&i nhdm cac server nhw thé nhém cac server nay 1a mot hé thdng don. Néu mot
server trong nhém bj hw, cac server khac sé dam trach phan viéc ctia nd. Tham khéo cac chirc

nang cAu hinh Linux Cluster.

£

N

Cluster Change Passwords Clust?Cop_y Files Chuster Cran Jobs Chuster Shell Compmands
| 4
Cluster Software Packages Cluster Users and Groups Cluster Webimin Servers Configuration Engine
Heattheat Monitor
Cong cu Chirc niang

Cluster Change Passwords
Cluster Copy Files
Cluster Cron Jobs

Cluster Shell Commands
Cluster Software Packages
Cluster Users and Groups

Cluster Webmin Servers

Configuration Engine

Thay d6i mat khau trén Cluster
server

Thuyc thi co ché sao chép file
gilia cac cluster server

Tao Cron Jobs cho cac cluster
server.

Thuec thi Shell Commands trén
cluster server

Quan ly package trén cac
cluster server.
Quan ly User va group trén
Cluster Server

Quan 1y Cluster Webmin
Server

Céu hinh mét engine cho
Cluster
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Heartbeat Monitor

Theo doi dong bo gitra cac
server.

lI.12. Cac thanh phan khac(Others) trén Webmin

Céc thanh phan Others trén Webmin hd tro mét s tinh ndng nhw : Thwe thi 1énh trén Shell, diéu

chinh Iénh, Quan ly file, bdo vé thw muc Web,...

7

i ‘A

Command 3hell Custom Comimands File Manager Perl Modules
1/ Ly, o M3
Protected Web Directories SSHmmgm System and Server Status Up_loa_dmmmload

Cong cu Chirc néng
Command Shell Cho phép thyc thi I¢nh

Custom Commands

File Manager
Perl Modules
Protected Web Directories

SSH/Telnet Login
System and Server Status

Upload and Download

Hoc phan 4 - Chimg chi quan tri mang Linux

Diéu chinh va thém mdt so
1énh mé&i trén Webmin

Quan ly file
Quan ly perl
Bao vé thu muc Web data
Login qua tir xa bang SSH,
Telnet qua Web.

Quan 1y va theo dai trang thai
cua Server.

Cho phép upload va download
file.
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PE THI CUOI HOC PHAN

.  CAutrac dé thi

Hoc phan IV: = Dé thi ly thuyét
. Ee diéu hanh - Thoi gian : 60 phuit.
n R ¥ « R
I. ox - Diém toi da : 4/10 diém.
- Dich vu mang .
Linux - Hinh thie thi : Trac Nghiém
- Téng sb cau : 45 CAu.
- Diém sb chia déu cho méi cau: 4/45 =0.089
- Tham khéo tai liéu : Thi sinh khéng dwoc tham khao tai
liéu.

> Noi dung bao gom cac phan sau:
. Gi6i thiéu vé Linux
Il. Cai dat Linux
lIl. Quéan ly hé théng tap tin
IV. Cai dat phan mém
V. Nhirng Iénh va tién ich
VI. Quan ly user, group va bdo mat
VII. Quan ly tai nguyén dia clrng
VIIl.Két ndi mang
IX. NFS
X. Samba
XI. Nhirng cong cu Iap trinh va shell script
XII. Tién trinh
XIII.DNS va BIND
XIvV.  FTP Server - Vsftpd
XV.Web server - Apache
XVI.  Mail Server — Sendmail
XVII.  Proxy Server - Squid
XVIIl.  Linux security
XIX.  Webmin
* Thwc hanh
- Thoigian : 120 phut.
- Diémtbida :6/10 diém.

- Hinh thtre thi : Thwe hanh truc tiép trén may.
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- Tham khao tai liéu : Thi sinh khéng dwoc tham khao tai
liéu.
> Noi dung bao gom cac phan sau:

- Cau 1 (0.5 diém): c6 noi dung lién quan dén hé thdng tap tin,
hay nhirng lénh va tién ich, hay két néi mang, hay cai dat
phan mém, hay tién trinh, nfs.

- Cau 2 (0.5 diém): c6 noi dung lién quan dén viéc quan ly user
va group.

- Cau 3 (0.5 diém): c6 noi dung lién quan dén viéc quyén han.

- Cau 4 (1 diém): ¢ ndi dung lién quan dén quan ly tai nguyén
dia clrng hay tién trinh hay samba.

- Cau 5 (1 diém): lap trinh shell.

- Cau 6 (2,5 diém): c6 noi dung 1a 1 trong nhirng truéng hop
sau:

Dich vu DNS + Web server

Dich vu DNS + FTP server

Dich vu DNS + mail server

Dich vu DNS + proxy server

Linux Security

+

+ + + +
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Il. Pé thi mau

I.1. Deé thi mau cubi mén - Hé Piéu Hanh Linux

Dé Thi :
Hé Diéu Hanh Linux
Thdi gian: 120 phut
Ngay thi: ..../cccf e
(Hoc vién khong dugc sir dung tai liéu)
Caui(i.d)

Cau hinh hé théng theo yéu cau sau:

- Tén may tinh: ServerXX

- Dia chi IP: 172.168.10.100+XX

- Subnet Mask: 255.255.255.0

- Chi cai nhitng phan mém can thiét.
Cau 2(1.5d):

a) Xem trong hé théng phan mém Sendmail hay khong? NéEu khong hady cai dat phan mém
nay. Sau do6 cho biét vi tri tat ca cac tap tin cia phan mém sendmail(luu trir vao tap tin
/root/sendmailfile)

b) Tao mot tap tin ipaddress, ndi dung tap tin nay chi ra cac cach cau hinh mang trén linux,
dung xem bang routing table va ghi két qua vao cudi tap tin nay.

¢) Tao file backup *.tar cho thu muc /etc, sau d6 nén tap tin backup nay thanh file *.tar.gz
luu trong /home, trong thu muc /home phuc hoi tap tin nén trén.

Cau 3(24)
a) Tao user va group theo yéu cau:
o Group admins gobm cac user admin, admin1, admin2.
o Group hocvien  gom cac user hv01, hv02.
b) Cap quyén cho nhiing user trong group admins cé quyén quan tri hé théng tuang

dugng vdi user root.
) Tao thu muc /home/data. Sau d6 cap quyén cho tat ca nhitng user chi c6 quyén read
trén thu muc nay, riéng nhifng user trong group hocvien cé quyén read, write va execute.
Cau 4(1d)
Cau hinh Secondary IP address c6 dia chi IP: 192.168.10.100+XX/24 cho card
mang, xem cau hinh card mang va xuat vao tép tin /root/SECIP.
Cau 5(1d)
Viét chuang trinh kiém tra(thudng xuyén ) file nao dé ndm trong thu muc /var/log/, néu
dung lugng clda nd I8n han 10Mbyte thi xoa di, néu nd I8n han 5M thi nén file nay lai
thanh file *.gz.
Cau 6(24d)
a) Cai dat va cau hinh dich vu Samba, chia sé tai nguyén /usr/soft cho group “hocviens” co
quyén read, cac user trong nhém admins cé toan quyén truy cap tai nguyén nay.
b) Khéng cho phép nhitng may trong dudng mang 172.168.11.0 truy cap tai nguyén nay.
¢) Vi dung lugng dia cliing trén server c6 han cho nén Anh, Chi hdy gidi han moi user chi
dugc quyén luu trir tai nguyén trén server la 5M.
Cau 7(1.5d)
Dung mdt trinh tién ich thich hdp cd san trén linux dé thuc hién cdng viéc sau:
a) Xoa moét filesytem /thu c6 san trong hé thdng
b) Tao mdi mot filesystem véi dung Iugng 1000M.
c) bPinh dang filesystem nay theo ki€u ext3 hodc Linux.
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d) K&t budc tu ddng (auto mount) vao mount point /soft d€ cho phép ngudi dung cé thé sir

dung filesystem nay khi logon vao hé thong.
e) xem trang thai clua cac filesystem trong hé thong, sau dé két xuat vao file

[root/filesystem.
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I.2. Pé thi cudi mén - Dich Vu Mang Linux

D¢ thi:
Mon : Linux Nang cao
Thoi gian: 120 Phut
(hoc vién khong dwoc sir dung tai liéu )
XX 13 s6 may dang ngoi
Biét rang m6 hinh két ndi mang ciia Cong ty netXX nhu sau:

=
L —— rver Web&FTP
(IS — 2.29.8.200+XX
. Server ISP
Client
PSTN %
ServerXX : DNS&[elnd = Fd
proxy: 172.29.8.200+X]- DNS Svr 1?5%(:6’1 2
Mailsvr :172.16.2.4
LAN Arver Mail 172 29 R 200+XX

Server

bia chi duong mang trong LAN:172.29.8.0/24

Tén domain: netXX.com.

Yéu ciu

Cai dat RH_LINUX va cac PM sau: BIND, Apache, Samba, Sendmail.

1) Viét chuong trinh cho cho biét tong sé két ndi dang lang nghe(Listen) tai may cuc bd va tong
sO két ndi dang ESTABLISHED tai port number 8080(1d).

2) Céu hinh DNS server cho mién netXX.com véi cac yéu cau sau(2d):

a) Primary name server la serverXX, cac may tinh cuc bd c6 thé phan giai tén mién ra ngoai
internet.

b) Hay tao cac record can thiét (SOA, NS, A, CNAME, PTR) cho cac server theo nhu so dd
trén trong cac zone file netXX.com va 8.29.172.in-addr.arpa dung cho phan gidi tén thuan
va nghich.

¢) Tao MX dé chuyén mail cho domain chinh.

d) MO ta slave zone cho domain bén canh.

3) T6 chirc Web server cho netXX.com véi cac yéu cau sau(2d):

a) Tao thu muc /data/www. Dat thu muc géc cua Web server 1a thu muc nay. Tao file HTML
index.html trong thu muc gdc ciia server Web chinh giéi thiéu vé netXX.com. Dit trang
index.html 13 trang chu ctia Web site va tao lién két tir index.html tré dén dichvu.html (tao
& dudi). Dung Web browser phu hop truy cdp vao dé kiém tra dia chi webserver cho
netXX.com nhu: http://www.netXX.com

b) Tao thu muc /webdata va tao bi danh (Alias) /data tré dén thu muc /data/webdata. Vi day 1a
thu muc chtra nhiéu tai liéu bao mat cho nén A/C chi cho phép user net méi co quyén truy
cap vao tai nguyén nay.

c¢) Tao WebHosting (sit dung NameBaseVirtualHost) cho hai dia chi www.tma.netXX.com va
www.psv.netXX.com biét rang /webtma 1a webroot ctia www.tma.netXX.com va thu muc
/webpsv la webroot ciia www.psv.netXX.com.

4) T6 chirc mail server cho netXX.com véi cac yéu cau sau(2d):

a) CAu hinh nhén két ndi tir moi dia chi IP
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5)

b)

¢)
d)

i) Domain cuc bo: netXX.com

ii) May chu smart — host(mailgw) : 172.29.8.2

iii) Kich thuéc message toi da cho phép : 3000KByte

Tao céac user cac account mail theo cac yéu cau sau:

- ketoan(Nguyén Vin Nguyén, Lé Thanh Tong, Tran Thi Thuy Trang).

- giamdoc(V3 Thi Thanh Thuy, DS Thé Phong).

- vanphong(Vin Thanh Nhan, Nguyén Thi My Lé ).

- Kinhdoanh(V3 Thi My Yén, Nguyén Hoang Nha Nguyén Ba Phong, DS Thi Phuong).

- tiepthi(Vd Thi Be Thuy).

- nhanvien(ketoan, vanphong, kinh doanh, tiepthi).

- everyone(nhanvien, giamdoc).

Ciu hinh mail offline cho mién “gnt.netXX.com”, biét rang account(user: usernet,
password: net) chiu trach nhiém nhan mail cho mién “gnt.netXX.com” nay.

Trong qua quan ly dich vu mail ta thdy rang email: netuser@yahoo.com géi vao server
mail c6 chira nhiéu virus. Ban hiy ngan dia chi mail nay.

T6 chue proxy server cho hé thong cuc b vai cac yéu cau sau(2d):

a)
b)

¢)

d)
e)
f)

Céu hinh nhén két ndi http tir cong 8080 va két ni icp tir cong 8082.

Dit c4u hinh sao cho cdc may tinh trong 16p mang 172.29.8.0/255.255.255.0 duoc truy cap
Internet.

Khai bdo proxy ngang hang cho véi may cd dia chi IP 1a 172.29.8.220 va proxy cha la
172.29.8.2.

Cho phép két ndi may tram chi két ndi 10 connection.

Cam céc user truy cap vao cac dia chi thuoc domain yahoo.com va hackers.net.

Chi cho phép cac host cuc by stt dung mang trong gid hanh chanh.
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PE THI CUOI HOC PHAN

. MAu D2 thi ly thuyét

BE THI CUOI HOC PHAN 1V
PHAN LY THUYET
Thai gian: 60 phut
(Hoc vién khong dugc st dung tai liéu.)

1) Ailanguoi dau tién phat trién Linux?
a) Bill Gates
b) Linus Torvalds
¢) Linus Tormalds
d) Linux Torvalds
2) Package nao sau day co thé dugc str dung dé thuc hién chuc nang web caching?
a) Squid
b) Apache
¢) Qmail
d) Samba
3) Kernel ctia hé théng luu trong thu muc nao?
a) /data
b) /boot
c) /proc
d) /krnl
4) Tén cua tap tin cau hinh dugc sir dung dé ciu hinh dich vu http 1a gi?
a) http.conf
b) apache.cfg
¢) httpd.conf
d) inet.cfg
5) Ban mudn dig tién trinh inetd ngay tic thi. N6 ¢6 ma tién trinh 14 15. Ban dung 1énh nao sau
day dé thuc hién yéu cau trén?
a) Kill-115
b) Kill-159
¢) Kill-915
d) Kill-315
6) Trong may chu Linux c6 tién trinh sau:
a) Tién trinh twong tac (interactive processes)
b) Tién trinh thuc hién theo 16 (Batch processes)
¢) Tién trinh an trén bo nhé (Daemon processes)
d) Tét ca cac cau trén
7) Pinh dang mé rong nao sau ddy 1a chuan cua Linux?
a) .txt
b) .tar
c) .taz
d) .Inx
8) Trong tap tin /etc/named.conf, ti mudn dinh nghia mot zone dé cAu hinh Primary Name
Server. Anh/Chi hay chon mot cau ding nhét.
a) Zone “t3h.com” IN {

Hoc phan 4 - Chimg chi quan tri mang Linux Trang 260/271



Huéng dan giang day

Type masters;
File “t3h.com”;
}
b) Zone “t3h.com.” IN {
Type master;
File “t3h.com”;
}
c) Zone “t3h.com” IN {
Type master;
File “t3h.com”;
h
d) Zone “t3h.com” IN {
Type master;
File “t3h.com”
}
9) Muc dich cua shell trong Linux
a) Giap cho ngudi dung giao tiép véi hé diéu hanh.
b) Shell duge st dung dé bao vé tai nguyén hé thong.
¢) Shell luu giit nhitng user théng thudng can thiép vao hé thong.
d) Tat ca cac cu trén déu sai.
10) Hé théng ban c6 mode mic dinh 1a 666. Ban chi ra gia tri umask 1a 222, quyén truy cap mic
dinh cua tap tin khi tao ra la bao nhiéu?
a) 444
b) 888
c) 222
d) 666
11) Lénh nao sau day duoc dung dé tao ngudi ding c6 tén susie tir dau nhic 1énh?
a) useradd susie
b) add susie
c) linuxconf add susie
d) addusers susie
12) Cau nao sau day gitp ban tao password cho cho nguoi dung c6 tén susie?
a) addpas susie
b) passwd susie
c) password susie
d) susie passwd
13) Hoat dong ctia mdi dich vu trong hé théng gan lién véi mot/nhiéu port. Trong nhitng cu sau
day, cau nao dung nhat.
a) Web : 80; dns : 52; smtp :110; ftp : 20&21
b) Web : 80; dns : 52; smtp :110; ftp : 22&21
c¢) Web: 80; dns : 53; smtp :25; ftp : 20&21
d) Web: 80; dns : 53; smtp :110; ftp : 22&21
14) Tép tin thiét bi dai dién cho dia mém trong Red Hat Linux la tap tin nao?
a) /etc/fd0
b) /dev/flp
c) /dev/tl0
d) /dev/fd0 4
15) Lénh nao sau day dugc dung dé tao ra dia boot mém?
a) mkdirdisk
b) mkbootdisk
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¢) mkbootable
d) mkbootdsk
16) Mudn thay d6i thu muc gdc cia ftp server. Trong tap tin /etc/ftpaccess ban cau hinh nhu sau:
a) Anonymous-root “/var/ftpdata”
b) Anonymous_root /var/ftpdata
¢) Anonymousroot /var/ftpdata
d) Anonymous-root /var/ftpdata
17) Vi mét 1y do nao d6, mot ngudi ding mudn chuyén nhitng mail dén dia chi mail ciia minh sang
mot dia chi khac. Khi d6, ngudi quan tri sendmail s€ thuc hién:
a) Trong tap tin alias dinh nghia dia chi mail méi.
b) Trong thu muc /etc tao tap tin .forward
¢) Trong home directory cta user tao tap tin forward
d) Trong home directory cua user tao tap tin .forward
18) Lénh nao sau day gitp ban thay dbi nguoi so hiru cia tap tin?
a) change owner
b) file —o
¢) chown
d) change —o .
19) Lénh nao sau day ding dé mount mét filesystem co tinh ning read-only?
a) mount
b) mount —r
¢) mount—a
d) mount —ro
20) Lénh nao sau ddy dugc sir dung dé hién thi bang partition?
a) fdisk
b) fdisk —t
c) fdisk —d
d) fdisk -1
21) Nhing file cau hinh ctia hé théng luu trong thu muc nao?
a) /config
b) /lib
c) letc
d) /var
22) RPM viét tit cho tir nao sau day?
a) RedHat Priority Module
b) Reduced Priority Module
c¢) RedHat Package Manager
d) RedHat Package Module
23)Ban nghi ngd ring c6 mot tién trinh dang tam dirng. Ban sir dung 1énh nao sau ddy dé kiém tra
diéu nay?
a) Process
b) Pc
c) Jobs
d) Susp
24) Lénh nao sau ddy cho phép ban copy mot tap tin dén mot vi tri nao d6 nhung da ton tai mot file
gidng nhu vay( ngoai viéc thong bao ban phai ghi deé)
a) mv-—u
b) mv—f
c) mv-—e
d) mv-r
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25) Cau triic cta 1énh pipe nao sau day dung? (lenh Ipr ding d¢ in an)
a) man lIs pipe lpr
b) man s |
¢) man pipe
d) manls | lpr
26) Ban tao mot account cé té€n jason. Group mac dinh cla account nay?
a) everyone
b) domain users
c) jason
d) superuser
27) Ban mudn liét ké bang cron cta userl. ban 1am diéu nay nhu thé nao?
a) Cron —userl
b) Crontab —u userl
¢) Cron -l userl
d) Crontab —d userl
28) Loai nguoi dung nao lién quan dén quyén han cia mot file hay thu muc trong Linux?
a) group
b) owner
c¢) others
d) a,b,c déu dung
29) Shell mac dinh ctia Red Hat Linux 1a gi?
a) Ksh
b) Sh
¢) Bash
d) Csh
30) Cau dinh nghia nao sau day ding vé access list trong squid?
a) acl mydomain srcdomain ~ hcmuns.edu.vn
b) acl mydomain srcdomain 172.29.2.0/24
¢) acl mydomain srcdomain 172.29.2.4
d) acl mydomain srcdomain .yahoo.com
31) Nhiing partition logic dugc dinh nghia tir s6 may?
a) 1
b) 2
c) 6
d 5
32) Nguoi ding c6 thé giri mail nhung khong thé nao nhan mail thong qua POP. C6 thé xay ra 15i
nao sau day?
a) Sendmail bj 16i.
b) Sendmail chua dugc khdi dong.
¢) Chua cai POP server.
d) Do duong mang.
33)Khi lap trinh shell script, v6i a va b 1a 2 bién sb biéu thirc so sanh nao sau ddy dang?
a) [$a—eq$b]
b) [$a=8b]
c) [$a=8§b]
d) [ $a=$b]
34) Mudn cho phép tai mot thoi diém chi co 100 két nbi dong thoi dén Web server. Ban ciu hinh
nhu sau:
a) Maxclient 100
b) Client 100
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¢) Clients 100
d) Maxclients 100
35)Khi cau hinh proxy server, ban khai bao http_port 12 8081 thi nhitng browser khai bao port nao
sau day dé c6 kha nang truy cap internet thong qua proxy
a) 8080
b) 80
c) 8081
d) khong khai bao port
36) Ban cau hinh chtng thuc nhu sau:
<Directory /upload>
AuthType Basic
AuthName public
AuthUserFile /etc/httpd/conf/htpasswd
Require user hvl hv2
</Directory>
bung hay sai?
a) Dung
b) Sai
37) Nhiing 1énh hay tién ich nao sau ddy dung dé thay d6i dia chi IP ctia may tinh (chon 3 céu
dung)
a) linuxconf
b) ifconfig
c) chinh sur tép tin /etc/sysconfig/network-scripts/ethQ
d) setup
38) Ban cau hinh web server nhung chi truy cap duoc theo dia chi IP chir khong truy cap dugc theo
tén www.domain
a) 16i do web server
b) 16i do dns
¢) 16i do browser
39) Trong Red Hat Linux 9, tip tin cAu hinh dich cu ftp 13 tap tin ndo sau day?
a) Vsftpd.conf
b) Ftpaccess
¢) Ftpd.conf
d) Vfstpd.conf
40) Khi cau hinh web server ban khong can dinh nghia directive ServerName?
a) Pung
b) Sai
41)Ban d3 ciu hinh quota trong file fstab diing, ding 1énh quotacheck va cip quota cho user
nhung quota van chua thyec thi. Tai sao?
a) Chua khéi dong lai may tinh
b) Quota chua dugc bat 1é€n
¢) Kiém tra lai file fstab
d) Chay lai Iénh quotacheck
42) DNS cung cip viéc chuyén d6i nao sau day thanh dia chi IP?
a) Tén NETBIOS
b) Hostname
¢) MAC address
d) CNAME
43) Tap tin /etc/resolv.conf c6 cdu hinh nhu sau:
Domain csc.com.
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Nameserver 172.29.8.1

Pinh nghia trén dling sai

a) Pung

b) Sai
44) Apache hd trg virtual host dua trén

a) Tén

b) dia chiip

¢) tén vadia chiIP

d) Khong c6 hd trg virtual host
45) Ban muén lap lich mot cong viéce s& thyuc hién vao 2 gid ngay 1 thang 10. Lénh nao sau ddy s&

hoan thanh diéu nay?

a) At241

b) At412

c) At2am April 1

d) At April 1 2am
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BANG TRA LOT
Ho tén hoC VIEN: ...cvvveeeeieeeeeceeeeeee e
LoD © oo e

HOQC VIEN CHON MUC PUNG CHO MOI CAU VA PANH DAU VAO BANG TRA LOT

Chon lan dau: Bo 6 da chon Chon lai 6 da bd .
a b c d a b c d

1 23
2 24
3 25
4 26
5 27
6 28
7 29
8 30
9 31
10 32
11 33
12 34
13 35
14 36
15 37
16 38
17 39
18 40
19 41
20 42
21 43
22 44

45
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Il. MA&u dé thi thwc hanh

BE THI CUOGI HOC PHAN 1V
PHAN THUC HANH
Thai gian: 120 phat

(Hoc vién khong dugc st dung tai liéu.)

Cau 1 (0,5 diém)

a) Tim xem tap tin hosts nam ¢ dau nhung két qua khong xuit ra man hinh ma xuat vao
tap tin /home/hosts.

b) Chén ndi dung tap tin /etc/sysconfig/metwork, /etc/sysconfig/metwork-scripts/ifcfg-ethQ
vao sau ndi dung tap tin /home/hosts

c) Copy «cac tap tin  /etc/passwd, /etc/shadow,  /etc/sysconfig/metwork,
/etc/sysconfig/metwork-scripts/ifcfg-ethO vao thu muc /home

d) Backup tat ca céc tap tin vira copy trong thu muc /home va tap tin /home/hosts thanh
tap tin co tén data.tar.gzip

Céu 2 (0,5 diém)
a) Tao user va group theo yéu cau :
0 Group admin gdm cac user adminl, admin2.
0 Group hocvien  gdm céc user hvl, hv2.

b) Cip quyén cho nhimng user trong group admin c¢6 quyén quan tri hé thong twong duong
véi user root.
Cau 3 (1,5 diém)
a) Tao thu muc /home/pub. Sau d6 cip quyén cho tat ca nhimg user chi c6 quyén read trén
thu muc ndy, riéng nhiing user trong group admin c¢6 quyén read, write va execute.
b) Cau hinh sao cho cac user c6 thé truy cdp dén thu muc /home/pub tir Linux hay
windows.
Cau 5 (1 diém) Viét chuong trinh cho phép tao user nhu sau thay vi ding 1énh useradd, passwd.

Vi du: ./taouser nvnguyen
New passwd :

Confirm passwd
Céu 6 (2,5 diém)
Gia st ban c6 mot domain cscXX.edu (xx la sé thir tw ciia mdy . Ban c6 ké hoach cu hinh
Web server.
a) Cau hinh DNS Server (Primary Name Server) cho domain “cscXX.edu” sao cho dam
bao nhiing yéu cau céac dich vu dé ra.
b) Cauhinh Web Server cho domain name cscXX.edu voi yéu cau sau:
= Thiét ké trang web chii cho domain cscXX.edu véi noi dung giGi thiéu vé ca
nhan cia minh nhu : Ho va Tén, Lop, ...
= Vi tri luu trit website 1a /home/webdata
= Thiét ké mot trang web c6 tén “index.html” véi ndi dung tuy y luu trong thu
muc /home/www/data.
= Cau hinh web server sao cho nguoi ding c6 thé truy cip nhitng trang web luu
trong thu muc /home/www/data theo dudng dan http://www.cscxx.edu/data voi
su chirng thuc ctia user c6 username 1a local va password 1a local
»  Cau hinh website c4 nhan cho 2 user nvbinh va natan

Hoc phan 4 - Chimg chi quan tri mang Linux Trang 267/271



Huéng dan giang day

¢) Ngoai Web Site cho mién chinh cscXX.edu. Ta co yéu cau muén t6 chirc mot web
hosting cho http://psv.cscXX.edu va http:/fpt.cscXX.edu. Hay cau hinh theo yéu cau
trén.
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DE THI KIEM TRA CHUYEN MON GIAO
VIEN
DE THI KIEM TRA CHUYEN MON GIAO VIEN
Th&i gian: ....cceeeeeeeee.

. Cach dinh nghia mét dia cirng Ioglc trong Linux c6 khac gi so v&i Windows.

. Trong khi cai dat Linux ban c6 thé chia 2 primary partition dwoc khong ? (May
khéng cé hé didu hanh nao trwéc). Nhivng partition logic trong Linux dwoc danh sb
thr tw tr may?

Cho biét cay thw muc ctia Linux. Thu muc /etc dung dé lam gi?

C6 may murc dé khéi dong mot hé diéu hanh Linux?

Liét k& nhirng |énh lién quan dén thw muc va tap tin nhw x6a thu muc, x6a tap tin

N —

o s w

Gia sl thw muc /var la mét partition da hét dung lwong. Néu tém tat cac budc dé

tang dung lwong ctia thuw muc /var ma khéng lam méat nhirng dir liéu da co.

Cho mét vi du vé cach str dung cliia dau chuyén hwéng, dau dwdng éng (pipe).

Nhirng user thwong khéng phai la root cd thé doc tap tin /etc/shadow hay khéng ?

Cho biét nhi¥rng 1énh thwong duoc st dung dé quan ly user va group

10 Néu nhitng buéc co ban dé cau hinh quota

11.Ban c6 thé chinh st dia chi IP hay cAu hinh mang theo nhirng cach nao?

12.Dung 1énh hostname dé thay dbi t&én may tinh. Khi khéi dong lai may thi tén may
nhw thé nao? Ngoai cach ding Iénh ban con cach nao dé thay déi tén may tinh?

13.Trinh bay cac buwdc cau hinh mdt DHCP Server.

14.Trong Linux c6 may loai tién trinh? D& dwa mét tién trinh tlr hau canh sang tién
cang ban dung Iénh gi?

15.Ban mudn hdy mét tién trinh khéng co diéu kién, dung 1énh gi?

16.Ho samba gébm nhirng gi? File cdu hinh samba chia lam may phan. Mubn chia sé
mot thw muc /public cho moi user chi cé quyén read ban lam nhw thé nao?

17.Dich vu DNS dung dé 1am gi? Cé may loai DNS server

18.FQDN viét tat cho tir nao. Cho vi dy.

19.Mubn ciu hinh mét Pimary Name Server ban can lam nhirng buéc nao?

20.Cho biét trinh to phan giai tén webserver.csc.hcmuns.edu.vn.

21.Thudc tinh forward dung dé lam gi?

22.Co s®& dir lieu cia Secondary Name Server c6 tr dau. Dya vao dau ma
Secopdary cap nhat théng tin khi Primary c6 sy thay déi. Va noé cap nhat bao lau
mot 1an.

23.Ban kh&i ddng dich vu DNS va bj bao 16i. Ban phai lam gi dé sira 16i nay dé dich
vu DNS khéi dong duworc.

24.Tr modt may client ban dung tién ich nslookup dé kiém tra viéc phan giai tén may
tinh thanh dia chi IP va ngugc lai, nhwng khéng phan giai dwgrc. Ban doan xem co
thé xay ra nhirng 16i nao?

25.Ban c6 biét trong RedHat Linux 9, ciu hinh ftp server ban dung package c6 tén la
gi?

26.Mubn cho user anonymous dugc truy cap dén ftp server va dwoc upload va tao

thw muc trén server. Nhirng thudc tinh chinh nao trong file cau hinh giup ban thyc

hién diéu nay?

o

©oN
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27.Dé chu hinh mét apache web server hoat ddng & mirc co ban nhat, ban quan tam
dén nhirng directive nao?

28.Dé& cho phép mbi user trong mang cé thé tao ra website ca nhan ctia minh ban can
phai lam gi d& dam bdo user truy cap duoec.

29.C6 moét trang web nao d& ma khi user truy cap dén ddi hdi phai nhap vao
username va password hgp 1€ méi dwgec xem ndi dung. Trong apache ban lam
cach nao dé thyc hién yéu ciu nay

30.Ban c6 mot domain 1& csc.hecmuns.edu.vn. Ban mudn td chirc web server cho
domain nay. Va ngoai ra ban muébn t6 chic thém 2 domain
tata.csc.hcmuns.edu.vn va gnt.csc.hcmuns.edu.vn. Ban phai lam gi d& dap (ng
nhu cau nay (Néu tém tat)

31.Trinh bay cac budéc ciu hinh mét mail server cuc bd béng sendmail sao cho cac
user trong mang c6 thé trao déi mail qua lai v&i nhau.

32.May tinh ctia ban khéng c6 két ndi ra ngoai Internet nhwng cé két ndi dén mot may
tinh khac c6 két ndi Internet. Ban lam cach nao dé cau hinh may tinh ctia minh 1a
mot squid proxy server. (Liét ké nhirng thudc tinh trong file cdu hinh ma minh sé
st dung)

33.Viét mot shell script dé tinh dién tinh cia mét hinh chir nhat
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Phan lam bai cta gido vién:
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