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CHUONG 1: TRIEN KHAI DHCP

CHUONG 1: TRIEN KHAI DHCP

Sau khi hoan thanh chwong nay, ban cé thé:

WM M6 ta myc dich cua Dynamic Host Configuration Protocol (Giao
thire Cau hinh Dong cho May tram - DHCP) va cach thire dich vu
nay to chirc quan 1y mang thuan tién hon nhu thé nao.

B Gidi thich qua trinh dich vu DHCP cho thué dia chi IP

m Uy quyén cho mot may chu DHCP va giai thich lam thé nao gié
ngan khong cho phép mot may chu DHCP khong dugce uy quyén
cap dia chi IP khong ding cho cac may tram DHCP

B Giai thich myc dich ctia multicasting (Quang ba co dia chi)

M Ciu hinh may chiu DHCP bang cach dinh nghia mot scope (pham
vi) va mot superscope (siéu pham vi), tao ra cac dia chi danh san
cho may khach DHCP va cau hinh cac tuy chon DHCP

B Giai thich myc dich va cau hinh cua moét DHCP relay agent (phan
tir chuyén tiep DHCP)

Cac may tinh st dung Giao thirc Kiém soat Truyen thong/Giao thirc
Internet (TCP/IP) phai dugc cdu hinh phu hop dé giao tiép véi cac may
tinh TCP/IP khac trong mot hé théng mang. Mdi may tinh phai c6 mot dia
chi IP va mot subnet mask (mdt na mang con) va néu nhu cac may tinh nay
truyén thong ra ngoai mang con ndi bd, mdi mdy con phai dugc cdu mot
default gateway (cong ra mdc dinh). Mbi dia chi IP phai hop 1& va duy nhét
trong toan hé théng mang tuong tac cia may tinh d6. Yéu ciu ndy sé dem
dén cho ngudi quan tri mang nhimg thach thirc lon. Pé dam bao réng moi
may tinh c6 mot dia chi duy nhét, qua trinh cap phat, thay thé va cap phat lai
dia chi phai dugc giam sat mot cach can than. Néu diéu nay duoc thuc hién
mot cach thu cong, cac ban ghi chep chinh xac va kip thoi phai dugc gitr lai
trong mdi may tinh ghi lai noi ma may tinh do dugc dat va dia chi IP nao,
mat na mang con nao da cap phat cho may d6. Nhiém vu nay c6 thé trd nén
rat don diéu va nham chan. S& rat kho khan khi quan 1y cac dia chi IP mot
cach thu cong d6i v6i cac doanh nghiép co sd luong 16n cac mdy tram yéu
cau dia chi IP. DHCP s& lam cho nhiém vu niy tré nén don gian hon bang
cach tu dong cap phat, theo ddi va tai cap phat dia chi IP cho cac may tram
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CHUONG 1: TRIEN KHAI DHCP

LICH SU SO LUQC CUA DHCP

Tt khi phat minh ra TCP/IP, mét sO giai phap da dugc nghién ctru va phat
trién dé giai quyét van dé kho khan cua viéc cdu hinh cac thiét 1ap TCP/IP
cho mdt doanh nghi¢p c6 mot luong 16n cac may tram. Giao thirc Phan giai
Pia chi Ngwoc (Reverse Address Resolution Protocol - RARP) dugc thiét
ké cho cac may tram khong co6 dia cing nghia 1a khong c6 phuong tién luu
trir thuong truc céc thiét 1ap TCP/IP cua ching. RARP, theo nhu tén goi ¥,
vé co ban 1a nguoc lai v6i Giao thirc Phan giai Pia chi (Address
Resolution Protocol - ARP). Cac may tram ARP s€ quang ba mdt dia chi IP
dé phat hién ra dia chi MAC (Media Access Control — Picu khién truy
cap thiét bi) tuong ung (dia chi duy nhét ctia mdi thanh phan phan cing).
Cac may khach RARP s€ quang ba dia chi MAC (Thé hién trén Hinh 1-1).
(Qudng ba 1a mot phuong phap truyén thong dé gui thong tin t6i tat ca moi
phan tir trén mot mang mdy tinh mét cach dong thoi). Mot may chi RARP
sau do s& tra 101 bang cach truyén giri dia chi IP cap cho méy khach do.

Hardware address broadcast

NN

| —-|— Hardware address broadcast
RARP client \,.u * e——— P address unicast * | RARP server

Hardware address broadcast

Hinh 1-1. May tram sit dung RARP dé nhan dia chi IP tir May chii
RARP khi phan hoi lai thong diép quiang ba coé chira dia chi phan cirng
cua may khach.

Boi vi RARP khong thé cung cép cac thiét 1ap l?ét budc phai c¢6 khac cho céac
may khach, vi du nhu mat na mang con va cong ra mac dinh, né sir dung
mot giai phap khac, d6 1a Giao thirc Bootstrap (BOOTP)

BOOTP, hién van con duoc st dung, cho phép mot may tram TCP/IP nhin
dugc cac thiét 1ap cho céc tat ca cac tham s0 céu hinh ma no can dé chay,
bao gom dia chi IP, mat na mang con, cong ra mac dinh va dia chi may chi
DNS (Miy chii Phian giai Tén mién). St dung Giao thic Truyén File Ti
thiéu (Trivial File Transfer Protocol — TFTP), may tram co thé tai vé file
thue thi ma c6 kha nang khoi dong tor may chu BOOTP. Nhuoc dlem chinh
cua BOOTP la nguoi quan tri van phai chi ra cac thiét 1ap cho mdi may tram
trén may chit BOOTP. Mot phuong phap tét hon dé quan tri TCP/IP 1a ty
dong gan dia chi IP duy nhat trong khi ngan khong cho viéc cap phat trung
lap xay ra dong thoi cung cép cac thiét 1ap quan trong khac nhu cong ra mic
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dinh, mat na mang con, rpéy chu DNS, may chu WINS, va cac thong tin
khac. Ly tuong nhat 1a diéu nay dugc thuc hién ma khong phai liét ké moi
thiét bi trong mang moét cach thu cong. Po6 chinh [a DHCP

DHCP dya cha yéu vao BOOTP, nhung thay vi viéc ddy cac tham sd céu
hinh sin dén dang cac may khach, DHCP c6 thé ty dong xac dinh dia chi IP
tir mot dai dia chi va sau d6 doi lai khi n6 khong con can thiét nira. Boi vi
qua trinh nay 13 dong nén khong co viéc trung lip khi cap dia chi bang may
chu DHCP ¢6 ciu hinh dang va ngudi quan tri co thé di chuyén cac may
tram gilta cac mang con voi nhau ma khong can phai cau hinh lai. Hon nira,
mot sb lugng 16n cac tham sb6 cau hinh chuén va tham sd riéng bi¢t cho céc
phan ctmg dic biét co thé dugc chi dinh va phan phdi dong dén cac may
khéch.

DHCP LA GI?

DHCP 13 mét giao thirc mo, theo chudn cong nghiép st dung dé lam giam su
phtrc tap cua vi¢c quan tri cac mang dua trén nén TCP/IP. N6 duoc dinh
nghia boi cac Requests for Comments (Cic Yéu cdu Gidi thich - RECs)
2131 va 2132 caa T6 chic Ung dung Khoa hoc vao Internet (Internet
Engineering Task Force - IETF).

THONG TIN THEM. RFCs 2131 va 2132. RFCs 2131 va 2132
DHCP la mét chudn IETF dua trén giao thirc BOOTP va dwoc dinh
nghia trong RFC 2131 va 2132, cdc tdi liéu nay ¢ thé dwge tim thdy
tai dia chi http://www.rfc-editor.org/rfcsearch.html

Viéc danh dia chi IP 1a rat phirc tap béi vi mdi may (may tinh, may in hoic
cac thiét bi khac co giao tiép mang) két néi dén mot mang TCP/IP phai dugc
cép it nhat mot dia chi IP duy nhit va mat na mang con dé co thé truyén
thong trén mang. Hon nita, hau hét cac may déu yéu cau cac thong tin thém
nhu 13 dia chi IP hodc cong ra mic dinh va may chu DNS. DHCP giai phong
ngudi quan tri khoi nhiém vu cau hinh trén mdi mdy trong mang mot cach
thii cong. Hé thong mang cang 16n thi loi ich cia DHCP cang nhiéu. Néu
khong cap phat dia chi dong, mdi may phai ciu hinh mét cach tha cong va
dia chi IP phai dugc quan 1y can than dé tranh viéc trung 1dp hoac cAu hinh
sai.

Quan 1y dia chi IP va cac tiy chon cho may s& dé dang hon rat nhiéu khi
thong tin cdu hinh c6 thé quan 1y tir mot dia diém don hon 13 két hop thong
tin tir nhiéu dia diém. DHCP c6 thé cdu hinh tu dong mot may khi n6 khoi
dong trén mot mang TCP/IP ciing nhu c6 thé thay doi cac thiét 1ap trong khi
cac may dang két nbi dén mang. Tat ca cac viéc nay dugc thyc hién bang
cach sir dung céc thiét 1ap va thong tin tir mot CSDL DHCP trung tdm. Boi
TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG
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vi cac thiét 1ap va thong tin ndy duoc luu mot cach tap trung, ban co thé
nhanh chéng va dé& dang thém vao hoic thay ddi cac thiét 1ap may tram (vi
du nhu dia chi IP cua mdt may chi DNS thay thé) cho tat ca cac mdy tram
trong hé théng mang cia ban tir mot dia diém don. Néu khong c6 CSDL tap
trung clia cac thong tin cau hinh nay, rat kho khian dé duy tri hién trang cua
cac thiét 1ap trén may hodc thay doi chung.

Tt ca cac san phim Microsoft Windows Server 2003 (Cac phién ban
Standard Edition, Enterprise Edition, Web Edition, and Datacenter Edition)
déu bao gém dich vu DHCP Server, d6 1a mot tuy chon cai dat. Moi may
khach Microsoft Windows déu tu dong cai dat dich vu DHCP Client nhu 1a
mot thanh phﬁn cua TCP/IP, bao gém Windows Server 2003, Microsoft
Windows XP, Microsoft Windows Server 2003, Microsoft Windows NT 4,
Microsoft Windows Millennium Edition (Windows Me) va Microsoft
Windows 98.

Noéi ngan gon, DHCP cung cap bdn loi diém quan trong cho viéc quan trj va
duy tri mot mang TCP/IP:

B Tap trung quaén trj thong tin vé cau hinh IP. Thong tin cu hinh
IP ctia DHCP c¢6 thé luu trong mot vi tri va cho phép nguoi quan
trj c6 thé tap trung quan 1y tat ca cac thong tin cau hinh IP. Mot
may chu DHCP s¢ theo doi tat ca cac dia chi IP d3 cap va dia chi
IP danh riéng va liét ké chung trong bang diéu khién DHCP. Ban
co thé sir dung bang diéu khién DHCP dé x4c dinh cac dia chi IP
clia tat ca cac thiét bi da kich hoat DHCP trong hé théng mang.
Néu khong c6 DHCP, ban khong chi phai gan cac dia chi mot cach
thil cong ma ban con phai nghi ra phuong phap dé theo ddi va cap
nhat chung.

B Cau hinh dong cac may. DHCP ty dong thuc hién qua trinh cu
hinh dong cac tham s cdu hinh quan trong trong cac may. Diéu
nay giam thiéu nhu cau cau hinh thii cong cic mdy riéng biét khi
TCP/IP 1an dau tién duoc trién khai hodc khi yéu ciu thay doi co
sO ha tang IP.

B Ciu hinh IP cho cic miy mdt cich lién mach. Cach s dung
DHCP dam bao réng cac may tram DHCP co thé nhan duogc cac
tham s6 cau hinh IP mot cach chinh xac va kip thoi, vi du nhu dja
chi IP, mét na mang con, cong ra mic dinh, dia chi IP cua may chu
DNS va cac tham s6 khac, ma khong can tac dong cua nguoi dung.
Boi vi cau hinh 13 tu dong, viéc giai quyét su c¢b cta viéc cAu hinh
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sai, vi du nhu vi¢c nhéap céc s6 khong dung kiéu, dugc giam déng
ké.

B Sv linh hoat. St dung DHCP cho phép nguoi quan tri mang tang
sy linh hoat, cho pheép ngudi quan tri mang c6 thé thay doi cau
hinh IP mét cach dé dang khi co s¢ ha tang thay doi.

m Kha niing mé rong. DHCP phu hop tir mang nho dén mang 16n.
DHCP c¢6 thé phuc vu cac mang v6i chi 10 may khach cling nhu
cac mang 16n v6i hang ngan mdy khach. Péi voi cac mang nho,
don doc, ta cO thé st dung Automatic Private IP Addressing
(APIPA). (APIPA sé& duoc ban dén trong phan sau ctia chuwong

nay)

DHCP HOAT DONG NHU THE NAO ?

Chtrc nang cbt 16i cia DHCP 1a cip phat dia chi. Nhu di dé cap trude day,
diém quan trong then chdt cua qué trinh nay l1a n6 dugc thuc hién dong. Diéu
c6 ¥ nghia d6i v6i quan tri mang 1a hé thong mang c6 thé duoc cau hinh dé
phan phat dja chi IP cho bat ky thiét bi nao két ndi tai bat ky dau trong
mang. Viéc phan phat cac dia chi nay dugc thuc hién b'flng cach gui cac
thong diép 16p ung dung dén may chi DHCP va nhén céc thong diép 16p
ung dung tor may chu DHCP. Moi thong di¢p DHCP dugc chira trong cac
g6i tin User Datagram Protocol (Giao thire Goi tin Nguwoi sir dung -
UDP) sir dung cac cong dd danh trudc 13 67 (tai may chil) va 68 (tai may
khéch)

THONG TIN THEM. Lép irng dung. Lop vmg dung la mét phan
ciia mé hinh tham chiéu Open Systems Interconnection (Két noi cdc
Hé thong Mo - OSI) dwoc dinh nghia béi International
Organization for Standardization (T6 chirc Quoc té vé chudn héa -
1ISO) va Telecommunication Standards Section of the International
Telecommunications Union (Hji Tiéu chudn Vién théng cia Hiép
héi Vién thong Quoc té ITU-T). M6 hinh nay dwoc sie dung dé tham
chiéu va dé giang day. N6 chia chirc nang mang may tinh thanh bay
I6p. Tir dinh xuéng dén ddy, bay Iop nay la application,
presentation, session, transport, network, data-link, va physical
(i Uhg dung, Trinh dién, Phién, Giao vin, Mang, Lién két dir lidu va
Vat 1y). Dé cé thém théng tin vé mé hinh tham chiéu OSI, hdy xem
thém sdach Network+ Certification Training Kit, Second Edition
(Microsoft Press, 2001).

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG
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Truéce khi hoc vé cach thire phan phat dia chi, b‘an nén hiéu mot sb thuat
ngitr: May khach DHCP, may chu DHCP va hop dong thué dia chi. Céc thuat
nglr nay dugc dinh nghia trong cac phan sau day.

May chi va may khach DHCP

Mot may tinh ldy cac thong tin ciu hinh ctia né tir DHCP duoc goi 1a mot
mdy khdch DHCP. May khach DHCP giao tiép v6i may chi DHCP dé lay
dia chi IP va cac thong tin cdu hinh TCP/IP lién quan. Dia chi IP va cac
thong tin cau hinh ma mdy chu DHCP cung cap cho cac may tram dugc dinh
nghia boi nguoi quan tri DHCP

Cic hop dong thué trong DHCP

Mot hop dong thué DHCP s& dinh nghia khoang thoi gian ma mot may chu
DHCP gan mot dia chi IP cho mdt may khach DHCP. Khoang thoi gian thué
c6 the la bat ky khoang thoi gian nao tir 1 phut cho dén 999 ngay, hodc no c6
the 1a khong gidi han. Khoang thot gian thué méc dinh 1a 8 ngay.

Cic kiéu thong diép DHCP
Cac thong di¢p lop ung dung trong qua trinh giao tiép gilta may chu
DHCP/may khach DHCP phai la mot trong tam kiéu sau day:

e DHCPDISCOVER. Gui di bdi may khach thong qua cach gui quang
b4d dé tim may cha DHCP. Theo RFC 2131, thong diép
DHCPDISCOVER c¢6 thé bao gém céac Iya chon goi ¥ cac gia tri cho
dia chi mang va khoang thoi gian thué

e DHCPOFFER. G di boi mot hodc nhiéu may chu DHCP téi mot
may khach DHCP de phan hoi lai thong di¢p DHCPDISCOVER, di
kém véi cac tham s6 cau hinh dé xuat.

e DHCPREQUEST. Pugc gui di bdi may khach DHCP dé bao hiéu
rang n6 da chap nhan dia chi va cac tham s6 ma may cha dé xuét cho
n6. May khach tao thong di¢p DHCPREQUEST c6 chtra dia chi ctuia
may chii ma tir 46 né da chap nhan dong thoi gan kém véi dia chi IP
da dé xuat. Boi vi may tram chua dugc tu c4u hinh voi cac tham sb dé
xuat nén né phat thong diép DHCPREQUEST theo cach quang ba.
Thong diép quang ba nay s& nhic mdy chu rang may khach da chap
nhan dia chi dé xuat va dong thoi nhic tat ca cac may chu khac trén
mang rang may khach sé& tir chdi cac dé xuét khac.

e DHCPDECLINE. Dugc gui di boi may khach dén may chu DHCP,
thong bao voi may chu nay rang dia chi IP ma né dé xuat 1a khong
dugc chap nhan. May khich DHCP s€ guii mdt thong dié€p
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DHCPDECLINE néu né xac dinh duogc rﬁng dia chi dé xuat do da
duoc str dung. Sau khi giri di DHCPDECLINE, may khach bat dau lai
qua trinh di hoi thué hoic lam méi 1an nira.

e DHCPACK. G di bdi may chit DHCP dén may khach DHCP dé
xac nhan dia chi IP n6 di dé xuat cip cho may khach va dugc may
khach chdp nhan va dé cung cip cho may khach cac tham sb cdu hinh
ma méy khach yéu cau khi may chu da dugc cau hinh dé cung cip cac
tham s6 do.

e DHCPNACK. Gui di boi may chu DHCP dén méay khach DHCP dé
tir chdi thong diép DHCPREQUEST ctia may khach. Diéu nay c6 thé
xay ra néu dia chi yéu cau la khong ding boi vi may khach da di
chuyén sang mdt mang con méi hodc boi vi thoi han thué cia may
khach DHCP di hét han va khong thé 1am méi dugce. Sau khi nhan
duoc thong diép DHCPNACK, méy khach bat dau lai qua trinh di hoi
thué hodc lam mai 1an nita

e DHCPRELEASE. Giri di boi may khach DHCP dén may chu DHCP
dé giai phong mot dia chi IP va hay bo thoi han thué con lai. Kiéu
thong diép nay duoc gui dén may chii cung cap IP dang thué.

e DHCPINFORM. Pugc giri di tir may khach DHCP dén may chu
DHCP dé chi hoi vé cac tham sé céu hinh noi bo bd sung; may khach

d3 duoc cdu hinh dia chi IP rdi. Kiéu thong diép nay dong thoi sur
dung dé phat hién cac may chit DHCP khong dugc oy quyén.

Cich thirc may khach c¢é dwgee mot hop dong thué ban dau
Mot may khach thyc hién qua trinh khoi tao hop ddng thué trong cac tinh
hudng sau day:

B Lan diu tién may khach khoi dong
B Sau khi n6 giai phong dia chi [P ciia minh

B Sau khi n6 nhan dugc mot thf)ng d,iép DHCPNACK, tra 101 cho
viéc may khach DHCP d6 dang c6 gang lam mai lai mot dia chi IP
da thué tu trudce.

Néu thanh cong, qua trinh khoi tao hop dong thué nay 1a mot chudi cac trao
d6i gitta may khach DHCP va may chu DHCP bang cach sir dung bon thong
di¢p sau: DHCPDISCOVER, DHCPOFFER, DHCPREQUEST va
DHCPACK. Qué trinh trao doi cac théng diép nay dwgc minh hoa trong
Hinh 1-2:

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG
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CHUONG 1: TRIEN KHAI DHCP

DHCPDISCOVER — |

— DHCPOFFER <
o : DHCPREQUEST —— Z
DHCP dlient. Q2 " +————DHCPACK * | DHCP server

Hinh 1-2. Cac thong di¢p trao ddi véi mot may chis DHCP dé cé dwoe
mot hgp dong thué

Dinh vi may chu.

May khach quang ba théng diép DHCPDISCOVER dé tim kiém may chu
DHCP. Boi vi may khach chua c6 mdt dia chi IP hoac chua biét dia chi IP
cua mdy chu DHCP nén thong di¢p DHCPDISCOVER duogc gui di quang ba
trong toan mang nodi bd, voi dia chi nguén la 0.0.0.0 va dia chi dich la
255.255.255.255. Thong diép DHCPDISCOVER 1a mét 101 yéu cau vé vi tri
ctia may chit DHCP va thong tin dia chi IP. Yéu ciu niy c6 chira dia chi
MAC cta may khach va tén may tinh dé may cha DHCP biét rang may
khach nao da gui yéu cau.

Nhén dia chi dé xudt

Tat ca cac may chu DHCP nhén duoc thong diép DHCPDISCOVER, dong
thoi d3 duoc cdu hinh ding cho méy tram, s& quang ba thong diép
DHCPOFFER véi cac thong tin sau day:

W Dia chi IP ngudn (Cta may chit DHCP)
Dia chi IP dich (Caa may khach DHCP)
Dia chi IP dé xuét

Dia chi phan cimg ctia may khach

Mat na mang con

Thoi han cua hop dong thué

Thong tin nhan dang may chu (dia chi IP cia may chu DHCP dang
dé xuat)

Nhu mé ta trén Hinh 1-3, cac théng diep DHCPDISCOVER va
DHCPOFFER déu la kiéu quang ba.

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG
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CHUONG 1: TRIEN KHAI DHCP

DHCPDISCOVER

Source P address = 0.0.0.0

Dest. IP address = 255.255.255.255
Hardware address = 08004....

DHCPOFFER

Source |P address = 121.107.3.24
Dest. IP address = 255.255.255.255
Offered IP address = 131.107.8.13
Client hardware address = 08004....
Subnet mask = 255.255.265.0
Length of lease = 72 hours

Server identifier = 131.107.3.24

Hinh 1-3. Cac thong dié¢p DHCPDISCOVER va DHCPOFFER déu la
ki¢u quang ba.

Sau khi quang ba thong diep DHCPDISCOVER cua minh, may khach
DHCP s& doi 161 dé xuét trong thoi gian 1 gidy. Néu khong nhan dugc mot
1061 dé nghi nao, may khach khong c6 kha ning khéi tao tiép va nd sé& phai
gl quang ba lai yéu cau ba 1an (sau cac khoang thoi gian 9, 13 va 16 giay
cong voi mot khoang x¢€ dich gitra 1 miligidy va 1 giay). Néu khong nhan
dugc mot 10i dé xuat nao sau bdn 1an giri, may khach tiép tuc gui lai véi
khoang thoi gian 13p lai 1a 5 phat. Néu DHCP khong thanh cong, cac may
khach Windows XP, Windows Server 2003, Windows 98, Windows Me va
Windows 2000 c6 thé sir dung APIPA dé lay dong dugc mot dia chi IP va
mit na mang con. Windows XP va Windows Server 2003 c6 thé sir dung cau
hinh thay thé, cAu hinh nay sé cép dong cac thiét 1ap da duoc dinh nghia
truée néu khong tim thdy mot may cha DHCP nao. APIPA va cau hinh thay
thé duoc mo ta trong phan “Ciu hinh may khach tu dong” trong phan sau
cua chuong.

AN\

DHCP client \ giv- | DHCP server

Phdn héi lgi dia chi dé xudt

Sau khi may khach nhéan duoc 101 dé xudt tur it nhat mot may chu DHCP, n6
quang ba thong di¢p DHCPREQUEST t61 moi may chu DHCP. Thong di¢p
quang bA DHCPREQUEST nay chura cac thong tin sau:

B Dia chi IP cia mdy chu DHCP ma may khach da lya chon
W Dia chi IP d3 yéu cau cia may khach

WM Mot danh sach cac tham sO yéu cau (mat na mang con, bo dinh
tuyén, danh sach cac may cha DNS, tén mién, thong tin dic thu vé

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG
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nha san xuét, danh sach céc may chu WINS, kiéu nat NetBIOS va
pham vi NetBIOS)

Khi cac may chi DHCP ma ¢6 1oi dé xuat khong dwgc chap nhan, nhin
duoc thong di€ép DHCPREQUEST nay, n6 s€ rut lai cac dé xuat cia minh.

Nhan loi xdc nhdn

May chit DHCP ma c6 cac dé xuat duoc chip nhan s& giri mdt xac nhan
thanh cong dén mdy khach dudi dang mot théng diép DHCPACK. Thong
diép nay co6 chira mot hop dong thué hop 1& ciia mot dia chi IP, bao gdom ca
cac thoi diém 1am méi (T1 va T2, sé& duge ban dén trong phan sau, “DHCP
lam méi mot hop dong nhu thé nao”) va khoang thoi gian ctia hop dong
(tinh bang gidy)

DHCP lam mé6i mét hop dong nhw thé nao

Boi vi cac IP thué c6 mot thoi gian ton tai hitu han nén may khach phai
thuong xuyén déu din lam méi hop dong thué sau khi ¢6 dugc nd. Nhu Hinh
1-4 thé hién, may khach Windows DHCP ¢ 1am méi hop déng hoic sau
mdi 1an khoi dong hodc theo mot khoang thoi gian déu din sau khi may
khach DHCP da khoi tao.

— DHCPREQUEST (Broadcast)—
| ——[DHCPREQUEST (Unicast)=—

» +——[DHCPACHK
DHCP client \_,.l"

A N\

DHCP server

Hinh 1-4. Cac thong diép trao d6i trong qua trinh 1am méi mét hop
dong

Nhu Hinh 1-4 thé hién, viéc lam méi hop ddng s& st dung chi hai thong diép
DHCPREQUEST (hoic kiéu quang ba hoidc kiéu don nhat) va DHCPACK.
Néu mét may khach DHCP 1am méi hop dong khi né khoi dong lai, cac
thong diép nay duoc gt di thong qua cac géi tin IP quang ba. Néu qua trinh
lam moi hop dong duoc thuc hién trong khi may khach DHCP dang chay,
may khach DHCP va may cha DHCP sé& giao tiép véi nhau bang cac thong
di¢p don nhat. (Nguoc lai v6i cac thong diép quang ba, cac thong diép don
nhat 13 cac thong diép diém-tGi-diém giira hai may trong mang)

Khi mot may khach c6 duoc hop dong thué, DHCP cung cap cac gié tri cho
cac tiy chon cau hinh ma may khach DHCP yéu ciu va d3 duoc cdu hinh
trén may chu DHCP. Bang cach giam thoi han hop dong, ngudi quan tri
DHCP c6 thé bat budc cac may khach phai thuong xuyén 1am méi lai hop

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG
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dong thué va ldy cac thong tin chi tiét vé cdu hinh cip nhat. Piéu nay co thé
co loi khi ngudi quan tri mudn thay ddi pham vi cu hinh hodc mudn nhiéu
dia chi hon cho cac may khach DHCP bang cach thu hdi lai chiing nhanh
hon. Mot pham vi DHCP 13 mot dai dia chi IP sin sang dé cho thué hoic
gan cho cac may khach bang dich vu DHCP. Mot pham vi ¢6 thé bao gém
mot hodc nhiéu tuy chon. Tay chon (Option) 13 cac hang muc cau hinh nhét
dinh, vi du nhu mdt na mang con hay dia chi IP céng ra mac dinh ma ngudi
quan tri DHCP mubn may chu DHCP cip cho cac may khach DHCP

LUU Y. Khi nao ting hodc giam thoi gian thué DHCP. Néu cdc
cau hinh mang TCP/IP cua ban khong thay doz thwong xuyéen hodc
néu ban c6 nhiéu dia chi IP hon lwong dia chi can thiét trong ddi dia
chi IP ban di gan, ban cé thé tang thoi gian thué DHCP dang ké
dya trén gid tri mdc dinh la tdm ngay. Tuy nhién, néu cdu hinh
mang cia ban thay doi thuong xuyén hodc ban c6 mét lwong gici
han cac dia chi IP va phdn I6m déu dwoc sir dung, ban nén dé chu ki
dy tri¢ la ngdn, c¢é thé la mét ngay. Ly do la néu ddi dia chi IP san
sang dwoc sir dung hét, cdc mdy thém vao hodc di chuyén cé thé
khéng thé lay dwoc dia chi IP tir mdy chit DHCP va do d6 khéng thé
tham gia vao viéc truyén théng trén mang.

Lan dau tién méay khach DHCP ¢6 gang lam méi lai hop dong thué 13 khi dat
dugc mot nura thoi gian thué, duoc goi 1a T1. May khach DHCP léy gia tri
T1 tir thong diép DHCPACK khi x4c nhan hop dong thué. Néu viéc lam
moi lai lai hop dong thué khong thanh cong tai thoi diém T1, may khach
DHCP tiép tuc c¢d gang lam mdi hop dong tai thoi diém 87. 5% thoi gian
thué, thoi diém nay dugc goi la T2. Gidéng nhu T1, T2 duoc xac dinh trong
thong diép DHCPACK. Néu hop dong khong duge lam moi lai trude khi no
hét han (néu vi du nhu khong thé két ndi dén may chu DHCP duogc trong
mot khoang thot gian nao do), ngay khi hop dong bi hét han, may khéach lap
tirc giai phong dia chi IP va cb gang tim kiém mot hgp dong mai.

Thay do6i mang con va cac may chit DHCP

Néu cac may khach DHCP yéu cau mot hop ddng thué bang cach sir dung
thong diép DHCPREQUEST ma may chit DHCP khong thé dap tmg duoc
(vi du khi may tinh x4ch tay di chuyén sang mdt mang con khac), may chu
DHCP gui mot thong diép DHCPNACK té1 may khach. Thong di€p nay sé
thong bao cho may khach rang dia chi IP yéu cau thué khong dugce 1am méi.
May khach sau d6 s& bat dau qua trinh tim kiém tiép bang cich quang ba
mot thong dié¢p DHCPDISCOVER. Hinh 1-5 minh hoa thtr tu cua cac thong
diép DHCP x4y ra khi mot méay khach khoi dong trong mdt mang con maoi.

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG
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DHCPREQUEST—— Ty
+———DHCPNACK
DHCPDISCOVER =——— a
7 W, +——DHCPOFFER ‘
DHCP client "\,n_l'- & DHCPREQUEST —— : DHCP server
] DHCPACHK
Hinh 1-5: Cac thong di¢p DHCP trao d6i khi mdt may khach khéi dong
trong m{t mang con méi

Khi mét may khach DHCP khoi dong trong mét mang con mdi, no quang ba
mot thong diép dé 1am méi hop dong thué cua no. Yéu cau 1am méi hop
déng DHCP duoc ‘quang ba trong mang con do do tat ca moi may chu
DHCP ma cung cap dia chi DHCP s& nhén dugc yéu cdu nay. May chu
DHCP tra 161 yéu céu nay lai nam trong mot mang con moéi, khic véi may
cht ma da cung cip hop dong thué ban dau. Khi may chiu DHCP nhan dugc
thong di€p quang ba, no s€ so sanh dia chi ma may khach DHCP yéu cau voi
dai dia chi dugc ciu hinh trén nd va trong mang con. Néu no khong thé dap
mg yéu ciu ctia may khach, may chu DHCP s& tao ra mot thong diép
DHCPNACK va may khach bt dAu lai qua trinh tim kiém hop dong thué dja
chi IP.

Néu may khach khong thé dinh vi bat ky mot may cha DHCP nao khi khai
dong lai, né s€ gui di mot thong diép quang ba ARP dén cong ra mic dinh
ma nod ¢ duge tir trude, néu co. Néu dia chi IP cua cong ra dugc phan giai
thanh coéng, may khach DHCP gia dinh rang no Van nam trong cung mot
mang ma tir 46 nd ¢6 dugc ban hop dong thué va tiép tuc sir dung ban hop
dong cua no. Trong truong hop khac, néu dia chi IP ctia cong ra khong duoc
phan giai, may khach gia dinh rang n6 da dugc di chuyén dén mot mang
khac ma khong c6 may chit DHCP nao sin sang (vi du nhu mang tai nha), va
n6 tu cdu hinh bang cach s dung APIPA hodc mot cdu hinh thay thé. Khi
né tu ciu hinh, may khach DHCP cd géng dinh vi mét may chu DHCP sau
mdi 5 gidy dé cd ging lam méi hop dong ciia no.

Sir dung DHCP Relay Agent (Phén tir chuyén tiép DHCP)

DHCP phu thudc rat 1én vao cac thong diép quang ba. Céac thong diép quang
ba nay thuong dugc gidi han trong mang con ma no sinh ra va khong duge
chuyén tiép dén cac mang con khac. Piéu nay s& din dén mét truc tric néu
nhu mdy khach nam trong mot mang con khac mang con ciia may chu
DHCP. Mot DHCP relay agent (phan tir chuyén tiép DHCP) ¢6 thé 13 mot
may hodc mot thiét bi dinh tuyén (router) ma ling nghe cac thong diép
DHCP (va BOOTP) tir may khach dang quang ba trong mang con va chuyén
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tiép cac thong diép d6 toi mot may cha DHCP. May chu DHCP sé& giri cac
thong diép phan hdi lai cho relay agent va phan tr nay nay sé lai quang ba
chung vao trong mang con cua cac may khach. Str dung DHCP relay agent
s& giam thiéu nhu ciu phai c6 mot may chi DHCP trong mdi mang con.

Pé hd trg va sir dung dich vu DHCP hoat dong trén nhiéu mang con, cac
thiét bi dinh tuyén két ndi céc mang con vdi nhau s€ phai c6 tinh nang hd tro
DHCP/BOOTP relay agent nhu mo ta trong REC 1542. Dé tuén theo chuan
RFC 1542 nay va cung cap kha ning hd tro relay agent, mdi thiét bi dinh
tuyén phai c6 kha niang nhan biét cac thong diép cua giao thiec DHCP va
BOOTP va chuyén tiép ching mot cach thich hop. Béi vi cc thiét bi dinh
tuyén dién hinh s& hiéu cac thong diép DHCP nhu 1a thong diép BOOTP nén
mot thiét bi dinh tuyén chi can c6 kha ning BOOTP relay agent s& chuyén
tiép dugc cac goi tin DHCP va bat ky géi tin BOOTP nao giri di trong mang.

DHCEP relay agent dugc cau hinh voi dia chi IP cua may chi DHCP. DHCP
relay agent s& ling nghe cac thong diép DHCPDISCOVER,
DHCPREQUEST va DHCPINFORM ma dugc quang ba tir cac may khach.
DHCP relay agent sau d6 s& doi trong mot khoang thoi gian da duoc cu
hinh trudc va néu khong phat hién ra duge phan hoi nao, no s€ gui di mot
thong diép don nhit (unicast) &én may chu DHCP da ciu hinh sin. May chu
nay sé& tiép nhan thong diép va phan hoi tré lai cho DHCP relay agent. Phan
tor nay sau d6 s€ quang ba thong di¢p nay vao trong mang con ndi by, cho
phép cac may khach DHCP nhan chung. Cac qua trinh trén dugc mo ta trong
Hinh 1-6.

DHCP g
relay agent # ?
# #' DHCP server
= i
\,_.;_-J’
Router
non-RFC

1542 compliant

Hinh 1-6. Cac théng diép DHCP dwoc chuyén tiép béi DHCP relay
agent

Qua trinh trao d6i thong tin trong hinh 1-6 dugc tién hanh theo cac budc sau:
1. Clientl quang ba gé1i tin DHCPDISCOVER

2. Relay agent chuyén tiép goi tin DHCPDISCOVER dén may chu DHCP
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3. May chu giri g6i tin DHCPOFFER dén DHCP relay agent

4. Relay agent quang ba goi tin DHCPOFFER

5. Clientl quang ba goéi tin DHCPREQUEST

6. Relay agent chuyén tiép goi tin DHCPREQUEST dén may chit DHCP

7. May chii quang ba géi tin DHCPACK va DHCP relay agent s& don lay
g61 tin do

8. Relay agent quang ba goi tin DHCPACK

Ciu hinh may khach tw djng

Trong hau hét cac truong hop, cac may khach DHCP déu tim thdy mot may
chu trong mang con ndi bd hoic thong qua relay agent. Dé cho phép hé
thong chay binh thuong khi may chi DHCP khong hoat dong, Windows
Server 2003, Windows XP, Windows 2000 va Windows 98 cung cap tinh
ning APIPA. APIPA 1a mot thanh phan trong khi trién khai Windows
TCP/IP cho phép mot may tinh xac dinh dwoc thong tin cau hinh IP khi
khong c6 mot may chit DHCP nao hodc chua ¢ cau hinh thi cong nao trudc
do.

APIPA giup mot méy tinh IP khong bi su ¢b vi khong thé truyén thong khi
may cha DHCP khong hoat dong vi mot 1y do nao d6. Hinh 1-7 thé hién cac
chu trinh gan dia chi IP khac nhau khi mot may khach DHCP tim kiém mot
may chu DHCP. Trong truong hop khong tim thdy may cha DHCP va
APIPA d3 duogc ciu hinh va kich hoat, mot dia chi APIPA s& dugc gan cho
may tinh. APIPA ¢6 loi trong cac mang lam viéc nhé khi ma khong trién
khai may cha DHCP. Boi vi viéc cau hinh ty dong khong hd trg céng ra mic
dinh cho nén né chi lam viéc trén mdt mang con va khong thich hop cho cac
mang lon.
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DHCP client attempts . Server Yes DHCP server assigns
to locate DHCP Server found? address to client
l Mo

APIPA

No configured

APIPA address

and is assigned
enabled?
User-
configured
alternate Yes . User-configured IP
configuration ~ address is assigned

specified?

. Userconfigured IP
" address is not assigned

Hinh 1-7: Viéc gan dia chi IP sitr dung APIPA hay CAu hinh Thay thé

Néu may khach DHCP khong thé tim thdy may chi DHCP va lai khong
dugc cau hinh thay thé (thé hién trong Hinh 1-8), may tinh d6 s& tu cau hinh
voi mot dia chi IP ngiu nhién lya chon tr giai dia chi mang lép B
169.254.0.0 va v61 mat na mang con 255.255.0.0 da dugc Internet Assigned
Numbers Authority (T6 chirc _dwgc chi dinh sé cho Internet - IANA) du
phong trude. May tinh duoc cau hinh ti dong s& kiém tra dé xac nhén rang
dia chi IP ma no chon 13 chua duogc sir dung bang cach dung mot quang ba
ARP. Néu dja chi IP da dugc su dung, may tinh s€ lya chon dia chi ngau
nhién khic. May tinh s& c6 gang thuc hién 10 1an dé tim ra dja chi IP ma né
c6 thé sir dung.
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Internet Protocol {TCP/IP) Properties 7] ]

General  Alternate Configuration

|f thiz computer iz uzed on more than ane netwark, enter the alternate [P
zettings below.

" Automatic private I[P address

—{* User configured
|F addresz: I 192 168 . 1 100
Subnet masgk: I 2RR 2R AR 0
Diefault gateway: [ 192 188, 1 . 1
FPreferred DMS zerver: I 192 168 . 1 . 1
Alternate DMS server: I 192 168 . 1 . 10
Freferred WINS zerver: I 192 168 . 1 . 11
Alternate WINS server: I 192 168 . 1 . 1d

k. I Cancel |

Hinh 1-8. Trang thudc tinh cau hinh thay thé

Khi mot dia chi lya chon dugc xac nhan 1a co thé su dung, may khéch s¢&
duogc cdu hinh véi dia chi do. May khach DHCP sé& tiép tuc Am tham tim
kiém mot may chi DHCP ctr 5 phat mot 1an, va néu tim thdy may chi
DHCP, c4u hinh ma may chit DHCP d¢ xuat s& dugc sir dung

Cac may khach Windows XP va Windows Server 2003 ¢6 thé duoc cAu hinh
dé stir dung mot cdu hinh thay thé, may khach DHCP s& st dung cdu hinh
nay néu khong thé lién lac dugc voi mot may cha DHCP nao. Cau hinh thay
thé bao gém mot dia chi IP, mdt mdt na mang con, mdt céng ra mac dinh,
cac dia chi cia may chu DNS va WINS.

Mot muc dich ctia cAu hinh thay thé chinh 13 giai phap cho cac may tinh
xach tay vi chung ludén di chuyén giita mot mang tich hop c6 may chu
DHCP va mang gia dinh trong do6 dia chi IP tinh dugc stir dung. Vi du, Janice
c6 mOt may tinh xach tay ma c6 ta st dung & ca van phong lam viéc va &
nha. Tai van phong lam viéc, méy tinh ciia cd iy dia chi IP tir may chu
DHCP, nhung ¢6 iy khong c6 mot may chu DHCP ndo ¢ nha ca. Janice c6
thé sir dung cau hinh thay thé dé gilr lai thong tin vé dia chi IP, mit na mang
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con, cong ra mac dinh va may chia DNS dé khi c6 ta két ndi may xach tay
cua cd ay 0 mang gia dinh, n6 sé dugc cau hinh mot cach tu dong.

Néu ban sir dung DHCP v6i cau hinh thay thé va may khach DHCP khong
thé tim thay may chit DHCP, c4u hinh thay thé nay s& dugc sir dung dé cau
hinh giao tiép mang. Khong can phai thuc hién viéc tim kiém thém nao khac
trir trong céac truong hop sau:

B Giao tiép mang bi vo hi¢u hoa va sau d6 duoc kich hoat lai

W Thiét bj két ndi (vi du cap mang) bi ngét ra va sau d6 két ndi lai

B Cac thié'E lap TPC/IP cho giao tiép mang thay d6i va may chu
DHCP van con hoat dong sau céc thay doi nay.

Néu may chu DHCP duoc tim thay, giao tiép mang s& dugc gan dia chi IP
DHCP hop 1€

> Hién thi thé Alternate Configuration (Cau hinh thay thé)

Pé hién thi thé “Alternate Configuration” nhu thé hién trong Hinh 1-9, giao
tiép mang phai dugc cau hinh dé lay dia chi IP mdt cach ty dong. D€ xem
thé “Alternate Configuration”, thuc hi¢n theo cac budc sau:

1. Mo Control Panel, va nhan dup vao phan Network Connections

2. Trong cua s6 Network Connections, nhan phai chudt vao Local
Area Connection va chon Properties

3. Trong trang Local Area Connection Properties, tré vao Internet
Protocol (TCP/IP) va sau do nhan vao Properties

4. Trong thé “Alternate Configuration”, nhap vao dia chi IP cua ban.
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Internet Protocol {TCP/IP) Properties 7] ]

General  Alternate Configuration

|f thiz computer iz uzed on more than ane netwark, enter the alternate [P
zettings below.

" Automatic private I[P address

—{* User configured
|F addresz: I 132 168 . 14 100
Subnet masgk: I 2RR 2R AR 0
Diefault gateway: | 192 188 . 14 . 1
FPreferred DMS zerver: I 192 168 . 14 100
Alternate DMS server: I 192 0168 . 14 1M
Freferred WINS zerver: I 192 168 . 14 100
Alternate WINS server: I 192 168 . 14 .10

k. I Cancel |

Hinh 1-9. Thé Alternate Configuration ctia trang thugc tinh Internet
Protocol (TCP/IP)

UY QUYEN MAY CHU DHCP

Khi trién khai DHCP trong cac hé diéu hanh truéc Windows 2000, bat ky
nguoi dung nao cling co thé tao ra mot may chu DHCP trong mang, mot
hanh vi c6 thé gay ra su xung ddt trong viéc cép dia chi IP. Vi du néu mot
may khach cé duoc hop dong thué dia chi tir mot may chit DHCP duoc cau
hinh khong chuén, may khéch co thé nhan duoc mét dia chi IP khong hop 1€
va s& khong thé giao tiép v6i cac may khac trén mang. Piéu nay tham chi
con ¢6 thé ngin can ngudi dung khong dang nhap dugc. Trong Windows
Server 2000 va Windows Server 2003, mot may chiu DHCP chwa dwoc uy
quyén (con duoc goi 1a mot may cha DHCP gia mao) don thuan 1a mot may
chiu DHCP ma khong duoc liét ké trong dich vu thu muc st dung Active
Directory nhu mot may cha dugc ty quyén. Ban phai uy quyén mot may chu
DHCP trong Active Directory trude khi may chil nay c6 thé gan cac dia chi
cho cac may khach DHCP.
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Qua trinh iy quyén mét may chi DHCP

Tai thoi diém khoi tao, may chit DHCP lién hé v6i Active Directory dé xac
dinh li¢u n6 c6 nam trong danh sach cac may chu hién thoi dang dugc uy
quyén dé thuc hién nhiém vu trong mang. Mot trong cac hanh dong sau day
s€ xay ra:

B Néu may chiu DHCP duoc ty quyén, dich vua DHCP Server s& khai
dong

B Néu may cha DHCP chua duogc uy quyén, dich vu DHCP Server s¢
ghi mot 161 vao trong nhat ky su kién hé théng rang dich vu khong
khoi dong va hién nhién 14 nd s& khong phan hoi lai cac yéu cau
cua may khach.

Hay xem x¢ét hai kich ban sau. Trong kich ban thu nhat, may cha DHCP la
mot phan cua mién va dugc uy quyen Trong kich ban thir hai, may chu
DHCP khong phai trong mot mién va hién nhién 13 chua dugc iy quyén. Cac
kich ban nay duoc thé hién rd rang trong hai phia trai va phai twong tng cta
Hinh 1-10:
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Hinh 1-10. Qua trinh khéi tao va iy quyén mdt may chi DHCP

Trong kich ban dau tién, may chu DHCP khai tao va xac dinh liéu n6 c6
phai 13 mot phan cua mién hay khong. Néu dung, no s¢€ lién h¢ voi dich vu
thu muc dé xac nhan xem no6 c6 duge uy quyén hay khong. Dich vu thu muc
s& x4c nhan rang may chu duoc oy quyén. Sau khi nhan dugc xac nhan nay,
may chu ndy s& quang ba mot thong diép DHCPINFORM dé xac dinh liéu
cac dich vu thu muc khac cé san sang hay khong va lip lai qua trinh Uy
quyén véi timg dich vu thu muc phan hdi véi thong diép do. Sau khi qua
trinh nay hoan thanh, may chi bat dau phuc vu cac may khach DHCP mot
cach chinh thirc.

Trong kich ban tht hai, may cha khong nam trong mién. Khi may chu khoi
tao, n6 kiém tra xem c¢6 may chu thanh vién DHCP nao khong. Néu khong
c6 may chit DHCP thanh vién nao duoc tim thdy, may chi bt dau phuc vu
cac may khach DHCP va tiép tuc kiém tra xem c6 may chu thanh vién nao
khong bang cach giri cac thong diép DHCPINFORM di ctr 5 phat mot 1an.
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Néu mot méy chu DHCP thanh vién duogc tim théy, may chu sé tat dich vu
DHCP va hién nhién 1a nging phuc vu cdc may khach DHCP.

Active Directory phai hoat dong dé uy quyen cho may chu DHCP va ngan
chin cac may cha khong duge Gy quyén. Néu ban cai dit mot may chu
DHCP trong mang khong ¢ Active Directory thi cting khong phai thyc hién
viéc uy quyén. Néu sau d6 ban thém Active Directory vao, may chit DHCP
s& nhan biét duge sy c6 mit cia Active Directory, va vi né chua dugc uy
quyén nén may chi dé s& tu tit dich vu cua nd. May chu DHCP thong
thuong theo médc dinh la khong dugc uy quyén va do viy cac may chu dé
phai duoc Gy quyén mot cach truc tiép.

Bao vé hé thong khéi cac may chit DHCP khéng dwoc phép
trong nhom lam viéc

Khi khoi tao mot may chu DHCP ma khong phai 1a may chu thanh vién cua
mot mién (vi du nhu thanh vién cua mot nhém lam viéc), cac su kién sau
Xay ra:

B May chu s€ quang ba mot thong di€ép DHCPINFORM trong mang

WM Bit ky may cha ndao nhan dugc thong diép nay s€ phan Ung lai
bang mot thong diép DHCPACK va cung cap tén cia mién thu
muc ma no la thanh vién.

B Néu mot may chit DHCP thuéc nhém lam viée phat hién ra may
chu DHCP thanh vién khac ctia mot mién trong mang, mdy chu
DHCP thuéc nhom lam viéc nay s& cho rang né chua dugc ty
quyén trong mang d6 va tu tat dich vu caa né.

B Néu may chia DHCP thugc nhém lam viéc phat hién ra su tdn tai
cua mot may chu thugc nhém lam viéc khac, né s€ khong dé y dén
may chu d6, diéu nay c6 nghia 1a nhiéu may chu thudc nhom 1am
viéc ¢6 thé duoc kich hoat cung mot thoi diém mic du khong co
mot dich vu thu muc nao.

Khi mot may chu thuoc nhom lam viéc khoi tao va dugce uy quyén, (bdi vi
khong c¢6 may chu thanh vién cua mién hoic may chil thuoc nhom 1am viéc
nao khac trong mang), n6 tiép tuc quang ba thong diép DHCPINFORM cir
sau mdi 5 phat. Néu mot may chu DHCP thanh vién cta mién Gy quyén
duoc khéi tao sau d6, may chu thuoc nhém lam viéc s€ tr¢ thanh khong uy
quyén va s& ngimg phuc vu.

> Uy quyén dich vu DHCP Server
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Dé uy quyén cho mot may chu DHCP trong Active Directory, thuc hién theo
cac budc sau day:

1. Mo bang diéu khién DHCP tir thuc don Administrative Tools.

2. Trong bang diéu khién, nhan phai chudt vao DHCP va sau d6 nhan
vao “Manage Authorized Servers” (Quan tri cdc mady chu dwoc uy
quyén)

3. Trong hop thoai Manage Authorized Servers, lua chon Authorize
(Uy quyén)

4. Trong hop thoai Authorize DHCP Server (Mdy chu DHCP dwoc
uy quyén), nhap vao tén hodc dia chi IP cua may chu DHCP can uy
quyén va sau d6 nhan OK

5. May tinh s& liét ké tén ddy du va dia chi IP cia may tinh va sau d6
hoi dé xac nhan. Nhan OK d¢é tiép tuc.

Khi viéc iy quyén dugc hoan thanh, mii tén trén biéu twong mdy chu trong
bang dicu khién DHCP s¢€ thay doi tir do sang xanh. Ban c6 thé phai refresh
(Iam tuoi) bang di€u khién nay.

LUU Y. Ai c¢6 thé iy quyén mdy chit DHCP. Pé 1ty quyén mot mdy
chu DHCP, mot nguoi dung phai la thanh vién cua nhom Enterprise
Admins, nhom nay co trong mién goc (root domain) ciia rung.

CAU HINH MOT DHCP SCOPE (PHAM VI
DHCP)

Pham vi s€ xac dinh cac dia chi IP nao s€ stt dung cho cidc may khach. Ban
cO thé cau hinh nhiéu pham vi trén mot mady chu DHCP ma can cho moi
truong mang cua ban.

Pham vi DHCP la gi ?

Mot pham vi DHCP, nhu da dé cap dén trong phén tI:LI‘é’C, la mot tap hop cac
dia chi IP va céac thong tin cau hinh dugc an dinh dé cung cap cho cac may
tram DHCP. Mot pham vi phai duge dinh nghia va kich hoat trudc khi cac
may khach DHCP c¢6 thé st dung may chiu DHCP cho vi¢c cau hinh dong
TCP/IP.

Ngudi quan tri co thé tao ra mot hodc nhiéu pham vi trén mot hodc nhiéu
may chu Windows Server 2003 chay dich vu DHCP ‘Server. Tuy nhién, boi
vi cac may chu DHCP khong trao do6i cac thong tin vé pham vi v4i nhau nén
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nguoi quan tri phai can than khi dinh nghia cac pham vi dé nhiéu may chu
DHCP khong gan cung mot dia chi IP cho cdc may khach khic nhau hodc
géan cac dia chi ma da dugc dat tinh cho cac may IP trude do.

Cac dia chi IP dinh nghia trong mét pham vi DHCP phai lién tyc va dugce
gan v6i cung mot mdt na mang con. Néu cac dia ch1 ban muén gan la khong
lién tuc, ban phai tao ra mot pham vi bao ham tat ca cac dia chi ma ban
mubn gan va sau do loai trir cac dia chi hoac dai dia chi x4c dinh ra khoi
pham vi d6. Ban chi co thé tao ra mot pham vi trén mdt mang con trong mot
may cha DHCP don. Pé cho phép loai trir kha ning mot s6 dia chi IP trong
pham vi c6 thé da duoc gan va dang sir dung, nguoi quan tri DHCP c6 thé
chi dinh khoang ngoai l¢ (Exclusion) - mot hoac nhiéu dia chi IP trong dai
ma s€ khong gan cho cdc may khach DHCP.

Dii dia chi
Khi ma pham vi DHCP da dugc dinh nghia va khoang ngoai 1¢ dugc ap
dung, phﬁn dia chi con lai s& hinh thanh mot dai dia chi san sang trong pham
vi d6. Céc dija chi trong dai nay c6 thé duoc cip dong cho cac may khach
trong mang.

Dai dia chi ngoai I¢

Mot dai ngoai 1€ 1a mot day gidi han cac dia chi IP trong dai pham vi ma sé
duoc loai trir khoi danh sach dé xuét cua may chiu DHCP. Khi dai ngoai 1¢
dugc st dung, ching dam bao rang bat ky dia chi nao trong dai ngoai 16
duoc dinh nghia nay s& khéng duoc may chit DHCP dé xuat cho cac may
khach. Ban co thé chi ra tat ca cic dia chi IP dd duoc cau hinh tinh ¢d dinh
vao trong dai ngoai 1€ nay.

> Cau hinh mét pham vi DHCP

Dé ciu hinh mét pham vi DHCP, thuc hién theo cac budc sau:
1. M6 bang diéu khién DHCP tir thuc don Administrative Tools

2. Trong bang diéu khién, nhan trai chudt va sau d6 nhan phai chudt
vao may chu DHCP trong d6 ban mudn tao ra mét pham vi DHCP
mai va sau do Iya chon New Scope (Pham vi moi)

3. Trong “New Scope Wizard” (Trinh tao pham vi moi), nhan Next,
nhap vao mot tén va mo ta ciia pham vi va sau do nhén Next. Ban
c¢6 thé stir dung bat ky tén nao ban mudn, tuy nhién né nén du y
nghia dé ban c6 thé nhan biét dugc muc dich cua pham vi nay
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trong mang cua ban. (Vi du ban ¢ thé st dung mét tén nhu “Cac
dia chi cho mdy khach trong toa nha quan 1y”)

4. Trong trang “IP Address Range” (Khoang dia chi IP), nhdp vao
khoang dia chi ma c6 thé duoc gan nhu 1a mot phan ctua pham vi
nay. (Vi du, st dung mot dai dia chi IP tir dia chi khoi dau
10.1.1.50 dén dia chi két thac 10.1.1.150). Béi vi cac dia chi ndy s&
dugc gan cho cac may khach, ching phai 1a cac dia chi hop I¢ va
hién tai chua dugc st dung trong mang. Gié tri mdt na mang con
mac dinh tuwong Umg vdi dai dia chi cua ban s€ dugc ga"ln vao. Néu
ban si dung mogt gid tri mdt na mang con khac, nhap vao mat na
mang con méi va sau d6 nhan Next.

5. Trong trang “Add Exclusions” (Thém cac ngogi [¢), trong hop
Start, nhap vao dia chi IP bat dau cua dai ma ban mudn loai trir va
trong hop End, nhap vao dia chi két thuc cua dai dia chi ma ban
muén loai trr. Dé loai trir mot dia chi IP don, trong hop Start, nhap
vao dia chi IP do.

6. Nhan Add dé 13p lai Budc 5 cho téi khi ban da nhap vao tit ca cac
dia chi IP ma ban muon loai trir. Ban nén loai trir bat ky dia chi nao
ma ban da gan tinh. Nhan Next.

7. Trong trang “Lease Duration” (Thoi han thué), nhip vao sd ngay,
gid va phut trude khi mot dja chi IP dd gan tir pham vi nay bi hét
han. Nhu d3 dé cap dén trong phﬁn trudce, viéc nay s€ xac dinh thoi
gian bao lau mot may khach cé thé gilt dugc modt dia chi nhan
dugc ma chua can lam méi nd. Gia tri khoang thoi gian mac dinh
ctia hop dong 1a tdm ngay. Nhan Next.

8. Trong trang “Configure DHCP Options” (C4u hinh cac tiy chon
DHCP), nhin vao “Yes, I Want To Configure These Options
Now” (Pung, t6i mudn cau hinh cic tiy chon nay ngay bay gio) dé
st dung trinh huéng dan nay cdu hinh cac lya chon DHCP thong
dung nhat, vi du nhu dia chi IP caa céng ra mic dinh, céac thiét lap
may chi DNS va WINS. Nhan Next.

9. Trong trang “Router (Default Gateway)” (B¢ dinh tuyén (Cong ra
mac dinh)), nhap vao dia chi IP cho céng ra mac dinh s€ duoc su
dung b1 cac may khach ma nhan duoc dia chi IP tor pham vi nay.
Nhén Add dé dat dia chi cua céng ra mac dinh nay trong danh sach
va sau d6 nhan Next.
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10.Trong trang “Domain Name And DNS Servers” (Tén mién va cdc
mdy chit DNS), néu ban dang st dung médy chit DNS trong mang
ctia ban, nhap vio tén mién cta hé thong trong hdp thoai “Parent
domain” (Tén mién mikc cha).

11.Trong trang “Domain Name And DNS Servers”, nhap vao tén cua
may chiu DNS ciia ban va sau d6 nhan Resolve dé dam béao rang
may chit DHCP c6 thé lién lac véi may chi DNS va xac dinh dia
chi IP cua no.

12.Trong trang “Domain Name And DNS Servers”, nhan Add dé
thém may chu do vao trong danh sach cua cac may chu DNS ma
gan cho cac may khach DHCP. Nhan Next.

13.Trong trang WINS, nhap vao dia chi IP cua may chu WINS trong
mang cua ban va nhan Add. Néu ban khong biét dia chi IP, trong
hoép Server name, nhip vao tén ctia may chu WINS va nhin
Resolve. Sau khi thém vao cic may chi WINS, nhin Next

14.Trong trang “Activate Scope” (Kich hoat pham vi), nhan “Yes, I
Want To Activate This Scope Now” (Ping, t6i muén kich hoat
pham vi nay ngay lap tirc), dé kich hoat pham vi nay va cho phép
cac may khach 14y dia chi tir né va sau d6 nhan Next

15.Trong trang Completing The New Scope Wizard (Hoan thanh
viéc tao pham vi méi), nhan Finish.

Dia chi Multicast (Quang ba co dia chi)

May chit Microsoft DHCP di duoc mé rong dé cho phép viée gan cac dia
chi Multicast (quang ba c6 dia chi) bén canh céc dia chi Unicast (don nhat).
Mot chuan do IETF dé xuat dinh nghia viéc chi dinh cac dia chi multicast.
Chuén dé xuét nay dem lai loi ich cho céc quan tri mang bang cach cho phép
cac dia chi Multicast dugc gan trong cung kiéu nhu céc dia chi unicast, cho
phép sir dung hoan toan nén tang ha ting da co.

Viée str dung cac dia chi multicast c6 hai phan: (1) Viéc trién khai phia may
chu dé cip cac dia chi multicast va (2) giao dién lap trinh ing dung (API)
phia may khach ma cac tmg dung co6 thé str dung dé yéu cau, 1am moi va giai
phong cac dia chi multicast. Dé st dung cac dia chi multicast, ngudi quan
tri trude hét phai ciu hinh cac pham vi multicast va cac khoang dia chi IP
multicast tuong ung trén may chu thong qua snap-in. Cac dia chi multicast
sau d6 c6 thé duoc quan 1y gidng nhu cac dia chi IP théng thuong. Cac may
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khach c6 thé goi cac ham API dé yéu cau dia chi multicast tir mot pham vi.
Vi¢c thi hanh ngam thé nay s€ st dung cac dinh dang goi tin ki€u giao thuc
DHCP gitra may khéach va may chu.

CAU HINH PIA CHI DHCP DANH SAN

Str dung cac dia chi IP danh sin (reservation) cho cac may khach DHCP can
phai ¢6 dia chi IP tinh trong mang. Vi du vé cac may tinh yéu cau dija chi
tinh trong mang la cac may chu Email va cac may chu timg dung. May chu
File va In 4n cling co thé yéu cau dia chi IP tinh hodc dia chi IP danh sin néu
chung dugc truy cap bang dia chi IP cta chung.

Su danh sin DHCP 1a gi ?

Su danh sin cho phép cac hop dong thué dia chi dugc gan lau dai tir may
chit DHCP. Khi su danh sin dugc sir dung, chung dam bao r::ing mét thiét bi
phan ctng cu thé trong mot mang con c6 thé ludn st dung cing mot dia chi
IP. Su danh san phai dugc tao ra trong pham vi va khong bi loai trir khoi
pham vi d6. Cac dia chi ngoai 1 s& khong thé gan cho cac may khach cho du
n6 duge danh sin cho may khach dé. Mot dia chi IP dugc thiét 1ap du phong
hodc danh sén cho mot thiét bi mang c6 dia chi MAC gén v6i dia chi IP do.
Do d6, khi tao ra mdt su danh san, ban phai biét duoc dia chi MAC ciia mdi
thiét bi ma ban mudn danh sin mot dia chi IP cho n6. Dbi véi Windows 98,
Windows 2000, Windows XP va Windows Server 2003, dia chi MAC c6 thé
duoc biét béng cach nhap vao ipconfig /all tai giao dién dong 1€nh, viéc nay
s& cho két qua dau ra twong tu hinh sau day:

Ethernet adapter:

Description...................... DECDC21140 PCI FastEthernet Adapter
PhysicalAddress............:00-03-FF-F6-FF-FF
DHCPEnabled................:Yes
IPAddress.........cceeueeeeeee..:169.254.150.72

SubnetMask.................:1255.255.0.0
DefaultGateway............:

DHCPServer.........eeeet 255.255.255.255
PrimaryWINSServer......:
SecondaryWINSServer...:
LeaseObtained.................:0712036:11:42PM
LeaseExXpires......cccceeeunnees?

Dia chi MAC trong vi du nay la 00-03-FF-F6-FF-FF

Ciu hinh mét sw danh sin trong DHCP nhw thé nao
Pé ciu hinh mot sy danh sin DHCP, thyuc hién theo cic budce sau:
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1. Mé bang diéu khién DHCP
2. Trong cdy bang diéu khién, nhan vao Reservations
3. Trong thuc don Action, nhan vio New Reservation

Hinh 1-11 thé hién mot vi du cua mot trang thudc tinh New
Reservation hoan chinh

YowReservanon 2]
Froswide infommation far 2 resenved cliant
Escaivation nzme: |M11'.ILSEFIUEHIZ|1
I edckesz 192 18, 2 . 200
MAC sdrhess: [m-uaFF-sa-m.;E
Dgzcription: |]
Supported lypes
i Bolh
i~ OHCF by
& BOOTP arlp
fdd Oe |

Hinh 1-11. Mot trang thudc tinh New Reservation DHCP

4. Trong hop thoai New Reservation, cung cap cac thong tin sau day
va sau d6 nhan Add:

a. Tén cua viéc danh sin nay (vi du MailServer01)
b. Dia chi IP

c. bia chi MAC

d. M5 ta (Tuy ¥, khong bat budc)

e. Kiéu hd tro (Chi DHCP, Chi BOOTP, Ca hai)

Ban c6 thé giéi han kiéu may khach co thé sir dung su danh sin nay 1a
DHCP hodc BOOTP hoic cho phép ca hai. Mot sé may khach cii ma
chay cac hé diéu hanh khong phai Microsoft c6 thé st dung BOOTP
cli thay vi DHCP. Ciing nhu vay, cac may khach Windows 2000
Remote Installation Services (RIS) st dung BOOTP khi chung khoi
tao. Nhan Both, trir khi ban mudn cdu hinh cac may tram bi gidi han
s dung mot giao thuce cu thé trong khi nhan sy danh sain DHCP nay.
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5. Pé thém sy danh sdn cho may khach vao pham vi, nhan Add

6. Lap lai hai budc trén cho bat ky sy danh san ndo khac ma ban
muodn thém vao va nhan Close

CAU HINH CAC TUY CHON CHO DHCP

Céc tuy chon DHCP 1a céc tham s6 cAu hinh may khach bd sung ma mot
may chtt DHCP ¢6 thé gan khi phuc vu cac may khach DHCP. Céc tiy chon
DHCP duogc cau hinh sir dung bang diéu khién DHCP va c6 thé duogc ap
dung cho nhiéu pham vi va su danh sin. Vi dy, cac dia chi IP cho mot thiét
bi dinh tuyén hoac céng ra mac dinh, may chiu WINS hodc may chu DNS
thuong xuyén dugce cung cip cho mot pham vi don hodc tong quat cho tat ca
cac pham vi duoc quan 1y bdi may cha DHCP. Rat nhiéu tiy chon DHCP
dugc dinh nghia trudc trong RFC2132, nhung méay chu DHCP ctuia Microsoft
cling cho phep ban dinh nghia va thém cac tuy chon tuy bién. Bang 1-1 mo
ta mot sO tiiy chon ma ban c¢6 thé cau hinh.

Bang 1-1: Cac tuy chon Pham vi DHCP

Tuy chon Mo ta
Router (default Bia, chi cua bat cr céng ra mac dinh hay by dinh
gateway) tuyén nao

Tén mién DNS xac dinh mién ma may khach sé&
phu thudc. May khach ¢ thé st dung thong tin nay
dé cap nhat thong tin 1én may chit DNS dé cac may
tinh khac ¢ thé tim thiy no.

Domain name

DNS and  WINS | Dia chi cua bat cu may chi DNS hay WINS nao
servers ma may khéch c6 thé st dung trong lién lac mang.

Cic phan 16p nha cung cap (Vendor Classes) va nguoi dung
(User classes).

Céc tuy chon DHCP~c() thé duoc gan gho moi pham ,Vi, mot pham vi cu thé
va té1 mot sy danh san cho may cu thé nao d6. C6 bon loai tiy chon DHCP
trong Windows Server 2003:

B Server options (Cdc tuy chon cho mdy chu). Cac tuy chon cho
may chu s€ ap dung cho moi may khach cua may chu DHCP do.
Str dung céc tiy chon ndy cho cac tham sb thudng cé trong tat ca
cac pham vi trong may chu DHCP
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B Scope Options (Cdac tuy chon cho pham vi). Céac tuy chon cho
pham vi 4p dung cho tit ca cdc may khach trong mot pham vi va 1a
tap hop cac tuy chon dugc sit dung thudng xuyén nhat. Cac tiy
chon cho pham vi s& ¢6 quyén wu tién cao hon va phu nhan cac tiy
chon cho may chu.

W Class Options (Cdc niy chon cho phan lop). Cac tuy chon cho
phan 16p s& cung cap cic tham sé6 DHCP cho cic may khach
DHCP dua trén kiéu- hodc 1a cac phan 16p nha cung cip (Vendor
Classes) hoac cac phan 16p ngudi dung (User classes).

B Client Options (Cdc tuy chon cho may khach). Cac tuy chon cho
may khach dp dung cho timg may khach riéng. Céac tuy chon cho
may khach c6 quyén wu tién cao nhat va phi nhan cic tuy chon
khéac (may chu, pham vi va phan 16p)

Cac phan 16p nguoi dung duoc tao ra theo y riéng nguoi quan tri DHCP. Cac
phén 16p nha cung cap dugc dinh nghia theo cac nha cung cap may tinh va
khong the thay d6i. Hinh 1-12 thé hién cach sir dung ctia cac phan 16p nha
cung cap khi 4p dung tiy chon 002 “Microsoft Release DHCP Lease On
Shutdown” (Microsoft giai phong hop dong DHCP khi tat may) vao cac
may tinh chay Windows 2000. Sir dung cac phén 16p nha cung cap va nguoi
dung, mot quan tri ¢6 thé cdu hinh may chu DHCP dé gan cac tuy chon khac
nhau, tiy thudc vao kiéu may khach tiép nhan chang. Vi du, mot nha quan
trj c6 thé cAu hinh may chu DHCP dé gan céc tuy chon khac nhau dya trén
kiéu ctia may khach, vi du may dé ban hoidc may xach tay. Tinh ning nay
cho phép ngudi quan tri mang linh hoat hon trong khi cau hinh cac may
khach. Néu cac phan 16p ngudi ding khong duoc sir dung, cac thiét 1ap mac
dinh s€ duoc gan vao.
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Hinh 1-12. Trang thugc tinh DHCP Server Options

THONG TIN THEM. Cic phin l6p nha cung cdp va cdc tiy chon
nha cung cdp. Phin 16n nha cung cdp va cdc tuy chon nha cung cdp
diwoc mé ta trong trong RFC2132 va c6 thé tim thdy tai dia chi
http://www.rfceditor.org/rfcsearch.html.

CAU HINH DHCP RELAY AGENT

Khi may khach DHCP va méay chu DHCP trong cung mdt mang con, céac
thong di€p DHCPDISCOVER, DHCPOFFER, DHCPREQUEST, and
DHCPACK duogc gui di theo cac hinh thirc quang ba cua miic MAC va muc
IP. Khi may chi DHCP va may khach khong trong cung mdt mang con, cac
thiét bi dinh tuyén két ndi phai hd trg viéc chuyén tiép cac thong diép DHCP
gitra may khach DHCP va may chu DHCP hoac BOOTP/DHCP relay agent
phai duoc cai dit trong mdi mang con. Giao thic BOOTP va DHCP phu
thudc vao cac thong diép quang ba trén mang dé lam nhiém vu cta chung.
Cac bd dinh tuyen trong moi truong dinh tuyén thong thuong s€ khong tu

dong chuyén tiép cac thong diép quang ba tir mot giao tiép nay dén giao tiép
khac.

C6 hai phuong phap cho phép ban giai quyét giéi han nay. Cach thir nhat,
néu bo dinh tuyén phéan cach may chu DHCP va may khach la thiét bi tuong
thich RFC 1542, b6 dinh tuyen nay co thé duoc cAu hinh cho phép chuyen
tiép BOOTP. Bang viéc chuyén tiép BOOTP, cac bo dinh tuyén chuyén tiép
cac thong di€p quang ba DHCP gitra cac mdy khach va cac may chu va
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thong bao cho cac may cha trén mang con phat sinh cac yéu cu cta may
khéch. Qua trinh nay cho phép cac may chu DHCP gén céc dia chi dén may
khach ¢ xa tir cac pham vi tuong ung.

Phuong phép thir hai dé cho phép truyén thong tir xa giita may chu va may
khach DHCP 1a ciu hinh DHCP relay agent trén mang con ma c chtra cac
may khich & xa d6. DHCP vrelay agent s€ chan cac goi tin
DHCPDISCOVER va chuyén tiép chiing t6i mot may chiu DHCP ma dia chi
da dugc cau hinh sdn. Mot DHCP relay agent co thé 1a mot bd dinh tuyén
hoic mot may tinh cdu hinh dé ling nghe cac thong diép quing ba
DHCP/BOOTP va hudng chung téi mot hodc nhiéu may cha DHCP cu thé.
St dung relay agent giam thiéu su can thiét phai c6 mot may chu DHCP
trén mdi phan doan mang vat 1y hodc phai mua cac bo dinh tuyén tuong
thich REC2131. Cac relay agent khong chi dinh hudng cic yéu cau cia may
khach DHCP ndi bo dén cac may chi DHCP ma con tra cac phan hdi cua
may cha DHCP vé cho cac may khach DHCP. Mic du DHCP relay agent
dugc cau hinh thong qua Routing And Remote Access (Dinh tuyén va truy
cdp tir xa), may tinh chira relay agent nay khong can thiét phai hoat dong
nhu mét bd dinh tuyén thuc su giita hai mang con. Cac bd dinh tuyén tuong
thich theo chuidn RFC 2131 (hodc REC 1542) c6 chira cac relay agent cho
phép chung chuyén tiép cac gbi tin DHCP.

Relay agent 1am viéc nhw thé nao ?

Hinh 1-13 va c4c danh sach démh’sé sau ddy thé hién cach thic ma mot may
khach DHCP trong mang con 2 lay dugc dia chi IP tor may chu DHCP trong
mang con 1.

B, 2 1 Broadcast DHCPDISCOVER reaches
g relay agent (router)
DHCP server Fills in gateway address field, sends

Subnet 1
§ 192.188.xx DHCPDISCOVER to DHCP server

Selects address from scope based
on gateway address field

Sends DHCPOFFER to gateway
address field

Router relays DHCPOFFER to DHCP client

® & ®@ ®

e
DHCP/BOOTP-
enabled router

®

I - Subnet 2

&
Clientl

Hinh 1-13: Sir dung Relay Agent
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1. May khach DHCP quang ba mot thong di¢ép DHCPDISCOVER trong
mang con 2 nhu mot goi dir lieu UDP trén cong UDP 67, d6 la cong
danh riéng va chia sé cho cac truyén thong ctia may chu BOOTP va
DHCP.

2. Relay agent, trong trudng hop nay 13 mot bo dinh tuyén co kha ning
chuyén tiép DHCP/BOOTP, kiém tra trudng dia chi IP cong ra trong
header (tiéu d¢) cua thong diép DHCP/BOOTP. Néu truong nay c6 gia
tri 0.0.0.0, relay agent nay sé& dién gia tri dia chi cua nd vao va chuyén
tiép thong diép nay vao mang con 1, noi c6 may chit DHCP.

3. Khi may cha DHCP trong mang con 1 nhan dugc thong diép
DHCPDISCOVER, n6 kiém tra truong dja chi IP cong ra caa pham vi
DHCP dé xac dinh liéu n6 co thé cung cap dia chi IP. Néu may chu
DHCP c6 nhiéu pham vi, dia chi trong truong dia chi IP céng ra s€ nhan
biét pham vi ndo s& dé xuét cac dia chi IP cho cac may khach.

Vi dy, néu truong dia chi IP céng ra co mot dia chi IP 1a 192.168.45.2,
may cha DHCP sé& kiém tra pham vi DHCP cia no dé tim kiém mot
khoang pham vi ma phu hop v6i mang IP 16p C ma bao gdm ca dia chi
IP cong ra cua may tinh. Trong truong hop nay, may chu DHCP kiém
tra & xem pham vi ndo s& bao gom khoang dia chi 192.168.45.1 va
192.168.45.254. Néu mot pham vi t6n tai ma c6 cac thong tin phi hop,
may chu DHCP s¢& lya chon mdt dia chi c& san tir pham vi phu hop do
dé st dung cho 101 dé xuat cho thué dja chi IP (DHCPOFFER) dé phan
hdi lai cho méy khach.

4. May chiu DHCP s& gui di mot thong diép DHCPOFFER tryc tiép dén
relay agent ma nhan biét dugc trong truong dia chi [P cong ra.

5. B0 dinh tuyén s& chuyén tiép thong digp dé xudt dia chi
(DHCPOFFER) dén may khach DHCP nhu moét thong di¢p quang ba vi
dia chi IP ciia may khach van chua xac dinh dugc.

Sau khi may khach nhan dugc thong diép DHCPOFFER, mét thong
diep DHCPREQUEST dugc chuyén ti€p tir may khach t6i may chu va
mot thong diép DHCPACK s€ duogc chuyén ti€p tor may chi dén may
khach nhu mo ta trong RFC1542.

» Cai dat mot DHCP relay agent

Dé cai dat mot DHCP relay agent, thyc hi¢n theo cac budc sau:
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1. Trong thyc don Administrative Tools, m¢ Routing and Remote
Access (Pinh tuyén va truy cép tu xa)

2. Trong bang diéu khién, mo réng’biéu tuong may chu va sau do
nhan vao “IP Routing” (Dinh tuyén IP)

3. Trong khung chi tiét, nhan phai chudt vao General va sau d6 nhan
vao “New Routing Protocol” (Giao thirc dinh tuyén moi)

4. Trong hop thoai “New Routing Protocol”, nhan vio DHCP relay
agent va nhan OK

5. M& hop thoai Properties cia DHCP relay agent. Trong hop
“Server Address” (Dia chi m’dy chut), nhap vao dia chi IP cua mdt
may chi DHCP va sau d6 nhan Add.

Str dung cac Siéu pham vi (Superscopes)

Mot superscope 1a mot cach nhém cac pham vi theo muc dich quan tri, st
dung dé hd tro da mang hoac da mang con logic (phan doan con cua mot
mang [P) trong mot doan mang don (mot phén clia mang két ndi IP ma bao
boc boi cac bo dinh tuyén IP). Khai niém da mang thuong xuat hién khi mot
5O lugng cac may tinh trong mdt doan mang tang dan vugt qua kha ning
cung cap ctuia khong gian dia chi gdc ban dau. Bing cach tao ra mot pham vi
thir hai riéng biét mot cach logic va sau d6 nhom hai pham vi nay vao trong
mot superscope don, ban co thé nhan d6i dung luong doan mang vat 1y cia
ban ma sé& cip dia chi. (Trong kich ban da mang, dinh tuyén ciing dugc yéu
cau dé két ndi cac mang con mot cach logic). Theo cach nay, may chu
DHCP c6 thé cung cp cho cac may khach trén mot mang vat 1y cac dia chi
thué tir nhiéu hon mot pham vi.

LUU Y. Cic superscope chi chiva danh sdach cic pham vi thanh
vién. Cac superscope chi chia mot danh sach cdac pham vi thanh
vién hodac pham vi mitc con ma co thé dwoc kich hoat déng thoi;
chiing khéng phdi la sir dung dé cdau hinh cdc chi tiét khdc vé pham
vi s dung.

» Tao superscope

D¢ tao ra superscope, dau tién ban phai tao ra pham vi. Sau khi ban da
tao ra mgt pham vi, ban c6 thé tao ra mdt superscope bang cach hoan
thanh cac budc sau:

1. Mé bang diéu khién DHCP
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2. Trong bang diéu khién, lya chon may chi DHCP s€ thuc hanh

3. Tu thuc don Action, lya chon New Superscope (Siéu pham vi
moi)

4. Dong I¢nh thuc don nay chi xuét hién néu c6 it nhat mot pham vi
khong phai 1a mdt phan trong mot superscope nao khac ma da
dugc tao ra trong may chu nay.

5. Trong trang Welcome To The New Superscope Wizard (Chao
mung dén vdi trinh hudng dan tao si€u pham vi méi), nhan Next

6. Trong trang “Superscope Name” (Tén Siéu pham vi), trong hop
Name, nhap vao tén cua superscope va sau d6 nhan Next

7. Trong trang “Select Scopes” (Lwa chon cac pham vi), trong hop
Available Scopes (Cdic pham vi san sang), lua chon mot hodc
nhiéu pham vi tir danh sach dé thém vao superscope va sau d6
nhan Next

8. Trong trang Completing The New Superscope Wizard (Hoan
thanh trinh hudng dan tao siéu pham vi méi), nhan Finish.

Ciu hinh superscope cho cdc da mang

Phan tiép theo s& trinh bay cach thitc mot mang DHCP don gian c6 thé bao
ham mot doan mang vat Iy va mot may chit DHCP c6 thé duoc mé rong
bang cach str dung cac superscope dé hd trg cac cAu hinh da mang.
Superscope hd tro' da mang ndi bd. Hinh 1-14 thé hién da mang trong mot
mang vat Iy (Mang con A) véi mot may chu DHCP don.
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DHCP client DHCP client
192.168.2.12 182.168.3.15

Other
physical
subnets

Ly Router configured
here with multiple

I & IP addresses:
Al 192.168.1.1

: " 192.168.2.1
DHCP server DHCP client 102.168.3.1

192.168.1.2 192.168.1.11

Superscope here with member scopes:

Scope 1: 192.168.1.1 — 192.168.1.254
Scope 2: 162,168.2.1 - 192.168,2.254
Scope 3: 192.168.3.1 - 192.168.3.254

Subnet mask for all scopes: 255.2565.255.0
Hinh 1-14. Pa mang trong m{t doan mang don

Pé ho tro kich ban nay, ban co thé cdu hinh mot superscope ma bao ham cac
thanh vién cua pham vi goc (Pham vi 1) va cac pham vi b6 sung cho da
mang logic ma ban can ho trg. (Pham vi 2 va 3)

LUU Y. Két néi hai mang con logic. Khi hé tro hai mang con logic
trong cung mot doan mang vat ly, s dung mot bo dinh tuyén dé ket
noi luu lwong tir mot mang con nay sang mang con khac.

Superscope hd tro da mang & xa. Hinh 1-15 thé hién m6t c4u hinh st dung
dé hd tro da mang trong mot mang vat Iy. (Mang con B) ma duoc phéan tach
tr may cha DHCP. Trong kich ban nay, mdt superscope duoc dinh nghia
trong may cha DHCP, kém theo 12 mét relay agent ciu hinh trong bo dinh
tuyén, két hop cac mang con A va B vao trong mot da mang, noi ma cac
may tinh trong ca hai mang con c6 thé giao tiép véi may chu DHCP trong
mang con A.
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DHCP client
182.188.1.15

— Router configured
here with multiple
IP addresses:
182.168.2.1
182.168.3.1

g

Router configured
with relay agent set
to 192.1658.1.2

DHCP server

192.168.1.2 — Router configured
here with
192.168.1.1

Superscope for Subnet A:
Scope 1: 192.168.1.1 — 152.168.1.254
Subnet mask: 265.255.255.0

Superscope added here with member scopes for Subnet B:
Scope 2 192,168.2.1 — 152.168.2.254

Scope 2: 192.168.2.1 — 152.168.3.254

Subnet mask: 2652552550

Hinh 1-15. Pa mang dwoc dinh tuyén

DHCP client
182.168.2.12

DHCP client
192.168.3.15

Superscope hd trg hai may chi DHCP ndi b). Khi khong co cac
superscope, hai may chiu DHCP 1a noi cap dia chi trén mot doan mang don
c6 thé gay ra sy xung doi dia chi. Hinh 1-16 th¢ hién kich ban nay.
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Other

networks
Scope A: Scope B:
211.111.111.11 - 22222222211 -
211.111.111.254 222222222254

- \II‘; .
g Request ;
! | K

DHCP Server &

Request

renawal

_,|-¢»,::. 7

\’J | ] & I - &j % -" = 2 < -.‘.1

Client A: o clents:  &* ~*
21111111111 QI W7 22222222211 (gt g1 Client B2:
222.222.222.14 .ont AL Client A2: 222.222.222.12 222.222.222.13

211.111.111.12 211.111.111.13
Hinh 1-16. Xung dgt trong mang con hai may chu

Trong cdu hinh ndy, may chit DHCP A quan 1y mdt pham vi dia chi khac so
v6i may cha DHCP B va khong c6 thong tin ndo vé cac dja chi quan 1y duoc
trao doi gitra hai may tinh. Sy ¢ xdy ra khi mot may khach, ma da duoc
dang ky trude d6 véi may cha A, vi du, giai phong tén caa no khi tat va sau
d6 lai két ndi vao mang.

Khi may khach (may A) khoi dong lai, no cd gang lam méi dia chi ma n6 co.
Tuy nhién, néu may cha B phan hdi lai yéu cau cia may khach A trudce khi
may chii A nhan duoc thi may chu B s& tir chdi yéu ciu lam méi dia chi
ngoai lai nay bang mot thong diép DHCPNACK. Két qua ciia qua trinh nay
1a dia chi IP ctia may khach A bi x6a bé va may khach A bat budc phai tim
kiém mot dia chi IP moi. Trong qua trinh tim va lay dia chi mo1, may khach
A ¢6 thé duoc dé xuat mot dia chi ndo d6 dan dén viéc may A nam trong
mot mang con logic khong ding nao do.

Hinh 1-17 thé hién cach thirc ma ban c6 thé tranh cic van dé nay va quan 1y
hai pham vi mdt cach thudng xuyén déu dan va hiéu qua bang cach sir dung
cac superscope trén ca hai may cha DHCP. Trong cau hinh ndy, ca hai may
cht déu vaAn ndm trong cing mdt mang con vit 1y. Mot superscope duoc
thém vao trong ca hai may chu A va B ma thanh vién 1a ca hai pham vi dugc
dinh nghia o trong doan mang vat 1y. Dé khong cho cac may chi nay gan
TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG
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cac dia chi trong pham vi kia, mdi may chi s& loai trir khoang dia chi day du
thudc vé may chu kia. Di€u nay thé hién trong Hinh 1-17.

Superscope: Superscope:

Scope A: 10.111.111.11 - Scope A 10.111.111.11 -
10.111.111.254 10.111.111.254
Scope Br 10.222.222.11 - Other Scope B: 10.222.222.11 -
10.222.222.254 networks 10.222.222.254
Exclusions: Exclusions:
1022222211 - 1013131111~

10.222.222.254

10.111.111.254

-

=

DHCP Server B

Rogter

’

DHCP Server A

N

q LA L
Client A: [ Client B:
10.111.1311.11 1022222211 Client BL: Client B2:
Client A1 Client A2: 10.222.22212 10.222.222.13

10.111.111.12 10.111.111.13

Hinh 1-17. Hai may chu sir dung mgt siéu pham vi
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TONG KET

e DHCP la mét giao thirc chuén, don gian giup cho ngudi quan tri ciu

hinh mang TCP/IP dé dang hon rat nhiéu bang cach gan cac dia chi IP
mot cach dong va cung cip cac thong tin cdu hinh bd sung cho cic
may khach mot cach ty dong.

Céc thong tin cAu hinh bd sung duoc cung cap dudi dang céc tiy chon
va c6 thé gan vdi cac dia chi IP danh san, cho céc phan 16p nguodi
dung hoac nha cung cap, cho mdt pham vi hodc toan by may chu
DHCP

BAI TAP

QUAN TRONG. Hoan thanh tit cd cdc bai tip. Néu ban c6 ké
hoach lam tat ca cac bai tdp trong sach cua chwong nay, ban phai
thuwe hién tdt cd cdc bai tdp dé tra mdy tinh tré vé trang thdi goc cua

né dé chudn bi cho cdc bai tdp thuc hanh sau nay trong cuon BAI
TAP THUC HANH.

Bai tap 1-1. Cai diit va iy quyén may chit DHCP

l.

7.
8.

Nhéan Start va tré vao “Manage Your Server” (Quan 1y may chu cia
ban)

Trong trang “Manage Your Server”, nhan vio “Add Or Remove A
Role” (Thém hoac bét mot vai tro)

. Trong trang “Preliminary Steps Next” (Chuan bi budc tiép theo), nhan

Next

Trong trang “Server Role” (Vai tro mdy chi), nhin vao “DHCP
Server” va sau do nhan Next

. Trong trang “Summary Of Selections” (Tong két cac lya chon), nhan
Next
Trong trang “Welcome To The New Scope Wizard” (Chao ming dén

v6i1 trinh tao pham vi moi), nhan Cancel (Ban s€ tao ra mot pham vi
trong Bai tap 1-2)

Trong trang “Cannot Complete” (Khong thé hoan thanh), nhan Finish

Nhéan Start, tro vao Administrative Tools va sau d6 chon DHCP
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9. Trong bang diéu khién DHCP, nhan trai chudt va sau d6 phai chudt vao
may chi DHCP ma ban mu6n uy quyén va sau do6 nhan Authorize (Uy
quyen)

10.Mo Event Viewer va kiém tra nhat ky Hé thong tim sy kién thong tin
ma nguon 1a DHCPServer, thong tin nay hién thi rang may cha DHCP
d3 duoc iy quyén mot cach thanh cong.

11.Trong bang diéu khién DHCP, nhan phai chudt vao may chu ma ban uy
quyén va sau d6 nhan Unauthorize. Nhan Yes dé xac nhan viéc d& bo
may chi DHCP khéi thu muc va sau d6 refressh (lam twoi) bang diéu
khién nay.

Bai tap 1-2. C4u hinh mdt pham vi DHCP
1. M6 bang diéu khién DHCP

2. Trong bang diéu khién DHCP, nhan phai chudt vao may chu DHCP ma
ban mudn cau hinh mot pham vi va sau d6 nhan “New Scope” (Pham vi
mot)

3. Trong trang Welcome, nhan Next.

4. Trong trang “Scope Name”, nhap vao tén va mo ta cho pham vi nay va
sau d6 nhan Next

5. Trong trang “IP Address Range” (Dai dia chi IP), nhap vao cac thong
tin sau day va sau d6 nhan Next

6. Dia chi IP bat dau: 10.1.1.50
7. Pia chi IP két thac: 10.1.1.100
8. Mat na mang con: 255.255.0.0

9. Trong trang “Add Exclutions” (Thém ngoai [¢), loai bo dai tu 10.1.1.70
dén 10.1.1.75 ra khoéi khoang pham vi va nhan Next

10.Trong trang “Lease Duration” (Thoi han hop dong), thiét 1ap khoang
han hop dong 1a 4 ngay va nhan Next

11.Trong trang “Configure DHCP Options” (Cau hinh cac tuy chon
DHCP) nhan “Yes, I Want To Configure These Options Now”(Dung,
t01 muon cau hinh cac tuy chon nay ngay bay gid) va sau d6 nhan Next
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12.Trong trang “Router (Default Gateway)” (B¢ dinh tuyefn (Cong ra mdc
dinh)), nhap vao 10.1.1.1 1a bg dinh tuyén va sau d6 nhan Next

13.Trong trang “Domain Name and DNS Servers” (Tén mién va cic mdy
chii DNS) trong hop “Parent domain” (mién mitc cha) nhap vao
ACNA.com va trong muc IP address, nhap vio 10.1.1.200. nhan Add
va sau d6 nhan Next.

14.Trong trang “WINS Servers” (Cac mdy chu WINS), trong muyc IP
Address, nhap vao 10.1.1.200. Nhan Add va sau d6 nhan Next.

15.Trong hop “Active Scope” (Kich hoat pham vi), nhdn “No, I Will
Activate This Scope Later” (Khong, toi s€ kich hoat pham vi sau nay),
nhan Next vao sau d6 nhan Finish

16.Trong bang diéu khién DHCP, kiém tra pham vi ma ban vira mdi tao ra.
Bai tap 1-3. Cau hinh mét DHCP danh sin

1. Trong bang diéu khién DHCP, mé rong pham vi ma ban tao ra trong bai
tap 1-2. Nhan phai chudt vao muc Reservations va lua chon New
Reservation (Sy danh san mov)

2. Trong trang thudc tinh New Reservation (Sw danh san mdi), nhap vao
cac gia tri sau day, nhan Add va sau d6 nhan Close

3. Reservation Name: MailServer(O1
4. IP address: 10.1.1.71
5. MAC address: 00-53-45-0F-00-0A

Bai tap 1-4. D& b6 DHCP
Trong bai tdp nay, ban s& huy cac thay d6i ciu hinh ma ban d3 tao ra trong
cac bai tap trudc.

1. Nhén Start va lya chon Manage Your Server
2. Trong trang “Manage Your Server”, nhan “Add or Remove a Role”
3. Trong trang “Preliminary Steps”, nhin Next

4. Trong trang “Server Role”, nhan vao DHCP va sau d6 nhan Next,
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3.

6.

Lua chon hop thoai “Remove T!le DHCP Server Role” (Huy bd vai
trd may chu DHCP) va sau d6 nhan Next

Trong trang “DHCP Server Role Removed” (Vai tr0 may chu DHCP
da dugc huy bd), nhan Finish.

CAC CAU HOITONG KET

1.
2.

Trong trudng hop nao ma mot quan tri mang nén st dung DHCP?

bat cac kiéu thong diép DHCP sau day theo thtr ty ma mot qué trinh
cap dia chi IP thanh cong st dung ching?

a. DHCPACK

b. DHCPOFFER

c. DHCPREQUEST
d. DHCPDISCOVER

Mot may khach DHCP phan hoi tbé nao khi sy ¢ gang 1am méi dia chi
IP cua né 1a khong duoc va hop dong bi hét han?

Ban ciu hinh mot pham vi voi dai dia chi tir 192.168.0.11 dén
192.168.0.254. tuy nhién may chu DNS cua ban trong cung modt mang
con da dugc gan mot dia chi tinh 14 192.168.0.200. Lam thé ndo ban co
thé cho phép tuong thich glu’a dia chi may chu DNS va dich vu DHCP
trong mang con ctia ban ma tbn it cong stc quan tri nhat?

Trong mdi mang con cua ban, ban mudn 10 may khach DHCP xac dinh
(bén canh 150 tong s mdy trong mang) sitr dung mdt may chit DNS thur
nghiém ma khong gan thong tin nay cho cac may tinh khac cting sur
dung DHCP. Lam thé nao ban c6 thé dat dugc muc tiéu nay?

CAC KICH BAN TINH HUONG
Kich ban tinh huong 1-1: Nhan dia chi IP

Thang trudc, mot may cha duoc cdu hinh thanh may chu DHCP va hoat
dong binh thuong. Nam ngay sau, mot may chu thu nghiém trong cung mot
doan mang dugc thang chirc thanh may chu quan tri mién dau tién ctia mang.
HOm nay mot sO nguoi dung trong cung mang véi may chu DHCP phan nan
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rang ho khong thé nhan dugc dia chi IP b,';“mg phuong thirc DHCP. Pau la ly
do chinh cta viéc nguodi dung khong thé lay duoc dia chi IP ?

a) Hop dong thué dia chi IP ciia ngudi dung da hét han
b) DHCP relay agent bi mét hoic dugc cau hinh khong chinh xac
c) Co su trung ldp dia chi IP trong mang

d) May chit DHCP phai duoc iy quyén va hién né chua dugc uy quyén.

Kich ban tinh huong 1-2: T6i wu thoi han hop dong kha thi
Ban dang ciu hinh cic tuy chon cho mot pham vi DHCP cho cong ty
ACNA,Ltd. Cong ty co mot lugng gioi han dia chi IP cho cac may khach va
muon céuqhinh DHCP d¢ t61 vu thot han thué. Lya chon tat ca cac hanh dong
sau day dé hoan thanh muc tiéu nay:

a) Thiét 1ap khoang thoi han thué dai

b) Thiét 1ap khoang thoi han thué ngin

¢) Chu hinh céc lya chon DHCP dé tw dong giai phong mot dia chi IP khi

ma may tinh tat

d) Tao ra cac dia chi DHCP danh sin cho tit ca cac may tinh xach tay.

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG
VOI WINDOWS SERVER 2003 44



CHUGONG 2: QUAN TRI VA GIAM SAT DHCP

CHUONG 2: QUAN TRI VA GIAM
SAT DHCP

Sau khi hoan thanh chwong nay, ban c6 kha nang:

B Mo ta su quan trong va cac K¥ ning thuc hanh dé quan tri mot
may chu DHCP

B Quan tri CSDL DHCP béng Viéc thu’c,hién cg’tc tac vu sau: Sao luu
va khoéi phuc, nén CSDL DHCP va thong nhan CSDL DHCP

B Giam sat CSDL DHCP bang cach tao va xem cac nhat ky kiém
soat DHCP, tao ra mirc hiéu ning co s¢ DHCP, xem cac thong s6
thong ké ctia pham vi va may cha DHCP, va tao ra cac canh bao
hi¢u nang DHCP.

Sau khi ban cai dit va cau hinh thanh cong DHCP trén may chii Microsoft
Windows Server 2003, ban phai quan 1y va giam sat nhiing hoat dong dang
dién ra tai may chu d6. Hé théng ciia ban cang khong 6n dinh (viéc khong on
dinh c6 thé 1a két qua cua viéc thém vao, x6a bdt hodc thay d6i muc dich su
dung cua cac may chu) thi viéc quan tri va giam sat may chu DHCP cua ban
cang quan trong. D9 6n dinh cua hé théng mang cta ban s& xac dinh ca tan
suat ctia viéc quan tri va giam sat may chi ma ban sé phai lam.

Muc dich cua viéc quan tri va gidm sat may chu DHCP gitp cho ta ngan can
cac sy ¢6, dam bao rang may chil thuc hién ding chirc ning ma ban da gan
cho né va dé d¢am bao rang may chi thuc hién chirc ning ciia nd & mirc hiéu
ning c6 thé chap nhan duogc. Viée giam sat may chi mot cach hiéu qua cho
phép ban nhan biét va thyc hién cac bién phap ctru chita xu hudng ma cé thé
dan dén viéc may chu ngimg hoat dong hodc giam hiéu nang. Chuong niy sé
trinh bay cac phuong phap ma ban c6 thé quan tri va gidm sat may chu
DHCP

QUAN TRI DHCP

DHCP déng vai trd quan trong trong co s& ha ting mang ctia doanh nghiép.
Nhu d ban dén trong chuong 1, “Trién khai DHCP”, mot doanh nghiép st
dung DHCP dé cung cip cac thiét 1ap két n6i bat budc (Pia chi IP va mit na
mang con). Cac may chit DHCP ciing cung cip cac dia chi IP cho cac tai
nguyén quan trong nhu may chu DNS va may chu WINS. Néu khong the
truy cap dén mot may chu DHCP, cac may khach s& mat hoan toan két n6i
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mang. Do d6, ciing gidng nhu cac tai nguyén then chét khac trong doanh
nghiép ctia ban, ban phai quan tri may chu DHCP mét cach can than. Viéc
quan tri may chu DHCP mét cach dung dan sé& giup ban tranh cac thoi gian
chét cia may chil va hd trg ban nhanh chéng phuc hdi lai sau sy ¢d. Bang 2-
1 s€ liét ké cac tac vu quan trt DHCP khi nao cac tac vu nay thuong xuyén

tién hanh.

Bang 2-1. Cac tac vu quan tri DHCP

Tac vu Quan tri

Thoi diém thuc hién

CAu hinh va thay d6i Pham
vi

Tai thoi diém cai dit hodc khi thém cac may
khach nam ngoai cac Pham vi hién tai

Cau hinh va thay d6i cac
tuy chon

Khi thém hay thay ddi cac may chu dich vu
mang.

Céau hinh DHCP relay
agent

Khi thém mang con méi

Sao lvu CSDL DHCP Moi gid, theo mic dinh
Khoi phuc CSDL DHCP | Khi CSDL bi héng
Nén CSDL DHCP Khi can thiét, dé tranh cac anh huong do viée

CSDL phat trién

Théng nhat cac Pham vi

Khi tim thy cac xung dot

DHCP

HIEU BIET CAC CAP NHAT DNS PONG

Windows Server 2003 DNS hd trg giao thiic Cip nhat DNS Péng (RFC
2136), cho phép cac may khach DNS cap nhat dong cac ban ghi tai nguyén
ctia nd trong ving DNS. Ban c6 thé chi dinh rang may chi DHCP trong
mang cua ban cap nhat dong DNS khi no cAu hinh céc may khach DHCP.
Piéu ndy sé giam thoi gian quén tri can thiét khi quan tri thi cong cac ban
ghi ving. Ban c6 thé st dung cic cap nhat dong khi may tinh giai phong
hodc cap nhat dia chi IP.

Trén may cha DHCP, ban chi dinh cac ving DNS ma may chu DHCP nay
chiu trach nhi¢m cap nhat ty dong. Trén may chu DNS, ban chi dinh may
chu DHCP 1a may tinh duy nhat ma dugc uy quyén dé cdp nhat cic muc
trong DNS.
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Néu ban sir dung nhiéu may chit Windows Server 2003 DHCP trong mang
va ban ciu hinh cic ving cta ban dé cho phép chi cac cap nhat dong bao
mat, ban phai st dung Active Directory User And Computers dé thém may
chu DHCP cua ban vao nhom bao mat DusUpdateProxy. Diéu nay cho phép
may chia DHCP cuia ban thyc hién viéc cap nhéat thay mat cho cac may khach
DHCP.

Ban phai thuc hién cap nhat DNS dong tor may chu DHCP néu:

WM H¢ diéu hanh may khach DNS khong phai 13 Microsoft Windows
Server 2000, Microsoft Windows XP hoac Windows Server 2003

B Viéc gan cac Cip phép, cho phép mdi may tinh, nhom hodc nguoi
dung cdp nhat cdc muc vao tuong ung trong DNS, 1a khong thé
quan ly duoc.

B Viéc cho phép cac may khach DNS riéng 1€ cép nhat cic muc vao
DNS s& gay ra cac nguy co bao mat ma c6 thé dé dan dén cac may
tinh khong iy quyén s€ dong gia cac may tinh da duogc uy quyén.

Céac may khach chay Windows 2000 hodc cao hon thuc hi¢n viéc cap nhat
cac Ban ghi Tai nguyén Dia chi (address (A) resource records) mot cach
tryc tiép, nhung chung lai st dung may chu DHCP dé cap nhat dong cac
Ban ghi Tai nguyén Con tré (Pointer Resource Records - PTR) cua
chung, thé hién trong Hinh 2-1 (luu ¥ rang budc 3 va 4 co thé duoc dat
trudc). Mot ban ghi A phan giai tén may sang dia chi IP va mgt ban ghi PTR
lai phan giai dia chi IP sang t€n may. Khi cé cé hai loai ban ghi, may chu
DNS c¢6 thé thuc hién viéc phan giai xudi va phan giai nguoc.
DNS server CHCP server

@ IP lease request
5 @ g @) P lease

e w acknowledgement
(@ DNS dynamic update
of host (A) address record

@ DNS dynamic update of
pointer (PTR) record

)

l > W "HostName"
5 ,!.! L

DHCP client

Hinh 2-1. Qua trinh cip nhat djng cho cac may khach Windows 2000
hoic cac hé dieu hanh sau Windows 2000.

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG 45
VOI WINDOWS SERVER 2003



CHUGONG 2: QUAN TRI VA GIAM SAT DHCP

Cac may khach sir dung DHCP chay cac phién ban trude diy cua hé diéu
hanh Microsoft s& khong thé cap nhat hodc dang 1y cac ban ghi tai nguyén
DNS mét cach truc tiép. Cac may khach DHCP nay phai str dung dich vu
DHCP cung cip trong Windows Server 2003 dé dang ky va cap nhat ca ban
ghi tai nguyén A va ban ghi PTR. Hinh 2-2 thé hién qua trinh nay.

DMS server DHCP server
DNS dvnamic update of pointer o
ﬁ. (PTR) record ’
E DMS dynamic update of host ’

(4) address record

Lease request Lease acknowledzement

I dr \:_‘;:
<

DHCP clignt

Hinh 2-2. Qua trinh cap nhat dfng cho cac may khach ma chay h¢
diéu hanh Microsoft true¢c Windows 2000.

Ban c6 thé chinh sta cach thyc hién méc dinh nay theo nhiéu cach khac
nhau bang cach cdu hinh cac thiét 1ap cép nhat DNS trong may chu DHCP.
Piéu nay s& dugc ban dén trong phan tiép sau.

Cau hinh cAc thiét 13p cAp nhat dong DNS trén may chi DHCP
Pé kich hoat kha nang cdp nhat dong, trong trang thudc tinh cia may chu
DHCP, lva chon “Enable DNS Dynamic Updates According To The
Settings Below” (Kich hoat viéc cdp nhdt dong DNS theo cac thiét ldp sau
ddy). Lua chon nay va lua chon “Dynamically Update DNS A And PTR
Records Only If Requested By The DHCP Clients” (Cap nhdt dong DNS
cdac ban ghi A va ban ghi PTR chi khi cdc mdy khdch DHCP yéu cdu) déu
dugc chon theo mac dinh. Khi cac Iya chon méc dinh nay dugc sir dung, va
may khach DHCP yéu cau may chi cap nhat ban ghi tai nguyén PTR cua no,
may chu DHCP sé& thyc hién chi yéu cau d6. Bé cau hinh may chu DHCP
cap nhat ca ban ghi A va ban ghi PTR, st dung bang diéu khién DHCP
Manager dé hién thi thudc tinh ciia may cha DNS va chinh sira cac thiét 1ap
trong thé DNS nhu thé hién trong Hinh 2-3. D¢ cap nhat DNS cho cic may
khach chay cac hé diéu hanh trudc day ctia Windows, vi du nhu Microsoft
Windows 98 va Windows NT, Iya chon “Dynamically Update DNS A And
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PTR Records For DHCP Clients That Do Not Request Updates” (Cdp nhdt
dong DNS cdc ban ghi A va ban ghi PTR cho cdc mdy khach DHCP khong
yéu cau cdp nhdt), thé hién trong Hinh 2-3.

acapuico [132.156.1.11] ropeties 2

Ganaral DM I.dv:l'r'anna-d |

“ou ek 2eup the DHEP sarer o astamaticaly update authontative DHS
Zamers vk e host [(4) and panter |PTR| racords of DHCR cients.

[# Enable OMS dpnamic updsb=: accoding lo the s=lhngr beloes:

1 Dmamicaly update DM S & snd PTA records anly F requested by
the DHCF chenis

[v Digcaids and PTA recaids when kease i deklad

[ Dypamicaly update DS A& and FTR reconds bon DHCF chents thal do
niok isouet Lpdates [fon ekermpls. cheabs raning indoes BT 4.0]

[oe ] cencel | sey |

Hinh 2-3. Kich hoat may chit DHCP dé cip nhit cic ban ghi A va ban
ghi PTR
LUU Y. Céu hinh thugc tinh ciia pham vi. Cdc cdp nhdt dong DNS
ciing dwoc cau hinh tai mirc pham vi bcfng cdch swr dung hop thoai
Scope Properties hodc cho mdy khdch c6 dia chi IP danh sdn trong
hop thoai thudc tinh cua dia chi danh san do

Néu ban khong thé bao mat viéc cap nhat dong, ban c6 thé vo hiéu héa céc
cap nhat dong DNS. pé khong cho may chu DHCP thyc hién viéc cap nhat
dong thay mat cho cac may khach Windows 2000, Windows XP hoac
Windows Server 2003, ban hdy bo lva chon “Enable DNS Dynamic
Updates According To The Settings Below” (Kich hoat viéc cap nhdt dong
DNS theo cdc thiét Idp sau day)

Thong thudong, khong ¢ 1y do gi dé duy tri cac thong tin vé mot may khach
DNS da b1 x6a. Lua chon “Discard A And PTR Records When Lease Is
Deleted” (Loai b6 ban ghi DNS va ban ghi PTR khi hop dong bi x6a bo) s&
x0a cac ban ghi tai nguyén ciia may khach d6 khoi DNS khi hop dong thué
dia chi IP bi x6a.

Céc thiét 1ap cap nhat dong cudi ciing ma ma ban c6 thé cau hinh trong thé
DNS s€ xac dinh li¢u may chu DHCP c¢6 cung cap dich vu cap nhat dong
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DNS thay mat cho cac may khach DHCP khong c6 kha nang thuc hién cap
nhat dong hay khong, vi du nhu cdc may tinh chay Microsoft Windows NT4.
Theo mac dinh, may chu DHCP Windows Server 2003 khong thuc hién viéc
cap nhat dong thay mat cho cic may khach. Pé kich hoat may chu DHCP
Windows Server 2003 thuc hién vi¢c cap nhat dong thay mit cho cac may
khach, lva chon “Dynamically Update DNS A And PTR Records For
DHCP Clients That Do Not Request Updates” (Cdp nhdat dong DNS cdc
ban ghi A va ban ghi PTR cho cdc mady khdch DHCP khéng yéu cdu cdp
nhdt)

Sur dung cdc cdp nhat dong bdao mdt

Maic du cac cap nhat dong cho phép cac may khach cap nhat cac ban ghi tai
nguyén, day khong phai 1a mot cach lam an toan. Mot cach bao mat hon dé
cap nhat cac ban ghi tai nguyén DNS la sir dung cac cap nhat dong bao mat.
May chu s€ thuc hién cép nhat néu nhu may khach co thé dua ra thong tin
nhan dang cua nd va c6 cac thong sb ding din dé thuc hién viéc cap nhat.
Viéc thuc hién cap nhat dong bao mat s€ thuc hién dugc chi thong qua dich
vu thu muc Active Directory va khi DNS tich hop Active Directory dugc
kich hoat. (Dé c6 thém thong tin, xem Chuong 3, “Trién khai viéc phan giai
tén st dung DNS”)

Ciau hinh cip nhat dong bao mat. Theo mic dinh, cac ving tich hop
Active Directory (Active Directory—integrated) s€ cho phép su cap nhat
dong bao mat va thiét 1ap nay cé thé duoc chinh sira khi ban tao ra vung nay.
Néu ban tao ra ving 1 vang chinh tiéu chuan (Standard Primary) va sau d6
chuyén doi n6 sang ving tich hop Active Directory, no s& giit nguyén cac
ciu hinh cap nhat dong ctia ving chinh tiéu chuin va cé thé duogc thay doi
bang cach st dung bang diéu khién DNS.

> Céau hinh cip nhat dong bao mat.

Céc thao tac sau day sir dung bang diéu khién DNS dé xac nhan
mot vung s€ st dung cac cdp nhat dong. PE khang dinh cac thiét
1ap cap nhat dong, lam theo cac budc sau:

1. Tropg béng diéu khién DNS, nhéan phai chudt vao vung ma ban
muodn cau hinh cap nhat dong va lua chon Properties

2. Trong danh sach so xudng Dynamic Updates, xic nhan rang
Secure Only (xem Hinh 2-4) dugc lua chon
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Hinh 2-4. Viing DNS dwoc cAu hinh chi cho phép cip nhit dong bio mat

Theo mac dinh, khi dich vu DHCP may khach dang ky cac ban ghi tai
nguyén cho mot t€n DNS, n6 s& thuc hién ki€u cdp nhat dong chuan trude
tién. Néu thao tac cdp nhat dong nay khong thanh, may khach s€ thu xép mot
cap nhat dong bao mat. Ban c6 thé cau hinh cdc may khéach luén luén thuc
hién cap nhat dong chuan hoac cap nhat dong bao mat bang cach thém vao
trong registry muc vao UpdateSecurityLevel trong khoa con sau day:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Paramet
ers

Gia tr1 ctia UpdateSecurityLevel co thé dugc thiét lap cac gia tr1 0, 16 hoac
256 voi cac gia tri cau hinh bao mat nhu sau:

B 0 Chi dinh viéc st dung cdc cap nhat dong bado mat khi viéc cap
nhat dong chuan bi tir choi. Pay la gia tri mdc dinh

B 16 Chi dinh viéc chi st dung kiéu cap nhat dong chuin

B 256 Chi dinh viéc chi st dung kiéu cap nhat dong bao mat

Str dung Nhém Bio mat DnsUpdateProxy . St dung cac cap nhat dong
bao mat c6 thé dan dén tinh hudng trong d6 cac ban ghi c6 thé khong duogc
cap nhat. Khi st dung cac cap nhat dong bao mat, caic may khach da dang
ky, va chi cac may khach da dang ky, 1a c6 thé chinh stra tén d6. Vi du, hay
xem x¢ét mot mady chu DHCP ma dang ky mot ban ghi cho may khach su
dung hé diéu hanh truéc Windows 2000. Sau d6, may khach nay nang cép
lén Windows XP va hién tai c6 kha nang tu cdp nhat ban ghi tai nguyén
DNS cua chinh né. Béi vi sir dung cac cap nhat dong bao mat yéu cau doi
tuong s& hiru (trong truong hop nay la may chu DHCP) cua ban ghi tai
nguyén thuc hién viéc cdp nhat cho ban ghi ndy nén mdy tram di ning cap
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moi nay khong thé cap nhat ban ghi caa chinh nd. Tuong tu, néu may chu
DHCP thtr cép cta ban ding ky mot tén va sau d6 lai ¢ trang thai khong két
nbi (offline), tén d6 s& khong thé dugc cap nhat dong nita cho dén khi may
chu thir cap d6 tro lai trang thai két ndi (online).

Pé giai quyét van dé nay, Active Directory trong Windows Server 2003
cung cap mdt nhém bao mat c6 sin goi 1a DnsUpdateProxy. Cac d6i tugng
dugc tao ra b&di nhom nay la khong bao mat. Va do vay, ban dau d6i tuong
khong c6 chu sé hitu, do vdy ma may chu hodac may khach DHCP khong tao
ra n6, tham chi trong cac vung yéu cau cap nhat bao mat, cé thé cap nhat no.
Tuy nhién, nhu v&1 moi ban ghi khéc, ngay sau khi may chi hoac may khach
DHCP dau tién, khoéng phai 13 thanh vién cia nhém bao mat
DnsUpdateProxy, chinh stta ban ghi, may chu hodac may khach do6 s€ tro
thanh chu sé hiru ciia ban ghi nay. Tai thoi diém nay, chi cha s¢ hitu méi ¢6
thé cdp nhat cho ban ghi nay trong ving ma yéu cau cdp nhat bao mat. Do
d6, néu moi may chu DHCP dang ky cc ban ghi tai nguyén cho cic may
khach cli hon 1a thanh vién cia nhom bao mat ndy va ban than cac may
khach khong phai 14 thanh vién ctia nhom nay, van dé ban dén trong phan
trude da duoc loai trir. DE tranh céac truc tric co thé Xéy ra, ban nén can nhic
viéc thém cac may chu DHCP vao trong nhém bao mat DnsUpdateProxy.

Thém cic db6i twong mAy tinh vao trong nhém bio mat
DnsUpdateProxy. Ban c6 thé thém céc ddi tuong may tinh vao trong nhom

bdo mat DnsUpdateProxy thong qua bang diéu khién Active Directory
Users and Computer.

> Thém cac d6i twong may tinh vao trong nhém biao mat
DnsUpdateProxy.

Pé thém mot may chi DHCP vao trong nhom bao mat
DnsUpdateProxy, thuc hi¢n theo cac budc sau:

1. Nhén Start, tro vao All Programs, trd dén Administrative Tools va
sau d6 nhan vao Active Directory Users and Computer.

2. Mo rdng contoso.com va nhan vao thu muc chura Users

3. Nhan phai chudt vao DnsUpdateProxy va sau d6 lua chon
Properties.

4. Trong thé Member, nhin Add

5. Trong hop lua chon Enter The Object Names To Selec(, nhap vao
tén cua may chu thanh vién hodc may chu quan tri mién ma thuc
hién nhiém vu DHCP

TRIEN KHAL QUAN TRI VA DUY TRI CO SO HA TANG MANG 5,
VOI WINDOWS SERVER 2003



CHUGONG 2: QUAN TRI VA GIAM SAT DHCP

6. Nhan vao Check Names v sau d6 dong trang thudc tinh bang cach
nhan OK.

LUU Y. Thém cdc mdy chiu DHCP vao trong nhom bdo mt
DnsUpdateProxy. Néu ban dang sit dung nhiéu may chu DHCP dé
chéng 16i va cdc cdp nhdt dong bdao mdt dwoc yéu cau cho cdc ving
dioc cdc may chii DHCP ndy phuc vu, hdy chdc chan thém tdt cd
cdac may chu DHCP chay Windows Server 2003 vao trong nhom bao
mdt DnsUpdateProxy

Cac van dé lién quan dén bao mat. Mic du viéc thém tat ca cic may chu
DHCP vao trong nhém bao mat cé san DnsUpdateProxy s& hd tro cho mot
s6 van dé vé viéc duy tri cac cap nhat dong DNS, giai phap nay ciing giy
nén mot sd nguy co bao mat khac.

Vi dy, bat ky tén mién DNS nao ding ky boi cdc may tinh chay dich vu
DHCP Server 1a khong bao mat. Ban ghi tai nguyén A cho may chu DHCP
1a mot vi du ctia mot ban ghi nhu thé. Dé bao vé hé thdng khoi nguy co nay,
ban c6 thé cau hinh chi dinh mot chu s& hitu khac mét cach thu cong cho bat
ky ban ghi DNS nao gan v6i may chit DHCP. Tuy nhién, mdt van dé bao
mat c6 ¥ nghia 16n hon s& xuat hién néu may chit DHCP, 14 thanh vién cua
nhom bao mat DnsUpdateProxy, lai ciing dong thoi 1a may chu quan tri
mién. Trong truong hop ndy, cic Ban ghi Tai nguyén Pinh vi Dich vu
(SRV), Ban ghi bia chi May tinh (A) va Ban ghi Tén Qui chuan (CNAME)
duoc dang ky boi dich vu Netlogon cho May chii Quan tri Mién 1a khong
bao mat. Dé giam thiéu van dén nay, ban khong nén cai dat mét may chu
DHCP trén mot may chu quan tri mién khi st dung cac cap nhat bao mat.

CANH BAO. Thém cdc mdy chii DHCP vao trong nhom bdo mdt
DnsUpdateProxy. Poi véi Windows Server 2003, viéc sir dung cdc
cdp nhdt dong bao mdt co thé bi anh hwong do viéc chay may chu
DHCP trén May chu Quan tri Mién khi dich vu DHCP dwoc cdu
hinh dé thwc hién cdc dang ky cdc ban ghi DNS thay mdt cho cdc
mdy khach DHCP. Dé tranh vin dé nay, hay cai ddt cdac mdy chi
DHCP va cdc mdy chii quan tri mién trén cdc mdy tinh khdc nhau.

Giai quyét sw c6 cAp nhat dong

Trong mot thoi diém nao do, co6 thé ban gap cac sy ¢b véi cac cap nhat dong
hay cac cap nhat dong bado mat. Phan sau day s€ gitip ban nhan dang va giai
quyét cac su co cap nhat dong.

Néu cac cap nhat dong khong dang ky ding tén hodc dia chi IP, cac thao tac
sau day s& giup ban trong viéc chan doan va giai quyét van dé:
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W Kiém tra nhat ky hé thong trén mdy tram c6 cac 16i cu thé do.

W Bit cac may khach lam méi cac dang ky cua nd bang cach nhap ipconfig
/registerdns tai dau nhac dong 1énh.

B Kiém tra xem liéu céc cap nhat dong c6 dugc kich hoat hay khong ddi
v6i vung duogc iy quyén cho t€n ma may tram thyuc hién viéc cap nhat

W Dé phat hién ra qui luit cho cic su c6 khac, kiém tra xem liéu cac may
khach cap nhat dong c6 liét k€ may chia DNS chinh trong vung la may
cht DNS wa thich ctia n6 hay khong. Pé xac dinh may chit DNS ua thich
cho mot may khach, kiém tra cau hinh dia chi IP trong phﬁn thudc tinh
TCP/IP cua két ndi mang trong may khach hodc tai giao dién dong 1énh,
nhap vao ipconfig /all

M Néu may khach liét ké may chu ua thich khong phai la may chu DNS
chinh trong vung, cac cap nhat dong van c6 the hoat dong dung, tuy
nhién van co cac van dé khac co thé giy nén su cd, vi du nhu vin dé vé
két ndi mang gitra hai mdy chu hodac moét su tra ctru dé€ qui kéo dai ddi voi
may chu DNS chinh trong vung.

B Néu vung la tich hop Active Directory, bat ky may chi DNS ¢6 chira mot
ban sao tich hgp Active Directory cua vung déu c6 thé thuc hién viéc cap
nhat.

B Kiém tra xem liéu danh sach diéu khién truy cap (ACL) cua ban ghi tai
nguyén c¢6 cau hinh cho phép cac cip nhat dong hay khong. Néu ving
dugc cau hinh céc cap nhat dong, vi¢c cap nhat co thé that bai néu cac
thiét 1ap bao mat ctia ban ghi khong cho phép cac may khach thuc hién
viéc thay d6i cac ban ghi nay hoic viéc cap nhat c6 thé khong thanh néu
may khach nay khong so hitu tén ma né dang cap nhat. Bé xac dinh liéu
cac cap nhat c¢6 phai that bai vi mot trong nhitng 1i do trén, kiém tra
Event Viewer trén may khach.

Viéc cho phép cip nhat dong bao mat co thé ngin can khong cho mot may
khach tao, chinh stra hodc x6a cac ban ghi tuy vao ACL cho vung va tén do.
Theo mac dinh, cac cap nhat dong bao mat s€ khong cho may khach tao, x6a
hay chinh stra mot ban ghi néu nhu may khach khong phai 1a ddi tuong tao
ra tén d6. Vi dy, néu hai may tinh c6 cing mot tén va ca hai déu ¢ ging
dang ky tén cta chung trong DNS, viéc cap nhat dong c6 thé khong thanh
d6i v6i mot may khach dang ky sau.
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Néu may khach thét bai trong viéc cap nhat tén trong ving di cau hinh cap
nhat dong bao mat, mdt trong cac dicéu ki¢n sau day cé thé 1a nguyén nhan
cua that bai do:

Thoi gian hé thong trong mdy khach DNS va thoi gian hé thdng trong
may chi DNS khong dugc dong bo

Ban da chinh sua trong registry, muc UpdateSecurityLevel, ngan can
viéc st dung cac cap nhat dong bao mat trong may tram

Vﬁng dé bi khdéa. May chia DNS sé khoa vung trude khi thl,xcv hién viéc
chuyén vung lon. Khi viung bi khoa, cac may khach khong thé cap nhat
ten.

May khach khong co du quyén dé «cap nhat ban ghi tai nguyén. Ban c6
thé x4c nhan diéu nay bang cach kiém tra ACL gan vdi tén cap nhat. Néu
may khach khong c6 du quyén dé cap nhat ban ghi tai nguyén, hay kiém
tra xem may chu DHCP dang ky tén ciia may khach d6 va kiém tra xem
may chit DHCP c6 phai 1a chu so hitu cia ddi tugng dnsNode tuong (mg.
Néu thé, ban co6 thé phai nghi dén viéc dat may chu DHCP trong nhém
bao mat DnsUpdateProxy. Tuy nhién, viéc sit dung lai bat ky d6i tuong
nao da dugc tao ra bdi thanh vién cua nhom bao mat DnsUpdateProxy 1a
khong an toan.

QUAN TRI CO SO DU LIEU DHCP

Hé théng mang cua ban lién tuc thay ddi. Cac may chu méi dugc thém vao
va cac may chu cii thay doi vai trd cua nd hodc bi g& bé hoan toan ra khoi
mang. Nhu d3 noi trude, boi vi hé théng mang cia ban lién tuc thay doi nén
ban phai giam sat va quan tri dich vu DHCP dé dam bao rang né dap Gng
duoc yéu cu cua doanh nghi¢p. Pac biét, ban phai quan tri co s¢ dir li¢u
DHCP béng cach thyc hién cac nhi€ém vu sau day ddi voi CSDL:

Sao luu va khoéi phuc
Théng nhat CSDL
Nén CSDL

D& bo CSDL
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CSDL DHCP la gi ?

CSDL cta may chu DHCP 1a mgt CSDL dong, do 1a mét kho dir li€u luu
dugc cap nhat khi cac may khach DHCP dugc gan hodc khi chung gidi
phong cac tham sé cu hinh TCP/IP. Boi vi CSDL DHCP khong phai 13 mot
CSLD phan b6 giong nhu CSDL trong may chi DNS nén viéc duy tri cac
CSDL DHCP khong phtc tap bang. DNS dugc lru mot cach co ciu trac
phan cap trén rat nhiéu may cht khac nhau ma mdi may chu Iuu mot phan
cua CSDL tong thé. Nguoc lai, DHCP duoc luu trong mot sb file trén mot
may chu.

CSDL trong may chit DHCP trong ho hé diéu hanh Windows Server 2003 st
dung co ché luu trit Joint Engine Technology (JET). Khi ban cai dit dich
vu DHCP, cac file thé hién trong Bang 2-2 dugc tao ra mdt cach tu dong
trong thu muc %systemroot%\System32\Dhcp

Bang 2-2: cac file CSDL dich vu DHCP

File Mo ta

Dhcp.mdb File CSDL DHCP may chu

File dugc CSDL DHCP st dung nhu 1a noi luu tam trong khi
CSDL thuc hién viéc duy tri chi muc. File nay doi khi Xuat
hién trong thu muc %systemroot%\System32\Dhcp sau khi
hé thong bi 15i.

Temp.edb

J50.log  va | Tép nhat ky cua tétv ca cac giao dich CSDL. CSDL DHCP su
J50###H#.1og | dung cac file nay dé khoi phuc dir 1i€u khi can.

File kiém tra chi ra vi tri cua thong tin cudi cung da duoc ghi
thanh cong tu file nhat ky vao CSDL. Trong kich ban phuc
hoéi dir li€u, File Kiém tra chi ra vi tri ma viéc phuc hoi hay

150.chk thuc hién lai dit liéu s& bat dau. File Kiém tra s& duoc cap
nhat sau khi dir liéu da dugc ghi thanh cong vao CSDL
(Dhcp.mdb)

Res* log Cac tép nhat ky du phong s€ duoc sir dung trong truong hop

hé thong bi thiéu khoang trong trén dia

CANH BAO. Dé b6 hodc thay thé cdc file CSDL. khéong nén dé bo
hodc thay thé cdc file J50.log, J50####H.log, Dhcp.mdb vai
Dhep.tmp. Viéc thay thé cdc file nay cé thé gdy nén hdu qua la mdy
chii DHCP ciia ban bj I6i.
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Khong c6 gi6i han sé luong cic ban ghi trong kho luu trit cia mdy chu
DHCP. Kich thudc ciia CSDL ting dan theo thoi gian boi vi cac may khach
gia nhap va rdi mang. Microsoft goi y rang mot May chu chay dich vu
DHCP khong nén c6 qua 10000 may khéach va 1000 pham vi.

Kich thuéc caia CSDL DHCP khéng ty 18 mot cach tryc tiép voi sé luong
cac muc vao cua cac may khach dang hoat dong. Theo thoi gian, mot s6 muc
vao may khach DHCP tro nén 13i thoi hodc bi x6a mat. Khong gian luu triv
khong duoc phuc hoi lai do d6 mot sb vung luu trit van khong duoc sir dung.

Pé phuc héi lai cac vang luu trir khong st dung ndy, CSDL DHCP sé& duoc
nén. Viéc nén CSDL dong duoc thuc hi¢n trén may chu DHCP nhu 1a mot
tién trinh tu dong thuc hién & mic nén ctia Windows trong thoi gian nghi
hoac sau khi CSDL duogc cap nhat.

Sao lwu va khéi phuc cAu hinh may chit DHCP

Cac may chu Windows Server 2003 DHCP hd trg viéc sao luu tw dong va
thii cong. Dé cung cap kha niang chéng 18i trong trudng hop su cb, viéc sao
lvu CSDL DHCP 1a rat quan trong. Diéu ndy s& cho phép ban khéi phuc
CSDL tir cac ban sao luu néu nhu phén cung bi hong. Khi ban thuc hién sao
lIuu, toan b CSDL DHCP s€ duoc sao luu lai, bao gém cac thanh phén sau
day:

B Céc pham vi, bao gdm cac siéu pham vi va cac da pham vi
B Cac dija chi danh san

WM Céc hop dong thué dia chi

|

Cac lua chon, bao gém 11):'21 chon may chu, lya chon cho pham vi, lya
chon cho cac dia chi danh san va cac lya chon cho phan 16p.

CANH BAO. Cic théng sé bdo mgt. Luu y rang cdc thong s6 bdo
mdt khong nam ‘trong danh sach nay. Khong c6 cdc tién trinh sao

luu cdc thong sO baq mat du la tw dong hodc thu cong. Ban phai cdu
hinh lai cac thong so nay sau khi khoi phuc CSDL DHCP.

Tw dong sao lwu CSDL DHCP

Theo mac dinh, dich vu DHCP sé tu dong sao luu CSDL DHCP va cac muc
trong registry c6 li€n quan vao mot thu muc sao luu trén dia cing cuc bo.
Qua trinh nay s& xay ra ctr 60 phiit mot 1an. Ciing theo mic dinh, cac ban sao
luu tu dong s€ duoc luu vao thu muc
%systemroot%\System32\Dhcp\Backup. Ngudi quan tri co thé thay doi dia
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diém luu ban sao luu. Cac ban sao luu tu dong chi sir dung khi phuc héi tu
dong (viéc phuc hoi tu dong duoc thuc hién bdi dich vu DHCP khi n6 phat
hién ra c6 su sai hong trong CSDL)

Thuc hién sao luu CSDL thiu cong.

Ban c6 thé sao luu CSDL DHCP mét cach thu cong. Theo mac dinh, viéc
sao luu tha cong duoc luu trong thu muc
%systemroot%)\System32\Dhcp\Backup\. Ngudi quan tri c6 thé thay d6i dia
diém luu céc ban sao luu ndy. Cac ban sao luu thi cong s& duge khoi phuc
thu cong. Ban c6 thé thuc hién viéc sao luu mot cach thu cong CSDL DHCP
trong khi dich vu DHCP van dang chay. Noi luu cac ban sao luu phai la dia
cting cuc b, cac dudng dan dén may tinh & xa 1a khong dugc phép va thu
muc sao luu s& duoc tao ra mot cach ty dong. (néu nhu néd chua ton tai).
Nguoi quan tri ¢ thé sao chép cac file sao luu DHCP sang mot thiét bi luu
trit khong két ndi (Offline) (nhu bang tir hodc dia)

Tw dong khoi phuc CSDL DHCP

Khi dich vu DHCP khéi dong, néu n6 khong thé nap CSDL DHCP duoc thi
n6 s€ tu dong khoi phuc tir thu muc chira ban sao luu trén dia cing ndi bo.
Néu CSDL DHCP bi hong, ngudi quan tri ¢ thé lua chon hodc khoi phuc tur
thu muc sao luu trén dia cing cuc bd hoac néu nhu khong c6, hé théng s€
khoi phuc tir mot thiét bi sao luu khong két ndi.

Néu phan ctng may cha bi hu hong va khong c6 cac ban sao luu cuc bd,
nguoi quan tri chi cd thé khoi phuc tir cac thiét bi sao luu khong két ndi.

Khoi phuc CSDL DHCP thu cong.

Ban c6 thé khoi phuc CSDL tir mdt thu muc sao luu trén dia ciing ndi bo.
Néu viéc khoi phuc CSDL DHCP tur thu myc sao luu trén dia ciing ndi bo 1a
k}}()ng thanh, ban phai khoi phuc CSDL DHCP tir mot thiét bi luu trix khong
két noi.

M Céhu hinh dwong din sao lwvu CSDL DHCP

DPé céu hinh duodng dan sao lwu CSDL DHCP, thyc hién theo céc
budc sau:

1. Trong bang diéu khién DHCP, lua chon mdy chit DHCP tuong
ung
2. Trong thuc don Action, nhan vio Properties

3. Trong thé Advanced, trong muc Backup Path, nhip vao duong
dan sao luu twong ing va sau d6 nhan OK
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B Thuec hién sao lwvu CSDL DHCP thi cong.

Pé sao lwvu CSDL DHCP mot cach thu cong vao thu muc sao luu

trén dia cting ndi b, thuc hién theo cac budc sau:

1. Trong bang diéu khién DHCP, lya chon may chit DHCP tuong
ung

2. Trong thuc don Action, lya chon Backup

3. Trongv hop thoai Browse Fo:: Folder, lya chon thu muc tuong
ung dé luu ban sao luvu va nhan OK

B Khoi phuc CSDL DHCP mgt cach tha cong

Dé khéi phuc mét CSDL DHCP mét cach thtu cong tur thu muc sao

luu trén dia clirng ndi bg, thuc hién theo cac budce sau:

1. Trong bang diéu khién DHCP, lua chon mdy chit DHCP tuong
ung

2. Trong thuc don Action, lya chon Restore

3. Trong hop thoai Browse For Folder, lya chon thu muc dang
chtra ban sao luvu va nhan OK

4. Trong hop thoai DHCP, nhin Yes dé dimg va khai dong lai dich
vu

5. Nf:u nhu trang thai ‘cﬁa diﬁch vu khong dugc cép nhit, nhan F5
deé lam tuoi bang diéu khién DHCP

Thong nhat CSDL DHCP

Théng nhat 13 qua trinh xac nhén cac gia tri CSDL DHCP véi cac gia tri cua
DHCP trong registry. Ban co6 thé thong nhat CSDL DHCP cua ban trong cac
kich ban sau day:

W Cac gia tri CSDL DHCP duoc c4u hinh chufm‘xéc tuy nhién chung lai
khong hién thi mét cach chinh x4c trong bang diéu khién DHCP

B Sau khi ban khéi phuc mot CSDL DHCP, nhung CSDL DHCP ma khoi
phuc lai khong ¢6 cac gia tri mdi nhat.

Vi du gia dinh réng CSDL d3 c6 cua ban bi x6a mét va ban phai khoi phuc
lai mot phién ban trude d6 cia CSDL nay. Néu ban khoi dong DHCP va mé
bang diéu khién, ban s& théiy réng cac pham vi va lya chon dugc hién thi, tuy
nhién cac hop dong dang co lai khong thdy dau. Viéc théng nhit s& phd bién
cac thong tin vé hop dong thué cua may khach tir registry t6i CSDL DHCP
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Thong nhit CSDL DHCP nhw thé nao ?

Khi ban théng nhét mot may chu hodc mét pham vi, dich vu DHCP su dung
ca cac thong tin tong hop trong registry va cac thong tin chi tiét trong CSDL
DHCP dé tai xdy dung lai cac gia tri gan nhat cua dich vu DHCP. Ban c6 thé
lwa chon dé théng nhat tat ca cic pham vi trén may chu bang cach lya chon
may chi DHCP hoic ban c6 thé thong nhit chi mot pham vi bang cach chi
lya chon pham vi twrong Gng.

Trude khi st dung tinh nang Thong nhéat dé xac nhan cac thong tin vé may
khach trong mot pham vi DHCP tir registry, may chu can phai dam bao thoa
man cac thong sb sau:

B Ban phai khoi phuc lai cac gia tri khoa trong registry cua may chu DHCP
hozc ching phai dugc duy tri nguyén ven tir 1an hoat dong gan nhat trén
may chu.

B Ban phai tao ra mdt ban sao mai cua céc file CSDL trong may chu DHCP
trong thu muc %systemroot%\System32\Dhcp

B Tao ra mot ban sao méi cia CSDL may chu DHCP

Ban c6 thé tao ra mot ban sao méi cia CSDL may chu DHCP theo
cac budc sau:

1. Xac nhan rang ban c6 mot ban sao luu cua CSDL DHCP, bao
gom tat ca cac file va cac thu muc con yéu cau

2. Ngung dich vu DHCP Server
3. Xoa tét ca cac file CSDL trong duong dan thu muc CSDL hién
tai

4. Khoi dong lai may chu DHCP

Khi registry va CSDL c¢6 thong tin phu hop voi cac thong sO trudc,
ban? cO thé khéi dong lgi dich vu DHCP. Sau khi m¢ bang di€u
khién DHCP, ban c6 thé luu y rang cac thong tin pham vi hién ra
nhung khong c6 hop dong hién tai nao hién ra ca. B¢ lay lai cac
hop dong thu€ hién tai cua cac pham vi, sir dung tinh nang Thong
nhat

M Thong nhat tat ca cic pham vi trong CSDL DHCP

bé théng nhét tat ca cac pham vi trong CSDL DHCP, thuc hién
theo cac budc sau:

1. Trong bang diéu khién DHCP, lya chon may chu DHCP

TRIEN KHAL QUAN TRI VA DUY TRI CO SO HA TANG MANG ¢
VOI WINDOWS SERVER 2003




CHUGONG 2: QUAN TRI VA GIAM SAT DHCP

2. Trong thuc don Action, lua chon Reconcile All Scopes.
3. Trong hdp thoai Reconcile All Scopes, nhan vao Verify
4. Trong hop thoai DHCP, nhan OK

M Thong nhit pham vi trong CSDL DHCP

Pé thong nhat pham vi trong CSDL DHCP, thuc hién cac budc
sau:

1. Trong bémg‘diéu }(hién DHCP, lgya chon pham vi tuong Ung
trong cay di€u khién

2. Trong thuc don Action, lua chon Reconcile.
3. Trong hop thoai Reconcile, nhan vao Verify
4. Trong hdp thoai DHCP, nhan OK

Khi xem cac thudc tinh cta cac may khach riéng 1é hién thi trong danh sach
cac hop déng hién tai, ban co thé théy cac thong tin may khach hién ra
khong dugc chinh xac. Khi cac may khach trong pham vi lam méi hop dong
thué dia chi, DHCP Manager s¢ thuc hién viéc chuin hoéa va cap nhat cac
thong tin nay.

Nén CSDL DHCP

Pé lay lai khong gian luu trit khong sir dung, CSDL DHCP can phai dugc
nén. Windows Server 2003 nén dong CSDL trong mot chu trinh ty dong &
murc nén cta hé diéu hanh trong thoi gian nghi sau khi cip nhat CSDL. Mic
du viéc nén dong nay giam thiéu nhu cau cta viéc thuc hién viéc nén khi
khong két ndi, nd sé khong hoan toan thay thé dugc diéu nay. Viéc nén khi
khong két ndi s& 1y lai cac khong gian mot cach hiéu qua hon. Ban nén thuc
hién diéu nay it nhat mot 1an trong mot thang ddi véi mot hé théng mang 1on
khong 6n dinh v6i 1000 hodc nhiéu hon cac may khach DHCP. Bdi véi cac
mang nho hon, viéc nén thu cong sé yéu cau thuc hién chi mot 1an trong vai
thang.

Windows Server 2003 c6 san tién ich Jetpack.exe, nd s& nén thii cong cac
CSDL DHCP va CSDL Jet khac (vi du nhu WINS). St dung Jetpack.exe dé
nén CSDL Jet mot cach dinh ky khi nao ma CSDL tang truéng 16n hon
30MB hodc nhiéu hon. Nhu di dé& cip dén trong phan trude, d6i véi
Windows Server 2003, dich vu DHCP thuc hi¢n viéc nén dong ddi véi
CSDL trong may chu DHCP khi mdy chu nay dang hoat dong trén mang.
Diéu nay s& lam giam, nhung khong loai trir, nhu cau st dung Jetpack.exe
dé nén CSDL khi khéng két noi.
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Xem x¢&t cac Iénh sau day khi st dung voi Jetpack.exe:
jetpack dhcp.mdb tmp.mdb

Cu phép cua Iénh nay nhu sau:

Jetpack.exe <database name> <temp database name>

Khi dung 1énh nay, Jetpack.exe st dung Tmp.mdb dé nén. Tmp.mdb 13 mot
CSDL tam thoi ma dugc Jetpack.exe si dung khi nén DHCP.mdb.
DHCP.mdb 1a mot file CSDL DHCP. Jetpack.exe sé nén CSDL DHCP
bang cach sao chép cac théng tin CSDL vao Tmp.mdb, x6a file CSDL
DHCP gbc DHCP.mdb va sau d6 d6i tén file CSDL tam thoi thanh tén cua
file goc, DHCP.mdb

Kich hoat kha niang phat hi¢n xung dot dua trén may chu

May chi Windows Server 2003 DHCP cung cép kha ning phat hién xung
dot dua trén may chu, n6 s€ ping mot dia chi IP trude khi gan nd cho mdt
may khach dé dam bao riang dia chi IP nay khong dang duoc st dung.
Windows Server 2003, Windows XP va Windows 2000 s€ tu dong xac nhan
rang dia chi IP ma dé xuét boi may chi DHCP sé& c6 thé dung duogc trude khi
chép nhan no, do do viéc phat hi¢n xung dot la rat hitu ich chi cho cac may
khach sir dung hé diéu hanh truéc Windows 2000. Tinh ning Phat hién
Xung d6t dwa trén May chi c6 thé duoc kich hoat trong thé Advance cia
trang thudc tinh ctia may chit DHCP. Bé tranh céc luu luong mang khong
can thiét, hay dé no trong trang thai bi v6 hi¢u hoa trir khi viéc cép trung dia
chi IP cho cac may khach str dung hé diéu hanh trudc Windows 2000 xay ra
nhiéu lan.

D& b6 vai tro cua may chu DHCP
Viéc d& bo vai tro DHCP tir mot may chii con duoc goi 1a gidng cdp. Khi
ban d& bo DHCP, cac file DHCP s€ bi x6a khoi may chu, trir cac file chuong
trinh dang dugc sir dung. B¢ xoa bo cac file chuong trinh nay, ban phai khoi
dong lai h¢ thong.
B D& bé vai tro DHCP
DPé d& bo hodc g0 cai dat DHCP, thuc hién theo cac budce sau:
1. Trong thuc don Start, nhan vao Manage Your Server

2. Trong trang Manage Your Server, nhan vao Add Or Remove A
Role.

3. Trong trang Preliminary, nhin Next,
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4. Trong trang Server Role, trdo vao may chu DHCP va sau do
nhan Next.

5. Trong trang Role Removal Confirmation, nhin vio Remove
The DHCP Server Role va sau d6 nhan Next

6. Trong trang DHCP Server Role Removed, nhan Finish

Thuc hanh quan tri mot CSDL DHCP

Khi sao luu va khoi phuc CSDL DHCP, hay 4p dung céc bai thyc hanh sau
day:

B Sao luu tha cong CSDL DHCP vao mét noi nao do khéc
%osystemroot%\System32\Dhcep\Backup, d6 1a thu muc méac dinh cho viéc
sao luu ty dong. Néu ban lwu mot ban sao luu CSDL DHCP, ma duoc tao
ra mot cach thu cong, trong cung thu muc véi ban sao dugc tao ra boi cach
tu dong, dich vu DHCP s€ khong hoat dong mét cach dung dén.

B Duy tri mot ban sao ciia CSDL DHCP ma di sao luu khong két ndi
(vi du gitr mot ban sao trén bang tir hoac dia). Boi vi dich vu DHCP tu dong
sao luu mot ban sao cua CSDL DHCP vao mét thu muc trén dia clirng ndi
bd, ban c6 thé mit ca CSDL DHCP gbc va ban sao CSDL DHCP néu nhu
phan cting may chi bi hong.

GIAM SAT CSDL DHCP

Giam sat dich vu DHCP yéu cau ban thu thap va xem cac dir li€u vé dich vu
DHCP. Ban can phai giam sat ca cac may khach DHCP va may chit DHCP.
Ban ciing c6 thé phai giam sat cac dich vu lién quan, vi du nhu DNS va
WINS. Phan nay s& tap trung vao cic van dé phat sinh khi giam sat may chui
DHCP

Thiét 1ap mirc hiéu ning co sé (Performance Baseline)

Giam sat hiéu ning ciia may chu DHCP mdt cach hiéu qua yéu ciu viéc xac
dinh muc hiéu nang chép nhan dugc va khong chép nhan dugc ciia mot may
cha DHCP. Dé nhén biét sém viéc hiéu naing DHCP giam d6t ngot, ban phai
nhan biét trang thai “binh thuong” cua hiéu nang DHCP. Nhén biét murc
hiéu ning binh thudng trong hé théng va may chit DHCP cta ban yéu cau
ban phai thiét 1ap mot mirc hiéu nang co s¢. Muc hi¢u nang co sé 1a mic
hiéu ning hé thong ma ban quyét dinh rang nd con chip nhan dugc. Ban nén
thiét 1ap hodc tao ra mirc hiéu ning co s& khi may chi dang chay v&i mirc tai
dién hinh. Khi ban c¢6 muc hiéu nang co sé, viéc nhan biét cac van dé hiéu
nang 1a rat dé dang boi vi ban co thé so sanh qui ludt cua cac tai nguyén then

TRIEN KHAL QUAN TRI VA DUY TRI CO SO HA TANG MANG  ¢3
VOI WINDOWS SERVER 2003




CHUGONG 2: QUAN TRI VA GIAM SAT DHCP

chét khi chiing hién dang hoat dong véi gia tri ciia mirc hiéu nang co so. Su
sai léch dang ké khoi mirc hiéu ning co s thuong chimg t6 rang hé théng co
vén dé.

Mirc hiéu nang co s¢ cling rat co gia tri khi ban 1ap ké hoach cho viéc thay
d6i va bd sung cho hé théng mang. Str dung murc hiéu ning co so va cac dir
li¢u thu thap dugc theo thoi gian s€ cho phép ban udc tinh dugc thong lugng
cua mot may chiu DHCP dua trén mot lugng nguoi dung nhét dinh. Dya trén
dir liu giam sat DHCP, ban co thé tinh toan duoc két qua cua viéc bo sung
thém ngudi dung va ude tinh duoc cac tai nguyén bd sung can thiét néu co.

Khi gidm sat mot may tinh duogc cdu hinh thanh mot may chu DHCP, ban
phai xem xét cac chuc nang khdc ma may chu nay phai ddm nhiém nhu sau:

B Liéu nd c6 phai la mot may chil quan trj mién, may chu file va in an hoic
may chu thu dién tir bén canh vai tro mdt may chu DHCP hay khong ?

B Mic st dung tong thé cua tai nguyén mdy chi 1a bao nhiéu ? Cac vai trd
bd sung cuia may chu DHCP anh hudng dén hi¢u nang tong thé ciia may
chu nay nhu thé nao?

B Xem xét thoi gian trong ngay ma ban thu thép dir li¢u: Liéu n6 c6 phai
trong tho1 diém nhi€u nguoi dung dang nhap nhat (muac dinh)

B Cac Ch}l trinh da duoc 1ap lich khac vi du nhu sao luu, c6 chay vao cung
thoi diem ?

B Bao nhi€u nguoi dung truy cdp may chi ma st dung chirc nang khéc
ngoai DHCP trong khi ban dang thu thap dit liéu cho mirc hi€¢u niang co
sé cua ban.

Dich vu DHCP sur dung céc phan h¢ b nhd, bo vi xir ly, dia va mang. Mac
du cac phan hé nay la quan trong véi dich vu DHCP dé n6 hoat dong mot
cach tdi uu, ban con co thé co6 dugc nhiéu thuan loi hon nita néu ban gidm
sat hi€u nang cua cac phan hé mang.

Noi chira dir liéu vé DHCP

Bon cong cu cung cp dit liéu vé DHCP: Bang diéu khién DHCP, Nhat ky
Kiém soat DHCP, Event Viewer va bdng diéu khién Performance. Moi
cong cu cung cap cac thong tin nhu mo ta trong Bang 2-3
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Bang 2-3: Cac cong cu dir liéu DHCP

Cong cu Mo ta Vi du vé cac thong tin duoc
cung cap
Bang diéu Str dung bang diéu khién DHCP | m Thoi gian dich vu DHCP khoi
khién dé hién thi cac thong sb théng ké dong hay dung
DHCP cua n}éy chu DHCP. Cac so liéu | m Sf’) dia chi IP ¢o trong pham vi
c6 thé dugc thu thap tai muc , m S6 cac hop déng thué dia chi
May chu hay mie Pham vi k€ tir hién ¢6 tfong Pham vi '
khl; d ich vu DHCP khoi dong lan m S6 cac may khach dang str dung
cuot dich vu
DHCP audit | Hai cong cu nay thyc hién cung m Khi dich vu khoi dong hay
log/Event mot chie nang. Ching cung cap dimg, va do ai thyc hién
Viewer cac thong tin vé céc sy kién m Cac 10i dich vu DHCP
DHCP. Théng tin bao gdm céc m Cac su iy quyén dich vu
su kién xéy ra hoac trong hé¢ DHCP
thdng hodc trong ng dung ma
can thong bao véi nguoi ding
hay cin ghi thém vao nhat ky.
Performance | Cong cu nay cung cap céc dit liéu m S6 cac hop dong duoc 1am méi
console hiéu nang DHCP. Dich vu trong mot khodng thoi gian cho
DHCP bao gdm mét tap cac bién trudc
dém hiéu ning ma quan tri mang | m SO cac goi tin DHCPACK hay
c6 thé sir dung dé theo ddi nhiéu DHCPNACK trong mot khoang
hoat dong khac nhau cua may thoi gian cho trudce
chu m Dung lugng dia CSDL DHCP
su dung
m S dia chi IP xung dot

Sir dung cac thong s6 thong ké DHCP dé giam sat may chi

DHCP

Cac thong s6 thong ké bao gdm céc dir liéu thu thap duge ¢ mirc may chu
hodc murc pham vi ké tir 1an khé1 dong gan day nhat ctia dich vu DHCP.

Cac thong s6 thong ké cung cap mdt cach nhin thoi gian thuc ma ban c6 thé
sir dung dé kiém tra trang thai cia may chit DHCP hoic cic pham vi. Ban ¢6
thé 14y cac thong s thong ké cua riéng mot pham vi hodc & mic may chu, &
mirc ndy s& thé hién cac gia tri trung binh cua tat ca cac pham vi ma may chu
quan ly.

Str dung bang diéu khién DHCP, ban c6 thé xem céc thong ) théng ké
DHCP cho mét may chu hodc mét pham vi nhu li¢t ké trong bang 2-4.
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Bing 2-4: cac thong s6 thong ké DHCP

Cac thong s0 Mo ta Cac thong | Cac thong s0
thong ké DHCP s0 thong ké | thong ké
May chi Pham vi
Start Time Thoi diém dich vu DHCP khéi dong X
Up Time Thoi gian dich vua DHCP hoat dong X
Discovers S cac thong diep DHCPDISCOVER X
may khiach ma mdy chu da nhén duogc
Offers So cac thong diép DHCPOFFER da gtri X
Requests S6 cac thong diép DHCPREQUEST nhan | X
duoc
Acks Sé cac thong diép DHCPACK d3 g X
Nacks Sé céc thong diép DHCPNACK da giri X
Declines S6 cac thong diép DHCPDECLINE da nhan | X
Releases Sé céc thong diép DHCPRELEASE da nhan | X
Total Scopes Tong s6 cac Pham vi trén may chit DHCP X
Total Addresses | Tong sb cac dia chi IP dugc cdu hinh cho X X
may khach
In Use Téng s6 cac dia chi IP hién dang duoc thué¢ | X X
Available ;ll“lcl)llég sO cac dia chi IP con lai ¢6 thé cho

Xem cdc thong 56 théng ké DHCP

Ban c6 thé xem cac thong s6 théng ké DHCP cho ca may chi va pham vi.
Pé xem céc thong ) théng ké cia DHCP mot cach dé dang nhét, ban c6 thé
céu hinh cho phép cac thong sé thong ké ciia may chit DHCP duoc 1am tuoi
mot cach tu dong, didu ndy cho phép céac thong sb théng ké cia pham vi
DHCP dugc lam tuoi mot cach ty dong.

B Ciu hinh ty ddong 1am twoi cic thong s6 thong ké DHCP.
Pé céu hinh tu dong lam tuoi cac thong sb théng ké DHCP, thuc
hién theo cac budc sau:
1. Trong bang diéu khién DHCP lwra chon may cha DHCP tuong
ung.

2. Trong thuc don action, nhin vao properties.
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3. Trong thé general lua chon hdp chon Automatically Update
Statistics Every, cau hinh cac truong Hours va minute tuong
ung va sau d6 nhan OK

B Xem cic thong s6 thong ké ciia may chi DHCP

DPé xem céc théng $6 théng ké cua may chu DHCP, thuc hién theo
cac buodc sau:

1. Trong bang diéu khién DHCP lya chon may chit DHCP tuong

ung.
2. Trong thuc don Action, lya chon Display Statistics. Hinh 2-5
hién ra.
|
[lesenmheon | Detais |
Stert Time APAES A0 23052 P
Up Time 17 Houig, 21 Minuces, 37 Seconde
Dizzovens 3
Offers 1
Rieouests 1
Ak 1
Macks a
Decines a
Feleases a
Tatal Scopes 1
Takal Addrezs=s 11
I Llzer 1[5%]
Avalzble 10130
Cloze= |

Hinh 2-5: cac thong s théng ké May cha DHCP

B Xem céic thong s6 thong ké ciia pham vi DHCP

1. Trong bang diéu khién DHCP, lua chon pham vi DHCP tuong
ung

2. Trong thuc don Action, lva chon Display Statistics. Hinh 2-6
hién ra.
|

[l eacrinhice | Dimtaiz |
Tatal dddrezzas 11

In Uze 1[3%)
Analable 10 (A0

Belresh | i

Hinh 2-6: Cac thong s théng ké Pham vi DHCP
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Sir dung cac nhat ky kiém soat DHCP dé giam sat may chi
DHCP

Ghi nhat ky dir liéu may cha DHCP cho phép ban thu thap cac thong tin vé
dich vu DHCP Server khi n6 hoat dong trong mang. Ban c6 thé xem céc file
nhat ky theo ting ngay dé biét cac thong tin hodc ban c6 thé thu thap cac file
nhat ky trén cac may chi riéng biét dé phan tich dir liéu may chu DHCP
trong mot khoang thoi gian dai. Cac thong tin nay rat hiru ich khi quyét dinh
bd sung thém cac may chu DHCP hodc khi giai quyét cac su ¢6 ciia may chu
DHCP. Mot diéu rat quan trong 1a ban phai hiéu cc chu trinh nhat ky kiém
soat boi vi ¢6 nhiéu khi viéc ghi nhat ky bi dung lai va cac file nhat ky co
thé bi ghi dé. Viéc hiéu vé cac chu trinh ndy s& cho phép ban thu thap cac
thong tin thong ké DHCP can thiét dé duy tri hiéu ning t6i wu cho may chu
DHCP cua ban.

Nhat ky kiém soat DHCP cho phép ngudi quan tri c6 thé thu thap cac su
kién DHCP hang ngay. Nhat ky kiém soat DHCP cung cip cho ban cic
thong tin ma ban co thé can cho giam sat may chu DHCP cua ban. Ban c¢6
thé sir dung nhat ky kiém soat DHCP dé xem céc hoat dong trong mot ngay
cu thé ndo d6 hodc ban co thé thu thap cic nhat ky dé phan tich cac hoat
dong cuia may chu DHCP trong mot khoang thoi gian dai.

File nhgt ky kiém sodt DHCP

Mot file nhat ky kiém soat DHCP 1a mot nhat ky céac su kién lién quan dén
dich vu, vi du cac su kién sau:

B Khdéi dong va dung dich vu

B Xac nhén viéc ay quyén

W Cép phat, lam méi va tir chdi dia chi IP

Khi ban kich hoat tinh nang ghi nhat ky, may chu DHCP s¢€ tao ra cac file
nhat ky t€n 1la DhepSrvLog-day.log, trong d6 day 1a ba ky tu viét tat thé hién
ngay ma nhat ky duoc tao ra; vi du mot nhat ky dugc tao ra trong ngay Chu

nhat s€ co ten DhcpSrvLog-Sun.log. May chu DHCP luu céc file nay trong
thu muc CSDL DHCP. Hinh 2-7 thé hién mdt file nhat ky mau
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ip,pate, Time, bescription,1r address, HOST Mame,Mmac Address

24,07/27/03, 00:
25, 07/27.,03, 00:
25, 07 27003, 00:
24, 07/217/0%, 071
25, 07./27./02, 07
25, 07/27.02, 071
55, 727403, 071
A0, (72 703, 07
24, 07/27/03, 08:

13, patabase ClEanup Beg1n....
13,0 Teases expired an

13,0 Teases expired and 0 Te=ases deleted,.,,
0l Databass Cleanup Bagin,,,.

1,0 Teases expired and o leases deleted,,..
(0l 0 Teasos expired and o Teases deleted,,,.
125, authorizedlservicingd, , contoso0l, <om, ,
125 4ss9gn, 10.1.1. B0, Bottha, OO03FFd 39ECA,
103, batabase Clearup Begin,

0 leases deleted

LI

25,07/27/02,08:47:03,0 Teasas expired and O laases deleted, ...
25,07 /27702, 08:47:03,0 Teases expired and © Teases deleted,,.,
24,07 2705, 0047505, patabase Cleanup Badif . ..

25,07 27703, 09:47:058,0 Teases expired and 0 Teases deleted, ..,
A5 07703, 00:47:05,0 Teases espired and 0 leases deleted,,,,
24 07 /27403,10:47:07, batahase Cleanup Begin,, .,

25,07/27/03,10:47:07,0 leasas expired and o lazses deleted, ...
25, 07/27/05, 0047507, 0 Teases expired and O Toases deleted,. ..

24,07 /2708, 11:
25, 07727703,11:

109, patabase Cleanup Beglin. , ..
00,0 Teases expired and O Jeases deleted,,,.

AR 077 A03,11 47 0%, 0 Teases expired and O leases deleted, ..,
24, 07 /A74/03,12:47:170  patahase Cleanup Begin,,,,
25,07/27/03,12:47:11,0 l=asas expired and O laises deleted, ..,
25,07 /2705, 124710, 0 Teases expired and @ Teases deleted, ...
24,07 72705, 12047113, patabasa Cleanup Badin. . ..

25,07 2703,13:047113,0 Teases expired and 0 Teases deleted, ..,
AR 07T A03,13:47:13,0 Teases expired and O leases deleted,.,,
24, 07/274/03,14:47:15 , batahase Cleanup Begin

25,07/27/02,14;:
25,07/27./0%,14:
24,07/27.0z,15:
25, 07/27/03,15:
25, A7 2703, 15:

;15,0 leasas expired and O leases deleted, ...
15,0 Teasas expired and © Jeasec deleted, ...
117, batabase Cleanup Baging, ..

17,0 Teases expired and O Jeases deleted, ...
17,0 Teases espired and 0 leases deleted, . ,,

Hinh 2-7: Vi du cta File nhat ky kiém soat DHCP

File nhat ky 1a cac file van ban phan tach boi dau phay co chtra cac muc vao
nhat ky thé I}ién trong mat dg‘)ng van ban don. Mdt file nhat ky kiém soat
DHCP bao gom céc truong thé hién trong Bang 2-5.

Bang 2-5: cac trwong caa file nhat ky kiém soat DHCP

Truwong Mo ta

ID Ma nhan dang su kién DHCP server
Date Ngay su kién dugc ghi vao nhat ky
Time Thoi gian su kién duge ghi vao nhat ky

Description MO ta cua su kién

IP Address bia chi IP cia may khach DHCP

Host Name Tén ctia may khach DHCP

MAC
Address Dbia chi MAC cua cac mang may khach

Cac file nhat ky kiém soat cua may chu DHCP str dung cac ma su ki¢n ID
danh riéng dé cung cip thong tin vé kiéu cua su kién mdy chu hodc cac hanh
dong da duoc ghi lai. Bang 2-6 mé ta cac ma sy kién DHCP ma c6 thé xuét
hién trong file nhat ky
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Bang 2-6: Ma nhan dang sw kién DHCP va cac mé ta twong trng

Su kién Mo ta

00 Khéi tao viec ghi nhat ky.

01 Dung viéc ghi nhat ky.

02 Viéc ghi nhat ky tam dimg do thiéu khong gian dia.

10 May khach thué dia chi IP mdi.

11 My khach lam mé&i hop dong thué.

12 May khach chdm dut hop dong thué.

13 Dia ch‘i IP dugc phat hién 1a dang dugc st dung trén mang.

14 Yéu cau thué khong dugc thoa man do vung dia chi cho thué cia Pham vi
da can.

15 Hop dong thué bj tir chdi.

20 May khach thué dia chi BOOTP

Nht ky kiém sodt DHCP lam viéc nhw thé nao
Chu trinh sau day mo ta cach thirc ma nhat ky kiém soat khai dong, thuc
hién va két thuc trong mot ngay 24 gio:

1. Mot file nhat ky méi duoc tao ra khi mot trong cac su kién sau day xady
ra: May chu DHCP khéi dong hoac thoi gian cuc bo vuot qua 12:00 A.M

2. Tuy thuodc vao li€u file nhat ky kiém soat da tung dugc tao ra trong 24
gi0 trudc hay chua, cac hanh dong sau day xay ra:

a) Néu nhu file d3 ton tai truéc d6 ma khong bj sira chita trong khoang
thoi gian hon 1 ngay, n6 s€ bi ghi de

b) Néu nhu file d3 ton tai nhung d3 bi stra chita trong vong 24 gid trude,
n6 khong bi ghi dé. Thay vao do, cac hoat dong méi s& dugc ghi tiép
vao cudi file dd c6 d6. Pay 1a truong hop ma hodc hé thdng hoic dich
vu DHCP Server bi khéi dong lai.

3. May chu s& ghi mot thong diép tiéu dé vao trong file nhat ky kiém soat,
thé hién rang viéc ghi nhat ky da khoi dong.

4. Trong qua trinh ghi nhat ky kiém soat, may chu DHCP thyc hién rat
nhiéu viéc klem tra 0 dia logic dé dam béao rang khong gian dia st dung
bdi nhat ky van con trong gioi han da thiét 1ap trong registry. Kiém tra
dia duogc thuc hién vao cac thdi diém co sy kién hodc khi dong ho may
tinh chi 12:00 A.M. theo mac dinh, cac dia sé duoc coi la dﬁy khi dung
luong dia tréng la dudi 20 MB hodc file nhat ky kiém soat hién tai c6
dung lugng 16n hon 1/7 cua khong gian dia t6i da da phan chia cho tong
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kich thuéc cua tit ca cac file nhat ky kiém soat luu trong may tinh.
Khong gian t61 da theo méac dinh 1a 70 MB

5. Néu viéc kiém tra dia cho thay dia da bi day, viéc ghi nhat ky s& bi ngung
lai nhung viéc kiém tra dia van con tiép tuc. Néu co nhiéu hon khong
gian dia duoc giai phong va co thé st dung, viéc ghi nhat ky sé lai tiép
tuc.

6. Vao 12:00 AM, file nhat ky ngay hién tai dugc dong lai va qua trinh ghi
nhat ky s€ bat dau lai
LUUY. Giir cdc file nhdt ky lau hon 7 ngay. Pé giir cdc thong tin
nhdt ky kiem sodt trong khoang thoi gian lau hon mgt tudn, hdy
chuyén cac file nhat ky kiém soat do khoi thw myc trioc khi file nhdt
ky cua tuan toi co thé ghi de no.
B Kich hoat va cau hinh viéc ghi nhat ky kiém soat DHCP
Pé kich hoat va cdu hinh viéc ghi nhat ky kiém soat DHCP, thuc
hién theo cac budc sau:
1. Trong bang diéu khién DHCP, Iya chon may chi DHCP tuong (ing
2. Trong thuc don Action, lya chon Properties

3. Trong thé General, xac nhan rang tuy chon Enable DHCP Audit
Logging dugc lya chon

4. Trong the¢ Advance, trong truong Audit Log File Path, nhap vao
dudng dan cua file nhat ky kiém soat tuong ung va sau dé nhan
OK

5. Trong hop thoai DHCP, nhan Yes dé ngurng va khot dong lai dich
vu.

Xem nhit ky kiém sodt DHCP

Do nhat ky kiém soat DHCP duoc kich hoat theo mic dinh, ngay sau khi
DHCP duoc cai diat va ciu hinh, ban c6 thé xem cac nhat ky kiém soat
DHCP dé xem céc thong tin ma ban can dé giam sat may chu DHCP cua
ban. St dung Windows Explorer, tim dén thu muc noi ma ban luu file nhat
ky kiém soat, nhan dup vao file nhat ky tuong tmg do.

LUU Y. Cic file nhit ky ciia dich vu DHCP dwoc lwu 6 dau. Theo
mac dinh, dich vu DHCP [uu cac file nhdt ky kiém sodt ciia né trong
thw muc %systemroot%\System32\Dhcp. Mot file nhét ky kiém sodt
chita cac ID cua su kién va nghia cua ching trong file. Cac nhat ky
kiém sodt dwoc dat tén theo mau DhepSrvLog-day.log trong d6 day
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la ba ky tw viét tdt ciia ngdy trong tuan. Vi du, file nhdt ky kiém sodt
cho ngay thu Tw sé la DhepSrvLog-Wed.log

Sir dung bang diéu khién Performance dé giam sat DHCP

C6 mdt tién ich quan tri goi 1 bdang diéu khién Performance, ban c6 thé sir
dung dé giam sat hi¢u nang cua may chu DHCP. Khi ban m¢& bdng diéu
khién Performance, bang nay s€ c6 mdt cdy gom hai nut. Nut dau tién 1a
System Monitor va nit tha hai la Performance Logs And Alerts

System Monitor (Gidm sdt hé thong)

Ban c6 thé thém cac d6i twong va bién dém hiéu ning vao bat ky kiéu nao
trong ba man hinh d6 hoa: P4 thi, biéu db va bao cdo. Pé xem cac cach nay
mdt cach riéng 1, nhan phai chudt vao cach xem ma ban mudn va nhan vao
New Window From Here. Ban c6 thé xem cac dit liéu d3 duogc ghi lai. Néu
ban thém vao mot mot bién dém ma cé nhiéu hon mot truong hop riéng, ban
s& ¢6 kha nang lwa chon bién dém cho timg truong hop riéng. Vi du, néu nhu
may tinh cta ban dang giam sat ¢ hai giao tiép ‘mang, khi ban lura chon dbi
teong hiu nang Network Interface, ban co thé lya chon mét hodc ca hai
giao tiép mang nay dé giam sat. Mot d6i tuong hiéu nang 1a mot tap hop
logic ctia cac bién dém ma gan voi mot tai nguyén hodc dich vu ‘ma co thé
giam sat dugc. Mot bién dém hiéu nang la mot muc dit liéu ma gan vo1 mot
ddi tuong hi¢u nang. DPdi véi mdi bién dém duoc lya chon, System Monitor
hién thi gia tri twong Ung v&i mot khia canh cu thé nao dé cua hiéu ning ma
d3 dinh nghia cho dbi tuong hiéu nang do. Mot performance object instance
(truong hop riéng cua déi twong hiéu ndang) 1a mot thuat ngir st dung dé
phan biét cac ddi tuong hiéu nang cta cing mot kiéu trong may tinh.

Cac bgen dém hiéu ning théng thwong. Bang 2-7 cung qap mot mau cac
bién dém hi¢u nang thong dung, di kém voi loi giai thich vé ¥ nghia dir liéu
cua cac dir 1iéu nay (P61 tugng hi€u nang 1a may chu DHCP)

Bang 2-7: Cac Bién dém Hiéu niing thong dung

Performance
Counter

Dir liéu dwge
thu thap

Y nghia cua dir
li€u

Viéc can theo déi
sau khi thiét lap
miwrc hiéu nang co
SO

Packets received/
second

S6 cac goi thong
di€p may chu
DHCP da nhan
trong mot gidy

Gia tri nay Ién
chung t6 cac luu
thong lién quan
dén DHCP t&i may

Theo do6i cac su
tang giam dot ngot
ctia tham sb nay co
thé phat hién duoc
nguyén nhin gy
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chu 1a nang

nén tair DHCP 16n,
chiang han nhu mat
két noi. ..

Requests/ second

S6 cac thong diép
yéu cau thué dia
chi DHCP may
chi nhan trong
mot gidy

Viéc tang dot ngot
hay khong binh
thuong cuia tham
s6 nay chimg t6 ¢6
mot sb luong 16n
cac may khach tién
hanh lam md&i hop
ddéng thué. N6 cb
thé chi ra rang thoi
han hop ddng thué
dd dugc cdu hinh
cho Pham vi 1a qua
ngan

Theo doi viéc tang
hay giam dot ngodt
ctia tham sb nay co
thé gitp ta phat
hién nguyén nhan,
nhu mat két noi
mang...

Active
length

queue

Chiéu dai hang
do1 hién tai cua
cac thong di¢p
DHCP. Day ciing
chinh 13 sd céc
thong di¢p chua
dugc may chu
DHCPx1r 1y.

Gia tr1 16n cua
tham sb nay chimg
té may chu DHCP
khong dap ung
duoc voO1 cac tai
hién tai

Theo doi viéc tang
dot ngdt hay lién
tuc s€ phat hi¢n
dugc viéc tdng tai
trén hé thong hay
kha nang cua may
chu bi giam.

Duplicates
dropped/second

S6 cac goi tin
trung 1ap ma may
chu loai bd trong
mot gidy

S6 nay co thé bi
anh hudéng do co
nhiéu DHCP relay
agents hay giao
tiép mang cung
giri mot goi tin dén
may chu. Gia tri
16n cia tham so
nay ching té may
chu dap ung khong
di  nhanh hay
ngudng thoi gian
khéi  dong cua
relay agen khong
dat du lon.

Theo ddi bién dém
nay ddi voi bat ky
hanh ddng nao co
hon mot yéu cau
dugc cac Relay
Agent thay mdt cho
may khach gui tdoi
may chu. Gia tri [6n
cia bién dém nay
chimg t6 ngudng
thoi gian dat tai
may khach la qua
ngan, hay may chu
dap ung khong du
nhanh
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Tao cac canh bdo hiéu nang trong DHCP

Cac bién dém c6 thé str dung cho dbi twong hiéu ning may chu DHCP ciing
dugc st dung trong vi¢c tao ra cac canh béo. Néu ban biét mirc chép nhan
dugc ma mét bién dém co thé cao hoic thép hon truéce khi sy cd xay dén,
ban c¢6 thé tao ra mot canh bao dé déng thoi thong bao cho ban va chay mot
chuong trinh hoidc kich ban. Canh béo 14 tinh ning phat hién khi bién dém
dinh nghia trudc c6 gia tri vuot qua hodc thap hon mot muc thiét 1ap cu thé.
Thiét 1ap cu thé cho mot bién dém 13 mirc ngudng canh bao. Vi du, néu mirc
hiéu ning co s& ctia d6 dai hang doi hoat ddng DHCP ludn ludn thap hon 3,
thiét 1ap mot mirc ngudng canh bao cé gia tri 6 hoac 7. Mot su tang dot ngot
trong d6 dai hang doi hoat dong DHCP c¢6 thé cho ban biét rang muc tai yéu
cau dang qua nhiéu ddi véi may chiu DHCP nay.

Kinh nghi¢m thwc tién khi tao ra cdc canh bio DHCP
Khi ban tao ra cac canh bao cho may chiu DHCP, thuc hién theo cac goi y dé
xuat nhu sau:

B Dinh nghia mic chip nhan dugc ma mot bién dém DHCP c6 thé vuot
qué hoac thép hon trudc khi tao ra mot canh bao. Dé lam diéu nay, ban
ghi nhat ky bién dém DHCP trong mét khoang thoi gian xac dinh dé tao
ra muc hiéu niing co sé. St dung mirc hiéu ning co sé nay, ban c6 thé
tim hiéu chic chin khoang hoat dong thong thuong ctia mot bién dém
DHCP cho trudc va sau d6 tao ra cic canh bao dé thong bao cho ban khi
hoat dong cta bién dém DHCP nay nam ngoai khoang hoat dong thong
thuong.

B St dung cac scripts (kich ban) voi cac canh bao. Stir dung 1énh Nesh cua
DHCP trong cac kich ban dé dap tng lai canh bao

THONG TIN THEM. Si dung lénh Nesh. DPé cé nhiéu thong tin
thém vé cdach s dung 1énh Nesh, xem trong Microsoft
Knowledgebase bai viét 242468 “Lam thé ndo dé sir dung céng cu
Nesh.exe va cdc khéa chuyén dong 1énh”. Pé tim kiém bao viét nay,
hay truy cdp trang http://support.microsoft.com va nhdp vdo sé ciia
bai viét trong hép thoai Search The Knowledge Base

Kinh nghi¢m thuc tién khi gidm sdt DHCP
Xem x¢&t cac bai thuc hanh hiru ich sau day khi gidm sat hi¢u nang ctia méot
may chu DHCP

B Tao ra muc hiéu nang co s¢ cho dir liéu hiéu nang trén may chu DHCP.
Ban c6 thé so sanh mirc hiéu ning co s& voi cac bién dém ma c6 thé cho
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biét liéu may chu DHCP c¢6 dang qua tai hay khong hodc mang dang guri
qué nhiéu cac yéu cau DHCP dén may chu

W Kiém tra cac bién dém chuan dung dé do hiéu ning may chi (nhu mirc st
dung b vi xu ly, trang bo nhd, hiu nang dia va mure st dung mang). Boi
vi DHCP thuong dugc cai dat trong mot may chu ma dong thoi co cac
dich vu hodc tng dung khac, viéc phai hiéu tong mirc tai cua tit ca cac
ung dung va dich vu trén may chu va cach thirc ma mure tai trén may chu
anh hudéng dén hoat dong cua dich vu DHCP Server nhu thé nao.

B Quan sat cac bién dém may chu DHCP, vi du nhu Acks/sec, dé tim kiém
su suy giam hodc ting dang ké thé hién su thay do6i trong luu luong
DHCP. Mot su tang dot ngot cac hoat dong co thé do viéc thém cac may
khach DHCP hodc n6 c6 thé cho thay sy thay doi thoi han thué ngan hon.
Mot su giam dot ngdt trong cac hoat dong co thé cho thay thot han thué
da dai hon, mot sy c6 trong mang dé lam cho cac yéu cau DHCP khong
dugc truyén di, hodc may chu DHCP c6 su ¢d khi xir Iy cac yéu cau
DHCP.

SU DUNG VIEC CAP PIA CHI IP RIENG MOT
CACH TU PONG (APIPA)

Nhu dd noi dén trong Chuong 1, “Trién khai DHCP”, Viéc cép bia chi IP
Riéng mot cach Tu dong (APIPA) la mdt tinh ndng dadnh dia chi IP cho cac
mang don gian ma chi chira mdt doan mang don. Bat ctr khi ndo may tinh
chay Windows Server 2003 duoc cau hinh dé lay IP tu dong va khong co
mot may chu DHCP nao hodc khong c6 cdu hinh thay thé, may tinh s& su
dung APIPA dé gan cho chinh né mét dija chi riéng trong dai tir 169.254.0.1
dén 169.254.255.254

Pé xac dinh rang liéu APIPA hién c6 dang duoc kich hoat va hoat dong hay
khong, nhap vao ipconfig /all tai ddu nhic dong 1énh. Dt liéu vin ban hién
ra cho biét dia chi IP va cic thong tin khic. Néu nhu dong
Autoconfiguration Enabled hi¢n gia tri Yes va dia chi IP trong dai tu
169.254.0.1 dén 169.254.255.254, APIPA dang hoat dong

Tinh nang cip dia chi tu dong chi lam viéc trén cac may tinh trong mot doan
mang don ma khoéng thé 14y duoc dja chi IP bang cic phuong phap khac.
Néu may chu DHCP sau d6 hoat dong tr¢ lai va mot may khach truée do da
tu dugc géan dia chi APIPA, né s€ thay doi dja chi IP cta nd sang mdt dia chi
IP ma dugc cap tir may chit DHCP. Cac may tinh str dung dia chi APIPA chi
c6 thé trao doi voi cac may tinh ciing stir dung dia chi APIPA trong cing mot
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doan mang, chiing khong thé két ndi tryc tiép tir Internet. Luu ¥ rang mic du
sir dung APIPA, ban khong thé cau hinh mot may tinh véi dia chi may cha
DNS, dia chi céng ra mac dinh hodc mot dia chi may chu WINS. Néu ban
mubn mot may tinh léy dia chi ty dong nhung muén chi dinh mot dia chi khi
ma khong tim théiy mot may chu DHCP nao, ban co thé chi dinh n6 sir dung
cau hinh thay thé. Pé c6 thém thong tin vé cau hinh thay thé, xem trong
Chuong 1 ”Trién khai DHCP”

APIPA c¢6 trong cac mdy tinh chay Windows 98, Microsoft Windows
Millennium Edition (Me), Windows 2000, Windows XP va Windows Server
2003.

Vo hi¢u héa APIPA

Néu ban mudn dam béo réng APIPA khong dugc str dung, ban cé thé ciu
hinh mot dia chi thay thé trong thudc tinh cua dia chi IP cua két ndi hodc vo
hiéu hoa tinh ning dia chi tw dong bang cach chinh sta lai registry. Luu ¥
rang dé vo hiéu hoa APIPA cho mot giao tiép mang va vo hiéu hoa APIPA
cho tét ca cac giao tiép mang, ban phai chinh stra cac khoa khic nhau trong
registry.

B Vo hiéu hoa APIPA trong mdt giao tiép don.

Pé vo hiéu hoa APIPA trén mot giap tiép mang bang cach chinh
sua registry, thuc hién theo cac budc sau:

1. Str dung trinh soan thdo registry regedit.exe dé thém muyc vao
IPAutoconfigurationEnabled v&1 gia tri 0 (kieu dr li¢u
REG DWORD) trong khoéa con sau day:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Servic
es\Tcpip\Parameters\Interfaces\interface

2. Khéi dong lai may tinh

B Vo6 hiéu h6a APIPA trén nhiéu giao tiép mang

Pé vo hiéu hoa APIPA trén nhiéu giao tiép mang bang cach chinh
sua registry, thuc hién theo cac budc sau:

1. Thiét 1ap gia tri cua IPAutoconfigurationEnabled 13 0 (kiéu dit
ligcu REG_ DWORD) trong khoa con sau day:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Servic
es\Tcpip\Parameters\

2. Khoi dong lai may tinh
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Giai quyét sw c6 APIPA

Péi v6i cac may tinh chay bat ky phién ban nao cta hé diéu hanh Windows
tir Windows 98 tro di, dja chi APIPA 1a dia chi mic dinh. Piéu d6 c6 nghia
1a chung dugc gan cho cac may tinh ma cac cau hinh mang cta ching chua
dugc thay thé ké tir khi hé diéu hanh duoc cai dat. Trong mot hé thong mang
nho hon, ban ¢6 thé mubn de cac may tinh voi cac dia chi IP mdc dinh nay
dé don gian hoa viéc giao tiép trén mang va quan tri. Néu thé, ban c6 thé
chay 1énh ipconfig /all trén cac may tinh nbi mang dé xac dinh liéu dija chi

gan cho moi may tinh trong mang ndi b c6 nam trong khoang dia chi
APIPA tir 169.254.0.1 dén 169.254.255.254 hay khong.

Néu nhu 1énh ipconfig /all khong tra két qua cho ban mot dia chi APIPA,
két qua dau ra s& cho biét mot trong ba tinh hudng sau: khong dia chi va
khong c6 thong bao 16i nao, mot dia chi toan zero hoic mot dia chi IP khong
phai toan zero ma nam ngoai dai dia chi APIPA

Khi khong c6 dia chi IP ndo dugc gan cho mot may tinh, mot thong bao 16i
c¢6 thé cung cap cho ta biét nguyén nhan cu thé. Vi du, két qua dau ra cua
ipconfig /all co thé thong bao voi ban rang phuong tién (cach goi khac la
day cap mang) da bi ngit két ndi. Tai thoi diém nay, ban c6 thé kiém tra day
noi mang va chay 1énh ipconfig /renew dé 1dy dia chi IP bang tinh ning
APIPA. Néu cach nay khong thé cap cho ban mot dia chi IP mdi, ban nén
tién hanh chan doan sy cd phan cimg nhu 13i cdp mang, hub hodc switch.

Thinh thoang két qua cua 1énh ipconfig /all khong cung cap mot nguyén
nhan rd rang cho viéc ldy dia chi IP khong thanh ctia mot may tinh. Néu thé,
c6 thé dy doan sy ¢d 1a do giao tiép mang. Xac nhan rang may tinh c6 phan
cing giao tiép mang duoc cai dat tot, cung voi trinh diéu khién thiét bi
turong ung c6 phién ban moi nhat. sau d6 _chay 1énh ipconfig /renew dé ¢
gang 14y dia chi IP mot 1an nita. Néu su ¢6 van con, ban nén tién hanh chan
doan cac phan cung.

Mot dia chi toan zero thong thudong c6 nghia la TCP/IP da khoi tao thanh
cong trén may tinh nhung chua 1iy duogc dja chi tir may chu DHCP. Vi du,
néu may tinh ctia ban d 13y thanh cong dia chi IP tir may cha DHCP va ban
nhap vao ipconfig /release dé giai phong dia chi nay, dja chi IP s& hién ra 1a
0.0.0.0

Péi v6i cac may tinh hoat dong t6t trong mot mang ma khong chu dinh sur
dung APIPA cho cau hinh mang, ching ta mong mudn dija chi nhan duogc s&
khong phai toan zero va dong thoi nam ngoai dai APIPA. Vi du thong
thuong ctia kiéu dia chi ndy bao gébm mét loat cac dia chi IP danh sin cua
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LANA cho cac hé thong mang riéng (tr 10.0.0.0 dén 10.255.255.255, tir
172.16.0.0 d&én 172.31.255.255 va tir 192.168.0.0 dén 192.168.255.255)
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TONG KET

Ban c6 thé cu hinh DHCP dé cap nhat dong DNS. Néu ban lya chon cap
nhat dong céac ban ghi tai nguyén DNS, ban nén xem xét st dung cac cép
nhat dong bao mat.

WM Boi vi DHCP 14 mot thanh phan quan trong trong hé théng cia ban, ban
phai quan tr1 va giam sat no

B Viéc quan tri DHCP bao gdm viéc sao luu va khoi phuc CSDL ciling nhu
thong nhat, nén va trong mot so truong hop, do bé CSDL

B Ban co thé giam sat DHCP bang cach str dung Performance Monitor, cac
file nhat ky kiém soat DHCP, Event Viewer va cac thong s6 thong ké
may chu va pham vi DHCP

B APIPA 1a rat hitu ich cho viéc cung cép cac dia chi cho mdt mang don
khong c6 may chu DHCP

BAI TAP

QUAN TRONG. Hoan thanh tit ci cdc bai tdp. Néu ban cé ké
hoach lam cdc bai tdp trong sdch 1y thuyét trong chirong nay, ban
phdi lam tat cd cdce bai tdp trong chwong dé cho may tinh tré lai
trang thdi goc ciia né trude khi lam cdac bai tdp trong sach BAI TAP
THUC HANH. Lwu y rang cdc bai tdp sau da yéu cdu cai dat DNS
va DHCP, do la trang thai cua may tinh hoc vién sau khi hoan thanh
Bai tdp Thue hanh 1 trong sach BAI TAP THUC HANH

Bai tip 2-1: Cau hinh cip nhat DNS dong

Dé c4u hinh cap nhat dong DNS, thuc hién theo cac budc sau:

1. Mé bang diéu khién DNS
2. Nhén phai chudt vao ving ma ban mudn cdu hinh cap nhat DNS dong,
va lua chon Properties

3. Trong thé General, trong danh §éch DNS Updates, lua chon
Nonsecure And Secure va sau d6 nhan OK

Bai tap 2-2: Thwce hién sao luvu CSDL DHCP thu cong

Pé sao luu CSDL DHCP trong may chii ngudn, hoan thanh cac budc sau:

1. M6 bang diéu khién DHCP
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2. Trong bang diéu khién, lya chon may chu DHCP ma ban mudn sao
luu

3. Trong thuc don Action, lya chon Backup. Hop thoai Browse For
Folder mo ra.

4. Lya chon thu muc s& chira ban sao lvu CSDL DHCP va sau d6 nhin
OK

5. Ban phai lya chon dia cung ndi bo dé chon thu muc luu ban sao luu
CSDL DHCP
Bai tip 2-3: Thong nhat mét CSDL DHCP
bé thong nhat CSDL DHCP, thuc hi¢n theo cac budc sau:
1. Mé bang diéu khién DHCP
2. Thuyc hién mot trong cac budc sau day va sau d6 nhan Verify:

a. Dé théng nhat mot pham vi xac dinh, lya chon pham vi d6 va
nhan Reconcile

b. Bé théng nhat tat ca cic pham vi, phai chudt vao may chu
DHCP va sau d6 nhan Reconcile All Scopes

3. Néu viéc thong nhit thanh cong, mot hop thoai DHCP xuét hién noi
rang CSDL da ¢ trong trang thai thong nhat.

Bai tip 2-4: Thuec hién sip xép gon mét CSDL DHCP thii cong
bé nén mot CSDL DHCP mot cach thua cong, thuc hi¢n theo cac budc sau:
1. Tai may chu DHCP, m¢ cura s6 ddu nhic 1énh
2. Pé chuyén dén thu muc DHCP, tai ddu nhéc ,d(‘)ng 1€nh, nhap vao “cd
%systemroot%)\system32\dhcp” va sau d6 nhan Enter

3. Pé ngung dich vu DHCP, tai didu nhéc 1énh, nhap vao: met stop
dhcpserver, sau d6 nhan Enter

4. Pé nén CSDL DHCP, tai dau nhic dong lénh, nhap vao “jetpack
dhcp.mdb” va sau d6 nhan Enter

5. Mot thong béo hién thi trang thai bag) lau no6 s& thuc hién xong viéc
nén CSDL, rang CSDL dugc di chuyén tur file tam sang dhcp.mdb va
sau do qua trinh két thiic thanh cong.

6. Dé khoi dong dich vu DHCP, tai d4u nhic dong 1&€nh, nhap vao “net
start dhcpserver” r01 nhat Enter
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Bai tip 2-5: CAu hinh va xem cac nhit ky kiém soat DHCP
D¢ cau hinh va xem cac nhat ky ki€ém soat DHCP, thuc hi¢én theo cac budc

Sau.

1. Mé bang diéu khién DHCP

Trong bang diéu khién, chon may chit DHCP ma ban muén kich hoat
tinh nang nhat ky kiém soat

3. Trong thuc don Action, lya chon Properties

Trong’ thé General, lya chon hop chon Enable DHCP Audit Logging
va nhan OK

. Trong thé Advance, trong hOp Audit Log File Path, nhdp vao

c:\textbook\exercises\chapter(2.

Ban s€ duoc h()qi liéu ban c6 mudn khai dong dich vu DHCP dé ap
dung cac thay do1 nay khong. Lua chon Yes

Duyét dén thu muc c:\textbook\exercises\chapter02 va nhén, dup
chudt vao file DhcpSrvLog-day.log (trong d6 day 1a 3 ky tu viét tat
cua ngay tao ra ban nhat ky nay)

Bai tap 2-6: Tao ra cac Canh bao cho m¢t may chu DHCP
Dé tao ra canh bao cho may chia DHCP, thuc hién theo cac budc sau:

1.

Trong bang diéu khién hiéu ning, trong muc Performance Logs And
Alerts, lva chon Alerts

Trong thuc don Action, nhan vao New Alert Settings

3. Trong hdp thoai New Alert Settings, trong hop Name, nhap vao

8.

DHCP Renew Alert va sau 6 nhin OK

Trong Thé General, trong hop thoai DHCP Renew Alert, trong
truong Comment, nhap vao Alert When DHCP Client Renews IP
Lease, sau d6 nhan Add

. Trong hop thoai Add Counters, trong truong Performance Object, lua

chon may chu DHCP va bién dém Acks/sec, sau 36 nhan Close

Trong thé General, trong hop thoai DHCP renew Alert, trong truong
Interval, nhap vao 5

Trong thé Action, luya chon Send A Network Message To, va nhap
vao Administrator

Khi canh bao duoc kich hoat, mdt hop thoai s€ hi¢n ra
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9. Trong thé Schedule, trong muc Start Scan, xac nhan ré}lg Manually
(Using The Shortcut Menu) dugc lya chon va sau d6 nhan OK

CAC CAU HOITONG KET

1. Ban c6 mot may khach Windgws NT 4 trong d6 ban muén kich hoat tinh
nang cap nhat dong. Ban mudén may chﬁvDHCP tu dong cap nhat ca ban
ghi A va ban ghi PTR. Ban phai lam gi d€ hoan thanh viéc nay?

a) Khong lam gi ca. Viéc cap nhat cac ban ghi A va ban ghi PTR s€ duoc
thuc hién theo mac dinh

b) Trong thé DNS cua hdp thoai thudc tinh may chu DHCP, lva chon
Dynamically Update DNS A And PTR Records For DHCP Clients
That Do Not Request Updates.

c) Tai thé DNS trong hop thoai DHCP server properties, lya chon
Always Dynamically Update DNS A And PTR Records

d) Dang ky may khach nhu 1a mgt may tinh dong vé1i may chu DHCP

2. Ban khong chinh stra cac thiét 1ap mic dinh cho DNS trén may chu hay
may khach DHCP. Ban ghi may khach nao sau day ma may chu DHCP
s€ cap nhat trong DNS (Gia dinh rang cac may khach déu chay Windows
XP)

a) Ban ghi tai nguyén PTR

b) Ban ghi tai nguyén A

c) Ca hai Ban ghi tai nguyén PTR va A

d) Khong phai Ban ghi tai nguyén PTR hay A

3. P6i voi mot ving ma ban chi cho phép cép nhat dong bao mat, ban cau
hinh may chu DHCP dé thuc hién V’iéC cap nhat dong thay mat cho cac
may khach Windows NT 4. Cac thiét 1ap DNS dong khac trén may chu
DHCP ¢6 cac gia tri mdc dinh. Sau khi ban nang cap may khach 1én
Windows XP, ban thay rang ban ghi tai nguyén A khong con duoc cép
nhat nita. Ban giai thich di€u nay nhu thé nao ?

4. Pung hay Sai: Néu mot vung DNS chi chép nhan cac cap nhat dong bao
mat va may cha DHCP 1a thanh vién cia nhém bdo mat
DnsUpdateProxy, cac ban ghi tai nguyén tao ra boi dich vu Netlogon cho
may chu quan tri mién c6 phai 1a khong bdo mat hay khong ? Giai thich
cau tra 101.

5. Vi€c sao luu tu dong va thu cong CSDL DHCP duoc thuc hi¢n thanh
cong. Ban muon khoi phuc lai cac doi tugng sau day: Tat ca cac pham vi,
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cac danh san, cac hop dong thué, cac lua chon va cac thong s6 bao mat.
Ban phai lam gi ?

a) Khoi phuc tir ban sao luu tu dong
b) Khoi phuc tir ban sao luu thu cong
¢) Khoi phuc tir ban sao luu khong két nbi

d) Khoi phuc tir ban sao luu ty dong hodc thu cong, sau do cAu hinh lai
cac thong s6 bao mat mdt cach thu cong

6. Ban vira hoan thanh viéc khoéi phuc mét CSDL DHCP. Ban khéi dong
bang diéu khién DHCP dé xac nhan viéc khoi phuc 1a thanh cong. Ban
thiy rang pham vi va lya chon déu hién thi, tuy nhién cac hop dong hién
tai lai khong hién ra. Ban nén lam gi dé cac ban hop dé)ng hién tai nay
hién ra?

a) Viéc khoi phuc la khong thanh. Thuc hién khéi phuc lai mot lan nira

b) Viéc khoi phuc la khong thanh boi vi ban sao luu bi hong. Tim mot
ban sao luu tot va st dung né dé thuc hién khoi phuc lai CSDL DHCP

¢) Sir dung bang diéu khién DHCP, thyc hién viéc théng nhat CSDL
d) Xoa file Tmp.mdb va sau d6 khoi dong lai dich vu DHCP

7. Ban dang giam sat mot may chu DHCP va ban mudn luu cac nhat ky
kiém soat ma dugc tao ra trong thr Ba tuan trudc. Hom nay 1a thi Hai.
Ban phai lam gi ?

a) Khong lam gi cd4; may chu DHCP tu dong luu cac nhat ky sau khi ghi
vao no.

b) Xo6a bo cac file nhat ky khoi thu muc

c¢) Thay d6i dia diém luu cta file nhat ky

d) Vao tht Tu, ngung va khoi dong lai dich vu DHCP Server

8. Ban mudn x4c dinh bao nhiéu dia chi IP ¢6 kha ning st dung dé cho thué
trong tat ca cac pham vi. Cong cu nao ma ban st dung dé€ thuc hién di¢u
do ?

a) Nhat ky sy kién hé théng
b) Cac thong sb thong ké pham vi DHCP
¢) Cac thong sé thong ké may chit DHCP
d) Nhat ky kiém soat DHCP
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CAC KICH BAN TINH HUONG

Kich ban tinh hudng 2-1: Giam sat cac yéu cau DHCP

Ban dang giam sat hoat dong cua may chu DHCP bang cach sir dung System

Monitor. Ban di timg xem bién dém Discovers/sec. Ban quan sat thay sy

tang dot ngdt so lugng cac yéu cau DHCP. Nguyén nhan nao sau day cé the

giai thich viéc tdng dot ngdt nay?

a. Mot luong 10n may khach dang khdi tao mot cach dong thoi va dang cb
gang tim kiém may chu DHCP

b. Mot luong 16n may khach dang tit mot cach dong thoi va dang giai
phong cac dia chi IP ma chiung da thué

c. Thoi han cua cac hop dong pham vi quéa ngan, gy ra viéc ting cic thong
diép DHCPACK

d. Hai may chit DHCP da duoc cai dit trong mang va dang truy van dich vu
thu muc dé tim kiém goc ctuia hé thong.

Kich ban tinh hudng 2-2: Giam sat lwu lwgng DHCP trén

mang

Gan ddy, nguoi dung hay phan nan rang hé thong mang chdm vao cac thoi
diém khac nhau trong tuan. Ban nghi ngd rang luu luong DHCP qué 16n 1a
mot phan cia nguyén nhan. Khi luu lwong DHCP ting nhiéu hon thong
thuong, ban mudn c6 mdt canh bao vé diéu nay. Lam thé nao dé ban c6 thé
lam diéu nay ?
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CHUONG 3: THU'C HIEN VIEC
PHAN GIAI TEN BANG DNS

Sau khi hoan thanh chwong nay, ban c6 kha nang:

B M0 td cac qua trinh cua viéc phan giai tén va ly do tai sao noé lai
quan trong voi doanh nghi¢p ctia ban

B Cai dit va cdu hinh Hé théng tén mién (Domain Name System —
DNS)

B Mo ta va cdu hinh cic vung chinh (Primary Zone), ving thir cap
(Secondary Zone), vung in-addr.arpa va vung cut (Stub Zone)

B Tao mot vung tich hgp Active Directory (Integrated Active
Directory Zone) va giai thich lgi diém cua vi¢c tao ra vung nay
nay

B MO0 ta cac dang khac nhau cua may chu DNS va chiic ndng ma
ching thyuc hién

B Giai thich lg1 ich cta viéc iy quyén cho mot ving va tao mot vung
dugc uy quyén

W MO ta qua trinh chuyén giao ving

Chuong nay gidi thiéu cac khai niém co ban lién quan dén viéc phan giai tén
DNS trong Microsoft Windows Server 2003. Chuong nay ciing dong thoi
giai thich cac khai niém DNS then chét, vi du nhu Khéng gian Tén DNS,
cac Vung DNS, cac dang May chu DNS, cac Ban ghi Tai nguyén DNS va
viéc phan giai tn DNS. Pong thoi, chuong nay con thao luén v€ qua trinh
cu hinh cac may chu DNS, cac kiéu va chu trinh truy vin DNS va sy
chuyén t1ep Boi vi DNS déng vai tro then chdt trong Windows Server 2003
nén viéc hleu ky cang cac khai niém, chu trinh va phuong phap cau hinh né
1a diéu rat quan trong. Néu khong c6 DNS, hé thong mang cta ban c6 thé
khong hoat dong dung chirc ning, cac mdy tram thdm chi khong thé phan
gidi duoc tu tén sang dia chi IP. Hon nira, cdic may khach sur dung dich vu
thu muc Active Directory lai dung DNS dé dinh vi cac may chu quan tri
mién nén viéc ban hiéu rd cac khai niém DNS then chét va cach thic dé ciu
hinh DNS moét cach ding dan cho hé thong mang cia ban 13 yéu t& quyét
dinh.
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TONG QUAN VE QUA TRINH PHAN GIAI
TEN

Déi v6i céac thiét bi mang, vi du nhu cac may tinh hodc cac may in, dé giao
tiép voi nhau trén Internet hodc trong ndi bd hé thong mang C}ia doanh
nghiép, ching phai ¢6 kha nang dinh vi dugc nhau. Trong h¢ thong mang
Windows Server 2003, phuong ti¢én chinh dé dinh vi céac thiét bi mang va
dich vu mang la thong qua viéc st dung DNS

Vi dy, dé may tinh A giao tiép duoc voi may tinh B bang giao thire TCP/IP,
may tinh A phai c¢6 dugc dia chi IP ctia may tinh B. Qua trinh tim kiém mot
dia chi IP cho mét tén may tinh nao do (vi du may tinh A) dugc goi la qua
trinh phan giai tén. Viéc phén giai tén su dung DNS va WINS (Hé thong tén
Internet cua Windows) la cac chu trinh phan mém riéng biét cta viée chuyén
d6i giita cac tén, ma dé cho ngudi dung dé nhd, va cac dia chi IP sd hoa, tuy
kho khan hon cho nguoi dung nhung lai cﬁn thiét cho viéc truyén thong
bang TCP/IP.

TONG QUAN VE DNS

Trudc khi ARPANET phat trién thanh hé théng ma ngay nay chung ta goi 1a
Internet, cac file van ban s€ thuc hién viéc phan giai tén. Cac file van ban
liét ké tén cia cic may va dia chi IP tuong (mg cta né (file HOSTS.txf). Bat
ctr khi nao mot may dugc thém vao mang, file HOSTS.txt nay dugc cap nhat
voi tén va dia chi IP ctia may do. Theo lich déu dan, cac nguoi dung
ARPANET s& tai vé va st dung file HOSTS.txt dugce cap nhét nay. Boi vi
file HOSTS.txt nay 1a file co cdu trac phang (flar) nén tat ca cac tén may
trong file ndy 1a duy nhat. Khong c6 phuong phap niao dé tao ra cac khong
gian tén vi du nhu cdc mién

Mot van dé khac la kich thudc cua CSDL va su bat lyc trong viéc phan phdi
mirc tai khi rat nhiéu may tinh cing truy cép file nay. Cac file HOSTS.txt
liét ké tat ca cac may co trong mang, diéu nay c6 nghia 1a mdi may tinh phan
tich file HOSTS.txt s& danh 100% cong viéc dé phan giai cac tén may khach
sang dia chi IP. RS rang diéu nay 1a khong hiéu qua va mot hé théng phan
giai tén t6t hon da dugc phat minh ra.

Nim 1984, khi sd luong cac may trong mang ARPANET dat dén 1000,
DNS d3 duogc gidi thiéu. Boi vi DNS duoc thiét ké nhu mot CSDL phan tan
vGi cau tric co phan cp, nd cd thé dong vai tro 1a nén tang cho viéc phan
giai tén cac may trong mot mang TCP/IP kich thudc bat ky, bao gdm ca
Internet. Kha nang phan phdi ciia DNS cho phép murc tai ctia viée phan giai
tén duoc chia sé giira rat nhiéu may tinh. Ngay nay, hau hét cac phan mém
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lam viéc trén Internet, vi du nhu cac chuong trinh thu dién tr hodc cac trinh
duyét Web, déu st dung DNS lam phuong phap phan giai tén cho no.

Loi diém ciia DNS
Mic du DNS hau nhu chi gin véi Internet, cic mang riéng ciing c6 thé sir
dung DNS bé1i vi céac lgi di€m sau day:

B Kha ning mo rong. Boi vi DNS co6 kha nang phan phdi muc tai
giita cac CSDL trén nhiéu may tinh, no co thé dugc mé rong dé
phuc vu bat ky mirc phan giai tén nao yéu cau.

B Tinh bat bién. Cac tén may s& duoc duy tri khong d6i thim chi ca
khi céac dia chi IP gan voi né thay doi, di€u nay l1am cho viéc dinh
vi cac tai nguyén de dang hon.

m D¢ dang sir dung. Nguoi dung truy cdp cac may tinh bang cac tén

dé nhd vi du www.microsoft.com hon 1a cac dia chi IP bang sd, vi
du nhu 1a 192.168.1.100

B Tinh don gian. Nguoi dung chi can phai biét mot qui udc tén dé
tim cac tai nguyén hodc trén mang Internet hoac trong mang
Intranet
DNS Ia gi ?
Pé hiéu duoc tAm quan trong cia DNS va cach thirc n6 hoat dong trong moi

truong mang Windows Server 2003, ban phai hiéu cac thanh phan sau day
cua DNS

B Khong gian tén DNS
B Cac vung DNS
B Cac kiéu may chu tén DNS
B Céc ban ghi tai nguyén DNS
Céc phan sau ddy s& thao luan vé cac thanh phan nay.

Khong gian tén mién

Khéng gian tén mlén 1a mot khong gian tén phan cip, c6 cau trac hinh cay,
khoi dau tir mot gbe khong tén (root) dugc sur dung cho moi hoat dong DNS.
Trong khong gian tén DNS, moi d6i tuong nut va dbi tuong 14 trong cay
khong gian tén mién hinh cay s¢ thé hién mot mién da duoc dit tén. Mdi
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mién c6 thé c6 nhi€u mién con bo sung. Hinh 3-1 thé hién cau tric cia mdt
khong gian tén mién Internet.

F:mtj Root-level domain
Top-level domains
== (] iz LC0om .coop edu gov .info nt
Jmil Jmuseum .name .net LOrg Jpro
Second-level domains
microsoft msn cpandl cohowinery fabrikam

Subdomains

redmond

nadcl.redmond.microsoft.com

.:'::::::::%'1‘\“ ,

NADC1
Hinh 3-1. Khong gian tén DNS ctia Internet

Khoéng gian tén DNS co ciu trac phin cip va mdi tén mién DNS 1a duy
nhit. Trong Hinh 3-1, tai dinh cua khong gian tén DNS Internet 1a mlen g0c
(roof). Mién gbc du:qc thé hién boi “.” (Dau chim). Dudi mlen gbc DNS,
cac mién mirc-dinh (top-level domalns), hay con goi 14 cac mién mirc-dau
tién 12 cac loai to chirc khac nhau nhu .org, .com va.edu. C6 ba kiéu cua cac
mién mirc-dinh 1a:

B Generic (Chung). Xem Béang 3-1 dé biét cac vi du ctia cic tén mién
muc-dinh chung

B Country code (Ma qudc gia). Vi du cua cac tén mién ki€éu ma quoc
gia la .uk, .jp va us

W Infrastructure domain (Mién ha ting) .arpa 13 mot tén mién kiéu
ha tang
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Cong dong Internet s€ tao ra cac mién chung. Mbi qudc gia riéng 1€ s€ sur
dung tén mién kiéu ma quoc gia néu can thiét. T6 chirc c6 Tham quyén Géan
S Internet (IANA) s€ cap cac tén mién murc-dinh. Bang 3-1 liét ké cac tén
mién murc-dinh va cach sir dung chiing.

Bang 3-1: Cac tén mién mirc-dinh kiéu tong quan

Tén mién | St dung

.aero Loai ra dé danh riéng cho céac t6 chirc hang khong

.biz Mién murc-dinh danh cho cac cong ty 16n va nho trén thé gidi

Cac t6 chuac thuong mai, vi du nhu microsoft.com la cia Tap
.com doan Micrsoft

.coop Mién murc-dinh danh cho céc tap doan

Céc vién giao duc, hién tai chinh la dé cho cac truong dai hoc va
cao dang 4 nam vi du nhu wustl.edu 1a cia dai hoc Washington
.edu o St. Louis

Dai dién cua chinh phu lién bang My, vi du nhu fbi.gov la cua
.goV Cuc di€u tra lién bang My

Mot mién khong gidi han dé cung cap thong tin tiéu dung toan
.info cau

Céac t6 chuc thanh 1ap bdi cac Hiép Udc quéc té, vi du nhu
.int nato.int

.mil Quan do1 MY, vi du nhu af.mil la ciia Khong luc My

Mot mién gidi han cho cic nha tho va cac t6 chirc va ca nhan
.museum | lién quan

Mot mién toan cau danh cho céc cd nhan c6 kha nang phat trién
.name vao hé thong nhdn dang s6 toan cau cua nguoi dung

Céc t0 chirc hodc cac nha cung cap may tinh, mang chuyén biét
cho Internet, cac nha cung cap dich vu Internet (ISP) va tuong
tu, vi du nhu internic.net la cia Trung tdm thong tin mang
.net Internet (InterNIC)

Mién muc dinh cho cac nhdm ma khong phu hop voi cac tén
mién trén, vi du nhu cac to chl'rg phi chinh phu hodc phi lgi
.org nhuén (vi dy w3.org la cua cong dong WWW)

Mién muc dinh cho céc chuyén gia vi du nhu cac béc si, luat su
.pro hodc ké toan
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DNS sir dung Tén Mién Tiéu chuan Pay di (FQDN) dé 4nh xa mot tén
may sang moét dia chi IP. Mot FQDN mo ta chinh xac méi lién hé gifra mot
may va mién DNS cua né. Vi du, computerl.sales.microsoft.com thé hién
mat tén may, computerl trong mién sales trong mién mirc-thir hai microsoft
va trong mién murc-dinh .com. Hinh 3-2 thé hién mét FQDN

computerl.redmond.microsoft.com. _.+ fepresents root

Host Domain

Hinh 3-2. Phan tich mgt tén FQDN

Céc tén mién DNS mtrc-thtr hai duoc ding ky cho cc ca nhan riéng ré hoic
cho céc to chue, vi du nhu microsoft.com, tén mién cua Tap doan Microsoft,
hodc wustl.edu, do la Dai hoc Washington trong mién St.Louis; hoic
gov.au, mién cua chinh phu Australian. Cac mién DNS murc-thir hai c6 thé

c6 rat nhiéu mién con va bét ky mién nao cling co cac tram (host). Mot tram
(host) 1a mot may tinh hodc mot thiét bi mang cu the nao do6 trong mot mién,
vi du nhu computerl trong mién con sales cia mién microsoft.com

Mot lgi diém cua cdu trac phan cap ciia DNS 13 né cho phép ton tai hai tram
c6 cung tén tram nhung lai nam tai hai vi tri khac nhau trong cau trac phan
cap d6. Vi du, hai may c6 tén conputerl: computerl.sales.microsoft.com va
computerl.cpandl.microsoft.com-c6 thé dong thoi ton tai ma khong cd xung
d6t boi vi chung khac nhau vé vi tri trong khong gian tén phan cap.

Nhu dd dé cap trong phan trudce, loi ich khac cua ciu tric phan cip 1a mirc
tai cua viéc phan giai tén dugc phan phoi trén nhiéu tai nguyén khac nhau.

Cac vung DNS, cac may chu tén va cac ban ghi tai nguyén s€ dugc ban luan
dén trong phan sau cua chuong nay.

CAI DAT DNS

Pé biét duogc cac loi diém ciia DNS, tit nhién 13 ban phai cai dat DNS.
Trude khi ban cai dat DNS, c6 10i khuyén 13 ban nén cau hinh may tinh cua
ban c6 dia chi IP tinh. Néu may chiu DNS dugc gan dia chi tir may chu
DHCP, dia chi IP ctia n6 c6 thé thay d6i. Néu dia chi IP ciia may chi DNS
thay doi, cac truy van gui dén boi may khach DNS ma cdu hinh véi dia chi
IP cii s& khong thanh. Windows Server 2003 cung cip mét s trinh hudng
dan va cac cong cu khac dé cai dit DNS nhanh chong va dé& dang. Mot
phuong phap cai dat DNS 14 st dung trang “Manage Your Server” (Quan
tri may chu cua ban). Trang “Manage Your Server” cho phép ban thém
hodc bét cac vai tro cho may chu, vi du nhu may chu file, may chu in an,
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may chu DHCP va may chu DNS. Céc thao tac sau day giai thich céach su
dung trang “Manage Your Server” dé thém vao vai tro cua may chu DNS.

» Thém vai tro may chu DNS.

Dé thém vai tro cua may chua DNS, thuc hién theo cac budc sau:

l.

Nhan Start, trd vao Administrative Tools va sau d6 lya chon
“Manage Your Server”

Trong trang “Manage Your Server”, lya chon “Add Or
Remove A Role” (Thém hoac bét mdt vai tro)

. Trong trang “Preliminary Steps” (Cic budc mé dau), nhan

Next

Trong trang “Server Role” (Vai tro mdy chii), nhan vao “DNS
Server” va sau do nhan Next

Trong trang “Summary Of Selections” (Bang tong két cac lua
chon), nhan Next

Trong trang “Welcome To The Configure A DNS Server
Wizard” (Chao mung dén vdi trinh cau hinh mét may chu
DNS), nhan Next

Trong trang “Select Configuration Action” (Lya chon ciu
hinh), nhan vao Configure Root Hints Only (Recommended
For Advanced Users Only) (Chi cau hinh ciac Root Hints
(Khuyén nghi chi danh cho nguoi ding c6 trinh d6 cao)) va sau
d6 nhan Next

Trong trang “Completing The Configure A DNS Server
Wizard” (Hoan thanh cau hinh may chi DNS), nhan Finish

Trong trang “This Server Is Now A DNS Server” (May chu
bay gio 1a may chu DNS), nhan Finish

CAC VUNG DNS

Véi muc dich quan tri, cac mién DNS c6 thé duoc to chirc thanh cac vung.
Mot vung 1a mot tdp hop cac anh xa tén mdy tinh — dia chi IP cho cac may
trong mot vung tiép gidp nhau cua khong gian tén DNS, nhu thé hién trong
Hinh 3-3. M6t viing ¢6 thé chtra cac ban ghi tai nguyén cho mot mién hodc
no6 co thé chira cac ban ghi tai nguyen cho nhiéu mién. Mot ving c6 thé chia
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nhiéu hon mot mién chi khi cac mién d6 1a tiép giap nhau-cé nghia 1 chiing
c6 mdi quan hé cha-con tryc tiép v6i nhau. Mot 1y do dé phan chia cac
khong gian tén thanh cac vung la dé uy quyén cho timg phan cua né. Cac
mién 16n c6 thé rat kho khan khi quan tri.

Root
™."M

.Com

otting

bottine. com

NG

Marth Sauth

north.botting.com
Zone

piper saber
Invalid zone
(noncontiguous)

Hinh 3-3. Hai viing hop 1€ va mgt vung khong hop 1€, c6 khong gian tén
khong tiep giap nhau

Péi voi m01 tén mién DNS ¢o trong mot vung, vung do6 tr¢ thanh nguon
dugc uy quyen ctia cac théng tin vé mién d6. Khi mot ving duge Gy quyén
trén mot phan cua khong gian tén c6 nghia 13 nd s& chira cac ban ghi tai
nguyén cho phan khong gian tén d6. Tuy nhién, diéu nay khong c6 nghia 1a
may chit d6 c6 thé cip nhat hoic thay d6i ving nay.

Cac vung dugc phan loai theo cic théng sé nhu dia diém ma chung duoc
lwu, liéu ching co thé ghi khong va phan loai theo cac thong tin niao ma
chung nhan duoc va tra lai. Cac ving c6 thé duoc luu trong céc file van ban
hodc trong Active Directory.

Cac may chit DNS duoc phan loai theo kiéu ctia ving ma né phuc vu. Mot
may chi DNS c¢o6 thé phuc vu cac vung chinh, cadc vung thir cap, cadc vung
cut hodac khong phuc vu ving nao ca. Mot may chi DNS dugc goi 1a may
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chi tén chinh thire cho cac vung chinh ma n6 chira va 1a may cha tén thi
cap cho cac vung thtr cap ma n6 chtra. Mot may chu chi-dém (caching-only)
s€ khong chira vuing nao ca.

Tém lai, dir liéu vung duoc duy tri trén mdt mdy chu DNS va dugc luu trong
mot hodc hai cach sau day:

B Nhu la mot vung dir liéu phéng chira mét danh sach cac anh xa

B Trong mot CSDL Active Directory

Neéu phan loai theo kiéu cua cac truy van, moi vung c6 thé 1a mdt viang phan
gidi xuoi hodc vung phan giai ngwge. Mot viung phan giai xudi hay nguoc
c6 thé 1a mdt trong ba ki€u sau day:

B Chinh (Primary)
B Tha cip (Secondary)
B Cut (Stub)

Khi ban cau hinh mot may chu DNS, ban c6 thé cau hinh né hoac véi mot
vai ki€éu vung hodc khong ki€u nao ca, tuy thudc vao vai tro cua may chu
DNS d6 trong hé thong mang.

Bang cach str dung cic ving khac nhau, ban c¢6 thé cdu hinh giai phap DNS
cua ban phu hop nhét v6i nhu cau. Vi du, ban nén cu hinh mot vung chinh
va mot vung thir cép trén cac may chi DNS khéc nhau dé cung cip kha nang
chéng 16i khi mot may chu bi hong. Ban c6 thé cau hinh mét ving cut néu
nhu vung nay duogc duy tri trén mdt may chi DNS riéng ré€.

Hai phan sau day s& thao luan vé cic cach khac nhau trong dé dir liéu ving
dugc luu trir: trong cac vung chuan va cac vung tich hop Active Directory.

Cic vung chuin (Standard Zone)

Co rat nhiéu lua chon cho viéc toi wu hda cau hinh cho may chu DNS, dua
trén kién triic mang, nhu cau quan tri va kich thudc cua khong gian tén. Hoat
dong cua cac may cha DNS dién hinh s& dua trén ba ving chuin (Chinh, thi
cip va in-addr.arpa). Windows Server 2003 cung cAp mot tiiy chon thir tu 1a
cac vung cut. Mdi viing chuan s& dugc thao luan trong cac phan sau déy.

Cic viing chinh chudn (standard primary zone)

Mot ving chinh chuan (standard primary zone) chita mot ban sao c6 thé
ghi/doc cua mdt ving DNS ma cac ban ghi tai nguyén dugc tao ra va quan
tri. Chi mot may chii c6 thé chira va nap ban ghi tai nguyén chinh cta ving,
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khong méy chu chinh nao khac cia viing d6 duoc cip quyén nay va chi may
chu phuc vy vung chinh méi duge phép chap nhan cac cap nhat dong va xur
ly viéc thay d6i vung. Khi thiét 1ap cac may chu DNS dé phuc vu cc ving
ciia mot mién, may chi chinh thuong duoc diat ¢ noi ma cé thé truy cap
duoc dé quan tri céc file cia vung.

Cic ving thir cdp chudn (Standard Secondary Zone)

Mot ban sao file ciia ving co thé dugc luu trén mot hodc nhiéu may chu dé
can bang muc tai trén mang, cung cap kha nang chong 16i hodc tranh viéc ép
budc cac truy van phai thuc hién trén cac két ndi WAN téc do thap Mot
vung thtr cap chuan 1a mdt ban sao chi doc cua vung DNS chinh chuan. Viéc
chuyén giao ving, duoc thyc hién bang cach don gian 1a sao chép file cua
vung tir may chu chinh sang may chu thir cip, sé tao ra mot ving tha cap.
Khi mot vung thur cép dugc tao ra, ban phai chi dinh dia chi IP cia mot hodc
nhiéu cac may chu DNS cht ma ban mudn sao chép vung tir d6. Cac ban sao
chép nay s& tham chiéu nhu 13 cac file CSDL ctia ving thir cip. Cac file
CSDL cta vung thr cip nay duoc cdp nhat déu dan tr CSDL cua ving
chinh.

Cdc vang in-addr.arpa

Hau hét cac truy van gui dén may chu DNS déu 1a cac truy van xudi, c6
nghia 13 chung yéu ciu mot dia chi IP dwa trén mot tén DNS. DNS ciing
cung cap chu trinh phan giai nguoc, tinh ning niy cho phép mot mdy co thé
xac dinh tén cia mgt may khac dua trén dia chi IP cua no. Vi du, truy van s&
tuong duong nhu mot cau hoi “tén mién DNS cia mot may cé dia chi IP
192.168.100.1 1a gi 7

Pé tra 10i truy van ndy, mién in-addr.arpa s& dugc tra ciru két hop voi dia
chi IP trong céu hoi d6. Nhu khi ban doc dia chi IP tur trai sang phai, phan
dia chi mang 12 mot s6 bit bén trai va phan dia chi may 1a mot sd bit bén
phai, dya trén mat na mang con. Vi dy, 192.168.100.2, véi mat na mang con
mic dinh 13 255.255.255.0 c6 nghia 13 phan dia chi ‘mang la 192.168.100 con
phan dia chi may 1a 2. Boi vi muc cao hon (chi tiét hon) cua dia chi nam 4
phia bén phai, n6 nhit thiét phai duoc dao lai khi xdy dung cay cua mién.
No61 mot cach ngan gon, boi vi FQDN di tr cu thé dén tong quan va mot dia
chi IP lai d1 tur tong quan dén cu thé nén dé thyc hién viéc phan giai nguoc,
dia chi IP phai duoc dao khi bi rang budc trong mién in-addr.arpa. Vi du,
vung phan giai ngugc cho mang con 192.168.100.0 la 100.168.192.in-
addr.arpa. Cay cua mién in-addr.arpa s€ sir dung ban ghi tai nguyén kiéu
con tré (PTR), nd duoc str dung dé gin mot dia chi IP voi tén cia may. Qua
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trinh phan giai s& tro twong Gtmg dén mot ban ghi tai nguyén dia chi (A) cua
may trong vung phan giai xuoi.

Céc truy van phén giai nguoc thuong dugce s dung boi cac ing dung de xac
nhan hon la dé nhan biét hodc nhu mot cong cu dé giam sat va giai quyét su
¢d cua dich vu DNS.

LUU Y. In-addr.arpa va mang dwa trén nén IPv4. Mién in-addr.arpa
dugc sur dung chi cho cac mang dua trén nén giao thirc Internet phién
ban 4 (IPv4). Trong bang diéu khién DNS ciia Windows Server 2003,
trinh hudng dan tao ving méi ciia mdy chit DNS sir dung mién nay khi
tao ra mot vung phan giai nguoc. Cac vung phan giai nguoc dua trén
nén giao thirc Internet phién ban 6 (IPv6) sé dira vao mién ip6.arpa

Cac ving phan giai nguoc c6 cing mot ban ghi tai nguyén Khaoi tao Uy
quyén (Start of Authority - SOA) va ban ghi tai nguyén May chu Tén
(Name Server - NS) nhu 1a ving phan giai xudi. Ban c6 thé dong thoi cau
hinh céc ving phéan giai nguoc thanh cac vung chinh hodc thir cip hoic tich
hop Active Directory. Cac vung phan giai nguoc tich hop Active Directory
sé¢ duoc dong bo giéng nhu cac ving phan giai xudi tich hop Active
Directory.

Cac vung cut (Stub Zone)

Mot may chu DNS chay Windows Server 2003 ciing hd trg mot kiéu ving
maoi duge goi la vung cut. Mot vung cut 1a mot ban sao cua mdt vung ma chi
chira cac ban ghi tai nguyén can thiét dé nhan biét cic may chu DNS dugc
iy quyén cho ving d6. Mot ving cut 1a mot con trd tré dén may cha DNS
ma duoc ty quyén cho vung d6 va duoc sir dung dé duy tri hodc cai tién viéc
phén giai tén sao cho hi¢u qua.

Mot vung cut c6 chira mot tap hop con cua dir li€u vung c6 chira mot ban ghi
SOA, mot ban ghi NS va mot ban ghi A. Ciing giong nhu vung tht cap
chuan, cac ban ghi tai nguyén trong ving cut khong thé duoc chinh sia,
chuing phai dugc chinh stra trong vung chinh.

Céac vung cut cho phép mdt may cha DNS thuc hién sy truy van dé qui béng
cach sir dung danh sach cua cac may chu tén trong vung cut ma khéng can
phai truy van may chu Internet hoac may chu géc ndi b de c6 thong tin vé
khong gian tén DNS. Str dung cac vung cut trong co s6 ha tang cua ban cho
phép ban c6 thé phan phdi mot danh sach cta cac may chu DNS dugc uy
quyén cho mét ving ma khong can six dung cac vung thu cap. Tuy nhién,
cac vung cut khong thé dap tng hiéu qua giéng nhu la cac vung thir cap va
khong thé str dung duoc khi mudn cung cip kha ning du phong va can bang
tai.
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Cac vung tich hgp Active Directory.

Luu cac vung trong Active Directory 1a mét phuong phap doc quyén cia
Microsoft dé quan tri, bao mat va dong bo cac thong tin vé ving DNS. Mot
vung tich hgp Active Directory la mgt vung DNS dugc chtra trong Active
Directory. Cac vung dugc luu trong céc file van ban thong thuong duogc goi
1a cac ving chuin hodc ving goi trong file va cac ving duoc luu trong
Active Directory dugc goi 1a cadc vung tich hop Active Directory. Luu mot
ving trong Active Directory cé céac loi diém sau day:

m Khi niing chong 16i. Thong tin dugc luu trong nhiéu may chi

B Bio mat. Cac ving DNS luu trong Active Directory c6 thé st
dung cac tinh nang bao mat tang cuong bang cach chinh sira danh
sach diéu khién truy cap khi cin (discretionary access control list
-DACL). Cac DACL cho phép ban chi dinh nguoi dung nao va
nhom nao co thé chinh sira cac ving DNS.

W Ciac vung la da chi. Piéu nay c6 nghia 1a cic ving nay co thé
dugc cap nhat trén nhidu noi. Moi may cha quan tri mién, noi ma
ving dugc luu, déu co thé chinh sira ving. Cac thay d6i v4i ving
sau d6 s& duoc dong bo tdi cac may chu quan tri mién ma co chira
cac file cua vung.

B Pong bd hiéu qua. Viéc chuyén giao ving cé thé duoc thay thé
hiéu qua hon bang viéc déng bo trong Active Directory. Piéu nay
co thé dic biét quan trong trén cac h¢ théng mang két ndi toc do
cham bo1 vi cac dir liéu duoc nén lai khi déng bo trong Active
Directory c6 thé dugc trao doi gitra cac site.

WM Ciac ving thir cap. Cac ving luu trong Active Directory co thé
duoc chuyén giao sang cac may chu thir cAp chuan dé tao ra céc
vung thir cp giéng nhu cich ma cic ving goi trong file duoc
chuyén giao.

Windows Server 2003 cung cip mot phuong phap hiéu qua hon dé dong bo
cac thong tin trong vung DNS hon Microsoft Windows Server 2000. Trong
Windows Server 2000, cac cap nhat cho cac vung Active Directory dugc
dong bo dén tat ca cac may quan tri mién trong mién d6, khong can biét d6
cO phai la cac may chi DNS hay khong. Trong Windows Server 2003, cac
ving tich hop Active Directory c6 thé duoc dong bd theo ba cach:
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W Vi tit ca cdc may cht quan trj mién trong mién (gidng nhu trong
Windows Server 2000)

B Vi tat cad cadc may chu quan tri mién 1a may chi DNS trong mién
cuc bo

W Vi tit ca cac may chil quan tri mién ma dong thoi 1 may chu
DNS trong toan b rung.
Ban c6 thé tao ra hai kiéu vung tich hop Active Directory: Cac ving phan
gidi xuodi va cac vung phan gidi nguoc. Cac vung nay duoc thao ludn trong
phan sau

Cac vung phan gidi xuoi

Mot ving phan giai xudi tich hop Active Directory twong tu nhu mot vung
chinh chuan. Khong c6 Active Directory, céc may chu chinh va thir cap déu
can thiét boi vi chiing theo mé hinh cép nhat kiéu don chu. Chi c6 mot may
cha chtra ban sao c6 thé ghi dugce cia CSDL vung. Tuy nhién, cac vung tich
hop Active Directory lai theo mdt mo hinh cdp nhat da chu, c6 nghia la cac
ving tich hop Active Directory déu chira mét ban sao cé thé ghi/doc cua
ving va c6 thé thay doi cic thong tin trong ving. Do d6, viéc phan biét
chinh va thir cap 1a khong can thiét. Mot ving phan giai xudi luu céc ban
ghi dé tra 10i cho céc truy van xudi vi du nhu thé hién trong Hinh 3-4.

1 What is the IFP address for
student02.redmond.microsoft.com?

@ The IP address for Student02
is10.1.1.25

A\ \ Y

o
i

L
L

Student0l1 DMS
server

Hinh 3-4: Truy véin xudi

Cac vang phan gidi nguoc

Mot ving phan giai nguoc dugc st dung dé phan giai mot dia chi IP sang
mot tén va tuong ty nhu ving in-addr.arpa chuan. Vung phan giai nguoc
dugc luu va cap nhat giébng nhu cac ving phan giai xudi tich hgp Active
Directory. Mot ving phan giai ngugc luu cac ban ghi dé tra 1i cho cac truy
van phan giai nguoc vi du nhu trong Hinh 3-5.
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1 What name (A record) is associated
with the IP address 10.1.1.257

Z
@ StudentO2.redmond.microsoft.com ¢

ll-'x:' ¢

= =
-~ - =
o

Student01 DMNS
server

Hinh 3-5: Truy vin nguoc

CAC ROOT HINT (THONG TIN MUC GOC)

Cac may chu DNS phén giai cac truy van DNS bang cach sir dung cac dir
lidu ay quyén cuc bo hodc dir liéu luu dém (cache). Nhung néu nhu may chu
khong chira cac dir liéu yéu cau va khong dugc ty quyén cia tén cé trong
truy van, no c6 thé thyc hién phuong phap phan giai dé qui hoic tra lai mot
tham chiéu dén cac may chit DNS khac tuy thudc vao liéu mdy khach cé yéu
cau dé qui hay khong. Dich vu DNS Server phai duoc cdu hinh vdi cac root
hint (thong tin mirc goc) dé phan giai cac truy van cho cac tén ma né khong
duoc Gy quyén. Root hint c6 chia cac tén va dia chi IP cta cac may chu
DNS duoc uy quyén cho cac ving goc. Ban co thé sir dung bang diéu khién
DNS dé quéan tri mot danh sach cac may chii gée nhu thé hién trong Hinh 3-
6
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MAILSRY Properties EH |

Debug Logging I Ewvent Logging I b anitoring | Security |
Interfaces I Fonwarders I Advanced Foot Hinks

Root hints are uzed to find other DNS zervers an the netwark.

Hame servers:

Server Full I]uallfled Dramain Mame [FRIDM] | IF Address -
. ek, [20212.27.33]
l. ru:u:-t -SEIYVEE, net [198.32.64.12]
k.root-gervers net. [193.0.14.129]
.root-zervers. net. [198.41.010]
.root-zervers. net, [192.36.14817]
h.root-zervers. net. [128.63.2.53]
q.root-zervers. net. [192112.36.4]
f.root-zemvers. net. [192.5.5.241]
& ront-gervers. net. [192.205.230100 |
d.root-gervers. net. [128.8.10.90]
c.root-zervers. net. [152.33.4.12]
b root-zervers. net, M128.9.01 Di] _ILI
4 Ir [
Add... | Edit... Hemowve Copy from Server |

] I Cancel | Apply |

Hinh 3-6. Trang thudc tinh root hint DNS

Theo mac dinh, cac may chi DNS sir dung mot file root hint 1 cache.dns.
File cache.dns dugc luu trong thu muc %systemroot%\System32\Dns trén
may chu. Khi may chi khdi dong, cache.dns duoc nap san vao trong bo nhé
may chil. Bing cach st dung cic root hint dé tim cac may chu goc, mot may
chi DNS ¢6 kha niang hoan thanh cac truy van dé qui. Qua trinh nay dugc
thiét ké dé cho phép bat ky mady chi DNS nao ciing ¢6 thé dinh vi cac may
cht ma duoc Gy quyén cho bat ky mot tén mién DNS nao ma sir dung tai bat
clr murc nao trong cay khong gian tén.

Khi trinh huéng din cdu hinh mot may chu DNS (Configure A DNS Server
Wizard) dugc st dung dé cAu hinh mot may chu DNS, né giri mdt truy van
NS tim mién goc (.) dén cac may chu DNS wa thich va may chu DNS thay
thé (preferred va alternative DNS servers). Cac tra 10i cho truy van nay
dugc luu tai reot hint cia may chu DNS. Neu khong c6 may chu murc goc
nao dugc phat hién, trinh nay s& gui truy van gibng nhu vay dén cac may
chi DNS nam trong file cache.dns ma tuong ng vo6i cac may chu muc goc
trén Internet. Néu khong phat hién ra may chu muc gbc ndo, trinh nay sé
nhéc ngudi dung hodc 13 tao ra mot may chii gbc hodc chi dinh thu cong cac
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root hint. Viéc cap nhat cac root hint cho phép may chu hoat dong mot cach
hiéu qua hon. Ban nén cdp nhat cac reot hint bat ctr khi nao mot may chu
mai duge thém vao hodc thay doi.

» Cap nhat cac root hint trong may chi DNS

pé cap nhat cic root hint trong méay chu DNS, thuc hién theo céc
budc sau:

1. Mo bang diéu khién DNS
2. Nhan phai chudt vao may chu DNS tuong tmg va nhan vao Properties
3. Nhan vao thé Root Hints

Chinh stra cac may chu root hint nhu sau:

B DPé thém mot may chi gdc vao trong danh sach, nhan Add va sau
dé nhap vao tén va dia chi [P cua may chu s€ thém vao trong danh
sdch may chu root hint.

B Dé chinh stra mot may chii trong trong danh sach, nhan Edit va sau
d6é nhap vao tén va dia chi IP cia mdy chu s€ dugc chinh stra trong
danh sach

B D¢ x6a mot may chu goc trong danh sach, lga chon né trong danh
sach va sau d6 nhan Remove

Bén canh viéc bd sung hodc x6a bo danh sach cac may chu gde, ban con co
thé st dung phim Copy From Server nhu thé hién trong Hinh 3-6. Cach nay
cho phép ban chi dinh moét dia chi IP ctia mot may chi DNS khac ma tu do
may chit DNS ctia ban c6 thé sao chép cac root hint.

Ban con co thé st dung dong 1énh dnscmd dé thém hodc x6a mot may chu tir
danh sach root hint. Dnscmd dugc thao luan trong Chuong 4, “Quan tri va
giam sat DNS”. Trong vi du sau day, mdy chu 10.1.1.200 dugc thém vao
trong danh sach ctia cdc may chu gbe tai may chi tén nsl.eu.reskit.com:

C:\Windows>dnscmd nsl.eu.reskit.com. /RecordAdd /roothints (@ ns
10.1.1.200

Command completed successfully.
THONG TIN THEM. Lénh dnscmd. Dnscmd khong duoc cai dat
theo mac dinh, no phai duoc thém vao. Ciing giong nhw cdc cong cu
khac, dong lénh dnscmd co thé dwoc cai dat tw dia cai dat Microsoft
Windows Server 2003 tuir thu muc sau. \Support\Tools\Suptools.msi.
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Trong Windows Server 2003, d6i v6i dich vu DNS Server chay trong may
chu quéan tri mién, cac root hint dugc luu trong phan vung thu muc ung
dung toan mién

LUU Y. St dung cdc root hint déi véi cdc mdy chii géc ndi bp. Néu
ban co mot may chu géc DNS noi bo trong co so ha tc?ng DNS cua
ban, cdu hinh cdc root hint cia cdc may chu DNS noi bo dé tré vao
chi mdy chii DNS chita mién goc va khéng phai la may chii DNS chita
mién Internet goc. Piéu nay sé ngan khéng cho mdy chii DNS néi bo
cua ban gui cdc thong tin ca nhdn ra ngoai Internet khi thuc hién viéc
phdn gidi tén.

D& bé viing DNS géc.

Mot may chu DNS Windows Server 2003 s€ theo cac budc sau trong qua
trinh phan giai tén ctia nd: May chu DNS dau tién s truy van b nhé luu
dém cua no, sau do kiém tra cac ban ghi ving cua nd va sau nira gui cac yéu
cau dén cac may chu chuyén tiép (forwarders) va tiép theo no s& cb gang
phan giai bang cach sir dung cac may chua géc.

Theo médc dinh, mot may chu Microsoft DNS két néi dén Internet dé xur ly
cac yéu cau DNS ma can phai phan giai tén murc gbc. Khi ban str dung cong
cu depromo dé thang cap mot may chu thanh may chu quan tri mién, may
chu quan tri mién s€ yéu cau DNS. Néu ban cai dat DNS trong qua trinh
thang cip, mot ving goc s& duoc tao ra. Vung gbc ndy chi dinh mdy chu
DNS cua ban rang no ciing chinh 13 may chu Internet goc. Do d6, may chu
DNS cua ban khong sir dung cac may chu chuyén tiép hodc cac root hint
trong qua trinh phan giai tén va c6 thé gy ra viéc phan giai ten khong thanh.
Pé giai quyét van dé ndy, hiy d& bo vung goc ra khoi may chu DNS cua
ban.

> D& bé viing DNS géc.
1. Nhén Start, trd vao Administrative Tools va sau 36 nhan DNS

2. Mo rong tén may chu va sau d6 mé rong Forward Lookup Zones

(132

3. Nhan phai chudt vao ving “” va sau d6 nhén delete

CAC KIEU MAY CHU DNS

Cac kiéu may chit DNS duoc xac dinh bdi kiéu ctia ving hodc cac ving ma
may chu do6 chura va boi chirc nang ma chiing ddm nhan. Mt may chu DNS
c6 thé chtra mgt vung chinh hodc vung thtr cap hodc ca hai. Trong cung mot
thot diém mdt may chu c6 thé 1a mot may chu tén chinh, dé 1a mdt may chu
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chiu trach nhiém cép nhat cac may chu khac. Néu may chu khong chira mot
vung nao, nd dugc goi la may chu chi-dém du trir. Bon ki€éu may chu sau
duoc ho trg trong Windows Server 2003 va duoc thao luan trong cac phan
sau day.

May chu tén chinh (Primary Name Server)

Cac may chu tén chinh chira mot hoac nhiéu hon céac vung chinh. Khi c6 mét
su thay d6i trong dir liéu ving, vi du nhu 1a thém cac ban ghi tai nguyén vao
vung, sy thay d6i nay phai dugc thuc hién trén may chu chinh cia vung do.
Cac thay doi sau d6 s& dugc phan phdi dén cac may chu tén thir cap. May
chu tén chinh ciing déng thoi phuc vu cac truy van clia cic mdy tram.

May chi tén thw Cf’lp (Secondary Name Server)

May chu tén tht cap chita mot hodc nhiéu cac CSDL vung thir cap. Boi vi su
chuyén ving dugc thyc hién dé tao ra mot ving thu cap, may chu tén chinh
va ving phai da ton tai dé tao ra mot may chu tén thi cap.

May chu tén chua dao (Master Name Server)

May chu tén 1a may chu tén chu dao khi n6 chiu trach nhi€ém guri cac ban sao
cap nhat cua CSDL dén cac may chu tén khac. Mot may chu tén chu dao cé
thé chira cac ban sao chinh hodc thir cap ctia CSDL cta ving. Piéu ndy c6
nghia 1a mot may chu tén chu dao co thé 1a mot may chu tén chinh hoac mot
may chil tén thr cp. trong hinh 3-7:

B nsl.contoso.com 1la may chu tén chinh va cha dao cho
ns2.contoso.com

B ns2.contoso.com 1a may chu thur cap, nhan ban cap nhat tir nsl va
la may chu tén chu dao cua ns3

B ns3.contoso.com 1a may chu thir cap va nhén cac cap nhat tir ns2
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contoso.com zone

Primary Secondary Secondary
zone Zone zone
updates updates
“
Z Z
> >
nsl.contoso.com ns2.contoso.com ns3.contoso.com

Hinh 3-7. Cac viung chinh va thit cip déng vai tro nhw may chi tén chi
dao

May chu chi-dém (Caching-Only Server)

Cac may chu chi-dém khoéng chira bat ky mot ving nao va khong dugc uy
quyén cho mot mién ndo ca. Cac may cha DNS chi-dém khoi dau voi mot
bd nhd dém trong va dan thém vao cac muc ban ghi tai nguyén ma may chu
str dung dé phuc vu cc yéu cau ciia may khach. Cac thong tin ndy sau do s&
san sang phuc vu tir bd dém ctia né khi tra 1i cac truy van sau d6 ciia may
khach. Mot may chu DNS chi-dém sé rat ¢6 gia tri trong mdt site khi chire
nang DNS la can thiét trong ndi by nhung viéc tao ra mot mién hodc vung
riéng biét 1a khong yéu cau.

CAC BAN GHI TAI NGUYEN DNS

Mot bdn ghi tai nguyén 13 thong tin lién quan dén mot mién DNS; vi duy,
ban ghi tram xac dinh mdt dia chi IP cua tram. Cac ban ghi tai nguyén dugc
thé hién bang dinh dang nhi phan trong cac géi tin khi ma céc truy van va
cac phan hoi dugc tao ra trong DNS. Tuy nhién trong file cta vung DNS,
cac ban ghi tai nguyén lai dugc thé hién nhu cac muc van ban. Hau hét cac
ban ghi tai nguyén déu duoc thé hién 1 cac muc vao kiéu dong van ban don.
Néu mot muc c6 thé mé rong thanh hon mot dong, ban co thé st dung céc
dau ngodc don dé dong goi cac thong tin. Trong rat nhiéu hé thong sir dung
DNS, chi ¢6 ban ghi SOA 1a c6 thé c6 nhiéu dong vin ban. Pé ¢ thé doc
duoc, cac dong tréng va chi giai thudng dugce chén vao trong cac file cua
ving va thuong duoc may chit DNS bé qua. Céc cht thich ludn bat dau voi
mot ddu phdm phay (;) va két thiic véi mot dau xudng dong.
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Céc ban ghi tai nguyén c6 cu phdp nhu sau:
Owner [TTL] Class Type RDATA

Béang 3-2 mo ta céac tdp hop thong tin thong thuong trong cac ban ghi tai
nguyeén.

Bang 3-2. Cac trwong trong cac ban ghi tai nguyén dién hinh

Tén Mo ta

Nhan dién cdc may hodc cac mién DNS ma cac ban ghi tai
Owner (Chu s¢ hitu) | nguyén nay 1a s¢ hitu cia nod

Mot s6 nguyén 32 bit thé hién thoi gian tdi da tinh bang gidy ma
mot may chi hodc may tram DNS c6 thé luu dém ban ghi nay
truée khi né bi hay bo. Truong nay 1a tiiy chon, va néu n6 khong
TTL (Thoi gian duogc chi dinh cu thé, may khéach s& sir dung gi tri TTL t4i thiéu
song) c6 trong ban ghi SOA

Pinh nghTra cac giao thirc quen thudc sir dung, vi du nhu IN 1a
Class (Phan 16p) cho h¢ thong Internet

Nhan dién cac kiéu ban ghi tai nguyén. Vi du kiéu A 1a thé hién
Type (Kiéu) d6 1a ban ghi tai nguyén luu céc thong tin dia chi may

Chira RDATA. Truong RDATA 1 mét truong c6 do dai bién
dbi thé hién cac thong tin s& mo ta bai ban ghi tai nguyén. Vi du,
RDATA (Dt lidu trong mot ban ghi tai nguyén A, dir li€u c6 trong trudng nay la
ban ghi tai nguyén) | dia chi IP 32 bit ctia may c6 tén trong muc Owner

Cac ki¢u ban ghi tai nguyén.

CSDL DNS chtra rat nhidu ban ghi tai nguyén c6 lién quan dén cac thong tin
khac nhau vé céc tén trong CSDL. Mot ban ghi tai nguyén cho mot tén DNS
c¢6 thé nhan biét mot tai nguyén don trong mot hé théng mang, vi du nhu
mot may tinh mang st dung t€n d6 hodc mdt dich vu chay trong may tinh
mang do, vi du nhu thu dién tu.

Céc kiéu khac nhau ctia cac ban ghi tai nguyén cung cap dit liéu DNS vé cac
may tinh trong mdt mang TCP/IP. Cac ban ghi tai nguyén thong thuong
duoc mo ta trong Bang 3-3 va chi tiét & cac phan sau day. Cac thao ludn
trong phan nay s& bao gdm cac ban ghi tai nguyén cu thé cho viéc trién khai
DNS trong Windows 2000 va Windows Server 2003
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Bang 3-3. Cac ki¢u ban ghi tai nguyén
Phéan
Mo ta | loai TTL Kiéu Dir liéu
Tén chu so hitu, tén FQDN cua may
Khoi chu tén, sO thtr tu, khoang thoi gian
dau uy | Internet lam tuoi, khoang thoi gian thur lai, thoi
quyén (IN) 60 phut SOA gian hét han, va gia tri TTL t0i thiéu
TTL cua
Internet | SOA trong Tén chu s& hitu (tén DNS cua may) va
Tram (IN) cung vung | A dia chi IPv4 cua may
TTL cua
May Internet | SOA trong Tén chu s¢ hitu va tén DNS ctua may
chu Tén | (IN) cung vung | NS chu
TTL cua
Trao doi | Internet | SOA  trong Tén chu s¢ hitu, t€n DNS cua may chu
thu (IN) cung ving | MX trao doi thu (MX), va so thtr ty vu tién
Tén quy
chuan TTL cua
(Bi Internet | SOA trong Tén chu s& hitu (tén bi danh) va tén
danh) (IN) cung vung | CNAME | DNS cua may

Bdn ghi tai nguyén Khéi tao Uy quyén (Start of Authority - SOA)

Moi ving déu chira mot ban ghi tai nguyén SOA ¢ phan dau file cua vung.
Mot ban ghi tai nguyén SOA chi dinh diém khoi dau hodc diém khoi nguén
cua vige uy quyén cho cac thong tin luu trong mot vung. N6 chira tat ca cac
thong tin cu thé ctia ving dé may chit DNS st dung khi duy tri ving nay.
Ban ghi tai nguyén SOA 1 ban ghi tai nguyén dau tién duoc tao ra khi tao ra
mot vung mai.

Truong RDATA trong ban ghi tai nguyén SOA chua cac truong thé hién
trong Bang 3-4.

Bang 3-4. Truwong RDATA trong ban ghi tai nguyén SOA

Truwong RDATA Mo ta

Authoritative Server Chtra tén ctia may chu DNS chinh thic co

(May chii c6 tham quyén) thdm quyén clia ving
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Responsible Person Thé hién dia chi Email cua nguoi quan tri
chiu trach nhi€m cua vung. Truong nay st

Nguwoi chiu trach nhié . . :
(Nguoi chiu trach nhiem) dung dau cham (.) thay cho dau (@)

Serial number (S6 thir i) | Chi ra s6 1an ma viung dugc cap nhat. Khi
may chu th cdp ctia ving lién lac voi may
chu cha dao dé xac dinh lidu né ¢ can phai
khoi tao mot sy chuyén giao ving hay khong,
n6 sé so sanh so tha ty cua no voi so thir ty
ctia may chi chu dao. Néu s6 thtr ty ctia may
chu chil dao cao hon, may chu thtr cap s&
khdi tao mot sy chuyén giao ving

Refresh (Lam twor) Chi ra tin sudt ma may chu tha cip cta ving
kiém tra d€ xem li€u dir li€u cua vung c6 bi
thay doi hay khong

Retry (Thu lai) Sau khi giri di mot yéu cau chuyén giao ving,

sO nay thé hién khoang thoi gian tinh bang
gidy ma may chu tha cap cua vung s€ doi
trude khi giri di mot yéu cau khac

Expire (Hét han) Sau khi chuyén giao vung, s6 nay thé hién
khoang thoi gian tinh bang gidy ma may chi
thir cap cua vung tiép tuc phan hoi lai cac truy
van vé ving trude khi loai bo viing ma né
chura vi khong hop 1€ nira

Minimum TTL ( Thoi gian Ap dung cho tat cic ban ghi tai nguyén trong
song toi thiéu) ving bt ctr khi nao gia tri TTL khong dugc
chi dinh 13 trong cac ban ghi tai nguyén hoac
c¢6 nhung lai ngan hon gia tri TTL tbi thiéu
chi dinh trong ban ghi tai nguyén SOA. Bit
ctr khi ndo may khach DNS truy van may
chu, may chu s€ gui nguoc lai ban ghi tai
nguyén ma chira gia tri TTL x4c dinh ctia ban
ghi hodc gi tri TTL t4i thiéu. Cac phan hoi tir
chbi s& dugc luu dém voi thoi gian bang gia
tri TTL tdi thiéu c6 trong ban ghi tai nguyén
SOA ciia ving ¢6 thim quyén

Céc thong tin sau day la mot vi du cua mot ban ghi tai nguyén SOA:
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na.contoso.com. IN SOA (
nadcl.na.contoso.com.; authoritative server for the zone
administrator.na.contoso.com. ; zone admin e-mail
s (responsible person)
5099 ; serial number
3600 ; refresh (1 hour)
600 ; retry (10 mins)
86400 ; expire (1 day)
60 ) ; minimum TTL (1 min)

Ban ghi tai nguyén Tén May chui (Name Server - NS)
Ban ghi tai nguyén NS nhan biét mot may cha DNS ma duoc Gy quyén cho
mot ving. Tén ciia may chit DNS ma duogc uy quyén cho mot ving s& duoc
lru trong truong RDATA. Cac ban ghi tai nguyén NS duoc st dung dé nhan
biét ca cac may chit DNS chinh va thtr cdp cho mdt ving chi dinh trong ban
ghi tai nguyén SOA va dé chi dinh cac may chu DNS cho bt ky vung duoc
cap quyén nao. Néu mot vung ¢6 nhiéu may chu duoc ty quyén (vi du mot
may chu chinh va mot hoac nhiéu may chu th@ cdp), ban can phai c6 mot
ban ghi NS cho mdi may chi. Dich vu Windows Server 2003 DNS Server tur
dong tao ra ban ghi NS dau tién cho mot vung khi ving d6 dugc tao ra. Ban
c6 thé thém cac ban ghi tai nguyén NS bo sung bang bang diéu khién DNS
Manager hodc st dung cong cu dong 1énh Dnscmd.

LUU Y. Cdc viing va cdc ban ghi NS. Méi viing chira it nhdt mét ban

ghi NS.

Vi dy, néu mot ngudi quan tri cua contoso.com cap quyen quan tri mi€n con
na.contoso.com cho may chu nadcl.na.contoso.com, dong sau day s¢ dugc
thém vao cac vung contoso.com va ns.contoso.com

na.contoso.com. IN NS nadcl.na.contoso.com.

Ban ghi tai nguyén dia chi tram (A)

Béan ghi tai nguyén dia chi tram (A) s€ anh xa mot t€én FQDN dén mot dia
chi IP. Vi dy, ban ghi tai nguyén A sau day duoc dat trong vung
na.contoso.com va anh xa FQDN ctuia mdt may chu dén dia chi IP cta no:
nadcl.na.contoso.com. IN A 172.16.48.1

Ban ghi tai nguyén A chira cac truong sau day:

W Cac truong Owner (Ddi tuong so hiru), TTL, Class (Phan 16p) va
Type (Kiéu), cac truong nay dugc mod ta trong Bang 3-2 “Cac
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truong trong cic ban ghi tai nguyén dién hinh” c6 trong phan sau
cua chuong.

B Truong RDATA la dia chi IP cia ddi tuong sé hitu.

Bdn ghi tai nguyén PTR

Ban ghi tai nguyén PTR thyc hién thic ning ngugc voi ban ghi A bang cach
anh xa mdt dia chi IP sang mot FQDN. Vi du, ban ghi tai nguyén PTR sau
day s€ anh xa dia chi IP 172.16.48.1 cta nadcl.na.contoso.com dén FQDN
cua no.

1.48.16.172.in-addr.arpa. IN PTR nadcl.na.contoso.com.

Ban ghi tai nguyén PTR chtra céc trudong sau day:

W Cac trudng Owner (D6i tuong s¢ hitu), TTL, Class (Phan 10p) va
Type (Kiéu), cac truong nay dugc mé ta trong Bang 3-2 “Cac
truong trong cac ban ghi tai nguyén diém hinh”, c6 trong phan sau
cua chuong.

B Truong RDATA 1a tén may cia mdy ma c6 dia chi IP c6 trong
truong Owner

Bin ghi tai nguyén tén qui chuin (CNAME)
Ban ghi tai nguyén tén quy chuan (CNAME) tao ra mét biét danh cho mot

FQDN cu thé. Ban co thé sir dung ban ghi tai nguyén CNAME dé che giau
cac thong tin chi tiét cia mang cta ban khi cac méay khach két ndi dén no.

Vi du néu ban mudn dit mot may chu FPT (Giao thirc truyén file) tén la
fipI.na.contoso.com trong mién con na.contoso.com, nhung ban lai biét
rang trong sau thang sau ban co thé phai chuyén nd sang mot may tinh c6 tén
ftp2.na.contoso.com va ban lai khong mudn ngudi dung phai biét dugc su
thay ddi do, hay lam nhu sau: Tao ra mot bi¢t danh 1a fip.na.contoso.com
ma trd dén fipl.na.contoso.com. Khi ban chuyén may tinh cia ban, ban can
phai thay d6i chi ban ghi CNAME d¢é tré vao fip2.na.contoso.com. Vi du,
ban ghi tai nguyén CNAME sau day s€ tao ra mdt bi¢t danh cho
ftpl.na.contoso.com

ftp.na.contoso.com. IN CNAME fitp1.na.contoso.com.

Sau khi cic may khach DNS truy van tén cua fip.na. contoso.com, may chu
DNS s& tim ban ghi tai nguyén CNAME, phan gidi truy van tén cua
ftp1.na.contoso.com va tra lai ca ban ghi tai nguyén A va CNAME cho may
khach.
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LUU Y. CNAME va cdc biét danh trong mét viing. Néu mot ban ghi
tai nguyén CNAME lai thé hién mét mit (tén DNS), khong ban ghi tai
nguyén nao khdc cua cung tén do co thé ton tai trong ving. Diéu nay
dé dam bao rang dit lieu cho mot CNAME va biét danh cua no khong
thé khdc nhau. Theo RFC 2181, mét biét danh c6 thé chi ¢6 thé c6 mot
tén qui chuan.

Bén ghi tai nguyén CNAME chtra c4c truong sau day:

W Cac truong Owner (Doi tugng sé hitu), TTL, Class (Phan 16p) va
Type (Kiéu). Truong Owner cuia ban ghi CNAME chinh 1a biét
danh

B Truong RDATA 1a tén ciia may ma biét danh do tré vao.

Bin ghi tai nguyén trao déi thw dién tiv (Mail Exchanger - MX)

Ban ghi tai nguyén trao d6i thu dién tir (MX) chi dinh mot may chu sén sang
lam nhiém vy nhu mot may chu thu dién tir cho mét tén DNS. May chu thu
ma nhan biét trong mot ban ghi MX 13 mdt may cha hodc xtr 1y hodc chuyén
tiép cac thu dién tir cho mét tén mién DNS. Viéc xur 1y thu c6 nghia 1a hoac
dua no dén ding dia chi hoac chuyén n6 sang mot dang khac cua vi¢c van
chuyén thu. Viéc chuyén tiép thu c6 nghia 13 giri né dén méy chu dich cudi
cung, gui nd bang cach st dung Simple Mail Transfer Protocol (giao thirc
chuyen thu don gian - SMTP) den mot may chu trao doi thu khac ma gan
dich dén cudi cung hon, hodc xép nd vao hang doi trong mot khoang thoi
gian.

Dé cai tién do tin cay cua dich vu thu trong mdt mién, ban c6 thé thiét ké cac
may chu thu thir cip ma c6 thé luu thu cia mién. Néu may chi thu chinh
ngimg hoat ddng, may chu thu thir cAp c6 thé chira cac thu va sau d6 chuyén
tiép n6 khi ma may chu thu chinh hoat dong tr¢ lai. Mot SMTP smart host
(Tram SMTP thong minh, c6 kha nang st dung cac ban ghi MX) s€ st dung
nhiéu may chi thu, cho phép ban cau hinh nhiéu ban ghi tai nguyén MX.

Vi du sau day s€ cho ta bi€t cac ban ghi tai nguyén cho cdc may chu thu cua
mién na.contoso.com

@ IN MX 5 mailserverl.na.contoso.com.

@ IN MX 10 mailserver2.na.contoso.com.

@ IN MX 20 mailserver3.na.contoso.com.

Ban ghi tai nguyén MX chua cac truong sau day:

W Cac truong Owner (Dbi tuong so hiru), TTL, Class (Phan 16p) va
Type (Kiéu), cac truong nay duoc md ta trong Bang 3-2 “Cac
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truong trong cac ban ghi tai nguyén dién hinh”, c6 trong phan sau
cua chuong.

B Céc dir liéu sau day dugc luu trong truong RDATA cia ban ghi tai
nguyén MX:

< Bon truong trong ban ghi MX 1a gia tri may chu thu ua thich.
Gi4a tri may chu thu va thich chi dinh sy vu ti€n cho mgt ban
ghi MX giita cac ban ghi MX khac. Cac ban ghi voi so thu ty
wu tién thip (nhung thuc su lai c6 d6 uu tién cao hon) la
dugc va thich hon. Do d6, khi mot may khach thu can phai
gui thu dén mot mién DNS nao d6, dau tién nod phai lién lac
vo1 mot may chu DNS cta mién d6 va nhan vé tat ca cac ban
ghi MX. Sau d6 no6 s€ lién hé¢ vdi may chu thu voi gia tri ua
thich thdp nhét
THONG TIN THEM. Viéc dinh tuyén thw va hé thong mién. Pé cé
thém théng tin vé cdch thirc dinh tuyén thw dién tir trong hé thong cdc
mién, xem RFC 974, tai lidu nay co thé tim tai dia chi hitp://www.rfe-
editor.org/rfcsearch.html.

¢ Trudng cuoi cung la tén cua may chu thu de lién hé

Vi du, gia st Holly Holt gii modt thong diép thu dién tir dén
loviatt@na.contoso.com vao mot ngay ma may chu thu mailserverl bi hong
nhung may chi mailserver2 van hoat dong. May tram (con goi la may khach
thu dién tir - email client) cia cd ay cd gang chuyen thong di¢p thu dén
mailserver] boi vi may cha nay co gia tri wa thich thdp nhat, nhung khong
thé dugc vi may chi nay dang bi hong. Trong truong hop ndy, may tram cia
Holly lya chon may chu thu mailserver2 boi vi gi tri ua thich cia n6 1a thap
thit hai. Néu may chii mailserver2 hoat dong, thu s& duoc giri thanh cong
dén mailserver2.

Pé tranh vong lap thu, néu nhu phin mém trao doi email lai ndm trén mot
may ma duoc liét ké nhu mot MX cho may dich, phén mém trao ddi email
nay c6 thé chi chuyén email t6i mot MX véi gia tri wa thich thap hon gia tri
cta chinh no. Néu mot may chu thu nhan duoc nhiéu ban ghi MX v61 dd uu
tién ngang nhau, lya chon ban ghi MX nao dugc st dung s€ tuy thudc vao
viéc trién khai hé thong nhu thé nao.

Ban ghi Tai nguyén Dinh vi Dich vu (Service Locator - SRYV)

Céc ban ghi tai nguyén dinh vi dich vu (SRV) cho phép ban chi dinh dia chi
clia cic mdy chi cung cap mdt dich vu mang xac dinh nao d6 cho mét giao
thirc x4c dinh va trong mot mién xac dinh. Cac ban ghi SRV cho phép ban
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c6 mot sb may chu cung cip mot dich vu mang va ban co thé chuyén cac
dich vu nay gitta cac may chu ma khong can phai thay d6i cau hinh cua cac
may khach. Vi du, néu ban c6 hai may chu tng dung trong mién cta ban,
ban c6 thé tao ra cic ban ghi tai nguyén SRV trong DNS chi dinh may nao
s& hoat dong nhu 1a may chil tng dung. Cac ung dung trén may khach c6 hd
trg cac ban ghi SRV s& str dung DNS dé phuc hoi cac ban ghi tai nguyén cua
cac may chu ung dung.

Active Directory 1a mét vi du vé mot ung dung phu thudc vao cac ban ghi tai
nguyén SRV. Mét vi du cua mot ung dung ma dugc hd trg ban ghi tai
nguyén SRV Ia dich vu Netlogon trong Windows 2000 va Windows Server
2003. Trong Windows 2000, Microsoft Windows XP va Windows Server
2003, cac may khach sir dung ban ghi tai nguyén SRV dé dinh vi cic may
cht quan tri mién ctia mot mién va gia nhap mién Active Directory do.

Dinh dang cua mét ban ghi SRV nhu sau:

_Service Protocol. Name [TTL] Class SRV Priority Weight Port Target
Bang 3-5 cho biét cac truong ctia ban ghi tai nguyén SRV.

Béang 3-5 Cac treong ciia ban ghi tai nguyén SRV

Tén trwong Mo ta

Service (Dich vu) Chi dinh tén cta dich vy, vi du nhu h#tp hodc telnet
Protocol (Giao thirc) Chi dinh giao thtrc, vi du nhu TCP hoac UDP

Name (Tén) Chi dinh tén mién ma ban ghi tai nguyén nay tré dén

TTL (Thoi gian song) St dung mot s6 nguyén 32 bit dé thé hién thoi gian t6i da tinh
bang gidy va may chil hoic may khach DNS luu dém muc
nay trudc khi nd bi huy bo. Truong nay 1a tiiy chon, va néu
n6 khong dugc chi dinh, may khéch s€ sir dung gia tri TTL
t6i thiéu trong ban ghi tai nguyén SOA

Class (Lop) binh nghia cac giao thirc thong thuong sir dung, n6 thuong la
IN cho cac hé théng Internet. Céc gia tri khac dugc dinh
nghia trong RFC 1034 14 CH cho cac hé théng Chaos, (mot
hé théng duogc st dung dé 1am thi nghiém trong Hoc vién
cong nghé Massachusetts

Bang 3-6 mo ta cac dir li€u co trong truong RDATA cua ban ghi tai nguyén
SRV:

Bang 3-6. Cac trwuong RDATA cia ban ghi SRV:

Tén trwong Mo ta

Priority (Thir tr | Chi dinh thir ty wu tién cta may. Cac may khach ¢ gang lién lac voi
wu tién) may ma co6 soO thir ty uu tién thap nhat
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Weight Thuc hién viéc can bang tai. Khi gia tri trong truong Priority g10ng
(Trong s6) nhau trong hai hodc nhiéu ban ghi tai nguyén trong cung mot mién,
cac may khach s€ phai thur cac ban ghi c6 trong so cao thuong xuyén
hon, chi trir khi cac may khach c6 hd tro mot s6 ki thuat can bang tai
nao khac

Port (Cong) Chi ra cong ctia dich vy trén may

Target (Muc tiéu) | Chi ra tén FQDN ciia may cung cap dich vu

Cac vi dy sau day cho biét cac ban ghi tai nguyén cta hai may chi quan tri
mién:

_ldap. _tcp.contoso.com. IN SRV 0 0 80 dcl.contoso.com.

_ldap. tcp.contoso.com. IN SRV 10 0 80 dc2.contoso.com.

Vi du nay khong chi dinh mét TTL. Do do, cac may khach DNS str dung gia
tr1 TTL nhé nhat duoc chi dinh trong ban ghi tai nguyén SOA.

Néu mady tinh can thiét phai dinh vi mdt may chu Lightweight Directory
Access Protocol (Giao thirc truy cdp thu muc dua trén trong so nhe - LDAP)
trong mién contoso.com, cic may khach DNS s& gui mot truy van SRV véi
tén sau:

_ldap. tcp.contoso.com.

M4y cha DNS s& phan hoi lai voi ban ghi SRV liét ké trong vi du trude.
May khach DNS sau d6 s& lya chon gitta may chi DC1 va DC2 bang cach
nhin vao gia tri uu tién cua chung. Boi vi DC1 ¢6 gia tri wu tién thap hon,
may khach LDAP s€ lua chon DCI. Trong vi du nay, néu gia tri wu tién 1a
giong nhau, nhung gia tri trong s lai khac nhau, may khach s¢ lya chon may
cht quan tri mién mot cach ngdu nhién vai xac suat twong (mg véi gia tri cta
truong Weight (Trong sé).

Tiép theo, may khach DNS s& yéu cau mot ban ghi A cua DCI.contoso.com
va may chu DNS s€ gui lai ban ghi A. Cu6i cung, may khach s€ ¢ gang lién
hé vo1 may chu quan tri mién sir dung dia chi IP trong ban ghi A

Cac may tinh chay Windows 2000, Windows XP va Windows Server 2003
ho trg RFC 2782, s& st dung ban ghi tai nguyén DNS dé xac dinh dia chi
cua céac dich vu (DNS SRV)

Cdc kiéu ban ghi tai nguyén khdc

Bang 3-7 thé hién cic ban ghi tai nguyén bod sung va cac REC dinh nghia
chung. Rat nhiéu ban ghi tai nguyén nay chi dugc coi 13 thir nghiém nén rat
hiém khi duoc str dung. Ho hé diéu hanh Windows Server 2003 cung cip hd
trg cho viéc dinh nghia, luu trir va phuc hoi lai cac ban ghi tai nguyén nay.
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Pé c6 thém thong tin vé mdi kiéu ban ghi tai nguyén nay, hiy xem cac RFC
tuong ung. (Xem http://www.rfc-ditor.org/rfcsearch.html dé c6 thém thong
tin vé cac RFC)

Bang 3-7 Cac kiéu ban ghi tai nguyén khac hd tro boi Windows Server
2003.

Kiéu ban ghi RFC
AAAA 1886
AFSDB 1183
HINFO 1035
ISDN 1183
KEY 2535
MB 1035
MG 1035
MINFO 1035
MR 1035
NXT 2535
OPT 2671
RP 1183
RT 1183
SIG 2535
TXT 1035
WKS 1035
X25 1183

Cac ban ghi tai nguyén khong dinh nghia trong RFC
Bén canh céac kiéu ban ghi tai nguyén li¢t ké trong RFC, Windows Server
2003 con sur dung céc ki€u ban ghi tai nguyén thé hi¢n trong Bang 3-8.
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Bang 3-8: Cac loai Ban ghi Tai nguyén khac duwgec Windows Server 2003

hé tro

Tén

Mo ta

WINS

Ban ghi tai nguyén WINS chura dia chi IP cua cdc may chu WINS ma may chu
DN phai truy van dé phéan giai cic truy van vé ban ghi A. May chia DNS trong
Microsoft Windows NT, Windows 2000 hoic Windows 2003 ¢ thé sir dung
méy cha WINS dé tra cliru phan tén tram (Host) cia tén DNS khong ton tai trong
viing DNS ¢6 tham quyén cua tén d6. Néu mot may chu DNS ¢6 tham quyén
trong mot ving nhung khong c6 du cac ban ghi A can thiét, may chiit DNS s& chi
truy van may cha WINS

WINS-R

Ban ghi tai nguyén WINS tra ctru ngugc (WINS-R) dugce st dung trong vung tra
ctru nguoc dé tim phan tén may trong tén DNS ctua mét dia chi IP cu thé. May
chu DNS s€ gui mot truy van trang thai NetBIOS cua cac mang dén dia chi IP
dugc chi dinh trong truy van néu nhu ving c6 thAm quyén cua dia chi IP duoc
truy van khong chtra ban ghi c6 dia chi IP niy ma lai chira ban ghi tai nguyén
WINS-R

ATMA

Ban ghi tai nguyén Pia chi Ché d6 Chuyén giao Khong déqg bo (Asynchronous
Transfer Mode Address - ATMA), dugc dinh nghia bdi Dién dan ATM, dugc su

dung dé anh xa céc tén mién DNS sang cac dia chi ATM

Cic bdn ghi tiy thic va bin ghi gan két

Ban ghi oy thac va ban ghi gan két 1a cac ban ghi tai nguyén ma ban thém
vao trong mot vung dé uy thac, giao pho modt mién con cho mot vung riéng
biét ndm trén may chu DNS khac. Mot bdn ghi iy thdc duoc thé hién boi
mot ban ghi NS trong vung murc cha trong d6 liét ké cac may chu DNS ¢o6
tham quyén chira vung mirc con cua mién con duge uy quyen do. Mot Bdn
ghi gdn két 13 mot ban ghi A trong ving cha chi dinh viéc uy quyén mot
may chi DNS phuc vu mét viing con ¢6 chira mién con duoc ty thac

Vi dy, may chu DNS ma chira viing ciia mién contoso.com s& iy thic mién
con na.contoso.com cho may chu DNS ns2.na.contoso.com, d6 1a noi ma
ving ctia mién na.contoso.com dugc luu. Pé tao ra su Gy quyén ndy, cac
ban ghi sau ddy duoc thém vao trong mién mirc cha ctia contoso.com

na.contoso.com. IN NS ns2.na.contoso.com
ns2.na.contoso.com. IN A 172.16.54.1

Khi mét may khach DNS gui truy van cho mét tén trong viing muc con dén
may chu DNS co6 tham quyén cua vung muc cha, may chu DNS co6 tham
quyén cua vung muc cha s& kiém tra viing nay. Ban ghi tai nguyén uy quyén
n6i rang may chu DNS nao da duoc uy quyén cho vung muc con do. May
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cht DNS c¢6 tham quyén ctia ving muc cha sau d6 c6 thé tra lai mot tham
chiu trong do chira ban ghi iy quyén dén may khach DNS.

Mot ban ghi gin ket 1a can thiét trong vi du nay boi vi ns2.na.contoso.com
la thanh vién cua mlen dugc uy quyén na.contoso.com. Tuy nhién, néu no 1a
thanh vién ciia mot mién khéc, vi du nhu microsoft.com, may khach DNS c¢6
thé thuc hién vidc phan giai tén chuin dé phan gii tén ciia may chi DNS c6
thAm quyén sang dia chi IP, d6 1a trudng hop khong can thiét phai c6 mot
ban ghi gan két. Chung ta thudng it gip cac cau hinh mién tach biét nhu vay.

Viéc uy thac khong dung cé thé 1a ngudn gdc cua viéc khong thé phan giai
tén trong DNS bo1 vi mét su uy thac khong ding c6 thé x6a bé mdt nhanh
cua cay khong gian tén DNS, va cac nat khac trong cay khong thé dinh vi
cac tén DNS trong va dudi nhanh d6. Véi 1y do nady, ban nén xac nhan cac
su uy thac nay mdt cach déu dan va cac can b quan tri chiu trach nhiém vé
cac vung muc cha va mirc con phai trao doi néu nhu c6 bat ky su chinh sua
nao ma c6 anh huong dén viéc uy thac.

Cdc Bdn ghi Tai nguyén Dai dién (Wildcard Resource Record)

Trong mot sb ban thiét ké DNS, ban c6 thé can phai st dung mdt luong 16n
cac ban ghi tai nguyén trong mét vung, tuy nhién, ban c6 thé thay khé khan
khi phai thuc hién viéc thém cac ban ghi tai nguyén mot cach thua cong.
Trong cac truong hop nhu vay, ban c6 thé dinh nghia mdt Ban ghi Tai
nguyén DNS DPai di¢n

Sau day la mot vi du vé dia chi dai dién tir mién contoso.com

* IN A 172.16.54.1

Néu ban ghi A trén c6 trong DNS, moi truy van vé mét tram trong mién
contoso.com, ma khong dugc dinh nghia tuong minh trong file cua vung, sé

nhan dugc mot phan hoi V(’yi~ dia chi 172.16.54.1. DNS trong Windows 2000
va Windows Server 2003 ho trg ban ghi tai nguyén DNS dai dién.

HIEU BIET VE QUA TRINH TRUY VAN DNS

Khi mot may khach DNS can tra ctru mot tén dé c6 duogc dia chi IP tuong
ung, n6 hinh thanh nén mot truy van DNS chtra cac thong tin sau day:

W 7én mién DNS dudi dang mot FQDN

W Kiéu truy van - chi dinh ban ghi tai nguyén s& duogc tra lai (A,
SRV, ..vv..)

W Phdn I6p tén mién DNS, d6 14 IN néu nhu mudn tro ra Internet
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Pau tién, truy van s& dugc chuyén dén dich vu phan giai tén DNS ndi bo
trén may khach dé phan giai tén. Néu nhu truy van nay khong thé duoc phan
giai trong ndi bo, né s& dugc giri dén may chu DNS chinh

Néu nhu truy van khong khop voi bat cr myc nao trong by dém dir trir, qua
trinh phan giai sé tiép tuc véi viéc may khach s truy van mot may chu DNS
dé phan giai tén nay. Cac truy van tir may khach hodc may chi co thé thuc
hién dudi hai dinh dang: Lap lai va d€ qui

Cic truy van Lip

Mot truy van Lip 1a mot truy van DNS gui dén mot may chu DNS trong do6
may khach thyc hién truy van s€ yéu cdu may chu tra vé mot cau tra 1oi tot
nhat ma né cé thé cung cap, bang cach stir dung thong tin cia né6 ma khong
tim kiém su tro giup nao tur cac may chu DNS khac. Vi dy, trong Hinh 3-8,
mot may tram truy van may chi DNS chinh, méay chil ndy s& kiém tra cac
ban ghi ciia nd6 va huéng may khach dén mot May chu A. May chi A sé
kiém tra bd nhé dém tén cua nod, khong tim théy cau tra 101 va gui lai mot
tham chiéu thay thé dén may chit B. May khach nhan duoc phan hoi va giri
mot truy van dén may chu B, may chi ndy tra lai mot tham chiéu dén may
chu C. May khach tiép tuc truy van may cha C va nhan dugc mot phan hoi
khéc.

Primary DNS Server A DNS Server B
DNS servar Lo contoso. com

o f’é"- .g
'-u-.,-*--' © #

DMS client DMS Server C
sales.contoso.com

Hinh 3-8. Qua trinh truy van lip

Nhu thé hién trén hinh 3-8, may khach truy van s& co trach nhiém thuc hién
céc truy van bd sung cho dén khi n6 nhan dugc cau tra 11 cudi ciing. Trong
vi du d6, may khach nay thyc hi¢n ba truy van truée khi nhan duoc thong tin
ma nd yéu cau. Qud trinh nay nhu sau:
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1. Budc dau tién cua qua trinh truy van 1a chuyén di tén yéu cau thanh
mot truy van va chuyén né dén dich vu DNS Client d¢ phan giai bang
cach sir dung cac thong tin trong bd nhd dém. Néu truy van ndy c6 thé
tra 101 dugc tr by nhd d€m ndi bd, qué trinh nay hoan thanh. Néu
khong, may khach s& gui mot truy van lip dén mot may chi DNS
chinh cua no.

2. May chu DNS chinh kiém tra dé xem liéu né co duoc uy quyén cho
mién do khong. Trong vi dy nay, né khong duge iy quyén nhung nd
lai chtra thong tin ma trd dén cac may chu DNS cua mién murc-dinh
.com. May chu chinh nay s€ phan héi lai cho may tram véi tham chiéu
dén méay chi mién mirc-dinh .com.

3. May khach DNS s& giri mot truy van lip dén may chit DNS A
4. May chit DNS A phan hdi v6i tham chiéu dén may chu DNS B

5. May khach gii mot truy van lip dén may chu DNS B vé mién
sales.contoso.com.

6. May chiu DNS B phan hoi véi tham chiéu dén may chit DNS C
7. May khach DNS s& giri mot truy van 1ap dén may chu DNS C.

8. May chu DNS C dugc uy quyen cho mién sales.contoso.com va phan
hoi lai mot cau tra 101 cudi cung cho truy van ctia may khach (trong
truong hop nay la ban ghi A cho sales.contoso.com)

Tinh chat ldp lai duoc sir dung trong cac tinh hubng:

B May khach yéu cau viéc st dung dé qui nhung dé qui lai khong
duogc kich hoat trong méay chiu DNS

B May khach khong yéu cau sir dung dé qui khi truy vdn may chi
DNS

m Yéu cau truy van lap tr may khach thong bao cho may chu DNS
rang may khach ky vong cau tra 1oi t6t nhat ma may chu DNS c6
thé duoc cung cap ngay lap tirc ma khong can phai lién hé véi cac
may chu DNS khac.

Cac truy van dé qui
Mot truy vin dé qui 1a mot truy Van DNS gui dén mot may chu DNS trong
d6 may khach truy van s& yéu cdu may chit DNS cung cip mét cau tra 1oi
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cubi cing cho truy van d6, diéu ny c6 nghia 1a may chit DNS tham chi phai
lién hé v&i cac may chii khac dé c6 thé cung cip cau tra 10i. Khi gui di mot
truy van dé qui, may chu DNS s& truy vén lap cac may chu khac dé co thé c6
dugc cau tra 101. Trong Hinh 3-9, may khach truy van s€ chi dua ra mot truy
van trudc khi nhan dugc thong tin ma né yéu cau.

DMS Server A DMS Server B
Root =7 zom contoso.com

il il ) L

I 7 @ . é @ P g

DMS client Local DMNS server DMNS Sener C
sales.contoso.com

Hinh 3-9. Qua trinh truy van dé qui

Pé tap trung muc tai va giam luu luong mang, cac may khach thong thudng
s& gui cac truy van dé qui dén cac may chi DNS. Mot mang v6i 1000 may
khach giri truy van lip dén cac mdy chi DNS s& khong hiéu qua bang viéc
tap trung cdc truy van vao mot may chi trung tim nao d6. Viéc tap trung cac
truy van c6 nghia 1a mdi may khach sé& giri di mot truy van dé qui hon 1a mdi
may khach sé& giri di nhiéu truy van lip. Cac may chi DNS thong thudng sé
dua ra cac truy van lap dén cac may chi DNS khac néu chung khong thé dua
ra cdu tra 16i cho truy van dé qui tir thong tin ¢6 trong b nh¢ dém cua no.
Bang cach str dung cac truy van d¢ qui, murc tai cua viéc phan giai tén DNS
¢ thé dugc tp trung vao mot s may chi va do do hé théng c6 thé hoat
dong hi¢u qua hon. Hinh 3-9 thé hién viéc may khach gri mot truy van dé
qui va nhan dugc mot cau tra 101 cudi cung. Qua trinh d6 nhu sau:

1. Bu6c dau tién cua qua trinh truy van 1a chuyén d6i mot yéu cau tén
sang mot truy van va sau d6 chuyén né t6i dich vu DNS client dé phan
gidi tén sir dung cac thong tin bd dém dir trir ndi bo. Néu nhu c6 thé
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tra 10i duoc truy van ndy bang bo dém dit trit, qué trinh s& két thuc.
Néu khong, truy van nay s€ dugc chuyén dén may chi DNS noi bo.

2. May chi tén noi bo kiém tra xem liéu né c¢6 duoc iy quyén cho mién
d6 khong. Trong vi du nay, n6 khéng duoc Gy quyén nhung né lai co
chtra cac root hint. May chu tén ndi bo sir dung cac root hint dé bét
dau tim kiém may chi tén ma ‘dugc uy quyén cho mién
sales.contoso.com. N6 sau d6 sé& truy van mdy chu tén mirc gdc.

3. May chu tén goc s€ guri dia chi IP ctia cac may chu tén ciia mién mirc
dinh .com tra lai cho may chu DNS noi bo.

4. May chit DNS n6i bd s& gtri mot truy van lap lai dén may cha DNS A
(.com) cua mién sales.contoso.com

5. May chi DNS A s& tra 16i voéi tham chiéu d&én may cha tén
contoso.com, mdy chu DNS B

6. May chit DNS noi bd s& giri mot truy van lap lai khac dén méy chu
DNS B. contoso.com

7. May chu DNS B s€ phan hdi véi dia chi IP cua méay chu dugc uy
quyén, may chu DNS C

8. May chu DNS noi bo s& giri mot truy van lap dén may chit DNS C

9. May chit DNS C sé& phan hdi bang cu tra 10 cudi cing (trong trudng
hop nay 1a ban ghi A)

10.M4y chtt DNS noi bd s& phan hoi véi may khach DNS bang mot cau
tra 101 cudi cing.

11.Theo dtng nhu mong mudn ctiia may khach, mét yéu cau duoc gii di
va duogc gidi dap bdi may chu DNS ndi bd. Thong tin c6 duge bdi
may cha DNS néi bd s& duoc luu vao bd dém dit trir dé co thé tra 101
cac truy van sau do.

Pinh thoi gian truy van dé qui. Theo mic dinh, cdc may chit DNS str dung
bd dinh thoi dé xéac dinh cac khodng thoi gian 13p lai va khodng thoi gian hét
han. Cac gié tri nay nhu sau:

M Khoang thoi gian cho thuc hién lai cua truy van dé qui la 3 giay.
Do 1a khoang thoi gian ma dich vu DNS s€ doi trude khi c¢b gang
tao ra mot truy van méi trong qua trinh phan giai kiéu dé qui.
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m Khoang thoi gian hét han ciia mot truy van dé qui 1a 15 gidy. D6 1a
khoang thoi gian ma dich vu DNS doi trude khi xac dinh mot phan
giai d¢ qui 1a khong thanh cong sau khi da c6 gang thuc hi¢n.

Trong hau hét cac truong hop, cac tham sd nay khong can thiét phai chinh
stra. Tuy nhién, néu ban dang str dung céc tra ctru dé qui trén mot duong
truyén WAN tdc dd cham, ban c6 thé cai thién hiéu nang may chu va qua
trinh hoan thanh céc truy vn bang cach diéu chinh mot chat cac thiét 1ap
nay.

Viéc v6 hiéu hoa cach sir dung truy van dé qui trén mot may cha DNS thong
thuong dugc thyc hién khi cac may khach DNS bi gioi han chi phan giai tén
bang cac may chit DNS xac dinh, vi du nhu may chi nam trong mang
intranet ndi bd cua ban. Viéc d€ qui co thé bi vo hiéu hoa trong truong hop
may chu DNS khong c6 kha ndng phan gidi cac tén DNS bén ngoai va cac
may khach ciing mong mubn cé thé duoc chuyén sang mot may chu DNS
khac dé phan giai cac tén nay khi khong thuc hién dugc trén may nay.

Ban c6 thé vo hiéu hoa viée sir dung d¢ qui béng cach ciu hinh céc thude
tinh trong trang Advance ctua bang di¢u khién DNS, nhu thé hién trong Hinh
3-10.
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Hinh 3-10. Trang thugc tinh Advance cia DNS

LUU Y. Vé hiéu héa Dé qui trong mét mdy chii DNS. Néu ban vé
hiéu hoa dé qui trong mot may chu DNS, ban sé khong thé sw dung
cdc forwarders trén may chu nay.
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Cac phan hoi cho truy vén

Hai vi du cta cic truy van DNS trén day cho thdy qué trinh dugc két thuc
bang mdt phan hoi tin cdy, chac chan dé tra lai cho may khach. Tuy nhién,
cac truy van c6 thé phan hoi lai bang cac cau tra 161 khac nira. Cac cau tra 101
sau day la thong thuong nhat:

W Mot ciu tra 101 c6 thAm quyén. Mot cau tra 161 duoc co tham
quyén 1a mot cau tra 101 khang dinh dé tra lai cho mot may khach
va duogc chuyén di voi tap hop cac bit co thAm quyén trong thong
diép DNS dé thé hién rang cau tra loi la c6 tu mot may chu co
thAm quyén truc tiép cia tén truy van do.

B Mot ciu tra 101 tich cwe. Mot cau tra 10 tich cuc c6 thé chia ban
ghi tai nguyén duogc truy vAn hodc mot danh sach cic ban ghi tai
nguyén (con goi 1a tdp hop cac ban ghi tai nguyén) ma dap ng
dugc tén mién DNS can truy van va kiéu ban ghi c6 trong thong
diép truy van. Céc cau tra 10i c6 thé 1a c¢6 thim quyén hodc khong.

W Mot ciu tra 10i tham chiéu. Mot ciu tra 16i tham chiéu chira cac
ban ghi tai nguyén b6 sung ma tén hodc kiéu cia né khong co
trong truy van. Kiéu tra 10i nay dugc st dung dé tra 101 cac may
tram néu khong hd tro kiéu truy van dé qui. Cac ban ghi nay cd ¥
nghia 1a mot cau tra 101 tham chiéu hitu ich cho may khach tiép tuc
qua trinh truy van bang st dung céc truy van lip.

Mot cau tra 16 tham chiéu chira cac dit liéu bo sung, vi du nhu cac
ban ghi tai nguyén hon 1a cac kiéu truy van. Vi dy, néu tén may
khach dugc truy van 12 “www” va khong ban ghi tai nguyén A nao
clia tén nay duoc tim thiy trong ving nay, tuy nhién mot ban ghi
tai nguyén CNAME cho “www” lai dugc tim thdy, may cha DNS
c6 thé thém cac thong tin ndy vao cau tra 16i khi giri dén cho cac
may khach.

Néu nhu may khach st dung truy van 1ap, n6 ¢ thé thuc hién cac
truy van bd sung bang cach str dung cac thong tin tham chiéu co
dugc trong mot truy vin nao d6 dé c6 thé phan giai tén mot cach
day du.

B Mot cau tra loi tieu cwe. MGt cau tra 101 ti€u cuc tir mot may chu
c6 thé biéu hién cta viéc dd nhan dugc mot trong hai két qua tich
cuc co the xdy ra sau khi may chu c6 gang xur Iy va phan giai d¢
qui truy van mot cach day du va c6 iy quyén.
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< May chi duge uy quyén béo céo rang tén dugc truy van
khong ton tai trong khong gian tén mién DNS.

< May chii duoc uy quyén bao céo rang tén dang truy van ton
tai nhung khong c6 ban ghi nao cua kiéu xac dinh ton tai cho
tén do.

Trinh phén giai tén s& chuyén phan hdi cho truy van dé nguoc lai
cho chuong trinh da yéu cau va luu phan hoi nay vao bo dém dix
trir.

May chi tén luu dém (Name Server Caching)

Khi cac may chu DNS tao cac truy van dé qui thay mat cho cac may khéch,
chung s€ luu dém tam thoi cac ban ghi tai nguyén. Cac ban ghi tai nguyén
dugc luu dém s€ chira cac thong tin ldy duogc tir cac may chu DNS c6 tham
quyén d6i véi cac tén ving, théng tin nay coé duge trong qua trinh tao cac
truy van lap dé tim kiém va tra 161 day du cho céc truy van dé qui thay cho
cac may khach. Sau d6, khi may khach khac giri cac truy vAn méi ma yéu
cau cac thong tin cia ban ghi tai nguyén trung voi cac ban ghi tai nguyén co
trong b dém dit trit, may chu DNS c6 thé sir dung cac thong tin ban ghi tai
nguyén luu trong by dém dé tra 16i chung. Viéc luu dém cung cap mot giai
phap dé ting hiéu ning ctia viéc phan giai tén DNS d6i v6i cac truy van tuan
tu ciia cac tén thong dung, trong khi dan dan giam luu lugng mang cia cic
truy véan lién quan dén DNS trong hé thong mang.

Khi céc thong tin dugc luu dém, gia tri TTL s€ ap dung cho tat ca cAc ban
ghi tai nguyén dugc luu dém. Khi TTL cho mot ban ghi tai nguyén luu dém
chua hét han, may chu DNS c¢6 thé tiép tuc luu dém va stir dung cac ban ghi
tai nguyén d6 khi tra 10i cho cac truy van cta cic may khach ma khop véi
cac ban ghi tai nguyén nay. Cac gia tri TTL luu dém su dung boi cac ban ghl
tai nguyén trong hau hét cac cau hinh ving déu duoc gan gia tri TTL tdi
thiéu (mic dinh), gia tri nay duoc thlet 1ap trong ban ghi tai nguyén SOA cua
vung. Theo médc dinh, gia tri TTL t6i thiéu 1a 3600 gidy (1 gid) nhung co6 thé
dugc diéu chinh hodc néu can, cac gia tri TTL luu dém riéng 1& c¢6 thé duoc
thiét 1ap trong mdi ban ghi tai nguyén.

UY QUYEN CHO CAC VUNG

Khai dau, mot ving chi luu cac thong tin vé mot tén ving DNS don. Khi cac
mién khac dugc thém vao, ban phai quyét dinh vé viéc liéu mién thém vao
c6 1a mot phan cia cing mot vung d6 hay khong. Néu ban lua chon thém
mot mién con, ban cé thé:
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B Quadn tri mi€n con nhu 1a mdt phan cta vung khoi dau.

B Uy quyén quan tri mién con cho mot vung khéc.

Vi dy, Hinh 3-11 thé hién mién contoso.com, trong d6 chira tén mién cua
cong ty Contoso, Ltd. Khi mién contoso.com duoc khoi tao trén mot may
chu don, né dugc cdu hinh nhu 1a mot vung don cho tat ca khong gian tén
DNS cua Contoso. Tuy nhién néu mién contoso.com cin cac mlen con, cac
mién con phai dugc thém vao trong ving hodc duoc Gy quyén sang ving
khac.

.net

contoso

WWW Zone:
contoso.com

dey

Zone:
sales.contoso.com

ftp

Hinh 3-11. Sir dung mién con dé phan doan cac viung

Trong vi du nay, mién contoso.com c6 mdt mién con mdi - mién
sales.contoso.com — dugc uy thac khoi vung contoso.com va dugc quan tri
trong vung riéng cua no. Tuy nhién, vung contoso.com can chtra mot s6 ban
ghi tai nguyén dé cung cip cac thong tin iy thac ma tham chiéu dén cac may
chi DNS dugc Gy quyén dé quan tri mién con duwoc uy thac
sales.contoso.com.

Néu ving contoso.com khong st dung sy uy thac ddi voi mién con, dir liéu
cho mién con vin 1a mot phan cta ving contoso.com. Vi du, mién con
dev.contoso.com khong dugc uy thac, do vay, chung dugc quan tri bdi viung
contoso.com.
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Nhu di thao luan ¢ trén, cac khong gian tén c6 thé duoc phan chia thanh mot
hozc nhiéu ving. Cac ving c6 thé dugc luu, phan phdi va dong bd véi cac
may chu DNS khac. Trudce khi tao ra thém cac vung mdéi, hdy xac dinh xem
lidu c6 cac nhu cu nao 1a dung trong doanh nghiép cta ban:

B Doanh nghiép ctia ban c6 nhu ciu uy thic quan tri mot phan khong
gian t€n DNS cho vi tri khac hodac phong/ban khac.

B Ban mudn cung cip mot mdi trudng DNS c6 kha niang chong 15i
tot hon

B Ban muodn cai thi¢n hiéu ndng cua viéc phan gidi t€én DNS bang
cach phan chia mot viung 16n thanh nhi€u vung nhé, do d6 phan
phoi murc tai gitta vai may chu.

B Doanh nghiép ctia ban d@ mé mdt van phong chi nhanh mdéi hoac
dia diém mdi va ban muon m¢o rong khong gian tén DNS bang
cach thém vao rat nhi€u mién con.

Néu mot trong cac 1y do ké trén 1a ding ddi voi doanh nghiép cta ban, viéc
Uiy thac cac ving c6 thé dem lai nhiéu loi ich cho ban. Khi xay dung cau triic
cac vung, hdy s dung mét ban thiét ke phan anh ding cau trac cua doanh
nghiép cua ban. Pong thoi, hay luu ¥ rang ddi véi mdi vung ma ban tao ra,
ban can cac ban ghi uy thac trong cac vung khac ma tro dén cac may chu
DNS dugc uy quyén cho vung mai. Dleu nay 1a can thiét cho ca viéc chuyen
giao tham quyén va dong thoi cung cap cac tham chiéu dung dan dén cac
may chu va cdc may khach DNS khac ctia may chi méi ma dang duoc uy
quyén cho ving méi do.

Hinh 3-12 thé hi¢n su uy thac tr mgt vung muc cha cho mdt ving méi duogc
tao ra cho mot mién con, sales.contoso.com
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Delegation and A records added here for sales.contoso.com zone
sales.contoso.com N NS nsl.south.sales.contoso.com
nsl.south.sales.contoso.com IN A 10.1.1.5

(root)

.edu .org .gov .net

.com
e Y
Zone:
contoso
sales.contoso.com

Zone:

contoso.com mid SOUth east

Qa--mmrmmmean Jst running DNS server
delegated authority for

nsi .
sales.contoso.com domain

Hinh 3-12. Uy thiac mdt mién con cho mdt viing méi

Trong Hinh 3-12, may cha DNS c6 thim quyén cta mién con méi dugc uy
thac 1a sales.contoso.com s& dugc dit tén dua vao cac mién con phat sinh
thém trong vung moi (nsl.south.sales.contoso.com). DPé may chu nay c6 thé
biét dén cac ving méi duge uy thac khac bén ngoai, hai ban ghi tai nguyén
trong ving microsoft.com 13 can thiét dé hoan thanh viéc cip quyén cho
vung mdi nay:

W Mot ban ghi tai nguyén NS 1a can thiét dé cho viéc ty thac nay co
hiéu qua. Ban ghi tai nguyén nay duoc sir dung dé quang ba r::ing
may chu co6 tén nsl.south.sales.contoso.com la may chu co thAm
quyén ctia mién con dugc ty thac trén.

M Mot ban ghi tai nguyén A (ban ghi gin két) ciling 1a can thiét dé
phan giai tén cia may chu trong ban ghi tai nguyén NS noi trén
sang dia chi IP cua nd. Qua trinh phan giai tn mdy trong ban ghi
tai nguyén nay thanh may chu DNS duoc cap quyén trong ban ghi
NS d6i khi con dugc goi 13 sy gdn két theo (glue chasing)
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HIEU BIET VE SU CHUYEN GIAO VUNG

Su chuyén giao ving 12 mot qua trinh chuyén giao hoan toan hodc mot phan
clia tt ca cac dit liéu trong mot ving tir mot may cha DNS chinh dang phuc
vu ving d6 sang mot may chit DNS thir cip chira mot ban sao cua ving do.
Ban sao cta ving duoc luu trén may cha DNS tht cap cling duge khéi tao
bang qua trinh chuyén giao ving. Khi ¢ su thay doi trong ving trén may
cht DNS chinh, may chit DNS chinh s& thong bao cic mdy chu DNS thir cap
rang c6 su thay d6i xay ra va cac thay doi nay s& dugc dong bo t6i tat ca cac
may chit DNS thtr cip cta ving bang cach st dung sy chuyén giao ving.

Trong cac qui dinh dau tién vé DNS, chi c6 mét kiéu chuyén giao ving 1a co
thé duoc thuc hién, dé 1a viéc chuyen giao toan bo vung (Full zone
transfer). RFC 1995 di ban dén mot kiéu bd sung cua viée chuyén giao
ving, d6 1a chuyén giao phan tang thém cua vung (incremental zone
transfer). Windows Server 2003 hd trg cac chuyén giao phan ting clia ving
nay. Phan ndy s& mo ta cac kiéu chuyén giao ving ciing nhu qua trinh thong
bao con dugce goi 1a Tin bao DNS

Céac su kién sau day s€ kich hoat viéc chuyén giao vung:

B Su chuyén ving duoc khéi tao thil cong tai bang diéu khién trén
may chu thir cap

M Khoang thoi gian 1am tuoi ving bj hét han
m Dich vu DNS Server khéi dong tai may chu thir cap

M May chu chinh thong bdo cho mdy chu thir cip vé cac thay doi
trong vung.

Viéc chuyén giao vung luén duoc khoi tao tai may chu tha cép cua vung va
giri dén cac may chii chu dao co trong cau hinh cta né, dong vai trd 1a ngudn
cia vung. Cac may chu chu dao c6 thé 1a bat ky may chu DNS nao chia
vung, vi du c6 thé 1a may chi chinh cia ving hodc cac may chu thir cap
khac. Khi may chu chu dao nhan dugc cac yéu cau vé ving nay, nd co thé
phan hoi bang mot su chuyén ving day da (IXFR) hoic chuyén ving phan
tang thém (AXFR) cho may chu thur cap

Trong chuyén ving diy du, may chi DNS chinh c6 chtra ving chinh sé
chuyen giao mot ban sao cua toan by CSDL vung sang may chu DNS thur
cap ma chira ban sao cii cua vung. Du trong chuyen giao vung day du hay
phan ting thém, qua trinh dugc thyc hién déu gidng nhu thé hién trong Hinh
3-13.

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG 126
VOI WINDOWS SERVER 2003



CHUONG 3: THUC HIEN VIEC PHAN GIAI TEN BANG DNS

1. Khi gia tri cua truong Refresh trong ban ghi tai nguyén SOA cua
vung dugc chira trong may chu DNS thtr cap bi hét han, may chu
DNS tht cdp s& truy van mdy chit DNS chinh vé ban ghi tai nguyén
SOA cua vung chinh

2. May chu DNS chinh ctia ving s& phan hdi lai truy van bang mot ban
ghi tai nguyén SOA

3. May chit DNS thir cdp ctia ving sau sé& so sanh sd tht tu trong ban ghi
SOA nhan dugc véi s thir tu trong ban ghi SOA cua ban sao ndi bd
ciia ving. Néu sd thir tu giri boi mdy chi DNS chinh ctia ving 16n
hon s thir ty cua vung ndi bd cua nd, vung nay can duoc cap nhat va
may chit DNS thir cdp s& giri mot yéu cau AXFR (mot yéu cau cho
viéc chuyén giao ving day du) t6i may chi DNS chinh.

4. May cht DNS chinh s& nhin dugc yéu cau cho viéc chuyén giao vung
va s€ giri mot ban CSDL vung day du dén may chu DNS thir cap, vé
ban chat 1a tai tao lai ban sao ctia ving trong khi duy tri tat ca cac thiét

1ap vung
Destination Source
server server

SOA query for zone =————r

“— SOA query answer (zone status) = .

| IXFR or AXFR query for zong =—

= IXFR or AXFR query answer
} (zone transfer)

WA

N\

b

Hinh 3-12. Qua trinh chuyén giao viing

Néu may chi DNS chinh cua ving khong phan hoi lai yéu cau vé viéc
chuyén giao ving gtri di tir may cha DNS thir cdp, may chi DNS thir cip s&
tiép tuc cd gang gui lai sau khoang thoi gian chi dinh trong trudng Retry cua
ban ghi tai nguyén SOA cua ving. Néu van khong c6 cau tra 16i sau khoang
thot gian chi dinh trong truong Expire trong ban ghi tai nguyén SOA cua
ving, may chia DNS thi cp sé loai bo ving cta nod.

Chuyén giao ving ki¢u phan ting.

Chuyén giao phan ting thém ctia ving duogc thiét ké dé giam luu luong trén
mang gay ra boi viéc chuyén giao ving day du. Thay vi viéc gui di mot ban
sa0 clia toan bo file ciia ving, mot su chuyén giao phan ting cua vung s& chi
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gri di cac ban ghi ma thay doi tir 1an cap nhat 1an cudi cing. Ca Windows
2000 va Windows Server 2003 déu hd trg viéc chuyén giao phan ting cua
vung.

Mic du cac chuyén giao phan ting cta ving s& tiét kiém bang thong cua
mang, né sir dung nhiéu khong gian dia trén may cha dé ghi lai lich sir cta
cac phién ban. May cha DNS chinh ctia vung duy tri mot lich sir cac phién
ban gin day cua ving, nd theo ddi bat ky ban ghi ndo da thay doi xay ra
trong cac phién ban dugc cap nhat gan ddy nhat cua ving. Dé giir gin khong
gian dia, cac may chu DNS chi luu cac ban cdp nhat gﬁn nhat. Dich vu
Windows Server 2003 DNS Server Iuu cdc ban cap nhat nay trong mot file
nhat ky nam trong thu muc %systemroot%\System32\Dns. File nhat ky nay
dugc dat tén bang cach sir dung céc tén cua file cua vung voi phan duoéi .log.
Vi dy, néu file coa ving cta mién contoso.com dugc luu thanh
contoso.com.dns, file nhat ky s€ dugc dit tén la contoso.com.dns.log

Mot chuyén giao phan tang thém ciia viing sé& st dung qué trinh nhu sau:

1. Khoi déu khi may chu thir cép duogc cau hinh 1an dau tién, nd gii mot
yéu cau chuyén giao vung day du (AXFR) dén may chit DNS chu dao.
May chi cha dao (ngudn) s& phan tng bang cach giri mot ban sao day
du caa vung cho may chu thir cap (dich)

2. M&i lan chuyén giao vung s€ dugc danh dau boi mot phién ban, thé
hién bang mét sb thir ty trong thudc tinh ctia ban ghi tai nguyén SOA
va mot khoang thoi gian lam tuoi (theo mac dinh 1a 900 giay).
Khoang thot gian 1am tuoi s€ chi dinh khoang thoi gian ma may chu
thir cAp sé& lai yéu cau mot ban sao khac cia ving tir may chu ngudn.

3. Khi khoang thoi gian nay bi hét, may chu dich s& gui di mot truy van
SOA dé yéu cau mot su chuyén giao ving kiéu phan ting thém.

4. May cha ngudn sé& tra 10i truy van nay bang cach gui di ban ghi SOA
cta no trong d6 chira so tha tu da dé cap o trén.

5. May chu dich s€ so sanh s6 thu tu trong ban ghi SOA nay véi so thu
te ndi bd hién tai cia nd. Néu hai s0 nay la bang nhau, khong cé
chuyén giao vung nao dugc yéu cau va khoang thoi gian lam tuoi sé
bi x0a.

6. Néu gia tri sd thir tu trong phan hoi SOA 16n hon s6 thi tu ndi bo hién
tai, cac ban ghi cua nguon 1a méi hon so véi ban ghi ndéi bd va mot
yéu cau IXFR duogc gui dén may chi nguon. Truy van ndy bao gom so
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thtr tu nd1i bd do d6 may chu nguon co thé xac dinh ban ghi nao ma
may chu dich can dén.

7. Tuy thudc vao mdt vai yeu t6, may chu ngudn s& phan hdi bang mot
su chuyén giao ving diy du hoac phan ting thém. May chi DNS
chinh cua vung khong duoc yéu cau thuc hién mot su chuyen giao
phan tang cua vung. No ¢co thé lua chon dé thuc hién mot chuyén giao
vung day du néu trong céac diéu kién sau day:

< May chu DNS chinh khong hd trg kiéu chuyén giao phan ting
thém cua vung

< May chu DNS chinh khong c6 du dit liéu can thiét dé thuc hién
mot chuyén giao phan tang thém cua vung.

% Mot chuyén giao phan ting thém cua ving st dung nhiéu biang
thong hon mdt chuyén vung day du.

8. Khi may chu DNS tht cdp nhan duoc mot chuyén giao phan tdng
thém cua ving, nd tao ra mot phién ban méi cua ving va bat dau thay
thé cac ban ghi tai nguyén 16i thoi bang cac ban ghi tai nguyén dugc
cap nhat tir may chu ngudn, 4p dung tir cii nhat sang méi nhat Khi tat
ca cac cip nhat dugc hoan thanh, may chu DNS tha cap thay thé
phién ban cii cia né bang phién ban méi cta ving.

Théng bio DNS

Cac may chu DNS dua trén Windows hd tro Thong bdo DNS, mot su cap
nhat cho giao thic DNS gbc, cho phép tao thong bao dén cac may chu tha
cap khi c6 sy thay dbi ving (RFC1996). Cac may chi duoc thong bao sau
d6 c6 thé khoi tao mot chuyén giao ving duoc mé ta trong phan trude dé
yéu cau cac thay d6i vung tir may cha chu dao va cap nhat cac ban sao ndi
bd ctia ving n6 chtra. Qua trinh ndy cai thién viéc dong nhat trong dit liéu
cua vung.

Mot danh sach cac may chu DNS tht cip ma may chit DNS chinh sé& thong
bdo duoc duy tri trong danh sach thong bdo, d6 14 mot danh sach cac dia chi
IP cua cac may chu tht cap nay. Khi ving duoc cdp nhat, may chu DNS
chinh cua vung chi thong bdo cac may chu DNS trong danh sach thong bao
d6. Pé cac may chit DNS thir cdp nhan duoc thong bao bdi may chu DNS
ma dong vai tro la may chu nguon ciu hinh cta mot ving, mdi may chi thir
cap nay phai co dia chi IP cua minh trong danh sach thong bao cua may chu
ngudn. Trong DNS ctia Windows Server 2003, ban c6 thé str dung hop thoai
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DNS Notify, truy cap tir bang dicu khién DNS, thé hién trong Hinh 3-14, dé
thiét 1ap danh sach thong bao.

T - |

To automatically nokify secondary servers when the zone changes, seleck
the Automatically Motify check box, and then specify the servers.

v automatically notify:;

™ Servers listed on the Mame Servers kab

' The follawing servers

IP address:

fdd
Remowve |

(64 I Cancel |

Hinh 3-14. Hop thoai DNS Notify

» Tao Danh sach thong bao ctia myt vung

Pé tao ra mot danh sach thong bao cua mot vung, thuc hién theo cac
budc sau:

1. Nhén Start, tro vao Administrative Tools va sau 36 nhan DNS

2. Trong bang diéu khién, nhan vao ving can thuc hién

3. Trong thyc don Action, nhin vao Properties

4. Trong thé Zone Transfer, nhan vio Notify

5. Xac nhan réng hop thoai Noetify Automatically duoc lua chon

6. Lua chon phuong phap sé& sir dung dé tao ra mot danh sach dé
thong bao cac may chu khac khi trong vung c6 su thay doi. Lua
chon cua ban la nhu sau:

7. Su dung tuy chon “Servers Listed On The Name Servers” (Danh
sach cac may chu trong thé Name Servers) dé cho phép chi cac
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may chi xuat hién trong bang dia chi IP trong thé Name Server
duoc thém vao trong danh sach thong bao.

8. Str dung tuy chon “The Following Servers” néu ban mqén chi
dinh mét danh sach thong bdo khac sé dugc sir dung thay the.

9. Néu ban lya chon “The Following Servers” trong budc trudc,
thém hodc bdt cac dia chi [P may chu dé tao nén mot danh sach
thong bao khi can:

10.Dé thém mot may chu vao danh sach ‘Ehéng bdo, nhap vao dia chi
IP trong truong dia chi IP va sau d6 nhan Add

11.Dé bé mdt may chi trong danh sach thong bao, nhan vao dija chi IP
may chu trong hop danh sach va sau d6 nhan Remove

Ngoai viéc thong béo cic may chu trong danh sach, bang diéu khién khién
DNS cho phép ban stir dung ndi dung cia danh sach thong bao nhu la mot
phuong tién dé han ché hoic gidi han viéc chuyén giao vung chi truy cép cac
may chu thir cap trong danh sach nay. Piéu nay c6 thé giup ta ngan chan cac
truy cép khong mong mudn béi cac mdy chu DNS khong rd nguén gbc hoic
chua dugc oy thac dé 1ay hodc yéu cau cac cip nhat cia ving.

Khi mét vung trong mdt may chu DNS dugc cdp nhat, sy kién sau day xay
ra:

B Truong Serial Number (S thtr tw) trong ban ghi SOA dugc cip
nhat dé thé hién rang mot phién ban mai cua vung dang dugc ghi
vao dia

B May chi DNS chinh gii mot thong diép thong bao dén cac may
chu DNS c6 trong danh sach thong bao cua nd

B Mot may chi DNS thir cdp cua ving d6 nhin duge thong diép
thong bao s& phan hdi bang cach giri lai mot truy van kiéu SOA
dén may chit DNS chinh ma da thong bao dé xac dinh liéu ving
trong may chu DNS chinh cé phai 1a ban mdéi hon ban sao cua
vung hién dang luu trong may cha DNS thir cdp hay khong.

W Néu may chu thtr cdp duoc thong bao xac dinh rang s tht tu chi
dinh trong ban ghi SOA cua vung trén may chu DNS chinh 1a 16n
hon s6 thtr ty chi dinh trong ban ghi SOA ctia ban sao ving hién
tai (ving ma chira nhiéu ban ghi cip nhat gan day hon), may chu
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DNS thir cap dugc thong bdo s& yéu cau mot sy chuyén giao ving
(AXFR hodc IXFR).

LUU Y. Cdc théng bdo DNS trong cdc viing tich hop Active
Directory. Pé dong bé cdc viing tich hop Active Directory, cdc théng
bdo DNS la khéng can thiét. B6 la boi vi cac mdy chii DNS nap viing
tir Active Directory sé tw dong truy van thw muc (theo chi dinh bi
khodng thoi gian Idp trong bdn ghi tai nguyén SOA) dé cdp nhdt va
lam twoi ving nay. Trong cdc truong hop ndy, viéc cau hinh mét danh
sdach théng bdo c6 thé lam giam hiéu ndng hé théng do cdc yéu cdu
chuyén giao thém vdo la khéng can thiét doi véi cdc vimg da dwoc cdp
nhat.

HIEU BIET VE SU CHUYEN TIEP
(FORWARDING)

Mot tram chuyen tlep (forwarder) la mot may chi DNS trong mang dugc
str dung dé chuyén tiép cac truy van DNS v€ cac tén DNS bén ngoai den mot
may chu DNS ngoai mang. Mot chuyen tiép c6 diéu kién s& chuyén tiép cac
truy van tuy vao cac tén mién cu the.

Chuyén tiép chuin

Nhu d3 dé cap trudc day, mot may chu DNS trén mang dugc thiét ké 1a mot
may chu chuyen tiép bang cach cho phép cac may chu DNS khac trong
mang chuyén tiép cac truy van ma chung khong thé phan giai n6i b duoc
dén may chu DNS d6. Bang cach st dung may chu chuyen tiép, ban co thé
quan tri viéc phan giai tén cho cac tén ndm ngoai hé thong mang cta ban, vi
du nhu céc tén trén Internet, va ban s¢ cai thién hi€u nang cua viéc phan giai
tén cho cac may tinh trong mang cua ban. Vi du, dé su dung cic may chu
chuyén tiép dé quan 1y luu lugng DNS giita hé thong mang ctia ban va
Internet, ciu hinh tuong ltra trong mang cua ban cho phep chi mét may chu
DNS c6 thé giao tiép ra ngoai Internet. Khi ban cau hinh cac may chu DNS
khac trong mang chuyén tiép cac truy vin ma chiing khong thé phén giai n61
bd dén may chu DNS d6, n6 s& dong vai tro 13 mot may chu chuyén tiép cia
ban.

Béi vi cac luu luong mang ra ngoai di qua mot may chit DNS don, may chu
do s€ phai co6 mdt lugng bo nhd dém 16n cua céac dir liéu DNS va do do, theo
thoi gian, s& 1am giam luu lugng Internet va cung cap thoi gian phan hoi
nhanh hon dé cac méy khach.
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Néu khong c6 mot may chu DNS xac dinh dong vai tro nhu mot may chu
chuyen tiép, moi may chi DNS khac c6 thé gui cac truy van ra ngoai mang
bang cach str dung céc root hints cua no. Két qua 1a rat nhiéu cac thong tin
DNS ndi bo, c6 thé 1a cac thong tin rat quan trong, c6 thé bi 16 ra ngoai
Internet. Bén canh van dé& bao mat va kin ddo nay, phuong phap phan giai
nay con c6 thé tao ra luong 16n luu luong ra ngoai vua dat vira khong hiéu
qua cho mot hé théng mang c6 dudng truyén Internet chdm hodc mot cong
ty phai tra chi phi Internet cao.

Mot may cht ma duoc cdu hinh nhur mot may cha chuyén tiép sé hoat dong
khac mot may chit DNS thong thudng ma khong phai 1a may chii chuyén
tiép. Mot may chit DNS duoc cau hinh sir dung mot mdy chi chuyén tiép sé
hoat dong nhu sau:

B Khi mdy chu DNS nhan dugc mét truy van, né cd gang phan giai
truy van nay bang cach str dung cac ving chinh va thir cdp ma né
chtra va bang cach st dung bd nhé dém

m Néu nhu truy van nay khong thé phan giai dugc bang cac dir liéu
ndi bo nay, nd chuyén tiép truy van nay dén may cha ma cé chuc
ning ctia mot may chu chuyén tiép

M May chu DNS nay sé& doi cu tra 1oi tir may cha chuyén tiép trong
mot thoi gian ngan trude khi co6 gang lién hé véi cac may chu chi
dinh trong root hints.

W Thay vi gui di mot truy van lip chuan, khi mot may chu DNS
chuyén mot truy van den mot may chu chuyén tlep, theo méc dinh
no6 s& giri di mot truy van dé qui dén may chi chuyén tiép.

Chuyén tiép cé diéu kién

Viée chuyén tlep c6 diéu kién s& cho phép mot may chit DNS co thé chuyén
tiép cac truy van dén cac may chi DNS khac dya trén tén mién DNS trong
truy van d6. Voi viée su dung cac chuyen tiép c6 dleu kién, mot may chu
DNS c¢6 thé duoc cau hinh chuyén tiép tat ca cac truy van ma nd nhan duoc
cho céc tén két thuc bang research.wingtiptoys.com dén mot dia chi IP may
chit DN'S x4c dinh hodc téi mot dia chi IP cta nhiéu may chu DNS.

Vi dy, khi hai cong ty, fabrikam.com va wingtiptoys.com, sat nhap hoac
cong tac v4i nhau, ho co thé cho phép cac may khach tir khong gian tén noi
bd cia mdt cong ty ndy co thé phan giai tén ciia cic may khach tir khong
gian tén cua cong ty kia.
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Nguoi quan tri cia mot cong ty (fabrikam.com) c6 thé thong bao cho ngudi
quan tri mang cua cong ty kia (wingtiptoys.com) mot loat cac may chu DNS
ma ho co thé st dung dé giri cac truy van DNS dén dé phan giai tén trong
noi bo khong gian tén cua cong ty dau tién (fabrikam.com). Trong truong
hop nay, cac may chu DNS trong wingtiptoys.com s€ dugc cau hinh dé
chuyén tiép tit ca cac truy van vé tén két thuc boi fabrikam.com dén may
chu DNS dugc ty nhiém chinh ctia mién do.

LUU Y. Cich thirc chuyén ttep cua mdy chu DNS iy quyén. Cac
mdy chu DNS da dwoc uy quyén khong the chuyén tiép cdc truy vin
fity vao ten mién ma chiing dwoc iy quyén. Vi du, may chi DNS dwoc
uy quyen cua vung widgets.microsoft.com khong thé chuyén tiép cdc
truy vdn vé tén mién widgets.microsoft.com. Néu mdy chii DNS duwoc
cho phép lam dleu do thi no sé vo hiéu héa kha nang cua mdy chu khi
tra loi cdc truy vdn vé tén mién widgets. microsoft.com. May chu DNS
dwoc uy quyén cua widgets.microsoft.com co thé chuyén tiép cdc truy
van cho cdc tén DNS ma két thiic boi hr. widgets.microsoft.com néu

mién hr.widgets.microsoft.com di dwcoc 1y quyén cho mdy chii DNS
khac.

Céac thiét 1ap cho may chu chuyén tiép co diéu kién s€ bao gdm cac muc sau
day:

WM Céc tén mién ma may chi DNS sé& chuyén tiép cac truy van
B Mot hodc nhiéu dia chi IP cua may chu DNS cho tung tén mién
xac dinh
> Cau hinh chuyén tiép
Pé cu hinh chuyén tiép, thuc hién theo cac budc sau:
1. Mdé DNS
2. Trong bang diéu khién, nhin vao may cha DNS can ciu hinh

3. Trong thuc don Action, nhan vio Properties.

4. Trong thé Forwarders, dé thyc hién chuyén tiép c6 diéu kién, nhap
vao tén mién; dé thuc hién viéc chuyén ti€p thong thuong, lya chon
All Other DNS Names

5. Trong danh sach Selected quai!z ’s F orryarder IP Address, nhap vao
dia chi IP cua may chu chuyén ti€p va nhan Add
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Thir tw chuyén tiép

MBJi tén mién sir dung dé chuyén tiép trong mot may chi DNS s& duoc gin
voi cac dia chi IP cua mot hodc nhiéu may chu DNS. Mot may chu DNS
duoc cdu hinh dé chuyén tlep s€ st dung danh sach may chu chuyen tiép clia
no sau khi né xac dinh rang né khong thé phan giai truy van bang cach s
dung cac dir liéu ma nd c6 tham quyén (cac dit liéu cta ving chinh hoic
ving thr cip) hodc cac dir liéu trong b dém cuia no. Néu may chu khong thé
phén giai mot truy van bang cach sir dung cac may cha chuyén tiép, nod co
thé ¢ gang gui cac truy van dé qui dén cac may chu root hint.

Thir tu cta cac dia chi IP liét ké sé xac dinh thir tu ma cac dia chi IP d6 duoc
st dung. Sau khi may chi DNS chuyén cac truy van dén may chi chuyén
tiép bang dia chi IP dau tién gan véi tén mién, né s& doi cau tra 10 trong mot
khoang thoi gian ngan tir may chi chuyén tiép (tuy thudc vao thiét 1ap thoi
gian hét han trén may chu DNS) trudce khi thuc hién chuyen lai 14n nita dén
dia chi IP tiép theo ma gin v6i tén mién d6. N6 sé& tiép tuc qua trinh nay dén
khi n6é nhan duogc cau tra 101 khéng dinh tor mdt may chu chuyén tiép hoac
cho dén khi no d3 thtr hét tat ca cac dia chi trong danh sach do.

Khi m6t may chu DNS ma ciu hinh st dung chuyén tlep c¢6 diéu kién nhan
dugc mot truy van vé mot tén mién, nod sé& so sanh tén mién do voi danh sach
cac tén mién dleu kién va st dung cac tén mién diéu kién dai nhat ma phu
hop voi tén mién trong truy van. Vi du, mot may chi DNS nhan duoc mot
truy van vé www.qualitycontrol.research.wingtiptoys.com.

N6 s& so sanh tén mién d6 véi ca  wingtiptoys.com va
research.wingtiptoys.com. May chu DNS s€ xic dinh rang
research.wingtiptoys.com la tén mién gan nhat voi tén trong truy van ban
dau.

May chii chi chuyén tiép

Mot may chi DNS ¢6 thé duoc cau hinh khong thuc hién dé qui sau khi viéc
chuyén tiép khong thanh; néu né khong nhan dugc mot phan hoi thanh cong
cho truy van d6 tir bat ky mot may chii ndo ma cdu hinh nhu may chu
chuyén tiép, n6 s& giri mot phan hoi tiéu cue dén may khach DNS.

Tuy chon dé ngan can viéc dé qui co thé duogc thiét 1ap cho ting may chu
chuyén tiép co diéu kién trong Windows Server 2003. Vi du, mot may chu
DNS c¢6 thé dwoc cAu hinh dé thuyc hién dé qui cho tén mién
research.wingtiptoys.com, nhung khong thuc hién dé qui cho tén mién
wingtiptoys.com.
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LUU Y. Vé hiéu héa @é qui. Néu ban vé hiéu héa dé quy trong thé
Advance trong trang thugc tinh cua may chu DNS, ban sé khong thé
sw dung cac may chu chuyén tiép trén cung mot may chu.

KET NOI CAC MANG NOI BO RA INTERNET.

Mic di ¢ thé cau hinh cac may cha DNS bén trong tudng lira ctia ban dé sur
dung cung tén DNS nhu khi str dung dé truy cip chung tir bén ngoai tuong
Itra, tuy nhién diéu nay 1a khong duoc khuyén khich. Pé sir dung khong gian
tén khac cho mang ndi bg cua ban, ta nén thém vao mot hau td “.local” vao
tén mién cta ban (vi du example contoso.local) hon 1a st dung khong gian
tén bén ngoai cua ban (vi du contoso.com)

Ching ta s€ xem xét ba cach ma mét t€én DNS dugc phan gidi khi cac
khuyén céo trén dugc sir dung; phan giai mot tén mién DNS ndi bd cho
doanh nghi€p nay, phan giai mot tén DNS ngoai cho doanh nghiép ma
khong st dung may chu proxy va phan gidi mot tén DNS ngoai cho doanh
nghiép ma c6 st dung may chu proxy. Trong kich ban sau day, Contoso, Ltd
dugc cAu hinh v6i mang ngoai cua nd st dung tén contoso.com va mang
trong cuia no st dung tén contoso.local. Hai vung nay s€ dugc phan tach voi
nhau boi tuong lira va bén ngoai tudng lra, may chi DNS sé& dugc cung cap
bo1 ISP cua cong ty Contoso, Ltd

Phan giai cac tén noi b
Mot may khach mudn truy cap Web site ndi bd, web.contoso.local. Qua
trinh phan gidi té€n dién ra nhu sau: (Xem Hinh 3-15)

1. May khach gui mot truy van vé tén web.contoso.local dén may chu
DNS noi bd

2. May chu DNS ndi b6 phén giai tén web.contoso.local sang dia chi IP va
gui két qua lai cho may tram

3. May khach khoéi tao mot két ndi dén web.contoso.local
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root

LCom gov adu .org

.

:

ISP's DNS server

microsoft.com
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web.contoso.com Client
Hinh 3-15. Phan giai cac tén ndi bo

Phan giai tén ngoai khi khong c6 may chu Proxy

Cac may chu DNS n6i bo cua Contoso, Ltd dugc ciu hinh chuy,én tiép céc
yéu cau v¢€ dia chi IP dén cac may chu DNS bén ngoai cung cap boi ISP.
Trong kich ban nay, mot may khach can truy cép trang
support.microsoft.com. Qua trinh phan giai tén dién ra nhu sau: (Xem Hinh
3-16).

12.May khach gtri mot truy van vé support.microsoft.com dén may
chi DNS ndi bo

13.May chu DNS ndi bd chyyén tiép truy van ndy dén may chu DNS
bén ngoai ma ISP cung cap

14.May chit DNS bén ngoai lai khong duoc Gy quyén ctia mién nay
nén né kiém tra bd nhd dém cua nd. Néu khong tim thdy muc nao
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vé tén support.microsoft.com nay, no s¢ chuyén tiép truy van nay
dén mién géc muc dinh (top-level root domain)

15.May chu top-level root phan hdi lai cho may chit DNS bén ngoai
mot danh sach cuia cac may chu.com

16.May chu DNS bén ngoai chuyén tiép truy vin vé microsoft.com
dén may chu.com

17.May chii .com phan héi lai cho may chu DNS bén ngoai véi dia chi
IP cua microsoft.com

18.May chu DNS bén ngoai chuyén tiép truy van vé
support.microsoft.com dén may chu microsoft.com

19.May chil microsoft.com phan hoi lai cho may chit DNS bén ngoai
voi dia chi ctua dia chi cua support.microsoft.com

20.May chu DNS bén ngoai nay lai chuyén tiéo dia chi nay dén may
chi DNS noi bo

21.May chit DNS noi bd chuyén tiép thong tin yéu cau dén may
khach.
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Hinh 3-16. Phan gidi cac tén bén ngoai

Phan giai tén ngoai bang cach sir dung mdt proxy
Pé phan giai support.microsoft.com bang cach sir dung may chu proxy, qua
trinh truy van nhu sau: (Xem Hinh 3-17).

1. May khéach proxy gui mét truy van vé Microsoft.com dén may chi
proxy

2. May chu proxy xac dinh day la mot dia chi ngoai va chuyén tiép
yéu cau nay dén may cha DNS ngoai ma né di duoc ciu hinh

3. May chu DNS bén ngoai kiém tra by d€m cua n6 vé dia chi nay va
néu nd khong tim thay nd s€ giri mdt yéu cau dén may chu mirc
dinh cia mién .com

4. May chu muc dinh cua mién .com s€ gui dia chi cua mién .com
dén may chu DNS bén ngoai
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5. May chu DNS bén ngoai chuyén tiép yéu cau vé microsoft.com
dén mién .com

6. Mién .com gii dia chi cia microsoft.com dén may chu DNS bén
ngoai

7. May chit DNS bén ngoai s& chuyén tiép yéu cau dén may chi DNS
cua Microsoft.com

8. May chu DNS cta Microsoft.com phan giai truy van va phan hoi
lai cho may chu DNS bén ngoai

9. May chu DNS bén ngoai chuyén tiép phan hdi nay lai cho méy chu
proxy.

10.Sau khi may chu proxy nhan dugc phan hoi tir may chu DNS bén

ngodi, nd truy van truc tiép microsoft.com vé dia chi cua
support.microsoft.com

11.May chit DNS cta Microsoft.com s& phan hoi lai yéu cau nay va
gui céc thong tin yéu cau dén may chu proxy

12.May chu proxy giri phan héi lai cho may khach.
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Hinh 3-17. Phan gidi cac tén bén ngoai sir dung may chi proxy

TRIEN KHAL QUAN TRI VA DUY TRi CO SG HA TANG MANG 141
VOI WINDOWS SERVER 2003



CHUONG 3: THUC HIEN VIEC PHAN GIAI TEN BANG DNS

TONG KET

B Cac tén DNS va giao thuc DNS duoc yéu ciu cho cic mién dya
trén Active Directory va dé€ tuong thich v&i Internet

m Khong gian tén DNS c6 tinh chat phan cdp va dua trén mot goc
duy nhat ma c6 thé cé rat nhiéu mién con. Mot FQDN 13 mot tén
ciia mot may DNS trong khong gian tén nay thé hién vi tri cia may
nay trong sy lién hé voi gdc cia mién DNS hinh cdy. Mot vi du
cua mot FQDN la hostl.subdomain.microsoft.com

B Mot vung DNS 12 mot phén lién tuc cua mot khong gian tén ma
trong d6 mot may chu co tham quyén. Mot may cht ¢6 thé co tham
quyén trong mot hodc nhiéu ving, va mot vang c6 thé chira mot
hodc nhiéu mién lién tuc. Mot may cha goi 1 ¢ thAm quyén cho
mot ving néu né chira ving dé trong vai trd 13 may cha DNS chinh
hodc thir cap. Mdi ving DNS chta céc ban ghi tai nguyén ma no
can dé tra 16i cac truy van vé phan cua né trong khong gian tén
DNS

B Co6 mot s6 kiéu may chi DNS: chinh (Primary), tha cép
(Secondary), tén chu (Master Name) va chi dém (Caching Only)

¢ Mot may chu DNS ma chita mét vung DNS chinh sé duoc
goi 1a may chu DNS chinh. Cac may chu DNS chinh Iuu céac
dir liéu ngudn gdc cho cac ving d6. Véi Windows Server
2003, ban c6 thé trién khai cac vung chinh theo mot trong hai
cach sau: Nhu mot vung chinh chuén, trong do cac dir li¢u
cua vung dugc luu trong mot file van ban, hodc nhu mot
vung tich hop Active Directory, trong d6 dir li€u cua vung
dugc luu trong CSDL Active Directory.

< Mot may cha DNS ma chtra mét ving DNS thir cip s& duoc
goi 1a may chit DNS thir cap. Cac may chu DNS thir cip 1a
may chu dy phong c6 thim quyén cta may chil chinh. Cac
may chtl ma tir 46 may chu tht cap yéu cau cac thong tin cta
vung s€ dugc goi 1a cac may chu tén chu dao (Master).

)

< Mot may chi tén chi dao (Master) c6 thé 1a may chii chinh
hodc may chu thu cap
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* May chu chi-dém chuyén ti€p cac yéu cau dén cac may chu
DNS khac va khong chtra mdt vuing nao cd, nhung lai c6 mot
bd dém cua cac ban ghi thuong xuyén dugc yéu cau.

WM D¢ qui 13 mot hodc nhiéu kiéu qua trinh phan giai tén DNS. Mot
may khach DNS sé& yéu ciu mdt may chit DNS cung cdp mdt cau
tra 101 hoan chinh cho mét truy van ma khong bao gém viéc tro
dén cac may chi DNS khéc, hiéu qua trong viéc phan chia muc tai
ciia viéc phan giai tén tr may khach dén méay chi DNS. Bé cac
may chi DNS thuc hi¢n d€ qui mdt cach dung dén, may chu can
biét né phai bat dau tim tén ¢ dau trong khong gian tén DNS.
Thong tin nay dugc cung cip bai file root hint, cache.dns dugc
luu trong may chu.

B Mot may cha DNS trong mang dugc thiét ké nhu mot may chu
chuyen tiép khi cac may chii DNS khac trong mang chuyén cac
truy van ma chung khong phéan giai ndi b dugc dén may chit DNS
d6. Viéc chuyén tiép co diéu kién cho phép mot may chu DNS
chuyén cac truy van dén cac may chit DNS khac dua trén tén mién
DNS trong cac truy van do.
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BAI TAP

QUAN TRONG. Hoan thanh tit cd cdc bai tdp. Néu ban cé ké hoach
lam tat cd cdc bai tap trong sach ly thuyet trong chwong nay, ban phai
lam tdt ca cdc bai tap trong chwong roi khoi phuc mdy tinh tro lgi
trang thdi goc cia né triede khi lam cdc bai tdp trong sach BAI TAP
THUC HANH. Lueu ¥ rang cdc bai tdp sau da yéu cau cai dat DNS va
DHCP, do la trang thadi cua mdy tinh hoc vién sau khi hoan thanh Bai
tdp Thwc hanh 3-1 trong sach BAI TAP THUC HANH

Bai tap 3-1. Thém vai tro may chu DNS
Trong bai tap nay, ban s€ sir dung trang “Manage Your Server” (Quan tri
may chu cua ban) dé thém vao vai tro may cha DNS.

1.

Nhén Start, tré vao Administrative Tools, va sau do luya chon
Manage Your Server

. Trang Manage Your Server sé ty dong khéi tao theo mac dinh sau

khi dang nhap
Trong trang Manage Your Server, nhan viao Add/Remove A Role

Trong trang Preliminary Steps, nhan Next

. Trong trang Server Roles, nhan vao DNS Server va sau d6 nhan

Next
Trong trang Summary Of Selections, nhan Next

Trong trang Welcome To The Configure A DNS Server Wizard,
nhan Next

Trong trang Select Configuration Action, nhan vio Configure
Root Hints Only (Recommended For Advanced Users Only) va
sau d6 nhan Next

Trong trang Completing The Configure A DNS Server Wizard,
nhan Finish

10.Trong trang This Server Is Now A DNS Server, nhan Finish

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG 144
VOI WINDOWS SERVER 2003



CHUONG 3: THUC HIEN VIEC PHAN GIAI TEN BANG DNS

Bai tap 3-2. Thém mdt viing phén gidi xudi chinh thirc chuan
Trong bai tap nay ban s€ sir dung bang diéu khién DNS dé thém vao mot
vung phan giai xuo6i chinh chuan

1.
2.

9.

Nhan Start, tré vao Administrative Tools, va sau d6 lua chon DNS

Trong bang diéu khién, chon sau d6 nhén phai chudt vao
ComputerName (trong d6 ComputerName la tén may tinh cua
ban) va sau d6 nhan New Zone

. Trong trang Welcome To The New Zone Wizard, nhan Next

Trong trang Zone Type, nhan vao Primary Zone vi x6a lua chon
Store The Zoneln Active Dlrectmy (Available Only If DNS
Server Is A Domain Controller) rdi nhan Next.

. Trong trang Forward Or Reverse Lookup Zone, nhan vao

Forward Lookup Zone va sau d6 nhan Next.

Trong trang Zone Name, trong hop thoai Zone Name, nhap vao
computername.contoso.com, va sau d6 nhan Next

Trong trang Zone File, xac nhan réng hop chon Create A New
File With This File Name duoc Iwva chon va tén
computername.contoso.com.dns dugc hién thi trén hop va sau do
nhan Next

. Trong trang Dynamic Update, x4c nhan rang hop chon Do Not

Allow Dynamic Updates duoc lya chon va nhan Next

Trong trang Completing The New Zone Wizard, nhan Finish

Bai tip 3-3. Chuyén sang vung tich hop Active Directory
Trong bai tip nay, ban s& chuyén mot ving chuan sang ving chinh tich hop
Active Directory

1.
2.

Nhéan Start, tré vao Administrative Tools, va sau d6 lua chon DNS

Trong bang diéu khién, chon sau d6 nhan phai chudt vao
ComputerName (trong d6 ComputerName la tén may tinh cia
ban), m& rong Forward Lookup Zones, nhéan phai chudt vao
computername.contoso.com, vi sau 46 nhan vao Properties
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. Trong thé General, nhan vao Change

Trong ctra s6 Change Zone Type, lua chon Store The Zone In
Active Directory (Available Only If DNS Server Is A Domain
Controller), va sau d6 nhan OK

. Khi ban dugc hoi rang liéu ban ¢c6 muon vung nay trd thanh vung

tich hop Active Directory khong, nhan Yes.

D¢ dong ctra s6 trang Properties ciia computername.contoso.com,
nhan OK

Trong bang diéu khién, nhan vao Forward Lookup Zones, va
trong khung chi tiét, luw y rang bay gid, kiéu cua ving
computername.contoso.com di chuyén thanh viung tich hop
Active Directory

Bai tap 3-4. Tao ra vung phan giai nguoc
Trong bai tap nay, ban s€ tao ra mdt vung phan giai nguoc

1.
2.

Nhén Start, tré vao Administrative Tools, va sau d6 lya chon DNS

Trong bang diéu khién, chon sau d6 nhan phai chudt vao
ComputerName (trong d6 ComputerName la tén may tinh cua
ban), m& rong Reverse Lookup Zones, nhan phai chudt vao
computername.contoso.com, vi sau d6 nhan vao Properties

. Trong trang Welcome To The New Zone Wizard, nhan Next

Trong trang Zone Type, xac nhdn rang Primary Zone duoc lua
chon va xac nhan réng hop chon Store The Zone In Active
Directory (Available Only If DNS Server Is A Domain Controller)
dugc lya chon rdi nhan Next.

. Trong trang Active Directory Zone Replication Scope, xac nhan

rang hop chon To All Domain Controllers In The Active Directory
Domain Contoso.com duoc Ira chon va sau d6 nhan Next

Trong trang Reverse Lookup Zone Name, trong hop Network ID,
nhép vao 10.1.1 va sau d6 nhan Next.
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7.

Trong trang Dynamic Update, xac nhan rang hop chon Allow Only
Secure Dynamic Updates (Recommended For Active Directory)
duoc lua chon va sau d6 nhan Next.

. Trong trang Completing The New Zone Wizard, nhan Finish.

Trong bang diéu khién, nhin vao Reverse Lookup Zones vi trong
khung chi tiét, xac nhan rang ving c6 tén 10.1.1.x Subnet (trong
d6 x 1a s6 cia may tinh cua ban) hién thi voi kiéu 1a Active
Directory—Integrated Primary

Bai tap 3-5. Dinh vi ban ghi tai nguyén DNS
Bai tap 3-5 huong dan ban cach str dung bang diéu khién DNS dé nhan biét
ba ki€u ban ghi tai nguyén khac nhau

1.
2.

3.

Nhan Start, tré vao Administrative Tools, va sau d6 lya chon DNS

Trong bang di€u khién, mé rong Forward Lookup Zones va sau
dé nhan vao domain.contoso.com (trong d6 domain 13 tén mién
cua ban).

Tim céc ban ghi SOA, NS, A trong khung chi tiét

Bai tap 3-6. D& bo vai tro cia may chu DNS

Pé chuan bi cho cac Bai tap Thyuc hanh di kém trong chuong nay (sach BAI
TAP THUC HANH, chuong 3), bai tdp ndy huéng dan ban cach d& bo vai
tro ciia may chu DNS.

l.

Nhan Start, tré vao Administrative Tools, va sau do lua chon
Manage Your Server

. Trang Manage Your Server sé tu dong khoi tao theo mac dinh sau

khi dang nhap
Trong trang Manage Your Server, nhan vao Add/Remove A Role

Trong trang Preliminary Steps, nhan Next

. Trong trang Server Roles, nhan vao DNS Server va sau d6 nhan

Next

Trong trang Role Removal Confirmation, nhin vao hop chon
Remove The DNS Server Role va sau d6 nhan Next
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7. Trong trang DNS Server Role Removed, nhan Finish
CAC CAU HOI TONG KET

1. M6 ta qua trinh trong d6 cac mdy chi thir cap xac dinh liéu viéc
chuyén giao vung c¢6 nén dugc khoi tao hay khong.

2. Néu su khac nhau gitta mot truy van IXFR va mot truy van AXFR

3. Ban nhén thiy rang mot quan tri mang da chinh stra gia tri TTL
mac dinh cho vung DNS chinh cta cong ty cua ban la 5 phut. Su
thay do1 d6 anh hudng nhi€u nhat dén dicu gi sau day:

a. Cac may chu chinh khdi tao mot qua trinh chuyén giao ving cir
sau 5 phut

b. Cac may khach DNS phai truy van méy chu thuong xuyén hon
dé phan giai cac tén ma may chi d6 c6 tham quyén xir 1y.

c. Céac may chu tht cap khai tao mot sy chuyén giao ving clr sau
moi 5 phut

d. Cac may DNS dang ky céc ban ghi thuong xuyén hon.

4. Lién quan dén cac ving goi-trong-file, viéc luu cac ving DNS
trong Active Directory s€ dem lai két qua gi trong cac y sau day:

a. Viéc chuyén giao thong tin s& it thuong xuyén hon
b. Tang nhu cau quan tri

c. It suy hao nhat dén bang thong mang

d. Kha nang thuc hién cac cap nhat dong bao mat

5. Ban mudn dong nhét cac luu lwong DNS giita mang ctia ban va
Internet, Lam thé nao dé€ ban c6 thé sir dung mot may chuyén tiép
dé thuc hién diéu do

6. Vi cac Iy do nao ma mét may chu nguodn c6 thé phan h01 lai bang
mot kiéu chuyén giao AXFR trong khi nhan dugc yéu cau chuyén
giao IXFR?
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7. Ping hay sai: Mot may chi chinh luon khdi tao mot su chuyén
giao vung?

CAC KICH BAN TINH HUONG

Kich ban tinh hudng 3-1: Tdi wu héa lwu lwong va quan tri
DNS

Contoso, Ltd. ¢6 mét van phong chi nhanh két nbi dén van phong trung
wong bang mot dudng két ndi WAN tde d6 thap. cong ty muon t6i thiéu luu
lugng phat sinh béi may chit DNS ndi bo trén duong két ndi nay va ciing
muon giam thi€u viéc quan tri DNS tai van phong chi nhanh.
Ban s& cdu hinh may chit DNS nhu thé nao dé dat duoc cac muc dich trén?
a. VO hiéu hoa céc co ché Round-Robin (tra két qua luan phién) va
Netmask Ordering (tra két qua theo trat ty mang con)
b. Giam thoi gian nghi gitta cac 1an 1am tuoi trong ban ghi tai nguyén
SOA cua vung chinh
c. Khong cau hinh bat ky ving phéan giai xudi hay nguoc nao nhung cau
hinh may chu tré thanh mdt may chu chuyén tiép
d. Cau hinh ving phan giai xudi trén véi ban ghi phan giai WINS va
gidm gia tri thoi gian hét han ctia by nhé dém.
Kich ban tinh hudng 3-2: Giai quyét sw ¢ khi truy cip dén cac
tai nguyén bén ngoai.
Ban la quan tri mang cua cong ty Contoso Ltd. nguoi dung trong cong ty
phan nan rang ho khong thé truy cap cac tai nguyén bén ngoai tir trong mang
ndi bg. Ban da giam thleu cac van dé lién quan dén két ndi t6i may chit DNS
va han ché cdc su cd cua viée phan giai tén. Sir dung ping.exe, ban c6 kha
nang phan giai thanh cong té€n nd1 bd nhung khdong thé phan gidi cac tén bén
ngoai tur trong mang ndi bd. Pau 1a nguyén nhan c6 thé nhat ciia van dé nay?
a. May chit DNS noi b6 1a khong c6 tham quyén dbi v6i tén mién DNS
trén Internet.
b. Céc truy van 1ap bi v6 hi€u hoa trén may chi DNS
c. Cac truy van dé quy bi vo hiéu hoa trén may chu DNS
d. Cac root hint DNS bi thifu hodc bi cau hinh sai
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CHUONG 4: QUAN TRI VA GIAM
SAT DNS

Sau khi hoan thanh chwong nay, ban c6 kha nang:

B St dung cac cong cu quan tri dé cdu hinh H¢ thong tén mién
(DNS) bao gobm Nslookup, DNSLint va Dnscmd

B Dinh nghia viéc tich hop DNS va WINS (Dich vu tén Internet
trén Windows) va giai thich cach thic cic tén may va cac hé
thong mang vao/ra co bian (NetBIOS) c6 thé phu hop véi viéc
tich hop DNS va WINS nhu thé nio

B Cau hinh cac tiy chon c6 thé trong thé Advance cta hop thoai
DNS Server Properties

B Giai thich cach thtrc cac ban ghi tai nguyén hét han bi ldo hoa va
loai bo va khdi tao qua trinh 130 hoa va loai bé nhu thé nao.

B Hién thi va x6a bd dém phan giai ten DNS
M Bao mat cac doi tuong DNS trong dich vu thu muc sir dung Active
Directory

B St dung Nhat ky su kién (Event Log), nhat ky g& 10i (debug log)
DNS va trinh giam sat dong b Active Directory (Active Directory
Replicate Monitor) dé giam sat va giai quyét sy co DNS.

DNS 1a dich vu quan trong then chdt trong hé théng mang st dung
Microsoft Windows Server 2003. Néu DNS khong hoat dong, cac may tram
thudng xuyén khong thé két ndi dén Internet hodc dén cac may tram khac va
Active Directory cling khong hoat dong dugc. Cac thu tuc quan tri va giam
sat hi€u qua s€ lam gidm nguy co may chu DNS khong hoat dong.

Chuong nay gioi thiéu ban cac cong cu, khai niém, va cac thu tuc can thiét
dé quan tri va giam sat viéc phan giai tén DNS. Cac chu dé trong chuong
nay bao gdm bao mat DNS, giam sat va xtr 1y sy ¢c6 DNS bang cac cong cu
nhu nhat ky su kién va nhat ky go r6i DNS va st dung céc cong cu nhu
nslookup, Replication Monitor va Dnscmd

SU DUNG CAC CONG CU QUAN TRI DNS
Mot s6 cong cu rat hiru ich dé quan tri va giam sat dich vu DNS. Cac cong
cu nay bao gom nhu sau:
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B Bang diéu khién DNS, nd 13 mot phan trong Administrative Tools.
Bang diu khién DNS 1a cong cu chinh thirc d€ cau hinh DNS. No
dugc hién thi trong Hinh 4-1.

. dnsmgmt - [DNS\ACAPULCO] =10] x|
,_;"J,l File Action View ‘Window Help ‘;Iilill
> OEXFRB| 2|8 [0 |
ACAPLLCO
Mame |

+ Forward Lookup Zones
#-_] Reverse Lookup Zones
= @ Event Vigwer

I Forward Lookup Zones
I Rreverse Lookup Zones
LI Event Viewer

a¥]Root Hints
A¥]Forwarders

Hinh 4-1. Bang diéu khién DNS

B Nslookup, c6 thé sit dung dé truy van cac thong tin vé ving DNS dé
xac nhan céc ban ghi tai nguyén da ton tai va da dugc cau hinh trudc.

B DNSLint, mot cong cu dé xac nhéan su théng nhat ciia mot tap xac
dinh cac ban ghi DNS tén nhi€u may chu DNS

B Tinh ndng ghi nhat ky, vi du nhu nhat ky may chiu DNS ma ban c6 thé
xem trong bdang diéu khién DNS hoic Event Viewer. Céc nhat ky viét
vao file nay c6 thé sir dung tam thdi nhu mét tiy chon g& rdi ning cao
dé ghi nhat ky va theo doi cac su kién dich vu xac dinh.

[ D]cscmd, cho phép ban su giung giao di¢n dong lénl} dé th}rc hién hau
hét cac tac vu ma ban c6 thé thuc hién trong bang di€u khién DNS

Sir dung bang diéu khién DNS dé giam sat cac may chi DNS
Ban c6 thé st dung bang diéu khién DNS dé lgiém tra cac may chu DNS tu
dong hodc thu cong bang cach thuc hién hai ki€u truy van khac nhau:

B Mot truy van don gian, hay mot truy van Lip. Thanh phén phan giai
tén DNS trén may chu (dong vai tro may khach) s€ truy van chinh cac
may chit DNS néi bd, du chiing déu nam trén cing mot may tinh.

B Mot truy van dé quy dén cac may cha DNS khéac. Thanh phan phan
giai tén DNS trén may chu (dong vai tr6 may khach) truy van may chui
DNS ndi by, nhung thay vi guri di mot truy van ldp, n6 s€ gui mot truy
van dé quy. Trong truong hop dic biét, may khach s& yéu cau may
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chu str dung d¢ quy dé phan giai mot truy van kleu tén may chu (NS)
Ve gbc cua khong gian tén mién DNS. Kiéu truy van nay thudng yéu
cdu cac qua trinh xur Iy dé quy bo sung khac va co thé c6 ich khi mu6n
xac nhan cac may chu root hints hodc xac nhan viéc uy quyén cac

vung da duogc thiét lap mot cach dung dén.

Céc thiét 1ap nay duoc truy cdp bang cach nhan vao thé Monitoring trong
ctra sO trang thuQc tinh cia may chia DNS. Ban c6 thé thyc hi¢n viéc kiém
tra bang cach nhan vao phim Test Now hodc chi dinh mot khoang thoi gian

lap dé thuc hién viéc kiém tra nay.

Két qua cua ca hai viéc kiém tra tu dong va thu cong s€ duoc hién thj trén
hop danh sach Test Results thé hién trong Hinh 4-2. Cac thong tin ndy bao

gom:

B Thoi gian va ngdy thang khi ma truy van duoc gui di

B Céc két qua trang thai bd sung ctia 1an kiém tra xac dinh nao do, vi du
nhu d6 1a céc truy van don giadn hay d¢ quy, thanh cong hay that bai

ACAPULCD Froperkies 5 B
Inletlaces | Foresrders | Advanced | RoolHnl:
Oetugloogng | EvenlLogio Moritaring I Secunly

Ta weliy e conligaration of the server, vou can peiform manusl o
automatic kesling.

Select = best hpe

W & ecusive queny o olher DMS seivers

Ta peatarm the fes mmedatel. cick Teat How Tt How I

W Feform automsbc b=xling st the [olossng nleres:

Testinterval |30 [minwes =|
Tezhresuliz
[ata | T | Simple Guery | Recwsren. |
0RO BT PN Paz: Fal
OF. I Cancel I SRRy I

Hinh 4-2. Hop danh sach Test Result

Truy van DNS bang Nslookup

Nslookup la mot cong cu dong 1énh kém theo giao thiuc TCP/IP va c6 trong
Windows Server 2003, cong cu nay thyc hién truy van DNS va cho phep
kiém tra thanh phan cua file cua vung trén cdc may chu nd1 bd va & xa.
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Nslookup thuong xuyén dugc sir dung dé xac nhan cau hinh ciia cac ving
DNS, dé chan doan va giai quyét su cd cua viée phén giai tén. Nslookup c6
thé thuc hién tai ddu nhac dong lénh (trong ché do dau nhic dong 1énh) hoic
nhu mot chuong trinh ma tiép nhan cac chudi dong 1énh va truy van ké tiép
nhau (trong ché d6 tuong tac). Pé tim mot tén may don, ban chi can nhap
vao mdt dong I¢nh don tai d4u nhéc dong 1€nh. Vi dy, thuc hién 1€nh sau day
tai ddu nhic dong 1énh s& tra vé mot dja chi IP ge"ln vo1 tén FQDN cua
www.microsoft.com (két qua dau ra cé thé thay d6i):

C:\>nslookup www.microsoft.com

Server: bottincdcl.bottinc.com

Address: 192.168.0.100

Non-authoritative answer:

Name: www.microsoft.akadns.net

Addresses: 207.46.134.155, 207.46.134.190, 207.46.249.222, 207.46.249.27
207.46.249.190

Aliases: www.microsoft.com

Pé phan giai truy van nay, tién ich nslookup s& giri tén can truy van dén may
chi DNS ma da dugc chi dinh trong két ndi chinh thirc cua may tram ndi bo.
May chit DNS nay c6 thé tra 10i truy van tir bd nhé dém cua nd hodc thong
qua dé quy.

Neéu ban gtri di mét truy van vé mot tén may khong ton tai, ban s€ nhan duoc
phan hoi nhu sau:

C:\>nslookup thisdoesnotexist.bottinc.com
Server: bottincdcl.bottinc.com
Address: 192.168.0.100

*** bottincdcl.bottinc.com can't find thisdoesnotexist.bottinc.com:
Non-existent domain

Néu ban dang xtr Iy sy ¢d cho mot may chit DNS cu thé nio d6 ma khéng
phai la may chu chinh thirc chi dinh trong cau hinh may tram noi bo, ban c6
thé chi dinh may chua d6 trong 1énh nslookup. Vi dy, dong 1énh thuc thi trong
ddu nhic dong 1énh sau day sé truy vin vé tén www.microsoft.com bang
cach s dung may chu DNS c6 dia chi 207.46.138.20.

C:\>nslookup www.microsoft.com 207.46.138.20

Ban con c6 thé st dung nslookup dé phan giai dia chi IP sang tén may. Vi
du, d(‘)ng’ Iénh sau day thuc hién tai dau nh:Zlc dong 1énh ,sé tra la1 mot tén
FQDN gan véi dia chi IP 207.46.249.222, thé hién trong két qua nhu sau:

C:\>nslookup 207.46.249.222
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Server: localhost
Address: 127.0.0.1

Name: www.microsoft.com
Address: 207.46.249.222

Cu phap cua nslookup

Str dung ct phap sau day cua nslookup trong ché doé dau nhac dong I¢énh:
nslookup [-opt. ...] [{Host|[Server]}]

Dong 1énh nslookup st dung ct phap trén v6i cac tham s sau day:

= -opt. Chi dinh mét hoac nhiéu 1énh con cua nslookup nhu 1a tuy chon
cua dong 1énh

= Host. Tim kiém thong tin vé& tram bang cach st dung may chu tén
DNS (NS) mac dinh hién tai, néu nhu khong chi dinh rd mot may chu
nao khac. Pé tim kiém mot méy tinh ma khong cé trong mién DNS
hién tai, ban phai ga"m thém vao cac diu cham trong tén.

= Server. Chi dinh st dung may chu nay nhu la may chu tén DNS. Néu
ban bdé qua tham s6 ndy, may chu t€én DNS mac dinh s& dugc st dung.

Sz dung Ché dp twong tic

Khi mudn st dung nhiéu 1énh Nslookup, vi¢c thuc hién nslookup trong ché
do tuong tac s€ dem lai hi¢u qua tdt hon. Dé vao ché do tuong tac, mé mot
dau nhic dong 1énh, nhap vao nslookup va nhan Enter.

Trong ché d6 tuong tac, nslookup chap nhéan cac 1énh va cho phép chuong
trinh thuc hién rat nhiéu chic nang, vi du nhu hién thi cac noi dung dac biét
ctia cac thong diép co trong cac trao ddi DNS, gia 1ap mot qua trinh chuyén
giao ving hoic tim kiém céac ban ghi c6 kiéu xac dinh trén mot may cha nao
d6. Cac 1énh nay co6 thé hién thi bang cach nhap vao lénh help hodc ? nhu
thé hién trong Hinh 4-3.
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Command Prompt - nslookup

Microzoft Windows [Uersion 5.2.379081
¢G> Copyright 1985-2803 Microsoft Corp.

C:“Documents and Settings“Administrator.ABC. 881 >nszlookup
Default Server: mailsruv.ahc.com.un
Address: 192.168.5.1

(identifiers are showun in uppercase,. [] means optional?
print info about the hostsdomain HAME using default server
— a=z above, but use MAMEZ az server
— print info on common commands
— set an option
print options, current server and host
print debugging information
print exhaustive debugging information
append domain name to each guery
aszk for recursive answer to guery
uze domain search list
always use a virtuwual circuit
zet default domain name to MAME
61 — zet domain to MWl and search list to Mi.H2,. etc.
set root server to NAME
zet number of retries to X
zet initial time—out interval to ¥ secon
set guery type Cex. A,.ANY.CMAME.MH.NS. PTR S0A.SRU>
same as type
class=H zet guery class Cex. IN (Internet),. ANYD>
[noInsxfr uze M5 fast =zone transfer
ixfrver=§ — current version to use in IXFR transfer request
server MAME — set default server to HAME, using current default server
lzerver NAME — zet default server to MAME. using initial server
flnger [USER] = flnger the optional HAME at the current default host
root current default server to the root
1z [opt]l DOMAIN [) FILE] — list addresses in DOMAIN <optional: output to FILEX}
—-a — list canonical namesz and aliases
—-d — list all records
—t TYPE — 1list records of the given type Ce.g. A.CHAME.HMX.HS.PIR etc.>
view FILE — zort an '1z’ output file and view it with pg
exit — exit the program

>

[noldebug
[no1d2

[no ldefname
[nolrecurse
[nolszsearch
[noJvc
domain=NAME
srchlist=N1L[/N2/..__/
root=MAME
retry=g
timeout=¥
type =4
querytype =¥

Hinh 4-3. Cac 1énh trong Nslookup

Kham pha cac tuy chon trong Nslookup

Khi ban dang ¢ trong ché do tuong tac, ban c6 thé sur dung 1énh Set dé ciu
hinh cac tuy chon cua nslookup dé xac dinh cach thirc phan giai cac truy
van. Mot tuy chon 1a str dung 1énh debug. Theo mac dinh, nslookup duoc
thiét 1ap la Nodebug. Nhap vao set debug khi dang trong ché do tuong tac
s& chuyén sang ché do gd réi, ché do nay cho phép nslookup hién thi cac
thong diép phan hoi DNS trong qué trinh trao d6i v6i may chit DNS nhu thé
hién trong Hinh 4-4.
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¢ | Command Prompt - nslookup

> zet debug

> mail
mailsruv._abc.com.un
192 168.5.1

Got ansuer:
HEADER:
opcode = QUERY, id = 2, rcode = NOERROR
header flags: response, auth. answer, want recursion
guestions = 1, answers = B, awnthority records = 1, additional =8

QUESTIONS =
mail.abc.com.vn, type = A, class = IH
AUTHORITY RECORDS:
—» cmCc.com.vn
ttl = 3688 (1 hour>
primary name server = mailsru.abc.com.un
responsible mail addr = admin
serial 278681
refrezh 200 (15 mins2>
retry 608 (18 mins2
expire 864880 {1 day>
default TTL = 3688 (1 hour2

Hinh 4-4. Nslookup trong ché d6 gé roi

LUU Y. Cdc lénh Nslookup déu phdn, biét chir hoa, t{zw&ng. Cac
lénh nslookup dwoc nhdp vao trong ché do twong tdac 7déu phan biét
chit hoa va chir thuong va phai dwoc nhdp vao trong kiéu chir thuong.

Ban c6 thé xem cac tuy CI}(_)n hién tai dang duoc cAu hinh cho nslookup béng
cach chay Iénh Set All, thé hién trong Hinh 4-5.

c+ |Command Prompt - nslookup

> set all
Default Server: mailsrv.cmc.com.vn
Address: 192.168.1.8

search
FECUFEE
nod2
novc

noignoretc
port=53
type=A
class=IN
timeout=2

retry=1
root=A.ROOT-SERVERS .NET.
domain=cmc.com.vn

MSxfr

I¥FRversion=1
srchlist=cmc.com.un/com.un

Hinh 4-5. Hién thi cac tiy chon ciia Nslookup
Bang 4-1 mé ta céac tiy chon thong dung nhat cu hinh bang 1énh Set
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Bing 4-1. Cac tuy chon dong I1énh di kém véi I€nh Set

cac goi tin giri dén may chu va két qud cua cau tra
101

Cac tuy chon Muc dich Vidu

Set all Hién thi cac trang thai cdu hinh ciia cac tiy chon | >set all

set [no]debug Dit Nslookup trong ché do g& roi. Khi ché 46 g& | >set debug
rdi duoc bat 1én, nhiéu théng tin dugc in ra hon vé | hodc

set nodebug

domain=<domain
name>

s€ dugc gan vao cac truy van chua chung nhan (vi
du Sales la mdt truy vén chua duge ching nhin
ctia sales.fabrikam.com) bao gdm tt ca cac tén
truy vin ma khong c6 dau cham di kém trong
phan hau t cia tén

set [no]d2 bit Nslookup trong ché do g0 r0i dién giai dai do | >set d2
d6 ban c6 thé kiém tra truy van va cac goi tin hodc
phan hoi giita bo phan phan giai va may chu set nod2
set Thong bao bo phén phan giai rang tén mién nao >set domain

=bottinc.com

querytype=<record
type> hodc set
q=<record type>

A, PTR, SRV). Néu ban mudn by phén phéan gidi
truy van tat ca céc ki€u ban ghi tai nguyén, nhap
vao set type=all

set timeout=<time- | Thong bao b phén phan giai vé gia tri thoi gian | >set
out value> hét han dugce st dung, tinh bang giay. Tuy chon timeout=>5
nay c0 ich néu duong truyén chdm ma trén dé cac
truy van hay bi hét han va thoi gian chd doi ludn
phai kéo dai
set type=<record Thong bao bd phan phan giai vé kiéu ban ghi tai | >set type=A
type> hodc set nguyén nao s& duge tim kiém (vi du cac ban ghi >set =MX

Phan sau day s& mo ta cach thirc thuc hién cac tac vu thong thuong bang
cach st dung nslookup trong ché do tuong tac.

Tim kiém cdc kiéu dir ligu khdc nhau

Theo mac dinh, cac tén dugc truy van trong 1énh nslookup s& chi tra lai cac
ban ghi tai nguyén dia chi may (A) phu hop. Pé tim kiém cac kiéu dit lidu
khac nhau trong khong gian tén mién, sir dung 1énh Set Type hoic 1énh Set
Querytype (Set Q) tai diu nhiac dong 1énh. Vi dy, dé chi truy van dén ban ghi
tai nguyén trao d6i thu dién tir (MX) thay vi cic ban ghi tai nguyén A, nhap
vao set g=mx nhu thé hién dudi day:

C:\>nslookup

Default Server: bottincdcl.bottinc.com
Address: 192.168.0.100

> set g=mx

> microsoft.com

Server: bottincdcl.bottinc.com

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG 157

VOI WINDOWS SERVER 2003



CHUONG 4: QUAN TRI VA GIAM SAT DNS

Address: 192.168.0.100
Non-authoritative answer:
microsoft.com MX preference = 10, mail exchanger = maila.microsoft.com
microsoft.com MX preference = 10, mail exchanger = mailb.microsoft.com
microsoft.com MX preference = 10, mail exchanger = mailc.microsoft.com
maila.microsoft.com internet address = 131.107.3.124
maila.microsoft.com internet address = 131.107.3.125
mailb.microsoft.com internet address = 131.107.3.122
mailb.microsoft.com internet address = 131.107.3.123
mailc.microsoft.com internet address = 131.107.3.121
mailc.microsoft.com internet address = 131.107.3.126
>
LUU Y. Truy vin mét bin ghi thujc kiéu bét ky. Pé truy van mét
ban ghi kiéu bat ky, thwc hién lénh nslookup sau: Set g=any

Lan dau tién mot truy van duoc tao ra dé tim kiém mot tén & xa, cau tra 1oi
1a c6 tham quyén, tuy nhién céc truy van tiép sau 14 khong co tham quyén.
Cach thirc nay la boi cac 1y do sau day: lan dau tién mot may ¢ xa duoc truy
van, may chu DNS n6i b s€ lién lac voi may chu DNS ma co thAm quyén
cua mién d6. May chu DNS ndi bd sau do s€ luu dém cac thong tin do lai do
d6 cac truy van tiép sau s& dugc tra 10i mot cach khong c6 tham quyén bang
cac thong tin co6 trong bd dém ctia may chu.

Truy vin cdc mady chu tén khdac mot cach truc tiép

pé truy van cac may chu tén khac mét cach truc tiép, su dung I¢énh Server
hoic Lserver dé chuyén sang may chu tén d6. Lénh Lserver st dung may
chu tai chd dé ldy dia chi ctia mdy chii ma n6 s& chuyén tdi trong d6 1énh
Server sir dung may chu mac dinh hién tai dé léy dia chi.

Sau khi ban thuc thi bat ky mot 1€nh nao trong cac 1é€nh trén, tat ca cac tim
kiém ti€p theo trong phién nslookup hién tai s€ dugc thuc hién trén may chu
chi dinh ¢ trén cho dén khi ban chuyén sang may chu khac.

Ct phép sau diy minh hoa cic thong tin ma ban nhap vao dé khai tao viéc
chuyén may chu.

C:\> nslookup

Default Server: nameserverl.contoso.com
Address: 10.0.0.1

> server nameserver2

Default Server: nameserver2.contoso.com
Address: 10.0.0.2
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Sir dung cdc lénh phu Ls trong nslookup dé xem dir ligu ciia viing

Ban co thé sir dung 1énh phu Ls cta nslookup dé liét ké cac thong tin vé mot
mién DNS. Khi ban sit dung 1énh nslookup véi phu 1énh Ls, ban thuc té
dang yéu cau mot sy chuyén giao ving. Ct phap cta 1énh Ls nhu sau:

Is [-a|d|ttype] domain. [> filename]
Bang 4-2 liét ké cac tuy chon hop 1€
Bang 4-2. Cac tuy chon Ls trong Nslookup

Cac tuy chon | Muc dich Vi du
>|s -t cname
-t QueryType | Liét ké tit ca cac ban ghi ciia kiéu x4c dinh contoso.com
Liét ké cac bi¢t danh cua cac may tinh trong
-a mdt mién DNS (tuong duong v6i -t CNAME) | >Is -a contoso.com
-d Liét ké tat ca cac ban ghi trong mot mién DNS | >Is -d contoso.com

(twong duong voi -t ANY)

Liét ké tat ca cac thong tin vé CPU va hé diéu
hanh trong mot mién DNS (twong duong véi -t
-h HINFO) >Is -h contoso.com
Liét ké cac dich vu da biét cua cac may tinh
trong mot mién DNS (twong duong véi -t

- S WKS) >s -s contoso.com
Céc thong tin dau ra sau day sé hién thi cach st dung 1énh Ls trong ché do
tuong tac.

>[s contoso.com

[nameserverl.contoso.com|

nameserverl.contoso.com. NS server = nsl.contoso.com
nameserver2.contoso.com NS server = ns2.contoso.com

nameserverl A 10.0.0.1

nameserver2 A 10.0.0.2

>

Theo mac dinh, dich vu DNS Server cho phép cac thong tin ctia vung chi
dugc chuyén giao dén cac may chu liét ké trong cac ban ghi tai nguyén tén
may chu (NS) cua mot vung. Méac du day la mot thiét 1ap bao mat, ban nén
ting cudng sy bao mat bang cach chi cho phép chuyén giao vung dén cac dia
chi IP x4c dinh. Ban ciing c6 thé tiy chon cho phep chuyén giao vung dén
may chu bat ky. Pay 1a thiét 1ap khong duoc khuyén khich va né c¢o thé lam
16 dién dit liéu DNS cutia ban véi cac ké tan cong va ching co thé nhan biét
hé théng mang cua ban dé phuc vu cho cac qua trinh tin coéng 16n hon.
Thong bao 16i sau ddy duoc tra vé néu viéc chuyén giao ving bao mat dugc
thiét 1ap:
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*** Can't list domain <example>.: Query refused

St dung DNSLint

DNSLint 13 mot cong cu dong 1énh DNS c6 trong Windows Server 2003 dé
xac nhan su déng nhét ctia mot tap hop ca bi¢t cuia cac ban ghi DNS trén
nhiéu may chi DNS. N6 ciing c6 thé gitp d& trong viéc chan doan va giai
quyét 18i gy ra boi viée ban ghi DNS thiéu hodc khong dang. DNSLint bién
dich cac két qua vao trong mot file Hypertext Markup Language (HTML) ¢6
tén theo mac dinh 1& DNSLint.html. File nay duoc luu trong cung thu muc
ma tir 6 ban thuc hién 1énh DNSLint nay.

Vi du, DNSLint c6 thé trg gitip ban khi cac may khach gip phai su cb trong
khi phan giai cac tén NetBIOS hoic gitp ban xac nhan rang cac ban ghi
SRV (ma cac may khach c6 thé st dung dé tim kiém cac may cha WINS)
déu c6 san va chaa thong tin chinh xac. DNSLint c6 thé trg gitip ban trong
viéc xac dinh chéc chan liéu DNS c6 gay ra sy ¢6 nao khong.

Ban c6 thé st dung DNSLint dé giai quyét su cd cac van dé vé viéc dong bo
Active Directory lién quan dén DNS. Pac bi¢t, sit dung DNSLint con dé xac
dinh cac van dé sau:

W Liéu tit ca cac may chu DNS, duogc cho 1a ¢6 thim quyén ddi véi root
cia mot rimg Active Directory, c6 du cic ban ghi DNS céan thiét dé
ddéng bd cac phan ving thu muc mot cach thanh cong gitta cac may
cht quén tri mién trong mot rimg Active Directory hay khong.

B Li¢u mot may chu quan tri mién Active Directory cu thé nao do co thé
phéan giai cc ban ghi DNS can thiét dé dong bd cac phan ving thu
muc mot cach thanh cong gilta cac mdy chii quan tri mién trong mot
ring Active Directory hay khong. DNSLint nhan biét cac ban ghi
DNS nao khong thé phan giai duoc bang may chii quan tri mién dang
duoc kiém tra.

THONG TIN THEM. Si dung DNSLint dé giai quyét sw cé dong
bé Active Directory. Xem Microsoft Knowledge Base badi viét 321046,
“LAM THE NAO: St dung DNSLint dé gidi quyét sw c6 dong bé
Active Directory” Dé tim bai viét ndy, truy cdp trang
http://support.microsoft.com va nhdp vdo sé thir tir ciia bai viét trong
hop thogi Search The Knowledge Base

Trong kich ban khac, ban c6 kha nang guri email nhung khong nhéan duoc.
Mot trong nhirg nguyén nhan c6 thé 1a cau hinh DNS khoéng dung. Be xac
dinh li¢u DNS c6 bi cau hinh sai hay khong, sit dung DNSLint dé xac nhan
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su ding ddn cac ban ghi DNS trong may chit DNS sir dung dé phan giai dia
chi IP ciia may chi Email.

Cu phap cia DNSLint va cdc chirc nang.
Cu phap cua DNSLint nhu sau:

dnslint /d domain_name. |/ad [LDAP IP address] | /ql input file.

[/c [smtp,pop,imap]] [/no_open] [/r report name]

Y] [/test _tcp] [/s DNS' IP_address] [/V] [/y]
DNSLint thyc hién mot trong ba chirc nang sau va sau dé sinh ra mot bao
cao HTML.

B ./d Khoa chuyén /d (kiém tra tén mién) duoc st dung dé kiém tra mot
tén mién DNS cu thé. Khoa chuyén nay dugc st dung dé tro giap
trong viéc chan doan van dé& “ay quyén khong dung” va cac van dé
khac lién quan den DNS. Viéc uy quyén khong ding xay ra khi mot
vung duoc ty quyén cho mot may chii ma chua dugce cdu hinh dung
dan dé c6 thAm quyén cta ving d6 hodc mdt may chi c6 thAm quyén
cho mot ving lai c6 mot ban ghi NS tro dén may khac trong khi may
nay khong c6 thim quyén d6i véi vang do.

B ./ad Khoa chuyén /ad (kiém tra viéc ddng bd Active Directory) sir
dung dé kiém tra cac ban ghi DNS ma chiu trach nhi€ém cho viéc déng
bo rimg Active Directory. Hinh 4-6 thé hién két qua cta cac bio céo
DNSLint khi thuc hién v6i 1énh /ad /s localhost /v
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/] DNSLint Report - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help |Links ”‘ |'f

DNSLint Report

Systemn Date: Tue Feb 14 14:25:18 2006

Command run
dnslint fad Is localhost v
Root of Active Directory Forest:

cmc.com.vn

Active Directory Forest Replication GUIDs Found: i

DC: HANOLCOMTROLLER-1
GUID: 2a00e27b-1cf7-4510-b438-69e 1e80a2aeb

DC: HANO-COMTROLLER-2
GUID: e67dB836- Fbbc-4738-865c-93a6a4380068

DC: DAMANG-CONTROLLER-1
GUID: ¢2d3822b-b123-4b4f-9cfd-5e8c1bfabhea

DC: HCM-CONTROLLER-1
GLID: 9499cefd-8173-4cbe-ae15-37021ff9ac12

Total GUIDs found: 4

Results from querying the locally configured DNS 4|
’e| ’_’_’_I_’_ _" My Camputer 4

Hinh 4-6: Trang két qua ciia DNSint

W /ql Khoa chuyén /gl (kiém tra Danh sach truy van) duoc s dung dé
kiém tra cac ban ghi DNS chi dinh trong mdt file van ban.

THONG TIN THEM. Sir dung DNSLint. Xem Microsoft Knowledge
Base bai viét 321045 “Mé ta tién ich DNSLint”. Dé tim bai viét nay,
truy cap trang http://support.microsoft.com va nhdp vdo sé cia bdi
viét trong hop thoai Search The Knowledge Base

Céc thu tyc sau ddy mo ta cach thie sir dung cac tham s tu dong tao ra véi
khoa chuyén /gl dé sinh ra mdt file ma ban c6 thé tuy bién no.

> Tao ra mét file ddu vao cho DNSLint

Dé tao ra mot bao cdo DNSLint, thuc hién theo cac bude sau:
Mo ctra s6 ddu nhac dong 1énh

Duyét dén thu muc chta Dnslint.exe.

Tai dau nhic dong 1énh, nhap vao dnslint /ql autocreate

> » b

Khi cac tham sb tu dong tao ra dugc them vao trong khoa chuyén
/ql, mot file van ban truy van mau dugc tao ra.

5. Tai ddu nhic dong lénh, nhap vao notepad in-dnslint.txt
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6. Trong Microsoft Notepad, trong dong thu bay tinh tir dudi Ién,
thay the tu dnsl.cp.msft.net thanh
ComputerName.northwindtraders.msft

7. Trong Notepad, trong bén dong cudi cung cua file, thay doi bat cir
truong hop nao cua dia chi 207.46.197.100 thanh dia chi IP cua
may chid DNS ma ban muodn str dung dé truy van

8. Trong Notepad, luu file thanh Dnslintquery.txt trong cung thu muc
ma chtra In-dnslint.txt va sau d6 dong Notepad lai.

9. Tai ddu nhac dong 1énh, nhép vao dnslint /gl dnslintquery.txt /v.
Khoa chuyén /ql s& yéu cdu cac truy van tur danh sach dac biét
(Dnslintquery.txt). Khoa chuyén A s& yéu cau cac phan hodi giai
thich chi tiét

10.Khi bdo cdo HTML mé ra, xac nhan ndi dung va sau do dong bao
cao

11.D6ng dau nhac dong 1énh

St dung Dnscmd

Ban c6 thé sir dung cong cu dong I¢énh Dnscmd dé thuc hién hau hét cac tac
vu ma ban thuc hién tai bang diéu khién DNS. Cong cu nay cé thé sir dung
dé tao cac file kich ban script, dé tro gidp trong viée tu dong quan tri va cap
nhat cac cdu hinh mdy chu DNS sin c6 hodc dé thuc hién cai dit va cu hinh
cac may chu DNS. Vi dy, ban c6 thé 1am cac viéc sau day:

Tao, x6a va xem céac vung va cac ban ghi
Khoi tao lai cac thudc tinh cia may chu va vung

Thuc hién cong viéc bao dudng vung vi du nhu cép nhat vung, nap lai
vung, lam tuoi vung, ghi vung vao trong file hodc Active Directory, va
tam ngung hodc ti€p tuc lai mdt vung.

X6a bd nhd dém
Ngung va khoi dong dich vu DNS

Xem cac thong sd thong ké

Dnscms qdu:c_wc trang bi nhu 1a mot cong cu dong 1énh dé quan tri cac may chu
DNS. bé st dung Dnscmd, ban phai cai dat Windows Support Tools.
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» Cai dat Windows Support Tools.
Dé cai dat Windows Support Tools, thyc hién theo cac budce sau:
1. Pua dia CD Windows Server 2003 vao trong 6 dia CD-ROM
2. Chuyén dén thu muc \Support\Tools
. Nhan dup vao supports.msi

3
4. Khi trang Welcome To The Windows Support Tools Setup Wizard
xuat hién, nhan Next

)]

. Trong trang End User License Agreement, nhan I Agree va sau do
nhan Next

N

. Trong trang User Information, cung cap tén ctia ban va tén cua doanh
nghi¢p cua ban va sau d6 nhan Next

7. Trong trang Destination Directory, nhap viao dudong dan noi ma sé& cai
dat Windows Support Tools vao 6 va sau d6 nhan Install Now

o0

. Trong trang Completing The Windows Support Tools, nhan Next.

> Hién thi danh sich hoan chinh ciia cac ving

Pé hién thi mot danh sach hoan chinh cua céc vung duoc cdu hinh
trén mot may chu DNS bang cach st dung Dnscmd, tai dau nhac dong
1énh, nhap vao dnscmd [ComputerName] /enumzones.

Thuc hién Dnscmd véi localhost s& cho ra két qua nhu sau:

C:\>dnscmd localhost /enumzones

Enumerated zone list:

Zone count =5

Zone name Type Storage Properties

. Cache AD-Legacy

__msdcs.contoso01.com Primary AD-Forest Secure
1.1.10.in-addr.arpa Primary AD-Legacy Secure Rev
computer(1.contoso.com Primary AD-Legacy
contoso01.com Primary AD-Domain Secure
Command completed successfully.

> Hién thi cac thong tin ving dic biét
Dé hién thi céc thong tin vé mot vung ddc biét ma duogc cAu hinh trén
mot may chu DNS bang cach st dung Dnscmd, tai dau nhac dong
1énh, nhap vao nhu sau:
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dnscmd [ComputerName] /zoneinfo [zone]
Thuc hién 1énh sau ddy s& cho ra két qua giéng nhu sau day:
C:\>dnscmd localhost /zoneinfo contoso0l.com

Zone query result:

Zone info:
Ptr = 00083050
zone name = contoso01.com
zone type =1
update =2
DS integrated =1
data file = (null)
using WINS =0
using Nbstat =0
aging =0
refresh interval =168
no refresh =168
scavenge available = 3529116
Zone Masters
NULL IP Array.
Zone Secondaries
NULL IP Array.
secure secs =3
directory partition = AD-Domain flags 00000015

zone DN =DC=contoso01.com,cn=MicrosoftDNS, DC=DomainDnsZones,

DC=contoso01,DC=com
Command completed successfully.

TICH HQOP CAC VUNG DNS VOI WINS

DNS va WINS tich hgp véi nhau 1a mdt qua trinh trong d6 DNS str dung
WINS dé phén gii cac tén sang dia chi IP. DNS dugc sir dung dé phan giai
cac tén may va cac dich vu sang dia chi IP va WINS dugc s dung dé phan
giai cac tén NetBIOS sang dia chi IP. Ban c6 thé cau hinh thl cong cac anh
xa tén NetBIOS sang dia chi IP trén may chu DNS hodc ban c6 thé ciu hinh
may chi DNS chuyén tiép cac tén truy vin sang may chit WINS dé phan
giai. Viéc tich hgp DNS va WINS cho phép cac may khach DNS st dung
cac tén NetBIOS c6 sian trong WINS dé tra ctru tén may. Dich vu DNS cung
cap kha nang str dung cac may cha WINS dé tra ciru cac tén ma khong c6
trong khong gian tén DNS bang cach kiém tra khong gian tén NetBIOS ma
WINS quén ly.
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Khi ban cau hinh tra ctru bang WINS cho mot ving phan giai xudi, mot ban
ghi tai nguyén WINS tré dén may chu WINS, ma ban chi dinh trong thé
WINS, s& duoc thém vao trong CSDL cta ving. Khi ban cu hinh tra ctru
WINS-R cho mét vung phan giai ngugc, mdt ban ghi tai nguyén tuong Gng
WINS-R sé& dugc thém vao trong CSDL cua vung.

Cac tén may va tén NetBIOS c6 thé giéng nhau trong Microsoft Windows
Server 2000 hodc Microsoft Windows Server 2003, diéu nay cho phép DNS
va WINS c6 thé két hop v6i nhau dé phan giai cac tén. Trong mot s truong
hop, viéc cac doanh nghiép sir dung CSDL WINS co san dé phuc vu viéc tra
clru cac tén sé tot hon 1a cau hinh ting may tram trong CSDL ctia WINS
sang CSDL cua DNS.

QUAN TRI DNS BANG CAC THUQC TINH
NANG CAO CUA MAY CHU DNS

Céc thudc tinh ning cao cia may chu DNS 1a céc thiét 1ap ma c6 thé dugc
c4u hinh trong thé Advance ctia hop thoai DNS Server Properties (Thé hién
trong Hinh 4-7). Cac thugc tinh nay lién h¢ dén céc tinh ning dic biét cua
may chu, vi du nhu v6 hiéu hoéa dé quy, tién hanh phéan giai cic may nhiéu
giao tiép mang va co thé twong thich véi cic may chu DNS khong phai 1a
cua Microsoft.
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SRR Properies K|

Event Logging |
Adwvanced

Debug Logging I

Interfaces I Forwarders

Server version number;

Manitoring
Rook Hinks

5,2 3790 (Oxece)

Setver opkions:

[ [Disable recursion (also disables Forwarders)

[WIBIND secondaries

[JFail on load if bad zone data
[wEnable round robin

[wEnable netmask ordering
[w]Secure cache against paollukion

Mame checking: IMuItiI:ﬂ;.-'te (UTF&E)

=~

Load zone data on startup:

[ Enable automatic scavenging of stale records

IFru:um Ackive Direckory and regiskry j

SCavenging period: I 0

davs

=]

Reset ko Default |

o |

Cancel |

Apply |

Hinh 4-7. Thé Advance trong hop thoai DNS Server Properties

Cac thiét 1ap khi cai dat may cha bao gém séu tiy chon may chu, trong do
c6 gia tri on hodc off va ba tinh nang khac cua may chu voi rat nhiéu lya
chon dé céu hinh. Bang 4-3 thé hién cac thiét 1ap mic dinh cho ca 9 tinh

nang nay.
Bang 4-3. Cac thiét 1ap cai dit DNS

Thugc tinh Thiét 1ap

Disable Recursion Off

BIND Secondaries On

Fail On Load If Bad Zone Data Off

Enable Round Robin On

Enable Netmask Ordering On

Secure Cache Against Pollution On

Name Checking Multibyte (UTF-8)
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Lay tir Active Directory va

Load Zone Data On Startup Registry

Enable Automatic Scavenging Of Stale | Off (yéu cau cdu hinh khi
Records kich hoat)

Trong hau hét cac truong hop, cac cai dat mac dinh nay dugc chép nhan va
khong yéu cau chinh stra. Tuy nhién, khi can thiét, ban c6 thé st dung bang
diéu khién DNS dé chinh stra cic tham s6 nang cao nay va ap dung cho cac
truong hop va nhu cau trién khai dic biét nao do.

Ban c6 thé khéi phuc lai cac thiét 1ap mac dinh nay vao bét clr lic nao bﬁng
cach su dung thé Advanced. Viéc nay thuc hién don gian bang cach nhan
vao phim Reset To Default.

Céc phan sau ddy s& mo ta cac tiy chon cai dit c¢6 thé mot cach chi tiét hon.

V6 hiéu hoa dé quy

Tuy chon Disable Recursion trén may chu b1 vo hi€u héa theo miac dinh (co
nghia 13 c¢6 thé thuc hién dé quy). Khi tuy chon Disable Recursion duogc
kich hoat, dich vu DNS Server s& khong tra 10i cac truy vin ma no khong cé
thAm quyén hodc cic truy van ma nd chua timg tra 10i va chua c6 trong bo
dém cua n6. Thay vao do, dich vu DNS Server sé cung cép cho may khach
cac tham chiéu, @6 1 cac ban ghi tai nguyén ma cho phép mot may khach
DNS thyc hién cac truy van lap dé phan giai mot tén FQDN. Khong nén vo
hiéu hoa d¢ quy trén mot may chu néu cac may chu tén khac st dung n6 nhu
mot may cha chuyén tiép. V6 hiéu hoa dé quy khi ban muén tao ra chi mot
may chu tén va ngan can viéc lam hu hong bd dém. Do may chu nay khong
truy van cac may cha tén khac, né s& khong duy tri bo dém va do d6 s& kho
khin dé gia mao (1am hu hai dén bd dém)

BIND thir cip (BIND Secondaries)

Tuy chon BIND Secondaries s& diéu khién liéu dinh dang chuyén giao viing
nhanh c6 duoc str dung trong qua trinh chuyén giao ving DNS hay khong.
Berkeley Internet Name Domain (BIND) 1a mot phuong phap trién khai
thong thuong cua DNS dugc thyc hién trén hau hét cac phién ban hi¢n co
ctia hé diéu hanh UNIX. Dinh dang chuyén giao viing nhanh 13 mot phuong
thirc hiru hi€u cua viéc chuyen giao cac dir liéu vung co cung cap kha ning
nén dir liéu va cho phép nhiéu ban ghi c6 thé dugc chuyén giao trong mot
thong diép TCP (Transmission Control Protocol). Viéc chuyén giao ving
nhanh luén dugc st dung gitta cdc may chu DNS st dung Windows, do do
tiy chon BIND Secondaries khong anh huong dén viéc truyén thong giira
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cac may chiu Windows véi nhau.Tuy nhién, chi c6 BIND phién ban 4.9.4 va
sau d6 mdi ¢ thé thyc hié€n viéc chuyén giao vung nhanh dugc.

Pbi véi cac phién ban BIND trudce 4.9.4, cac may chit DNS chay Windows
Server 2003 c6 thé duoc ciu hinh dé chuyén giao ving st dung mot dinh
dang chuyén giao ving cham va khong c6 nén dir liéu. Khi ban lwa chon hop
chon BIND Secondaries trong thé Advanced ctua hdp thoai Server
Properties, s& khong co chuyén giao viing nhanh nao duoc thuc hién ca.

Néu ban biét cac may cha DNS sé& thuc hién viéc chuyén ving véi cac may
chi DNS st dung BIND phién ban 4.9.4 hodac mdéi hon, ban co thé v6 hiéu
hoa tiy chon nay dé cho phép viéc chuyén giao ving nhanh dugc thuc hién.
(BIND 9.2 dugc phat hanh ngay 17 thang 1 nam 2001)

Fail On Load If Bad Zone Data (Khéng nap néu dit liéu viing bi héng)
Cac may chu DNS chay Windows Server 2003 theo mdc dinh s€ nap mot
vung ngay ca khi ving d6 c¢6 chira 18i. Trong céc tinh hudng nhu thé, cac 15i
s€ duoc ghi nhat ky lai va duge bo qua. Viéce kich hoat “Fail On Load If Bad
Zone Data” (Khong nap néu dir liéu ving bi hong) s& ngin can khong cho
nap mot ving néu no c6 16i.

Sdp xép lai tip cdc két qua

Cac mdy tinh da huéng (Multihomed computers - cic may tinh c6 nhiéu
hon 1 bo giao tiép mang hodc mdt giao tiép mang nhung lai co nhiéu dia chi
IP) thong thuong s& diang ky nhiéu ban ghi tai nguyén dia chi may (A) cho
cung mot tén may. Khi mot may tram thuc hién viéc phan giai tén ciia mot
may da hudng bang cach lién lac véi may chit DNS, may chu DNS s& tra lai
mot danh sach phan hoi dén may tram, con goi la danh sach tra 161, danh
sach ndy co cac ban ghi tai nguyén dap ung yéu ciu ctia mdy tram. Sau khi
nhan dugc danh sach phan hdi nay tir may chit DNS, may tram DNS sé& c¢d
gang lién lac voi mdy dich bang dia chi IP dau tién trong danh sach. Néu
viéc nay khong thanh, may tram sé& c6 gang lién lac véi dia chi IP thir hai va
ctr thé tiép tuc. Tuy chon “Enable Netmask Ordering” (Sép xép theo mit na
mang) va “Enable Round Robin” (Luan chuyén quay vong) sé dugc st
dung dé thay doi thu ty ctia cac ban ghi tai nguyén ma duoc tra vé trong
danh sach phan hoi nay.

Kich hoat Round Robin (Luén chuyén quay vong)

Round robin 13 mot k¥ thuat can bang tai st dung boi cac may chu DNS dé
chia sé va phan bd mirc tai tai nguyén mang. Néu nhiéu ban ghi tai nguyén
déu théa man véi truy van, ban co thé sir dung round robin dé quay vong
thir tir cac kiéu ban ghi tai nguyén nay khi tra vé cho may tram
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Theo mic dinh DNS st dung round robin dé quay vong thu tur sap xép cua
cac dir li¢u ban ghi tai nguyén trong céu tra 1oi cho mét truy van, trong do6 c6
nhiéu ban ghi tai nguyén cung kiéu cia mot tén mién DNS. Tinh ning nay
cho ta mot phuong phap don gian dé can bang muc tai khi cic may khach
truy cdp cac may chit Web ciing nhu thudng xuyén thuc hién cac truy van
khac dén cac may tinh da huéng. Kha nang thuc hién quay vong round robin
trén tat ca cac kiéu ban ghi tai nguyén 13 tinh ning mdi c6 trong Windows
Server 2003

LUU Y. Thir tw wu tién mdt na mang (Netmask Ordering). Dé wu
tién mang con ndi b (Netmask Ordering) la 16m hon va sé thay thé
viéc sit dung quay vong round-robin déi véi cdc mdy tinh da hwéng.
Do do khi dwoc kich hoat, round robin chi dwoc sw dung nhu la
phirong phép thir hai d@é sdp xép cdac ban ghi tra lai trong danh sdch
phan hoi
Vi du vé round Robin. May chit Web tén 1a serverl.contoso.com co ba giao
tiép mang va co 3 dia chi IP riéng biét. Trong vung duoc luu trit, (hodc trong
file cua vung hodc trong Active Directory), ba ban ghi tai nguyén A s& anh
xa tén may dén timg dia chi IP xuat hién theo thir tw ¢6 dinh nhu sau:

serverl IN A 10.0.0.1

serverl IN A 10.0.0.2

serverl IN A 10.0.0.3

May tram DNS dau tién-clientl- ma truy van may cha dé phan giai tén may
nay - s¢ nhan dugc danh sach nay theo thur tu mac dinh. Tuy nhién, khi may
tram thr hai-client2-giri di mot truy van tiép theo dé phan giai tén may chu
nay, danh sach nay da dugc quay vong nhu sau:

serverl IN A 10.0.0.2

serverl IN A 10.0.0.3

serverl IN A 10.0.0.1

Vo hiéu héa round robin . Khi ban x6a hdp chon Enable Round Robin,
round robin s& bi vo hiéu héa. Néu round robin bi v6 hiéu hoa trén mot may
chu DNS, thir ty cia cac phan hdi cho céc truy van s& dua trén tht tu gan
tinh cua cac ban ghi tai nguyén trong danh sach tra 161 nhu khi ching luu
trong vung (hodc trong file ciia vung hoac trong Active Directory)

Kich hoat Thir ty miat na mang (Nestmask Ordering). Thir ty mat na
mang 13 mot phuong phap ma DNS st dung dé sap xép thir tu va d6 wu tién
cho céc dia chi IP trong ciing mot mang khi mot may khach truy van mot tén
may ma c6 nhiéu ban ghi tai nguyén A. Phuong phap nay duoc thiét ké cho
phép cac chuong trinh may khach co thé két ndi dén mot may bang cach st
dung dia chi IP gan nhat (va do d6 duoc du kién 1a nhanh nhét) c6 thé.
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Khi tra vé nhiéu hon mét dia chi IP cho méy khach, néu Nestmask Ordering
dugc kich hoat, cac dia chi IP phi hop nhét véi mit na mang ctia may khach
sé duoc dat trén dau tién trong danh sich phan hdi. Tuy chon kich hoat
Nestmask Ordering duoc lya chon theo mac dinh. Vi dy, mot may tinh da
hudng, serverl.contoso.com c6 ba ban ghi tai nguyén A cho ba dia chi IP
trong ving contoso.com. Ba ban ghi tai nguyén nay xuat hién theo thir tu sau
trong vung-hodc trong file ciia vung hoac trong Active Directory:

serverl IN A 192.168.1.27

serverl IN A 10.0.0.14

serverl IN A 172.16.20.4

Khi mot may khach DNS c6 dia chi IP 14 10.4.3.2 truy van may chu vé dia
chi IP ciia may serverl.comtoso.com, dich vu DNS Server nhan thiy rang
dia chi IP gbc clia mang ctia may khach (10.0.0.0) s& phu hop nhat véi ID
mang (16p A) cua dia chi 10.0.0.14 trong danh sach trd 161 ciia cadc ban ghi
tai nguyén. Dich vu DNS Server sau d6 s€ xac dinh lai thir tu cua cac dia chi
nay trong danh sach phan héi nhu sau:

serverl IN A 10.0.0.14

serverl IN A 192.168.1.27

serverl IN A 172.16.20.4

Néu nhu ID mang cta dia chi IP cia may khach truy van khong phu hop véi
bat ky ID cua mang nao cé trong cic ban ghi tai nguyén trong danh sach tra
101, danh sach nay s& khong bi sap xép thi tu lai.

Trong mang ma cé st dung viéc phan doan mang con IP (IP subnetting -
khong str dung mdt na mang con mac dinh), lan dau may chu DNS s¢ tra vé
mot dia chi IP ma phu hgp voéi ca ID mang va ID cua mang con cua may
khach trude khi tra vé bat ky mot dia chi IP ndo ma chi phu hop véi ID
mang cua may khach.

Vi dy, mot may tinh da hudng serverl.contoso.com, c6 4 ban ghi tai nguyén
A tuong mg vé6i timg dia chi IP trong viing contoso.com. Hai trong s6 céac
dia chi IP nay thudc vé cac mang khac riéng biét. Hai dia chi con lai cing
chung mot dia chi mang IP thong thuong, nhung bdi vi mdt na mang tuy
chon 255.255.248.0 dugc st dung, cac dia chi IP la nam trong cac mang con
khac nhau. Céc ban ghi tai nguyén vi du ndy xuét hién theo thu tu sau day
trong ving, ¢ thé trong file cta ving hoic trong Active Directory:

serverl IN A 192.168.1.27
serverl IN A 172.16.22.4
serverl IN A 10.0.0.14
serverl INA 172.16.31.5
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Néu dia chi IP cia may khach thuc hién truy van 1a 172.16.22.8, ca hai dia
chi IP ma cung trong mang IP v6i may khach, mang 172.16.0.0, s& dugc tra
vé cho may khach va s& dugc nam trén dau ciia danh sach tra vé. Tuy nhién,
trong vi du nay, dia chi 172.16.22.4 s& dugc dat trén dia chi 172.16.31.5 bdi
vi nd gan hon véi dja chi mang IP ciia may khéach.

Thtt tu cta danh sach tra vé boi dich vu DNS nhu sau:

serverl IN A 172.16.22.4

serverl IN A 172.16.31.5

serverl IN A 192.168.1.27

serverl IN A 10.0.0.14

LUU Y. Cac thiét 1ap LocalNetPriority va thir tw mit na mang. Thir tu
mit na mang thuong duoc goi 1a thiét 1ap LocalNetPriority. Tén nay xuat
phat tr tty chon LocalNetPriority tuong ing ma st dung trong tié€n ich dong
1énh Dnscmd.

Bdo mdt by dém khoi bi sai hong

Theo mac dinh, tuy chon Secure Cache Against Pollution (Bao mat by dém
khoi bi sai hong) s& duogc kich hoat. Thiét 1ap ndy cho phép may chit DNS
bao vé bo dém ciia nd khoi cac tham chiéu ma cic tham chiéu nay thuong
lam sai hong hodc khong bao mat nod. Khi thiét 1ap nay dugc kich hoat, may
chu s& chi luu dém cac ban ghi co6 tén tuong ung voi mién ma tén mién nay
c6 trong truy vén tao ra. Bat ky tham chiéu nao nhan duoc tir cac may chu
DNS khac di kem trong mét truy van phan hoi s& bi tir chi.

Vi du, néu mot truy van veé ten example. mlcrosoft com dugc tao ra va mdt
cau tra 161 tham chiéu cung cdp mot ban ghi vé tén khong phai trong cay tén
mién microsoft.com (vi du msn.com), tén d6 sé bi tur chdi khi tuy chon
Secure Cache Against Pollution duoc kich hoat. Thiét 1ap ndy cho phép
ngan ngura, khong cho cac mdy tinh chua xac thuc gid mao cic may chu
mang khac.

Khi tuy chon nay dugc bo kich hoat, tuy nhién, may chu sé luu dém tat ca
moi ban ghi tai nguyén nhan duoc khi tra 10i cho cac truy van DNS-tham chi
khi ban ghi d6 khong tudng tng v6i tén mién c6 trong truy van.

Kiém tra tén

Theo mic dinh, hop danh sach x6 xubng Name Checking trong th¢ Advance
ciia hop thoai thudc tinh Server Properties dugc thiét lap la Multibyte
(UTF-8). Do dé dich vu DNS, theo méc dinh, s& xac nhan rang moi tén mién
ma dich vu nay thuc hi¢n s€ tuong thich v&i Pinh dang Chuyen doi UCS
(UCF). Unicode 1a mot luge dd ma héa 2 byte, twong thich v6i dinh dang 1
byte American Standard Code for Information Interchange (ASCII)
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truyén thong, diéu ndy cho phép thé hién dang nhi phan hau hé} cac ngon
nglr cia con nguoi. Bang 4-4 li¢t ké va mo ta bon phuong phap kiém tra tén
Bang 4-4. Cac phuong phap kiém tra tén

Phwong phap

Mo ta

Strict RFC
(American Standard

St dung phuong phap kiém tra tén chit ché. Cac han
ché nay, thiét lap trong RFC 1123, bao gbm viéce gidi

Code . Jor han cac tén chi bao gom cac ky tu viét hoa va thuong

Information

Interch (A-Z,a-z), cac s6 (0-9) va dau gach ngang (-). Ky tu
nrerchange dau tién cta tén DNS c6 thé 1a mot sb

[ASCII])

Non RFC (ANSI) Cho phép cac tén khong chuan va khong theo cac dac

ta vé tén may Internet trong RFC 1123

Multibyte (UTF-8)

Cho phep nhén biét cac ky tu khac ngoai ASCII, bao
gom Unicode, thong thuong dugc ma hoa voi do dai
16m hon 1 octet.

Véi tuy chon nay, cac ky tu da byte co thé dugc
chuyén doi va biéu hién bang cach st dung hd tro
UTF-8, hinh thétc nay dugc cung cdp san trong
Windows Server 2003.

Céc tén ma hoa trong dinh dang UTF-8 phai khong
vuot qua kich thudc gioi han chi dinh trong RFC
2181, dic ta nay qui dinh t6i da 63 octet trén mot nhin
va 255 octet trén mot tén. Viéc dém ky tu 1a khong
thich hop dé xac dinh kich thudc tén do mot sb ky tu
UTF-8 c6 d6 dai vugt qua mot octet. tuy chon ndy cho
phép céc tén mién st dung bang chir cai khong phai
tiéng Anh

All Name (Tat ca
moi tén)

Cho phép bat ky hinh thirc dit tén nao

Mic du phuong phap kiém tra tén theo chuan UTF-8 c6 tinh linh hoat cao
nhung ban nén xem xét viéc thay doi tuy chon Name Checking sang Strict
RFC khi cac may chu DNS cua ban thuc hién viéc chuyén giao vung vdi cac
may cha khong phai 1a Windows ma khong nhan biét duoc ma UTF-8. Mic
du may chit DNS ma khong nhan biét UTF-8 c6 thé chap nhan viéc chuyén
giao ving chira cac tén ma hoa UTE-8, cac mdy cha nay co thé khong ghi lai
cac tén nay vao trong file cua vung hodc nap cac tén nay tu file ciia vung.
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Ban chi nén st dung hai tuy chon kiém tra tén khac, Non RFC va All
Names, chi khi cac iing dung dac biét yéu cau chung.

Nap dir liéu cua vang khi khoi dong

Theo mac dinh, dac tinh “Load Zone Data On Startup” (Nap dir li€u cua
vung khi khoi dong) dugc thiét 1ap 1a lua chon “From Active Directory And
Registry” (Tu Active Directory va tir Registry). Do do6, theo mac dinh, cac
may chu DNS trong Windows Server 2003 s& khoi tao v6i céac thiét lap chi
dinh trong CSDL Active Directory va registry cia may chu

Ban con c6 thé nap dir liéu vung bang cach st dung hai thiét 1ap khac: Tur
Registry va Tur file. Tuy chon Tur Registry s& bat cac may chit DNS khai tao
bang cach doc cac tham s luu trong registry cia Windows. Tuy chon Tur
File s& bat may chu DNS khoi tao bang cach doc cac tham sb luu trong file
kho1 dong. File khdi dong phai 1a mot file van ban tén 1a Boot dat trong thu
muc %systemroot%\System32\Dns trén may tinh noi bg.

Khi file khoi dong duogc sir dung, céac thiét 1ap trong file s& ap dung trong
may chil va ghi dé cac thiét 1ap luu trong registry cia may cha DNS. Tuy
nhién, doi véi cac tham sd ma khong thé duoc cu hinh boi cac dinh huong
trong file khéi dong, cac thiét 1ap mac dinh trong registry (hoac da duoc cau
hinh lai va luu trong céac thiét 1ap may chi) sé duoc ap dung bai dich vu
DNS Server.

THONG TIN THEM. Céu tric file khéi dpng DNS. Xem thém trong
Microsoft Knowledge Base Article 194513, “Cau triic ciia mét file
khéi  déng DNS” Dé tim chi dé nay, hdy dén htp://
support.microsoft.com va nhdp vdo sé thir tw bai viét trong hdp vin
ban Search The Knowledge Base.

LAO HOA VA LOAI BO CAC BAN GHI TAI
NGUYEN (AGING AND SCAVENGING)

Thong thuong, ngudi quan tri DNS sé thuc hién thu cong viéc thém hoac
x6a cic ban ghi tai nguyén khoi file ctia ving DNS néu can. Vi tinh ning
cap nhat dong, cac may tinh va dich vu riéng 1¢é s€ c6 kha nang tu dong
thém, cdp nhat va xdéa cac ban ghi tai nguyén DNS. Vi dy, dich vu DNS
Client trong Windows Server 2003 va Windows Server 2000 sé dang ky ban
ghi tai nguyén A va PTR cua chung voi DNS khi khoi dong va cir tiép tuc
sau moi 24 gid. Viéc cap nhat dong dam bao réng cac ban ghi luén 1a moi
nhat, va bao vé DNS khi nguoi quan tri vo tinh x6a bat ky ban ghi tai
nguyén nao
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Theo thoi gian, cac ban ghi tai nguyén cii s& chong chat bén trong CSDL
DNS. Cac ban ghi s€ tr¢ nén cii, vi dy nhu khi may tinh cua cac nguoi dung
hay di chuyen bi ngit khoi mang mot cach bat thuong. Cac ban ghi cii s&
cung cap cac thong tin 16i thot va khong chinh xac cho may khach, chiém
cac khong gian dia khong can thiét va c6 thé lam giam hiéu ning ciia may
chu. Windows Server 2003 cung cip mot ki thudt dé loai bo cac ban ghi
kiéu nay.

Windows Server 2003 s& gin mot tem dinh thoi vao trong cac ban ghi tai
nguyén ma duogc tu dong thém vao trong cac ving chinh thirc néu cac ving
nay da dugc kich hoat tinh nidng 130 hda (aging) va loai bod (scavenging).
Céc ban ghi dugc thém vao mot cach thu cong sé duoc gén mot tem dinh
thoi voi gid tri 1a 0, didu nay thé hién cac ban ghi ndy 1a ngoai 1¢ va khong bi
anh huong boi qué trinh 140 hoa va loai bo. Khi cac may chu tén tha cap
nhan dugc mot ban sao chi-doc cua dir li€u cua vung tir may chu tén chinh
thtrc, chi cac vung chinh thirc méi ¢6 kha nang tham gia qua trinh nay. Céc
may chu ¢ thé duoc ciu hinh dé tu dong thuc hién viéc loai bo theo dinh ky
hodc ban c6 thé khéi tao viée loai bé mot cach thu cong va ngay lap tic trén
may chu nay.

» Khéi tao viéc loai bé.
Dé khoi tao viée loai bo, thuc hién theo cac budce sau day:
1. Mé bang diéu khién quan tri DNS

2. Trong bang diéu khién, nhan phai chudt vao may chi DNS tuong
ung va sau do nhan vao Set Aging/Scavenging For All Zones.
(Thiét 1ap Lao hoa/Loai bo Cho Tat Ca Cac Vung)

3. Trong hop thoai “Server Aging/Scavenging Properties” (Céc
thudc tinh Lao hda/Loai bo cua may chu), lya chon hdp chon
“Scavenge Stale Resource Records” (Loai bd cac ban ghi tai
nguyén 16i thoi), thiét 1ap mot, khong hodc ca hai lya chon sau day
va nhén OK.

= No-Refresh Interval. Khoang thoi gian giita thoi diém gan day
nhat thuyc hién lam tuoi tem dinh thoi trong ban ghi va thot diém
ma tem dinh thoi s€ tiép tuc duogc lam tuoi.

= Refresh Interval. Khoang thoi gian giita thoi diém xa nhat ma tem
dinh thoi trong ban ghi c6 thé dugc 1am twoi va thoi diém xa nhat
khi mot ban ghi c6 thé bi loai bo. Khoang thoi gian giita cac lan
1am twoi phai dai hon chu ky 1am méi ti da cta ban ghi.
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4. Trong hop thoai Server Aging/Scavenging Confirmation (Xac
nhan thiét 1ap Lao hoa/Loai bé ciia may chu), lya chon “Apply
These Settings To The Existing Active Directory—Integrated
Zones” (Ap dung cac thiét 1ap nay voa cac ving tich hop Active
Directory di ton tai) va nhdn OK

CANH BAO. Céu hinh ldo héa va logi bé mét cdch thich hop. Theo
mac dinh cac ky thudt loai bo bi vo hiéu hoa. Ban khong nén kich hoat
viéc loai bo cac ban ghi tai nguyén DNS true khi ban hoan toan dam
bado rdang ban da hiéu hét cdc tham s6 va da ting cdu hinh chiing mot
cdach diing din. Néu khéng, ban cé thé vé tinh cau hinh cho phép mdy
chii xéa di cdc ban ghi ma ding ra né phdi dwoc giit lai. Néu mot tén
bi vé tinh xéa di, khong chi nguoi ding khéng thé phan gidi tén dé ma
cdc nguoi ding khdc con ¢é thé tao ra va sé hitu tén do, tham chi
ngay cd trong trieong hop cdc vimg dwoc cdu hinh chi cho phép cdc
cdp nhdt bao mdt.

QUAN LY BQ PEM PHAN GIAI TEN DNS
(DNS RESOLVER CACHE )

Bo phan giai tén DNS (DNS resolver) 1a mot thanh phﬁn cua dich vu DNS
Client duoc cai ,dait theo mac dinh trong Windows Server 2003. N6 hoat
dong cung vai tién trinh SVCHOST

THONG TIN THEM. SVCHOST la gi? Xem thém Bai viét 250320
trong Microsoft Knowledge Base “Mo ta svchost.exe trong Windows
2000”. Pé tim bai viét nay, hdy vao htip://support.microsoft.com va
nhdp vao sé thir tw bai viét trong hdp van ban Search The Knowledge
Base.

Pé giam luu luong mang dén cac may chi DNS, bo phan giai tén DNS s&
luu dém cac ban ghi tai nguyén c6 dugc trong cac qua trinh phan hoi lai cac
truy van. Cac ban ghi tai nguyén nay duoc st dung dé phén giai cac truy van
lap di lap lai tir may khach va giam céc truy van du thira dén may chi DNS.
Mobi muyc vao trong bo dém c6 mot gia tri TTL x4c dinh, thong thudng dugc
chi dinh bdi phan hoi truy van. Khi gia tri TTL nay hét han, muc nay s& bi
x6a khoi by dém.

Khi bd phan giai nay khong thé tra 10i cac truy van bang cach s dung bo
dém cia nod, bo phan giai ndy s& giri truy van dén mot hodc nhiéu may chu
DNS duoc cu hinh trong trang thudc tinh cia may chi nay. Néu nhu file
Hosts duoc ciu hinh trén céc may khach, n6 s& dugc nap san trudc vao trong
bo dém phan giai.
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DPé xem bod dém, nhap vao dong sau day trong dAu nhic dong 1€nh:
ipconfig /displaydns

Pé x6a bo dém, nhap vao dong sau day trong dau nhic dong 1énh:
ipconfig /flushdns

BAO MAT DNS

DNS 1a mot giao thic mé va do d6 nd c6 thé bi tén thuong boi cac ké tan
cong. Windows Server 2003 cung cap kha nang trg giip ngan can cac cudc
tan cong vao co sé ha tang DNS ctia ban thong qua cac tinh ndng bao méat bo
sung.

Phén nay s& md ta cac nguy co thong thudng cia viéc bao mat DNS va cach
thirc dé xac dinh cdc muc bao mat DNS trong doanh nghiép cta ban. Cac
thiét 1ap bao mat mac dinh va céc tinh nang bao mat ciing s€ dugc thao luan.

Cac nguy co bao mat DNS.
Bang 4-5 mo ta cac phuong thirc dién hinh trong d6 co so ha ting DNS bj de
doa bdi cac ké tan cong.

Bang 4-5. Cac moi de doa thong thuong dén an toan DNS

Cac mdi de doa | Mb ta

La qua trinh trong d6 cac dit liéu cua ving DNS, bao gdom céc tén
mién, cac tén may tinh va cac dia chi IP ctia cc tai nguyén mang co
ban bi ké tAn cong ldy duoc. Mot ké tin cong thong thudng bat dau
tAn cong bﬁng cach st dung cac dir liéu DNS nay dé dung lai so dd,
hay déu vét cau hé théng mang. Dé d& dang nhan dang, mién DNS
va cac tén may tinh thong thuong cé tén thé hién chirc nang hodc vi
tri ctia mot may chti quan tri mién hodc may tinh. Ké tan cong sé loi
dung cac wu diém ctia cach dit tén nay nham xac dinh céc tai
nguyén chlnh trong hé thong mang

Mot cudce tan cong kiéu Tir chdi Dich vu (Denial of Service - DoS)
la mot cudc cong kich, thuong la co ké hoach trude, tim moi cach dé
pha huy tinh ning ctia hé thong. Mot cudc tan cong Do$ s& lam tran
ngap tai nguyén mang bang cac yéu cau gia mao ma khong thé hoan
Denial of thanh dugc. Theo cach do, n6 lam cho h¢ thong tré' nén ludn ludn
service (Tir choi | ban ron vi phai dap mg cac yéu cau gia mao va khong thé phuc vu
Dich vu) cac yéu cau chinh dang khac. Trong ngit canh ciia DNS, mét cudc
tan cong DoS sé& cb gang 1am mot hodc nhiéu may chit DNS bi qua
tai bang cach 1am chung ngap tran véi cac truy van dé quy. Diéu nay
s€ lam cho CPU ludn hoat dong ¢ 100% hié¢u suit va lam cho may
chti gan nhu khong thé dap mg céc truy van hop 18 khac

Footprinting
(Lay dau vet)
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Mot nd lyc ciia ké tn cong (sau khi da hoan thanh viéc tin cong
Footprint) sir dung cac dia chi IP hop 1€ trong cac goi tin IP ma ke
tan cong tao ra, do d6 cac goi tin nay gidng nhu 14 xuat phat tir mot
Chinh svra dir dia chi IP hgp 1€ trong mang. Cach nay thuong con duoc goi la IP
liéu spoofing - Gia mgo IP. V6i dia chi IP hop 1¢ nay (mot dia chi IP
nam trong dai dia chi cua mang con), ke tan cong co thé truy cip
vao hé thong mang va pha hity cac dir liéu hodc tién hanh cac cudc
tan cong khac.

La hinh thac tan cong trong do ke tan cong co kha nang dinh huong
lai cac truy van vé cac tén DNS dén cac may cht nam thudc quyén
kiém soat ciia ké tan cong. Mot phuong phéap dinh huéng lai 1a 1am
sai hong bo dém DNS ctua mét may chu DNS béng cach dir ligu
DNS khéng chuan ma co thé dan hudng cac truy van tiép theo sang
cac may chu thudce quyen klem soat cua ke tan cong. Vi du, néu mot
truy van dugc tao ra dé truy Van vé tén example.microsoft.com va
cau tra 101 tham chiéu cung cAp mot ban ghi vé mot tén ndm ngoai
mién microsoft.com, vi du nhu malicious-user.com, may chit DNS
s€ st dung cac dir liéu bo dém cta malicious-user.com dé phan giai
truy van vé tén d6. Viéc dinh huéng c6 thé dugc thuc hién bét cir
khi nao ké tan cong c6 kha ning truy cdp va ghi duoc vao dit lidu
cua DNS, vi du nhu cac cap nhat dong khong bado mat

Dinh huong
lai.

Cac mirc bao mdat DNS

Viéc trién khai bao mat DNS c6 thé dugc tong hop trong ba muc sau: thap,
trung binh va cao. Xem qua cac dac tinh cua cac muc dé xac dinh mrc nao
phu hop nhét véi mirc d6 bao mat ctia hé théng DNS cua ban va cac dac tinh
nao s€ duogc ap dung khi trién khai cho hé théng DNS cua ban.

Bao mat mirc thip. Bao mat muc thap 1a mot tiéu chuan trién khai DNS ma
khong c6 cau hinh bao mat _phong ngira trude nao ca. Chi trién khai muc bao
mat DNS nay trong hé théng mang ma ban khong phai lo ling gi vé tinh
toan ven cua cac dir licu DNS hodc cac mang ca nhan riéng noi khong c6 su
de doa nao tir cac két ndi bén ngoai. Biao mat mirc thap co cac dic tinh sau
day:

W Néu c6 két nbi dén Internet, co so ha ting DNS cua doanh nghiép cia
ban s€ c6 thé bi phoi bay hoan toan trén Internet.

B Cac phan giai tén DNS chuan dugc thuc hién boi tat ca cac may chi DNS
trong mang cua ban

M Moi may cha DNS déu duoc cdu hinh v6i root hint tré dén cac may chi
muc goc trén Internet.
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Moi may chit DNS déu cho phép chuyén giao ving dén bat ky may chu
nao

Moi may chit DNS déu cu hinh dé ling nghe trén moi dia chi IP cta né.

Su ngan ngua vi¢e lam sai hong bd dém bi vo hi€u hoa trén tat ca céc
may chu DNS

Céc cap nhat dong khong bao mat dugc cho phép dbi véi tat ca cac ving
DNS

Cong 53 cua giao thitc TCP va UDP dugc mé trén cac tuong lira trong hé
thong mang cua ban cho ca céac dia chi nguon va dia chi dich

Bio mat mirc trung binh. Bdo mat muc trung binh stir dung cac tinh nang
bédo mat DNS c6 sdn ma khong nhat thiét cac may chtt DNS phai nam trén
cac may chii quan tri mién hodc luu cac ving DNS trong Active Directory.
Bao mat muc trung binh c6 cac dac tinh sau day:

Néu c6 két ndi dén Internet, co sé ha tang DNS ciia doanh nghiép cua
ban s€ bi phoi bay hay 16 ra mdt cach han ché

T4t ca moi may chit DNS duoc cu hinh st dung cac forwarder dé tro
dén mdt danh sach xac dinh gom cac may chu DNS ndi b khi chiing
khong thé tu phan gidi cac tén.

Moi may chi DNS déu gi6i han viéc chuyén giao ving dén cac may chu
li¢t ké trong céac ban ghi tai nguyén NS trong cac vung ctia ching

Cac mdy chu DNS duoc cau hinh dé ling nghe trén cac dia chi IP xac
dinh

Su ngan ngura viéc [am hu hong bo dém s€ duoc kich hoat trén tat ca cac
may chi DNS

Céc cap nhat dong s& khong duoc phép trén bat ky ving DNS nao
Cac may chit DNS noi bo sé& trao doi thong tin véi cac may cha DNS bén
ngoai thong qua tuong lira, vdi mot danh sach han ché céac dia chi nguén

va dich duoc cho phép.

Céac may chu DNS bén ngoai ma nam trudc tudng lira ctia ban s€ duoc
cau hinh v6i1 reot hint ma tré dén cac may chi muac goc trén Internet.
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WM Tit ca cac phan giai tén DNS déu dugc thuc hién thong qua may chi
Pproxy va cac gateway.

Bio mit mirc cao. Bio mat muc cao s dung cung ciu hinh giong nhu
trong bao mat muc trung binh nhung dong thot st dung cac tinh néng bao
mat ¢ san trong cac may chi DNS ma dong thoi 1a may cha quan tri mién
cling nhu trong cac vung dugc luu trong Active Directory. Hon nita, bao mat
muc cao s€ hoan toan han ché viéc trao doi thong tin DNS voi Internet. Day
khong phai 13 mot cdu hinh thong dung, nhung cAu hinh ‘nay dugc khuyén
cédo 1a nén ap dung khi ma khéng yéu cau phai co két ndi ra Internet. Pac
tinh cia bao mat mic cao nhu sau:

B Co so ha taing DNS cua doanh nghiép cta ban s& khong trao doi théng tin
v6i Internet thong qua cdc may chi DNS ndi bd

WM Hé théng mang cua ban sir dung mot DNS root va khong gian tén ndi bo;
moi thAm quyén cua cac vung DNS nay déu la ni bg.

B Céic may chu DNS duoc cau hinh voi cac forwarder ma chi sir dung dia
chi ctia cac may chi DNS noi bd

M Moi may chu DNS déu gi6i han viéc chuyén giao vung dén cac dia chi IP
xac dinh.

WM Cac may chu DNS dugc cau hinh dé ling nghe trén cac dia chi IP xac
dinh

B Su ngdn ngua vi¢c lam hu héng bd dém s& duogc kich hoat trén tat ca cac
may chi DNS

B Cac may chi DNS ndi bd s€ dugc cau hinh vo1 root hint tré dén cdc may
chu DNS ndi bd ma chira vung root cua khong gian tén ndi bo cua ban.

M Moi may chi DNS déu chay trén cic may chi quan trj mién. Mot Danh
sach Piéu khién Truy cap Khi can (Discretionary Access Control List -
DACL) dugc ciu hinh v6i dich vu DNS Server dé chi cho phép cac tai
khoan cu thé dugc thuc hién céc tac vu quan tri trén may chu DNS.

WM Cac ving DNS duoc luu trong Active Directory. DACL dugc cdu hinh
deé chi cho phép mot s6 tai khoan xac dinh c6 kha nang tao, x6a hodc
chinh stra cac ving DNS.
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B Cap nhat dong bado mat duoc c4u hinh trén cac vung DNS ngoai trir cac
vung muc dinh va muc goc, hai ving nay khong cho phép bat ky mot su
chuyén giao vung nao.

Cdc doi twong DNS trong Windows Server 2003 Active Directory

Bén canh viéc ddi twong chira (container object) MicrosoftDNS nam trong
phan ving mién (domain partition), c6 hd trg trong ca Windows 2000 va
Windows Server 2003, ddi tugng MicrosoftDNS con dugc dit trong tat ca
cac phan vung thu muc Ung dung DNS (DNS application directory
partition). Mot phan viing thu muc tng dung DNS 13 mot kiéu méi cua cac
phan ving thu muc trong Windows Server 2003. N6 c6 thé dugc str dung
boi cac tmg dung dé luu cac dir lidu xac dinh cua ung dung ma pham vi ap
dung ctia n6 khong vuot qua ra ngoai toan bd ring hodc mién. Dit liéu nay
c6 thé co cac dic diém nhu thudng xuyén thay ddi (dong) hodc c6 mot thoi
han st dung ngin (khong 6n dinh). Vi du, Windows Server 2003 DNS c¢6
thé str dung cic phan ving thu muc tng dung dé luu cac dit liéu duoc cap
nhat dong ctia ving DNS chi trén cdc may chil quan tri mién dong thoi 13
may chit DNS thay cho viéc thuc hién ching trén tat ca cac may chu quan tri
mién trong mién, ddy la yéu ciu cia cac ving tich hop Active Directory
trong Windows 2000.

Déi twong chita MicrosoftDNS 13 mot dbi twong mirc cha cua tit cdc cic
ving trong mién hoic trong pham vi déng bo, diéu nay duoc chi dinh boi
phan ving thu muc tng dung DNS. Mot nguoi dung khong c6 quyén doc va
ghi trén ddi tuong chira ndy s& khong c6 kha ning cap nhat ving hoic tao ra
cac vung va ban ghi mdéi trong cac vung ctiia phan vung do.

Mbi ving DNS dugc thé hién trong Active Directory boi mot dbi twong
dnsZone. Cac dbi twong ving 1a d6i twong mirc con cua ddi tuwong
MicrosoftDNS trong mién hoic trong phan ving thu muc tmg dung. Cac dbi
tuong vung luu cac thong tin cdu hinh trong thudc tinh dnsProperty. Danh
sach diéu khién truy cdp DACL trén ddi twong ving s& diéu khién viéc tao ra
cac ban ghi trong ving dé, va cac ban ghi d c6 trong ving cling c6 thé thira
huong cac hiéu ung nay. Viéc quan tri cac vung, vi du nhu chinh stra cac
tham sb ctia ving, s& yéu cau mot ngudi dung c6 quyén Full Control d6i véi
dbi trong vung trong dbi tuong chira MicrosoftDNS cia Active Directory.

Tt ca tap hop cac ban ghi ma thudc vé mot tén mién DNS don s& duoc luu
trong Active Directory trong mdt doi tugng dnsNode don. Danh sach dicu
khién truy cap ACL trén doi tugng nay s€ di€u khién viéc truy cdp cua may
khach.
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Bado mdt dich vu DNS Server

Dich vu DNS server c6 thé chay trén mdt may chu thanh vién hoac trén mot
may chil quan trj mién. Khi dich vu ndy chay trén may chti quan tri mién,
cac tiy chon bao mat ciia nd s& co nhiéu tinh ning ning cao hon cac tiy
chon c6 khi n6 chay trén mdt may chu thanh vién.

Bdo mat m¢t may chi DNS chay trén mot may chi thanh vién. Bang 4-6
s€ mo ta cac tuy chon c4u hinh dich vu DNS Server ma co cac tinh nang lién
quan dén bao mat khi dich vu DNS Server chay trén may chu thanh vién
hodc trén may cht quan tri mién

Bang 4-6. Cc thiét 1ap ciia dich vu DNS Server lién quan dén bao mat

Cic thiét 1ap

Mo ta

Céc giao dién

Theo mac dinh, dich vu DNS chay trén may tinh da
huéng s& duoc cau hinh dé lang nghe céc truy van DNS
trén tat cac dia chi IP cta né. Chi gi61 han céc dia chi [P
ma may chia DNS lang nghe trén d6, d6 s& 1a cac dia chi
IP ma cac may khach s& cau hinh 1a may chi DNS ua
thich cua chung

Secure  Against
Cache Pollution
(Bdo mdt chong
lai viéc lam sai

Tuy chon " Secure Against Cache Pollution" s€ ngan can
mot ké tan cong co thé 1am sai hong by dém cuia mot may
chu DNS béng cac ban ghi tai nguyén ma may chu DNS
khong yéu cau. Viéc thay doi cac thiét 1ap méc dinh nay
s& 1am giam tinh toan ven cta cac phan hoi cung cap boi

hong bo dem)
dich vu DNS Server.
Disable Recursion | Pé quy c6 thé duge sir dung boi ke tan cong dé tir chdi
(V6 hiéu héa dé diAch vu DNS Ser:ver; do dc’i néu fnff)t rpaiy cliﬁ DI\IS trong
quy) hé thong mang cua ban khong c6 ¥ dinh nhan hodc thuc

hién cac truy van d¢ quy, viéc dé quy nén bi vo hi¢u hoa.
Luu y rang viéc forwarding chinh 1a thuc hién d¢ quy.

Cac root hint

Néu ban c6 mot DNS gbc nodi bo trong co so ha tang
mang cua ban, hdy cdu hinh cc root hint trén cac may
cht ndi b cua ban chi tro dén cic may chi ma chura mlen
gbc n6i bo chir khong phai 1a cac may chu chira mién goc
trén Internet. Piéu nay s& ngin can cac may chu DNS ndi
bo ctia ban khong guri cac thong tin ca nhan ra ngoai
Internet trong qué trinh phan giai cac tén.
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Cac thiét 1ap diéu khién truy cip Active Directory. Danh sich DACL
duoc st dung boi dich vu DNS Server khi né chay trén mdy chu quan tri
mién s& cho phép ban quan 1y quyén diéu khién dich vu DNS Server cia cic
nguoi dung va nhom trong Active Directory.

LUU Y. Tinh sin sang ciia cdc tinh ning bdo mdt Active Directory.
Cdc tinh nang bdo mdt Active Directory sé co trong dich vu DNS
Server khi né chay trén mdy chit quan tri mién va khéng cé trong dich
vu DNS' Server chay trén cac may chu Windows Server 2003 thanh
vién hodac cac may chu Web chay hé diéu hanh Windows Server 2003
boi vi cdc cau hinh ndy khéng chira trong Active Directory.

> Céu hinh céc thiét 1ap bao mat DNS cho dich vu DNS

Server.

Pé dit cac cAu hinh bao méat DNS cho dich vu DNS Server, thuc hién
theo cac budc sau:

1. M6 bang diéu khién DNS

2. Trong bang diéu khién, nhan phai chudt vao méy chu twong tng va
lua chon Properties

3. Trong thé Security, chinh stra danh sach cua cac nguoi dung hoac
nhom thanh vién dugc phép quan tri may chu DNS va reset lai cac
quyén ndy néu can.

LUU Y. Quyén dp dung cho dich vu DNS Server. Cdc thiét Idp bdo

mat sé xdac dinh ai cé thé quan tri dich vu DNS Server nhung chung

khéng anh hwong dén DACL cia cdc ving va bdan ghi tai nguyén luu
trén may chu nay.

Bdo mdt cac vang goi trong file.

Bao mat DNS cho cac vung duoc géi trong file s& yéu cau viée quan tri
quyén truy cdp hé théng file NTFS trén cac file ctia ving luu trén may chu
Windows Server 2003 thanh vién.

> Thiét 1ap quyén trén file ciia ving dwoc géi trong file.

Pé thiét 1ap quyén trén file cua ving duoc goi trong file thyc hién
theo cac budc sau:

1. M6 Windows Explorer, va sau d6 tim dén file cua vung hodc thu
muc DNS trong do file cua vung dugc luu (theo mac dinh, tat ca céac
file ctia ving dugc luu trong thu muc %systemroot%o\System32\Dns)
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2. Nhan phai chudt vao file cua vung hodc thu muc d6, nhan vao
Properties va sau d6 nhan vao thé Security

3. Trong ctra s6 thudc tinh cua file hodc thu muc, thuc hién mot trong
cac budc sau day:

| Pé thiét 1ap quyén cho mot nhom hodc ngudi diung ma
khong c6 trong hop Group Or User Names, nhan vao Add.
Nhép vao tén ciia nhém hodc nguoi ding ma ban mudn thiét 1ap
cap phép va sau d6 nhan OK

| D¢ thay doi hoac d& bo cap phép ciia mot nhém hodc
nguoi dung, nhan vao tén cua ngudi dung hodac nhém

4. Trong khi van dang & trong trang thudc tinh cua thu muc hoic file,
thuc hién moét trong cac budc sau day:

| Pé cho phép hodc khong cho phép mot quyén nao do,
trong hop Permissions For Object, lua chon hop chon Allow
hodc Deny.

| bé loai bé nhém hodc nguoi dung tir hdp Group Or User
Names, nhan vao Remove.

Bdo mat cac vang DNS tich hgp Active Directory

Bao mat ving DNS tich hop Active Directory s& yéu cau cac tiy chon bao
mat bo sung ctia viéc cap nhat dong bao mat va diéu khién truy cap.

Theo mic dinh, cac thiét 1ap cap nhat dong bao mat la Secure Only. Thiét
1ap mic dinh nay 1a thiét 1ap bao mat nhat boi vi n ngin can cac ké tan cong
c6 thé cap nhat cac ving DNS, nhung thiét 1ap nay cling c6 thé khong cho
ban c6 duogc sy tién lgi khi quan tri ma viéc cap nhat dong cung cép. Cap
nhat dong bao mat s€ han ché cac vung DNS dugc cap nhat chi boi cac may
tinh da xac thuc va gia nhap vao mién Active Directory ma may chi DNS
nay 1a thanh vién va thoa man cac thiét 1ap bao mat xac dinh c6 trong DACL
cua vung DNS do.

» Chi cho phép cac cap nhat dong bao mat
Pé chi cho phép céac cap nhat dong bao mat, thuc hién theo cac budc
sau:
1. Mé bang diéu khién DNS
2. Trong bang diéu khién, nhan phai chudt vao ving can cu hinh va
sau do chon Properties
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3. Trong thé General, xac nhan rang kiéu cua ving duoc thiét lap l1a
Active Directory—Integrated.

4. Trong muc Dynamic Updates, lua chon Secure Only

Danh sach DACL sur dung boi dich vu DNS Server khi n6 chay trén may
cht quan tri mién cho phép ban quan 1y quyen truy c@p cua cac nguoi dung
va nhom trong Active Directory khi ho mudn diéu khién viing DNS nay.

> Pit cac thiét 1ap bao mat DNS cho viing DNS
Pé cau hinh cac thiét 1ap bao mat cho vung DNS, thuc hién theo cac
budc sau:
1. Mé bang diéu khién DNS
2. Trong bang diéu khién, nhan phai chudt vao ving can cdu hinh va
sau d6 chon Properties
3. Trong thé General, xac nhan rang kiéu cua ving duoc thiét lap l1a
Active Directory—Integrated.
4. Trong thé Security, chinh stra danh sich cic ngudi dung hodc

nhom thanh vién ma dugc phép cép nhat bao mat vung nay va reset
cac quyén ciia ho néu can

Bdo mdt qud trinh chuyén giao viing
Theo mac dinh, dich vu DNS Server trong Windows Server 2003 cho phép
cac thong tin cia vung dugc chuyén giao chi dén cac may chu duoc li¢t ké
trong cac ban ghi tai nguyén NS cia mot vung. Pay 1a cau hinh bdo mat,
nhung dé€ tang cuong tinh bao mat, thi€t 1ap nay nén duogc thay doi sang tuy
chon cho phép chi chuyén giao vung dén céac dia chi IP xac dinh.
> Chinh sira cac thiét 1ap chuyén giao ving.

Pé chinh stra cac thiét 1ap chuyén giao ving, thuc hién theo cac budc

sau:

1. Mo bang diéu khién DNS

2. Trong bang diéu khién, nhan phai chudt vao ving can cdu hinh va

sau d6 chon Properties

3. Trong thé Zone transfer, thuc hi€én mdt trong cac tac vu sau:

| DPé vo hiéu hoa viéc chuyén giao ving, x6a hdp chon
Allow Zone Transfers

| Pé cho phép chuyén giao ving, lwa chon hop chon Allow
Zone Transfers
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4. Néu ban cho phép chuyén giao viing, thuc hién mét trong cac budc
sau:

| Pé cho phép chuyén giao viing dén bat ky may chi nao,
nhan vao “To Any Server”.

| Pé cho phép chi chuyén giao ving dén cac may chiu DNS
liét ké trong thé Name Servers, nhan vao “Only To Servers Listed On
The Name Servers” (Chi cho phép dén cac may chu liét ké trong danh
sach cadc may chu tén).

| Dé cho phép chi chuyén giao ving dén cac may chit DNS
xéac dinh, nhan vao “Only To The Following Servers” (Chi cho phép
dén cac mdy chu sau day), sau d6 thém vao mot hodc nhiéu dia chi IP
cua cac may chu DNS nay.

LUU Y. Cic thiét lap chuyén giao ving khong bdo mdt. Thay doi
cdc thiét lgp viimg dé cho phép chuyén giao ving “To Any Server” sé
dan den viéce ¢é thé cdc div lieu DNS cua ban co nguy co bi tan cong
va ké tan céng cé thé tim dau vét (footprint) hé thong mang ciia ban.

Bdo mat cac ban ghi tai nguyén DNS
Viéc diéu khién truy cap cac ban ghi tai nguyén luu trong Active Directory
s€ dugc quan ly boi cac DACL. DACL dugc ap dung trén cac ban ghi tai
nguyén s€ cho phep ban quan tri cac quyén cua cac nguoi dung hodc nhom
Active Directory, c6 thé 1a quyén di€u khién céc ban ghi tai nguyén DNS.
> Cau hinh cac thiét 1ap bao mat DNS cho cac ban ghi tai
nguyén DNS
Pé cau hinh thiét 1ap bao mat DNS cho cic ban ghi tai nguyén DNS,
thuc hién theo cac budc sau:

1. M6 bang diéu khién DNS

2. Trong bang diéu khién, nhin phai chudt vao ving can ciu hinh
tuong ung

3. Trong khung chi tiét, nhan phai chudt vao ban ghi ma ban mudn
cau hinh cac thudc tinh bao mat ctia no, va sau dé nhan Properties

4. Trong thé Security, chinh stra danh sach ctia cac nhoém hodc ngudi
dung thanh vién ma dugc phép cap nhat bdo mat vung nay va reset lai
cac quyén cua ho néu can

Bado mdt dich vu DNS Server
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Néu c6 thé, ban nén chi dinh mot dia chi IP tinh cho cac may chi DNS wa
thich va thay thé dé cac may khach DNS co thé s dung. Néu mot may
khach DNS duoc cau hinh dé c6 duoc dia chi cac may chu DNS mot cach tu
dong, no sé& lay cac thong tin nay tir may chi DHCP. Mic du phuong phap
léy dia chi cac may chu DNS nay la kha bao mat, tuy nhién no6 chi bao mét
khi may chit DHCP duoc bao mat. Bing cach cau hinh cac may khach DNS
v6i cac dia chi IP tinh trong cac muc may chit DNS wa thich va thay thé, ban
da giam thiéu nguy co bi tan cong.

GIAM SAT VA GIAI QUYET SU CO DNS

Trong phan nay, hai cong cu ghi nhat ky va Replication Monitor s& duoc
gidi thiéu. Cac cong cu nay co thé sir dung dé ca giam sat va gidi quyét su co
DNS

Xem cac nhat ky su kién DNS
Windows Server 2003 duy tri mot nhat ky riéng cho céac su kién may chu

DNS ma c6 thé xem duoc trong Event Viewer va tir bang diéu khién DNS,
nhu thé hién trong Hinh 4-8
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| ) skes Whbormetion  §2212003 @33N DNS
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£ Cris ==t (A Tobermakicn 5260 UL id

Hinh 4-8. Xem DNS Event Log

Néu ban c6 truc tric véi DNS, xem DNS Server Events Log dé phan doan
cac su kién. Giao dién d6 hoa ngudi dung (GUI) trong Windows Server
2003 da duoc nang cip (xem Hinh 4-9) dé ban c6 thé d& dang hon trong viéc
cau hinh cac muc ghi nhat ky.
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Hinh 4-9. Cau hinh cac mirc ghi nhat ky sw kién DNS

Pé mo hop thoai DNS' Events Properties, nhan phai chudt vao muc DNS
Events Log trong bang diéu khién DNS va sau d6 nhan Properties. Hop thoai
DNS Events Properties c6 chtta thé General va thé Filter. Trong thé
General, nhu thé hién trong Hinh 4-10, cho phép ban cu hinh cac tén hién
thi trong nhat ky, kich thudc tdi da cua file nhat ky va cac hanh dong khi
kich thudc file nhat ky dat dén gia tri tdi da cua no.
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Hinh 4-10. Thé General cia hop thoai DNS Events Properties

Theo mac dinh, DNS Events Log s& hién thi tat ca cac sy kién DNS. Trong
thé Filter, nhu thé hién trong Hinh 4-11, ban c6 thé dugc phép han ché hién

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG 188
VOI WINDOWS SERVER 2003



CHUONG 4: QUAN TRI VA GIAM SAT DNS

thi cac su kién trong DNS Events Log theo ki€u su kién, nguén goc su kién,
ID cua sy ki¢n, ngay va cac tham s6 khéc.
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Hinh 4-11. Loc cac nhat ky sw kién DNS

Giai quyét sw c6 DNS véi DNS Debug Log

Bén canh DNS Events Log, dich vu DNS Server con duy tri mgt nhat ky
riéng st dung dé g& rbi goi 1a DNS Debug Log. Nhat ky DNS Debug Log
nay la mdt file c6 tén Dns.log, file nay dugc luu trong thu muc
WINDOWS\System32\Dns. Hon nita, béi vi dinh dang tu nhién cua file
Dns.log 1a Rich Text Format (RTF), ban nén sit dung Microsoft WordPad
dé xem nodi dung ciia né mot cach chinh xac. Bé xem file Dns.log trong
Wordpad, hay tao mot ban sao cua file nay va sau dé6 m¢ xem ban sao nay.

Theo mic dinh, DNS debug log chi chira cac 16i DNS. Tuy nhién, ban ciing
c6 thé sir dung né dé thu thap cac goi tin DNS giri hodc nhan boi may chu
DNS ndi bo. Bé kich hoat tinh ning ghi nhat ky cac goi tin DNS, mé hop
thoai DNS Server Properties va sau d6 nhan vao thé Debug Logging. Theo
mac dinh, hop chon “Log Packets For Debugging” (Ghi nhat ky cac goi tin
dé g0 roi) 1a khong duoc chon va phan con lai ctia cac tily chon nay 1a khong
thé chinh stra.

Tuy nhién, sau khi ban lya chon hop chon Log Packets For Debugging, nhu
thé hién trong Hinh 4-12, ban c6 thé cau hinh géi tin DNS nao ma ban mudn
thu thap va gitr lai trong nhat ky DNS.
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Hinh 4-12. Kich hoat nhat ky g roi

Trong Thé Debug Logging, ban c6 thé ciu hinh cac tiy chon va cac gia tri
cua chung nhu mo ta trong Bang 4-7.

Bang 4-7. Cac tuy chon, gia tri va mé ta ciia nhat ky go roi

Cic  tuy

chon Cac gia tri

Mo ta

Outgoin
Packet soms

Direction

Céac goi tin ma may chu DNS gui di
dugc ghi lai trong file nhat ky cua may
chu DNS

Incoming

Céc gobi tin ma may chu DNS gui di
dugc ghi lai trong file nhat ky

Queries/Transfers

Chi dinh rang cac goi tin chira cac truy
van chuan dugc ghi lai trong nhat ky cua
may chu DNS

Packet

Contents Updates

Chi dinh rang cac géi tin chira cac cép
nhat dong dugc ghi lai trong nhat ky cua
may chi DNS

Notifications

Chi dinh rang cac goi tin chira cac thong
bao dugc ghi lai trong nhat ky may chu
DNS

Transport

Protocol vbp

Chi dinh rang cac goéi tin giri va nhan
bang UDP sé& dugc ghi lai trong nhat ky
cua may chu DNS
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Chi dinh rang cac géi tin gui va nhan
Ice bang TCP s€ dugc ghi lai trong nhat ky
cua may chu DNS
Chi dinh rang cac goi tin yéu cau s&
Request dugc ghi vao nhat ky cua may chu DNS
Packet Type : . _— —
Response Chi dinh rang cac goi tin phan hoi sé€
P dugc ghi vao nhat ky cua may chu DNS
Ghi lai rat ca cac chi tiét cua goi tin.
Details Néu qkhén,g duoc lya chon, chi cac thong
tin tong két dugc ghi lai
Cung cap cac bd loc bd sung ciia cic goi
Other tin d3 duogc ghi lai trong nhat ky may
Options ’ \ 3 Z i lai
P Filter Packets By cl}u D,N S.' Tuy chQP.na'y c‘:holphe.p gh{ lai
IP Address cac goi tin duoc gui di tu cac dia chi IP
cu thé xac dinh dén méy chu DNS hoac
tur vm(f)t may chu DNS dén cac dia chi cu
thé.
File Name C}ll d;ph tervl va noi luu cua file nhat ky
cua may chu DNS
Log File ; . .
& Log . Ffle Thiét 1ap kich thudc t61 da cua file nhat
Maximum  Size | ., . )
Limit ky trong may chu DNS

Céc thong tin sau ddy duoc lay tir file Dns.log va d6 1a mot vi du vé céc
phan hoi cho truy van. Luu y rang co phan hoi dugc thiét 1ap la 1 (True) va
ban ghi tai nguyén PTR nam trong phan Answer:

17:19:33 8C8 PACKET UDP Snd 10.1.1.200 0001 R Q [8085 A DR
NOERROR]

(3)200(1)1(1)1(2)10(7)in-addr(4)arpa(0)

UDP response info at 007AFE40

Socket =372

Remote addr 10.1.1.200, port 4604

Time Query=157594, Queued=0, Expire=0

Buf'length = 0x0200 (512)

Msg length = 0x004d (77)

Message:
XID 0x0001
Flags 0x8580
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OR 1 (RESPONSE)

OPCODE 0 (QUERY)

AA

TC

RD

RA

Z
RCODE
OCOUNT 1
ACOUNT 1
NSCOUNT 0
ARCOUNT 0
QUESTION SECTION:
Offset = 0x000c, RR count = 0
Name "(3)200(1)1(1)1(2)10(7)in-addr(4)arpa(0)"

QTYPE PTR (12)

QOCLASS 1
ANSWER SECTION:
Offset = 0x0029, RR count = 0
Name "[C00C](3)200(1)1(1)1(2)10(7)in-addr(4)arpa(0)"

TYPE PTR (12)

CLASS 1

TTL 1200

DLEN 24

DATA (8)acapulco(9)contoso01(3)com(0)
AUTHORITY SECTION:

empty
ADDITIONAL SECTION:

Empty

STOANNIN

(NOERROR)

CANH BAO. Kich hoat DNS Debugging cé thé anh hwéng dén hiéu
ning. Khéng nén dé tinh niang DNS debug logging dwoc kich hoat
trong qua trinh hoat dong binh thuong boi vi no sw dung cdc tai
nguyén bg vi xir Iy va dia cieng. Kich hoat né chi khi ban mudn chan
dodn va gidi quyét sw cé DNS.

Giai quyét sw ¢6 DNS bang Replication Monitor
Replication Monitor (replmon.exe) 1a mot cong cu dé’ hoa ,c()‘ trong
Windows Support Tools cho phép ban giam sat va giai quyét su c6 dong bo
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Active Directory. Tinh ning nay 1a tinh ning thiét yéu trong giam sat viéc
chuyén giao dir licu DNS trong cac vung tich hop DNS

Ban c6 thé st dung Replication Monitor dé thuc hién cic chirc ning sau
day:

m Ep budc dong bo dir liéu DNS thong qua rat nhiéu cach thirc dong bo

W Phat hién khi mot d6i tuong dong bd ¢ van dé

W Hién thi kién trac dong bd

B Thim do doi tuong déng b0 va tao ra cac muc lich sir riéng biét cua cac
su kién dong bg thanh cong hay that bai.

B Hién thi cic thay doi ma chua dugc déng bo tir mot dbi tuong déng bo cu
thé nao do.

B Gidm sat trang thai dong b ctiia cadc mdy chu quan tri mién tir nhi€u rung
khéac nhau

Sau khi ban cai dat Windows Support Tools, chay ung dung Replication
Monitor bang cach nhap vao replmon tai ddu nhic dong 1énh (hoidc trong
hop thoai Run) va sau d6 nhan Enfer. Sau khi mé ung dung Replication
Monitor, ban phai thém vao it nhat mot may chu dé giam sat. Dé thém may
cha dé giam sat, nhin vao Monitored Servers sau d6 trong thuc don
Actions, trd vao site, nhan vao Add Monitored Server va sau d6 thuc hién
theo hudéng dan cua trinh trg giup. Sau khi thém vao may chu DNS,
Replication Monitor trong s& nhu thé hién trong Hinh 4-13:

:'.:17' Active Directory Replication Monitor ;Iglil
Eile Edit Action Wew Help
|M ohitored Servers pdate Autornatically I
@ Monitared Servers Log: C:ADocuments and Settings'Administratorihy .. |
=l Default-Fist-Site-N ame Status a5 of: 8/10/2003 5:23:37 PM

E‘flj Status as of: 8/10/2003 6:38:17 P

------ [z =contozall DC=cam

------ @ CH=Configuration,D C=contozol] D C=com

------ @ CH =5 chema, CH=Configuration, D C=contozo1 D C=com
------ @ DZ=DomainDnsZones, DC=ccntozall ,DC=caom

------ @ DZ=ForestDing ones, DC=contosn01, D C=com

------ @ [ Z=custom, DC=contozall D ->=com

| (/1072003 [6:38 PM y

Hinh 4-13. Bang diéu khién Replication Monitor
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Sau khi ban da thém vao cac may chi ma ban mudn gidm sat, ban c¢6 thé luu
cau hinh bang diéu khién nay nhu mot file .ini va c6 thé mo file nay tu
Replication Monitor d¢ st dung sau do.

Cadc vung tich hgp Active Directory va phdn vung thu muc

Pbi voi méi may chu liét ké trong bang diéu khién, ban c6 thé hién thi cac
phan ving thu muc Active Directory cai dat trén may chu d6 bang cach mo
rong biéu tugng mdy chu twong ung. Cac may chii quan tri mién ma dong
thoi 12 may chu DNS va chira mot vung tich hop Active Directory don sé&
bao gdm mdt ban sao cta ndm phan ving theo mic dinh.

Danh sach sau ddy mo ta ndm phan vung nay cia mot mién sir dung Active
Directory va vung DNS tén la contoso.com.

B DC=contoso01,DC=com. Phin ving mién, n6 chira cac dbi tuong (vi
du nhu cdc may tinh va nguoi dung) gin véi mién nodi bd. Mdi may
cht quan tri mién s& luu mot ban sao day du cta phan ving mién cho
mién ndi bo cta nd. Ngoai ra, trong phan ving ndy, cac dir liéu DNS
duoc luu dé twong thich véi cic may chi DNS cua Microsoft
Windows 2000. Pé luu céc dit liéu ving DNS trong phan ving mién,
thiét 1ap pham vi dong bd ving trong bang diéu khién DNS thanh “All
Domain Controllers In The Domain domain_name” (Tt ca cac may
chi quan tri mién trong mién domain name — trong dé
Domain_name ld tén mién ciia ban)

B CN=Configuration,DC=contoso01,DC=com. Phan vung cdu hinh,
phan ving nay chtra cdu trac dong bd va cac thong tin cdu hinh khéc
ma phai duoc dong bd trén toan rimg. M&i may cha quan tri mién
trong rimg c6 mot ban sao cua cung mot phan ving cdu hinh. Tuy
nhién, phan ving nay khong thé chira cic dir liéu ving ciia DNS
duoc.

B CN=Schema,CD=Configuration,DC=contoso01,DC=com. Phan
ving luge dd, phan ving nay chta cac d6i tuong classSchema va
attributeSchema ma dinh nghia cac kiéu doi tuong ¢ thé ton tai trong
rimg Active Directory. Moi may chil quan tri mién trong rimg c¢6 mot
ban sao ctia cung mot phan cung luge db. Tuy nhién, phan ving nay
khong thé chira cac dit liéu ving ctia DNS duoc.

B DC=DomainDnsZones,DC=contoso01,DC=com. Phan vung thu
muc xay dung san co6 tén 1a DomainDnsZones, phan vung ndy dugc
dong bo voi tat cad cac may chu quan tri mién Windows Server 2003
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ma dong thoi 1a may chit DNS trong mot mién Active Directory thong
thuong. Pé luwu dir liéu ving DNS trong phéin vung
DomainDnsZones, thiét 1ap pham vi dong bd ving trong bang diéu
khién DNS thanh “All DNS Servers In The Active Directory Domain
Domain_Name” (Tit ca cic may chi DNS trong mién Active
Directory domain_name)

B DC=ForestDnsZones,DC=contoso01,DC=com. Phan vung thu muc
xay dung san tén la ForestDnsZones, phan vung nay dugc dong bo voi
tat ca cac may chu quan tri mién Windows Server 2003 ma dong thoi
12 may cht DNS trong mdt rimg Active Directory thong thuong. Pé
lru dir liéu ving DNS trong phan ving DomainDnsZones, thiét 1ap
pham vi déng bo ving trong bang diéu khién DNS thanh “All DNS
Servers In The Active Directory Forest” (Tit ca cac may chi DNS
trong rung Active Directory)

Ban con co thé tao ra cac phan vung thu muc tmg dung tiy chon va liét ké
cac may chu quan tri mién ma ban lya chon dé luu mot ban sao cia phan
vung d6. Trong Hinh 4-13, Replication Monitor hién thi mot phan ving thu
muc tng dung tén 1a Custom. Dé luu cac dit liéu ving ciia DNS trong mot
phan ving thu muc tng dung, thiét 1ap pham vi dong bd cua ving trong
bang diéu khién DNS thanh “All Domain Controllers Specified In The
Scope Of The Following Application Directory Partition* (Tt ca cac may
cht quan tri mién chi dinh trong pham vi cta phan ving thu myc tng dung
sau day). Sau do lua chon phan vung thu myc ung dung ma ban muén tur
trong danh sach x6 xubng.

Pé tim ra phan ving Active Directory nao dugc sir dung dé luu dit liéu cua
mot ving DNS cu thé, ban c6 thé hodc kiém tra trang thudc tinh ctia ving
DNS d6 trong bang diéu khién DNS hodc sir dung 1énh Dnscmd /zoneinfo
ZoneName, trong d6 nhap vao tén cua vung vao vi tri cua ZoneName.

Pé xac dinh pham vi dong bd ving ciia mot mién tén 1a domainl.local, nhap
vao 1€nh sau day tai d4u nhic dong 1énh: dnscmd /zoneinfo domainl.local.
Sau d6, hiy nhin vao muc co tén 1a Directory Partition trong két qua hién
thi ra. Dé thay d6i pham vi déng bd viung, st dung khoa chuyén
/zonechangedirectorypartition theo sau bai bat ky mot khoa chuyén tuong
ung sau day:

B /domain (cho tit ca moi mdy chu DNS trong mién)

W /forest (cho tat ca moi may chit DNS trong rimg)
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B /legacy (cho moi mdy chu quan tri mién trong mién)

Vi du, dé thiét 1ap pham vi dong bd ctia mot ving tén 13 domainl.local 13 t6i
tat ca cac may chu DNS trong toan mién, nhdp vao dong Iénh sau day:

dnscmd /zonechangedirectorypartition domainl.local /domain

Néu ban d3 c6 céac thong tin ID va mét khau ding, ban thdm chi con c6 thé
st dung cac dong Iénh nay tur xa. Trong truong hgp nay, chi can chi dinh tén
may chu sau dnscmd.

Ep buéc dong b cdc ving tich hop Active Directory

Mot khi ban di biét phan ving thu muc trong d6 cic thong tin ciia ving
DNS dugc luu ¢ dau, ban co thé ép budc dong bo cac ving do trong
Replication Monitor. Thu tyc ndy co6 thé hd trg trong viéc giai quyét su cd
cua qua trinh phan giai tén gy ra bdi viée cac dir liéu vung 1a qua cii.

Pé ép budc dong bo ving tich hop Active Directory, nhan phai chudt vao
phan ving tuong tng trong bang diéu khién Replication Monitor va lya
chon “This Directory Partition With All Servers” (Phan vung thu muc nay
v6i tit ca may chu). Hop thoai “Synchronizing Naming Context With
Replication Partners” (Pong bo ngir canh tén véi dbi tac dong bo) xuit hién
nhu thé hién trong Hinh 4-14:

-.‘.'_-F Synchronizing Naming Context with Replication P El

Please read the optionz below vem carsfully. Thew have a significant impact on how
long the synchronization process takes.

— Sync Optiores;

r Dizables tranzitive replication. Senchronizaton will only be perfformed W|th
adjacent servers. :

Puzh mode. Push changesz from the home server out to all partners uzing

r trangitive rephication.  Thiz reverses the direction of replication, and the order
of execution of the replication zetz from the uzual "pulling”’ mode of
Execution.

Crozz zite boundaries. By default, the anly servers that are conszidered are

r thoze in the zame zite az the home spstem. 'With thiz option, all zervers in
the enterprize, across all zites, are eligible. They must be connected by a
synchronous [RPC) transport, howewer,

QE. Cancel

Hinh 4-14. Ep budc ddng b
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Khi ban thuc hién ép budc dong bd, ban co6 thé sit dung hop thoai nay dé chi
dong bd tdi cac may chu bén canh, dong bo tdi tat ca cac may chu trong site
ndi bo hoac dong bd tdi tat ca cac may chu trén cac site.

Tim kiém cdc 16i dong bo
Cac 16i DNS trong cac vung tich hop Active Directory c6 thé giy ra bdi cac
16i ctia viéc dong bo vung. Dé 1am diéu nay, trén thuc don Action, lya chon
Domain, va sau d6 lua chon “Search Domain Controllers For Replication
Errors” (Tim kiém cac may cha quan tri mién dé biét cac 16i dong bo) nhu
thé hién trong Hinh 4-15.

£ Active Directory Replication Monitor -0l =|
File Edit | Action View Help
IMDnitnred 5 Search Domain Controllers For Replication Errors

.._% bomitor  SEFYER S
=l Del St b

Eﬁ? Maming Conkexk k
Replication Partner k
E CH=Canhgurabion DC=damain.DC=local
------ @ CM=5chema, Ch=Configuration. D C=domain] D C=local
------ @ DC=DomainlnsLones, D C=domain1 DC=local

------ @ DC=ForestDnslones, D C=domain DC=local 4| | _II

| | B/2142003 | 7:40 P A

Hinh 4-15. Tim kiém cac 16i dong bd

Mot phuong phap thay thé khac, ban co thé cau hinh Replication Monitor
giri thu dién tir dén mot quan tri mang sau mot s6 1an dong bo 16i cu thé nao
d6. Pé thuc hién tac vu nay, trong thuc don View, lua chon Options. Trong
hop thoai “Active Directory Replication Monitor Options” (Cac tuy chon
giam sat dong bd Active Directory), lua chon “Notify When Replication
Fails After This Number Of Attempts” (Thong bao khi 5O lan dong bo that
bai vugt qua:) va sau do nhép vao so 14n that bai ma ban mudn dé kich hoat
mot 1an gui thu dién tir. Cubi cung, lua chon hop chon Send Email To va chi
ra mot dia chi email trong hdp van ban twong tng.
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TONG KET

St dung céc cong cu nhu Nslookup, DNSLint va Dnscms dé quan tri
cac may chu DNS

St dung Nslookup trong ché do dong lénh hodc ché do twong tac dé
kiém tra ndi dung cta céc file ctia ving DNS. Sir dung DNSLint dé
xac nhan su théng nhét, kién dinh ctia mét tap hop xéac dinh cac ban
ghi tai nguyén trén nhiéu may chu DNS. Str dung Dnscmd dé tro gitp
viéc tu dong qua trinh quan tri va cap nhat cic cau hinh ciia may chu
DNS c¢6 san.

Tich hop DNS va WINS la mot qua trinh trong d6 DNS st dung
WINS dé phan giai cac tén sang dia chi IP. DNS st dung dé phén giai
cac tén may va cac dich vu sang cac dia chi IP va WINS duogc st dung
dé phan giai cac tén NETBIOS sang céc dia chi IP.

Str dung cac thiét 1ap nang cao trong may chit DNS dé vo hiéu hoa su
dé quy, tang cuodng su twong tac gitta cac may chu, tdng cudng tinh
toan ven cua dir lidu va sip xép lai danh sach cac tén liét ké trong
phan hoi bang cach st dung round robin (ludn phién) va netmask
ordering (thwr ty mat ng mang). Ban con co thé sur dung cac thiét lap
nang cao dé bao mat bo dém khoi bi 1am sai hong, cau hinh kiém tra
cac tén, chi dinh noi ma dir li¢u vung s€ dugc nap va kich hoat tinh
ning tu dong loai bo cac ban ghi di 15i thoi.

Dich vu DNS Client duy tri mot bd dém ndi bo, ban c6 thé xem va
x0a bang 1éng ipconfig.exe

Hiéu thém rat nhiéu cac nguy co bao mat trong DNS va chuan bi dé
d6i pho bang cach an dinh mitc bao mat cho doanh nghiép cta ban.
Dua trén céc thiét lap cua ban, tién hanh céc thay ddi cau hinh tuong
mg dé han ché cac cap nhat dong, chuyén giao ving, truy cip dén cac
vung dugc goi trong file, cac ban ghi tai nguyén va dich vu DNS
Client.

Ban c6 thé str dung ca DNS Events Log va DNS debug log dé giam
sat va giai quyet su c6 DNS. Vi du, ban c6 thé sir dung nhét ky g& ro1
DNS ¢ ghi lai tat ca cac cap nhat dong nhan dugc boi may chu nay.
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BAI TAP
QUAN TRONG. Hodn thanh tit ci cdc bai tdp. Néu ban cd ké hoach
lam bat ky bai tdp nao trong sach Iy thuyét cua chuong nay, ban phai
thie hién tat cd cdc bai tdp khac trong chuwong dé tra may tinh vé

trang thdi nguyén goc clia né trude khi ¢é thé lam cdc bai tdp thiee
hnah trong cuon BAI TAP THUC HANH.

Bai tap 4-1. Hién thi cac thong tin viing DNS bing Dnscmd
1. M¢ déu nhic dong 1énh
2. Tai dau nhic dong 1énh, nhap an‘lo dnsemd localhost /zoneinfo
zone_name (trong do zone_name thé hién mot tén vung phan giai xudi
hodc nguogc) va sau d6 nhan Enter

Bai tap 4-2: Tich hgp DNS va WINS
1. M6 bang diéu khién DNS

2. Trong bang diéu khién, nhan phai chudt vao ving twong Gmg va sau
do6 nhan Properties

3. Trong hop thoai Properties, nhan vao Thé tuong tng:
B Nhin vao thé WINS néu nhu ving nay 1 ving phan giai xudi

B Nhin vao thé WINS-R néu nhu ving nay 13 ving phan giai nguoc

4. Trong th¢ WINS tuong ung, lya chon hop chon twong tng dé kich
hoat viéc st dung phan giai tén bang WINS

B S dung WINS Forward Lookup néu nhu ving 13 ving phan giai
xuoi
B St dung WINS-R Lookup néu nhu ving 1a ving phéan giai nguoc

5. Trong thé¢ WINS, nhap vao dia chi IP cia mot may chu WINS ma s¢
st dung dé phan gidi cac tén khong tim thay trong DNS. D61 voi ving
phan giai ngugc, trong th¢ WINS-R, nhap vao tén trong truong
Domain To Append To Returned Name, néu co thé.

6. Trong the WINS, nhan vao Add dé thém vao dia chi IP cua may chu.
D61 voi vung phan gidi nguoc, trong Thé WINS-R, nhan vao Use
WINS-R Lookup

7. Néu cac dia chi ciia may cha WINS truyén tl}éng duogc st dung cho
vung phan gidi xudi trong qua trinh tham chiéu phan giai WINS, lap
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lai cac budc 5 va 6 néu can dé thém vao cac dia chi may chu nay trong
danh sach.

. Trong ca thé¢ WINS va WINS-R, lya chon Do Not Replicate This

Record cho ban ghi WINS nay néu c6 thé.

CANH BAO. Khéng dong by bin ghi WINS Locator. Néu ban dang
dong bé cdc dir lidu ving sang cdc ving thir cdp trén cdc mady chu
DNS ciia cdc hang thir ba ma cdc mdy chii nay khéng nhdn biét dwoc
cdc ban ghi WINS va WINS-R, luva chon hop chon “Do Not Replicate
This Record” (Khéng dong bé bdn ghi nay). Diéu nay sé khéng cho
cac ban ghi WINS localor dong bé téi cdc mdy chi khdc trong qud
trinh chuyen giao vung. Ban nén lya chon tuy chon nay khi thuc hién
viéc chuyen giao ving dén cdc mdy chii BIND, béi vi BIND khéng
nhén biét dwoc cac ban ghi WINS Locator.

Tuy ban chon, trong thé WINS va WINS-R, nhan vao Advanced dé
dicu chinh ca gia tri Cache Time-Out va Lookup Time-Out.

10.Tuy ban chon, trong thé WINS-R, trong hop thoai Advanced, lya chon

Submit DNS Domain As NetBIOS Scope.

11.Trong hop thoai Zone Properties, nhan OK

Bai tip 4-: Hién thi va x6a by dém phén giai.

l.

A

M¢ dau nhac dong 1énh

Tai ddu nhic dong 1énh, nhap vao ipconfig /displaydns va nhan Enter
Tai ddu nhic dong 1énh, nhap vio ping instructor01 va nhan Enter
Tai ddu nhic dong 1énh, nhap vao ipconfig /displaydns va nhan Enter
Cudn xubng dé tim kiém ban ghi London trong két qua hién thi.

Tai dau nhac dong 1énh, nhap vao ipconfig /flushdns va nhan Enter

Mot thong bao hién ra néi rang bo dém phan giai DNS da dugc x6a
thanh cong.

Tai ddu nhic dong 1énh, nhap vao ipconfig /displaydns va nhan Enter

Luu y rang ban ghi London khong con ton tai trong bd dém phan giai
DNS
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CAC CAU HOI TONG KET

1. Chtrc nang cua round robin trong DNS 1a gi ?

2. Tinh nang nao s€ c6 do uu tién cao hon — round robin hay netmask
ordering?

3. Pau la ly do hop ly dé giam sat cac thiét 1ap TTL trén cic may chu
DNS ? Chon tét ca cac cau tra 10i co thé.

a.

Cac luu lugng truy van tang khi cac may khach DNS yéu cau
cac thong tin ma hét han tr b dém cua chiing

Cac may khach DNS c¢6 thé luu dém cac ban ghi 16i thoi

Cac may khach DNS c6 thé khong c6 kha ning phan giai cac
tén may

Cac luu lugng truy van giam khi cdc may khach DNS yéu cau
cac thong tin ma hét han tir bo dém cua chiing

4. Kiéu truy van kiém tra nao c6 thé thuc hién trong thé Monitoring ctia
trang thudc tinh may chu DNS?

a.
b.
C.
d.

Truy van dé quy
Truy van don gian
Truy van dai

Truy vén lap

5. Phuong thitc ndo sau day cung cdp canh bao sém nhat néu nhu dich
vu DNS bi suco ?

a.

Tao ra mot canh bao dua trén cac bién sd do hiéu ning chuén
va thlet lap gia tri mic ngudng dé thong bao cho ban néu nhu
bién s6 do vuot qua 95% cta mirc ngudng dé xuat.

Tao ra mot canh bao dua trén cac bién sd do ma ban cho 1a ddi
tuong chi thi thich hop cua sy c6, va thiét 1ap mot mirc ngudng
deé thong bao ban khi no6 c6 gia tri 10% dudi muic ranh gioi.

Tao ra mot canh bao dya trén cac bién sd do chuan, va thiét lap

cac muc ngudng dé thong bao cho ban néu gia tri cia cac bién
s6 do vuot qua 75% cua gid tri mirc ngudng khuyén cdo.

Tao ra mot canh bao dya trén cac bién sé do ma ban cho 1a di
tuong chi thi thich hop cua su ¢, va thiét 1ap mot mirc ngudng
deé thong bao ban khi n6 c6 gia tri 10% trén muc ranh gidi.
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6. Ban la quan tri hé théng cua Contoso, Ltd. Contoso dang c6 ké hoach
do1 voi cac vung DNS cta nd va ban dugce hoéi xin y kién khuyén cach
thirc tot nhat dé cau hinh cac vung trén cac may chu Windows Server
2003 cua cong ty. Ban dé xuat su dung cac vung tich hop Active
Directory. Tai sao ban dé xuat cau hinh nay ? Chon tat ca cac cau tra
101 ¢6 thé

a. Cac dir liéu DNS duoc déng b véi Active Directory
b. Ban c6 thé cau hinh céc cap nhat dong bao mat

c. Muic tai DNS sé& duogc chia sé boi cac may chu quan tri mién
khac s€ tr¢ thanh cac may chu DNS thu cap

d. Ban c6 thé ciu hinh mot pham vi dong bo

7. Ban 13 quan tri hé thong cua contoso Ltd va ban d3 cap nhat cac dia
chi IP cho mot may bang cach st dung bang diéu khién DNS. Gia
dinh rang né ton tai, kiéu ban ghi nao sau day s& duoc gin vai ban ghi
may va cling phai dugc cap nhat ?

a. Ban ghi tai nguyén A

b. Ban ghi tai nguyén MX

c. Ban ghi tai nguyén NS

d. Ban ghi tai nguyén PTR

e. Ban ghi tai nguyén SOA

f. Ban ghi tai nguyén SRV

8. Mot may khach trong mang néi bo cua contoso Ltd khong thé két ndi

dugc dén may chu file. Ban xac nhén rang may chu file dang chay va
c6 kha nang két noi dugc dén no6 bang cach sir dung mot may tinh
khac trong cung mot mang con. Ban gia dinh rang may khach ma
khong thé két n6i dén do co6 chira thong tin da 161 thoi trong b dém
nodi bd cua nd. Thao tac nao sau day s¢€ giai quyét van dé nay ?

a. Tai may khach, chay 1énh Ipconfig /flushdns

b. Tai may chu file, chay 1énh Ipconfig /flushdns

c. Tai may chu file, chay 1énh Nslookup.

d. Tai may chu file, ngung va kho1 dong lai dich vu DNS Client
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CAC KICH BAN TINH HUONG

Kich ban tinh hudng 4-1: Kich hoat ngudi dung mang két ndi
dén cac tén may trén Internet

Ban la quan tri h¢ thong ctia Contoso Ltd. Hé théng mang Contoso cé chira
mot mién don, contoso.com, ndé dugc bdo v¢ khoi Internet bang mot tuong
Itra. Tuong ltra chay trén mot may tinh tén la NST duge két ndi truc tiép dén
Internet. NSI ddng thoi chay dich vu DNS Server va tuong lira cho phép luu
lugng DNS duge chuyén qua gitra Internet va dich vu DNS Server trén NS1
nhung khong cho phép gitra Internet va mang ndi bo. dich vu DNS trén NSI
dugc cau hinh sir dung round robin. Phia trong tudng lira, hai méy tinh chay
Windows Server 2003-NS2 va NS3 c6 chirta mot vung DNS chinh thuac va
thr cAp twong Umg clia contoso.com

Nguoi dung trong mang cong ty bao cao rang, mac du ho sir dung cac tén
may dé két ndi dén cac may tinh trong hé thong mang nodi bo, ho khong thé
st dung tén mdy dé két ndi dén cac dich dén trén Internet, vi du nhu
www.microsoft.com

Hanh dong nao sau day yéu cau it thao tac quan tri nhat dé cho phép cac
nguoi dung mang két ndi dén cac tén may trén Internet ?

a) VO hi€u hoa d¢ quy trén NS2 va NS3

b) Kich hoat Netmask Orderring trén NS1

¢) Cau hinh NS2 va NS3 st dung NSI nhu 1a forwarder cia chiing
d) Vo hiéu hoa round robin trén NS1

Kich ban tinh hudng 4-2: Trién khai cip nhat DNS

Ban la quan tri h¢ thong cta cong ty Contoso. Ltd. Cong ty dang phat trién
rt nhanh trong nhiing nim qua va hién tai dang s dung chi mot vung DNS
don. Gan day, phong Marketing da tao ra mot sO yéu cau thay d6i DNS vi
chung ludn bi tré. Nguoi ding mudn c6 kha ning cap nhat ban ghi DNS cua
ban than ho.

Ban phai lam gi dé giai quyét van dé nay ?
a) Tao mot mdy chu tht cap trong phong Marketing dé nguoi dung co
thé quan ly vung riéng cua ban than ho.

b) Uy quyén mién marketing cho mot mdy cha DNS trong phong
Marketing
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¢) Pit mot may chu quan tri mién chay DNS vao phong Marketing dé
nguoi dung trong phong nay cé thé tao cac thay doi

d) Néang cép co so ha ting hé thong mang dé cai thién hiéu ning cia
mang.
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CHUONG 5: BAO MAT TRONG
MANG

Sau khi két thic chwong nay, ban c6 thé:

B Mo ta vé cac giao thirc bdo mat trong mang dugc dung cho viéc
cap phép.

M Gan cic quyén cho nguoi sur dung (user right) va hiéu dugc su
khac nhau giita quyén cho nguoi st dung va cap phép
(permission).

B Liét ké va mo td cac cong cu cdu hinh bao mat di kém vdéi
Windows Server 2003, va cach st dung cac cong cu cu hinh bao
mat dé cdu hinh cac thiét 1ap bao mat. Phan tich vé bao mat hé
théng trong mang may tinh sir dung Microsoft Windows 2000.

M M5 ta va thuc hién nguyén 1y cap quyén tbi thiéu.

B Thuc hién cau hinh bdo mat co s& (baseline) va cau hinh kiém soat
(audit) bao mat bang cach sir dung cdc mau (template) bao mat co
san.

B Su dung h¢ thong File md hoa (EFS) dé ma hoa va giai ma file
bang giao dién d6 hoa va céc tién ich dong 1énh (command line).

W Cai dat va su dung cong cu Microsoft Baseline Security Analyzer
(MBSA) dé tang mirc 0 bao mat cho may tinh.

Quan 1y va duy tri bao mat la mot cong viéc kha phuc tap vi vdy Windows
Server 2003 cung cap mdt sd cong cu giip ban thue hién dugc dé dang hon.
Pé ¢o thé trd thanh mot chuyén gia vé mang ban cin phai hiéu duoc
Windows Server 2003 thuc hién bao mat nhu thé nao dé c6 thé bao vé duoc
mang cua ban. Nghia la ban phai hiéu dugc mot s khai ni¢ém bao mat co
ban nhu cap phép (permission), quyén (right) va nguyén ly cap quyén tdi
thiéu. Ngoai ra de hiéu hon vé nguyén tic bao mat cia Windows Server
2003 ban ciing can phai biét va cac cong cu va cach thyuc hién cua chung dé
bao mat mang cua ban mot cach hiéu qua. Cac cong cu dugc dua ra trong
chuong nay la snap-in Security Configuration And Analysis, snap-in
Security Templates, MBSA va snap-in Group Policy. Cac cach thuc hién
nhu gan céc quyén cho ngudi st dung (user right), tao ra sy bao mat co s0,

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG 205
VOI WINDOWS SERVER 2003



CHUGONG 5: BAO MAT TRONG MANG

ma hoa va giai ma file, st dung cdc mau bao mat dé ap dung céc chinh sach
bao mat.

THU'C HIEN CAC GIAO THUC BAO MAT
TRONG MANG

Céc giao thirc bao mat trong mang dugc sir dung dé quan 1y va bao mat cac
qua trinh xac thuc (authentication), iy quyén (authorization), riéng tu
(confidentiality), toan ven (integrity) va chap nhan (nonrepudiation). Trong
mang may tinh sir dung Windows Server 2003 cac giao thirc thuong dugc su
dung 12 NTLM, Internet Protocol Security (IPSec) va mot s6 giao thirc
phu khac. Mot sb giao thirc truyén théng trong mang, cic cdu hinh bao mat
va bao vé phai st dung cac giao thic ¢ trén. Bang 5-1 liét ké cac kiéu bao
mat va cac giao thic hd tro cho chung.

Bang 5-1 Cac Kiéu bao mat va giao thirc

Kiéu biao mit Muc dich Cac giao thirc
Xac thuc Dé xéc thuc ban chinh 1a nguoi Kerberos va NTLM (mac
(Authentication) ma ban khai bao dinh NTLM khong stir dung
nhung cho phép cau hinh)
Uy quyén Dé xac dinh ban c6 thé 1am gi Kerberos va NTLM
(Authorization) trong mang sau khi ban da dugc
xac thuc
Riéng tu Dé luu trit cac dir lidu bi mat Thanh phan mi hoa
(Confidentiality) (Encryption) cua Kerberos,
NTLM va [PSec(bdo mat
viée trao doi khic véi viée
xac thuc)
Toan ven (integrity) Bao dam dir liéu nhan dwoc Thanh phan cia Kerberos,
gidng nhu dit liéu giri di NTLM va IPSec
Chap nhan Xac dinh chinh x4c nguoi gt va  Kerberos va IPSec
(nonrepudiation) nguoi nhan cac thong di€p

Chuong nay sé tip trung vao cic qua trinh Gy quyén va riéng tu. Chuong 6,
“Bao mat luu thong trong mang bang cach st dung IPSec” sé cho ching ta
biét cu thé vé IPSec, day 1a giao thirc duge st dung cho cic qua trinh riéng
tu, toan ven va chap nhan.

QUAN LY CAC QUYEN CUA NGUOI SU
DUNG (USER RIGHT)

Mot diéu rat quan trong d6i voi ban la phai hiéu dugc vai tro vé quyen cua
nguoi st dung (user right) va cip phép (permission) trong viéc uy quyén va
phan biét duoc sy khac nhau giira hai khai niém. Quyén ciia nguwoi sir dung
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xéac dinh nguoi str dung co thé va khong thé lam gi trén hé thong. Cdp phép
xac dinh murc d6 truy cép nhu thé nao (néu co) ctia ngudi st dung trén cac
d6i tuong. Vi vay cac kiéu cho phép s& phu thudc vao cac dbi tuong. Cap
phép ban cip cho nguoi sir dung trén may in sé& khac véi cAp phép ban cip
cho nguoi str dung khi truy cap vao file va thu muyc. Quyén clia ngudi sir
dung dugc ap dung cho ca hé théng, trong khi cap phép chi duoc ap dung
trén timg d6i tuong cu thé. Vi du, quyén cua ngudi sir dung cé thé bao gdm
cac quyén sau: sao luu dir liéu, dang nhap vao may tinh va thay d6i thoi gian
trén may chu. Vi du vé cip phép 1a cap phép doc (Read Permission) duoc st
dung dé cip cho ngudi st dung khi truy cdp vao thu muc, khi d6 nguoi st
dung c6 thé xem thudc tinh cua file va thu muc. Néu chi co cip phép doc
nguoi str dung s& khong thé thay doi va xda cac thu muc.

Quyén (Right) dugc chia lam hai kiéu: quyén déc biét (privilege) va quyén
dang nhép (logon right). Quyén dic biét bao gdm cac quyén nhu kiém soat
bao mat hodc quyén bat budc mot hé thong khac ngung hoat dong. Quyén
dang nhdp 1a quyén cho phép co the két ndi v6i mot may tinh. Quyén duoc
ty dong gan cho cac nhom dung san (built-in group) trong Windows Server
2003, méc du ching ta cling co thé gan cho timg nguoi st dung cu thé. Dé
viéc quan 1y quyén dugc dé hon gan chung cho nhom thay vi gan cho timg
nguoi stt dung cu thé. Néu céac thanh vién ctia nhom duogc nhan quyén tur
nhom d6 thi khi mét thanh vién cua nhom khéng dugce cAp quyén ban chi
can loai bo nguoi sir dung do khoi nhom. Vi duy, nhom Backup Operator
duoc quyen sao luu ca hé thdng, do d6 cac thanh vién cua nhém sé& c6 quyén
nay. Néu nguoi st dung khong bao gid sao luu hé thong, thi nén loai bo
nguoi st dung nay khoi nhom Backup Operator. Boi vi quyén duoc gan cho
nhom thay vi timg nguoi sir dung cu thé, loai bé ngudi st dung khoi nhém
s& dam bao ngudi st dung s& khong duge thira ké quyén tir nhdm nhu sao
luu hé théng, tait may va mot sé quyén khac. Nguoi st dung s€ nhén dugc
cac quyén tu nhom ma nguoi su dung la thanh vién, vi vay néu str dung cach
gan quyén trén hé thdng theo nhom thi khi mubn xac dinh quyén cta ngudi
str dung ban chi can xac dinh ngudi sir dung nay thudc nhitng nhém nao.

Nguoi str dung thira huéng quyén tir cdc nhém ma ho 1a thanh vién, céac
quyén nay duoc két hop lai véi nhau. Vi du, néu mot ngudi st dung 13 thanh
vién cu ca hai nhém Backup Operators va Account Operators thi nguoi su
dung nay s& duoc nhan tt ca cac quyén gan cho hai nhom nay.

Mot s0 quyén thuong dung cia nguoi sit dung
Céc quyén thudng dung ciia nguoi sit dung duogc liét ké dudi déy:
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B Cho phép ding nhap cuc by (Allow Log On Locally) Cho phép
nguoi sir dung dang nhép vao may tinh cuc bo (Local Computer)
hodc vao Mién trén may tinh la thanh vién cua Mién.

M Thay ddi gio hé théng (Change The System Time) Cho phép
nguoi st dung thay doi thoi gian trén may tinh.

| Tét may tinh (Shut Down The System) Cho phép nguoi st dung
tat may tinh cuc bg (local computer)

B Truy nhiap vao may tinh nay qua mang (Access This Computer
From The Network) Cho phép ngudi st dung truy nhdp vao may
tinh st dung hé diéu hanh Windows Server 2003 tir bat cr may
tinh nao trén mang.

B Cho phép ding nhip qua dich vu dau cudi (Allow Log On
Through Terminal Services) Cho phép nguoi sir dung dang nhap
vao may chu dau cudi (Terminal Server) trén may tram.

Sw khac nhau giira cAp phép (permission) va quyén ciia nguoi
str dung (user right)

Nhu d4 néi ¢ trén, cap phép xac dinh mirc d6 duoc phép truy cap cua nguoi
stt dung hoic nhom trén cac dbi tuong hoic dic tinh cua cac d6i tuong. Vi
du, ban cho phép nhom Accounting doc (Read) va ghi (Write) trén thu muc
TimeSheets thi nhitng nguoi str dung ¢ thé truy nhap vao thu muc nay xem
ndi dung bén trong thu muc va thay doi noéi dung bén trong thu muc nay.

Ban c6 thé gan cap phép trén cac dbi tuong can bao mat nhu file, may in, cac
d6i tuong trong Active Directory va cac dbi tuong trong registry. Ban co
thé gan cap phép cho ngudi st dung, nhom bao mat va may tinh. Tuy nhién
cling giébng nhu quyén cta ngudi sit dung ban nén gan cho nhom nguoi st
dung thay vi gan cho timg nguoi cu thé.

Ban c6 thé gan cap phép trén cac ddi twong cho:

B Cac nhom, cac nguodi st dung va cdc nhém dong nhat dac biét
(special identities) trong mién.

B Cic nhom, cic nguoi st dung trén cac Mién dugc tin cdy khac
(trusted domain).

B Céic nhom va nguoi st dung cuc b trén may tinh chira doéi tugng
do.
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Dé gan cap phép cho file hoidc thu myc, Windows Server 2003 yéu ciu sir
dung file hé thong NTFS. Céc loai file hé thong FAT va FAT32 khong hd
tro bao mat dén muc file va thu muc. Tuy nhién tat ca cac loai file hé théng
nay déu hd tro bao mat trén thu muc chia sé (Share Folder) va may in trén
mang (Network Printer).

Cac quyén cia ngudi sit dung dwoce gan cho cic nhém dung
san (Built-In Group)
Mac dinh Windows Server 2003 gan mot sd quyén cho cac nhém dung san.

Cac nhom dung san bao gdm cac nhém cuc bd (Local Group), cac nhom
nam trong d6i twong chira Builtin va Users trén mién (domain).

Cac quyén mic dinh gan cho cac nhém cuc bd
Bang 5-2 1iét ké danh sach cac quyén dugc gan cho cac nhom cuc bd

Bang 5-2 Cac nhom cuc bd va cac quyén twong trng

Nhom Quyén ciia ngudi sir dung

Administrators e Access This Computer From The Network
Adjust Memory Quotas For A Process
Allow Log On Locally

Allow Log On Through Terminal Services
Back Up Files And Directories

Bypass Traverse Checking

Change The System Time

Create A Pagefile

Debug Programs

Enable Computer And User Accounts To Be
Trusted For Delegation

Force Shutdown From A Remote System
Increase Scheduling Priority

Load And Unload Device Drivers

Manage Auditing And Security Log
Modify Firmware Environment Variables
Perform Volume Maintenance Tasks
Profile Single Process

Profile System Performance

Remove Computer From Docking Station
Restore Files And Directories

Shut Down The System

Take Ownership Of Files Or Other Objects

Backup Operators Access This Computer From The Network
Allow Log On Locally

Back Up Files And Directories
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Bypass Traverse Checking
Restore Files And Directories
Shut Down The System

Power Users

Access This Computer From The Network
Allow Log On Locally

Bypass Traverse Checking

Change The System Time

Profile Single Process

Remove Computer From Docking Station
Shut Down The System

Remote Desktop Users

Allow Log On Through Terminal Services

Users

Access This Computer From The Network
Allow Log On Locally
Bypass Traverse Checking

Céc quyén méic dinh gan cho ciac nhém trong ddi twong chira Builtin

D6i tuong chira Builtin duoc tao ra mot cach mic dinh va chta cac nhom
bdo mat cuc b0 nhu Administrators, Backup Operators va Guests. Cac
quyén gan cho cac nhém nay duoc liét ké trong bang 5-3.

Bang 5-3 Cac nhém trong dodi twong chira Builtin va cic quyén twong

ung

Nhom

Quyén ciia ngudi sir dung

Account Operators

e Allow Log On Locally
Shut Down The System

Administrators

Access This Computer From The Network
Adjust Memory Quotas For A Process
Back Up Files And Directories

Bypass Traverse Checking

Change The System Time

Create A Pagefile

Debug Programs

Enable Computer And User Accounts To Be
Trusted For Delegation

Force A Shutdown From A Remote System
Increase Scheduling Priority

Load And Unload Device Drivers

Allow Log On Locally

Manage Auditing And Security Log
Modify Firmware Environment Values
Profile Single Process

Profile System Performance

Remove Computer From Docking Station
Restore Files And Directories
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Shut Down The System
Take Ownership Of Files Or Other Objects

Backup Operators

Back Up Files And Directories
Allow Log On Locally
Restore files and directories
Shut Down The System

Pre—Windows 2000
Compatible Access

Access This Computer From The Network
Bypass Traverse Checking

Print Operators

Allow Log On Locally
Shut Down The System

Server Operators

Back Up Files And Directories

Change The System Time

Force Shutdown From A Remote System
Allow Log On Locally

Restore Files And Directories

Shut Down The System

Cac quyén mic dinh gan cho cic nhém trong doi twong chira Users

Céc quyén gan cho cdc nhom trong dbi tugng chira Users dugc liét ké trong

bang 5-4.

Bang 5-4 Cac nhom trong dodi twong chira Users va cac quyén twong trng

Nhom

Quyén cia nguwoi sir dung

Domain Admins

Access This Computer From The Network
Adjust Memory Quotas For A Process
Back Up Files And Directories

Bypass Traverse Checking

Change The System Time

Create A Pagefile

Debug Programs

Enable Computer And User Accounts To Be Trusted
For Delegation

Force A Shutdown From A Remote System
Increase Scheduling Priority

Load And Unload Device Drivers

Allow Log On Locally

Manage Auditing And Security Log
Modify Firmware Environment Values
Profile Single Process

Profile System Performance

Remove Computer From Docking Station
Restore Files And Directories

Shut Down The System

Take Ownership Of files Or Other Objects
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Enterprise Admins
(nhém nay chi cé
trong mién gdc cia
rung forest root
domain)

Access This Computer From The Network
Adjust Memory Quotas For A Process
Back Up Files And Directories

Bypass Traverse Checking

Change The System Time

Create A Pagefile

Debug Programs

Enable Computer And User Accounts To Be Trusted
For Delegation

Force Shutdown From A Remote System
Increase Scheduling Priority

Load And Unload Device Drivers

Allow Log On Locally

Manage Auditing And Security Log
Modify Firmware Environment Values
Profile Single Process

Profile System Performance

Remove Computer From Docking Station
Restore Files And Directories

Shut Down The System

Take Ownership Of Files Or Other Objects

LUU Y: Vé User Rights and Service Account Information ban cé
thé xem tai Microsoft Knowledge Base bai s6 325349, “HOW TO:
Grant User Rights to Manage Services in Windows Server 2003 ~
Pé tim bai ndy ban ¢  thé vio  trangWeb
http://support.microsoft.com va nhdp sé & trén trong hdp thoai
Search The Knowledge Base.

Cach gan quyén cho ngudi sir dung

Trong mién cach dé nhat dé gan quyén 1a st dung Group Policy tai mirc
Mién. St dung Active Directory Users and Computers dé soan thdo cac
chinh sach (Group Policy) trén Mién. Vi dy, gia sur ban mudn gan cho mot
sO nguoi st dung quyén thém mot may tram vao mién (4dd WorkStations to
Domain). Ban c6 thé tao ra nhom Add WorkStations va thém nhimg nguoi
st dung trén vao nhom nay, sau do6 gan quyen thém mot may tram vao mién
cho nhom Add WorkStations. Nhu vay moi nguoi st dung trong nhom Add
WorkStations s& dugc nhian quyén thém mot may tram vao mién. Thong
thuong nguoi quan tri thém nguoi st dung hodc cac nhom nguoi vao cac
nhom dung san boi vi cac nhom nay da dugc cap cac quyén tir trude. Trong
mot s6 trudng hop, cac nhém dung sin c6 qua nhiéu hodc qua it d6i véi mot
nguoi str dung cu thé, khi d6 ban phai tao ra mot nhom méi hodc gan quyén
cho nguoi sir dung nay mot cach thi cong. Dé gan quyén cho ngudi st dung
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hay nhom, ban thém nguoi su dung hodc nhom vao timg chinh sach trong
phan User Rights Assignment theo cac budc dudi day.
» Gan quyen cho nguoi str dung
Dé gan quyén cho ngudi st dung ban thyc hién theo cac budc liét ké sau day:
1. Chon Start sau do chuyen dén Administrative Tools va nhan chudt vao
Domain Controller Security Policy.
2. Trong ctra s6 vira m& ra ban md Local Policies va nhan chudt vao User
Rights Assignment.
3. Nhan dtp chudt vao mot chinh sach ¢ bén phai_
4. Sur dung hop thoai vira m¢ tuong Umg voi quyén duoc chon, thém hoic bét
cac nhom can thiét dbi véi quyén nay.

THUC HANH QUAN TRI BAO MAT

Trong cic mang 16n, duy tri bao mat co thé 1a mot tic vu phirc tap nhat.
Windows Server 2003 dwa ra mét sd lugng 16n cac dac diém bao mat va mot
) lugng 16m céc chinh sach bao méat va cac thudc tinh phai duoc c4u hinh.
Mic du véi sb luong 16n cac dac diém va dinh dang s& cho phép bao méat &
miurc cao nhung n6 cling gay ra kho khan khi ap dung cac chinh sadch bao mat
phu hop véi ting td chirc. Do d6 dé c6 thé thuc hién duogc quan tri bao mat
ban nén tao ra cac ranh giéi bao mat (baseline) va ap dung nguyén 1y cip
quyén toi thiéu. Khi d6 ban c6 thé quan tri mot cach dé dang hon trong khi
mang ctia ban van duoc bao vé. Phan nay s& huéng dan cac ban thuc hién
diéu nay nhu thé no.

Tao ra ranh giéi biao mat dé xac dinh cac sy kién c6 thé lién
quan dén bao mit

Mot viéc rat quan trong 14 ban phai xac dinh vai tro ciia mdi may tinh trong
t6 chirc cua ban, sau do tir nhirng vai tro nay ban s& thiét ké cac mau bao mat
(security template) dé co thé bao mat cho ting may tinh nay. Vi du, ban co
thé tao ra mot ranh gidi bao mat cho tit ca cac may tinh trong to chirc cia
ban khong phu thudc vao vai tro cua tung may tinh. Sau dé ban ap dung
thém cac mau (template) cu thé cho timg vai trd, nhu mau cho may chu co
so dit liéu, may chi mail, may chu File va In 4n va cidc may chu khac. Cac
mau thém vao (incremental template) chi bao gdm céc céu hinh cén thiét dé
bao mat cho timg vai tro twong Gmg cua may chu. Cac mau thém vao nay két
hop véi ranh gidi bao mét tao ra cac mau bao mat cu thé cho ting vai tro cua
may chi. Cac mau bao mat s& dugc dua ra cu thé hon trong phan “Sir dung
cac mau bao mat” trong chuong nay.

Puong bado mat co sé s€ giup ban ap dung cac cau hinh bado mat hiéu qua va
phu hop vai1 té chire cua ban. PE gitip cho viéc xac dinh cac cau hinh bao
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mat da duoc 4p dung hay chua ban nén nhan hoat viéc kiém soat (auditing).
Kiém sodt ¢ nghia 1a ban c6 thé nhan thdy cc qua trinh tin cong hodc ban
6 thé xac dinh céac kiéu tin cong thuong xay ra. Vi du, ban co thé dit cac
chinh sach kiém soét dé tao ra cac su kién (Event) ghi lai mdi lan dang nhap
that bai. Viéc nay s& canh bao ban 13 ¢ thé c6 Hacker dang cb truy nhap vao
bang quyén cta ngudi quan tri v4i cac mat khau phong doan. Pé xac dinh
chinh x4c cac sy kién nay xay ra khi nao ban phai xem nhat ky kiém soat
bdo mat.

Hién thi va duy tri nhit ky kiém soat biao mat

Nhat ky bao mat s& cho biét cac thong tin kiém soat lién quan dén cac sy
kién tuy theo cac chinh sach kiém soat ma ban dang ap dung. Mbi khi céc su
kién di duoc kiém soat xay ra nd s€ dugc thém vao file nhat ky, khi do6 ban
c6 thé loc, sap xép, tim kiém hodc chuyén (export) thanh dang khac. Nhat ky
bao mat tach biét voi cac nhét ky tmg dung va h¢ thong, ban c6 thé xem
trong Event Viewer hodc c6 thé tim thiy trong cong cu quan tri Computer
Management bang cach mo System Tools, Event Viewer, va chon Security.

M01 su kién s€ dugc luu lai la mot dong trong nhat ky bao gdm cac thong tin
vé cac sy kién duogc kiém soat co thé bao gom viéce truy nhap that bai hoic
thanh cong, ngay va gio cua su kién, ma sé (ID) va phan loai su kién, nguoi
str dung va may tinh dugc kiém soat. Thong tin chi tiét vé timg su kién
(Hinh 5-1) c6 thé dugc hién thi bang cach nhdy dup vao timg dong trong
nhat ky
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Computer: aCAPULCO

Event Properties d A
Ewent
Drate: 33042003 Source: Security + |
Time: 13718 4K Categomy:  LogondLogoff
Type: Failure &ud  Ewvent |D: 529 i |
User: HT AUTHORITYSY'STER

Authcntication Pacliago:

Warkztation Marme: ACAPLULCO

Deszcription:

Logon Failre: -
Feazon: nknown uzer name or bad password
Ilzer Hame: jefthan
Diomain: FABRIK.AM
Logon Type: 2
Lagon FProcess: Ilzera?

M egotiate

Caller User Hame:  ACAPULCOS
Caller Domain:  FABRIKAM hd|
[rata; o Butes € Words
] I Cancel | Apply |

Hinh 5-1 Théng tin chi tiét ciia mét sy kién bio mat

Nhat ky bao mat di dugc cdu hinh cac thude tinh xac dinh kich thudc 16n
nhat. Néu ban kiém soat hé théng v6i cac su kién lién quan dén bao mat, ban
phai dat kich thudc cua file nhat ky da 16n dé c6 thé ghi lai duoc tat ca cac
su kién nay dé tranh viéc mot sb su kién sé khong ghi vao dugc do kich
thude cua file nhat ky dd dén mirc gidi han. Mot sé thudc tinh bd sung lién
quan dén kich thudc 16n nhat, mdi file nhat ky c¢6 ba sy lya chon khi kich
thude cia file nay dén mirc giéi han, xem hinh 5-2 va danh sach dudi day.

—Log zize

Mazirmurn log size: I'I 004 _I? KB

YWher maximunm lag sz iz reached:

* Dvenarite events az neaded

" Do not ovenwite events
[zlear lag manuall]

i~ Ovenarite events older than I? _I? day=

Restore Defaults

Hinh 5-2 Cac lwa chon voi File nhat kv
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B Overwrite Events As Needed Néu kich thudc cua file nhat ky
qué nho trong khi so0 lugng cac su kién dugc ghi lai 16n, ban s€
khong thé xem dugc céac su kién xay ra trong qué khtr.

B Overwrite Events Older Than x Days Lua chon nay sé ddm bao
cac su kién xay ra trong x ngay tir ngay hién tai s€ khong bi x0a.
Mic du dam bao dugc cac su kién xay ra trong sb ngay chi dinh
khong bi x6a nhung nd ciing co thé giy ra day file nhat ky va
khong ghi lai dugc su kién mdi xay ra.

B Do Not Overwrite Events (Clear Log Manually) Lua chon nay
cung cap tat ca cac sy kién xay ra trong qua khir nhung cling ngan
can cac su kién mdi dugce ghi lai khi file nhat ky bi day.

Sau khi xem nhat ky bao mat ban c6 thé ghi lai bﬁng cach st dung Event
Viewer. Nhay chudt phai vao Security va chon Save Log File As. Chon noi
luu trir va tén file sau d6 chon Save.

Thuwe hanh cdu hinh céc chinh sach kiém sodt va hién thi s kién bdo mdt theo
huong dan cua bai thuc hanh 5-2 “Hién thi cac su kién”

Ap dung nguyén Iy cap quyén toi thiéu

Ban da thiét ké cac chinh sach bao mat cap quyén cho nguoi st dung va cac
cap phép, nhung ban van nén ap dung nguyén ly cap quyén tbi thiéu.
Nguyén 1y ndy s& dam bao rang khong co bat ctr mot ngudi str dung hodc dbi
tugng (nhu cac dich vu) c6 duge nhiéu quyén hoic truy cap thong tin va tai
nguyén hon muc can thiét.

Ap dung nguyén ly nay co nghia la cac nguoi str dung dugce dua vao cac
nhom voéi1 quyén va cap phép phu hop véi trach nhiém va sy ay quyen cua
tung nguoil. Ban cling s€ phai thuong xuyén kiém tra lai cac quyén va cap
phép dé bao dam moi ngudi sir dung luén nhan duoc cac quyén va cap phép
thich hop.

Nguyén ly cap quyén t6i thiéu ciing dugc 4p dung cho nhimg ngudi quan tri
hé thong Mac du nguoi quan tri hé thong phai dugc quyén truy nhap toan bo
hé théng nhung khong can muc quyén nhu thé nay cho cac cong viéc hang
ngay. Dang nhap bang tai khoan nguoi st dung voi quyén truy nhap khong
han ché vao hé thong sé& lam ting su rui ro vé bao mat cho t6 chirc ctia ban.
Ngudi quan tri dang nhip véi cac cip phép khong han ché s& vo tinh chay
cac chuong trinh pha hoai gay ra sy nguy hlem tlem tang cho hé théng hon
1a cac tai khoan dang nhap vao voi cac quyén va cap phep bi gioi han. Vi
vay, nguoi quan tri hé théng nén ap dung nguyén 1y quyén tdi thiéu bang
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cach sir dung tai khoan nguoi dung voi cac cap phép gidi han va chi str dung

quyén quan tri khi thuc su can thiét.

Pé thyc hién ﬁucyc diéu nay ban co thé sir dung dic tinh Run As. Pac tinh
Run As c6 thé sir dung thong qua thuc don nglr canh ( nhay chudt phai) khi
ban m& mot chuong trinh (Hinh 5-3), truc tiép tu dong Iénh, hodc tao ra

shortcut.

Ackive Direckory Users and Computers

¥8 Irternet Information Services (115) Mar

é’r@ Ackive Direckory Daorrains and Trusts
@ fckive Directory Sikes and Services

Eﬁ] Comain Controller Security Policy
| k,%] Domain Security Policy

{5 Certification Authority Open

= Author

Chister Adrinistrakor

- RFun as...

@ Component Services Dpen With. ..

Q Cornpuker Managerenk Pin ko Skark rmena
_ . Configure Your Server \Wizard e T -
| Data Sources (ODBC)

[ oHcp cut

Copy
& Ditributed File System
ng DK Create Shorkcuk

Delete
R.ename

24| Event Viewer

Sart by Mame
Properkies

Hinh 5-3 Stt dung dac tinh Run As

Dudi day 1a bon vi du vé cac shortcut ciia cac cong cu quan tri thuong dung
va céch tao ra chung.

» Tao ra cac shortcut sir dung Iénh Run As

Pé tao ra cac shortcut sir dung 1énh Run As, tién hanh theo cac budc dudi day:

1. Nhay chudt phai vao man hinh nén (Desktop), chuyén téi New va chon
Shortcut.

2. Trong hdp thoai Type The Location Of The Item nhap runas va cac tham
bién ban mudn st dung. Xem cac vi du trong bang 5-5

Bang 5-5 Cac vi du vé Run As

Muc dich Cau lénh Mo ta

cua

Shortcut

Cua s6 1énh | runas /user:computer- Thanh tiéu dé cta ctra s6 1énh sé&
(Command | name\administrator cmd cho biét cira s6 1énh nay dang

Prompt) voi
quyén quan

duogc st dung vai tai khoan nao
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tri
Cong cu runas /user:computer- Ctra s6 Computer Management
Computer namel\administrator “mmc khong hién thi 14 dang dugc st
Management | %windir%\system32\compmgmt.msc” | dung véi tai khoan nio. Diéu nay
v6i quyén c6 thé gdy ra nham 1an khi ban
quan tri sir dung hai cira s6 Computer
Management v&i cac muc bao
mat khac nhau.
Active runas /user:domain- Cira s6 Active Directory Users
Directory name\administrator “mmc and Computers khong hién thi 1a
Users and %windir%)\system32\dsa.msc” dang dugc sir dung véi tai khoan
Computers nao. Piéu ndy c6 thé gy ra nham
v6i quyén 14n khi ban sir dung hai cira s6
quan tri Active Directory Users and
mién Computers vo1 cac muc bao mat
khéc nhau.
Active runas /netonly/user: Ctra s6 Active Directory Users
Directory domainname\User Name “mmc and Computers khong hién thi 1a
Users and dsa.msc” dang dugc su dung véi tai khoan
Computers nao. Didu nay c6 thé gay ra nham
trong mot 1an khi ban sir dung hai cua s0

rung (forest)
khéc

Active Directory Users and
Computers vo1 cac muc bao mat
khéc nhau.

3. Nhéan Next, nhép tén cho Shortcut, sau d6 nhén Finish.

LUU Y: Dich vu Secondary Logon va lén Run As Dé lénh Run As
c6 thé thuc hién dwoc, dich vu Secondary Logon phai dang chay
(running) va diéu kién ban cung cdp (tén va mdt khau) phai dwoc
chcfp nhdn. Run As khong thé lam viéc dwoe véi Smart Card.

Cac huéng din vé quyén toi thiéu

Duéi ddy 1a mot s6 huéng din bo ich cho viée ap dung nguyén 1y cap quyén

toi thiéu:

M Nhom ngudi st dung theo cac vai trd dé tir d6 co thé gan cac
quyén va cap phép theo ting vai tro.

WM Cau hinh cic danh sach diéu khién truy nhap (ACL) cho céc file va
thu myc, khoa trong registry, d61 tugng trong Active Directory va
may in chi cho phép truy nhap chinh xac theo yéu cau ctia nguoi su
dung.
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B Bao vé mdy chu mot cach vat 1y (physical). Chi cho phép nhiing
nguoi dugc ty quyén dugc can thi€p va bdo mat vi¢c uy quyén
nay.

B Kiém tra nhat ky kiém soét va cac nhat ky khac dé phat hién céc
truy nhap khong dugc phép.

B St dung Web Proxy dé giéi han ngudi sir dung truy nhap cac tai
nguyén bén ngoai.

B St dung FireWall dé gi6i han truy nhap vao mang bén trong.

SU DUNG CAC MAU BAO MAT (SECURITY
TEMPLATE)

Pé c6 thé quan ly dugc mot ) luong 16n cac lva chon bao mat va cac thiét
1ap cau hinh, Windows Server 2003 cung cip cidc mau bao mat. Néu khong
c6 cac mau bao mat nay thi gan nhu khong thé quan 1y dugc hang nghin
thiét 1ap cdu hinh cho timg may tinh, ting vai trd ma cac may tinh nay dang
thuc hién va cac thiét 1ap khi két hop cac vai tro.

Céac mdu bdo mdt(security template) 13 cac file cAu hinh bao gém tat ca cac
thudc tinh bao mat cua hé théng. Chi v61 mot giao di¢n don gian, ngudi quan
tri c6 thé tao ra mdt maiu bao mat hodc tap cac mau tuong ung voi chinh
sach bao mat cua cong ty ciing nhu voi ting may tinh cu thé hodc mot tap
hop may tinh va sau d6 ap dung cho may tinh cuc b hoac nap (import) vao
d6i twong chinh sach nhoém (GPO) trong Active Directory. Khi ban nhép
mau bao mat vao GPO, tit ca cic may tinh anh hudng boi ddi tuong nay sé
nhén cac thiét 1ap tir mau bao mat nay.

Str dung Snap-In Security Templates

Céc mau bao mat c6 thé tao ra va thay doi bang Snap-In Security Templates
cua Microsoft Management Console (MMC). D& thém snap-in vao MMC
tién hanh theo cac budc duoi day.

1. Nhén Start, nhdn Run trong hop Open nhiap mme sau d6 nhan OK.
2. Trén thyc don File, nhin Add/Remove Snap-In.
3. Trong cira s6 Add/Remove Snap-In, nhin Add.

4. Trong cua s6 Add Standalone Snap-In, nhan Security Templates,
nhan Add va sau do6 nhan Close.
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5. Trong cira s6 Add/Remove Snap-In, nhan OK.

6. Snap-In Security Templates da dugc thém vao tai gbc cua ciy
bang dic¢u khién.

7. Trong ciy bang diéu khién, moé Security Templates va thu muc
%%systemrooto\Security\ Templates dé hién thi danh sach cac mau
da co tur trudc. Nhimg mau nay da dugc cu hinh sin va co the
thay doi tuy theo yéu cau cia ting to chuc cu the Khi mot mau
méi duogc tao ra hodc copy tir mdt mau dang co6 san, nd s& dugc
thém vao trong danh sach. Chon bat ky mot trong cac chinh sach
c6 san, ban sé& thiy cac chinh sach duoc liét ké 6 phan bén phai dé
cho chung ta c6 thé thiét 1ap cAu hinh mot cach dé& dang (Hinh 5-4).

'Fﬁ Console Root' Security Templates', C:"\ WINDOWS' security’ templates ;|g|5|
I:l Console Rook Mame Description
E@ Security Templates 2 account Policies Passward and account lackout policies
E”E CHWINDOWSisacuribyibemplates ﬁmcal Folicies fuditing, user rights and security options policies
[ oc secuny ot e el
: ) [ @restricted Graups Restricted Groups
::::Ei'; @System Services Swskem service setkings
issarls @Registrv Registry securiby settings
A CEFile Syskem File security settings
- @ securedc
SECUrEWS
setup security

Hinh 5-4 Cac mau bdao mat ¢6 san

Mbi mau bao mat trong danh sach nay s& duogc biéu thi béng mot file .inf.
Snap-In Security Templates 13 giao dién dé thay d6i cac file miu bao mat
nay. Cac file nay luu trit tai thu muc: %systemroot%\Security\ Templates.
Dué6i day 1a mot phan nho ciia mau Securews (securews.inf) cho ching ta
biét vé Accounts Policies:

[System Access]

sAccount Policies - Password Policy

MinimumPasswordAge = 2
MaximumPasswordAge = 42
MinimumPasswordLength = 8
PasswordComplexity = 1
PasswordHistorySize = 24
ClearTextPassword = 0
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LSAAnonymousNameLookup = 0
EnableGuestAccount = 0

Khéo sat cac mau chinh sich

Md&i mau bao gdm céc thiét 1ap thudc tinh cho bay phan cau hinh bao mat
trong Windows Server 2003. Nhan dup vao tung phan bdo mat trong 6 bén
phai ctua console hodc mé rong console tree & 6 bén trai dé hién thi tung
phan cu thé. Cac phan nay duoc liét ké dudi day:

Account Policies bao gom céc chinh sach gan lién véi tai khoan
nguoi st dung dé 1a Password Policy, Account Lockout Policy va
Kerberos Policy.

Local Policies bao gdm cac chinh sach gin lién véi ai sir dung
hodc truy nhap vao may tinh ndy qua mang va khi nao cac sy kién
dugc kiém soat d6 13 Audit Policy, User Right Assignment va
Security Options.

Event Log bao gdom céc thudc tinh lién quan dén cac nhat ky tng
dung, biao mat va hé thong. Cac thudc tinh nhat ky niay bao gom
Maximum Size, Access Restriction. Nhat ky cua cac su ki¢n dugc
xem bang Event Viewer.

Restricted Groups Thiét 1ap bao mat Restricted Groups duoc su
dung dé thém céc thanh vién vao cac nhom ngudi st dung dung
san (d3 co san cac quyén) hodc vao cic nhom tao ra boi ngudi
quan trj ma cac nhom nay cé thé duoc gan cac dic quyén nhat
dinh..

System Services bao gdm cac thudc tinh bao mat cua tat ca cac
dich vu hé théng trén may tinh cuc bo. Dich vu hé théng nay bao
gém cac dich vu file, dich vu may in, dich vu mang va céc dich vu
cu thé cho timg Ung dung nhu Microsoft Exchange System
Attendant.

Registry bao gom cac thudc tinh bao mat cho cac khoa co sin
trong registry, ké ca cac thong tin ki€ém soat va cho phép truy cap.

File System cho phép ban cdu hinh cip phép truy cap va kiém
soat cac file va thu muc trén h¢ thong cuc bo.
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Sir dung cAc miu bio mit c6 sin

Cac mau bao mat co sin duoc cung cip bai Windows Server 2003 c6 thé
dugce st dung hodc ¢ thé thay ddi dé phu hop véi cac yéu ciu bao mat
nghiém ngit hon. Cac mau ndy cho chiing ta mot dai cic mirc bao mat khac
nhau va tuong Gmg véi cac tinh huéng bao mat dién hinh ctia cic may tinh co
vai tro khac nhau trong hé théng nhu: tram lam viéc (workstation), may chi
(server) va May chu Quan tri_ Mién (domain controller). Bang 5-6 liét ké
mot s6 cac miu bao mat dinh sin; dugc to hop theo cic murc bao mat

Bang 5-6 Mot s6 miu bio mat cé sin

Mirc bao mat | Tén mau Mo ta

Secure securews Mau bao mat danh cho tram lam viéc
hodc may chu

securedc Mau bao mat danh cho may quan tri mién
Highly secure | hisecws Mau bao mat mirc cao danh cho tram 1am
viéc hodc may chu
hisecdc Mau bao mat mirc cao danh cho may quan
tri mién
Compatible compatws Mau bao mat twong thich danh cho tram

lam viéc hodc may chu

Out of the box | setup security MaAu bao mat thiét 1ap méac dinh khac

Cac mau bao mat co s& di kém véi Windows Server 2003 khong liét ké
trong bang trén. Cac mau nay dugc bo di dé dam bao rang Windows Server
2003 dugc bao mat cao hon. Trong Windows Server 2003 ban phai chon céc
mau bao mat & mirc bao mat cao hon.

MaAu bao mit Secure

Hai mau bao mat cung cép muc d§ bao mat cao hon dugc dua ra: mot danh
cho may quan tri mién mau con lai co thé ap dung cho cac tram lam viéc
hodc mdy chu. Cac miu Securews va Securedc cung cap muc do bao mat
trung binh bang cach bt budc mat khau va cac chinh sach khoa tai khoan
chat ché hon dong thoi han ché truy cip cia céc tai khoan Guest.

Cac sy kién ding nhap that bai va st dung quyén uu tién ciing nhu viéc quan
ly tai khoan thanh cong hay that bai va thay d6i chinh sach s& dugc kiém
soat. Ngoai ra mau bao mat may quan tri mi€n con cung cap thém vi¢c klem
soat truy cap cac ddi twong trong Active Directory. Cac chinh sach ve tai
khoan (account) va cuc bd (local) ciing dugc liét ké trong mau bao mat may
quan tri mién. B&i vi cac cap phép cua file, thu muc va cic khoa trong
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registry da duoc ciu hinh bao mat theo mic dinh nén cic phan nay khong
liét ké trong cdc mau bao mat nay.

Miu bio mit Highly Secure

Mau bao mat Highly Secure khong duoc dung nhiéu trong thuc té va chi tap
trung vao bao mat trao doi théng tin trong mdi truong native-mo'de
(Windows Server 2003). Trong mau bao mat ndy cac thudc tinh bdo mat
dugc dat cho viéc tao chir ky sb trong vi¢c trao doi gilta cadc may tram va
may chu va cho viéc tao chit ky, ma hoa bao mat cac kénh dir liéu. Béi vi da
dit rat nhiéu cac giao thirc bao mat nén khi cac hé thong ap dung cac mau
bao mat nay s& khong thé giao tiép duoc véi cac may tinh st dung Windows
95, Windows 98 hoic Windows NT. Ngooai ra trong mau bao mat Hisecws
s& khong c6 Acuthenticated Users trong nhom han ché (restricted) Power
Users con cac mau bao mat Hisecdc va Hisecws vé ban chat 14 gan giong
nhau.

Miu bio mat Compatible

Muc dich ctia mau bao mat Compatible 13 cho phép hau hét cac ing dung c6
thé sur dung dugc ma khong can dén muc bao mat cia Power Users. Mau
bao mat Compatible thiét 1ap cho phép cac thanh vién ciia nhom cuc bd
Users chi co thé chay cac ung dung xac thuc bdi Windows, nguoc lai chi co
cac thanh vién ctia nhém Power Users hodc cao hon mdi c6 thé chay cac
tmg dung khong dugc xac thuc. Vi vay néu nguoi sir dung can chay céc tmg
dung khéng xac thyc ban phai thém cac nguoi st dung nay toi thiéu vao
nhom Power Users.

Ap dung cac miu biao mat
Céc mau bao mat co thé dugc ap dung bang cach nhap (imporf) vao GPO.
bé co the thuc hién duoc di€u nay tién hanh theo cac budc dudi day:

1. Chon GPO mudn nhdp vao (vi du,v sur dung cong cu Active
Directory Users and Computers dé lién két GPO nay véi
organization unit[fOU] va sau do6 stra GPO nay).

2. M6 rong d6i tuong nay, mo Computer Configuration va sau d6
mo& Windows Settings.

3. Nhdy chudt phai vao Security Settings va nhan Import Policy.

4. Tu danh sach cua cac file .inf chon mau bao mat da dugc xac dinh
sau do nhan Open.
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Dudi day la mot sO huong dan bd ich khi cac ban ap dung nguyén 1y cip
quyén téi thiéu v6i cac mau bao mat:

B Gan quyén tdi thiéu cho nguoi su dung. Giam sd quyén ban gan
cho ngudi sir dung dén mirc t6i da c6 thé, nhat 1a cac quyén truy
cap va dang nhap.

B Bit budc sir dung cac chinh sach mat khau chat ché dé ngan can
cac truy cap bat hop phap.

B Su dung cac lya chon bdo mat dé ngan chan truy nhap va han ché
pham vi hoat dong.

B Su dung danh sach diéu khién truy cap(ACL) trén file va registry.

B St dung Restricted Group dé bit budc va han ché sb luong thanh
vién trong cdc nhom quan trong.

B Su dung System Services dé han ché cac dich vu cling nhu han ché
cac tai khoan c6 thé quan ly ching.

B Dua ra cic ranh gioi bao mat cho ting vai tro cua mdy tinh, va
thuc hién cdc mau bdo mat s€ dugc s dung dé nhap vao cac GPO
tuong Uimg véi tirng OU.

[ Ap dung cac ké hoach kiém soat mot cach toan dién.

QUAN LY HE THONG FILE MA HOA (EFS)

EFS cung cip k¥ thuat ma hoa file ¢t 18i cho viée luu trix file trén cac phan
vung NTFS. Ky thuat ma héa EFS st dung co s¢ khoda cong khai (public
key) va chay nhu la cac dich vu tich hop hé thong tir 6 s€ gitip cho ching ta
quan 1y d& dang hon, kho bi tan céng hon va 1a trong subt vdi nguoi so hitu
file.

Maic dinh, dir liéu ma hoa s€ khong dugc ma hoa khi truyén trén mang ma
chi dugc ma hoa khi luu trix trén 6 dia, trir khi hé théng cua ban su dung
IPSec hoac Web Distributed Authoring and Versioning (WebDAV). IPSec
ma hoa dir liéu khi ndé duoc truyén di trén mang Transmission Control
Protocol/ Internet Protocol (TCP/IP). Néu file duoc ma hoa trude khi sao
chép hoac di chuyén t6i thuy muc WebDAV trén may chu, né van duoc ma
hoa trong khi truyén va khi luu trit trén mdy chu.
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Nguoi st dung 1a sé hitu cua file hodc thu muc co thé ma hoa hodc giai ma
file hodc thuy muc nay. Néu nguoi st dung truy nhdp vao cac file duoc ma
hoa va co khoa riéng cho file nay, nguoi sir dung co thé m¢ file va 1am viéc
mot cach trong sudt trén file nay gidng nhu cac tai lidu thong thuong. Ngudi
stt dung khong c6 khoa riéng s& bi tir chéi truy cdp. Ma hoa va giai ma véi
nhiéu chttc ning hon c6 thé thuc hién bang tién ich dong 1énh Cipher.
(Cipher sé& duogc gi6i thiéu trong phan “Str dung tién ich cipher” duéi day)

Céac to chire ¢6 thé dit cac chinh sach khoi phuc dit liéu ma hoa EFS khi cin
thiét. Chinh sach khoi phuc nay duoc tich hop véi hau hét cac chinh sach
bao mat cua Windows Server 2003. Viéc quan 1y chinh sach c6 thé duoc uy
quyén cho mdt sd ngudi cu thé ¢ tham quyén khoi phuc, va cac chinh sach
khoi phuc c6 thé duge cau hinh cho timg bo phan trong to chirc. Khi khoi
phuc file dir li€éu da ma hoa, ban khong thé khoi phuc dugc céac khoa da su
dung dé ma hoa file nay. Mot vai bi¢n phap bao vé da duoc dua ra dé dam
bao rang dir liéu ludn ludn cé thé khoi phuc duoc va khong xay ra mat mat
dir liéu ké ca trong truong hop toan bd hé thdng bi hong.

EFS cho phép ngudi st dung ma hoa cac file NTFS bang cach s dung hé
thdng mat ma trén co so khoa cong khai manh tir 6 ma hoa tat ca céac file
trong thu myc. Nguoi st dung v6i Khéi luge Di tra (roaming profile) c6 thé
dung cting mot khoa riéng (private key) voi cac hé thong duogce tin ciy khéc.
Pé bat dau str dung EFS, ban s& khong can bat clir quyén quan trj gi va tat ca
cac qua trinh déu dién ra trong sudt. Cac file sao luu va sao chép cua céc file
ma hoa ciing duoc mi hoéa néu chiing & trén cac phan ving NTFS. Cac file
van giit nguyén trang thai ma hoa khi ban dich chuyén (move) hodc khi d6i
tén cua chang.

Ban c6 thé sir dung EFS dé ma hoa va giai md cac file trén may chu File,
nhung khong thé ma hoéa dit liéu truyén di trén mang. Windows Server 2003
cung cap cac giao thirc mang nhu Secure Socket Layer(SSL) va IPSec dé
ma hoa dir liéu khi truyen di trén mang. SSL 1a mot chuan mé duge dua ra
dé thiét 1ap mot kénh truyén din bao mat nham ngan chdn viéc léiy trdm cac
thong tin quan trong nhu 1a s6 cta Credit Card.

Dic diém ciia EFS
Cac dic diém cta EFS duoc liét ké dudi day:

M Mi hoa trong sudt Vo1 EFS, cac file dugc ma hoa s€ khong
yéu cau nguoi s hitu file phai ma hoa va gidi ma file trong moi lan
st dung. Ma hoa va gidi ma dugc thuc hién mot cach trong suot
khi nguoi st dung doc hoac ghi file.
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B Bio vé tot cac khéa mia héa  Céc khoa ma hoa c6 thé chdng lai
gan nhu tat ca cac phuong thirc tn cong tinh vi nhat. Boi vi trong
EFS sir dung khoa cong khai (public key) tir gidy xac nhan ngudi
dung X.509 v3 dé m3 hoa cac khoa ma hoéa, ma duoc st dung dé
ma hoa file. Danh sach cac khoa ma hoa cua file dugce luu trit cung
vé6i file ma hoa va duy nhat d6i voi file. Pé giai ma cac khoa ma
hoa cua file, nguoi s¢ hitu file cung cip khoa riéng ma chi cé
nguoi sé hiru file co.

B Tich hop khéi phuc dir liéu trén hé thong “Danh sach cia céc
file khéa m3 hoa dugc ma hoa lan nita bang cach sir dung khoa
cong khai ctia tac nhan phuc hoi, va danh sach nay ciing duoc luu
trir cung véi file ma hoa. Co thé c6 nhiéu hon mot tac nhan phuc
hdi va s& co cac khoa cong khai twong (mg khac nhau. Phai co it
nhat mot khéa cong khai phuc hdi trong hé thong dé ma hoa file.

B Bio mit cac file tam thoi va file hoan chuyén (paging) Rét
nhiéu ung dung tao ra céc file tam thoi trong khi ban stra cac tai
li¢u, va nhitng file tam thoi nay s€ khong dugec ma hoda & trén b
cung. Nhung vi EFS thyc hién tai mic thu muc nén céc file tam
tho1 nay cling s€ dugc ma hoa.

Trong Windows Server 2003, cac file khéa ma héa duogc tip trung trong
Windows Operating System Kernel va dugc luu trit trong Nonpaged Pool
(Ving b6 nhé khéng hodn chuyén), d¢ dam bao ching s& khong bao gio
dugce chép vao file hoan chuyén. Piéu d6 dam bao rang file hoan chuyén
khong thé st dung dé truy nhap céc tai liéu d3 dugc ma hoa véi mot khoa
don.

Ma hoa File hoac Thu muc

Pé mi hoa céc file hodc thu muc ban phai tao ra thu muc NTFS sau d6 ban
ma hoa bang cach str dung hop thoai Properties ciia thu muc nay. Trong thé
General nhan Advanced sau 46 nhan Encrypt Content To Secure Data.

LUU Y: M héa va nén  Ma héa va nén khong thé lwa chon doéng
thoi. Ban khong thé ma hoa file trén phan vung duoc nén.

Sau khi ban ma hoa thu muc, khi ban ghi file vao thu muc nay, file s€ dugc
m3 hoa bang cach sir dung cac khoa ma hoa file, d6 1a cac khoa ddi ximg
nhanh duoc thiét ké cho viéc ma hoa sb lugng 16n. File duoc ma hoa theo
cac khéi, véi cac khoa ma hoéa file khac nhau cho timg khdi. Tat ca cac khoa
ma hoa file cling dugc ma hoa va luu trit trong Data Decryption Field
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(DDF) va Data Recovery Field (DRF). DDF va DRF duoc dit tai phan dau
(header) cua file.

TAt ca céc file va thu muc con ban tao ra trong thu muc da dugc ma hoa sé€
ty dong ma hoa, cling nhu bat ky file nao ban dich chuyén hoac chép vao thu
muc ma hoa nay. Néu ban dich chuyén hodc chép file tir thy muc ma hoa
sang thu muc khong dugc ma hoa, file nay ciing van bi ma hoéa. Mdi file co
mot khoa ma hoa duy nhat, tir @6 nd s& bao dam an toan ngay ca khi ban d6i
tén file.

Thiee hanh md héa file theo hwéng dan cua bai thwe hanh 5-3 “Ma
hoa file”

Giai ma File hoac Thu muc

Khi ban m¢ file da dugc ma hoa, EFS tu dong phat hi¢n file ma hoa, tim
gidy xéac thuc ngudi dung va khoéa riéng két hop véi file trong phan dau
(header) cua file. Khoa riéng nay ap dung cho DDF dé m¢ khoa cho danh
sach cac khoa ma hoa file. Piéu nay cho phép noi dung file dugc hién thi
dudi dang doc duoc.

Truy nhdp vao céc file ma héa bi tir chdi véi bat cir ngudi khac ngoai trir
nguoi sd hitu khoa riéng, va ban khong thé chia sé file ma hoa. Chi c6 ngudi
so hitu cua file va tac nhan phuc hoi méi c6 thé giai ma file. Ké ca khi nguoi
quan tri thay d6i cAp phép hodc thudc tinh cua file, 1dy quyén sé hitu cta file
thi ho van khong thé doc duoc ndi dung file trtr khi ho c6 khoéa riéng hoac 1a
tac nhan phuc hoi.

Str dung ti€én ich Cipher

Windows Server 2003 ciing ¢ tién ich dong 1énh dé cung cap nhiéq hon céc
chuc nang cho mot s6 cac qua trinh quan tri. Tién ich Cipher c6 thé ma hoa
va giai md mot sO luong 16n cac file va folder tir dau nhéc 1énh bang cach st
dung ki tuy dai dién *. Cipher cling c6 thé st dung dé ghi de¢ 1én cac dir li¢u
da bi xoa.

Céu trac cta cau 1énh Cipher duogc liét ké dudi day:

cipher [/e|/d] [/s:folder _name] [/a] [/i] [/f] [/q] [/h] [/k] [path_name [...]]
Bang 5-7 mo ta céac Iua chon khi ban st dung cau 1énh Cipher

Bang 5-7 Cac lya chon cua 1énh Cipher

Cac lya chon | Mo ta

/e Ma hoa thu muc chi dinh. Sau khi ma héa thu muc cac file
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thém vao thu muc nay s€ dugc ma hoa.

/d Giai ma thu myc chi dinh. Sau khi giai ma thu muc céc file
thém vao thu muc nay s€ khong dugc ma hoa.

/s Thuc hién cau 1énh chi dinh trén thu muc va ca cac thu muc
con bén trong no.

/a Bao g(‘A)m ca file va thu muc khi thuc hién cau Iénh.

/i Tiép tuc thuc hién cau 1énh ngay ca khi co 15i xdy ra. Theo
mac dinh Cipher s€ khong thuc hién ti€p khi c6 161 x4y ra.

/It Bit budc qua trinh ma hoéa trén tat ca cac file chi dinh, ké ca
cac file da duoc ma hoa. Theo mac dinh cac file dd ma hoa
s€ dugc bo qua khi chiing ta thyc hi¢n ma héda nhiéu file

Iq Chi ghi lai cac thong tin can thiét nhat.
/h Bao gom ca cac file an va file hé thong.
/K Tao ra file khoa ma héa mai cho nguodi sir dung chay tién

ich cipher. Néu st dung lua chon nay, Cipher s€ loai bo céac
lIra chon khac.

path_name | chira dudng dan téi file va thu muc

Néu ban str dung 1énh Cipher ma khong c6 cac lya chon thém, n6 s€ hién thi
tinh trang ma hoa ctia thu muc hi¢n thoi va bat ¢t file ndo bén trong thu muc
nay. Ban c6 thé chi dinh nhiéu file mot luc béng cach str dung ki tu dai dién
*. Khi str dung céac lya chon cua 1énh Cipher ban phai dat cac khoang tréng
gitta cac Iya chon.

Pé mi hoa thu muc C:\Test t files ban st dung 1énh nhu sau:

cipher /e Test _files

DPé mi hoa cac file ¢ cum tir “cnfdl” trong tén file ban str dung 1énh sau:
Cipher /e /s *cnfdl*

Khoi phuc lai cac file ma hoa

Néu ngudi so hitu khoa riéng khong con ton tai, tic nhan phuc hdi c6 thé mo
cac file bang khoa riéng cia ho, khoa riéng nay ap dung cho DRF dé mo
khoa danh séach cac file khoa ma hoa. Khi khoi phuc cac file ma hoa, nén guri
file ndy t&i may tinh cua tac nhan phuc hdi hon 1a sir dung khéa cua tac nhan
phuc héi tai noi luu trir ban dau cua file. Khi chép cac khoa riéng téi céac
may tinh khac s& khong dap tmg tot cho viéc bao mat trong thuc tién.
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Theo mic dinh, cdc quan tri mién 1 cac tac nhan phuc hoi. Tai khoan quan
tri cuc b la tac nhén phuc hoi mic dinh trén cic may tinh don (stand-
alone). Néu can thém tac nhan phuc hoi, ban phai tao ra va ap dung cac giay
xéac thyc, gan cho ngudi str dung cac gidy xac thuc nay va su dung Group
Policy dé chi dinh tac nhan phuc hdi cho céc gidy xac thuc ké trén.

THONG TIN THEM Vé Group Policy xem chuong 7 “16 ong quan
vé Group Policy” cua quyén sach Lap ké hoach, Thiyc hién va Duy
tri Co sé Ha tang Microsoft Windows Server 2003 Active Directory
(Microsoft Press 2004).

Thay d6i cac tac nhan phuc hoi 1a viéc 1am rat tét trong thyuc tién bao mat.
Tuy nhién néu tac nhan phuc hoi da chi dinh bi thay d6i, truy nhap vao file
s& bi tir chdi. Vi vay ban can gitr lai tat ca cac glay ching nhén va khoa riéng
cho dén khi tat ca cac file ma hoa sir dung két hop voi ching hoan thanh
vi€c cap nhat.

bé khoi phuc cac file va thu muc da ma hoa, tdc nhan phuc hoi da chi dinh
can tién hanh cac budc sau:

1. Str dung NTBackup hoic cac cong cu sao luu khac dé khoi phuc tir
phién ban sao luu cac file va thu myc cua nguoi s dung da mé hoa
vao may tinh luu trit gidy chung nhan khoéi phuc file ciia nguoi s
dung.

2. Trong Windows Explorer m¢ hop thoai Properties cua file va thu
muc sau d6 nhan Advanced trong thé General.

3. Xoa lya chon Encrypt Content to Secure Data.

4. Tao ra phién ban sao luu cua file va thu muc da gidi ma va tra lai
phién ban sao luu cho ngudi st dung.

SU DUNG CAC CONG CU CAU HINH BAO
MAT

Windows Server 2003 cung cdp mot tap hop cac cong cu cau hinh bao mat
nham lam don gian hon cac qua trinh bao mat trén mang va cac cong viéc
phan tich va kiém soat bao mat trén mang. Cac cong cu nay la cac snap-in
MMC va cac tién ich dong 1énh. Cac cong cu nay gitp cho ban co thé thuc
hién cac muc do0 bao mat thich hop cho t6 chuc cﬁa‘ban va gitp ban luon
duy tri mire bao mat nay. Cac thiét 1ap bao mat bao gém cac chinh sach bao
mat (chinh sach tai khoan va chinh sach cuc bg), diéu khién truy céap (dich
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vy, file va registry), nhat ky sy ki¢n, quan hé thanh vién nhom (restricted
group), chinh sach IPSec va chinh sach khoa cong khai. Cac cong cu cau
hinh bao mat gdm ba snap-in va mot tién ich dong 1énh: snap-in Security
Configuration And Analysis, snap-in Security Templates, snap-in Group
Policy va tién ich dong 1énh Secedit.

Snap-In Security Configuration And Analysis

Security Configuration And Analysis 1a mot snap-in MMC cho phep nguoi
quan tri co6 thé kiém tra va cau hinh cac thiét 14p trén may tinh hién thoi véi
mot hodc nhiéu cac miu bao mat luu trit trong co s dit liéu (Hinh 5-5)

'jii Consolel - [Console Root] 10| x|
Bﬁn File  Action Wiew Favorites ‘Wndow  Help | -Iﬂlﬂ

Rl
s e |
A ecurlty Conflguratmn and Analysis @ Security Configuration and Analyss
Account Policies
Local Palicies
Ewvent Log
I @ Restricted Groups
-8 System Services

--{ﬁ Reqistry
E-_& File System

| | |
Hinh 5-5 Snap-In Security Configuration And Analysis

Cac mau bao gém cac thiét 1ap cho timg thudc tinh bao mat cia hé thong.
Khi chung dugc nhdp vao co s& dir li¢u cua Security Configuration And
Analysis, cac thiét 1ap hién thoi c6 thé phan tich va ciu hinh cho phu hop
v6i toan bd mau nhdp vao hodc ching c6 thé cau hinh ting phan. Khi tat ca
cac thiét 1ap da duoc x4c dinh, chung c6 thé xuit ra va 4p dung cho cic may
tinh khac, tor 46 s€ lam don gidn hon cac qua trinh 4p dung céc chinh sach
bao mat cho to chiic.

Security Configuration And Analysis hién thi cac khuyén nghi ngay bén
canh cac thiét 1ap hién thoi cta hé théng va st dung cac biéu tuong (xem
Bang 5-8) hodc danh déu cac ving trong thiét 1ap hién thoi khong phu hop
v6i muc bao mat dé xuat. Security Configuration And Analysis ciing giup
cho chung ta cach giai quyét bat ky sy khong thong nhat ndo ma qua trinh
phan tich phat hién ra.
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Bang 5-8 Cac biéu twong ciia Security Configuration And Analysis

Biéu twong

Y nghia

Chir X do

Chinh sach nay duoc dinh nghia trong co so dir
liéu phan tich va h¢ thong nhung gia tri khong
giong nhau

DP4nh diu xanh

Chinh sach nay duoc dinh nghia trong co so dir
liéu phan tich va hé théng va c6 gia tri giong nhau

Dau cham hoi

Chinh sach nay khong dugc dinh nghia trong co s&
d@r li¢u phan tich va vi vay khong dugc phan tich.
Néu chinh sach nay khong dugc phan tich, n6 c6
thé khong dugc dinh nghia trong co so dir liGu
phan tich hodc nguoi sir dung dang tién hanh phan
tich khong c6 da quyén trén ddi trong hodc ving
chi dinh nay.

D4u chiam than

Chinh sach nay dugc dinh nghia trong co s¢ dir
liéu phan tich nhung khong ton tai trén hé théng.
Vi du, restricted group co thé duoc dinh nghia trén
co s& dit lidu phan tich nhung khong ton tai trén
hé théng dugc phan tich

Khong t6 sang Chinh sach khong dugc dinh nghia trong co s¢ dir
liéu phan tich hodc trén h¢ thong
Palicy  # | Daktabase Setting | Compuker 5ekking | ;I
Du:umain member: Maximum machin,., 30 days 30 davs
Du:umain member: Require strong (... Disabled Disabled
Interacti'-.-e logon: Do nak display ... Disabled Disabled
Interacti'-.-e logon: Do nok require ... Disabled Disabled
Interacti'-.-e logon: Message kext F...
Interacti'-.-e logon: Message title Fo. ..
Interacti'-.-e logon: Murnber of previ... 10 lbgons 10 logons
Interactix-e logon: Prompt user to ... 14 days 14 days
@Interactiwe logon: Reguire Domain...  Encbled Disabled
Interacti\.-e logon: Require smark c... Mok Analvzed Disabled
Interacti\.-e logon: Smark card rem...  Locs Workskation Mo Ackion
Micru:usu:uFt nekwork: client: Digitally s... Disabled Disabled
Micru:usu:uFt nekwork client: Digitally ... Enebled Enabled
Micru:usu:uFt network client: Send une... Disabled Dizabled
Micru:usu:uFt network server: Amount... 15 minakes 15 minutes
Micru:usu:uFt nebwork server: Digitally,.. Disabled Disabled
Micru:nsu:nFt nebwork server: Digitally,.. Enchled Disabled ;I
| |

Hinh 5-6 Két qua sau khi sir dung Security Configuration And Analysis
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Ciu hinh bio mét

Snap-in Security Configuration And Analysis c6 thé st dung dé cau hinh
bao mat hé théng cuc bo bﬁng cach thay ddi truc tiép cac thiét 1ap hodc nhap
vao va ap dung cic mau bao mat (tao ra tir Security Templates) cho GPO
clia may tinh cuc bd. Trong mot sd trudng hop khac, cac thiét 1ap bao mat hé
théng duoc cau hinh véi cac mire chi dinh trong snap-in hodc str dung mau.

Phan tich bao mat

Theo dinh nghia ting mirc bao mat nghia la tang dd phuc tap va nhu vay sé
tang cac van dé khi truy nhap tai nguyén trén hé théng. Khi nguoi st dung
khong thé truy nhap vao tai nguyén hé théng boi vi cac van dé bao mat, giai
phap thuong st dung do 1a ndi léng bado mat. Mac du ndi 1éng bado mat co
thé giai quyét nhanh van dé ndy nhung né ciing ¢ thé lam cho t6 chirc cua
ban gip rui ro vé bao mat. Viéc di nguoc lai cac chinh sach bao mat thuong
xuyén s¢€ lam cho ching ta quén va khong quan sat duoc cho dén khi bi tan
cong. Pé tranh didu nay va mot sb truong hop khac gy ra cac 16 hong bao
mat, stt dung cong cu Security Configuration And Analysis dé phan tich cac
thiét lap bao mat trén may tinh dya vao cac mau bao mat di duoc thiét ké
cho cac thiét 1ap bao mat phu hop.

Str dung Snap-In Security Configuration And Analysis

Ngudi quan tri c6 thé sir dung snap-in dé co thé thay ddi cac chinh sach bao
mat va phat hi¢n cac thi€u sét bao mat dang ton tai trong hé thong. Snap-In
Security Configuration And Analysis cho phép ban co6 thé thyc hién cac tac
vu sau:

B Phan tich bao mat hé thong bang cach so sanh cac thiét 1ap bao mat
hién thoi véi cac thiét 1ap dugc dua ra trong mot hodc nhiéu mau
bao mat.

B Xem lai két qua phén tich bao mat.

B Cau hinh bao mat hé thdng bang cach 4p dung mot hodc nhiéu mau
bao mat.

B Sta doi cau hinh bao mat co so

B Nhép va xuat cac mau bao mat
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Luu y Thuc hanh su_dung Snap-In Security Configuration And
Analysis theo huwong ddn cua bai thwc hanh 5-5 “Sw dung Snap-In
Security Configuration And Analysis”

Tién ich Secedit

Secedit 1a phién ban dong Iénh cua Snap-In Security Configuration And
Analysis; ciing tuong tu nhu Snap-In, Secedit cau hinh va phan tich bao mat
hé théng béng cach so sanh cAu hinh hién thoi v6i it nhdt mot mau bao mat.
Secedit rat tién dung khi ban can phan tich hodc cu hinh bao mat trén nhiéu
may tinh va khi ban can tién hanh tac vu Secedit trong thoi gian nghi. Dudi
day 1a ca phép cia Secedit (6 phan) va Bang 5-9 chi ra timg thiét 1ap twong
ung.

secedit /configure /db FileName [/cfg FileName | [/overwrite][/areas
Areal Area? ...] [log FileName] [/quiet]

secedit /analyze /db FileName.sdb [/cfg FileName] [/overwrite] [/log
FileName] [/quiet]

secedit /import /db FileName.sdb /cfg FileName.inf [/overwrite]| [/areas
Areal  Area? ...] [log FileName] [/quiet]

secedit /export [/DB FileName]| [/mergedpolicy] [/CFG FileName]
[/areas Areal Areal ...] [/log FileName] [/quiet]

secedit /validate FileName

secedit /GenerateRollback /CFG FileName.inf /RBK Security Template
filename.inf [/log RollbackFileName.inf] [/quiet]

Bang 5-9 Cu phap Secedit

Thiét lap | M6 ta Chu thich

configure

Ap dung cac thiét lap
bao mat tir mau

Khéng bao gid sir dung thiét 1ap nay trudc
khi tao ra ban sao luu cac thiét 1ap bao mat
c6 san. Néu ban phat hién thiy cic mau
bao mat bj 16i hodc phat sinh van dé, ban
sao luu s& duoc st dung dé giup ban quay
lai cac cAu hinh bao mét trude do.

analyze

So sanh céc thiét 1ap bao
mat c6 san trong co sO
dit liéu ciia mau bao mat
v6i cac thiét 1ap hién
thoi trén may tinh.

Str dung thiét 1ap nay dé kiém soat cac
thiét 1ap bao mat hién thoi.
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liéu duge hién thi trén
man hinh va khong c6
chu thich vé tién trinh
cung cip cho ngudi sir

import Nhép mau vao co sé dit | Khi ban st dung thiét 1ap ndy dé nhap cac
liéu mau bdo mat vao co s dit li¢u thi nhirng
thiét 1ap chi dinh trén mau s€ duogc ap
dung cho hé thong.
export Xuat ra mau tir co so dit | Str dung thiét 1ap nay dé tao ra mau méi
liéu két hop tir mdt hodc nhi€u mau. Vi¢c nay
co thé thuc hién don gian bang cach thém
moi1 mau vao co s¢ dir li€u theo thir tu ban
lya chon va st dung 1énh Export d€ tao ra
file mau .inf
validate | X4c nhan ct phap cua St dung thiét 1ap nay néu ban thém cac
mau. thiét 1ap truc tiép vao file .inf
Generate | Tao ra mau nguoc lai, Ludn luén stir dung thiét 1ap nay trude khi
-rollback | mau nay s€ loai béd hau | ban ap dung cdc mau moi. Luu y khong
hét cac thiét 1ap khi ban | thay d61 ACL trén file va trong registry da
ap dung dugc dat véi mau nay.
db Chi ra tén ctia co s dit | Ban c6 thé phai nhap vao day du dudng
liéu duogc tao ra hoac st | dan dén file.
dung
cfg Chi dinh tén cia mau s& | Ban co thé phai nhap vao day du dudng
duoc sur dung dan dén file.
overwrite | Ghi dé bat ct mau dang | Str dung thiét 1ap nay néu ban khong mudn
co trong file bang mau két hop nhiéu mau. Néu cac miu cii trong
khac. file d3 4p dung cac thiét 1ap bao mat, sir
dung thiét 1ap nay s€ khong thay doi cac
thiét 1ap bao mat ma mau moi khong ap
dung.
log Chi dinh file nhat ky Thiét 1ap nay ludn ghi lai cac 161 xay ra.
nham ghi lai cac 161 xdy | Theo méc dinh néu khong chi dinh file
ra. nhat ky, hé thong s€ sir dung
WINDOWS\Security\Logs\Scesrv.log.
quiet Chi dinh s& khong co dit | Khi ban sir dung thiét lap nay bén trong

kich ban (script), nguoi dung dé dang
nhdp s€ khong biét khi chuong trinh dang
chay.
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dung

areas

Chi 4p dung cac thiét 1ap
ciia mau cho cac ving
chi dinh, céc thiét lap
khac s€ bo qua.

Céc vung bao gom, SECURITY POLICY,
GROUP_MGMT (cac nhom restricted),
USER RIGHTS, REGKEYS,
FILESTORE va SERVICES.

mergedpo | Két hop va xuit ra cac

Thiét 1ap nay ghi lai tat ca cac thiét 1ap bao

licy chinh sich mién va cuc | mat.
bo
rbk Chi dinh tén cta mau Thiét 1ap nay chi c6 khi st dung thiét 1ap

bao mat s€ duoc tao ra.

/generaterollback.

Duéi day 1a mot s6 vi du cuia lénh Secedit:

B Céu hinh may tinh st dung méu foo:

secedit /configure /db foo.sdb /cfg foo.inf /log foo.log

B Cau hinh miu rellback cho miu foo:

secedit /generaterollback /cfg foo.inf /rbk foorollback.inf /log

foorollback.log

Snap-In Security Templates

Snap-In Security Templates (Hinh 5-7) la cong cu dé tao ra va _gan cac mau
bao mat cho mot hoic nhiéu may tinh. Nhu da néi tir tru6c mdu bdo mdt 1a
cac file vat ly biéu dién céac cau hinh bao mat.

LUU Y Sir dung Gpupdate thay cho secedit /refreshpolicy Lénh
Secedit /refreshpolicy da dwoc thay thé bang lénh Gpupdate.

Khi ban nhap mau bao mat vao GPO, Group Policy s& 4p dung mau bao mat
nay cho cac thanh vién bén trong, c6 thé bao gobm nguoi st dung hoac may

tinh.
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'fi Consolel - [Console Root] i =] =l
B& File  Action  ‘iew  Favoribes  Window  Help | &=l
= |m|B 2

_ﬂ:- F!_ljljl_: MName I
B Security Templates @ Security Templates

B8 CwWINDOWS secUrityitemplates
: cormpakws
D security
hisecds
hisecws
iBsacls %
rooksec
securede
SECUFEWS
setup securiby

=-E-E-E-E-E-E-E-E

Hinh 5-7 Snap-In Security Templates

Snap-In Securrity Templates cho phép ban co thé thuc hién duoc mot sb tac
vu sau:

Thay d61 cdc mau bao mat da co tu trude
Tao ra mau bao mat moi

Xo6a mau bao mat

Lam moéi lai danh sach cac mau bao mat
B Dat cac mo ta vé mau bao mat

Snap-In Group Policy

Str dung Group Policy dé dinh nghia va diéu khién cic chwong trinh, tai
nguyén mang va hé diéu hanh twong tng véi cac ngudi st dung va may tinh
trong to chtrc. Snap-In Group Policy Object Editor (Hinh 5-8) st dung
Active Directory dé cdu hinh bao mat tip trung. Ngudi quan tri sir dung
phan Security Settings cia Computer Configuration va User Configuration
dé dat cac chinh sach c6 thé gidi han nguoi sir dung truy cap vao file va thu
muc, sb 1an nguoi st dung co thé nhap sai mat khau trude khi bi khoa, cép
quyén cho ngudi st dung ching han nhu ngudi st dung c6 thé ding nhap
va0 may quan tri mién.
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‘i Group Policy Object Editar

Eile  Action  Wiew  Help

=101 x|

« #Ill‘l@

- nmputer Conﬁguration
-] Software Settings
- E-] Windows Settings
| E-[_] Administrative Templates
=g User Configuration
D Software Settings
D Windows Settings
D Administrative Templates

& Local Computer Policy

User Configuration Marne |

Computer Configuration
Deescription: User Configuration
Adrniniskrakors use the User @ g
Zonfiguration node in Group Policy bo set
policies that are applied bo users,
regardless of which computer they log on
[{=}

Extended A Standard ,"

[ |
Hinh 5-8 Snap-In Group Policy Object Editor

Gpupdate

Gpupdate 1am méi cac chinh sach thiét 1ap trén may cuc bo va cac thiét lap
chinh sach luu trir trong Active Directory, bao gom ca cac thiét 14p bao mat.
Sau khi ban thay doi cac chinh sach, ban mudn chiing duoc ap dung ngay lap
tc thay vi doi dén thoi gian cap nhat theo mic dinh (90 phut trén cic may
thanh vién ctia Mién, 5 phit trén may quan tri mién) hodc khoi dong lai may
tinh. Dé thuc hién duoc diéu nay ban chay tién ich Gpupdate tai dau nhic
lénh. Cau 1énh nay thay thé lwa chon /refreshpolicy cua 1énh Secedit. Ct
phap dudi day va Bang 5-10 mo ta cac tham bién cua 1énh Gpupdate.

gpupdate [/target: {computer | user }| [/force] [/wait: Value] [/logoff]
[/boot]

Bang 5-10 Cac tham bién ciia Gpupdate

Tham bién Mo ta

/target: {computer | Chi tién hanh cap nhat cac thiét lap vé mdy tinh hodc cac
user} thiét lap vé nguoi st dung hién thoi. Theo méc dinh sé cap
nhat dong thoi cac thiét 1ap vé may tinh va cac thiét lap
nguoi st dung.

Ap dung lai tat ca cac thiét 1ap chinh sach. Iheo mac dinh
chi 4p dung céac chinh sach da dugc thay doi.

/force

S6 gidy ma viéc cap nhat chinh sach cho doi dé hoan thién.
Maic dinh 14 600 gidy; bang 0 1a khong cho, va bang —1 1a
cho khong gidi han.

/wait:value

bang xuét sau khi hoan thanh viéc 1am méi. Lya chon nay
yéu cau khi thuc hién mét sb chinh sach danh cho may tram
khong duogc cap nhat & mirc nén tang (background) ma chi
dugc cap nhat khi nguoi sir dung dang nhap nhu 1a Group
Policy Software Installation va Folder Redirection cua ngudi

Nogoff
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sir dung. Lya chon nay s€ khong c6 tac dung néu khong mot
chinh sach thiét 14p nao yéu cau ngudi sir dung ding xuit.

/boot Khéi dong lai may tinh sau khi hoan thanh qua trinh lam
mai. Lya chon nay yéu cAu khi thuc hién mét sb chinh sach
danh cho may tram khong dugc cap nhat & muc nén tang
(background) ma chi dugc cép nhat khi may tinh khéi dong
1én nhu la Group Policy Software Installation ciia may tinh.
Lua chon nay s€ khong co tac dung néu khong mét chinh
sach thiét lap nao yéu cau may tinh khéi dong lai..

/? Hién thi phan trg giup tai d4u nhic 1énh.

/synch Yéu cau chinh sach g dung ké tiép s& xay ra mot cach
dé)ng thoi. Ban ¢6 thé chi dinh cho nguoi st dung, may tinh
hoic ca hai bang cach st dung tam bién /target. Tham bién
/wait va /force s& bi loai bo khi sir dung tham bién /synch.

Str dung Microsoft Baseline Securrity Analyzer (MBSA)

MBSA 12 mdt cong cu rit manh dé kiém tra cac thiét 1ap bado mat ctua nhiéu
may tinh. Thong thuong day 1a cong cu dau tién ban nén st dung dé
ki€ém tra lai tinh trang bdo mat ctia cdc may tinh trén mang ctia ban.

» St dung MBSA

1. Pé sir dung MBSA, tién hanh theo cac budc sau

2. Tai va cai dat chuong trinh tir web site bao mat cua Microsoft theo
lién ket
http.//www.microsoft.com/technet/security/tools/mbsahome.mspx

3. Khai dong chuong trinh tir thue don Start hodc tir man hinh nén

4. Nhén vao lién két Scan a Computer dé quét mot may tinh, hodc
nhan vao lién két Scan More Than One Computer d¢ quét nhicu
may tinh.

5. Chi dinh dia chi IP hodc dai dia chi cia mdt hodc nhiéu may tinh
ma ban muon quét va sau d6 nhan Start Scan.

6. Kiém tra lai két qua, xem hinh 5-9 va sau do nhan vao cac lién két
deé xem tung két qua cu thé hon.
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& Microsoft Baseline Security Analyzer [
B Baseline Security Analyzer

Microsoft Baseline Security Analyzer View secu rlt)' report

Sork Crder: |Sc0re {warst First) v[

[ welcame

[ Pick a computer to scan

i ) Computer name: Fabrikam\acapulco -
[ Pick mulkiple computers ko scan IP address: 102,168,053
[ Pick & security report to wiew, Security report name: Fabrikar - Acapulco {03-28-2003 11-26 AM)
[ wiew a security repart Scan date: 0f28/2003 11:26 AM
' Scanned with MBSA version: 111
See Also Security update database version: 1.0.1.497
Security assessment: Severe Risk (One or more critical dhecks Failed. )

[ Microsoft Baseline Security Analyzer

Heln Security Update Scan Results

[ About Microsoft Baseline Searity
Analvzer

[ Microsoft Security Web site x Windows 3 security updates are missing or could not be confirmed.
Securicy Wehat was scarmed  Result details How ko correct this

Updates

Actions

& Print
B2 Copy

115 Security 115 is not running on this computer.
Updates

Exchange Exchange Server is not installed.
Server

Security

Updates

i

4' Previous security repart Mext security report

ag, LLE Al rights re

Hinh 5-9 Két qua cia MBSA
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TONG KET

B Windows Server 2003 cung cAp mot tap cac cong cu céu hinh bao
mat cho phép ban cau hinh cic thiét 1ap bao mat va t1en hanh phén
tich hé thdng mot cach thuong xuyén de dam bao rang cac ciu
hinh vén giir nguyén hodc thay doi néu can thiét.

B Nguyén Iy cua cip quyén t6i thicu 1a ban khong nén cap quyén cho
nguoi st dung hodc dbi tuong truy nhap thong tin va tai nguyén
nhiéu hon murc can thiét.

B Snap-In Security Configuration And Analysis cho phép ban cau
hinh va phan tich bao mat hé¢ théng cuc bg. N6 cho phép xem lai va
phan tich cac thiét 1ap bao mat hién thoi va cac khuyén nghi thay
d6i thiét 1ap hién thoi ctia hé théng.

B Snap-In Security Templates cho phép ban tao ra va gan cic mau
bao mat cho mot hodc nhi€u may tinh.

B Snap-In Group Policy Object Editor cho phép ban ciu hinh bao
mat tap trung luu trit trong Active Directory.

BAI TAP
LUU Y Hoan thanh tit cd cdc bai tip  Néu ban dinh lam bat cie
bai tdp nao trong chwong nay, ban phai lam tdt ca cdc bai tdp trong
chwong dé may tinh cua ban co the quay lai tinh trang ban dau cho

phép ban c6 thé thuc hanh theo huéng dan ciia sach Bai Tap Thiee
Hanh.

Bai tip 5-1: Cap quyén cho ngudi sir dung
Trong bai tip nay ban sé& cap quyén Add WorkStations To The Domain cho
nhém Authenticated Users.

1. Nhan Start, chi vao Administrative Tools va nhin Domain
Security Policy.

2. M6 Security Settings, md Local Policies, nhdn User Rights
Assignment.
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. Bén khung chi tiét bén phai, nhin dap vao Add WorkStation To

Domain.

. Trong hop thoai Add WorkStation To Domain Properties, nhan

Define These Policy Settings.

. Nhan Add User Or Group.

. Trong hop thoai Add User Or Group, trong hop User And Group

Names, nhdp authenticated users va sau do nhan OK.

Bai tap 5-2: Xem cac sy Kkién
Trong bai tap nay, ban s& ciu hinh cac thiét l1ap kiém soat dé luu lai cac su
kién trong nhat ky kiém soat va sau d6 ban s€ xem no.

Dé cau hinh kiém soat, tién hanh theo cac budc sau:

1.

9.

Nhén Start, chi vao Administrative Tools, va sau d6 nhin Domain
Controller Security Policy.

. Trong MMC Domain Controller Security Settings Policy, m&

Security Settings, mé Local Policies va sau d6 nhan Audit Policy.

. Trong khung chi tiét, nhan dap vao Audit Logon Events.

Trén cta s6 Audit Logon Events Properties, nhin Define These
Policy Settings, nhan Success, Failure va sau d6 nhan OK.

. Dong MMC Domain Controller Security Settings Policy.
. Nhén Start va sau d6 nhan Command Prompt.

. Pé bt budc cac thiét 1ap chinh sach c6 két qua ngay tirc khac, tai

dau nhac 1énh nhap gpupdate /force va sau d6 nhan Enter.

. Théng bao qua trinh 1dm méi di hoan thanh s& xuat hién. Pong cira

sO Iénh.

Ding xuit.

10. Thir ddng nhap vao may chu bang tai khoan Administrator va

nhép sai mat khau.
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11.Pang nhap vao bang tai khoan Administrator va nhap ding mat

khau.

12. Nhan Start, chi vao Administrative Tools, vi sau d6 nhan Event

Viewer.

13.Trong MMC Event Viewer nhan Security.

14. Trong khung chi tiét, tim sy kién kiém soat that bai (failed) do su
dang nhap khong thanh cong cua tai khoan Administrator. Su ki¢n
kiém soat that bai nay va chi tiét cia n6 dugc hién thi trong Hinh

B Event Viewer Event Propetties 2 x|
File  Action YWiew Help
Ewen:
= 2
= - Drate: £ Source:  Securty + |
Ewent Wiewwer (LM, Security 19,020 event(s) Tirne: 2ESD3PM C P Lagaff
Application T ime: \59; ategony: Logon/Loga =
T Seauy Type Date Typs: Failure dud  Ewent |D: 529 |
System & Succes: Audit - 915(2003 Use:  NTAUTHORITYASYSTEM
Diractory 51 of Success Audit 9716/2003 Computer: ACAPLLED
DhS Sepuny | Success Audit 9/18/2003
File Replicat @f’Success Audit 9/18§2003 Drescription:
- & Success Audit 971872003 Logon Failre: -
% Failure Audit  9{18/2003 Reason: Unknown user name or bad pazswoid
; " Usar Marme: Audrnnistrator
& Failure Aucht. 9/16/2003 e il
& Success dudit 9716/2003 Lagon Type: 2
% Failure audit  9{18/2003 Logon Process:  Used2
. . Authentication Package: Megatiate
@"?Succes AUd!t 918i2003 Workstation Mame: ACA2ULCO
f Success Audit 9/18/2003 Caller User Mame:  ACAZULCOS
| | _I (sfl’Success Audit 9/18/2003 Caller D'omain: FABRIK.AM ;I
[ QK
Data; ) Butes € Words
ak I Cancel | Spply |

Hinh 5-10 Sw kién d:ing nhap that bai

Bai tap 5-3: Ma héa File

Trong bai tap nay ban sé& sir dung Windows Explorer dé ma hoa file.
L.
2.

M¢& Windows Explorer.

Document.

Trong cdy thu muc, nhan Desktop.
Trén thuc don File, chi vao New va sau d6 nhan Folder.

bit tén thu muc nay 1a My Encrypted Files.

Tai desktop, trén thuc don File, chi vao New va sau do nhan Text
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. Dat tén file nay 1a PasswordFile.txt.
. Mo file nay sau d6 cép nhat dir li€u vao file.
. Ghi sau d6 dong file nay lai.

. Str dung Windows Explorer, nhan chudt phai vao thu muc My

Encrypted Files sau d6 nhan Properties.

10. Trong thé General, nhan Advanced.

11. Trén ctra s6 Advanced Attributes, chon Encrypt Contents To

Secure Data, va sau d6 nhan OK.

12. Péng cira s6 My Encrypted Files Properties bang cach nhan OK.

13.Thu muc My Encrypted Files s& c6 mau khac, biéu dién no da

duoc ma hoa.

14.K¢éo PasswordFile.txt vao thu muc My Encrypted Files.

15.M¢é thu muc My Encrypted Files.

16. Luu y mau cta PasswordFile.txt s& dugc thay doi va d6 1a do nd

da duoc ma hoa.

Bai tap 5-4: Giai ma File

Trong bai tip ndy ban sé& str dung Windows Explorer dé giai ma file.

l.
2.

Mé Windows Explorer.

Nhén chudt phai vao thu muc My Encrypted Files, va sau d6 nhan
Properties.

. Trong thé¢ General nhan Advanced.

Trong cua s6 Advanced Attribute, x6a dau chon tai hop kiém tra
Encrypt Contents To Secure Data, va sau d6 nhan OK.

. Pong ctra s6 My Encrypted Files Properties bang cach nhan OK.

. Trong hop thoai Custom Attribute Changes, dam bao rang Apply

Changes To This Folder, Subfolders, And Files da duoc chon va
sau d6 nhan OK.
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My Encrypted Files va PasswordFile.txt s¢ khong c6 mau khac nira, chung
td n6 da khong con dugc ma hoa.

Bai tap 5-5: St dung Snap-In Security Configuration And
Analysis

Trong bai tdp nay, ban s€ su dung cong cu Security Configuration And
Analysis, dé nhap cac mﬁu~béo mat va thuc hi€n phéan tich céac thiét 1ap hién
thoi trén may tinh so v&i mau bao mat nay.

1

2.

Nhan Start, nhin Run, nhap mmc va sau do nhéan OK.
Trén thuc don file, nhan Add/Remove Snap-in.
Trong cira so6 Add/Remove Snap-in, nhan Add.

Trong hop thoai Add Standalone Snap-in, nbém Security
Configuration And Analysis, nhan Add, va sau d6 nhan Close.

. Trong ctra s6 Add/Remove Snap-in, nhan OK.
. Trén thuc don File, nhan Save.

. Trong hop thoai Save As, phan File Name nhip sca sau d6 nhin

Save.

Phan tich biao mat cia h¢ thong
beé phan tich bao mat cua h¢ thong tien hanh theo cac budc sau:

L

Str dung MMC Security Configuration And Analysis, nhafm chudt
phai vao Security Configuration And Analysis, sau d6 nhan Open
Database.

. Trong ctra s6 Open Database, phan File Name nhip scadb, va sau

d6 nhan Open.

. Trong cura s6 Import Template, nhan securedc.inf va sau d6 nhan

Open

Trén cira sd6 cdy coéng cu, nhan chudt phai vao Security
Configuration And Analysis sau 46 nhan Analyze Computer Now.

. Trong hop thoai Perform Analysis, nhan OK dé dong y v6i duong

dan mic dinh dé luu trix file nhat ky khi bi 15i.
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6. M¢ Security Configuration And Analysis, mo Local Policies va
sau d6 nhan Security Options.

7. Trong khung chi tiét, xem lai cac chinh sach di dugc phan tich.
Phan nay s€ cho chung ta két qua cua viéc so sanh gitra cac thiét
1ap hién thot va céc thiét 1ap trong co s¢ dir ligu.

CAU HOI  Liét ké mét sé thiét ldp cdu hinh giong nhau giita co s¢
dit liéu va trén may tinh.

CAU HOI  Liét ké mot sé thiét lap cau hinh khdc nhau gitta co’ so
dit liéu va trén may tinh.
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CAC CAU HOI KIEM TRA

1.

|

|UJ

|~

|

Ban hay cho biét trong cac Iwa chon dudi ddy, lwa chon nao 13 quyén cta ngudi sir
dung (user rights)?

a. Allow log on locally

b. Access a share with full control

c. Open a database file

d. Back up files and directories

Nguoi quan tri tam thoi cap quyén cho nguoi sir dung danh nhdp vao may chu quan
trji mién bang cach ap dung chinh sach(GPO) trén mién. Nguoi quan tri khéng thém
ngudi sit dung vao bat ctr nhom nao khac. Khi ngudi sir dung dang nhap, Windows
Server 2003 hién thi 15i sau: “User does not have the right to log on interactively.”
Hay cho biét nguyén nhan chil yéu nhét gay ra Van dé nay?

. Ban 13 quan tri hé thong va c6 nhiém vu tao ra, ciu hinh va quéan Iy GPO cho t6 chirc

cua ban. Cac ky su hé¢ thong dua cho ban ké hoach, va ban phai xac dinh ban c6 thé
su dung cac mau mdc dinh dquc hay khéng. Ban héy cho biét trong cac rpéu Group
Policy mac dinh dudi day, mau nao cung cap cac thiét 1ap bao mat cao nhat cho may
tram?

a. Rootsec
b. Hisecws
c. Securews
d. Compatws

Ban la quan tri hé théng va ¢6 nhiém vu tao ra, cu hinh va quan ly GPO cho td churc
ctia ban. Ban phai x4c dinh cac thiét 1ap nao trén may quan tri mién khong dung véi
cac chinh sach bdo mat da dugc ap dung br:ing cach st dung mau chi dinh. Cong cu
nao dudi day ban co thé sir dung dé thuc hién diéu nay?

a. Domain Security Policy

b. Security Configuration And Analysis snap-in

c. Group Policy Management

d. Active Directory Users And Computers

Ban 1a quan tri hé théng va c6 nhiém vu tao ra, ciu hinh va quan Iy GPO cho tb chirc
ctia ban. Trudc khi ban co thé xac dinh cac thiét 1ap ciia Group Policy ban phai ap
dung ting GPO, ban phai xac dinh cac kiéu thiét 1ap ctia Group Policy ma ban co6 thé
c4u hinh. Nhitng kiéu thiét 1ap nao cua Group Policy dudi ddy ban c6 thé cdu hinh
trong mdi trudng Active Directory? C6 thé chon tit ca néu ban thiy dung.

Desktop settings

Network connections

Location of computers

Inventory-installed software

Who can log on to a computer and when

@ | |e o=

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG 246
VOI WINDOWS SERVER 2003



CHUGONG 5: BAO MAT TRONG MANG

CAC BAI TAP TINH HUONG

Tinh hudng 5-1: Chuyén hwéng thw muc (Folder Redirection)

Ban 1a quan trj hé théng cua Contoso, Ltd., va ban mudn luu trit tip trung dit liéu cta

ngudi sir dung bang cach str dung Folder Redirection. Cu thé, ban mudn c4u hinh chuyén

hudéng thu muc cho thu muc My Documents vao thu muc cd nhan(Home Directory) cua

timg nguoi st dung. Ngudi sir dung nén dugc danh riéng quyén truy nhép dir liéu cta thu

muc My Document cua hg. Ban s¢€ lam thé nao dé hoan thanh muc dich nay? Chon hai

phuong an

a. Cau hinh GPO dat chinh sach Folder Redirection d¢ chuyén hudng vao thu muc ca
nhan ciia nguoi str dung, va lién két v6i OU thich hop.

b. Cau hinh GPO dit chinh sach Grant The User Exclusive Rights To My Documents
1a Disabled, va lién két véi OU thich hop.

c. Cau hinh GPO dit chinh sach Folder Redirection dé chuyén hudng vao OU riéng

biét.

CAu hinh GPO dit chinh sach Grant The User Exclusive Rights To My Documents

1a Enabled, va lién két voi OU thich hop.

Tinh huong 5-2: Thuyc hi¢n kiém soat (Auditing)

Mot s6 ngudi thong bao véi ban rat khé truy nhap vao tai nguyén chia sé ctia hai may File
Server trong t6 chirc ctia ban. Ban quyét dinh kiém tra lai nhat ky kiém soat ctia hai may
chu nay dé xac dinh nguyén nhan gay ra hién tuong nay. Khi ban xem nhat ky sy kién,
ban nhan thay trong nhat ky chi c6 cac su kién trude d6 12 gio. Didu gi dudi day co thé
gay ra su thiéu dit liéu nay? Chon tit ca néu ban thy ding.

Kich thudc cuc dai ciia nhat ky sy kién qua nho.

Ban kiém soat qua nhiéu su kién.

Thiét 1ap Overwrite Events Older Than [x] Days dugc dit 1a 1 ngay

Nguoi quan tri khac da x6a nhat ky su kién.

Céc su kién lién quan s& dugc luu lai trén may chu quan tri mién, khong luu trén may
chu thanh vién.

@ | |o o @
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CHUONG 6: BAO MAT LUU
THONG MANG VOI IPSEC

Sau khi hoan thanh chwong nay, ban s€ c6 kha nang:

Nhan dang va giai thich cac cdu thanh va khai niém cha yéu cia
Internet Protocol Security (IPSec — Giao thuc bao mdat Ilop
Internet) bao gdbm cac lién két bao mat, cac giao thirc phan header,
Internet Key Exchange (IKE — Trao doi khéa internet), vai tro cta
IPSec Policy Agent (dai Iy chinh sdach bao mat IP) va IPSec Driver
(Trinh diéu khién IPSec), va qua trinh dan xép bao mat.

Hiéu 16 vai trd cta cac Giao thic Authentication Header (AH) va
Encapsulating Security Payload (ESP) thuc hién trong viéc cung
cap tinh riéng tu (confidentiality) va xac thuc (authentication).

St dung bang (jiéu khién IP Security Policy Management dé
thém hay thay do1 cac chinh sadch bao mat IPSec.

Xac dinh khi nao s€ su dung dich vy thu muc Active Directory hay
cac Chinh sach Cuc b0 khi trién khai IPSec.

Str dung cac cong cu dé quan 1y, theo doi, va khic phuc cac su )
IPSec. Cac cong cu niy bao gom IP Security Monitor (Trinh Theo
déi Bdo mdt IP), bang diéu khién IP Security Policy Management
(Quan Iy Chinh sach bao mdt IP), Resultant Set of Policy (RSoP —
Tdp Két qua ciia Chinh sach), Event Viewer (Trinh Xem cdc Sir
kién), Netsh, va nhat ky Oakley.

Hiéu 3 tai sao ban nén str dung Gidy chtng nhan (Certificates) v6i
IPSec dé bao mat cac luu thong mang.

Mo ta dugc qua trinh cip Gidy chimg nhan.
Céu hinh IPSec dé str dung Gidy chimg nhan.

Giai thich cac van dé lién quan dén Network Address Translation
(NAT — Chuyén doéi Pia chi Mang) khi stt dung IPSec va nhan
dang cac phuong phap Microsoft Windows Server 2003 st dung
dé giai quyét cac van dé trén.
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B St dung 1énh “Netsh” dé quan Iy va theo ddi IPSec.

Cho du ban dang lam vi€c trén mang Internet cong cong hay dang duy tri
mot mang riéng, viéc bao mat cac dir liéu ctia ban van 1a cac yéu cau cot 16i.
Chung ta thuong dé y qua nhiéu dén viéc bao mat trén duong bién va chong
lai nhimg cudc tan cong tir bén ngoai vao nhung thuong . dé y qué it dén cac
cudc tAn cong ndi mang, 13 noi ma dudng nhu cac cude tin cong thudng xay
ra hon.

Mot chién lugce bao mat chic chin phai bao gdm nhiéu 16p bao mat duoc két
hop v6i nhau. Céc t6 chire ciing thudng trién khai cac gidi han dé bao mat
duong bién mang va bao mat cac truy nhap dén cac tai nguyén bang cach
thiét lap céc kiém soat truy nhap va xéac thuc. Mac du vay, viéc bdo mat céc
g6i IP thuc su va nodi dung cua nd van thuong bi bo qua.

Chuong nay s& dé cap téi viéc bao mat cac luu thong IP bang cach sir dung
[PSec. chung ta sé ban luan vé muc dich va cac tinh nang cua IPSec, cach
xac dinh va trién khai cac chinh sach IPSec, va cich lam thé nao dé thuc thi
IPSec bang cach sir dung Gidy ching nhan. Sau khi chung ta da giai thich
dugc muc dich cua IPSec va cach trién khai chung nhu thé nao, chiing ta s¢€
hoc cach quan 1y va theo ddi IPSec bang cac cong cu nhu Trinh Theo ddi
Bao mat IP (IP Security Monitor), RSoP, Event Viewer, nhat ky Oakley,
Netsh, va Netdiag.

MUC PICH CUA IPSEC

Cac Header (tiéu dé) cua IP, Transmission Control Protocol (TCP —Giao
thire Kiém sodt Truyén dan), va User Datagram Protocol (UDP — Giao
thirc goi Dir liéu Nguweoi ding) déu chira mot S6 Kiém soat (Checksum) duoc
sir dung dé kiém soat tinh toan ven (Integrity) dit liéu ciia mot goi IP. Néu
dir liéu bi hong, S6 Kiém soét s& thong bao cho ngudi nhan biét. Tuy nhién,
do thuat toan S6 Kiém soat nay dugc phd bién rong rai nén ké ca ngudi diung
khong co6 chirc nang s& d€ dang truy nhép vao goi tin, thay d6i noi dung cia
chung va tinh lai S6 Kiém soat, sau d6 lai chuyén tiép goi tin dén tay nguoi
nhan ma khong mat ai, ke ca ngudi giri 1an nguoi nhan, biét dén su can thiép
nay. Do cac han ché vé chic ning ctia S6 Kiém soat nhu vy, tai noi nhan,
nguoi dung khong hé biét va ciing khong thé phat hién ra viéc goi tin da bi
thay doi.

Trong qué khir, cac tng dung can bao mat s& tu cung cip co ché bao mat
cho riéng chung, dan t4i viéc c6 qua nhiéu cic chuan bao mat riéng va
khong tuong thich. IPSec 1a mt b cac Giao thirc va Thuat toan Ma hoa
cung cip kha ning bio mat tai 16p Internet (Internet Layer), ma khong
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cin quan tAm dén cac ing dung giri hay nhén dir liéu. Str dung IPSec, chi
mot chuan bao mat duoc ap dung va viéc thay doi ung dung khong can thiét.

IPSec ¢6 hai muc dich:
B Bao v¢ ndi dung cua céac goi IP.

B Cung cip viéc bao vé chong lai cac cudc tan cong mang thong qua
viée loc gbi tin va viée bat budc sir dung cac két ndi tin cdy.

Ca hai muc tiéu trén déu c6 thé dat duoc thong qua viéc str dung cac dich vu
phong chdng dua trén co s ma hoa, cac giao thirc bao mat va viéc quan ly
cac khoa dong. Vi cac nén tang nhu vay, IPSec cung cdp ca hai tinh ning
Manh va Uyén chuyén trong viéc bao vé cac cudc lién lac giira cac mdy tinh
trong mang riéng, Mién, Site (bao gom cé cac Site truy cép tir xa), cic mang
Intranet, cdc may khach truy cdp qua duong dién thoai. Tham chi né con
duogc sir dung dé khoa viéc nhan hay gti ciia mot loai luu thong chuyén biét
nao do.

Chong lai cac cufc tan cong bao mat

IPSec bao v¢ dir li€u, lam cho chung tré thanh qua kho, néu khong noi 1a
khong thé, doi voi cac ké xam nhap dé co thé dich duoc cac dir liéu ma ho
thu gitt dugc. [IPSec c6 mot sO cac tinh nang ma co6 thé lam gidm dang ké
hay ngdn ngura dugc cac loai tan cong sau:

B Do tham goi dir liéu (Packet sniffing): Packet Sniffer la mot img
dung hay mot thiét bi c6 thé theo dbi va doc cac géi dir liéu. Néu
6i dir liéu khong duoc ma hoa, cac Packet Sniffer c6 thé trinh bay
day du cac ndi dung bén trong cic goi dit liéu. Chuong trinh
Network Monitor 1a mot vi du cua Packet Sniffer. Giao thirc ESP
trong IPSec cung cip tinh riéng tu cho dir liéu bang cach ma hoa
phan dir liéu truyén tai ctia goi IP.

WM Thay doi dir liéu: Ké tdn cong c6 thé thay doi cac thong di¢p dang
dugc van chuyén va gui di cac dit liéu gia mao, né c6 thé ngin can
ngudi nhan nhan dugc cac dit lidu chinh xé4c, hay c6 thé cho phép
ké tin cong ldy dugc thém céc thong tin bao mat. IPSec sir dung
cac khoa ma hoa, chi dugc chia s€ gitta nguot guri va nguoi nhén,
dé tao ra cac S6 Kiém soat dugc ma hoa cho mdi goi IP. Moi thay
d6i dbi véi goi dir liéu déu dan dén viéc thay ddi S6 Kiém soat va
s& chi ra cho ngudi nhan biét rang goi dir liéu da bi thay doi trén
duong truyén.
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B Nhin dang gid mao: ké tin cong co thé 1am gia cic ma nhan dang
(Identity Spoofing) bang cach str dung mot chuong trinh déc biét
dé xay dung cac goi IP ma xuét hién nhu cac goi dit lidu gdc tir cac
dia chi hop 1€ bén trong mang dugc tin cdy. IPSec cho phép trao
d6i va x4c nhan lai cic mi nhan dang ma khong phoi ching ra cho
cac ké tin cong dich. Sy xac nhan 1an nhau (xac thuc) duoc sur
dung dé thiét 1ap su tin cdy giita cac hé théng cung tham gia lién
lac, va chi cac hé théng duogc tin ciy méi co thé lién lac véi cac hé
thong khac. Sau khi cac ma nhan dang dugc thiét 1ap, IPSec su
dung cac khoa ma hoéa, dugc chia sé chi gitra ngud1 gt va ngudi
nhan, dé tao cac S6 Kiém soat duoc ma héa cho mdi g61 IP. Céc sb
kiém soat dugc ma hoa dam bao rang chi cac may tinh di biét rd
vé cac khoa 1a c6 thé guri duoc ting géi dir lidu.

B Tan cong ngang duwong (man-in-the- middle attack) trong dang
tan cong nay, mot ngudi nao do, dimg giita hai may tinh dang lién
lac v6i nhau, sé& tién hanh theo ddi, thu thap va diéu khién cac dix
lieu mot cach trong subt (Vi du, ké tAn cong co thé dinh myén lai
cac dir liéu dang trao déi). IPSec két hop viéc xé4c thuc 1an nhau va
cac khoa duoc ma hoa dé chéng lai dang tin cong nay.

B Tan cong tir chdi dich vu (DoS): Kiéu tin cong ndy ngin can viéc
van hanh binh thuong ctua céc tai nguyén mang va may tinh. Lam
lut cac tai khoan E-mail bang cac thogn diép khong mong mubn 1a
mot vi du cua dang tin cong ndy. IPSec sir dung phuong phap loc
cac goi IP (IP packet Filtering) 1am co sé cho viéc xac dinh mbi
lién lac nao 1a dugc phép, bao mat hay phai khoéa lai. Viéc xac dinh
trén dua vao day dia chi IP, Giao thtrc IP hay thdm chi mot ) céng
TCP hay UDP x4c dinh nao do.

TIM HIEU IPSEC

Trudce khi ching ta c¢6 thé ban luan vé viéc IPSec hoat dong nhu thé nao, va
diém qua cac budc cau hinh IPSec, ban can phai hi€u rd vé céc tinh nang,
cac khai niém va céac cau thanh ctua khung IPSec.

IPSec 1a mot khung kién trtc cung cép cac dich vu bao mat mat ma danh cho
cac goi IP. [PSec 1a mot ky thuat bao mat diém toi diém (end-to-end). Diéu
d6 co6 nghia 1a chi c6 nhitng tram biét rd vé su hién dién cua IPSec, chinh 1a
hai may tinh st dung IPSec dang lién lac v4i nhau, la biét rd vé co ché bao
mat. Cac bd dinh tuyén giita duong khong thé biét dugc quan hé bao mat cia
hai tram trén va chiing chi chuyén tiép cac goi IP nhu 1a chung da 1am véi
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tat ca cac goi IP khac. Méi may tinh s& diéu khién chirc nang bao mat tai dau
clia n6 v4i gia thiét rang tat ca cac tram ngang duong déu la khong bao mat.
Cac may tinh chi lam nhiém vy dinh tuyén cac goi tin tir ngudn dén dich
khong can thiét phai hd tro IPSec. Chi c6 mdt loai trir 1a cac bd loc goi tin
dang Firewall hay NAT dung gitra hai may tinh. Vi m6 hinh nay, IPSec s€
duoc trién khai thanh cong theo cac kich ban sau:

B Mang cuc by (LAN): mang cuc bd dang Chu - Khach hay mang
ngang hang.

® Mang dién rong (WAN): Mang WAN giita cac bo dinh tuyén
(Router-to-Router) hay gitra cac cong (Gateway-to-Gateway)

M Truy cip tir xa: Cac may khach quay s hay truy cap Internet tir
cdc mang riéng.

Thoéng thuong, ca hai dau déu yéu ciu cdu hinh IPSec, hay con dugc goi 1a
Chinh sach IPSec, dé dit cac tiy chon va cac thiét 1ap bao mat cho phép hai
hé thong thoa thuan viéc s& bao mat cac luu thong giita chung nhu thé nao.
Cac hé diéu hanh Windows Server 2000, Windows XP, va Windows Server
2003 thuc thi IPSec dya trén cac chuan cong nghiép do nhém IPSec, cua
IETF (Internet Engineering Task Force) phat trién.

Cac tinh nang bdo mat cua IPSec

IPSec c6 rat nhiéu tinh nang bao mat dugc thiét ké dé thoa man muc tiéu bao
vé cac goi IP va chong lai cac cudc tan cong nhd vao cac bd loc va co ché
két ndi1 tin cay. Mot vai trong cac tinh nang bao mat cua IPSec duoc li¢t ké
sau:

B Su két hop bio mit tw dong: IPSec sir dung Internet Security
Association (Két hop Bdo mdt Internet) va Key Management
Protocol AISAKMP — Giao thirc Quan Iy Khéa) dé thoa thuan mot
cach tich cuc vé mot tdp cua cic yéu cu bao mat cho ca hai phia
gitta cdc may tinh vdi nhau. Cac mdy tinh khong doi hoi phai co
cac chinh sach gidng hét nhau, ching chi can cac chinh sach da
dugc cdu hinh cac tiy chon di duoc thoa thuan du dé thiét 1ap mot
tap chung cac yéu cau bao mat vi may tinh kia.

WM Loc goéi IP: Qua trinh loc nay cho phép hay cdm cac lién lac can
thiét bang cach chi dinh cac khoang dia chi IP, cac Giao thuc, hay
tham chi cd nhitng cong cua giao thuec.
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B Bio mat 16p mang: IPSec nam tai 16p mang, cung cap co ché bao
mat mot cach tu dong, trong suodt cho cac ing dung.

B Xaic thwe ngang hang: [PSec xac nhan lai ma nhan dang ctia may
tinh ddi tac trude khi co bat cir mot goi dir 1iéu nao dugc chuyén.
Viéc xac thuc ddi tac IPSec trong Windows Server 2003 dugc dua
trén cac khoa di chia sé, cac khoa cong khai (vi du nhu cac Gidy
chirng nhan X509) hodc Kerberos va Active Directory. Cic may
khach bit budc phai 1a thanh vién cia Mién Active Directory dé
duoc xac thuc b?mg Kerberos.

B Xic thue dir liéu goc: Viée xac thuc ngudn goc dir liéu ngin can
cac nguoi dung khong dang chirc nang khoi viéc can thi€p vao goi
tin va khai bao ho 1a ngudi gt dit liéu. Mdi goi dit liéu dugc bao vé
bang IPSec bao gdm mot SO Kiém soat bang mat mi trong dinh
dang ctia mot gia tri bam c6 khoa (Keyed hash). S6 Kiém soat bang
mat mi cling con dugc biét dudi cai tén Integrity Check Value
(ICV —Gid tri Kiém sodt tinh Nguyén ven) hay Hash-based
Message Authentication Code (HMAC —Ma xdc thuc thong diép
dwoc bam nho). Hash (ham bam) 1a loai thuat toan ma hoéa mot
chiéu c6 cac thong diép dau vao co chiéu dai ty y va cho ra cac
doan vin ban c6 chiéu dai cd dinh. Keyed Hash bao gém ca khoa
bao mat trong tinh toan ctia nd. S6 Kiém soat bang mat ma bao dam
rang chi cac may tinh biét rd vé khoa bao mat 1a c6 thé giri goi di
li¢u. Nguodi str dung c6 ac tam gid danh nhu 1a nguoi giri goi tin s€
khong thé tinh duoc chinh xac S6 Kiém soat bang mat ma. Néu So
Kiém soat bang mat ma khong ding, ngudi nhan s& hay bo gi tin.

B Tinh nguyén ven (Integrrity) cia dir li€u: V6i viée s dung S6
Kiém soat bang mat mé, IPSec bao vé dir liéu dang van chuyén
khong bi stra doi boi cac ngudi dung khong duoc xac thuc, hay
khong phat hién duoc trong quéa trinh van chuyén, dam bao chic
chin réng cac dir lifu ma nguoi nhan c6 dugc la chinh xac cac
thong tin ma nguoi gui da gui cho minh. Cac nguoi s dung o6 ac
tAm mudn thay d6i noi dung cua goi tin phai cap nhat lai mét cach
chinh xac S6 Kiém soat bang mat ma, mot didu gan nhu 13 khong
thé thuc hién duoc néu khong biét dugc cac khoa chia sé.

B Tinh riéng tw (Confidentialy) cua dir liéu: Cac géi dir li¢u khi
dugc gui 1a dugc ma hoa bang cac ky thuat ma hoa khoa bi mat qui
udc. Pi€u nay 1am cho dir li¢u tr¢ nén riéng tu. Tham chi ngay ca
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khi d@r li¢u bi truy nhép va quan sat, ké truy nhédp cling chi nhin
théy cac dit liéu da dugc ma hoa. Néu khong biét duoc vé cac khoa
bi mat da su dung dé ma hoa dir lidu thi cac dit liéu géc van 13 an.
Do khoa bi mat chi dugc chia sé gitra ngudi gui va ngudi nhan, tinh
riéng tu cua dir liéu dam bao rang chi ngudi nhan da dinh trudc cia
g6i tin 13 ¢ thé giai ma va trinh by dugc goi tin.

B Tinh khéng lip: Bang cach s dung sb thir ty trén mdi goi tin da
dugc bao vé dugc gir gitra cac ddi tac co s dung IPSec. dir li¢u
duoc trao doi gifra cac ddi tac khong thé bi lap lai dé thiét lap cac
quan hé bdo mat khac hay nhan dugc su truy cdp khong xac thuc
dén cac thong tin hay tai nguyén.

B Quain ly khoa: Viéc xac thuc ngué)n géc dir li€u, tinh nguyén ven,
tinh riéng tu hoan toan phu thudc vao céac thong tin dugc chia s€
ctia khoa bi mat. Néu khoa bi ton thuong, lién lac s& khong con 1a
bédo mat nira. Dé giir cac khoa khong bi cac ngudi st dung cb ac
tAm phat hién (trir cac phuong phap phat hién tho bao nhur thir tat ca
cac kha nang két hop ciia khoa cho dén khi xac dinh duoc chung),
IPSec cung cdp mdt phuong thirc an toan cho viée trao doi thong tin
khéa dé nhan duoc khoa bao mat chia sé va thay d6i khoa mot cach
dinh ky cho céac lién lac can bao mat.

Cac tinh nang maéi cua IPSec trong Windows Server 2003

IPSec dugc tich hop vao va co thé st dung dé bao vé cac cudce lién lac mang
trong Windows 2000, Windows XP Professional, va Windows Server 2003.
IPSec hop 1é danh cho ciac méy khach ciing co6 cho cac hé diéu hanh
Microsoft Windows NT 4.0 Microsoft Windows 98, Microsoft Windows
Millennium Edition (Me) (Ban c6 thé tai phan mém IPSec may khach tir dia
chi

http.://’www.microsoft.com/windows2000/server/evaluation/news/bulletins

/I2tpclient.asp.). Cac tinh nang madi cua IPSec trong Windows Server 2003
bao gom:

W Snap-in IP Security Monitor (Trinh Theo doi Bao mdt IP) dugc cai
tién tu cong cu IPSecMon co6 trong Windows 2000 (Snap-in nay la
ma6i1 trong Windows XP Professional va Windows Server 2003).

B Khoa cha mi hda manh hon, viée trao ddi khoa Diffie-Hellman 2048-
bit dugc str dung.
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B Cong cu quan ly dang dong 1énh Netsh cung cAp tinh tién ich, c6 thém
nhiéu kha ning ciu hinh khong cb tai Snap-in IP Security Policy
Management trong phién ban Windows 2000.

B Viéc khoi dong may tinh dugc bao mat. Néu may tinh duoc c4u hinh
stt dung cac ché do két ndi trang thai (Stateful), cac thong tin di vao
ma duoc gui dé dap lai cac thong tin may tinh giri ra s& duoc chap
nhan, nhu cac luu thong chiéu vao dép tng duogc cac tidu chi loc ban
d3 cdu hinh, cling gidng nhu cac luu thong DHCP. Tét ca cac thong
tin chiéu vao khac (bao gdm cac gbi gui co dia chi (Unicast), quang
bé (Broadcast), quang béo co dia chi (Multicast)) déu bi loai bo. Cac
thong tin chiéu vao & ché do két ndi trang thai cho phép cac bo loc
dugc huy boé sau khi dich vu IPSec khoi dong va thiét lap chinh sach
IPSec ¢ dinh.

B Chinh sach IPSec ¢b dinh s& dugc 4p dung trong trudng hop chinh
sach cuc bd hay chinh sach Active Directory khong dugc ap dung.

W Chi cic thong tin IKE 1 duwoc mién trir khoi céac thiét 1ap cua bo loc.
Su mieén trir nay la can thi€t trong viéc thi€t 1ap moi lién lac bao mat.

B Co nhiing han ché nhat dinh s& dugc xac dinh véi nhitng may tinh
duoc phép két no1 dua trén Mién, trén ngudn goc Giay chimg nhan,
hay trén nhom may tinh.

W Tén cia Certificate Authority (CA), s& c6 thé khong bao gdm trong
cac y€u cau gidy ching nhan dé tranh viéc phat hién cac thong tin
trong quan hé tin cdy ctia may tinh nhu Mién, CA va cong ty.

W Cac cach cung cap dia chi IP mét cach Logic s& dugc 4p dung cho
viéc cau hinh IP cuc by - nhu May chu DHCP, Domain Name
System (DNS), va Windows Internet Naming Service (WINS).

B [PSec hoat dong trén NAT cho phép cac goi ESP di qua NAT (v6i cac
tram NAT cho phép cac luu thong UDP di qua).

B Tinh nang tich hop véi Network Load Balancing — NBL (Cdn bang
tai mgng) dugc cai thién, dem lai cac loi ich cho viéc can bang tai cua
dich vu VPN dua trén IPSec.

m Suhd trg- dugc cung cip cho Snap-in RSoP gitp ta c6 thé xem duoc
cac thiét 1ap trong chinh sach IPSec.
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Céc giao thic IPSec cung cip su bao mat dua trén viée sit dung két hop cac
giao thurc, trong do c6 giao thtc AH va giao thirc ESP. Cac giao thirc nay
duoc str dung doc lap hay cai trude cai sau, phu thudc vao cac yéu cau cla
viéc gilr tinh riéng tu va xéc thuc.

1. Giao thirc AH cung cip tinh xac thuc, nguyén ven va khong lap cho
toan bo goi tin (g6m ca phan tiéu dé cua IP (IP header) va cac dit li¢u
dugc chuyén trong goi tin). N6 khong cung cap tinh riéng tu, c6 nghia
13 n6 khong ma héa dir liéu. Dit liéu van c6 thé doc dugc, nhung
ching dugc bao v¢ chong lai viéc thay ddi. Giao thic AH st dung cac
thuat toan Keyed hash d¢ danh dau géi dit liéu nham dam bao tinh
toan ven cua no.

2. Giao thirc ESP cung cip tinh riéng tu (thém vao cho tinh xac thuc,
toan ven va khong 1ap) cho dur 1i€u (IP Payload). ESP trong trang thai
van chuyén s& khong danh diu toan bo goi tin. Chi cac than goi tin IP
(IP Payload) — khong phai 1 IP Header — 13 duoc bao vé. ESP c6 thé
duogc sir dung doc 1ap hay két hop voi AH. Vi du, khi st dung két hop
v6i AH, cac goi IP Payload duoc giri tir may tinh A dén may tinh B
dugc mi hoa va danh diu dé dam bao tinh nguyén ven. Khi nhan
duoc, phén dir liéu duoc truyén s€ dugc gidi ma sau khi qua trinh xéc
nhan tinh toan ven dugc thuc hién thanh cong. Va ngudi nhan co thé
biét chic chin rang ai di gii goi dit liéu, dir liéu khong bi thay ddi va
khong ai khac c6 thé doc dugc chung.

Cac phuong thirc IPSec

Ban c6 thé cau hinh IPSec sir dung mot trong hai phuong thic sau:

1. Phwong thitc Van chuyén (Transport Mode): Ban sé st dung
Transport Mode khi ban c6 yéu cau loc g61 tin va ban yéu cau su
béo mat diém-tdi-diém. Ca hai tram can hd trg IPSec st dung cing
giao thirc xac thyc, bat budc phai sir dung cac b loc IP twong thich
va khong di qua mét giao tiép NAT nao. Lién lac di qua giao tiép
NAT s& doi dia chi IP trén phan tiéu dé va lam mét hiéu luc cua
ICV (Gid tri Kiém sodt tinh Nguyén ven). Hinh 6-1 chi ra mot vi
du cua Transport Mode.
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Protected communications

Ao : # YL
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Initiator Responder

Hinh 6-1: Bao vé Piém-t6i-Piém trong Transport mode.

2. Tunel Mode (Phwong thirc Duong ham) Ban st dung Tunel
Mode trong truong hop ban can két ndi Site-to-Site thong qua
Internet (hay cac mang cong cong khac). Tunel Mode cung cap su
béo vé Gateway-to-Gateway (cita-dén-ciia). hinh 6-2 mo ta mot vi
du cua phuong thirc nay.

Protected communications
]

|_ > @ ¢ ) QF | .
\ ce Router Router \f o
Initiator Responder

Hinh 6-2: Bdo vé Gateway-to-Gateway trong tunel mode.

Security Associations (Sw Lién két Bdo mdt)

Su Lién két Bao mat (SA) 1a moét tap hop cua cac dich vu bao mat, cac co
ché bao vé, va cac khoa ma hoa duge céc cap ddi tuong dang thuc hién lién
lac v&i nhau cung théa thuan. SA bao gdm cic thong tin can thiét dé xac
dinh cac luu thong s€ dugc bao mat nhu thé nao (cac dich vu bdo mat va co
ché bao v€) va voi khoa bao mat nao (Khoa ma héa). Cé hai loai SA s€ dugc
tao ra khi khi cac cdp may tinh st dung IPSec trao d6i véi nhau trong trang
thai bao mat: SA ISAKMP va SA IPSec.

SA ISAKMP

SA ISAKMP, con duoc goi 1a SA Phwong thirc Chinh (Main Mode SA)
duoc sfx‘ dung dé€ bao v¢ cac thdéa thuan bao mat IPSec. SA ISAKMP duoc
tao ra bang vi¢c thoa thuan mdt bo mat ma (mdt tap hop céc thuat toan ma
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hoa dugc st dung dé ma hoa dix li¢u), ma s¢ dugc sur dung dé bao vé cac luu
thong ISAKMP trong twong lai, trao ddi cac chét liéu tao khoa, sau d6 sé xac
nhéan va xac thuc tirng ddi tuong IPSec. SA duoc luu trong CSDL Lién két
Bao mat (Security Association Database - SADB). Khi qua trinh tao SA
ISAKMP két thuc, tat ca cac thoa thuan SA trong twong lai cho ca hai loai
SA déu dugc bao vé. D6 chinh 13 mot khia canh cua viée lién lac bao méat
duoc biét dén vé6i tén Théa thudn bé Ma héa dwoc Bdo vé (Protected
Ciphersuite negotiation). Vi co ché nay, khong chi cac dir liéu dugc bao
v€, ma ca viéc xac dinh cac thuat toan bao mat da dugc thoa thuan gitra cac
ddi thc IPSec cling dugc bao vé. bé pha v& viéc bao vé IPSec, cac nguoi
dung ac y trudc hét phai xac dinh dugc bo mat ma bao vé dit li¢u, ma bd mat
ma nay lai dua ra mot rao can khéc. Pbi véi IPSec, chi ¢ mot ngoai 1¢ dé
hoan thanh viéc théa thuan bd mat ma dugc bao vé 1a tién hanh thoa thuan
vé bo mat ma véi SA ISAKMP ban dau, dugc giri dudi dang vin ban tudong
minh .

SA IPSec

SA IPSec, con dugc goi 1a SA Phwong thirc Nhanh (Quick Mode SA),
duoc sir dung dé bao vé cac dit lidu dugc gl gitta cac dbi tac IPSec. Viée
thoa thuan bo mat ma SA IPSec dugc SA ISAKMP bao v¢. Khong mot
thong tin ndo vé kiéu luu thong hay co ché bao vé dugc gui dudi dang van
ban tuong minh. Vi mdi cip ddi tac IPSec, hai kiéu SA IPSec ludn ton tai
cho mdi giao thitc dugc st dung: mot duoc thoa thuan cho cac luu thong
chiéu vao (inbound), mét cho cac luu thong chiéu ra (Outbound). SA chiéu
vao ctia mot ddi tac IPSec ndy s& 13 SA chiéu ra ctia d6i tac IPSec kia.

Chi muc cac Thong s6 Bao mit (Sercurity Parameters Index -
SPI)

Vé6i mdi phién IPSec, cac ddi tac IPSec bat budc phai 1an theo déu vét viéc
su dung cuia ba SA khac nhau: SA ISAKMP, SA IPSec chiéu vao va SA
IPSec chiéu ra. Dé nhan dang mot SA nhét dinh, nguoi ta st dung mot )
ngau nhién gia 32 bit, duoc goi 1a Chi muc cdc Théng sé Bdo mdt (Sercurity
Parameters Index - SPI). SP1, 1a m{t truong trong ti€u dé cua IPSec, chi ra
SA ma ddi tac dich s& dung va duoc giri cung véi timg goi dir liéu. Dbi tac
nhan c6 trach nhiém cung cAp mot SPI duy nhat cho timg giao thirc.

Péi tac khoi tao mot phién IPSec duoc goi 14 Ngwoi Khoi tao (Initiator).
DPdi tac ¢6 trach nhiém yéu cau thuc hién viéc bao vé IPSec duoc goi la
Nguoi dap (responder). Nguwoi Khoi tao sé chon SPI cua SA ISAKMP, va
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mdi ddi tac IPSec s& chon SPI cia SA IPSec danh cho céac luu thong chiéu ra
cua no.

Trao d6i Khoa Internet (Internet Key Exchange - IKE)

IKE 1a tiéu chuan xac dinh co ché thiét 1ap SA. IKE két hop ISAKMP va
giao thuc Oakley Key Determination dé tao ra cac chit liéu khoa bao mat.
Oakley duoc xay dung dua trén thuét toan Trao doi khéa Diffie-Hellman
(Diffie-Hellman Key Exchange), cho phép hai d6i tac IPSec xac dinh khoa
b4do mat bang cach trao d6i cac cac gia tri khong duoc ma hoa théng qua
mang cong cong.

Ket qua ctia qua trinh trao ddi khoa Diffie-Hellman bang céch trao dbi hai
s6 qua mang cong cong sé tao ra khoa bao mat ma chi riéng hai ddi tac tham
gia vao qua trinh trao doi duoc biét. Nguoi dung ac y khi truy cép vao cac
g6i tin trao doi khoa ciing c6 thé xem cac sé nay, nhung ho s& khong thyc
hién dugc cing mot phép tinh nhu cac di tac tham gia thoa thuan da thuc
hién dé nhan duoc khoa bao mat chia sé.

Qua trinh trao ddi khoa Diffie-Hellman khong ngin can cac vu tin cong
ngang duong, trong d6 ngudi sir dung 4c y dimg giira hai d6i tac IPSec s&
thue hién hai qua trinh trao doi khoa Diffie-Hellman, mdi qua trinh véi mot
d6i tac IPSec. Sau khi di hoan thanh ca hai qué trinh trao d6i khoa néi trén,
ngudi ding ac ¥ s& co cac khoa bao mat dé lién lac voi ca hai ddi tac. Dé
tranh cac cudc tan cong nhu vay, IPSec trong Windows Server 2003 thuc
hién viéc xac thuc ngay sau khi qué trinh trao ddi khoa két thic. Trong
truong hop ddi tac TPSec khong thé thuc hién viéc xac thuc mot cach chinh
xac, thoa thuin bao mat sé bi loai bo trudce khi co bat ci méot dix liéu nao
duoc gui di.

IPSec trong Windows Server 2003 ciing hd tro co ché tao lai khoa dong
(Dynamic Rekeying), s& xac dinh cac chit liéu tao khoa méi thong qua mot
trao d6i Diffie-Hellman méi. Co ché tao lai khoa dong dua trén thot gian da
tr61 qua (médc dinh la 480 phut hay 8 gio) hodc dya trén sO cac phién trao d6
dir lidu v6i cung mot tap cac chit liéu tao khoa (Mic dinh, sé nay 1a khong
gi61 han).

THONG TIN THEM  Qud trinh théa thugn IKE D¢ c6 thém
thong tin vé qua trinh thoa thudn IKE, xem RFC 2409 “The Internet
Key Exchange (IKE)” tai dia chi http:/www.ietf.org/rfc/rfc2409.txt

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG 259
VOI WINDOWS SERVER 2003



CHUONG 6: BAO MAT LUU THONG MANG VOI IPSEC

Dich vu IPSec Policy Agent

Muc dich cua IPSec Policy Agent (Dai ly Chinh sdach IPSec) la dung dé
phuc hoi lai cac thong tin chinh sach va chuyén ching cho cac cau thanh
IPSec khéc c6 yéu cau cac thong tin nay dé thuc hién cac dich vu bado mat.

IPSec Policy Agent 1a mgt dich vu tdn tai trong moi may tinh chay hé diéu
hanh Windows Server 2003, xuit hién nhu 1a cac dich vu IPSec trong danh
sach cac dich vu hé thdng tai bang diéu khién Services. IPSec Policy Agent
s& thuc hién mét sd chirc nang trong h¢ diéu hanh bao gém:

1. Phuc héi cac chinh sach IPSec thich hop (néu chung di duoc gan)
tir Active Directory (nhu chi ra trong hinh 6-3) néu may tinh 1a
thanh vién ctia Mién, hodc tir SO dang ky (registry) néu may tinh
khong phai 1a thanh vién ctia Mién.

2. Thu thap cac thay do6i trong viéc cé}l hinh chinh sach.Gui cac
thong tin chinh sach IPSec dén trinh diéu khién IPSec.

3. Néu may tinh 14 thanh vién cta mién, qua trinh phuc hdi chinh
sach s& bat dau khi hé théng khoi dong, véi khoang thoi gian da
dugc xéc dinh trong chinh sach IPSec, va tai khoang thoi gian thu
thap dang nhap Windows mac dinh. Ban cling c6 thé thu thap cac
thong tin thay d6i cAu hinh chinh sach IPSec trong Active
Directory mgt cach thu cong nho viée thuc hi¢n 1énh GPUpdate
/target:ténmadytinh.
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Hinh 6-3: IPSec Policy Agent lién lac véi trinh diéu khién IPSec

Sau déy la cac khia canh khac cua hanh vi chinh sach IPSec danh cho cac
may tinh la thanh vién Mién:

1. Néu céc thong tin chinh sach IPSec cho cac may tinh 1a thanh vién
Mién 1a duoc cu hinh tdp trung, cac thong tin chinh sach duoc luu
trong Active Directory va luu tam trong Registry cuc by cua may
tinh s€ dugc &p dung chinh sach.

2. Néu may tinh tam thoi khong két ndi toi Mién va chinh sach da
duoc luu tam, cac thong tin chinh sach mdi danh cho may tinh do
s& thay thé cho cac thong tin chinh sach cii dang dugc luu tam khi
may tinh dugc két ndi lai tGi Mién.

3. Néu may tinh 1a may tinh doc 1ap hay la thanh vién cua Mién
khong str dung Active Directory dé luu trir chinh sach, Chinh sach
IPSec dugc luu trong Registry cuc bo.

4. Néu khong co6 cac chinh sach IPSec trong Active Directory hay
trong Registry khi IPSec Policy Agent khoi dong mot cach ty dong
tai thoi dién hé thong khoi dong, hay IPSec Policy Agent khong
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thé két bdi t6i Active Directory, IPSec Policy Agent s& doi cho
dén khi chinh sach dugc géan hay kich hoat.

Trinh diéu khién IPSec

Trinh diéu khién IPSec nhan danh sich bo loc IP tich cuc tir IPSec Policy
Agent, nhu chi ra trong hinh 6-4. Pai ly Chinh sach sau do6 s€ kiém tra su
phtt hop ctia mdi goi thong tin chiéu ra cling nhu chiéu vao so véi danh sach
trong bo loc. BO loc IP cho phép quan tri mang xac dinh mot cach chinh xéc
cac luu thong IP nao 1a bado mat. Mdi danh sach bo loc IP bao gé)m mot hay
nhiéu bo loc, xac dinh dija chi IP va kiéu luu thong. Mgt danh sach bo loc IP
6 thé duoc st dung trong nhiéu kich ban lién lac. Ban c6 thé truy cap cac
bd loc IP bang cach sir dung Snap-in IP Security Policy management Dé
truy cdp cac danh sach bo loc IP, trong Snap-in IP Security Policy
management, nhan chudt phai vao diém IP security Policy, sau d6 nhan
Manage IP Filter Lists And Filter Actions.

P

<&

IP datagrams

*—Checks for a match—— IPSec driver
IP filter list

v

Secured datagrams

w

Network
Hinh 6-4: Trinh diéu khién IPSec kiém tra sw phi hop ciia goi tin véi
bo loc IP.
Khi goi tin phu hgp véi bd loc, nd s€ ap dung cac hanh vi b loc tuong tng.
Khi goéi tin khéng phu hop bat cir bd loc nao, n6 s€ dugc chuyén nguoc lai
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cho trinh diéu khién TCP/IP dé duoc nhan hay truyén ma khong co sy thay
d6i ndo.

Néu hanh dong cua bd loc cho phép truyén, goi tin s& duoc nhén hay truyén
ma khong bi thay d6i. Néu hanh dong cua bo loc 1a khoa truyén dan goi tin
s& bi vo hiéu hoa. Néu hanh dong cua bo loc yéu cau thoa thuan vé bao mat,
SA phuong thirc chinh va phuong thitc nhanh sé dugc thoa thuan (s€ dugc
mo ta trong phﬁn “Qua trinh Thoa thuan bao mat”, tai ph?m sau cua chuong
nay).

Cac khoa va SA phuong thic nhanh da dugc thoa thuan dugc st dung voi ca
cac luu thong chiéu ra va chiéu vao. Trinh diéu khién IPSec luu toan bd cac
SA phuong thic nhanh trong CSDL. Trinh diéu khién IPSec sir dung truong
SPI dé kiém tra sy phi hop ctia SA véi goi tin.

Khi mot goi tin chiéu ra théa mén cac diéu kién cua danh sach bd loc IP véi
hanh dong thoa thuan bao mat, Trinh dicu khién IPSec s& xép gbi tin vao
hang doi, va qua trinh IKE bét dau tién hanh thoa thuan bao mat véi dia chi
IP dich cua goi tin.

Sau khi viéc thoa thuan bao mat hoan tat, trinh diéu khién IPSec trén may
tinh gui s€ thuc hién cac hanh dong sau:

1. Trinh diéu khién IPSec nhan SA c6 chira khoa phién tir qua trinh
IKE.

2. Trinh diéu khién IPSec dinh vi SA chiéu ra trong CSDL cta no va
cheén SPI 1ay tr SA vao tiéu dé (header).

3. Trinh diéu khién IPSec ky vao goi tin va ma hoa ching néu tinh
riéng tu dugc yéu cau.
4. Trinh diéu khién IPSec giri géi tin dén 16p IP dé truyén chung dén
may tinh dich.
Trong trudng hop viée thoa thun that bai, trinh diéu khién IPSec s& triét
tiéu goi tin.
Khi mét goi tin dugc bao mat IPSec chiéu vao théa man cac diéu kién

cua bd loc trong danh sach cac bd loc IP, trinh diéu khién IPSec s& thuc
hién c4c hanh dong sau:

1. Trinh diéu khién IPSec nhan khoa phién, SA, SPI tir qué trinh IKE.
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Trinh diéu khién IPSec dinh vi SA chiéu vao trong CSDL bang
cach su dung dia chi dich va SPI.

. Trinh di€u khién IPSec ki€ém tra chir ky va, n€u can thiét, gidi ma

go1 tin.
Trinh diéu khién IPSec tim céc g6i IP thoa man bd loc trong danh
sach bo loc dé chac chan rang khong nhan thtra mot luu thong nao

ngoai nhimng luu thong da duoc chdp nhan trong qué trinh thoa
thuan.

Trinh diéu khién IPSec giri goi tin dén trinh diéu khién TCP/IP dé
chuyén cho tng dung nhéan.

Khi nhan dugc mot goéi tin khong dugc bao mat, Trinh diéu khién IPSec
tim kiém diéu kién loc théa mén trong danh sach bd loc. Néu viéc tim
kiém 1a thanh cong va hanh dong loc ctia bd loc d6 1a yéu cau bao mat IP
hay khoa goi tin, goi tin s& bi triét ticu.

LUUY  Théa man cdc bé loc dwong ham triwée Trinh  diéu
khién IPSec théa man tdt cd cdc goi tin chiéu vao khéng bdo mdt voi
danh sach cua cac bo loc xac dinh dwong ham IPSec trudce tién, sau
do thi thoa man cac goi tin voi tat ca cac bé loc xdc dinh diem-tdi
—diém.

Qua trinh Thoéa thuan Bao mat

Qua trinh x1r Iy IPSec co thé duoc chia thanh hai loai thoa thuan: thoa thuin
phuong thitrc chinh va théa thuan phuong thirc nhanh. Hinh 6-5 trinh bay
mot cai nhin khai quat & mirc cao cua qua trinh xir 1y st dung hai tram: tram
A va tram B:

1.
2.

Tram A yéu cau lién lac bao mat.

Viéc thda thuan theo phuong thirc chinh duoc beflt dau va hoan tét
(Khoa chu - Master Key — va SA IKE dugc thiét 1ap — xem phan
“Thoa thudn Phuong thurc Chinh”).

Viéc thoa thuan phuong thic nhanh cta cip SA (chiéu vao va
chiéu ra) cho vi¢c truyén goi tin ing dung hoan tat.

Céc goi tin img dung tir tram A duoc trinh diéu khién TCP/IP
chuyén cho Trinh diéu khién IPSec.
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5. Trinh diéu khién IPSec dinh dang va ma hoa goi tin, sau d6 st
dung SA chiéu ra dé gui no6 cho tram B.

6. Cac goi tin bao mat duoc truyén trén mang.

7. Trinh diéu lghién IPSec trén tram B xtr Iy mat ma cac goi tin dén
trén SA chi€u vao, dinh dang ching nhu cac goi IP thong dung,
sau d6 chuyén ching cho trinh diéu khién TCP/IP.

8. Trinh diéu khién TCP/IP chuyén cic goi tin cho ung dung trén

tram B.
i iz -\.‘h.'-'\-\
g ,,,
& 4
" HostA Host B
SA pair IKE * ® > IKE SA pair
©) TRANSPORT TRANSPORT ©)
IPSec Driver IPSec Driver
@ NETWORK NETWORK | @
PHYSICAL PHYSICAL

® L——| secured packets |[+—

6
Hinh 6-5: Qua trinh xir ly IPSec

Thoa thudn Phwong thirc Chinh

Viéc thoa thuan phuong thirc chinh Oakley duogc stir dung dé xac dinh chat
liéu khoa ma hoa va phong chéng bao mat dé sir dung trong cac qué trinh
bao v¢ cac lién lac phuong thirc chinh hay phuong thtrc nhanh. Viéc thoa
thuan phuong thtrc chinh s& dugc trinh bay chi tiét hon trong cac budc sau:

1. Géi tin lién lac dugc guri tir tram A dén tram B.

2. Trinh diéu khién IPSec trén tram A kiém tra cac danh sach bd loc
IP chiéu ra cta no va két kuan ré‘tng cac goi tin théa man bo loc va
hanh dong cua bo loc 1a Negotiate Security (Thoa thugn Bao mdt) —
cac gobi tin bat budc phai dugc bao mat.
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3. Trinh diéu khién IPSec bat dau qué trinh thoa thuan IKE

4. Tram A kiém tra céc thiét 1ap phuwong thirc chinh (viéc xac thuc,
nhom Diffie-Hellman, viéc ma hoa va tinh toan ven) trong cac
chinh sach cta n6 dé dé xuat voi tram B.

5. Tram A gui thong diép IKE dau tién st dung UDP c6 dia chi cong
nguon 500 va dia chi cong dich 500.

6. Tram B nhan thong diép noi trén, c6 yéu cau thoa thuin bao mat,
sau d6 st dung cac dia chi IP ngudn va dich cta goi tin dé tim kiém
trong bo loc IKE cua riéng né. Bo loc IKE cung cip cac yéu cau
bao mat danh cho cac lién lac tir tram A.

7. Néu céc thiét 1ap bdo mat do tram A dé xuat ducycrtrar‘n B chép nhan
viéc thoa thuan phuong thirc chinh hay SA IKE bat dau.

8. Hai may tinh s€ thoa thuan cac tuy chon, trao ddi cac ma nhan dang
va xac thyc chung, va sinh ra Khéa chinh (Master Key). SA IKE
duoc thiét lap.

Toém lai, viéc théa thuan phuong thuac chinh tao ra SA ISAKMP. Nguoi
Khéi tao va Nguwoi dép trao d6i hang loat cac thong diép ISAKMP dé thoa
thuén vé bd mat ma danh cho SA ISAKMP (dudi dang van ban tuong minh),
trao d6i cc vat liéu xac dinh khoa (dudi dang van ban tudong minh) va nhan
dang va xac thuc 1an nhau (dudi dang van ban ma hoéa).

Thoa thudn Phwong thirc nhanh

Khi viéc théa thuan theo phuong thirc chinh hoan tat, méi d6i tac trong cap
IPSec da hoan thanh viéc lya chon mét tap nhét dinh céc thuit toAn m3 hoéa
duoc dung cho cac thong di€p bao mat phuong thirc chinh va phuong thuc
nhanh, d3 trao ddi cac thong tin khoa dé nhan dugc khoa bao mat chia sé, va
da thuc hi¢n xong viéc xac thuc. Trudc khi cac dit liéu bdo méat duogc gun di,
viéc thoa thudn theo phuong thirc nhanh nhét thiét phai dugc thuc hién nham
xéac dinh kiéu luu thong sé dugc bao mat va chung sé dugc bado mat nhu thé
nao. Viéc théa thudn phuong thic nhanh cling dugc thuc hi¢n khi SA
phuong thirc nhanh hét han.

Cac thong diép Phuong thirc Nhanh la cac thong diép ISAKMP dé dugc ma
hoéa bang viéc st dung SA ISAKMP. Nhu da trinh bay ¢ trén, két qua cua
viéc thda thuan phuong thtrc nhanh la hai SA IPSec: Mot danh cho céc
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thong tin chiéu di va mot danh cho céac thong tin chiéu dén. Qua trinh thoa
thuan duogc tién hanh nhu sau:

1.

Tram A thuc hién viéc tim kiém chinh sach cta phuong thuc IKE
nham xac dinh toan bd cac chinh sach da co.

. Tram A dua ra cac cac d€ nghi v€ cac lya chon cua né (mat ma,

cling nhu tan xuat cua viéc thay doi khoa, vv...) va vé€ cac bg loc
cho tram B.

. Tram B thyc hién viéc tim kiém chinh sach cta phuong thuc IKE

cta chinh no, néu két qua tim dugc la thoa man cac dé xuét cua
tram A, n6 hoan tat viec thoa thuan phuong thirc nhanh dé tao ra
cap SA IPSec.

M(f)‘t SA S€ dlgzqc danh cho chiéu di va mot SA s& duge danh cbo
chi€u dén. Moi SA s€ dugc nhén dang nho SPI, va SPI la mot phan
trong phan dau (tiéu dé) cua moi goi tin dugce gui di.

. Trinh diéu khién IPSec chuyén céc goi tin cho trinh di€u khién cua

cac mang.
Trinh di¢u khién cac mang dua cac khung dit li¢u 1én mang.

Cac mang tai tram B nhan cac goéi tin da ma hoéa (tr mang).

. Tram B sir dung SPI dé tim ra SA tuong ung. (SA nay c6 chua

khoa mi hoa tuong (mg can thiét dé giai ma va xtr Iy goi dit liéu.)
Néu Cac mang duogc thiét ké dac biét dé ma hoa — va do do co thé
gidi ma cac goi tin, nd s€ thuc hién cong viéc nay. Sau do, nod
chuyén cac goéi tin cho Trinh diéu khién IPSec.

10.Trinh diéu khién IPSec tai tram B su dung SA chiéu dén dé phuc

héi lai cac khoa va xir 1y cac géi tin néu can.

11.Trinh diéu khién IPSec chuyén do6i cic géi tin quay trd lai dinh

dang cua cac goi tin IP théng thudng va chuyen ching cho trinh
diéu khién TCP/IP, va dén luot chiing s& chuyén tiép cho tng dung
nhan.
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12.SA IPSec lién tuc xur ly cac goi tin, SA duoc lam mai bang viéc
thoa thuan phuong thirc nhanh IKE trong sudt thoi gian ung dung
gui va nhan dir liéu. Khi SA khong lam viéc, chiing s€ dugc xoa.

IKE phuong thirc chinh khong bi xo6a khi khong lam viéc. Tudi tho cta
no 1a 8 gio, nhung con sd nay 14 c6 thé thay doi duge (tir 5 phut tdi ti da
1a 48 gio). Trong pham vi thoi gian da dinh nay, cac luu thong méi sé chi
kich hoat viéc thdéa thuan phuong thic nhanh. Khi IKE phuong thirc
chinh hét han, mot phuong thic IKE méi sé dugce thoa thuén khi can.

TIM HIEU CAC CHINH SACH BAO MAT
IPSEC.

Chinh sach la cac luat xac dinh mirc d§ bao mat. thuat toan bam, thuat toan
ma hoéa , va do dai ctia khda dugce yéu cau. Cac luat nay cling xac dinh céc
dia chi, giao thirc, t€én DNS, mang con va kiéu két ndi ma cac thiét 1ap bao
mat ap dung.

Céc chinh sach IPSec c6 thé duoc cau hinh dé dap ung dugc cac yéu cau vé
bdo mat cua nguoi dung, nhém, ung dung, mién, site, hay toan by doanh
nghiép. Windows Server 2003 cung cdp Snap-in IP Security Policy
Management (Quan tri Chinh sich Bdo mdt IP) dugc ding dé tao va quan
tr1 cac chinh sach IPSec mot cach cuc bo hay thong qua Chinh sach Nhom
(GP — Group Policy).

Céc chinh sach da xac dinh trudc dugce cung cép cho ca hai loai c4u hinh bao
mat cuc bo va nhom. Chung ciing c6 thé duoc thay doi dé thoa min cac yéu
cau dic biét. hay ban ciling c6 thé tao m&i hoan toan cac chinh sach. Mat khi
chinh sach da duoc xac dinh, dé cho ching c6 thé thuc su ¢ tac dung, ban
phai gan nd cho mot dbi twong ndo d6. Mic dinh khong c6 chinh sach nao
duogc gan san.

Gan cac chinh sach IPSec

Nhu di thao luan & trén, chinh sach IPSec duoc chuyén tir Policy Agent
(Pai Iy Chinh sdch) sang cho trinh diéu khién IPSec va xac dinh cac tha tuc
hoan hao cho tat ca cac khia canh cua giao thurc — tir dau, khi nao, va lam thé
nao dé bao mat dit liéu véi cac phuong phap bao mat dugc sir dung. Co thé
c6 mdt vai chinh sach dugc xac dinh, nhung trong mot thoi diém, chi c6 mot
chinh sach duoc gan cho may tinh ma thoi. Pé gan chinh sach, ban cé thé
nhan chudt phai vao IPSec Policy trong Local Security Policy hay trong
bang diéu khién Group Policy thich hop, sau d6 nhan Assign.
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D¢ c6 thé hiéu rd hon vé cac kha nang cua chinh sach, ban bat budc phai biét
vé cac cau thanh cua chinh sach. Cac cau thanh nay bao gom:

Thiét 1ap dudng ham (Tunnel): Dia chi IP két thac duong ham
(néu su dung k¥ thuat duong ham IPSec d€ bao vé cac goi tin dén.)

Kiéu mang: Kiéu két néi bi chinh sach IPSec tac dung: tat ca cac
két n61, LAN, hay truy cap tur xa.

B¢ loc IP: tap con cua luu thong mang dua trén dia chi IP, céng, va
giao thurc van chuyén. N6 thong bao cho trinh diéu khién IPSec cac
luu thong chiéu ra hay chi€u vao nao la dugc bao mat.

Danh sach b loc IP: Tap hop ctua mot hay nhiéu bd loc IP, xé4c
dinh day cta cac luu thong mang.

Hanh dong ciia bd loc: Trinh diéu khién IPSec s& bao mat luu
thong mang nhu thé nao. Cac hanh dong cua bd loc duoc xac dinh
trudc bao gdm: Permit (Cho phép), Request Security (Optional)
(Dé nghi bdo mdt — tiy chon), va Require Security (Yéu cdu bdo
mat.)

Phuong thirc xac thwe: Mot trong cac thudt toan bao mat va kiéu
duoc sir dung cho vi¢c xac thyc va trao doi khoa

o Kerberos
o Certificates (Gidy chitng nhdn)

o Preshared key (Khoa chia sé trudc)

Cac chinh sach bao mat IPSec mdc dinh

Ban tao va ciu hinh cdc chinh sach IPSec cuc bd bﬁng cach su dung tinh
nang IP Security Policies On Local Computer (cac Chinh sach Bao mdt IP
trén Mdy tinh Cuc bg), nhu duoc chi ra trén hinh 6-6. (Dé truy nhhap Snap-
in ndy, tham khao bai tdp 6-2, “Céu hinh IPSec dé st dung Gidy chung
nhan”, tir bude 1 dén budce 7.)
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Hinh 6-6: IP Security Policies On Local Computer

Str dung chinh sach Client (Respond Only) (May tram — Chi Pap) trén cac
may tinh thong thuong khong guri cac dir liéu dugc bao mat. Chinh sach nay
khong khoi tao céac lién lac bao mat. Néu may chu yéu ciu bao mat, may
tram s& dap (mg va bao mat chi cac luu théng voi cong va giao thic duoc
yéu cau v6i may chu do.

Chinh sach Server (Request Security) (May chu - Pé xudt bdo mat) o thé
dugc sir dung trén bat cir may tinh ndo — may tram hay may chi - can thiét
khéi tao cac lién lac bdo mat. Khong glong nhu chinh sach may tram, chinh
sach may chil ndy s& bao vé tit ca cac truyén théng chiéu ra. Cac truyén
thong chiéu vao, khong bao mat ciing dugc chap nhan. Mic du vay chung sé
khong dugc xu 1y cho dén khi nhan dugc cac dé xuit bao mat IPSec tir may
gii cho tat ca cac goi tin da truyén. Chinh sach nay yéu cau st dung giao
thirc bao mat Kerberos

Chinh sach chit ché nhat trong cac chinh sach bao mat xac dinh trude, chinh
sach Secure Server (Require Security) (Mdy chu Bao mdt — yéu cau bdo
mdt) khong gui hay chap nhan cac truyen thong khong bao mat. Cac may
tram mudn lién lac v&i may chii bao mat bat budc phai sur dung it nhat Chinh
sach May chii xac dinh truéc hay twong dwong, Gidng nhu Chinh sich May
chu, Chinh sach May chu Bao mat st dung xac thuc Kerberos

Ludt Dap Mdc dinh

Luat Bap Mac dinh, duoc kich hoat mot cach mic dinh cho tit ca cac chinh
sach, duoc sir dung dé dam bao rang may tinh s& dap ung cac yéu cau cia
cac lién lac bao mat. Néu chinh sach hién hanh khong cé luat xac dinh cho
may tinh dé xuét lién lac bao mat, luét bép mac dinh s€ duoc &p dung va bao
mat s€ dugc thoa thuan. Vi dy, khi may tinh A lién lac mot cach bao mat vaoi
may tinh B va mdy tinh B khong c6 bo loc thong tin chiéu vao danh cho may
tinh A, luat Bap mac dinh s€ dugc ap dung.
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Céac phuong thirc bao mat va phuong thirc xac thuc c6 thé duoc cdu hinh cho
Luat Bap mac dinh. Str dung Snap-in IP Security Policy Management dé
thay doi luat dap mac dinh. (Dé tao bang diéu khién c6 chira Snap-in IP
Security Policy Management, tham khao bai tip 6-2, “Cau hinh IPSec d¢é st
dung Gidy chimg nhan”, tir bude 1 dén bude 7.)

> Truy nhip va Thay ddi Phwong thirc Bio mat ciia Hanh dong
B¢ loc

1. M6 hay tao bang diéu khién c6 chtra Snap-in IP Security Policy
Management

2. Trén cau trac hinh cay cua bang di€u khién. nhan chudt vao vi tri
c6 chira chinh sach ban muon thay doi.

3. Trong khung Chi tiét, nhan dap chudt vao chinh sach ban mudn
thay doi.

4. Trong qthé Rulgs, tai hop IP Sercurity Rules chon luat ban mudn
thay doi, va nhan Edit.

5. Trong thé Filter Action, chon Hanh dong B¢ loc ban mudn thay
doi, va nhan Edit.

6. Trong thé Security Methods, thém, thay doi, ghi lai, hay loai bd
phuong thirc bao mat

Luat Bap mac dinh co6 cac dac tinh sau:

B [P Filter List of <Dynamic>: Chi ra rﬁng danh sach b loc 1a chua
dugc cau hinh, nhung cac b loc da dugc tao mot cach tu dong trén
co s& nhan dugc cac goi thoa thuan IKE.

B Filter Action of Default Response (Hanh dong B¢ loc cua Ludt
Dap Mac dinh): Ban co thé xem va thay d6i Hanh dong Bo loc cua
mot chinh sach bang cach md trang thudc tinh (Property) ciia chinh
sach tuong Ung trong Snap-in IP Security Policy Management.
Hanh dong B0 loc cua Luat Pap Mac dinh chi ra cac hanh dong ctia
bd loc (Permit — Cho phép, Block - Khoa, hay Negotiate Security —
Théa thudn Bdo mdf) 1a khong thé cau hinh dugc. Negotiate
Security s€ dugc st dung.

Madc du vay, ban van c6 thé cau hinh cac tham s6 sau:
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B Céc phuong thirc bdo mat va thur tu ap dung cua chung trong thé
Security methods.

B Cic phuong thuc xac thuc va thtr ty ap dung cua chiing trong thé
Authentication Methods.

LUU Y: Khong thé xéa Lugt Ddp mic dinh  Ban khong thé xéa
dwoc ludt dap mac dinh, nhung no co thé bi vo hiéu hoa
(Deactivate)

> Thém thiét 1ap chinh sach

Khi ban chon Snap-in IP Security Policy Management dé thém vao bang
di€u khién, ban s€ c6 bon lya chon dé quan tri cadc chinh sadch bao mat:

B Local Computer (mdy tinh cuc bd): st dung tity chon nay dé quan
tr1 cdc Chinh sach Bdo mat IP trén may tinh c6 chay bang diéu
khién.

B The Active Directory Domain Of Which This Computer Is A
Member (Mién Active Directory ma mdy tinh nay la thanh vién)
St dung tuy chon nay khi ban mubn quan tri cac chinh sach ap
dung cho toan bo mién cuc bo.

B Another Active Directory Domain (Use The Full DNS Name Of
IP Address) (Mién Active Directory khdic — Sir dung tén DNS ddy
i hay dia chi IP): St dung tuy chon nay khi ban mudn quan tri
cac chinh sach s€ ap dung trén toan bd mot mién & xa.

B Another Computer (May tinh khac): Sir dung tiy chon nay dé
quan tri cac chinh sach duoc luu trit cuc bd trén may tinh khac.

DPé co thé quan tri cac chinh sach IPSec dua trén Active Directory, ban bat
budc phai la thanh vién cua nhém Domain Admin trong Active Directory,
hodc ban can c6 su uy quyén thich hop.

1. Tao hay mé bang diéu khién c6 chta Snap-in IP Security Policy
Management

2. Trén cau tric hinh cay cua bang diéu khién, nhan IP Security
Policies tai vi tri ban muodn quan tri (may tinh cuc by, may tinh &
xa, mién Active Directory cuc bg, hay mién Active Directory &
xa).
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3. Trén thuc don Action, nhan Create IP Security Policy.

4. Trén trang Welcome To The IP Security Policy Wizard, nhan
Next.

5. Trén trang IP Security Policy Name, trong hop Name, nhip tén
cho Chinh sach Bao mat IP mdi. Méu can, ban c6 thé cung cap cac
mo ta sau d6 nhan Next.

6. Pé su dung Luat Pap Mdc dinh, trén trang Requests For Secure
Communication, Kiém tra xem Activate The Default Response
Rule da duoc lua chon va nhan Next.

7. Trén trang Default Response Rule Authentication Method, chon
phuong thirc xac thyc ban dau cho luat bao mat, cung cap cac
thong tin thém cho phuong thirc da chon, sau d6 nhan Next.

8. Trén trang Completing The IP Security Policy Wizard, bo Iya chon
hop Edit Properties, sau d6 nhan Finish.

> Thay ddi Thiét 1ap Chinh sach

pé thay d6i mot chinh sach dang tdn tai, nhan dap chudt vao chinh sach ban
muon thay doi, chon luat ban muon thay d6i va nhan Edit.

> D& bo Thiét 1ap Chinh sach

DPé d& bo mot chinh sach, nhdn chudt vao chinh sach ban mubn d& bo, va
trén thuc don Action, nhan Delete.

TRIEN KHAI CHINH SACH IPSEC

Chinh sach IPSec ¢6 thé dugc trién khai bang cach sir dung cac chinh sach
cuc bd, Active Directory, hodc ca hai. Moi phuong phap déu cé cac diém
manh va yéu cuia riéng nd.

Trién khai IPSec sir dung cac Chinh sach Cuc b

Chi c6 mot Pdi tugng Chinh sach Nhom (GPO) cuc bd, thudng dugc biét
voi tén Local Computer Policy (Chinh sach May tinh Cuc bg), dugc luu trén
may tinh cuc bd. Khi st dung GPO cuc b0, ban co thé Iwu cac thiét 1ap
Chinh sach Nhém trén timg mdy tinh riéng ma khong can quan tim dén viéc
ching co phai 1a thanh vién ctia mién Active Directory hay khong.
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Trén mét mang khong c6 mién Active Directory (mang khong c6 May chu
Piéu khién Mién Windows 2000 hay Windows Server 2003), cac thiét lap
GPO cuc b xéac dinh cac hanh vi IPSec do chung khong bi cac GPO khac
ghi dé. GPO cuc b co thé bi cac GPO da duoc gan cho Site, Mién, hay OU
ghi de trong moi trudng Active Directory.

Cac thlét 1ap Chinh sach IPSec cuc bo s€ dugc thém vao cac chinh sach ch
dinh néu chinh sach ¢ dinh di duoc cdu hinh. Trong trudng hop chinh sach
IPSec dya trén Active Directory da dugc gan va may tinh két ndi téi mién
Active Directory, cac thiét 1ap cua chinh sach dwa trén Active Directory sé
dugc ap dung thay cho cac chinh sach IPSec cuc bJ.

Ban nén st dung Chinh sach Cuc bd trong hai kich ban sau:

B Ban khdong c6 san nén tang Active Directory, hodc ban chi c6 mot
sO rat it cdc may tinh can str dung IPSec.

B Ban khong mudn tap trung hoa chién luge IPSec trong co quan.

Cic Chinh sach Co dinh (Persistent Policy)

Ban c6 thé ciu hinh céc chinh sach cb dinh dé mo rong cac chinh sach IPSec
Cuc b hay IPSec dua trén Active Directory da c6, ghi d¢ 1én céc chinh sach
nay, va tang cuong kha nang bao mat trong qua trinh may tinh khoi dong.
Céac Chinh sach C6 dinh ting cudng kha ning bao mat bang cach cung cap
kha ning bao mat trong thoi gian qua do tir khi may tinh khai dong cho dén
khi cac chinh sach IPSec dua trén Active Directory thuc su co6 tdc dung. Cac
Chinh sach Cé dinh, néu duoc ciu hinh, s& duoc luu trong SO dang ky
(Registry) cuc bd. Bna co thé cap nhat Chinh sach C6 dinh bat ctr lac nao,
mot khi dich vu IPSec van chay. mic du viy, cac thay doi trong Chinh sach
C6 dinh khong dugce kich hoat tire thoi. Ban can khai dong lai dich vu IPSec
dé tai cac thiét 1ap méi ciia Chinh sach C6 dinh.

Néu ban da cu hinh cac chinh sach dya trén Active Directory, ban c6 thé su
dung Chinh sach C6 dinh nhu 1a mét cong cu dé yéu cau cac luu thong toi
Active Directory luén dugc bao mat bang IPSec, bao gdm ca viéc phuc hi
cac chinh sach IPSec dua trén Active Directory. Khi cac chinh sach cuc bd
hay dua trén Active Directory duoc ap dung, cac thiét 1ap chinh sach nay s&
duogc thém vao céc thiét lap chinh sach cd dinh.

Trién khai IPSec sir dung Active Directory

Pé trién khai cac chinh sach IPSec sir dung Active Directory, can gan cac
chinh sach IPSec cho GPO dich cua Site, mién, hay OU. Viéc gan cac chinh

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG 274
VOI WINDOWS SERVER 2003



CHUONG 6: BAO MAT LUU THONG MANG VOI IPSEC

sach nay cho GPO s& c6 hiéu qua ddi voi tat ca cac tai khoan may tinh nim
trong pham vi &nh huong cua GPO doé.

St dung bang diéu khién IP Security Policy Management hay 1énh Netsh
dé quan tri chinh sich dua trén Active Directory. Bang diéu khién IP
Security Policy Management da dugc thao luan trong qud trinh “Thém
Thiét 1ap Chinh sach”. Dé biét thém thong tin vé 1énh Netsh, ban c6 thé xem
thém phan “Quan trj va Theo ddi IPSec” trong phan sau ctia chuong nay.

Chinh sach duwa trén Active Directory ludn ghi d¢ 1én bat ctr chinh sach
[PSec cuc bo nao dugc gan va thém vao chinh sach IPSec ¢ dinh dang duoc
IPSec Policy Agent (Pai Iy Chinh sdch IPSec) ap dung. néu chinh sach c¢6
dinh d3 dugc ciu hinh. Néu c6 xung dot gitra chinh sach IPSec ¢6 dinh véi
hodc chinh sach mién hodc chinh sach cuc b, cac thiét lap chinh sach o)
dinh s& chiém wu thé.

Khi gan chinh séch IPsec trong Active Directory, can can nhac cac diém sau:

W Banco thé gan danh sach cua tat ca cac chinh sach IPSec tai bat cir
cap nao trong cau tric Active Dlrectory Mac du vay, chi mdt
chinh sach IPSec duoc gan tai mot cdp nhat dinh cia Active
Directory.

WM OU s& ké thira chinh sach ctia OU cha trir truong hop tinh ké thira
bi khéa hay chinh sach dugc gdn mdt cach tryc tiép.

WM Khong thé gop cac chinh sach IPSec tir cac OU khac nhau.

B Chinh sach IPSec dugc gan cho OU trong Active Directory co
quyén uu ti€én cao hon so vdi chinh sach & mirc mién doéi véi cac
thanh vién cua OU do.

B Chinh sach IPSec dugc gan cho OU mutc thap nhat trong cau tric
Active Directory s€ ghi de 1én chinh sach IPSec dugc gan cho OU
murc cao hon do6i véi cac thanh vién cua OU do.

B Ban nén st dung viéc gan chinh sach cho cap cao nhat co6 thé trong
cau trac cua Active Directory dé giam thiéu viéc cau hinh va cong
tac quan tri can thiét.

Ban nén sir dung Active Directory dé trién khai cac chinh séch néu co quan
cua ban dap tng céc ti€u chi sau:

W C6 ha ting Active Directory.
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B Ban s dung mot sd lugng dang ké cac mdy tinh can nhom lai dé
gan IPSec.

B Ban muon tap trung hoa chién lugc IPSec cua co quan

Trién khai trong moi truong hon hop

Ban c6 thé trién khai IPSec trong mdi trudng c6 cac may tinh 1a thanh vién
cia mién va s& nhan dugc chinh sach IPSec thong qua chinh sach nhom
Active Directory, va ca cac may tinh khong phai 1 thanh vién ctia mién va
s€ nhan dugc chinh sach IPSec thong qua Chinh sach Nhom Cuc bd. Khong
phu thudc vao viéc cdc may tinh nhan dugc chinh sach IPSec nhu thé nao,
hai may tinh can lién lac v&i nhau van co thé thoa thuin vé cac luat xac dinh
trong cac chinh sach IPSec cta chung.

THUC THI IPSEC SU DUNG GIAY CHUNG
NHAN

IPSec dua vao su xac thuc 1an nhau dé cung cap cac lién lac bao mat. Do
IPSec 1a mot chuan cong nghi€p, viéc xac thue nay co thé xdy ra véi cac hé
thong khong chia s¢ két cau ha tang xac thuc 'thong qua giao thirc Kerberos
tap trung. Cac gidy ching nhan X.509 cung cap mdt kha nang x4c thuc khac
danh cho IPSec di dugc chudn héa va co thé sir dung trong truong hop cé
Public Key Infrastructure (PKI- Ha ting Khéa Céng khai) tin cdy. Phan
nay mo ta cach ban co thé st dung gidy chung nhan khoa cong khai dé xac
thuc nhim cung cép cac lién lac bao mat va tin cay trén mang.

Gidy chirng nhan X.509

Gidy chimg nhan X.509, con dugc goi 1a chitng nhdn sé, 1a mot dang gidy
uy nhiém dién tr dugc dung rdng rai trong viéc xac thuc va trao doi céc
thong tin bdo mat trén cac mang md, nhu Internet, mang lién nganh
(Extranet) hay mang ndi by (Intranet).

Giéy chung nhan két budc mét cach tin cay khoa cong khai voi thuc thé ndm
giit khoa riéng tuong tmg. Vi du, ban c6 thé ma hoa dit liéu danh cho nguoi
nhan bang khéa cong khai ctia ngudi nhan, va hoan toan tin chac rang chi c¢6
ngudi nhan c6 khoa riéng can thiét méi giai ma duoc dir lidu.

Nguoi xut ban gidy ching nhan (Certificate issuer), duoc goi la Nguoi
Chiing nhan (Certificate Authority - CA), s€ dat mot dau hiéu sb 1én gidy
chtimg nhan. Gidy chting nhan cé thé dugc cip cho ngudi ding, may tinh,
hay dich vu, vi du nhu IPSec.
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Gidy chtng nhan bao gdm céc thong tin sau:

Khoa ma hoa cong khai tir cap khoa riéng va cong khai cua chu thé
gidy chung nhéan.

Thong tin vé chi thé yéu cau gidy chimg nhén.
Tén phan biét X.500 cua nguoi dung hay may tinh.
Dja chi E-Mail ctia ngudi s¢ hitu gidy chtng nhan.
Chi tiét vé CA.

Ngay hét han.

Gia tri bam cua ndi dung gidy ching nhan nham dam bao tinh xac
thuc (chir ky so)

Vai tro cua CA

Néu ban lya chqn su dung giéy chirng nhan dé xéac thuc, ban can chon CA,
thuong la CA gbc voi may tinh chimg nhén da cai dat cua ban. Ban khong
thé dé truong Use A Certificate From This Certification Authority (CA)

trong.

> Cau hinh IPSec Sir dung gidy Chirng nhan.

Pé cau hinh IPSec sir dung Gidy Ching nhan, 1am theo cac budc sau:

1.

Tao snap-in IP Security Management c6 chtra cac chinh sach bao
mat [P, hay m¢ file bang di€u khién da luu c6 chira cac chinh sach
bao mat IP.

Nhéan dup chudt vao chinh sach ban mubn thay doi.

. Trong hdp thoai Policy Properties (6 day Policy 1a tén ctuia chinh

sach béo mat IP), nhan dap chuot 1én luat bao mat [IPSec ban mudn
thay doi.

Trong hop thoai Edit Rule Properties, trong thé Authentication
Methods, nhan Add, hoac, néu ban muon cau hinh lai mot phuong
thirc da co, chon phuong thic xac thuc va nhan Edit.

Chon Use A Certificate From This Certificate Authority (CA), va
nhan Browse.
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6. Trong hop thoai Select Certificate, chon CA thich hop va nhin
OK.

7. Trong thé Authentication Method, nhan OK.
8. Trong hop thoai Edit Rule Properties, nhan OK.

9. Trong hop thoai Policy Properties, nhan OK.
SU DUNG NAT VOI IPSEC

NAT la mot qua trinh dich duogc st dung rong rai cho phép mot mang voi
cac dia chi IP riéng c6 thé truy nhap thong tin trén Internet. Mot kich ban
thuong gap 13 cong ty chi c6 mot vai dia chi IP cong cong, co6 thé dinh tuyén
dugc va phan phdi cac dia chi IP riéng cho cac tai nguyén ndi bo cia ho.

Viéc chuyén doi cac dia chi, cong TCP, hay cong UDP trong NAT dé két ndi
nguoi dung voi Internet lam mat hiéu luc cua dic vu bao mat IPSec. Pic
biét, dia chi va céng duoc dich s€ gay ra céc van dé sau cho cac luu thong
IPSEc dua trén ESP.

B Vi cac goi tin dugc bao vé ESI?, cac céng TCP va UDP la duoc
ma héa va do d6 chung khong thé dugc dich.

B Cac thong di¢p ISAKMP tinh todn gia tr1 bam va cac chit ky dua
trén cac thong tin SA, c6 chura dia chi IP. Dich dia chi IP s€ lam
mat hiéu luc cua cac gia tri bam hay chir ky.

LUU Y: IKE qua NAT Dé cho phép viéc théa thudn IKE va cdc goi
yvin ESP da duoc boc goi lam viéc qua NAT, IPSec trong Windows
Server 2003 hé tro IPSec NAT Traversal (NAT-T). NAT-T duoc sir
dung dac biét hiéu qua khi thiét ldp cac két noi Layer Two
Tunneling Protocol (L2TP)/IPSec voi cdc may tram VPN dung
phia sau NAT.

QUAN TRI VA THEO DOI IPSEC

Windows Server 2003 cung gép mot vai cong cu ban c6 thé sir dung dé quan
tr1 va theo doi IPSec, Bao gom IP Security Monitor, RSoP, Event Viewer,
nhat ky Oakley, Netsh, va Netdiag.
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St dung IP Security Monitor (7rinh Theo doi Bdo mdt IP)

Trong Windows 2000, IP Security Monitor dugc thuc thi dudi dang chuong
trinh chay (IPSecmon). Trong Windows Server 2003 va Windows XP, IP
Security Monitor duoc thuc thi duéi dang mot bang diéu khién MMC, va
bao gdm céc tinh ning ning cao cho phép ban thuc hién cac cong viée sau:

B Theo doi cac thong tin IPSec tai may tinh cuc bd cling nhu cac
may tinh tir xa.

B Xem chi tiét vé cac chinh sach IPSec dang hoat dong, bao gé)m tén,
mo td, ngady thay doi cudi, luu trit, duong dan, OU, va tén GPO.

B Xem cac b0 loc chung va riéng ctia phuong thirc chinh va phuong
thirc nhanh.

B Xem cdc théng ké phuong thirc chinh va phuong thirc nhanh. Dé
nam thong tin vé cac thong so thong ké dugc biu dién trén IP
Security Monitor, xem “Cic Thong ké Phuong thirc Chinh va
Phuong thirc Nhanh trong IP Security Monitor”).

Xem cac SA Phuong thue Chinh va Phuong thire Nhanh.

Xem céc chinh sach IKE Phuong thire Chinh.

Xem cac chinh sach thoa thuan Phuong thirc Nhanh.

Tuy chinh tan suat 1am méi, va str dung su phan giai tén DNS cho
b loc va SA chiéu ra.

H Tim kiém cac bo loc Phuong thire Chinh va Phuong thire Nhanh
nhat d,jnh thoa man bat ky dia chi IP di hay dén nao, cﬁa chj IP di
hay dén trén may tinh cuc bd, hay dia chi IP di hay dén nhat dinh
nao do.

Sur dung IP Security Monitor dé theo déi luu thong IPSec

Néu chinh sach IPSec d3 dugc kich hoat, ban c6 thé sir dung IP Security
Monitor (nhu chi ra trong hinh 6-7) dé kiém tra chinh sach va cac hoat dong
ctia n6. Ban chi c6 thé theo ddi IPSec chi trén cac may tinh chay hé diéu
hanh Windows XP hay Windows Server 2003. Dé theo ddi IPSec trén may
tinh chay Windows 2000, st dung 1¢énh IPSecmon tai d4u nhic 1énh. Cac
thong tin ban c6 thé nhan duoc bao gém:
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Tén cua chinh sach IPSec hién dang kich hoat.
Céc chi tiét ctia chinh sach dang kich hoat.
Céc thong s6 thong ké Ché ¢6 Nhanh.

Céc thong s6 théng ké Ché d6 Chinh.

W Cac thong tin vé cac SA hién hanh.
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Hinh 6-7: IP Security Monitor

Tim hiéu cac thong s6 thong ké Ché d9 Chinh va Ché d9 Nhanh trong
IP Security Monitor.

Viéc xem cac thong ) théng ké ¢6 thé thuc hién rat don gian b'flng cach mo
rong nut Server, tiép tuc mé rong nut Main mode hay Quick mode sau d6
chon nut Statistics. Xong viéc hiéu rd ¥ nghia cua timg thong so thi lai kho
hon nhiéu. Bang 6-1 md ta cac thong s thong dung nhét cta cac thong sd
thong ké ctia Ché do chinh. (bang 6-2 mo ta cac thong sb thong ké thong
dung nhét cia Ché d6 Nhanh). Trong bang 6-1, c6 mot vai thong so thong keé
c6 lién quan dén Ché d6 Nhanh. Mic du chung c6 lién quan nhung do chiing
duogc khoi tao trong qua trinh théa thuan IKE Ché do Chinh, do vay, ching
dugc ké vao nhu 1a mot phan cia bang cac thong sé théng ké Ché do Chinh.

Bang 6-1: Cac thong s6 thong ké IPSec Ché @9 Chinh

Théng so Mo ta

S6 luong cac yéu cau dang chd thoa thuan IKE cho

Active Acquire céc SA gifia cac cap IPSec

Active Receive S6 lugng cac thong diép IKE trong hang doi xtr Iy

Sb lwong cac yéu cau chiéu ra dé thiét 1ap SA bi 16i ké

Acquire Failures | 14 dich vu IPSec khoi dong

Receive Failures S6 lugng cac 18i duge tim thay trong cac thong diép
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IKE dd nhan ké tir khi dich vu IPSec khoi dong lan
cuOi.

Send Failures

S6 lugng céc 16i xdy ra khi giri IKE ké tir khi dich vu
IPSec khéi dong lan cudi.

Acquire Heap Size

S6 lugng cac yéu cau chiéu ra dé thiét 1ap SA thanh
cong.

Receive Heap Size

So lugng cac thong di€p c6 trong bo dém nhan IKE.

Authentication
Failures

Sb cac 16i xac thuc xay ra ké tir khi dich vu IPSec
khai dong 1an cudi. Trong truong hop ban khong thé
thiét 1ap két ndi IPSec, can kiém tra xem cac 15i xac
thue c6 ting 1én trong qua trinh két nbi hay khong.
Néu chung ting, 16i xac thyc chinh 1& nguyén nhan
ctia viéc khong thiét 1ap duoc két ndi IPSec. Kiém tra
cac thong sd bao mat duoc chia sé¢ 1a phu hop, cac
thanh vién trong cip IPSec 1a cung mot mién, va cac

Negotiation
Failures

gidy chimg nhan 13 dung.

S6 céc thda thuan Ché do Chinh bj 16i ké tir khi dich
vu IPSec khoi dong lan cudi. Thuc hién két ndi va
quan sat xem sb 1i thoa thuan c6 ting 1én khong. Néu
chung ting, kiém tra cac thong sb thiét 1ap phuong
thirc bao mat va xac thuc dé phat hién cac cAu hinh sai
hay khong phu hop.

Invalid
Received

Cookies

Tong sb cac Cookies khong phu hop véi SA Ché do
Chinh hién tai ké tir khi dich vu IPSec khoi dong lan
cubi. Cookies 13 gia tri co chira trong thong diép IKE
nhan dugc dugc st dung dé xac dinh SA Ché d6
Chinh phu hop.

Total Acquire

Tong s6 cac yéu cau di dugc chuyén t6i cho IKE ké
tir khi dich vu IPSec khai dong 1an cudi nham thiét lap
SA. S6 ndy bao gébm ca cac két qua nhan duogc trong
SA mém.

Total Get SPI

Tong sd cac yéu cau duge do IKE giri cho trinh diéu
khién IKE nhim nhan dugc SPI duy nhét ké tir khi
dich vu IPSec dugc khéi dong lan cudi. SPI phai phu
hop v6i cac gbi tin chiéu dén co chira SA.

Key Additions

Tong s6 cac SA Phuong thuc Nhanh"chiéu ra dugc
IKE thém vao trinh di€u khién IPSec ké tir khi dich vu
IPSec dugc khoi dong lan cudi.

Key Updates

Tong s6 cac SA Phuong thirc Nhanh chiéu vao dugc
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IKE thém vao trinh diéu khién IPSec ke tir khi dich vu
IPSec dugc khoi dong lan cudi.

Get SPI Failures

Tong s0 cac yéu cau da duge IKE chuyén tdi trinh
diéu khién IPSec d€ nhan duoc SPI dgy nhg&t bi 101 ké
tu khi dich vy IPSec dugc khoi dong lan cudi.

Key Addition

Failures

Té)r}g s cac yéu cﬁuﬁ phu SA Phuong thirc Nhanh
chiéu ra do IKE chuyén toi trinh diéu khién IPSec bi
101 k€ tir khi dich vu IPSec khéi dong lan cuoi.

Key
Failures

Update

Tér}g s6 cac yéu cau phu SA Phuong thirc Nhanh
chiéu vao do IKE chuyén toi trinh di€u khién IPSec bi
161 ké tur khi dich vu IPSec khoi dong 1an cudi.

ISADB List Size

So lugng cac myc vao trang thai Phuong thirc Chinh.
S6 nay bao gébm cac SA Phuong thirc Chinh di duoc
thoa thuin thanh cong, cdc SA Phuong thitc Chinh
dang trong qué trinh théa thudn, va caic SA Phuong
thirc Chinh c6 thoa thuan bi 16i hay di hét han nhung
chua b1 x0a.

Connection List

Size

Sb cac thoa thuan Phuong thirc Nhanh dang trong qua
trinh thuc hién.

IKE Main Mode

Tong s6 cac SA thanh cong da dugc tao ra trong qua
trinh thdéa thuan Phuong thirc Chinh ké tir khi dich vu
IPSec dugc khoi dong lan cudi.

IKE Quick Mode

Tong s6 cac SA thanh cong da dugc tao ra trong qua
trinh thdéa thuan Phuong thirc Nhanh ké tir khi dich vu
IPSec dugc khoi dong lan cudi.

Soft Associations

Tong s6 cac SA dugc thiét 1ap voi cac méy tinh khong
dap tng duoc cac du dinh thoa thuan SA Phuong thurce
Chinh ké tir khi dich vu IPSec dugc khoi dong lan
cudi. Mic du cac mdy tinh noi trén khong dap tGng
dugc cac du dinh thdéa thuadn Phuong thic Chinh
nhung chinh sach IPSec van cho phép lién lac voi cac
may tinh nay. SA mém 1a khong dugc bao mat nhu
IPSec.

Invalid
Received

Packets

Tong sd cac thong diép IKE khong hop 18 di nhan
duogc ké tir khi dich vu IPSec duoc khoi dong 1an cudi.
S6 nay bao goém cac thong diép IKE c6 truong Header
khong hop 1€, c6 do dai than goi tin (Payload) khong
dang, cac gia tri Cookie déap sai. Cac thong diép IKE
khong hop 18 phan 16n do viéc truyén lai cic thong
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diép IKE, hay do cac khoa chia s¢ trudc khong phu
hop gilia cac thanh vién trong cdp IPSec.

Bang 6-2: Cac thong s6 thong ké IPSec Ché dé Nhanh

Thong s6 M0 ta
Active - Securily | 5 1yong cac SA Phuong thire Nhanh
Association

Offloaded Security

S6 luong cac SA Phuong thirc Nhanh st dung viéc
ma hoa phan cung (Hardware Offload). Mot so cac

Associations mang c6 thé ty xir 1y cac dir liéu ma hoa nham ting
cuong hi€u nang chung.
Pending Key | S6 luong céc hoat dong trao ddi khoa dang dugc thuc
Operations hién.
S6 lwong cac khoa danh cho SA Phuong thirc Nhanh
Key Additions da duoc thém thanh cong ké tir khi may tinh khai
dong.
Key Deletions S6 lugng cac khoa danh cho SA Phuong thirc Nhanh
da x6a thanh cong ké tir khi mdy tinh khoi1 dong.
S6 luong cac hoat dong lam mdi khoéa danh cho SA
Rekeys

Phuong thirc Nhanh.

Active Tunnels

S6 lugng cac duong ham dang hoat dong.

S6 lugng céc goi tin co SPI khong dung tinh ké tir khi
may tinh khoi dong lan cubi. SPI c6 thé hét han hay
cac goi tin vira dén da qué cii. SO nay sé tang 1én néu
viéc lam moi khoa la thuong xuyén va co rat nhleu
cac SA. N6 ciing c6 thé 1a biéu hién cua cac cudc tan
cong Itra déo.

Sb luong cac goi tin khong thé giai ma ké tir khi may
tinh khoi dong lan cudi. Goi tin co thé khong dugc
giai ma néu viéc kiém tra danh gid né khong thanh
cong.

Bad SPI Packets
Packets Not
Decrypted

Packets Not
Authenticated

S6 luong cac gbi tin ma cac dir liéu cua nd khong
duoc kiém chimg (viéc kiém chung tinh toan ven cua
goi tin khong thanh cong) ké tir khi may tinh duoc
khoi dong 1an cubi. Chi sd nay ting cé thé 1a biéu
hién cua viéc tin cong lra dao hay thay doi géi tin, nd
cling ¢6 thé 1a biéu hién cua cac goi tin bi hong do cac
thiét bi mang gay ra.

Packets With Replay
Detection

Sb luong cac goi tin c6 chira s6 tha tu sai ké tir khi
may tinh khéi dong lan cudi. Chi s6 nay tang c6 the 1a
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biéu hién cua cac cudc tan cong 1ap lai hay céc truc
trac vé mang.

Confidential Bytes
Sent

S6 lugng cac Byte da duoc gui sir dung giao thirc ESP
ké tir khi may tinh dugc khoi dong 1an cubi.

Confidential Bytes
Received

Sb luong cac Byte dd nhan dugc st dung giao thirc
ESP (khong tinh cac Byte ESP khong ma hoa) ké tir
khi may tinh dugc khoi dong lan cudi.

Authenticated Bytes
Sent

So luong cac Byte da duoc xac thuc giu’qc gui st dung
giao thirc ESP hodc giao thirc AH k& tur khi may tinh
dugc khoi dong 1an cudi.

Authenticated Bytes
Received

S6 luong cac Byte da duoc xac thuc nhan dugc su
dung giao thirc ESP hodc giao thirc AH ké tir khi may
tinh dugc khdi dong lan cudi.

S6 luong cac Byte duoc gui st dung phuong thic van

;ZZI;SP ort Bytes chl}yén IPSec ké tir khi may tinh dugc khoi dong lan

cudl.

S6 luong cac Byte nhan dugc st dung phuong thirc
Tranfp ort Bytes van chuyén IPSec ké tir khi may tinh dugc khédi dong
Received A 4

lan cuoi.

Sb luong cac Byte dugc gui st dung phuong thirc
?:Z ;e;els Sent  In duong ham IPSec ké tir khi may tinh duoc khoi dong

1an cudi.

Bytes Received In
Tunnels

S6 lugng cac Byte nhén duoc st dung phuong thirc
duong ham IPSec ké tir khi may tinh dugc khoi dong
1an cubi.

Offloaded Bytes | SO lugng cac Byte duoc gui sir dung phuong thirc ma
Sent hda phan ciing ké tir khi may tinh khoi1 dong 1an cudi.
Offloaded Bytes SO~ 1u’9’n 5 cac B,yte n;h an du’g ©su (!ung plﬁl}rm}g tthrC
. ma hda phan cing ké tr khi may tinh khoi dong lan
Received A
cuoi.
St dung RSoP

Bén canh viéc xem cac chinh sach b'flng IP Security Monitor (Trinh Theo
doi Bao mat IP), ban co thé st dung RSoP dé xac dinh céc chinh sach IPSec
da dugc gan, nhung chung khong dugc img dung cho cac nay khach IPSec.
Snap-in RSoP chi hién thi cac thiét 1ap IPSec chi tiét. N6 hién thi cac luat bo
loc, cdc hanh dong bod loc, phuong thuc xac thuc, cac dau duong ham, va
kiéu két ndi cua chinh sach dang duogc ap dung.
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Str dung Event Viewer
Ban c6 thé sir dung Event Viewer dé xem cac sy kién lién quan dén IPSec

(Hinh 6-8):

W Cac sy kién IPSec Policy Agent trong Nhat ky Kiém toan

W Cac sy kién trinh diéu khién IPSec trong Nhat ky Hé thong

W Cac sy kién IKE trong Nhat ky Kiém dinh

W Cac sy kién thay d6i chinh sach IPSec trong Nhat ky Kiém dinh

Event Yiewer

Fla  fAction  Mew  Help

= | OE FEHE =
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38| apolicaton
i SOty
Lol Svetem

=10 x|

System  Filtered view shoming 13 of 207 everbis)

Type | Cake | Time: [ Sou... | Cote... | Event | Compuber |
@ rrformation 9/152003 T TIPM IPSec  None 4204 ACARULCD

@) Irformacion 9132003 T4 PM TFSec None 4235 ACARULCD

3 trformacion 91302003 446 LOPM IF5ec Mone 4234 ACARULCO
'-i)[rﬁ:nrmatnn 3)f12fz003 did5: 35 PM IPSec Nons 4235 Oz PULCD

3 irformacion 719/2003 41529 FM  IFSec Nong 4234 ACARULCD

'$ Lrfarmacion A2z +14:35 P [FSec Nong 4295 ACAPJLZD

'-@ [rfarmacion FINE Treduak] =EE M IFSeC None 4294 ACGPLILZD
'E}[rf'orm-ei:nn 12003 BETREPM PSec None 42895 ACAPULCD
'é}[rf'c-rmd:nn Arpzola LS PM [FSe None 4294 BCAPULCD
'ﬂlrhrmatl:m Aa2003 LEEIPM IPSec Pone 4295 BCAPULCD
'é}[rf'ormd:l:un Bl 2003 Z0n5PM IPSec None 4294 BCAPUILCD
';':]'[r{-c-rm.:tlc-n Bl 003 HOnEPM IFSec None 4295 BCAPUILCD
'E}[rformathn Al 2003 L A0PM TPSec Pone 4295 BCAPUILED

Hinh 6-8: Event Viewer da dugc loc dé xem céc sy kién IPSec
LUU Y: Ting kich thirc cua nhdt ky sy kién
viéc ghi nhat ky kiém dinh, ban c6 thé lam cho nhat ky su kién nhanh
chong duwogc dién day voi cdc sy kién. Trong truong hop ban dinh

kiém dinh véi mét s6 heong 1om cdc sw kién, can chdc chdn rang ban
da tang kich thude cua file nhdt ky sw kién @i Ién dé c6 thé chira

duoc toan bo cac sy kién can ghi lai.

Str dung nhat ky Oakley
Ban c6 thé sir dung nhat ky Oakley dé xem chi tiét cia qua trinh thiét lap
SA. Nhat ky Oakley c6 thé dugc kich hoat thong qua Registry, (mic dinh
chung khong dugc kich hoat). Pé kich hoat nhat ky Oakley, ban dat gia tri
cua khéa HKEY LOCAL MACHINE\System\CurrentControlSet\Services
\PolicyAgent\Oakley\ EnableLogging trong Registry bang 1.

Néu ban kich hoat
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Nhat ky Oakley ghi lai toan bd cac su kién thdéa thudn ISAKMP Phuong
thirc Chinh va Phuong thic Nhanh. Mgt File nhat ky Oakley mdi s€ duoc
tao ra mdi khi IPSec Policy Agent khoi dong, va phién ban trudc cua file
nhat ky nay s€ dugc luu dudi dang Oakley.log.sav.

St dung Netsh

Netsh 1a cong cu dang dong 1énh cia Windows Server 2003 ma ban c6 thé
sit dung dé hién thi hay thay d6i cdu hinh mang cua cic may tinh chay
Windows Server 2003 cuc bd hay tur xa. Ban c6 thé chay Netsh tir mdt file
b6 (batch file) hay tai dau nhic 1énh. Ban c6 thé st dung cac 1énh Netsh
danh cho IPSec dé cu hinh cac chinh sach IPSec chi trén cdc may tinh chay
cac phién ban ctia ho hé diéu hanh Windows Server 2003.

THONG TIN THEM: Cdc lénh Netsh danh cho IPSec bPé c6
danh sach day di cia cdc 1énh Netsh danh cho IPSec, trong Help
And Support Center ciia Windows Server 2003, nhdn Tools, nhan
Command Line Reference, sau dé duyét va nhdn Netsh Commands
For Internet Protocol Security (IPSec).

Pé thiét 1ap ngit canh IPSec cta 1énh Netsh, nhap tir Static hay Dynamic tai
dau nhéc Netsh IPSec. Ngir canh (context) 1a mot tap xac dinh cua cac 1énh
duoc b tri trong pham vi cta cAu trac hinh cay. Vi duy, dé truy cap cac 1énh
c6 thé co trong ngir canh IPSec, gb IPSec tai ddu nhic Netsh (Netsh>). Sau
khi ban Iya chon ngir canh, ban cé thé sir dung céac I¢nh Netsh dé tao chinh
sach hay theo doi cac hoat dong IPSec. Lénh Netsh trong ngir canh IPSec co
hai ché do: Ché d¢ tinh (Static mode) cho phép ban tao, thay doi hay gan cac
chinh sach ma khong hé 1am anh hudng dén chinh sach IPSec dang hoat
dong. Ché d6 dong (Dynamic mode) cho phép ban hién thi trang thai hién
thoi va thuc hién cac thay d6i ngay lap tirc d6i voi chinh sach IPSec dang
hoat dong. Céc I¢énh Netsh ché d6 dong chi anh hudéng dén dich vu IPSec khi
n6 dang chay. Trong trudng hop dich vu nay dang dimg, cac thiét 1ap chinh
sach ché do dong s€ bi huy bo.

LUUY: lam cho cic thay déi ché dj dong cé higu lwe tive thoi

Néu ban bdt budc phdi khéi tao cdc thay doi cho qud trinh xir Iy
IPSec mot cach tiec thoi, s dung Ché d¢ dong la rat hiéu qua do
cac 1énh dwa ra tai ché dé nay sé dwoc thirc hién mot cach tiec thoi
(ngoai tru khi dich vu bat budc phai dung va khoi dong lai). Mac du
vay, Ché dé déng ciing an chira cdc rii ro, trong truong hop ban
pham phai sai lam trong khi thuc hién lénh Netsh o ché do dong,
ban sé khong co co hoi tim hiéu né trude khi thue hién cdc thay doi,
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do vay, ban co thé vé tinh tao ra cdac cau hinh sai ma khong co bat
cut mot canh bao nao.

Sir dung Netsh dé theo déi IPSec

Ban c6 thé sir dung Netsh dé theo doi phién 1am viéc IPSec hién tai. Viéc
theo doi bao gém viéc hién thi cac thong tin chinh sach, thuc hién cac chuin
doan va ghi nhat ky cac thong tin IPSec. Bit ctrc thong tin ndo ban cé thé
tim thay voi Snap-in IP Security Monitor, ban ciing c6 thé tim thay véi 1énh
Netsh. Dé nhan duoc céac thong tin vé ch phap cua 1énh Netsh, tai diu nhic
1énh, ban gd Netsh /?, sau do nhan ENTER.

Hién thj cdc théng tin IPSec

Pé tim ra chinh sach IPSec hién tai 1a gi, ta st dung Iénh Show. Néu ban
chon st dung 1énh Show all, ta s€ nhan dugc rat nhiéu thong tin, nhu hién
thi trong hinh 6-9 (luu ¥ rang chi mot phan cta cac thong tin 1a duoc hién thi
trong hinh nay).

o Dommand Prompk

i Metsh ipsec static

; 1HHA minutes
: 4HA minutes &

Hule Detailx

Hinh 6-9: Cac théng tin dwoc xuat ra tir 1énh Show All

Do c6 mét sb luong 16n cac thong tin vé cAu hinh IPSec, nén sé 1a hiéu qua
hon néu ching ta chi xem mot phﬁn cua chung. Mt vai Iénh con cua Iénh
Show c6 thé giup chung ta thuc hién diéu ndy. Bang 6-3 trinh bay mot vai
1énh con trong s6 d6. Ban c6 thé nhap tat ca cac 1énh tir ngilr canh IPSec cua
1énh Netsh trong ché d tinh hay ché do dong, hoac, voi su thay doi, tir dau
nhéc lénh

Bang 6-3: Lénh Netsh IPSec Show Static

Hoat dong Lénh

Pé hién thi danh sach cac bo | show filterlist name =filterlistname
loc nhat dinh, str dung...
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Pé hién thi chinh sach di gan

cho GPO, sit dung. . show gpoassignedpolicy name =name

Dér hién thi mot chinh sach | show policy name =policyname
nhat dinh, st dung...

Pé hién thi mot luat nhat dinh,

, show rule name =rulename
st dung ...

Thu nhén cac thong tin chuian doan IPSec

Mot trong cac budc trong qua trinh chuin doan céc su c¢d IPSec — hay thiét
1ap chinh sach s€ lam viéc theo dung nhiing gi ban dy dinh — 1a thu thép cac
thong tin vé chinh sach hién hanh. Céc 1énh Show duogc mo ta trong bang 6-
3 cung cdp cho chung ta cac thong tin nhu vay. Thong tin ma mdi 1énh hién
thi s& xac dinh cac thiét lap trong chinh sach. Vi du, 1énh Show Filterlist s&
ligt k& cac thong tin trong danh sach bd lgc cua cac chinh sach. Mot s6 vi du
vé ¢l phap cua 1énh Show duoc trinh biy trong bang 6-4. Tai bang 6-5,
trong cac 1énh, dau béng (=) 1a mot phﬁn ctia 1énh va ban can thay tr value
(in nghiéng) bang cac gia tri xac dinh.

Bang 6-4: Mo ta ca phap caa Iénh Show

Command Description
show config Hién thi cau hinh IPSec va cc hanh vi trong thoi gian khoi
dong.

Hién thi cac thong tin vé IPSec SA Phuong thirc Chinh .
ban c6 thé thay cac dia chi nguén va dich. Khi st dung
cung khoa Resolvedns=yes, t€n cua may tinh s¢ dugc hién
thi.

show mmsas

show qmsas Hién thi cac thong tin vé IPSec SA Phuong thirc Nhanh.

Hién thi cic thong sd thong ké IKE, IPSec Phuong thurc
show stats Nhanh, hodc ca hai. Cac thong s6 thong ké cling giong nhu
da mo ta trong bang 6-2.

Bén canh’ cac 1énh S{tow, ban c6 thé st dupg cac 1énh chuan doan Netsh
IPSec ché¢ d6 dong dé thu céac thong tin chuan doan, nhu liét ké trong bang
6-5 dudi day.
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Bing 6-5: Cac 1énh chuan doan Netsh IPSec Ché d Péong

Lénh

Mo ta

set config property=
ipsecdiagnostics
value=value

C6 thé dit vé6i gia tri Value tir 0 toi 7, xac dinh
murc d6 chi tiét cua nhat ky chuan doan IPSec. Gia
tri mac dinh 13 0, diéu d6 c6 nghia 1a viéc ghi nhat
ky khong duoc thuc hién. Cép do 7 s€ lam cho hé
thong ghi lai toan bd cac thong tin chuan doan.
May tinh nhat dinh phai duoc khoi dong lai dé viec
ghi nhat ky dugc thyc hién.

set config property=
ipsecloginterval
value=value

Chi dinh tin xuat (tinh theo gidy) cac su kién
IPSec dugc giri toi cho nhat ky su kién hé théng.
Thong s6 Value c6 gia tri nam trong khoang tir 60
dén 86.400, mac dinh 1a 3600.

set config property=
ikelogging
value=value

C6 thé dit gia tri Value 13 0 hay 1, xac dinh viéc
ghi nhat ky IKE (Oakley) c6 xay ra hay khong.
Lénh nay s& sinh ra mot file nhat ky voi s luong
16n cac thong tin. Ban phai hiéu rd cac RFC
(Requests for Comments) nhu mot chuyén gia dé
c6 thé hiéu duoc cac nhat ky Oakley.

set config property=
strongcricheck
value=value

Xac dinh viéc kiém tra Danh siach Thu hoi Giéy
ching nhan (Certificate Revocation List - CRL)
c6 duoc tién hanh hay khong. Néu Value 13 0, ché
d6 kiém tra dugc tat. néu Value 13 1, vige kiém
chtng gidy chimg nhan s& bj 15i chi khl gidy ching
nhan di bi thu hdi. Khi Value 13 2, viéc kiém
ching sé& 16i khi c¢6 bat cr mot 18i nao trong viée
kiém tra CRL. Viéc kiém tra CRL s& 1a 13i néu
CRL khong thé dinh vi trén mang. Ban co thé thuc
hién cac chuan doan khac bang cach thay d6i chinh
sach hién tai nhdm giam mac do bao mat. Vi dy,
khi ban doi viéc xac thuc sang Shared Secret trén
cd hai may tinh thay vi st dung Kerberos hay
Certificate, ban s¢ loai trir duoc kha nang céc truc
tric lién quan dén viée xac thuc gay ra.
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Str dung Netdiag

Netdiag 13 cong cu dang dong 1énh ban c6 thé sir dung dé hién thi cac théng
tin IPSec, thir va xem cdc cdu hinh mang. Netdiag hién c6 trong Windows
Server 2003, Windows 2000, va Windows XP. Mac du vay, chung duoc cai
dit theo cac phuong thirc khac nhau d6i véi mdi hé diéu hanh. Déi véi
Windows Server 2003, Netdiag duoc cai dat cung voi Windows Server 2003
Support Tools, Dbi véi Windows 2000, Netdiag co san trong cac cong cu
cua Windows 2000 Resource Kit ma ban c6 thé tai vé tir Internet. Netdiag
cling c6 san trong dia cai dit cia Windows XP va s& duogc cai dit néu ban
chay Setup trong thu muc Support Tools cua dia CD cai dat.

Ban c6 thé nhan duogc cic thong tin chuan doéan tong quat vé mang (nhung
khong c6 cac thong tin IPSec) bang cach str dung 1énh Netdiag. Vi dy, 1énh
netdiag /v /I s€ cung cap cac cau hinh IP va cau hinh dinh tuyén clla may
tinh, thir viéc phan giai tén DNS va WINS, thong bao s6 phién ban ciia hé
diéu hanh va cac ban sira 16i nong di dugc cai dat, va kiém tra cac mdi quan
hé tin cdy. Toan bd cac thong tin nay 1a rt hitu dung khi ban can loai trir cac
van dé mang thong thuong trudc khi ban tién hanh cac viéc chuan doan
[PSec.

LUU Y: Sir dung Netsh thay cho Netdiag Mdic di lénh netdiag la
c6 san trong Windows Server 2003, nhung lwa chon Netdiag
/test:IPSec da duoc do bo. Sur dung [énh netsh de thay thé. Sir dung
Netdiag cho cdc phién ban trude cia hé diéu hanh Windows. Dé ¢
thé khdo sat tir xa chinh sach IPSec trén cdc may tinh chay Windows
XP hay Windows 2000, cin nhdc viéc sir dung cdc phién lam viéc
toan man hinh tir xa (Remote Destop)va cong cu Netdiag.
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TONG KET

IPSec 1a mot phuong thirc chuan dé cung cap cac dich vu bao mat
cho cac goi IP.

Giao thic ESP cung cp tinh riéng tu (bén canh céc tinh xéac thuc,
toan ven, va duy nhat) cho than géi tin IP, trong khi do giao thuc
AH cung cap tinh xac thuc, toan ven va duy nhat cho toan bg goi
tin.

C6 hai loai SA dugc tao ra khi cac ddi tac trong cap IPSec thuc
hién lién lac bao mat: SA ISAKMP va SA IPSec.

Pé thoa thuan SA danh cho viée guri cac thong tin bao mat, IPSec
stt dung IKE, mét t hop cua ISAKMP va giao thic Oakley Key
Determination (Giao thuc Xdac dinh Khoa Oakley). Thong diép
ISAKMP c6 thé chira rat nhiéu loai khic nhau ctia than thong diép
(Payload) dé trao doi thong tin trong qué trinh thoa thuan SA.

Théa thuan Phuong thuc Chiﬁnh dugc su dung dé thiét lap SA
ISAKMP, ma né duogc dung dé bao vé cho cac théa thuan Phuong
thirc Chinh sau nay va toan bd cac théa thuan Phuong thirc Nhanh.

Thoa thuan Phuong thirc Nhanh dugc sir dung dé thiét lap SA
IPSec dung dé bao vé dir li¢u.

Céc gidy chung nhan gitp thuc hién viéc xac thuc gilta cac hé
thong khong chia sé cung két cau ha tang xac thuc trung tdm dua
trén giao thuec Kerberos.

Ban c6 thé st dung Iénh Netsh IPSec tai ché @06 tinh dé tao va gan
cac chinh sach IPSec, thém céc chinh sach c6 dinh, va thay do6i cac
tinh nang cau hinh khac.
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BAI TAP

QUAN TRONG: Hoan thanh tit cd cdc bai tip Néu ban cé y dinh
lam bdt ké bai tdp ndo trong sach nay, ban bat budc phdi hoan thién
tat ca cac bai tdgp nham dwa mdy tinh tré vé trang thdi ban dau dé
chudn bi cho cdc badi tdp trong sach BAI TAP THUC HANH.

Bai tap 6-1: Thém chinh sach bao mat IPSec

L.

Nhan Start, trd6 dén Administrative Tools, va nhin Domain
Controller Security Policy.

. Tai khung pham vi cua bang diéu khién, m& rOng Security

Settings, va nhan IP Security Policies On Active Directory.

. Trén thuc don Action, nhan Create IP Security Policy.

Trén trang Welcome To The IP Security Policy Wizard, nhan
Next.

. Trén trang IP Security Policy Name, trong hop Name, g0

“security policy example”, va sau d6 nhan Next.

Trén trang Requests For Secure Communication, kiém tra dé chac
chan rang hop lua chon Activate The Default Response Rule da
duoc danh dau, va nhan Next.

Trén trang Default Response Rule Authentication Method, Kiém
tra hop lua chon Active Directory Default (Kerberos V5 Protocol)
da dugc danh dau, va nhan Next.

. Trén trang Completing The IP Security Policy Wizard, nhin

Finish.

Bai tip 6-2: Ciu hinh IPSec dé sir dung Gidy chirng nhén
(Certificate).
Dé ciu hinh IPSec dé str dung Gidy chtng nhan, 1am theo cac budc sau day:

1.
2.

Nhén Start, nhan Run, nhap “mmec” vao hop Open, va nhan OK.

Trong cta s6 Consolel, trén thuyc don File, nhin Add/Remove
Snap-In.
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3. Trong cta s6 Add/Remove Snap-In, nhan Add.

4. Trong cira so6 Add Standalone Snap-In, nhan IP Security Policy
Management, va nhan Add.

5. Trong cira so Select Computer Or Domain, kiém tra dé chic chan
tuy chon Local Computer, va nhan Finish.

6. Trong cua s6 Add Standalone Snap-In, nhan Close.
7. Trong cta s6 Add/Remove Snap-In, nhin OK.

8. Trong khung pham vi, nhan IP Security Policies On Local
Computer.

9. Trong khung chi tiét, nhin dup chudt trén Security Policy
Example (ma ban da tao ra trong bai tap 6-1).

10.Trong cira sO Security Policy Example Properties, nhan dup chuot
trén default response rule (luat dap mac dinh).

11.Trong hop thoai Edit Rule Properties, tai th¢ Authentication
Methods, nhan Add.

12.Chon Use A Certificate From This Certification Authority (CA),
va nhan Browse.

13.Trong hop thoai Select Certificate, nhan Microsoft Root
Certificate Authority, va nhan OK.

14.Trong ctra sO New Authentication Method Properties, nhan OK.

15.Trong ctra so Edit Rule Properties, nhan OK.

16.Trong ctra s6 Security Policy Example Properties, nhan OK.
Bai tip 6-3: Sir dung Netsh dé hién thi cac thong tin IPSec

1. Mé ctra s6 dau nhéc 1énh.

2. Tai d4u nhic 1énh, g0 “netsh”, va nhdn ENTER. DAu nhic 1énh
duoc doi thanh netsh>.
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3. Tai d4u nhic 1énh, dé chuyén sang ngir canh IPSec tinh, gb “ipsec
static”’, va nhan ENTER.

4. Tai ddu nhac 1énh, dé xem cac théng tin vé chinh sach IPSec
Security Policy Example, nhap “show policy “security policy
example””, va nhan ENTER.

5. Pé hién thi ludt twong ung véi chinh sach IPSec Security Policy
Example, tai dau nhac 1€nh, nhap “show rule all “security policy
example””, va nhan ENTER.

Luu ¥ danh sach ctia Gidy ching nhan ban da thém trong bai tap 6-2.
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CAU HOI ON TAP
1. Ménh d& nao sau ddy mo ta chinh xdc nhét chirc ning cta luét
chinh sach mac dinh Clent (Respond Only).

a. May khach chi dap lai cac yéu cau dugc bao mat boi IPSec

b. May khach s& dép lai cac yéu cau khong dugc bao mat,
nhung chi dap lai bang cach sir dung IPSec.

c. May khach s€ dap lai cac yéu cau khong dugc bao mat bang
cac cac 101 dap khong bao mat, nhung s€ déap lai cac yéu cau
bao mat vdi cac 101 dap bao mat.

d. May khach s& chi dap lai may chu néu chung c6 thé thuc
hién duoc viéc truy van ngugc (Reverse lookup) dia chi IP
cua may chu

2. Cong ty Fabrikam Inc. thyc hién viéc dua hai may chu gia nhap
mién ctia cong ty. Sau khi viéc gia nhép cua cac may chu hoan tat,
cong ty khong thé thuc hién cac trao doi thong tin trén mang. ban
chuan doan rang viéc ap dung cac chinh sach IPSec di giy ra van
dé nay. Cong cu nao ban sé& str dung dé xac dinh chuan doan cia
ban la ding?

a. Network Monitor
b. Nhat ky Bao mat trong Event Viewer

c. Resultant Set of Policies (RSoP — Tap hau qua cta céc chinh
sach)

d. IP Security Monitor

3. Ban mudn xac dinh liéu SA Phuong thirc Nhanh ¢6 hi¢n hitu tai
thot di€m hién tai khong. Ban c6 thé sir dung cong cu nao sau day
dé thuc hién vi¢c nay?

a. RSoP
b. Event Viewer

c. File nhat ky Oakley
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d.

IP Security Monitor

4. TPSec c6 thé dugc sir dung dé bao mat cac lién lac gitta hai may
tinh. Nguyén nhén nao sau day la thoa dang dé su dung IPSec?
Chon tat ca cac phuong an dang.

a.

b.

Kiém tra cac thé Kerberos.

CAm van chuyén cac goi tin sir dung mot giao thirc nhat dinh
nao do.

Cho phép van chuyén cac géi tin c6 cong TCP dich 1a 23 tir
bat cr may tinh nao dén may chu.

Cho phép mét nguoi dung st dung Telnet dé truy cap may
tinh, trong khi cam tat ca cac ngudi dung khac.

5. Nguyén nhan nao 1a thoa dang dé gan chinh sach IPSec bang cach
su dung Netsh thay cho sit dung Chinh sdch Nhom?

a’

St dung Netsh 1a cach duy nhat dé ap dung chinh sach ma
c¢6 thé dugc dung dé cho phép may tinh ctia mot ngudi ding
st dung phién lam viéc Telnet voi may tinh khac, trong khi
van cam tat ca céac lién lac Telnet khac.

Su dung Netsh la dé dang thyc hién hon so v6i Chinh sach
Nhom khi phai cau hinh nhiéu may tinh.

Ban c6 thé st dung Netsh thim chi cd v&i cdc may tinh
khong gia nhdp mién, trong khi d6 Chinh sach nhoém chi co
thé ap dung vo1 cac may tinh thudc mién.

Ban c6 thé sir dung Netshvdé tao ra cac chinh sach cb dinh
trong truong hop khong thé sir dung Chinh sach Nhom.

6. Netsh dugc str dung dé tao va gan chinh sach IPSec cho may chu
doc lap chay Windows Server 2003. Mot trog cac 1énh duogc sur
dung trong ngtt canh Netsh IPSec static nhu sau:

Add rule name=""SMTPBlock" policy=""smtp" filterlist=""smitp
computerlist" filteraction=""negotiate smtp' description=""this rule
negotiates smtp"’

Tai sao chinh sach trén khong hoat dong?
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a. Chinh sach da duoc thiét lap véi dia chi IP sai.
b. MObi chinh sach chi dinh mot thuat toan ma héa khac nhau.

c. May chu ddc lap khong co6 dich vu SMTP, do vay chinh sach
la khong dugc gan.

d. Chinh sach st dung Kerberos dé xac thuc, va may tinh
khong phai 1a thanh vién ctia mién.

7. Ban mudn cai dit mot cong cu dé duy tri va theo doi cac chinh
sach IPSec trén cac may tinh & xa trong mién cua ban. Ban thém
cac Snap-in  IP Security Monitor and IP Security Policy
Management vio trong bang diéu khién ciia minh. Mic du vay,
khi ban tht thém may tinh 192.168.0.100 vao IP Security

Monitor, ban nhan dugc thong bao 16i nhu hinh 6-10 sau day:
=T

Ble  Action  Wew Favritss  Windos  Help
4 - EI'EEl > | e

in Console Rook TP Security Monitor', 192, 168.0. 9 [u] JE5

Ha [P Seouricy Palicies on 1,192, 168.0,100

mm— Cabsgory I
fme B ¥ Smaricy Moricor __
s 3 162 166.0.100 There e nio kems to show inthis vise,

IF Secutby Monibor

": The: folowing ervor oooured while concacting the seess 192, 1650, 1008
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Hinh 6-10: Thong bso 13i ciia bang diéu khién IPSec

Ban lam thé nao dé quan tri va theo doi IPSec trén maday tinh
192.168.0.100:

a. Ban khong thé thl_IC~ hién dugc viéc nay. May tinh
192.168.0.100 khong ho tro IPSec.

b. May tinh 192.168.0.100 khong phai la thanh vién cua mién.
Ban nhat thiét phai dua may tinh trén gia nhp mién cua ban
néu ban muodn st dung IP Security Monitor.
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c. Chi cac chinh sach IPSec sir dung phuong thuc xéac thuc cua
ban méi c6 thé dugc quan 1y va theo ddi bang IP Security
Monitor. Ban nhat thiét phai gan chinh sach d6 cho may tinh
192.168.0.100

d. Ban can sir dung IPSecmon.

e. Ban khong thé thém may tinh bﬁng dia chi IP. Ban bat budc
phai sir dung tén DNS cua may tinh.

8. Trong qua trinh thir nghiém céac chinh sach [PSec, may tram ban st
dung nhu 1a mét may tinh thtr nghiém lam viéc tot va cac luu
thong 1a duoc ma hoa. Méac du vay khi ban khéi phuc lai viéc thir
nghiém sau khi tién hanh mot vai thay doi trén cac may chii, may
tram nay khong thé lién lac duoc voi cac may chi d6. Chinh sach
ban dat trén may chu yéu cau st dung Kerberos nhu 13 mot giao
thirc xac thue. Nguyén nhan nao 1a dé gay ra viéc mat lién lac noi
trén nhat?

a. May tram cta ban mat két nbi toi May chi Quan tri Mién
(Domain Controller).

b. May tram cua ban mat két ndi téi CA

¢. IPSec Policy Agent mét lién lac voi May chu Quan tri Mién
va bat budc phai khdi dong lai.

d. Ban phai 4p dung lai chinh sach IPSec trén may chu.
KICH BAN TINH HUONG

Kich ban tinh huong 6-1: Biao mit cac Lién lac

Ban dang quan tri mién Active Directory Windows Server 2003. T4t ca cac
may tinh khach trong mién déu thudc vé OU cap cao nhat c6 tén 1a Clients,
va toan bd cic cac may chi (trir cac May chi Quan tri Mién) déu thudc vé
OU cép cao nhat Servers. Cac May cha Quan tri Mién thudc vé OU mic
dinh cua n6. Chinh sach IPSec mac dinh Secure Server (Require Security)
duoc gan cho tat ca cdc may chu, bao gom ca cac May chu Quan tri Mién.
Chinh sach IPSec Client (Respond Only) dugc gan cho tit ca cc mdy tram.
TAt ca cac may tram déu chay hé diéu hanh Windows 2000 Professional.
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Mot van dé quan 1y xdy ra 1a cdc mdy tram cia phong Research khong thé
tién hanh lién lac mot cach bao mat v4i nhau va véi cac may tram khac. Chi
c6 bbn may tinh nhu vay ton tai. Trén mot may trong s6 d6, ban tao mot
chinh séach tuy bién yéu ciu bao mat céc lién lac. Ban xuét chinh sach di tao
noéi trén ra file va nhap né vao cho ba may tinh con lai. Ban gan chinh sach
nay cho ca bén may tinh ctia phong.

Tiép theo, ban st dung IP Security Monitor nam trén mot trong bon may
tinh va thiy rang khong c6 mot SA nao duogc cai dit gitta cic may tram cia
phong Research hay véi cac may tram con lai cua cac phong khac. Ban su
dung Network Monitor dé chup cic luu thong mang va phat hién ra rang cac
lru thong khong ma héa dang duoc chuyén qua lai gitra cac may tinh cua
phong Researrch. Budc nao sau day ban s€ can thuc hién dau tién dé giai
quyét van dé trén.

a. Thay ddi phuong thirc xac thyc trén chinh sach tily bién sang viéc sir
dung khoa chia sé trudc (Preshared key).

b. Thay d6i thuat todn ma hoa tir 3DES sang DES
c. Tao mot OU riéng

d. Chuyén cac tai khoan cua may tram trong phong Research vao OU
Servers

Kich ban tinh hudng 6-2: Khic phuc su ¢ IPSec

Cong ty ctia ban khong sir dung mé hinh Mién, thay vao d6, ho str dung mo
hinh Nhém Lam vi¢c. Nhém lam viéc Research c6 sau may tram chay
Windows XP professional, bon may tram chay Windows 2000 professional,
va hai may chu doc lap chay Windows Server 2003. Lién lac gitra cac may
tinh noi trén trong nhém bat budc phai dugc bdo mat. Mot thanh vién cta
d61 ngii hd tro ki thuat cdu hinh va gan chinh sich bao mat IP cho tit ca cac
may tinh trong nhom. Tét ca cac may déu co thé Ping cic may khac bang
cach st dung dia chi IP. Nhung nhén vién cua phong Research khong thé
truy cap cac file trén cdc may chu tir may tram cua ho.

Ban ding nhap vao mot trong cac may chu sir dung tai khoadn Administrator
cuc bd, truy cap dén Security Setting trong Local Computer Policy, va ban
kich hoat chinh sach kiém dinh céac su kién dang nhap thanh cong hay that
bai. Ban mo Event Viewer va thiy su kién kiém dinh that bai sb 547 trong
nhat ky bao mat. Nguyén nhan cua that bai ndy duoc mé ta “Failed to
obtain Kerberos server credentials for the ISAKMP/ERROR IPSEC IKE
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service.” - (Qud trinh nhdn cdc théng sé ding nhdp Kerberos cua may chu
danh cho dich vu ISAKMP/ERROR IPSEC IKE thdt bai). Nguyén nhan
nao sau day da gay ra truc trac trén:

a. Luat dap mac dinh khong duoc kich hoat.
b. Kerberos dugc chi dinh 1a phuong thirc xac thuc ban dau.

c. Thuat todan ma héa 3DES duogc chi dinh, nhung chung khong thé duoc
st dung trén cadc may tinh chay Windows 2000

d. Gan sai chinh sach.
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CHUONG 7: SUDUNG RRAS DE
CAU HINH DPINH TUYEN

Hoan thanh chwong nay ban c¢6 kha nang:

u C4u hinh Microsoft Windows Server 2003 hoat dong nhu mdt bg dinh
tuyén (router) trén mang LAN.

W Cau hinh va sira 15i truy cap quay s (dial-up) va truy cap tir xa qua
mang riéng a0 VPN.

WM Tim hiéu cach thirc 1am viéc cua co ché chuyén’déi dia chi mang
(Network Address Translation - NAT) va phuong phap cau hinh no.

B Quan tri cac giao thirc dinh tuyén, cac bang dinh tuyén va cic cong
dinh tuyén.

B Tim hiéu xem mdt bang dinh tuyén s& dinh hudéng cac géi tin nhu thé
nao va st dung ché d¢ dong 1énh va man hinh quén tr1 Routing And Remote
Access (RRAS) dé hién thi bang dinh tuyén.

B Cau hinh va quan tri cac b loc goi.

B Cau hinh dinh tuyén quay s0 theo yéu cau va mo ta khi nao ban nén st
dung co ché nay.

WM Ciu hinh céc chinh sich RRAS nhiam cho phép hodc ngin cAm qua
trinh truy cap.

W Tap trung hoa viéc xac thuc truy cdp mang va cic chinh sach bang
cach st dung RADIUS (Remote Authentication Dial-In User Service - dich
vu xdc thwe nguoi sir dung truy cdp tir xa téi hé thong) va 1AS (Internet
Authentication Service — dich vu xac thuc Internet).

B Phan biét ,céc phuong phéap xac thuc truy cép tuor xa va lga chon mo
hinh phu hop nhat.

Dinh tuyén 1a mot tién trinh truyén dir liéu tir mang LAN nay sang mang
LAN khac trén mot lién mang. N6 dugc coi 1a nén tang cung cap cho qua
trinh truyén thong trén Internet va cho hau hét tit ca cac mang. N6 dong mot
vai tro chinh trong céc to chitc c6 két nbi véi thé gidi Internet hodc to chirc
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d6 dugc chia thanh nhiéu phan doan mang khac nhau. DPinh tuyén 12 mot van
dé rat phire tap nhung néu ban hiéu dugc mot sd khai niém chinh nhu: xac
thue, nhén thyce, dinh tuyén tinh va céc chinh sach thi ban hoan toan c6 thé
cau hinh, giam sat va sira 18i nhitng van dé lién qua t6i ching. Dich vu
Routing and Remote Access (hay con dugc goi la RRAS — dich vy dinh
tuyén va truy cdp tir xa) cia Windows Server 2003 cung cip cac tinh ning
sau:

m Két ndi cac phan doan mang LAN (hay con goi la cac mang LAN
con) trong pham vi mot t6 chirc doanh nghiép.

B Két ndi van phong cua céc chi nhdnh véi mang Intranet cua toan cong
ty va chia sé cac tai nguyén nhu thé chiing dugc két n61 voi nhau bang mang
LAN.

WM Cho phép cic may tinh & xa truy cdp dén cic tai nguyén trén mang
cua cong ty.

B Cung cap co ché dinh tuyén unicast da giao thirc ddi voi giao thuc IP
va AppleTalk.

W S dung cac giao thirc dinh tuyén IP unicast tuan theo chuén:

o Open Shortest Path First (OSPF — mét giao thuc dinh tuyén sir
dung thuat toan SPF dé lya chon duong di tot nhat dén dich)

o Routing Information Protocol phién ban 1 va 2 (RIP — cling la
mot giao thic dinh tuyén st dung co ché trao doi thong tin vaoi
cac router lién ké dé€ xay dung nén bang dinh tuyén)

o Cung cap cac dich vu IP multicast (ghé d6 router IGMP va ché
do proxy IGMP) cho phép luu chuyén luu luong IP multicast.

B Su dung cic dich vu anh xa dia chi IP (NAT) nhém, an dia chi cac
mang cua van phong hodc van phong tai gia dinh doi véi thé gioi
Internet.

WM Cho phép trién khai mét dich vu loc goi don gian (firewall don gian)
trén bat ky mot giao dién nao két noi vdi the gioi bén ngoai tham chi giao
dién d6 da duoc cau hinh véi NAT.

W St dung dinh tuyén quay sd theo yéu cau théng qua cac duong truyén
WAN quay s0.

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG 302
VOI WINDOWS SERVER 2003




CHUONG 7: SU DUNG RRAS PE CAU HINH PINH TUYEN

W HO tro VPN bing giao thitc PPTP (Point-to-Point Tunneling
Protocol) va L2TP (Layer Two Tunneling Protocol) trén nén giao thirc
IPSec (Internet Protocol) hay con dugc goi tat 1a L2TP/IPSec.

B HO tro co ché hoat dong DHCP Relay Agent cho 1P (Pay 1a mét dich
vu cho phép cac may tram tai mot van phong ¢ xa nhén dia chi IP dong
thong qua mgt may chu DHCP dat tai trung tam).

TONG QUAN VE DICH VU RRAS TREN
WINDOWS SERVER 2003

Hau hét mang cta cac doanh nghiép déu trién khai mot vai thiét bi mang
thong dung nhu: hub, switch va router. Chuong nay s€ tap trung kha nang
dinh tuyén ctia Windows Server 2003. Trudc khi kiém tra phan ndy, ching
ta s€ cung nhau diém lai ba thiét bi mang nay va xac dinh mdt cach ro rang
vai tro cua router.

Hub (doi khi cling dugc goi la repeater) hoat dong tai 16p 1 trong mé hinh
tham chiéu 7 16p OSI. Do hub hoat dong tai 16p 1 (16p vat 1y) nén n6 khong
xur 1y bat ky dit liéu ndo ma né nhan duge. Thay vao do né don gian chi
nhan tin hiéu dén va tai tao lai chung rdi chuyen dén tat ca cac cong cia no.
Hub cho phép m¢ rong kich thudc mang bang cach gom nhiéu phén doan lai
thanh mot phan doan lon hon. Dbi voi tat ca cac node dugc trién khai trén
mot mang LAN, hub trong sudt di v6i chung.

Théng tin thém: Cdc l6p mé hinh OSI Pé biét thém théong tin vé cdc
[6p cua moé hinh OSI, tham khado tai lieu Network+ Certification
Training Kit, Second Edition (Microsoft Press, 2003).

Khéng giong nhu hub, switch (bd chuyén mach) kiém tra dia chi ngudn va
dich ctia khung dir liéu dén va chuyén ching dén cong thich hop dua trén dia
chi dich. Hau hét cac switch hoat dong tai 16p 2 ctia md hinh OSI (16p lién
két dit liéu - data-link layer).

Cac switch c6 nhleu duong dir liéu song song. Ching sur dung cac két ndi
tam thoi hay két nbi a0 dé lién két cac cong ngudn va dich tai thoi diém
chuyén khung dir liéu di (hay con goi 1a mot phan doan cua goi dir liéu trén
mang LAN). Sau khi khung dit liéu duoc chuyén tur nguén t6i dich, két ndi
ao s€ b1 dung. Cac switch hoat dong voi tbc d6 cao va khong qua dit nén
ching thuong dugc st dung dé phan doan mdt mang LAN thanh cac phan
doan nho hon. Qua d6 no s& gitp gia ting toc do truyén dir liéu trén mang
hién thoi.
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Dung nhu cai tén cua minh, router (b6 dinh tuyén) lam nhiém vu xac dinh
cac tuyén duong di dé giri cac goi dir liéu trén mang dua trén dia chi cua goi
tin. Cac router hoat dong tai 16p 3 ctia mo hinh tham chiéu OSI (16p mang
network layer), do d6 n6 lam viéc véi cac goi dit lieu chir khong phai khung
d@ li€u nhu switch. Chinh vi vy ma router dugc xem nhu cac thiét bi 16p 3.
Phan mém 16p 3 nhu IP hoac IPX c6 nhi¢m vu tao cac goi dit li¢u nay.

Cac router dugc st dung trong céac truong hop sau:

B Két ndi cac mang trén mot mang WAN & xa nhau. Luu lugng WAN
thuong duogc di chuyén trén nhiéu duong di va router c6 nhiém vu lya
chon mot duong di nhanh nhat hoac ré nhat.

| I§ét ndi cac mang LAN khic nhau nhu mang LAN sir dung cong
chuan Ethernet t&61 duong truc FDDI (Fiber Distributed Data Interface).

Chu y: Gateway va router Cdc thudt ngitr gateway va router thuong
dwoc stk dung thay thé lan nhau ma khong lam anh huéng dén phwong
cach hoat dong cua ching. Vé mat ky thudt, gateway la mot thiét bi
ding dé chuyén déi giita cdc mang cua kién tric khac nhau nhw
NetWare va Microsoft Windows chang han. Router la mot thiét bi
@iri cde g6i dir liéu giita hai hodc nhiéu phdn doan mang théng qua
cac dia chi IP.

Mot trong sb nhimg vai trdo ma Windows Server 2003 ¢6 thé dong 1a dinh
tuyén mang. Str dung Windows Server 2003 thay cho mét router ctng, cho
phép ban nhan duogc tinh ndng uvu viét nhu: chi phi, quan tri va cac tinh nang
tién tién khac so véi thiét bi vat ly. B6 1a do Windows Server 2003 da tich
hop kha ning dinh tuyén cta n6 voi cac tinh ning cua hé diéu hanh nhu:
chinh sach nhom, tinh nang bdo mat va cac cong cu quan tri nhu MMC
chang han.

Cac vi du vé dinh tuyén

Ban c6 thé sir dung cac router trong nhiéu cdu tric va cac cau hinh mang
khac nhau. Khi cau hinh mot may chu cai dat dich vu RRAS nhu mot router,
ban c6 thé xac dinh nhiing lya chon sau:

W Cac giao thirc duge dinh tuyén (IP hay Apple Talk) boi cac bo dinh
tuyén

W Cac giao thirc dinh tuyén (RIP, OSPF, IGMP va DHCP Relay) cho
moi giao thuc dugc dinh tuyén
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W Cac thiét bi trong moi truong mang LAN hoic WAN (cac giao tiép
mang, modem va thiét bi quay s6 khéc)

M@ hinh dinh tuyén don giin

Hinh 7-1 mé phong mét cAu hinh mang don gidn voi mot may chi cai dat
dich vu RRAS két nbi hai phan doan mang véi nhau (LAN Segment 1 va
LAN Segment 2). Trong cau hinh ndy, router c6 nhiém vu két hop hai phan
doan mang nay voi nhau. Trong m6 hinh nay, khong can str dung cac giao
thirc dinh tuyen (routing protocol) do chi c6 mot router. Ly do boi vi router
duogc két ndi voi ca hai mang ma n6 c6 nhiém vy dinh tuyén cc goi tin nén
ban ciing khong can tao ra cac duong dinh tuyén tinh.

LAN Segment 1 LAN Segment 2

Windows Server 2003
router

Hinh 7-1: Hai phan doan mang dwoc két n6éi nhau qua mét router

Mé hinh dinh tuyén véi nhiéu routers

Hinh 7-2 biéu dién mot mé hinh dinh tuyén phtec tap hon. O dy c6 tat ca 03
mang (LAN Segment (phén doan mang) 1,2 va 3) duoc két ndi véi nhau boi
02 router (router 1 va 2).

Router 1 dugc két ndi truc tiép v6i phan doan 1 va 2 con Router 2 thi két
ndi tryc tiép v6i phan doan 2 va 3. Router 1 phai thong béo cho Router 2
rang mudn két ndi dén phan doan 1 thi phai théng qua ndé va nguoc lai
Router 2 ciing thong bao cho Router 1 vé phan doan 3. Qua trinh thong bao
nay s€ dugc dién ra mét cach tu dong néu cac router st dung céc giao thuc
dinh tuyén nhu RIP va OSPF chang han. Néu khong ¢6 chung, nguoi quan
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trj phai cdu hinh mot cach tha cong cac bang dinh tuyén thong tin vé cac
phan doan ma ching khong quan 1y thong qua cac dudng dinh tuyén tinh. St
dung cac dudong dinh tuyén tinh chi phi hop véi cac mang nho, don gian.
Tuy nhién voi cac mang lon hon chung khong dap tmg dugc do cac duong
dinh tuyén tinh khong tu dong dap ung dugc nhimg sy thay d6i trong cau
trac ctia toan hé théng.

Khi qua trinh dinh tuyén duoc cdu hinh dung thi mot nguoi st dung trén
phan doan 1 mudn lién lac véi mot nguoi st dung khéac trén phan doan 3,
may tinh trén mang LAN I s& hudng cac goi tin toi router 1. Tiép theo
router 1 s& hudng cac goi tin d6 t6i router 2, ké d6 router 2 s& huéng cac
gdb1 tin té1 may tinh trén mang LAN 3.

LAN Segment 1 LAN Segment 2 LAN Segment 3

Z
Windows Server 2003 Windows Server 2003
Router 1 Router 2
l'& .‘ l-& * l'& ;
" L L

Hinh 7-2: Ba phan doan mang dwoc két néi véi nhau qua hai router

CAC LUA CHON TRONG VIEC CAU HINH
CHO CAC MAY CHU TRUY CAP TU XA

Nhu Hinh 7-3, tién trinh Routing And Remote Access Server Setup Wizard
cung cip cho ban mét trang cau hinh ma ¢ d6 ban c6 thé lua chon cac dich
vu. Lua chon cubi cung trong danh sach nay 1a Custom Configuration (cAu
hinh tuy blen) Ban sé& su dung lya chon nay néu ban c¢6 kha nang cau hinh
may chi mot cach thii cong va néu nhu khong cé dich vu nao ¢ trén phi hop
mot cach chinh xac voi nhu cau truy cap dinh tuyén va truy cdp tir xa cia
ban.
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Routing and Remote Access Server Setup Wizard ]
Configuration £
‘o can ena_ble any of the following combinations of services, or you can %

custornize this server.

(* Remote access [dial-up ar YPNI

Allove remote clients to connect to this server through either a dial-up connection or a
zecure Yirtual Private Metwork [WPH] Intermet connection.

 Metwork address ranslation [HAT)
Allow internal clients to connect ta the Internet using one public IP address.

" Wirtual Private Metwaork [(VPN] access and NAT
Allowe remote clients to connect to thiz server through the Intermet and local clients to
cohnect ba the Internet uzing a single public IP address.

" Secure connection between two private networks
Connect this network to a remote nebwork, such az a branch office.

" Cugtom configuration
Select ary combination of the features available in Bouting and Femote Access,

Far more information about these options, see Bouting and Remote Acces: Help.

¢ Back I MNest » I Cancel |

Hinh 7-3: Céc lra chon cho dich vu dinh tuyén va truy cp tir xa

Co6 mét vai lua chon danh cho ban khi cdu hinh dich vu truy cap tu xa:

B Remote Access (Dial-up Or VPN) Lua chon nay cho phep cac may
tram tir xa két ndi téi cac may chu thong qua két ndi quay sd hodc mét
mang riéng a0 bao mat.

B Network Address Translation (NAT) Luwa chon nay cho phép cac
may tram cuc by két noi td1 mang Internet bang cach sir dung mot dia chi IP
bén ngoai.

B  Virtual Brivate Network (VPN) Access And NAT Lya chon nay
cho phép ban cau hinh NAT cho mang cuc b va cac két ndi mang riéng ao
VPN.

[ | Secure Connection Between Two Private Networks Lua chon nay
phu hop khi ban mudn thiét 1ap mot két n61 mang riéng 4o VPN kiéu router-
dén-router.

B  Custom Configuration Nhu da dé cap ¢ trén, ban s€ sir dung lua
chon cudi cung nay khi cac Iya chon noéi trén khong dép ung dugc nhu cau
cho dich vu cua ban.

Cau hinh truy cép tir xa thong qua két noi quay so
Truy cép tir xa thong qua két ndi quay sb hay con goi 1a mang quay sd cho
phép cac may tinh tr xa st dung mot modem két noi t61 mang ciia madt to

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG 307
VOI WINDOWS SERVER 2003



CHUONG 7: SU DUNG RRAS PE CAU HINH PINH TUYEN

chirc nhu thé may tinh d6 duoc két ndi cuc bé mic du tbe do truyén dir licu
1a thap hon nhiéu. Cac may chi cho phép truy cip tir xa sit dung hé diéu
hanh Windows Server 2003 cho phép cic mdy tram cai dat hé diéu hanh
Windows Server 2003, Microsoft Windows XP Professional, Microsoft
Windows NT, Microsoft Windows 95, Microsoft Windows 98, Microsoft
Windows for Workgroups, MS-DOS hodc Apple Macintosh két ndi t6i.
Thong thuong, may tram két ndi téi may chu thong qua mot duong thoai
chuan — d6 co thé 1a mot duong thoai théng thuong hoic mang ISDN hoic
duong cap thué bao sé (DSL) hoic mang truyén dan X25 hoic mot dudng
truyén din ATM.

Pé cho phép nhiéu nguoi sit dung quay sb két n01 dong thoi toi mang cua
ban, ban phai c¢6 mot day cac modem, cac ket ndi tuong Gmg toi nha cung
c4o dich vu vién thong va mot thiét bi két ndi ddy modem (d6 c6 thé 1a mot
giao dién mang dugc gin trén may tinh cai dit hé diéu hanh Windows
Server 2003). Sau khi dd hoan thanh cong viéc cai dit phan cimng, ban s&
thuc hién cac cong viéc duoi day:

1. Nhap Start, tro téi Administrative Tools réi nhap Routing And
Remote Access.

2. Trong man hinh quén tri, kich chudt phai vao may chu rdi nhap
Configure And Enable Routing And Remote Access.

3. Trong trang Welcome To Routing And Remote Access Setup
Wizard nhap Next.

4. Trong trang Configuration nhiap Remote Access (Dial-up Or
VPN) 16i nhap Next.

5. "Trong trang Remote Access, lya chon hop kiém tra Dial-up 16i
nhap Next.

6. Néu may chu cua ban c6 nhi€u giao dién mang thi trén trang
Network Selection nhap vao giao di¢n ma ban muon gan cho céc
may tram truy cap tir xa dén roi nhap Next.

7. Trong trang IP Address Assignment, lya chon hoac Automatically
(tw ddng - sir dung mdy chii DHCP dé gan dia chi IP) hoic From
A Specified Range Of Addresses (Sur dung giai dia chi IP da chi
dinh - tai may chi cai ddt dich vu dinh tuyén va truy cdp tir xa) roi
nhap Next.
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8. Trong hop thoai Managing Multiple Remote Access Servers,
khong st dung lya chon RADIUS Server.

0. N’hép‘ Next rdi nhap Finish. Dich vu Routing And Remote Access
bat dau hoat dong va tu dong khoi tao.

Sira 10i cac van dé lién quan dén cac két ndi truy cép tir xa
thong qua co ché quay so
Sau khi da hoan thanh qua trinh cai dit diy modem va cau hinh dich vu

Routing And Remote Access, néu c6 15i xay ra ban hiy su dung danh sach
kiém tra duoi day cho cong vi€c tim va stra 10i:

B Dam bao rﬁng lga chon Remote Access Server da dugc lya chon trong
thé General trong man hinh quan tri Routing And Remote Access.

B Néu ban st dung mot dai dia chi IP tinh, ban can phai dam bao dai
nay du 16n dé cap dia chi IP cho cdc may tram khi chung két noi té1 may
chu.

W Néu ban sir dung co ché gan dia chi IP cho cac may tram thong qua
may chu DHCP, ban can dam béo rfmg dai dia chi IP dugc dinh nghia
trén may chia DHCP phai du 16n twong duong véi dai dia chi dugc xac
dinh qua khoéa registry InitialAddressPoolSize c6 dudng dan nhu sau:
HKEY LOCAL MACHINE\CurrentControlSet\
Services\RemoteAccess\Parameters\IP.

B Ban cin dam bao du cac thiét bi modem dugc cau hinh trong phan
Ports (d€ truy cap vao phan nay ban mo¢ rong phan mdy chu roi kich vao
Ports) nham dap tng so luong 16n nhat cac két ndi tir phia may tram toi
may chu.

B Dam bao r?mg ban d3 cAu hinh may tram, may chu va cac chinh sach

truy cip tir xa st dung it nhat mot giao thirc xac thue chung.

B DPam bao rang ban d3 cdu hinh may tram, may cha va cac chinh sach
truy cap tur xa str dung it nhat mgt phuong phap ma hoa chung.

B Dam bdo rang két ndi truy cap tir xa thong qua co ché quay so co cac
quyén tuong g thong qua cac dac tinh quay so cua tai khodn nguoi st
dung va cac chinh sach truy cap tur xa.
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B DPam bao rang may chu cho phép truy cap tir xa (hay con goi 1a may
chu RADIUS) la mot thanh vién cia nhom bao mat RAS and IAS
Servers trén mién.

M Dam bao rang cic thiét lap trong chinh sach truy cép tir xa khong
xung dot véi cac dac tinh ciia may chu.

u Néu ban vsﬁ: dung giao thirc xac thyc la MS-CHAP vl1, can dam bao
rang mat khau cta nguoi st dung khong duge vugt qua 14 ky tu.

Cau hinh VPN

Mot phuong phap khac cho phép ngudi st dung truy cp tir xa dén hé thong
do la mang riéng a0 VPN. Déy la mét ky thuat cho phep mo rong mot mang
mang tinh chat riéng tu dua trén nén ting mot mang cong cong nhu mang
Internet chang han. Tuong ty nhu truy cap tir xa qua co ché quay s6, sau khi
nguoi su dung két noi to1 mang cua cong ty co thé coi nhu anh ta dang két
noi mot cach truc tiép vé mat vat 1y t6i hé thong mang (tit nhién téc do
truyen dw liéu c6 cham hon).

Do mot mang VPN co thé dugc thiét 1ap thong qua Internet nén mang cua
cong ty ban co kha nang truy cap trén dién rong. Kha nang truy cap nay la
nhanh chong, chi phi thap va an toan trén toan thé gidi. V6i cong nghé VPN,
ban s€ khong can stt dung cac duong két ndi chuyén dung trén mang cua ban
va cho phép trién khai tinh bio mat & muc cao nhat.

Khi nao khéng nén swr dung VPN

Mac du VPN rat mém déo va cung cip mot giai phap cho nh1eu loai hinh két
nbi khac nhau nhu cac chi nhanh, cac nha cung cap dich vu vién thong, cic
nhan vién hay di cong tac xa. Tuy nhién ban khong nén st dung VPN trong
cac truong hop sau:

m Khi ban dat hiéu ning 1a méi quan tdm hang dau ma khong can quan
tam dén gia ca.

B Khi hau hét lvu luong trén dudng truyén can dong bo nhu truyén dan
thoai va video.

B Khi c6 mot img dung sir dung cac giao thirc khong tuong thich véi tap
giao thirc TCP/IP.

Trong céc trudong hop ndy ban s& phai can nhic viée str dung mét dudng két
noi chuyén dung cho mang cua cong ty.
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VPN lam vigc nhu thé nao?

Trong mot két ndi VPN, ca hai phia cta két nbi déu tao mot duong két ndi
t5i mang cong cong nhu mang Internet chang han. Cac dudng két ndi dé cé
thé 1a: mot duong dién thoai thong thuong, mot duong ISDN hoac mot
duong két ndi chuyén dung. Khac véi cac node thong thuong khi giri mot
g6i tin di VPN s& sir dung mot giao thirc “dudng ham” (funneling protocol)
dé dong goi dur licu bang cach gén thém mot phan tidu dé (header) viao goi
dir liéu. Phén tiéu dé s& cung cap thong tin dinh tuyén nham dam bao goi dir
lidu da duoc dong goi co thé di chuyén trén mang trung gian cong cong. Dir
liéu s& dugc mé hoa nham dam bao tinh bao mat. Néu géi dir liéu bi danh
cip, nguoi st dung ciing khéng thé doc dugce ndi dung cua dir liéu néu ho
khong c6 cac khda ma hoa.

Vi dy, VPN cho phép mot nguoi sur dung tir xa 6 TP Hd Chi Minh thiét 1ap
mot két ndi quay sd téi bat ky mot nha cung cap dich vu Internet (cac ISP
nhu VDC, FPT,...) va thong qua két ndi d6 tao mot két ndi truc tiép toi mot
may chu trén h¢ thong mang cua cong ty dat tai Ha N§1. Phuong phap nay
nhanh choéng, chi phi thdp va dé dang thiét 1ap. VPN cho phép cac nhan vién
di cong tac, cac nhan vién lam viéc tir xa.trong cac van phong tai gia dinh va
cac nhan vién trong cic van phong chi nhanh két ndi téi mang ciia cong ty.
MJi thanh phan két ndi toi cac ISP thong qua cac kénh truyén thong khac
nhau nhung ching lai 1a mot phan cia mot mang VPN.

Cling tuong tu nhu nhitng nguoi su dung & xa co thé két ndi t6i mang cong
ty bang cach su dung hé thong lién mang trung gian, hai router cting c6 thé

thiét 1ap mot két néi VPN. Hinh 7-4 biéu dién mét vi du vé mot mang VPN
duoc thiét 1ap gitra hai router voi nhau.

Public network

&
;\;
LA\

R \\\\

Windows Server 2003 Windows Server 2003

o router router 4l
I L LA 4[\}’\
\"‘-’?" i S
Branch office Branch office
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Hinh 7-4: Mang VPN kiéu Router-dén-Router

Cic thanh phan cia VPN
Mot két ndi VPN trong Windows Server 2003 gdm c6 cac thanh phan sau:

May cha VPN
May tram VPN
Két n6i VPN (phan két ndi dir liéu dugc ma hoa)

“Duong him” VPN (phan két ndi dit lidu dugc boc goi). Hai giao thic

duong ham dudi day dugc cung cip va cai dat cung véi dich vu RRAS.

a. Point-To-Point Tunneling Protocol (PPTP- giao thirc dwong

ham diém-diém) Pay 13 mot giao thirc duoc phat trién tir giao
thirc PPP (giao thirc diém ndi di€ém). Lan dau tién né duogc su
dung trong hé diéu hanh Windows NT4.

. Layer Two Tunnelmg Protocol (L2TP-giao thirc dwong ham

16p hai) Mot giao thirc dudng ham dua trén chuan cta IETF
duoc st dung véi muc dich dong goéi cac khung dir liéu PPP c6
kha ning truyén dan trén cac mang TCP/IP, X.25, FrameRelay,
ATM. L2TP két hop céc tinh ning tiéu biéu cta giao thirc PPTP
(do hang Microsoft phat trlén) va giao thirc L2F (do hang Cisco
phat trién). Ban co thé trién khai L2TP két hop cung véi IPSec
nham cung cip mot giai phap VPN c6 do an toan va bao mat rat
cao.

Théng tin thém Théng tin vé giao thirc VPN Dé biét thong tin vé cdc
giao thicc VPN, hdy tham khao RFC 2637 “Point-To-Point Tunneling
Protocol” va RFC 2661 “Layer Two Tunneling Protocol”. Ban co thé

thdy ca hai RFC nay tai trang Web: hitp://www.rfc-

editor.org/rfcsearch.html.

Céu hinh co ché chuyén d6i dia chi NAT

Dich vu RRAS cta hé diéu hanh Windows Server 2003 cung cdp mot giao
thirc co t€n NAT cho phép cac mang riéng ¢ kha nang két ndi voi thé gioi
Internet. Giao thitc NAT chuyén d6i cac dia chi IP bén trong thanh cac dia
chi cong cong va nguoc lai. Tinh nang nay s€ lam giam s6 luong dia chi IP
ma mot t6 chirc can phai co va qua do6 ciing lam giam chi phi thué bao dja
chi IP. D6 1a vi céac dia chi IP bén trong chi dugc s dung trong pham vi mot
t6 chirc cu thé, chung sé duoc chuyén doi thanh cac dia chi IP cong cong khi
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c¢6 nhu cau két ndi voi thé gidi Internet. NAT con c¢6 mot tinh ning khac d6
1a bao vé cac mang LAN trudc cac cudc truy cap bat hop phap bang cach an
dia chi IP bén trong d6i voi thé gidi Internet. Chi co duy nhat dia chi IP cua
may tinh cai dat dich vu NAT la dugc cong b ra thé gio1 Internet.

Thong tin thém Théng tin vé dich vu NAT Dé biét thong tin vé NAT,
hay tham khao RFC 3022 “Traditional IP Network Address
Translator (Traditional NAT)” va RFC 1631 “The IP Network
Address Translator (NAT)”. Ban cé thé tim thdy ca hai RFC nay tai
trang Web: http://www.ietf.org/rfc.html.

NAT lam viéc nhw thé nao?
Khi NAT dugc sir dung dé két ndi mot nguoi sir dung trong mot mang riéng
to1 mOt mang cong cong, ti€n trinh dudi day s€ xay ra (xem Hinh 7-5):

1. Giao thurc IP trén may tinh ctia nguoi st dung s€ tao ra mot goi tin [P
v6i cac gia tri xac dinh trong phan tiéu dé cua goi tin IP va TCP hoic
UDP. Ké d6 may tinh cta ngudi sir dung s& hudng géi tin IP toi may
tinh cai dat dich vu NAT.

2. May tinh cai dat dich vu NAT sé& thay d6i phan tiéu dé cua goi tin
trude khi giri né ra thé gidi bén ngoai véi ngy v rang nd duogc giri di tir
dia chi bén ngoai cua may tinh chay NAT nhung mdy tinh nay sé
khong thay dbi dia chi dich. Goi tin sau khi dd dugc may cha NAT
anh xa lai s& dugc giri ra thé giéi Internet t6i may chit Web.

3. May chu Web trén mang Internet nhan dugc goi tin nay va gui tra
phan héi téi may chu NAT.

4. May chi NAT nhan dugc géi tin phan hoi va kiém tra thong tin da
duogc ghi lai trong bang anh xa ctia nd nhim xéac dinh dia chi ciia may
tram. Mdy cha NAT sé& thay d6i phan tiéu dé caa géi tin tro t6i dja chi
clia may tram roi giri nd téi may tinh cua nguoi st dung.
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IP Packet:

Source IP: Port
65.71.231.120:80
Destination IP: Port
10.1.1.53:8080

IP Packet:

Source IP: Port
65.71.231.120:80
Destination IP: Port
207.46.1.130:80

IP Packet:

Source IP: Port
10.1.1.53:8080
Destination IP: Port

IP Packet:

Source IP: Port
10.1.1.53:8080
Destination IP: Port
65.71.231.120

- -~ 65.71.231.120
Client @ V\.’indow& Windows
10.1.1.53 Server 2003 ® Server 2003
Router Router
10.1.1.100 65.71.231.120
207.46.1.130
Internal External

Hinh 7-5: Tién trinh 1am viéc ciia dich vu NAT

> CAu hinh mdt may chi cai dit dich vua NAT

Cac budc dudi day s& gitip ban cAu hinh mot may chi NAT:

1.
2.

Mo man hinh quan tri Routing And Remote Access

Trong man hinh nay, kich chudt phai vao may chu rdéi nhap vao
Configure An Enable Routing And Remote Access.

. Trong trang Routing And Remote Access Server Setup Wizard nhap

Next.

Trong trang Configuration, nhap vao Custom Configuration roi nhap
Next.

. Trong trang Custom Configuration nhép vao NAT And Basic Firewall

roi nhap Next.

Trong trang Completing The Routing And Remote Access Server
Setup Wizard nhap Finish.

Khi ban nhan duoc thérng bdo nhic nhd khéi dong dich vu Routing
And Remote Access nhap Yes.
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8. Trong man hinh quan tri, mé rong phan chia may chu, mo rong IP
Routing, kich chudt phai vao NAT/Basic Firewall 161 nhap vao New
Interface (xem Hinh 7-6).

9. Trong hop thoai New Interface For Network Address Translation
(NAZ) nh,e“lp vao giao dién ma ban muodn st dung dé chuyén doi dia
chi r61 nhap OK.

5 Routing and Remote Access 18] x|

Eile  Action Mjew Help

= anEXERE 2

E Routing and Remote Access NAT/Basic Firewall
% Server Status Interface & | Total mappings | Inbound packet
= E-----%n::tfnorlflln:t‘jgfacas 22 acal Area Cannection 4 ] ]
== 22 Local Area Cornec tion 17 o

+ B Remoke Access Clients (0
: g o o E‘?Internal o o

B} Static Routes
By DHCP Relay Agent

B [eMp

""" {1 Remoate Access Lt Show DHCP Allacator Information. ..
Show DMS Proxy Information. ..

Wigwn *

Delete
Refresh
Export List,..

Properties
]

[New NAT Interface __ HeiP [
Hinh 7-6: Xay dung mot giao dién méi cho NAT

10. Trong trang Network Address Translation Properties dugc ap dung
cho giao dién ban chon & trén, cau hinh cac dac tinh dudi day ro61 nhap
OK:

¢ Lua chon Public Interface Connected To The Internet.
¢ Lua chon hop kiém tra Enable NAT On This Interface.

< Nef:u mang cua ban chua c6 mot firewall, hay lya chon hdp
kiém tra Enable A Basic Firewall On This Interface.

% Néu mudn ban c6 thé han ché luu luong dua trén cac dac tinh
cua goi tin bang cach cau hinh Inbound Filters va Outbound
Filters (cac bg loc ludng luu lugng di ra va di vao mdt giao
dién).

< Trong phan Address Pool, thém dai dia chi ban nhan dugc ti
phia nha cung cap dich vu (ISP) va giéi han mét hodc nhi€u
may tinh cu thé.
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s Trong phﬁn Services And Ports, lua chon cac dich vu ma nguoi
su dung s€ truy cap. Khi ban lya chon mot dich vu nao do6, mot
hop thoai cac dac tinh s€ dugc md ra va yéu cau dja chi IP
mang LAN nao cd gobi tin st dung dich vu nay s€ duoc guri di.

% Trong phan ICMP, cic yéu cau da dugc thiét ké cho loai théng
tin ma may chu s€ phan hoi.

LUA CHON GIAO THUC PINH TUYEN

Pé c6 thé chuyén cac goi tin dén cac mang dich khong két ndi truc tiép, mot
router phai c6 mot bang dinh tuyén chua thong tin vé cac mang nay. Trong
mot hé thong mang nhé ma nhing thay d6i ctia cac duong dinh tuyen 1a
khong thuong xuyén thi chi can cau hinh bang tay cac duong dinh tuyén tinh
trong bang dinh tuyén 1a di. Tuy nhién ban cling nén cin nhic sir dung giao
thitc dinh tuyén RIP d6i v6i cic mang nho nhung co sy thay doi thuong
xuyén ddi véi cac duong dinh tuyén hoic cic mang co kich thudc trung
binh. P6i v6i mang c6 kich thudce 16n hon, hiy can nhic viéc sir dung giao
thirc dinh tuyén OSPF.

Sir dung cac duwong dinh tuyén tinh

Mot moi truong IP voi cac dudng dinh tuyén tinh rat phu hop véi cac mang
nho c6 dudng két néi don va dia chi IP tinh. Theo dinh nghia, cac mang voi
cac dudng dinh tuyén tinh s& khong sir dung bat ky mot giao thuce dinh tuyén
nao nhu RIP hodc OSPF dé trao d6i thong tin dinh tuyen gilta cac router voi
nhau. Nham thu duoc két qua tot nhat, hé théng mang can c6 it hon 10 mang
con véi mdt luu lugng mang cé thé du doan mot cach dé dang (vi du nhu hé¢
thong bao gém cac mang con dugc sap xép trén mot duong thang, xem Hinh
7-7). Va tat nhién moi truong dinh tuyén tinh chi pht hop khi ma cac duong
dinh tuyén van duoc giir nguyén.
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Router C-B Default route Router B-A Default route Router A-nt

|

o

192.168.1.0
Subnet B

192.168.0.0
Subnet A

192.168.2.0
Subnet C

ETGOBGEE

Internet

Hinh 7-7: Mt méi trweong mang dinh tuyén tinh véi lru lwrong mang cé
thé du doan

Trong Hinh 7-7, Router C-B c6 thé biét duoc tat ca cac may tinh nam trong
mang con C va B. Khi router nay nhan dugc mét goi tin voi dich la mot dia
chi nam ngoai mang con C hodc B, n6 s& hudng goi tin nay dén router B-A
dua trén duong dinh tuyen mic dinh. Do tét ca céc may tinh bén ngoai mang
con B va C déu nam trén hudng cua dudng dinh tuyén tinh nén ban s& khong
can phai thém cac dudng dinh tuyén tinh vao trong bang dinh tuyén cua
router C-B. Tuy nhién d6i v6i router B-A, cac mdy tinh trén mang con C s&
khong nam trén hudng cua duong dinh tuyén mic dinh. Néu router B-A
nhan dugc mdt goi tin voi dich 1a mang con C, né s€ hudéng sai goi tin dén
router A-Int trir phi né dugc hudng dan di theo mot con dudng khac. Chinh
vi vay viéc thém mot duong dinh tuyén tinh vao trong bang dinh tuyén cua
router B-A (xem Hinh 7-8) s€ cho phép router nay hudng luu luong mang co
dich 1a mang con C té1 router C-B.
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Static route to be added:

MNetwork destination: 192.168.2.0
Netmask: 255.255.255.0
Gateway: 192.168.1.2
Interface 192.168.1.1

Default route)

Router C-B Router B-A ) Router A-Int
ik - i
- 1 g g
7 o) L
. A -'\-jy 3 1.: -
; ll" j:f‘, ]192 168.1.2 \":'ld,] }{i_ B t::“-‘»f{; :
: F A < i
L 5 55
_}','/" 192.168.1.1 Fv }-//
192.168.2.0 192.168.1.0 192.168.0.0
Subnet C Subnet B Subnet A

Internet

Hinh 7-8: Thém mot dwong dinh tuyén tinh

Sir dung cac dwong dinh tuyén dong

Windows Server 2003 cung cip 04 giao thuc dinh tuyén dudi ddy, cho phép
ban dua vao dich vu RRAS:

m RIP Puoc thiét ké cho viéc trao d?)i thong tin dinh tuyén trong pham
vi mot mang co6 kich thudc tir nhd dén trung binh. Cho phép cac router
xac dinh duong di phu hop nhat trude khi giri luu lugng mang di.

B OSPF DPuogc thiét ké cho viéc trao ddi thong tin dinh tuyén trong
pham vi mdt mang c6 kich th}J:(')’c 16m hoac rat 1on. Cho phép cac router
xac dinh duong di phu hgp nhat trudce khi giri luu lwong mang di.

m IGMP Router And Proxy Str dung dé hudng luu luong mang dang
multicast.

B DHCP Relay Agent Cing dugc coi nhu mt giao thirc dinh tuyén
trong dich vu RRAS. Dich vu nay cho phép chuyén tiép thong tin v€ dich
vu DHCP gitta cac may chu DHCP nham muc dich cung cip mét cu
hinh vé dja chi IP cho céc may tinh thudc cac mang con khéc.

> Thém giao thirc dinh tuyén

Pé thém giao thire dinh tuyén, thuc hién cac budc dudi day:
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1. Trong man hinh quan tri Routing And Remote Access, mo rong phan
may chu, mo rong IP Routing kich chudt phai vao General rdi nhap
vao New Routing Protocol (xem Hinh 7-9)

-l

File Action Wew Help

e = |[@[mE| |2

E_ Routing and Remote Access General

% Server Status Intetface  © | Tvpe | Adminiskrative Skak
=]

- [y ACAPULCO focal)
— Loopback Loopback U
- =) Network Interfaces ES P oy "

E Remote Access Clients (0)

E\'ELocal Area Connection 4 Dedicated Up
E\'ELocal Area Connection Dedicated Up

Parts
=l % 1P Routing Eglnternal Internal Unkniown

Mew Interface...
Iew Routing Protocal. .

Show TCPIP Information. ..
Show Multicast Forwarding Table. ..
Show Multicast Skatistics. ..

2] Remote

e 3

Refresh
Export List. ..

Properties

Help

I;I—I o

|Add a new routing protocol |

Hinh 7-9: Hop thoai New Routing Protocol

2. Trong hop thoai New Routing Protocol, lya chon giao thuc dinh
tuyén phu hop rdi nhap OK.

QUAN TRI CAC BANG PINH TUYEN

Bang dinh tuyen (xem Hinh 7-10) chira cac ban ghi duoc goi la cac duong
dinh tuyén nham cung cap hudng va duong di to1 cac mang hodc cac may
dich. Bang dinh tuyén giup cho giao thirc IP quyét dinh xem no s& gui luu
lugng di ra giao dién nao hodc cong ra nao. Bang dinh tuyén bao ham nhiéu
duong dinh tuyén riéng le; moi duong dinh tuyén goém co: dia chi dich, mat
na mang, giao dién dau ra, dia chi cong ra (gateway) va trong sO duong dinh
tuyen (metric). Bang dinh tuyén duoc sip xép theo thir fur tir cai cu thé nhat
dén cai chung nhit nén géi tin s& duoc gui téi dia chi cong ra dau tién trong
ban ghi c6 dia chi dich phu hop véi théng tin trong ban ghi d6. Néu co hai
duong dinh tuyén twong tu nhau thi duong nao co gia tri duong di thip hon
s€ duoc lya chon. Trong truong hop hai dudng nay lai co gia tri metric bang
nhau thi router s&€ lwa chon mét cach ngau nhién mot trong hai duong. Co tat
ca 04 kiéu duong dinh tuyén:

B Cac dwong dinh tuyén t6i mang duoc két noi true tiép Pay 1a cac
duong dinh tuyén téi cac mang con dugc gan truc tiép véi router. D1 voi
cac mang nay, cot Gateway hodc 1a dé tréng hodc 1a dia chi IP cua giao
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dién két ndi voi mang con do. Néu dia chi dich 1a cuc bé thi router khong
can mét nhiéu thoi gian dé xu 1y goi tin. Giao thirc phan giai dia chi ARP
s& c6 nhiém vy chuyén d6i dia chi IP thanh dia chi phan cing (thong
thuong dia chi nay goi la dia chi MAC, la m¢t dia chi duy nhdt trén toan
thé giGi ting véi méi giao dién mang) cia giao dién mang may dich.

WM Cic dwong dinh tuyén téi cic mang & xa Day 1a cac dudong dinh
tuyén toi cac mang con di qua nhiéu router va khong dugc két ndi truc
tiép v6i nd. Véi cac dudng dinh tuyén nay, diéu quan trong nhat d6 1a xac
dinh dia chi IP cta gateway va giao dién dau ra. Dia chi IP cua gateway
1a dia chi cla router & xa ma router ndy két noi truc tiép v6i nd thong
qua cac duong két ndi. Trong mot mang chi c6 mot router hoat dong
dong vai két n6i vai thé gidi bén ngoai thi viée xac dinh nay 1a khong can
thiét. Nhung néu mot hé théng coO tu hai router tro 1én thi viéc xac dinh
chinh xac gateway s& giGip cho viéc dinh tuyén géi tin gilta cac mang
chinh x4c.

B Ciac duong dinh tuyén t6i cac tram Pay 1a mot duong dinh tuyén toi
mat dia chi IP xac dinh. Cac dudng dinh tuyén nay cho phép dinh tuyén
t6i timg dia chi IP cy thé va mit na mang duoc sir dung trong trudng hop
nay la 255.255.255.255.

B Duwong dinh tuyén mic dinh Puong dinh tuyén nay s& duoc st dung
trong truong hop khi cac duong dinh tuyén téi cac mang va céc tram
khong pht hop. Pia chi dich ctia duong dinh tuyén nay 13 0.0.0.0 con mit
na mang 13 0.0.0.0. Pia chi budc nhay ké tiép (next-hop) ctia dudng dinh
tuyén mic dinh théng thuong 13 dia chi gateway mic dinh ctia may chu.

A
Destination Metwark mazk G ateway Interface | M..l Protocaol |
0.00.0 0000 132.168.01 Local &rea Connection 4 20 MNetwork management
0.00.0 0000 ER.71.231.1 Local Area Connection 20 Metwork management
B5.71.231.0 255,285 2550 E5.71.23.130 Local Area Connection 20 Local
B5.71.231.130 285285255285 127.0.01 Loopback 20 Local
F5.255.2085.260  ZBRZRAZAHZ55 BRY1.231.130 Localéres Connection 20 Local
127.0.00 2BR.0.00 127.001 Loopback 1 Local
127.0.01 ZBRZRRZRRZAE 127001 Loophack 1 Local
192168.0.0 255.255.255.0 192168.0.82  Local Ares Connection 4 20 Local
192.168.0.82 255.2585.255.255 127.0.01 Loopback 20 Local
192168.0286 28R ZRAZAEZE5 192168082  Localérea Connection 4 20 Local
224000 240000 192168.0.82  Local &rea Connection 4 20 Local
224.0.0.0 240.0.00 E5.71.231.130 Local Ares Connection 200 Local
255.255.2585.2585 285255255255 192168.0.82  Localéres Connectiond 1 Local
2Bh.ZRB ZRR ZRA ZBRZRAZAE XA BRY1.231.130 Localésrea Connection 1 Local

1

Hinh 7-10: Bang dinh tuyén IP ¢ ché d6 giao dién do hoa
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Hién thi bang dinh tuyén IP

Ban c6 thé hién thi bang dinh tuyén IP bang cach st dung man hinh quén tr
Routing And Remote Access hodc ché d6 dong 1énh. Trong man hinh quan
tri Routing And Remote Access, mo rong phan IP Routing, kich chudt phai

vao phan Static Routes rdi nhap vao Show IP Routing Table (xem Hinh 7-
10)

Dé hién thi b'glng djnh tuyén tir ché do dong Iénh, tai d4u nhic dong I¢nh g0
route print ro1i nhan Enter (xem Hinh 7-11)

\WINDOWS' system32\cmd.exe

iN>route print
IPu4 Route Tahle

Interface Li
Bx1 ... M& TCP Loopback interface
ntel 21148-Based PCI Fast Ethernet Adapter (Generic)

ed PCI Fast Eth apter (Generic)> #3

fictive Routes:
Network Destination Metmask Gateuay Interface Metric
B.8.0.8 8.8,

8.8 - 65.71.231.130
0.8.0.8 8.8.8. B 192.168.8.82
65.71.231.8 255.255.255.8 65.71.231.138 65.71.231.138
65.71.231.13@ 255.255.255.255 127.8.8.1 127.8.8.1
65.255.255 255 - 65.71.231.130 65. ?1 231 133
127.8.8.8 25 .a 127.8.8.
192.168.68.8 255.255.255.8 - .. 192 168 B 82
192.168.0.82 255.255.255.255 127.8.8. 127.68.8.1
192.168.08.255 255.255.255.255 - .a. 192.168.8.82
.a.a. 240.0.0.8 .71, . 65.71.231.130
224. .8 240.0.8.8 192.168.8.82
255.255.255.255 255.255.255.255 65.71.231.138
255.255.25 255 255 255,255,255 192.16
1t Gat 65.71.231.1

Hinh 7-11: Hién thi bang dinh tuyén tir ché d6 dong 1énh

Poc bang dinh tuyén IP

Céc router sir dung céc bang dinh tuyén dé xac dinh xem n6 gui gbi cac goi
tin di dau. Khi cac goi tin IP dugc guri t61 mdt router, router s€ doc dia chi
dich cta goi tin va so sanh dia chi nay véi cac ban ghi trong bang dinh
tuyén.

Mot trong s cac ban ghi duoc st dung dé xac dinh xem goi tin duoc gui toi
giao dién nao va dia chi cua gateway ma goi tin s¢ dugc gui toi trong lan ké
tiép. Nhu Hinh 7-11 & trén, mdi ban ghi trong bang dinh tuyén gom c6 05
cot dugc miéu ta & day:

B Pia chi mang dich Router so sanh dia chi dich cta tat ca cac goi tin
IP ma n6 nhan dugc véi cac ban ghi trong bang dinh tuyén. Cac ban ghi
dudi day déu c6 mat trong hau hét cac bang dinh tuyén:
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% 0.0.0.0 biéu dién duong dinh tuyén mic dinh, duong ndy sé
dugc su dung khi khong c6 mot ban ghi nao trong bang dinh
tuyén phu hop.

¢ 127.0.0.0 tro t6i dia chi loopback 127.0.0.1 (day la dia chi lap
dugc st dung vo1 muc dich kiém tra) twong ing véi may tinh
cuc bo.

% 224.0.0.0 Cac ban ghi nay dé cap t6i mot duong dinh tuyén
multicast phan biét.

* W.X.y.255 biéu dién mot dja chi quang ba. Pia chi quang ba
gdom c¢6 céac dia chi quang ba cho cidc mang con cu thé nhu
192.168.0.255.

% 255.255.255.255 1a dia chi quang ba han ché, thong thuong
duoc ap dung cho tat ca cac mang va cac router.

B Mait na mang Mat na mang dugc ap dung cho dia chi IP dich khi
kiém tra xem no c6 dap tng gi tri trong truong Destination hay khong.
Thong tin nay rit quan trong boi vi viée dap ung 16n hon sé& xac dinh xem
duong dinh tuyén nao hay ban ghi nao trong bang dinh tuyén duoc ap
dung cho goi tin. Vi dy, xem xét bang dinh tuyén cua mot router duoc
biéu dién trén hinh 8-11. Gia thiét, router nay nhan dugc hai goi tin mot
cai c¢6 dia chi dich 192.168.0.82, cai con lai co dia chi dich 192.168.0.87.
Ca hai déu dap tmg ban ghi thir 7 trong bang dinh tuyén (192.168.0.0)
bo1 vi gié tri mat na mang 255.255.255.0 mudn néi réng 03 octet dau tién
(cong voi con s6 0 cho octet thir tu) phu hop véi gia mang dich
192.168.0.0 trong bang dinh tuyén. Ban ghi th& tam (192.168.0.82) ¢
mit na mang 255.255.255.255 ¢6 nghia ca 04 octet déu phai gidng hét
v6i dia chi mang dich 192.168.0.82 trong bang dinh tuyén. Octet thir tu
cua goi tin thtr hai c6 gié tri 1a 87 nén s& khong phu hop véi gia tri octet
thr tw 82 cta ban ghi thir tdm. Vi vay chi c6 duy nhét goi tin thir nhat 1a
phu hop voi ban ghi thtr tdm nay. Do vay ban ghi tht bay (192.168.0.0)
s& dugc ap dung cho géi tin thir nhat vi ban ghi nay dép ung 16n hon
trong bang dinh tuyén. Pong thoi, ban ghi tht bay nay ciing duoc ap
dung cho goi tin thir hai boi vi ngoai dudng dinh tuyén mic dinh thi day
1a ban ghi duy nhat ma goi tin tht hai phu hop trong bang dinh tuyén.

B Gateway Khi mot duong dinh tuyén nao d6 duoc ap dung cho mot
g6i tin thi ké d6 gia tri gateway sé& xac dinh dia chi IP hodc budc nhay ké
tiép ma goi tin s& dugc chuyén t6i d6. Vi du, xem xét bang dinh tuyén
trén Hinh 7-11, mot goi tin ¢6 dia chi dich 206.73.118.5 (dia chi nay chi
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pht hop véi dudng dinh tuyén mic dinh 0.0.0.0) tiép theo s& duoc hudng
to1 dia chi gateway 65.71.231.130. Trong Hinh 7-11, hai duong dinh
tuyén mic dinh déu duoc hién thi do may tinh nay c6 hai giao di¢n mang.
Chu y rang gia tri gateway cuia duong dinh tuyén mic dinh trung véi dia
chi gateway mic dinh duoc ciu hinh trong dic tinh TCP/IP.

B Giao dién (Interface) Khi mot goi tin chiu sy tic dong cia mot
duong dinh tuyén ndo d6, gia tri nay xac dinh giao dién cuc bd nao trén
router s& dugc str dung dé chuyén goi tin toi budc nhay ké tiép. Vi du,
xem xé€t bang dinh tuyén trén Hinh 7-11, mdt goi tin c¢6 dia chi dich
131.107.23.101 sé& chi dap tng duy nhat dudng dinh tuyén mic dinh. Dya
trén bang dinh tuyén, goi tin nay s& dwoc gui thong qua giao dién
65.71.231.130 dé chuyén tiép t6i dia chi gateway mic dinh.

B Trong sé duwong di (Metric) Cot nay xac dinh chi phi khi s dung
mot duong dinh tuyén. Néu c6 nhiéu dudng dinh tuyén phu hop voi dia
chi dich cua géi tin thi gia trji metric s& duoc sir dung dé xac dinh xem
duong dinh tuyén nao duoc ap dung cho géi tin. Cac duong dinh tuyén co
gi4 tri metric thap hon s& c6 d6 wu tién cao hon. Véi giao thirc dinh tuyén
RIP, metric dugc xac dinh thong qua thong qua sb luong cac bude nhay
ma mot goi tin phai di qua trudce khi t6i dich. Tuy nhién ban c6 thé su
dung bat ky mot thuat toan nao do dé xac dinh gia tri metric néu ban ciu
hinh dudng dinh tuyén mét cach thi cong.

Ciu hinh bdang dinh tuyén P

Ban c6 thé hién thi bang dinh tuyén IP tir ché do dong 1énh hodc co thé sur
dung man hinh quan trj Routing And Remote Access. Dé cdu hinh bang dinh
tuyén, st dung cong cu Route & ché d6 dong 1énh. Ca phép cua dong 1énh
Route nhu sau:

route [-f] [-p] [Command [Destination] [mask Netmask] [Gateway] [metric
Metric]] [if Interface]

Bang 7-1 li¢t ké tAt ca cac cau 1énh sén ¢, chiic nang cua chiung va mdt vi
du mo ta cach thic st dung cau 1énh d6 nhu thé nao. GO route /? Tai dau
nhac dong Iénh dé biét thém thong tin sir dung cong cu nay.

Bang 7-1: Cac lwa chon danh cho cau Iénh Route

Cau lénh  Chirc niang Vidu
Print Hién thj bang dinh tuyén route print
Add Thém mot dudng dinh tuyén vao bang route add —p 10.0.0.1 mask
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dinh tuyén. Maic dinh, cac duong dinh 255.0.0.0 192.168.0.1
tuyén s& khong luu giir khi hé théng khai

dong lai. Sur dung lga chon —p dé tao nén

mot duong dinh tuyén van duoc luu giit

ké ca khi hé thong khoi dong lai. Cac

duong dinh tuyén nay dugc luu trong

HKEY LOCAL MACHINE\SYSTEM\C
urrentControlSet\Services\Tcpip\Paramete

rs\PersistentRoutes

Change Str dung céu Iénh Change dé thay d6i mot route change 10.0.0.1 mask
duong dinh tuyén san co 255.0.0.010.27.0.25

Delete X6a mot duong dinh ’tuyén san cé.‘Dé x0a route delete 10.0.0.1
mét duong dinh tuyén, ban chi can cung
cap dia chi IP cua duong dinh tuyén

> Thém médt dwong dinh tuyén vao bang dinh tuyén

Pé thém mot duong dinh tuyén vao bang dinh tuyén, st dung cdu lénh
Route:

1. Kich hoat cira s6 ché ¢ dong 1énh

2. Tai diu nhic Iénh, g0 route add IP address mask
subnet_mask_address next_hop destination _address

LOC GOI TIN

Loc g6i tin 1a co ché cho phép ban ngin khong cho guri hodc nhan cac kiéu
g61 tin xac dinh trén mot router. Mot bd loc goi tin 1a mot thiét 1ap trong cu
hinh TCP/IP duoc thiét ké dé cho phép hodc ngin chin cac géi tin IP theo
chiéu di ra hodc di vao mét giao dién xac dinh. Cac bd loc gobi tin co thé han
ché luu luong trén mot giao dién xac dinh dua trén dia chi nguén, dia chi
dich, huéng hoac kiéu giao thuec.

bac tinh loc goi trong dich vu RRAS dugc dua trén tinh loai trir. Ban co thé
dat cac bd loc goi cho ting giao di¢n va cu hinh chung thyc hi¢n mot trong
cac hanh dong sau:

WM Cho tit ca luu luong di qua ngoai trir cac goi tin phu hop véi cac bd
loc.
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B Loai bo tit ca luu luong ngoai trir cac géi tin duoc cho phép bai cac
bo loc.

Trong Windows Server 2003, cac bd loc goi c6 hai kiéu: cac bo loc g0i theo
chiéu vao va cac bo loc goi1 theo chiéu ra. Céc bd loc g06i theo chiéu vao s&
han ché luu luong di vao mot giao dién tir mang két ndi trung gian. Cac bd
loc goi theo chiéu ra s& han ché luu luong dugc gui tor mot giao dién di toi
cac mang két ndi trung gian. Hinh 7-12 minh hoa mdt bd loc chiéu vao ngan
chin tat ca cac goi tin ngoai trir nhitng goi tin c6 dia chi cong dich TCP 1723
va dia chi IP dich 207.46.22.1.

Thesze filters contral which packets are forwarded or processed by this network.,

Filter action:

" Receive all packets except thoze that meet the criteria below

& Diop all packets except those that meet the criteria below

Filters:
| Drestination Address | D estination Mazk | Protocal | Source Port or Type | Drestinatior
207.46.221 205.280,255.286  TCP Ay 1723
Kl | i
New Edi. | Deee |
(]S I Cancel |

Hinh 7-12: Vi du vé b loc géi

Tao cac b loc goi tin

Dé tao cac bd loc g61 ban co thé sur dung man hinh quan tri Routing And
Remote Access thong qua phan IP Routing. Trong phan IP Routing ban ¢
thé Iya chon hodc phin General hoic phan NAT/Basic Firewall. Tiép d6
cac bod loc gbi duoc cau hinh thong qua cic trang dic tinh cia giao dién
tuong tng. Ban can cha ¥ phan NAT/Basic Firewall chi cho phép ban tao
cac bo loc goi cho cac giao dién phia ngoai trong khi phan General cho phép
ban tao cac bd loc goi cho bat ky giao dién nao.

» Tao mjt bo loc goi
Pé tao mot bd loc g61, ban hay thuc hién theo cac budc dudi day:

1. M& man hinh quan tri Routing And Remote Access.
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2. Trong man hinh nay, mé rong phan IP Routing 1oi nhap vao phan
General.

3. Trong trang liét ké chi tiét cac dic tinh, kich chuot phai vao giao dién
ma ban muén thém mot bd loc rdi nhép vao Properties. Hop thoai
Properties cua giao dién xuat hién nhu Hinh 7-13.

2|

General I Caonfiguration I Multicast Boundaries I Multicast Heartbeat I

e IF Interface

¥ Enable IP router manager

[~ Enable router discovery advertizements

Adyertizement ifebme [minutes]; 30 _:I

Level of preference: ID _|::'
Send out advertisernent withit this intenal:

Fe it Hme [minutes]: I? _lj

I i bime [minutes]; 10 _:I

{Inbound Fiters... | Dutbound Filters...

[ Enable fragmentation checking

ak. | Cancel Apply

Hinh 7-13: Cau hinh cac bé loc goi
4. Trong thé General, nhép vao Inbound Filters hoac Outbound Filters.
5. Trong hop thoai Inbound Filters hoic Outbound Filters nhap New.

6. T‘rong,h(f)p thoai Add IP Filterq nhép cac tham s6 thiét 1ap cho bd loc
r01 nhap OK (xem Hinh 7-14 d€ tham khao mdt vi du)
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[ Source netwark,
|P address: I
Subnet mazk: I
¥ Destination netwark
|P address: I
Subnet mask: | 255. 255 . 255 . 255
Pratocol: IUDP j
Source port; IU
Destination port; |5UU
Cancel |

Hinh 7-14: Thém mgt bg loc IP

7. Trong Filter Action, lua chon hanh dong loc géi twong Gmg rdi nhap
OK.

8. Nhip OK dé dong hop thoai Filters Properties.

CHU Y Pinh nghia cdc b loc géi Ban ciing c6 thé dinh nghia cdc bé
loc goi trong mot chinh sach truy cdp tu xa. Cdc chinh sach truy cdp
tir xa (phdn ndy sé st’O'C dé cdp trong phan sau “Ap dung cdc chinh
sach truy cdp tir xa” cua chuong nay) cho phép ban ap dung cac ludt
va cdc gidi han cho cdc két néi truy cdp tir xa cu thé. Bang cdch dinh
nghia cdc b loc géi tai mirc chinh sach truy cdp tir xa, ban cé thé dp
dung cdc mitc han ché truy cdp khdc nhau cho nguoi sir dung khdc
nhau.

CAU HINH DINH TUYEN QUAY SO THEO
YEU CAU

Routi(zg And Remote Access ciing hd tro tinh ning dinh tuyén quay sé theo
yéu cau (Demand-dial Routing). Khi router nhan dugc mot goi tin, router
co the sir dung tinh nang dinh tuyén quay s theo yéu cau dé khoi tao mot
két ndi toi site & xa. Két nbi nay chi kich hoat khi dir liéu dugc gui tdi site
dau xa. Pudng truyén s& bi ngat khi khong co dir liéu trén duong truyen

trong mot khoang thoi gian xac dinh. Do cac két nbi quay sé theo yéu cau
thudng danh cho cac trudng hop luu lugng thap nén ban cé thé str dung cac
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duong dién thoai quay sb sin c6 thay cho cac duong leased-line, qua d6 né
lam giam chi phi két ndi.

Ban c6 thé sir dung céac bd loc quay s6 theo yéu cau dé xac dinh xem loai luu
luong nao duoc phép tao két ndi. Cac bod loc quay sd theo yéu cau hoan toan
tach biét véi cac bo loc goi IP, qua do ban co thé ciu hinh dé x4c dinh loai
luu luong nao duogc phép di vao hoac di ra mot giao dién sau khi két ndi da
duoc thuc hién.

Budc dau tién trong qua trinh trién khai dinh tuyén quay sd theo yéu cau d6
1a cAu hinh mot giao dién trén may tinh ma ban mudn né hoat dong nhur mot
router quay sO theo yéu cau. Ban c6 thé cau hinh cic giao dién ndy bang
cach st dung Demand-Dial Interface Wizard khi khéi tao cai dat dich vu
Routing And Remote Access hoac coi d6 1a mot Iya chon sau khi dich vu
Routing And Remote Access di dugc ciu hinh va kich hoat.

Néu trude d6 ban da cdu hinh va kich hoat dich vu Routing And Remote
Access ma khong c6 chirc nang quay so theo yéu cau thi ban phai kich hoat
tinh nang nay trudc khi tao bat ky giao dién quay so theo yéu cau.

Pé kich hoat tinh ning quay sO theo yéu cau, lya chon LAN And Demand-
Dial Routing trong phan General cia hop thoai Routing And Remote
Access Server Properties nhu Hinh 7-15.

ACAPULCO (local) Properties ] 21|
General I Secuity| P | PPP | Logaging |

] =
T

Routing and Remote Access

Enable thiz computer as a:

v Eouter
" Local area network, [LaM] routing anly
' LaN and demand-dial routing

- Remote access server

Ok I Cancel | Apply |
Hinh 7-15: Kich hoat dinh tuyén quay sé theo yéu cau
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Kiém tra cac két ndi quay so theo yéu cau

Sau khi kich hoat tinh ning LAN and demand-dial routing (dinh tuyén quay
s6 theo yéu cau va dinh tuyén giita cac mang LAN) va sau khi cdu hinh céac
giao dién quay sb theo yéu cau, ban c6 thé kiém tra xem két ndi ndy c6 lam
viéc chinh x4c hay khong bang cach st dung phuong phap kiém tra thii cong
hodc ty dong.

Kiém tra thii cong
Bang cach kiém tra mot cach tha cong mot két ndi quay s theo yéu cau, ban
dang kiém tra xem duong truyén PPP di dugc thiét 1ap hay chua. Phuong
phap nay xac nhén rang cau hinh cta cac phuong phap xac thuc, mé hoa, tai
khoan ctia ngudi str dung va dia chi danh cho giao dién quay s6 theo yéu cau
da hop I¢ hay chua.

> Kiém tra thi cong giao dién quay sb theo yéu ciu
Pé két ndi thu cong giao dién quay s theo yéu cau, ban hiy thuc hién theo
cac budc dudi day:
1. Trong man hinh quan tri Routing And Remote Access mo rong may
chu tuong ng roi nhap vao Routing Interfaces.

2. Trong trang liét ké chi tiét, kich chuot phai vao giao dién quay sb theo
yéu cau tuong ung.

3. Nhép Connect.

4. Sau khi két ndi quay sd theo yéu cau duoc thuc hién, cot Connection
Status (trang thai két nbi) cua giao dién quay s theo yéu cau s&
chuyén d6i trang thai tr Disconnected (chua két nbi) thanh
Connected (d3 két ndi).

Kiém tra tw dong

Bang cach kiém tra ty dong mot két ndi quay sé theo yéu cau, ban dang
kiém tra xem két ndi quay sb theo yéu cau co dugc khoi tao tu dong hay
khong khi luu lugng phu hop voi mot dudng dinh tuyén di dugce cau hinh
duoc gui toi router.

Be kiém tra mot két ndi tu dong, xac nhan rang giao dién quay s6 theo yéu
cau chudn bi duoc kiém tra dang ¢ trang thai chua ket ndi. Ke do, tao mot
lru lwgng chuyén t6i mot vi tri sdn c6 doc theo két ndi quay s theo yéu cau.
Mot cach dé dang dé tao luu luong IP d6 1a sir dung cau I¢nh Ping hoac
Tracert.
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Khi str dung cac cau 1énh Ping hoac Tracert, lan dau c6 thé ban nhin théy
trang thai khong thanh cong do do tré ctia qué trinh thiét 1ap két ndi. Tuy
nhién, goi tin dau tién duoc gui tdi giao dién s€ lam cho giao dién nay thiét
1ap két ndi va cac goi tin ké tiép s& thanh ~cong khi két n01 da duoc thiét lap.
Mot phuong phap cho phép ban xem tién trinh két ndi d6 1a sir dung cau
Iénh Ping cung voi tham so - dé tiép tuc guri cac ban tin ICMP Echo cho t&i
khi ngat thi thoi. Ban s& thay cac thong diép “Request timed out” cho t6i khi
két ndi quay s theo yéu cau duogc thiét 1ap, sau d6 ban s& thay cac phan hoi
tr phia may dich.

Sira 16i cac van dé lién quan t6i dinh tuyén quay so theo yéu
ciu

Céc phan dudi day cung cap cho ban nhitng meo trong vi€c sura 161, qua do
giip ban xac dinh dugc nguyén nhan gay ra nhimg 16i Ve dinh tuyén theo

yéu cau bang viéc cach ly nhitng 16i vé cdu hinh hoic 18i vé kién tric ha tang
tao ra:

B Két ndi theo yéu cau khong xay ra tu dong.
B Khong thé tao dugc mot két ndi quay sb theo yéu cau.

Két noi theo yéu cau khéng xdy ra tw dong
Néu mot két ndi theo yéu cau khong xay ra ty dong, xac nhan nhitng van dé
dudi day:

B Co6 cac duong dinh tuyén tinh chinh xac va dugc cau hinh véi giao
dién quay so0 theo yéu cau tuong ing.

B Dbi véi cac dudng dinh tuyén tinh st dung mot giao dién quay sé theo
yéu cau, hop kiém tra Use This Route To Initiate Demand-Dial
Connections da duoc lua chon.

B Giao dién quay sb theo yéu cau khong ¢ trong trang thai chua kich
hoat. B¢ kich hoat giao di¢n, kich chudt phai vao giao dién quay so theo
yéu cau roi lya chon Enable.

B Nhing gio khong cho phép quay sO dugc ap dung cho giao dién trén
router s¢€ ngan khong cho thiét lap két noi.

WM Cac bd loc quay sb theo yéu cau dugc ap dung cho giao dién trén
router s¢€ ngan khong cho thiét lap két noi.
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Khong thé tao mot két noi quay so theo yéu cau
Neéu h¢ thong cua ban khong thé tao dugc két noi quay so theo yéu cau, xac
nhan cac van dé dudi day cho ca hai router goi va nhan nhu sau:

B Dich vu Routing And Remote Access déu dang chay trén ca hai
router.

B Dinh tuyén di duoc kich hoat & ché d6 LAN and demand-dial
routing trén ca hai router.

W Cac cong quay so s& dugc su dung trén ca hai router deu dugc cau
hinh dé cho phép céac két ndi dinh tuyén quay sb theo yéu cau (chiéu vao
va chiéu ra).

W Co it nhat mot trong cac cong quay sb trén ca hai router duy tri trang
thai chua két noi.

W Ca hai router, két hop v&1 mot chinh sach truy cap tu xa dugce kich
hoat dé st dung it nhat mdt phuong phap xac thuc chung.

UY QUYEN CHO CAC KET NOI TRUY CAP
TU XA

Sau khi cac chung thuc cta nguoi st dung dugc xac thuc thong qua két n‘f')i
truy c@p tur xa thi két n6i phai dugc uy quyén truy cap. Qua trinh uy quyén
truy cap tir xa gdbm c6 hai budc:

1. Céc dac tinh quay s6 cua tai khoan nguoi st dung dugc xac nhan.

2. Chinh sach truy cap tir xa dau tién dap Gmg dugc liét ké trong man
hinh quan tri Routing And Remote Access s¢ dugc ap dung.

Ciu hinh cac dic tinh quay so ciia tai khoan nguoi sir dung

Céc dic tinh quay s6 duoc cung cip cho ca két ndi quay sé va két ndi VPN
s& duoc cAu hinh trong phan Dial-In cta hop thoai User Account Properties.
Néu mot ngudi str dung dang quay 5O to1 mot mién thi mot tai khoan tuong
Ung voi tén duge gui thong qua két nbi quay sb phai ton tai trén mién. Do
d6, cac dic tinh quay s cua tai khoan ndy phai duoc cdu hinh trong man
hinh quan tri Active Directory Users And Computers.

Neu nguoi st dung d6 quay so toi mot may chu doc 1ap (khong thude bat ky
mién nao) thi tai khoan cta anh ta phai ton tai trén co s dit liéu SAM cua
may chu d6. SAM 1a mot dich vu trén hé¢ diéu hanh Windows duoc sir dung
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trong sudt tién trinh dang nhiap. SAM duy tri thong tin vé tai khoan cua
nguoi str dung bao gdom ca thong tin nguoi sit dung thudc vé nhom nao. Cac
dic tinh quay s cua tai khoan ndy c6 thé dugc cdu hinh trong phan Local
Users And Groups cia man hinh quan tri Computer Management.

Hinh 7-16 hién thi man hinh cua thé Dial-In trong cac dac tinh tai khoan
nguoi st dung va phan nay sé dugc miéu ta trong phan ke tiép.
21|

Remate control | Terminal 5ervices Profile I COk+
General I Address I Account I Profile | Telephones I Organization
tember Of Dial-in I E rvironment I Sessions

— Remate Access Permizsion [Dial-in ar YEM)

 Allow access

" Deny access

" iControl access through Femote Access Policy

[~ ey CallerD:
— Callback Options

' Mo Calback
£ Set by Caller [Routing and Remate Access Service only)

 Alwaps Callback, to: I

[~ Assign a Static IP Address I
T Appl Static Boutes

Define routes to enable for thiz Dialin e Flaiss |
connection. =

Ok I Cancel | Aoply |

Hinh 7-16: Cau hinh cac dic tinh quay s6 cho mdt nguoi sir dung

Trong tat ca cac mdi trudng hoat dong ciia may chii ngoai trir cac mién AD
c6 chirc ning hoat dong 1a hon hop Windows 2000 thi lya chon Control
Access Through Remote Access Policy (diéu khién truy cdp théng qua
chinh sach truy cap twr xa) mac dinh s€ dugc kich hoat. Ban co thé thiét lap
quyén truy cp tir xa cho cac tai khoan ¢ mét trong ba mirc sau:

W Control Access Through Remote Access Policy (Piéu khién truy
cap thong qua chinh sach truy cép tir xa) Lya chon nay hodc cho phép
hodc cam cho phep truy cép quay so d6i v6i nguoi st dung. Thay vao do,
quyen cua nguoi su dung s€ duge xac dinh thong qua chinh sach truy cap
dau tién phu hop dugc ap dung cho két ndi. (Mic dinh, cac chinh sach
truy cdp tur xa s€ cAm tat ca cac két ndi truy cap tu xa)

B Deny Access (cém truy cap) Khi ban chon lya chon ndy, nguoi sur
dung s& khong thé thuc hién truy cap qua co ché quay s6 t6i hé thong
duogc bat ké anh ta nhan duogc céc thiét 1ap hodc cac chinh sach khac.
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B Allow Access (cho phép truy cap) Khi ban chon lya chon nay, nguoi
st dung s& dugc phép truy cip qua co ché quay sd t6i hé thong. lua chon
nay s& ghi dé 1én cac thiét 1ap vé cip phép truy cap tir xa trong cac chinh
sach. Ban can chu y lya chon Allow Access khong phéi lac nao ciing
ngin khéng cho cac chinh sach truy cép tir xa khoa cac cap phép truy
cap. Mot chinh sach truy cép tir xa van c6 thé ngan khong cho phép mot
tai khoan truy cap thong qua khdi lwpc chinh sach truy cdp tir xa. Vi du,
mot khdi e yéu ciu nguoi st dung chi co thé truy cap trong khoang
thoi gian lam viéc trong ngay vi vdy anh ta khong thé truy cap t6i hé
théng vao budi tdi tham chi khi lya chon Allow Access d3 dugc thiét 1ap
trong dic tinh quay s6 trong tai khoan nguoi st dung. Tuy nhién, lya
chon nay lai phu nhan thiét 1ap Deny Remote Access Permission (cAm
quyén truy cip tir xa) trong cac chinh sach truy cap tir xa.

QUAN TRONG Cic quyén truy cdp tiv xa trén mién Active
Directory hoat dpng 6 ché dp hén hop Mdc dinh, cdc mién Active
Directory trong Windows Server 2003 lan dau tién cai dat sé hoat
déng & ché dg hon hop Windows 2000. Trong méi truong nay, ban chi
c6 thé gdn lira chon Allow Access va Deny Access cho tdi khodn ciia
nguoi sw dung. Mdac dinh lva chon Allow Access dwoc chon va no
twong dwong véi thiét lip Control Access Through Remote Access
Policy trong tit cd cdc méi truong mdy chii khdc. Véi méi truong
hoat ddng nay, khéong co thiét lgp cho phép ban phii nhdn cdc quyén
truy cdp twr xa murc nguoi su dung trong cac chinh sdch.

Kiém chirng ma sé ID ciia ngwoi khéi tao két noi quay so

Néu hop kiém tra Verify Caller ID dugc chon, may chu s& kiém ching sd
dién thoai ctia nguoi khoi tao két ndi. Néu sd dién thoai khong déap tng véi
sO di dugc cau hinh thi két ndi s& bi cdm. Thiét bi khoi tao két ndi, hé thong
dién thoai giira phia khoi tao va mdy chii, may chu truy cap tir xa phai hd tro
tinh nang Caller ID (mi sb phia khoi tao). Trén mot may tinh cai dat dich vu
Routing And Remote Access, hd tro tinh nang nay gbém c6 thiét bi tra 1oi
cudc goi c6 nhi€ém vu cung cap thong tin ma s6 phia khai tao va trinh diéu
khlen Windows tuong mg dé chuyén thong tin téi dich vu RRAS. Néu ban
c4u hinh mot s6 dién thoai cho mot nguoi sir dung va ban khong hd tro tinh
ning chuyén thong tin caller ID tir phia khdi tao t6i dich vu Routing And
Remote Access thi két ndi s& bi cAm.

Tim hiéu lwa chon callback
Mic dinh thiét 1ap nay duoc cAu hinh 1a No Callback. Néu lua ghon Set By
Caller dugc chon, may chu sé khoi tao ngugce lai mdt két noi dén phia khoi
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tao theo s6 dién thoai duogc cung cép. Néu lya chon Always Call Back To
dugc chon, ngudi quan tri phai xac dinh mdt sb dién thoai dé may chu luén
sir dung no trong subt qua trinh khoi tao ngugc lai. Tinh ning khéi tao
nguoc lai yéu cau phan mé rong LCP (Link Control Protocol — Giao thirc
diéu khién duong truyén) duoc kich hoat trong Routing And Remote Access
(mac dinh, chung duoc kich hoat).

Gan dia chi IP tinh
Ban co thé géu hinh thiét 1ap Assign A Stqtic ,IP Address nhaim gan mot dia
chi IP cu thé cho mot nguoi sir dung khi két no1 duoc thuc hién.

Ap dung cic dwong dinh tuyén tinh

Ban c6 thé st dung thiét 1ap Apply Static Routes dé dinh nghia mot loat cac
duong dinh tuyén tinh, sau d6 dua vao bang dinh tuyén ctia mdy chu cai dat
dich vu Routing And Remote Access khi két ndi duge thuc hién.

AP DUNG CAC CHINH SACH TRUY CAP TU
XA

Chinh sdach truy cdp tir xa 13 mot tap hop cic quyén hoic nhimng gii han
dugc mot may chu xac thyc doc va ap dung cho cac két ndi truy cap tir xa.
Trong Windows NT4 va 3.51, cac quyén truy cap tr xa kha don gian. Cac
quyén truy cp tir xa duoc gan truc tiép cho céc tai khoan bang cach st dung
cong cu User Manager hodc Remote Access Administration. Mdac du cac
quyén nay don gian va dé& hiéu nhung ching chi lam viéc tot khi sé lugng
nguoi st dung yéu cau quyén truy cap tir xa 1a it.

Trong Windows Server 2003 va Windows 2000, qué trinh xac thuc truy cap
tir xa phtrc tap hon va ban can chd ¥ nhiéu hon dé hiéu vé van dé nay. Tuy
nhién né ciing cung cip cho ban nhiéu tinh ning manh hon va ban c¢6 thé cau
hinh mét cach chinh xac nham dap ng nhiing yéu cau vé bao mat va truy
cap cho ¢4 moi truong mang nho va lon.

Nhu di dé cap & trén, qua trinh xac thue s& két hop ca dic tinh quay sb cia
tai khoan nguoi sir dung va céc chinh sach truy cap tur xa. Véi cac chinh
sach, cac két ndi c6 thé duge xac thuc hoic ngan cAm dua trén cac dic tinh
ctia ngudi sir dung, thanh vién nhom, thoi diém trong ngay, loai két ndi yéu
cau va nhiéu tham sb khac.

CHU Y Phan bigt giita xdc thwc (authentication) voi iy quyen

(authorization) Cac khai niém nay thong thuong rdt dé bi nham 1dn.
Xdc thyc la qua trinh xdc nhdn mot thuc thé hodc mét doi tuong xem
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dé cé ding nhw da khai bdo hay khéng. Vi du, dé xdc nhdn vé nguon
gbc va tinh toan ven cia dit liéu, nguoi ta cé thé kiém chitng théng
qua mot chit ky dién tw hoac ma nhdn dién cua mot nguoi s dung
hodc mdt may tinh. Trong khi d6 iy quyén la qud trinh xdc dinh xem
mot nguoi su dung dwoc phép lam gi trén mot mdy tinh hodc mang.
Vé ban chat thi viéc vy quyén sé chi xay ra sau khi qud trinh xdc thuc
thanh cong.

CAU HINH MOQT CHINH SACH TRUY CAP TU
XA

Mot chinh sach truy cép tir xa la mot luat dung dé ap dung cho cac két ndi tur
xa gom co6 ba thanh phan: cac diéu kién, cac quyén truy cip tir xa va khdi

luoc (profile):

WM Cic diéu kién Cac diéu kién trong chinh sach truy cap tir xa bao gom
mot hodc nhiéu cac dic tinh va chung sé dugc sir dung dé so sanh voi cac
tham s6 do két ndi tao ra. Néu c6 nhiéu diéu kién dua ra thi tit ca cac
diéu kién d6 phai dugc dap tng thi két ndéi d6 moi duoc coi 1a dap tng
chinh sach.

W Cic quyén truy cip tir xa Néu tat ca cac diéu kién ctia mot chinh
sach dugc dap ung thi thiét 1ap If A Connection Request Matches The
Specified Conditions (neu mét két noi dap vmg cdc diéu kién dat ra)
dugc ap dung va ket ndi d6 s& duoc ap gan quyén truy cap hodc ngan
cam. Can chl y quyén truy cap tir xa cting dugc gan hodc cam doi vOi
ting tai khoan. Cac quyén nay s& c6 do wu tién cao hon so véi cic quyén
trong chinh sach. Khi quyén truy cap tir xa cia mot tai khoan duoc dit 1a
Control Access Through Remote Access Policy (diéu khién truy cdp
thong qua chinh sach) thi chinh sach s€ xac dinh xem nguoi st dung do
c6 duogc phép truy cip hay khong. Gan quyén truy cdp thong qua quyén
ctia tai khoan hoic thong qua chinh sach 1a budce dau tién trong viéc chap
nhan mot két ndi. Mot két ndi khi dugc khai tao s& bao gébm cac tham s6
va chiing s& 1a muyc tiéu dé so sanh véi ca cac dic tinh quay so cua nguoi
sir dung lan cac ddc tinh trong khdi lwoc (profile) cia chinh sach. Néu
mot két ndi khong dap tmg duoc cac thiét 1ap trong tai khoan nguoi sur
dung hodc trong khdi lirgc(profile) cta chinh sach thi két ndi do s& bj loai
bo.

B Khdi lwgc (profile) Sau khi két n6i d3 dugc Gy quyén thi mot tap hop
cac dic tinh chua trong khai luoc (profile) cua chinh sach truy cap tir xa
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s& duoc ap dung. Tap hop cac dic tinh (s& dugc giai thich trong phan

nay) gom cé (xem Hinh 7-17):

[~ Minutes client can be connected [Session-Timeaut]: |1 3:

1 Allow access only on these days and at these times

Edit... |

1 Allow access only to this number (Called-Station-1D):

o Allow access only through these media [MAS-Port-Typel:

OFoD| ﬁ’
O Token Ring
O *wireless - IEEE 802.11 hd|

c. Dial-In Constraints
d. IP
¢. Multilink
f. Authentication
g. Encryption
h. Advanced
Edit Dial-in Profile 2ixl
Authentication | Encruption ! Advanced !
Dial-in Constraints | IP I Fuiltilink.
r J_I\ldleEuEre;nzzmTr can remain idle befare 1t is disconnectedé |1 ﬁ

oK I Cancel | Apply |

Hinh 7-17: Cac thiét 1ap trong Khdi lwgc Dial-In

Mac dinh, dich vu Routing And Remote Access dugc cAu hinh véi hai chinh

sach duoi day:

B Connections To Microsoft Routing And Remote Access Chinh sach
nay chi chira duy nhat mot didu kién: MS-RAS-Vendor Matches
“A3118” (xem Hinh 7-18). Piéu nay cé nghia rang chinh sach chi ap
dung khi phién ban ctia RADIUS phia may tram la ~311$. Bat ky may
tram nao c6 phién ban RADIUS khong dap tmg diéu kién noi trén s&

duoc kiém tra xem c6 dap tng chinh sach thir hai hay khong.
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Connections to Microsoft Routing and Re| i |

Settings |

Specify the conditions that connection requests must match.

Policy conditions:

Jendor matches " 3114"

Add. | Edi. Remove

If connection requests match the conditions specified in this policy, the
aszzociated profile will be applied to the connectian.

Edit Profilz... |

Unlezs individual access permizsions are specified in the uzer profile, this
policy contralz access to the network.

If a connection request matches the specified conditions:
(% Deny remote access pemission

" Grant remote access permizsion

Cancel | fpply |

Hinh 7-18: Trang Properties ciia chinh truy cip tir xa méc dinh

M Connections To Other Access Servers Chinh sach ndy dugc cdu
hinh nham kiém tra tinh d4p tng ctia mdi két ndi dén bat ké kiéu may chu
truy cdp. Tuy nhién do chinh sach dau tién dap tng tat ca cac két ndi t6i
Routing And Remote Access nén chi cac két ndi toi cac may cha truy cip
khac méi duge kiém tra tinh dap tng v6i diéu kién thtr ti cia chinh sach
mic dinh khong bi thay d6i. Trir phi chinh sach dau tién bi x6a hodc thi
tu chinh sach mac dinh thay ddi thi chinh sach tht hai nay méi dugc may
chu RADIUS doc.

Nhu Hinh 7-19, ban c¢6 thé hién thi cac chinh sach truy cdp tu xa duogc cu

hinh trong man hinh quan tri Routing And Remote Access bang cach luya
chon phan Remote Access Policies.
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H Routing and Remote Access - 13| x|

File  Action ‘Wew Help

] NN
_ﬂ Routing and Remote Aocess Remote Access Policies
{55 Server Status e | EreEr
21~ [fa) COMPUTERDS {local)
------ _E_ Metwork Interfaces
------ _ﬂ Parts
l B P Routing
----- % Remote Access Policies
. G Remaote Access Logging

Connections to Microsoft Routing and Remate Access server 1
Connections to other access servers 2

| I |
Hinh 7-19: Man hinh quéan tri Routing And Remote Access

Céc chinh sach truy cap tir xa 1a duy nhét trén méi may tinh nhung khong
duy nhét dbi voi Routing And Remote Access. Sau khi ban tao ra ching,
chung ¢ thé duogc Routing And Remote Access hoic may chu RADIUS
dugc cau hinh trén méy tinh cuc bd doc. Tuong ty, ban ciing khong thé loai
b6 cac chinh sach truy cép tir xa don gian bang cach cAm dich vu Routing
And Remote Access. Ngoai ra, cac chinh sach truy cap tur xa dugc luu 1én 6
dia cing va dugc luu trit cho to1 khi chung bi x6a thong qua man hinh quan
tri Routing And Remote Access hodc Internet Authentication Service (day
la cong cu quan tri may chu RADIUS).

Mic dinh, trén Windows Server 2003 ¢6 hai chinh sach dugc cu hinh trudc.
Chinh sach dau tién Connections To Microsoft Routing And Remote
Access duoc cau hinh nhim dap tmg mdi két ndi truy cap tir xa téi dich vu
Routing And Remote Access. Khi Routing And Remote Access doc chinh
sach nay, vé ban chat n6 s& dap tng mdi két nbi dén. Tuy nhién khi mot may
chu RADIUS doc chinh sach nay, truy cip mang c6 thé dugc cung cip boi
mot nha san xuat khong phai 13 Microsoft nén chinh sach nay s& khong dap
g cac kiéu két ndi nay.

Chinh sach mac dinh tha hai 1a Connections To Other Access Servers.
Chinh sach ndy duoc cu hinh nham dép ung tit ca cac két ndi dén bat ké
chung loai may chu truy cap tirc 1a khong quan tdm dén nha san xuat. Tuy
nhién do chinh sich dau tién dap ung tat ca cac két ndi toi Routing And
Remote Access nén chi co cac két ndi téi cac may chu truy cip khac méi
duoc kiém tra tinh dap tng véi diéu kién thtr tu cua chinh sach mic dinh
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khong bi thay doi. Trir phi chinh sach déu tién bi x6a hodc thir tw chinh sach
mac dinh thay do6i thi chinh sach thr hai nay méi dugc may chu RADIUS
doc.

Cic diéu kién trong chinh sach truy cap tir xa
M&éi chinh sach truy cap tur xa dugc dua trén cac diéu kién cta chinh sach d6
nham xac dinh xem khi nao thi chinh sach dugc ap dung. Vi dy, mot chinh
sach co thé co mot didu kién dic tinh Windows-Groups dap ing
FABRIKAM\ Telecommuters c6 nghia 13 chinh sach nay chi dap ung két n6i
ma nguoi st dung 1a thanh vién cua nhém bao mat toan cuc Telecommuters.
Hinh 7-20 hién thi chinh sach da mé ta trén.

21|

Settings |

Specify the conditions that connection requests must match.

Palicy conditions:

Authentication-Type matches "Unauthenticated' AND

\findans-Groups matches "FAERIEAMAT elecammuters"

Remove

If connection requests match the conditions specified in thiz policy. the
azzociated prafile will be applied ta the connection.

Edit Profile... |

Unlezs individual access permissions are specified in the user profile, this
policy contrals access ta the network.

If a connection reguest matches the specified conditions
" Deny remote access permission

% Grant remote access permission

(1] 4 | Cancel | Apply |

Hinh 7-20: Cac diéu kién vé quay so cia Telecommuters

Nhép vao nut Add dé mé hop thoai Select Attribute cho phép ban thém mot
diéu kién mé&i vao chinh sach truy cdp tor xa. Vi du, dac tinh NAS-IP-
Address cho phép mot may chiu RADIUS phan biét cac may tram truy cap tir
xa két ndi qua mot may chu cu thé (dugc phan biét boi dia chi IP). Hinh 7-
21 hién thi hop thoai Select Attribute va tip hop cac dic tinh c6 kha ning
c4u hinh cta no.
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Select the type of attribute to add, and then click the Add buttan.

Attribute types:
M arne | Dezcription -
Authentication-Twpe Specifies the authentication scheme that iz u
Called-Station-1d Specifies the phone number dialed by the us
Calling-Station-d Specifies the phone number from which the ¢
Client-Friendly-M arne Specifies the friendly name for the RADIUS ¢
Client-lP-&ddress Specifies the [P address of the RADIUS clier
Client-wendar Specifies the manufacturer of the BADIIS m
Day-iind-Time-Restic...  Specifies the time periods and days of week
Framed-Protocol Specifies the protocal that is used.
MS-RAS - Vendor Dezcription nat yet defined
MNAS- dentifier Specifies the string that identifies the MAS th.
MAS-P-Address Specifies the P address of the NAS where th
MAS-Port-Type Specifies the type of physical port that is uzes
Service-Tupe Specifies the type of semvice that the uzer ha—
Tunnel-Type Specifies the tunneling pratocols used,
Whimdruae-GE rmons Snerifies the Windmws armonins that the oser
4 rII ] i

Add. Cancel |

Hinh 7-21: Cac dic tinh c6 thé dwa vao trong mét chinh sich

Bﬁng cach nhép vao nut Add trong hop thoai Select Attribute, ban co thé mo
mot hop thoai cho phép ban cAu hinh diéu kién cho mét dic tinh cu thé. Vi
du, nhu Hinh 7-22, hop thoai Authentication-Type xuét hién néu ban nhép
vao nut Add khi dac tinh Authentication-Type duogc lua chon. Hop thoai nay
cho phép ban lya chon cac két ndi truy cép tir xa nao dap tng chinh sach
thong qua giao thirc xdc thire. Trong vi du nay, chinh sach nay dugc céu
hinh dé dap ung cac két ndi khong xdc thire. Tuong tu, ban c6 thé xac dinh
cac thanh phﬁn cu thé cho bat ky dac tinh ndo ban chon dé phuc vu nhu cac
diéu kién ciia mot chinh sach.

Authentication-Type _ d |

Ay ailable twpes: Selected types:

CHAP
E4P

Estenzion << Bemove |
MS5-CHAP w1 E

M5 -CHAP w1 TP
M5 -CHAP v2

M5 -CHAP v2 CPwW
PAP

IInauthenticated

k. | Cancel |

N
A /4

Hinh 7-22: Vi du vé cac thanh phan ciia mét diéu kién
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CHU Y Piéu kién trong chinh sdach va cdc nhém bdao mdt global Chi
c6 cdc thanh vién ciia cdc nhém bao mdt toan cuc méi cé thé dwa vao
lam diéu kién trong cdc chinh sach. Ban khong thé dwa thanh vién ciia
cac nhom bao mat téng hop hoac mién cuc b vao lam diéu kién trong
cac chinh sach.

Cip phép truy cdp tir xa

M&i chinh sach truy cap tir xa xac dinh xem mot két ndi néu dap ung cac
diéu kién trong chinh sach d6 s& duoc phép hay bi cAm. Céc thiét lap Cap
phép nay tuong ung véi lya chon Grant Remote Access Permission hoac
Deny Remote Access Permission nhu dugc mo ta trong Hinh 7-20 & trén.
Céan nhé réng lwa chon Allow Access (khong tinh méi truong mién hoat
dong & ché @6 hdn hop Windows 2000) va Deny Access (trong phan dic tinh
quay sb ctia mot tai khoan riéng 1¢) thudng sé co do vu tién cao hon thiét 1ap
nay.

Profile ciia chinh sdach

Mot profile chinh sach truy cap tur xa bao gom mot tap hop cac rang bude va
cac dic tinh duoc ap dung cho mot két néi. Ban c6 thé ciu hinh mét profile
bang cach nhip vao nut Edit Profile trong trang Properties cta chinh sach
nhu Hinh 7-20. Nhip vao ndt ndy s& mo hop thoai Edit Dial-In Profile nhu
trén Hinh 7-23. Mdac dinh, profile cia mot chinh sach chua dugc cu hinh
nén s€ khong co bat ky rang budc nao hoac dic tinh nao dugc ap dung cho
cac két noi.

Authentication | Encryption I Advanced |
Dial-in Constraints I P | b Liilink.

Minutes server can remain idle before it is dizconnected |-| 3‘
r [Idle-Timeout]: =

[T Minutes client can be connected [Session-Timeout]: |1 3:

v Hllow access only on these days and at these times
Sun 00:00-24:00 -
Mon 00:00-24:00
Tue 00:00-24:00 =

Edit ... |

A allow access anly to this number [Called-5 tatiore D)

T Allow access only through these media [MaS-Port-Typel:
OFooi f’
[ Token Ring
O wireless - IEEE 802.11 hd|

Ok I Cancel I Apply I

Hinh 7-23: Profile ciia chinh sach truy cip tir xa da dwoe cAu hinh
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Céc phan duéi ddy miéu ta 06 thé xuét hién trong profile ciia mot chinh sach

W Dial-In Constraints (cdc rang budc vé quay sé) Thé nay cho phép
ban dat cac rang budc sau:

O

Minutes Server Can Remain Idle Before It Is Disconnected:
ket noi s€ bi ngat sau khoang thoi gian xac dinh néu khong c6 dir
li¢u trén duong truyén.

Minutes Client Can Be Connected: khoang thoi gian cho phép
cac may tram két noi téi.

Allow Access Only On These Days And At These Times: chi
cho phep quay s6 toi may chu tai nhitng ngay xac dinh va vao
nhirng thoi diém xac dinh.

Allow Access Only To This Number: chi cho phép truy cap
bang so di¢n thoai nay.

Allow Access Only Through These Media: chi cho phép truy
cap thong qua nhitng thiét bi dugc xac dinh bén dudi.

B IP Ban co thé dit cac dic tinh IP nham xac dinh qué trinh gan dia chi
IP. Ban c6 nhiing lya chon dudi day:

O

Server Must Supply An IP Address: may chu phai cap phat
mot dia chi IP cho may tram.

Client May Request An IP Address: may tram cé thé yéu cau
mot dia chi IP.

Server Settings Determine IP Address Assignment (thiét 1ap
mac dinh): cac thiét 1ap trén may chu s€ xac dinh qué trinh gan
dia chi IP.

Assign A Static IP Address. gan mdt di:%l chi IP tinh. DPia chi IP
dugc gan thong thuong duge su dung nham dap ng cac dac tinh
tuan theo nha san xuat cho cac dia chi IP.

Ban ciing c6 thé sir dung thé IP dé dinh nghia cac bo loc goi IP nham ap
dung cho luu lugng ctia két noi truy cép tir xa.

B Multilink Ban c6 thé thiét 1ap dac tinh multilink (da duong) nham
cho phép thuc hi¢n mot két ndi trén nhiéu duong khac nhau va xac dinh
sO luong 16n nhat cac cong (hay sd luong cac modem) ma mot két ndi da
duong co thé sir dung.
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Thém vao do, ban cd thé thiét lap chinh saich BAP (Bandwidth
Allocation Protocol - Giao thirc Xac dinh Gidi thong Sir dung) nham
xac dinh muc d0 s dung dai thong va xac dinh xem cac duong truyén
nao vuot qua muiac BAP cho phép s€ bi loai bo. Cac dac tinh multilink
va BAP c6 thé sir dung duoc trong Routing And Remote Access. Mic
dinh chung khong duoc kich hoat.

Dich vu Routing And Remote Access phai kich hoat tinh nang
multilink va BAP thi dac tinh multilink trong profile méi dugc thuc
thi.

B Authentication Ban c6 thé thiét lap cac dac tinh xac thuc nham cho
phép: cac kiéu xdc thiye duge ap dung cho mot két ndi; kieu EAP (giao
thirc xdac thuc mé rdng) phai dugc st dung. Ngoai ra, ban co thé cau hinh
kiéu EAP. Mic dinh, MS-CHAP va MS-CHAP v2 dugc kich hoat. Trong
Windows Server 2003, ban c6 thé xac dinh xem ngudi s dung cé thé
thay d6i dugc mat khau di hét han st dung bang cach st dung MS-
CHAP va MS-CHAP v2 (day la cac giao thtrc dugc kich hoat theo mac
dinh).

Dich vu Routing And Remote Access phai kich hoat cac kiéu xdc thuc
tuong Ung thi cac dac tinh xdc thuc trong profile méi dugc thuc thi.

B Encryption Windows Server 2003 hd tro hai phuong phap mi hoa
thong dung cho dir liéu cua két ndi truy cap tir xa 1a: Rivest-Shamir-
Adleman (RSA) RC4 va Data Encryption Standard (DES). RSA RC4 1a
thuat toan kha quen thu¢c dugc su dung trong MPPE (Microsoft Point-
to-Point Encryption — md héa két néi diém-diém cia Microsoff). Kiéu
ma hoa nay duogc s dung vdi cac giao thirc xdac thuec MS-CHAP hodc
EAP-TLS (Extensible Authentication Protocol-Transport Layer
Security) cho ca két ndi quay sb 1an két néi VPN duya trén PPTP. DES la
co ché mi hoa thuong duoc s dung véi IPSec — mot chuin bao mat
duoc st dung véi giao thiic xdc thuc L2TP trong cidc mang riéng 4o
VPN. (VPN, PPTP va L2TP/IPSec dugc dé cap trong phan “Céc thanh
phan clia mot mang riéng 40” trong chuong nay).

Bang 7-2 dudi day s& md ta cac mirc mad héa ma MPPE va IPSec ho tro.
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Bang 7-2: Cac loai ma hoa

Kiéu ma héa Mirc ma héa hé tro
MPPE chuan 40 bit, 56 bit
MPPE tang cuong 128 bit
IPSec DES 56 bit
IPSec Triple DES 168 bit

Céc thiét 1ap trong thé Encryption trong mot khai lugc cua chinh sach truy
cap tr xa (xem Hinh 7-24) cho phép ban x4c dinh cac mirc ma hoa cho phép
hoan toan doc 1ap véi cac kiéu m3 hoa. Tuy nhién, ban chit cua mdi mirc ma
hoéa lai bién ddi theo co ché ma hoa duoc st dung.

Dialin Constraints | IP | Multiink |
Authentication Encryption | Advanced

The following encryption levels are supported by servers running Microzoft
Routing and Remate Access. If pou uze a different remate access server,
make zure the encryption level: you select are supported by that software.

If Mo encryption is the only option selected, then users cannot connect by
using data encryption.

[+ Basic encryption [MPPE 40-bitE

W Stiong enciyption [MPPE 56 bit]
W Stongest encryption ([MPPE 128 bit)

[~ Mo encryption

Ok I Cancel | Apply |

Hinh 7-24: Thé Encryption trong profile ciia m¢t chinh sach

C6 tat ca bon lya chon vé ma hoa cho phép trong thé Encryption:

B Basic Encryption (MPPE 40-Bit) Ddi vé6i cac két néi‘ quay sd va
Vl,)N dua trén,PPTP thi MPPE duoc st dunglvéi khoa co6 chiéu dai 40 bit.
Do1 véi cac két no1 VPN L2TP/IPSec, co ché ma hoa DES 56 bit duoc st
dung.

m Strong Encryption (MPPE 56-Bit) D6i voi cac két né@ quay s va
Vl,’N dua trén,PPTP thi MPPE duoc st dungrvéi khoa co6 chiéu dai 56 bit.
D061 voi cac két noi VPN L2TP/IPSec, co ché ma hoa DES 56 bit dugc st
dung.
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B Strongest Encryption (MPPE 128-Bit) Ddi véi cac két ndi quay sb
va VPN dua trén PPTP thi MPPE duoc st dung véi khoa ¢o chiéu dai
128 bit. Pdi v6i cac két ndi VPN L2TP/IPSec, co ché mi hoa Triple DES
(mot co ché ma hoa twong ty nhuw DES nhung st dung chiéu dai khoa gap
ba lan) 168 bit duoc sir dung.

M No Encryption Lya chon nay cho phép cac két ndi khong ma hoa va
dap Umg cac di€u kién trong chinh sach truy cap dua ra. X6a bd lya chon
nay tuc la n6 yéu cau ma hoa.

B Advanced Ban c6 thé dit cac tham s6 manh hon dé xac dinh mot loat
cac dic tinh RADIUS ma may chua IAS sé& quay trd lai kiém tra may chu
truy cip mang (NAS) va mdy tram RADIUS. Chi c6 duy nhat mdy chu
RADIUS sir dung céc thiét 1ap nay con Routing And Remote Access
khong str dung chung.

QUAN TRI XAC THU'C TRUY CAP MANG VA
CAC CHINH SACH

Sau khi may tram quay s t6i may chu truy cap tur xa va cdc dia chi IP can
thiét duoc gan, cac chung thyc duge cung cap cung voi két ndi phai dugc
xéac thuc. Xac thuc 1a tién trinh kiém tra tinh hop 1é - thong qua viéc xac
nhan mat khau hodc cac chung thuc thay thé nhu chimg chi hoic thé thong
minh chang han — dé x4c nhan trén thuc té nguoi ding chinh 1a nguoi ma ho
d3 khai bao. Viéc xac thuc truy cip tir xa xdy ra trude tién trinh xac thuc
dang nhap mién. Néu mot ngudi st dung quay sb cd ging két nbi dé dang
nhap vao mién tir xa thi két ndi d6 phai duoc xac thuc, ty quyén va thiét lap
két ndi trudc khi qua trinh dang nhap mién thong thudng xay ra.

Pé dang nhap vao mot mién théng qua két nbi quay sd, lwa chon hop kiém
tra Log On Using Dial-Up Connection trong hop thoai Log On To
Windows. Sau khi ban nhdp tén va mat khau roi nhép OK thi hop thoai
Network Connection xuat hién. Ttr danh sach tha xuéng Choose A Network
Connection lua chon két ndi ma ban di cdu hinh cho viéc truy cép tir xa qua
co ché quay s6 r6i nhap Connect.

Két ndi quay s6 bat dau va tiép do 1a qua trinh xac thuc va uy quyén. Thong
thuong, t€n nguoi st dung, mlen va mat khau duoc cau hinh cho két noi
cling giéng véi nhitng gi ban can xac nhan vOi qua trinh dang nhap mién.
Tuy nhién hai tap cac chirng thuc nay duoc cu hinh va xac thuc hoan toan
doc lap.
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Mot két ndi truy cap tir xa duoc thiét 1ap néu cac chiung thuc cho két ndi dé
duogc xac thyc thanh cong va két nbi d6 dugc oty quyén. Qua trinh dang nhap
mién thong thuong xay ra nhu sau: cic ching thuc ma ban nhap vao trong
hop thoai Log On To Windows sé dugc xac nhan véi mot may chu diéu
khién mién phuc vu cho qua trinh xéc thyc.

CHU Y Xic thie cuc bé va tiv xa Néu ngueoi sir dung quay so t6i mot
mdy chii doc ldp tiec 1a mdy chii nay khéng phdi la thanh vién cia bdt
ky mién nao thi trude hét ho phdi dang nhdp toi cac tinh cuc bo hoac
cdc mién cuc bo ciia ho triede khi két noi téi may chi tir xa. Trong
trwong hop nay, qua trinh xdc nhan cac chimg thyc cua may tinh tu
xa dwgc giri trén két néi quay sé chi yéu cau xdc thiee trude khi két noi
dwoc 1y quyén va thiét Idp. Cdc chirng thwe nay phdi dwoc leu trén co
so dit lieu SAM cuc bo cua mdy chu don két néi trude khi nguoi s
dung két néi.

Thuc hién xac thuc thong qua RADIUS

Ban c6 thé cau hinh tién trinh xdc thuc truy cap tir xa duge thuc thi thong
qua xdc thyc Windows hodc moét may chu RADIUS. Trong xdc thuc
Windows, khi ngudi st dung cb gang quay s6 toi mot may tinh thudc mot
nhom thi may chu s€ xac thuc két ndi bang cach klem tra tinh hop 1€ cua tén
va mat khau trong co so dir liéu bao mat cuc bo nam ngay trén may cha do.
Khi nguoi st dung quay sd két ndi téi mot mién, may chu s& hudng cac yéu
cau xéac thuc tdi mot may chu diéu khién mién. Tuy nhién, khi ban cu hinh
mot may chit RADIUS dé xac thuc cac két ndi truy cap tir xa thi may chi sé
chuyén ca hai trach nhiém xdc thiee va Gy quyén dén mot may chu trung tim
cai dat dich vu IAS.

Ban lya chon phuong phap xac thuc ndy ¢ mot trong hai noi sau: trén trang
Managing Multiple Remote Access Servers cua Routing And Remote
Access Server Setup Wizard (xem Hinh 7-25) hoac trong thé Security ctua
hop thoai Server Properties trong man hinh quan tri Routing And Remote
Access (xem Hinh 7-26). Cha ¥ rang, néu ban mudn sir dung xdc thuc
Windows thay cho mot may chit RADIUS trong trinh huedng dan, ban cé thé
chon lva chon No, Use Routing And Remote Access To Authenticate
Connection Requests (Khong, t6i muon sir dung RRAS dé xdc thuc cdc yéu
cau két noi).

Lwa chon cdc giao thirc xdc thuc
DPé xdc thue cac chung thuc dugc xac nhan qua két nbi quay s6, trudc hét
may chu phai théa hi¢p voi phia may tram mot giao thuc xac thuc chung.
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Hau hét cac giao thirc xac thuc déu cung cip mét s6 phuong phap do mirc
bédo mat do dé cac chimg thuc cta ngudi st dung khong thé bi can thiép.
Céc giao thuc xac thyc trén cac may tram va may chiu Windows dugc gan
mot do uu tién dya trén mac bao mat nay.

Routing and Remote Access Server Setup Wizard X

M anaging Multiple Remote Access Servers

Connection reguests can be authenticated locally or forwarded to a Remote
Authentication Dialln User Service [RADIUS] server for authentication.

Although Routing and Remote Access can authenticate connection requests, large
networks that include multiple remote access servers often uge a RADIUS server for
central authentication.

If you are using a RADIUS server on your nebwarl, you can set up this server to fonward

authentication requests to the BADIUS server.

Do you want to set up thiz server to work with a RaDIUS server?

@ Mo, use Routing and Femote Access to authenticate connection requests

" Yes, zet up this server to work with a RADIUS server

< Back I Mest » I Cancel |

Hinh 7-25: Lwa chon phwong phap xac thwe bang cach sir dung Routing
And Remote Access Server Setup Wizard

ACAPULCO {local) Properties 21x]

General Security | P I PRP I LDggingI

The authentication provider walidates credentials for remate access clients
and demand-dial rauters.

Authentication provider:

windows Authentication Configure... |

Authentication kethads. ..

The accounting provider maintaing a log of connection requests and
FEEFIONS.

Accounting provider:

windows Accounting j Canfigure... |

The custom IPSec policy specifies a pre-shared key for LZTP connections.
The Routing and Remote Access service should be started to zet this
option.

[~ Allow custorn IPSec policy for L2TP connechion

Fre-shared FKew

ok I Cancel | Appln

Hinh 7-26: Lwa chon phwong phap xac thwe bang cach sit dung thé

Security
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Giao thuc xac thuc duge lua chon cho mot két ndi truy cap tu xa luon 1a bao
mat nhét trong s6 nhimg giao thirc duoc cho phép trén cac dic tinh két ndi
phia may tram, cac dic tinh may chi két ndi tir xa va cac chinh sach dugc ap
dung cho két ndi. Mic dinh, giao thtc dugc chon la MS-CHAP v2 duogc ap
dung cho tat ca céac may tram va may chu cai dat h¢ diéu hanh Windows
2000, Windows XP, hoac Windows Server 2003.

Dué6i day 1a mot danh sach day du vé cac giao thirc xac thuc duge Routing
And Remote Access ho trg trén hé diéu hanh Windows Server 2003 (danh
sach nay liét ké theo thir ty tir bAo mat nhat dén bao mat kém hon):

[ | EAP-TLS Mot giao thirc xac thuc dua trén ching chi dugc }huc ~hién
trén nén EAP (day 1a mdt khuon dang c¢6 kha nang mo rong nham ho trg
cac phuong phap xac thuc moi).

EAP-TLS thuong duoc sir dung két hop véi cac thé thong minh. N6 hd
tro md hoa ca dir liéu xac thuc 14n dir liéu cua két ndi. Ché ¥ rang céc
may chu doc 1ap khong hd tro EAP-TLS nén dé c6 thé st dung giao thirc
nay may chu truy cdp tu xa cai dait Windows Server 2003 phai la thanh
vién ctia mot mién.

B MS-CHAP v2 Mot phuong phép xac thuc hai chiéu cung cip kha
nang ma hoa ca dir liéu xac thyuc 14an dir liéu cua két ndi. Mot khoa mat
mi méi duoc st dung cho mdi két ndi va mdi hudng truyén dan. MS-
CHAP v2 duoc kich hoat mac dinh trén Windows 2000, Windows XP va
Windows Server 2003.

B MS-CHAP vl Mot phuong phap xac thuc mot chiéu cung cip kha
ning ma hoa ca dir liéu xac thuc 1an dir lidu cua két ndi. Khoa mat ma
dugc st dung cho tat ca cac két ndi. MS-CHAP vl hd tro cac may tram
cai dat hé diéu hanh Windows cii nhu Windows 95 va Windows 98.

B Extensible Authentication Protocol-Message Digest S Challenge
Handshake Authentication Protocol (EAP-MD5 CHAP) Mét phién
ban ciia CHAP hd trg ma hoa dir liéu xac thuc thong qua thuit toan
“bam” MD5 va cung cép kha niang tuong thich véi cac may tram khong
cai dit Windows nhu MAC OS X. N6 khong hd tro tinh ning ma héa di
ligu két noi.

B Challenge Handshake Authentication Protocol (CHAP) Mot
phuong phap xac thuc thong dung cho phép ma hoa dir li¢u xac thyc dua
trén thuat todn “bam” MDS5. CHAP cung cap kha nang tuong thich voéi
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cac may tram khong cai dat Windows. Chinh sach nhém dugc ap dung
cho cac tai khoan str dung phuong phap xac thuc nay phai duoc cau hinh
dé luu trit cac mat khau st dung co ché ma hoa nguoc (cac mat khau phai
dugc thiét 1ap lai sau khi chinh sich méi nay duoc ap dung). N6 khong
hd trg tinh nang ma hoa dit lidu két ndi.

B Shiva Password Authentication Protocol (SPAP) Mot giao thirc xac
thuc dugc ma hoa yéu cung cap kha nang tuong thich véi cac san pham
tur xa Shiva. SPAP khong ho trg tinh ndng ma hoéa dit li¢u két noi.

B Password Authentication Protocol (PAP) Mot giao thirc xac thuc
chung khong hd trg ma hoa dir lidu xac thuc. Cac ching thuc cua ngudi
st dung dugc gui trén mang theo dang tuong minh (clear-text). PAP
khong hd tro tinh ning ma hoa dir lidu két nbi.

B Unauthenticated Access Khong c6 bat ky giao thirc xac thuc nao ca.
bay 1a mdt lva chon ma khi duoc thiét 1ap trén may chu truy cap tir xa va
chinh sach truy cap duoc ap dung cho két ndi s& cho phép cac két ndi tir
xa két ndi t6i may chi ma khong can cung cép bat ky mét ching thuc
nao. Phuong phap nay co thé dugc st dung dé stra 16i hodc kiém tra két
n6i truy c@p tur xa. RO rang truy cép nay khong hd tro viéc ma hoa dir liéu

két ndi.

Bang 7-3 cung cap thong tin gitp ban dbi chiéu nhitng yéu cau voi cac giao

thirc xac thuc tuong Umg.
Bang 7-3: Lwa chon giao thirc xac thue

Yéu cau

Lwa chon

Xa:lc thuc ma héa hd trg cac may tram cai dit hé
dieu hanh Windows 95, Windows 98,~ Microsqft
Windows Me hoac Windows NT4 (ho trg thuan

tay)

MS-CHAP vl

X4ac thuc ma hoa ho trg cac mdy tram cai dit hé
diéu hanh Windows 95, Windows 98, Microsoft
Windows Me hodac Windows NT4 (v6i viéc cap
nhat Dial-Up Networking méi nhat)

MS—CHAP ’V2 (chi duy
nhat két noi VPN véi
Windows 95)

Xac thuc ma héa hd tro PKI dua trén ching chi,
vi du viéc st dung cac thé thong minh (khi may
chi truy cdp tr xa 1a thanh vién ctia mién
Windows 2000 Server hoac Windows Server

EAP-TLS
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2003)

X4ac thuc ma héa hd trg cdc may tram truy cap tir  MS-CHAP v2

xa Windows 2000, Windows XP va Windows

Server 2003

Xéc thuc hai c~hiéu (may tram va may chd luén EAP-TLS va MS-
lu6n x4ac thuc lan nhau) CHAP v2

HO0 trg ma héa dit liéu két noi MS-CHAP vl, MS-

CHAP v2 va EAP-TLS

X4c thuc ma héa hd trg cac may tram stir dung hé
diéu hanh khac

CHAP va EAP-MDS5
CHAP

Xac thuc mi héa hd trg cac may tram cai dit
phan mém Shiva LAN Rover

SPAP

Xac thyc khong ma hoa khi cdc may tram khong
ho trg bat ky giao thurc nao

PAP

May tram khong cung cap bat ky mot ching thuc
nao

Unauthenticated access
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TONG KET

[ | Béng viéc su dung dich vu Routing And Remote Access, Windows
Server 2003 c6 thé dugc cau hinh nhu mét router va mot may chi két nbi
tir xa. Mot vu diém dang ké khi str dung Windows Server 2003 d6 la cach
no tich hop véi cac dac tinh cia Windows nhu chinh sach nhom va dich
vu thu muc Active Directory. Man hinh quan tri Routing And Remote
Access 1a cong cu duy nhét duoc st dung dé cau hinh va quan tri dich vy
nay.

B Routing And Remote Access c6 thé duoc cau hinh mot cach ty dong
theo mot vai lya chon: Truy cp tir xa (quay sb6 hodc VPN), Chuyén doi
dia chi mang (NAT), truy cap mang riéng ao (VPN) va NAT, bao mat két
ndi giira hai mang cuc bd. Néu nhu cac lya chon chuan dugc néu ¢ trén
khong pht hop voi yéu cu cua ban, ban c¢6 thé cdu hinh Routing And
Remote Access béng tay.

W Néu khong st dung céc giao thic dinh tuyén nhu OSPF va RIP, nguoi
quan tri mang phai thém cac duong dinh tuyén tinh dé két ndi véi cac
mang con khong két ndi truc tiép voi router khi ma cac mang con nay
khong cting hudng voi cac dudng dinh tuyén mic dinh.

B Cac router doc thong tin dia chi dich trong cac goi tin nhén dugc va
dinh tuyén chung tuy theo huéng dugc cung cap trong bang dinh tuyen
Trong Windows Server 2003, ban c6 thé hién thi bang dinh tuyén IP
thong qua man hinh quan tri Routing And Remote Access hodc qua cau
1énh Route Print & ché do dong 1énh.

m Windows Server 2003 cung cap kha nang hd tr¢ mé rong cho dinh
tuyen quay sO theo yéu cau. Do 1a dinh tuyén cac goi tin trén cac duong
truyén diém n01 diém vat ly nhu cac duong dién thoai analog va ISDN,
cac dudng truyén diém ndi diém ao nhu PPTP va L2TP. Dinh tuyén quay
s6 theo yéu cau cho phép ban két ndi v4i Internet, voi cac chi nhanh hoic
thuc thi két ndi VPN giira hai router.

m Két n01 truy c@p tir xa phai dugc uy quyén sau khi né duoc xdc thuc.
Uy quyén truy cip tir xa bt dau voi cac dic tinh quay so cua tai khoan
nguol sir dung; trude hét dap tng chinh sach truy cip réi méi duoc ap
dung cho két nbi.
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M Microsoft trién khai mot may cha RADIUS 14 IAS. St dung may chu
RADIUS cho phép ban tap trung hoa viéc xdc thuc, Gy quyén va dang
nhap cho cac két néi tir xa. Khi ban trién khai RADIUS, nhiéu may tinh

cai dat dich vu Routing And Remote Access s€ huong cac yéu cau truy
cap dén may chu nay. Ké d6, may chu RADIUS s& truy van may cha diéu
khién ving cho tién trinh x4c thuc va 4p dung cac chinh sach cho cac yéu
cau két nbi.

BAI TAP THU C HANH

CHU Y QUAN TRONG Hoan thanh tit cd cdc bai tap thwe hanh
Néu ban ldp ké hoach thuc hién cdc bai thuc hanh cua quyén sach nay
thi ban phdi lam tat ca cdc bai thuc hanh trong chuong nay réi duwa

may tinh quay tro Vvé trang thdi ban dau dé két hop véi cdc bai thuc
hnah trong cuon BAI TAP THUC HANH

Bai tip thue hanh 7-1: Hién thi bang dinh tuyén IP
Trong bai thyc hanh nay, ban sé& hién thi bang dinh tuyén IP tai ché do dong
1¢énh.
1. Mo cira s6 ché do dong 1énh.
2. Tai ché d6 dong 1énh, gd route print roi nhap phim ENTER.
CAU HOI Mdt ng mang ciia mang dich 10.1.0.0 la gi?
CAU HOI ON TAP
1. Ban la nha quan tri mang cua cong ty ABC. Mang cua cong ty nay co
mot vai mang con. Hién tai, ngudi st dung mang chi yéu cau truy cap
dén mang Intranet cua cong ty va cac tai nguyén cuc bo khac nhu cac
tai nguyén chia sé file va cac may in. Gan day, cong ty c6 thué mot
do1 phat trién. Ho s€ gia nhap vao mang cua ban va yéu céu ban phai
ho tro. Nhﬁ’ng, Iwra chon nao duéj day yéu cau b;_m trién khai mot giai
phap dinh tuyén cho ddi phat trién nay? Chon tat c4 cac lya chon dap
ung.
a. Doi phat trién can két ndi t6i mang ctia céng ty nhung cac tng
dung ki€m tra ctia ho phai dugc tach riéng ra khoi mang.

b. Doi phat trién st dung mang Internet dé truy cap téi mang cong ty.

c. Doi phat trién khong yéu cau truy cép Internet va cac img dung
kiém tra ctia ho khong can két nbi toi mang cong ty.
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d. M3 nguodn phai dugc ma héa khi luu trit va truy cip qua mang.

2. Ban la nha quan tri mang cua cong ty ABC. Mang ctia cong ty nay co
mot vai mang con. Hién tai, ngudi sit dung mang chi yéu cau truy cip
dén mang Intranet cia cong ty va cac tai nguyén cuc bo khac nhu cac
tai nguyén chia sé file va cic may in. Gan ddy, cong ty c6 thué mot
doi phat trién. Ho s& gia nhap vao mang cua ban va yéu cau ban phai
hd tro. Nhitng lga chon nao dudi day yéu cu ban x4c dinh mot giai
phap loc gbi cho ddi phat trién nay? Chon tat ca cac lya chon dap tmg.

a. Doi1 phat trién can két no1 day du td1 mang ciia cong ty nhung céc
ung dung ki€m tra ctia ho phai dugc tach ri€ng chi voi cac may
tinh kiém tra.

b. Poi phat trién can két ndi téi mang cong ty nhung cac tmg dung
kiém tra cua ho phai dugc cach ly hoan toan véi nguoi st dung
trén mang.

c. Doi phat trién khong yéu cau truy cap Internet va cac Ung dung
kiém tra ctia ho cling khong can két ndi toi mang cong ty.

d. Poi phét trién stir dung mot giao thirc duy nhat dugc xac dinh trudc
de kiém tra cac ung dung.

3. Qua mdt vai tudn ban nhin dugc nhitng 101 phan nan tir phia nguoi sir
dung rang ho khong thé két ndi mot cach lién tuc t6i may chu VPN.
Ban kiém tra lai céc file nhat ky va nhan ra rang nhitng phan nan d6
xdy ra khi mac d§ st dung mang l1a cao. Ban loai trir tinh hué)ng dia
chi 14 nguyén nhan cta van dé. Vay dau 1a 1y do cta nhimg van dé
truy cap khong lién tuc?

4. Ban ciu hinh mdy chi truy cép tir xa nham phén phdi dia chi cho céac
may tram thong qua mot may chit DHCP. Tuy nhién, ban nhan ra rang
cac may tram duogc gan dia chi APIPA cua chinh né. Hay dua ra hai
nguyén nhan c6 thé gy ra 13i nay.

5. Cong ty ABC gan day co trién khai cac thé thong minh cho cic nhan
vién c6 nhu cau truy cdp tr xa téi mang cua cong ty. Ban s€ st dung
giao thirc xac thyc nao dé ho tro viéc st dung cac thé thong minh nay?

6. Nguoi quan tri cong ty ABC mudn dam bao dir liéu phai dugc ma hoa
trong sudt qua trinh truy cap tir xa xay ra. Céac giao thirc xac thuc nao
cung cap qua trinh ma hoéa dir liéu?

7. Gan day ban tao mot mién méi trén mang Windows Server 2003 va
moi truong hoat dong ctia mién 1a hon hgp Windows 2000. Thiét 1ap
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Allow Access trong cac dic tinh quay s6 cia mot tai khoan ngudi st
dung trong moi trudng nay khac védi cac modi trudong may cha khac
nhu thé nao?

8. Ban dang stra 16i mot két ndi truy cap tir xa bi 16i. Ban xac nhan rﬁng
cac dic tinh quay sb cua tai khoan ngudi st dung duoc thiét 1ap 1a
Allow Access va chinh sach truy cap dap tmg dau tién duoc dit 1a
Grant Remote Access Permission. Nhung may tram van khong két
nbi dugc. Ban s& kiém tra gi ké tiép?

CAC KICH BAN TINH HUONG

Kich ban 7-1: Xac thuc s6 dién thoai

Cong ty ABC c6 10 nha san xuét phai truy cap vao hé théng mang cua cong
ty. Nham dam bao tinh bao mat, ABC muon ABC mudn 10 nha san xuat nay
chi duoc x4c thuc duy nhat thong qua s dién thoai ma ho su dung dé két ndi
to1 mang cong ty. Do d6 ho phai dugc xac thyc boi cac s6 dién thoai va
ABC ciing khong mudn 'yéu céu ho nhap tén cing nhu mat khau cho qua
trinh x4c thuc. Ban c6 thé trién khai cdu hinh nay nhu thé nao?

Kich bin 7-2: Ban ghi chirng thue duy nhat

Ban 1a nha tu van mang cho cong ty ABC. Cong ty nay da céu hinh mot
VPN kiéu PPTP. Mac du nguoi sir dung khong co 16i gi trong van dé ket n01
nhung ho van phai nhap tén va mat khau hai lan. Ban nhan duoc yéu ciu ciu
hinh hé thong sao cho nguoi str dung chi can nhap mat khau cta ho mot lan
duy nhat dé két ndi toi mién cua cong ty. Ban c6 thé cho phép ngudi sir dung
tranh viéc nhap cac chung thuyc cua ho trong cd man hinh Log On To
Windows va hop thoai két ndi VPN nhu thé nao? Cac giao thirc xac thuc nao
c6 thé duogc sir dung qua két ndi VPN?
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CHUONG 8: DUY TRI KIEN TRUC
HA TANG MANG

Hoan thanh chwong nay ban c6 kha nang:

B Su dung thé Networking trong Trinh Quan tri Tac vu (Task Manager)
dé hién thi cac hoat dong lién quan dén mang.

B Giam sat luu thong mang.

B Tim kiém va thiét ldp cac canh bao st dung bang diéu khién Hiéu
nang (Performance Console).

B Thu thap dir lidu xac dinh bang cach sir dung phién ban gidm sat mang
Network Monitor di kem trong hé di€éu hanh Windows Server 2003.

B Sua 10i két ndi véi Internet.

B Sua 16i cac dich vu trén may chu bang cach st dung cong cu Service
va Event Viewer.

B St dung cac lya chon phuc hoi dich vy dé€ chan dodn va giai quyét cac
van dé lién quan téi1 dich vu.

M Chan doan va giai quyét cac van dé lién quan t6i cac dich vu phu
thudc (Service Dependency).

C6 hai phuong phap dé duy tri mang cta ban: phwong phap chu dong va
phuong phap thu dong. Sau khi qua trinh trién khai thiét ké mang ctia ban
duoc hoan thanh va ban xac nhan rr:ing mang lam viéc tdt thi mo hinh thu
dong c6 nghia 1a ban s& “doi va xem” c6 nhiing 16i gi xay ra khong. Con md
hinh chu dong thi lai nguoc lai khong doi cho t6i khi co 16i xdy ra. Mo hinh
ndy c6 kha niang phong ngtra va s dung cic cong cu hd tro nhu Task
Manager, man hinh quan tri Performance, Network Monitor, tinh nang sura
16i két nbi mang (Repair) va Netdiag. Cac cong cu nay s& hd trg cac nha
quan tri mot hé thong theo phuong phap chu dong trong viéc phat hién cac
nguy co tlem an cling nhu cac van dé lién quan dén mang dang hoat dong
ma khong can mat thoi gian suy doan xem 161 d6 1a gi do khong cé dir lidu
vé tinh trang hoat dong trudc doé cua hé théng. Chung thyc hién cong viéc
nay bang cich giam sat, ghi nhat ky qua file nhat ky va phan tich dir liéu
mang mot cach hé théng.
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Trong chuong nay sé dé cap vé ba cong cu giip ban chan doan va sira 13i cac
rac r6i vé mang mot cach chu dong. Trudc hét, ban s& lam quen véi cic cong
cu mang don gian va thong dung trong Task Manager. Cong cu thu hai ban
kiém tra d6 1& man hinh quan tri Performance (thuong dugc goi la
Performance Monitor) cung cap cho ban mét cach nhin sau sdc hon ve vige
do dac hi¢u ndng cua hé thong Cudi cung, ban s& khdam phd mot sé tinh
nang thu thap dit liéu tién tién trong Network Monitor.

SU DUNG THE NETWORKING TRONG CONG
CU TASK MANAGER

Cong cu quan tri tic vu hé thong Task Manager cung cip mot buc tranh
hién thoi vé nhitng thong tin chinh trén may tinh cuc bd. N6 két hop tat ca
thong tin mang, thong tin vé ung dung, cac tién trinh dang chay, cac bién
dem quan trong vé hiéu ning cta hé thong va nhitng nguoi st dung da két
nbi vao trong mot man hinh hién thi. Khi duoc kich hoat, Task Manager
cling thiét 1ap mot biéu db nho trong khu vuc thong bao vé mic do sir dung
cua bd vi xur 1y theo thoi gian thuec.

Task Manager 13 cong cu thong dung nhét dé c6 thé phan hdi ngay lap tic
vé céc tinh trang cua may tinh cuc bd. Vi du, hiéu nang cia mdt may tinh
giam dang ké va ban mudn biét img dung nao dang chiém dung tai nguyén
ctia CPU nhiéu nhét. Pé thuc hién diéu nay, ban cé thé kich hoat Task
Manager, nhip vao Processes 10i sap xép thir tu theo co6t CPU. Khi d6 man
hinh s& hién thi theo thir ty giam dan cac tién trinh chiém dung bo vi xtr 1y
thong qua phan trim thoi gian. Tic la, ing dung chiém dung thot gian xu ly
nhiéu nhat dugc hlen thi dau tién. Task Manager ciing hién thi lugng bd nhé
trong ma mdi tién trinh st dung. Pé kich hoat Task Manager
(Taskmanager.exe) s dung to hop phim CTL+ALT+DEL 16i nhan vao Task
Manager.

Task Manager ciing c6 kha nang thong bao nhanh dai thong ma mdi két nbi
mang st dung trén may tinh cyc bo. Hinh 8-1 hién thi thé Networking va
phan trém muc do sir dung dai thong téng cong. The Networking cling cung
cap mot cach tong quan mic do sir dung clia moi két ndi mang. Ban ciing co
thé xéac dinh dir liéu khac nhu duong truyén c6 hoat dong hay khong khong
duoc két ndi hay khong bang cach nhin vao cot State. Cu01 cung trong cot
Link Speed ban ciing c6 thé nhin thay tdc d6 dudng truyén 1a bao nhiéu.

Ty 18 bén trai duoc tinh theo phan trdm va no tu dong thay d6i ty 18 phu
thugc vao murc do suir dung dudng truyen 1a bao nhi€u. Ban can chi y ky ty 1¢
trong hinh 8-1, né thay doi tir 0% dén 1%. St dung ty 1& nay, néu dudng

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG 356
VOI WINDOWS SERVER 2003




CHUONG 8: DUY TRI KIEN TRUC HA TANG MANG

xung nhon vé mirc d6 str dung mang 1én t&i dinh ctia biéu do thi chi ¢ duy
nhat 1% cua dai thong tong cong dugc st dung.

E windows Task Manager

File Options Yew Help

=10l |

.ﬂ.pplicatiunsl Processes I Performance  Mefworking |Users I

r~Local Area Connection

Adapter Mame | Metwork Utilization | Link. Speed | Skake |

Local Area Connect. .. 0% 100 Mbps  Operational

Server Local Area ... 0% 100 Mbps  Operational
[Frocesses: 35 |CPU Usage: 4% |cornmit Charge: 152304K [ 5152¢

Hinh 8-1: Thé Networking trong Task Manager

Loc luu lwgng mang
Néu ban nhan duoc cac thong bao rang may chu khong phan hdi di nhanh
dbi voi cac cong viéc doc va ghi, ban muén hién thi luu thong mang mot
cach doc 1ap. Thuc vay, ban co thé lya chon dé hién thi va to sang luu thong
téng (mac dinh) hoac ban cé thé lya chon dé hién thi va to sang cac byte gui
hoac nhan nhu hinh 8-2.

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG 357
VOI WINDOWS SERVER 2003



CHUONG 8: DUY TRI KIEN TRUC HA TANG MANG

E2 windows Task Manager = |EI|1|

File Options | Yiew Help

Refresh Mow
Update Speed 3

F\pplicationsl orking IUsers I

—Local area

LII

v Bytes Total (Ereen)

=]
Adapker Mame | MNetwork Lkiliza. . | Link Sp. .. | State |
Local Area Con... 0% 100 Mbps Operational
Server Local Ar... 0% 100 Mbps Operational
RAS Server (Di... 0 % 28 Kbps Connected
Graph bytes sent., v

Hinh 8-2: Loc theo hwéng ciia ludng dir liéu mang

Viéc Loc cho phép ban luya chon cac hudng luu thong mang ban mubn giam
sat. Vi dy, néu ban dang chan doan va stra 16i mot may chi khéng phan hoi
nhanh céc cong viéc ghi, ban c6 thé bo qua mdt cach tam thoi cac byte dugc
gui di. Nguoc lai, néu ban dang chan doan va sta 16i mot may chi khong
phan hoi nhanh cac cong viéc doc, ban cé thé bo qua mdt cach tam thoi cac
byte nhan dugc.

Luwa chon cac cot

Nhu nhiing gi ban da thay trong hinh 8-1, ban c6 thé nhan dugc mot hinh
anh tong quan cua mot s6 dir liéu trang thal quan trong nhu téc d6 duong
truyén chang han. Tuy nhién, thé Networking ciing 13 mot cong cu thong
dung dé xac dinh loai luu théng nao dang di qua mot giao dién. Ban cling co
thé gia ting dang ké hinh anh nhimng gi dang dién ra thong qua cac phuong
tién ctia mot bién dém mang. Do 1a mot mau thong tin doi khi duoc goi la
diém dit liéu ma ban c6 thé truy cap dé xem céc trang thai hién thoi. Néu ban
xac dinh gia tri cua mot diém dit liéu trong mot khoang thoi gian, ¢6 nghia la
ban dang 1dy mau dit liéu.

Ban c6 thé lua chon dé thém cac bién dém khac vao biéu dd bang cach nhap
vao thuc don View rdi chon Select Columns va lya chon thong tin thém ma
ban muén hién thi tir hop thoai Select Columns (xem hinh 8-3).

Mac du c6 cong cu nay cung cap nhiéu bién dém khac nhau nhung chi ¢o
mat so it trong chung 14 can thiét cho cong viéc chan doan va sira 16i. Bang
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8-1 biéu dién mot s6 bién dém thong dung nhit duoc dung cho cong viéc

chan doén va stra 161 hi€u nang mang.

Select Columns

Select the calumnz that will appear on the Metwarking

page of the T ask Manager.

¥ | Metwark Adapter M ame
[ Adapter Description

v Metwark Utilization

¥ Link Speed

¥ State

[ Ewtes Sent Throughput
[~ Butes Fleceived Throughput
[~ Bytes Thioughput

[~ Bytes Sent

[~ Butez Received

[T Butes

[~ Butez Sent/Interval

[™ Ewtes FeceivedAnteral

[T Bytes/Interval

[T Uricasts Sent

[T Uricasts Received

[T Uricasts

[T Unicasts Sent/nterval

™ Unicasts Received/Interval
™ Unicasts/Interval

[ Monunicasts Sent

[ Monunicasts Feceived

[ Monunicasts

[T Monunicasts Sentntereal
[T Monunicasts Received/Interval
[T Monunicastslnteryval

Cancel |

Hinh 8-3: Cac c6t ma cong cu Task Manager cung cap cho thé

Networking

Bing 8-1: Chan do4n va sira 18i bang cic b dém hi¢u niing

Dac tinh

Network
Adapter Name

Link Speed

Bytes/Interval

Unicasts/Inter
val

Mo ta

Tén cua Giao ti€ép mang. Hop ki€ém tra nay luén ludn
dugc lya chon. Néu ban c6 nhiéu Giao ti€ép mang, ban sé&
nhin thay nhi€u danh sach.

Téc d6 cua giao dién mang. Néu ban suy doan c6 nghén
co chai, kiém tra rang s6 ndy chinh la tdc do 1on nhat cua
mang. Thinh thoang, Giao tiép mang nhan duoc mot tin
hiéu tir router dé giam xubéng mot tbc do thap hon (thong
thuong 100 Mbps xuong con 10 Mbps)

Téc d6 tai d6 cac byte duge giri va nhan trén Giao tiép
mang trong sudt quang thoi gian trao ddi (mic dinh 2s
mot 1an). Nhu nhiéu bién dém khac, mirc hiéu ning co s
(Baseline - muc hiéu nang dwoc thu thap khi hé théng
lam viéc tai ché dg binh on, sir dung dé tham chiéu) 1a rat
hiru ich trong qua trinh phan tich bién dém nay.

So lugng cac gobi dir lieu unicast nhan dugc trong subt
quang thoi gian trao déi (mdc dinh 2s mot 1an). Dir li¢u
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dugc xac dinh boi bién dém nay 1a luu thong truc tiép
chtr khong phai luu thong quang ba.

Nonunicasts/I  S6 luong cac géi dir liéu quang ba va multicast nhan

nterval dugc trong sudt quing thoi gian trao d6i (mic dinh 2s
mot lén) Néu bién dém nay c6 dir liéu, giao dién ctia ban
phai dbi dau véi luu thong quang ba hay cac luu thong
nén. Gia tri ctia bién dém nay cang cao c6 thé 1a biéu
hién cuia cac 16i trén mang cta ban khong lién quan dén
may chu nhan luu thong

SU DUNG MAN HINH QUAN TRI
PERFORMANCE

Task Manager 13 mot cong cu hi¢u qua nham mang lai mot hinh anh nhanh
vé hiéu nang st dung mang ciia mot may tinh cuc bgd. Tuy nhi€n man hinh
quan tri Performance lai cung cip cho ban thong tin can thiét phuc vu cho
viéc phan tich chiéu sau, kha ning ghi lai nhat ky va céc canh bao. Nhitng
tinh ning ndy rat phu hop cho cac canh bao vé nhitng van dé hé thong trudce
khi n6 ¢6 thé xay ra. Str dung man hinh quan tri Performance thay cho Task
Manager khi ban can:

B Su dung nhiéu bién dém hi¢u nang.

m Kha ning gui cac canh bao ngay 1ap tirc dya vao tinh hudng cu thé.
» Khéi tao man hinh quan tri Performance

Ban c6 thé khéi tao man hinh quan tri Performance theo nhiéu cach
khac nhau. Mot trong nhiing phuong phap don gian nhat d6 1a mo
thuc don Start, chon Run gd perfmon.exe roi nhap OK. Performance
Monitor tu dong khdi tao voi 03 bién dém dugc su dung nhiéu nhat
nhu hinh 8-4.

1. Pages/Sec Hién thi sau bao lau thi cac trang by nhéd duoc trdo
d6i theo chiu vao va chiéu ra cia RAM t6i dia. Cac gia tri
duoc duy tri & mitc cao mudbn thong bao rang lugng RAM trén
may tinh la khong du.

2. Avg. Disk Queue Length Giam sat bién dém nay dé xem co
bao nhi€u yéu cau h¢ thong phai doi dé truy cap dia. SO lugng
cac yéu cau vao/ra doi c6 thé duogc duy tri tai mot mirc khong
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nhiéu hon 1,5 dén 2 1an s lugng cac truc quay tao ra dia cimg
vat 1y.

3. % Processor Time Hién thi bao nhiéu phan trim CPU dang
dugc su dung. Cac gia tri duy tri lién tuc & muc cao thong bao
rang b vi xu ly khong du nhanh hodc c6 thé khong da RAM.

i Performance =10l x|

@ File Action ‘Wew Favaorites indow Help |_|ﬁ||£|

e« » | &m|2

i Systemn Monitar

ﬁ Performance Logs and Alerts 100
g0
&0

40

20

0

WACAPULCO
Phrysic... WACAPULCO
Proces,.. \WACAPULCO

Hinh 8-4: Man hinh quéan tri Performance véi cic bd dém mic dinh
dwogec tai

Thém cac bién dém mang

Man hinh quan tri Performance c6 kha ning 1y mau mot dai 16n cac bién
dém hi€u nang, nhiéu hon rat nhi€u so vo1 Task Manager. Cic thanh phan
mang va khong lién quan dén mang nay dugc phan thanh mot vai nhém, nhu
hinh 8-5.

CHU Y Cdac nhom san co Cdac nhom ma Performance co thé cung
cdp cho ban co thé thay doi dua trén phan mém may chu dwoc cai dat.
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Add Counters - |
© Use local computer counters
' Select counters from computer:
[MACaPULCD =
Ferfarmance object:
Processar ;I
1P 4 -] ~
|PvE Al instances
Job Object i+ Select jnstances from lisk:
Job Object Detail:
LogicalDisk o
b emorn
MET Connection
Metwork, [nterface
Objects
Faging File
PhysicalDizk
Print Queus
Froceszs
LCloze I
Redirector

Server
Server Work Qusues

Telephony
Termminal Services
Terminal Services Session

Wwhdl Objects

Hinh 8-5: Cac nhom bién dém dwoc danh cho giam sat hi¢u ning

Nhiém vu chinh cua ching ta la gidm sat cac van dé vé mang. Danh sach
dudi day mi€u ta cac doi tugng chinh lién quan dén hi€u nang mang:

Network Interface (giao dién mang) Doi tuong nay chira mot s6 cac
bién dém giébng nhu bién dém Task Manager. Tuy nhién né ciing
chtra cac bién dém dung dé giam sat cac chi tiét cu thé vé cac goi trén
mang.

TCPv4 Déi tuong nay chira cac bién dém lién quan dén cac két ndi
dua trén giao thtrc truyén dan TCP phién ban 4.

TCPv6 Dbi tuong niy chia cac bién dém lién quan dén cac két ndi
dua trén giao thtrc truyén dan TCP phién ban 6.

NBT Connection Ddi twong nay chira cac bién dém nhiam do céc tdc
d6 cac byte duoc gui va nhan qua giao thirc NetBIOS trén nén TCP/IP
(NetBT hoic NBT). Pay 1a giao thitc hd trg NetBIOS cho bd giao
thirc TCP/IP.

RAS Port Nhom nay phu hop néu ban cé ‘mang riéng ao VPN hodc
cac két ndi truy cap tir xa. Voi nhimg ket ndi nay, ban co thé lya chon
dé chan doan va sira 16i nhitng van dé vé ket noi dya trén cac cong xac
dinh. Ban c6 thé kiém tra cac 151 trén mot cong hodc trén cac bién dém
khac nhu Percent Compression Out chiang han.
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B RAS Total Déi tugng nay chira cac bién dém hién thi hiéu ning RAS
duogc két hop tong thé. N6 khac vdi doi tuong RAS Port chi hién thi
hi€u nang trén mot cong cu thé.

Str dung man hinh quan tri Performance dé tao cac canh bao
Nhu ban di thdy, str dung cac bién dém dé giam sat hiéu ning hé thong cua
ban theo thoi gian thyc 1a dac tinh manh nhat clia man hinh quéan tri
Performance. M0t tinh ndng khac cua no rat thong dung déi1 voi1 ngudi quan
tr1 hé thong do 1a tao cac canh bao.

Céac canh bao duoc thiét 1ap dé thong bdo cho ban khi hé théng vuot qua mat
ngudng xac dinh. Vi dy, ban co thé thiét 1ap mot canh béao dé thong bao khi
nao thi hé thong cta ban khong gian dia tréng thap hon 20% so véi khong
gian dia tong cong.

Ban c6 thé tao cic canh bao trong phan Performance Logs And Alerts trong
man hinh quan tri Performance. Nhap chudt phai vao Alerts 161 chon New
Alert Settings nhu hinh 8-6.

[ Performance O] x
P

@ File  Action Wiew Favorites  Window  Help |_|ﬁ'|1|

- | a@ BB &0 =

D Console Root Marme | Caomment
giﬁ Syskemn Manitar

rformance Logs and Alerts There are no items to show in this view,

Counker Logs
Trace Logs

Mew Alert Settings. ..
Mew Alert Settings From. ..

Wiew 3
Mew Window from Here

Mew Taskpad View. ..

Refresh
Export List. ..

Help

| |

|Creates a new kaskpad view targeted at this node.

Hinh 8-6: Thiét 1p cac canh bao méi

Tén cua cac canh bao dugc dua trén loai bién dém ma ban mudn giam sat va
ké @6 lua chon cac bién dém. Khi ban nhap vao nat Add (xem hinh 8-7) ban
c6 thé lua chon cac ddi tuong hiéu nang khac nhau (PhysicalDisk chéng
han), ké d6 chon mdt bién dém cu thé (nhu %DiskTime chéng han). Doi khi
ban ¢6 thé mudn lya chon nhiéu hon mot bién dém dé g1 ngay mdt canh
bao khi co 18i. Vi dy, ban ¢6 thé lya chon dé nhan mot thong bao néu ca dai
thong mang dai thong mang 14n sd lugng céac 18i duge tao ra 1a cao.
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2l x|

General | Action I Schedule

Thiz alert scan begins immediately after you apply changes.
Comment:
fi

Counters:

Alert when the walue is: I 'I Lirit: I

Add.. Bemove |

Sample data ewverny:

rteral; |5 _l; Wiits; Iseconds j
Fiur A |<Default> Set Pazsword,.. |

1] 4 I Cancel | Apply

Hinh 8-7: Thém mét cinh bao

Trude khi ban lya chon xem ban muén canh bao dugc ‘thong bao nhu thé
nao, ban phai dat mot vai lya chon trong thé General dé xac dinh xem ban
mudn 14y mau cac bién dém nhu thé nao.

Danh sach duéi ddy miéu td mot sé tham sé ma ban c6 thé cau hinh trong
thé General:

B Comment Mic du cic canh bao déu c6 mot tén nhung ban van c6 thé
cho n6é mdt 161 chu gidi, nhd d6 ban hodc ngudi khac co thé biét dugc muc
dich cua canh bao nay la gi va canh bao dugc gui cho ai.

B Alert When The Value Is Cho phép ban xic dinh xem ban muébn
khéi tao mot canh béo khi gia tri cia ndé nhd hon hay 16n hon gié tri to1 han.

m  Interval Ban co thé thiét 1ap sau bao lau thi man hinh quan tri
Performance s€ truy van hé thong mot lan ddi véi nhimng gi ban muon giam
sat. Hé thong khong giam sat lién tuc cac bién dém ma ban mudn quan tri.
Thay vao do6, dit 1liéu mau dugc thu thip tai nhitng khoang thoi gian lap
trong subt mot khoang thoi gian cu thé. Vi du, ban co thé thiét 1ap mot
khoang thoi gian 1ap 5 gidy va thu thap dit liéu trong vong 10 phut. Piéu d6
c6 nghia réng mot ban chyp cta cac bién dém ma ban di lua chon s& duoc
thie hién mdi 1an 5 gidy trong khoang thoi gian 10 phut. Khoang thoi gian
lap cang dai thi do chinh x4c ctia mau cang it boi vi né duoc 1dy mau it hon.
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Khoéang thoi gian lip cang 16n thi mau cang chinh x4c nhung bo vi xir ly
phai lam viéc nhiéu hon dé lay mau.

B Units Ban c6 thé xac dinh cac don vi thot gian dé _thu thap cac mau.
Chang han nhu co the ban khong mudn 1dy miu 5 gidy mdi lan ma thay vao
do ban mudn 13y mau 1 phat mo1 lan. Co nghia 13, néu ban giam tan suat lay
mau hodc giam tde do lay mau ban s& st dung céc chu ki bo vi xtr 1y it hon
nhung cac mau cta ban s& cung cip thong tin it hon do ¢6 it mau hon.

B Run As Ban c6 thé lé'ly mau cac bién dém b'flng cach lura chon hoac tai
khoan System hodc tai khoan khac do ban lga chon. Tuy nhién, dé giam sat
cac bién dém lién quan dén mang thi tai khoan System truy cap dugc téi
nhitng gi né can dé thuc hién coéng viéc.

CHU Y Sir dung chii gidi va Run As cho tit cd cdc by dém Néu ban
muén gidm sdt tir hai b dém tré 1én, ban phdi lwa chon bg dém va
thiét Igp cdc truong Alert When The Value Is, Limit, Interval va
Units cho méi bé dém riéng biét. Truong Comment va Run As duwoc
s dung cho tat ca cdce bé dem trong mot canh bao.

Sau khi ban thiét 1ap cac tham s6 nay, lya chon thé Action nhu hinh 8-8.

Thé Action x4c dinh nhimng gi dién ra sau khi mot canh bao duoc tao ra. Co
nhi€u lya chon cho phép ban biét rang ti€u chuin cta bién dém c6 dap tng
khong. Nhitng lya chon nay gom co:

B Log An Entry In The Application Event Log Chon lya chon nay sé
dua mot su kién vao trong nhat ky su ki¢n hé théng ma ban co thé st
dung cong cu Event Viewer d¢ xem. Mot thong bao cua bién dém, gia
tri va gidi han 13 mot phan cua ban ghi nhat ky nhu hinh 8-9.
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x|

General  Action | Scheduls

“when an alert is triggered:
¥ Log an entry in the application event log
I™ Send a retwork message to:
I Start performance data log:

| IZ
¥ Bun this progranm:

Isendpage.exe REAO100

LCommand Line Arguments...

E zample command line arguments:
I' ‘alert], 2003101 4-159:55:09.067 \ObjectsCounter 20.0,0ver 10,0

Ok | Cancel I Apply |

Hinh 8-8: Xac dinh xem ban mudn diéu khién thong bao nhu thé nao
bang thé Action

Event Properties 2|
Event
[rate: RN Source:  Sysmonlog

[
Tirme: 43351 P Category: Mone

Type: Information  Ewent |D: 2031 + |
Uszer MAA
Computer: ACAPLILCO

Description:

Counter: ““ACAPULCONProcessor_Totall\% Processzor Time has tipped
itz alert threshold. The counter walue of 99.99997 26854972 is aver the
lirmik value of 98,

Far mare information, see Help and Suppart Center at
http: /g0, microsoft. com.frlink/events. asp.

Data: €% Bytes € wWiords

Ok I Cancel | Lpply I

Hinh 8-9: Vi du vé mjt sw kién

B Send A Network Message To Chon lya chon nay s€ gui cac ban
thong bao té1 mot may tinh khac dugc khai bdo trong truong tuong
ung. Qua trinh nay tuong tuy nhu st dung ciu 1énh Net Send dugc
dung dé giri cic ban tin t6i nhitng ngudi st dung khac hodc may tinh
khac trén mang. Vo1 cac ban tin duogc gui, dich vu Alerter phai dugc
khéi tao trén may tinh ma ban dang giam sat. Vo1 cac ban tin nhan
dugc, dich vu Messenger phai dugc khoi tao trén may tinh nhén tin.
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CHU Y Kich hoat cdc dich vu mét cdch thii cong Dich vu Alerter va
Messenger khong chay trén mdy tinh méi dwoc cai dat hé diéu hanh
Windows Server 2003. Ban phdi thay doéi thi céng trang thdi tir
Disable thanh Automatic va dim bdo rdang cdc dich vu nay dang
chay.

Start Performance Data Log Ban c6 thé cdu hinh hé thong canh bao
khéi tao b'flng cach dua thém céac bién dém vao mot file nhat ky. Cac
bién dém nay co thé duoc xem lai sau d6. Ban phai thiét 1ap truoc file
nhat ky bang cach sit dung phan Counter Logs trong Performance
Logs And Alerts. Lua chon nay phu hop khi ban mudn khéi tao mot
file nhat ky chi khi nao hé thong dang dugc giam sat co nhitng dic
tinh cu thé nhu giam sat paging file khi khong gian dia cting con
tréng thap hon 15%.

Str dung thiét 1ap nay dé thuc hién mot chuong trinh sau khi mét hoac
nhiéu bién dém ma ban thiét 1ap vuot qua ngudng ctia né. Str dung lura
chon nay dé xac dinh mot tng dung phan trang, mot file .bat hoic néu
can thiét c6 thé tit hé thong bang viéc sit dung 1énh Shutdown.

St dung thé Schedule dé tu dong khoi tao va dung canh bdo. Vi dy, ban
mudn thiét 14p canh bao vé hoat dong trong sudt thdi gian ma muc do sir
dung mang 13 cao diém nhu thoi diém ma mot loat ngudi sir dung dang nhap
vao mang. Ban cling c6 thé d3t canh bao vé hoat dong trong subt thoi gian
ngoai gid cao diém nhu nhiing gio sang sém. Néu ban khong xac dinh mot
lich trinh hodc néu ban x4c dinh mdt phuong phap khoi tao bang tay canh
b4o thi ban c6 thé khoi tao nd béng cach nhép chudt phai vao no roi chon

Start nhu hinh 8-10.

(i Performance '“ =ol x|
ﬁ Eile  Action Wiew Favorites  Window  Help |_||5’|i|

e2 [ E@E|XEFRE|2 (0] > =

1 Console Roat Mame | comment
5t o o
Elﬁ Performance Logs and Alerts Start
i-£4] Counter Logs Stop

Alerts

i E Trace Logs Save Sethings 4s. ..

Delete
Refresh

Properties

Help

4] | L3
| | |

Hinh 8-10: Khéi tao cic cinh bio bang tay
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GIAM SAT LUU LUONG MANG BANG CONG
CU NETSTAT

Mot cong cu khac & ché do dong 1énh s& giup ban giam sat luu thong dé 1a
Netstat. Netstat cung cip thong tin vé cac két ndi mang hién thoi ciia mot
may tinh cai dat TCP/IP va cac thong ké vé hoat dong mang. Vi dy, néu ban
mudn xac dinh xem cong nao trén mot hé théng dang lang nghe cac két ndi
ban co the chay cau 1énh Netstat —a. Chay cau 1énh nay, két qua s& hién thi
cac két ndi hién tai va cac cong dang lang nghe.

Sau khi ban da xac dinh cong niao dang ling nghe, ban mudn dong mot cong
xéac dinh nhung trudc khi dong ndé ban muébn xic dinh xem nhiing img dung
nao dang st dung no. Pé lam duoc diéu nay, mé mdt ctra s6 ché do dong
1énh va g0 netstat —o roi nhan ENTER. Cau 1énh nay s¢ hién thi giao thtrc,
cong theo chiéu vao dang ma, két ndi tdi/tir may tinh khic va cong sir dung
nhu hinh 8-11 miéu ta.

INDDWS' system32cmd.exe

acapulco: acapulco.fabrikam.local:3356 ESTABLISHED
acapulco: acapulco.fabrikam.local:1ldap ESTABLISHED
acapulco: acapulco.fabrikam.local:1825 ESTABLISHED
acapulco: acapulco.fabrikam.local:1825 ESTABLISHED
acapulco: acapulco.fabrikam.local:epmap ESTABLISHED
acapulco: acapulco.fabrikam.local:1ldap CLOSE_UWAIT
acapulco: acapulco.fabrikam.local:1825 ESTABLISHED
acapulco: acapulco.fabrikam.local:epmap ESTABLISHED
acapulco: acapulco.fabrikam.local:epmap TIME_WAIT
acapulco: acapulco.fabrikam.local:1825 TIME_WAIT
acapulco: acapuleo.fabrikam.local:1825 TIME_WAIT
acapulco: acapulco.fabrikam.local:1825 TIME_WAIT
acapulco: acapulco.fabrikam.local:1836 ESTABLISHED
acapulco: acapulco.fabrikam.local:1837 ESTABLISHED
acapulco: acapulco.fabrikam.local:1838 ESTABLISHED
acapulco: acapulco.fabrikam.local:3@18 ESTABLISHED
acapulco: acapulco.fabrikam.local:1ldap ESTABLISHED
acapulco: acapulco.fabrikam.local:1ldap ESTABLISHED
acapulco: acapulco.fabrikam.local:1ldap ESTABLISHED
acapulco: acapuleo.fabrikam.local:ldap ESTABLISHED
acapulco: 192.168.16.20:1883 ESTRBLISHED 668

Hinh 8-11: Sir dung Netstat —o dé hién thi cac tién trinh va cac cong
dang sir dung trén m¢t may chu

Trong vi du nay, cha ¥ rang ban ghi cudi cung hién thi Acapulco va may
tinh c6 dia chi 192.168.16.20 dang truyén thong qua cong 3389. Trong
truong hop ndy, ban c6 thé thdy rang PID (ma nhan dién tién trinh) 13 660.
Str dung thé Process trong Windows Task Manager dé xac dinh xem tién
trinh nao dugc gan ID 1a 660. Mac dinh, thé Process khong hién thj cac PID
ctia cac tién trinh. Ban hién thi PID bang cach mo thuc don View, lua chon
Select Columns 16i lya chon PID (xem hinh 8-12).
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select Columns E x|

Select the columnz that will appear on the Process page
of the Tazk Manager.

¥ Image Hame [” Page Faults Delta
[ PID [Process ldentifier] [ Wirtual Memany Size
[+ CPU Usage [ Paged Poal

[T CPU Time [T Mon-paged Pool
v Memom Uzage [~ Ease Priority

[T Memom Uzage Delta [T Handle Count
[T Peak Memomn Uzage [T Thread Count

[T Page Faults [T GDI Objects
[ USER Objects [ 120 wiites

[ 1/0 Reads [ 140 'wiite Bytes
[ 1/0 Read Bytes [ 140 Other

[T Session D [~ 140 Other Bytes
v User Mame

Cancel |

Hinh 8-12: Cau hinh Task Manager d¢ hién thi PID

Néu ban lua chon c¢ot PID, ban s& nhin théy mot man hinh twong tu véi hinh
8-13.

So sanh PID va tién trinh dé xac dinh xem tién trinh nao hodc ung dung nao
c6 cong dang md. Néu PID phu thudc vao tién trinh Svchost, ban phai lam
thém mot budc nita dé xac dinh xem dich vu nio dugc két hop lai trong t1en
trinh Svchost. B¢ hién thi danh sach cac dich vu tong hop, m¢ mot cura sO
dong 1énh va go tasklist /svc. Trong vi du hién thoi, tién trinh Svchost véi
PID 1a 660 cung cép cac dich vu cho TermService (dich vu dau cudi cho
phép dang nhdp vao mot may tinh ¢ xa). Dich vu Terminal Services st
dung cong 3389 dé lién két. Str dung phuong phap nay, ban c6 thé tim ra cac
ing dung va cac dich vu dugc két hop véi cac cong dang mé trude khi dong
cong nay lai.
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B windows Task Manager =10l x|
File Opltions  Wiew Help
Applications  Processes | performance | Metworking I Users I
i

mim 2 2
wualcl. exe 3516 1,508 K
mshta, exe 3456 Administrator oo 4,184 K
explarer.exe 3384 Administrator oo 8,796 K
crd. exe 2840  Administrator Jula] 1,744 K
cidaemon.exe 2748 SYSTEM oo 168 K
MM BXE 2296 Administrakor oo 7,308 K
Laskmgr . exe 1896 Administrator oo 3,484 K
WINIPEYSE  BxXe 1856 SYSTEM ulu} 1,612 K
YPCMap. exe 1460 SYSTEM oo 326k
sychosk.exe 1440 LOCAL SERY... oo 383 K
ntfrs.exe 1344  SYSTEM oo 805 K
Ismsery . exe 1320 SYSTEM oo 1,228 K
swchost, exe 1263 SYSTEM oo 424 K
dns.exe 1240 SYSTEM oo 2,824 K
alg.exe 1236  LOCAL SERY... oo 1,060 K
dfssve.exe 1208 SYSTEM ] 1,780 K
CisWi, exe 11580  SY3TEM oo 3058 K
WRCSEYC, BXE 1156 SY¥STEM ulu} 1,272 K ;I

[~ show processes From all users End Process |

|Processes: 34 |cPU Usage: 49 |Commit Charge: 144932k [ 5152

Hinh 8-13: Sir dung Task Manager d¢é xem PID ciia mdi tién trinh

SU DUNG CONG CU GIAM SAT MANG
NETWORK MONITOR

Hé diéu hanh Windows Server 2003 cung cip cong cu gidm sat mang thu
gon Network Monitor (st dung Windows Component Wizard dé cai dat
cong cu nay). Pdy 1a mot cong cu manh tuy nhién mot phién ban cao cap
hon cua coéng cu ndy dugc cung cip trong Microsoft Systems Management
Server. Dé xac dinh xem ban dang s dung phién ban thu gon nio cua
Network Monitor (mot phan cua Network Monitor), trén thuc don Help
nhip vao About. Thong tin trong hdp thoai Network Monitor s& dua ra
thong tin ban dang st dung phién ban nao. C6 hai sy khac biét chinh gitra
phién ban chuan va phién ban thu gon ciia Network Monitor d6 13:

B Phién ban thu gon cua Network Monitor chi co thé thu thap dugc luu
thong gui to1 hoac tur giao dién mang cua chinh n6. Trong khi do
phién ban chuan cta Network Monitor c6 thé hoat dong trong ché d6
hdn hop. Piéu d6 co nghia rang néd co thé thu thap 100% luu théng
mang trén giao dién mang.

B Phién ban chuin ctia Network Monitor cho phép ban xem c6 phién
ban nao cua Network Monitor dang chay trén mang khong. Thong tin
nay phu hop khi ban thiét 1ap nhiéu tram gidm sat doc theo mang va
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ké d6 sir dung mot diém gidm sat trung tam dé thu thap dir lidu. Do dir
liéu nhay cam c6 thé duoc thu thip va kiém tra khi s dung cong cu
ndy nén ban can biét ai sir dung phién ban cta cong cu nay ¢ ché do
hdn hop tir d6 gitip ban duy tri mot moi trudng mang an toan. Pé xéac
dinh ai dang chay Network Monitor, lya chon Identify Network
Monitor Users trén thuc don Toeols nhu hinh 8-14.

- Microsoft Network Monitor - [4ETHERNET.NET D0D3FF3363ALC =10l
@ File Capture | Tools Options ‘Window Help =151 ]
Identify Metwork Monitor users., .. h
I L gt 2
M Find Routers., ., k J —l_l
% Mebwork Utlizati  Resolve Addresses From Mame. .. fime Elapsed. DDED'_J:DD-DDD 1=
Petfarmance Manikar —Metwark Statistic
1] T # Frames: 0
Frames Per Second: # Broadcasts: 0
L ] # Multicastz: 0 B
0 0 100 = # Bytes: O
| PR o il -l

# Framez Dropped: O
Metwiark, Status:

Metwark Address 1 | 1--» 2| 1 <--2| MHetwark, Address 2| |_]

—Captured Stahishc
# Framesz: 0

- # Framez in Buffer; D -
] 2 1| | >

M ehwork, .-’-'u:lu:lre3$| Framesz Sentl Framesz Hcvdl Bytes Sent| Bytes Hcvdl Directed Frames Sent| hulticasts Sent| Bru:uadcas|

Fy

w
| | >

Identify all Metwork Monitor installations on the local segment [Mefwork Monitor ¥5,00,943 &

Hinh 8-14: Theo doi cac trweong hgp Network Monitor khac
» Cai dat cong cu Network Monitor thu gon
Dé cai dat Network Monitor thu gon, thuc hién theo cac budc sau:
1. M6 Control Panel
2. Nhép dap vao Add Or Remove Programs

3. Trong ctta s Add Or Remove Programs, nhap vio Add/Remove
Windows Components.

4. Trong Windows Components Wizard nhap vao Management And
Monitoring Tools 161 nhap Details.

5. Lua chon hop kiém tra Network Monitor Tools rdi nhép OK.
6. Trong ctra s6 Windows Components nhip Next.

7. Trén man hinh Windows Setup nhap Finish.
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Str dung cac bo khai tao (Trigger) trén cong cu Network
Monitor

Churc nang chinh ctia Network Monitor d6 1a thu thap cac goi tin khi ching
di chuyén trén mang. Tuy nhién khi xem Network Monitor theo thdi gian
thue va doi cho 161 xudt hién 1a mot diéu khong thuc té. Nhu da dé cap 6
trén, ban co6 thé thiét 1ap cac bd khoi tao dé thong bao khi nhiing diéu kién
cu thé duoc dap tng. Pé ciu hinh mot bo khai tao, hay bat dau tir Network
Monitor va tu thyc don Capture lya chon Trigger. Hop thoai Capture
Trigger xuat hién nhu hinh 8-15.

Mic dinh, khong c¢6 bd khdi tao ndo dugce kich hoat. Ban c6 thé thiét 1ap mot
bo khoi tao dé thong bao cho ban dua trén kich thudc cua bo dém hodc cac
mau dugc tim théy trong qua trinh thu thap dir li¢u hodc ca hai. Vi duy, ban
c6 thé cdu hinh bd khoi tao thong bao khi khong gian bo dém 1a 25%, 50%,
75% hoac 100%.

CHU Y Bé dém danh cho gidm sdt mang Trong sudt tién trinh thu
thdp, Network Monitor sé chép cdc khung dir liéu phu hop voi bo loc
cua ban vao mot file tam duoc goi la file bo dém. Ban co thé xdc dinh
cd kich thuée lan vi tri cia file nay. Khi bo dém dat toi kich thuoc toi
han cua no, cac khung dit liéu moi sé ghi dé lén cac khung dir liu cii
nhat.

Capture Trigger il

— Trigger an r— Euften Space

= Nothing

%) 75%
¥ Pattern match

B3
¥ 7
0

' Buffer space

' Pattern match then buffer space

" Buffer space then pattern match

— Pattem

Dffeet Hex): ID Fattem:

%' From Start of Frame " Hex
" From End of Topology Header & ASC

 Trigger Action
* Audible Signal Only " Stop Capture

[ Execute Command Line |

Brawse,.. |

0k I Cancel | Help |

Hinh 8-15: C4u hinh mot bo khéi tao (Trigger) dé thong bao ban vé cac
trang thai cu thé nao do
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Do cac khung dit liéu cil s& bi ghi d¢ 1én khi kich thudc cua bo dém bi day
nén ban mudn nhan dugc thong bao khi kich thudc bd dém béng 75% kich
thudc téng dé ban c6 thé luu bd dém 1én mét file khac. Ban cling mudn st
dung tinh nang Pattern Match (dugc lya chon trong hinh 8-15), qua d6 ban
c¢6 thé nhap thong tin tim kiém & hé dém co s6 16 (hexa) hoic bang ma
ACSIL. Vi dy, ban c6 thé tim kiém bat ky mot chudi ky tu nao d6 va ké do
bang cach st dung lya chon Execute Command Line s€¢ c6 mot thong bao
guri t6i ban noi rang chudi vin ban di dugc tim thay.

XU LY SU CO KET NOI INTERNET

Mot trong nhiing véan dé lién quan dén viéc xt 1y su ¢b mang thuong gap do
1a khong két ndi dugc véi Internet. Co6 mot vai duong truyén trong chudi két
ndi tur may tram to1 Internet. Néu mot trong nhirng dudng truyen nay bi dut
thi nguoi su dung khong thé két ndi véi Internet duge. La mot nha quan tri
h¢ thng, ban phai lya chon phuong an lam thé nao dé xr 1y su c6 khong két
nbi dugc voi Internet trong moi truong hop.

C6 hai phuong 4n co ban dé xir 1y sy ¢d khong két ndi duoc véi Internet d6
la: tir trong ra ngoai va tir ngoai vao trong. Phuong an tir trong ra ngoai bt
dau tai diém bén trong, tir phia may tram va két ndi téi mang cong cong bén
ngoai. Phuong an tir ngoai vao trong thi ngugce lai: no bat dau tir phia ngoai
cua firewall hodc router cua cong ty va két ndi téi may tram & bén trong. Ca
hai phuong phap nay déu rat tot va s& duoc st dung trong ting truong hop
cu thé.

Khi mot nguoi sir dung phan nan rang “Internet bi 18i” thi phuong phap hiu
qua hon la tur trong ra ngoai. Mac du khong c6 dau hiéu nao chi ra 16i gy ra
khong két ndi dugc voi Internet nhung thue sy biét rang chi c6 duy nhat mot
nguoi su dung trén mang co van dé. Vi vay, ban s& su dung mo hinh tur trong
ra ngoai va bat dau thu thap thém thong tin vé nguoi sir dung nay. Ban ciing
s€ xac dinh xem c¢ ai trén cung mang vdi nguoi st dung nay van co thé truy
cap dugc Internet hay khong. Néu nhirng nguoi su dung khac van co thé truy
cap duoc Internet thi van dé gdy ra 16i nay 1a do cau hinh sai trén may tinh
cua nguoi sir dung hodc mot so van dé khac lién quan truc tiép dén may tram
d6. Néu mot mang con nao do hoac nhiéu mang con khong thé két ndi duoc
voi Internet thi phuong phdp tir ngoai vao trong s€ hi¢u qua hon.

Xac dinh van dé mang cu thé
Tai may tram, ban cé thé thuc hién mét s6 budc don gian nham thu hep
pham vi tim kiém 16i. Trudc hét, ban c¢6 thé xac dinh cau hinh IP cia may
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tinh bang cach mo cira s6 dong 1énh va go ipconfig /all. Xem xét lai két qua
do cau Iénh nay dua ra va kiém tra cac thong s6 dudi day:

B May tinh c6 dia chi IP va mat na mang hop I¢.
B Dia chi gateway mac dinh la chinh xéc.

W Co it nhat mot may cha DNS dugc liét ke.
[

Néu may t‘inh duoc ciu hinh nhan dia chi 1P dong tir may chu DHCP,
xac nhan rang dac tinh DHCP Enabled hién thi 1a Yes.

M Miy tinh khong co6 dia chi IP trong dai tr 169.254.0.0 dén
169.254.255.255 trur phi ban c6 y dinh st dung APIPA.

Sau khi d3 kiém tra cdu hinh IP, ban cling co thé xac dinh xem van dé c6 lién
quan td1 qua trinh phan giai tén hay khong.

Xdc dinh cdc vin dé két néi

Pé kiém tra xem van dé c6 lién quan tdi viéc phan giai tén hay khong, thuc

hién ping mdt may tram trén mang khac nhu hinh 8-16.
e+ Command Prompt

C:\>ping vancouver.fahrikam.local
Pinging vancouver.fabrikan.local [1922.168.16.55] with 32 hytes of data:

Request timed out.
Reguest timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.16.55:
Packets: Sent = 4, Received = B, Lost = 4 {188z loss>.

Can>

Hinh 8-16: Cac két qua ciia viéc ping dia chi DNS nhung cic géi tin
khég tim thay dia chi dich

Phan hoi tir cu 1énh Ping 1a rit hiru dung. Mic du phan hdi dbi véi viée
ping vancouver fabrikam.local 13 “Request Time Out” nhung ban biét rang
viéc phan gidi tén khong phai 12 nguyén nhan giy ra 16i do dia chi IP dung
ctia vancouver fabrikam.local duoc dit trong phan moc vudng. Pidu d6 co
nghia rang tén tram da duoc phan giai chinh xac thanh mot dia chi IP. Véi
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tinh hudng nay, ban s& tap trung vao cac van dé két nbi chi khong lién quan
to1 phan giai tén.

Cong cu logic ké tiép d6 12 PathPing. Cong cu nay hién thi m01 duong dinh
tuyen gilta may tram va dich va giup ban xac dinh duong truyén nao khong
chuyén goi tin téi dich ké tiép. Duéi day 1a mot vi du mo ta ban st dung
PathPing dé tim duong di t6i Mail01 nhu thé nao. Dé tiét kiém thoi gian, st
dung lya chon —n dé ngin khong cho PathPing cb gang phan giai cac dia chi
[P cua cac router trung gian thanh tén cua ching.

D:\> pathping -n mail@l

Tracing route to mailél [10.54.1.196]
over a maximum of 38 hops:
B 172.16.87.35
172.16.87.218
192.168.52.1
192.168.868.1
18.54.247.14
18.54.1.196

5 I R

Computing statistics for 125 seconds...
Source to Here This Node/Link
Hop RTT Lost/Sent = Pct Lost/Sent = Pct Address

) 172.16.87.35
0/ 100 = 0% |

1 4lms 0/ 100 = 0% 8/ 100 = 0% 172.16.87.218
13/ 100 = 13% |

2 22ms 16/ 100 = 16% 3/ 100 = 3% 192.168.52.1
0/ 100 = 0% |

3 24ms 13/ 100 = 13% 8/ 100 = 0% 192.168.80.1
a/ 100 = 0%

4 2lms 14/ 100 = 14% 1/ 100 = 1% 10.54.247.14
0/ 100 = 0% |

5 24ms 13/ 100 = 13% 8/ 100 = 0% 10.54.1.196

Trace complete.

Xdc dinh cdc vin dé lién quan dén phan gidi tén

Néu ban nhan duoc phan hoi nhu hinh 8-17, ban sé& nhén ra r?mg cac 161 cta
may tram 1a né khong c6 kha nang phan giai cac tén tram thanh cac dia chi
IP.
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e Command Prompt

C:%\>ping stlouis.fabrikam.local
Ping request could not find host stlouis.fabrikam.local. Flease check the name a
nd try again.

LFERN-

Hinh 8-17: Cac két qua yéu ciu ping chi rang DNS khéong thé phan giai
tén tram dwgc yéu cau

Trong hinh 8-17, khong ¢6 d4u hiéu nio cho thiy may tram co thé phan giai
tén stlouis.fabrikam.local thanh mot dia chi IP. Néu ban suy doan rang van
dé 13 do phan giai tén va ban biét dia chi IP cua stlouis.fabrikam.local thi
hdy g0 ping ip address (trong 46 ip address la dia chi IP cua
stlouis.fabrikam.local). Néu ban nhan dugc phan hdi bao ping thanh cong
thi co nghia rang 16i 1a do phéan giai tén giy ra. Dé giai quyet van dé nay,
kiém tra cAu hinh may chi DNS, cac may cha WINS va néu c6 thé kiém tra
file local host va file Lmhost.

Pé xac dinh xem may chu DNS c6 chtra dia chi ding cua may tram hay
khong ta sir dung cau 1énh Nslookup. Vi du, tai dAu nhéc 1énh, g0 nslookup
stlouis.fabrikam.local rdi nhap phim ENTER. Cau 1énh nay s& hién thi dia
chi IP do may cha DNS mic dinh cung cap cho may tram.

CHU Y Huéng din Nslookup Mot huéng dain tuyét voi vé Nslookup
do la Microsoft Knowledge Base article 200525, “Sw dung
Nslookup.exe”. Dé tim bdai ndy, truy cdp vio trang Web
http://support.microsoft.com va nhdp sé hiéu bai nay vao hép van ban
Search The Knowledge Base.

Néu ban suy doan nhimng van dé lién quan dén phan giai tén DNS do mot
may cht ndo d6 hoic do phia bén ngoai t6 chirc ciia ban gy ra thi tiép theo
ban s¢€ kiém tra may chu DNS. Trudce hét, dam bao rang may chi DNS da
dugc ciu hinh dé hudng nhimg yéu cau DNS khong thudc pham vi quan ly
cua no to1 mot vi tri logic ké tiép. Ban co thé thyuc hién cong viéc nay bang
cach x4c nhan cAu hinh cta thé Forwarders nhu hinh 8-18.
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ACAPULCO Properties 21x]
Debug Logging | Ewent Logging I Monitaring I Security I
Interfaces Farwarders | Advanced I Foot Hints

Forwarders are servers that can resolve DMNS quernies not answered by this
zerver. Forward queries for names in the following DMS domainz.

DMS domain:

Al other DMS domains

Mew. ..

Femove |
To add a forwarder, select a DMS domain, tppe the forwarder's |P address
below. and then click Add.

Selected domain's forsarder IP address list:

| [

192168161 Bemove |
[ovir |

Mumber of seconds before fonward queries time out: |5

[~ Da not uge recursion for this domain

ak I Cancel | Lpply

Hinh 8-18: Pam bao rang cic may chit DNS cap trén dwoc cau hinh

chinh xac

Thong thuong, may chu DNS hudng cac yéu cau t6i mét may chu nim gitr
nhiéu thong tin hon hodc hudng truc tlep t6i nha cung cap dich vu Internet
(ISP). Néu khong c6 tham sb nay ban can diéu chinh cac tham sb nay trong

thé Forwarders.

Ngoai ra, ban ciing can xac nhan rang ban thin may chu dang phan hoi cac
yéu cau va nd ciing phan hdi v6i cac phép thir trén cac may chu ma nd
huéng thong tin to1 d6. Trong vi du trén hinh 8-19, may chu phan hoi véi
cac yéu cau phan giai tuy nhién no khong thé nhan dugc bat ky dap tra nao
tir cdc may chii ma n6 hudng yéu cau tdi do.
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ACAPULCO Properties 2l
Interfaces I Fonmarders I Advanced | Root Hints
Debug Logging I Ewent Logging Muoritoring | Security

To verify the configuration of the server, you can perform matual or

automatic testing.

Select a test type:

IV i simple query against this

DS zerver

W & recursive query to other DNS servers

To perform the test immediately, click Test Mow. Test Mow |

[ Perform automatic testing at the follawing intereal:

Test interval |1
Test results:
Date I Time

10M15/2003 40703 FPM
10M15/2003  406:54 PM
10M15/2003  406:48 PM

Iminutes j
I Simple Quen I Recurzive 0. I
Pass Fail
Pass Fail
Pass

QK I Cancel | Apply |

Hinh 8-19: Ldi ciia truy van dé quy, théng thwong chi mjt 16i huéng yéu

cau

Lo1 nay thuong chi ra rang van dé phan giai tén khong xdy ra trén may chu
cua ban ma trén cac may chu cap trén.

Sir dung tinh ning sira 16i

Tinh ning stra 16i trong Windows Server 2003 cho phép ban thuc hién nhiéu
cong viéc chi trong mot dong tac. Ban co thé tim thay tinh nang nay trong
thé Support trong qua trin kiém tra trang thai cua mot Giao ti€p mang nhu

hinh 8-20.
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L Local Area Connection Status 7| x|

General Support |

— Internet Protocal [TCRAR]

Address Tupe: td anually Configured
IP Address: 10.1.1.120
Subret Mazk: 255.0.0.0

Drefault G ateway:

Details... |

Cloze |

Hinh 8-20: Sir dung nut Repair dé thwe hién dong tic thiét 1ap lai nhiéu
tham so ciia cau hinh

Nhép vao nut Repair sé khéi tao nhiéu hoat dong nhu thé ban dang g0 céc
cau I¢nh trong ché do ctra s6 1énh. Céac cau 1énh dugc thuc hién theo thir tu
sau trong bang 8-2.

Bang 8-2: Cac hoat dong trong tién trinh sira 16i
Hoat dong trén nut Reapir Mo ta
Ipconfig /renew Thay d6i thoi han thué bao dia chi IP

Arp —d * X6a bo bo dém dung dé luu trit bang anh xa
diﬁa chi ARP (mét giao thirc duoc st dung
dé chuyén doi dia chi IP thanh dia chi

MAC)

Nbtstat —R Tai lai b dém NetBIOS

Nbtstat —-RR Gui tén NetBIOS cua may tinh toi WINS
cho tién trinh cdp nhat

Ipconfig /flushdns Xba bo by dém DNS

Ipconfig /registerdns Dang ky tén v&i may chia DNS

THON G TIN THEM Théng tin thém vé niit siva 16i Ban c6 thé biét
thém vé nut Repair trong Microsoft Knowledge Base article 289256
“A Description of the Repair Option on a Local Area Network or
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High-Speed Internet Connection”. Pé tim thdy bai viét nay, ban hay
truy cdp vao trang Web http.//support.microsoft.com va nhdp sé hiéu
bai nay vao hop van ban Search The Knowledge Base.

Kiém tra may chi DHCP

Néu may tram khong nhan dugc dia chi IP, dia chi gateway mac dinh va it
nhat mot dia chi may chu DNS thi may tram khong thé truy cap dugc
Internet. Dudi day 1a mot sé 1y do ma thong tin DHCP khong thé chuyén t6i
may tram duoc:

B Router khoéa giao thitc BOOTP (Bootstrap Protocol).

M DHCP relay agent khong ton tai trén cac phan doan mang khong c6
BOOTP relay.

B Dai dia chi cung cap cho may tram (DHCP scope) khong chua dia chi
nao.

B May chi DHCP c6 thé khong hoat dong.

Trong khi kiém tra may cha DHCP ban ciing nén kiém tra lai tinh hop 18 vé
dia chi IP, gateway médc dinh va cac mdy chu DNS dugc cap phat cho may
tram.

Néu c¢6 mot sb may tram van két ndi dugc véi Internet trong khi mot s6 khac
lai khong thyc hién dugc va ban xac nhan réng cac may tinh dugc cAu hinh
dé nhan thong tin cau hinh DHCP tir cac dai khac nhau thi ¢6 nghia 14 ton tai
mot may chu DHCP gid mao & trén mang. Mot may chu DHCP gid mao 1a
mot may chii khong duge Gy quyén hoat dong & trén mang. Thong thudng,
cac may chit DHCP gia mao nay duogc thiét 14p véi muc dich kiém tra, tuy
nhién ching c6 thé cap phat thong tin cau hinh va dia chi khong ding cho
cac may tram dan dén tinh trang chung khong thé truy cap dugc Internet.

Neu cac may chu DHCP khong duoc uy quyen hoat dong, chung s& ty dong
tat. Str dung cong cu Dheploc dugce cung cap trong cong cu ho tro Windows
Server 2003 Support Tools, dé tim kiém cac may chu DHCP chua duge uy
quyén hodc cac may chit DHCP khac khong can duoc iy quyén nhu cic may
chi DHCP st dung trén cac hé diéu hanh Microsoft cii hodc céc may chu
DHCP duogc cai dat trén hé diéu hanh khong phai cia Microsoft. Ban c6 thé
cau hinh Dhcploc gii cic canh bao khi cac may cha DHCP gia mao dugc
xac dinh.
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P6i khi, ban ciing nhan dugc yéu cau giai quyét su ¢b lién quan dén cac két
ndi toi Internet tir cac may tram khong day. Trong mot s truong hop, ban
mudn thuc hién ciu ndi tir mot WAP (diém truy cdp khéng diy) véi nhiéu
cdu tric mang khac nhau nhu hinh 8-21.

Cable WAP Computerl.domainl.1.1.1
modem

<

Hub

Token Ring Ethernet

FE&E FEE

Hinh 8-21: Vi du minh hoa vé mang bic cau

K¢ét noi nhiéu mang véi nhau

Trong hinh 8-21, mot két ndi Internet duoc dat trén WAP. Ké d6, WAP lién
két voi Giao tiép mang khong day trén may chu. Ngoai ra, may chu con co
mot két ndi Ethernet va mot két ndi Token Ring dugc két ndi voi cac Giao
tiép mang khac.

Khi ban cho phép tinh ning bic cau trén két ndi nay, tat ca cac diém truy cp
vao may chu (khong day, Token Ring, Ethernet) duong nhu nam trén ciing
mot mang. Do dod, ban cé thé chia sé két ndi khong day dé tit ca déu co thé
di ra ngoai Internet. Dé tao mot mang bac cau, giit phim CTRL khi ban nhap
vao nhiéu két ndi trén may chi. Tiép d6 nhap chudt phai va lya chon Bridge
Network nhu hinh 8-22.
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™ Network Connections =13l x|
File Edit Yiew Favorites Tools Advanced Help | ,?
NEack - 63 - (P | - Search Folders | & @ X ) | [

fddress I\: Mebwork Connections j ﬂ Go

LAN or High-Speed Internet

ocal Area Connection

Disable
Shatus
Repair

Bridae Connections

Wizard Create Shorbout

Delete
Rename

w3
_'_-:/E

New Connection Wizard

Properties

J Connect multiple network. cannections to Farm a netwark bridge. 4

Hinh 8-22: Lywa chon nhiéu mang réi nhip chudt phai dé két noi ching
voi nhau

Khi ban cu hinh tinh ning bic cdu mang, ban cho phép luu thong tir Giao
tiép mang khong day, Ethernet va Token Ring chia sé cing mot khong gian
mang. Do d6, mot Giao tiép mang khong diy duy nhat s& trd thanh cong ra
dé phan tach cac mang.

D¢ chan doan va xur ly két né1 duoc bac cau tdi Internet, thuc hién cac budce
sau:

B Trong cac dac tinh trén thé General cua két ndé1 dugc bac cau, xac
nhan rang tat ca cac mang da duogc bac cau.

B Cau ndi s€ c6 mdt dia chi IP riéng biét. Kiém ching di€u nay bang

cach gd ipconfig/all trong ctra s6 ché do dong lénh. Néu ciu ndi
khong c6 mdt dia chi IP riéng biét, ban hay loai bd va tao lai né.

B Kiém tra két noi vat ly gitra cadc phan doan trén cau noi.

Str dung cong cu Netdiag

Netdiag 1a mot cong cu & ché d6 dong Iénh dugc str dung dé thuc hién mot
loat cac budc kiém tra nham giup cho nguoi quan tri mang cach ly cac van
dé mang va van dé két noi.

Pé gitp ban hiéu xem Netdiag 1am viéc nhu thé nao hiy xem xét tinh hudng
sau day. Ban la nha quan tri mang cta cong ty ABC va mdt nguoi st dung
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phan nan véi ban rang co ta khong thé két ndi t6i cac tai nguyén mang. Ban
chi nhén dugc thong bao “Network path not found’ va khong con thong tin
nao khac. Mac du ban du doan rﬁng o thé may chu DNS c6 van dé nhung
ban van quyét dinh st dung cong cu Netdiag dé nhan dugc phan hodi nhanh
qua mdt loat cac budc kiém tra. Tai dau nhac 1énh, g netdiag rdi nhap phim
ENTER.

Khi d6 Netdiag thuc hién cac budc kiém tra mang tinh tong thé trén mdi
Giao tiép mang. Cac budc kiém tra trén cac Giao ti€p mang dugc thuc hién
theo thur tu sau:

1. Kiém tra cac truy van Netcard
2. Kiém tra Ipconfig
3. Kiém tra cdu hinh tu dong (APIPA)
4. Kiém tra gateway mic dinh
5. Kiém tra tén NetBT
6. Kiém tra dich vu WINS.
Nediag thuc hién cac budc kiém tra mang tinh tong thé theo thir tu sau:
1. Kiém tra thanh vién ctia mién
Kiém tra tién trinh van chuyén NetBT
Kiém tra dia chi tu dong cau hinh (APIPA)
Kiém tra ping dia chi IP Loopback
Kiém tra gateway mic dinh
Kiém tra tén NetBT
Kiém tra Winsock
Kiém tra DNS

Kiém tra Redir va Browser

A S RSN L S

10.Kiém tra qué trinh phat hién may chi DC
11.Kiém tra danh sach may chu DC

12.Kiém tra moi quan h¢ tin cay

13.Kiém tra giao thtrc xac thuc Kerberos

14.Kiém tra giao thtc truy van co so dit liéu LDAP
15.Kiém tra tinh lién két
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16.Kiém tra cAu hinh WAN
17.Kiém tra ciAu hinh modem
18.Kiém tra tinh bao mat IP

Dudi day la két qua cua cau 1énh Netdiag. Két qua cua cac budc kiém tra
nay sé hién thi giao thirc nao dugc sir dung trén Giao tlep mang, cac mdi lién
két va cac qua trinh kiém tra dia chi IP thanh cong. Tién trinh kiém tra DNS
thong qua cdu lénh ping bi 16i va x4c nhan rang may cha DNS khong thé
lién lac duoc.

Computer Name: RKSRVR-2

DNS Host Name: rksrvr-2.reskita.microsoft.com

System info : Windows 2000 Server (Build 2467)

Processor : x86 Family 6 Model 6 Stepping 0, Genuinelntel
List of installed hotfixes : Q147222

Netcard queries test.......: : Passed

[WARNING] The net card 'Intel(R) PRO/100+ Management Adapter'
may not be working.

Per interface results:

Adapter : Local Area Connection

Netcard queries test. .. : Passed

Host Name.........: rksrvr-2

IP Address........: :10.10.1.51

Subnet Mask........: : 255.255.255.0
Default Gateway......:

Dns Servers........: : 10.10.1.77
AutoConfiguration results. . ....: : Passed

Default gateway test. .. : Skipped

[WARNING] No gateways defined for this adapter.
NetBT name test......: : Passed

WINS service test.....: : Skipped

There are no WINS servers configured for this interface.
Adapter : Local Area Connection 2

Netcard queries test . .. : Failed

NetCard Status: DISCONNECTED

Some tests will be skipped on this interface.

Host Name.........: : rksrvr-2
Autoconfiguration IP Address : 169.254.74.217
Subnet Mask........: : 255.255.0.0
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Default Gateway......:

Dns Servers........:

Global results:

Domain membership test......: Passed
NetBT transports test.......: Passed

List of NetBt transports currently configured:

NetBT _Tcpip_{A2D04C22-3BB8-4FA0-B7DA-414DC1DDO08A7}
NetBT _Tcpip_{56079E37-8246-4712-8B36-FS503FF6F9873}

2 NetBt transports currently configured.

Autonet address test.......: Passed
IP loopback ping test.......: Passed
Default gateway test.......: Failed

[FATAL] NO GATEWAYS ARE REACHABLE.
You have no connectivity to other network segments.
If you configured the IP protocol manually then

you need to add at least one valid gateway.

NetBT name test..........: Passed
Winsock test...........: Passed
DNStest.............: Failed

[WARNING] Cannot find a primary authoritative DNS server for the
name 'bdover.reskita.microsoft.com.'. [ERROR_TIMEOUT] The name
'bdover.reskita.microsoft.com.' may not be registered in DNS
[WARNING] The DNS entries for this DC cannot be verified right now
on DNS server 10.10.1.77, ERROR_TIMEOUT.

[FATAL] No DNS servers have the DNS records for this DC registered.
Redir and Browser test......: Passed

List of NetBt transports currently bound to the Redir
NetBT_Tcpip_{A2D04C22-3BB8-4FA0-B7DA-414DC1DDO08A7}

NetBT _Tcpip_{56079E37-8246-4712-8B36-FS503FF6F9873}

The redir is bound to 2 NetBt transports.

List of NetBt transports currently bound to the browser

NetBT _Tcpip_{A2D04C22-3BB8-4FA0-B7DA-414DC1DDO08A7}

NetBT _Tcpip_{56079E37-8246-4712-8B36-FS503FF6F9873}

The browser is bound to 2 NetBt transports.

DC discovery test.........: Passed
DCllisttest...........: Passed
Trust relationship test. .. ... : Failed

Secure channel for domain 'RESKITA' is to "\a-
dcp.reskita.microsoft.com'.
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[FATAL] Cannot set secure channel for domain 'RESKITA' to PDC
emulator. [ERR OR_ NO LOGON_SERVERS]
Kerberostest...........: : Passed

LDAPtest.............: : Passed

[WARNING] Failed to query SPN registration on DC
'adcp.reskita.microsoft.com’.

[WARNING] Failed to query SPN registration on DC
'adcl.reskita.microsoft.com'.

[WARNING] Failed to query SPN registration on DC
'adc3.reskita.microsoft.com'.

Bindings test...........: Passed

WAN configuration test......: : Skipped
No active remote access connections.
Modem diagnostics test......: Passed
IP Security test.........: : Passed

Service status is: Started

Service startup is: Automatic

IPSec service is available, but no policy is assigned or active
Note: Run "ipseccmd /?" for more detailed information

The command completed successfully

Véi théng tin ndy, nguoi quan tri hé théng biét rang hodc dia chi may chi
DNS khong chinh xac hoic may chit DNS khong phan hoi. Do dia chi may
chu DNS ciling duogc hién thi qua két qua nén ban dé dang xac dinh xem dia
chi d6 c6 dung hay khong.

Sau khi da cach ly duoc 18i, nguoi quan tri ¢6 thé thyc hién thém cac budc
chan doédn dé xac dinh xem tai sao may chu DNS khong hoat dong

XU LY SU CO CAC DICH VU TREN MAY
CHU

Khi mdt may chu hoat dong ban c6 thé nghi rang moi viéc 1 6n nhung trong
thuc té ban phai rat can trong. Phén nay s& gitp ban chan doan va giai quyét
cac dich vu nhu thé nao nham dam bao cho may chu hoat dong tron tru.

Kiém tra sw phu thudc ciia dich vu

Ciing gidng nhu cac may chu khic ctua Microsoft, Windows Server 2003
dugc tao nén bo1 mdt tap hop cac tién trinh, mdi cai thuc hién mét tc vu cu
thé. Poi khi cac tac vu nay chay nhu céc dich vu. Mot dich vu co thé chay
hodc & ché d6 bé mit (yéu cdu tuwong tac voi nguoi sir dung) hodc & ché do
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ngam (khong can tuong tac voi nguoi st dung). Thong thuong, cac dich vu
chay & ché do ngam va it khi yéu cau tuong tac voi nguoi s dung dé thuc
hién cong viéc cu thé. M6t vi du vé mot dich vu chay ¢ ché d6 ngam do la
dich vu Net Logon, chiu trach nhiém trong viéc xac thuc quyén cho nguoi
st dung va cac dich vu.

Pé xac dinh xem dich vu nao duoc cai dit va dang chay, trén thuc don Start
kich chudt phai vao My Computer chon Manage 161 mo rong phan Services
And Applications. Tiép d6 nhap vao Services. Hinh v& 9-23 du6i diy minh
hoa vi du vé mot danh sach cac dich vu.

E Computer Management ] ;Iglﬁl
g Fie Action Wiew ‘Window Help |;|i|l|

o | aES0B|[2] > 8w

. Computer Management {Local) #, Services

EI m System Tools
=g :;entd\f:v?:r Remote Access Connection Name 7 | Description | stabus | Startup Type |
g o ; aFre o e:-s o Blert Manager %Portable Media Seri.,.  Retrievest.., Manual
: "E‘ erTarmance Logs and Aler X %Print Spaaler Manages al... Started Automatic
= Device Manager Ston the service HProkected S Protectsst... Stated  Automati
EI@ Storage Restart the service rotected Storage rotecks st,..  Starte utomatic
| -3 Remavable Storage . Dete Manusl
[ Disk Defragmenter Description: ) o Manual
| g Disk Management Manages dial-up and virtual private SaRemote Deskiop He... Manages z... Manual _
E| & Services and Applications niebwork (YPN) connections from this %Remote Procedure ... Servesast.. Started Autarmatic
- 8 Telephony computer ko thx_e Inkermet or other remote %Remgte Procedure ... Enables re.., Mariual
- Services networ_ks‘ IF this service 1s stoppgd, the %Remote Registry Enables re...  Started Automatic
operating system might not Function
335 WMI Control properly. If this service is disabled, any %Removable Storage  Manages a... Marual
- g Indexing Service services that explicitly depend an it will %Resultant Set of Pal.., Enablesa ... TManual
B DNz Fail to start, Routing and Remat... Enables mu... Started Automatic
B % Routing and Remate Access %Secondary Logon Enables st...  Starked Autornatic
- Internet Information Servis % Security Accounts ... Thestarbu...  Started  Automatic
%Server Supports fil,,,  Started Automatic =
BB e - A R . .-
« | ;IJ
ﬂ—l ﬂ Extended A Standard /

Hinh 8-23: Phan Services hién thi trang thai ciia tat ca cac dich vu

Cac dich vu c6 thé nim & mot trong ba trang thai sau: da khoi d(f)ng
(started), dung (stopped) hodc tam dung (paused). Co ba phuong phap dé
cau hinh qua trinh khéi tao mot dich vu:

B Automatic (tw dong) Dich vu s€ tu dong khaoi tao khi hé théng khéi
dong lai.

B Manual (thiét lap thi cong) Dich vu khong tu dong khéi tao khi hé
thong khéi dong lai nhung no6 s€ khoi tao néu né dugc khoi tao bang
tay hodc c6 mot tién trinh khac yéu cau dich vu nay.

B Disable (tit) Dich vu khong tu dong khai tao khi hé théng khai dong
lai. Dich vu cling s€ khong khoi tao ngay ca trong truong hop né duoc
khoi tao bang tay hodc c6 mot tién trinh khac yéu cau dich vu nay.
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Mot sb dich vu phu thudc vao céac dich vu khac dé khoi tao. Khai niém nay
duogc goi 1a su phu thudc cua dich vu. Vi vay, néu nhu c6 mét dich vu cé
tryc tric thi né s& gy ra anh huong xép chdng trén may chii. Str dung man
hinh Services, néu ban quen voi dich vu Remote Access Connection
Manager (kich dup vao dich vu roi lya chon thé Dependencies), ban co thé
nhin théy cac dich vu ma n6 phu thudc cho tién trinh khéi tao cling nhu cac
dich vu phu thudc vao né trong qua trinh khoi tao. Hinh 8-24 s€ minh hoa
diéu nay.

20|

General | LogOn | Recovery Dependencies |

Some services depend on other services. system divers or load order
aroups. | a systemn component iz stopped, of is not runhing properly,
dependent services can be affected.

Femote Access Connection Manager

Thiz zervice depends on the following system components:

Ny
Plug and Play
% Femote Procedurs Call (RPC)

The following system components depend on this service:
w Internet Connection Firewall ICF] # Internet Connection Sharing [IC

----- % Remote Access Auto Connection Manager

| |
Ok I Cancel | Apply |

Hinh 8-24: Thé Dependencies hién thi sy phu thudc ciia mét dich vu

Trong trudong hop nay, ban c6 thé nhin thidy dich vu Remote Access
Connection Manager phu thudc vao dich vu Telephony trong khi dich vu
nay lai phu thuoc vao hai dich vu khéac la: Plug And Play va Remote
Procedure Call (RPC). Néu dich vu Remote Access Connection Manager
khong hoat dong thi ca hai dich vu phu thudoc vao no: Internet Connection
Firewall/Internet Connection Sharing (ICF/ICS) va Remote Access Auto
Connection Manager déu khong khoi tao dugc.

St dung cac lya chon phuc hoi trang thai dich vu

Hau hét cac dich vu duoc cai dit trén Windows Ser\{er 2003 déu chay trong
ngir génh Loca! System. Day 1a mot tai khoan hé thong dac biét c6 tinh cuc
bo dé€ diéu khién khi nao thi dich vu dugc khéi tao va dung. Tuy nhién, céac
dich vu duogc tai thém (thong thuong chung duoc tai bd1 Microsoft hodc cac
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Ung dung cua hang thir ba) chay trong cac ngir canh khac. Thong thuong khi
dich vu dugc tai, hé thong yéu cu ngudi quan tri cung ‘cap cac chung thuc
trén hé thong ma dich vu dang chay. Thay vi cung cap dich vu truy cap
thong sudt toi hé thong qua tai khoan déc bi¢t System thi dich vu bi han ché
tinh nang qua tai khodn ngudi st dung do ngudi quan tri xac dinh. Tai khoan
nay la mot nguoi s dung cuc bo trén may tinh (hay tai khoan quan tri cuc
bg). Noi cach khac tai khoan co it quyén hon. Mttc d6 truy cap dugc yéu cu
phu thudc vao nhirng yéu clu cla ung dung va céac dich vu cai dit.

Tuy nhién mo hinh tot nhat 1a chi cung cdp cho tai khoan mirc do truy cap
tdi thiéu. Vi dy, néu tai khoan dich vu bat dau véi mot tai khoan nguoi s
dung cuc bo thi ban khong can thiét phai tao tai khoan dé boi vi tai khoan
quan tri cuc bd s€ dugc su dung dé diéu khién dich vu. V&i mdi ung dung
ban c6 ké hoach cai dit, hiy tham khao tai lidu cai dat dé biét duoc cac
quyén can thiét cho tién trinh cai dit.

Thinh thoang, sau khi cai dat mot ing dung mai tuong Gng voi viée cai dat
dich vu méi thi dich vu cta tng dung nay khong khdi tao duoc. Ban co thé
nhin thay xem dich vu di duogc khoi tao hay chwa va cac 16i di kém theo dich
vu chi ra ly do tai sao n6 khong thé hoat dong dugc thong qua Computer
Management hoic xem cic file nhat ky trong phan System nhu hinh 8-25.
2 x]

Ewvent |

Date: IEREERENNE Source:  Service Caontrol Manager + |
Time: 3:43:54 PM  Category: Mone

Type: Error Ewent |0 7000 + |
Uszer: (I

Computer: ACAPULCO

Dezcription:

The Metwark DDE DSDM service failed to start due to the following errar:
The zervice did not start due to a lagon failure,

Far more information, zee Help and Support Center at
hittp: /4 go. microzoft, comfwlink fevents. azp.

Data: €% Butes € words

=
I

QK. I Cancel | Lpply |

Hinh 8-25: Dich vu Network DDE DSDM 15i trong qua trinh khéi tao
Néu ban xac dinh 16@ 1a do qua trinh dang nhap thi ban can phai xem xét 1y
do gay ra 161. C6 nhiéu 1y do c6 thé gay nén 161 nay:
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B Tén nguodi st dung cua tai khoan nay da bi thay ddi, bi x6a, bi cAm
hoat dong.

WM Mat khau cua tai khoan nay bi hét han va can duoc thiét 1ap lai.

W Tai khoan dung dé chay dich vu nay khong dugc gan quyén Log On
As A Service.

pé xélcv dinh dugc nhiing 16i nay, trudc hét ngay trén ban :[hﬁn dich vu ban
hay kiém tra th¢ Log On (xem hinh 8-26) dé dam bao rang thong tin tai
khoan dugc cung cap la chinh xac dya trén nhitng dac ta cua trng dung.

Remote Access Connection Manager Propi 2 x|

General LogOn |F|ecover_l,l| Dependenciesl
Log an as:

" Local System account

[T Allow service to interact with deskiop

¥ This account: IEEITTINC\Administrator Browse... |

EaSSWD[d: I...............

Confirm password: I...............

You can enable or disable thiz service for the hardware profiles listed below:

Hardware Prafile | Service |
Prafile 1 Enabled
Ersble | Disable |

Cancel | Apply |

Hinh 8-26: Sir dung thé Log On dé dam béo ring thong tin tai khoan
danh cho dich vu la chinh xac

Sau khi kiém tra tén va mat khau, ban can dam bao rﬁng tai khoan dugc gan
quyén Log On As A Service. Néu ban st dung mot tai khoan trén mién dé
chay mot dich vy, ban can kiém tra chinh sach Default Domain Controller.
Dé thyuc hién tac vu nay, trén thuc don Start tré t&1 Administrative Tools roi
nhap vao Domain Controller Security Policy. Trén man hinh quan tri bén
trai, trong phan Local Policies kich dtp vao User Right Assignment va &
phia bén phai cia man hinh hay chon Log On As A Service nhu hinh 8-27.
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'fi Default Domain Controller Security Settings [l 3

File  Action View Help

e | EE xR @

@ Security Settings Palicy  + | Palicy Setting :I
g Account Policies [B¥)Generate security audts METWORK SERVICE,LOCAL SERVICE
& Lca\ PD|ICIES. Impersnnate a client after authentication Mok Defined
1, Audit FTU:EY . Increase scheduling priority Administratars
- = F_{Ig ks -‘.\sslgnment Load and unload device drivers Print Operators, Adriniskratars
[+ =gl Security Options .
]5 Event Log Lock pages in memary
[2¥]Log on as = batch job FABRIKAMITWAM_ACAPULCO, FABRIK

£-|_& Restricted Groups

£
E: " - " "
-8 System Services or &5 & Service METWORE SERVICE, FABRIKAMLAdmn
&8 Registry Manage auditing and security log Administrators
-8 File System Mndify firmware ervironment values Administratars
- Wireless Metwork (IEEE 802,113 PerForm wolume mainkenance tasks Mot Defined
- Public Key Policies PrnFiIe single pracess Administrators
-[_] Software Restriction Policies PrnFiIe system perfarmance Administratars
[]--1@ IP Security Policies on Active Direc Remnve computer from docking station Adrministrators
Replace a process level token FABRIKAMTMWAM_ACAPULCO,NETWO =
o ; . .
: Bl E]ﬁnarpnya Filae_and dirarkarias Saruar Onarakare n:rblj " n.-.aun-mI\l_I

Hinh 8-27: Pam bao rang dich vu duwoc gan quyén Log On As A Service

Sau khi x4c nhan tai khoan mién da dugc khai bao trong Policy Setting, ban
hay kho1 dong lai dich vu.

Néu tai khoan ban muén st dung nam trén mot may tinh doc lap cai dat hé
diéu hanh Windows Server 2003, hily chay cong cu Gpedit. Ké d6, mé rong
Local Computer Policy -> Computer Configuration -> Windows Settings -
> Security Settings -> Local Policies va cudi cung lya chon User Right
Assignment. Xac dinh quyén Log On As A Service va dam bao rang tai
khoan ma ban mudn st dung da duoc liét ké.

Windows Server 2003 c6 nhiéu tiy chon trong truong hop khai tao dich vu
bi 16i do nhitng 1y do di néu ra & trén. Néu dich vu bi 13i, cac su kién sé&
duoc ghi lai trén may chu da khaoi tao dich vu d6. Tuy nhién, ban co thé lya
chon dé c6 dugc mot mé hinh chu dong hon trong qua trinh quan trj dich vu.

Néu ban lya chon thé Recgvery cua dich vu, m@tNV?:li lga chon cho phép ban
chi dinh hanh vi cua h¢ thong sau khi dich vu bi 161 nhu hinh 8-28.
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Metwork DDE DSDM Properties (Local Comp e |

Genelall LogOn Recovery |Dependencies|

Select the computer's responze if this service fails.

First failuire: IF!estart the Service j
Second failure: IF!estart the Service j
Subsequent failures: IHun & Frogram j

Feszet fail count after: ID days
Restart gervice after: |1 minLbes

— Run program

Program:
Ipager.exe 5560100 "Metwork DDE service failure." Browse... |

LCommand line parameters:

™ Append fail count to end of command line [/fail=3%13%)

Bestart Computer, Dptions... |

Cancel | Apply |

Hinh 8-28: Thiét 1ap cach thirc hanh dong trong thé Recovery

Néu mot dich vu bj 131, ban ¢6 bén lya chon sau:
W Take No Action (khong thyc hién bat ky hanh dong nao)
B Restart The Service (khdi dong lai dich vu)
B Run A Program (chay mot chuong trinh nao do)
|

Restart The Computer (khoi1 dong lai may tinh)

L5i mot dich vu don ¢6 thé 1a mot hién tuong khong binh thuong. Dich vu
nay khong khéi tao dugc co thé 1a do dich vu ma né phu thudc chua duogc
khai tao. Tinh trang ndy c6 thé xdy ra do mot s6 nguyén nhan nhu truy cép
dia cham mot cach tam thoi hodc dich vu khac phai két thuc tién trinh ghi
vao file nhat ky trudc khi qué trinh khéi tao hoan tat. Do d6, khi cac dich vu
khac chua dugc khéi tao hoan toan thi dich vu ndy van nam trong tién trinh
yéu cau cho qué trinh khoi tao. Vi vdy, trong 1an 16i dau tién ban nén khoi
dong lai dich vu.

Tuy nhién, néu dich vu bi 16i nhiéu lan, ban nén c¢6 ging khoi dong lai mot
lan nira hoac chay mot chuong trinh cho phép ban biét dugc dich vu c6 khoi

TRIEN KHAI, QUAN TRI VA DUY TRI CO SO HA TANG MANG 392
VOI WINDOWS SERVER 2003



CHUONG 8: DUY TRI KIEN TRUC HA TANG MANG

tao dugc hay khong. Nél:l khong ban s€ khoi dong lai may tinh dé xem sy
phu thudc thoi gian c6 bién mat hay khong.
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TONG KET

B Sau khi hoan thanh qué trinh trién khai mang, mot van dé rat quan
trong doi voi ban do 1a duy tri mét cach chua dong cac hoat dong trén
mang Windows Server 2003 cua ban.

WM Thé Task Manager Networking 13 mot cach nhanh nhat dé hién thi
cac hoat dong mang. Ban c6 thé thém cac cdt vao trang nay dé hién thi
thém thong tin.

B Su dung bang diéu khién Performance d¢é giam sat cac hoat dong theo
thoi gian thuc, cau hinh cac canh bao va tao céc file nhat ky vé€ hi¢u
nang hoat dong cua hé théng. Man hinh nay con cung cap cac phan
tich chi tiét vé cac mirc do sir dung tai nguyén hé thdng thong qua viéc
s dung céc bién dém dé xac dinh cc nht c6 chai. Man hinh quan tri
Performance cho phép ban ciu hinh dé giri mot thong bao sau khi bo
khai tao da duoc thiét 1ap.

B Cong cu Netstat sé gitp ban gidm sat luu thong mang va cau 1€nh
Netstat —o cho phép ban xac dinh PID cua tién trinh dang md mot
cong. Su dung Task Manager d¢ hién thi cac tién trinh c6 PID tuong
ung.

B (0 hai phién ban cua cong cu giam sat mang Network Monitor: phién
ban thu gon va phién ban chuan. Phién ban thu gon cua Network
Monitor chi c6 thé thu thap duoc luu thong guri t6i hodc tir chinh giao
dién mang cua no. Trong khi d6 phién ban chuan cia Network
Monitor co thé chay ¢ ché do hdn hop c¢6 nghia 1a né c6 thé thu thap
100% luu théng mang trén giao dién mang. Phién ban chudn cua
Network Monitor dugc tim thay trén phan mém System Management
Server (SMS) va c¢6 thé thu thap luu thong gilta cac mdy tinh trén
phan doan mang. Network Monitor cho phép ban thu thap cac gobi tin
cu thé tir mang cua ban dé phan tich tinh hinh hoat dong trén mang.
Ban c¢6 thé cAu hinh Network Monitor dé khoi tao mot canh bao khi
cic mau cu thé duoc dap ang hoac mdt khong gian by nhd dém xac
dinh duogc sir dung.

B Khi chan doan su cb vé két ndi Internet kiém tra cac thiét lap vé dia
chi IP, DNS ctia may tram va cdac thiét 1ap ve chuyén truy van Ién may
chui DNS cap trén.
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B Néu co 16i lién quan téi DNS, ban phai dam bao rang may tram da c6
thong tin chinh xac vé ‘may chi DNS. Trudc hét sir dung cau lénh
Nslookup dé x4c nhan rang may chi phan hoi chinh xac nhiing gi ban
truy van. Ke d6 xac nhan tinh nang chuyén tiép cac truy van 1én may
chu DNS cap trén (forwarder).

B Nut Repair cia mot Giao ti€ép mang thuc hién mot loat cac budce ki€ém
tra va cac chirc nang co thé giai quyét dugc nhirng 161 vé két noi.

W Tinh ning cau ndi mang cho phép truy cap tur nhiéu mang gidng nhu
thé truy cap tir mdt mang duy nht.

B Mot s6 dich vu phu thudc 1an nhau trong qua trinh khéi tao. Ban co
thé kiém tra tinh phu thudc trong thé Dependencies cua dich vu. Cac
lya chon phuc hoi dich vu cho phép ban khéi dong lai dich vy, chay
mot chuong trinh hoac khéi dong lai may tinh sau khi c6 mot hodc
nhiéu dich vu bi 18i. Khi chan doan su ¢6 16i dich vu, ban c6 thé kiém
tra tén nguoi s dung, mat khau va quyén Log On As A Service. Ban
c6 thé cau hinh cac lya chon phuc hdi dé thong bao cho ban biét khi
mot dich vu bi 16i khéi tao.
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BAI TAP THUC HANH

CHU Y QUAN TRONG Hoan thanh tit cd cdc bai tip thuc hanh
Néu ban ldp ké hoach thuc hién cdc bai thuc hanh cua quyén sach nay
thi ban phdi lam tat ca cdc bai thuc hanh trong chuwong nay réi dira
mdy tinh quay tro Vvé trang thdi ban dau de két hop véi cdc bai lab
trong cuon BAI TAP THUC HANH. Ban cdn mot may chu DNS da cai
dat de lam bai thyc hanh 9-2, “Kiém tra cdu hinh hodc tinh ndng
chuyén tiép DNS”. Neu DNS chua dwoc cai dat, tham khao bai thuc
hanh 3-1 trong cuon sdach nay, “Thém vai tro DNS cho mady chi”, dé
cai dat DNS.

Bai tip thwe hanh 8-1: Hién thi Task Manager
Trong bai thuc hanh nay, ban s€ st dung Task Manager dé hién thi danh
sach cdac tién trinh dang hoat dong va hién thi cac hoat dong mang.

l.

bang nhap voi tai khoan Administrator, su dung t6 hop phim
CTL+ALT+DEL 161 nhap vao Task Manager.

Nhép vao thé Networking.

3. Trén thuc don View nhap vao Select Columns.

Lua chon cac bién dém sau r6i nhap OK:

Network Utilization
Link Speed

State
Unicasts/Interval
Nonunicasts/Interval

& RD SR

. P& mo ctra s6 ché do dong 1énh, nhap Start -> Run 161 g0 ecmd va

nhap Ok.

Tai dau nhic 1énh, g& ping maytinhgiaovien (trong d6
maytinhgiaovien la dia chi IP cua may gido vién).

Chon thé Networking. Ban sé& nhin thdy hoat dong trén két néi thong
qua cac goi tin cua cau 1énh ping dugc gui di.
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Bai tip thwc hanh 8-2: Kiém tra cau hinh ciia DNS
Forwarding

Trong bai thuc hanh nay, ban s€ sir dung th¢ Monitoring dé kiém tra qua
trinh chuyén cac truy van 1én may chu DNS cap trén.

CHU Y Cai dgt DNS Néu DNS chua duoc cdi dat, tham khdo bai
thuc hanh 3-1 trong cudn sdch nay, “Thém vai tro DNS cho may
chu”, dé cai dat DNS truoc khi bat dau bai thyc hanh nay..

1. Dang nhép voi tai khoan Administrator.
2. Nhép Start -> Administrative Tools rdi chon DNS.

3. Lya chon va nhap chudt phai vao t€n may tinh cia ban réi chon
Properties.

4. Trén trang dic tinh twong tng, trong thé Monitoring nhip Select A
Recursive Query To Other DNS Server.

5. Nhép Test Now. Mot phan hoi sé hién thi trong hop Test Results.

Bai tap thwe hanh 8-3: Ciu hinh céc dich vu
Trong bai thuc I}énh nay, ban s¢€ cAu hinh tinh phu thudc cua dich vu va céc
lga chon phuc hoi.
1. Nhép Start, kich chudt phai vao My Computer 1di ké d6 chon
Manage.
2. M6 rong Service And Applications roi nhap vao phan Services.
3. Kich duap vao dich vu ClipBook.
4. Trén trang ClipBook Properties thay d6i Startup Type tr Disable
thanh Automatic r61 nhap Apply.
5. Nhap Start dé khoi tao dich vu. Mot 161 xuat hién voi dong thong bao
“Could not Start the ClipBook service on Local Computer. Error
1068: The dependency service or group failed to Start’. Nhap OK.

6. Trén thé Dependencies, hién thi cac dich vu ma ClipBool phu thudc.
Chu y rang cac dich vu Network DDE va Network DDE DSDM phai
dugc khaoi tao do dich vu ClipBook phu thudc vao ching. Nhép Ok dé
dong trang ClipBook Properties lai.

7. Xac dinh dich vu Network DDE DSDM va kich dup vao né dé hién
thi cac dac tinh cua no.
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8. Thay d6i Startup Type tix Disable thanh Automatic r6i nhap Apply.

9. Nhéap Start dé khoi tao dich vu. Nhdp OK dé dong trang Network
DDE DSDM Properties.

10.Bay gio xac dinh dich vu Network DDE va kich dp vao no dé hién
thi cac dac tinh. Thay d6i Startup Type tu Disable thanh Automatic
101 nhap Apply.

11.Nhép Start dé khoi tao dich vu. Nhidp OK dé dong trang Network
DDE Properties.

12.Nhap chudt phai vao dich vu ClipBook va nhap Start dé khoi tao dich
vu ClipBook. Dich vu nay duoc khi tao.

13.Dung va vé hi€u hoa cac dich vu Network DDE, Network DDE
DSDM va ClipBook.

CAU HOI ON TAP
1. Ban nhan dugc mot bao cao réng‘ may tinh ctia mdt nguoi su dung
phan tmg cham vo6i nhitng yéu cau mang cua nguoi st dung. Ban
mudn xem nhanh nhat cac loai luu thong mang ma may chu dang
nhan. Ban sit dung Network Monitor. Ban mudn xem c6 bat ky luu

thong quang ba nao dugc gui ra mang hay khong. Ban s€ st dung bién
dém nao?

a. Nonunicasts/Interval
b. Unicasts/Interval

c. Bytes Sent/Interval

d. Bytes Received/Interval

2. Ban thiét 1ap Performance And Alerts dé giri mot ban tin toi may tinh
B dé thong bao cho nhan vién diéu hanh khi muc do st dung dai
thong mang trén may tinh A dat dén mot mirc nhét dinh. Tuy nhién,
may tinh B khong hé nhan duoc ban tin nao tur may tinh A. Ban phai
lam gi dé cho phép cac ban tin dugc gui tir may tinh A t6i may tinh
B? Chon tit ca cac lya chon dap tng.

. Trén may tinh A, khéi tao dich vu Messenger.

a
b. Trén may tinh A, khéi tao dich vu Alerter.

o

Trén may tinh B, khéi tao dich vu Messenger.

d. Trén may tinh B, khéi tao dich vu Alerter.
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3. Ban suy doan may tinh cua ban cai dat h¢ diéu hanh Windows Server
2003 d3 bi nhiém mét con virus. Ban xac dinh chéc chin VlI'U.S nay sé
truyén dir liéu tir mdy chu cua ban qua mang thong qua mot cong nao
d6. Ban mudn xac dinh xem tién trinh nao dang sir dung cong d6. Ban
s€ su dung cau 1énh nao?

a. Nbtstat —RR
b. Nbtstat —r
c. Nbtstat —a

d. Nbtstat -0

4. Mot nguoi str dung tai mot chi nhanh théng bao rang anh ta khong thé
su Microsoft Internet Explorer d¢ mé mdt Web site thong dung trén
mang Internet. Tai mdy tram ctia ban ¢ van phong trung tam, ban van
co thé ping dia chi dich. Ban s€ lam gi dé khac phuc su c6 nay? Chon
tat ca cac lua chon dap ung.

a. Tu may tinh cua ngudi su dung, ping dia chi dich

b. Tu may tinh ctia nguoi st dung, st dung tinh nidng Network
Repair

c. Tu may chu DNS, thuc hi¢n mdt budc kiém tra truy van don gian

d. Tur may chu DNS, thuc hi¢n mot budc kiém tra truy van dé quy

5. Mot nguot st dung tai mot chi nhanh thong bao r’fmg anh ta khong thé
st Microsoft Internet Explorer d&¢ m& mgt Web site thong dung trén
mang Internet. Tai may tram ctia ban ¢ van phong trung tam, ban chay
Nslookup d¢ kiém tra dia chi dich va nhan dugc dia chi dung. Tai may
tinh cta ngudi st dung, ban cling chay Nslookup nhung dia chi phan
hoi khong dang. Ban s€ 1am gi dé khac phuc su ¢6 nay? Chon tat ca
cac lua chon déap tng.

a. Xéc nhan rang may tram khai bao dia chi IP ctia cic may chit DNS
chinh x4c.

b. Chay Ipconfig /flushdns
c. Chay Ipconfig /registerdns
d. Chay Ipconfig /renew

6. Ban cai dat mot img dung md&i va nhan duge thong bao ndé dang cai
dat mot dich vu trén may tinh. Tuy nhién khi ban c6 gang chay ung
dung lan dau tién thi n6 khong thé khai tao. Ban ki€ém tra cac file nhat
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ky dé xac dinh nguyén nhan cia 16i ndy. Ban nhan dugc mot 16i thong
bao, “The service did not Start due to a logon failure”. Ban can thuc
hién nhitng budc nao dé xu ly su ¢6 nay?

a. Xac nhan réng dich vu da duoc ciu hinh dé khéi tao tu dong
b. Thay d6i mat khau cing tén vdi tai khoan

c. Xdac nhan mat khau chinh xac da dugc cung cap trén trang cac dac
tinh cua dich vu

d. X&c nhn rang tai khoan da dugc gan cac quyén quan tri

7. Ban cai dat mot ung dung médi trén mot may chu thanh vién. Ung
dung théng bao rang nd dang cai dit mot dich vu trén may tinh. Qua
trinh cai dat dich vu yéu ciu mot tén va mat khau dé chay dich vu.
Ban cung cap tén DOMAINI\Servicel. Tuy nhién khi ban cd gang
chay tng dung lan dau tién, n6 khong thé khoi tao duoc. Ban suy
doan rang tai khoan nay chua duoc gan cac quyén tuong tmg dé khoi
tao dich vu. Ban s¢€ lam gi?

a. Trén may chua thanh vién, gan cho tai khoan Servicel quyén Log
On As A Service.

b. Trén mién, gan cho tai khoan Servicel quyén Log On As A
Service.

¢. Trén may chu thanh vién, gan cho tai khoan Servicel quyén Log
On As A Batch Job.

d. Trén mién, gan cho tai khoan Servicel quyén Log On As A Batch
Job.

8. Mot nguoi sit dung phan nan rang sau khi c6 ta khoi dong lai may
tinh, c6 ta khong thé truy cap dugc Internet. Ban ki€m tra cac thiét 1ap
mang cua co ta va thay rang c6 ta c6 mdt dia chi IP nam trén mang
con sai va dia chi gateway mac dinh nam trén mang dung cho muc
dich ki€ém tra. Ban suy doan c6 mot may chu DHCP gid mao. Cong cu
nao cho phép ban st dung dé xac dinh may chu DHCP nay?

a. Ipconfig
b. Dhcploc
c. Netdiag

d. Netstat
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CAC KICH BAN TINH HUONG

Kich ban 8-1: Sir dung cc cong cu chan doan
Ban la nha quan tri mang cho cong ty ABC. Nguoi str dung va cac nha quan

tri khac thong bao co cac van dé tryc trdc trén mang. Ban phai quyet dinh
cong cu chan doan nao s& giai quyét mot cach twong tmg hau hét van dé nay.

Nam van dé hd tro khac nhau s& duoc miéu ta. Voi mdi Van dé, xac dinh
cong cu tuong ung. Lua chon tir cdc cong cu sau. Cung cap moét 1y do dé
minh chimg cho su lua chon ctia minh. C6 thé ban khong can sir dung tat ca
cac lua chon tra 161 ¢o thé.

Cac cong cu xur ly sy cd gom co:

— @ B EH EH E E n

Phién ban chuan ctua Network Monitor

Phién ban thu gon cua Network Monitor
Netstat

Ping

Tinh ning kiém tra trong thé DNS Monitoring
Nut Network Repair

Cau ndi mang

Cac cau hinh dich vu

Mot nguoi sir dung & Ha Noi phan anh rang anh ta khong thé duyét
Internet dugc. Ban yéu cdu anh ta ping dia chi gateway cuc bd va sau
khi thuc hién diéu nay, anh ta khong nhan dugc mot phan hdi thanh
cong tur gateway cuc bg. Nhitng nguoi sir dung khac trén mang khong
gip phai 16i nay.

Tat ca nguoi sir dung trén mang cua cong ty phan anh rang ho khong
thé duyét Internet mic du ngudi sir dung van nhan dugc cac phan hoi
khi ho ping cac tai nguyén bén ngoai bang dia chi IP. Truy cip dén
cac tai nguyén cua cong ty khong hé bj anh hudng.
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3. Mot nha quan tri & Da Nang mudn biét cach tt nhat dé thuc thi mot
phan doan mdi trén mang véi cau triuc vat ly khac han. Co ta khong
mudn mua mot router ciing.

4. Mot nha quan tri & Da Nang thong bao rang mot dich vu cua hang thir
ba trén may chu khong khoi tao. Anh ta da cb gang dé khoi tao dich
vu mdt vai 1an nhung n6 van khong chay.

5. M6t nha quén tri tai chi nhanh & xa nghi rﬁng may chu cua co ta bi
anh huong boi mot virus hodc chuong trinh “con ngua thanh Trojan”
Mot cong xac dinh xuat hién trong trang thai mo. Nha quan tri pha1
1am nhu thé nao dé xac dinh tién trinh nao sir dung cong néi trén?
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