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CompTIA A+ Exam 220-801 Objective Map

OBJECTIVE CHAPTER

1.0 PC HARDWARE (40 PERCENT)

1.1 Configure and apply BIOS settings. 2

1.2 Differentiate between motherboard components, their purposes, and properties. 1,23

1.3 Compare and contrast RAM types and features. 3

1.4 Install and configure expansion cards. 56

1.5 Install and configure storage devices and use appropriate media. 4

1.6 Differentiate among various CPU types and features and select the appropriate cooling method. 3

1.7 Compare and contrast various connection interfaces and explain their purpose. 4,5,6,9 19

1.8 Install an appropriate power supply based on a given scenario. 1

1.9 Evaluate and select appropriate components for a custom configuration, to meet customer specifi- 10
cations or needs.

1.10 Given a scenario, evaluate types and features of display devices. 6

1.11 Identify connector types and associated cables. 4,5,6,19

1.12 Install and configure various peripheral devices. 56,7

2.0 NETWORKING (27 PERCENT)

2.1 Identify types of network cables and connectors. 19

2.2 Categorize characteristics of connectors and cabling. 19

2.3 Explain properties and characteristics of TCP/IP. 20,21, 24

2.4 Explain common TCP and UDP ports, protocols, and their purpose. 20,21

2.5 Compare and contrast wireless networking standards and encryption types. 23

2.6 Install, configure, and deploy a SOHO wireless/wired router using appropriate settings. 22,23

2.7 Compare and contrast Internet connection types and features. 9,18

2.8 Identify various types of networks. 18,19

2.9 Compare and contrast network devices and their functions and features. 18, 22

2.10 Given a scenario, use appropriate networking tools. 19, 24

3.0 LAPTOPS (11 PERCENT)

3.1 Install and configure laptop hardware and components. 8

3.2 Compare and contrast the components within the display of a laptop. 8

3.3 Compare and contrast laptop features. 8

4.0 PRINTERS (11 PERCENT)

4.1 Explain the differences between the various printer types and summarize the associated imaging 7
process.

4.2 Given a scenario, install, and configure printers. 7

4.3 Given a scenario, perform printer maintenance. 7

5.0 OPERATIONAL PROCEDURES (11 PERCENT)

5.1 Given a scenario, use appropriate safety procedures. 1,619

5.2 Explain environmental impacts and the purpose of environmental controls. 1,10

5.3 Given a scenario, demonstrate proper communication and professionalism. 10

5.4 Explain the fundamentals of dealing with prohibited content/activity. 10

Exam Objectives

The exam objectives listed here are current as of this book’s publication date. Exam objectives

are subject to change at any time without prior notice and at CompTIA's sole discretion. Please visit the CompTIA
Certifications webpage for the most current listing of exam objectives: http://certification.comptia.org/getCertified

/certifications.aspx.



CompTIA A+ Exam 220-802 Objective Map

OBJECTIVE CHAPTER

1.0 OPERATING SYSTEMS (33 PERCENT)

1.1 Compare and contrast the features and requirements of various Microsoft Operating Systems. 12

1.2 Given ascenario, install, and configure the operating system using the most appropriate method. 11, 12,15, 16, 18

1.3 Given a scenario, use appropriate command line tools. 14,16, 17, 24

1.4 Given a scenario, use appropriate operating system features and tools. 7,12,13, 14, 15,

16, 17, 22, 25

1.5 Given a scenario, use Control Panel utilities (the items are organized by “classic view/large icons” in 6, 8,13, 15,
Windows). 22,25

1.6 Setup and configure Windows networking on a client/desktop. 18,19, 21, 22, 24

1.7 Perform preventive maintenance procedures using appropriate tools. 15,16, 17, 26

1.8 Explain the differences among basic OS security settings. 25

1.9 Explain the basics of client-side virtualization. 10

2.0 SECURITY (22 PERCENT)

2.1 Apply and use common prevention methods. 22, 25,26

2.2 Compare and contrast common security threats. 26

2.3 Implement security best practices to secure a workstation. 25,26

2.4 Given a scenario, use the appropriate data destruction/disposal method. 25

2.5 Given a scenario, secure a SOHO wireless network. 23

2.6 Given a scenario, secure a SOHO wired network. 24

3.0 MOBILE DEVICES (9 PERCENT)

3.1 Explain the basic features of mobile operating systems. 9

3.2 Establish basic network connectivity and configure email. 9

3.3 Compare and contrast methods for securing mobile devices. 9

3.4 Compare and contrast hardware differences in regards to tablets and laptops. 9

3.5 Execute and configure mobile device synchronization. 9

4.0 TROUBLESHOOTING (36 PERCENT)

4.1 Given a scenario, explain the troubleshooting theory. 10

4.2 Given a scenario, troubleshoot common problems related to motherboards, RAM, CPU and power 1,23 24
with appropriate tools.

4.3 Given a scenario, troubleshoot hard drives and RAID arrays with appropriate tools. 4,14, 16,17

4.4 Given a scenario, troubleshoot common video and display issues. 6

4.5 Given a scenario, troubleshoot wired and wireless networks with appropriate tools. 19, 23, 24

4.6 Given a scenario, troubleshoot operating system problems with appropriate tools. 12,15, 17,26

4.7 Given a scenario, troubleshoot common security issues with appropriate tools and best practices. 26

4.8 Given a scenario, troubleshoot, and repair common laptop issues while adhering to the appropriate 8
procedures.

4.9 Given a scenario, troubleshoot printers with appropriate tools. 7

Exam Objectives The exam objectives listed here are current as of this book’s publication date. Exam objectives
are subject to change at any time without prior notice and at CompTIA's sole discretion. Please visit the CompTIA
Certifications webpage for the most current listing of exam objectives: http://certification.comptia.org/getCertified

/certifications.aspx.
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Introduction

his training kit is designed for information technology (IT) professionals who want to

earn the CompTIA A+ certification. It is assumed that you have a basic understanding of
computers and Windows operating systems. However, the A+ certification is an entry-level
certification, so you are not expected to have any in-depth knowledge to use this training kit.

To become an A+ certified technician, you must take and pass the 220-801 and 220-802
exams. The primary goal of this training kit is to help you build a solid foundation of IT knowl-
edge so that you can successfully pass these two exams the first time you take them.

The materials covered in this training kit and on exams 220-801 and 220-802 relate to the
technologies a successful personal computer (PC) technician is expected to understand. This
includes PC hardware concepts, Windows operating system technologies, networking basics,
and IT security. You can download the objectives for the 220-801 and 220-802 exams from the
CompTIA website: http://certification.comptia.org/Training/testingcenters/examobjectives.aspx.

By using this training kit, you will learn how to do the following:

m Recognize hardware components used within a computer.

m Assemble a computer’s hardware components.

m Install, configure, and maintain devices.

m Troubleshoot and repair hardware problems.

m |nstall, configure, and troubleshoot laptop computers.

m Describe, install, configure, and troubleshoot printers.

m Describe the features used in mobile operating systems.

m Configure and secure mobile devices.

m Describe the differences between common operating systems.
m Install and configure operating systems.

m Use various command line and operating system tools.

m Troubleshoot and repair operating system issues.

m Recognize common components used in a network.

m Connect a computer and configure it on a network.

m Troubleshoot basic networking issues.

m Recognize common prevention methods used to enhance security.

Refer to the objective mapping page in the front of this book to see where in the book
each exam objective is covered.
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About the Exams

The 220-801 exam is focused on skills required to install and maintain hardware. It includes
objectives in the following five areas:

m PC Hardware (40 percent of exam)

m Networking (27 percent of exam)

m Laptops (11 percent of exam)

m Printers (11 percent of exam)

m Operational Procedures (11 percent of exam)

The 220-802 exam is focused on operating systems and troubleshooting. This includes
troubleshooting operating systems, security issues, and hardware. It includes objectives in the
following four areas:

m Operating Systems (33 percent of exam)

m Security (22 percent of exam)

Mobile Devices (9 percent of exam)
m Troubleshooting (36 percent of exam)

These exams became available in late 2012 and are the fifth version of A+ exams. Previ-
ous versions came out in 1993, 2003, 2006, and 2009, and over the years, more than 900,000
people around the world have earned the A+ certification. IT professionals commonly start
with the A+ certification to lay a solid foundation of IT knowledge and later move on to
higher-level certifications and better-paying jobs.

As | write this, CompTIA has not published how many questions will be on each exam, how
long you'll have to complete each exam, or what the passing scores are. You can look here for
up to date information: http://certification.comptia.org/aplus.aspx.

In previous versions, each exam included 100 questions and you had 90 minutes to com-
plete the exam. This gave you a little less than a minute to answer each question. Because of
this, the questions were straightforward. For example, what's 10 + 10? Either you know it or
you don't, and you won't need to spend a lot of time analyzing the question.

More than likely, you'll have the same number of questions, but you'll probably have
longer to complete them due to the addition of performance-based questions. Most of the
questions will be simple, but some will require you to perform a task.

Prerequisites

CompTIA recommends that test takers have a minimum of 12 months of lab or field work
experience prior to taking the exams. That is, they expect that you have been studying com-
puters (lab work) working in an IT job (field work) or a combination of both for at least 12
months.
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This is different from what CompTIA has previously recommended. The 220-701 and
220-702 objectives recommended test takers have 500 hours of lab or field work, which
equals about three months of 40-hour weeks.

Note that this is not a requirement to take the exams. Anyone can take the exams after
paying for them, and if they pass, they earn the certification. However, you'll have the
best chance of success if you have been studying and working with computers for at least
12 months.

Performance Based Testing

A significant difference in the 220-801 and 220-802 exams over previous versions is the
introduction of performance-based testing. Instead of just using multiple choice questions,
CompTIA is introducing questions that will require you to perform a task.

Imagine that you wanted to know if a person could ride a bike. You could ask some mul-
tiple choice questions, but you'll find that these questions aren't always reliable. A person
might answer questions correctly but not be able to actually ride the bike. Put the person in
front of a bike, ask the person to ride it, and you'll quickly know whether the person can or
not. Performance-based testing uses this philosophy to see if someone has a skill.

Consider the following multiple choice question:

1. Which of the following commands will change a file to read-only?
A. assoc -R study.txt
B. attrib +R study.txt
C. readonly -true study.txt
D. ren -readonly study.txt

The answer is attrib, and the +R switch sets the read-only attribute to true, making it
read-only.

This same knowledge might be tested in a performance-based testing question as follows:

1. “Navigate to the C:\Data folder and change the study.txt file to read-only.” When
you click a button, you'll be in a simulated Windows environment with a Command
Prompt. You would then need to enter the following two commands:

cd \data
attrib +R studynotes.txt

When it's a multiple choice question, you have a 25-percent chance of getting it correct.
Even if you didn't remember the exact syntax of the attrib command but knew the purpose
of it, you would probably get the previous question correct. The performance-based testing
method requires you to know the material and be able to enter the correct commands.
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Throughout the book, with performance-based testing in mind, I've included steps and
instructions for how to do many tasks. If you do these tasks as you work through the book,
you'll be better prepared to succeed with these performance-based tests. I'll also be posting
A+ notes and tips on Blogs.GetCertifiedGetAhead.com. Check it out.

Objective Changes

CompTIA includes a note in the objectives that states that, "Objectives are subject to change
without notice.” | don't know of any time they've changed the objectives without notice, but
they have changed objectives.

For example, when the 220-701 and 220-702 objectives were published in 2009,
Windows 7 wasn't available and the objectives didn’t include any Windows 7 topics. However,
the popularity of Windows 7 increased, and CompTIA decided to add Windows 7 topics. In
September 2010, CompTIA announced objective modifications to include Windows 7. The
changes became effective for anyone who took the exam after January 1, 2011.

The same timing is occurring with the 220-801/220-802 objectives and Windows 8.
When the objectives were first published, Windows 8 was not available, so you won't see any
Windows 8 topics on the exams.

Is it possible that Windows 8 will become popular and that CompTIA will announce
changes to the objectives in 2013? Absolutely. If that happens, | plan on staying on top of the
changes and will post updates on my blog at http://blogs.getcertifiedgetahead.com. I'll also
include information on the following page: http://getcertifiedgetahead.com/aplus.aspx.

Study Tips
There's no single study method that works for everyone, but there are some common tech-
niques that many people use to pass these exams, including the following:

m Set a goal. Pick a date when you expect to take the first exam, and set your goal to
take it then. The date is dependent on how long it'll take you to read the chapters and
your current knowledge level. You might set a date two months from now, four months
from now, or another time. However, pick a date and set a goal.

m Take notes. If concepts aren't familiar to you, take the time to write them down. The
process of transferring the words from the book, through your head, and down to your
hand really helps to burn the knowledge into your brain.

m Read your notes. Go back over your notes periodically to see what you remember
and what you need to review further. You can't bring notes with you into the testing
area, but you can use them to review key material before the exam.
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m Use flash cards. Some people get a lot out of flash cards that provide a quick test of
your knowledge. These help you realize what you don’t know and what you need to
brush up on. Many practice test programs include flash cards, so you don’t necessarily
have to create them yourself.

= Review the objectives. This is what CompTIA says it will test you on. Sometimes
just understanding the objective will help you predict a test question and answer it
correctly.

= Record your notes. Many people record their notes on an MP3 player and play them
back regularly. You can listen while driving, while exercising, or just about anytime.
Some people have their husband/wife or boyfriend/girlfriend read the notes, which
can give an interesting twist to studying.

= Take the practice test questions on the CD. The practice test questions on the CD
are designed to test the objectives for the exam but at a deeper level than you'll have
on the live exam. Each question includes detailed explanations about why the correct
answer(s) is/are correct and why the incorrect answers are incorrect. Ideally, you should
be able to look at the answers to any question and know not only the correct answer
but also why the incorrect answers are incorrect.

System Requirements

The actual system requirements to use this book are minimal. The only requirement is a com-
puter that you can use to install the practice tests on the Companion CD.

Ideally, you'll have an old computer that you can take apart and put back together. It isn't
required, but actually removing and reinstalling a power supply, case fan, or hard drive is
much more meaningful than just reading about doing it.

Starting with Chapter 11, "Introducing Windows Operating Systems,” the objectives have a
strong focus on Windows XP, Windows Vista, and Windows 7. As a PC technician, you should
be familiar with these operating systems.

You will find that most of the tested material is the same in Windows Vista and Windows 7.
Therefore, if you have Windows XP and Windows 7, it isn't important that you have Windows
Vista.

Instead of having two or three separate computers, you can use a single PC with virtualiza-
tion software hosting these operating systems. Chapter 2, “Understanding Motherboards and
BIOS,” introduces virtualization, and Chapter 10, “Working with Customers,” discusses virtual-
ization workstations. The following sections describe hardware and software requirements to
set up a virtualization workstation.
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Hardware Requirements for Virtualization
If you plan on using virtualization, your computer should meet the following requirements:

m A processor that includes hardware-assisted virtualization (AMD-V or Intel VT), which
is enabled in the BIOS. (Note: you can run Windows Virtual PC without Intel-VT or

AMD-V.) Ideally, the processor will be a 64-bit processor so that you can have more
RAM.

m At least 2.0 GB of RAM, but more is recommended.
m 80 GB of available hard disk space.

m [nternet connectivity.

Software Requirements

You should have a computer running Windows 7. The objectives heavily cover Windows 7, and
if you have it, you can easily run Windows XP in a virtual environment.

Additional requirements include the following:

= Windows Virtual PC and Windows XP Mode. Windows Virtual PC allows you to run
multiple virtual Windows environments. The following page introduces the Windows
Virtual PC and Windows XP Mode: http.//www.microsoft.com/windows/virtual-pc/.
The following page includes the download link after you identify your operating
system and the desired language: http://www.microsoft.com/windows/Virtual-pc
/download.aspx.

®m Windows 7 (32-bit). You can download a 90-day trial copy of Windows 7 Enterprise
here: http://technet.microsoft.com/en-us/evalcenter/cc442495.aspx.

After following the instructions to download and install Windows Virtual PC and
Windows XP Mode, you will have Virtual PC installed on your system. You will also have a fully
functioning copy of Windows XP that you can use for Windows XP Mode and to explore the
functionality of Windows XP while you are studying.

Next, download the 90-day trial of Windows 7 and install it as a VM within Windows
Virtual PC. If you haven't completed the exams by the time the 90-day trial expires, create a
new VM and install it again. The experience is worth it.

As an alternative to Windows Virtual PC, you can use either VirtualBox or VMware.
Oracle provides VirtualBox as a free download here: https.//www.virtualbox.org/wiki
/Downloads; and you can download a free version of VMware player here: http.//www
.vmware.com/products/player/overview.html. Both VirtualBox and VMware player support
64-bit host machines, but you can only run 32-bit hosts within Windows Virtual PC.
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Using the Companion CD

A companion CD is included with this training kit. The companion CD contains the following:

m Practice tests You can reinforce your understanding of the topics covered in this
training kit by using electronic practice tests that you can customize to meet your
needs. You can practice for the 220-801 and 220-802 certification exams by using tests
created from a pool of 400 realistic exam questions, which give you many practice
exams to ensure that you are prepared.

m An eBook An electronic version (eBook) of this book is included for when you do not
want to carry the printed book with you.

m A list of video links Throughout the book, videos are pointed out to supplement
learning. The CD includes a list of all the video links mentioned in the chapters and a
few more. There are also links to a few more resources that you might find valuable
during your studies.

m The CPU-Z freeware utility Chapter 3 discusses how this utility can be used to pro-
vide information on the CPU, the motherboard, memory, and more.

NOTE Companion content for digital book readers

If you bought a digital-only edition of this book, you can enjoy select content from the
print edition’s companion CD. Visit http://go.microsoft.com/FWLink/?Linkid=265182 to get
your downloadable content.

How to Install the Practice Tests

To install the practice test software from the companion CD to your hard disk, perform the
following steps:

1. [Insert the companion CD into your CD drive and accept the license agreement. A CD
menu appears.

NOTE IF THE CD MENU DOES NOT APPEAR

If the CD menu or the license agreement does not appear, AutoRun might be disabled
on your computer. Refer to the Readme.txt file on the CD for alternate installation
instructions.

2. Click Practice Tests and follow the instructions on the screen.
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How to Use the Practice Tests

To start the practice test software, follow these steps:

1. Click Start, All Programs, and then select Microsoft Press Training Kit Exam Prep.

A window appears that shows all the Microsoft Press training kit exam prep suites
installed on your computer.

2. Double-click the practice test you want to use.

When you start a practice test, you can choose whether to take the test in Certification
Mode, Study Mode, or Custom Mode:

m Certification Mode Closely resembles the experience of taking a certification exam.
The test has a set number of questions. It is timed, and you cannot pause and restart
the timer.

m Study Mode Creates an untimed test during which you can review the correct
answers and the explanations after you answer each question.

m Custom Mode Gives you full control over the test options so that you can customize
them as you like.
In all modes, the user interface when you are taking the test is basically the same but with

different options enabled or disabled depending on the mode.

When you review your answer to an individual practice test question, a “References” sec-
tion is provided that lists where in the training kit you can find the information that relates to
that question and provides links to other sources of information. After you click Test Results
to score your entire practice test, you can click the Learning Plan tab to see a list of references
for every objective.

How to Uninstall the Practice Tests

To uninstall the practice test software for a training kit, use the Program And Features option
in Windows Control Panel.
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Support & Feedback

The following sections provide information about errata, book support, feedback, and con-
tact information.

Errata & Book Support

We've made every effort to ensure the accuracy of this book and its companion content.
Any errors that have been reported since this book was published are listed on our Microsoft
Press site at oreilly.com:

http.//go.microsoft.com/FWLink/?Linkid=265181

If you find an error that is not already listed, you can report it to us through the same
page.

If you need additional support, email Microsoft Press Book Support at:

mspinput@microsoft.com

Please note that product support for Microsoft software is not offered through the
addresses above.

We Want to Hear from You

At Microsoft Press, your satisfaction is our top priority, and your feedback is our most valu-
able asset. Please tell us what you think of this book at:

http://www.microsoft.com/learning/booksurvey

The survey is short, and we read every one of your comments and ideas. Thanks in
advance for your input!

Stay in Touch

Let us keep the conversation going! We are on Twitter: http://twitter.com/MicrosoftPress.
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Preparing for the Exam

M icrosoft certification exams are a great way to build your résumé and let the world know
about your level of expertise. Certification exams validate your on-the-job experience
and product knowledge. While there is no substitution for on-the-job experience, preparation
through study and hands-on practice can help you prepare for the exam. We recommend
that you round out your exam preparation plan by using a combination of available study
materials and courses. For example, you might use the training kit and another study guide
for your "at home"” preparation and take a Microsoft Official Curriculum course for the class-
room experience. Choose the combination that you think works best for you.

Note that this training kit is based on publically available information about the exam and
the author's experience. To safeguard the integrity of the exam, authors do not have access to
the live exam.
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Introduction to Computers

| n this chapter, you'll learn about some basic computer-related

concepts that are important for any technician to understand. IMPORTANT
For example, different numbering systems are often unfamiliar Have you read
to many people, but don't underestimate their importance in page xliv?
understanding how a computer works. The Numbering Systems It contains valuable

information regarding
the skills you need to
pass the exams.

section lays the foundation for topics in many future chapters.
This chapter also includes information about cases, fans, and
power supplies—core hardware computer components that
often require periodic maintenance by technicians. Last, you'll
learn about some basic safety issues and tools you can use when
maintaining computers.

Exam 220-801 objectives in this chapter:
m 1.2 Differentiate between motherboard components, their purposes, and properties.
®m Power connections and types
= Fan connectors
m 1.8 Install an appropriate power supply based on a given scenario.
m Connector types and their voltages
= SATA
= Molex
m 4/8-pin 12v
= PCle 6/8-pin
m 20-pin
® 24-pin
= Floppy
m Specifications
= Wattage
m Size

m Number of connectors



m ATX
® Micro-ATX

Dual voltage options

m 5.1 Given a scenario, use appropriate safety procedures.

ESD straps

ESD mats

Self-grounding

Equipment grounding

Personal safety

m Disconnect power before repairing PC

= Remove jewelry

Lifting techniques

Weight limitations
m Electrical fire safety

Compliance with local government regulations

m 5.2 Explain environmental impacts and the purpose of environmental controls.

MSDS documentation for handling and disposal
Temperature, humidity level awareness and proper ventilation
Power surges, brownouts, blackouts

m Battery backup

m Surge suppressor

Protection from airborne particles

m Enclosures

m Air filters

Dust and debris

m Compressed air

= Vacuums

Component handling and protection

m  Antistatic bags

Compliance to local government regulations
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Exam 220-802 objectives in this chapter:

m 4.2 Given a scenario, troubleshoot common problems related to motherboards, RAM,
CPU and power with appropriate tools.

m Common symptoms
= No power
= QOverheating
= Loud noise
m Intermittent device failure
® Smoke
® Burning smell
m Tools
® Multimeter

= Power supply tester

REAL WORLD DIRTY FANS MIGHT SOUND LIKE JET ENGINES

Not too long ago, a friend was complaining to me about a computer she had. She said she
was going to have to replace it because it was just too loud and slow. | took a look, or per-
haps | should say a listen, and sure enough it reminded me of being next to a jet engine.
However, | knew how to solve this problem.

| bought a can of compressed air, took the computer outside, and removed the case. There
was dust gunked up in just about every vent and throughout the inside of the computer.

I methodically blew out all the dust and put the computer back together. Sure enough,
without the extra dust, the computer was quieter and quicker.

The extra dust in the vents was making the fans work harder, and louder. The extra dust on
the central processing unit (CPU) and its fan was causing the CPU to quickly overheat, and
it was running slower as a result. However, with all the dust gone, the computer was hum-
ming along quietly and returned to its previous speed.

It made me wonder how many people toss out perfectly good computers when all they
need to do is clean them. | certainly understand how intimidating it can be for some users
to open up a computer case and look inside. However, the A+ technician (you) with just a
little bit of knowledge can be the hero for these people. You can help them restore their
computer to its previous glory.



Computing Basics

At the most basic level, a computer has three functions: input, processing, and output. It
accepts input, performs some processing, and provides an output, as shown in Figure 1-1.
This is often shortened to just input/output (1/0).

CPU
% RAM
d 4

Input Processing Output

WS AN\N

FIGURE 1-1 Input, processing, and output.

m Input. User-provided input comes from a keyboard, a mouse, or even a touch screen.
Sometimes input is provided by other sources, such as a disk drive when opening files
or a network interface card (NIC) when receiving data.

m Processing. The computer responds to the input by completing an action. The central
processing unit (CPU) is the brain of the computer. It does the processing, and it uses
random access memory (RAM) to store and manipulate data.

m Output. Output is commonly provided to a screen or a printer. However, computers
also provide output to other destinations. These can include output to speakers or
headphones to play sound, to disk drives when saving files, and to a NIC when trans-
mitting data.

NOTE LONG-TERM AND SHORT-TERM STORAGE

Computers are unable to work with data or programs until the information is in memory.
Disk drives provide long-term storage, but information must be moved to the memory
before the CPU can work with it. This is often transparent to the user.

For example, imagine you wanted to open up a Microsoft Word document that has your
A+ study notes. You would start by double-clicking the document, using the mouse as your
input.

The computer processes your double-click with several actions:

1. Itidentifies the extension of the Microsoft Word file (.doc or .docx). It recognizes that
this extension is associated with Microsoft Word.

2. Itlocates and retrieves the Microsoft Word program from the disk drive and begins
moving the program from the disk drive to memory.
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3. When the program is in memory, the computer can actually run it.

4. The computer begins sending results to the graphics card, showing the process of
Microsoft Word starting.

5. When Microsoft Word is in memory and started, the computer locates the Word Study
Notes file and moves it from the hard drive to memory.

6. When the file is in memory, the computer begins sending results to the graphics card.

NOTE IPO

Computer troubleshooting can often be reduced to identifying what is not working: input,
processing, or output (IPO). When you identify this, it's much easier to troubleshoot and
resolve the problem.

The preceding IPO process is constantly repeated. Consider typing your A+ notes about
fans or power supplies into your study file. Each key press is another input that is processed
and generates an output. The computer identifies what key you pressed, stores its value
in memory, and displays it on the screen. When you save the file, it writes everything in its
memory to the file on the drive.

Despite being able to do so much, it's worth pointing out that computers are pretty dumb.
They can work only with numbers. Specifically, they can work only with ones and zeros.
Everything that is written to a disk drive or to memory is a series of ones and zeros.

Admittedly, computers can work with these ones and zeros very quickly. Ask it to multiply
two five-digit numbers, and a computer will do so in a flash. However, it must first translate
any input you give it to a string of ones and zeros, process these strings, and then translate
the result of ones and zeros into a usable display.

With this in mind, it's important for any A+ technician to have a rudimentary understand-
ing of some basic numbering systems.

Numbering Systems

You and | count by using decimal numbers. We understand the meaning of the numbers 0
through 9. After you get up to 9, the next number is 10. This is also known as a numbering
system with a base of ten, because there are ten digits in the numbering system.

If you see a number like 2,357, you know that its decimal parts are two thousand, three
hundred, fifty, and seven. Table 1-1 shows the underlying math, which should make a lot of
sense to you if you're familiar with decimal numbers.
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TABLE 1-1 Decimal Values

103 102 10! 10°
Decimal value 1000 100 10 1
Number 2 3 5 7
Calculated value 2,000 300 50 7

® The column on the far left is 103 or 10 cubed. The value of 10 x 10 x 10 is 1,000. The
number 2,357 has 2 in this column, so it represents 2,000.

m The next column is 102, or 10 squared. The value of 10 x 10 is 100, and the number
2,357 has 3 in this column, so its value is 300.

= Any number raised to the one power is itself, so 10* is 10. The number 2,357 has 5 in
this column, so its value is 50.

m Last, any number raised to the zero power is 1, so 10° is 1. The number 2,357 has 7 in

this column, so its value is 7.

If you add 2,000 + 300 + 50 + 7, you get 2,357. When you see the number 2,357, you
probably don't think of it this way, but you do recognize the value. For example, if | said | was
going to give you your choice of $2,357 or $7,532, you'd easily recognize that the first choice
is a little over $2 thousand and that the second choice is over $7 thousand. By reviewing what
you know, it's easier to bridge that knowledge to something that might be new to you.

Base ten numbers aren't very efficient for computers. They result in a lot of wasted space.
Because of this, computers use different numbering systems, such as binary and hexadecimal.

Binary

Binary numbers have a base of two. Instead of using numbers 0 through 9, they only use the
numbers 0 and 1.

NOTE BINARY BIT

In binary, a single digit is referred to as a bit. A bit can have a value of 1 or 0. When itisa 1,
it is considered to be on, or true. When the bit is a 0, it's considered to be off, or false.

Consider the binary number 1001. Table 1-2 shows how you can convert this number to a
decimal value that has more meaning to you and me.
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TABLE 1-2 Binary Values

23 2? 2! 20
Decimal value 8 4 2 1
Binary number 1 0 0 1
Calculated value 8 0 0 1

m The column on the far left is 23, or 2 cubed. The value of 2 x 2 x 2 is 8. The number
1001 has 1 in this column, so it represents a calculated decimal value of 8.

m The second column is 2 squared. The value of 2 x 2 is 4, and the number 1001 has 0 in
this column, so its value is 0.

®  Any number raised to the one power is itself, so 21 is 2. The number 1001 has 0 in this
column, so its value is 0.

m Last, any number raised to the zero power is 1, so 20 is 1. The number 1001 has 1 in
this column, so its value is 1.

If youadd 8 + 0 + 0 + 1, you get 9. Therefore, the binary number 1001 has a decimal value
of 9.

Hexadecimal

Although binary and bits work well with computers, they aren’t so easy for people to digest.
If you need to tell someone to use the number 201, that's rather easy. But if you need to tell
someone to use the binary equivalent, it's 1100 1001. That string of ones and zeros is a little
difficult to communicate. However, you could also express the same number as C9 by using

hexadecimal.

Hexadecimal uses the characters 0-9 and A-F, adding six extra digits to the base ten
numbers of 0-9. Hexadecimal uses a base of 16. It is easier to express than binary and more
efficient for computers than base 10 because it easily translates to binary.

NOTE BINARY GROUPING

When grouping several binary numbers, it's common to separate groups of four with a
space. This is similar to adding commas to decimal numbers. For example, 135792468 is
often expressed as 135,792,468 because the commas make it easier to see that it starts
with 135 million. Similarly, 11001001 isn't as easy for most people to process as 1100 1001,
although both numbers mean the same thing.

The binary number 1100 1001 can also be expressed as C9, because 1100 is C in hexa-

decimal and 1001 is 9 in hexadecimal. Table 1-3 shows the decimal, binary, and hexadecimal
equivalent for the numbers up to hexadecimal F.
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TABLE 1-3 Decimal, Binary, and Hexadecimal Values

Decimal Binary Hexadecimal Decimal Binary Hexadecimal
0 0000 0 8 1000 8
1 0001 1 9 1001 9
2 0010 2 10 1010 A
3 0011 3 11 1011 B
4 0100 4 12 1100 C
5 0101 5 13 1101 D
6 0110 6 14 1110 E
7 0111 7 15 1111 F

NOTE HEXADECIMAL CASE

Hexadecimal numbers are not case sensitive. An uppercase C is the same as a lowercase c,
and both equate to 1100 in binary. They are expressed both ways by different applications.
Additionally, hexadecimal numbers are often preceded with Ox that to indicate that they
are hexadecimal numbers. For example, if Windows 7 stops responding, the screen will
display an error code such as STOP Error 0x0000002E, or hexadecimal code 2E. (This error
code indicates a problem with memory.)

A common example of how hexadecimal numbers are used is with media access control
(MAC) addresses. Network interface cards are assigned 48-bit MAC addresses, and these are
commonly listed in six pairs of hexadecimal numbers like this: 6C-62-6D-BA-73-6C. Without
hexadecimal, the MAC would be listed as a string of 48 bits.

Bits vs. Bytes

A single binary number is a bit, and eight bits makes up a byte. You can extend binary as far
as you need to, but most computer technicians deal with numbers that do not go beyond a
byte. This is not to say that computers can't work with more than eight bits. They certainly
can. However, technicians and other Information Technology (IT) professionals still express the
numbers as bytes.

Table 1-4 shows the value of each of the bits in a byte. The column on the far left is 27, or 2
X2Xx2x2x2x2x2.If you convert this to decimal, it is 128.

TABLE 1-4 Bits in a Byte

27 26 25 24 23 22 2! 20

128 64 32 16 8 4 2 1
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NOTE IPV41S 32 BITS

In networking, IPv4 addresses are 32 bits long. These addresses are commonly divided into
four groups of eight bits, or four bytes. Additionally, the groups are usually expressed in
decimal format. For example, an IPv4 address of 192.168.1.5 could also be expressed in
binary as 1100 0000 . 1010 1000 . 0000 0001 . 0000 0101.

Kilo, Mega, Giga, and Tera

Computers handle huge numbers of bytes, which are often expressed as kilobytes (KB),
megabytes (MB), gigabytes (GB), and terabytes (TB). A KB is 1,024 bytes, but most technicians
shorten this to “about a thousand” bytes.

NOTE ONE THOUSAND OR 1024

You may be wondering why a KB is 1,024 bytes instead of one thousand bytes. Kilo literally
means thousand, so you'd think that one KB would be one thousand bytes. However, the
bytes are calculated by using binary with the formula of 2%° (or2x2x2x2x2x2x2x2x
2 x 2). If you plug these numbers into a calculator, you'll see that it works out to 1,024.

Here's a comparison of these values:

m KB = about one thousand bytes (2%°)

m MB = about one thousand KB or about a million bytes (229
m GB = about one thousand MB or about a billion bytes (2*)

m TB = about one thousand GB or about trillion bytes (240

¥ Quick Check

1. What is the decimal value of the hexadecimal character C?
2. How many bits are in a byte?
Quick Check Answers
1. 12
2.8
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Cases and Cooling

Computer cases house many of the components in the computer, and there are many differ-
. ent types, sizes, and shapes of cases. Standard personal computers (PCs) use desktop cases.

Some cases are towers that stand up beside a desk, and others fit on top of a desk. The com-

mon purpose of a computer case is to house the components needed within a computer.

Figure 1-2 shows an opened computer case with several components highlighted.

FIGURE 1-2 Computer case.

1. Power supply. The wires coming out of the right side of the power supply are con-
nected to different computer components.

2. CPU fan. This is a dedicated fan to keep the CPU cool. The CPU is directly beneath this
fan and can't be seen.
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3. Case fans. This case has two fans, a smaller one on the left and a larger one on the
bottom right. These fans pull air into the case. Vents on the case are positioned so that
air constantly flows over key components to keep them cool.

4. Motherboard. The large white square outlines the motherboard. Multiple compo-
nents are located on the motherboard, including the CPU, RAM, and the graphics
card. Chapter 2, “Understanding Motherboards and BIOS,” provides more details on
the motherboard, and Chapter 3, “Understanding Processors and RAM," covers RAM.
Chapter 6, “Exploring Video and Display Devices,” covers displays and graphics (includ-
ing graphics cards) in more detail.

5. Optical drive bays. CD and DVD optical drives are located here. This system has two
drives, with space for another one.

6. Hard disk drive bays. Hard disk drives are used for permanent storage of data. This
system has two hard disk drives, with space for another one. Chapter 4, “Comparing
Storage Devices,” covers the different types of storage devices.

You can also see a variety of different cables within the case. The power supply cables are
covered later in this chapter, and other cables and connectors are covered in future chapters.

Not all cases have this much space or this many components. However, Figure 1-2 does
give you an idea of what you'll see within a computer case.

A quick exercise you can do is to open your computer’s case and peer inside. Make sure
you first power the computer down and unplug the power cable. One side of the case can
normally be opened by removing two thumb screws on the back of the case and pulling off
the side panel. There's no need to manipulate anything inside the case at this stage, but you
can look at it and compare your case with the case shown in Figure 1-2.

EXAM TIP

A+ exam questions often expect you to be able to identify components within a computer.
Looking at different computers will help you correctly answer these questions. If you don't
have multiple computers handy, check out the pictures on bing.com. Type in your search

"ou

phrase (such as “computer case,” “motherboard,” or “power supply”) and select Images.

Motherboards

As you can see in Figure 1-2, the motherboard takes up a significant amount of space. The
case shown in the figure is relatively large, and you will likely see other computers where the
case is not much larger than the length and width of the motherboard. All the components
are squeezed in. These smaller cases don't have as much room for expansion, such as adding
hard drives.

Cases and Cooling
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An important consideration related to the motherboard and the case is ensuring that the
case can adequately house it. If you ever replace a computer’'s motherboard with a different
brand or model, you'll need to ensure that it fits within the case.

Chapter 2 covers motherboard form factors in more depth, but as an introduction, the
Advanced Technology Extended (ATX) motherboard form factor is the most common. The
ATX standard has been in use since 1995, with several improvements and modifications
added over the years. Many cases are designed so that they will support ATX motherboards.

Case Fans

Computers can get very hot, so fans are used to keep cool air flowing over the components.
They draw air in from the room, direct it over key components, and then the air exits from
vents on the case.

Fans come in different levels of quality, and the most noticeable difference is in how much
noise they make. Inexpensive fans have cheap bearings that are noisy, while quality fans have
sophisticated bearings that are extremely quiet. Many quality fans include a thermistor, which
automatically adjusts the speed of the fan based on the temperature.

Common Problems with Fans

When a case fan becomes clogged or dirty, it can be so noisy that people commonly com-
plain it sounds like a jet engine. They never get quite that loud, but they can be a nuisance.
Even worse, if the case fan is clogged, the computer is often not getting enough air flow

through it. Internal components become hotter, and it's common for the entire system to
slow to a crawl. In some cases, problems with the fan can cause the system to fail.

EXAM TIP

Intermittent failures, such as random restarts, are often an indication of a heat-related
problem. This is especially true if the fans are loud, indicating that they are working very
hard.

The easy solution is to clean the fan along with the case as described in the Cleaning Cases
section later in this chapter. This will often reduce the noise and increase the performance. If
it doesn't solve the problem, you can replace it with a higher-quality fan.

If a fan fails completely, it should be replaced as soon as possible to ensure that other
components do not overheat and fail.
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NOTE CLOSE THE CASE

In different situations, many technicians are tempted to run a computer with its case open.
However, the vents on the case are strategically placed to ensure that air flows over specific
components to keep them cool. If the case is left open, these components do not have
enough air flow over them, which can cause them to overheat.

Replacing a Fan

A fan is considered a field replaceable unit (FRU), so if a fan is too noisy or has failed, you can
replace it. Many companies sell case fans, and they are relatively easy to replace on a system.
If you do replace the fan, make sure that the fan you're purchasing fits in your case. The two

most common sizes for case fans are 80 mm and 120 mm.

Figure 1-3 shows the case fan within a system. Take a look at it as you follow the steps to

 .’ N

remove the fan.

FIGURE 1-3 Removing a case fan.
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IMPORTANT TURN OFF THE POWER

Ensure that the computer is turned off and that the power cable is removed before open-
ing the case and replacing a fan. Power is still provided to the motherboard even if the
system is turned off, and you can cause damage to the computer or yourself if the power
cable is not removed.

1. Remove four screws from the back of the case. The arrows in Figure 1-3 point to
two of the screws, and the other two screws are on the other two corners of the fan.

2. Remove the power connector. The power connector plugs into a specific jack on the
motherboard. Take note of this jack, and ensure that you plug the new fan into the jack
the same way. Fan connectors can use two, three, or four pins. The 4-pin connectors
are commonly used with variable speed fans, allowing the computer to control the
speed of the fan. You can also use adapters to connect some fans into a Molex type of
connector from the motherboard.

After removing the old fan, you can install the new fan by reversing your steps. Attach the
four screws and plug it in.

Even with new fans, though, if the case vents become clogged with contaminants, the fans
will work harder to pull the air through the system. The easy solution is to clean the case.

Cleaning Cases

With all the air blowing into the computer case, it will gather some dust. In extreme work
environments, the inside of a computer can get quite dirty. For example, a computer within a
manufacturing plant will collect dirt and contaminants inside the case. Similarly, a computer
with dogs or cats in the area can collect fur and hair.

It's relatively easy to clean a case. The most common method is by using a can of com-
pressed air, which you can purchase from electronics stores. Take the computer outside,
remove the cover, and use the compressed air to blow out the dust and other contaminants.

EXAM TIP

Cleaning a case and its fans can improve a computer’s performance. Excessive dust creates
additional heat, and many computers include components that can automatically sense the
temperature. These components often increase the speed of the fans, making the system
louder, and also slow down the speed of the CPU to reduce the heat.

Notification Switch for Security

Many computer cases have a special push-button switch that detects whether the case has
been opened. This is also called a biased switch, and it stays depressed as long as the case
is closed. When the case is opened, the switch opens and the change is recorded in the
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computer. The next time the system starts, it indicates that the system case has been opened.
This is useful for detecting whether someone has been tampering with a computer.

( Quick Check

1. What are the two common sizes of a case fan?

2. A computer has become louder and slower. What is a common solution?
Quick Check Answers

1. 80 mm and 120 mm.

2. Clean it.

Power Supplies

Computers run on electricity. Electricity is measured as voltage, and voltage is the difference
in potential between two points. For example, an electrical signal can be 12 volts above a
ground potential of zero volts, giving it a value of 12 volts. Power supplies within computers
ensure that components within a system consistently have the correct voltages.

As an A+ technician, you might need to troubleshoot a system with a faulty power supply
or even replace a power supply. With that in mind, you need to have a basic understanding of
power supplies.

AC vs. DC

The two types of voltages are alternating current (AC) and direct current (DC). AC voltage
alternates above and below zero volts, and DC voltage provides a steady voltage either above
or below zero.

Commercial power companies traditionally provide power as AC, which looks like a sine
wave. Power supplies within computers convert this AC voltage into DC voltage, as shown in
Figure 1-4.

+12V

ATX- — 5V
— +33V

based |  T_____"T°Y ov
power
supply

-12v

AC commercial power Common DC voltages

FIGURE 1-4 AC vs. DC.

Power Supplies
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Figure 1-4 isn't to scale. AC voltages vary about 115 VAC (volts AC power) above and
below 0 volts in many regions, such as in the United States, and 230 VAC above and below
0 volts in other regions, such as in Europe. The key point is that AC voltage is an alternating
or varying voltage, whereas DC voltage is a constant steady voltage. The DC voltages shown
in the figure are common voltages used within computers, and are sometimes expressed as
VDC, such as 12 VDC.

Wattage Power Ratings

Power supplies are rated based on the amount of power they can provide, and power is com-
puted as a watt (W). In simple terms, watts are computed by multiplying the voltage by the
amperage. Amperage (A) refers to the rate of flow of the voltage. Higher amperage results in
a higher rate of flow, and higher amperage with the same voltage provides more power.

Each individual component within a computer requires a certain amount of power. For
example, it's not uncommon for a CPU to require as much as 100 W. Additionally, the mother-
board, case fans, and disk drives all draw additional power. With this in mind, power sup-
plies must not only convert AC to DC and supply the correct DC voltages, but they must also
provide enough power to support all the components in the system.

When replacing a power supply unit (PSU), you should look for the W within the specifica-
tions to identify the power output. For example, a 600-watt PSU would be listed as 600 W.
The range of common current ATX-based PSUs is about 300 W to 1,000 W.

If a system requires 600 W and you put in a 300-W power supply, you'll have some prob-
lems. In most cases, the computer simply won't work. In other cases, the power supply won't
be able to provide steady voltages and the variances might damage system components.

Rails

Power supplies provide separate lines (called rails) for the different voltages. The voltage that
draws the most power is 12 V, used for CPUs, case fans, and disk drives, and a single 12-V

rail provides 18 A of power. However, this single 18-A rail often isn't enough to power all the
components that need the voltage.

Many current power supplies include at least two 12-V rails, with one rail dedicated to the
CPU and the second rail dedicated to everything else. Some power supplies include three or
four rails. When replacing a power supply, you need to ensure that you are replacing it with
one that has at least the same number of 12-V rails as the original.

EXAM TIP

The 12-V rails provide primary power to disk drives. If these rails are overworked, they will
frequently cause problems for the hard drives. In other words, if hard drives are frequently
failing in a computer, consider replacing the power supply with one that has an additional
12-V rail.
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Power Supply Connections

The ATX standard mentioned within the Motherboards section earlier in this chapter also
identifies power supply requirements. Most current desktop systems include power supplies
that support ATX-based motherboards, and they provide specific voltages defined in the ATX
specifications.

Figure 1-5 shows the rear view of a power supply, along with its connectors. This power
supply was removed from a computer with an ATX-style motherboard. Refer to the figure as
you read the following descriptions.

FIGURE 1-5 Power supply.

1. AC power jack. The power cable connects from here to a power source providing
AC power.

2. Dual voltage power selection. Select 115 or 230 based on the commercial power
provided at your location. For comparison, commercial power provided in the United
States is 115 VAC, and power provided in Europe is 230 VAC. Some systems can auto-
matically sense the voltage, so the switch isn't needed.
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EXAM TIP

If you have this selection set at 230 and you plug it into a commercial power source provid-
ing 115 VAC, it won’t have enough power to run the computer. On the other hand, if you
set it to 115 and you plug it into a 230-VAC power source, you will likely destroy the power
supply. If you hear pops, smell burning components, or smell smoke, unplug it as quickly as

possible and check this switch.

3.

Power indicator. When on, it indicates that the power supply has power. This does not
indicate that the actual computer is turned on. Computers typically have a separate
power button and power indicator on the front of the case.

Molex connectors. These provide 5V and 12 V to different devices, such as Parallel
Advanced Technology Attachment (PATA) disk drives.

SATA power connector. This 15-pin connector provides power to Serial Advanced
Technology Attachment (SATA) disk drives. It includes 3.3-V, 5-V, and 12-V DC voltages.

Secondary motherboard power connection. Most current motherboards use a
4-pin connector that provides 12 VDC used by the CPU. This connector is formally
called ATX12V but is also known as P4 because it was first used with the Pentium 4
CPUs. Systems with more than one CPU use an 8-pin connector (or two 4-pin connec-
tors) to provide power for multiple CPUs. This is formally known as EPS12V.

Floppy drive mini-connectors. These are sometimes called Berg connectors or mini-
Molex connectors. They provide 5-VDC and 12-VDC power to 3.5-inch floppy drives,
when the system includes floppy drives.

Primary power connector. A 20-pin or 24-pin connector provides primary power to
the motherboard. It's commonly called the P1 connector and provides 3.3 VDC, 5 VDC,
and 12 VDC to the motherboard.

EXAM TIP

You might need to troubleshoot a power supply and verify that it is supplying the correct
voltages. With this in mind, you should be aware of valid voltages on the different connec-
tors. Black wires are ground (or a zero potential), orange wires carry 3.3 V, red wires carry
5V, yellow wires carry 12 V, and blue wires carry -12 V.

Many power supplies also have a PCl Express (PCle) power connector. This was originally

a 6-pin connector, but new systems use an 8-pin connector similar to the one shown in

Figure 1-6. Some power supplies use a 6+2 connector, allowing you to plug it into an older
system with only 6 pins, or a newer system with 8 pins.
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FIGURE 1-6 PCle power connector.

Cable Keying

Most cables are keyed. That is, they are designed to fit into a jack in one way, and one way
only. However, these connectors and plugs are just plastic, so it is possible to force a connec-
tor onto a plug backwards. If you do, the wrong voltages or signals will be sent to a device.

In the worst case scenario, plugging a cable in backwards can destroy a device. If you're
lucky, plugging the cable in wrong will just result in the device not working. Neither result is
desirable, so it's best to look for the key and ensure that you plug in the connector correctly.

Figure 1-7 shows some common methods of how cables are keyed.

Y C_ ]9 R I N

Rounded edge Extra plastic on edges Rounded edges
on pins

FIGURE 1-7 Cable keying examples.

It might not be apparent in Figure 1-5 shown earlier, but several of the connectors have
keyed connectors similar to that shown in Figure 1-7. The Molex connectors (item 4 in
Figure 1-5) have rounded edges. The SATA power connector (item 5) has an extra edge. The
mini-connector (item 7) has several extra edges. The primary power connector (item 8) has
rounded edges on the individual pins.

IMPORTANT NEVER FORCE A CONNECTOR

Plugging in any connector the wrong way can damage the computer. Although the keying
does help, the connectors are plastic and in some cases it is possible to force a connector
onto a plug the wrong way. If a connector doesn’t seem to fit, don't try to force it. Instead,
double-check the keying to ensure that it is plugged in correctly.

Power Supplies
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ATX vs. Micro-ATX Power Supplies

ATX power supplies are the standard used in many computers today. However, some smaller
PCs have lower power requirements and can be powered by using smaller power supplies.
Micro-ATX power supplies provide a lower amount of wattage, often between 180 and 300
watts, though some special-purpose power supplies are as low 90 watts.

The micro-ATX power supplies are smaller in size and have fewer power connectors than
a regular ATX-based power supply. Also, the primary power connector (P1) usually has only
20 pins on the micro-ATX power supply, rather than the 24 pins often found on ATX-based
power supplies.

Replacing a Power Supply

Many components within a computer, including the power supply, are modular. When a mod-
ule fails, you need to replace only the module, not the entire computer. This is similar to a car.
If your car gets a flat tire, you replace the tire, not the entire car. If the power supply fails in a
computer, you replace the power supply.

EXAM TIP

When power supplies fail, you can sometimes see smoke or smell burning components.
New power supplies often give off an odor for a short burn-in period, but they aren’t
faulty. However, if you see smoke or hear sparks, remove power immediately.

The primary indicator that the power supply has failed is that the system doesn’t have
any lights or indicators. Of course, you'd want to verify that the computer is plugged in and
turned on. Also, some systems have a power switch on the power supply that needs to be
turned on in addition to turning on the power via a switch or button in the front of the sys-
tem. If you've checked these but still have no power indications, it might be time to replace
the power supply.

The power supply is relatively easy to replace, but you need to keep a few important con-
cepts in mind:

m Turn off and remove the power plug. You should not attempt to replace computer
components while the system is plugged in. The exception is "hot swappable” com-
ponents such as USB flash drives that are designed to be inserted or removed while
turned on.

m Use a suitable replacement. Ensure that the wattage of the replacement is at least as
high as the original, if not higher. Also, ensure that the power supply has at least the
same number of 12-V rails as, if not more, than the original.

= Document cable placement. Pay attention to the cables before you take them
out. Draw a diagram showing where each cable goes, or take a couple of pictures
with your cell phone. Without this documentation, when the old power supply is out
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and the new power supply is in, you might have trouble remembering where all the
cables went. Also, ensure that you identify the keying of the cables and plug them in
correctly.

When you're ready to replace the power supply, you'll find there are only four screws hold-
ing it on. Remove the cables and the screws, and you'll be able to remove the power supply.
Occasionally, you might need to remove other components first to get to the power supply
and remove it.

Protecting Systems from Power Problems

Commercial power isn't always stable, and it can sometimes cause problems to computers.
However, there are some basic steps you can take to protect them. Some of the common
problems you might see on commercial power lines are as follows:

m Surge. Commercial power can occasionally increase or surge. Instead of providing a
steady 115 VAC, it can increase to 120 VAC or higher. Surges are usually short term and
temporary but can sometimes be observed as lights become brighter.

m Spike. This is a quick, sharp increase in AC voltage. The voltage immediately returns to
normal, but the spike can destroy unprotected equipment. Lightning strikes are a com-
mon source of spikes.

= Sags and brownouts. Commercial power can also reduce or sag. Instead of providing
a steady 115 VAC, it can decrease to 110 VAC or lower. If this occurs for less than a sec-
ond, it's called a sag, but if it lasts longer, it's referred to as a brownout. You can often
see lights flicker or become dimmer during brownouts, and they can cause systems to
restart.

m Blackouts. A blackout is the total loss of power (or the reduction of power to such
a low level that the equipment is unable to operate). The following sections identify
some of methods used to protect against power-related problems.

Surge Suppressors

A surge suppressor is a power strip with extra protection. It has built-in sensors that can detect
when the power surges or spikes. Most surge suppressors have a circuit breaker that will pop
when it detects surges or spikes. When the circuit breaker pops, the surge suppressor no
longer provides voltage to any systems plugged into it. You can usually reset it by pressing a
button on the surge suppressor or by turning it off and back on.

NOTE POWER STRIPS VS. SURGE SUPPRESSORS

A power strip is similar to an extension cord with extra power plugs. Many people assume
it protects against surges and spikes, but it does not provide any protection. Surge sup-
pressors include some type of tag or marking indicating that they are surge suppressors.

Power Supplies
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Battery Backup

An uninterruptible power supply (UPS) provides the benefits of a surge suppressor and also
provides constant power to a system. It includes batteries, and if commercial power is lost
or sags, it can continue to supply power to systems for a short time, for as much as 10 or 15
minutes or longer.

For example, | recently added an UPS rated at 900 watts. | plugged in my primary PC and
flat screen monitor, but nothing else, to the UPS. During a power outage, the UPS continued
to provide power for over an hour. If I had two PCs and two monitors plugged into it, the UPS
would likely have lasted only about 30 minutes.

If power isn't restored within a certain time frame, the UPS can send a signal to the com-
puter to perform a logical shutdown. This prevents hardware and software problems caused
by unexpected power losses.

Figure 1-8 shows how the UPS is connected to the computer. The UPS plugs into the wall
to receive commercial power. This power provides a continuous charge to the batteries within
the UPS. The UPS provides AC power to the computer or to other systems plugged into it. If
power fails, the UPS continues to provide power to the computer for a short time.

UPS -

AC commercial power AC power

FIGURE 1-8 UPS used to protect against short-term power loss.

EXAM TIP

An UPS can be used to provide power to computers for short-term power. Laser printers
draw a significant amount of power, and they should not be plugged into an UPS.

It's important to ensure the UPS system can meet the power requirements of the systems
you're trying to protect from power outages. Additionally, you should plug in only systems
that you need to keep operational during short-term power failures. If you plug all your
equipment into the UPS, they will draw additional power. This will reduce the amount of time
that the UPS provides power to these systems during an outage. Other equipment should be
plugged into a surge suppressor.
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( Quick Check
1. What voltages are provided by an ATX power supply?

2. What should you check if you have hard drives frequently failing?
Quick Check Answers

1.33V,5V,12V,and -12V

2. 12-V rails

Safety Issues

When working on computers, it's important to pay attention to safety considerations. A basic
premise to always keep in mind is that computers are just things that can be replaced, but we
can't replace people. In other words, value people first when working with computers. By fol-
lowing basic safety precautions, you can prevent damage to people and to equipment.

Electrical Safety

Unless you're measuring voltages within a computer, you should never work on computers
without first removing power. This includes turning the computer off and unplugging it.

Just turning off the power is not enough. ATX-based power supplies provide power to the
motherboard even if the front power switch on the computer indicates that it is turned off. If
you want to ensure that the computer does not have any power, unplug the power supply.

Most people consider PSUs modular units. In other words, if the PSU fails you simply
replace it instead of trying to repair it. However, if you do open the power supply, don't for-
get the following two important warnings:

m Never open it when it is plugged in.

m  Even after you unplug it, capacitors within the power supply will hold a charge. If you
touch the capacitor, it can easily discharge and shock you. | learned this lesson first-
hand when playing with one of my father’s radio sets when | was about eight years old.
It knocked me against the wall and left my mother white-faced for quite a while.

Equipment and Self-Grounding

In electronics, ground refers to a path to Earth. A copper cable is attached to a spike and
hammered into the ground. The other end of this cable is available in the electrical system
and identified as a ground. Most electrical equipment includes circuitry that will automatically
redirect any dangerous voltages to ground to prevent shocks.
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IMPORTANT EQUIPMENT GROUND CONNECTIONS SHOULD ALWAYS BE CONNECTED

Disconnecting ground connections can bypass safety circuits. Dangerous voltages can be
redirected to the computer case, resulting in a shock if a user touches the case.

Ground is referred to differently based on the location of the connection. For example,
Figure 1-9 shows the three primary symbols used for ground.

Earth Chassis Signal
ground ground ground

FIGURE 1-9 Ground symbols.

Earth ground is the path directly to Earth. Chassis ground refers to the path to the equip-
ment case or chassis. Signal ground refers to the return path for a signal. Signal ground
connections are commonly connected to the chassis. For example, some screws connecting
a motherboard to a computer case connect the motherboard signal ground to the case. The
chassis ground is then connected to the Earth ground via the power cable.

ESD

Static electricity builds up on different types of objects, and when one object touches
another, the static discharges. You've probably experienced a static discharge after walking
across a carpeted floor and touching a doorknob. This is also called electrostatic discharge
(ESD).

The shock you felt might have been unpleasant, but it wasn't harmful. However, it can be
damaging to computers. If you felt it, at least 3,000 volts were discharged from your hand to
the doorknob. If you actually saw the spark when it discharged, it was at least 8,000 volts. The
good news is these voltages won't kill or hurt people, mostly because they aren't combined
with current to generate power.

In contrast, computer components can be damaged by as little as 250 volts. You won't see
it. You won't feel it. However, the damage will be real.

The primary way to prevent ESD damage is by ensuring that the worker and the equip-
ment are at the same ground potential. Steps you can take to reduce ESD damage include the
following:

m Use an ESD wrist strap. An ESD wrist strap wraps around your wrist and has a metal
component touching your skin. A wire leads from the strap to an alligator clip that
you can clip to the computer case. This results in you and the case being at the same
potential, and it prevents static discharge. On work benches, ESD straps are used to
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connect the equipment case to a grounding bar that is connected to Earth ground.
The technician can connect alligator clips from the wrist strap to the case or to the
grounding bar.

m Use antistatic bags. When storing and transporting electronic components, they
should be stored in antistatic bags. These bags help prevent static from building up
and causing ESD damage to the components.

m Use ESD mats. Special ESD mats prevent static buildup, and they are commonly used
on work benches. Technicians place computers on the antistatic mat while working
on them. Larger antistatic mats can be placed on the floor in front of the technician’s
bench to reduce static.

EXAM TIP

Very small amounts of ESD can cause damage. This is especially true when handling sensi-
tive components such as CPUs and memory. ESD protection such as antistatic wrist straps,
antistatic component bags, and antistatic mats are valuable to protect against ESD damage
when handling CPUs, memory, and other sensitive components.

m Self-grounding. If you touch the computer case before working on any components,
built-up static will discharge harmlessly onto the case. This ensures that your body is
at the same ground potential as the case. Additionally, if you keep your feet stationary
after touching the case, it reduces the chances for static to build up.

= Don’t touch components or pins. If you remove any circuit cards, don’t touch the
components or the pins. Instead, hold the outside edges or the plastic handles.

m Control humidity. When the humidity is very low, static builds up more quickly. If you
live in a colder area, you'll notice that static is more common in the winter because
heating systems remove humidity from the air. In contrast, when the humidity is
higher, the static charges dissipate naturally. Ideally, humidity should be around 50
percent.

= Don’t place computers on carpets. Static can build up on carpets more easily than
on other floor surfaces. You've probably noticed that in a heated building you can
shuffle your feet over a carpet to quickly build up static. This doesn't work on tile floors
or other floor surfaces.

MSDS

Material Safety Data Sheets (MSDSs) are available for most products that have a potential to
cause harm to people or equipment. This includes materials such as cleaning solutions, paints,
and chemicals. The MSDS identifies important safety facts about the material including its
contents, its characteristics, how to handle and store it safely, and how to dispose of it. It will
also list first-aid steps to take if the material presents a danger.
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As an A+ technician, you are likely to use products that have MSDS sheets. For example, you
might use cleaning products that clean computer screens or keyboards. If any of these prod-
ucts is causing an adverse reaction to either people or the equipment, you can refer to the
MSDS sheet for information about the product and additional steps to take after the exposure.

Compliance with Regulations

Any government regulations pertaining to safety or environmental controls must be followed.
For example, the state of California has mandated that all batteries be disposed of as hazard-
ous waste. Even if the batteries are the newer mercury-free alkaline batteries, the regulation
still requires special handling.

NOTE IGNORANCE IS NO EXCUSE

An old saying related to the law is that “ignorance is no excuse.” With that in mind, organi-
zations have a responsibility to learn what regulations apply to them where they operate,
and to comply with those regulations.

Fire Safety

Fires are classified based on what is burning, and fire extinguishers are classified based on
what fires they can safely extinguish. The four primary types of fires are as follows:

m Class A. This type of fire involves ordinary combustible material such as paper and
wood. The fire can be extinguished with water or a Class A fire extinguisher.

m Class B. This type of fire involves flammable liquids and gases. Class B fire extinguish-
ers use chemicals to disrupt the chemical reaction, or they smother the fire with a gas
such as carbon dioxide. Spraying water on a Class B fire is dangerous because it will
spread the fire instead of extinguishing it.

m Class C. An electrical fire is a Class C fire, and the best way to extinguish it is by remov-
ing the power source. For example, unplugging it or turning off the circuit breaker can
stop the fire. Class C fire extinguishers use special chemicals such as Purple-K or carbon
dioxide to extinguish a fire.

IMPORTANT NEVER USE WATER TO EXTINGUISH CLASS C FIRES

Water is conductive. Electricity can travel up the water stream and electrocute you if
you spray water onto an electrical fire.

m Class D. This type of fire involves combustible metals. A Class D fire extinguisher uses
special chemicals to smother the fire. Water should not be used.
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Lifting
When lifting equipment, it's best to lift with your legs, not your back. In other words, instead
of bending down to pick up heavy equipment, you should squat, bending your knees, to pick
it up.

There aren't any firm guidelines on safe weight limitations. However, it's generally rec-
ommended that individuals do not try to lift equipment weighing more than 70 pounds
without help.

¥ Quick Check
1. What can be used to protect against ESD?

2. What includes first-aid steps to take if cleaning supplies cause harm to a
person?

Quick Check Answers

1. Controlled humidity, antistatic wrist straps, and antistatic mats

2. MSDS sheets

Tools

If you're going to work on computers, you'll need some tools. The following sections identify
some common tools you should have.

Screwdrivers

Case fans, power supplies, and motherboards are all secured with screws, so if you need to
remove them, you'll need a screwdriver. Most screws are Philips, so you'll need one or two
Philips screwdrivers in addition to one or two flat-blade screwdrivers in your toolkit.

Extension Magnet

It's not uncommon to drop a screw within a system, but your fingers often won't fit into the
small spaces to retrieve it. You can retrieve it with an extension magnet. An extension magnet
has a handle similar to a screwdriver, but it has an extendable wand with a magnet on the
end. In some situations, the screw might fall onto other electrical components, such as the
motherboard. Instead of using the extension magnet, you can use a pair of plastic tweezers to
avoid possible damage to system components.

Tools
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Compressed Air and Compressors

As mentioned previously, compressed air can be used to clean out a computer case. You can
purchase cans of compressed air online or at computer and electronics stores. They usually
have plastic straws that you can attach to the spray nozzle so that you can direct the air into
the nooks and crannies of the case. Compressed air is also useful for blowing out keyboards,
printers, and laptop cases.

Compressors are electronic motors that build up air pressure and allow you to blow out

components with a hose. For example, many gas stations have compressors that you can use
to add air to your tires. Unlike compressed air cans, a compressor will never run out of air.

IMPORTANT BE CAREFUL WHEN USING AIR COMPRESSORS

Some compressors have very high air pressure, which can damage components within the
computer if you're not careful. Additionally, some air compressors collect water that can
spray into the computer. Technicians that use these often have a regulator that they use to
keep the pressure below 20 pounds per square inch (psi), and they use filters to trap any
water. Some technicians strongly oppose using air compressors at all.

Computer Vacuum

In some cases, it isn't feasible to take computers outside to blow out the dust. However, if you
blow out the dust inside the building, you're going to make quite a mess. Instead, you can use
a computer vacuum cleaner to clean out the computer.

You should use only vacuum cleaners designed for the job. Regular vacuum cleaners
generate static electricity and can easily damage the sensitive components within the com-
puter. Computer vacuums are made of special materials and often use batteries instead of AC
power.

EXAM TIP

Regular vacuum cleaners and their attachments can cause ESD damage to systems. Com-
puter vacuums are made of special material resistant to ESD.

Multimeter
Multimeters have multiple functions, and technicians commonly use them to measure power
supply voltages.

For example, power supplies sometimes lose the ability to provide constant power. Instead
of a steady 12 V, a power supply might waver between 10 V and 14 V. Even though a system
has some tolerance for variations, generally anything beyond 5 percent can cause prob-
lems, such as random restarts. Therefore, the 12-V line should not waver more than plus or
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minus 0.6 V (11.2 V to 12.6 V). If you're experiencing random problems and suspect the power
supply, you can use a multimeter to measure the voltages.

EXAM TIP

Random restarts can also indicate other problems. Overheating and in some cases faulty
memory can cause a system to occasionally restart. Additionally, malicious software such
as a virus can cause a system to randomly restart. Using a multimeter to verify that the
voltages are stable can eliminate the power supply as a problem source.

Figure 1-10 shows a multimeter set to the V setting. It can measure both DC and AC volt-
ages by using this setting. Additionally, this is an autorange digital multimeter (DMM), mean-
ing that it can automatically sense the voltage range.

VOLTCRAFT

ON/OFF  FUNCTION SET/RESET ~ DC/AC
ol G @

up DOWN

AUTORANGE
DMM

@ @

——
VOLTCRAFT

FIGURE 1-10 Digital multimeter.

Less expensive multimeters require you to set the range at the highest possible voltage to
avoid damage. If you set it at a low voltage, such as 5V, and then measure 12 V, you might
damage the meter.

In Figure 1-10, you can see that the multimeter has two probes. It might not be apparent
in the black-and-white picture, but one probe is red and one is black. You would connect the

Tools CHAPTER1
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black probe to a ground pin of a connector (with a black wire) and connect the red probe
to the voltage pin in the connector. For example, if you want to measure 12 V provided on
a connector, connect it to the pin with the yellow wire. If you want to measure the 5-V line,
connect the red probe to the pin with the red wire.

CAUTION SEVERE ELECTRICAL SHOCK POSSIBLE

You can measure the voltage only when the power is on and supplying voltage to the
system. Because of this you can be exposed to voltages when taking measurements. You
should ensure that you do not touch anything within the computer except the connector.
This includes touching components with your hands or with the multimeter probes.

When taking voltage measurements, you should remove jewelry. If the jewelry touches a
metal component that has voltage, it's possible to short it out and damage the equipment. It
could also shock you.

Multimeters can also take other measurements. Besides voltage, the most common mea-
surement is a continuity check. When the meter is set to do a continuity check, you can touch
the probes together and the meter will beep, indicating a continuous connection. You can use
this setting to check for a break in a cable. You touch one probe to the connector on one side
of a cable, and the other probe to the other side. If it beeps, it indicates a continuous connec-
tion in the cable, indicating that the cable is good. If it doesn't beep, the cable has a break
and should be replaced.

Power Supply Tester

Most power supplies will not provide voltages unless they are plugged into the component.
For example, if you want to measure voltages on the motherboard P1 connector, the P1 con-
nector needs to be plugged in. If it's not plugged in, the voltages are zero.

This can be a problem if you want to check a power supply but you don't have a mother-
board or other components. However, a power supply tester simulates the load for a power
supply and lets you know if you have a problem. You plug the power supply cables into the
power supply tester and turn it on. The tester will display the voltages, and if any of the volt-
ages are outside specifications, it will indicate the problem.

( Quick Check

1. What should you use to clean out a computer case?

2. What can you use to verify a power supply is providing 12 VDC to a system?
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Quick Check Answers
1. Compressed air, or a computer vacuum that doesn’t generate static electricity

2. Multimeter

Chapter Summary

The three functions of a computer are input, processing, and output. These are often
shortened to 1/0.

Binary numbers use only ones and zeros. Hexadecimal numbers are created from four
binary bits and include the characters 0-9 and A-F. Eight bits make up a byte.

Large numbers of bytes are expressed as KB, MB, GB, and TB.

Computer cases house key computer components, including motherboards, case fans,
and power supplies.

Case fans help keep a system cool by drawing air into the case. Cases and fans often
get dirty. They can become quite loud, and the system can slow down or intermittently
fail. The easy solution is to clean them.

Case fans can be replaced. If a fan fails, the system can overheat, so the fan should be
replaced as soon as possible.

Power supplies convert commercial AC power to DC voltages. Power supplies are rated
based on the power they provide, expressed as watts (W). Replacement power supplies
need to meet or exceed the power requirements of the computer.

Dual voltage power supplies have a switch identified as 115 or 230 to identify the
source voltage. Ensure that it is set to the correct voltage supplied by commercial
power.

ATX-based power supplies provide 3.3V, 5V, 12V, and -12 V to system components
through various power connectors. These voltages can be measured with a multimeter
or a power supply tester.

The P1 power plug is the primary power connector for the motherboard and includes
20 or 24 pins. Many systems have a secondary power plug that includes 4, 6, or 8 pins.
Molex connectors provide 5 V and 12 V to PATA disk drives. The SATA connector pro-
vides 3.3V, 5V, and 12 V to SATA disk drives. Power to disk drives is provided via 12-V
rails, and desktop power supplies commonly have two rails but can have more. If disk
drives are failing, you might need a power supply with an additional rail.

PCle connectors use 6 pins, 8 pins, or 6+2 pins.
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Surge suppressors protect components against spikes and surges in power. UPS sys-
tems protect systems against sags and short-term power losses.

ESD damage can be prevented by using ESD wrist straps and ESD mats, and by control-
ling the humidity.

Extension magnets can help retrieve screws that can’t normally be reached.
Compressed air or special antistatic vacuum cleaners can be used to clean computers.
MSDS sheets document characteristics about potentially hazardous material used in

a work center, including how to store and dispose of hazardous material. When local
regulations exist, they take precedence.

Electrical fires are Class C fires. You should never use water on an electrical fire.

Compressed air is the preferred method of cleaning systems. If a vacuum is used, it
should be a special antistatic vacuum.

Multimeters measure voltages and can check cable continuity. Power supply testers
can check voltages on power supplies without a motherboard.

Chapter Review

Use the following questions to test your knowledge of the information in this chapter. The
answers to these questions, and the explanations of why each answer choice is correct or
incorrect, are located in the "Answers” section at the end of this chapter.

1.

A computer is making a lot of noise. Of the following choices, what is the likely
problem?

A. Faulty motherboard
B. USB flash drive
C. Power supply set to wrong voltage

D. Case fan

Another technician ordered a fan for a computer case. It has arrived, and you need to
install it. The original fan has been removed. Where should you connect the fan power
connection?

A. ACoutlet
B. P1 power supply connector
C. Front panel power

D. Motherboard
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A power supply failed after a technician added some hard drives to a desktop com-
puter. You need to purchase an additional power supply. What is a likely power rating
you'll purchase to ensure that the power supply doesn't fail again?

A. 600W
B. 600V
C. 300w
D. 250V

Which of the following voltages are not provided by ATX-based power supplies?
(Choose two.)

A. 12VDC
B. -12VDC
C. 115VAC
D. 15VDC

Molex connectors provide power to disk drives from ATX-rated power supplies. What
voltages are supplied through the Molex connector?

A. 33Vand5V
B. 5Vand12V
C. 5Vand15V
D. 12Vand 15V

A system is no longer booting to the SATA hard drive, and you suspect that the
ATX-based power supply might not be providing the correct voltages. What voltages
should you see on the SATA power connector?

A. 3.3VDC, 5VDC, and 12 VDC

B. 3.3VDC, 12 VDC, and 15 VDC

C. 5VDC, 12 VDC, and 15 VDC

D. 12VDC, 15VDC, and 24 VDC

Which of the following can you use to protect against power sags?
A. Commercial power

B. Power supply
C. UPS

D. MSDS
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8. Which of the following can protect against ESD damage? (Choose all that apply.)

ESD wrist strap
Reducing humidity as much as possible
Ensuring that computers are stored on carpets whenever possible

ESD mat

9. You want to verify that a power supply is providing proper voltages while it's con-
nected to the P1 connector on the motherboard. What would you use?

A.
B.
C.
D.

Surge suppressor
Multimeter
Power strip

Power supply tester

10. You open a computer to troubleshoot it and notice an excessive amount of dust inside
it. Of the following choices, what is the best choice to clean it?

A.
B.
C.
D.

Lint-free cloth
Vacuum cleaner
Glass cleaner

Compressed air

11. Which of the following can contribute to ESD damage?

Case fans
Carpet
Touching the computer case while working on a computer

ESD mats

12. After cleaning a computer screen with a cleaning compound, your fingers start
to develop a rash. What can you use to quickly identify what was in the cleaning
compound?

A.
B.

34

MSDS
Internet
Local hospital

Coworkers
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Answers

This section contains the answers to the chapter review questions in this chapter.

1.

Correct Answer: D

Incorrect: When motherboards fail, they are not noisy.

Incorrect: Hard disk drives sometimes make a lot of noise when they are failing,
but not USB flash drives.

Incorrect: If the power supply is set to the wrong voltage, it might make a single
loud pop when it fails, or not work at all, but it won’t make a lot of noise.

Correct: When case fans begin to fail, they are often noisy. They can also be noisy
if they are dirty.

Correct Answer: D

A.

Incorrect: Case fans do not get power from AC outlets.
Incorrect: The P1 connector provides power to the motherboard, not to fans.
Incorrect: Front panels do not have power for fans.

Correct: Fans get power from a connector on the motherboard.

Correct Answer: A

Correct: A 600-W power supply is common in desktop computers and is the best
choice of those given.

Incorrect: Power supplies are rated in watts, not volts.

Incorrect: A 300-W power supply is on the low range found with desktop
computers. If the original failed after adding an additional load with disk drives, a
larger power supply is needed.

Incorrect: Power supplies are rated in watts, not volts.

Correct Answers: C, D

Incorrect: ATX-based power supplies provide 12 VDC.

Incorrect: ATX-based power supplies provide -12 VDC. They also provide 5 VDC
and 3.3 VDC.

Correct: ATX-based power supplies use AC voltage as an input but do not provide
AC voltage.

Correct: ATX-based power supplies do not provide 15 VDC.
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Correct Answer: B

A.

Incorrect: 3.3 V is provided to the motherboard through the 20-pin or 24-pin P1
connector, but not on the Molex connector.

Correct: Molex connectors supply 5V and 12 V from the power supply to different
drives in a computer.

Incorrect: 5V is provided through both Molex and the P1 motherboard connector,
but 15 V is not used in ATX power supplies.

Incorrect: 12 V is provided through both Molex and the P1 motherboard connec-
tor, but 15 V is not used in ATX power supplies.

Correct Answer: A

A.

Correct: The correct voltages on a SATA connector are 3.3 VDC, 5 VDC, and 12
VDC.

Incorrect: ATX power supplies do not provide 15 VDC.
Incorrect: ATX power supplies do not provide 15 VDC.
Incorrect: ATX power supplies do not provide 15 VDC or 24 VDC.

Correct Answer: C

A.

Incorrect: A power sag occurs when the commercial power is lower than normal,
so commercial power doesn't protect against it.

Incorrect: Power supplies convert AC to DC, but they cannot protect against power
sags.

Correct: An uninterruptible power supply (UPS) uses a battery backup to protect
against power sags. Flickering lights are an indication of power sags.

Incorrect: Material Safety Data Sheets (MSDSs) provide safety-related information
for items used within a work environment.

Correct Answers: A, D

Correct: Electrostatic discharge (ESD) wrist straps protect against ESD damage.

Incorrect: Low humidity generates more static. Ideally, humidity should be around
50 percent.

Incorrect: Carpets generate static easily, so it's best not to store computers on
carpets.

Correct: ESD mats also protect against ESD.
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9. Correct Answer: B

A.

Incorrect: A surge suppressor will prevent power spikes from reaching a computer,
but it doesn’t measure voltages.

Correct: A multimeter can measure DC voltages provided to a motherboard on the
P1 connector.

Incorrect: A power strip provides unprotected power to a system but doesn't
measure voltage.

Incorrect: A power supply tester can test an unconnected power supply, but it isn't
used for a power supply plugged into a system.

10. Correct Answer: D

A.

C.

Incorrect: Lint-free cloths are used to clean screens but would not be used for an
excessive amount of dust.

Incorrect: An antistatic vacuum cleaner could be used but a standard vacuum
cleaner can cause ESD damage.

Incorrect: Glass cleaner includes ammonia and alcohol, which might damage inter-
nal components.

Correct: Compressed air would be the best choice for blowing out the dust.

11. Correct Answer: B

A.

Incorrect: Case fans keep a system cool but do not contribute to ESD damage.

Correct: Static builds up on carpet, so placing computers on carpets can contribute
to ESD damage.

Incorrect: Touching the computer case while working on a computer helps keep
you at the same potential as the computer and reduces static buildup.

Incorrect: ESD mats reduce the potential for ESD damage.

12. Correct Answer: A

A.

Correct: A Material Safety Data Sheet (MSDS) documents characteristics of materi-
als used within a workplace.

Incorrect: You might be able to find the information on the Internet, but an MSDS
sheet should be readily available.

Incorrect: Medical personnel will likely want to know what was in the cleaning
compound, but they wouldn’t know what was used.

Incorrect: Coworkers wouldn't be the best source to identify the contents, but they
can retrieve the MSDS.

Answers
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Understanding Motherboards
and BIOS

| n this chapter, you learn about motherboards, including the different types and how

to identify different motherboard components. The motherboard includes a significant
amount of supporting hardware for a system and is a primary component that determines
the overall capabilities and speed of a system. The motherboard also includes firmware,
commonly called Basic Input/Output System (BIOS), which is used to start the computer.
The BIOS includes a program that you can use to view and configure hardware settings. This
chapter shows how to start BIOS, view and manipulate the settings, and update the BIOS
program through a process called flashing. You also learn about some basic troubleshooting
related to the motherboard and BIOS.

Exam 220-801 objectives in this chapter:
m 1.1 Configure and apply BIOS settings.
m Install firmware upgrades—flash BIOS
m BIOS component information
= RAM
® Hard drive
m Optical drive
= CPU
m BIOS configurations
m Boot sequence
m Enabling and disabling devices
= Date/time
m Clock speeds
m Virtualization support
m BIOS security (passwords, drive encryption: TPM, lo-jack)
m Use built-in diagnostics

= Monitoring
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m Temperature monitoring
m Fan speeds
m Intrusion detection/notification
m Voltage
m Clock
m Bus speed
m 1.2 Differentiate between motherboard components, their purposes, and properties.
m Sizes
m ATX
® Micro-ATX
m [TX
m  Expansion slots
m PCl
m PCI-X
m PCle
® miniPCl
= CNR
m AGP2x, 4x, 8x
= RAM slots
m CPU sockets
m  Chipsets
= North Bridge
m South Bridge
m CMOS battery
m Jumpers
m Front panel connectors
m USB
= Audio
m  Power button
m Power light
m Drive activity lights
m Reset button

m Bus speeds

Understanding Motherboards and BIOS



Exam 220-802 objectives in this chapter:

m 4.2 Given a scenario, troubleshoot common problems related to motherboards, RAM,
CPU and power with appropriate tools.

m Common symptoms
= Unexpected shutdowns
m System lockups
m POST code beeps
m Blank screen on bootup
m B|OS time and settings resets
m Attempts to boot to incorrect device
= Continuous reboots
m Fans spin—no power to other devices
® Indicator lights
= BSOD
m Tools

m POST card

REAL WORLD UNDERSTANDING THE BIOS BOOT ORDER

I remember teaching a Windows class to several students at a corporate site where basic
knowledge about BIOS turned out to be important. Early in the class, we discussed the
installation of Windows, and then the students had an opportunity to install it on their
system.

Each of the students had an installation DVD, and they needed to put the DVD into the
drive, boot to the DVD, and begin the installation. About half the student computers were
configured to boot to the DVD first, and these didn't give the students any trouble.

However, many of the computers in the company'’s training room were configured to boot
to the hard drive instead of the DVD. Most of the students using these computers quickly
recognized that they needed to reconfigure the BIOS to boot to the DVD, and they quietly
did so.

Unfortunately, one of the students didn’t understand why his system wouldn’t boot to

the DVD. He first thought his installation DVD was faulty, so he got another one and tried
again and then became convinced his computer was faulty. We ended up working together
to reconfigure the BIOS on his system. He remarked that this was the first time he had ever
accessed this program. Lacking this basic knowledge didn’t stop him from learning, but it
did slow him down.

By the end of this chapter, you'll have an opportunity to access the BIOS and see exactly
how to manipulate these settings. It is important knowledge, and you never know when
you'll need it as a PC technician.
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Motherboards

The motherboard is the primary circuit board within a computer, and it holds several key
components, including the processor, random access memory (RAM), expansion slots,
and more.

Motherboards are created by using form factors that define their size and the compo-
nents on the motherboard. Similarly, cases are built to support one or more motherboard
form factors. In Chapter 1, “Introduction to Computers,” Figure 1-2 showed the inside of a
computer with the motherboard highlighted. In this chapter, you'll learn more about the
types of motherboards available and the individual components on a typical motherboard.

Identifying Motherboard Components

All of the relevant components of a motherboard are presented within this chapter. Figure 2-1
shows the outline of a motherboard with several key components identified. You won't find
all of these components on every motherboard or in exactly the same location. However, the
figure gives you an idea of common components and how to identify them.

EXAM TIP

When taking the exam, you should be able to identify different components on the
motherboard based on their shape. You should also be able to identify their purposes and
properties.

Understanding Motherboards and BIOS
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FIGURE 2-1 Motherboard outline.

Miscellaneous connectors and jumpers. Connectors are available to connect to
a speaker, to fans, and to the front of the case for power and displays. They can be
located in different places on the motherboard.

Expansion slots. Expansion slots allow you to add additional cards to a motherboard
for additional capabilities. Several different types of expansion slots are available,
including Peripheral Component Interconnect (PCl), Accelerated Graphics Port (AGP),
and more.

Rear connectors. Several connectors are attached to the motherboard and are
accessible via the rear of the computer. These include connectors for audio and video
Universal Serial Bus (USB) devices and more. Chapter 5, “Exploring Peripherals and
Expansion Cards,” discusses common connectors.

CPU 12-V power. A 4-pin plug from the power supply plugs into here to provide
power to the Central Processing Unit (CPU). On systems with multiple CPUs, this can be
two 4-pin plugs or an 8-pin plug.

CPU Fan. CPUs generate a lot of heat, so it's common to attach a fan on top of them.
A connection on the motherboard provides power for the fan. CPU fans are often vari-
able speed so that they can spin faster when the CPU gets hotter.

Motherboards
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10.

11.

12.

13.

14.

Chipset. This consists of one or more integrated circuits (ICs) that connect the CPU
with other components and devices on the system. Chipsets are designed to work
with specific CPUs and are soldered into the motherboard. They can get hot and often
have heat sinks on top of them designed to dissipate heat. Heat sinks are discussed in
Chapter 3, "Understanding RAM and CPUs."

CPU. The majority of work done by a computer occurs within the processor. The moth-
erboard includes a CPU socket into which a CPU is plugged, and the CPU is normally
covered with a heat sink and a cooling fan. CPUs are covered in Chapter 3.

SATA connectors. Most computers support Serial Advanced Technology Attachment
(SATA) drives. SATA connectors have a distinctive L shape. SATA connectors come in
different versions, and these different versions are identified with different colors.
However, there isn't a standard with the colors between motherboard manufacturers.
Chapter 4, "Comparing Storage Devices,” covers hard disk drives.

Battery. The battery provides power to the Basic Input/Output System (BIOS) so that
certain settings are retained. The battery is often circular but can have a barrel shape.

BIOS jumper. There is often a jumper close to the battery. Shorting the two pins on
this jumper will reset the BIOS password or return the BIOS settings to the factory
defaults.

RAM. Motherboards usually have at least two RAM slots, and many have four or six.
RAM slots are very specific and will accept only certain types of RAM based on the
specifications of the motherboard. Chapter 3 covers RAM.

IDE connectors. Extended Integrated Drive Electronics (EIDE) connectors are used
for EIDE devices such as hard drives and optical drives. Many systems have replaced
EIDE drives with SATA drives, but you still might see the connectors. When the board
includes them, you'll see two connectors labeled IDE1 and IDE2, or sometimes IDEO
and IDE1.

P1 power connector. The primary power connection from the power supply is either
a 20-pin connector or a 24-pin connector.

Floppy drive connector. This is for 3.5-inch floppy drives. They are rare today, but if
the system has a floppy connector, it is usually by the IDE connectors.

Sizes

While computer cases come in a wide variety of sizes, you'll find that most motherboards
follow a form factor standard and conform to specific sizes. The following are some of the
common motherboard form factors in use today:

m Advanced Technology Extended (ATX). This has been the standard used in many

systems since 1995 and is still used today. It added capabilities and improved on the
original AT motherboard design.

Understanding Motherboards and BIOS



®  Micro-ATX (mATX or uATX). This is a smaller version of the ATX and is very popular
with desktop computers. It is designed to be backward-compatible with the ATX form
factor so that it can fit in any ATX case and has the same power connectors. Because it
is smaller, it has fewer expansion slots.

= ITX. ITX motherboards originated with VIA technologies and come in several different
small form factor (SFF) designs, including mini-ITX, nano-ITX, and pico-ITX. They are
referred to as embedded boards and consume very little power compared to ATX-
based boards. They don't need to be cooled with fans.

m  Mini-ITX. These are envisioned for use in home theater systems. They can fit into
any case by using standard ATX mount points.

m Nano-ITX. These small boards are designed for smaller devices such as digital
video recorders (DVRs) and set-top boxes.

m Pico-ITX. These extremely small boards can be embedded in different types of

mobile devices. The Pico-ITX has been adopted as an open standard by the Small
Form Factor Special Interest Group, or SFF-SIG.

EXAM TIP

Although there are additional types of motherboards, the preceding list provides an idea
of the types you might see on the exam. The ATX motherboard and ATX variants are still
the most popular. Additionally, all the ATX variants are smaller than the ATX, and many will
fit into a case designed for an ATX motherboard.

Table 2-1 shows the sizes of common motherboard standards, organized from the largest
form factors to the smallest.

TABLE 2-1 Form Factor Sizes

Form Factor Size in Inches Metric Size
ATX 12x9.6 305 mm x 244 mm
Micro-ATX 9.6 x 9.6 largest 244 mm x 244 mm

6.75 x 6.75 smallest 171.45 mm x 171.45 mm
Mini-ITX (VIA) 6.7x6.7 17 cm x 17 cm
Nano-ITX (VIA) 47 x4.7 120 mm x 120 mm
Pico-ITX 39x28 10 mm x 7.2 mm

NOTE THE MICRO-ATX FORM FACTOR

The Micro-ATX form factor is the only one that comes in different sizes. However, it is
designed so that it will fit into any case that supports an ATX motherboard.

Motherboards
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( Quick Check

1. What type of motherboard is the most common in desktop PCs?

2. How can you identify a SATA data connection?

Quick Check Answers
1. ATX.

2. The connector is shaped like an L.

Busses

A bus within a computer refers to the connection between two or more components, and it is
used to transfer data between these components. A computer has multiple busses that often
work independently of each other. However, some busses work together.

As an example, computers have a data bus and an address bus, as shown in Figure 2-2.
Data bytes are stored in RAM in separate memory locations, and each location is identified
by an address. You can think of these locations as 1, 2, 3, and so on. A typical computer has
billions of locations.

Address bus

/ N
< )
d Data stored in
\l l/ addressable
/] Data bus [\ locations
< )

\ l/ RAM

FIGURE 2-2 Address and data bus used to read and write memory data.

When a system wants to retrieve data from a specific location, it places the desired address
on the address bus. The data in that memory location is then placed on the data bus for the
system. Similarly, when a system wants to write data into a memory location, it simultane-
ously places the data on the data bus and the address on the address bus. These busses also
have other signals that synchronize the activity and control whether data is read or written.

The size of the address bus determines how much memory can be addressed. A 32-bit
address bus is limited to 232 addressable locations, or 4 GB of RAM. A 64-bit bus can address
254 addressable locations, or over 17 exabytes (EB) of RAM.

Understanding Motherboards and BIOS



NOTE EXABYTES

The order of bytes is kilobyte (KB), megabyte (MB), gigabyte (GB), terabyte (TB), petabyte
(PB), and exabyte (EB). Even though 64-bit hardware can address 17 exabytes of RAM,
you won't see systems with that much RAM any time soon. A 64-bit version of Windows 7
can have as much as 192 GB of RAM, but 16 GB is usually enough for even the most active
power users on a desktop computer.

Similarly, the size of the data bus determines how much data can be transferred at a time.
A 32-bit data bus can transfer 32 bits of data at a time (which equals 4 bytes). A 64-bit data
bus can transfer 64 bits of data a time.

Some of the other types of busses you'll come across include the following:

m Back side bus. The back side bus is the connection between the CPU and its internal
cache memory.

m Front side bus (FSB). The front side bus refers to the connection between the CPU and
the supporting chipset on the motherboard. The speed of this is frequently used to
identify the speed of the CPU. Newer systems have replaced the front side bus with a
Direct Media Interface (DMI).

m Direct Media Interface (DMI) bus. This connects the CPU and newer chipsets in
place of the front side bus.

= Expansion slot bus. Expansion slots have their own dedicated busses, and these are
implemented differently depending on the expansion slots included in the system.

= Universal Serial Bus (USB). This is used to transfer data between the computer and
external USB devices such as USB flash drives.

Bus Speeds

Motherboards include one or more oscillator crystals, which vibrate at specific frequencies
when a voltage is applied. The output is a sine wave that alternates at a specific frequency
such as 66 MHz or 100 MHz.

NOTE HERTZ, MHz, AND GHz

A hertz (Hz) is a cycle and refers to how many times a signal can go up, down, and return to
the starting point in one second. Alternating current (AC) power in North America runs at
60 Hz, meaning that it can finish 60 cycles a second. A 100-MHz signal completes 100 mil-
lion cycles in a second, and a 1-GHz signal completes 1 billion cycles in a second.

A computer uses these cycles as a clock to transfer data. For example, when the cycle is ris-

ing (rising edge), the system interprets this as a clock tick and takes an action such as reading
or writing data to RAM. Many systems use the rising edge as one clock tick and use the falling
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edge as another clock tick. Therefore, a system will commonly have two clock ticks for each
cycle.

Computers can process data more quickly than the base frequencies of these crystals, and
they use additional multiplier circuitry to increase the frequency. For example, if a crystal gen-
erates a 100-MHz signal and the motherboard uses a two-times (2X) multiplier, the output is
200 MHz, as shown in Figure 2-3.

[ 100 MHz crystal J —_— /\/\/ —_— 2X multiplier ’ - /W

100 MHz 200 MHz

FIGURE 2-3 Crystal and multiplier.

An important point to remember is that the frequency of the bus directly impacts how
much data a bus can transfer—the faster the frequency, the more data the bus can transfer.

Additionally, the amount of data a bus can transfer is dependent on how many bits can be
transferred at a time. Two common data bus widths in use today are 32 bits and 64 bits. That
is, for each clock cycle on a 32-bit bus, the system will send 32 bits of data. If it's a 64-bit bus,
it can send 64 bits of data at a time.

NOTE DATA THROUGHPUT

Data throughput is commonly expressed as megabytes per second (MB/s) or gigabytes per
second (GB/s). For example, some expansion boards can reach speeds of 16 GB/s.

Expansion Slots

Motherboards include expansion slots so that you can add expansion cards. For example,
your motherboard can have basic video capabilities built into it, but you might want video
that is faster and crisper. You can purchase a top-of-the-line video card with onboard RAM,
install it in an expansion slot, and enjoy some awesome graphics.

Before you buy any expansion card, you should know what expansion slots are available
in your computer. You don't want to buy a card only to find that it isn't supported by your
computer or that the slot is already occupied by another expansion board.

The following sections cover the common types of expansion slots you should know about
for the A+ exams. The standards are as follows:

m Peripheral Component Interconnect (PCI). This comes in 32-bit and 64-bit versions
and reaches speeds up to 533 MB/s. Newer motherboards might still include a PCl slot.

m Accelerated Graphics Port (AGP). AGP was introduced as a dedicated slot for a
graphics card. It allowed high-end graphics to transfer data at speeds up to 2,133 MB/s
without competing with other PCl device data transfers.
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m PCI-Extended (PCI-X). This was an improvement over PCl and could reach up to
1,064 Mb/s. It is primarily used in servers.

m PCl Express (PCle). This is the primary standard in use today and replaces PCl, AGP,
and PCI-X on many motherboards. It can reach speeds up to 2 GB/s on multiple lanes
simultaneously.

PCI

The Peripheral Component Interconnect (PCI) standard was a replacement for earlier industry
standard architecture (ISA) and extended ISA expansion cards. It originally used a 32-bit data
bus but was later improved to use a 64-bit bus. Table 2-2 shows the data rates and frequen-
cies available with 32-bit and 64-bit versions of PCI.

TABLE 2-2 PCl Data Rates and Frequencies

Standard Data Rate Frequency
PCl (32-bit) 133 MB/s 33 MHz
PCl (32-bit) 266 MB/s 66 MHz
PCl (64-bit) 266 MB/s 33 MHz
PCl (64-bit) 533 MB/s 66 MHz

Another difference in PCl cards is that early versions used 5 volts but newer versions used
3.3 volts. Lower voltages decrease the heat generated by the cards. They also increase the
speed of the devices because it takes less time for a signal to reach 3.3 V than it does to reach
5 V. Each of these types is keyed differently, as shown in Figure 2-4, to prevent plugging a
board into the wrong slot.

3.3V 64-bit PCl slot 3.3V 32-bit PCl slot
5V 64-bit PCl slot 5V 32-bit PCl slot

FIGURE 2-4 PC] slots.

TIP PCl CARDS

Some PCl cards are created as universal cards with keying that can fit into either a 3.3-V or
a 5-V slot. However, only 32-bit PCI cards can plug into 32-bit PCl slots and only 64-bit PCI
cards can plug into 64-bit PCl slots.

Even though PCl has been largely replaced by PCle, you will likely still see some PCl expan-
sion slots on motherboards. The two versions have different slots, so it is easy to tell the dif-
ference between PCl and PCle expansion slots and cards.
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AGP

Accelerated Graphics Port (AGP) is a dedicated expansion slot used for graphics. A huge
benefit of AGP over PCl was that it used a separate bus for graphics data so it wasn't compet-
ing with data from other expansion cards. Before AGP, graphics cards were plugged into a
PCl slot and all PCI devices shared the same data bus. Graphics-intensive applications such

as computer-aided design (CAD) applications and some games were extremely slow without

AGP.

AGP came in four versions, with each successive version doubling the data rate. Table
2-3 shows the data rates available with the different versions. Notice that AGP always uses a

66-MHz bus.

TABLE 2-3 AGP Data Rates and Frequencies

Standard Data Rate Frequency

AGP 266 MB/s 66 MHz

AGP 2X 533 MB/s 66 MHz

AGP 4X 1,066 MB/s 66 MHz

AGP 8X 2,133 MB/s 66 MHz
PCI-X

PCl-Extended (PCI-X) was developed as an enhancement over PCl. It came in 64-bit versions
and was primarily used on servers. A benefit was that PCI-X was backward-compatible with
PCl so the PCI-X expansion cards could plug into PCl expansion slots.

The most common frequency used with PCI-X is 133 MHz, giving a data throughput rate
of 1,064 MB/s. PCI-X also came in versions with different frequencies and data rates, as shown

in Table 2-4, but 133 MHz remained the most common.

TABLE 2-4 PCI-X Data Rates

Standard Data Rate Frequency
PCI-X 532 MB/s 66 MHz
PCI-X 1,064 MB/s 133 MHz
PCI-X 2.15 GB/s 266 MHz
PCI-X 4.3 GB/s 533 MHz
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EXAM TIP

PCI-X and PCle are sometimes confused and referred to as the same thing, but they are
very different. PCI-X is an upgrade to PCl, is backward-compatible with PCl, and is primar-
ily used on servers. PCle is a newer standard that is designed to replace PCI, PCI-X, and
AGP, but it is not backward-compatible with these other versions.

PCle

PCl Express (PCle) is the primary standard you'll see in use today in place of PCI, PCI-X, and
AGP. Engineers designed this significantly differently from other busses. Three important dif-

ferences are as follows:

= Data sent in byte streams. Previous expansion busses used 32 bit or 64-bit con-

nections and would transfer these bits in parallel, as 32 bits at a time or 64 bits at a
time. PCle instead sends the data as a continuous stream of data bytes and achieves
higher data throughputs. The stream is sent as serial data (one bit at a time) instead of
parallel.

No external clock signal. Because the data is sent as a stream of bytes, PCle isn't tied

to an external clock signal. This effectively allows it to transfer data much more quickly.

Multiple two-way lanes. A PCle expansion card includes one or more lanes used to
transfer serial data streams. Because the lanes are two-way, a device can send data at
the same time it is receiving data. These multiple lanes allow a PCle card to send and
receive more data at the same time. A PCle can have 1, 2, 4, 8, 16, or 32 lanes (desig-
nated as x1, x2, x4, x8, x16, and x32).

Figure 2-5 shows a comparison of different PCle slots related to a 32-bit PCl slot. There are
two important points about these slots:

1.

PCle slots almost always have a plastic extension used to provide additional support
for the card. This extension doesn't include any pins but does help the card fit snugly
and prevent it from wiggling loose. Smaller cards have one extension, and larger cards
often have two extensions.

The keying for each of the PCle cards is the same. If you have a PCle x1 card, you can
plug it into the PCle x1 slot, the PCl x4 slot, or the PCIx16 slot, as shown in Figure 2-5.

32-bit PCI | I I |

PCle x4 = . § ]

PCle x16 = —

FIGURE 2-5 PCl and PCle expansion slot comparison.

Motherboards

51



52

If you plug a smaller card into the larger slot, some of the pins aren't used, but these addi-
tional pins are used for additional lanes that aren’t supported by the smaller PCle x1 card. You
can plug any smaller PCle card into a larger PCle slot. For example, you can plug a PCle x4
card into a PCle x8, PCle x16, or PCle x32 slot. However, you can't put a larger card into a
smaller slot any more than you can put a round peg into a square hole. It just won't fit.

EXAM TIP

You can plug smaller PCle expansion cards into larger PCle expansion slots. However, you
cannot mix and match PCI and PCle expansion cards. PCle is not backward-compatible
with PCI.

PCle has been steadily improving over the years, and there are currently three versions of
PCI. The slots are the same, but each version supports faster speeds. Table 2-5 shows the dif-
ferent data rates you can get out of different PCle versions. Because PCle isn’t using an exter-
nal clock, the speed is measured in transfers per second, and all the PCle versions achieve
speeds in the gigatransfers per second (GT/s) range.

TABLE 2-5 PCle Data Rates

Standard Data Rate per Lane Transfers per Second
PCle vl 250 MB/s 2.5 GT/s

PCle v2 500 MB/s 5GT/s

PCle v3 1 GB/s 8 GT/s

PCle v4 2 GB/s 16 GT/s

Table 2-5 shows only the data rate per lane. If you have a PCle x2 card, you'll get the same
data rate in each of the two lanes, doubling the overall data rate. Similarly, x4, x8, x16, and
x32 cards multiply the overall data rate.

MiniPCI
MiniPCl slots were developed for use in laptop computers. They are smaller and use a 32-bit,

33-MHz bus. They are commonly used to install a wireless network interface card into the slot
so the laptop can connect to wireless networks.

MiniPCI Express (MiniPCle) is an upgrade to MiniPCl similar to the way PCle is an upgrade
to PCl. The MiniPCle slots and cards are smaller than the MiniPCl slots and cards, but they
can carry larger amounts of data. Chapter 8, "Working with Laptops,” covers laptops in more
depth.
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CNR

Some motherboards have a Communications and Networking Riser (CNR) expansion slot. It is
about the size of a PCle x1 slot, although it is not compatible with PCle. The CNR slot is specif-
ically designed to accept audio, modem, and network interface cards. These types of expan-
sion cards have to be certified by the United States Federal Communications Commission
(FCC), and by creating the cards separately from the motherboard, manufacturers can certify
the motherboards separately from the CNR expansion cards. This allows motherboard manu-
facturers to create new motherboards more quickly and then just plug in the precertified CNR
card. In contrast, when these FCC-governed devices are built into the motherboard, each new
motherboard has to be certified separately.

End users rarely insert cards into the CNR slot. Instead, original equipment manufacturers
(OEMs) would put the appropriate card into the motherboard as they are building a
computer.

NOTE WHAT IS AN OEM?

An OEM is any company that resells another company’s product using their own name and
branding. For example, Dell uses motherboards it has purchased from Intel to build com-
puters that it sells. These are marketed as Dell computers, and Dell is the OEM.

CNR slots aren't common in computers today. Instead, motherboards commonly integrate
these capabilities within the motherboard. However, you might see them on smaller form
factor motherboards, such as micro-ATX systems.

CPU Chipsets

A CPU chipset is one or more ICs that provide the primary interface between the CPU and
the rest of the system. The two primary manufacturers of CPUs are Intel and Advanced Micro
Devices (AMD). The two primary manufacturers of chipsets that work with these CPUs are
also Intel and AMD. Older chipsets divided their functions into north bridge and south bridge.
Newer CPUs take over the functions of the north bridge.

North Bridge and South Bridge

Recent versions of chipsets have used two chips called the north bridge and the south bridge.
Figure 2-6 shows how a north bridge (NB) and south bridge (SB) chipset interact.
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FIGURE 2-6 North bridge and south bridge chipset.

m North bridge. The north bridge, also called the memory controller hub (MCH), is the
primary interface for high-speed devices such as the CPU, RAM, and, if it exists, a dedi-
cated graphics slot. On newer processors, the north bridge functions have been taken
over by the CPU, as you can see in Figure 2-7.

m South bridge. The south bridge provides an interface to low-speed devices, which is
essentially everything else in the system. It is also called the 1/O Controller Hub (ICH).

EXAM TIP

Features included on a motherboard are dependent on support from the chipset. When
the feature is included, it is referred to as onboard or built-in. For example, the south
bridge includes onboard graphics. Alternately, you can add a dedicated graphics card and
not use the onboard graphics.

The Super I/O is a separate chip that provides connections to different types of legacy, or
older, /O devices via a serial port, a parallel port, the keyboard, or the mouse. It includes a
universal asynchronous receiver transmitter (UART) chip needed to translate data between
serial and parallel connections. Most new devices use USB, so the Super I/O chip isn't needed
or included on many current systems.
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Combining North Bridge onto the CPU

Understanding how the north bridge is used for high-speed devices and how the south
bridge is used for lower-speed devices is useful background information. However, many
newer motherboards using both Intel and AMD CPUs use a single chipset and have moved
the functionality of the north bridge to the CPU.

Figure 2-7 shows the configuration for the Intel X79 Express Chipset. If you compare this
to Figure 2-6, you can see the differences. Instead of using a single front side bus for graph-
ics, RAM, and the chipset, the CPU has three separate busses: a PCle bus for graphics, a data
bus for RAM, and a Direct Media Interface (DMI) bus for the chipset. The chipset takes care of
the rest.
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FIGURE 2-7 Newer chipset without north bridge and south bridge.
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NOTE POPULAR CHIPSET MODELS

Two popular models of current chipsets that have moved the north bridge functions to the
CPU are Intel’s Sandy Bridge model and AMD's Fusion model.
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Jumpers

Motherboards have a variety of different pins that can be connected with jumpers for differ-
ent purposes. The most common reason to access a jumper is to reset the BIOS password. It's
possible for a user to set the password for the BIOS so that only that user can access the BIOS
settings. If the user forgets the password, you can clear it with a jumper so that you are able
to manage the BIOS.

Figure 2-8 shows the connections to clear the password, with the jumper removed and
lying to the left of the pins. The directions are printed directly on the motherboard (on the
bottom left), and for clarity, the pins are labeled. If you want to clear the password, you con-
nect the jumper to pins 1 and 2. By default, this jumper is connected to pins 2 and 3.

PWR LED PWR BIM
HO LED RESET

FIGURE 2-8 Motherboard outline.

NOTE JUMPERS

This motherboard also has a jumper labeled as CLEAR CMOS. This will reset all of the BIOS
settings to the factory default. In Figure 2-8, this jumper is connected to pins 2 and 3, but
moving the jumper to pins 1 and 2 will reset the BIOS settings.

Some motherboards include jumpers that affect the clock speed. By manipulating the
jumpers, hobbyists can cause the CPU to run with a faster clock. This is commonly called over-
clocking and is mentioned in the “Clock Speeds” section later in this chapter.

Front Panel Connectors

Motherboards commonly have connectors that are used to run wires to the front panel. If you
look again at Figure 2-8, you can see several front panel connectors on the motherboard (to
the right of the password jumper). Wires are plugged into these connectors with the other
ends going to the appropriate connection on the front panel. Some common connectors
include the following:

m Power light. This indicates when the system is turned on from the front panel power
button. In the figure it's labeled as PWR LED for power light emitting diode (LED).
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= Power button. This turns the power on for the computer and is labeled as PWR BTN in
the figure. This is different from a power switch on the back of the computer. If there is
a power switch on the back of the computer, it turns on the power supply but not the
computer.

EXAM TIP

ATX motherboards introduced soft power allowing the power to be controlled from the
front panel. Plugging in and turning on the power supply provides power to the mother-
board, but the computer isn’t fully turned on until the front panel button is set to on. If
you suspect this power button is faulty, you can remove the connection and connect the
two pins on the motherboard connector by using a flat-blade screwdriver. This simulates
pressing the button. If the system then turns on, you've verified the power button is faulty.
If it doesn’t turn on, the problem is elsewhere.

= Drive activity lights. When the disk drive is actively reading or writing data, these
lights will blink. They are typically red LEDs. Figure 2-8 shows this labeled as HD LED
for hard disk drive LED.

= Reset button. Many systems include a reset button that will force the computer to
restart. Whenever possible, it's better to logically shut down and restart a computer,
but if the computer isn't responsive to any keyboard or mouse commands, you can
force a restart by pressing the reset button.

m  USB. On the rear panel, motherboards commonly include USB connections that are
connected directly to the motherboard. However, USB devices are very popular with
users and users often want access to USB ports on the front panel. Wires run from the
USB ports on the front panel to connectors on the motherboard.

m  Audio. Many systems include one or more audio outputs on the front panel that are
connected from the motherboard. A headphone or speaker jack is usually a lime green
color and includes a headphones icon. Some systems also have a microphone jack,
commonly a pink color, with a microphone icon.

¥ Quick Check
1. Is it possible to plug a PCle x4 card into a PCle x1 slot?

2. How can you reset the BIOS password?

Quick Check Answers
1. No. You can plug smaller PCle cards into larger PCle slots, however.

2. Connect the clear password jumper on the motherboard.

Motherboards
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Viewing an Actual Motherboard

Earlier in this chapter, in Figure 2-1, you saw a line drawing of a motherboard with an expla-
nation of many of the components. Figure 2-9 shows a picture of an Intel DX 79SI Extreme
series motherboard with the individual components identified. It's a newer motherboard, so it
doesn’t have some of the older components, such as AGP slots or IDE connectors.

FIGURE 2-9 Intel motherboard. Photo provided by Intel. [Copyright © Intel Corporation. All rights
reserved. Used by permission.]

1.

RAM slots. This motherboard includes eight dual in-line memory module (DIMM)
slots for double data rate type 3 (DDR3) memory.

SATA ports. Four SATA 3 GB/s ports and two SATA 6.0 GB/s ports are included. It's not
apparent in the figure, but the 3 GB/s ports are black and the 6 GB/s ports are blue, so
that they can be distinguished from each other.

Intel X79 Express Chipset. This chipset uses the Direct Media Interface (DMI) as an
interface to the CPU.

Voltage regulators covered by heat sinks. The heat sinks keep the voltage regu-
lators cool. One is providing power for the CPU, and one is providing power to the
chipset.

CPU socket. This socket is for an Intel Core i7 processor with either four or six cores.

One PCI expansion slot. This is for earlier-version PCI cards.
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7. Three PCle 3.0 x 16 expansion slots. These are for newer PCle boards.

8. Power-on self test (POST) decoder. This displays different numbers as the system
progresses through the startup cycle. It can be used for troubleshooting the mother-
board in place of a PCl or PCle card used for providing the same information.

9. USB ports 3.0 ports. These are accessible via the back panel. Other connectors on the
board can be routed to USB connectors on the front panel.

10. Back panel ports. This group includes two RJ-45 network interface connections, one
IEEE 1394 firewall connection, and six USB 2.0 connections.

11. Audio back panel ports. This group includes multiple connections for different types
of audio, including 7.1 systems.

12. CMOS battery. This motherboard is using a circular battery, but the battery is inserted
sideways into a battery slot.

13. PCle x1 expansion slots. These are for smaller x1 cards.

BIOS

The Basic Input/Output System (BIOS) includes software code that provides a computer with
basic instructions so that it can start. When a computer is turned on, it runs the program
within BIOS to do some basic system checks, locate the operating system on a disk, and start.

For example, most computers have the operating system on a hard disk, and BIOS pro-
vides the initial instructions on how to locate the hard disk and start the operating system.
The programming provided by BIOS is referred to as the bootstrap programming, and starting
a computer is commonly called booting a computer. The BIOS allows the computer to start
without any user intervention other than turning it on.

The program within BIOS is stored in a chip on the computer that can be rewritten. Older
computers used an electrically erasable programmable read-only memory chip (EEPROM) for
the BIOS. Read-only memory (ROM) has gone through several iterations over the years, from
programmable read-only memory (PROM), to erasable read-only memory (EPROM), and then
to EEPROM. New computers use a type of flash memory similar to what is used with USB
thumb drives.

NOTE WHAT IS FIRMWARE?

The BIOS is often referred to as firmware. It is a hardware chip that you can physically see
and touch, and it includes software that runs code on the computer. The combination of
hardware and software is firmware.

BIOS

59



60

BIOS also includes a BIOS setup application you can use to configure different settings for
your computer. For example, you can set the time of the computer, identify which drive to
boot to, configure the CPU to support virtualization technologies, and more. These settings
are explored later in this chapter.

BIOS vs. CMOS

As you study computers, you're likely to come across the term complementary metal oxide
semiconductor (CMOS). When referring to BIOS and CMOS, there are differences.

m BIOS. This is the firmware. It stores the instructions for starting the computer and
includes a program that can be used to change some settings. The firmware can be
updated in a procedure referred to as flashing the BIOS (covered later in this chapter).

m CMOS. This holds only the user-configurable BIOS settings, such as the current time.
Users can change these settings by accessing the BIOS application. CMOS is volatile,
meaning that the data is lost if the system is turned off. Motherboards include a CMOS
battery to retain the CMOS data even if the system is turned off.

That's probably clear to you: BIOS is the application, CMOS is the data, and a CMOS bat-
tery keeps CMOS powered to retain the settings. Unfortunately, it's misleading.

Technically, CMOS is a specific type of chip that you'll rarely find on any motherboard,
but there is still a need to store the user-configurable settings. Instead of CMOS, the data
can be stored on battery-powered static RAM. Sometimes, it's stored in the same chip as the
real-time clock that is keeping time. Just like CMOS, these chips are powered by a battery
when the system is turned off to ensure the system keeps these settings.

When the BIOS is using newer flash memory, the user-configurable data is often stored
on the same chip as the BIOS application. Due to how flash memory stores data, it doesn't
even need a battery. However, the real-time clock still needs a battery to keep time when the
system is turned off.

Even though systems no longer have CMOS, and this battery isn't powering CMOS, it is still
commonly called the CMOS battery. Even the CompTIA objectives refer specifically to CMOS
and the CMOS battery.

BIOS Vendors

Just as you can purchase software developed by different vendors, motherboard manufactur-
ers can use BIOS developed by different vendors. Two of the most popular BIOS vendors are
American Megatrends (AMI) and Phoenix Technologies. Each vendor develops different ver-
sions of BIOS to meet the needs of different motherboard manufacturers.

The motherboard vendor chooses the BIOS to include with the motherboard, so you don’t
have to worry about which one to use. However, there are differences between versions, so
it's important to realize that one system will look different from another.

Understanding Motherboards and BIOS



Accessing the BIOS Application

When you first turn on a computer, you'll see one or more screens flash onto the screen, pro-
viding bits of information. One of these screens gives you a message to press a specific key to
access the setup options or the setup utility.

NOTE BIOS CAN MEAN DIFFERENT THINGS IN DIFFERENT CONTEXTS

Primarily, BIOS refers to the bootstrap code used to start the computer without user inter-
vention. However, technicians commonly use the term BIOS to refer to the setup applica-
tion or setup utility. If you're asked to access the BIOS, you're being asked to get into the
setup application or setup utility.

The only sure way of knowing what key to press is by reading the screen. For example,
if the screen says to press the <F2> key to enter the setup utility, you'll need to press the
F2 function key. Other common keys or key combinations are: F1, F10, Del (delete key),
Ctrl+Alt+Esc keys (pressed at the same time), and Ctrl+Alt+Enter keys. On some laptops, you
press the Fn+Esc or FN+F1 keys.

Admittedly, that's a lot of combinations. Just remember that what you really need to do is
read the messages on the screen as the system starts.

| strongly encourage you to start up the BIOS on a computer and go through these set-
tings. Your BIOS might not use the same words, but you'll be able to see the settings. You can
change settings in the BIOS, and as long as you don't save your changes, they won't apply.

After the BIOS starts, it will look similar to Figure 2-10. The mouse cannot be used in most
BIOS utilities; instead, you have to use the keyboard and arrows to navigate. Somewhere on
the screen, each BIOS utility will have directions about how to navigate through the program,
how to select individual settings, and how to change them. In the figure, these instructions
are in the right pane.

BIDS SETUP UTILITY

Change Supervisor Password

FIGURE 2-10 BIOS setup utility.
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BIOS Component Information

You can use the BIOS to verify the different components that are installed on a system. This
can be useful to ensure that the system is recognizing newly installed hardware. For example,
if you install new RAM but it's not recognized, the BIOS can sometimes give you insight into
the problem.

Figure 2-11 shows a screen from a different BIOS version with the system information page
selected.

CHMDS Setup Utility - Copyright (C) 1985-2008. American Megatrends. Imc.
System Info

:A1S (02/04/2010) Help Item

:Studio KPS 435T/9000
:6RPXIM1
:None

Processor Type o

Intel (R} Core(IM) i7 CPU 920 @ 2.67GHz
CPU Speed :2.666Hz (133x20)

Processor L1 Cache :256 KB

Processor L2 Cache :1024 KB
Processor L3 Cache :8192 KB

Menory Installed :12288MB
Memory Available :12280MB

Memory Speed :1066MHz  (133x8)
Memory Technology  :DDR3 SDRAM

Enter:Select +/-/PGDN/PGUP:Value F10:Save ESC:Exit
al Help F7:Load Previous Ualues F9:Load Defaults

FIGURE 2-11 BIOS setup utility.

This page shows information about the processor type, processor cache, and memory. You
can see that the processor is an Intel Core i7, with a 133-MHz clock multiplied by 20, giving a
CPU speed of 2.66 GHz.

You can also see that the system has 12 GB (12,288 MB) of RAM installed. The RAM has a
speed of 1,066 MHz (using a 133-MHz clock multiplied by 8) and is DDR3 SDRAM.

Additionally, most BIOS systems will automatically detect the presence of different drives
and report their presence within BIOS. This includes hard disk drives and different types of
optical drives, such as DVD drives. Sometimes these settings are reported in the Standard
CMOS Features page, if it exists, and other times the settings are on a dedicated page for the
drives.

Drives might be reported as SATA1, SATA2, and so on if the system is using a SATA inter-
face. If the system is using an EIDE interface, they might be reported as IDE, EIDE, or as hard
disk drives.

This can be useful if you've installed a new drive but find that it's not recognized after
starting. Go into BIOS, find the drive settings, and ensure that the new drive is recog-
nized by BIOS. If it's not recognized, you need to check the hardware such as the cables or
configuration.
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EXAM TIP

If you've installed any type of hardware but find that it's not recognized after you boot
into an operating system, check the BIOS. It might not be recognized by BIOS, indicating
that it's not connected correctly or has a fault. It could be disabled in BIOS, and all you'll
need to do is enable it. If a drive is recognized by BIOS but not by the operating system,
the problem is probably related to a software driver. Drivers are covered in more depth in
Chapter 15, “Configuring Windows Operating Systems.”

BIOS Configuration

There are a few configuration settings that are important to understand. Changes you make
in the configuration will remain in the system even after the system has been powered off.

Time and Date

A very basic setting for the BIOS is the time and date. You'll often see these settings on the
very first page of BIOS, which is sometimes called the Main page or the Standard CMOS
Features page.

The computer keeps time with a real-time clock, and the CMOS battery keeps the clock
ticking even when the system is turned off. You rarely need to change this except when the
CMOS battery is failing. If the battery is failing, the real-time clock is slow and needs to be
reset often.

EXAM TIP

Common symptoms of a failing CMOS battery are a slow clock or errors related to CMOS
settings. If you find you have to reset a clock more than once, you should consider replac-
ing the battery. After unplugging the power to the system, you can remove the battery
with a small screwdriver and replace it. After replacing the battery, you'll need to set the
date and time, and you might need to reconfigure other BIOS settings.

When replacing the battery, make sure that you replace it with the correct type.
Motherboard manufacturers warn that the wrong battery could explode. Also, always follow
local regulations when disposing of the original battery.

Boot Sequence

One of the most important BIOS settings for a PC technician to understand is the boot
sequence. The boot sequence setting tells the computer the device from which it should try
to boot first.

Figure 2-12 shows the boot sequence screen in BIOS. Currently, it's set to boot to the
hard drive. If the hard drive doesn't have a bootable operating system, it will look for a
bootable operating system on the CDROM, then on a floppy drive, and then by using PXE. As
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configured, it will never boot using the CDROM drive unless the hard drive failed. If you want
to boot using a bootable CDROM drive, you need to change the configuration.

BIOS SETUP UTILITY
[Boot|

Specifies the boot
1st Boot Device [Hard Drivel sequence from the
available devices.

3rd Boot Device [Floppy Drivel
4th Boot Device [PXE UNDI(Bus0® Slotl

Options
Hard Drive
CDROM
Floppy Drive

PXE UNDI(Bus0® Slot

Disabled _
3 Select Screen
11 Select Item
- Change DOption

F1 General Help
F10  Save and Exit
ESC  Exit

v02.10 (C)Copyright 1985-2001, American Megatrends, Inc.
FIGURE 2-12 Configuring the boot sequence.

EXAM TIP

The BIOS on most systems is configured to boot to the hard drive first and will look at
other drives only if there’s a problem with the hard drive. To boot from a CD or DVD drive,
you often have to modify the BIOS.

In Figure 2-12, | selected CDROM in the 2nd Boot Device row and pressed Enter. The
Options box has appeared, and | can now use the arrows to change the order. For example,
if | press the Up Arrow so that Hard Drive is highlighted and then press Enter, the COROM
and Hard Drive selections will change positions. The system will then attempt to boot to the
CDROM first.

The BIOS uses the CDROM setting for any type of optical drive. These include CD drives
and DVD drives.

The PXE (Preboot Execution Environment) selection shown in Figure 2-12 allows a sys-
tem to boot by using a network interface card. A PXE-enabled system contacts a server
on the network and can then download an operating system over the network. Chapter
12, "Installing and Updating Windows Operating Systems,” discusses network installations
using PXE.

Enabling and Disabling Devices

You can often enable and disable devices in BIOS. For example, in Figure 2-12, one of the
selections in the Options menu is Disabled. If you want to disable any of the devices, you can
select Disabled.

Understanding Motherboards and BIOS



Different types of BIOS allow you to enable and disable devices from different menus.
Other devices that can sometimes be enabled or disabled from a BIOS menu include the
following:

m USB controller. Disabling this prevents USB devices from working.

= Onboard 1394 (Firewire) controller. Disabling this prevents Firewire devices from
working.

m Onboard graphics. This disables graphics capabilities from the chipset. You would dis-
able this on systems that have a dedicated graphics card.

m Onboard audio. This disables audio capabilities from the chipset. You would disable
this on systems that have audio cards installed in an expansion slot.

m Onboard network card. This disables network capabilities from the chipset. You
would disable this on systems that have a network interface card installed in an expan-
sion slot.

EXAM TIP

Chipsets include a wide variety of onboard features and capabilities, but these are often
basic. It's common to upgrade some features by adding an expansion card. If an expan-
sion card is added, the related onboard feature should be disabled to prevent conflicts. For
example, if a powerful graphics card is added, the onboard graphics should be disabled.

Virtualization Support

Virtualization allows you to run one or more operating systems in virtual machines (VMs)
instead of physical systems. The VM runs as an application within the physical computer,
often called the host.

For example, imagine that you wanted to master the details of how Windows 8 and
Windows Server 2012 work, but you still want to use Windows 7 for your day-to-day work.
Purchasing two additional physical computers and installing Windows 8 on one and Windows
Server 2012 on the other would be expensive.

Instead, you can use virtualization software on your Windows 7 computer. You can then
install Windows 8 as one VM and Windows Server 2012 as another VM. Figure 2-13 shows
how the two VMs would run within Windows 7.

Windows 8
virtual machine

§ Windows Server 2012
§ virtual machine
S
S

Windows 7 computer

FIGURE 2-13 Running two VMs within Windows 7.
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You can configure the VMs so that they can communicate with each other and share
Internet access with the host machine. Any time you wanted to play around with a VM, you
would start it by using your virtualization software.

EXAM TIP

Virtualization is popular technology frequently used by many IT professionals. It's impor-
tant to understand the basics, the relevant BIOS settings, and the requirements. This sec-
tion provides some basics and lists BIOS settings. Chapter 10, “Working with Customers,”
lists the requirements in a virtualization workstation and mentions virtualization software.

One of the core requirements for virtualization applications to run is CPU support. Most
current CPUs include hardware-assisted virtualization (HAV) features, but they are identified
differently depending on the CPU vendor:

m VT-x. Intel refers to its HAV features as VT-x.
m AMD-V. AMD refers to its HAV features as AMD-V, or AMD Virtualization.

Some Intel-based motherboards require you to enable virtualization in the BIOS before
it's used. It's referred to differently depending on the BIOS vendor. However, two common
names and locations are as follows:

m Virtualization. Locate the setting in the Virtualization Support menu and enable the
Intel Virtualization Technology setting.

m Virtualization Technology. Locate the setting in the System Configuration menu.

Clock Speeds

Motherboards typically include a serial presence detect (SPD) chip that detects and stores the
speed of the CPU and the RAM. The BIOS either reads the data from the SPD chip or auto-
matically detects the clock speeds and reports them. For example, if you look again at Figure
2-11, you can see the CPU and memory speeds. These were detected from the SPD chip.

Some BIOS utilities allow you to manipulate these clock speeds by altering the frequency,
the multiplier, or the voltage. For example, if a system has a 133-MHz clock and a 20x mul-
tiplier, the speed is 2.66 GHz. If you change the clock from 133 MHz to 148 MHz, you have a
speed of 2.96 GHz. If you also change the multiplier from 20x to 24x, you have a speed of 3.55
GHz.

Manufacturers commonly warn that modifying these settings can cause additional heat or
other damage, cause the CPU or other components to fail, and reduce system performance.
However, for the promise of a quicker PC, many hobbyists are willing to take the risk.
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NOTE OVERCLOCKING

Even though motherboard and CPU manufacturers strongly discourage the practice of
overclocking, they also realize that hobbyists do so and have created tools to make it
easier. For example, if you go to Intel’s download center (http://downloadcenter.intel.

com/) and search “extreme tuning utility,” you'll find a tool that you can use to monitor the
clocks. If the CPU includes Intel’s Turbo Boost Technology, you can use this tool to over-
clock a system without going into the BIOS.

The biggest danger of overclocking is heat. The more quickly a system runs, the hotter
it gets. If it gets too hot, it can destroy components. Chapter 3 talks about some advanced
methods of keeping systems cool, including liquid-cooled systems.

Security

Many BIOS utilities include security settings, and the most common security setting is related
to BIOS passwords. Other possible settings are related to a Trusted Platform Module (TPM)
and LoJack.

Looking again at Figure 2-10, you can see the settings for a supervisor password and a
user password. When set, the supervisor password provides full control over any BIOS settings
and is sometimes set by administrators to ensure that they can override any changes made by
a user.

Depending on the BIOS, the user password provides varied access. It might allow the user
to do anything except change the supervisor password, or it might allow the user to change
only limited settings such as the date and time. In some systems, it requires a user to enter
the password every time the system is started.

EXAM TIP

It might seem that setting a BIOS password provides a lot of security for the system. How-
ever, anyone with a little bit of IT education (or who has read this chapter) knows that most
motherboards include a jumper that can reset the BIOS password and override the security.

The TPM is a chip on the motherboard that is used with software applications for secu-
rity. For example, many Windows-based systems include BitLocker Drive Encryption that can
work with a TPM. Combined, they provide full-disk encryption and monitoring of the system.
Encryption applies a cipher to the data so that it cannot be read.

If someone steals a drive from an unprotected PC, the thief might be able to install it as
a secondary drive in another computer and read the data. However, if the drive is protected
with a TPM and BitLocker, the thief will not be able to read data from the drive.

Many automobiles include a LoJack unit. It includes a small transceiver, and if the auto is
stolen, it can send out signals used to locate it. Similarly, many laptops include a feature from
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Computrace known as LoJack for Laptops, from Computrace. It is disabled by default in the
BIOS but can be enabled after purchasing a license from Computrace.

POST and Other Diagnostics

When a computer boots, it will run some basic tests commonly known as power-on self test
(POST). POST performs only rudimentary checks on a few core devices. It ensures that the
CPU and system timer are both running, that the RAM and graphics are accessible, that the
keyboard is working, and that BIOS is not corrupt.

If the computer passes these tests, it will continue to boot. If it fails one of these tests, it
stops and gives you an indication of the failure. You'll usually see an error on the display, but
POST can't rely on the display, so it uses different types of beep codes.

The POST routine is in the BIOS, and as you now know, there are many different types of
BIOS. Similarly, there are just about as many versions of beep codes. The BIOS manufacturer
or the motherboard manufacturer has documentation on each of their beep codes, but it is
not feasible to list what every POST beep code means. The following are a few examples of
what you might hear:

= No beep. This often indicates that a system has no power or has a problem with the
power supply. However, some systems do not beep at all, and this is normal.

m One short beep. This usually indicates that the system has passed the POST. In some
systems, it indicates that the RAM might have a problem.

m Continuous beep or repeating beeps. This often indicates a problem with the power
supply, the motherboard, or the keyboard.

m Buzz or quickly repeating beeps. This often indicates a problem with RAM.

EXAM TIP

When the system gives a different indication than normal, look for what has recently
changed. For example, if RAM was recently upgraded and it's now giving a different beep
code than normal, check RAM. If nothing has recently changed, you should check the
power supply voltages.

Many newer systems will display a message on the screen associated with the beeps. For

example, if a key is stuck on the keyboard, you'll hear a different beep code and you'll see a
message on the monitor indicating a problem with the keyboard.
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Older systems displayed cryptic codes on the screen, such as Error 301 to indicate a stuck
key on the keyboard. You had to look up the error code in a manual to determine the error.
You'll rarely see messages with just an error code today. Instead, if a key is stuck, you'll see a
display indicating that a key is stuck.

Some BIOS programs include other built-in diagnostics. For example, | have a laptop that
has a Diagnostic menu that includes selections to run tests on memory and the hard drive.
However, these tests are often very basic, and you can find better tools. For example, Chapter
3 covers the Windows Memory Diagnostic, which can be used to check for memory problems.
Chapter 16, “Understanding Disks and File Systems,” covers many tools, such as chkdsk, that
can be used to check and repair disk problems.

POST Cards

Looking again at Figure 2-9, you can see that this motherboard has a POST decoder built into
it. As the system boots, this LED display changes as POST enters various stages. By watching
this LED as the system boots, you can identify what phases are succeeding and the point at
which the system fails. The motherboard manual lists codes from 00 through F9 hexadecimal.

For systems that don’'t have this built into the motherboard, you can use a POST card.
POST cards that you can plug into a PCI or PCle expansion card are available, and they have
an LED display that displays the POST code as the system is starting.

Monitoring

Some BIOS applications include the ability to monitor the system and provide feedback when
issues are detected. The BIOS records the information, and when the system is restarted, it
displays a message on the monitor describing the issue. Some common examples include the
following:

= Temperature monitoring. Systems with temperature monitors will often shut down
when the CPU gets too hot to protect them. When the system restarts, you'll see a
message indicating that the system was previously shut down due to a thermal event.
This is a clear indication to check all the fans.

= Intrusion detection/notification. If the case has a biased switch, as described in
Chapter 1, opening the case causes the BIOS setting to change. Each time the system is
restarted afterward, the CPU will indicate the detected intrusion.

m Fan speeds. The BIOS can monitor the speed of some variable-speed fans and report
when the speed exceeds predefined thresholds.

m Voltage. Some voltages can be monitored. A variance of more than 5 percent of the
specified voltage indicates a problem that can be reported by the BIOS.
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Flashing the BIOS

As mentioned earlier, the BIOS is firmware, meaning that it includes software code installed
on a hardware chip. This firmware can be upgraded through a process commonly known as
flashing the BIOS. When you flash the BIOS, you're erasing the original firmware and writing
new firmware onto the system.

A common reason to flash the BIOS is to add a capability to your system. For example,
you might try to run a virtualization program on your system but get an error indicating that
virtualization isn't enabled in the BIOS. When you look in the BIOS, you realize it doesn't have
a setting to enable virtualization. However, a newer version of BIOS supports virtualization, so
you first need to upgrade the BIOS.

If you need to flash the BIOS, go to the computer manufacturer’s website. If the manu-
facturer doesn't maintain one, you'll need to go to the website of the motherboard manu-
facturer. One of these sites will provide free downloads of programs you can use to flash
the BIOS. First you'll need to see what version of BIOS you have and compare it to available
versions.

You can check the version of BIOS you have in your system with the System Information
tool in Windows systems. You can access this on Windows 7 systems by clicking Start, typing
msinfo32 in the Search Programs And Files text box, and pressing Enter. It's also available
via the Start, All Programs, Accessories, System Tools menu. Figure 2-14 shows the System
Information dialog box with the BIOS data shown.

-

iy Systemn Infarmation [=][= =]
File Edit ‘“iew Help
System Summary Ttem Value i
Bl Hardware Resources|| proeessor Intel(R) Core(TM) i7 CPU 870 @ 2.93GHz [

#-Components BIOS Version/Date American Megatrends Inc. 080002, §/14/2009

(- Software Environmer, SMEIOS Version 23 il
N . IR i | +
Find what: Find Close Find
["] search selected category only [“15earch category names only

FIGURE 2-14 Viewing the BIOS version in System Information dialog box.

If your version is older than a version available from the manufacturer, you can update it.

Years ago, this was a tedious process. You had to download the program, copy it to a drive
that could boot to a basic disk operating system (DOS), restart the computer, boot to this
drive, and run the program. The bootable drive was often a floppy or a USB drive, so even
creating this bootable drive was a challenge for some people.

The process is much easier today. Most manufacturers provide the update in an applica-
tion you run from Windows. For example, | recently updated the BIOS on an HP laptop. |
located the update on the HP website, downloaded it, and ran it from Windows 7. Figure 2-15
shows what it looks like.

Understanding Motherboards and BIOS



It shows that the version of the current BIOS is slightly older than the new BIOS version
(hexadecimal F.26 instead of hexadecimal F.2D). A dialog box appeared asking if | wanted to
update the BIOS, and after | clicked Yes, it ran. It took a moment to update the firmware, and
when it completed, the system shut down. That was it. The next time | started this computer,
it started using the new BIOS.

InsydeFlash ¥3.72.00

€insyde

InsydeFlash

Windows(R) BIOS Flash Utility
Copyright(C) 2009 Insyde Software Corp.

hittp: /v insydesi, com
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Do not turn off your computer

FIGURE 2-15 Flashing the BIOS with a program from the manufacturer.

IMPORTANT DO NOT TURN OFF COMPUTER DURING UPDATE PROCESS

If the system loses power before completing the update, the program in BIOS might be
only partially written or corrupt. You will no longer be able to start the system, and usually
the only option is to return the computer or motherboard to the manufacturer. Ideally, you
should plug the computer into an uninterruptible power supply (UPS).

UEFI

BIOS is being replaced by Unified Extensible Firmware Interface (UEFI) on many systems. The
functionality is largely the same as BIOS—it provides an interface between the hardware and
the software so that the computer can start. However, the UEFI provides some enhancements.

One of the primary advantages of UEFI is the ability to boot from disks over 2 TB in size.
Additionally, it is designed to be CPU-independent. That is, the same UEFI could potentially
work with both Intel and AMD CPUs. Although the CompTIA objectives don't mention UEFI,
you might see it, especially when working with larger disks.

BIOS
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Quick Check
1. What would you modify to force your system to start from a CD?

2. What would you call the process of upgrading the BIOS?

Quick Check Answers
1. BIOS

2. Flashing

Troubleshooting

Throughout this chapter, many potential problems and their solutions were addressed. This
section reminds you of some common symptoms you might encounter, along with some
details about what to check.

= Invalid boot disk or attempts to boot to incorrect device. This indicates that the
system is trying to boot to a device that doesn’t have a bootable operating system. The
system might have a non-bootable CD in the drive and is trying to boot from the CD.
Remove the CD and try again. You can also modify the BIOS boot sequence to boot to
the hard drive first.

m Fans spin, no POST beep, no power to other devices. The most likely culprit here is
that the CPU is not getting power. This is provided from a 4-pin or 8-pin power con-
nector to the motherboard. It then goes through a regulator to the CPU. Measure the
voltages with a multimeter. If the voltages to the motherboard are good, the problem
is probably the regulator on the motherboard. It could also be the CPU, but this is less
likely unless it was just replaced. The fans spin because the power supply doesn't need
the CPU to power them.

NOTE SPINNING FANS, NO POWER

Spinning fans and no power to other devices can be a challenging problem. The
most likely source is the power supply or the voltage regulator on the motherboard.
However, if this symptom started soon after you replaced a component, check that
component.

m BIOS time and settings reset. If the BIOS time or settings reset, it indicates that the
battery has failed or is failing. You might also see an error from the BIOS on startup,
such as CMOS Battery Error, CMOS Checksum Error, or CMOS Timer Error. The solution
is to replace the battery.

m Blank screen on startup. If you don't see any display on the screen, make sure that
everything is plugged in and turned on. Also, make sure that the system is plugged

Understanding Motherboards and BIOS



into the correct connection. Many systems have add-on graphics expansion cards and
onboard graphics. The onboard graphics is disabled so that the screen will be blank if
the display connection is plugged in here. Instead, plug the monitor into the expansion
card.

No power. Make sure that the power supply is plugged in and turned on and that the
front panel power button is depressed. Then check the voltages from the power supply
as mentioned in Chapter 1. If the voltages are out of tolerance, replace the power sup-
ply. If the voltages are good, the motherboard or an expansion board might be faulty.

Stop error. This is commonly called a blue screen of death (BSOD). If hardware
prevents the system from starting, this stop error screen gives an indication of the
problem, which could be a faulty motherboard, faulty RAM, or a problem accessing
the hard drives.

If you suspect a motherboard is faulty, there usually isn't much you can do. Motherboards
themselves can't be repaired by technicians in the field. You can replace the CMOS battery,
manipulate jumpers, and replace the CPU, RAM, and expansion cards. However, if the moth-
erboard itself is faulty, you can either send it back to the manufacturer if it is under warranty
or you can replace it with another motherboard.

Chapter Summary

The most popular motherboard form factor is ATX. Smaller motherboard form factors
are micro-ATX and different versions of ITX.

The speed of the computer is determined by bus speeds, and a computer will have
multiple busses for transferring information. Bus speeds are based on the speed of a
crystal oscillator and a multiplier.

Expansion slots are used to add expansion cards. Expansion cards expand the capabili-
ties of the computer. Older AGP, PCl, and PCI-X expansion slots are replaced by PCle in
most current computers. PCle cards cannot be plugged into an AGP, PCl, or PCI-X slot.

AGP was used for dedicated graphics cards and came in 2x, 4x, and 8x versions. Each
version doubled the data rate of the earlier version. AGP had a data rate of 266 MB/s at
66 MHz, and AGP 8x had a data rate of 2133 MB/s.

PCle supports multiple two-way lanes and can have 1, 2, 4, 8, 16, or 32 lanes, desig-
nated as x1, x2, x4, x8, x16, and x32. More lanes require larger slots. You can plug in
smaller PCle expansion cards (such as x2) into larger PCle expansion slots (such as x8).

Motherboards include a chipset to support the CPU and to provide additional features.
The north bridge provides an interface for high-speed devices such as the CPU, RAM,
and a dedicated graphics card when it's used. The south bridge provides an interface
for everything else.

Chapter Summary
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Newer CPUs have taken over the function of the north bridge and directly access RAM
and the PCle graphics cards. The chipset provides an interface for everything else that
is similar to the older south bridge.

Motherboards include jumpers for different purposes, and almost all motherboards
include jumpers that are used to clear the BIOS password and to clear all of the BIOS
settings.

Motherboards include connectors that are used to run wires to the front panel of
a computer. These are used for LED indicators, a power button, audio, and USB
connections.

The BIOS includes software embedded on a motherboard chip (commonly called
firmware). It includes the code accessed when a computer first starts and helps the
computer start.

BIOS also includes a program that can be used to view and modify configuration of
a system. When the system starts, it shows a message indicating what key to press to
access this program. Common keys are F2, F10, or Del.

Common BIOS configuration settings that you can manipulate are the boot sequence,
enabling and disabling devices, and the date and time. If the BIOS loses time, if time
needs to be reset frequently, or if the system generates CMOS errors, replace the
battery.

BIOS includes power-on self test (POST), which performs basic checks on core hard-
ware components. If it fails POST, it will display an error on the display and give a series
of beeps to indicate the problem. These beep codes are different for different systems,
so you'll need to consult a manual.

POST cards are available as PCl or PCle expansion cards to watch the progress of
a system as it starts. It displays codes in an LED display for different phases of the
startup.

BIOS monitors, records, and reports abnormal events related to high temperatures,
intrusion detection, fan speeds, and some voltages. These errors are reported when
the system restarts.

Flashing the BIOS is the process of updating it. You can obtain a program to flash the
BIOS from the computer manufacturer or the motherboard manufacturer. Before run-
ning the program, plug the computer into an UPS to ensure that it doesn't lose power
during the update.

Understanding Motherboards and BIOS



Chapter Review

Use the following questions to test your knowledge of the information in this chapter. The
answers to these questions, and the explanations of why each answer choice is correct or
incorrect, are located in the "Answers” section at the end of this chapter.

1. Which of the following choices lists common motherboard form factors from the
smallest to the largest?

A. Pico-ITX, mini-ITX, micro-ATX, ATX
B. Pico-ITX, micro-ATX, mini-ITX, ATX
C. ATX, pico-ITX, mini-ITX, micro-ATX
D. Mini-ITX, micro-ATX, pico-ITX, ATX
2. Of the following choices, what two components determine the speed of a bus?
A. Bit size and multiplier
B. Crystal frequency and bit size
C. Crystal frequency and multiplier
D. CPU capability and cache size

3. You have PCle x2 card that you want to install into a computer. Of the following
choices, where could you install it?

A. PCle x1 expansion slot
B. PCle X4 expansion slot
C. PCl expansion slot

D. PCI-X expansion slot

4. You are trying to start a system from a bootable DVD, but the system always boots to
the hard drive instead. What should you do?

A. Replace the DVD.

B. Replace the DVD drive.

C. Manipulate the start sequence in the BIOS.
D. Flash the BIOS.

5. When starting a computer, you see a message indicating a CMOS error. What is the
most likely solution?

A. Flash the CMOS.

B. Flash the BIOS.

C. Replace the battery.
D. Replace the CMOS.
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6.

After trying to run virtualization software, you realize that the BIOS doesn’'t support
virtualization. What should you do?

A. Upgrade the CPU.

B. Upgrade the motherboard.
C. Replace the CMOS battery.
D. Flash the BIOS.

Understanding Motherboards and BIOS



Answers

This section contains the answers to the chapter review questions in this chapter.

1.

Correct Answer: A

A.

Correct: Pico-ITX form factors are 3.9 x 2.8 inches, Mini-ITX are 6.7 x 6.7 inches,
micro-ATX are between 6.75 x 6.75 inches and 9.6 x 9.6 inches, and ATX form fac-
tors are 12 x 9.6 inches.

Incorrect: Micro-ATX is smaller than mini-ITX.
Incorrect: ATX is the largest, not the smallest.

Incorrect: Pico-ITX is the smallest.

Correct Answer: C

A.

Incorrect: The bit size (such as 32-bit or 64-bit) determines the data throughput,
not the speed.

Incorrect: The bit size determines the data throughput.

Correct: The frequency of the oscillator crystal and the multiplier combine to
determine a bus speed.

Incorrect: The CPU uses the clock speed, but it doesn’t determine the speed.

Correct Answer: B

A.

Incorrect: A larger PCle card will not fit in a smaller PCle slot.

Correct: You can plug smaller PCle cards into larger PCle slots, so a PCle x2 card
will fit in a PCle x4 slot.

Incorrect: PCle cards are not compatible with PCl slots.

Incorrect: PCle cards are not compatible with PCI-X slots.

Correct Answer: C

A.

Incorrect: Replacing the DVD might be necessary, but you should check the BIOS
first.

Incorrect: Replacing the DVD drive might be necessary, but you should check the
BIOS first.

Correct: You can change the boot order in the BIOS so that the system tries to
boot to the DVD first.

Incorrect: You would flash the BIOS only if it needed to be upgraded. You should
try to change the settings first.

Answers
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5. Correct Answer: C

A.

B.

Incorrect: The CMOS isn't flashed. Settings in the CMOS are configured by the user
and retained by battery power.

Incorrect: You'd flash the BIOS to upgrade it, but an upgrade wouldn't solve this
problem.

Correct: This error indicates that the settings in CMOS aren't being retained by the
current battery.

Incorrect: The BIOS is normally soldered into the motherboard, and it's rare to
replace it.

6. Correct Answer: D

A.

CHAPTER 2

Incorrect: The current CPU might support virtualization, but it must be enabled in
BIOS.

Incorrect: Upgrading the motherboard might not be necessary. The BIOS should
be upgraded first.

Incorrect: The battery doesn’t determine whether virtualization is supported.

Correct: If the BIOS doesn't support an option, you can often upgrade it by flash-
ing the BIOS to get the new feature.

Understanding Motherboards and BIOS



Understanding RAM and
CPUs

| n this chapter, you'll learn about two important concepts for any A+ technician to under-
stand: random access memory (RAM) and central processing units (CPUs). A CPU is the
brain of the computer, performing most of the processing, and RAM is used to store appli-
cations and data being used by the CPU. Both continue to be steadily improved and include
a significant amount of technical detail that can easily confuse a regular user. This chapter
will help you understand many of the terms used when describing them.

Exam 220-801 objectives in this chapter:
m 1.2 Differentiate between motherboard components, their purposes, and properties.
m CPU sockets
m 1.3 Compare and contrast RAM types and features.
m Types
= DDR
= DDR2
= DDR3
= SDRAM
= SODIMM
= RAMBUS
s DIMM
m Parity vs. non-parity
m ECCvs. non-ECC
m RAM configurations
m Single channel vs. dual channel vs. triple channel
= Single sided vs. double sided
m RAM compatibility and speed
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m 1.6 Differentiate among various CPU types and features and select the appropriate
cooling method.

m Socket types
m Intel: LGA, 775, 1155, 1156, 1366
m AMD: 940, AM2, AM2+, AM3, AM3+, FM1, F
m Characteristics
m Speeds
m Cores
m Cache size/type
m Hyperthreading
m Virtualization support
m Architecture (32-bit vs. 64-bit)
m [ntegrated GPU
m Cooling
m Heat sink
m Fans
m Thermal paste
Liquid-based

Exam 220-802 objectives in this chapter:

m 4.2 Given a scenario, troubleshoot common problems related to motherboards, RAM,
CPU and power with appropriate tools.

= Common symptoms
m  Unexpected shutdowns
m  System lockups

m QOverheating

RAM

When technicians are talking about a computer’'s memory, they are primarily talking about
random access memory (RAM). RAM is used for short-term storage of applications or data so
that the processor can access and use this information. In contrast, computers use hard drives
for long-term storage of data.

Most RAM is volatile. This doesn’t mean that it's explosive; it means that data in RAM is lost
when power is removed.

Understanding RAM and CPUs



As an introduction, the following list identifies commonly used types of RAM. All of these
types of RAM are volatile.

= Dynamic RAM (DRAM). Dynamic refers to how bits are stored in an electrical compo-
nent called a capacitor. The capacitor holds the bit as a charge, but the capacitor needs
to be regularly refreshed to hold the charge. This configuration uses very few compo-
nents per bit, keeping the cost low, but the constant refresh reduces the speed.

= Synchronous DRAM (SDRAM). SDRAM is synchronized with a clock for faster speeds.
Almost all primary DRAM used in computers today is SDRAM, but it's often listed as
DRAM to avoid confusion with SRAM.

= Static RAM (SRAM). Static RAM uses switching circuitry instead of capacitors and can
hold a charge without a constant refresh. It requires more components per bit so it is
more expensive, but due to how the switching works, it is quicker than DRAM. Due to
the speed, SRAM is commonly used for CPU cache (described later in this chapter) but
is rarely used as the primary RAM because of its cost.

NOTE SRAM VS. SDRAM

SRAM and SDRAM are often conflated; however, they are different, and the S makes the
difference. The S in SRAM indicates static, but the S in SDRAM indicates synchronous.
Because of its speed, SRAM is used for CPU cache. SDRAM is used as the primary RAM in
computer (PCs). Almost all DRAM in personal computers is SDRAM.

Flash memory is very popular, but not as the primary RAM used in a system. USB flash
drives, solid-state drives (SSDs), and memory cards used in cameras and other mobile devices
all use flash memory. Flash memory is used for BIOS in many motherboards. Unlike DRAM
and SRAM, flash memory is not volatile and retains data without power.

Double Data Rate SDRAM

While the original SDRAM versions were quick and efficient for their time, manufacturers have
steadily improved them. Double data rate (DDR) is one of the improvements and is used in
almost all SDRAM. As a reminder, SDRAM is tied to a clock, and when the clock ticks, data is
transferred.

SDRAM uses only the leading edge for the clock. However, each of the DDR SDRAM
versions uses both the leading and trailing edge of the clock. This is often called double
pumping. Figure 3-1 compares the two over two cycles of a clock. You can see that SDRAM
has two clocks from these cycles and that DDR has four clocks from the same two cycles.

RAM
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DDR versions use
leading and trailing
edge (double pumping)

SDRAM uses only
leading edge

FIGURE 3-1 SDRAM compared with double-pumping DDR.

The following list provides an overview of the different DDR versions:

= Double Data Rate (DDR) SDRAM. DDR uses double pumping to double the data rate
of SDRAM.

m DDR2. DDR2 doubles the data rate of DDR. In addition to double pumping, it modifies
the way that data is processed and can transfer twice as much data as DDR SDRAM.

m DDR3. DDR3 doubles the data rate of DDR2. It uses double pumping and further
modifies the way that data is processed. It can transfer four times as much data as DDR
and eight times as much data as SDRAM.

Q EXAM TIP

DDR3 SDRAM is the primary type of RAM you see in most systems today. It supersedes
SDRAM, DDR SDRAM, and DDR2 SDRAM. However, some existing systems have older RAM,
and the CompTIA objectives list each type of RAM, so you'll need to be aware of all of
them.

DDR4 isn't included in the objectives, but it is on the horizon as a replacement for DDR3.
It's expected to double the speed of DDR3.

DIMMs and SODIMMs

RAM comes on cards plugged into the slots in the motherboard. They are smaller than expan-
sion cards, and technicians commonly call memory cards sticks. The two most common types
of memory sticks are:

'y m Dual in-line memory module (DIMM). A DIMM is the circuit board that holds the
memory chips.

= Small outline dual in-line memory module (SODIMM). SOD/IMM chips are smaller
and are used in smaller devices such as laptop computers and some printers.

Figure 3-2 shows a DIMM (top) and a SODIMM (bottom).

IMPORTANT AVOID ELECTROSTATIC DISCHARGE DAMAGE

The CPU and RAM are most susceptible to electrostatic discharge (ESD) damage. If you
plan on touching the CPU or RAM, ensure that you use ESD wrist straps and other ESD
protection as mentioned in Chapter 1, “Introduction to Computers.”

Understanding RAM and CPUs
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FIGURE 3-2 Comparing a DIMM and a SODIMM.

DIMMs and SODIMMs have a different number of pins depending on the type used.
= DDR SDRAM DIMM: 184 pins

= DDR2 SDRAM DIMM: 240 pins

= DDR3 SDRAM DIMM: 240 pins

= DDR SDRAM SODIMM: 200 pins

= DDR2 SDRAM SODIMM: 144 or 200 pins

= DDR3 SDRAM SODIMM: 204 pins

Single Channel, Dual Channel, and Triple Channel

Many motherboards and CPUs support single-channel, dual-channel, and triple-channel
memory architectures. Each single channel represents a separate 64-bit line of communica-
tion that can be accessed independently. With dual channel, the system can access 128 bits at
a time; triple channel gives it access to 192 bits at a time.

Using dual and triple channels provides an additional performance enhancement to DDR,
DDR2, and DDR3, in addition to double pumping and other enhancements provided by the
DDR versions. If you use a dual-channel motherboard with DDR3, it doubles the throughput
of DDR3, providing 16 times more data throughput than SDRAM.

If you are upgrading a computer’s memory, it's important to understand these channels.
You can purchase DIMMs in matched pairs. Where you install each DIMM determines how
many channels your system will use and can affect the performance of RAM.

RAM
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Single Channel vs. Dual Channel

Dual-channel motherboards are very common. If you look at a dual-channel motherboard,
you see that it has four memory slots, two slots of one color and two slots of another color.
Figure 3-3 shows a diagram of four memory slots labeled for a motherboard using an Intel-
based CPU. Slots 1 and 3 are one color, and slots 2 and 4 are another color.

FIGURE 3-3 Intel-based DDR slots (S), banks (B), and channels (C).

m Slots: Each slot can accept one DIMM.

m Banks: A bank is composed of two slots. In Figure 3-3, Bank 0 includes slots 1 and 3
and these two slots are normally blue. Bank 1 includes slots 2 and 4 and these slots are
normally black. This is standard for Intel CPU-based motherboards.

m Channels: Each channel represents a separate 64-bit communication path. Slots 1
and 2 make up one channel, and slots 3 and 4 make up the second channel.

EXAM TIP

On most motherboards, the slots are color-coded to identify the banks. Slots of the same
color indicate the same bank, and matched pairs should be installed in these slots.

You can install a single DIMM in slot 1, and the system will have a single-channel RAM.
You can purchase DIMMs in matched pairs, and it's important to know in which slots to
install them. For the best performance, you should install matched DIMMs in the same bank.
Looking at Figure 3-3, you should install the matched pair of DIMMs in slots 1 and 3 (Bank 0),
leaving slots 2 and 4 empty. The system will take advantage of the dual-channel architecture
by using two separate 64-bit channels.

What happens if you install the DIMMs in slots 1 and 2 instead? The system will still work;
however, both DIMMs are installed in channel 1, so the system will work with only a single
channel. RAM will be about half as fast as it could be if it were installed correctly to take
advantage of the dual channels.

Figure 3-3 and the previous explanation describe the color coding, banks, and channels
for Intel-based CPU motherboards. However, most motherboards designed for AMD CPUs
are organized differently, as shown in Figure 3-4. On these motherboards, slots 1 and 2 make
up Bank 0, and slots 3 and 4 make up Bank 1. Channel 1 includes slots 1 and 3, and channel 2
includes slots 2 and 4.

Understanding RAM and CPUs
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FIGURE 3-4 AMD-based DDR slots (S), banks (B), and channels (C).

While this can be confusing between different motherboards, the good news is that most

motherboard manufacturers use the same color for each bank. For Intel-based motherboards,

Bank 0 includes slots 1 and 3, and these will be the same color (often blue). Bank 1 includes
slots 2 and 4, and they will be a different color (often black). AMD motherboards also use one
color for Bank 0 (slots 1 and 2) and another color for Bank 1 (slots 3 and 4).

EXAM TIP

Many motherboards allow the use of different size DIMMs in different channels. However,
for the system to use the multichannel capability, each DIMM within a bank must be the
same size. If one DIMM in a bank is 1 GB and the second DIMM in the bank is 2 GB, the
sizes are different and the system will use single channel. Also, you can use different speed
DIMMs in the same bank, although this is not recommended. The speed of the bank will
default to the lower-speed DIMM or, in some cases, to single channel.

Triple Channel

On some motherboards, you see six DIMM slots instead of four. This indicates the system sup-
ports triple-channel memory usage. Table 3-1 shows the configuration of the slots, banks, and
channels for a motherboard using triple-channel RAM.

TABLE 3-1 Triple-Channel DIMMs

Slots Banks Channels
Slot 1 Bank 0 Channel 1
Slot 2 Bank 1 Channel 1
Slot 3 Bank 0 Channel 2
Slot 4 Bank 1 Channel 2
Slot 5 Bank 0 Channel 3
Slot 6 Bank 1 Channel 3

Slots in each bank are commonly the same color, so you might see a motherboard with
Bank O slots (slots 1, 3, and 5) all blue and with Bank 1 slots all black.

RAM
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Triple-channel DIMMs are sold in matched sets of three, similar to how dual-channel
DIMMs are sold in matched pairs. When you install triple-channel DIMMs, you should install
the matched set in the same bank. For example, if you bought one set, you'd install it in
slots 1, 3, and 5.

NOTE QUAD CHANNEL

Quad-channel motherboards are also available and have eight DIMM slots. When buying
RAM for a quad-channel motherboard, you buy the RAM in a matched set of four.
Quad-channel RAM is not mentioned in the CompTIA A+ objectives.

Single Sided vs. Double Sided

You'd think that single-sided and double-sided RAM refers to how many sides of a DIMM have
chips. That makes sense, but it's not entirely accurate. Instead, single sided or double sided
refers to how a system can access the RAM.

In double-sided RAM, the RAM is separated into two groups known as ranks, and the
system can access only one rank at a time. If it needs to access the other rank, it needs to
switch to the other rank. In contrast, single-sided (or single-rank) RAM is in a single group; the
system can access all RAM on the DIMM without switching.

If you have a DIMM with chips on only one side, it is most likely a single-sided (single-rank)
DIMM. However, if it has chips on both sides, it can be single rank, dual rank, or even quad
rank. You often have to dig into the specs to determine how many ranks it is using.

Usually, you'd think that double is better than single, but in this case, more rank is not
better. Switching back and forth between ranks takes time and slows down the RAM.
Single-sided RAM doesn’t switch, and if all other factors are the same, single-sided RAM is
faster than double-sided RAM.

NOTE DUAL-SIDED IS NOT DUAL CHANNEL

Dual-sided (or dual-ranked) is not the same as dual channel. Dual channel improves perfor-
mance, but a dual-ranked DIMM doesn’t perform as well as a single-ranked DIMM.

( Quick Check
1. A system has six RAM slots. What does this indicate?

2. Where should you install two new DIMMs on a dual-channel motherboard?

Quick Check Answers
1. Triple-channel RAM.

2. In the same bank, identified by slots of the same color.

Understanding RAM and CPUs



RAM Compatibility and Speed

An important point about DDR, DDR2, and DDR3 is that they aren’t compatible with each
other. You can't use any version in a slot designed for another type. For example, you can
use DDR3 DIMMs only in DDR3 slots. From a usability perspective, that's not so great, but
if you're trying to remember which types are compatible, it's a lot easier. You can’t mix and
match them.

Figure 3-5 shows a comparison of the keyings of DDR, DDR2, and DDR3, with a dotted line
as a reference through the middle of each one. You can see that the notched key at the bot-
tom of the circuit card is different for each. The standards aren’t compatible, and this keying
prevents technicians from inserting a DIMM into the wrong slot.

DDR ! DDR2 ! DDR3 !
1

FIGURE 3-5 Comparing DDR versions.

Speeds

Some RAM is faster than other RAM, and with faster RAM you often see faster overall
performance. As you'd expect, faster RAM is more expensive. If you're shopping for RAM, you
want to ensure that you buy exactly what you need. This includes the correct DDR version, the
correct number of channels if your motherboard supports multiple channels, and the correct
speed.

The speed of RAM is expressed as the number of bytes it can transfer in a second (B/s) or,
more commonly, as megabytes per second (MB/s). However, the speed of most RAM isn't
listed plainly. Instead, it's listed using standard names and module names such as DDR3-800
or PC3-12800, respectively. These names indicate their speed, but not directly. If you need to
shop for RAM, you need to understand these names and how they relate to the speed.

NOTE DIMM STICKERS

Most DIMMs have stickers on them that include the standard name, module name, or both.
If you're working at a company that has stored excess DIMMs in static-free packaging, you
can identify details from these names.

You can calculate the overall speed of any SDRAM DDR type by using a specific mathemat-
ical formula for that type. The formula includes the speed of the clock (Clk), a clock multi-
plier (Clk Mult) for DDR2 and DDR3, and doubling from double pumping (DP). The speed is
calculated for a single channel, which is 64 bits wide, and then converted to bytes by dividing
it by 8. The following formulas show how to calculate the speed of each of the DDR versions
by using a 100-MHz clock:

RAM
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= DDR speed calculation:
m Clk x 2 (DP) x 64 (bits) / 8 (bytes)
m 100 MHz x 2 x 64 /8 = 1,600 MB/s

= DDR2 speed calculation:
m Clk x 2 (Clk Mult) x 2 (DP) x 64 (bits) / 8 (bytes)
m 100 MHz x 2 x 2 x 64 / 8 = 3,200 MB/s

= DDRS3 speed calculation:
m Clk x 4 (Clk Mult) x 2 (DP) x 64 (bits) / 8 (bytes)
m 100 MHz x 4 x 2 x 64 / 8 = 6,400 MB/s

Table 3-2 shows how these speeds relate to the different naming conventions used with
DDR types. You can see that the standard name is derived from the clock, the clock multiplier,
and double pumping. For example, DDR3 uses a 4-times multiplier and double pumping.
Therefore, it's eight times faster than SDRAM. The standard name is derived by multiplying
the clock by 8. The module name is a little more cryptic, but if you calculate the speed by
using the clock, you can see that the PC name indicates the calculated speed in MB/s. Also,
you can see that the names include the version (DDR, DDR2, or DDR3).

TABLE 3-2 DDR Standard Names and Module Names

100 MHz 166 2/3 MHz 200 MHz
DDR Standard Name DDR-200 DDR-333 DDR-400
DDR Module Name PC-1600 PC-2700 PC-3200
DDR2 Standard Name DDR2-400 DDR2-667 DDR2-800
DDR2 Module Name PC2-3200 PC2-5300 PC2-6400

PC2-5400

DDR3 Standard Name DDR3-800 DDR3-1333 DDR3-1600
DDR3 Module Name PC3-6400 PC3-10600 PC3-12800

NOTE SOME ROUNDING ALLOWED

If you enjoy math, you can plug the fractional number 166 2/3 into the speed calculation
formulas and see that they don’t work out exactly. For example, DDR2-667 works out to
about 5333.312 MB/s. Some manufacturers advertise this as PC2-5300, while others round
it up to PC2-5400.

Each DDR version supports multiple clock speeds, and each newer version supports faster
clocks. Some of the clock speeds supported by different DDR versions are as follows:

= DDR: 100, 133 1/3, 166 2/3, and 200 MHz
= DDR2: 100, 133 1/3, 166 2/3, 200, and 266 2/3 MHz
= DDR3:100, 133 1/3, 166 2/3, 200, 266 2/3, and 400 MHz
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A key consideration when purchasing RAM is to ensure that the RAM speeds are sup-
ported by the motherboard. If the speeds don't match, the motherboard defaults to the
slower speed. For example, if your motherboard has a 100-MHz clock and you install
PC3-12800 RAM, the RAM will run at 100 MHz instead of 200 MHz. It still works, but you
won't get the benefit of the higher-speed RAM.

EXAM TIP

You might need to shop for memory, either to replace memory in your own system or to
help someone else. If you can master how memory is named and marketed, you'll be able
to identify the correct memory to purchase.

Compatibility within Banks

In addition to matching the RAM speed with the motherboard speed, you should also match
the RAM speed within banks when using dual-channel and triple-channel configurations. If
one DIMM in a bank fails, you should replace both with a matched set. However, if you have
to replace the failed DIMM with a spare, look for a spare that uses the same speed.

For example, if Bank O currently has two PC3-12800 sticks and one fails, you should replace
the failed stick with a PC3-12800 stick. PC3-12800 uses a 200-MHz clock. If you replaced it
with a PC3-6400 (designed for a 100-MHz clock), both sticks would run at the slower speed
or revert to single channel.

REAL WORLD USING THE WRONG SLOTS RESULTS IN SLOWER RAM

| once helped a friend troubleshoot the speed of a PC after a RAM upgrade. The system
started with two 2-GB RAM sticks installed in slots 1 and 2, incorrectly using a single-
channel configuration. These DIMMs were PC3-6400, using a 100-MHz clock, and they
were working fine, but he wanted more RAM.

He purchased two new 2-GB PC3-12800 DIMM:s designed to work with a 200-MHz clock.
His motherboard supported 200 MHz, so it could take advantage of the faster RAM.
However, after installing the RAM, he ran some tests and found that all the DIMMs were
using 100 MHz, so he called me for some help.

Do you see the problem? It took a while to figure out and was exacerbated by the original
RAM using the wrong slots. Bank 0 (in slots 1 and 3) now included one 100-MHz DIMM
and one new 200-MHz DIMM, so it ran at the slower speed of 100 MHz. Similarly, Bank 1
(in slots 2 and 4) now included one 100-MHz DIMM and one 200-MHz DIMM, so it also ran
at the slower speed.

Most users won't test the speed of the RAM after installing it. They're just happy that they
have more memory. However, when speeds are mixed in the same bank, users won't get
the higher performance.
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Shopping for RAM

When shopping for RAM, you need to determine the clock speed of your computer and then
determine the DDR name. You can boot into BIOS, as shown in Chapter 2, “Understanding
Motherboards and BIOS,” to identify the clock speed used by RAM and then plug it into the
formula to determine the standard name and module name.

If you have access to the Internet, there's an easier way. You can go to one of the memory
sites, such as Crucial.com or Kingston.com, and use one of their tools. You can enter the
make and model of your computer, and the tool will tell you what memory is supported.
Crucial.com also has an application that you can download and run to identify your mother-
board, the type and speeds of supported RAM, how much RAM is installed, and recommen-
dations for upgrading the RAM. Another tool that can help is CPU-Z (described at the end of
this chapter).

EXAM TIP

When shopping for memory, you'll find that most memory resellers use the module name,
such as PC3-6400. You'll need to match this with the speed of the clock on the target sys-
tem. Also, remember that the DDR versions are not compatible. PC2-6400 indicates DDR2,
and PC3-6400 indicates DDR3.

Parity and ECC

Desktop systems rarely need extra hardware to detect or correct memory errors, but some
advanced servers need this ability. The two primary error-detection technologies are parity
and error correction code (ECC). When shopping for RAM on desktop systems, you'll almost
always buy non-parity and non-ECC RAM.

NOTE APPLICATIONS CHECK FOR ERRORS

Applications routinely check for errors and often detect and correct errors without the
need for parity or ECC RAM.

Parity works by using 9 bits for every byte instead of 8 bits. It sets the ninth bit to a 0 or
a 1 for each byte when writing data to RAM. Parity can be odd parity or even parity, referring
to odd and even numbers.

Odd parity is common, and when used, it ensures that the 9 bits always have an odd
number of 1s. For example, if the 8 data bits were 1010 1010, it has four 1s. Four is an even
number, so the parity bit needs to be a 1. Whenever data is written to RAM, the parity bit is
calculated and written with each byte.

When the data is read, the system calculates the parity from the 9 bits. If it ever detects an
even number of 1s, it knows there is an error, meaning that the data isn't valid and should not
be used. Parity can't fix the problem; it just reports the error.
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ECC RAM uses additional circuitry and can detect and correct errors. This extra circuitry
adds significantly to the cost of the RAM and should be purchased only when necessary.
For example, spacecraft that might be exposed to solar flares commonly use ECC RAM.
Additionally, some high-end scientific and financial servers need it to ensure that the data in
RAM remains error-free.

Rambus and RDRAM

Another type of DRAM is Rambus DRAM (RDDRAM,). More commonly, you see it referred to
as Rambus, Rambus DRAM, or RDRAM. RDRAM is not compatible with any of the DDR ver-
sions and is rarely used.

The circuit boards are called Rambus in-line memory modules (RIMMs) instead of DIMMs.
When installing RDRAM, you must install it in pairs. In some cases, only one circuit card has
memory and the second circuit card in the pair is needed to complete the circuit. The second
card is called a continuity RIMM (CRIMM,).

EXAM TIP

Rambus and RDRAM are mentioned in the CompTIA objectives, but don’t be surprised if
you never see a RIMM. They aren’t used in new computers, but you might see one in an
older computer. You can identify RIMMs by the distinctive metal covering over the chips.

RDRAM generates quite a bit of heat. To dissipate the heat, the chips are covered with

a piece of metal acting as a heat sink or heat spreader. This makes them easy to identify
because DDR SDRAM is not covered with metal.

CPUs

The processor, or central processing unit (CPU), is the brain of the computer. It does the major-
ity of the processing work and is a key factor in the overall performance of a system. Over the
years, CPUs have steadily improved, and as a computer technician, you're expected to know
some basics about them.

There are two primary manufacturers of computers used in computers: Intel and Advanced
Micro Devices (AMD).

m Intel. Intel is the largest seller of CPUs, selling about 80 percent to 85 percent of
all CPUs. It manufactures other products as well, including chipsets, motherboards,
memory, and SSDs.

m AMD. AMD is the only significant competition to Intel for CPUs, and it sells about
10 percent to 15 percent of all CPUs. It also manufactures other products, including
graphics processors, chipsets, and motherboards.

CPUs
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It's possible to purchase a new CPU and install it in a motherboard as part of an upgrade.
An important question to ask is, “What should | buy?” When shopping, you'll see names like
the following:

m Intel Core i7-960 Processor 3.2 GHz 8 MB Cache Socket LGA 1366

m Phenom Il X4 965 AM3 3.4 GHz 512KB 45 NM

Will either of these fit in your motherboard? You might not know right now, but by the
end of this chapter, you'll have the information to answer that question.

NOTE RISC

You might hear about Advanced RISC Machine (ARM) processors. ARM uses a reduced
instruction set computer (RISC) architecture and often runs more quickly and with less
power than Intel and AMD-based CPUs, so these processors don’t need fans. ARM proces-
sors are popular in tablets such as the iPad, but you can’t replace CPUs in a tablet. You can
replace CPUs in computers, so the Intel and AMD CPUs are more important to understand
as a computer technician.

32-bit vs. 64-bit
CPUs are identified as either 32-bit or 64-bit. Similarly, operating systems and many applica-
tions are referred to as either 32-bit or 64-bit. Key points to remember include the following:
= Windows operating systems come in both 32-bit and 64-bit versions.
m A 64-bit CPU is required to run a 64-bit operating system.
m A 64-bit operating system is required for 64-bit applications.
m A 64-bit CPU will also run 32-bit software.

The numbers 32 and 64 refer to the address bus discussed in Chapter 2. As a reminder,
the address bus is used to address memory locations. A 32-bit CPU supports a 32-bit address
bus and can address 2*2 memory locations, or 4 GB of RAM. A 64-bit CPU supports a 64-bit
address bus and can address 25 memory locations, or about 17 EB.

NOTE NOT REALLY 4 GB

The CPU also uses this address bus to address devices in the system in addition to RAM.
Because of this, a 32-bit system reserves some of the address space for the other devices.
If you install 4 GB of RAM in a 32-bit system, you find that operating system can use only
about 3.3 GB.

Operating systems and applications have gotten more sophisticated over the years.

Developers have programmed extra features and capabilities, but all of these extras consume
additional RAM. For many users, 4 GB of RAM simply isn't enough.
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Due to the demand, developers such as Microsoft have created 64-bit versions of their
operating systems. However, these 64-bit operating systems can run only on 64-bit CPUs.
If you want to directly address more than 4 GB of RAM, you need both a 64-bit CPU and a
64-bit operating system.

m 32-bit and x86. You often see 32-bit operating systems and software referred to as
x86. This is a reference to the long line of Intel CPUs that ended in 86 and can run
32-bit software. AMD processors have different names but are also known to be
x86-compatible.

m  64-bit. Intel refers to its 64-bit processors as Intel 64, and AMD calls its 64-bit proces-
sors AMD64. Software makers often refer to 64-bit compatible software as x64.

EXAM TIP

If you want to use 64-bit operating systems, you must have a 64-bit CPU, but you do not
need to have software designed specifically for a CPU model. For example, Windows oper-
ating systems will work with either Intel or AMD CPUs.

CPU Cores

Most CPUs today have multiple cores within them. Each core is a fully functioning processor.
With multiple cores, the CPU can divide tasks among each core. The result is a faster system.

Operating systems view the multiple cores as individual CPUs. For example, a single
eight-core processor will appear in Task Manager as though it is eight separate processors, as
shown in Figure 3-6.

1B Windows Task Manager ===
File Options  Wiew Help

Applications | Processes ISarwces | Performance |Netwnrking IUsers |

ZPU Usage ZPU Usage History

FIGURE 3-6 Task Manager showing eight cores of a single CPU.

MORE INFO CHAPTER 13, “USING WINDOWS OPERATING SYSTEMS”

Figure 3-6 shows a partial view of Windows Task Manager. You can start it on Windows
systems by pressing Ctrl+Shift+Esc. Chapter 13 provides more details about Task Manager,
including how to interpret the displays.
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It's worth noting that Figure 3-6 is the same view you'd see if you had an Intel four-core
processor with hyper-threading enabled. Hyper-threading is described later in this chapter.

A key point to remember is that even when a CPU has multiple cores, it is still a single chip
that plugs into the motherboard. Motherboards are available that accept multiple CPUs, but
they are more common on servers than on desktop systems. Most desktop systems have a
single CPU, and it's common to see CPUs with multiple cores.

Hyper-Threading

Hyper-Threading Technology (HT) is used on some Intel CPUs to double the number of
instruction sets the CPU can process at a time. Within a CPU, a thread is an ordered group of

instructions that produce a result. When hyper-threading is used, a single CPU can process
two threads at a time.

This is not physically the same as a multiple-core CPU. However, just as a dual-core CPU
simulates two physical CPUs, a single-core CPU with hyper-threading simulates two physical
CPUs. Operating systems can't tell the difference.

NOTE ENABLE IN BIOS

Hyper-threading needs to be enabled in the BIOS before the operating system is installed

for it to work. This is usually listed as hyper-threading within a CPU Technology Support
menu.

Intel makes use of both hyper-threading and multiple cores on some of its CPUs. For
example, Figure 3-7 shows a screen shot of the System Information tool in Windows 7. It iden-
tifies the processor as an Intel Core i7 CPU with four cores and eight logical processors. Each
core is using hyper-threading, and the operating system interprets it as eight CPUs.

By System Information =i [ion
File Edit View Help

”‘i;.-.t(-'m Summary Item Value N
& Hardware Resource!| System Type x64-based PC 3
- Components Processor Intel(R) Core(TM) i7 CPU 870 @ 2.93GHz, 2934 Mhz, 4 Core(s), 8 Logical Processor(s) =
& Sollware Fnvitonime | g1og version/Date American Megatrends Inc. V1.085, 9/23/2010

« I + || SMBIOS Version 26

FIGURE 3-7 Msinfo32 showing that hyper-threading is enabled.

MORE INFO CHAPTER 2 AND CHAPTER 14

Chapter 2 introduced the System Information tool as a way to check your BIOS version.
There are several ways to launch this tool, including entering msinfo32 at the command

prompt. Chapter 14, “Using the Command Prompt,” covers how to start and use the com-
mand prompt.
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CPU Cache

‘/J Many computer components and software applications use some type of cache. As a simple
example, web browsers use a browser cache. When you go to a website, information is
transmitted over the Internet and displayed in your web browser, and it is also stored in the
browser cache. If you go to the website again, data can be retrieved from the browser cache
rather than downloaded from the Internet again. The browser uses different techniques to
ensure that it displays current data, but if that data is on your drive, it is displayed much more
quickly than it would be if it had to be downloaded again.

The CPU has cache that it uses for fast access to data. If the CPU expects to use some type
of information again, it keeps that information in cache. A significant difference between the
web browser cache and the CPU cache is that the CPU cache is RAM and the web browser
cache is stored as a file on a hard drive.

NOTE CACHE

Cache is commonly referred to as an area where data is stored for a short time for easy
retrieval. It's important to realize that cache can be memory areas that are volatile or can
be temporary files stored on hard drives that are kept after a system is powered down.

CPU Cache Types

The two primary types of cache used by CPUs are:

‘/J m L1 cache. This is the fastest, and it's located closest to the CPU. A multiple-core CPU
has a separate L1 cache located on each CPU core.

m L2 cache. L2 cache is a little slower than L1 cache, and it is shared by all cores of the
CPU. In older systems, L2 cache was stored on the motherboard, but today it is much
more common for L2 cache to be part of the CPU.

NOTE L3 CACHE

L3 cache is used on some systems, but it isn't as common as L1 and L2. When used, it can
be on the motherboard or on the CPU. It is slower than L2 cache and is shared among all
cores.

Figure 3-8 shows the relationship of the CPUs to cache and RAM installed on the moth-
erboard. In the diagram, the CPU is a two-core CPU, and you can see that the L1 cache is
included on each core and that L2 cache is shared by each of the cores. When the CPU needs
data, it will check the L1 cache first, the L2 cache next, and then the L3 cache if it exists. If the
data isn't in cache, the CPU retrieves it from RAM.

CPUs
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FIGURE 3-8 CPU and cache.

NOTE ACCESSING RAM WITHOUT NORTH BRIDGE.

As discussed in Chapter 2, newer CPUs access the motherboard RAM directly, as shown
in Figure 3-8. On older CPUs, they access RAM through the north bridge portion of the
chipset.

Many newer CPUs include L1 cache for each core, L2 cache for each core, and a single
shared L3 cache—all on the same CPU chip.

Without cache, the CPU would have to store data in the motherboard RAM. The CPU
cache is SRAM, which is much faster than the dynamic RAM used on the motherboard. Also,
the motherboard RAM is physically farther away, adding more delays.

CPU Cache Size

The size of the CPU cache is small compared to the overall amount of memory in a system.
For example, you might see cache sizes as low as 8 KB or as large as 20 MB. In contrast, most
personal computers have 1 GB of RAM or more. The cache can be listed as just a total of all
L1, L2, or L3 cache, or you might see it listed individually.

m L1 is smallest. L1 is sometimes stated as two numbers, such as 32 KB + 32 KB, to indi-
cate it is using one cache for frequently used instructions and another cache for data.
Sizes of 32 KB or 64 KB are common.

m L2 is larger than L1. When a CPU has separate L2 cache for each core, it is often iden-
tified as the amount per core. For example, a two-core CPU with 4 MB total L2 cache
can be expressed as 2 x 2 MB, or just 2 MB per core. Sizes of 256 KB, 512 KB, and 1,024
KB are common.

m L3 is larger than L2. Sizes between 2 MB and 8 MB are common.
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( Quick Check
1. Which is faster: L1 or L2?

2. Where is hyper-threading enabled?

Quick Check Answers
1. L1is the cache closest to the CPU, and it is the fastest.

2. In the BIOS.

Speeds

The speed of a CPU is based on the speed of the crystal and the multiplier. For example, if the
crystal speed is 100 MHz and the multiplier is 20, the CPU has a speed of 2 GHz (20 x 100).
The faster the speed, the faster the CPU.

You commonly see the speed of the processor listed as only the multiplied speed. For
example, in Figure 3-7 you can see that the processor is an Intel Core 7 CPU 870 and the clock
is listed as 2.93 GHz. The system is using a 133.333-MHz clock (commonly listed as 133 MHz)
and a 22-times multiplier.

NOTE SPEEDS ARE VARIABLE

Most current processors can dynamically adjust the speed based on requests from the
operating system or an application. When a boost in a CPU core is needed, the operating
system can send a signal to make the core run faster. Intel refers to this as Turbo Boost, and
AMD refers to it as Turbo Core.

Processors are rated based on the maximum speed they can handle, and more expensive
processors can handle faster speeds. You can increase the speed by increasing the clock fre-
guency, increasing the multiplier, or both. Most motherboards have this preselected, but it is
sometimes possible to manipulate the clock or the multiplier to overclock the system. In some
systems, the BIOS includes a Cell menu that enables you to increase the base frequency and
increase the CPU Ratio (multiplier).

EXAM TIP

Overclocking a system is not recommended, but it is frequently done. If you overclock a
system, you need to take extra steps to keep it cool, such as using liquid cooling. Liquid
cooling is discussed later in this chapter.
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Chapter 2 mentions the front side bus (FSB) and how it provides a direct connection
between the CPU and the north bridge portion of the chipset. In the past, CPU speeds were
stated as the FSB speed. Today, many CPUs have taken over the functionality of the north
bridge. The CPU still needs to communicate with the chipset, and there are a few different
ways this is done, including the following:

m Intel Direct Media Interface (DMI). The DMI can use multiple lanes, similar to
Peripheral Component Interconnect Express (PCle).

= Intel’s QuickPath Interconnect (QPI). Each core in a processor has a separate two-
way 20-lane QPI link to the chipset.

m HyperTransport. AMD uses HyperTransport with the FSB to increase the speed.

You still see CPUs advertised with a speed that you can use for comparisons. For example,
one CPU might have a speed of 2.8 GHz and another might have a speed of 3.4 GHz. It's safe
to assume that the 3.4-GHz CPU is faster, but the speed isn't always tied to the FSB.

Virtualization Support

Chapter 2 introduced virtualization concepts and instructions on how to enable virtualization
in BIOS. As a reminder, virtualization software allows you to run multiple virtual machines
(VMs) as guests within a single physical host computer. The CPU needs to support virtualiza-
tion, and it usually needs to be enabled in BIOS. On many AMD-based systems, virtualization
is enabled by default and cannot be disabled.

Most Intel and AMD CPUs include native support for virtualization. The exception is laptop
computers, which sometimes include CPUs that do not support it. Intel refers to its virtualiza-
tion support as VT-x, and AMD calls its support AMD-V. If you want to verify that a CPU or
motherboard supports virtualization, look for those terms.

NOTE COLD BOOT REQUIRED

If you change the virtualization setting in the BIOS, it's recommended that you do a

cold boot. A cold boot completely powers down the computer. You should wait about
10 seconds and then restart the computer. In contrast, a warm boot shuts down the soft-
ware and restarts it, but does not shut down the power.

Integrated GPU

Graphics is one of the areas of a computer that has been increasing as quickly as the CPU
area, and the two are starting to merge. Early computers could display only letters on a
screen 80 characters wide. Today, it's common to watch high-quality video streaming from a
website or to play games with computer-generated graphics and amazingly realistic scenery.
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The following list describes the progression of graphics capabilities on computers:

m Onboard graphics. Graphics capability was built into the chipset. This was often very
basic but met most needs.

= Expansion cards. You could install a graphics card with a dedicated graphics process-
ing unit (GPU) and plug it into an available expansion slot. Instead of the CPU doing
the graphics calculations, the GPU would do them. Peripheral Component Interconnect
(PCl) cards were an early version.

= Dedicated graphics slots. Accelerated Graphics Port (AGP) provided a single dedi-
cated graphics slot that worked separately from PCl. AGP did not compete with PCl,
so it provided better performance. Later, PCle allowed graphics cards to use their own
dedicated lanes, and it replaced AGP.

= Direct access graphics. The CPU interacted with the AGP slot via the chipset. Newer
CPUs bypass the chipset and interact directly with a dedicated PCle slot used for
graphics. This is common in many systems today.

= Integrated graphics processing unit (GPU). A recent trend in newer CPUs is to
include an integrated GPU on the CPU. GPUs can provide high-quality graphics without
the additional cost of a graphics card. However, these are not as powerful as a dedi-
cated card.

AMD refers to some chips with a GPU as an accelerated processing unit (APU) instead
of a CPU. APUs can include a GPU or other specialized capability, and the AMD Fusion is an
example.

CPU Versions

There is a dizzying number of different processors. You're not expected to know the charac-
teristics of each individual CPU, but you should be able to recognize the names and know the
manufacturers. The objectives specifically list the CPU socket types you should know, but for
the sockets to make sense, you need to have a little bit of knowledge about the CPU versions.

Intel and AMD use code names related to the manufacturing process and then create dif-
ferent processor families with the process. The manufacturing process is stated as a measure-
ment and refers to the distance between certain components within the chip. Many current
CPUs have processes of 65 nanometers (nm), 45 nm, 32 nm, and 22 nm. A nanometer is one
billionth of a meter and is often used to express atomic scale dimensions, such as the width of
an atom or the width of a group of molecules. In this case, smaller is better.

NOTE MOORE'S LAW

One of the founders of Intel, Gordon Moore, predicted in 1965 that the number of transis-
tors that could be placed on a chip would double about every two years. This miniaturiza-
tion trend has been consistent since his prediction. With more transistors, chips are faster

and more complex, and the process used to create them is smaller.
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The following are recent Intel and AMD code names:
= Intel
m Core—65-nm and 45-nm process
m Nehalem—45-nm process
m Sandy Bridge—32-nm process
m |lvy Bridge—22-nm process
= AMD
m K8—65-nm, 90-nm, and 130-nm processes
m K9—processors were never released
m K10—65-nm process
m K10.5—45-nm process
m Bulldozer—22-nm process

Table 3-3 shows a list of common Intel code names and some of their related CPUs. You
can see that the Core i3, i5, and i7 family names are frequently repeated.

TABLE 3-3 Intel Code Names and Processors

Architecture Name CPU Family names

Core Core 2 Duo, Core 2 Quad, Core 2 Extreme
Nehalem Intel Pentium, Core i3, Core i5, Core i7, Xeon
Sandy Bridge Celeron, Pentium, Core i3, Core i5, Core i7
Ivy Bridge Core i5, Core i7, Xeon

The Core i3, i5, and i7 series represents a Good, Better, Best philosophy, with the i3 ver-
sions representing the basic version and the i7 versions providing the most power. The num-
ber (such as i3 or i5) doesn't refer to the number of cores.

It's also important to realize that there are significant differences between a Nehalem Core
i5 and an lvy Bridge Core i5. The Ivy Bridge versions have smaller processes and are more
powerful.

MORE INFO WIKIPEDIA

This chapter does not list all the existing Intel and AMD CPUs. If you want to see a
list of Intel or AMD processors, check out these two Wikipedia pages: http://en
.wikipedia.org/wiki/List_of_Intel_microprocessors and http://en.wikipedia.org/wiki
/List_of AMD_microprocessors.
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Table 3-4 shows a list of common AMD code names and their related CPUs. The primary
AMD CPUs that you find in desktop computers are Sempron, Athlon, and Phenom.

TABLE 3-4 AMD Code Names and Processors

Architecture Name CPU Family names
K8 Opteron, Athlon 64, Athlon 64 FX, Athlon 64 X2, Sempron, Turion 64, Turion 64 X2
K10 Opteron, Phenom, Athlon, Athlon X2, Sempron
K10.5 Phenom I, Athlon II, Sempron, Turion Il
Bulldozer FX (Zambezi), Interlagos Opteron
EXAM TIP

Many AMD processor names give clues as to what they include. If the name includes 64,
it is a 64-bit CPU. When the name has an X (such as X2), it indicates how many cores the
processor has.

CPU Socket Types

A CPU plugs into a socket on the motherboard. There was a time when just about every
motherboard had the same socket type, but that certainly isn't the case today. Instead, there
are a wide variety of different socket types for different types of CPUs. If you ever need to
replace a CPU, it's important to recognize that there are different types of sockets. The fol-
lowing sections talk about some sockets used by Intel and AMD, with information about how
they are installed.

Zero Insertion Force

It's important that each of the pins on a CPU has a good connection to the motherboard. In
early versions of CPUs, this was accomplished by creating a tight connection between the
pins and the socket. This required technicians to use some force to plug the CPU into the
socket. Unfortunately, it was easy to bend one or more pins, and bent pins would often break,
making the CPU unusable.

Manufacturers came up with a great idea to eliminate the problem—zero insertion force
(ZIF) sockets. A ZIF socket has a locking lever. You can place a CPU into a socket without any
force other than gravity, and after the CPU is in place, you lock the lever to secure it. This
lever ensures that the pins are making a solid connection to the motherboard.

Figure 3-9 shows a ZIF socket with the lever raised. The CPU is removed and standing up
on the left. You can see that there are some areas on the CPU where there aren't any pins.
These provide a key, and they match up to areas on the socket where there aren’t any pin
holes.
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FIGURE 3-9 Processor and ZIF socket.

NOTE CPUS ARE KEYED

CPU sockets and CPUs are keyed so that the CPU fits into a socket in only one way. If you
feel any resistance when putting a CPU into a ZIF socket, it indicates that the pins aren't
lined up. You should double-check the keying and ensure that the CPU is lined up cor-
rectly. If you try to force it, you will likely bend some pins and ruin either the chip or

the socket.

PGA vs. LGA

'fu) The socket shown in Figure 3-9 is a pin grid array (PGA) type of socket. It includes holes into
which the pins can be plugged. A newer type of socket is a land grid array (LGA) socket.
Instead of the processor having pins and plugging into a socket with holes, the socket has
small pins, and the CPU has small pins created as bumps or pads. When the CPU is installed,
the pins and bumps line up, making the connection.

When using an LGA socket, the CPU sits on top of the socket but is locked in place with a
flip-top case. Figure 3-10 shows an example of a flip-top case used with an Intel processor.

This socket has a hinged top and a lever that locks the case when it's closed. You unlock
the lever, open the case, and remove the CPU. When installing a new CPU, ensure that the
keys line up, place the CPU in the case, close the top, and lock it with the lever. Remember to
use ESD protection when handling the CPU.
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FIGURE 3-10 Removing processor from a flip-top case. Diagram provided by Intel. [Copyright © Intel
Corporation. All rights reserved. Used by permission ]

Another type of array you might run across is ball grid array (BGA). In a BGA chip, the
pins on the CPU are replaced with balls of solder. The chip is mounted in the socket and then
heated, often in an oven, to melt the solder. Manufacturers can fit more pins on a BGA CPU,
and they are sometimes used in mobile devices.

Intel CPU Sockets

The following list describes recent Intel sockets:

LGA 775. 775 pins. Also called Socket T. Replaced Socket 478.

LGA 1366. 1,366 pins. Also called Socket B and designed to replace LGA 755 in high-
end desktop computers.

LGA 2011. 2,011 pins and released in 2011. Also called Socket R. It replaces LGA 1366
sockets in high-end desktop systems.

LGA 1156. 1,156 pins. Also called Socket H or Socket H1.

LGA 1155. 1,155 pins. Also called Socket H2 and replaces LGA 1156 in basic desk-
top systems. LGA 1,156 CPUs will work in LGA 1155, but the BIOS may need to be
upgraded.

EXAM TIP

Notice that the numbers indicate the number of pins and are not a reflection of newer or

older sockets. Also, each of these Intel sockets is an LGA socket.

Table 3-5 lists the common Intel sockets along with some CPUs used with them, busses
they support, and supported DDR channels.
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TABLE 3-5 Intel Sockets and Related CPUs

Type CPUs, Busses, DDR Channels

LGA 775 Pentium 4, Pentium D, Core 2 Duo, Core 2 Quad, Celeron, Xeon
(Socket T) Front side bus, single channel DDR2 and DDR3 RAM
LGA 1366 Core i7, Xeon, Celeron

(Socket B) QPI, triple channel DDR3 RAM

LGA 2011 Core i7, Xeon

(Socket R) QPI, DMI, quad channel DDR3 RAM

LGA 1156 Core i3, Core i5, Core i7, Celeron, Pentium, Xeon
(Socket H or H1) DMI, dual channel DDR3 RAM

LGA 1155 Core i3, Core i5, Core i7, Celeron, Pentium

(Socket H2) DMI, dual channel DDR3 RAM

AMD CPU Sockets
The following list describes recent AMD sockets:
m Socket 940. 940 pins (PGA).
m Socket AM2. 940 pins (PGA). Not compatible with Socket 940.

m Socket AM2+. 940 pins (PGA). Replaces AM2. CPUs that can fit in AM2 can also fit
in AM2+.

m Socket AM3. 941 pins (PGA). Replaces AM2+. Supports DDR3. CPUs designed for
AM3 will also work in AM2+ sockets, but CPUs designed for AM2+ might not work in
AM3 sockets.

m Socket AM3+. 942 pins (PGA). Replaces AM3. CPUs that can fit in AM3 can also fit
in AM3+.

m Socket FM1. 905 pins (PGA). Used for accelerated processing units (APUs).

m Socket F. 1,207 pins (LGA). Used on servers and replaced by Socket C32 and
Socket G34.

Table 3-6 lists the common AMD sockets along with some CPUs used with them, busses
they support, and supported DDR channels.

TABLE 3-6 AMD Sockets and Related CPUs

Socket CPUs, Busses, DDR Channels

940 Opteron and Athlon 64 FX
FSB with HyperTransport version 1, single channel DDR2 RAM

AM2 Athlon 64, Athlon 64 X2, Athlon FX, Sempron, Phenom, Opteron
FSB with HyperTransport version 2, single channel DDR2 RAM

AM2+ Athlon 64, Athlon 64 X2, Athlon I, Sempron, Phenom, Phenom I, Opteron
FSB with HyperTransport version 3, single channel DDR2 RAM
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AM3 Phenom I, Athlon II, Sempron, Opteron
FSB with HyperTransport version 3, single channel DDR2 and dual channel DDR3 RAM

AM3+ Phenom I, Athlon II, Sempron, Opteron
FSB with HyperTransport version 3, dual channel DDR3 RAM

FM1 Fusion and Athlon Il APUs
FSB with HyperTransport version 3, dual channel DDR3 RAM

F Opteron, Athlon 64 FX
FSB with HyperTransport version 3, single channel DDR2 RAM

Comparing Names

Earlier in this chapter, | listed two CPUs using common marketing names. To tie some of this
together, here are the two CPUs with an explanation of the names. I'm hoping these names
make a lot more sense at this point.

= Intel Core i7-960 Processor 3.2 GHz 8 MB Cache Socket LGA 1366. This name indi-
cates that it is an Intel processor in the Core i7 family with a model number of 960 and

a 3.2-GHz multiplied clock. The 8-MB cache phrase refers to the total amount of cache.

Last, LGA 1366 indicates the type of socket into which the processor will plug.

= Phenom Il X4 965 AM3 3.4 GHz 512 KB 45 NM. This indicates that it is an AMD
Phenom Il processor with a model number of 960. X4 indicates that the processor has
four cores, and AM3 indicates the socket type. The 3.4-GHz clock speed is the internal
speed of the processor. Cache size is indicated by 512 KB, and in this case, it indicates
the L2 cache size for each of the cores. The process is 45 nm.

Cooling

CPUs have millions—and sometimes billions—of miniaturized transistors within them, all
connected with extremely small wires. If these transistors or wires get too hot, they can easily
break, rendering the CPU useless. Manufacturers spend a lot of time designing these chips,
and one of their goals is to keep temperatures within acceptable limits. However, most of the
cooling occurs externally.

Heat Sinks, Fans, and Thermal Paste

Common methods of cooling a CPU include using a heat sink, a fan, and thermal paste. Take a
look at Figure 3-11 as you read about how these components work together.
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Fan

Heat sink

Thermal paste

CPU

Fan connection

FIGURE 3-11 CPU with heat sink and attached fan.

m Heat sink. A heat sink is a piece of metal that draws heat from the CPU and dissipates
it into the air. Heat sinks have multiple fins to increase the surface area and to allow air
to easily flow through them. The fins are usually flared to allow more air through.

m Fan. A fan is attached to the heat sink to increase the airflow around the fins. These
are called CPU fans. They aren't attached to the CPU but usually plug into the mother-
board close to the CPU. Many CPU fans have variable speeds and spin faster when the
CPU gets hotter.

m Thermal paste. Heat sinks commonly have clamps to secure them to the motherboard
and provide a better connection with the CPU. However, there are microscopic gaps
in the metal on both the CPU and the heat sink, so it isn't possible to get 100 percent
contact between the components. Thermal paste is used to improve this connection.
This paste fills these microscopic gaps and also helps draw heat from the CPU into the
heat sink.

Q EXAM TIP
\) When replacing a CPU, ensure that you clean off the old thermal paste from the heat sink
and apply new thermal paste.
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If you are replacing a CPU, you'll need to clean off the old thermal paste from the heat
sink. Some vendors sell specialized cleaning compounds to remove old paste, but you can
often use cotton swabs and isopropyl alcohol to remove it.

After installing the new CPU into the socket and locking the ZIF arm, place a dab of the
paste in the center of the CPU. When you attach the heat sink and clamp it down, the pres-
sure will spread the paste evenly between the heat sink and the CPU. Be careful not to apply
too much paste; you need only enough to fill the microscopic gaps between the CPU and the
heat sink.

Liquid Cooling
An advanced method of keeping a system cool is using a liquid-based cooling system. Liquid-

based cooling systems use water (most commonly) or some other liquid that is pumped
through the cooling system.

For example, Figure 3-12 shows a basic diagram of a liquid-based cooling system. A spe-
cialized heat sink is attached to the CPU, using thermal paste just like a standard heat sink.
However, this heat sink has channels so that the liquid can flow through it. Tubing is con-
nected from the pump to the heat sink, and the pump constantly pumps the liquid through
the heat sink.

Heat sink Pump

\\

FIGURE 3-12 Liquid-cooled heat sink.

Q EXAM TIP
)

Liquid-based cooling can be used for any components that use a heat sink. This includes
CPUs, GPUs, and chipsets.

One of the biggest challenges with a liquid-based cooling system is ensuring that the tub-
ing connections do not leak. This is one place where you don't want to skimp on quality. The
liquid is usually water, and if it leaks, it could easily destroy the system.
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Liquid-based cooling systems are most common among gamers and hobbyists. These
people often overclock the processors to get more power out of them, but overclocking gen-
erates more heat. Overclocking is sometimes possible by changing jumpers on the mother-
board or by manipulating BIOS settings, but manufacturers discourage the practice.

¥ Quick Check

1. What is another name for Socket H2?

2. What's the best way to keep an overclocked CPU cool?

Quick Check Answers
1. LGA 1155.

2. Liquid cooling.

Troubleshooting

You might occasionally run across a system that is having a problem with the CPU or RAM.
Sometimes the problems are consistent, but more often they are intermittent; sometimes
you'll see the problem, sometimes you won't.

Intermittent problems are frequently related to overheating, so a good first step is to
ensure that the system has adequate airflow. Shut the system down, open the case, and either
vacuum it with an ESD-safe vacuum or take it outside and blow it out with compressed air.

Common Symptoms
The following are some common symptoms and possible causes related to the CPU or RAM:

m Unexpected shutdowns. If the system is randomly shutting down or rebooting, the
most likely cause is a heat problem. Check the ventilation and clean out the fans.

m System lockups. When a computer stops responding to inputs from the keyboard
or mouse, technicians refer to it as frozen or locked up. This can also be due to heat
issues. Check the ventilation.

= Continuous reboots. In some cases, a hardware issue can prevent the system from
booting completely. It starts, gets so far, and then resets itself. This is more common
after a faulty software update, but it can be due to a hardware problem. If you've
just replaced hardware, double-check your steps. If that isn't the issue, boot into Safe
Mode and troubleshoot the operating system using the steps provided in Chapter 17,
“Troubleshooting Windows Operating Systems.”
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If you've cleaned out the system and you're still having intermittent problems, there are two
primary things to check:

= Power supply. An overloaded or failing power supply can cause intermittent prob-
lems. Use a multimeter to verify the voltages. If the voltages are out of tolerance,
replace the power supply.

m RAM. It is possible to have a certain area of RAM that is faulty. The system can work
until it writes data to that area, and then it shuts down or freezes. In some cases,
you receive a stop error or blue screen of death (BSOD) with an error code indicat-
ing a memory problem. If you suspect a RAM problem, use a memory checker to run
memory diagnostics.

EXAM TIP

The two primary hardware sources of intermittent problems are the power supply and
RAM. The primary software source of intermittent problems is a virus or some type of
malicious software. Chapter 26, “Recognizing Malware and Other Threats,” covers viruses
in more depth, but running up-to-date antivirus software usually reveals and removes the
problem. Occasionally, you'll need to boot into Safe Mode and run the up-to-date antivirus
software.

Windows Memory Diagnostics

Windows Vista and Windows 7 include the Windows Memory Diagnostic tool, and steps later
in this section show how to run it. It's easy to run and can perform in-depth testing of the
system RAM and the cache within the CPU.

The diagnostics include three sets of tests (basic, standard, and extended). By default, it
runs two passes of the standard set of tests, and this is usually good enough. If this passes but
you still suspect you have memory problems, you can choose other options by pressing F1 to
modify them. For example, if you have an intermittent problem and want to do detailed tests
for a day or longer, you can set the pass count to 0 and it will run continuously.

You can use the following steps on a Windows 7 system to run the Windows Memory
Diagnostics tool:

1. Click Start and type Memory in the Search Programs And Files text box.
2. Select Windows Memory Diagnostic.

3. Select Restart Now and check for problems. After the system reboots, the tests will
start and you'll see a display similar to the following graphic. If any errors are identi-
fied, they will be displayed in the Status area, but they usually won't stop the diagnos-
tic from running. After the test completes, the system automatically reboots.

Troubleshooting
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4.

Windows Memory Diagnostics Tool

windows 15 checking for memory problems...
This might take several minutes.

Running test pass 2 of 05% complete
overall test status: 52% complete

status:
No problems have been detected yet.

Although the test may appear inactive at times, it is still running. Please
wait until testing is complete...

windows will restart the computer automatically. Test results will be
displayed again after you Tlog on.

F1=0Options ESC=EXit

About a minute or so after you log on, you'll see a balloon message appear in the
system tray at the bottom right indicating the results. It appears and then fades out.
If you miss it, you can also view the results in the System log via the Event Viewer. It's
listed with a source of MemoryDiagnostics-Results and an Event ID of 1201.

If you're unable to boot into the operating system, you can access the Windows Memory
Diagnostic by using several other methods. Each of the following methods will start the
Windows Recovery Environment (Windows RE), showing the System Recovery Options, as
shown in Figure 3-13. You can then select Windows Memory Diagnostic.

Press F8 as the system is booting to access the Advanced Boot Options page and select
Repair Your Computer.

Start from a Windows Vista installation DVD, select the Language, and then click Repair
Your Computer.

Create a system repair disc and use it to boot directly into the Windows RE.
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ﬂ System Recovery Options il

Choose a ‘icovery tool
Operating system: Unknown on {Unknown) Local Disk

Btal pai;
Automatically fix problems that are preventing Windows from starting

System Restore

Restore Windows to an earlier point in time

System Image Recove
Recover your computer using a system image you created earlier
Windows Memory Diagnostic

i Chedk your computer for memary hardware errors

Command Prompt
Open a command prompt windaw

| A ® v

Shut Down | Restart |

FIGURE 3-13 Running Windows Memory Diagnostic from boot DVD.

MORE INFO CHAPTER 17

Chapter 17 covers the Event Viewer, including how to launch it and access different log
files. It also includes information on the other system recovery options and how to create a
system repair disc in Windows 7.

If the memory diagnostic gives any errors, you might be able to do a quick fix by reseating
the memory sticks. Power your system down and open it up. Hook up an ESD strap to ground
yourself with the system and then locate the RAM. Press the tabs on each side to pop out
each DIMM, and then push each back into the slot until the tabs lock. This same fix can also
be used on any expansion card.

You might be wondering why this works. Electrical components expand and contract from
heat and cold, causing some movement. Additionally, the electrical contacts can become
tarnished, preventing a good connection. When you pop it out and push it back, the friction
scrapes the tarnish off the contacts. With the tarnish removed, it has a good connection.

NOTE CLEANING CONTACTS

You can clean contacts with contact cleaner created specifically for this purpose. You can
also use isopropyl alcohol and a lint-free cloth or cotton swab. You should not rub the
contacts with a pencil eraser. The eraser removes the tarnish by scraping it off, but it leaves
residue and can cause ESD damage.
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CPU-Z

CPU-Z is a handy freeware utility that you can use to view some detailed information on your
system. It's been around a long time and has helped many technicians. A copy is on the CD,
and you can find a link about the installation here: getcertifiedgetahead.com/aplus.aspx.

Figure 3-14 shows a screen shot of the CPU tab of the CPU-Z application. You can see that
this provides some detailed information about the processor, clocks, and cache.

Hcruz (=] @[]

CPU |Caches| Mamboard' Memor}rl SPD | Graphicsl Aboutl
—Processor

Hame | Intel Core i7 870

Code Name Lynnfield MaxTOP | 95W

Package | Socket 1156 LGA
Technology m Core Voltage 'W
Specification | Intel{R) Core(TM) i7 CPU 870 @ 2.93GHz
Famy [ & Wodel [ E  Stepping 5
Ext. Family 6 Ext. Model 1E Revision B1

Instructions | MMX, SSE (1, 2, 2, 35, 4.1, 4.2), EMBAT, VT-x

—Clocks (Core #0) Cach
Core Speed | 3190.54 MHz L1 Data | 4% 32 KBytes | B-way
Mutipiier | x24.0 Lilnst | ax32KByles | 4-way
Bus Speed |  132.94 1Hz Level2 | 4x2856KBytes | S-way
QP Link | 2392.90 MHz Level 3 | 2 MBytes | 16-way

Selection IPI’UCESEOI’ #1 - l Cores 4 Threads 8

CPU_Z Version 160 x54 Validate | oK |

FIGURE 3-14 CPU-Z.

If you click the Mainboard tab, it gives you details about your motherboard and BIOS. The
Memory tab provides overall information about installed memory, and the SPD tab enables
you to select individual memory slots to determine what is installed. As you'd expect, the
Graphics tab provides details about the graphics card. The About tab includes buttons you
can use to save the details of the report as either a text file or an HTML file.

¥ Quick Check
1. What are two primary hardware problems that can cause system fails?

2. Where can you determine how much RAM is installed in a system?

Quick Check Answers
1. Faulty power supply or faulty RAM.

2. BIOS or System Information (msinfo32).
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Chapter Summary

m Systems use synchronous dynamic RAM (SDRAM) for primary memory. Static RAM
(SRAM) is used for L1, L2, and L3 cache. Common versions of SDRAM are DDR, DDR2,
and DDR3.

m Memory comes on circuit cards called DIMMs for desktop computers and SODIMMs
for laptops. DIMMs and SODIMMs come in different sizes for different DDR versions.

m Dual-channel and triple-channel RAM provide additional 64-bit paths for transferring
data to and from RAM. When installing multichannel DIMMs, install matched sets in
the same bank. Banks are normally the same color. On an Intel dual-channel mother-
board, Bank 0 includes slots 1 and 3.

m A triple-channel motherboard has six slots for RAM, and RAM should be purchased in
matched sets of three DIMMs.

m The speed of RAM is tied directly to the clock. The formula to calculate DDR3 RAM
speed is: Clk x 4 x 2 x 64 / 8. For a 200-MHz clock, the speed is 200 x 4 x 2 x 64 / 8,
or 12,800 MB/s.

® The DDR3 standard name is derived from the clock x 8. For a 200-MHz clock, the
DDR3 standard name is DDR3-1600. The module name is derived from the overall
speed. The DDR3 module name with a 200-MHz clock is PC3-12800.

m If matched DIMMs are not used and a bank includes different speed DIMMs, the bank
will default to the slowest speed.

m CPUs come in 32-bit and 64-bit versions, referring to how many bits they use to
address memory. If you want to use more than 4 GB of RAM, you need a 64-bit CPU
and a 64-bit operating system.

= Multiple-core CPUs include more than one fully functioning processor, and the operat-
ing system views each core as a separate CPU. Intel uses hyper-threading, which allows
each core to process two threads at a time, and each core using hyper-threading is
treated as a separate CPU by the operating system.

m  CPUs use fast static RAM (SRAM) as cache to improve processing. They commonly
include L1, L2, and sometimes L3 cache. L1 is fastest and closest to the CPU, and L3 is
slowest and farthest away. L1 is smallest, and L3 is the largest. When the CPU needs
data, it looks in L1, then L2, and then L3.

m The speed of the CPU is based on the speed of the clock and a multiplier. It is usually
listed as the multiplied speed, such as 3.4 GHz. Intel uses Turbo Boost and AMD uses
Turbo Core to modify these speeds during operation.

m  Most CPUs support virtualization. Intel refers to its support as VT-x, and AMD calls its
support AMD-V. These settings can be enabled in BIOS on most systems.

m An integrated GPU refers to a graphics processor embedded within a CPU. AMD calls
some of its integrated GPU chips APUs.
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Common Intel CPUs are Core i3, Core i5, and Core i7 series. Most Intel CPUs use LGA
sockets. Common Intel sockets are: LGA 775 (Socket T), LGA 1366 (Socket B), LGA 2011
(Socket R), LGA 1156 (Socket H or H1), and LGA 1155 (Socket H2).

Common AMD CPUs are Sempron, Athlon, and Phenom. Most AMD CPUs use PGA
sockets, and common sockets are: Socket 940, AM2, AM2+, AM3, AM3+, FM1, and
Socket F.

CPUs are commonly kept cool with heat sinks and fans. When replacing a CPU, use
thermal paste between the CPU and the heat sink. Liquid cooling is an advanced cool-
ing practice.

Hardware problems that can cause unexpected shutdowns and intermittent fails
include overheating due to failed fans or inadequate ventilation, faulty power supply,
or faulty RAM.

Use a software memory tester to test RAM.

Chapter Review

Use the following questions to test your knowledge of the information in this chapter. The
answers to these questions, and the explanations of why each answer choice is correct or
incorrect, are located in the "Answers” section at the end of this chapter.

1.

You are replacing two DDR3 DIMMs in an Intel dual-channel motherboard. Into which
slots should you put them?

A. Two different-colored slots
B. Two identical-colored slots
C. Separate banks

D. Slots1land4

You are shopping for replacement DDR3 RAM. Your system has a 400-MHz clock.
What should you buy?

A. PC3-400

B. DDR3-400
C. PC3-25600
D. PC3-12800
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An Intel CPU has two cores, but the operating system shows it has four CPUs. What
feature allows this to happen?

A.

B.
C.

D.
Of the following choices, which is fastest?
A.
B.

C.

D.
Which of the following replaces the Intel Socket H?
A.
B.
C.
D.

You are asked to troubleshoot a computer that is randomly rebooting or failing. Of the
following choices, what hardware can cause these symptoms? (Choose all that apply.)

A.

B
C.
D

Hyper-threading
HyperTransport
Dual-channel RAM
L2 cache

L1 cache
L2 cache
L3 cache
Triple-channel DDR3

LGA 775

LGA 1366
LGA 1156
LGA 1155

RAM
Fan
Power supply

Virus

Chapter Review
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Answers

1.

Correct Answer: B
A. Incorrect: Different-colored slots indicate different banks.

B. Correct: Dual-channel RAM should be installed in the same bank, which is the
same color on most motherboards.

C. Incorrect: If you place the RAM in different banks, it will be used as single-channel
RAM instead of dual-channel RAM.

D. Incorrect: Slots 1 and 4 are always in different banks.

Correct Answer: C
A. Incorrect: PC3-400 indicates a clock speed of 50 MHz.

B. Incorrect: If the DDR3 name is used, it is identified as the clock times 8. 400 x 8 =
3,200, or DDR3-3200.

C. Correct: The calculation for DDR3is Clk x 4 x 2 x 64 / 8. 400 MHz x 4 x 2 x 64 /
8 = 25,600, so it is PC3-25600.

D. Incorrect: PC3-12800 indicates a clock speed of 200 MHz.

Correct Answer: A

A. Correct: Hyper-threading is supported on Intel CPUs and allows each core to
appear as two CPUs.

B. Incorrect: HyperTransport is used on AMD processors in place of a front side bus.

C. Incorrect: Dual channel RAM provides two paths to RAM, but it does not affect
the CPU cores.

D. Incorrect: L2 cache is fast RAM stored on the CPU for improved performance, but
it does not affect the CPU cores.

Correct Answer: A

A. Correct: L1 cache is a fast cache, close to the CPU.

B. Incorrect: L2 cache is slower than L1 cache.

C. Incorrect: L3 cache is slower than L1 and L2 cache.

D. Incorrect: Any type of DDR RAM is slower than L1, L2, or L3 cache.

Correct Answer: D

A. Incorrect: LGA 775 is Socket T and was replaced by Socket B.

B. Incorrect: LGA 1366 is Socket B.

C. Incorrect: LGA 1156 is Socket H.

D. Correct: The LGA 1155 is also known as Socket H2 and replaces Socket H or H1.
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6. Correct Answers: A, B, C
A. Correct: Faulty RAM can cause these symptoms.

B. Correct: Failing or dirty fans can result in overheating problems, causing these
symptoms.

C. Correct: A power supply providing varying voltages or voltages out of specifica-
tions can cause these symptoms.

D. Incorrect: Viruses can cause these types of symptoms, but a virus is software, not
hardware.
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Comparing Storage Devices

n this chapter, you'll learn about the different types of storage devices, including hard
drives, solid state drives, optical drives, and fault tolerant arrays. Many different types of
interfaces are currently used to connect drives, and it's important to know what is available
and how to connect them. This chapter covers the hardware elements of hard drives, and
in Chapter 16, "Understanding Disks and File Systems,” you'll build on this knowledge to

configure and troubleshoot disks.

Exam 220-801 objectives in this chapter:
m 1.5 Install and configure storage devices and use appropriate media.
m Optical drives
= CD-ROM
= DVD-ROM
= Blu-Ray
= Combo drives and burners
= CD-RW
= DVD-RW
= Dual Layer DVD-RW
= BD-R
= BD-RE
m Connection types
m External
= USB
= Firewire
m eSATA

m Ethernet
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m [nternal SATA, IDE and SCSI
m |DE configuration and setup (Master, Slave, Cable Select)
m SCSIIDs (0 - 15)
m Hot swappable drives
m Hard drives
m Magnetic
= 5400 rpm
m 7200 rpm
= 10,000 rpm
m 15,000 rpm
m Solid state/flash drives
m Compact flash
= SD
= Micro-SD
® Mini-SD
m xD
m SSD
m RAID types
= 0
1
m 5
= 10
m Floppy drive
m Tape drive
m  Media capacity
m CD
= CD-RW
= DVD-RW
= DVD
m Blu-Ray
m Tape
= Floppy
= DLDVD

120 Comparing Storage Devices



m 1.7 Compare and contrast various connection interfaces and explain their purpose.

m  Physical connections

m 111 Identify connector types and associated cables.

SATA1 vs. SATA2 vs. SATA3, eSATA, IDE speeds

m Device connectors and pin arrangements

m SATA
= eSATA
m PATA
= |DE
m EIDE
m SCSI
m Device cable types
= SATA
m eSATA
= |DE
m EIDE
= Floppy
m SCSI
m 68pin vs. 50pin vs. 25pin

Exam 220-802 objectives in this chapter:

m 4.3 Given a scenario, troubleshoot hard drives and RAID arrays with appropriate tools.

m Common symptoms

m Read/write failure

Slow performance
® Loud clicking noise
m Failure to boot
= Drive not recognized
= OS not found
= RAID not found
= RAID stops working
m BSOD

= Tools
m Screwdriver

m External enclosures
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Hard Drives

The hard disk drive (HDD) is the primary long-term storage device used in personal comput-
ers. A hard drive includes multiple platters that spin as fast as 15,000 revolutions per minute
(rpm). These platters are covered with ferromagnetic material, and data can be written to the
drive by magnetizing that material. The hard drive is not volatile. That is, even without power,
data remains stored on the drive.

Figure 4-1 shows an open hard drive, with the physical components listed on the left and
the logical components on the right.

Read/write head Platters

Track

Track sector

Cluster

o

Actuator  Actuator Actuator File fragments

axis arm

FIGURE 4-1 Looking inside a hard drive.

IMPORTANT DON’'T OPEN HARD DRIVES IF YOU WANT TO USE THEM AGAIN

The heads are riding on a very thin pocket of air hundreds of times smaller than a human
hair. They are sealed to prevent contaminants from getting inside, but if you open a hard
drive and then try to use it, the heads can crash on these contaminants, making the drive

useless.

= Physical components:

m Platters. Hard drives have multiple spinning platters, and each platter can be writ-
ten to on both sides.

m Read/write head. A hard drive will have one read/write head for each platter side.
This drive has two platters and four read/write heads.

m Actuator. The actuator controls the movement of the arm.
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m  Actuator arm and axis. The actuator arm is moved back and forth by pivoting
around the actuator axis. This positions the read/write head on different areas of
the platter.

= Logical components:

= Tracks. Each platter is logically divided into multiple tracks, which are circular areas
on the disk. When the head is positioned over a track, it can read or write data on
the track as the platter spins.

m Sectors. Tracks are logically separated into track sectors. A sector can be between
512 bytes and 2 KB in size.

m Clusters. A cluster is a group of multiple sectors. Clusters are also known as alloca-
tion units and are the smallest element of a drive to which an operating system can
write.

NOTE HOW MANY SECTORS ARE ON A 1-TB DRIVE?

A 1-TB hard drive using 2-KB sectors would have about 500 million track sectors. The
tracks, track sectors, and clusters shown in Figure 4-1 aren’t shown in actual size, but
the figure does accurately illustrate their relationships to each other.

m Files. Files are written to clusters. If the file is bigger than a single cluster, the file is
written to multiple clusters. Ideally, a file will be written to clusters that are next to
each other, or contiguous clusters. However, if other data is already written on an
adjoining cluster, the file is fragmented and written to another available cluster.

During normal hard disk operation, the platters spin at a constant rate. When data needs
to be read or written, the actuator moves the actuator arm to position the head over a spe-
cific track. It waits for the target cluster to arrive under the head, and then it reads or writes
the data. When you think about how fast the platters are spinning, you realize how amazing
the technology has become.

Hard Drive Characteristics

It's relatively common to replace or add a hard drive to a system. For example, many people
store enough data on the original drive that came with their computer that they fill up the
drive. They can either buy a new computer or buy an additional hard drive, and the additional
hard drive is much cheaper.

If you're shopping for a new hard drive, you'll want to remember the following important
considerations:

m Capacity or Size. The size of the drive is listed as GB or TB—for example, 750 GB or 1
TB. Bigger drives hold more data but are more expensive.

m Interface. You can connect a drive internally or externally. Later sections in this chap-
ter cover the different choices.
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m Rotational speed. This is stated as rpm, and higher speeds generally result in a faster
drive.

Hard Drive Speeds

The rotational speed of the drive helps determine how quick it will be overall. Common
speeds are 5,400, 7,200, 10,000, and 15,000 rpm. Drives with 7,200 rpm are used in standard
desktop computers.

Other factors also contribute to the speed. For example, seek time refers to the average
amount of time it takes to move the read/write head from one track to another track, and
lower seek times are better. If you find two drives of the same size with the same rpm speed
but one is significantly cheaper, it might be due to a higher seek time, resulting in overall
slower performance.

The interface can also limit the speed. Imagine a drive spinning at 15,000 rpm with a low
seek time. It can read and write data to and from the hard drive, but it is limited as to how
much data can actually be transferred between the hard drive and other computer compo-
nents. The following sections describe common interfaces.

IDE/EIDE/PATA Drives

Hard drive interfaces have gone through several changes and improvements over the years.
Even though you won't see many of the older versions, if you understand a little about them,
it makes it easier to understand current versions. Also, many of the older versions are men-
tioned in the CompTIA A+ objectives. As a quick introduction, the following list provides a
short history:

m Integrated Drive Electronics (IDE). These appeared in the 1980s and included drive
controller electronics on the drive.

m Advanced Technology Attachment (ATA). /DE was standardized as ATA and later
became known as ATA-1. The maximum drive size was 137 GB. In earlier drives, the
maximum was 2.1 GB.

m Extended IDE (EIDE) and ATA-2. Modifications and enhancements of the original IDE
were marketed as E/DE and later standardized as ATA-2.

= ATA Packet Interface (ATAPI). Originally IDE and ATA were designed only for hard
drives. ATAPI provided standards so that EIDE and ATA versions could be used for other
drives, such as CD-ROM and DVD-ROM drives.

= Renamed to Parallel ATA (PATA). ATA was upgraded regularly to ATA-7, which also
introduced Serial ATA (SATA). EIDE versions were renamed to PATA to differentiate it
from SATA. (SATA is described later in this chapter.)

Comparing Storage Devices



NOTE SATA HAS REPLACED PATA

Almost all new systems use SATA drives instead of PATA. However, you're still likely to see
some PATA drives in existing systems, and they are listed in the CompTIA objectives.

PATA Speeds

PATA drives use direct memory access (DMA) transfers. DMA allows a device to directly access
memory without the central processing unit (CPU), freeing up the CPU for other tasks. Ultra
DMA (UDMA) appeared in ATA version 4 (ATA-4) and supported data transfers as high as 44
megabytes per second (MBps).

ATA and UDMA were updated several times, and Table 4-1 identifies the speeds and names
for the different versions.

TABLE 4-1 PATA Speeds

Type Maximum Speed Comments

ATA-4 33 MBps Also called UDMA/33 and Ultra ATA/33

ATA-5 66 MBps Also called UDMA/66 and Ultra ATA/66

ATA-6 100 MBps Also called UDMA/100 and Ultra ATA/100
Maximum drive size increased to 144 PB

ATA-7 133 MBps Also called UDMA/133 and Ultra ATA/133

PATA Connectors and Cables

All PATA connectors are 40-pin rectangular connectors, and they are the same on both the
hard drive and the motherboard. Motherboards that support PATA typically have two con-
nectors named IDE 1 and IDE 2 (or sometimes IDE 0 and IDE 1), as shown in Figure 4-2.

DE]1 ||©©©0000006 000060000000
00000000000000000000
DE2 ||©000©000060606 0006060600000
00000000000000000000

FIGURE 4-2 |IDE connectors on a motherboard.

PATA drives use ribbon cables similar to the one shown in Figure 4-3. Each ribbon cable
includes three connectors—one for the motherboard IDE connection and two for the drives.
In the figure, the two IDE connectors (IDE 1 and IDE 2) are on the left, and the cable is lying
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on top of the motherboard. A typical PATA-based system would have two ribbon cables con-
necting a maximum of four drives.

Early versions of PATA cables used 40 wires, but this was switched over to 80-wire cables
with ATA-4. These extra wires provided signal grounds within the cable and supported the
higher UDMA speeds. Even though the number of wires in the cables doubled, the connec-
tors still have 40 pins. The maximum length of an IDE cable is 18 inches.

FIGURE 4-3 |DE ribbon cable to motherboard.

g EXAM TIP
g/

Most 80-wire UDMA cables are color-coded. The connector on the end (labeled master in
the figure) is black, and the middle connector is gray. Also, ribbon cables have a red stripe
on one side. The red stripe should match up with pin 1 on the IDE connector.

Master and Slave Configuration

(| Each IDE connection supports two drives, and these are commonly identified as master and
slave drives. The system will try to boot to the master drive, but it doesn't automatically know
which drive to select. Instead, you have to manipulate jumpers on the drive to let the system
know which drive is the master and which is the slave.

NOTE DEVICE 0 AND DEVICE 1

In later versions of ATA specifications, the master and slave drives were renamed to
device 0 (master) and device 1 (slave). However, the master/slave names are commonly
used and even mentioned in the CompTIA objectives. You can think of the master drive as
simply the first drive for the IDE connector and the slave as the second drive.

Figure 4-4 shows the back of an EIDE drive. You can see that it has a 40-pin connector for

the ribbon cable and a Molex connector for power. It also has a set of jumpers used to iden-
tify whether the drive is the master or the slave.
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40-pin 80-wire ribbon cable Master/slave jumpers Molex power

FIGURE 4-4 Rear of EIDE drive showing jumpers.

If you're replacing or adding a drive, it's important to understand these jumpers. You'll
often find a chart on the back of the drive, similar to the chart shown in Figure 4-5, that iden-
tifies exactly how the jumper should be configured for each drive.

Master Slave Cable Select (CS)

FIGURE 4-5 Example chart for jumpers on an EIDE drive.

EXAM TIP

The most common reason why drives aren’t recognized after an installation is that the
jumpers are not configured correctly. If you've replaced a drive but find it isn't recognized,
double-check the jumpers.

Cable Select

Cable select allows the system to identify the drive based on which connector is used. In
Figure 4-3, you can see that the end connector of the ribbon cable is labeled Master and the
middle connector is labeled Slave. If you configure the jumpers for both drives to use cable
select, they are identified based on which connector is used. If the drives are jumpered for
master and slave, the connector does not identify the drive.

PATA Power

PATA hard drives use a standard four-pin Molex connector, as shown in Figure 4-4 earlier. A
four-wire cable from the power supply uses the following colors:

m Yellow 12V
m Black ground (two middle wires)
® Red5V

IDE/EIDE/PATA Drives
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Chapter 1, “Introduction to Computers,” included a picture of the power supply with a
Molex connector coming from the power supply.

¥ Quick Check

1. What type of cable is used with PATA drives?

2. Which connector identifies the master PATA drive?

Quick Check Answers
1. 40-pin ribbon cable.

2. The end connector when both drives are configured to use CS.

SATA

Serial ATA (SATA) drives have replaced PATA drives in almost all new systems. The newest
version, SATA 6G, can transfer as much as 600 MBps. In contrast, PATA ATA-7 tops out at
133 MBps.

EXAM TIP

SATA drives are much faster and much more prevalent than PATA drives. You should know
the speeds of each generation, in addition to details about the cables and connectors. Each
new version is backward-compatible with earlier versions.

Serial to Parallel to Serial

Early data transmissions sent data between components one bit at a time, or serially.
Engineers later improved this by sending multiple bits at a time to improve the speed.
Therefore, data could be sent using multiple wires so that bits were next to each other or in
parallel. The tradeoff was that the cable needed more wires to send all the data at the same
time.

For example, a 40-pin EIDE ribbon cable includes 16 bits for data. If you send 16 bits at
a time, you can send as much as 16 times more data than if you send just one bit at time at
the same speed. The idea that parallel is faster than serial held for many years, until a break-
through with low voltage differential (LVD) signaling occurred.

LVD signaling is a standard that transmits data as the difference in voltages between two
wires in a pair. These differences can be rather small, and engineers discovered they could
send data serially along an LVD cable quicker than they could with parallel. Many technolo-
gies use LVD signaling, including SATA drives, HyperTransport used by AMD processors, and
FireWire.
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SATA Generations

Three generations of SATA are currently in use. It's important to know the capabilities of each
and also to recognize the different names that have been used. Table 4-2 outlines the differ-
ent versions and their speeds.

TABLE 4-2 SATA Versions

Generation Bit speed Byte speed Names

SATA 1 1.5 Gbits/s 150 MBps SATA 1.5G, SATA 1.5Gb/s, SATA 1.5Gbit/s, SATA 150
SATA 2 3.0 Gbits/s 300 MBps SATA 3G, SATA 3Gb/s, SATA 3Gbit/s, SATA 300
SATA 3 6.0 Gbits/s 600 MBps SATA 6G, SATA 6Gb/s, SATA 6Gbit/s, SATA 600

PATA versions are commonly described using speeds rated in bytes per second (Bps), and
SATA versions often use bits per second (bps or bits/s). For example, SATA 1.0 can transfer
data at 150 MBps, but it is commonly listed as 1.5 Gbit/s.

NOTE BITS TO BYTES AND 8B/10B ENCODING

If you multiply 150 MB by 8 to convert bytes to bits, you get 1.2 gigabits, not 1.5 giga-
bits, yet 150 MBps and 1.5 Gbits/s are both valid figures for SATA 1.5G. SATA uses 8b/10b
encoding, which transmits each group of 8 bits (each byte) as a 10-bit symbol or code. If
you divide 1.5 Gbits (1,500 Mbits) by 10, you get 150 MB.

One of the things that has confused people about SATA is the similarity of the names SATA
3.x and SATA 3G. Some products are marketed as SATA 3G, and customers think they are get-
ting a third-generation SATA product. However, as you can see from Table 4-2, SATA 3G refers
to a transfer rate of 3 Gbits/s provided by the second generation of SATA.

SATA and SSD

Before SATA, hard drives were typically capable of sending data faster than the motherboard
could accept it. The interface was the bottleneck. Even though each newer ATA version
allowed faster data transfers, the drives were still faster than the interface.

It's different with SATA 6G. You won't be able to find a mechanical hard drive that can
transfer as much as 6 Gbits/second (or 600 MBps). Some extremely fast (and extremely expen-
sive) hard drives can transfer data as quickly as 157 MBps. That is, these drives benefit from
using SATA 3G but they never exceed 300 MBps, so they don't benefit from SATA 6G. You just
won't see any performance difference in these hard drives if you plug them into a SATA 3G or
SATA 6G port.

With this in mind, you might be wondering why you'd want SATA 6G. It's a great question.
The answer is for solid state drives (SSDs). SSDs are discussed later in this chapter, but in short,

SATA
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they don't have any moving parts and are much faster. SSDs are available that can read and
transfer data as fast as 500 MB/s.

SATA Data Connectors and Cables

SATA cables are much smaller than the 80-wire ribbon cables used with PATA. They include
only seven wires, and cables can be as long as 1 meter (about 3.3 feet). A distinctive charac-
teristic of SATA cables is that they have an L-shaped connector, which works as a key. Each
drive is connected to a single SATA connector on the motherboard, so you don't have to
worry about master/slave jumpers on SATA drives.

Figure 4-6 shows part of a motherboard with five SATA ports. SATA 5 is on the left as a
single unoccupied port. Ports 1 and 2 are stacked and ports 3 and 4 are stacked, allowing
more ports in the same amount of space.

SATA PORT

FIGURE 4-6 SATA connectors on a motherboard.

| removed the connector from the SATA 3 port so that you can see it, and | left SATA
ports 1 and 2 connected. The other ends of these cables connect to similar L-shaped ports on
the SATA drive.

The SATA ports on a motherboard are commonly color-coded, but there isn't a standard.
For example, on this motherboard, SATA 1 and SATA 2 are both blue, and the other three con-
nectors are black. The documentation for the motherboard states that the blue ports are 6
Gbit/s SATA 6G ports and that the black ports are 3 Gbit/s SATA 3G ports.

Also, you'll run across different-colored SATA cables, but the colors don't indicate a specific
version. They do help you trace the cables. If you have five black SATA cables going to five
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different drives, it's difficult to tell which drive is connected to which port. However, when the
cables are different colors, it's easier to trace them from the port to the drive.

SATA Power Connectors and Cables

SATA power connectors have 15 pins, but the cables have only five wires. The color coding for
the wires is as follows:

m Orange—3.3 Vto pins 1, 2, and 3.
= Black—Ground to pins 4, 5, and 6.
m Red—5Vtopins7 8 and 9.

m Black—Ground for pins 10, 11, and 12. Pin 11 can be used to delay the startup of the
drive or to indicate drive activity.

m Yellow—12 V to pins 13, 14, and 15.

Figure 4-7 shows the back of a SATA drive, along with the power cable from the power
supply. The SATA data connection is on the right, and you can see that both have the distinc-
tive L-shaped key, although the power connector is larger. Also, the power connector has a
square tip on one side.

Power Data

FIGURE 4-7 SATA power and data connectors.

Q EXAM TIP
Y/

In some cases, you can use an adapter to connect a 4-pin Molex power cable from the
power supply to a SATA drive. The Molex cable does not provide 3.3V, so the adapter
includes electronics to convert power to 3.3 V for pins 1, 2, and 3.
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Hot-Swappable

All versions of SATA drives are hot-swappable, which means that you can plug in or remove
the drive while the system is powered on. Several ground pins on the power cable are longer
than the pins carrying voltage so that the ground pins connect first. This prevents any dam-
age when they are plugged in. In contrast, you must power down a system before replacing a
PATA drive.

You're not likely to replace an internal SATA drive while the system is powered on.
However, some systems have drive bays that allow you to plug in or remove a drive from the
front panel or that are in an external enclosure. If a drive fails, you can swap it out without
powering down the system.

NOTE HOT-SWAPPABLE

Hot-swappable refers only to the hardware ability. If you remove a device while a program
is writing data to it, it can corrupt data. Ensure that the device is not being used before
removing it.

( Quick Check
1. What are the speeds of SATA 2 and SATA 3?

2. What types of connectors are used with SATA?

Quick Check Answers
1. L-shaped connectors.

2. SATA 2 is 3 Gbps, and SATA 3 is 6 Gbps.

SCSI

Small Computer System Interface (SCSI, pronounced scuzzy) is a drive interface standard that
has been around as long as the earliest ATA standards. It has traditionally provided higher
performance compared to the PATA drives, but it is more expensive and not widely used on
desktop computers. With the popularity of SATA drives, SCSI drives are used even less on
desktop computers.

The three primary standards used with standard SCSI are as follows:

m SCSI-1 (also called narrow SCSI). Uses a 50-pin cable with a maximum transfer rate
of 5 MBps. Narrow SCSI uses an 8-bit bus and supports a maximum of 8 devices.

m SCSI-2. Uses a 25-pin, 50-pin, or 68-pin cable. This was first called fast SCSI because it
could transfer data at 10 MBps, twice as fast as SCSI-1. It originally used an 8-bit bus.
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Fast-Wide SCSI is an update that uses a 16-bit bus and supports 16 devices with trans-

fer rates of 20 MBps.

m SCSI-3. Uses a 50-pin, 68-pin, or 80-pin cable. The most common cable is an 80-pin
Single Connector Attachment (SCA). SCSI-3 is also called Ultra SCSI and includes sev-

eral different versions.

Table 4-3 lists several recent versions of SCSI-3. Each of these use a 16-bit bus and can sup-
port as many as 16 devices.

TABLE 4-3 Ultra SCSI Types

Type Speed: bytes per second Speed: bits per second
Ultra-160 160 MBps 1.28 Gbit/s
Ultra-320 320 MBps 2.56 Gbit/s
Ultra-640 640 MBps 5.12 Gbit/s

SCSI Interfaces

SCSI cables and connectors come in several different versions. Some are ribbon cables similar
to the cables used with PATA drives, and other cables are round. Some examples of SCSI con-
nectors include:

m  25-pin. This is a very old SCSI connector, also known as a DB25. It has one row of 13

pins and a second row of 12 pins.

50-pin. Several types of 50-pin SCSI connectors have been used. Some have two rows,
and some have three rows. A Centronics 50-pin connector has connectors lined up

in slots.

68-pin. This includes two rows of pins close together and is referred to as high-
density. It is sometimes used for external SCSI connections.

80-pin. This is known as a Single Connector Attachment (SCA) connection, and it is
used as an alternative to 68-pin connections. It includes pins for both data and power

and supports hot-swapping.

SCSI IDs

SCSI devices are controlled by a SCSI controller. Each device, including the controller, is
assigned a SCS/ identifier (SCSI ID) using numbers from 0 to 15. The controller is normally
assigned the highest priority SCSI ID of 7. The priorities don't make sense unless you know a
little SCSI history.

SCSI
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EXAM TIP

You should know the priority order of SCSI IDs and that the controller is assigned the high-
est priority SCSI ID of 7.

Early SCSI implementations supported eight devices and used SCSI IDs numbered 0 to 7,
with SCSI ID 7 being the highest priority and SCSI ID 0 being the lowest. When SCSI began
supporting 16 devices, they added 8 SCSI IDs (8 to 15). However, they did not modify the
original priorities. Instead, the additional 8 device IDs (8 to 15) were given lower priorities
than the first 8 IDs. In the second set of 8 IDs, 15 is the highest and 8 is the lowest. Therefore,
the priority order from highest to lowest is as follows:

m 7,654,3,21,0,15, 14,13,12, 11,10, 9, and 8.
When you need to assign an ID to a device with a jumper, you'll often see four jumpers,

listed as 3, 2, 1, 0. These refer to four binary bits that can be used to count from 0 to 15. These
bits have the values 8, 4, 2, and 1.

MORE INFO CHAPTER 1

Chapter 1 covered binary numbering systems. As a reminder, 23 is 8, 2% is 4, 2' is 2, and 2°
is 1. Jumper 3 is used for 23, jumper 2 is for 22, jumper 1 is for 2%, and jumper 0 is for 2°.

For example, if you wanted to assign the number 7 to a controller, you would use the
binary number 0111. The jumper for 3 would be removed to indicate a 0, and the jump-
ers for 2, 1, and 0 would be installed to indicate 1s. Table 4-4 shows the binary values for
IDs 0 to 15.

TABLE 4-4 SCSI IDs Binary Values

1D Binary 1D Binary ID Binary ID Binary
0 0000 4 0100 8 1000 12 1100
1 0001 5 0101 9 1001 13 1101
2 0010 6 0110 10 1010 14 1110
3 0011 7 0111 11 1011 15 1111

In some cases, the SCSI ID can be assigned through the SCA adapter or with software. You
might not need to assign it with jumpers.

Daisy-Chaining and Termination

SCSI devices are connected together in a daisy chain fashion, which indicates that devices are
connected to each other like links in a chain rather than each device being connected directly
to a central device.
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Figure 4-8 shows how internal and external devices can connect to a SCSI controller. The
SCSI controller is an expansion card plugged into the motherboard, and it has an internal
connection for internal devices and an external connection for external devices.

P e s s s s === 1
1 Inside PC 1 External
1 1
1 . .
| n Drive n Drive
| > Controller <
1

: [ —— :
: n Drive : Drive
1 1
1 1
! n Drive ) ! n Drive
1 +——Terminators =———
1

FIGURE 4-8 Daisy-chaining SCSI devices.

Each device has two connectors to support the daisy chain connection. Additionally, the
last device in the chain must be terminated to let the controller know that there aren't any
additional devices in the chain. The figure shows both an internal chain with three drives and
an external chain with three drives. Each chain must be terminated.

The terminator can be a plug that plugs into the connector or a switch that indicates which

is the last device. In most new systems, the terminator is automatically configured. The last

device recognizes that there is nothing plugged into the second connector, so it automatically

terminates the connection.

Serial Attached SCSI

Serial Attached SCSI (SAS) is a newer form of SCSI that uses a serial interface. It uses data and
power cables similar to the SATA connections and supports transfer speeds of up to 6 Gbit/s.
SAS is used in some high-end servers but is more expensive than SATA, so it is rarely used in
desktop computers.

External Connections Types

If you don’t have room inside your computer or you just want to have something portable,
you can add an external drive. This includes adding an external hard disk, optical drive, tape
drive, or a floppy drive. The following sections describe common ways you can add an exter-
nal drive.

External Connections Types
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USB

Almost every computer has Universal Serial Bus (USB) ports, and many external devices use
them. USB 2.0 supports speeds of up to 480 Mbits/s, and USB 3.0 supports speeds of up to 5
Gbits/s. USB cables can be as long as 5 meters (over 16 feet), and you can attach as many as
127 devices to any single USB hub.

MORE INFO CHAPTER 5, “EXPLORING PERIPHERALS AND EXPANSION CARDS"”
Both USB and FireWire are covered in more depth in Chapter 5.

Figure 4-9 shows several ports accessible on the back of a computer, and the four ports on
the top left are USB ports. Computers will often have additional USB ports available on the
front panel.

eSATA

USB ports

RJ-45 port
for network

FireWire

FIGURE 4-9 Ports on back of computer.

NOTE USB LOGO WITH PLUS SIGN

The USB logo starts with a circle on one end, then has a trident of a circle, an arrow, and a
square on the other end. Some USB 2.0 ports are also labeled with a plus sign (as shown in
Figure 4-9) to indicate that it is USB 2.0.

FireWire

Many computers also have a FireWire port. FireWire was created by Apple and then formal-
ized as IEEE 1394, so you'll see it with both names. Figure 4-9 shows a single FireWire port
labeled 1394. FireWire 400 (or 1394a) supports speeds of up to 400 Mbps, and FireWire 800
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(or 1394b) supports speeds of up to 800 Mbps. FireWire cables can be as long as 4.5 meters
(almost 15 feet), and you can daisy-chain as many as 63 devices to a single FireWire port.

FireWire ports can have 4, 6, or 9 pins. The port shown in Figure 4-9 is a 6-pin port, and it

provides power to the device (as does a 9-pin FireWire port); 4-pin connectors do not provide

power.

eSATA

SATA was originally designed for internal use only but is emerging as another alternative
for external drives. There is no performance difference between SATA and eSATA, and most
eSATA ports are based on SATA 3G providing transfer speeds of up to 3 Gbit/s.

Figure 4-9 includes an eSATA port, and you can see that it lacks the distinctive L shape of
internal SATA connections. The eSATA cables have seven wires, just like internal SATA cables,
but eSATA cables require shielding that isn't needed with internal SATA cables. The different
connector ensures that an internal cable isn't used for an external connection.

The eSATA cable can be as long as 2 meters (about 6.6 feet), but unlike with USB and
FireWire, you can connect only one device to the port.

EXAM TIP

If the eSATA drive is not recognized when you plug it in, there are two primary things to
check. First, check the BIOS to ensure that the eSATA port is enabled. Second, ensure that
you have drivers for the device. These will normally be available from the manufacturer.

eSATAp

Many laptop computers include a powered eSATA (eSATAp) port. It's also called an eSATA/
USB combo or eSATA USB Hybrid Port. It can be used for either an eSATA device or a USB 2.0
(or earlier) device. You simply plug in the device, and the system automatically recognizes
whether it is eSATA or USB and uses the correct interface.

NOTE SATAVS. USB

SATA and USB are competing standards, and the eSATAp port that supports both USB and
eSATA devices is not a formal standard. However, it is very common on laptop computers.

Figure 4-10 shows the side view of a laptop computer. It includes an eSATAp port, a stan-
dard USB port, and a 4-pin FireWire port.

External Connections Types
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FIGURE 4-10 Connectors on side of laptop.

The eSATAp port includes the 7 pins used by eSATA and 4 pins used by USB. If you plug in
a USB device, it uses the 4 USB pins. If you plug in an externally-powered eSATA device with a
standard eSATA cable, it uses the 7 pins for data, just like the eSATA port described previously.

Some smaller devices, such as solid state drives or 2.5 inch drives, can be powered by
the 5 V available on the USB pins. A special eSATAp cable carries both the data and 5V to the
device.

Larger devices, such as 3.5-inch drives and optical drives, require 12 V power. Some
eSATAp ports on desktop computers include two optional pins (located at the white arrows
in Figure 4-10) that provide 12 V. If 12 V is provided via the eSATAp port, you can use a 12-V
eSATAp cable that will deliver data, 5V, and 12 V to the device.

IMPORTANT ALL ESATAP CABLES AREN'T THE SAME

Some eSATAp cables carry both 5V and 12 V, but most carry only 5 V. If an eSATAp device
isn't working, check to see whether 12 V is required. If it is, verify that the eSATAp port
has the additional pins for 12 V and that the eSATAp cable includes 12-V support. You can
always use a standard eSATA data cable and provide external power to the device.

Ethernet

Another way you can add external data storage is with a network drive. You don't connect the
network drive directly to the computer. Instead, you connect the network drive to a device
such as a router or a switch. This is commonly called network attached storage (NAS).

For example, many people have home networks using wireless routers. It's relatively easy
and inexpensive to add a NAS device to the network. Users with network access can then
share the drive.

Figure 4-9 includes an RJ-45 port used to connect a computer to a network. You would
typically connect this to a switch with a twisted-pair cable. Similarly, network drives com-
monly have an RJ-45 port used to connect them to a network. However, you would not con-
nect the NAS device directly to a computer by using this RJ-45 port.
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MORE INFO NETWORKING

Networking topics are covered in Chapters 18 through 24, and NAS is covered in
Chapter 18, “Introducing Networking Components.”

External Enclosures

As a technician, you'll find that an external hard drive enclosure is a handy tool. Instead of
installing a drive inside a computer, you can install it in the enclosure and use it as an external
drive.

You can find enclosures that will accept IDE/PATA drives and others that accept SATA
drives. Also, some are designed to accept the 2.5-inch drives from laptop computers and
others will work with 3.5-inch drives common in desktop computers. After installing the drive,
you connect the enclosure to a computer with a USB connection.

For example, if a laptop fails, you might want to access the data on the hard drive. You can
remove the hard drive from the laptop, install it in the enclosure, and plug the enclosure into
a working computer. It will now work just like any other external drive.

¥ Quick Check
1. What is the most common connector used for peripherals?
2. What can you plug into an eSATAp port?
Quick Check Answers
1. USB.
2. USB or eSATA devices.

Solid State Drives

Solid state drives (SSDs) don't have any moving components but instead use only electronics
to store and retrieve data. You can think of an SSD as a huge bank of random access memory

(RAM). Most SSDs are nonvolatile, meaning that they won't lose data when power is removed.

The most common type of memory used with SSDs is flash-based RAM, the same type of
nonvolatile RAM used in USB flash drives.

SSD drives are lightning-fast when compared with mechanical hard drives. Additionally,
they don't require motors to spin the platters and move the actuator, so they are lighter and
draw less power. Mobile devices such as tablets commonly use SSDs, and many hobbyists
replace laptop hard drives with SSDs.

Solid State Drives
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With the price of memory continuing to fall, SSD drives have become very affordable. For
example, you can purchase a 128-GB SSD drive for about the same price as a 2-TB mechani-
cal drive. Some people use an SSD drive for the operating system and applications and use
a mechanical drive for data. Most SSD drives use SATA and will install just like any other
SATA drive.

In addition to SSD drives and USB flash drives, several types of flash memory are used in
digital cameras and recorders, including the following:

m CompactFlash (CF). CompactFlash devices are manufactured by SanDisk and are

very popular. The outer dimensions are 43 x 36 mm. Type 1 CF devices are 3.3 mm
thick, and Type Il devices (known as CF2) are 5 mm thick. They can hold up to 128 GB
of data.

SD (Secure Digital). SD is developed by the SD Card Association and used with many
types of portable devices. It supersedes MultiMediaCard (MMC), which is the same
size. Figure 4-11 shows a Compact Flash stick next to a standard SD stick. The dimen-
sions of SD are 24 x 32 mm. They can hold up to 2 GB of data. Newer versions include
SD High Capacity (SDHC) and extended Capacity (SDXC). SDHC can hold up to 32 GB,
and SDXC can hold up to 2 TB of data.

FIGURE 4-11 CompactFlash and SD memory sticks.

Mini-SD. This is a smaller version of the SD card. The dimensions of mini-SD devices
are 21.5 x 20 mm.

Micro-SD. This is the smallest of the three SD sizes. The dimensions of micro-SD
devices are 15 x 11 mm.

xD. The xD Picture card is an older flash memory card used in some digital cameras. It
was developed by Olympus and Fujifilm, but Olympus cameras are now using SD cards.

Many computers have connectors on the front panel that will accept these memory sticks.
This enables you to remove the memory from your camera and plug it directly into the com-
puter to access the pictures.
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Optical Discs and Drives

] If you've used a computer or watched a movie at home, you've probably seen and handled an
optical disc. However, you might not be aware of the different types of compact discs (CDs),
digital versatile discs (DVDs), and Blu-Ray discs (BDs) currently available.

NOTE DISKVS. DISC

When referring to hard disk drives, the correct spelling is disk, with a k. When referring to
optical disc drives and optical discs, the correct spelling is disc, with a c.

Table 4-5 lists the different types of optical discs and their capacities. In this context, ROM
indicates that it is read-only media (ROM), but it is possible to write to discs.

TABLE 4-5 Media Capacity

Type Capacity Comments
CD-ROM 700 MB (80 minutes of The standard size is 12 cm (4.7 inches).
audio)
Mini CD-ROM 194 MB (24 minutes of These are 6 to 8 cm. Vendors sometimes release soft-
audio) ware or audio using this size.
DVD-ROM 4.7 GB Dual-sided DVD-ROMS hold 4.7 GB on each side.
Dual-Layer 8.5GB Dual-sided dual-layer DVD-ROMS hold 8.5 GB on each
DVD-ROM side.
Blu-Ray 25GB Blu-Ray discs use a blue laser, and CD and DVDs use a
Single-layer red laser.
Blu-Ray 50 GB This is the common size used for movies. Triple-layer
Dual-layer holds 100 GB, and quad-layer holds 128 GB.
EXAM TIP

<" Know the capacity of the different discs as shown in the table.

Combo Drives and Burners

Most optical drives support multiple types of optical discs. It's common to have a single opti-
cal disc drive that can read and write CDs and DVDs. For just a little more money, you can get
a combo drive that can also read and write Blu-Ray discs.

Optical discs use lasers to read and write data. The process of writing data to a disc is com-
monly called burning a disc. However, you can't burn just any disc. For example, CD-ROMs
and DVD-ROMs are read-only media. You can't overwrite the data on these discs. However,
you can burn data to R, RW, and RE discs.
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® R (Recordable). A recordable disc can have data written to it once. It is sometimes
referred to as write once read many (WORM) and is used for backups and archives.
It is possible to write the data in multiple sessions, but after an area is written on the
disc, it cannot be rewritten. The R applies to CDs (as in CD-R), DVDs (as in DVD-R), and
Blu-Ray discs (as in BD-R).

m RW (Rewritable). A rewritable disc can be rewritten many times. The RW applies to
CDs (as in CD-RW) and DVDs (as in DVD-RW).

= RE (Recordable Erasable). Blu-Ray discs use RE (as in BD-RE) to indicate that the disc
is rewritable.

NOTE +R, +RW, -R, AND -RW

CDs and DVDs come in + and — versions, such as DVD-R and DVD+R. These are competing
versions of discs, but most combo drives and burners will be able to read and write data
using both types of discs. However, if you plan on making a DVD that you want to play on
a DVD player, you might have problems—many players support only one disc type or the
other.

If you insert an optical disc that is not recognized by the drive, applications will often just
ignore it. For example, you might decide to copy a DVD disc from DVD drive 1 in your system
to DVD drive 2. If you put a CD disc instead of a DVD in drive 2, you won't receive an error
saying that you've installed a CD. Instead, you'll be prompted to insert a DVD.

Speeds

The speeds of optical disc drives are stated as multipliers using a base speed. The base speeds
are as follows:

m CD: 150 KBps
= DVD: 1.39 MBps
= Blu-Ray: 4.5 MBps

For example, you might see a DVD drive listed as 24x for R and 8x for RW. This indicates
that it can write to a recordable disc at a speed of 24 x 1.39 MBps and that it can write to a
rewritable disc at a speed of 8 x 1.39 MBps.

Installing Optical Drives

Here's some good news: if you understand how to install PATA and SATA drives, you know
how to install an optical drive. Optical drives come in both PATA and SATA versions, and you
install them the same way you install those drives.

If it's a PATA optical drive, you need to ensure that the master/slave jumpers are configured
correctly to recognize the drive. If it's a SATA drive, just plug the cables in and ensure that the
SATA port is enabled in BIOS. If it's a SATA optical drive, it uses a SATA power connector. Older
PATA drives use the standard PATA Molex power connector.
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The only other consideration is that older CD-ROM drives need an audio cable connected
from the drive to either the motherboard or the sound card. Figure 4-12 shows the back of an
IDE-based drive that includes audio connections. Newer drives can send the audio through
the IDE or SATA cable, so this extra cable is not needed.

T |

Audio out Jumpers 40-pin IDE Molex power

FIGURE 4-12 Connectors on back of optical drive.

Removing Discs Without Power

There might be a time when you need to remove a disc from a drive but don't have any
power. It could be that the drive has failed and won’t power up, or it could be you are dispos-
ing of an old computer and want to ensure that there isn't a disc left in the system. You can
open the drive with a paperclip.

All disc drives have a small pinhole in the front. Unbend a paperclip and poke it into the
hole to manually open the drive.

¥ Quick Check
1. How much data can you store on a single-layer Blu-Ray disc?

2. What does RE indicate with an optical disc?

Quick Check Answers
1. 25 GB.

2. Recordable Erasable.

Tape Drives

Tape drives are often used to back up large amounts of data. A tape drive can read and write
data by using reusable magnetic tapes, and the tapes are contained within tape cartridges.
Tape cartridges that hold 320 GB of data are widely available.

In many organizations, backups are scheduled to occur in the middle of the night. A tech-
nician ensures that a tape is in the drive before leaving. The next day, the technician checks

Tape Drives
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the backup for errors, stores the backup tape, and inserts another tape. If data is ever lost or
corrupted, it can be retrieved from these tapes. In larger organizations, tape libraries house
multiple tapes in holding slots, which are automatically inserted into drives as needed.

Two common tape cartridge types are as follows:

m Digital Linear Tape (DLT). These are self-contained tape cartridges that come in dif-
ferent capacities and qualities. DLT can transfer data as fast as 60 MB/s, and cartridges
as large as 800 GB are available.

m Linear Tape-Open (LTO). LTO is a newer, faster standard. The cartridges are about the
same size but can hold more data and transfer it faster. LTO-5, released in 2010, can
transfer data at 140 MB/s and can hold as much as 1.5 TB.

When using tapes, there is an initial cost and a recurring cost for new tapes as tapes wear
out. For example, imagine that an organization has a large database and wants to back it up
daily and retain backups for a year. A common backup strategy requires about 20 tapes to
hold different backups—daily, weekly, monthly, quarterly, annually, and for off-site storage.

Backup tape drives commonly use SCSI interfaces. Internal drives will use one of the Ultra
SCSI versions, and external SCSI drives often use SAS.

It's very rare for a regular user to use a tape drive for backups. It's often cheaper and easier
to back up data to an external hard drive or even to an optical disc.

Floppy Drives

For many years, floppy disks were the primary way many people copied files from one system
to another. USB flash drives have replaced them and made them all but obsolete. You might
not even see a system with a floppy disk drive (FDD) today, but they are specifically mentioned
in the objectives.

Older disks were 5.25 inches and were bendable, giving them their “floppy” name, but
the most recent version is 3.5 inches and not very floppy or bendable. In the original IBM PC
computers, users booted their system up with this disk. It was identified as the A drive. Dual
floppy disk systems had a second one, identified as the B drive.

NOTE A AND B DRIVE NAMES

Even though you might never see or a use a floppy, the letter names A and B are still
reserved for floppies. The first hard drive starts with the letter C.

Floppy drives can hold 1.44 MB of data. It's relatively easy to create a bootable floppy
disk, and for years, technicians kept bootable floppies that included software troubleshooting
tools. When a system failed, they booted the system to the floppy and ran tests from there.
Today it's more common to use a bootable CD or DVD or a bootable USB flash drive for this
purpose.
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Recovering Data

There was a time when 1.44 MB of data was considered a lot, and many users copied data
onto a floppy for long-term storage. The primary reason why a system might have a floppy
drive today is to recover this archived data.

Floppy Connections

Floppy disk drives are usually mounted inside the computer, with the slot for the floppy disk
accessible from the front panel. They have two primary connectors:

® Power. A 4-pin mini-Molex connector provides power. Chapter 1 shows a picture of a
common power supply including this connector.

m Data. The data cable is a 34-pin ribbon cable similar to the 40-pin ribbon cable used
with PATA drives. Connectors aren't always keyed, but the red stripe on the ribbon
cable should go to pin 1 on the motherboard and pin 1 on the floppy drive.

EXAM TIP

A common problem with floppy disk installations was connecting the ribbon cable back-
wards on one of the connectors. Typically, the floppy LED stays lit and drives aren’t recog-
nized. In some cases, data on the floppy is corrupted.

Many floppy drives have a jumper to identify the first and second drive (drive A and
drive B). It was common to leave them both set to drive A and use a ribbon cable with three
connectors and a twist before the last connector. You'd connect the last connector to drive A
and the middle connector to drive B. It's also possible to manipulate the BIOS to designate
which drive is which.

If you come across a floppy drive that isn't working, check the BIOS to see whether it's
disabled. They are rarely used in day-to-day work, so it could be disabled without anyone
noticing.

RAID

A redundant array of independent (or inexpensive) disks (RAID) uses multiple disks to provide
increased performance and fault tolerance. In general, fault tolerance refers to any system
that can suffer a fault but can still tolerate the error and continue to operate. With RAID, a
disk can fail but the system will continue to operate.

Fault tolerance is achieved by using extra disks in specific configurations. When extra
components are added for fault tolerance, they are commonly referred to as redundant
components.

Both software-based RAID and hardware-based RAID are available. In software-based
RAID, the operating system manages the RAID configuration. For example, in Windows-based
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systems, you can use dynamic disks and create software-based RAID arrays. One big benefit is
that it doesn't cost anything.

MORE INFO CHAPTER 16

Chapter 16 covers RAID configurations supported within Windows. Windows 7 uses
dynamic disks, which can be used to create RAID-0 and RAID-1 disk arrays.

Hardware-based RAID is supported on some motherboards, and you can also purchase
external hardware-based arrays. Hardware-based RAID arrays outperform software-based
arrays, so if you can afford it, it's a better option. The operating system views a hardware-
based array simply as another disk.

There are multiple types of RAID, but the exam focuses on only four: RAID-0, RAID-1,
RAID-5, and RAID-10.

RAID-0

RAID-0 uses two or more disks and is commonly called striping or a striped volume. It does
not provide fault tolerance. However, because the data is spread across multiple disks, the
system can read and write to the array more quickly than it can read or write to a single disk.

Imagine that you had a file named Study Notes and that it took exactly 100 milliseconds
(ms) to save it to a single disk. The majority of this time is taken by physical components in
the hard disk, so if you could save parts of the file to two disks at the same time, you could
cut the time almost in half, as shown in Figure 4-13. There is some overhead from other com-
ponents, such as the disk controller, so it's not exactly half. When it needs to read the file, the
array reads it from each disk at the same time, so reads are quicker, too.

Disk 1 in RAID | = I Disk 2 in RAID
51 ms 51 ms

Single disk
100 ms

Study notes

FIGURE 4-13 Comparing a single disk with RAID-0.

What if one of the disks fails? The system can't interpret half-files, so all the data is lost. At
this point, you'd better hope you have a backup.

You can use more disks in a RAID-0 configuration for better read and write performance.
For example, if you have four drives, it takes about 25 percent of the time for a read or write
compared to a single disk. However, each additional disk adds risk. For example, if you have
four disks in a RAID-0, you're four times more likely to experience a failure, and if one drive
fails, all the data is lost.

Comparing Storage Devices



RAID-1

RAID-1 uses two disks only and is commonly called mirroring or a mirrored volume. Everything
that is written to one physical disk in the RAID-1 is also written to the second disk. The biggest
benefit is fault tolerance. If one drive fails, you still have a copy of the data on the second drive.

Figure 4-14 compares this to a single disk. Because you're writing the entire file to a single
disk, you don’t get any write performance gains. However, many RAID-1 controllers recognize
that the other disk has the same file and can read from both disks simultaneously. Therefore,
RAID-1 often provides increased read performance.

1
1
|
|
1
|
|
|
|
|

a

1

1 [ RAID-1 1

— [ [ I — 1
= '|= L = — !
— | = ) = — !
— L Single disk L Disk1 in RAID — Disk2 in RAID ;

1 ingledisk | isk1 in isk2 in |

Study notes 1 write 100 ms 1 1 write 100 ms write 100 ms 1

FIGURE 4-14 Comparing a single disk with RAID-1.

The primary drawback of a RAID-1 is that you have less usable disk space. If you create it
with two 500 GB disks, you have only 500 GB of usable disk space.

Some RAID-1 configurations can automatically switch over to the other disk if one disk
fails. You'll see some type of error or notification, but the system will continue to run.

In other RAID-1 configurations, you might have to manually intervene. For example, if
Disk 1 from Figure 4-14 failed, you might have to reconfigure the system to use Disk 2 in
place of Disk 1. If the RAID-1 is being used as the boot disk, you might have to reconfigure a
system file to boot from Disk 2. Or, you might need to reconfigure the drives so that Disk 2 is
recognized as Disk 1.

NOTE DUPLEXING

As an additional measure, some RAID-1 configurations include an additional disk control-
ler. Each drive uses a dedicated controller. This is called duplexing, or RAID-1 duplexing,
and ensures that the system continues to operate even if one controller fails.

RAID-5

RAID-5 uses at least three disks and is commonly called striping with parity. It uses the equiva-
lent of one drive as parity to provide fault tolerance. Chapter 3, "Understanding RAM and
CPUs,” describes parity as a method of error detection used with memory. RAID-5 uses it as a
method of fault tolerance.

As an example of how parity works with RAID-5, consider Table 46. It includes the decimal
numbers 0 through 3. Each of these numbers can be represented with two binary bits. For
example, the decimal number 1 is represented as 01 and the decimal number 2 is 10.
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TABLE 4-6 Calculating Odd Parity with RAID-5

Data Bit 1 Data Bit 0 Number of 1's Odd
Decimal Number 21 (2) 20 (1) in Bits Parity
Zero (0) 0 0 Zero 1
One (1) 0 1 One 0
Two (2) 1 0 One 0
Three (3) 1 1 Two 1

On a RAID-5, a group of data bits are combined with parity in a stripe. For example the
row for three includes three bits in the stripe: 1 and 1 for the data and 1 for parity.

The parity bit is set to a 0 or a 1 to ensure that the stripe has an odd number of 1 bits. For
example, three is represented as 11. The system calculates the number of 1 bits in 11 as two.
The number two is even, so the parity bit is set to 1 so that the total number of 1 bits in the
stripe is three (an odd number). Similarly, two is represented as 10, which is one 1 bit. One is
odd, so the parity bit for the stripe is set to 0.

In a RAID-5, you will always have at least three drives, and the equivalent of one drive is
used for parity. When a RAID-5 array writes data to a drive, it calculates the parity bit and

writes it along with the data.

For example, Table 4-7 shows how you can think of these two data bits and the parity bit
as three drives. In the table, Drive 2 has failed and the data isn't available. However, if you can
count the number of 1 bits in a stripe and identify even numbers from odd numbers, you can
tell what the bits in Drive 2 should be.

TABLE 4-7 Calculating Odd Parity with RAID-5

Drive 1 Drive 2

Data Bit 1 Data Bit 0 Drive 3
[21 (2)] [20 (1)] 0Odd Parity
0 Fail 1

0 Fail 0

1 Fail 0

1 Fail 1

The last stripe is in bold. You can see that it has two 1s, which is an even number. The miss-
ing bit in Drive 2 must be a 1 to give the stripe an odd number of 1s. Can you fill in the bits
for Drive 2 without looking back at Table 4-6?

When a drive fails in a RAID-5, the array can calculate the missing bit on the fly. That is, an
entire drive can fail and the array will continue to work. It will be slower, but it will still work.
However, if two drives fail, it can no longer operate.
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RAID-5 doesn't write data one bit at a time. Instead, it writes the data and parity in 64-KB
stripes. Also, even though it uses the equivalent of one drive for parity, parity is not contained
on just one drive. A RAID-5 alternates which drive is holding the parity bits in different stripes,
as shown in Figure 4-15.

N N Y
I \ / - \ / - \ / R
Data Data Parity Stripe
Data Parity Data Stripe
Parity Data Data Stripe

FIGURE 4-15 Raid-5 array with three drives.

A RAID-5 array can have more drives, such as five or six, but it still devotes the equivalent
of one drive for parity. If it had a total of five drives, four drives would be for data and one
drive would be for parity.

RAID 10

RAID-10 is a combination RAID-1 (mirror) and RAID-O0 (striped). It's often referred to as a
stripe of mirrors and includes at least four disks. It's the best of the four RAID options but is
more expensive. RAID-10 is often used on servers with databases.

Figure 4-16 shows an example of how this is configured. Disks 1 and 2 are a RAID-1 (mir-
ror), and they each hold a copy of the same data. Disks 3 and 4 create another RAID-1, and
they each hold a copy of the same data. Combined Array A and Array B are configured as a
RAID-O (stripe).

| RAID-0 |
1 1 1 1
1| = e ! ! !
“eTe | _ @ _
1 1 1 — — 1
1 Disk 1 Disk 2 1 1 Disk 3 |;, Disk 4 !
1 1 1 1
1 RAID-1 (Array A) 1 1 RAID-1 (Array B) 1

FIGURE 4-16 Raid-10 array.

NOTE ADDITIONAL MIRRORS POSSIBLE

You can create a RAID-0 array with more than just two disks. Similarly, you can create a
RAID-10 with more than just two mirrors. A RAID-10 will always have an even number
of disks.
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Disks in the mirror labeled Array A hold half the data, and disks in the array labeled Array B
hold the other half of the data. This is similar to how a two-disk RAID-0 would hold half the
data on each of two disks. The RAID-10 has superior read and write performance, similar to a
RAID-0, and also has fault tolerance similar to a RAID1.

Additionally, a RAID-10 can survive the failure of multiple drives. For example, if Disk 1 in
Array A fails and Disk 3 in Array B fails, it can still operate because the data can be retrieved
from Disks 2 and 4. However, if two disks in the same mirror fail (such as both Disk 1 and
Disk 2), it's time to look for your backups.

RAID and Backups

An important point you should understand about RAID is that it is not a replacement for
backups. RAID provides fault tolerance, and backups ensure that you can restore data if the
original data is lost.

For example, consider a system with a RAID-5. If one of the drives fails, the RAID-5 pro-
vides fault tolerance allowing the system to continue to operate. What if the system suffers
a catastrophic failure from a power spike or fire, or what if it is stolen? Without a backup, the
data is lost forever.

Calculating Usable Storage Space in RAID

In some versions of RAID, some of the space is used for redundancy, so it isn't available for
data. For example, if you have two 1-TB drives used in a mirror, you can store only 1 TB of
data. The mirror holds a complete copy, so even though you have 2 TB of drive space, only 1
TB of drive space is available for data.

You should be able to identify how much usable drive space you have with different RAID
configurations. Table 4-8 shows some examples of how much usable disk space you'll have if
each disk is 500 GB in size.

TABLE 4-8 Calculating Storage Space

RAID Number of Disks Usable Disk Space

RAID-0 Two 178

RAID-0 Three 1.5TB

RAID-1 Two 500 GB (500 GB is mirrored)
RAID-5 Three 1 TB (500 GB is used for parity)
RAID-5 Five 2 TB (500 GB is used for parity)
RAID-10 Four 1 TB (1 TB is mirrored)
RAID-10 Six 1.5 TB (1.5 TB is mirrored)
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RAID Summary

Table 4-9 compares key points for each of the RAID configurations. The Read/Write Benefits
column compares the benefits of reading and writing data to the array instead of to a single
disk drive.

TABLE 4-9 RAID Array Summary

Fault Read/Write Min #

RAID Tolerance Benefits of Disks Comments

RAID-0 No Improved Read/ 2 Use for performance only
Write

RAID-1 Yes Improved Read 2 Duplexing adds a second controller

RAID-5 Yes Improved Read/ 3 Writes are slower than RAID-0 due
Write to parity calculations

RAID-10 Yes Improved Read/ 4 Best and most expensive
Write

( Quick Check

1. Name three RAID configurations that provide fault tolerance.

2. How many disks are used in RAID-5?

Quick Check Answers
1. RAID-1, RAID-5, and RAID-10.

2. Three or more.

Common Symptoms

Some of the common problem symptoms of hard disk drives and RAID arrays are described in

the following sections. The only hardware tool you'll need when working on hard drives is a

screwdri

ver.

Loud Clicking Noise

This is never a good noise to hear from a hard drive. It indicates that as the platter is spin-

ning, it's hitting something it shouldn’t. The heads are riding on an extremely thin pocket of
air, and if they are jarred just the slightest bit, they can crash onto the spinning platter. This is

why, when hard drives fail, technicians often refer to it as a hard drive crash.

Common Symptoms
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If you hear a clicking noise coming from a hard drive, back up the data as quickly as pos-
sible and replace it. It's just a matter of time before it fails.

REAL WORLD AS A LAST RESORT, TRY THE FREEZER TRICK

| once had a drive that started giving some random errors and then started making all
sorts of clicks that you just don’t want to hear out of a hard drive. | powered it down to
let it rest and then came back the next day to back up the data. The symptoms returned
almost immediately. | needed to try something different.

| powered down the system, removed the hard drive, sealed it in a plastic bag, and stored
it in a freezer overnight. It's an old trick I'd heard about but never tried before. | put it back
into the system the next day and powered it up. Thankfully, it worked long enough for me
to get my data back. Cold causes objects to contract, and while the drive was cool, it was
running without problems. As soon as it started heating up, the problems returned, but

by then | had my data. You don't want to try the freezer technique as the first step, but it
might be useful as a last-ditch effort.

Read/Write Failure

When clusters on a hard drive fail, a hard drive is unable to read or write data to the cluster.
Whenever you see errors related to hard disk reads and writes, it's safe to assume that there
are problems with clusters on the drive. These are relatively easy to overcome on Windows-
based systems, using simple tools such as chkdsk and Check Disk. Both of these tools are
presented in Chapter 16.

EXAM TIP

Chapter 16 also covers formatting a disk. You usually have the option of doing a full format
or a quick format. A full format checks disk clusters and marks faulty clusters as bad so that
they won't be used. A quick format does not check the clusters. It's always a good idea to
do a full format when putting a new disk into service.

Slow Performance

The most common reason for a hard drive’s performance to slow down is fragmentation.
Ideally, files are written in contiguous clusters, but as the drive is heavily used or fills up, there
aren't as many contiguous clusters available. Instead, a file is divided into multiple fragments
on clusters scattered throughout the disk.

When too many files are fragmented, the drive appears slower because it's having to work
harder and harder to retrieve all the file fragments. Again, the solution is simple if you know
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what tools to use. Chapter 16 covers the defrag and Disk Defragmenter tools that can check a
disk for excessive fragmentation and that can defragment drives when they need it.

NOTE DISK THRASHING

Disk thrashing indicates that the hard drive is constantly working. You can often hear the
constant movement of the actuator arm and see that the disk LED is constantly blinking.
This is often an indication that the disk is fragmented. Alternatively, it might indicate that
the system doesn’t have enough memory, but you should check for fragmentation first.

Failure to Boot or Operating System Not Found

If the system won't boot at all or gives an error indicating that it cant find the operating sys-
tem, it could be that the bootable drive failed. If so, you'll need to replace it and rebuild the
system. However, you should check the basics first.

The most common reason is that the system is trying to boot to a device that does not
have a bootable operating system. If the system has floppy or optical drives, remove any
disks/discs and then try to reboot. You might also need to check the BIOS to ensure that the
system is configured to boot from the hard drive.

If you see this problem after a system was recently worked on or a drive was replaced,
double-check the cabling and jumpers. It's very likely you'll find the problem.

If the system is using a RAID-1 and the first drive in the array fails, you might need to
reconfigure the system to use the second drive. Some RAIDs will automatically boot to the
alternate drive, but occasionally you'll need to manually reconfigure the disks. For example,
you might need to swap the wiring or jumpers for the two disks in the array so that the good
drive is recognized as the first drive.

RAID Not Found

Hardware RAID systems often come as external RAID enclosures, and when you first hook
them up to a system, they might not be recognized. The most common reason is that the
operating system doesn’'t have the drivers needed to use it.

In this case, the solution is simple. Locate the drivers and install them. For new RAID sys-
tems, the manufacturer will include drivers. Follow the instructions that came with the device
to install them. If it's not a new system, you can usually download the correct drivers from the
manufacturer’s website.

MORE INFO CHAPTER 15, “"CONFIGURING WINDOWS OPERATING SYSTEMS"”

Chapter 15 covers device drivers in more depth, including the use of tools such as Device
Manager to install new drivers.

Common Symptoms
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RAID Stops Working

If a RAID-0 has a failure in any single drive, it will stop working completely. You'll need to
replace the drive, rebuild the array, and restore the data from a backup.

However, other RAID arrays have built-in redundancy, so you usually won't see this
symptom unless more than one drive fails. For example, if you have a RAID-5 array with five
disks and two disks fail, the RAID-5 will stop working completely. In this case, the solution is
the same as with a RAID-0. Replace the drives, rebuild the array, and restore the data from a
backup.

This brings up an important point. When you see errors starting to appear in a RAID array,
fix them immediately. A technician who sees a failed drive in a RAID-5 array might say, “Ill fix
that tomorrow.” However, if a second drive fails, it's too late.

BSOD

It isn"t common to have a stop error or blue screen of death (BSOD) from a hard drive or RAID
problem. If it occurs, the most common reason is because the operating system doesn’t have
the correct driver for the drive. The most common solution is to boot into Safe Mode and
install the correct driver.

MORE INFO CHAPTER 17, “TROUBLESHOOTING WINDOWS OPERATING SYSTEMS"”

Chapter 17 covers Safe Mode, including how to access it and the tools that are available.

( Quick Check
1. What tool can you use if a drive gives read/write failure errors?

2. What tool can you use to check a disk if it is slow?

Quick Check Answers
1. Check Disk or chkdsk.

2. Disk Defragmenter or defrag.
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Chapter Summary

m Hard disk drives include platters, read/write heads, and actuator arms. Data is written
onto ferromagnetic material on the platters. Platters spin at rates such as 5400, 7200,
10,000, and 15,000 revolutions per minute (rpm).

m |DE (or PATA) interfaces are being replaced by SATA interfaces. Most motherboards
include two IDE connectors, and each connector supports two drives. You need to
configure jumpers, selecting master, slave, or cable select.

m PATA drives use 80-wire, 40-pin ribbon cables for data. 4-pin Molex power connectors
provide 5V and 12 V. ATA-7 (UDMA/133) can transfer data at a rate of 133 MBps.

m  Motherboards have a single connector for each SATA drive. SATA connectors have a
distinctive L shape. Data cables include seven wires. Power cables have five wires, pro-
viding 3.3V, 5V, and 12V, but the power connector has 15 pins.

m SATA speeds are as follows: SATA 1.5G 150 MBps (1.5 Gbit/s), SATA 3G 300 MBps (3
Gbit/s), and SATA 6G 600 MBps (6 Gbit/s).

m SATA data connectors use a 7-pin L-shaped connector, and power connectors use a
15-pin L-shaped connector.

m External drives can be connected to a computer with USB, FireWire, and eSATA con-
nections. Many eSATA connectors on laptops use combo eSATA and USB ports.

m Some common SCSI speeds are as follows: Ultra-160 160 MBps (1.28 Gbit/s), Ultra-320
320 MBps (2.56 Gbit/s), and Ultra-640 640 MBps (5.12 Gbit/s). SCSI devices use 25-pin,
50-pin, 68-pin, or 80-pin ribbon cables.

m A ssingle SCSI controller supports as many as 15 devices identified with a device ID. The
controller is normally assigned ID 7, which has the highest priority.

m SSDs have no moving parts but instead are nonvolatile RAM used as a drive. They are
much quicker than hard disk drives but also more expensive.

m Digital cameras and recorders use a similar type of portable memory. Common brands
are CompactFlash, Secure Digital, mini-SD, and micro-SD.

m Optical disk capacities are as follows: CD 700 MB, mini-CD 194 MB, DVD 4.7 GB, dual-
layer DVD 8.5 GB, single-layer Blu-Ray 25 GB, and dual-layer Blu-Ray 50 GB.

m Optical discs designated with R are recordable, indicating data can be written to them
once. RW indicates rewritable, and data can be written to the disc many times. Blu-Ray
RE discs are recordable and erasable.

m Combo drives can read and write data to multiple types of optical discs, including CDs,
DVDs, and Blu-Ray discs.

m Tape drives can be used for backups but are rarely used on desktop computers. Floppy
drives support 3.5-inch 1.44-MB drives but are rarely included with computers today.
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m  RAID configurations provide different benefits by combining multiple disks. RAID-0
does not provide fault tolerance, but RAID-1, RAID-5, and RAID-10 do provide fault
tolerance.

m Hardware RAID is more efficient than software RAID. Ensure that you have the correct
drivers for a hardware RAID enclosure.

m Clicking noises from a hard drive indicate a hard drive crash. Back up data as soon as
possible.

m  Use tools such as chkdsk, Check Disk, defrag, and Disk Defragmenter to maintain
drives.

Chapter Review

Use the following questions to test your knowledge of the information in this chapter. The
answers to these questions, and the explanations of why each answer choice is correct or
incorrect, are located in the "Answers” section at the end of this chapter.

1. You are adding an internal SATA drive to an existing system. How many drives can you
connect to a SATA connector?

A. One
B. Two
C. Three
D. Four
2. What type of data connector is used for a SATA 3G drive?
A. 40-pin, 40-wire ribbon cable
B. 40-pin, 80-wire ribbon cable
C. 7 pins with an L-shaped connector
D. 15 pins with an L-shaped connector
3. Which of the following is not a valid external connector for a hard drive?
A. USB
B. FireWire
C. eSATA
D. 1934b
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4. How much data can you store on a DL DVD disc?
A. 700 MB
B. 47GB
C. 85GB
D. 171GB

5. What is the minimum number of drives in a RAID-1?
A. One
B. Two
C. Three
D. Four
6. You hear a hard drive making loud clicking noises. What does this indicate?
A. Failing hard drive
B. Normal operation
C. Disk thrashing

D. Bad clusters
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Answers

1. Correct Answer: A
A. Correct: SATA connectors support only one drive.
B. Incorrect: IDE connectors support two drives.
C. Incorrect: None of the interfaces support three drives.

D. Incorrect: A single motherboard includes two IDE drives and can support four
SATA drives.

2. Correct Answer: C
A. Incorrect: Older PATA drives use 40-pin, 40-wire cables.
B. Incorrect: Newer PATA drives use 40-pin, 80-wire cables.
C. Correct: SATA data connectors use a 7-pin L-shaped connector.

D. Incorrect: SATA power uses a 15-pin L-shaped connector.

3. Correct Answer: D
A. Incorrect: USB connectors can be used to connect drives.
B. Incorrect: FireWire connectors can be used to connect drives.
C. Incorrect: Hard disk drives can be connected with eSATA.

D. Correct: 1394a and 1394B are FireWire 400 and FireWire 800, but an external con-
nector named 1934b doesn't exist.

4. Correct Answer: C
A. Incorrect: A standard CD holds 700 MB.
B. Incorrect: A single-layer DVD holds 4.7 GB.
C. Correct: A dual-layer DVD holds 8.5 GB.
D. Incorrect: A dual-layer double-sided DVD holds 17.1 GB.

5. Correct Answer: B
A. Incorrect: None of the RAID configurations use one drive.
B. Correct: RAID-1 (mirror) uses only two drives.
C. Incorrect: RAID-5 requires a minimum of three drives.

D. Incorrect: RAID-10 requires a minimum of four drives.
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6. Correct Answer: A
A. Correct: This indicates a failing hard disk drive.
B. Incorrect: Clicking noises from a hard disk drive are not normal.

C. Incorrect: Disk thrashing is when you can hear the actuator busily working and see
the LED constantly blinking.

D. Incorrect: Bad clusters will give read and write errors.
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Exploring Peripherals and
Expansion Cards

| n this chapter, you'll learn about different components that you can add to a computer
and how you can do so. The most common way of connecting external devices is with
Universal Serial Bus (USB) connections, but there are other methods such as FireWire, and a
variety of miscellaneous connections are available at the rear of a computer. In addition to
using available connections to add components, you can add expansion cards to give your
computer additional capabilities.

Exam 220-801 objectives in this chapter:

m 1.4 Install and configure expansion cards.
= Sound cards
= Video cards
= Network cards
m Serial and parallel cards
m USB cards
= FireWire cards
m Storage cards
® Modem cards
m Wireless/cellular cards
m TV tuner cards
m Video capture cards
= Riser cards

m 1.7 Compare and contrast various connection interfaces and explain their purpose.
m Physical connections

m USB 1.1vs.2.0vs. 3.0 speed and distance characteristics
= Connector types: A, B, mini, micro

m FireWire 400 vs. FireWire 800 speed and distance characteristics
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Other connector types
m Serial
m Parallel
= Audio

m 1.11 Identify connector types and associated cables.

m Display connector types

miniDIN-6

m Device connectors and pin arrangements

UsB
IEEE1394
PS/2
Parallel
Serial
Audio

m Device cable types

USB
|IEEE1394
Parallel

Serial

m 1.12 Install and configure various peripheral devices.

m Input devices

Mouse

Keyboard
Scanner

Barcode reader
KVM
Microphone
Biometric devices
Game pads
Joysticks
Digitizer

® Multimedia devices

Digital cameras
Microphone

Webcam
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m Camcorder
m MIDI enabled devices
m Output devices

m Speakers

Peripherals and Device Drivers

A peripheral is any device that you connect to a computer. This term includes critical compo-
nents such as keyboards, mice, and display monitors. It also includes additional components
such as speakers, scanners, printers, external hard drives, and flash drives.

Chapter 2, "Understanding Motherboards and BIOS,” describes how the Basic Input/
Output System (BIOS) is used when a computer is first turned on. The processor runs this
program to access basic hardware such as the keyboard, display, and hard drives. It locates an
operating system (such as Windows) on a disk drive and loads it. The operating system then
loads additional software, including device drivers, used to access other peripheral devices.

Device Drivers
When manufacturers create hardware devices, they also create a device driver for different
operating systems. The device drivers give the operating system the information it needs to
communicate with the device. Without the correct device driver, the device doesn't work.
Windows and other operating systems include many drivers, so you can often just connect
a device and it'll work. Windows does some work behind the scenes that isn't apparent. When
you insert a device, Windows recognizes it, looks for a suitable driver, and associates it with
the device. In most cases, this happens automatically without requiring you to do anything
else.
However, sometimes Windows doesn’t have the driver for the device. In these cases, you
need to install it.

MORE INFO CHAPTER 15, “"CONFIGURING WINDOWS OPERATING SYSTEMS"”

When you need to manipulate device drivers manually, you use Device Manager in
Windows-based systems. Device Manager is discussed in Chapter 15.

Install Device Drivers before Installing Device

New devices often include a CD with a device installation program. You insert the CD and fol-
low the directions to install the drivers. In some cases, the instructions are very specific about
installing the drivers before installing the device.

Peripherals and Device Drivers
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The following situation doesn’t occur often, but when it does, it can take a lot of time to
resolve. Specifically, it is possible for Windows to misidentify a device and install a similar
but incompatible driver. The device might work partially or not at all. If you try to install the
correct driver with the installation CD later, Windows might continue to use the first driver it
installed.

When manufacturers are aware of this problem, they provide clear instructions to install
the driver first. If you see a note saying to install the driver first, it's best to do so.

Plug and Play

Windows includes a great feature called Plug and Play (PnP) that automates the installa-
tion and configuration of many device drivers. Many people recognize that it is automati-
cally installing the correct driver, but they're unaware that it is also configuring resources for
the driver. Two important resources that are automatically assigned are a specific range of
memory addresses used by the device and an interrupt request (IRQ) number.

When devices want to get the attention of the CPU, they raise an IRQ, just as you might
raise your hand to get someone’s attention. The CPU identifies the device based on the IRQ
number and answers the request by addressing the device with the memory address.

Years ago, in addition to finding and installing the correct driver, you also had to config-
ure the memory and IRQ settings manually, which could be quite tedious. I'm happy to say
that | haven't had to configure these settings manually with Windows XP, Windows Vista, or
Windows 7.

REAL WORLD FOLLOWING THE DIRECTIONS AVOIDS PROBLEMS

I know it's tempting to install first and follow directions later—I've been guilty of it a few
times in the past. Manufacturers know this too and will often use special, highly visible
labels saying something like, “Install software before attaching device.”

I remember helping a friend with a new digital camera he had purchased. The directions
clearly said to install the drivers first, but like a kid at Christmas, he just ripped the packag-
ing open and plugged it in after taking some pictures. Unfortunately, the operating system
didn’t recognize it, so he went back to the directions to install the correct driver, but the
operating system still used the original.

We had to go through several steps to get it working. We went into Device Manager

to uninstall the driver, shut the system down, and disconnected the camera. We then
rebooted and went through the process of installing the software provided with the drive.
When we reconnected it, it worked.

While this ended up being a success story, it was avoidable. If the directions say to install
the driver first, it's best to do so. If you're not sure, installing the driver first is always safe.
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USB

The most common method of connecting peripherals to a computer is by using Universal
Serial Bus (USB), and a popular USB device is a USB flash drive (also called a USB thumb drive).
Figure 5-1 shows a picture of a 16-GB flash drive that you can use to store all your A+ notes
plus several thousand songs, pictures, and other files.

NOTE FLASH MEMORY

The memory used in USB flash drives is flash memory. This is the same type of memory
commonly used to store the BIOS program on a motherboard. It is nonvolatile, meaning
that it retains data without power and it is hot-swappable.

FIGURE 5-1 USB flash drive.
You've probably seen USB flash drives before, so I'm betting this is familiar to you.
However, as an A+ technician, you should be aware of some important details about USB.

Table 5-1 outlines some details about the three versions of USB.

TABLE 5-1 USB Versions

Version Common Name Speed

uUsB 1.1 Low Speed 1.5 Mbps (low speed) or
Full Speed 12 Mbps (full speed)

USB 2.0 High Speed 480 Mbps (60 MBps)

USB 3.0 Super Speed 5 Gbps (625 MBps)

Most computers support USB 1.1 and USB 2.0, but USB 3.0 is relatively new and not as
common.

EXAM TIP

Know the speeds of each of the USB versions when preparing for the exam.

USB
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USB 1.1 and 2.0 Connections

The most common USB port is the Standard Type A port. You find at least one Standard
Type A port on almost every PC and laptop computer, and many devices also use the
Standard Type A port. Other connection types are the Standard Type B, Mini-B, Micro-A, and
Micro-B connections.

NOTE PORTS VS. CONNECTORS

In general, a port is the connection on a device and a connector is the connection on a
cable that plugs into a port. For example, when you connect an external USB hard disk
drive, you use a cable with two connectors. One connector plugs into the port on the
computer, and the other connector plugs into the port on the external USB hard disk drive.
However, don't be surprised if you see these terms interchanged.

Figure 5-2 shows a picture of the three most common USB connectors (Standard Type A,
Standard Type B, and Micro-B) along with a diagram of all the connectors.

m— ) R

Standard Standard Mini-B Micro-A  Micro-B
Type A Type B

FIGURE 5-2 Common USB connectors.

Some larger devices, such as printers and video recorders, use the Standard Type B port.
One end of the cable is a Standard Type A connector that plugs into the computer, and the
other end of the cable is a Standard Type B connector that plugs into the device. Smaller
devices, such as smartphones, digital cameras, and global positioning system (GPS) devices,
need smaller connections and use the mini and micro connections. The Mini-A connector is
no longer used.

Both the Standard Type A and the Standard Type B connectors have four pins and provide
5-V power to the device via pin 1. Each of the mini and micro connectors has five pins and
also provides 5-V power to the device on pin 1. The extra pin is used to distinguish the host
from the device.

USB 3.0 Connections

While USB 1.1 and 2.0 connectors are identical, USB 3.0 connectors have some significant
differences. Despite these differences, USB 3.0 ports still accept connections from older USB
devices.
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Table 5-2 shows the wiring of the Standard A and B connectors for each of the versions.
They are physically the same size, but USB 3.0 ports and connectors are blue to make them
easily distinguishable.

TABLE 5-2 USB Standard A and Standard B wiring

Pin 1l.1and2.0Aand B USB 3.0 Standard A USB 3.0 Standard B
1 VBUS (5 V) VBUS (5V) VBUS (5 V)

2 Data - Data - Data -

3 Data + Data + Data +

4 Ground Ground Ground

5 N/A Receive - Transmit +

6 N/A Receive + Transmit -

7 N/A Ground Ground

8 N/A Transmit + Receive -

9 N/A Transmit - Receive +

USB 3.0 includes two additional sets of pins used to send and receive data at the same
time. The A port sends data on pins 8 and 9 and receives data on pins 5 and 6. The device
using the B port sends data on pins 5 and 6 and receives data on pins 8 and 9. Only newer
USB 3.0 devices take advantage of the new pins. Older devices don't have the pins, so they
simply aren’t used.

The table also shows that pins 1 through 4 are identical for each version. You can plug any
USB device into any of these ports and it will work, but you only can get 3.0 speeds when you
plug a USB 3.0 device into a 3.0 port. Possible combinations include the following:

= USB 1.1 or 2.0 device in USB 3.0 port. This will work at the device's speed. For

example, a 2.0 device will run at 480 Mbps.

m USB 3.0 device in USB 2.0 port. This will work at the USB 2.0 speed of 480 Mbps.

m USB 3.0 device in USB 3.0 port. This is the only combination that allows the full
5-Gbps speed.

In addition to the USB Standard A and Standard B connectors, USB 3.0 also has a USB

Micro-B connection. It includes the exact same connector as the USB 2.0 Micro-B connection
and adds an extension with five more pins, as shown in Figure 5-3.

T

USB 2.0 Micro-B USB 3.0 Micro-B

FIGURE 5-3 USB Micro-B connectors.

USB
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Q EXAM TIP
Y/

USB 3.0 ports and connectors are blue and are backward-compatible. You can plug older
USB devices into a USB 3.0 port, and they will work normally. You can also plug USB 3.0 de-
vices into older USB Standard Type A and B ports and they will work, but at USB 2.0 speeds.

USB Controller

Computers have one or more USB controllers used to control USB devices, and the controller is
a part of the chipset on the motherboard. Each version of USB supports a total of 128 devices,
including the controller. Therefore, the USB controller can support as many as 127 devices.

It's common for a desktop computer to have USB ports available at the front and in the
back. These ports can be controlled by the same controller or, in some cases, by separate
controllers.

The ports provide power to the devices that need it, but it's important to realize that there
is a limited amount of power shared by the ports. If you plug in too many devices, one or
more of the devices will stop working. For example, if you plug a camcorder (video recorder)
into a USB port, your keyboard or mouse might stop working. This is rarely a problem, unless
you plug in a device that draws a lot of power, such as a camcorder.

There are two solutions to this problem. The first is to provide power to the device with its
own power cord. You can also connect an externally powered USB hub (like the one shown in
Figure 5-4) to the computer. It plugs into a USB port and provides additional powered ports
to external devices without drawing power from the computer.

FIGURE 5-4 USB hub.

In addition to sharing power, each of the devices connected to a controller shares the
same bandwidth. For example, if you have a USB 2.0 controller with five USB devices con-
nected, each device does not have 480 Mbps of bandwidth available. Instead, the devices
share the 480 Mbps bandwidth.
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USB Cable Lengths

When connecting devices by using a USB cable, the cable can be as long as 5 meters (about
16 feet). This is useful for devices such as printers. It's very rare to find a device with a 5-meter
USB cable, but USB extension cords are available. The maximum recommended cable length
for USB 3.0 is 3 meters (almost 10 feet).

EXAM TIP

Know the maximum cable lengths when preparing for the exam.

Dirty Bit

USB devices are hot-swappable, meaning that you can insert and remove them without
powering a system down. However, you shouldn’t remove a USB device if it has an open
file. When you open and modify a file in Windows, a bit is set indicating that the disk has an
unsaved file. This bit is commonly called a dirty bit. When all the files have been saved, the
dirty bit is cleared.

If you insert a flash drive that has the dirty bit set, you'll see a message similar to this: “Do
you want to scan and fix Removable Disk? There might be a problem with some files on this
device or disc. This can happen if you remove the device or disc before all files have been
written to it.” If you choose to scan and fix it, the system will run a program called chkdsk on
the drive and resolve the problem.

MORE INFO CHAPTER 16, “UNDERSTANDING DISKS AND FILE SYSTEMS”

Chkdsk can also be used to manually check disks for problems and repair them. Chapter 16
explores chkdsk in more depth.

You can avoid this completely by ensuring that all files are closed before removing a
flash drive. Additionally, ensure that the computer is not writing to the flash drive before
you remove it. If you remove a drive while a file is being modified, the system might corrupt
the file.

¥ Quick Check
1. How many devices are supported by a USB hub?

2. What is the speed of USB 3.0?

Quick Check Answers
1. 127.
2. 5 Gbps.

USB
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FireWire

FireWire was originally created by Apple and later standardized as IEEE 1394. It is a high-
speed serial bus similar to USB and is often used for audio and video editing. It can transfer
data between a computer and digital video cameras or external hard drives at the high
speeds needed for effective editing.

When it was updated, versions became known as FireWire 400, or /EEE 1394a, and FireWire
800, or JEEE 1394b. In addition to being used as a high-speed serial bus with a computer,
FireWire 800 can also be used to network computers together with common Category 5e
twisted-pair cable, although this isn't common. Table 5-3 compares the two versions.

TABLE 5-3 FireWire Versions

Version IEEE Name Speed Max Cable Length
FireWire 400 1394a 400 Mbps 4.5 meters (about 15 feet)
FireWire 800 1394b 800 Mbps 100 meters (about 330 feet)

NOTE |.LINK AND LYNX

FireWire is also called i.LINK by Sony, and Lynx by Texas Instruments.

FireWire Cables and Connections

When connecting FireWire 400 devices, the cable can be as long as 4.5 meters (about 15 feet).
It's common to daisy-chain FireWire devices by plugging devices into each other. This way, a
single FireWire port supports multiple devices, so FireWire can support as many as 63 devices.

You can use FireWire hubs to connect multiple FireWire devices. They work the same way
as USB hubs, where you plug the hub into a FireWire port and the hub has multiple FireWire
ports. You can also daisy-chain FireWire devices by connecting them to each other. You can
have as many as 16 cables for a maximum cable length from the FireWire 400 port of 72
meters (about 236 feet).

There are three types of FireWire connections:

m 4-pin. This port does not provide power. It's found on smaller devices that don't need
power and on laptop computers, instead of the full-size 6-pin port.

®m 6-pin alpha connector. This port includes pins for data and power. It is the port that
is most closely associated with FireWire.

m 9-pin beta connector. This port includes the same connections as a 6-pin port but
adds pins for a grounded shield. The shield prevents interference from nearby devices
or cables and is required for FireWire 800.
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Figure 5-5 shows the 4-pin and 6-pin FireWire 400 connectors. It also includes a diagram
of all three connections, including the less common FireWire 800 9-pin connection.

4-pin 6-pin 9-pin
FIGURE 5-5 FireWire connectors (4-pin and 6-pin, with added diagram of 9-pin).

EXAM TIP

Know the speeds of each FireWire type and the details of each connection. The 4-pin
port does not provide power, but the 6-pin port does. The 9-pin port is required for
FireWire 800.

FireWire $1600 and S3200

IEEE 1394b also included specifications for S1600 and S3200, although devices aren't as read-
ily available for them. S1600 supports speeds up to 1.6 Gbps, and S3200 supports speeds up
to 3.2 Gbps. These devices use the 9-pin beta connection.

FireWire S1600 and S3200 devices have been slow to appear for desktops. However, as
more USB 3.0 devices with 5 Gbps speeds come to market, it's very likely that you'll see
FireWire devices using these faster speeds.

( Quick Check

1. How many devices are supported by FireWire?

2. What is the speed of IEEE 1394b?

Quick Check Answers
1. 63.
2. 800 Mbps.

FireWire
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Miscellaneous Connections

Although they are rarely used with typical computers today, some older connections are
specifically mentioned in the A+ objectives, so you should be aware of them. Figure 5-6
shows the back of an older computer with these ports, and the following list provides a brief
description of each port.

FIGURE 5-6 Back of older computer.

PS/2. At the far left of Figure 5-6 are the older PS/2 ports. The top port is for a mouse,
and the bottom port is for a keyboard.

Mini-DIN. The two PS/2 ports are 6-pin mini-DIN ports, but you might run across
other mini-DIN ports. DIN is short for Deutsche Industrie Norm, the German national
standards organization that created the standard.

1394/USB. This computer includes one FireWire port and two USB ports.

Parallel. The long, 25-pin female port on the top to the right of center in Figure 5-6 is
the parallel port. It is a DB-25 port.

Serial. The 9-pin male serial port is shown at the bottom center of Figure 5-6. It is a
DB-9 port.

VGA. The 15-pin, three-row port on the bottom right of Figure 5-6 is an old Video
Graphics Array (VGA) port. It is a DB-15 port.

Devices that previously used the PS/2, mini-DIN, parallel, and serial ports commonly use
USB ports today. The VGA connection might be present, but other video ports are usually
available and used instead. Chapter 6, "Exploring Video and Display Devices,” covers video in
more depth.

NOTE D CONNECTORS

The parallel, serial, and VGA connectors are all loosely shaped like the letter D. Each has

an official letter designation, but they are commonly called DB connections. The 25-pin
parallel connection is called a DB-25 (officially DB-25), the 9-pin serial connection is called
a DB-9 (officially DA-15), and the 15-pin VGA connection is called a DB-15 (officially DE-15).
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PS/2

The PS/2 name comes from the original IBM personal system/2 computers that used these
ports. It is a 6-pin mini-DIN connection. It wasn't originally color-coded, but later implemen-
tations used a standard of green for the mouse and purple for the keyboard. Both the con-
nectors on the cable and the ports on the computer are color-coded.

A challenge with these ports is that they are not hot-swappable. It's possible to cause dam-
age by plugging in a device with the power on, although most ports are configured today to
help prevent damage. More often, devices that are plugged in with power just aren't recog-
nized. If a mouse or keyboard cable comes loose, you often have to turn off the system to
plug it back in.

EXAM TIP

Know the connection colors when preparing for A+ exams. The keyboard is purple, and
the mouse is green. (One way to remember this is that “mouse” has five letters and “green”
also has five letters.) Also, you should be able to recognize any connection by its shape.

Mini-DIN

Several different types of mini-DIN connections are available. Versions come with three, four,
five, six, seven, eight, and nine pins. In addition to its use for the PS/2 connections, the 6-pin
DIN can also be used for video and audio connections. Another common mini-DIN connec-
tion is the Separate Video (S-Video) connection, which is a 4-pin DIN used for video.

Parallel

The parallel port was the primary port used for printers before USB became so prevalent, and
it was often called the printer port. Data was sent out by the port eight bits (a byte) at a time.
Compared to the serial port, which could send data only one bit at a time, the parallel port
could send data eight times faster. A ribbon cable connected the printer to the parallel port.

Parallel ports were designated as LPT (short for line printer). Most computers had only one
parallel port, so it was identified as LPT1.

New printers use USB, FireWire, and/or network connections, and these connections are
far superior to the older parallel interface. It's rare to see the parallel port on a new computer.

Serial

The serial port was used for devices that could handle data being sent one bit at a time.
Figure 5-6 shows a 9-pin male serial port on the back of the computer.

Some computers included both a 9-pin male serial port and a 25-pin male serial port.
Combined with the DB-25 parallel port, the DB-25 serial port sometimes confused techs. The
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primary way to tell the difference is that the serial ports always have pins and the parallel
ports always have pinholes.

There is a significant difference between serial data sent via the serial port and serial
data sent through USB or FireWire ports. USB and FireWire use low voltage differential (LVD)
signaling, which is described in Chapter 4, “Comparing Storage Devices.” As a reminder, LVD
sends data as differences in voltages between two wires in a pair and can achieve lightning-
fast speeds. It's used for USB, FireWire, SATA, AMD HyperTransport busses, and more.

In contrast, the serial ports use RS-232. RS is short for recommended standard, and RS-232
is the common standard used to send serial data. RS-232 is still used in specialized equipment,
but it's rare to see a serial RS-232 port in modern computers.

Serial ports are referred to as COM ports. Each COM port has a number, such as COML,
COM2, and so on.

( Quick Check
1. What color is the keyboard PS/2 connector?

2. What is the purpose of a DB-9 connector?

Quick Check Answers
1. Purple.

2. Serial communications.

Sound

One of the computer outputs that many people enjoy is audio. Sound can be provided by a
simple speaker, by a set of headphones, or with an elaborate 7.1 surround sound system.

MORE INFO CHAPTER 6 AND CHAPTER 7

Other output devices include video, covered in Chapter 6, and printers, covered in
Chapter 7, “Exploring Printers.”

Common Sound Systems

An important piece of knowledge that you need for the A+ exam is how sound systems

can be connected. A basic mono sound system has a single channel. No matter how many
speakers you connect, the same sound comes out of each one. However, many sound systems
include multiple channels. For example, stereo is a two-channel sound system and plays
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different sounds from the left and right speakers. Some other common sound systems include
the following:

m 2.1. The 2 indicates that it is stereo, and the .1 represents a subwoofer. The subwoofer
provides deep bass sounds.

m 5.1. A 5.1 sound system is also known as a surround sound system and has five speak-
ers and a subwoofer. It has left and right speakers in the front, left and right speakers
in the rear, and a central speaker, often used for voice or dialog.

m 7.1. A 7.1 sound system includes the same five speakers and subwoofer found ina 5.1
surround sound system and adds two speakers: one on the right side and one on the
left side.

Many games and other programs use 3D sound and positional audio to play audio so that
it seems as if the sound is in a specific location. For example, you might hear a dog bark from
behind you, a bird singing in a tree on your right, or an explosion in front of you. Combined
with the deep bass of the subwoofer, you're often able to feel many of the sounds, creating a
realistic experience.

Connecting Sound Systems

Most motherboards have built-in sound capabilities as part of the chipset. They provide con-
nections at the back of the system and sometimes at the front. These connections are color-
coded and have icons that give you an idea of what they do.

For example, Figure 5-7 shows the back of a system with several ports for a 7.1 sound
system, and Table 5-4 describes these ports.

FIGURE 5-7 Sound connectors for 7.1 system.
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TABLE 5-4 Sound Connections

Purpose Color Comments

Microphone Pink Top left. Microphone icon.

Front speakers or Lime Top middle. When on front panel, it often has a headphone

headphones green icon.

Line in Light blue Top right. This accepts sound from sources other than a micro-
phone.

Middle speakers Brown Bottom left. Used only for 7.1 systems.

Subwoofer and center Orange Bottom middle. Center speaker used for 5.1/7.1 systems and

speaker subwoofer used for any x.1 system.

Rear speakers Black Bottom right.

NOTE COLORS NOT ALWAYS FOLLOWED

While there are standard colors followed by most vendors, you'll very likely encounter
some sound ports that differ from the standard. For example, sometimes gray is used
instead of brown for the middle speakers.

Some sound cards also include a Musical Instrument Digital Interface (MIDI) connector.
This is a DB-15 connector. Musicians can connect musical instruments and other electronics
here to play music. Older joysticks can also plug into this connector.

@ Most audio connections use a tip ring sleeve (TRS) connector. As shown in Figure 5-8, a
TRS connector has three contacts, one on the tip, one on a ring around the pin, and one on a
sleeve.

Tip  Ring  Sleeve

FIGURE 5-8 TRS connector.

@ Some sound systems use a specialized connection called Sony/Philips Digital Interconnect
Format (S/PDIF). It is a single connection, and the digital signal includes all the channels.

Figure 5-9 shows the S/PDIF port on a motherboard. It is next to the blue line-in jack, the
green front-speaker jack, and the pink microphone jack (from top to bottom).
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FIGURE 5-9 S/PDIF connector next to three other sound connectors.

If you come across a system that isn't playing sound, there are a few things to check. First,
check the sound controls in the operating system. The Control Panel has a Sound applet, and
a sound control is usually available in the notification area on the right side of the taskbar.
You can use these controls to mute/unmute the sound and adjust the volume. Next, ensure
that the speakers are plugged into the correct jack. Last, ensure that the correct device drivers
are installed.

¥ Quick Check
1. What does .1 indicate in a 7.1 surround sound system?
2. What is the standard color for the front speaker jack?
Quick Check Answers
1. Subwoofer.

2. Lime green.

Input Devices

The basic flow of information through a computer is input, processing, and output. Chapters
2 and 3 spend a lot of time on the motherboard and CPUs that handle much of the process-
ing, but it's also important to be aware of the different types of input devices and how they
are installed.

Input Devices CHAPTER 5
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Keyboard

A keyboard is a primary input device used on desktop computers, but there are several varia-
tions. For example, Figure 5-10 shows an ergonomically shaped keyboard with some extra
keys. The keyboard is specially shaped to encourage a more natural hand and wrist posture.

Special keys
Function keys

Windows key Primary keys Navigation Numeric
keys keypad

FIGURE 5-10 Ergonomic keyboard.

The special keys along the top are programmed for specific tasks, such as opening the web
browser, starting the email client, or controlling audio or video playing on the system. The
function keys (F1 through F12) perform specific functions in different programs. For example,
F1 will usually start the Help screen, and F5 will usually refresh the display. Windows-based
systems make special use of the Windows key with a variety of shortcuts. For example, you
can press Windows+E to start Windows Explorer.

Navigation keys are used to move the cursor, and a numeric keypad includes numbers
and basic math keys. The numeric keypad includes a Num Lock key, and by toggling it, the
numeric keypad can be used for navigation.

Keyboards are very easy to install, and most are Plug and Play. You simply plug them into
the purple PS/2 port or a USB port and they work. Some keyboards are wireless and come
with an installation CD to install device drivers. After installing the drivers, you plug in a USB
transceiver that resembles a small USB flash drive. The keyboard has batteries and can often
be used from up to 30 feet away.

Mice

Older mice used mechanical components, such as a rolling ball and wheels, to track the move-
ment. These components often got dirty, resulting in a jerky mouse movement. An improve-
ment to the mechanical mouse is an optical mouse that uses a light emitting diode (LED) and
photodiodes. The LED shines light on a surface, and the photodiodes detect movement based
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on the reflections. They work well on most flat surfaces but don’t work on glossy surfaces such
as glass.

Many newer mice include lasers and photo sensors that can track the movement of the
mouse with greater accuracy and on more surfaces. For example, Microsoft's BlueTrack
Technology allows you to use a mouse on a carpet or the arm of a chair.

A mouse is as easy to install as a keyboard. Most newer mice use a USB port. Wireless
keyboards often come with a wireless mouse, and after you install the keyboard, the mouse
works too.

NOTE SOLITAIRE TRAINING

The card game Solitaire, often included with Windows-based systems, is used by many
trainers to get new users accustomed to how a mouse works. After just a few games, using
the mouse becomes second nature. (Be careful, though. It tracks how many games you've
played and when you get past a hundred or so games, it's no longer considered training.)

Microphone

Microphones are used as input devices to capture audio. They are sometimes used for real-
time interaction, and at other times they are used to record audio for later playback. One of
the challenges with a microphone is that it can pick up other noise or sound artifacts that
aren't desired. This is especially important when using the recording function. Higher-quality
microphones eliminate the artifacts, resulting in better voice recordings.

Figure 5-11 shows three common types of microphones. The headphones include a micro-
phone and are often used by gamers in multiplayer games. Players can be in different physi-
cal locations but still interact with each other. A headset microphone is often inexpensive but
usually not suitable for recordings.

The middle microphone in Figure 5-11 is a desktop version that users can speak into, and
the one on the right can be clipped onto a collar or shirt similarly to the microphones that
some television reporters use. Both of these are of higher quality than the headset micro-
phone on the left. You can also find very high-quality microphones similar to those that
musicians use.

Typically, microphones will either plug into the pink microphone jack of the sound system
using a TRS jack or use a USB connector. Microphones are so common that you usually won't
have to install additional drivers.
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FIGURE 5-11 Microphones.

Scanners and Digitizers

Scanners and digitizers are used to scan documents and photos and are similar to office copi-
ers in the way they work. You can purchase a stand-alone scanner, but it's much more com-
mon to use a multifunction printer that can print, scan, fax, and copy documents. Figure 5-12
shows an HP multifunction printer that includes a document feeder and a flatbed scanner.

Document feeder

|

Paper tray  Control panel Moving light source

FIGURE 5-12 Multifunction printer with scanner.
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You can place documents in the document feeder, or you can open the printer and place
the item on the glass. This printer includes a touchscreen control panel that you can use to
make a copy by simply selecting Copy. Alternatively, you can use software provided by HP to
capture the image and save it as a file.

This software supports saving the file as a Portable Document Format (PDF or .pdf) file,
a Joint Photographic Experts Group (JPEG or .jpg) graphics file, and several other common
graphics formats. Scanners and digitizers commonly include optical character recognition
(OCR) software that allows you to scan a text document and save it as editable text. Some
also include intelligent character recognition (ICR) software that can read handwriting,
although ICR is more commonly used on tablet devices.

Most scanners include software with drivers that you should install before connecting the
device. The printer/scanner shown in the figure includes a USB connection, but you might also
see scanners or multifunction printers that include FireWire connections. Additionally, printers
often include a network connection, allowing you to connect a printer/scanner in a network
and share it with multiple users.

MORE INFO CHAPTER 7 AND CHAPTER 21

Chapter 7 covers printers in more depth, and Chapter 21, “Comparing IPv4 and IPv6,” cov-
ers networking in more depth, including how to reserve a specific IP address for a printer.

Barcode Reader

If you've been to a store in the last 30 years or so, you've seen a Universal Product Code
(UPC) barcode and barcode readers. Handheld barcode readers are available for personal
computers. They use the same scanning technology as a scanner and are often used with
hardware inventory systems.

For example, a barcode inventory system includes rolls of preprinted barcode stickers, a
handheld barcode reader, and a database application. When a valuable piece of hardware,
such as a computer, is purchased, technicians put a barcode sticker on the hardware and
record its details in the inventory. Details include information such as the model, the serial
number, and the location where it will be used. Periodically, technicians use the barcode
reader to scan barcodes on the equipment so they can complete an inventory rather quickly.

Barcode scanners are typically connected with a USB cable, although some are available
using the PS/2 connection.
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NOTE SCANNER APPLICATIONS

Portable smartphones and tablet devices commonly include a camera, and applications
are available for use of the camera as a barcode scanner. These are most commonly used
to read Quick Response (QR) barcodes, which are specially formatted square barcodes, but
they can often read traditional barcodes, too.

KVM

A keyboard video mouse (KVM) switch allows you to use a single keyboard, video monitor,
and mouse with multiple computers. It is most commonly used in server rooms, allowing you
to have one KVM for multiple servers in a single equipment bay, but it can be used anywhere
that you have more than one computer and you need to save desktop space.

In some cases, the KVM has physical switches or buttons that you use to select a specific
computer. However, in other cases, you can just press a special key combination on the key-
board called a keyboard shortcut. Some keyboard shortcuts that allow you to toggle between
computers connected to a KVM are the following:

m  Ctrl, Ctrl. Tap the Ctrl key twice.
m Scroll Lock, Scroll Lock. Tap the Scroll Lock key twice.

m  Alt+Ctrl+Shift+number. The number refers to a port number on the switch. For
example, if you wanted to connect to the computer by using port three, you'd press
Alt+Ctrl+Shift+3.

The KVM switch has ports for a single keyboard, a display monitor, and a mouse. It also has
cables for each computer. You connect the devices to the KVM instead of to a computer and
then connect the computers to the KVM, as shown in Figure 5-13.

a4

KVM

1A

/714

FIGURE 5-13 KVM connections.
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Biometric Devices

Biometric devices identify individuals based on their physical characteristics. The most com-
mon type of biometrics in use is fingerprinting. Other types include retinal scans, which scan
the retina of an eye, and iris scans, which scan the iris.

Biometrics is often used for authentication. Authentication occurs when someone claims
an identity and then proves the identity with something else. For example, you can log on to
a computer with a user name and password. You are claiming an identity with your user name
and proving the identity with a password. Similarly, you can log on with the same user name
and prove it's you by using a fingerprint. Biometrics is much more secure than passwords, but
it is more expensive.

Many laptops have built-in fingerprint readers. You can also find external biometric devices
that commonly connect to a USB port. It's rare for the driver to be included with the operat-
ing system, so you'll need to install it using the installation software from the manufacturer.

Joysticks

Joysticks have been used in aviation for more than a century. A joystick is connected to a
base, and the pilot can pivot it to control the direction of the plane. Joysticks often include
buttons. For example, fighter planes and jets require buttons to fire bullets or missiles.

Similar joysticks have been used in computer games. Users can pivot the joystick around
the base to control the movement within the game. A joystick can have multiple buttons used
for different purposes in games, including firing bullets and missiles.

Joysticks originally connected to the DB-15 sound card port, which is the same port used
by MIDI devices. Joysticks are available with USB connectors, although they have largely been
replaced by game pads.

Game Pads

For some gamers, the keyboard and mouse—or even the joystick—just aren’t enough to get
the gaming performance they desire. Instead, the gamers add a game pad to their system. A
game pad is a handheld device that includes multiple controls used within games.

Popular game pads can be held with both hands and include multiple buttons and at
least one analog stick. The analog stick mimics the functionality of a joystick but isn't as big
and bulky. As users hold the game pad, they can manipulate the analog stick with a thumb.
Figure 5-14 shows a game pad. The buttons and analog sticks are used differently, depending
on the game being played.
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FIGURE 5-14 Game pad.

Game pads often connect with a USB connection or with a wireless connection. Wireless
connections typically use a wireless USB dongle, similar to those used with wireless keyboards
and mice.

( Quick Check

1. What type of device can create a digital file from a paper document?

2. What is used to control multiple computers with a single keyboard and
monitor?

Quick Check Answers

1. Scanner.

2. KVM switch.

Multimedia Devices

Multimedia devices include cameras, webcams, camcorders, and MIDI devices. Most
multimedia devices are connected to a computer with a USB cable, but some camcorders use
FireWire.
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Digital Cameras

Digital cameras are easy to use and very affordable, and they provide a rich set of features.
They store the pictures on flash memory sticks, and it’s relatively easy to transfer the pictures
to your computer or to get them printed.

Figure 5-15 shows a digital camera with a few highlights. The cover on the left is open,
showing where the battery and flash memory are installed. In the middle is a Micro-B USB
port. When you attach the cable from the camera to the computer, it appears as another disk
drive that you can access by using Windows Explorer.

Many computers and printers include CompactFlash (CF) and Secure Digital (SD) slots. To
access the photos, you can remove the memory stick from the camera and plug it into the
slot instead of connecting the camera directly to the computer. Similarly, you can take the
memory stick to a photo shop to get your photos printed.

MORE INFO CHAPTER 4

Chapter 4 covers the different types of flash memory used in cameras within the context of
solid state drives.

Flash  Battery USB connection
memory

FIGURE 5-15 Digital camera.
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Camcorder

A camcorder is a camera that can capture live recordings of both audio and video (A/V). It
has been known as a video recorder but is more commonly called a camcorder. Many digital
cameras can capture A/V recordings in addition to still pictures. The difference is that a cam-
corder is a dedicated device that is optimized for these recordings.

One of the challenges with camcorders has been storage space because video quickly
consumes a lot of space. Camcorders have been available using tapes and built-in hard drives,
but many current versions use high-capacity memory sticks.

You typically have the same connectivity options with a camcorder that you have with a
digital camera. You can usually connect a camcorder to a PC by using a USB cable, or you can
remove the memory stick and insert it into a memory card reader on the computer. Some
camcorders also have FireWire connections.

Webcam

A webcam is a camera attached to a computer, and it's often attached to the top of the
monitor. One of the popular uses of webcams is for Skype to make real-time phone calls that
include both voice and video, and they're also used with some instant messaging systems.
When both parties are using a webcam, they can each look at their monitor and see the other
person in real time.

Many laptops include a built-in webcam centered at the top of the display, but you can
also purchase external webcams. External webcams commonly connect using USB cables.

MIDI-Enabled Devices

Musical Instrument Digital Interface (MIDI) devices can play synthesized music from a MIDI
file. MIDI files include instructions about what notes to play and how to play them. In con-
trast, many sound files are actual recordings of music. A benefit is that a MIDI file can be
much smaller than a music recording. MIDI devices can simulate just about any type of musi-
cal instrument, including pianos, drums, violins, trumpets, and oboes.

Older sound cards included a DB-15 MIDI connector used for either a MIDI device or a
joystick. Most current MIDI devices use a USB interface instead.

Expansion Cards

Motherboards include expansion slots, and it's very common to add or replace an expansion
card in desktop computers. The primary type of expansion card with which you'll be working
is Peripheral Component Interconnect Express (PCle), although you might occasionally use a
traditional PCl card.
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MORE INFO CHAPTER 2

Chapter 2 covers motherboards and expansion slots, including PCl and PCle.

The three reasons to add or replace an expansion card are as follows:

m To replace a failed component. The chipset on the motherboard includes an
expected feature, but if something fails, you can add an expansion card to provide
the same feature.

= To improve a capability. If the chipset includes a feature but you want something
better, you can often add a card. This is commonly done with graphics cards.

m To add a capability. If your system doesn't include a feature that you want, you
can add a card.

For example, imagine that you wanted to use a computer to watch and record TV shows.
This is certainly possible, but you need a TV tuner expansion card similar to the one shown
in Figure 5-16. You could purchase the card, install it in the system, and be ready to go.
However, if you're using one of the Media Center editions of Windows, you can use Media
Center to manage the recordings.

NOTE TV TUNERS

The card shown in Figure 5-16 includes two tuners. This allows the computer to record
one TV program while another one is being watched. It also includes connections for the
TV signal.

3.3V 32-bit PCl slot
5 |

5V 32-bit PCl slot
N |

3.3 V connection 5V connection

FIGURE 5-16 TV tuner expansion card.

It's extremely important that you consider your system’s current motherboard configura-
tion before purchasing a card. Chapter 2 covers the different types of slots available on a
motherboard, and you want to get a board that can fit in an available slot. The card shown in
the figure is a 32-bit PCI card that can plug into either a 3.3 V or a 5 V 32-bit PCl slot. That's
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good if you have either one of these slots open and available, but it's not so good if you don't
have any available slots.

You probably have some empty PCle slots, but it's important to remember the differences.
Figure 5-17 shows some common-sized PCle slots. You can plug a smaller PCle card into a
larger PCle slot. For example, if you have an empty PCle x16 slot, you can plug a PCle x1, x4,
or x8 card into it. However, you cannot plug a larger card into a smaller slot.

pelex1 [ mm— |

PCle x4 : I EE—

PCle xg [ mumm—

PCle x16 [ mmmm—m

FIGURE 5-17 PCle slot sizes.

O EXAM TIP

You will need to know how to mix and match PCle slots and PCle expansion cards.

Expansion Card Types

Some of the different types of expansion cards that you can add include the following:

Video cards. Users sometimes want a video card that includes more onboard RAM or
better capabilities. You can find a wide assortment of video cards.

Sound cards. Sound cards are available that provide anything from basic sound to
elaborate 7.1 surround sound.

Network cards. Network cards can be added to increase the throughput. You can
install one that has better performance than the original or as an additional network
connection.

Serial and parallel cards. Many systems do not include the DB-9 serial port or the
DB-25 parallel port, but they can be added with an expansion card if needed.

USB cards. USB cards are available to provide additional ports using a separate hub.
These ports will not share the same bandwidth of USB ports from the motherboard.
USB 3.0 is not on many systems, but it is possible to add a USB 3.0 card.

FireWire cards. Multiport FireWire cards can add FireWire capabilities to a system or
provide it with additional ports.

Storage cards. Storage cards allow you add additional disks beyond the capabilities of
the original system. For example, you can add a Serial ATA (SATA) card to support addi-
tional internal or external SATA drives. Many SATA storage cards have built-in support
for a redundant array of independent disks (such as RAID-0, RAID-1, or RAID-5). While
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less common for a desktop, you can also add Parallel ATA (PATA) or Small Computer
System Interface (SCSI) cards.

m Modem cards. Many computers no longer include a modem, but if there is a need,
you can add an internal modem. Modem cards include two RJ-11 ports so that the
phone line can be shared. An RJ-11 port is the same type of port a typical phone line
uses. One port connects the phone line to the computer, and the second connects to a
standard phone. It's also possible to add external modems that plug into a USB port.

m Wireless cards. Wireless capabilities are included with most laptop computers. People
often want to add wireless capabilities to desktop computers so that wires aren’t
needed. These are available as expansion cards. They're also available as a USB dongle
that plugs into a USB port.

m Cellular cards. Cellular cards allow a computer to connect to a cellular network. This is
the same network used by mobile smartphone users for Internet access with a sub-
scription. While expansion cards are available, it is more common to use a USB port
and connect a cellular card externally.

m TV tuner cards. These allow you to watch and record television. They include an
F-type connector used to connect an RG-6 coaxial cable, similar to what is used
with a TV.

= Video capture cards. A video capture card has the ability to capture all video going
to a computer. A TV tuner is a type of video capture card that captures the television
signal. Other cards can capture video from other sources, such as VCR or DVD players
or gaming consoles.

= Riser cards. A riser card plugs into a slot and includes an identical slot configured at a
right angle. You can then plug an expansion card into the riser card. The end result is
that the expansion card is positioned horizontally to the motherboard. This is useful in
some small-sized computer cases where the expansion card wouldn’t otherwise fit.

Checklist

If you plan on adding an expansion card, you need to take several steps. You can use the fol-
lowing list of steps as a guide:

= Identify an open slot. Before purchasing an expansion card, you need to verify that
the computer has space. If you purchase a PCle x16 card but then find you don’t have
an open PCle x16 slot, you might be out of some of your money.

m Purchase the right card. Buy a card that meets your needs and will fit in an
available slot.

= Power down and unplug the computer. You can damage the computer or yourself if
you try to replace an expansion card while the system is powered on.

m Use electrostatic discharge (ESD) protection. When you're ready to install the card,
use ESD protection, such as an ESD wrist strap and an ESD mat.
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Open the computer and remove components. If you're replacing a card, you need
to remove the old card. If you're adding a new card to an empty slot, you need to
remove the slot cover at the back of the computer. The card’s external connections will
be available here.

Install the new card. Follow the manufacturer’s directions. Different types of cards
have different connections, so you might need to connect additional cables either
internally or after the card is installed. Ensure that you screw it down so that the card
remains in place.

Consider the BIOS. If you're replacing a feature that is built into the chipset, you
might need to disable the feature in BIOS. For example, if you're adding a new sound
card, you might need to disable the sound capabilities in the BIOS.

Install the drivers. The manufacturer will normally provide a CD that you can use
to install the drivers. If recommended, you should install the drivers prior to the
installation.

Quick Check
1. What is the most common type of expansion card used in desktop computers?
2. Is it possible to plug a PCI x4 card into a PCI x2 slot?

Quick Check Answers

1. PCle.
2. No.

Chapter Summary

Peripherals are devices that are connected to a computer, and device drivers provide
the operating system with the instructions on how to access these devices.

USB is the most commonly used connection port. USB 1.1 can transfer data at 1.1
Mbps (low speed) or 12 Mbps (full speed). USB 2.0 supports speeds of up to 480 Mbps,
and USB 3.0 supports speeds of up to 5 Gbps.

Ports on the computer and on most devices use Standard Type A connections. Larger
devices such as printers and video recorders can use the Standard Type B port. Smaller
devices such as digital cameras and smartphones use the Mini-B, Micro-A, or Micro-B
ports. USB 3.0 ports are blue.

A single USB controller can support up to 127 devices, and the USB cables can be as
long as 5 meters (about 16 feet).

FireWire 400 (1394a) supports speeds of up to 400 Mbps, and the cable can be as long
as 4.5 meters (about 15 feet). FireWire 800 (1394b) supports speeds of up to 800 Mbps,
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and the cable can be as long as 100 meters (about 15 feet). FireWire supports up to 63
devices on a system.

The 4-pin FireWire connector does not provide power. The 6-pin connector does
provide power to devices. The 9-pin connector uses additional pins to prevent interfer-
ence and is required for FireWire 800.

The green PS/2 port is for a mouse, and the purple PS/2 port is for a keyboard. A
parallel port is a DB-25 female port, and a serial port is either a DB-9 or a DB-25
male port.

Surround sound systems include as many as seven speakers and a subwoofer (desig-
nated as 7.1). Sound connections include the following: front speakers or headphones
(lime green), rear speakers (black), center speaker and subwoofer (orange), side speak-
ers (brown), microphone (pink), and line in (light blue).

Input devices are used to provide an input to the computer. Most use USB connections.

Multimedia devices include cameras, camcorders, webcams, and MIDI devices. These
commonly connect to USB ports.

Expansion cards are added to a motherboard to provide an additional capability.
Before purchasing an expansion card, ensure that you have an open slot to accept it.

Most desktop computers include PCle expansion slots. It's possible to install a smaller
PCle card (such as PCle x2) in a larger slot (such as PCle x8), but you cannot install a
larger card in a smaller slot.

When adding an expansion card to upgrade a computer’s capabilities, you might need
to access the BIOS to disable the original feature. For example, if you add a sound card,
you might need to disable the sound provided from the chipset.

Chapter Review

Use the following questions to test your knowledge of the information in this chapter. The
answers to these questions, and the explanations of why each answer choice is correct or
incorrect, are located in the "Answers” section at the end of this chapter.

1.

How many USB devices can a USB controller support?
A. 2

B. 4

C. 63

D. 127

You want to plug in a USB 3.0 device. What port should you use?
A. A blue rectangular port

B. A rectangular port with a curved top
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C. A pink TRS connector
D. A green PS/2 connector
3. What is the maximum length of a FireWire 400 cable?
A. 3 meters
B. 5 meters
C. 4.5 meters

D. 100 meters

4. You want to control two computers with a single keyboard, mouse, and monitor. What
should you use?

A. PCle expansion card
B. KVM switch

C. MIDI device

D. 7.1 system

5. You need to identify a device that can create files from printed documents. Of the fol-
lowing choices, what would you select?

A. Multifunction printer
B. Biometric device
C. Barcode reader
D. MIDI-enabled device
6. You want to watch and record TV shows on a desktop computer. What is needed?
A. KVM switch
B. Webcam
C. TV tunercard

D. Camcorder
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Answers

1.

Correct Answer: D

Incorrect: A controller supports more than 2 devices.
Incorrect: A controller supports more than 4 devices.
Incorrect: FireWire supports as many as 63 devices.

Correct: A USB controller supports as many as 127 devices.

Correct Answer: A

A.

Correct: USB 3.0 ports are blue and the same rectangular size as USB 1.1 and USB
2.0 ports.

Incorrect: A FireWire port is rectangular with a curved top.

Incorrect: Microphones have tip ring sleeve (TRS) connectors and plug into a
pink port.

Incorrect: The green PS/2 connector is for the mouse.

Correct Answer: C

Incorrect: The maximum recommended length of a USB 3.0 cable is 3 meters.
Incorrect: The maximum length of a USB cable is 5 meters.
Correct: The maximum length of a FireWire 400 cable is 4.5 meters.

Incorrect: The maximum length of a FireWire 800 cable using a Category 5e
twisted-pair cable is 100 meters.

Correct Answer: B

Incorrect: An expansion expands the capabilities of a single computer.

Correct: A keyboard video mouse (KVM) switch is used to manage more than one
computer with a single keyboard, mouse, and monitor.

Incorrect: A Musical Instrument Digital Interface (MIDI) device is used to play MIDI
music files.

Incorrect: A 7.1 system is a surround sound system with seven speakers and a
subwoofer.

Answers
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5. Correct Answer: A

A.

Correct: Multifunction printers commonly include scanners or digitizers that can
scan documents.

Incorrect: A biometric device reads information about a person, such as a finger-
print or eye retina.

Incorrect: A barcode reader includes a scanner, but it can read only barcodes.

Incorrect: A MIDI-enabled device can play synthesized music from MIDI files.

6. Correct Answer: C

A.

CHAPTER 5

Incorrect: A KVM switch allows multiple computers to share a single keyboard,
video monitor, and mouse.

Incorrect: A webcam is a camera attached to the computer and is used for live
interactions, such as a phone call.

Correct: A TV tuner card is required to watch and record TV shows on a desktop
computer.

Incorrect: A camcorder provides video recordings.
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Exploring Video and Display
Devices

n this chapter, you'll learn about different types of display devices used to provide video
for monitors. Most monitors are flat-panel displays, but there are other types you should
know about. There are several different interfaces used by monitors, and these interfaces
have different connectors that you should be able to recognize. If you come across any
of the older monitors, you need to understand some important safety concerns. Last, this
chapter includes many of the common symptoms of problems with video and how you can
resolve them.

Exam 220-801 objectives in this chapter:
m 1.4 Install and configure expansion cards.
m Video cards
m 1.7 Compare and contrast various connection interfaces and explain their purpose.
m Physical connections
m  Other connector types: VGA, HDMI, DVI
®m Analog vs. digital transmission : VGA vs. HDMI
m 1.10 Given a scenario, evaluate types and features of display devices.
m Types
m CRT
= LCD
m LED
= Plasma
m Projector
= OLED
m Refresh rates
m Resolution

= Native resolution
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m Brightness/lumens
m Analog vs. digital
m Privacy/antiglare filters
m  Multiple displays
m 1.11 Identify connector types and associated cables.
m Display connector types
= DVI-D
= DVI-I
= DVI-A
m Displayport
= RCA
= miniHDMI
m Display cable types
= HDMI
= DVI
= VGA
m Component
m Composite
m S-video
= RGB
m 1.12 Install and configure various peripheral devices.
® Input devices
m Touch screen
m Output devices
m Display devices
m 5.1 Given a scenario, use appropriate safety procedures.
m Personal safety

m  CRT safety — proper disposal

Exam 220-802 objectives in this chapter:

m 1.5 Given a scenario, use Control Panel utilities (the items are organized by “classic
view/large icons” in Windows).

m Common to all Microsoft Operating Systems

m Display: Resolution
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4.4 Given a scenario, troubleshoot common video and display issues.
= Common symptoms

= VGA mode

= No image on screen

m Overheat shutdown

m Dead pixels

= Artifacts

= Color patterns incorrect

® Dim image

= Flickering image

m Distorted image

m Discoloration (degaussing)

= BSOD

Display Devices

One of the most important output devices of a computer is the display device or monitor. As
an A+ technician, you need to be aware of some common terms related to display devices
and the different types commonly in use today.

Common Terms

The following are some common terms used when describing display devices:

Pixels. On monitors, a pixel (short for pixel element) includes three colored dots (red,
green, and blue). A pixel can be any color, illuminating the dots with varying intensity.

Resolution. The resolution of a monitor describes the width and height of a display

in pixels. For example, the resolution of VGA is 640 x 480, meaning that it can display
640 pixels across the screen (width) on 480 separate lines (height). A higher number of
pixels results in a higher resolution and an overall better display.

Native resolution. Most new monitors are designed to use a specific resolution,
referred to as the native resolution. If a different resolution is used, it distorts the
display.

Refresh rates. This is the frequency with which the screen is redrawn. For example, a
refresh rate of 60 Hz indicates that the screen is redrawn 60 times per second.

Brightness/lumens. Monitors have controls that allow you to control the brightness
of the display. On some displays, the intensity of the light is measured in lumens.

Display Devices
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CRT

CRT (cathode ray tube) monitors are the oldest type of analog monitor. They are heavy, take
up a lot of desk space, and consume a significant amount of power compared with modern
displays. You probably won't see anyone purchase a new CRT monitor, but some older ones
are still in use.

NOTE CRTS REPLACED TO SAVE MONEY

Most organizations recognize the amount of power that CRTs draw and have replaced
them with new flat-panel displays. The flat-panel displays consume very little power in
comparison, and companies save a noticeable amount of money on their power bills.

Besides drawing a significant amount of power, the refresh rate can also be a problem on
these monitors. If the refresh rate is less than 72 Hz, many people notice a flicker that causes
eyestrain and headaches.

These monitors include a large vacuum tube and an electron gun that shoots electrons
from the back onto a fluorescent screen. Compared to a typical flat-screen monitor, the CRT
monitor is massive, as you can see in Figure 6-1. CRT monitors often extend a foot or more
behind the front of the viewable screen.

FIGURE 6-1 Flat panel display and CRT monitor.
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LCD

LCD (liquid crystal display) monitors are flat-panel displays that have largely replaced CRT
monitors. They are thinner and lighter, and they consume significantly less power than CRTs.

LCD Backlights

A backlight is used to shine light through liquid crystals in an LCD monitor to create the
display. By changing the way the crystals are oriented, they refract the light differently and
display different colors.

This is similar to how you can see different colors by turning a prism. Light is refracted
through the prism, and as you turn it, you see different colors. However, if you took a prism
into a dark closet and turned it in your hand, you wouldn't see anything because a prism
doesn’t produce light.

Similarly, liquid crystals don't produce light. Instead, LCD displays depend on light shining
through the crystals. Most LCD monitors include a cold cathode fluorescent lamp (CCFL) that
shines from the back through the liquid crystals. If the CCFL fails, you probably won't see any
display at all. In some cases, the display picks up some ambient light and you can see a very
dim display, but most often, you won’t see anything at all.

EXAM TIP

If an LCD monitor doesn’t have any display, ensure that it is plugged in and turned on.
If it is connected and turned on but you still have no display, the problem is likely the
backlight.

CCFLs on most LCD monitors shine from the back to the front, and these monitors are
called backlit-LCD monitors. Some use a refractor and can have the light shining from
an edge.

LCD Refresh Rate and Native Resolution

Another benefit of LCD monitors over CRT monitors is that they don't flicker at all. The refresh
rate for LCD monitors is normally set at 60 Hz.

LCD monitors are designed to use a native resolution. If you change the resolution to
something different, it distorts the display. Many video cards can automatically sense the
native resolution of a monitor and will show this as the recommended resolution.

LED

A LED (light emitting diode) monitor is an LCD monitor that uses LEDs for the backlight
instead of a CCFL. This provides several benefits, including a brighter display, better contrast,
and lower power consumption. The difference in the display is often dramatic. | recently
bought a new LED monitor and hooked it up next to a CCFL backlight display, and | was quite
surprised at the differences.
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NOTE LEDS USED ONLY AS THE BACKLIGHT

An LED monitor uses the same type of liquid crystals used by an LCD monitor. The LEDs are
used only as a backlight.

( Quick Check
1. What type of monitor consumes the most power?

2. What provides illumination in an LCD monitor?

Quick Check Answers
1. CRT.
2. Backlight.

Plasma

A plasma display device is another type of flat-panel display. They can produce some vivid
colors but are more susceptible to screen burn-in. Additionally, they draw more electricity
than LCD monitors.

NOTE SCREEN BURN-IN

If the same image is displayed on a display screen for an extended period, the image can
be burned into the display. This image is viewable even if the power is turned off. Plasma
displays are susceptible to burn-in, but LCD displays are immune to this phenomenon.

Plasma displays use a concept similar to fluorescent lights. A fluorescent light is a gas-filled
tube, and when electricity is applied to the gas, it emits a light. A plasma display includes mil-
lions of small cells filled with a gas, and when voltage is applied to these cells, they can emit
different-colored lights.

Projector

People often use projectors for giving presentations. This includes trainers or instructors
teaching different topics, and also people giving presentations in a variety of different busi-
ness situations. The projector is often mounted to the ceiling and projected onto a blank
screen or sometimes a blank wall. Sometimes presenters carry a portable projector with them.

Two primary characteristics to look for with projectors are lumens and throw ratio.

®m Lumens. This identifies the brightness of the display. In classroom or small business
settings, a 2,000 lumen projector provides adequate brightness even when competing
with other lights within a room. Projects used in large conference hall settings can have
as many as 15,000 lumens.
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m Throw ratio. The size of the display from the projector is affected by where the pro-
jector is positioned. For example, if you want the display to be six feet wide and the
throw ratio is 2:1, the projector is mounted 12 feet from the screen.

OLED

An organic light-emitting diode (OLED) is a newer type of display device that is used in some
smaller mobile devices. Unlike an LCD device, it can emit light without a backlight. OLED
devices are thinner and lighter, and they provide better pictures and wider viewing angles
than LCD devices.

With all these benefits, you can expect to see more of them, but maybe not for a few
years. | recently checked prices, and a 17" OLED monitor from Sony was available for $4,100
and a 25" model was available for $6,100. | didn't buy one.

Using Multiple Displays
Many people use more than one display device when working on computers. For example,

I've occasionally created training videos for the web with Camtasia. Having two monitors has
made the process of editing the video much easier.

Windows will normally recognize the second display as soon as you plug it in. However,
you need to know how to configure it. On Windows 7, you can right-click the desktop and
select Screen Resolution. You'll see a display similar to Figure 6-2.

===
' i
U'\../‘ |u=_4 <« Display » Screen Resclution - |‘,| | Search Control Panel 2 |
File Edit View Tools Help
Change the appearance of your displays
EI
@
Display: 1. Dell ST2410{HDMI) ~
Resolution: [1920 = 1080 (recommended) v]
Multiple displays: | EBxtend these displays
[] Make this my main display Advanced settings I

FIGURE 6-2 Configuring multiple displays.

If the monitor isn't recognized, ensure that it is connected and turned on and then click
the Detect button. In Figure 6-2, the two monitors are labeled as 1 and 2. If you click Identify,
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it will display a large number on each of the monitors corresponding to the number shown on
the Screen Resolution page.

In the figure, the number 1 monitor is selected and the number 2 monitor is the main
display. Items like the Windows Start menu and taskbar appear on the main display.

The Multiple Displays drop-down box gives you two primary choices:

m Duplicate These Displays. The same information is displayed on both. This is useful
when giving presentations. The presenter can manipulate the monitor in front of them,
and the same thing is shown to anyone watching the presentation.

m Extend These Displays. This allows you to drag windows between the displays. For
example, you can have Internet Explorer open in one display while you're taking A+
notes in Microsoft Word in the other display.

A key requirement for using multiple displays is that your computer must support more
than one display. That is, your computer needs to have active interface connections for more
than one monitor. Video cards commonly have more than one active connection.

EXAM TIP

Dual monitors are used by many people doing any type of editing. This includes audio and
video editing and even editing of books or articles.

Common Resolutions

There are more than 20 different resolutions used by different monitors. You don't need to
memorize them all, but you should be aware of common resolutions. Table 6-1 lists the reso-
lutions that CompTIA included in their acronym list.

TABLE 6-1 Display Resolutions

Name Resolution
VGA (Video Graphics Array) 640 x 480
SVGA (Super VGA) 800 x 600
XGA (Extended GA) 1024 x 768
EVGA (Extended VGA) 1024 x 768
SXGA (Super XGA) 1280 x 1024
UXGA (Ultra XGA) 1600 x 1200
WUXGA (Wide UXGA) 1920 x 1200
HDMI (High-Definition Multimedia Interface) 1080 1920 x 1080
HDMI 780 1280 x 720
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Configuring the Resolution

As an A+ technician, you need to be able to adjust the resolution for a computer. The follow-
ing steps show you how to adjust it on computers running Windows 7, Windows Vista, and
Windows XP.

Windows 7:

1. Click Start and select Control Panel.

2. Select Large Icons in the View By selection.

3. Double-click Display.

4. Select Adjust Resolution from the menu on the left.

5. Select the resolution from the Resolution drop-down box. If a native resolution is
needed, it will often be listed as “"Recommended,” as shown in the following graphic.

[ ===

Search Control Panel pel [

Uu | & ¢« Display » Screen Resolution - |¢,|

File Edit View Tools Help

»

Change the appearance of your display

| @EI
B

m

Dizsplay: 1. V2450 SERIES B

Resalution: [1920 = 1080 (recommended) v]

g EXAM TIP
=/ There are other ways of getting to the Screen Resolution page. For example, on Windows 7,

you can right-click the desktop and select Screen Resolution. However, the exam objectives
specifically identify the Control Panel by using the Classic View/large icons. On the job, use
whatever method you desire. For the exam, know these steps.

Windows Vista:

1. Click Start and select Control Panel.

2. Select Classic View.

3. Double-click Personalization.
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4. Select Display Settings.

5. Use the slider to adjust the screen resolution as desired.
Windows XP:

1. Click Start and select Control Panel.

2. Select Classic View from the menu on the left.
3. Double-click Display.

4. Click the Settings tab.

5. Use the slider to adjust the screen resolution as desired.

Touch Screens

Touch screens are becoming more and more common. Instead of using a mouse to point and
click, you can use different touch gestures with your fingers to manipulate the computer.

MORE INFO CHAPTER 9, “UNDERSTANDING MOBILE DEVICES”

Chapter 9 covers many of the common touch gestures used with touch screens on mobile
devices. These same gestures are used with touch screens for desktop computers.

Touch screens are widely available on tablet devices, such as Apple's iPad, and on smart-
phones. They've also been available with regular monitors for a long time and are most com-
monly used in kiosks. For example, many airlines have these available for customers to check
in and print their tickets.

Windows 7 supports touch screens, and you're likely to run across Windows 8 notebooks
with touch screens instead of traditional display devices.

Privacy and Anti-Glare Filters

Some monitors have a glare that bothers people and causes eye strain. Filters are available
that act like sunglasses, but instead of the user wearing them, they fit over the screen. Many
filters are designed with plastic tabs that lay on top of the monitor with the filter covering the
screen. Others use Velcro attached to the monitor. Either way, the filter covers the screen to
remove the glare.

In addition to stopping glare, filters are also available to limit the viewing angle of the
display. “Shoulder surfers” sometimes try to look at displays to get some private information.
With a filter over the monitor, the only person who can see the contents of the monitor is the
person sitting right in front of it.
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( Quick Check

1. What resolution should be used for an LCD monitor?

2. What is the resolution of HDMI 1080?

