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Eﬂﬂ_ Fpt University
FPT POLYTECHNIC Muc tiéu bai hoc

% Biét duoc khai niém mang may tinh la gi
 Biét cach thirc truyén va nhan dir liéu trén hé thong mang
% Cac irng dung trén mang may tinh
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ﬁﬂ , Fpt University
FPT POLYTECHNIC Pinh nghia mang may tinh

“ La mot tap hop cac may tinh duoc noi véi nhau bdi duong
truyén theo mot cau tric nao do, thdng qua dé cac may tinh
c6 thé trao do6i thong tin qua lai cho nhau.

o P
o

Internetwork
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FPT POLYTECHNIC Phan loai mang méy tinh

Duwa vao pham vi phan b6 ctia mang c6 thé phan ra cac loai
mang nhuv sau

“ LAN (Local Area Network) — Mang cuc bd, két n6i cac may
tinh trong mdt khu vuc ban kinh hep. Két nbi dwoc thuc hién
thdng qua cac méi truong truyén théng tdc dd cao vi du cap
dong truc thay cap quang. LAN thuong dwoc st dung trong
noi b0 mot co quan, to chirc, trwdng hoc,...
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Eﬂﬂn Fpt University
FPT POLYTECHNIC Phan loai mang méy tinh

“* MAN (Metropolitan Area Network) MAN la m0t mang ma trai
rong trong pham vi dé thi nhv mot thanh pho. MAN théng
thuwong bao gbm hai hoac nhiéu LAN trong cung khu vuc dia
ly.

< Vi du mo6t ngan hang v6i nhiéu chi nhanh c6 thé tan dung
MAN. Thong thuwong, nha cung cap dich vu dwoc sir dung dé
két nGi hai hodc nhiéu LAN bang cach st dung cac dwong
truyén riéng hoac céac dich vu cap quang.

Metropolitan-
Area Network
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FPT POLYTECHNIC Phan loai mang méy tinh

< WAN (Wide Area Network) Khi cong ty hoac t6 chirc c6 nhiéu
dia diém phan cach nhau bdi khoang cach dia Iy 16n, t6 chic
can sir dung nha cung cap vién thong (TSP) dé lién két céac
LAN b&i cac dia diém khac nhau.

= Mang két ndi cac LAN ma phan cach béi cac dia diém dia ly
duoc goi la mang dién rong.

= WAN st dung cac thi€t bi mang dwogc chi dinh theo tiéu chuan
dé két ndi cac LAN véi nhau.

LANs separated by geographic distance are connected by a network
known as a Wide Area Network (WAN).
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ﬁﬂ , Fpt University
FPT POLYTECHNIC Phan loai mang may tinh

% GAN (Global Area Network) két néi may tinh ttr cac chau luc
khac nhau. T~h6ng thuvong két nbi nay duoc thuc hién thong
gua mang vién thong va veé tinh.

LANs and WANs may be connected into internetworks.
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FPT POLYTECHNIC U’ng dung Cl]a mang méy t|’nh

% Chia sé file: la tinh nang dwoc stir dung théng dung va rong
rai trén mang may tinh.

Chia sé file cho phép nguti dung doc va ghi file trén may tinh
khac, trén cac thiét bi lwu trir trong hé thong mang duoc chia sé.
File duoc chia sé rat da dang nhu van ban, tranh anh, video,
chuong trinh,...

% Chia sé Internet: khi nhiéu may tinh mudn truy cap Internet
thdng qua mot thiét bi duoc goi la modem, ban can phai co
mang may tinh
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FPT POLYTECHNIC Ung dung ctia mang may tinh

May tinh
dé ban 3
v

Mgy tinh
dé ban
@ @ Internat
Router DSL hode
Getewoy cap modem
Mgy tinh
xach toy
May tinh S
dé ban
Hinh 1-2: Mét router gateway cung cép két néi giva
mang cuc bo vdi Infernet.
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FPT POLYTECHNIC U’ng dung ija mang méy t|’nh

< GUri tin nhan
% Chia sé may in va cac thiét bi phan cirng khéac
s Két ndi v&i cac thiét bi gia dinh: Video camera, Microphone
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FPT POLYTECHNIC MO hinh OSI

% M6 hinh tham chiéu két ndi hé thong mé OSI
(Open System Interconnection) né mé ta mo hinh
mang. N6 cung cap cho cac nha san xuat tap hop ‘
cac chuan dam bao kha nang tuong thich 1on nhat., LGS

% N6 chia truyén théng ra thanh nhiéu phan nho hon EREEECUSS

F a—

va thanh cac phan dé quan ly.
< N6 chuén héa cac thanh phan mang dé cho phép
nhiéu nha san xuét phat trién va ho tro.
» NG cho phép céac loai phan cirng va phan mém (" 2 Datik )

truyén théng véi nhirtng thanh phan khac.

< N6 ngan chan su thay doéi tr mot tang anh huwéng
dén tang khac.

“ N6 chia viéc truyén thong mang thanh nhiéu phan
nho hon dé dé hoc va dé hiéu.

am—

1. Physical ]
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e Cac tang moé hinh OSI

< Tang vat ly (Physical) dinh nghia mc dién thé, tha tuc va cac
tiéu chuan chirc nang cho viéc kich hoat, duy tri va két thuc
lién két vat ly gitra cac hé thdng dau cudi.

< Tin hiéu, M6i trwvong truyén dan mang (cable, wireless, ...)

% Cac thiét bi tang 1 gom: Hub, Repeater.

% Tang lien két dir lieu (Datalink) cung cap viéc truyén dir liéu
tin cay qua duong truyén vat ly. Tang nay co lién quan dén
danh dia chi vat ly, hinh trang mang, truy cap mang, thong
bao 16i, th tw truyén cac frame va kiém soat luéng.

% Frame va céac giao thirc tang 2.

% Céac thiét bi tang 2 bao gom: Switch, Bridge.
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FPT POLYTECHNIC Cac tang mo hinh OSI (tiém

< Tang mang (Network) cung cap két néi va chon duwong di.
% Panh dia chi IP, dinh tuyén va cac giao thirc tang 3.
% Cac thiét bi tang 3 bao gbm: B6 dinh tuyén (Router)

< Tang giao van (Transport) dinh nghia cac dich vu dé phan
manh, truyén, va lap ghép dir liéu cho cac truyén thong gilra
cac thiét bi cudi.

% Truyén di liéu tin cay, thiét lap, quan ly va két thic viéc
truyén, phat hién 10i, khoi phuc div liéu va kiém soat ludng
thong tin.
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Eﬂﬂ Fpt University
FPT POLYTECHNIC Cac tang mo hinh OSI (tiép)

% Tang phién (Session) Thiét lap, quan ly va két thac cac phién
gilra cac rng dung.

< Tang trinh dién (Presentation) Chiu trach nhiém cho viéc biéu
dién dir lieu. bam bao dir liéu doc dwoc bén nhan, dinh nghia
cau truc di liéu va dinh dang di liéu.

% Tang rng dung (Application) Cung cap cac dich vu mang téi
cac tién trinh *ng dung nhw email, truyén tép, http,..
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FPT POLYTECHNIC Truyén th('jng ngang héng

< Nham muc dich cho di¥ liéu dwoc truyén tir ngudn dén dich,
moi tdng ctla m6 hinh OSI tai ngudn phai giao tiép voi tang
twong rng bén dich.

% Hinh thirc truyén nay duoc goi la truyén thbng ngang hang.

< Trong qua trinh nay, cac giao thérc cia moi tang trao doi
thong tin, duoc goi la don vi dir liéu giao thic (PDU).

< V&i moi truyén théng ctia bén ngudn giao tiép v&i PDU cu thé
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FPT POLYTECHNIC M 6 h‘| Nnh TCP/IP

«* M0 hinh TCP/IP la mdt mo hinh giao thirc, N6 mo ta cac churc
nang va cac giao thirc tai moi tang cta b6 giao thirc TCP/IP,
mo hinh TCP/IP gdbm 4 tang.

% Cac giao thirc tang rng dung gébm: HTTP, FTP, DNS, TFTP,...
% Cac giao thirc tang giao van: TCP va UDP.
% Giao thirc tang Internet: IP (Internet Protocol).

0SI Model TCP/IP Model

Application ‘ FTP H HTTP ‘ SMTP ‘ DNS ‘ | DNS ‘ TFTP
Presentation Application

Session TCP UDP

Transport Transport ;

Network Internet P

Data Link NI owiork

Physical - - = ary LaNs
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Eﬂﬂn Fpt University
FPT POLYTECHNIC Tién trinh déng goi dir liéu chi tiét

% Tat ca truyén théng trén mang sinh ra tr nguén va dugc gui
dén dich.

% Thong tin duoc gui trén mang duoc goi la dir liéu hoac goi
tin.

% Néu may tinh (May A) mudn gtri di¥ liéu téi may tinh khéac
(May B), di¥ liéu dau tién phai dwoc dong géi qua mot tién
trinh dwoc goi la qua trinh dong goi dir liéu (encapsulation).

Destination Source
Application | Data Stream Application |
Presentation ] Data Stream Presentation
Session ] Data Stream Session
Transport ] Data Data Data Transport
Network ] T—I?ahaﬁioeﬂr‘ Data Network
([ Deta Link ) Feame egar 0 s Data Link
Physical ] 11000101010110110000101001 Physical
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Eﬂﬂn Fpt University
FPT POLYTECHNIC Tién trinh déng goi dir liéu chi tiét

< Cac mang phai thuc hién 5 buéc sau dé dong goi dir liéu.
Xay dwng di liéu.

Péng g6i dir liéu hai diém dau cubi tai tang giao van.
Thém phéan header dia chi IP mang tai tang Internet.
Thém phan header va trailer tai tang lién két di liéu.
Chuyén do6i sang dang bit cho viéc truyén.

a R~ WbdPE

Dala
Data Data Segment
Metwork
Header H i
Frame | Metwork Frame Frame
Header | Header Trailer (medium dependent)

110001010101101100001010010101010
o
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FPT POLYTECHNIC Cac kiéu két noi mang méy tinh

% Cac may tinh muén két ndi vao mang phai tuan theo tap cac
quy tac hay cac giao thirc truyén va nhan théng tin

s Théng
Da lidu diéo g%c
TCP/IP D2 ligu Vin
negger - chuyén
IP TCP/IP D7 ligu Mang
neqoer mneqgoear
Ethernet P TCP/IP D2 liéu Ethernet Lién két
e Wi Hinh minh hoa mot goi
~ -~ - ) yd ’ A
dir liéu di qua cac tang
P TCP/IP D2 ligu Mang
header header
TCP/IP DU lido Van
negcer chuyén
= iin Théng dié
/| g diép
D2 ligu nhén duge
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FPT POLYTECHNIC Kiém tra I6i

% Khi truyén thong tin, khéng phai lic nao dir liéu cling duoc
truyén di mot cach day du va chinh xac. Boi khi dir liéu cua
gOi tin co thé bi that lac hodc bi nhiéu.

< DE xac dinh gai tin co bi 16i hay khéng, ngudi ta dua thém
vao ma kiém tra 10i, vi du kiém tra bit chan |é (parity bit)
hay kiém tra tong (checksum) dé xac dinh xem géi tin truyén
di co chinh xac hay khong.
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FPT POLYTECHNIC Et h erne t

< Duwoc gidi thiéu vao nam 1970, né la mot phwong thirc dé két
ndi cac may tinh v&i nhau théng qua cong nghé mang duwa
trén khung dir lieu (frame-based) dung cho mang LAN. Buwoc
str dung rong rai tir thap ky 1990 cho dén nay.

% Phuong thirc truyén nhan théng tin ciia né la CSMA/CD -
phuong phap da truy cap nhan biét sbng mang phat hién
xung dot. O moi n6t mang, mudn truyén di mot géi tin, no sé
kiém tra xem n6t mang doé c6 ranh khéng. Néu ranh thi goi tin
sé duogc truyén di, néu khdéng ranh (con goi la xung dét), no
sé doi mot khoang thoi gian ngau nhién roi tiép tuc kiém tra
lai cho dén khi truyén di duoc.




Eﬂﬂ" Fpt University
FPT POLYTECHNIC Ethernet

< Ethernet c6 nhiéu chuan va cé nhiéu téc do truyén. Trén
mang LAN né bao gom:
= 10Base-T: toc d6 10 Mbps diing cho cap xoan cap
= 100Base-T hay Fast Ethernet: Téc dé 100 Mbps diing cho cap xoan
cap

= 1000Base-T hay Gigabit Ethernet: Téc d6 1000 Mbps dung cho cap
xoan cap hoic cap quang
= Khong day hay Wi-Fi : Dung tin hiéu v6 tuyén theo cac chuan 802.11

a/b/g/n
..-;_,/:",/ Hinh anh cua cap

R-"?’ — Xoén Cép

\ T
BN
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ﬁﬂﬂurptumm
e Cap doi day soan UTP

< Cap d6i day soan UTP (Unshield Twisted Pair) gdm 4 cap day.
< Cac cap dwoc soan véi nhau nham muc dich chéng nhiéu.
< MOi cap dwoc danh mot ma mau khac nhau.

% Hién nay st dung hai loai la UTP 5/5e (100/1000Mbps) va
UTP 6 (1000Mbps)

<» Chuan TIA/EIA T568A/T568B

Outer Twisted Pair
Jacket l'

Color-Coded
- Plastic
Insulation
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FPT POLYTECHNIC

Chuan T568A-568B
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FPT POLYTECHNIC Cap th an o

< Cap thang duwoc st dung dé néi:
= PC dén Hub/Switch
= Hub/Switch dén Router

% Cach n6i: Hai dau gibng nhau cung la T568A hoac T568B

Straight-Through Cable

Straight-through cables have the same termination
at each end - T563A or T568B. .
Pair 2 Pair 2 Straight-through Cable !
Pair 3 Pair1 Pair 4 Pair 3 Pair1 Pair4 y
AIALA AALA e B

1NN ANV
4 213 4‘5"6‘? I'1 2‘3 4‘5‘ s‘ __M? b 1 ?ﬂ.’ b

" L ' o
T568A \ , T568A
Pair 3 Pair 3

Pair 2 Pair1 Pair 4 Pair 2 Paird Pair 4
A AN AAIA
ALY ANy
12345671 23456

8 8

T568B \ ’ T568B
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ﬁﬂﬂ Fpt University
FPT POLYTECHNIC Cap cheo

< Cap chéo duoc st dung dé noi:
= PC dén PC
= Hub/Switch dén Hub/Switch
= PC dén cong Ethernet clia Router

% Cach noi: Mot dau theo chuan T568A va dau theo chuan
T568B

Crossover Cable

Crossover cables have a T568A termination at one
end and a T568B termination at the other end.
Pair 2 Pair 3

Pair 3 Pair1 Pair 4 Pair 3 Pair1 Pair 4

AIATA A AT A

LT [ﬂflflfl\
12345617 1.234567
8 8

T568A \ , 15688
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FPT POLYTECHNIC WI — I: I

“ Wi-Fi hay mang 802.11 la hé théng mang khong day st
dung séng v6 tuyén, gidbng nhu dién thoai di ddng, truyén
hinh va radio.

< N6 ¢6 thé chuyén va nhan séng vo tuyén, chuyén doéi cac ma
nhi phan 1 va 0 sang s6ng vo tuyén va nguoc lai.

< Hé thdong nay co thé thay & san bay, quan café, thw vién hoac
khach san, hoan toan khéng can dén cap nodi. Ngoai cac diém
két nbi cong cong (hotspot), Wi-Fi c6 thé duoc thiét lap ngay
tai nha riéng.




Egﬂ, Fpt University
FPT POLYTECHNIC Két ndi Biém-t&i-Diém

< Thong thuong dé két ndi hai may tinh véi nhau, khéng nhat
thiét phai dung dén cac thi€t bi mang, ban c6 thé két ndi truc
ti€p gilra hai may tinh véi nhau, khi dé dwoc goi la két noi
diém-tgi-diém (point—to—point hay P2P)

< V@i loai két n6i nay ban c6 thé sir dung day cap, séng vo
tuyén, hoac hong ngoai. Néu két ndi bang day cap, ban phai
c6 cac mang. Pé két n6i bang séng Wi-Fi, ban phai sir dung
két nb6i ad-hoc.
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FPT POLYTECHNIC Két noi diéem-toi—diém
May tinh M k
4 b ocBoo
Mév tinh Hub M@y tinh Mgy tinh
d?b;: xéch tay dé ban
May tinh May tinh
dé ban xéch toy

Hinh 2-7: Mang LAN (bén trgi) c6 thé cunf cdp cdc két ni giva bt cu mét cap
nGt mang néo,; mang point-to-point (bén phai) chi két néi hai nut mang véi nhau.
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Eﬁ ., FptUniversity
— Mang khong day ad-hoc

% Thong thuwdong mang khong day Wi-Fi két ndi vao hé théng
mang thong qua thiét bi thu phat Access Point (diém truy
cap). Tuy nhién, trén thiét bi Wi-Fi cting ho tro két ndi truc
tiép dén thiét bi Wi-Fi khac. Vi du nhu két néi bang séng Wi-
Fi gitta may tinh v&i nhau, nguoi ta goi dé la két n6i ki€u ad-
hoc.
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ﬁﬂﬂ Fpt University
FPT POLYTECHNIC Két noi h6ng ngoai (Infrared)

< K&t ndi thong qua tia hong ngoai dé chuyén doi dir liéu gitra
may tinh, dién thoai, thi€ét bi nghe nhin,... Hau hét cac thiét bi
khong day dung dé diéu khién sé dung kiéu két ndi nay nhw
diéu khién TV, dau DVD/CD
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FPT POLYTECHNIC Két noi Firewire (IEEE 1394)

< La mot chuan giao ti€ép véi bang thong cao dung cho cac dau
quay video ky thuat s6 hoac cac 6 dia clrng gan ngoai, cac
may queét voi do phan giai cao,...
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E;ﬂ Fpt University
——— Mang khach/chu (client/server)

< Trong hé thng mang, ban c6 thé bo sung thém cac may tinh
hodc cac thiét bi. Viéc bo sung dé sé cung cap cac tai nguyén
cho nguoi dung trong mang do.

% Trong mQt mang, may khach (client) la may hoac chuwong
trinh ma st dung nhirng tai nguyén duoc cung cap béi may
chu (server).
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FPT POLYTECHNIC Mang khach/chu

@—]a 8-

& &
8 < >

Printer Mgy in Printer Mgy in

Gl = e

- -~

tthernet—

Hinh 2-12: Server in ¢6 thé la mét may tinh kém theo may in hodc mét may in
chuyén dung (mdy in c6 thé két néi tryc tiép véi mang).
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— Tong két — Cau hoi

% Thé nao la mang may tinh?

¢ Dua vao dia ly, co nhirng loai mang nao?

< Hay ké tén cac rng dung trén mang may tinh?

¢ Ethernet va Wi-Fi

< Két nbi diém-tdi-diém bang cap hiru tuyén va cap vo tuyén?
< Firewire (Apple) hay iLink (Sony) thudong dung dé lam gi?
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FPT POLYTECHNIC Muc tiéu bai hoc

% Biét dwoc tinh nang, tac dung cua cac thiét bi mang nhu Hub,
Switch, Router

% Phan biét dwoc s gibng va khac nhau gitra cac thiét bi mang
< Biét giao thirc str dung dé cac may “giao ti€p” dwoc véi nhau
< Sir dung dwoc mot s6 cdng cu, tién ich kiém tra két noi
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FPT POLYTECHNIC Hinh dang cua mang may tinh

% M6t mang may tinh bao gom nhiéu hon hai nit mang, khi dé
sé c¢6 nhiéu cach ndi cac nit mang dé véi nhau va sé tao
thanh hinh dang hay céau truc lién két (topology) cliia mang
do.
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FPT POLYTECHNIC Hinh dang cua mang may tinh

';t;;_\_‘_"
May tinh
xach tay

May tinh
dé ban dé ban

Dang vong tron
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FPT POLYTECHNIC Hinh dang cua mang may tinh

May tinh
xéch tay

Dang hinh sao

May tinh
May tinh dé ban
dé ban E
May tinh
dé ban
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FPT POLYTECHNIC Hinh dang cua mang may tinh

May tinh
xdch tay

Dang lu¢i

My tinh

May tinh 4& ban

dé ban

May tinh
dé ban
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FPT POLYTECHNIC Hub va Switch

< Ca Hub va Switch déu la thiét bi trung tam dung dé két noi

cac nut mang Ethernet th6ng qua day cap. Téc dd truyén cula
cac thiét bi nay c6 thé dat tir 10/100/1000 Mbps

c &
e

./”

Ethernet
hub
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FPT POLYTECHNIC Hub

< Khi mot goi dir lieu duwoc chuyén dén hub, né sé phan phat
g6i di¥ liéu d6 dén tat ca cac cong cta hub (trir cong glri goi
di¥ liéu dén). Moi nit mang sé so sanh xem dia chi cua g6i dir
liéu c6 phai chuyén cho minh khéng, néu phai thi nhan lay,
néu khong phai thi bd qua.

% Tai mot thoi chi mét may guri dwoc dir liéu. (Chia sé dwong truyén)

< V@i kiéu hoat dong nhu vay, néu trén hé thong c6 nhiéu may
gti di¥ liéu trong cung mot thoi diém thi sé dan dén xung dot
va tdéc do truyén sé rat cham.
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Eﬂﬂ" Fpt University

FPT POLYTECHNIC Switch

< La mot thiét bi chuyén mach, switch lam viéc dua trén nguyén tac
thiét [ap va duy tri bang CAM (content address memory) bang
CAM gom 2 cdt (Pia chi MAC ctia may tinh va Cong cla Switch).

% Co ché chuyén mach: Khi Switch nhan dugc mot goéi tin dén né
kiém tra xem dia chi MAC dich ctia géi tin c6 trong bang CAM hay
khong ? Néu khéng cd nd hoat déng nhuw la Hub. Néu ¢b nd tim
kiém trong bang CAM xem dia chi MAC dich gan véi céng nao cla
Switch va tién hanh truyén tir cong ngudn dén cong dich.

< Tai mot thoi diém, Nhiéu may tinh cé thé truyén nhan dong thoi.

MAC Address Table
EO0: 0260.8c¢01.1111

E3: 0260.8c01.4444

-

0260.8c01.1111 0260.8c01.2222

=

0260.8c¢01.3333 0260.8c01.4444
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ﬁﬂ | Fpt University

FPT POLYTECHNIC Switch

VIXSRELIE

fa0/1 fao/2 fa0/3 fa0/4

206d.8c01.1111 206d.8c01.2222 206d.8¢01.3333
fa0/5 fa0/6 fa0/7 fa0/8
206d.8c01.4444 206d.8c01.6666 206d.8¢01.7777

Switch

e —
—

=

H6.
m m Destination
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FPT POLYTECHNIC Switch

g. @. .4

May tinh d& ban ' Mady tinh dé ban y ! Méy tinh xéch tay

Switch Ethernet

May tinh dé ban Mgy in

L

Hinh 3-3: Switch Ethernet c6 thé hé tro hai hodc
nhiéu két néi dong thoi.
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FPT POLYTECHNIC Bridge

“ La thiét bi thuc hién viéc lién két cac may tinh & cac mang
khac nhau, gidp cho may tinh & cac mang khac nhau ciing co
thé “bat tay” dugc vai nhau.

% Bridge (cau nbi): Hoat dong & tang 2 ciia m6 hinh OSI, né
lam cau ndi dé ghép hai mang khac nhau thanh mot mang
duy nhat. Hoat dong gan nhu tw dong va trong suot.
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FPT POLYTECHNIC BO dinh tuyén (Router)

% Router (b6 dinh tuyén): Chirc nang chinh ctia Router la tim
dwong di tot nhat va dan dwong cho cac goi tin dén mang
dich, né két n6i hai hay nhiéu mang véi nhau, moi cong cla
router gan véi 1 mang, trén router c6é bang dinh tuyén bao
gom (dia chi mang dich, cong cla router).

< Nguyén ly: Khi nhan dwoc 1 goéi tin dén Router kiém tra xem
dia chi mang dich c6 trong bang dinh tuyén hay khéng ? Néu
co thi chuyén dir liéu sang cdng né gan véi mang dich.

Routing Table

Network 10.0.0.0 ---> fa0/0
Network 172.16.0.0 = fa0/1
Network 192.168.1.0 —--> fa0/2

1721602 IEI

g 192.168.1.2

| need to forward this . |
' packet fo the
1 192.168.1.0 network. |

I need to forward this
| packet to the
' 182.168.1.0 network.
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e B6 giao thirc TCP/IP

“ TCP/IP (Transmission Control Protocol/ Internet Protocol) la
bod giao thirc rat quan trong. Trong d6 TCP diéu khién giao
van nhuw cac lénh, théng diép, file duwoc tach ra thanh cac goi
tin dé truyén di va sé gop lai khi chuyén dén may dich. IP la
giao thirc lién mang, nd cung cdp cac qui tac dé moi gdi tin
truyén di trén cac mang khac nhau co6 thé dé dang dén dwoc
may dich.

% B giao thirc TCP/IP ba gobm bén tang: tang *rng dung (nhw
HTTP, FTP), tang giao van (nhw TCP, UDP), tang mang(nhuw
IPv4, IPv6), tang lién két (nhw Wi-Fi, Ethernet)

| FTP ” HTTP H SMTP H DNE ‘ DNS ‘ TFTP

/L

‘ TCP ‘ ‘ Upp ‘
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FPT POLYTECHNIC Pia chi IP

< DE may tinh truyén thong dwoc trén mang thi moéi may tinh
phai c6 1 dia chi duy nhat goi la dia chi IP.

< Dia chi IP gdm 32 bit nhi phan (4 byte) va dwoc biéu dién &
dang thap phéan c6 dang: x.y.z.w trong do x, v, z, w thudc
[0..255]

o Vidu: 192.168.5.11
% Dia chi IP gbm: Mang + May

192.168.1899 | 192.168.5.99

192.168.18.0
Netwark

192.168.5.0
Network

Chuyén sang dang nhi phan
11000000.10101000.00000101.00001011

192.168.18.11 192.168.5.11

Ph én mang 192.168.18.33 192.168.5.33
192.168,18.22 192.168.5.22
192.168.5.0
P h ‘é.n m é.y Network number
11 Host number
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FPTPOLYTECHNIC  Chuyén do6i tir thap phan sang nhi phan

27 2° 25 2¢ 23 22 2' 20
128 64 32 16 8 B 2 1
192 1 1 0 0 0 0 0 0

128

64

< Cach lam: Lap mot bang voi cac gia tri la (128,64,32,16,8,4,2,1) Khi mudn doi s6
thap phan X ra nhi phan ta duyét tw trai qua phai: xem X >=128 hay khong?
Néu ding thi ta ghi 1, sau do ta lay phan du cia 128-x va lap lai qua trinh nhw x

< Vi du: Mudn dodi sd 192 sang s0 nhi phan, ta thdy 192>128 nén chia hét vi vay ta
ghi gia tri 1 du6i c6t 128, phan du la 192-128=64 ta thdy 64>=64 nén cOt 64 ta
ghi gia tri 1, phan dw con lai la 0.

< Chuyén do6i dia chi IP: 192.168.80.2
% 11000000.10101000.10100000.00000010
< Hay chuyén 4 dia chi IP sau: 192.168.80.30,192.168.80.66 ,192.168.80.70
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B Subnet mask

< La mot day sb 32 bit (toan bit 1 sau dén bit 0) dung dé tinh
dia chi mang. Vi du: 255.255.255.0
(111111211.1117117211.11111111.00000000).

% Hai may tinh cung dia chi mang truyén truc tiép, hai may tinh
khac mang thi may gui phai truyén qua Router (default
gateway)

< Cach thuc hién: Boi IP sang nhi phan, Mask sang nhi phan,
Thuwc hién phép tinh AND (logic — 1x1=1 con cac trwong hop
khac la 0)

% Viducho IP la: 192.168.1.44 Mask la 255.255.255.0 hay tinh
dia chi mang (Sau tinh toan ta thay dia chi mang la

192.168.1.0) 11000000 ' 1010100000000001 00101100 P
11111111 11111111 11111111 00000000 Mask
11000000 1010100000000001 00000000 NetiD
192 168 1 0
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FPT POLYTECHNIC

Subnet mask (tiép)

¢ Cho 2 dja chi IP: 192.168.1.44 va 192.168.1.66 vOi Mask la
255.255.255.0 hay tinh xem hai dia chi IP nay cé cung mang

hay khong ?

192.168.1.44
255.255.255.0

192.168.1.66
255.255.255.0

192 . 168 . 1 . 44

11000000.10101000.00000001.00101100
11111111.11111111.11111111.00000000
11000000.10101000.00000001.00000000

e e A el

192:.: 1688 .1 =l

192 . 168 . 1 . 66

11000000.10101000.00000001.01000010
11111111.11111111.11111111.00000000
11000000.10101000.00000001.00000000

NN

192 . 168 . 1

255 . 255 . 2566 . O

11111111.11111111.11111111.00000000
i ]

Network

. 0 Network

255 . 255 . 255 . 0

11111111.11111111.11111111.00000000
. |
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ﬁﬂﬂ Fpt University
FPT POLYTECHNIC Default gateway

% Default gateway la dia chi IP ciia Router ma két ndi dén mang
cod chira may nguon.

% Khi mdt may tinh muén truyén sang may dich khac mang voi
nd, né phai gri goi tin ra default gateway (vi du H1 gui ra
mang remote)

% Hai may tinh cung mang truyén cho nhau khéng phai gti goi
tin ra default gateway. (vi du H1 truyén cho H3)

% Tat ca cac may tinh trong cung 1 mang c6 cung 1 default
gateway.

Remote
Network

IP Address. . : 192.168.1.1
Subnet Mask . . : 255.255.255.0
Default Gateway . . : 192.168.1.254

Default
Gateway

m IP: 192.168.1.254
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FPT POLYTECHNIC Default gateway

% Hay xac dinh dia chi Default gateway cua H1, H2 va H3.

10.0.0.1

, _

172.16.0.50

Slide 2 - Céc thiét bi va giao thirc mang 20



E;ﬂ Fpt University

FPT POLYTECHNIC Caclop diachilP A, B, C

IP Address Classes

Address | 1stoctet 1st octet bits Network( )and
Class range ( Host(H) parts of

(decimal) address

A 1-127* 00000000~ N.H.H.H
01111111

B 128-191 10000000~ N.N.H.H
10111111

c 192-223 11000000~ N.N.N.H
11011111

D 224-239 11100000~ NA (multicast)
11101111

E 240-255 11110000- NA (experimental)
11111111

Default subnet
mask (decimal

and binary)

255.0.0.0

255.255.0.0

255.255.255.0

Number of possible
networks and hosts
per network

128 nets (2°7)
16,777,214 hosts
per net (2424-2)

16,384 nets (2*14)
65,534 hosts per
net (2*16-2)

2,097,150 nets
(2*21) 254 hosts
per net (2°8-2)
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—— Cac lop diachi IP

% L&p A: Dung cho mang c6 sé lugng may Ién >16 triéu may /
1 mang. Co 128 mang lop A.

= - N.H.H.H (1 Byte dia chi mang, 3 Byte danh dia chi may)

= - Subnet Mask mac dinh: 255.0.0.0

= - Byte dau tién gia tri thudc (1-127)

% L&p B: Dung cho mang c& trung binh dén I&n > 65000 may /1
mang, co Ién hon 16000 mang lop B.

= - N.N.H.H (2 Byte dia chi mang, 2 Byte danh dia chi may)

= - Subnet Mask mac dinh: 255.255.0.0

= - Byte dau tién gia tri thudc (128-191)

% Lop C: Dung cho mang nho cé s6 lwvgng may / 1 mang <=254

= - N.N.N.H (3 Byte dia chi mang, 1 Byte danh dia chi may)

= - Subnet Mask mac dinh: 255.255.255.0

= - Byte dau tién gia tri thudc (192-223)
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. Pia chi Public va dia chi Private

 Bia chi IP Public la dia chi ctia cac host (may chu, thiét bi mang)
duoc thiét ké va sir dung truy cap truwc tiép ngoai Internet.

% Cac dai dia chi IP dwoc sir dung riéng cho hé théng mang clla cac to
chirc va céac dia chi nay bi gi¢i han va khéng truy cap truc tiép duoc
tir Internet goi la dia chi riéeng (Private Address)

% CO 3 dai dia chi IP Private do la:

» 10.0.0.0 — 10.255.255.255 (10.0.0.0/8)
= 172.16.0.0-172.31.255.255 (172.16.0.0/12)
» 192.168.0.0-192.168.255.255 (192.168.0.0/16)

< Dia chi Private duoc sir dung dé gan cho hé thdng mang ctia nhiéu
td chirc khac nhau.

% Dia chi Private khdng duwoc router dinh tuyén ra ngoai Internet (chi
str dung néi b6. Mudn dinh tuyén ra ngoai phai dung NAT)

¢ Dia chi nay bi Block bai ISP
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FPT POLYTECHNIC

192.168.1.0 Class C
Private Net

Pia chi Public va dia chi Private

172.16.0.0 Class B
Private Net

172.16.0.7
172.16.0.6

172.16.0.4
172.16.0.3

10.0.0.10

172.16.0.2

0.0.0 Class A
Private Net
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FPT POLYTECHNIC

Bia chi IP tinh

% Viéc gan dia chi IP tinh cho may tinh ngudi quan tri mang
phdi dua vao cac tham soO: IP Address, Subnet Mask, Default

Gateway (Néu can).

% Viéc gan dia chi IP tinh théng thudng dwoc gan cho céc

Server, cac thiét bi mang va cac may ta mubn quan ly.

Internet Protocol (TCP/1P) Properties x|
2] |
6-n-.||
‘Fou can get IP sethings assgned sutomatically if your netwod. supports
Conrect g thes capability. Othense, you need o ask pour network. admrestr stor for
the appropnste IP setngs.
|n IntedR] PRO/100 VE Netwerk Connection
" Obtan an 1P address sutomaticaly
[:W’LI i
: 5 Icowirn)
Comporents checkod e uied by the connection | L =
- P addess |I32158'I.I
¥ ™ Cleri for Microsolt Netveorks
V| B File and Prinker Shasng for Micsosoft Netwodks | Subnet mask. |25.25.25. 0
vV IR < e Kol [12 168 1 99
% Use the fcllowing DNS server addresses
Predened DNS server. |I?.? 6.5 ,1%
- - m‘* Terver : . &
For manual static assignments, o 1216 % 20 ;
enter addresses
Advanced
IP Address <— | | _Advanced._|
Subnet mask <

Default gateway <

0K Cancel
I | |
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i

FPT POLYTECHNIC Pilac hi IP ca PP hat d 6 ng

< MOi may tinh trong mang LAN cé thé chi dinh dia chi IP bang
hai cach: Nguoi dung tw gan cho may mot dia chi (IP tinh)
hay thi€t bi Router hoac thié€t bi diéu khién mang tw dong gan
mot dia chi khi may dé két n6i vao mang (IP dong).

< Phrong thirc dé gan dia chi IP dong goi la DHCP. Thiét bi
thwe hién viéc gan dia chi déng goi la DHCP Server. Trong
mang LAN, DHCP server sir dung cac sd trong mot khoang
danh riéng. Trén Internet, DHCP server sir dung cac sb tir nha
cung cap dich vu Internet (ISP).

% Ca dia chi IP tinh hay dia chi IP ddng may tinh déu hoat dong
nhu nhau nhwng chdng phai cung mot hé thdong (cung dai dia
chi)




=
Ell'_'jr._.'.'" Fpt University
i

FPT POLYTECHNIC ) | achi IP ca e hat d@ ng

it et Protocol (0%/1) roperties 2%

Genesd |

Yous can oot IP petirgs scsgred sulomabcally | pour nebwork supposs
thei capability Othersase, yous reed b0 ack pous retwork. admrwsir atos for
the apgragnate IP settryy:

(« Qttan an IP addess automancaly (
7 Uje the bodowarg) IP sdde1s

—_—
SE—
—

f* Optan

o Using DHCP

These addresses are

assigned dynamically:
IP Address -«
Subnet mask «
Default gateway <=
DHCP server -«




EEﬂFthnm
FPT POLYTECHNIC Pia chi IP tinh va dia chi IP déng

=

May tinh xach tay
192 168.0. IOO

e

May tinh dé ban
192.168.0.101

Erhgmgf—’

Mang WAN
103.75.201.0

Router

Dla chi LAN: 192.168.0.1
@ Dia chi WAN: 103.75.201.48

May tinh dé ban
192.168.0.102

G

May in -

192. 1680 105

Hinh 4-1: Router ty déng cdp dia chi IP riéng cho méi nit mang va gidp céc nut
két néi Internet hodic céc mang khac.
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FPT POLYTECHNIC Hé théng tén mién

< DE truy cap dén may tinh thong qua dia chi bang cac con s6
sé rat bat tién, trén mang Internet, nguoi ta cung cap mot
may chl dung dé phan gidi tén mién. N6 c¢6 nhiém vu anh xa
dia chi tén thanh dia chi so.

Vi du: khi g dia chi: 209.85.175.103 vao 6 dia chi cua trinh
duyét web, ban sé dwoc dan dén trang
http://www.google.com.vn/

< DGi vai con ngui, viec nhd chudi www.google.com.vn sé dé
nh& hon rat nhiéu day s6 209.85.175.103
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FPT POLYTECHNIC COng cu mang

% bay la nhirng cong cu khong phai dung thuwong xuyén trén
mang LAN va Internet, tuy nhién né sé rat hiru ich khi giai
guyét mot soO truc trac khi két ndi vao mang.

< IPConfig: la cong cu hién thi chi tiét thong tin hién tai vé két
n6i mang LAN va Internet.

Pé biét sir dung hét cac chirc nang cta lénh nay, go : IPConfig /?

TP "Antiry

-t
—_
-~ TP S atettictbtE ks -
VWl a s AW - & il ddaald - Lat/il
p——— 3 — .
P - e - -~ - - - P ialial Tt Nata
Eonlernec Qb o - — - AXed S — -
-
'_"F\v—w—\:{—l-' AN - arnaer ~ :j': - = b'd M AT S T e - - -
Lonnectlion-specliic NS oUll aomaln.actasiocmp
T ~ i~ - 109 -0 - s
IN 4 - aress 1l2£.1.00 1.10U
P— ~ - - Pp— -~
- - - 2-.-. (==~ - = N
o LD e ':Sk - LD LDD -
Mo dEmin]é Codmeemey 102 16R 1 1
UuclddllL wdlce Y ~J£&.1l00.1.41

Vi dy 4-1: Céng cy IPConfig hién thi théng tin vé cdu hinh mang cia may tinh.
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FPT POLYTECHNIC Cong cu mang

% Ping: la Iénh yéu cau dap lai, khi ban g6 ping t&i mot dia chi
nao do. Néu dia chi do dap lai, c6 nghia la viéc két ndi tr may
clla ban dén may c6 dia chi dé da thanh cong.

Pinging nostarch.com 72.32.92.4 with 32 Dbytes c¢f data
Reply from 72.32.92.4: bytes=32 time=140ms TTL=48
Reply from 72.32.92.4: bytes=32 time=9%ms TTL=48
Reply Zrom 72.32.922.4: bytes=32 time=92%ms TTL=48
b P . - s 17 29 Q5 S, P T | - s T m mms _ L O
DTS4 4 L il I & — e s ZL . yLso—T o4 Lilliie=2ZI /llla i1 lil,%20
Ping statistics for 72.32.92.4:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round tTrip times in milli-seconds:

Minimum = 97ms, Maximum = 140ms, Average = 10Bms

Vi du 4-3: Lénh ping gui mét loat cic yéu cau phan héi 16i dia chi can kiém tra.
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e Tong két — Cau hoi

< D€ thiét ké mdt mang may tinh, c6 nhitng hinh dang nao
dwoc st dung?

< C4c thiét bi can thiét dé tao nén mot mang LAN, Internet?

< TCP/IP la gi?

% Phan biét dia chi IP dong va IP tinh

¢ Tai sao phai c6 DNS?

% Cbng cu Ping cho ban biét nhitng gi, khi nao can dung?
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FPT POLYTECHNIC

2 et

Chuong 3
Mang Ethernet va mang Wi-Fi
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—_— Muc tiéu bai hoc

% Biét card mang la gi

% Thiét 1ap duoc card mang trong BIOS

< Phan biét dwoc céac loai chuan ctia mang Wi-Fi

% Biét thiét bi thu phat song khoéng day

% Biét duoc thiét bi khéng day khac

% K&t nbi thanh thao dén cac thiét bi thu phat song khong day
% Biét cau hinh bao mat cho hé théng thiét bi khéng day

Slide 3 — Mang Ethernet va mang WiFi 2



ﬁﬂ , Fpt University
FPT POLYTECHNIC Giao tié'p mang Ethernet

< MOi may tinh trén mang déu phai str dung mot card mang
(loai tich hop hodc mé rong) dé gtri va nhan dir liéu tr cac
may tinh khac. Nguwoi ta goi do la thiét bi mang hay giao tiép
mang.

< Card mang s dung 8 chan va dugc gan vao bdi dau day RJ-
45

Hinh 7-2: Hau hét may tinh méi déu tich hop sén céng
Ethernet nhu mét tinh néng tiéu chuén.
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[ Thiét lap card mang trén BIOS

% Ngay nay hau hét cac mainboard déu tich hop 1 dén 2 card
mang. Ban c6 thé bat hoac tat thiét bi nay trén BIOS dé co
thé str dung mot card mang gan thém.

< DE tat chirc nang tich hop ban khai dong lai may va vao BIOS
setup (théng thwong an phim DEL, F1,...) va tim dén muc tich
hop card mang roi disable né di.

% Ban ciing c6 thé dung ca card mang tich hgp va card mang
gan thém, khi d6 hé diéu hanh ctia ban sé nhan ra ca hai.
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FPT POLYTECHNIC Gan thém card mang cho may tinh cii

< Néu ban dang st dung mot chiéc may tinh cii, c6 thé
mainboard ctia ban chuva dugc tich hgp card mang. Khi dé
ban phai gan thém mot card mang.

< Card mang gan trong c6 thé gan vao khe PCI 32 bit bat ky

‘F

Nguén anh: D-Link
Hinh 7-3: Mét card mang PCl trong gén vao khe mé réng trén mdy tinh.
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FPT POLYTECHNIC Card mang cho may tinh xach tay

< May tinh xach tay cii cling c6 thé khong c6é card mang. Ban c6 thé
gan card mang cho may tinh xach tay théng qua khe PCMCIA

Hinh 7-4: Card mgni PC16-bit su dyng

doan cap ngén (déi khi goi la dongle)
dé két néi voi khe cdm Ethernet.
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FPTPOLYTECHNIC 3] dat chwong trinh diéu khién card mang

< Khi ban gan card mang vao may tinh xach tay hay may tinh
dé ban, néu hé diéu hanh ctia ban khoéng tich hgp driver
(trinh diéu khién) thi bat budc ban phai tim driver va cai dét
chuang treéc khi str dung. Pay la mot s6 trang web ban c6 thé

tim driver:
hittp://www.windrivers.com/

hitp: //www.pedrivers.com/

http: //www.driverzone.com/

hitp: //www.driverguide.com/

hitp: //www. helpdrivers.com/

hitp: //www.winguides.com/drivers/
hitp: //www.driversplanet.com/

hitp: //www.totallydriwers.com/
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FPT POLYTECHNICCJc |oai chuan clla mang khéng day Wi-Fi

% Mang khbéng day duva trén kién tric IEEE 802.11, dung tan
s clia song vo tuyén dé truyén nhan tin hiéu. Bang duéi day
sé thé hién toc do, tan so0,... clia cac loai chuan Wi-Fi

Bang 8-1: Cdc chuén mang khéng day

Loai Téc dé t6i da Khoang cach lon nhat  Bang tan
(ngoai trai)

802.11b 11 Mbps 300 feet (100 mét) 2.4 GHz

802.11a 54 Mbps 75-100 feet (23-30 mét) 5.2 GHz

802.11¢g 54 Mbps 300 feet (100 mét) 2.4 GHz

802.11n 248 Mbps 750 feet (250 mét) 2.4 GHz
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—_— Hoat dong cua cac kénh

“ Wi-Fi str dung mot dai ctia séng vo tuyén (cling c6 thé goi la
band) & khoang 2.4 GHz, d6i véi chuan n duogc thiét ké cho
ca giai tan sb 5.2 Ghz.

% Bang sau day mo ta cac kénh mac dinh va dai tan sé cla céac
kénh ma ban c6 thé thay trong céac thiét bi thu phat Wi-Fi

Slide 3 — Mang Ethernet va mang WiFi 9
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FPT POLYTECHNIC Hoat dong cua cac kénh

! Kénh 22 MHz I |
| ' ! |
Kénh 1 MHz l '
| Kénh 2 MHz : :
| Kénh 3 MHz | |
| Kenh 4 MHz | '
: Kénh 5 MHz I :
I Kenh 6 MHz I
| I Kenh 7 MHz I
: : Kénh 8 MHz :
| | Kénh 9 MHz |
| I Kenh 10 MHz
: : Kenh 11 MHz
| | | |
2.400 GHz 2.483 GHz

Hinh 8-1: Tin hiéu Wi-Fi dung 11 kénh riéng biét phu lén nhau. Chu y la, kénh 1,
6, 11 khéng giao thoa nhau.
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o Thanh phan ctia WLAN

s+ BO truy cap Access Point (AP) két nbi cac may khach khong
day toi mang co day.

% Cac may khach khoéng truyén truc tiép voi nhau, ching giao
ti€p vGi AP.

% AP la thiét bi tang 2 nd c6 chirc nang nhv Hub/Switch 802.3

< AP Kiém soat truy cap gitra mang c6 day va khong day.

< DPong vai tro nhw bd chuyén déi méi trwdng truyén dan no
chdp nhan cac frame trr mang Ethernet (802.3) sau dé
chuyén dbi sang Frame dinh dang khong day truéc khi né
duwoc truyén trén WLAN va nguoc lai.

-
!
|

) " Uy
Wireless Client = g

OO0
AT
Yy
Sey
%9 80200690

Wireless Client

Wireless Access Point Network

Wireless Client
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FPT POLYTECHNIC Wireless client

% Cac thiét bi tao cac may khach c6 kha nang thu/phat tin hiéu
RF (Radio Frequency) dwoc goi la Card khong day (Wirless
NIC)

% Tat ca cac may tham gia vao mang khéng day. Hau hét cac
thiét bi két n6i véi mang c6 day truyén thong c6 thé két noi
mang khéng day néu thém 1 card khéng day va phan mém.

% CO6 PCMCIA , PCI NIC, va nhiéu tuy chon USB.

< C6 thé la may tinh hodac cac thiét bi cam tay nhu: PDA,
Laptop,..

Slide 3 — Mang Ethernet va mang WiFi
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FPT POLYTECHNIC CDMA/ CA

% Trong WLAN do thiéu dinh nghia dwong bién vi vay kho co
kha nang phat hién xung dét xay ra trong qua trinh truyén. Vi
vay can stir dung phuwong phap truy cap dam bao khéng co
xung dot xay ra duwgc goi la CSMA/CA.

s CSMA/CA tao moOt danh riéng trén kénh cho 1 dam thoai cu
thé. Trong khi kénh riéng da duwoc dat trwdc khong mot thiét
bi nao c6 thé truyén trén kénh vi vay tranh dwoc xung dot.

s Néu mot thiét bi yéu cau sir dung kénh truyén théng, né phai
héi sw chap nhan tir AP. Diéu nay duoc hiéu la 1 RTS
(Request To Send). Néu kénh san sang. AP sé& tra I0i thiét bi
véi thong diép CTS (Clear to Send) noi rang thiét bi cé thé
truyén trén kénh doé.

% Mot CTS la 1 broadcast dén tat ca thiét bi trong mang, khi dé
cac thiét bi hiéu la yéu cau vé kénh dang duoc str dung.




El'l"jﬂf'—'ﬁn Fpt University
i

FPT POLYTECHNIC CDMA/CA tié P

% Trong WLAN do thiéu dinh nghia duong bién vi vay khé co
kha nang phat hién xung dot xay ra trong qua trinh truyén. Vi
vay can si¢ dung phwong phap truy cap dam bao khodng co
xung dot xay ra duwgc goi la CSMA/CA.

% Khi cubc dam thoai két thuc, thiét bi ma da yéu cau kénh gui
1 thong diép khac té6i AP duwoc hiéu la phan hoi
Acknowledgement (ACK). ACK c6 y nghia AP c6 thé giai
phong kénh d6. Théng diép nay cling duoc glri broadcast dén
tat ca thiét bi. Tat ca cac thiét bi nhan ACK va bhiét l1a kénh doé
da san sang trd lai.




FPT POLYTECHNIC Minh hoa CDMA/CA

Request to Send (RTS
} 2>

I have information to send

Request to Send (RTS}} No one else is using this channel, |

L

Request to Send (RTS
) >

Request to Send (RTS) >
< Clear to Send (CTS)

No one else is using this channel, |

-« Clear to Send (CTS)

Slide 3 — Mang Ethernet va mang WiFi 15



v 4

Request to Send (RTS)

Minh hoa CDMA/CA

Transmission complete. | must
-

Clear to Send (CTS)

DATA

s Request to Send (RTS)

Clear to Send (CTS)
DATA

ACK

Yy

Slide 3 — Mang Ethernet va mang WiFi
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Eﬁﬂ- Fpt University

FPT POLYTECHNIC SSID

< Khi xay dwng mang khong day, thiét lap dé cac thanh phan
wireless két ndi t¢i mang WLAN phu hop la rat quan trong.
Piéu nay dwoc thuc hién bang cach st dung tap dich vu dinh
danh (Service Set Identifier -SSID).

% SSID la mot tén dai 32 ky tw. N6 duoc glri vao phan header
clia tat cac frame truyén trén WLAN.

% Tat ca cac thiét bi trong cung WLAN phai dwoc cau hinh cung
SSID dé c6 thé giao ti€p duoc véi nhau.

Wireless Cell

Wireless Clients (STA)
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— Chirng thurc trén WLAN

% Chirng thuc la tién trinh cho phép cac thiét bi két nbi vao
mang duwa vao cac giay phép. N6 duwoc st dung dé xac nhan
cac thiét bi dang cd gang két ndi vao mang la chinh xac.

< Trong moi trvong khéng day, chirng thuc van dam bao la céac
host da két nbi da dugc xac nhan, c6 nhiéu cach chirng thuc
khac nhau, hau hét cac chirng thuc xay ra truéc khi client
duwoc phép két ndi vao WLAN. C6 3 loai chirng thuc trong
WLAN la: chirng thuwc mé (open authentication), Khoa chia sé
(PSK) va EAP.
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o Chirng thuc trén WLAN

% Chirng thurc m@ (Open Authentication): Mac dinh, cac thiét
bi Wireless khéng yéu cau chirng thuc. Tat ca céac client cé
thé két hop bat ké ching la ai. Diéu nay dwoc goi la chirng
thuc mé.

% Chirng thuwc ma& chi nén sir dung & mang public nhw trueong
hoc hodc nha hang. N6 cé thé dwoc sir dung trén mang & dé
chirng thuc sé dwoc thuc hién boi cac cach khac dé két noi
vOi mang.

Sure... Access granted

Hi, | know your name, can

| connect? P
-~ F .fi..[-"'kll
o

Open Authentication
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FPT POLYTECHNIC Chlj’ng thuwc khda chia sé (PSKl

% Chirng thuc khoa chia sé (PSK-Pre Shared Key) voi PSK ca hai
Access Point va client phai dwoc cau hinh véi cung khda hoac
mat khau bi mat.

< AP glti ngau nhién mot chudi cac byte dén Client. Client chap
nhan chubi, ma hdéa né duva vao khoa, va giri nd quay lai AP.

< AP nhan chubi d4 ma hoa cla Client va sir dung khoa cta no
dé giadi ma.

< Néu chubi dwoc gidi ma nhan duoc tir Client khép véi chuoi
ban dau gui téi Client, Client dugc phép két nbi vao AP.

You can connect, but

only if you know the
Hi, I'd like to connect. secret key.

i
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——— Chrng thwec moé rong EAP

“ EAP (Extensible Authentication Protocol): Cung cap chirng
thwc hai chiéu lan nhau gitra AP va Client, Ching thuc nay la
chirng thuc nguwoi dung. Khi phan mém EAP duoc cai trén
Client, Client giao tiép v&i Server chirng thuc backend nhu la
RADIUS (Remote Authentication Dial-in User Service).

“* RADIUS server thuc hién chirc nang phan tach Client voi AP
va trén Radius duy tri mot co s& di¥ liéu nguwoi dung cé thé
truy cap mang. Khi s&r dung EAP, nguoi dung, khéng chi host,
phai cung cip username va password sé dugc kiém tra voi
CSDL cua Radius dé kiém tra tinh hop 1é. Néu hop 1é user
dwoc chirng thuec. rE— rem—

password:cisco and I'd password:cisco
like to connect. connect to Router A is
~T I'll forward your request. verified.

—j—8

Router A
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Eﬂﬂ. Fpt University
FPT POLYTECHNIC Loc dia chi MAC

< Khi Client dang c6 gang két n6i hodc chirng thuwc voi AP, n6 sé
guri théng tin dia chi MAC.
% AP sé tim kiém dia chi MAC cula Client trong danh sach cua

nd. Chi nhirng Client nao c6 dia chi trong danh sach dé méi
duoc két ndi vao AP.

MAC Address Filtering

=

3
45-B9-31-B1-5C-22

00-09-6F-57-01-62

5

MAC Address Filter List
Enter MAC Address in this format xooooooo

(Wirwiss Chont MAC Tat ) Wﬂﬂm
e

MAC Address 1-2( ~

MAC 01: oo-096F-57-01462 MAC 11:
MAC 02: 45-85-31-B1-5C-22 MAC 12:
MAC 02: MAC 13:

10-8A-41-2E-AD-75
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Eﬁﬂ" Fpt University
FPT POLYTECHNIC Chl}ng thwc va loc dia chi MAC

% Khi chirc nang chirtng thuc duwgc kich hoat, bat ky phuong
phap chirng thuc nao dugc st dung, Client phai vuot qua
chirng thuc trwde khi né c6 thé két hop véi AP. Néu ca hai
chirng thuwc va loc dia chi MAC duoc sir dung, thi chirng thuc
xay ra trwoc.

< Khi chirng thuc thanh cong, AP sé kiém tra dia chi MAC client
trong bang dia chi MAC. Khi da duwoc xac nhan, AP thém dia
chi MAC cla host vao bang dia chi cua n6. Client duoc két
hop véi AP va c6 thé két n6i vao mang.

The MAC address is
verified. You can connect.

Attempt to connect ——— Challenge (request for key)

Response to challenge Authentication

k//:ﬁ
Attempt to associate / 3

Check MAC filter and associate
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FPT POLYTECHNIC Ma hoa dir liéu trong WLAN

< Chitng thuc va loc dia chi MAC c6 thé dirng duogc viéc tan
cong két ndi vao mang khoéng day, nhwng né khdong thé ngan
chan duoc viéc thay doéi dit liéu khi truyén trén mang.

< B0i vi mang khong day khong giéi han bién nén tat ca cac dir
liéu duwoc truyén qua moi trwong khéng khi. Dé dang cho cac
hacker nghe nén va thay doi cac frame di¥ liéu.

< M& hoa la phwong phap thay déi dir liéu nham muc dich di
liéu néu bi danh cap ciing khong st dung duoc.

s

r_/_. __f.

S56cde.dca211a001ablab Hosts need the right key. D
OOCOOCO0CO000000] pemme OO OOOO00O0O0O0OO0N00 O0C000000000000C IIYB

it
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FPT POLYTECHNIC I\/I é h é a W E P

“* Wired Equivalency Protocol (WEP): la mot dac tinh an ninh
nang cao dé ma hoéa dit liéu khi né dugc truyén qua khong
khi. WEP st dung cac khdéa da duwoc cau hinh trwéc (pre-
configured keys) dé ma hoéa va giai ma dir liéu.

< Khdéa WEP 1a mét chudi gom ky tw va s6 thong thwdng gom
64 hoac 128 bit. M6t s6 trwong hgp cho nhap mdét tir va sinh
ra key tir mat khau doé.

< Nham muc dich dé thuc hién chirc nang ma héa WEP, AP va
tat ca cac thiét bi khong day dwoc phép truy cap dén mang
phai cé cung khdéa WEP. Néu khéng c6 khda nay, cac thiét bi
sé khong thé hiéu viéc truyén thong khong day.




Eﬂﬂ Fpt University
FPT POLYTECHNIC Ma héa WEP (tiép)

“ WEP la 1 cach thirc ngan chan ké tan cong trich dir liéu, tuy
nhién c6 nhiéu diém yéu trong ma héa WEP, bao gom viéc st
dung cac khéa tinh trén céac thiét bi. C6 cac phan mém cé thé
phat hién ra khéa WEP. Tir d6 ké tan cong c6 thé truy cap
dén tat cac thong tin dwoc truyén di.

< D€ vuot qua diém yéu nay nén thuong xuyén doi key.

AC323CB86993DEB758BC737D892

=

AC323CBBB993DEB758BC737D892
AC323CBB6993DEBT758BC737D892

ek

AC323CBB6993DEB758BC737D892

Wireless Sniffer running WEP
cracking tool.
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ﬁﬂﬂ Fpt University
FPT POLYTECHNIC Wi-FiI Protected Access (WPA)

“ WPA cling s&*r dung ma hda khoa tir 64 bit dén 256 bit.

< WPA tu sinh ra méi, cac khda dong moi lan khi Client thiét 1ap
két n6i voi AP. WPA an toan hon nhiéu so véi WEP béi vi cac
tinh nang nay kho bi crack.

% WPA/WPA2 gbm c6 2 loai co ché ma hda dir liéu la: TKIP
Temporal Key Integrity Protocol va AES Advanced Encryption
Standard (AES).

TKIP — Temporal Key Integrity Key AES - Advanced Encryption Standard

» Encrypts by adding increasingly complex bit « New cipher used in 802.11i
coding to each packet » Based on TKIP with additional features that
« Based on same cipher (RC4) as WEP enhances the level of provided security
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FPT POLYTECHNIC T K I P V é E A S

s TKIP la phwong phap ma hdéa dugc chirng nhan nhv WPA. N6 cung
cdp ho tro cho cac thiét bi WLAN thira ké bang cach dwa vao cac
thi€u sot ban dau két hop véi 802.11 ma héa WEP. N6 sir dung cac
thuat toAn ma hoéa ban dau dwoc s dung b&i WEP.

¢ TKIP c0 hai chirc nang chinh
% N6 ma hoa truong payload tang 2

< N6 mang cac thong diép kiém tra tinh toan ven message integrity
check (MIC) Trong goi tin dwgc ma hoa.

% AES duwoc sir dung nhiéu hon. AES c6 chirc nang nhu TKIP, nhung
n6 thém di liéu tlr phan header cla MAC dé cho phép cac may dich
nhan ra. N6 cling thém th&r tw phat trong phan header.

% PSK hoac PSK2 v¢i TKIP nhu la WPA

% PSK hoac PSK2 v&i AES nhu la WPA2




ﬁﬂﬂurptummﬁw
FPT POLYTECHNIC Cau hinh Access Point

% Cau hinh co ban vao muc Setup/Basic Setup ta dat dia chi IP
cho AP va AP cép dia chi IP ddng DHCP cho cac may khac.

~ 2 i Access Applications e :
eless Securi inistra Status
Setup Setup Wirele curity TR & Gaming Administration tatu
Easic Setup DDONS MAC Address Clone Advanced Routing

Internet Setup

|Automatic Configuration - DHCP + |

Internet
Connection type

Optional Settings Host Name:
(required by some
internet service
providers)  mTU-

Network Setup

Domain Name:

- Size: 1500

IP Address: 192 .|168 |. |6 I .

Router IP
Subnet Mask: |255.255.255.0 -

DHCP Server

Settings|  pHCP E R DHCP
LT @ Enabled ( Disabled om—
Start IP Address: 192.168.6. 100
Maximum number 50
of Users:

IP Address Range: 192.168.6.100 - 149
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FPT POLYTECHNIC C éu h‘| N h AP

% Tab Setup:Cau hinh co ban vé mang: IP, DHCP, Internet.

LINKSYS®

A Division of Cis2o Systems, inc.

Firmware Version: v0.93.3
Wireless-N Broadband Router WRT300N

Access Applications

SEtup B Wireless Security Restrictio Gaming
Basic Setup DDNS MAC

Administration Status

Internet Setup

[Autornatic Configuration - DHCP ~

Internet
Connection type

Optional Settings Host Name:
(required by some
internet service
providers)|  mTU:

Network Setup

Router IP

Domain Name:

- Size: |1500

1P Address: 192 . 168 . 6 . |2

Subnet Mask: |255.255.255.0 v

DHCP Server
Settings
| DOHCP | o Enabled © Disabled 22
Server: Reservation

Start IP Address: 192.168.6. 100

Maximum number 50
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Eﬂﬂ. Fpt University
FPT POLYTECHNIC C é:u h‘| N h AP

 Tab Management — Click vao tab Administration va chon
muc Management. Password mac dinh la admin. Dé bado mat
cho AP, doi password mac dinh.

LiINnKSsYS'
A Devision of Cisco Systems, Inc Frrwae \
Wireless-G B(oadban Router

Administration s — Access Applications

- Administration
& Gaming

Router Password Enter new administrative password

vl here
Local Router Access Router Password SRR RRRRRRS
Re-enter to SesssssnssRRseee new Router passh
confirm

fype R agan in the
confirm fieid 10 cor
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FPT POLYTECHNIC C é:u h‘| N h AP

< Tab Wireless — thay d6i mac dinh SSID trong tab Basic
Wireless Setting tab. Chon mirc d6 bao mat trong tab Security

va hoan thanh tuy chon cho viéc chon lwa ché dé security.

LINKSYS®

A Division of Giste Systems, Inc.

Firmware Version: v0.93.3
Wireless-N Broadband Router WRT200
ccess Applications

Wireless Setup | Wireless

Settings

. Administration Status
& Gaming
Basic Wireless Settings

Network Mode: [Mixed

Network Name (SSID): linksys

Radio Band: |Auto |
Wide Channel:

Standard Channel: (1-2.412GHz  ~|

SSID Broadcast: @ Enabled ' Disabled

Save Settings Cancel Changes
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ﬁﬂﬂ Fpt University
FPT POLYTECHNIC Cau hinh AP co ban

I e e ———

/- Basic Wireless Settings - Windows Internet Explocer
p

Select network mode: 3
*  MixedBG-Mixed \ /
*  Wireless-B Only
+  Wireless-G Only
Wireless A : + Wireless-N Only
: _— Disabled

 Wreman Letnge

Broadcast option
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FPT POLYTECHNIC Cau hinh AP co ban

% Network Mode - NEéu cd cac thiét bi chuan Wireless-N,
Wireless-G va 802.11b trong mang, nén dung ché do Mixed la
gia tri mac dinh.

 Néu c6 chuan G va chuan 802.11b chon BG-Mixed, Néu chi cb

chuan N chon Wireless-N only, twvong tw véi G,B. NéEu muon
vO hiéu hda chon Disable.

LINKSYS®

A Division of Cisco Systema, inc.

Frmess Verson  +0 5
Wireless N Broadband Router WRT 00N

Wireless e

Basic VWirekss Sattngs ]

Network Mode

Network Name (SSD) -
— Select the mode suitable for

Rade Bang reless-O Only 3 5 ;
Virewss.5 Only all devices in the wireless

Wide Chansel Wireless-N Onaly LAN. Default is Mixed
CDmabied

Standard Channel 1-2“2012_\'_

S5D Broadeast © tnablea O Disabled
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FPT POLYTECHNIC Cau hinh AP co ban

% Tén mang (SSID) — la tén mang chia sé trong tat cd cac
diém trong mang khoéng day. SSID phai giobng hét nhau cho
tat ca cac thiét bi trong mang khong day. N6 la 1 chubi gom
32 ky twv. Dé ddm bao bdo mat tét nén dodi SSID mac dinh
sang tén khac.

+ SSID Broadcast: Khi client tim kiéEm khu vuc cuc bd cho cac
mang khong day dé két hop véi né. Ching phat hién ra SSID
broadcast b&i AP. BEé broadcast SSID chon muc Enable.

LINKSYS'

. - o Fumase Verson v 90

Wireless N Broadband Router

Wireless

Network Mode

Network Name ($SD) ..;__________
Rado Band Wide - 40unz Channet v Change default SSID from
veade Chanves 3w et
Standard Channel 1-2412682 v

S50 Broadcast (*) Enabled () Disabled
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FPT POLYTECHNIC Cau hinh AP co ban

< Radio Band: D& hiéu nang cua cac thiét bj t6t nhat trong
mang khong day chuan Wireless-N, G va B nén dé gia tri mac
dinh la Auto.

< Chi gobm thiét bi chuan N chon kénh 40MHz, Chuan G va B
chon kénh chuan 20MHz.

LINKSYS®

A on of
Division of Cisoo Syslema, Inc Fumusss Version : v0.50

Wireless-N Broadband Router

Wireless :
Setug Vireless

Basic Wireless Sattngs |

Network Mode Moced v
Netwerk Name (SSD) exploratonthree
Rado Band Wide - 40MH2 Channel ' : :

2 Auto ‘____f_.—-———é"" Select Radio Band. Use Auto if b,
Wide Channel Standard - 20UHz Channel g. and n devices use the access
Stancard Channel — point.

SSD Broadcast () Enabled ) Disabled
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FPT POLYTECHNIC Cau hinh AP co ban

% Wide Channel (d6 réng kénh): Néu chon kénh Wide -
40MHz tr muc Radio Band, viéc thiét I1ap nay san sang cho
kénh chinh chuan N.

Frerware Vennon v1002
Wireless-N Gigabit Router with Storage Link

Wireless o T socots

Basic Wireless Settings |

W

exploratonthroe

Wide - 40MNZ Channel | v/
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FPT POLYTECHNIC Cau hinh AP co ban

< Standard Chanel (Kénh chuan) - Chon kénh cho chuan N, G
va B. Néu ban da chon kénh 40MHz cho thiét lap Radio Band,
Kénh chuan la kénh th& 2 cho Wireless-N.

Freawe Vorson w1333

Wireless N Gigabit Router with Storage Link

P—— — e When Network Mode is not set for
e - Wireless-N, Radio Band defaults to
Wide Chasnet Standard.
Staraard Chansed 12812002 :.
S50 Brosscant ;g::igﬁ B abied

3. 282002

:;:L& &« For wireless LANs with b or g devices
- only, set standard RF Channels
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FPT POLYTECHNIC Cau hinh bao mat

% Ché dé bao mat (Security Mode): gobm PSK-Personal,
PSK2-Personal, PSK-Enterprise, PSK2-Enterprise, RADIUS,
hoac WEP.

LINKSYS'

A Diviseon of Cso Systerma, Inc.

Fermuare Verses o) 50

Wireless-N Broadband Router WRT 300N

Wireless

Status

VWireless Securtty

Cancel Changes
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FPT POLYTECHNIC

Cau hinh bao mat

< Mode Prameters - Moi ché doé PSK va PSK2 cd cac tham sé
ma ban can cau hinh. Néu chon PSK2-Enterprise, ta phdi c6 1
RADIUS Server gan v&i AP. Phai nhap vao dia chi IP cla
RADIUS Server, s6 hiéu cong duoc st dung béi RADIUS, mac

dinh la 1812.

Securty Mode

Encryption
Pre-shared Key

Key Renewal

PSK Personsl | Securty Mode

TKP or AES |» Encryston
Pre-shared Key
300  seconds \/ Key Renewal

PSK Personal '-r_l
TKP or AES »

3600 | seconds

Parameters for

PSK and PSK2
are the same
PSK2 Enterprise | v | Securty Mode
~

TP or AES v | Encrypton
0 0 0 0 RADUS Server
1812 < RADUS Port

Shared Key
%00 | seconds \. ey Renewal

PSIQ Enterprae W |
TKP or AES vj
0 0 0 0

1812

600 | seconds
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FPT POLYTECHNIC Cau hinh bao mat

% Ma hoéa (Encryption): Chon thuat toan ma ban mubn si
dung AES hoac TKIP. (AES la phwong thirc ma héa manh hon
TKIP.)

Freeawe Vorsr D W1 §
Wireless-N Broadband Router

Wireless

.r.zs‘—___,..-—-—-“"" Select AES encryption for PSK2

mode
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% Khba chia sé (Pre-shared Key) — Nhap vao key chia sé bdi
router va cac thiét bi khac trén mang.

¢ Khoa phai co tur 8-63 ky tu.
** Key Renewal — Thoi gian sinh khéa mai, noi véi AP bao lau sé
thay doi cac khéa ma hoa.

Frmaars Vonn «2 00 %

Wireless-N Broadband Router

Save Setings Cancel Changes
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FPT POLYTECHNIC Cau hinh Wireless NIC

Double-click

etwork ‘.‘.I"Ill-.':T] n 2 x
Choose a wireless network
Click an item in the kst below to connect to a wreless network in range or to get more
;(ti:)lﬂlgag Comnacked Y}
‘ '/ Sequrity-enabled wirdless network aill
! (‘ii) . |
. ¥ Secuity-ensbled wireless network -i'
| ((i,) linksys |
"/ Security-enabled wireless network walll
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FPT POLYTECHNIC Cau hinh Wireless NIC (tao profile)

1 =]
St
- 4 3
Soeed S0Me . r -
Double-click * s Maches Nerwos Servcet
Sonal Srength - -
Sigral Srength ¥ R Zoro Knawiedge Froedom
ﬁ a0 Prvter Shana for Microselt Metworks. k-3
Acinity Actrety 1L i >
" Descpten
l*
Packets. 1442008 | 1,900.207 . s | TR Hows your COMOLE 10 BOCESS feS00ks On & Microsoft
2 B =
[Empones ] [ Doable ] [ ow Wowom Hetwots_] [Nty e
iﬁl_u_l (__om Wriess Notwods_|
(o |
pr— ox ][ ome ]
g Wireless network properties § NeTWOrk properties
Gonersl | Winskess Networks | Advanced. Aasocation | Aushertcation | Connection | 5 e Y —— -
[¥]se Yindows 1o configure my wiviess network setings Network game 55101 || B s L—————J-—-—J‘:'m"'"‘ “'_ ek
HFeralabie petwordks Wirektas restwork kosy Natwork pame ks 03
7 o from, or find out . Wirsless network; losy 7 —
ahonit mbwbens stk I sargn. <ick W bulion balew. e S ouS  ay AoCss Wy This rtwork requires & ey for the folowing 6 A The akeyforthe 7
— =~ | Nl sk sy e
Ersfennd netwodks T wer E] Dot encnypton:
aby zereect 1o e oroer bged
- 3 0 ’ her : = - P b
| essysiz =Y o rabuct b i
F sy (tomatc) re— e - 1 Cnfm netwerk bey sasssnnns
Keyindex lsdvarncst. I Mo e ke I
i 4 ' [Pptes | (] The ey i provided for me atomaticaly [0 The key i provded for me automaticaly
Loam sbout 39000 LD wiekeds ratwork ~ o e =
m Dm;.m—mm scress ports are nol used Dm..;-_‘-'; Sad hank e ol
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Tong két — Cau hoi

< Gan thém card mang va cai dat trinh diéu khién cho may tinh
xach tay va may tinh dé ban nhv thé nao?

< CO nhitng chudn k&t ndi mang khéng day nao? O bang tan
nao? Pham vi va tdc do ra sao?

< Lam sao dé két ndi vao hé thong mang khong day? Quan ly
danh sach két ndi vao cac diém truy cap nhw thé nao?

% Thiét lap cac ché dbé bao mat cho hé théng thu phat khéng
day
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