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GIOI THIEU VE MON HOQC
AN TOAN MANG

Vi tri, y nghia vai tro mén hoc:

Mon hoc an toan mang 1a méang kién thirc co ban can cho bat ky nguoi ki thuat vién
tin hoc, trong d6 c¢6 nghé quan trj mang may tinh. Mang kién thirc nay khéng chi 1a co s& dé
linh hoi nhirng ndi dung chuyén moén trong qua trinh dao tao, ma né connf phuc vu truc tlep
cho nghiép vu sau nay khi tac nghiép. Néu thiéu n6 hoc vién khong thé hiéu ro nhiing klen
thirc co ban vé mdy tinh, dong thoi khong giai thich chinh x4c duoc nhimng nguy co bi tan
cong cua hé thong mang, internet va cac hé thdng tin hoc cong nghiép.

Muc tiéu ciia mon hoc:
- Xac dinh duoc cac thanh phﬁn can bao mat cho mot hé théng mang
- Trinh bay duoc cac hinh thiic tin cong vao hé thong mang
- Nim duoc cach thirc bao mat va thiét ké duoc cc luat bao mat véi loc g61 [P cho
mot hé théng mang
Hiéu kién trac va xay dung dugc cac chinh sach bao mat IPSec
Phan biét dugc cac loai virus thong dung va cach phong chdng virus

Muc tiéu thyce hién ctia mon hoc:
Sau khi hoc xong mo6n nay, sinh vién c6 kha ning:
- Xac dinh duoc cac thanh phén cua mot hé théng bao mat, trinh bay dugc céac hinh thuc
tan cong vao hé thong mang.
- Ném duoc cach thirc bao mat véi loc g61 1P, thiét ké duogc cac luat bao mat véi loc goi
IP cho mét hé théng mang.
- Hiéu kién trac cia IPSec, xay dung duoc cac chinh sach bao mat IPSec, va thiét 1ap
duoc cac ché d6 lam viéc IPSec.
- Trinh bay duoc qué trinh NAT cta mot hé théng mang, thiét 1ap ciu hinh NAT trén
Windows server
- Hiéu duoc virus may tinh, hiéu duoc cach thic lay lan cua virus may tinh, phan biét
duoc cac loai virus, va phong ngtra dugc su xam nhap cuia virus.

Noi dung chinh ciia mon hgc:
Chuong 1 : Tong quan vé bao mat va an toan mang
Chuong 2: Bao mat voi loc goi IP
Chuong 3: IPSEC
Chuong 4: NAT
Chuong 5: Virus va cach phong chong
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CHUONG 1 : TONG QUAN VE BAO MAT VA AN TOAN MANG

I. TONG QUAN VE AN TOAN BAO MAT MANG:

1.1. Gi6i thiéu vé AAA: (Access Control, Authentication va Auditing):

Khi hé théng mang duoc ra doi nhu cau can trao doi tai nguyén dwogc dat ra va nhitng
ngudi s dung hé théng mang d6 dugc trao doi tai nguyén véi nhau. Sau mot khoang thol
gian sir dung, hé théng mang d6 ngay cang dugc mé rong va sé luong tham gia vao mang
ngay cang ting, do dé viéc thuc hién cac chinh sach bao mat, thiét 1ap cac chinh sach
trong viéc truy xuét tai nguyén mang duoc dit ra.

Cong nghé théng tin duoc ap dung trong nhiéu linh vuc nhu thwong mai, hang hai, ...
Trong su phat trién d6 “thong tin” 12 mot phan quan trong nhat. Mol thiét bi may tinh nhu
(Ram, CPU, Man hinh, bia ctmg ...) cting nhu ha tang mang (router, switch, ...) dugc tao
ra dé hd tro viée xtr ly, luu tri, trlnh bay, van chuyén thong tin ... Vi Vay viéc bao dam
tinh an toan cua dir liéu dwoc Iuu trix trén may tinh ciing nhu tinh b| mat va toan ven cua
thong tin dugc truyén trén mang cd y nghia rat 16n doi voi su ton tai va phat trién cua
céng nghé théng tin.

Dé hd tro cho viéc bao mat nham han ché truy cap dir liéu cua nguol khac, tranh su
mat mat dit liéu, thuat ngir AAA (Access Control, Authentication va Auditing) da ra doi.

AAA dugc viét tic tir: Access Control, Authentication va Auditing. AAA 1a khai niém
co ban cua an ninh may tinh va an ninh mang. Nhirng khai niém nay dugc dung dé bao
dam céc tinh nang bao mat théng tin, toan ven dir liéu va tinh san sang caa hé thong.

1.2. Piéu khién truy cap (Access Control):

Diéu khién truy cap 1a mot chinh sach, duoc sy hd tro ciia phan mém hay phan cing
duoc dung dé cho phép hay tir chdi truy cap dén tai nguyén, qui dinh mac do truy xuat
dén tai nguyén.

C6 ba md hinh duoc st dung dé giai thich cho mé hinh diéu khién truy cap:

-  MAC (Mandatory Access Control)

- DAC (Discretionary Access Control)

- RBAC ( Role Based Access Control)

1.2.1 MAC (Mandatory Access Control):

M6 hinh MAC 1 mét mé hinh tinh str dung cac quyén han truy cap dén tap tin
dugc dinh nghia trudc trén hé théng. Nguoi quan tri hé thong thiét 1ap cac tham sb nay va
két hop ching véi mot tai khoan, voi nhiéu tap tin hay tai nguyén. Md hinh MAC co6 thé
bi han ché nhiéu. Trong mé hinh MAC nguorl quan trj thiét 1ap viéc truy cap va nguoi
quan tri cling 1a ngudi ¢6 thé thay doi sy truy cap d6. Nguoi dung khong thé chia sé tai
nguyén duoc trir khi c6 mot mdi quan hé véi tai nguyén da ton tai trudc.

Vi du:
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Déi v6i Unix hé thdng qui dinh mat tap tin hay thu muc s& vé mot chi so hitu(Owner). Khi
do6 ta khong thé dinh nghia mot tap tin hay thu muc thuoc quyen sé hiru cua hai hay nhiéu
Ngudi.Quyén tap tin, thu muc trén Windows 2000 (Full control, Write, Read, List folder content

1.2.2. DAC (Discretionary Access Control):

La tap cac quyén truy cap trén mot doI twong ma mot ngudl dung hay mot tng
dung dinh nghia. M& hinh DAC cho phép nguol dung chia sé tap tin va st dung tap tin do
nguodl khac chia s¢. M6 hinh DAC thiét 1ap mét danh sach diéu khién truy cap (Access
control list) ding dé nhan ra nguol ding nao duoc quyén truy cap dén tai nguyén nao.
Ngoai ra, md hinh nay cho phép nguol ding gan hay loal bo quyén truy cip dén mdl cé&
nhan hay nhém dua trén timg trudng hop cu thé.

1.2.3. RBAC (Role Based Access Control):

Trong RBAC, viéc quyét dinh quyén truy cap dwa trén vai trd caa mdl ca nhan va
trach nhiém cua ho trong t6 chuec.

Quyén han dya trén cdng viéc va phan nhom nguol dung. Tuy thudc vao ting quyén
han ctaa nguol dung ma chdng ta sé phan quyén cho phu hop.
Vi du:

Nguol quan tri c6 toan quyén quan tri trén hé thong mang, dugc quyén thém, xo4, sira
thong tin trén mang. Nhitng nhéan vién binh thuong trong mang sé chi c6 quyén sir dung
may tinh ma khdng duogc phep lam gi ca.

1.3 Xac thuc (Authentication):
Qué trinh diing d¢ xac nhan mot may tinh hay mot ngudl diing c6 gang truy cap den
tai nguyén, cling nhu cach thirc dang nhap va sir dung hé thong.
Qua trinh xéc thuc rat da dang, tir cach xac nhan thong thuong nhu kiém tra tén ding

nhap/mat khau dén viéc sir dung cac cong nghé tién tién nhu the thdng minh, thiét b sinh
hoc d¢ nhan dang nguol dung.

1.3.1. Username/Password:

Day la phuong thirc xac nhan c6 dién va duoc sir dung rat pho bién (do tinh nang don
gian va dé quan ly).

M3 ngudl dung s& duge xac nhan bang mot tén truy cap va mat khau. Mat khau théng
thuong duoc luu trong co s¢ dir liéu dudl dang ma hoa hoac khong ma hoa. Tuy nhién
mat khau cd thé de dang bi doan bang cac phuong phap vét can.

Chinh sach mat khau:

- Muc do khong an toan: it hon 06 ky tu

- Muc do an toan trung binh: 08 dén 13 ky tu

- Muc d6 an toan cao: 14 ky tu
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Ngoai ra mat khau can tuan theo mot sb yéu cau sau:

- Két hop giira cac ky tu hoa va thuong

- Sirdung sd, ky tu dic biét, khong sir dung céc tir c6 trong tu dién.

- Khéng sir dung théng tin ca nhan dé dit mat khau (ngay sinh, sé dién thoai, tén
nguol than ...).

1.3.2. CHAP:

Do diém yéu cuia User/Pass Ia thdng tin d& dang bi mat khi chuyeén trén mang, do
d6 can phai c6 mot phuong phap dé dam bao rang dir liéu duogc truyen théng an toan
trong qua trinh chiing thuc. CHAP 1a mét giao thie dap g dugc yéu cau trén.

CHAP thuong dugc dung dé bao vé cac thong tin xac nhan va kiém tra két néi dén
tai nguyén hop I€, sir dung mét day cac thach thirc va tra 101 dugc mé hoa. Pay la nghi
thirc xac nhan truy cap tir xa ma khong can giri mat khau qua mang.

CHAP duoc str dung dé xé4c dinh su hop 1¢ bang céach sir dung co ché bét tay 3 -
Way. Co ché ndy duoc sir dung khi két ndi duoc khoi tao va dugc sir dung nhiéu lan dé
duy tri két ndi.

- Noi can xé&c nhan s& giri mot thong diép “Challenge”

- Beén nhan s& str dung mat khau va mot ham bam mot chiéu dé tinh ra két qua va tra
161 cho bén can xac nhan.

- Beén can xac nhan sé& tinh toan ham bam twong tng va déi chiéu véi gia tri tra vé.

Néu gia tri 1a dung thi viéc xac nhan hop I¢, nguoc lai két ndi s& két thuc.

- Vao mot thoi diém ngau nhién,bén canh xac nhan s& gai mot Challenge méi dé
kiém tra su hop 1é ctia két ndi

1.3.3. Chirng chi (Certificates)
Trong cudc séng ching ta sir dung CMND hay ho chiéu dé giao tiép voi nguoi
khéc trong xa hoi nhu st dung dé di du lich, tau xe ... Trong may tinh ching ta sir dung
chang chi dé xac nhan véi nhitng may khac rang ngudi dung va may tinh hop 1é va gidp
cho cac may tinh truyén thong véi nhau dugc an toan.
Chting chi dién tir 14 mot dang dir liéu s chtra cac thdng tin dé xac dinh mét thuc
thé (thuc thé c6 thé 1a mot ca nhan, mot server, mot thiét bi hay phan mém...)

Chi tiét vé chirng chi chiing ta s& tham khao trong céc phan sau.

1.3.4. Mutual Authentication (X4c nhanlin nhau):

Da s6 cac co ché ching thuc déu thuc hign mot chiéu, khi d6 viéc xAc thuc rat dé
bi gia 1ap va dé bj Hacker tan cong bang phuong phap gia lap cach thuc két ndi (nhu
Reply Attack ...) Trong thuc té c6 rat nhiéu ang dung doi hoi co ché xac nhan qua lai. vi
du mot nguoi ding c6 mot tai khoan tai Ngan hang. Khi ngudi dung truy xuat dé kiém tra
ngay nap tién vao Ngan hang s& kiém tra tinh hop 18 cia Ngan hang dang thao tac. Néu
thong tin kiém tra 1 hop 1é thi qué trinh ding nhap thanh cong va nguoi ding cé thé thay
d6i thong tin tai khoan cia minh.
M®i thanh phan trong mét giao tiép dién tir co thé xac nhan thanh phan kia. Khi do,
khong chi xac nhan ngudi ding véi hé thdng ma con xac nhan tinh hop 1¢ cia hé thong
d6i v6i ngudi dung.
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1.3.5. Biometrics:

Cac thiét bi sinh hoc c6 thé cung cap mot co ché xac nhan an toan rat cao bang
cach st dung cé4c dic tinh vé vat Iy ciing nhu hanh vi cia mdi ca nhan dé ching thuc,
duoc sir dung ¢ cac khu vuc can Sy an toan cao.

Céch thurc hoat dong cua Biometric:
- Ghi nhan dic diém nhan dang sinh hoc

e Céc ddc diém nhan dang cua dbi twong duoc quét va kiém tra.

e Céc thong tin vé sinh hoc dugc phan tich va luu lai thanh cac mAu.
- Kiémtra

e Dbi tuong can duoc kiém tra s& duoc quét

e May tinh s& phan tich di liéu quét vao va ddi chiéu véi dir liéu mau.

e Néu dir liéu mau dbi chiéu phi hop thi ngudi ding dugc xac dinh hop 18 va co

quyén truy xuat vao hé théng.
Mot sb dang:
- Céc dac diém vat ly:
Dau van tay
Hand geometry
Quét khudn mat
Quét vdng mac mat
Quét trong den mat
- Cac dac tinh va hanh vi:
e Chir ky tay
e Giong noi
Hién nay co ché xac nhan sinh hoc duoc xem 1 co ché mang tinh an toan rat cao. Tuy
nhién dé xay dung co ché xac nhan nay thi chi phi rat cao.

1.3.6. Multi — Factor:
khi mot hé thong sir dung hai hay nhiéu phuong phap ching thuc khéac nhau dé
kiém tra viéc User dang nhap hop 1€ hay khong thi duoc goi la multi — factor. Mot hé
thdng vira sir dung thé théng minh vira sir dung phuong phap chang thuc bing username
va password thi duoc goi 1a mot hé théng chiing thuc two — factor. Khi dé ta ¢ thé két
hop hai hay nhiéu co ché xac nhan dé tao ra méot co ché xac nhan phu hop véi nhu cau.
Chi danh ciia mot c& nhan dwoc xac dinh sir dung it nhat hai trong céc factors xéac
nhan sau:
- Ban biét gi (mot mat khau hay s6 pin)
- Ban cd gi (smart card hay token)
- Ban la ai (d4u van tay, vong mac ...)
- Ban lam gi (giong ndi hay chir ky)

1.3.7. Kerberos:

Kerberos 1a mot dich vu x&c nhan bao dam céc tinh nang an toan, xac nhan mot 1an, xac
nhan lan nhau va dua vao thanh phan tin cay thu ba.
An toan:
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St dung ticket, dang thong diép ma hoa co thoi gian,,dé chitng minh su hop 1€ cua nguoi
dung. Vi the mat khau cta nguoi dung co thé dugc bao vé tot do khdng can gui qua mang hay
luu trén bo nhd may tinh cuc bo.

XAc nhan truy cap mot lan:

Ngudi dung chi can dang nhap mot lan va c6 the truy cap dén tat ca cac tai nguyén
trén mot hé thong hay may chu khac ho trg nghi thirc Kerberos.

Thanh phan tin cay thir ba:

Lam viéc thdng qua mdt may chu xac nhan trung tim ma tt ca cac hé thdng trong
mang tin cay.
Xac nhdn ldn nhau:
Khdng chi xac nhan nguoi dung doi vai hé thong ma con xac nhan su hop 1€ ctia hé
thong doi vai nguoi dung.

Xé&c nhan Kerberos dugc tich hop truc tiép trong cau tric quan ly thu muc (Active
Directory) caa Windows 2000, 2003 server h trg cac may tram cd thé dang nhap mot lan
vao DC va st dung dich vu trén céc server khac thudc cing DC ma khdng can phai diang
nhap. Viéc nay hoan toan trong sudt vél ngudl ding nén ho khong nhan ra dugc su hd tro
cua Kerberos.

I1. CAC DANG TAN CONG:

2.1. Gi6i thigu:

Dé xay dung mot hé théng bao mat, trude hét ching ta phai hiéu rd cach thuc céc
Hacker sir dung dé tan cong vao hé thong. Viéc tim hiéu cach thtc tin cong gop phan rat
nhiéu cho cong tac bao mat mot hé thdng mang, gidp viéc ngan chan hiéu qua hon rat
nhiéu. M6i truong mang ngay cang phét trién, do d6 nhu cau bao mat, bao dam an ninh
trén mang ludn phat trién.

Hi¢n nay, cac phuong phap tan cong rat da dang va phong phi. Tuy c6 rat nhiéu
phuong thac tin cong nhu’ng c6 thé tam xép chliingvao nhitng nhém nhu sau:

- Theo muc tiéu tan cong: Ung dung mang hay ca hai

- Theo céch thire tin cong: Chu dong (Active) hay thu dong (Passive)

- Theo phuong phap tan céng: C6 nhiéu loai vi du nhu bé kho4, khai thac 13i, phan

mém hay hé théng, ma nguy hiém .

Ranh gi6i cua c4c nhom nay dan kho nhan ra vi nhitng cach tin cong ngay nay, ngay
cang phue tap, tong hop.

Tuy nhién, khéng phai moi hacker déu tan cong nham muc dich phéa hoai hé thdng. C6
mot s6 d6i tuong tan cong vao hé théng c6 muc dich nham tin ra 16 hong cta hé théng va
bao cho ngudi quan tri dé ho va 16 hong d6 lai. Nhitng hacker dang nay ngudi ta goi 1a
White hat”, con hacker dang khac ngudi nguoi ta gol 1a “Black hat”.

Mot s6 nguoi lai 1am tuang gitta hacker va cracker. Cracker 13 mot nguoi chuyén di
tim hiéu cac phan mém va bé khoa cac phan mém dd, con hacker 1a ngudi chuyén di tim
cac 16 hong cuia hé théng.
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3. Gia tang quyén han

L. Duy tri 2. Khai thac
truy cap

CAc bwéc co ban ciia mat cudc tin cong

- Budc 1: Tién hanh tham do va danh gia hé thong

- Budc 2: Thuc hién budc tham nhap vao hé thong. Sau d6 cé thé quay lai buéc 1 dé
tiép tuc tham do, tim thém céc diém yéu cua hé thong.

- Budc 3: Tim moi céch dé gia tang quyén han. Sau d6 c6 thé quay lai budc 1 dé tiép
tuc tham do, tim thém céc diém yéu cua hé théng hoic sang budc 4 hay budce 5.

- Budc 4: Duy tri truy cap, theo ddi hoat dong cua hé thong

- Budc 5: Thuc hién céc cudc tan cong (vi du: tir chdl dich vu ...)

2.3. Tan coéng chi déng:

La nhitng dang tan cdng ma ké tan cong truc tiép giy nguy hai téi hé thong mang va ng
dung (khong ché may chi, tat cac dich vu) chir khong chi nghe 1én hay thu thap thong tin.
Nhiing dang tdn cong phd bién nhu: Dos, Ddos, Buffer overflow, IP spoofing ...

2.3.1. DOS:

Tan cong tir chéi dich vy, viét tat 1a DOS (Denial of service) la thuat ngir goi chung
chonhiing céch tan cong khac nhau vé co ban l1am cho hé thong nao d6 bi qua tai khdng

thé cung cap dich vy, hoac phai ngung hoat dong. Kiéu tan cong nay chi lam gian doan
hoat dong chir rat it kha nang danh cap thong tin hay dir liéu.

Thong thuong muc tiéu cia tin cong tir chdi dich vu 1a may cha (FTP, Web, Mail) tuy
nhién ciing c6 thé 1a cac thiét bj mang nhu: Router, Switch, Firewall ...

Tan cong tir chdi dich vu khong chi 1a tan cdng qua mang ma con c6 thé tin cong & may
cuc bg hay trong mang cuc b con goi la Logcal Dos Against Hosts.

Ban dau tan cong tir chdl d1ch vu xuat hién khai thac su yéu kém cua giao thic TCP 1
Dos, sau d6 phat trién thanh tan cong tir chdi dich vu phan tan Ddos (Distributed Dos).
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Ching ta c6 thé phan nho tan cong tir chdi dich vu ra thanh cac dang Broadcast stom, SYN,
Finger, Ping, Flooding ...
Hai van dé cuia tn cong tir chdi dich vu 1a:

- Viéc sir dung tai nguyén (Resource consumption attacks) cua sé luong 16n yéu cau 1am
hé thdng qua tai. Cac tai nguyén 1a muc tiéu cua tan cong tir chdi dich vu bao gom:
Bandwidth (thuong bi tan cong nhat), Hard disk (muc tiéu caa bom mail), Ram, CPU

- C6 15i trong viéc xur 1y cac String, Input, Packet dic biét dugc attacker xay dung
(malfomed packet attack). Thong thuong dang tin cong nay s& duoc ap dung voi router
hay switch. Khi nhan nhitng packet hay string dang nay, do phan mém hay hé théng bi
15i dan dén router hay switch bi crash ...

Tan cong tir chbi dich vu khdng dem lai cho attacker quyén kiém soat hé théng nhung né la
maot dang tan cdng vo cung nguy hiém, dic biét 1a véi nhitng giao dich dién tir hay thuong
mai dién tir. Nhitng thiét hai vé tién va danh du, uy tinh 1a kho c6 thé tinh dugc. Nguy hiém
tiép theo la rat kho dé phong dang tan cong nay thdng thuong ching ta chi biét khi di bi tan
cong.

Péi véi nhitng hé thong bao mat tdt tan cong tir chdi dich vu duge coi 1a phuong phap cudl
cung duoc attacker ap dung dé triét ha hé thong.

2.3.2. DDOS:

Tan cong tir chdi dich vu phan tan thuc hién véi sy tham gia cua nhiéu may tinh. So véi Dos
muc d6 nguy hiém cua DDos cao hon rét nhiéu.

Tan cong DDos bao gom hai thanh phan:

- Thanh phan tht nhat: La cac may tinh goi 1a zombie (thong thudng trén internet) da bi
hacker cai vao d6 mot phan mém dung dé thuc hién tan cong dudi nhiéu dang nhu UDP
flood hay SYN flood ... Attacker c6 thé st dung két hop véi spoofing dé ting muc do
nguy hiém. Phan mém tin céng thuong duéi dang cac daemon.

- Thanh phan thir hai: La cac may tinh khac dugc cai chwong trinh client. Cac may tinh
nay ciing nhu cac zombie tuy nhién cac attacker nam quyén kiém soat cao hon.Chuong
trinh client cho phép attacker guri cac chi thi dén Daemon trén cac zombie.

Khi tin cong attacker s& diing chuong trinh client trén master gti tin hiéu tin cong dong loat
t6i cac zombie. Daemon process trén zombie sé& thyc hién tan céng téi muc tiéu xac dinh.

C6 thé attacker khong truc tiép thuc hién hanh dong trén master ma tir mot may khac sau
khi phat dong tan cong s& cit két ndi v6i cac master dé dé phong bi phat hién.
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Minh hoa tan cong DDOS

Thong thuong muc tiéu cia DDos 1a chiém dyng bandwidth gay ngh&n mang. Cac cong cu
thuc hién c6 thé tim thay nhuTri00 (Win Trin00), Tribe Flood Network (TFN hay TFN2K),
Sharf ... Hién nay con phat trién cac dong virus, worm c6 kha nang thuc hién DDos.

2.3.3. Buffer Overflows (tran b dém):

Pay 1a mot dang tin cong lam tran b dém cua may tinh. Buffer Overflows xuat hién khi
mot tng dung nhan nhiéu dix liéu hon chuong trinh chap nhan. Trong truong hop nay tng
dung c6 thé bi ngat. Khi chuong trinh bi ngit c6 thé cho phép hé thdng guidir ligu voi quyén
truy cap tam thoi dén nhitng mac do c6 dic quyén cao hon vao hé théng bi tin cong.
Nguyén nhan cua viéc tran bo dém nay la do 16i cia chuong trinh.

2.3.4. Spoofing:

Truy cdp vao hé thong bang cach gia danh (sir dung chi danh danh cap cua nguoi khac, gia
dia chi MAC, IP ...)

La phuong phap tin cdng ma attacker cung cap théng tin chiing thuc hoic gia dang mét user
hop 18 dé truy cap bat hop 1¢ vao hé thong. Tuy nhién trong vai truong hop viéc cau hinh hé
thong sal c6 thé gay hau qua twong tu. Vi du cau hinh hé théng ¢ 15i cho user c6 quyén cao
hon quen dugc phép ma user nay khong hé ¢6 ¥ gia mao.

C6 nhiéu tan cong bang spoofing. Trong d6 c6 “blind spoofing” attacker chi gui thong tin
gia mao di va doan két qua tra vé. Vi du IP spoofing sau khi giri packet gia mao dia chi
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attacker khong nhan dugc tra 10i. Dang thr hai can quan tam la “informed spoofing”
attacker kiém soat truyén théng ca hai huong.

Tan cdng bang cach gia mao thudng dugce nhic dén nhat 12 IP spoofing va ARP spoofing
hay con goi la ARP poisoning.

Viéc gia mao IP xay ra do diém yéu cua giao thiac TCP/IP. Giao thuc TCP/IP khdng hé c6
tinh nang chung thuc dia chi packet nhan duoc c6 phai la dia chi ding hay la dia chi gia
mao.Mot IP address dugc coi nhu 1a mét may tinh (thiét bi) duy nhat két ndi vao

mang va do d6 cac may tinh c6 thé giao tiép véi nhau ma khéng can kiém tra. Tuy nhién
chiing ta c6 thé khic phuc bang cach sir dung Firewall, router, cic giao thirc va thuat toan
chting thuc... Viéc thuc hién gia mao IP ¢6 thé bang cach st dung Raw IP.

ARP poisoning céch tan cdng nham thay dol ARP entries trong bang ARP nho d6 c6
thé thay doi dugc noi nhan théng diép. Cac tan céng nay ap dung vl LAN switch.

Trinh bay cach tin cong bang ARP poisoning:

- ARP (Address Resolution Protocol): La mot giao thirc dung dé 1am cho mét dia chi
IP pht hop véi mot dja chi MAC. ARP duge ding trong tat ca cac truong hop noi
ma maot ndt trén mang TCP/IP can biét dia chi MAC cia mot nat khac trén cing
mot mang hay trén mang tuong téac. Vé co ban, ARP cho phép mét may tinh gui
thong diép ARP trén mang cuc bo dé tat ca cac nit déu nghe thay nhung chi cé nat
mang c0 dia chi IP twong (rng mai tra 10i.

- Mot vai hé diéu hanh khong cap nhat thng tin ARP néu n6 khong cd san trong
cache, mét so khac thi chap nhan chi mot lan tra 161 lai dau tién (vi du nhu Solaris)

- Attacker c6 thé gia mao mot packet ICMP d4 bat chude dé bat buoc may tram
thuc hién mot ARP request. Ngay lap tiac sau khi nhan dugc ICMP, may tram guri
lai mot ARP.

Bién phap ddi pho:

- Chiing ta c6 thé sir dung mét trong cac bién phap sau: (Yes: ¢6 thé sir dung duoc,
No: khéng thé st dung duorc)

Yes — Passive monitoring (arp watch)

Yes — Active monitoring (ettercap)

Yes — IDS (detect but not avoid)

Yes — Static ARP entries (avoid it)

Yes — Secure ARP (puplic key auth)

No — Port security on the switch

No — Anticap, antidote, middleware approach

2.3.5. SYN Attacks: ) q ) q ) )
La mot trong nhirng dang tan cong kinh dién nhat. Loi dung diém yeu cua bat tay 3 bude
TCP. Viéc bat tay ba budc nhu sau:

- Budc 1: Client gui goi packet chira co SYN
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- Budc 2: Server gui tra client packet chirc SYN/ACK thong bao san sang chap nhan
két noi dong thoi chuan bi tai nguyén phuc vu két noi, ghi nhan lai cac thoéng tin vé
client

- Budc 3: Client giri tra server ACK va hoan thanh thu tuc két ndi.

Khai thac 15i caa co ché bat tay 3 bude cia TCP/IP. Van dé ¢ day la client khong gui tra
cho server packet chira ACK , viéc nay gol 1a half — open connection (client chi mé két ndi
mot ntra) va véi nhiéu packet nhu thé server s& qué tai do tai nguyén c6 han. Khi d6 cé thé
c4c yéu cau hop 18 s& khong duoc dap ¢ng. Viéc nay twong tu nhu mot may tinh bi treo do
mo qua nhiéu chuong trinh cling mét ldc.

May tinh khai tao két ndi s& gul mot thong diép SYN + Spoofing IP

May nhan duoc s€ tra 101 lal SYN va mot ACK

S¢€ khéng cd nguoi nao nhan dugc ACK (do dia chi gia)
Do vay may nhan duoc s& doi mot khoang thoi gian dai trude khi xoa két ndi
Khi s6 luong tao két ndéi SYN nay quéa nhiéu s& 1am cho hang doi tao két ndi bi day va
khdng thé phuc vu cac yéu cau két n6i khac.
Trén Windows dé nhan biét tin cong SYN c6 thé dung lénh Netstar —n — p tcp.
Ching ta s& ch y SYN — Received cua cac connection. Tuy nhién tan cong SYN thuong di
chung véi IP spoofing. Cach attacker thuong str dung la random source IP, khi d6 server
thuong khong nhan duge ACK tir cac may c6 IP khong that, dong thoi server cé khi con
phai gtri lai SYN/ACK Vi nghi rang client khong nhan dugc SYN/ACK . Ly do tiép theo la
tranh bi phat hién source IP , khi d6 nhan vién quan tri sé block source IP nay.

Giai phép:

- Giam thoi gian cho doi khei tao két ndi. Viéc nay cd thé sinh ra I5i tir chdi dich vu
véi may tur xa c6 bang thong thap truy xuat den.

- Ting s6 luong céac cfr)qgéng két noi q o

- St dung tuong lura dé gui goi ACK cho may nhéan dé chuyen ket noi dang thuc
hién sang dang két noi thanh cong.

2.3.6. Man in the Middle Attacks:

Ké tan cong s& dung giita kénh truyén thong cua hai may tinh dé xem trom thong tin va
tham chi c6 thé thay d61 nol dung trao d6l giira hai may tinh.

Trong khi d6 ca hai may tinh déu nghi rang minh dang két ndi truc tiép vai may tinh kia.

Céch tan cong Man in the Middle:

- Tan cbng trong mang noi bo:
ARP Poisoning
DNS Spoofing

STP mangling
Port Stealing

- Tan cong tir cuc bo dén cac may & xa (thong qua gateway)
e ARP Poisoning
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DNS Spoofing
DHCP Spoofing
ICMP Redirection
IRDP Spoofing
Route mangling
Tan cdng tir xa
DNS Spoofing
Traffic tunneling
Route mangling

- Tén cbng trén mang khong day

e Access Point Reassociation
2.3.7. Replay Attacks:
Str dung cdng cu dé ghi nhan tat ca thong tin trao d6i khi mot may tinh nao do truy
xuat dén server. Sau d6 str dung céc thdng tin bat duoc trén mang dé ndl két lai dén server
do.

Pay 1a ky thuat ma Attacker khi nim duwoc mot sé luong packet s& sir dung lai nhitng
packet nay sau do. Vi du Attacker c6 duoc packet chira password cua mot user. Password
nay d4 duoc ma hoa va attacker khong biét dugc. Tuy nhién hé thong chiing thuc khong

c6 chuc nang kiém tra Session time hay hé thong c6 TCP Sequence number kém. Attacker
s& thuc hién Bypass Authenticate biang cach gui packet mot 1an nira hay con goi

la replay.

2.3.8. Dumpster Diving:

Dumpster Diving 1a thuat ngir md ta tn cong bang cach thu lwom théng tin tir nhitng thi
teong nhu khong con gia tri. Vi du Attacker c6 thé c6 duoc nhiéu théng tin tir “Recycle
bin” tir gidy to chung tir bd di ... Khong chi tir nhitng thong tin trén may vi tinh, nhiing
thong tin thu luom dugc ciing c6 thé 14y duogc tir cac tai liéu, hd so do nguol dung bo di. T
nhitng loal gidy td thu nhan dugc co thé rat trich ra dé 1y nhitng théng tin can thiét cho
viéc tan cong.

2.3.9. Social Engineering:

Pay 1a mot dang tin duoc sir dung phd bién nhat va rat kho phong ngira. Cach tin
cong nay khong doi hoi ké tan cong st dung cac cong cu hay thiet bi ma van cd the co
dugc cac thong tin can thiet dé thdm nhap vao hé thong.

Pa s6 nguoi dung thuong dit mat khau dua vao thdng tin c& nhan nhu ho tén, sé dién
thoai, ngay sinh, ... Khi d6 ké tin cong co thé thu thap cc théng tin ndy dé thuc hién viéc
doan mat khau caa nguoi dung.

Mot dang khac 13 khai thac sy tin cdy hay nhe da ctia con ngudi dé tim ra cac thong tin quan
trong nhu gia danh mot khach hang quen thudc cua Cong ty dé thu thap cac thong

tin quan trong ...
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Giai phap: Dao tao hudng dan ngudi dung lubn canh giac

2. 4. Tén cong thu dong:
2.4.1. Do tim 16 héng:
Pay 1a budc co ban ké tdn cong s& thuc hién dé danh gia va tim ra cac diém yéu cua hé thong, k§
thuat ding céc cdng cu quét dé tim ra diém yéu tan cong.
Str dung cac cong cu quét cong dé tham do va phat hién cac thdng tin caa hé théng nhu hé
diéu hanh, phién ban, c4c ung dung trién khai ...
Attacker sé& kiém tra dé ht vong tim ra mét cira nao khéng khoa hoic dé dang pha ma khéng
bi phat hién.

A/ Giéi thi¢u cong cu NMAP:

NMAP la viét tat ciia Network Mapper. Ban dau NMAP dugc thiét ké chi yéu danh
cho System admin nham scan nhitng mang c6 nhieu may tinh d€ bict may nao hoat dong,
cac service n6 dang chay va hé dicu hanh dang st dung.

NMAP ho trg ki thuat scan bao gom: UDP, TCP, TCP SYN (half — open), FTP Proxy
(bounce attack), ICMP (ping sweep), FIN, ACK sweep, Xmas tree, SYN sweep, IP
Protocol ... C6 thé dung xac dinh cac thong tin cia may & xa, vi du nhu OS qua TCP/IP
Fingerprinting.

Cong cu NMAP co thé dé dang tim trén internet va dwgc cai dit ... Mic dinh
trong cac hé dicu hanh Unix. NMAP c6 nhitng phién ban chay trén Windows va ho
tro giao dién do hoa (NMAP Win).

Mot s6 chirc ning chinh cuia NMAP:

- Connect Scan (TCP connect): Day 1a mét dang co ban nhat cua viéc quét TCP. Ky
thuat nay duoc dung dé quét tit ca cac cong trén hé théng may tinh. Néu cong
dang lang nghe, két ndi thanh cong, nguoc lai thi cong s& khdng dat dén duoc.
biém
manh cua k¥ thuat ndy 1a chiing ta khong can phai c6 dic quyén.

- Viéc quét bang ky thuat nay s& dé dang bi phét hién bai may duoc quét.

- TCP SYN (haft — open): K¥ thuat nay thuong duoc hiéu nhu 1a kiéu quét (haft —
open) boi vi ban khdng ma mot két ndi day da TCP. Ban giri mot SYN packet, néu
nhu ban dang mé maot két ndi thuc su va ban dang chd hoi dap. Mot SYN JACK

chi cho biét cong dang ling nghe. Mot RST biéu 16 ciia mot Non — listener. Néu

mot SYN/ACK duoc nhan, mot RST ngay 1ap ttc guri lién tuc dén két ndi. Thuan
loi chinh cua Ky thuat quét nay Ia it site luu lai thong tin cia nd. Pé thuc hién duoc
ching ta phai ¢ quyén root.

- FTP Proxy (Bounce attack): bay la mét déc diém thu vi cta giao thic FTP hd tro
cho nhitng két ndi FTP thong qua proxy. N6i mot cach khac chung ta c6 thé két ndi
tir Evil.com dén FTP server cua target.com va yéu cau server gui mot file
ANYWHERE trén internet. Bay gio diéu nay da duoc thyuc hién vao nam 1985 khi
RFC d4 duoc viét. Nhung véi hé théng ngay nay, ching ta khdng cé thé chiém
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doat FTPserver va giri yéu cau dén bat ky diém nao trén internet mot cach tly tién.

Khi cac khai niém cii vé FTP server dugc viét lai vao nim 1995, sai 1am cua giao

thirc ndy co thé duge sir dung dé dwa news va mail gan nhu khong thé phat hién

duoc, gay nguy hiém trén nhiing server tai nhitng site khac nhau, 1am day dia cting

.. Chung ta s& lgidung nhiing dic diém nay dé Scan TCP port tir mot proxy FTP

server. Vi thé ban c6 thé két ndi dén mot FTP server duoc dat sau mot Firewall va
sau d6 quét nhitng port dudng nhu da bi blocked. NéuFTP server cho phép doc va
ghi trén mot vai thu muc, ban c6 thé giri bat ky dit liéu dén nhitng cdng ma ban da

tim thiay (NMAP thi khdng 1am dugc viéc nay).

- ICMP (Ping Sweep — PingScanning): Thinh thoang chung ta chi mudn biét mot
host trén mang c6 duoc mé hay khong. NMAP c6 thé l1am diéu nay bang céch gui
ICMP echo request packet dén moi dia chi IP trén mang ma ban chi dinh. Nhitng
host ma tra 101 1a nhirng host dang ma. Mot sé site thi block echo request packets.
Vi thé NMAPcH thé gui mot TCP ACK packet theo cong 80. Néu ching ta nhan
dugc mot RST tra v&, may tinh d6 dang ma. Mot ki thuat thir ba lién quan dén viéc
gui mot SYN packet va cho RST hay SYN/ACK. Mac dinh (cho user root) NMAP
str dung ca hai ky thuat ACK va ICMP. Ban ¢ thé thay doi diéu nay Véi
option — p.

Chu y rang thao tac ping duoc thyc hi¢n bt ctr lic nao va chi nhitng host hoi dap
dugc quét. Chi sir dung tly chon néu ban mong muon ping sweep ma khong can
bat ky port scans nao thuc su hoat dong.

- ACK Sweep (ACK Scan): bay la mét phuong phap thuan lgi thuong dugce sir dung
dé vach ra nhitng bo luat firewall. Trong truong hop dac biét, no cd thé gilp xac
dinh noi firewall khong c6 hiéu qua hay chi 1la méot bo loc packet don gian chi
block nhitng SYN packet.

- Céc Scan nay gui mot ACK packet dén mot port duge chi dinh. Néu ¢d RST tra Ve,
port duoc phan 10ai 1a “unfiltered”. Néu khdng c6 bat ci thong tin gi tra vé (hay
néu mot ICMP unreachable dugc tra vé) port dugc phan loai 1a “filtered”. Chu ¥
rang NMAP thudng khong in ra nhitng port dugc phan loai 1a “unfiltered”.

- Xmas tree, FIN, Null Scan: D6 1a nhirng lan khi st dung quét SYN nhung khong
bao dam bi mat. mot vai firewall va packet filter c6 thé nhin thay tin hiéu SYN va
gidi han port va chuong trinh giéng nhu SYN logger va courtney thi dé dang phat

hién ra viéc quét nay. Viéc st dung nhirng cach quét nay (Xmas tree, FIN, Null
Scan) s& 0 thé vuot qua duge ma khong bi can tro.

- IP Protocol: Phuong phép nay duoc sir dung dé xac dinh nhitng giao thuc IP nao
duoc hd tro trén host. Ky thuat nay s& giri nhimng IP packet dang raw ma khéng
chtra bat ky protocol header dén tirng giao thic duge chi dinh tai host dich. Néu
chdng ta nhan mot ICMP protocol unreachable message, diéu d6 c6 nghia rang
giao thire khong duge st dung, nguoc lai ching ta gia st réng n6 duge mo. cha y.
rang mot vai host (AIX, HP — UX, Digital UNIX) va mét sb firewall khdng thé guri
protocol unreachable messages day 1a nguyén nhan 1am cho hiéu Iam rang tit ca
giao thirc déu duge “open”.
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CU phép chuan nhu sau:

NMAP [Scan type (s)] [option] <host or net #1 ... [#n]>
Scan type bao gom:

- -sS: TCP SYN

- -sT: TCP connect ()

- -sU: UDP scan

- -sO: IP protocol

- -sF -sX -sN: Stealth FIN, Xmas tree, Null scan

- -sP: ping scanning

- -sV: version detection
Céc Option chinh nhu sau:
- -PA [portlist] stt dung TCP ACK ping xem danh sach cac host dang hoat dong
- -PS [portlist] twong tw -PA nhung dung SYN (connection request)
- -PU [portlist] dung UDP
Vi du: Dé quét tit ca cac cong TCP trén may dich 172.29.14.141
Nmap —v 172.29.14.141
Ty chon —v: M& ché d6 hién thi chi tiét qua trinh quét.

Dé quét mot dudng mang 16p C ma cd chira dia chi IP 172.29.14.141 dung tin hiéu
SYN. Ngoai ra ciing xac dinh luén ca hé diéu hanh ma dang st dung tai méi may 1a gi ?
C6 dang hoat dong hay khdng ? Dé st dung duoc dic diém nay, ngudi sir dung phai c6
quyén root.

Nmap —sS — 0 172.29.14.141

2.4.2. Nghe lén (Sniffing):

Ké nghe I1én phai nam trong cling duong mang hoic duoc dit & cc vi tri cong truy cap
dé doc céc thong tin dugc truyen trén mang.

Str dung phan mém dé don bét cac thong tin quan trong (vi du tén truy cap, mat khau,
cookie) truyen trén mang ma khéng dugc mé hoa hoac chi st dung nhitng co ché mé hoa
don gian.

C4c quan tri mang c6 thé str dung cac cong cu sniff dé xem xét va danh gia luu thong
mang.

A/ Gi6i thiéu cong cu TCP Dump:

La cong cu phén tich pho bién trong mdi trudng Unix hay Linux. TCP Dump hd trg

cac giao thuc TCP, UDP, IP va ICMP. Ngoai ra con ho trg cac dang dir liéu cua cac ing

dung phd bién. Hau hét chuong trinh TCP Dump phai chay véi quyén root hay dugc
setuid la root.
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Cu phép TCP Dump nhu sau:
TCP Dump [ -adefln Nopq RstuvxX]
[ -c count]
[ -C file _size ]
[ -F file ]
[ -i interface ]

[ -m module ]
[-rfile]
[ -s snaplen ]
[-T type]
[ -U user ]
[-wfile]
[ -E algo: secret ]
[ expression |
Céac luu v:
- ¢ s& dung khi bat du sé goi tin
- C trudce khi save raw packet vao file s& kiém tra file hién tai c6 kich thudc 16n

hon file _size hay khong. Néu c6 thi mg maot file méi voi tén chi dinh 1a —w cong
véi kich thudce phia sau. Pon vi cua file _size la 1000000 bytes.

Vi du: Pé in ra tat ca nhitng packet d& duoc nhan va gui di tir may co tén la sundown:
# tcpdump host sundown

Dé in ra sy luu théng giita hai hé théng may tinh cé tén 1a sundown va moondown:
# tcpdump host sundown and moodown

Dé in ra tat ca nhirng goi tin IP giira sundown va bat ky nhitng host khac ngoai trir may c6
tén la testking:

# tcpdump ip host sundown and not testking
B/ Giéi thi¢u cong cu Ethereal:

La mot trong nhitng cong cu “phan tich giao thic” protocol analyzer méi nhat hién
nay, phat trién nam 1998. Ethereal c6 ca phién ban cho Unix/Linux va windows. Mét khi
thuc hién bat goi tin, packet s& duoc giit trong buffer va sau d6 dugc hién thi 1én man
hinh. Mét tinh ning cua Ethereal 12 live decodes ngay packet cho dén khi ding viéc bat
goi tin. Chung ta c6 thé thay diéu nay qua Network monitor cua windows s& trinh bay sau.
Tuy nhién day ciing la tinh nang khong tét 1am néu luu lwong mang kha nhiéu 10000
packet chang han ma khong thuc hién bién phap loc goi nao. Khi d6 ching ta khong thé
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nao theo dai kip cac thong tin trinh bay.

C/ Giéi thi¢u cong cu Network monitor ciia windows:
Windows 2000, 2003 c6 hd trg cong cu Network monitoring hd tro cac quan tri mang
theo ddi va phan tich cac goi tin dugc giri ra ngoai ciing nhu cac két ndi truy xuat dén.

quong thuong néu dugc cai dat NW sé dugc dat tai. Trong truong hop khong c6 ta co
thé dé dang cai dat thém bang cach:
Start ¢ Setting ¢ Control pannel & Add/Remove Program £ Add/Romove
Windows  Components # Management and Monitoring tools.

Chay chuong trinh:

Sau khi chon Network interface nhn start capture d¢ bét géi tin. Nhan biéu twong
Stop and View capture d€ xem cac goi tin bat duge. Ngay sau khi bat duoc chiing ta dang
O panel dau la panel li¢t ké tom tat.

Bo chon Zoom panel (thanh toolbar hinh kinh 1Gp) dé xem ca 3 panel cua céc géi tin
da bi capture nhu sau:

Panel thi hai la thong tin chi tiét va panel cudi cling bicu dién duéi dang hex. Duing
Edit/Display Filter (thanh toolbar hinh cai phéu) dé loc céc goi tin.

D/ Giéi thiéu cong cu Cain & Abel:

Pay 1a cong cu lang nghe rat manh hd trg cac tinh ning:

- Gia mao dia chi ARP dé thu thap duoc thém nhiéu thong tin

- Kha ning giai ma dbi véi mot s6 password bit duoc dudi dang ma hoa.

Hudng dan sir dung Cain & Abel dé lang nghe thong tin trén mang LAN (thiét bi sir
dung trong mang thudc tang 1 va 2)
Cai dat chuong trinh Cain & Abel:

- Download chuong trinh Cain & Abel tir website: http://www.oxid.it/

- Cai dat chuong trinh (can cai dat Winpcap v3.1 beta 4 trude khi sir dung chuong
trinh Cain & Abel)

- St dung chuong trinh Cain & Abel dé ling nghe thong tin trén mang.
Chay chuong trinh Cain & Abel:
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File Wiew Configure Tools Help

laseohBw +v BT DEEIO®2 62 0

|@, Decoders I Q Metwark, Iﬂ Sniffer I@i? Cracker I ﬁ Traceroute IM o I[‘,i'f] Wireless I

L{i% Cached Passwords
g Protected Storage Press the + butkon on the toalbar ko dump the Prokected Starage

----- LSA Secrets

-2 wireless Passwords

ﬁ IE7 Passwords

% 31 windows Mail Passwaords

----- &3 Dialup Passwords

--fese Edit Boxes

----- Enterprise Managet
Credential Manager

| | i

ﬁ Protected Storage I

btk f frnan, oid. ik

Chon muc trén thanh cong cu dé bat dau qué trinh ling nghe trén mang, sau d6 chon
tab Sniffer.

Tab Sniffer , chon muc Add to list Trén thanh cong cu dé quét Qanh sach cac may tinh
trén hé thong mang. Moi théng tin trao doi tir danh sach nay sé dugc lang nghe.

5
— Target
Al hosts in my subnet
" Range
— From
I R e
—To
| 192 . 168 . 3 . 254

— Promiscuous-Mode Scanner————————————
I~ ARP Test [Broadcast 31-bit]
I~ ARP Test (Broadcast 16-bit)
I~ ARP Test [Broadcast 8-bit)
I~ ARP Test [Group bit)

I~ ARP Test [Multicast group 0)
I~ ARP Test [Multicast group 1)
I~ ARP Test [Multicast group 3)
I~ All Tests

| oK I Cancel
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Luu y: Ching ta chi quét dugc nhitng may tinh thudc cling duong mang véi minh.
Chon tab password dé quan sét cac thdng tin tra vé khi c6 su trao doi théng tin trén mang.

I WEIES
File View Configure Tools Help
HALL CHALL =

awmeodgmm |+ B s,
[g Decoders l§ Network Im Sniffer IJ Cracker ]@ Traceroute Im Cccou I“a’] Wireless ]

4 | | Timestamp I FTP server I Client | Username I Passw

e
il S =

-E8) HTTP (D)
(=D MAP (0)
3 LDAP {0)
&b POP3 (0)
~..sb SME (0)
. [9 Telnet (0)
3 E YHC (0)
5 TS (0)
E‘;) NS (0)

3 SMTP (0)
MNTP (0)
DCEJRPC (0)
MSKerbS-Preauth ((
Radius-Keys (0)

Q Radius-Users {0) ‘I ] ‘:-l
‘l (B FTP

=) Hosts l@ APR Idfb Routing IE Passwords I@ YoIP |

Lost packets: 0%

Néu password bj ma héa ching ta s& dung chinh chuong trinh Cain & Abel dé giai ma
hoac dung chuong trinh LC5. C6 nhiéu thuat toan dé gilp cho viéc giai ma thanh cong
nhu:

- Giai ma dung phuong phép Dictionary Attack
- Giai ma dung phuong phdp Brute — Force Attack
- Giai ma dung phuong phép Cryptanalysis

2.5. Password Attacks:

La phuong phap tan cong nham doén ra password con goi la password guessing.
Ching ta c6 thé nghi ngay dén viéc doan password tir nhitng thong tin lién quan dén user
sir dung nd: Ngay sinh, tén ...

C6 hai cach tan cong chinh la Brute — Force Attack (vét can) va Dictionary — based
Attack (dua trén danh sach mat khau dé xay dung truéc)

2.5.1. Brute Force Attacks:
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- Sir dung cac cong cu doan mat khau bang cac quét can

- Kha ning dé tim ra mat khau s& rat cao néu mat khau don gian
2.5.2. Dictionary — Based Attacks:

- Cac mat khau c6 trong céc tir trong tu dién rat dé bi pha mat khau

- Céch pha mat khau s dung mot danh s&ch céc tir nam trong tu dién da duoc tinh
gia tri bam trudc.

- Danh sach cdc tir va gia tri bam c6 thé tim thay trén internet.
2.5.3. Mot sb cong cu tn cong password:

D¢ tan cong password, chling ta st dung céc cong cu ¢ kha nang giai ma duoc cac
password. Nhitng cong cu manh ¢ kha nang tan cong password d6 nhu Cain & Able
(xem phan trén), LCS ...

Vi du: Cach tan cdng mat khau bang phuong phap vét can
Str dung chuong trinh Cain & Able
Muc tiéu: Ly mat khau cua cac user trén may cuc bo.
Cach thuc hién:
- BL1: Kich hoat chuong trinh Cain & Abel

- B2: Chon tab Cracker] tai panel bén trai, chon muc LM & NTLM Hash. Sau
d6 chon trén thanh céng cu chirc nang add to list

File Y“iew Configure Tools Help

lowemB® +9 BRI mMEEaO®2 02 0
|§> Decoders I@ Metwork I@ Sriffer I@j? Cracker I@ Tracerouke IM CCou I[ﬁ’] Wireless I

@f Cracker &\ | User Name I LM Password | <& | MT Password |
B LELM & MTLM Hashes (0)

-l NTLMvZ Hashes (0)

a Ma-Cache Hashes (0]

----- &2 PwL Files (0)

- J Cisco IO5-MDS Hashes (0)

- JHl Cisco PIX-MDS Hashes (00

B APOP-MDS Hashes (0)

- CRAM-MDS Hashes ()

----- & OSPF-MDS Hashes (0}

----- & RIPv2-MDS Hashes (0)

----- & YRRP-HMAC Hashes (0]

R wnC-30ES (D) |

M 02 Hashes (0]

- Dg Hashes (0]

M DS Hashes (0]

- SHR SHA-1 Hashes (0)

o ‘ | .

iy - lashes ()

- Qj kerbS Preduth Hashes (0) ﬂ | LM & NTLM Hashes I
=a . T g N . -

btk f s, oovicl it [Sunday, Moverber 09, 2006|

4/ start| | & S20 A
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Chon muc Import Hashes from local machine chon Next

Add NT Hashes from ] X|

~* |mport Hashes from local system

IV Include Password History Hashes

~C Import Hashes from a text file

- Import Hashes from a S&M database

SoM Filename

Boot Key (HEX]

I

EfEl =

Cancel | Nexst -> I

Click chu6t trén user can iy password, chon muc Brute — Force Attack
(NTLM)>LM hashes

_ =18y
File View Configure Tools Help

OB e kER +V R LIDEEI025 020

2, Decoders metwork |E8 sniffer |of Cracker |#B Traceroute |E ccou |“47 wireless
i)

f Cracker ;l | User hame
S

I_LM Password ] <8 ] MT Password

3 IM&NTLM Hastaz o
- NTLMvZ Hashes (¢ I

Dictionary Attack

http:f frww, oxid.it

4R Ms-Cache Hashes LM Hashes + challenge Brute-Force Attack

b @% PWL files (0) MTLM Hashes Cryptanalysis Attack

-~ Cisco I05-MDS Ha  NTLM Hash'es 2 cha!lenge Rainbowcrack-Online 4
--JH Cisco PIX-MDS Ha: ~ NTLM Session Security Hashes

B APOP-MDS Hashes (0 ActiveSync 4
&2 CRAM-MDS Hashes (0)

¢} OSPF-MDS Hashes (0) Select Al

-4} RIPv2-MDS Hashes (0) Note

-} VRRP-HMAC Hashes (0) e

--[Rg wNC-3DES (0)

--md MD2 Hashes (0) Add to list Insert
10 MD4 Hashes (0) Remove Delete
-d MDS Hashes (0) Remove Al

SR SHA-1 Hashes {0)

- SH8 SHA-2 Hashes (0) « St ]
R RIPEMD-160 Hashes (0)

= @ KerbS PreAuth Hashes (0) | S LM&NTLM Hashes l

Ctra s6 Brute — Force Attack dugc hién ra >Chon Start dé bat dau qué trinh

do/giai ma/doan password > Két qua tra vé la 1234
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Brute-Force Attack i x|

-~ Charset — Password length———
. P‘—:j
% Predefined ok —I
IAB CDEFGHIJKLMNOPQRSTUYVWXYZ0123456783 ;I Max I? __|;
" Custom  Start from
| [1234
— Keyspace — Current password
[ 80501653325 {
—Key Rate — Time Left

Plaintext of AAD3B435BS1404EE is
Plaintext of B7S57BFSCODB7772F is 1234
Attack stopped!

2 of 2 hashes cracked

Start | Exit

2.6. Malicous Code Attacks:

2.6.1. Viruses:

Virus, wrom va trojan horse duoc goi chun g 1a nhitng doan ma nguy hiém. ching c6 thé
chiém dung tai nguyén 1am cham hé thdng, hoic lam hu hé thong.

Virus la nhitng chuong trinh duoc thiét ké dé pha hoai hé thong ¢ ca muc hé diéu hanh va ing
dung.

2.6.2. Trojan horse:

Trojan horse la mot loai chuong trinh ¢6 vé an toan va hiru ich nhung thuc su bén trong cua
n6 lai duoc nhiing nhitng daon ma nguy hiém.

2.6.3. Logic Bombs:

Nhitng doan ma duoc tich hop vao cac tng dung va c6 thé duoc thuc hién dé tan cong khi
thoa man mot diéu kién nao do (vi du cac Script hay ActiveX dugc tich hop trong cac trang
web)

La mot loai malware thuong duogc attacker dé lai trong hé théng cd tinh nang tuong tu “bom
hen gio™. Logic bomb khi gap nhitng diéu kién nhat dinh s& phat huy tinh nang pha hoai ctia
n6. Mot trong nhitng logic bomb néi tiéng 1a Chemobyl phat huy tinh ning pha hoai ciia n6
Vao ngay 26/4.

Mot cach dung cua logic bomb ma attacker hay ding la dé huy cac ching cir cia dot tan
cong khi admin hé thdng bt dau phét hién dot nhap.

2.6.4. Worms:

Worm ciing 12 mot dang virus nhung né c6 kha niang tu tao ra cac ban sao dé phat tan, 1ay
lan qua mang.

Piém khéc biét 16n nhat gitta worm va virus: Worm 1a mot chuong trinh doc 1ap ¢ thé tu
nhan ban, lay lan qua mang bang nhiéu cach nhung théng thuong nhét 1a E - mail va Chat.
Worm ciing c6 thé thuc hién cac pha hoai nguy hiém. Trong khi d6 virus 1a mot doan ma
nguy hiém dugc gan trong mot chuong trinh khac. Vi thé virus chi duoc kich hoat khi
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chuong trinh c6 chra virus duogc thuc thi.

2.6.5. Back door:

Mot chuong trinh, mot doan ma hay nhimg cu hinh dic biét trén hé théng ma ching ta
khong biét cho phép attacker co thé truy cap ma khong can ching thuc hay logon.

I1l. CAC PHUONG PHAP PHONG CHONG:

3.1. Gidi thiéu cong cu Essential NetTools:

Essential NetTools 1a mot b cong cu bE}O gom Netstat , Nslookup, Tracert, Ping, ...
Viéc su dung cac 1énh nay trén windows thi rat la phtrc tap khé danh gia dug. Tuy nhién,

V6i bo cong cu nay, viec st dung tuong doi don gian nho giao dién than thién, dé dung va

tai Iéu hudng dan chi tiét va day du.

V6i cong cu Essential NetTools, nguoi quan tri mang co thé giém sat moi hoat dong
xay ra trén h¢ thong may tinh (kiém tra xem c6 ngudi nao dang tan céng bang SYN flood)
Giai phap:

- Loai bo nhitng dich vu khong can thiét

- Sir dung tuong lira hay IP Sec dé loc thong tin khdng can thiét

- Sirdung IDS dé phat hién cac tham do va thong béo cac truy cap kha nghi

3.2. Gidi thiéu cong cu Microsoft Baseline Security Analyzer:

Muc tiéu:

Tim hiéu céch thuc phét hién 16 hong bao mat trén may cuc bd va mang, dién giai
dugc cac ban bao cao tra veé.

Cach thyc hién:
- Sir dung cong cu Microsoft Baseline Security Analyzer (MBSA) dé kiém tra 15
hong trén hé diéu hanh windows.
- Nghién ctu cac 16 hong bao mat duoc tim thay va cung cap cach vé nhitng 16 hong
dé.
- Sir dung MBSA dé quét nhirng diém yéu caa hé théng windows
Cai dat MBSA:

Kich hoat chuong trinh MBSA
Chon Scan a computer

Chon Start Scan dé bat dau do 16 hong, ban bao céo s& dugc tra 101 nhu sau:

V6i nhitng Score ¢6 biéu twong X 14 nhitng 15 héng nghiém trong nhat.

Chon muc Result details dé xem chi tiét vé 16 hong bao mat. chon muc how to correct this
dé tim ra phuong thirc khic phuc van dé.

Cha y: khi muén quét 16i bao mat tir cac hé théng khéac, chiing ta chi can nhap tén hay IP
ctia may can quét.

Khoa : Cong nghé thong tin - TCN Quang Trung Trang 25



3.3. Sir dung cong cu Tenable NeWT Scanner:
Muc tiéu:

Tim hiéu cach thirc phat hién 156 hong bao mat trén may cuc bo, dién giai duoc céc bao
c4o tra Ve,

Cach thuc hién:

- Sirdung NeWT dé do nhitng 15 hong bao mat trén may cuc bo

- Tim hiéu cac 15 hong duoc tim thay va cung cap cach va 16 hong
- Sirdung NeWT dé quét nhirng noi bi tin cong trén hé théng cuc bo
Cai dat chuong trinh Tenable NeWT Scanner:

Kich hoat chuong trinh NeWT Security Scanner
Chon New Scan task dé bat dau qua trinh quét
Nhap vao t&n hoic dia chi IP ciia may can quét ¢ chon Next

Chon Scan now dé bat dau scan. Sau khi qué trinh quét thanh cong. Mot thong béo s&
hién thi ra nhu sau:

Dua trén ban bao céo tra vé, ching ta dua ra cac giai phap dé khac phuc I3i.

3.4. Xay dung Firewall dé han ché tan cong:

Dé ngan chin sy xam nhap bét hop phép cua nguoi dung mang, ching ta can xay dung
cac hé théng phong thu. Firewall 1a mot giai phép tét cho van dé nay. Viéc xay dung
firewall c6 thé dung thiét bi phan cang hoac sir dung giai phap phan mém. Trong phan
nay ching ta s& hiéu hai giai phap nay.

3.4.1. Giai phap phan cirng:

Hién nay trén thi truong co rat nhiéu san pham cho phép thiét lap firewall tir don gian
dén phtic tap. Cac firewall duoc tich hop trong cac thiét bi ndi duong truyén ADSL hay
trong céc thiét bi Load Balance Router ciing nhu cac san pham firewall chuyén dung nhu
Fotinex, Juniper, Check Point, ... Tuy vao mac do cua hé thong mang ma ching ta s& sir
dung cac loai firewall twong (ng. Trong phan nay, chung ta s& tim hiéu mot s6 tinh nang
cua firewall trén san pham Load Balance Router.

Véi thiét bi Load Balance Router ciia hing Dray tek (vigor 3300V) sir dung cac tinh
nang dé han ché nguoi dung trong va ngoai mang nhu:

Al 1P Filter:

Pay la mot tinh nang dé loc cac thong tin tir mang trong di ra ngoai va nguoc lai.
B/ Dos:

Pay la mét tinh nang cho phép gidi han su tin céng cia cac may tinh bén ngoai st
dung Dos.
C/ URL Filter:
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bay la mét tinh nang cho phép loc ndi dung dia chi website truy cap

D/ Bind IP to MAC:
Pay la mot tinh nang dé gii han nhirng nguoi dung khong hop 18 ¢d thé truy cap sir
dung duong internet hién tai.
E/ IM/P2P Blocking:
Day 1a mét tinh niang cho phép cAm mot hodc mot vai dia chi IP truy cap vao cac dich
vu tin nhan, VolIP hay cc dich vy chia s& dir li¢u ngang hang.
3.4.2. Giai phap phan mém:
Ngoai cac giai phap st dung phan cang, chlng ta con co thé sir dung céc giai phap
phan mém dé han ché sy xam nhép tir cac may khac. Tir Windows XP tro vé sau nay, cac
phién ban déu tich hop cach thic thiét Iap firewall co ban dé bao vé may tinh. Néu ching
ta mong mudn bao vé an toan trén mang, c6 mot sé phan mém giai quyét cac giai phap do
nhu ISA, Kerio Win Route Firewall, Zone Alam, ... Trong phan nay ching ta s& sir dung
ISA 2004 dé xay dung firewall.
Phan mém ISA 2004 cung cap cho ching ta nhiéu giai phap dé xay dung firewall va han
ché su xam nhap bat hop phap cua ngudi ding trén mang. Cac mon hoc trudc ching ta da
tim hiéu cach thtrc thiét 1ap bo loc dé han ché ngudi ding trong mang truy cap ra ngoai
ciing nhu m& mét s6 cong dich vu can thiét dé cho phép cac may bén ngoai mang truy cap
vao trong ndi bo. ngoai ra trén ISA 2004 ching ta con cd thé gii han dugc s6 luong phién
(session) dugc mé dong thoi ciing nhu han ché duoc cac tin cdng theo dang Dos.

Khoa : Cong nghé thong tin - TCN Quang Trung Trang 27



CHUONG 2 BAO MAT VOI LOC GOl IP

I. Goi Tin (Packet):

1.1 Packet la gi?

- Nhu chiing ta da biét cac tin hiéu trao ddi giita hai may tinh la céc tin hiéu dién dudi
dang céc bit nhi phan 0/1.

- Vi viéc truyén dir lidu dudi dang céc bit nhi phan don thuan thi ching ta khéng

thé nao biét dugc thong tin nhan duoc 1a thong tin gi, n6 thudc kiéu dang dit liéu ndo, va
no goi cho trng dung mang nao trén may nhan gai tin.

- Pé khic phuc cac khé khin d6 nguoi ta dua ra khai niém goi tin (data packet). Theo
khai niém nay thi théng tin di liéu trudce khi dugc goi di nd sé dugc chia thanh

nhiéu phan nho, cac phan nho nay trudce khi duge goi di nd s& duoc d6ng vao mot khudn
dang nao d6 goi la goi tin sau d6 n6 mai dugc goi di. Trong gadi tin ¢ mot phan ding dé
chtra dung céac thong tin vé noi gdi va nhan, ciing nhu cac phwong phap kiém soéat 16i, ma
hoa, ... goi la phan mao dau cua goi tin (data packet header)

- Giao thuc TCP/IP 14 mét trong nhiing giao thirc phd bién nhat hién nay sir dung phuong
thire truyén dir liéu dudi dang goi tin. Trong giao thirc ndy né cé rat nhiéu loai

goi tin nhu: goi TCP, goi IP, goi UDP,...

1.2 Gai IP:

bay la loai gdi tin duoc sir dung trong giao thac IP (internet protocol) & 16p Internet trong
mo hinh TCP/IP
Gg’)i tin ndy c6 chic nang 1a dam bao cho viéc truyén dir liéu mot cach chinh xéac tir may
dén may.

Cau truc cua goi IP nhu sau:

4 bit |4 bitheader| 8 bit type of

version length service(TOS) 16 bit total length (in byte)
16 bit identification 1oV 13 bit frament offset
§ FIF
8 bit time to live 8 bit pratocol 16 bit header checksum

32 bit source IP address

32 bit source IP destination

Option Padding

Data
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e \Version : truong nay co 4 bit nd cho biét phién ban cua giao thic IP dang duoc sir
dung . Sb version nay hét sac quan trong nhit 12 ngay nay ta dang ton tai hai phién ban IP
song song . Mot s6 phan mém tmg dung trén giao thic nay khi xa Iy mot IP datagram né
bit budt phai biét duoc sb version , néu né khong nhan biét duoc s6 version thi coi nhu
goi tin do bi 18i va khdng duoc chap nhan dé duoc xir 1y tiép theo .

e Header Length : truong nay c6 d6 dai 4 bit , n6 cho biét sé word dugc sir dung 1P
header , ta sir dung truong ndy bai vi IP header c6 hai cu trdc la short_IP_header c6 20
byte , long_IP_header c6 24 byte do cé sir dung trueong option .

e Type Of Service : c6 do dai 1 byte cho biét cach thuc st 1y géi tin khi no duoc
truyén trén mang .

1 2 3 4 5 6 7
Precedence D|T RIM]| Z

Ba bit dau tién cho biét mac d6 uu tién cua goi tin
000 : thap nhat
111: cao nhat
Bit D quy dinh vé do tré
1 : yéu cau do tré thap
0 : binh thuong
Bit T chi thong luong yéu cau
1 : yéu cau théng leong cao
0 : binh thuong
Bit R chi d tin cdy yéu cau
1:d6 tin cay cao
0 : binh thuong
Bit M yéu cau vé chi phi
1 : chi phi thap
0 : binh thuong
Bit Z chua duoc sir dung .

e Total Length : Cho biét do dai cuia toan bo cua mot IP datagram bao gom ca header
, don vi tinh 12 byte . N6 ¢6 gia tri thap nhat 1a 20byte va 16n nhat 1a 65535 byte . Truong
nay ding dé xac dinh do 16n cua phan data .

e Identification : c6 do dai 16 bit , dung cho viéc danh s6 cac goi tin khi truyén di , n6
cho biét thir ty ctia gbi tin , sb thir tu ndy dugc cho boi dau phéat va khdng bi thay doi
trong qua trinh di tir nguén téi dich .

e DF (don’t fragment): bit ndy cho biét géi tin d6 co6 duoc phép chia nho trong sudt
qua trinh truyén hay khong

1 : khdng cho phép chia nho
0 : cho phép chia nho
e MD (more fragment) : cho biét sau n6 con cé goi tin nao khac hay khéng .
1 : con mét goi tin dirng sau nd
0 : khong con goi tin nao dtng sau nd
bit nay chi dugc su dung khi DF c6 gié tri 0
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e Fragment offset : c6 do dai 13 bit, dong vi tinh cua truong nay la octect (1 (1
octect = 8 byte ) n6 cho biét vi tri cua octect dau tién cua goi bi phan manh trong qué trinh
truyén so voi vi tri ciia octect thir 0 cua g6i goc . Trudng nay chi duoc sir dung khi DF ¢6
giatrilal.

e Time To Live : c6 d¢ dai 1 byte , n6 qui dinh thoi gian sdng cta mot gai tin , don vi
tinh la So nat mang ma no di qua , thoi gian Song dugc thuyét 1ap khi goi tin duoc goi di,
va cir mdi lan di qua mét nGt mang thoi gian sdng cua nd giam di mot , néu thoi gian song
bang 0 trude khi goi tin di téi dich thi nd s& bi huy . Muc dich 1a han ché e ngén trén
duong truyén .

e Protocol : c6 d6 dai 1 byte , n6 cho biét giao thirc dugc sir dung & 16p trén . VD :
TCP(6);UDP(17)......

e Header Checksum : c6 16 bit ding dé kiém tra 16i cua IP header , trudng nay cd thé
thay d6i sau mdi 1an qua mot nit mang néu DF = 1 . Truong nay dung phuong phap kiém
tra 16i CRC .

Source/Destination address : chi biét dia chi nguén va dia chi dich , mdi truong c6 do dai
32 bit .

e Option : truong nay c6 do day tir 3 dén 4 byte , n6 c¢6 thé duoc hoic khdng dugce st

dung . N6 cung cap cé4c thdng tin vé kiém tra 16i , do luong , ...
1 byte 1 byte 1-% Pyte

rr
Type Length Option data...' )

1 2 3 4 5 6 7 8
FC Class Number option

FC (flag copy) : bit nay cé chic nang la c6 sao chép truong option khi ph&n manh (doan)
hay khéng .

1 : sao chép truong option cho tat ca cac phan doan .

0 : chi c6 phan doan dau tién co trudng option , cac phan doan con lai thi
khong c6 truong option .
Class : ¢6 2 bit n6 c6 cac gia tri sau :

00 : dung cho diéu khién datagram

10 : dung cho muc dich diéu hanh
ban gia tri cta truong type cua option :

FC class Numberoption Y nghia

1 00 00000 Marks the end of the options list

1 00 00001 No option (used for padding)

1 00 00010 Security options (military purposes only)
1 00 00011 Loose source routing

1 00 00111 Activates routing record (adds fields)

1 00 01000 Tream ID

1 00 01001 Strict source routing

1 10 00100 Timestamping active (adds fields)
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Length : cho biét do dai cua truong option bao gébm ca truong type va length
Option data : ding dé chira dung céc thdng tin lién quan do dén truong type .

e Padding : trwong nay dugc su dung Khi truong option ¢6 do dai nho hon 4 byte ,
trén thuc té truong nay chi 1a bo dém 16t them vao dé cho day cau tric khung.
Data : dung dé chira di liéu cua goi tin . N6 c6 do dai khong cb dinh , tuy thudc vao do
16n cua thong tin truyén di ciing nhu moi truong mang .

1.3. Goi UDP:

Chife néng va cdu tric:
Chuc nang:
bay la goi tin dugc stir dung trong giao thirc UDP chic nang cua noé la dam bao cho
dir liéu duoc truyén tir tng dung trén host ngudn dén mot tng dung trén host dich mot
cach chinh xéac dwa trén phwong phéap hoat dong khdng két nbi.
CAu truc goi tin:

1 16 17 32
Source port number Destination port number
UDP length UDP checksum
7 Data N

Source port number : cho biét dja chi cia tng dung ngudn goi goéi UDP di .
Destination port number : cho biét dia chi ciia ung dung dich s& nhan g6i UDP d6
UDP length : cho biét d dai cia g6i UDP bao gdém ca phan header va phan data .

UDP checksum : day la viing tdy chon , n6 cd thé dugc hoic khong duoc sir dung , khi
khong duoc st dung nd ¢6 gid tri 12 0 , nhung khi mudn dam bao sy an toan ciing nhu do
chinh x&c cua goi tin thi truong nay mai duoc su dung .

Hoat Pong Cua UDP
bong goi UDP :
UDP header UDP data
|P header IP data
Frame
header Frame data

hinh 4.2 : qué trinh dong géi UDP
Hoat dong :
Pay la mot giao thirc hoat dong theo phuong thic khdng lién két . Tac 1a khi mot ¢ng
dung trén host nguon mudn goi di liéu dén host dich ma sir dung giao thicc UDP thi n6
chi viéc goi dir liéu di ma khong can biét dir liéu d6 ¢6 toi duoc host dich hay khéng .
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UDP chi duoc sir dung véi cac tng dung khong yéu cau do tin cdy cao hodc doi hoi tinh
thoi gian thuc nhu : TFTP , BOOTP , Multimedia (intenet vedeo , VoIP ....)

1.4 G6i TCP:

1 16 17 32
Source port Destination port

Sequence number

Acknowledgement number

HIF{” Reserved eSS Window
4bit gbit  |s|<ln] rnin
Checksum Urgent pointer
Options Padding
Data

Sequence number : don vi tinh 12 octect , n6 cho biét vj tri cua byte dau tién trong truong
data trong ludng dir liéu truyén di . Trudng nay co gia tri tir 0 dén 2% -1 .

Khi méi bit dau két ndi sequence number chtra dung gid tri dau tién cua nd , gié tri nay
do host ngudn chon va thudng khdng cé gié tri ¢b dinh . Khi géi dir liéu dau tién duoc goi
di n6 c6 gia tri bang gia tri dau cong thém 1.

Tong quét trudng sequence number ¢ thé dugc tinh nhu sau

sequence _ number, = sequence_ number, , + len(data, ;)

Acknowledgement number : truéng nay cho biét gbi tin ma noi goi muén théng béo cho
noi nhan biét 12 n6 dang doi phia nhan goi cho no goi tin ¢ sé sequence number c6 gia tri
bang véi gia tri caa Acknowledgement number , khi nhan duoc théng bao nay noi nhan
xé&c dinh duoc rang cac gdi tin ma nd goi dén dau kia trude d6 da dén dich an toan .
Hlen : cho biét do dai cua phan TCP header , nho vao trueong ndy ma dau thu biét duoc
truong Option ¢6 dugc xir dung hay khéng .
Reserved : truong nay hién chua duogc stir dung .
Flag bit : truong nay co 6 bit ¢, mdi bit duge sir dung vao cac muc dich khac nhau , n6
gdém CAc bit sau :

URG : cho biét truomg Urgent pointer c6 hiéu luc hay khéng

ACK : cho biét ACK number c6 duge sir dung hay khong

PHS : 1 _ dua thang Ién 16p trén khéng can kiém tra .

0 _ kiém tra trudc khi dua 1én 16p trén .

RST : yéu cau thiét lap lai két ndi .

SYN : thiét 1ap lai s6 trinh ty .

FIN : két thiic truyen tai .
Window : cho biét do 16n caa cua host ngudn
Checksum : dung dé kiém tra 13i caa cua goi TCP , viéc kiém tra 16i do dau nhan thuc
hién . Viéc tinh todn do phia g dam nhan . TCP st dung ma CRC dé kiém tra I5i .
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Khi tinh toan truong Header checksum nguoi ta thém vao goi UDP mot phan dau gia , noi

dung cua phan dau gia nay giéng nhu noi dung cua phan dau gla cua UDP :
16 17

Source |IP address

Destination IP address

Psuedo header

Zero | Protocol I UDP length

Urgent pointer : ddy 1a truong con tré khan cap , nd c¢d cac chic nang nhu :

Ngan can mot qué trinh nao do6 trong qué trinh truyén tai

Dung dé chi ra ranh gi¢i gira gitra phan dix liéu khan cap vl phan di liéu
thuong (trong TCP phan di liéu khan cp duoc dit trude) .
Option : truong nay la tdy chon , n6 ¢é cau tric gidng nhu truong Option clia IP :

1 byte 1 byte 1-2 byte

rr
| Type | Length |Option data...' y |

Type : cho biét loai thong diép option
Length : cho biét d6 dai cua trudng option
Optiondata : chira ndi dung cta truong option
Cac loai théng diép option :
Type number length means
- Két thuc cua option list
Khong suir dung
Cho biét kich thude t6i da cia 1 phan doan
Thoéng bao vé su thay doi cua cira so
Shack permit
shack
Timestamp

coOorThhwpnNDPEF O

BXNws o

11.Bao Mat Véi Loc Goi:

2.1. Khai Quéat Vé Loc Goi:

Bao mat dua trén loc géi tin 1a phuong phap bao mat dua trén cac thong tin ¢ phan
header cua cac goi tin, thdng qua cac thdng tin ndy ma ta c6 thé quy dinh goi tin nao duoc
phép hay khong duogc phép trén qua bo loc.

Céc thdng tin ma ching ta quan tdm dén 1a cac thong tin nhu dia chi ciia may goi
va nhan goi tin, dia chi ctua tng dung nhan va géi goi tin, giao thic sir dung trong suét
qua trinh trao doi thdng tin giira hai may.
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2.2 Cac Buée D& Xay Dung Luat Bao Mat Trong IPSEC:

Buwdc 1: Xac dinh bd loc goi tin:
- B6 loc goi tin ¢6 chuc nang cho phép hay ngan cam mot hay mot sé loai géi tin duoc
phép hay khdng dugc phép truyén qua no.
- Cac buédce xay dung bo loc nhu sau:
> Khai dong IPSEC:

@ vao administrative tool

¢ Local security policy

& Right click I1én IP security policies

¢ manage ip filter list .....

Create IP Security Policy. ..

Manage IP filter lists and Filter actions. ..

Al Tasks k
Wit g
Refresh

Expork List. ..

Help

@ xuat hién hop thoai:

Manage IP filter lists and filter actions _ 2=
Manage |F Filter Lists | Manage Filter Actions I
e Thiz dialog allows vou to create and maintain the 1P filker lists
ﬁ—v that describe wour network, traffic.
——
The available IF filter lists are shared by all IP Security
policies.
IP Filter Lizts:
Mame | Dezcription |
ANICMP Traffic Matches all ICMP packets betw, .
Al Traffic Matches all IP packets from this ...
ping
add, | Ede. | Femove |
(] 4 I Cancel | Lpply

¢ chon muc manage ip filter list and filter action
@ chon add dé tien hanh tao bg loc méi:
Xuat hién hop thoai sau:
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i An 1P filker ligt iz compozed of mulkiple fikers. [n thiz way, multiple subnets, [P
i: addrezzesz and protocols can be combined into one [P filker.
M arne:
Mew [P Filker Lizt
D escription; Ll
=] Edit... |
LI = e |
Filters: v Usze sddWizard
tirrored | D eszcription | Protocal | Source Port | D eztination
1] | ia
] I Cancel |
y

name: cho phép khai bao tén cua bo loc

Description: cho phép gb vao cac mé ta chi tiét cia bo loc

Filters: cho phép khai bao céac chirc nang cta bo loc

Add: cho phép thém vao bd loc 1 chirc nang mai

Edit ...: cho phép hiéu chinh (thay doi) 1 chirc niang c6 san cua bo loc
Remove: cho phép xo6a 1 chirc nang cua bo loc

e Chon add dé thém 1 chirc nang vao b6 loc
@ next & xuat hién hop thoai: ip trafic source

2 =i
IP Traffic Source =
Specify the source address of the IP traffic.
p_——

Source address:

< Back I MNext > I Cancel I

Hop thoai nay cho pheép ta khai bao dia chi ip cia may gai goi tin

@ next @ xuat hién hop thoai: ip trafic destination

Khoa : Cong nghé thong tin - TCN Quang Trung Trang 35



Filter Wizard

IP Traffic Destination
Specify the destination address of the IP traffic.

21|

|

Destination address:

< Back I Mext > I Cancel I

Hop thoai nay cho phép khai b&o dia chi ip ctia may nhan gai tin

@ next @ xuat hién hop thoai: ip protocol type

Filter Wizard

IP Protocol Type

Select the IP protocol type. I this type is TCP or UDP, you will also specify the
source and destination ports.

2|

8

Select a protocol type:

Any Ll

< Back I MNext > I

Cancel |

Hop thoai nay cho phép xac dinh giao thirc str dung trong bo loc la giao thac gi

& next @ xuat hién hop thoai: ip protocol port
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IP Protocol Port g
Many TCP/IP application protocols are established with well-known TCP or UDP
ports. B

Set the P protocol port:
' From any port
" From this port;

' To any port
(" To this port:

< Back I Next > I Cancel |

Hop thoai nay cho phép khai bao dia chi port cta ung dung goi va tng dung nhan
goi tin
- From any port/ from this port: muc nay cho phép khai bao dia chi port
cua ing dung gaoi goai tin
- To any port/ to this port: muc nay cho phep khai b&o dia chi port ctia
ung dung nhan goi tin.
@ next ¢ finish: dé hoan tat viéc xay dung 1 chtc nang cho bo loc

Chu y:t6i budc nay ching ta co thé bam ok dé két thiic viéc xdy dung bé loc, hodc chon
add dé thém vao bo loc 1 chire nang loc khac.
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An P flter hist iz composed of multiple filkers. In this way, multiple subnets, IP

—
i:: addrezzes and protocolz can be combined into one [P filker.
M ame:

Mew |P Filker List

Description:
| Edit.. |
=] Remiove |

Filkers: W Use &dd Wizard

Minared| Deszcription | Frotocol | Source Port | Destination
Yes TCP ANY ANY

< | 2+

(1] Cancel |
A

Budc 2: xac dinh cac hanh déng ciia b loc:
Chung ta c6 3 loai hanh dong co ban cua bo loc:
Permit: cho phép
Block: ngan cam (khoa)
Negotiate security: ma hoa dit liéu khi truyén
¢ Tai cira s manage ip filter list and filter action # chon manage filter action

Manage IP filter lists and filter actions d

tanage P Filter Lists  Manage Filter Actions |

Thiz dialog allows pou to create and maintain the filker actions
that describe the zecurnty of pour netwarl.,
The awailable filker actions are shared by all IP Security
policies.
Filter Actions:
Mame | D ezcription
cam
Permit Permit unzecured |IP packets to ...
Request Securty [Optional] Acceptz unzecured communicati.
Require Security Acceptz unsecured communicati..
Add... | Edit... | R emove | ¥ Use sddwizard

Claze I [Earcel I Apply

@ chon add dé tao hanh dong mai cho bé loc:
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Filter Action Wizard 8 ﬂ.’g

Filter Action Name I
Name this filter action and provide a brief description.
i

Description:

< Back I Next > I Cancel

Name: cho phép khai bao tén cua hanh dong

Description: phan md ta chi tiét cho hanh dong d6

& next @ filter action general option: hop thoai nay cho phép khai bao cac hanh
dong twong tng cua bo loc nhu: ngan can, cho phép, ma héa dir liéu:

Filter Action General Options I
Set the filter action behavior.
pre=y
" Permit
(" Block

(¢ Negotiate security:

< Back I Next > I Cancel

£ next @ finish dé hoan tat viéc tao action filter

Buwodc 3: xay dung luat:
¢ right click I&n ip security policy local computer
¢ chon create ip security policy
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Create IP Security Policy., ..
Manage IP filker lists and filker actions. ..

all Tasks F

Wigw 3

Refrash
Export List...

Help
@ xuat hién hop thoai: ip security policy name: muc nay cho phép khai bao tén
cua luat dang duoc xay dung:

IP Security Policy Wizard 3 ﬂll
IP Security Policy Name >
Name this IP Security policy and provide a brief description
a2

Description:

< Back I Next > I Cancel

& next & ... @ finish
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@ xuat hién hop thoai:

Mew IP Security Policy Properties llil
Rules I General I
Security rules for communicating with other computers

IP Security rules:

IF Filter List | Filter Action | Acthentication... | Tu

<Dynamics Defaulk Fezponze Kerberoz Mec

<1 I i

Add. | Edt.. |  Femove | & Useaddwizad

ak. I Cancel |

¢ chon add dé thém vao ludt 1 chinh sach méi
@ next & ...4 xuat hién hop thoai

Security Rule Wizard B 21 x|
Network Type e
The security rule must be applied to a network type. %
B

Select the network type:

Al network connections
" Local area network [LAN)
" Remote access

< Back I Next > I Cancel I

- all net connection: co hiéu lyc cho tat ca cac mang
- local area network: co hiéu lyc chi trong mang noi bo
- remote access: chi ¢o hiéu luc vdi cac may st dung dich vu truy nhap tur
Xa.
@ next @ ... @ xuat hién hop thoai ip filter list hop thoai nay cho phép chon bo
loc.
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Security Rule Wizard

IP Filter List
Select the IP filter list for the type of IP traffic to which this security rule applies.

If no IP filter in the following list matches your needs, click Add to create a new one.

P filter lists:
Name I Description | Add...
(@14 ICMP Traffic Matches all ICMP packets bet... -
O 4l IP Traffic Matches all IP packets from t... Edi... |
O New IP Filter List =
emove I

Cancel |

< Back I Next > I

@ next £ xuat hién hop thoai filter action: hop thoai nay cho phép chung ta chon

hanh dong tewong tring cua bo loc
Filter Action
e

Select the filter action for this security rule.

If no filter actions in the following list matches your needs, click Add to create a new
one. Select Use Add Wizard to create a filter action using the wizard.

V' Use Add Wizard

Filter Actions:

l Description I

O New Filter Action

Q Permit

QO Request Security (Optional)
O Require Security

Name
e

Permit unsecured IP packets t...
Accepts unsecured communi...
Accepts unsecured communi...

g

Add...

Edit...

Remove

Cancel

< Back | Next > I

@ next ¢ finish & xuat hién hop thoai new rule properties
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New Rule Properties

Authentication Methods
IP Filker List

i
==

=
—

affected by this

I Tunnel Setting | Connection Type
Filter &ction

The selected IF filker list specifies which nebwork traffic will be

tule.

IP Filter Lists:

Mame

| Description |

O &Il ICMP Traffic
O AILP Traffic
LO] Mew (P Filter List

tatches all ICMP packets betw...
Matches all IP packets from thiz ...

| Remove |

2%

()4 I Cancel | Apply

@ chon ok dé hoan tat qua trinh cai dat 1 chinh sach loc cho luat (rule)

New IP Security Policy Properties ] e
Rules | General I
Security rules for communicating with ather computers
IP Security wles;
IF Filter List | Filter Action | Authentication... | Tu
Wew IP Filker List cam Kerberos
<Dynamic Default Responze Kerberoz M
| | i3

Add... Edit...

| _Remove | ® useaddwizad

Cloze I ancel

@ t61 day ching ta co thé chon close dé hoan tat viéc xay dung 1 luat, hoic chon

add dé thém 1 chinh sach méi vao trong

luat.

2.3 Loc G6i IP Dya Trén Thiét Bi Phan Cing

Chung ta stir dung modem Drayteck 2800
Truy nhap vao modem drayteck: http:\\[I

P cua modem]
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/- 401 Unauthorized - Windows Internet Explorer -ID'L'

G_@ ~ &) hpiiisz.168.1.111) = @@ [Googie iﬁ‘
W () Connecting... I I J - - - L:E}Page M @TW'S v 0' o8 @ 3
=

Connect to 192.168.1.111 21x|

i——
Browser FF?"
ﬂm\%

The server 192,168.1.111 at Login to the Router Web
Confi requires a and p: d

‘Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without a secure connection).

User name: |€ admin =l

Password: [eonee

I Remember my password

cocs |

4]
Sau khi nhap dung user/pass trinh duyét xuat hién mang hinh cau hinh thiét bi nhu sau:
L8
@ v ]g http:{{192.168.1.111f Ej [‘E‘@ |'3“°9‘e ‘EE*

v e (& DrayTek Yigor2800 series

| | [ - B - @ - hpae - Grock - @ L © 3

o H
Vigor2800.Seri¢ Dray Tek
ADSLZ/% 4 Routé?—? www.draytek.com

System Status

Quick Start Wizard
Online Status

e Model Name : Vigor2800 series

Internet Access Firmware Version 128

LAN Build Date/Time : Fri Jun 29 8:58:46.56 2007

NAT ADSL Firmware Version :D.57.2.14 Annex A

Firewall

Bandwidth Management

Applications LAN WAN

VPN and Remote Access MAC Address : 00-50-7F-8B-54-D8 Link Status : Connected

Certificate Management 1st IP Address :192.168.1.111 MAC Address : 00-50-7F-8B-54-D9

System Maintenance 1st Subnet Mask  : 255.255.255.0 Connection : PPPoE

Diagnostics DHCP Server : Yes IP Address 1 222.254.234.165
Default Gateway  : 222.254.232.1
DNS 1 203.162.4.190

All Rights Reserved.

Chon filterwall # mang hinh xut hién nhu sau:
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Llaix
G’:—) v & hitp:f192.168.1.111¢ 1% foosae (ol
| | |12 - B - @ - rpee - ook - @- B 9 3

DrayTek

* 5'9? gDrayTek Vigor2800 series

www.draytek.com

@ ~ [elhepunszaes 11y =421l x| [ezoge (2l
U5 € @ DrayTekvigor2600 series I | | & - B - - e - ook - @0 L @) B
= .
Vigor2800.Seri Dray Tek

ADSL2/2 Router

System Status

Quick Start Wizard
Online Status

Model Name : Vigor2800 series
Internet Access Firmware Version 128
LAN Build Date/Time : Fri Jun 29 8:58:46.56 2007
NAT ADSL Firmware Version :D.57.2.14 Annex A
Firewall
P General Setup
P Filter Setup LAN WAN
» IM Blocking MAC Address : 00-50-7F-8B-54-D8 Link Status : Connected
» P2P Blocking 1st IP Address :192.168.1.111 MAC Address : 00-50-7F-8B-54-D9
» DoS Defense 1st Subnet Mask  : 255.255.255.0 Connection : PPPoE
» URL Content Filter DHCP Server : Yes IP Address 1 222.254.234.165
» Web Content Filter Default Gateway  :222.254.232.1
DNS : 203.162.4.190

Bandwidth Management
Applications

VPN and Remote Access
Certificate Management
System Maintenance
Diagnostics

- IM blocking: khéa dich vu tin nhén

- P2P blocking: khoa cac dich vu chia s€ file nhu: emule, ...

- Dos defense: ngan chin tan céng ban DDOS

- URL conten filter: ngan cidm truy nhap mot s6 dia chi web nao dé

- Web filter: ngan cdm truy nhap web site theo théng tin tir cac web site
bao mat trén mang.
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CHUONG 3: IPSEC (Internet protocol security)

I.  Téng quan

Giao thuc IPsec dugc lam viéc tai ting Network Layer — layer 3 cia md hinh OSI. Céc
giao thuc bao mat trén Internet khac nhu SSL, TLS va SSH, duoc thuc hién tir ting
transport layer tr [8n (T tang 4 t6i ting 7 mé hinh OSI). Diéu nay tao ra tinh mém déo
cho IPsec, giao thuc nay c6 thé hoat dong tir tang 4 véi TCP, UDP, hau hét céc giao thirc
st dung tai tang nay IPsec c6 mdt tinh niang cao cip hon SSL va cac phuong thirc khac
hoat dong tai cac tang trén cua mo hinh OSI. V&i mot ing dung stir dung IPsec ma (code)
khong bi thay ddi, nhung néu tng dung dé bit budc sir dung SSL va cac giao thirc bao
mat trén cac tang trén trong md hinh OSI thi doan ma tng dung d6 s& bi thay doi 16n.

I1. CAu trlc bao mat

IPsec dugc trién khai (1) sa dung cac giao thirc cung cAp mat ma (cryptographic
protocols) nham bao mat goi tin (packet) trong qua trinh truyén, (2) phuong thic xac thuc
va (3) thiét lap cac thdng s6 ma hoa.

Xay dung IPsec str dung khai niém vé bao mat trén nén tang IP. Mot su két hop bao mat
rat don gian khi két hop céc thuét todn va céc thong so (vi nhu cac khod — keys) la nén
tang trong viéc ma hoa va xac thuc trong mot chiéu. Tuy nhién trong céc giao tiép hai
chiéu, céc giao thirc bao mat s& lam viéc voi nhau va dap tng qua trinh giao tiép. Thyc té
luva chon céc thuat toAn mé hoa va xac thuc lai phu thuéc vao nguoi quan tri IPsec bai
IPsec bao gom mot nhom cac giao thirc bao mat dap ang ma hoé va xac thuc cho mdi goi
tin IP.

Trong cac budc thuc hién phai quyét dinh cai gi can bao vé va cung cap cho mét gai tin
outgoing (di ra ngoai), IPsec sir dung céac théng sé Security Parameter Index (SPI), mdi
quéa trinh Index (danh thir tu va luu trong dir liéu — Index vi nhu mét cuén danh ba dién
thoai) bao gdm Security Association Database (SADB), theo suét chiéu dai cua dia chi
dich trong header caia goi tin, clng vai su nhan dang duy nhat caa mot thoa hiép bao mat
(tam dich tir - security association) cho mdi gai tin. Mot qua trinh twong tu ciing duoc lam
Vv6i goi tin di vao (incoming packet), noi IPsec thyc hién qué trinh giai ma va kiém tra céc
khoa tir SADB.

Cho cac g6i multicast, mot thoa hiép bao mat s& cung cap cho mét group, va thuc hién
cho toan bo cac receiver trong group d6. C6 thé c6 hon mét thoa hiép bao mat cho mot
group, bang cach st dung cac SPI khac nhau, tuy nhién n6 ciing cho phép thuc hién nhiéu
muc d6 bao mat cho mot group. Mdi nguoi gui ¢6 thé co nhiéu thoa hiép bao mat, cho
phép xac thuc, trong khi ngudi nhan chi biét duoc cac keys duoc giri di trong dix liéu. Cha
y cac chuan khdng miéu ta 1am thé ndo dé cac thoa hiép va lya chon viéc nhan ban tur
group téi cac ca nhan.
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1. Hién trang

IPsec 1a mot phan bit buoc cua IPV6, c6 thé dugc lira chon khi sir dung IPv4. Trong khi
cac chuan dd dugc thiét két cho cac phién ban IP gidng nhau, phd bién hién nay la &p
dung va trién khai trén nén tang 1Pv4.

Cac giao thuc IPsec duoc dinh nghia tir RFCs 1825 — 1829, va dugc phd bién nam 1995.
Nam 1998, dugc nang cap véi cac phién ban RFC 2401 — 2412, nd khong tuwong thich véi
chuén 1825 — 1929. Trong thang 12 nim 2005, thé hé thir 3 cua chuan IPSec, RFC 4301 —
4309. Ciing khéng khéc nhiéu so véi chuian RFC 2401 — 2412 nhung thé hé méi duoc
cung cap chuan IKE second. Trong thé hé mai nay IP security ciing dugc viét tat lai 1a
IPsec.

Sy khac nhau trong quy dinh viét tit trong thé hé duoc quy chuan boi RFC 1825 — 1829 1a
ESP con phién ban mai la ESPbis.

IV. Thiét ké theo yéu cau.
IPsec duge cung cap bai Transport mode (end-to-end) dap ung bao mat gitra cac may tinh
giao tiep truc tiep vai nhau hoac st dung Tunnel mode (portal-to-portal) cho cac giao tiep

giita hai mang vai nhau va chu yéu duoc sir dung khi két ndi VPN.

IPsec ¢6 thé duge st dung trong céc giao tiép VPN, sir dung rat nhiéu trong giao tiép. Tuy
nhién trong viéc trién khai thuc hién s€ c6 su khac nhau gitta hai mode nay.

Giao tiép end-to-end duoc bao mat trong mang Internet duoc phét trién cham va phai cho
doi rat 1au. Mot phan bo ly do tinh pho théng ctia no khdng cao, hay khéng thiét thuec,
Public Key Infrastructure (PKI) dugc su dung trong phuong thirc nay.

IPsec d4 duogc gi6i thiéu va cung cap cac dich vu bao mat:

1. M& hoa qué trinh truyén thdng tin

2. Bam bao tinh nguyén ven cua dir liéu

3. Phai dugc x4c thuc gitra c4c giao tiép

4. Chéng qué trinh replay trong cac phién bao mat.

5. Modes — Cac mode

C06 hai mode khi thuc hién IPsec @6 la: Transport mode va tunnel mode.
Transport mode
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Trong Transport mode, chi nhitng dir liéu ban giao tiép cac goi tin dugc ma hoa va/hoic
xéc thuc. Trong qué trinh routing, ca IP header déu khong bi chinh sira hay ma hod; tuy
nhién khi authentication header duoc sir dung, dia chi IP khong thé biét duogc, bai céc
théng tin da bi hash (bam). Transport va application layers thuong duoc bao mat béi ham
bam (hash), va chiing khdng thé chinh st:a (vi du nhu port number). Transport mode st
dung trong tinh hubng giao tiép host-to-host.

Piéu nay c6 nghia 14 dong goi cac thong tin trong IPsec cho NAT traversal duoc dinh
nghia bai cac thong tin trong tai liéu cia RFC boi NAT-T.

Tunnel mode

Trong tunnel mode, toan bd g6i IP (bao gdm ca data va header) s& duoc ma hoa va xéac
thyc. N6 phai dugc dong goi lai trong mot dang IP packet khac trong qua trinh routing
cua router. Tunnel mode dugc sir dung trong giao tiép network-to-network (hay giita cac
routers vai nhau), hoac host-to-network va host-to-host trén internet.

V. Technical details.

C6 hai giao thic duge phat trién va cung cap bao mat cho céac goi tin cia ca hai phién ban
IPv4 va IPV6:

IP Authentication Header gitip dam bao tinh toan ven va cung cap xac thuc.

IP Encapsulating Security Payload cung cap bao mat, va 1a option ban c6 thé lya chon ca
tinh nang authentication va Integrity dam bao tinh toan ven dir liéu.

Thuat todn ma hoa duogc st dung trong IPsec bao gdm HMAC-SHA1 cho tinh toan ven
dir lieu (integrity protection), va thuét toan TripleDES-CBC va AES-CBC cho ma ma hoa
va dam bao @6 an toan cua goi tin. Toan bo thuat toan nay duoc thé hién trong RFC 4305.

a. Authentication Header (AH)

AH dugc st dung trong cac két ndi khdng cé tinh dam bao dir liéu. Hon nita n6 1a lya
chon nham chéng lai cac tin cong replay attack bing cach sir dung cong nghé tin cong
sliding windows va discarding older packets. AH bao vé qua trinh truyén dit liéu khi sir
dung IP. Trong IPv4, IP header cd bao géom TOS, Flags, Fragment Offset, TTL, va
Header Checksum. AH thyc hién truc tiép trong phan dau tién caa goi tin IP. duéi day la
mo hinh ctia AH header.

Cac modes thye hién
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Bit:

Y nghia ciia tirng phan:
Next header: Nhan dang giao thtc trong sir dung truyén théng tin.
Payload length: B¢ 16n cua géi tin AH.

RESERVED: Sir dyng trong tuong lai (cho t6i thoi diém nay né duoc biéu dién bang cac
s6 0).

Security parameters index (SPI): Nhan ra cac thong s6 bao mat, duoc tich hop véi dia
chi IP, va nhan dang cac thwong lwrong bao mat duoc két hop véi gai tin.

Sequence number: Mot s tu dong ting I8n mdi goi tin, st dung nham chdng lai tan
cong dang replay attacks.

Authentication data: Bao gom thdng sb Integrity check value (ICV) can thiét trong goi
tin xac thuec.

b. Encapsulating Security Payload (ESP)

Giao thirc ESP cung cap xé4c thyuc, do toan ven, dam bao tinh bao mat cho goi tin. ESP
ciing hd trg tinh nang cau hinh st dung trong tinh hudng chi can bao ma hoa va chi can
cho authentication, nhung st dung ma hoa ma khéng yéu cau xéac thuc khdng dam bao
tinh bao mat. Khéng nhu AH, header caa g6i tin IP, bao gdbm cac option khac. ESP thuc
hién trén top IP st dung giao thirc IP va mang s6 hiéu 50 va AH mang sé hiéu 51.
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Bit:

0 18 1
%8
Security Parameter Index { SPI )

Y nghia ciia cac phan:

Security parameters index (SPI): Nhan ra cac théng sé dugc tich hop véi dia chi IP.
Sequence number:Tu dong ting cé tac dung chong tin cong kiéu replay attacks.
Payload data: Cho dit liéu truyén di

Padding: Str dung vai block mé& hoa

Pad length: B¢ 16n cua padding.

Next header: Nhan ra giao thtrc duoc sir dung trong qué trinh truyén théng tin.
Authentication data: Bao gom dit liéu dé xac thyuc cho goi tin.

VI. Implementations - thuc hién

IPsec dugc thuc hién trong nhan véi cac trinh quan ly cac key va qua trinh thuong luong
bao mat ISAKMP/IKE tir nguoi dung. Tuy nhién mét chuan giao dién cho quan ly key, nd
c0 thé duogc diéu khién bai nhan cua IPsec.

Bgi vi dugc cung cap cho ngudi ding cudi, IPsec ¢ thé duoc trien khai trén nhan cia
Linqx. Du an FreeS/WAN la du an dau tién hgén thanh viéc thuc hién IPsec trong ma
nguon mo cu thé 1a Linux. N6 bao gom mét nhan IPsec stack (KLIPS), két hop vai trinh

quan Iy key la deamon va rat nhiéu shell scripts. Du an FreeS/WAN dugc bat dau vao
thang 3 nam 2004. Openswan va strongSwan da tiép tuc du an FreeS/WAN.
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Du 4n KAME ciing hoan thanh viéc trién khai st dung IPsec cho NetBSB, FreeBSB.
Trinh quan ly cac khoa dugc goi la racoon. OpenBSB duoc tao ra ISAKMP/IKE, véi tén
don gian la isakmpd (né ciing dugc trién khai trén nhiéu hé thong, bao gom ca hé thong
Linux).

Trong bai viét nay tdi s& gidi thiéu véi cac ban tdng quan vé cach thic 1am viéc cua
Public Key Infrastructure (PKI).
Néu ban str dung Active Directory ciia cdng nghé Windows NT thi mdi user khi duoc tao

ra ciing di lién vai nd ¢ mot cap Key: Public key va Private key. Ngoai ra con cé nhiéu
ung dung dé tao ra cap khoa nay.

Alice
52ED879E | Key generation
70F71D92 function
Big random 4 |
number

Alice's Alice's
public key private key

Ciap key dugc tao ra ngau nhién véi nhiéu chir sé hién thi. Khi cac keys duoc tao ra tur
nhiéu chit s ngau nhién, s& khéng thé giai ma néu ra private key néu biét public key.
Nhung c6 mot sé thuat todn c6 thé tao ra public key tir private key. Nhung chi ¢ Public
key mai duoc published cho toan bo moi nguoi.

Hau hét cac cap key duoc tao ra tir nhiéu s6 va bang mot thuat toan ma hoa nao do.

Bob
o

rypt ’
Alice!
e mr Alice's

7 public key
6EB69570
08503,0E4

Alice i

R [ A=

rypt

Alice! Alice's
private key
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M6t thdng tin duoc ma hod véi public key thi chi c¢d thé giai ma bai private key. Néu chi

c6 public key ban s& khéng thé giai ma dwgc goi tin. Diéu nay c6 nghia khi mot nguoi gui
thong tin dugc ma hod téi mot nguoi khac thi chi cé nguoi nhan mai mé dugce thong tin

d6 ma thdi. Nhiing nguoi khac c¢d bat duoc toan bo thong tin thi ciing khong thé giai ma
duge néu chi c6 Public key.

Alice
1will ' Sign 4’h
pay$500 | > (Encrypt) ’
- v Alice's
‘ private key
DFCD3454
BBEA788A

Bob

il | Veﬁiz
|

pay $500 (Decrypt) | Alice's
' public key

Mot thdng tin duoc ma hoda véi private key co thé giai ma vai public key. Khi public key
da dugc public cho toan b moi ngudi thi ai cling cd thé doc dugc théng tin néu cd public
key.

Alice
Bob’s Combine | | 751A696C
public key keys r" 24097009
H( Alice and Bob's

shared secret

Alice's
private key

Bob

! Combine 751A696C

public key g keys [ 24D97009
h/ Alice and Bob's
shared secret

Bob's
private key

Dé dam bao an todn hon trong qua trinh truyén thdng tin: Alice két hop Private key cua co
ay voi Public key cua Bob dé tao ra va chia sé bao mat (share secret). Ciing twong tu nhu
vay Bob ciing két hop Private key cua minh véi Public key cua Alice dé tao ra mot shared
secret. RSi hai nguoi truyén thong tin cho nhau.
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Khi Alice truyén thdng tin cho Bob bang Shared Secret dwoc tao ra, khi Bob nhan duoc
g6i tin ma hoé boi shared secret d6 dung Public key cua Alice két hop vé6i Private key cua
minh dé mo thong tin. Diéu ndy ciing trong tu khi Bob truyén thdng tin va cach Alice giai

ma dé 1ay thong tin.
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CHUONG 4 : NAT (Network Address Translation)

l. Nat La Gi ?

NAT hay con goi la Network Address Translation Ia moét ki thuat dugc phat minh lac
khoi dau dung dé giai quyét van dé IP shortage. Khi c6 hai méy tinh & trén cung mét 16p
mang (cung subnet), cac may tinh nay két ndi truc tiép véi nhau, diéu ndy c6 nghia 1a
ching co

thé goi va nhan di liéu truc t1ep Vi nhau. Néu nhirng may tinh nay khong trén cung mot
16p mang va khdng c6 két ndi true tiép thi dit liéu s& duoc chuyen tiép qua lai giira nhirng
16p mang nay va nhu thé phai can mét router (c6 thé 1a phan mém hoic phan cing) Day
1a truong hop khi mot may tinh ndo d6 mudn két ndi tdi mot may khac trén internet.

Il. MO Hinh Mang Cia Dich Vu Nat

I11.  Nguyén Ly Hoat Pong Ciia NAT

NAT server

NAT lam viéc nhu mot router, cong viéc cua nd 1a chuyén tiép cac gai tin (packets) giira
nhitng 16p mang khac nhau trén mot mang 16n. Ban ciing ¢6 thé nghi rang Internet 1a
mot mang don nhung c6 vo sd subnet. Routers ¢d du kha ning dé hiéu duogc cac 16p
mang

khac nhau xung quanh né va c6 thé chuyén tiép nhitng géi tin dén ding noi can dén.

B 192.168.205.40

ﬁ Guest [Unknown user)

-..&2 NAT: TCP Connection 0 203.162.45.156:80

&2 NAT: UDF 192.168.205.40:1172 <+ 203.162.0.11:53

Q2 NAT: UDF 192.168.205.40:1173 <+ 203.162.0.11:53
€2 NAT: TCP Connection :o 216.136.233.140:5050
€2 NAT: UDF 192.168.205.40:1177 <-» 203.162.0.11:53
€2 NAT: TCP Connection :0 12.129.205.110:80
€2 NAT: TCP Connection :0 12.129.205.110:80

LR NAT: UDP 192.168.205.40:1180 <-» 203.162.0.11:53
€2 NAT: UDP 192.168.205.40:1182 <+ 203.162.0.11:53
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NAT st dung IP cia chinh n6 1am IP ¢6ng cong cho mdi may con (client) véi IP riéng.
Khi mot may con thuc hién két ndi hoic goi dir liéu t6i mot may tinh ndo do trén internet,
dir lidu s& duoc goi toi NAT, sau d6 NAT sé thay thé dia chi IP gbc cia may con d6 roi
gui goi dir liéu di vai dia chi IP cia NAT. May tinh tir xa hoac may tinh nao do trén
internet khi nhan duoc tin higu s& gai goi tin tro vé cho NAT computer boi vi ching nghi
raing NAT computer 1a may d4 goi nhitng goi di lidu di. NAT ghi lai bang thdng tin cua
nhitng may tinh da goi nhitng goi tin di ra ngoai trén mdi cong dich vu va goi nhiing goi
tin nhan duoc vé ding may tinh dé (client).

NAT thue hién nhirng cong viéc sau:

- Chuyén ddi dia chi IP ngudn thanh dia chi IP cua chinh nd, ¢6 nghia la dif liéu nhan
duoc boi may tinh tir xa (remote computer) giong nhu nhan dugc tir may tinh ¢6 cau hinh
NAT.

- Goi dir liéu t61 may tinh tir xa va nhé dugce goi dir liéuqdé d4 sir dung cong dich vu nao.
- Dir liéu khi nhan dugc tir may tinh tir xa s€ dugc chuyén tdi cho cac may con.

NAT c6 hoat dong véi bat ky giao thire va irng dung nao khéng?

Giao thirc sir dung da két ndi hoic da phuong tién va nhiéu kiéu di liéu (nhu 1a FTP hoic
RealAudio). Vi FTP, khi ban bat dau cong viéc truyén file, ban thuc hién mot két nbi toi
FTP server boi FTP client, may client két néi vao va yéu cau dugc truyén file hoac thu

muc, voi mot vai FTP client ban s& thady mot hién tuong g1 d6 nhu Iénh port, nhitng gi ma
dong lénh nay dang thuc hién 1a thiét 1ap két ndi dir liéu dé gai tap tin hodc thu muc vé lai
cho FTP client. Cach thuc hién cong viéc nhu vay c6 nghia 1a may client “n6i” vai server
rang “hdy két ndi véi toi trén dia chi IP ndy va trén cong port nay dé truyén dir liéu”.

Van dé ¢ day la may client chi cho server biét dé két ndi nguoc lai trén dia chi IP noi bo

bén trong mang LAN cua chinh n6 va nhu vay server sé khong tim dugc dia chi IP nay va
that bai néu server c¢6 gang tim kiém va két noi véi dia chi nay, ddy la lGc phai can téi

NAT

Hau hét cac giai phap NAT (trong d6 bao gom ca WinGate) déu c6 su hd trg dic biét doi
Vi giao thirc FTP va yéu cau doi véi may tinh dugce cau hinh NAT la may tinh @6 phai ¢
dia chi IP tinh (static IP).
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IV. Trién Khai Dich Vu Nat
4.1 Yéu Cau:
-May phai c6 tir hai giao tiép network tro 1én
C6 hai card mang

C6 1 card mang va 1 giao tiép thong qua modem dialup

-May phai cai dat HDH window server
4.2 Trien khai dich vu Nat:

Budc 1: khoi dong dich vu Nat:

- Khoi dong chuong trinh Routing and Remote Access:4 menu start # all program &

administrative tools # routing and remote access

2 Routing and Remote Access L ;lglll

File Action VYiew Help

el | X |2

-'_53-_ Routing and Remote Access SERVER-RADIUS {local)

? Server Status ;I
BYSERVER RADILE (ocal) R S RGOS
Col le te Access
Access, on the Action menu, click

All Tasks » } and Remote Access.
Vi = etting up a Routing and Remote
2l 5, and troubleshooting, see Help.
Delete
Refresh
Properties
Help

|Configures Routing and Remote Access for the selected server

- Khoi dong dich vu Nat : @ right click server-radius (tén cuaa may Nat server) £ configue

and enable routing and remote access

2 Routing and Remote Access ;lglﬂ

File Action ‘iew Help

& = | | X |2

-'_Ei-_ Routing and Remote Access SERVER-RADIUS {local)

? Server Status ;I
B oER VER-RADILL (ool | e R S RGOS
Configure and Enable Routing and Remote Access
Disable Routing and Remote Access X .
Access, on the Action menu, click

All Tasks » ) and Remote Access.
vi = etting up a Routing and Remote
Hew 5, and troubleshooting, see Help.
Delete
Refresh
Properties
Help

|Configures Routing and Remote Access for the selected server
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@ next @ nextwork address translation

Configuration .-
You can enable any of the following combinations of services, or you can g,J

customize this server.

" Remote access [dial-up or YPN)

Allow remote clients to connect ta this server through either a dial-up connection or a
secure Virtual Private Network [YPN] Intemet connection.

o

twork address translation [NAT):
Allow internal clients to connect to the Intemet using one public IP address.

" Virtual Private Network [VPN] access and NAT

Allow remote clients to connect to this server through the Internet and local clients to
connect to the Internet using a single public IP address.

(" Secure conhection between two private networks
Connect this network to a remote network, such as a branch office.

€ Custom configuration
Select any combination of the features available in Routing and Remote Access.

For more information about these options, see Routing and Remote Access Help.

< Back I Next > I Cancel |

@ next @ khoi dong hop thoai Nat internet conection: hop thoai nay cho phép chiing ta

chon lya giao tiép nao két ndi véi hé thong mang internet.

Routing and Remote Access Server Setup Wizard P )

NAT Internet Connection .-
You can select an existing interface or create a new demand-dial interface for g/’

client computers to connect to the Internet.

(% iUse this public interface to cannect ta the Internet:

Name [ Description [ IP Address

Local Area Connection AMD PCMET Family P...  192.168.1.1
Local Area Connection 2 AMD PCNET Family P...  132.168.10.2

" Create a new demand-dial interface to the Intemet

A demand-dial interface is activated when a client uses the Intemet. Select this
option if this server connects with a modem or by using the Point-to-Point Protocol
over Ethemet. The Demand-Dial Interface Wizard will start at the end of this wizard.

[V Enable security on the selected interface by setting up Basic Firewall.

Basic Firewall prevents unauthorized users from gaining access to this server
through the Intermet.

For more information about network interfaces, see Routing and Remote Access Help.

< Back I Next > I Cancel

C6 2 muc chon lya:
use this public interface to connect to internet:

Chung ta chon lya muc nay khi may co6 tur 2 cardqm@}ng tro 1én.
Tai list box chung ta chon lua card mang dung dé két noi internet

Create a new demand-dial interface to the internet

Muc ny chi duoc chon lua khi giao tiép véi internet 1a 1 modem dialup
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@ next @ finish dé khoi dong dich vu Nat

Starting Routing and Remote Access [

Flease wait while the Routing and Remote Access
@ service on SERVER-BADIUS starts.

¢ sau khi khai dong dich vu nat ta co giao dién chuong trinh nhu sau:

é Routing and Remote Access . = ﬂlll
File  Action View Help

o | BnERB| @

E Routing and Remote Access MAT/Basic Firewall
@ Server Status Interface [ Total mappings | Inbound packets translated | Inbound packets rejected Out
£l [3) SERVER-RADIUS (local) EL_ocal Area Connection 2 0 0 0 0
- Network Interfaces 23 Local Area Cannection 1 16 0 1y
&5 IP Routing 22 1nteral 0 0 0 0
5 General E
E Static Routes
= IGMP
E MAT/Basic Firewall

‘% Remote Access Policies
#-{_] Remote Access Logging

< | |

Buéc 2: Cau hinh dich vu Nat;
Cau hinh giao tiép internet:
@ right click I1&n giao tiép internet # properties # dé mo hop thoai cau hinh cua
két ndi internet
4+ Tab Nat/Basic firewall:

Local Area Connection Properties § 2] x|

MAT /Basic Firewall | Address Pool | Services and Ports | ICMP |

Interface Type:

" Private i o d to private

= Public interface connected to the internet

IV Enable NAT on this interface

NAT enables clients on this network to send data to and receive
data from the Internet using this interface.

I¥ Enable a basic firewall on this interface

A basic firewall accepts data from the Internet only if it has been
requested by the network.

= Basic firewall only

Static packet filter

Static packet filters can restrict traffic based on packet attributes. such
as IP address or protocal.

Inbound Filters | Dutbound Filters_|

[ ok 1 canca | 0|
Hop thoai nay cho phép thiét Iap cac bao mat co ban trén giao tiép internet
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oPublic interface connect to the internet: Muc nay duogc chon lya khi giao tiép
nay 1a giao tiép két ndi véi hé thong mang bén ngoai.
- Enable NAT on this interface: muc nay cho phép bat hay tit chuc nang
NAT, khi tit chirc nang nay khi cac may tram trong hé thdng mang LAN khong thé két
ndi internet duoc
- Enable basic firewall on this interface: muc nay cho phép bat tit ché d6
bao vé co ban ciia NAT server trén giao tiép hién tai.
Static Packet Filter:
Muc nay cho phép thiét 1ap chinh sach loc cac géi tin di qua nat server
- Inbound filter: cho phép thiét Iap bo loc goi tin di vao interface nay
- Outbound filter: cho phép thiét 1ap bo loc goi tin di ra interface nay
Tab Address pool:
Cho phép quy dinh nhitng may c6 dia chi IP nao dugc phép truy nhap internet

Local Area Connection Properties g ?I X’
NAT/Basic Firewall Address Pool | Services and Ports | ICMP |

Your Internet service provider (ISP) assigns this address pool.

From [ To [ Mask |

add. | Edit | Bemove |

— Reserve public addresses

Reserve public addresses from the above list for use by specific

private network computers.
Reservations... I

oK | Cancel | AEply |

21|
NAT /Basic Firewall | Address Pool ~Services and Ports | IcMP |

Select the services on your network ta which you want to provide access
for internet users. This will create exceptions in your basic firewall.

Services:

[ Internet Mail Access Protocol Version 3 (IMAP3)
[ Intemet Mail Access Protocol Wersion 4 (IMAP4)
[ Intemet Mail Server (SMTP)

[ 1P Secuiity (IKE]

[ IP Secuiity (IKE NAT Traversal)

1 Post-Office Protocol Version 3 (POP3]

[ Remote Desktop

[ Secure Wweb Server HTTPS)

[ Telnet Server ~

<] | >
Add. | Edit | pelete |

oK | Cancel | sepi |

- Add: cho phép thém vao loai dich vu
- Edit: cho phép hiéu chinh théng tin cua tung loai dich vu
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trc ho tro dinh tuyén ICMP.

21 vil

Tab ICMP: Cho phép thiét Iap cac chinh séach loc voi g1ao thy

Locol Auoo Conoockion Duonaoukine

Local Area Connection Properties 2x]
NAT/Basic Firewall | Address Pool | Services and Ports  ICMP |
Intemet Control Message Protocol (ICMP) allows the computers on
a network to share error and status information. Select the requests
for information from the Internet to which this computer will respond.

Allow the following:

D Incoming tlmestamp request

[ Incoming mask request

[ Incoming router request

[ Outgoing destination unreachable
[ Outgoing source quench

[ Outgoing parameter problem

[ Outgoing time exceeded

[ Redirect

- Description:

Messages sent to this computer will be repeated back to the

sender. This is commonly used for troubleshaooting, for example,
to ping a machine.

oK I Cancel Soply
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CHUONG 5: VIRUS VA CACH PHONG CHONG

. Virus

Virus tin hoc hién nay dang la ndi ban khoan lo lang caia nhitng ngudi 1am cong tac tin hoc,
la ndi lo s¢ ctia nhitng ngudi sir dung khi may tinh caa minh bi nhiém virus. Khi may tinh
ctia minh bi nhidm virus, ho chi biét trong chd vao cac phan mém diét virus hién c6 trén thi
truong, trong trudng hop cac phan mém nay khdng phét hién hoic khong tiéu diét dugc, ho
bi 1am phai tinh hudng rat kho khan, khéng biét phai lam nhu thé nao.

Vi ly do dd, c6 mét cach nhin nhan co ban vé co ché va cac nguyén tic hoat dong cua virus
tin hoc 12 can thiét. Trén co so d6, c6 mot cach nhin ding dan vé virus tin hoc trong viéc
phong chéng, kiém tra, chita trji cling nhu cach phan tich, nghién ciu mot virus méi xuat
hién.

1.1 Viruslagi?

Thuat ngit virus tin hoc ding dé chi mot chuong trinh may tinh cé thé ti sao chép
chinh né 18n noi khac (dia hoic file) ma ngudi st dung khong hay biét. Ngoai ra, mot dic
diém chung thuong thay trén cac virus tin hoc 1a tinh pha hoai, nd gay ra 15i thi hanh, thay
d6i vi tri, ma hoa hoac huy thong tin trén dia.

1.2 Phan Loai:

Théng thuong, dua vao d6i tugng lay lan 1a file hay dia ma virus dugc chia thanh hai
nhém chinh:

- B-virus: Virus chi tin cong 1én Master Boot hay Boot Sector.
- F-virus: Virus chi tin cong 1én céc file kha thi.

Mic du vay, cach phan chia nay ciing khdng han la chinh xac. Ngoai 1& van c6 céc virus
vira tan cong 1én Master Boot (Boot Sector) vira tan cong 1én file kha thi.

Dé c6 mot cach nhin tong quan veé virus, chling ta xem chdng danh quyén diéu khién nhu
thé nao.

a. B-virus.

Khi may tinh bat dau khéi dong (Power on), cac thanh ghi phan doan déu duoc dit vé,
OFFFFh, con moi thanh ghi kh&c déu dugc dat vé 0. Nhu vay, quyen dieu khién ban dau
duogc trao cho doan mé tai OFFFFh: Oh, doan mé nay thuc ra chi 1a 1énh nhay JMP FAR

dén mot doan chuong trinh trong ROM, doan chuong trinh nay thyc hi¢én qua trinh POST
(Power On Self Test - Tu kiém tra khi khéi dong).
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Qué trinh POST s& lan luot kiém tra cac thanh ghi, kiém tra bo nhé, khai tao cac Chip

diéu khién DMA, b6 diéu khién ngit, bo diéu khién dia... Sau d6 nd s& do tim cac Card
thiét bi gan thém dé trao quyén diéu khién cho ching ty khoi tao rdi lay lai quyén diéu
khién. Chl y rong day 1a doan chuong trinh trong ROM (Read Only Memory) nén khéng
thé stra d6i, ciing nhu khong thé chén thém mot doan ma nao khéc.

Sau qua trinh POST, doan chuong trinh trong ROM tién hanh doc Boot Sector trén dia A
hoac Master Boot trén dia cirng vao RAM (Random Acess Memory) tai dia chi 0:7C00h

va trao quyén diéu khién cho doan ma d6 bong 1énh JMP FAR 0:7C00h. Pay la chd ma
B-virus loi dung dé tan cong vao Boot Sector (Master Boot), nghia 14 n6 s& thay Boot

Sector (Master Boot) chuan bong doan ma virus, vi thé quyén diéu khién dugc trao cho
virus, n6 s& tién hanh cac hoat dong ctia minh trude, roi sau 6 mdi tién hanh cac thao tac
nhu thong thudng: Doc Boot Sector (Master Boot) chuan ma né cit gidu ¢ dau d6 vao
0:7C00h rdi trao quyén dleu khién cho doan ma chuan nay, va ngudi st dung c6 cam giac
réng may tinh ciia minh van hoat dong binh thuong.

b. F-virus.

Khi DOS t6 chirc thi hanh File kha thi (bong chirc ning 4Bh caa ngat 21h), nd sé& to chirc

lai viing nhd, tai File can thi hanh va trao quyén diéu khién cho File d6. F-virus loi dung
diém nay bdng cach gan doan ma caa minh vao file ddng tai vi tri ma DOS trao quyén

diéu khién cho File sau khi di tai vao ving nhé. Sau khi F-virus tién hanh xong cac hoat
dong ctia minh, né mai sap xép, bd tri tra lai quyén diéu khién cho File dé cho File lai tién
hanh hoat dong binh thuong, va nguoi st dung thi khdng thé biét duoc.

Trong céc loai B-virus va F-virus, c6 mot sb 1oai sau khi danh duoc quyén diéu khién, s&
tién hanh cai dit mot doan ma cia minh trong ving nhé RAM nhu mét chuong trinh
thuong trd (TSR), hoic trong ving nhé ndm ngoai tim kiém soat cia DOS, nhém muc

dich kiém soat cac ngat quan trong nhu ngat 21h, ngat 13h,... Mdi khi cac ngét nay dugc
goi, virus s& danh quyén diéu khién dé tién hanh cac hoat dong ctia minh trude khi tra lai
cac ngat chuan cua DOS.

1.3 Pic Piém Cua B-Virus:

Qua phan trude, ching ta da dwa ra cac thong tin hét stc co ban vé cu trac dia, tién trinh
khai dong va cach thirc to chirc ving nhé, t6 chuc thi hanh file caa DOS. Nhiing théng tin

do gilp ching ta tim hiéu nhitng dic diém co ban cua virus, tir d6 dua ra cach phong
chéng, chira trj trong truong hop may bi nhidém virus.

a. Phan loai B-virus.

Nhur ching ta dé biét, sau qué trinh POST, sector dau tién trén dia A hodc dia C duoc doc
vao vung nhé tai 0: 7C00, va quyeén diéu khién duoc trao cho doan ma trong sector khai

dong nay. B-virus hoat dong bong cach thay thé doan ma chuan trong sector khai dong
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nay bong doan méa caa nd dé chiém quyén diéu khién, sau khi da cai dat xong méi doc
sector khoi dong chuan duoc virus cit giit & dau d6 vao 0:7C00 va tra lai quyén diéu

khién cho doan ma chuén nay. Viéc cit giit sector khoi dong tai vi tri ndo trén dia tuy

thudc loai dia va cach giai quyét cua tirng loai virus. i véi dia cting, thdng thudng né

duoc cat giir & dau do trong Side 0, Cylinder 0 vi trong ca track nay, DOS chi sir dung

sector dau tién cho bang Partition. Trén dia mém, vi tri cit giit s& phic tap hon vi moi chd
déu c6 kha nang bi ghi dé théng tin. Mot sé hudng sau day da duoc cac virus ap dung:

Str dung sector & cudi Root Directory, vi nd thudng it duoc sir dung.

Str dung céc sector cudi cung trén dia, vi khi phan bd ving tréng cho file, DOS tim ving
trong tir nho dén 16n cho nén vung nay thuong it duoc sur dung.

Ghi vao viing trong trén dia, danh dau trong bang FAT ving nay 1a ving bj héng dé DOS
khong st dung cap phat nira. Ccah lam nay an toan hon cac cach lam trén day.

Format thém track va ghi vao track vira dugc Format thém.
Tuy thudc vao do 16n cua doan ma virus ma B-virus duoc chia thanh hai loai:
- SB-virus.

Chuong trinh ciia SB-virus chi chiém dlng mét sector khoi dong, cac tac vu cia SB-virus
khong nhiéu va tuong ddi don gian. Hién nay so cac virus loai ndy thuong it gap va c6 18
chi 1a cac virus do trong nudc "san Xuat".

- DB-virus.
Pay la nhitng loai virus ma doan ma cta né 16n hon 512 byte (thuong thay).
Vi thé ma chuong trinh virus duoc chia thanh hai phan:
- Phan dau virus: Puoc cai dit trong sector khai dong dé chiém quyén diéu hién khi
quyen dieu khién dugc trao cho sector khai dong nay. Nhiém vu duy nhét cua phan dau
|a: tai tiép phan than cua virus vao vung nhé va trao quyén diéu khlen cho phan than do.
Vi nhiém vu don gian nhu vay nén phan dau cua virus thudng rat ngan va cang ngan
cang tét vi cang ngan thi su khac biét gitra sector khai dong chuan va sector khoi dong da
bi nhiém virus cang it, giam kha ning bi nghi ngo.

- Phan than virus: La phan chuong trinh chinh cia virus. Sau khi dugc phan dau tai vao

vling nhé va trao quyén, phan than ndy sé tién hanh cac tac vu cua minh, sau khi tién hanh
xong mai doc sector khai dong chuan vao viing nhé va trao quyén cho n6 dé may tinh

lam viéc mot cach binh thuong nhu chua co gi xay ra ca.
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b. Mét sé ki thudt co bdn ciia B-virus.

Du la SB-virus hay DB-virus, nhung dé ton tai va lay lan, ching déu c6 mét s cac ki
thuat co ban nhu sau:

- Ky thuét kiém tra tinh duy nhét.

Virus phai ton tai trong bo nhé ciing nhu trén dia, song su ton tai qua nhiéu ban sao cua
chinh né trén dia va trong bd nhé sé& chi lam cham qué trinh Boot may, ciing nhu chiém
qua nhiéu ving nhé anh huéng toi viée tai va thi hanh cac chuwong trinh khac dong thoi
ciing 1am giam téc do truy xuat dia. Chinh vi thé, ky thuat nay 1a mot yéu cau nghiém
ngat véi B-virus.

Viéc kiém tra trén dia c6 hai yéu t6 anh huong:
Thi nhat 1a thoi gian kiém tra:

Néu moi tac vu doc/ghi dia déu phai kiém tra dia thi thoi gian truy xuat s& bj tang gap doi,
lam giam toc do truy xuat citing nhu gia tang moi nghi ngo.

Do v6i yéu cau nay, céc virus 4p dung mot s6 ky thuat sau: Giam so lan kiém tra bong
cach chi kiém tra trong truong hop thay doi truy xuat tir 6 dia nay sang 6 dia khac, chi
kiém tra trong truong hop bang FAT trén dia dugc doc vao.

Thir hai 1a k¥ thuat kiém tra:

Hau hét cac virus déu kiém tra bong gia tri tir khoa. Mdi virus s& tao cho minh mot gia tri
dic biét tai mot vi tri xac dinh trén dia, viéc kiém tra duoc tién hanh bong cach doc Boot
record va kiém tra gid tri ciia tir khod nay. K¥ thuat ndy gdp tro ngai vi so lwong B-virus
ngay mot déng dao, ma vi tri trén Boot Record thi c6 han. Céch khac phuc hién nay cua
cac virus 1a ting s6 lwong ma Iénh can so sanh dé lam giam kha nang trung hop ngau
nhién.

Dé kiém tra sy ton tai caa minh trong bo nhé, cac virus da &p dung cac k¥ thuét sau:
Pon gian nhat 13 kiém tra gia tri Key value tai mot vi tri xac dinh trén ving nhé cao,
ngoai ra mot ky thuat khac duoc ap dung déi véi cac virus chiém ngét Int 21 caa DOS
1a yéu cau thuc hién mot chirc ning dic biét khong co trong ngat nay. Néu co bao 16i
duogc bat Ién thi trong bd nhé chua ¢ virus, nguoc lai néu virus da lueu trd trong ving
nhd thi gia tri tra lai (trong thanh ghi AX chang han) 1a mét gia tri xac dinh nao do.

- Ky thuat luu tra.
Sau khi thuc hién xong chwong trinh POST, gi4 tri tong s6 ving nhé vira dugc Test s&

duoc luu vao ving BIOS Data ¢ dia chi 03h. Khi hé diéu hanh nhan quyén diéu khién, n6
s€ coi vung nhd ma no6 kiém soat la gia tri trong dia chi nay. Vi vay d¢é Iuu trd, moi B-
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virus déu ap dung Ky thuat sau day: Sau khi tai phan luu trd cia minh 1&n ving nhé cao,
noé sé giam gié tri ving nhé do DOS quan ly tai 03h di mét lugng dung bdng kich thudc
cua virus. Tuy nhién néu khéng kiém tra tét sy c6 mat trong viing nhé, khi bi Boot mém
lién tuc, gia tri tong s6 viing nhé nay s& bi giam nhiéu lan, anh hudng t6i viéc thuc hién

cua cac chuong trinh sau nay. Chinh vi thé, céac virus duoc thiét ké tot phai kiém tra su

t6n tai ciia minh trong bo nhé, néu d& c6 mat trong bo nhd thi khong giam dung lwong

vung nh¢ nira.

- Ky thuat lay lan.

DPoan ma thyc hién nhiém vu lay lan 13 doan ma quan trong trong chuong trinh virus. Dé
dam bao viéc 12y lan, virus khdng ché ngat quan trong nhét trong viéc doc/ghi viing hé
thng: d6 1a ngat 13h, tuy nhién dé dam bao téc do truy xuat dia, chi cac chuc nang 2 va 3
(doc/ghi) 1a dan toi viéc 1ay lan. Viéc 13y lan béng cach doc Boot Sector (Master Boot)

l&n va kiém tra xem d4 bi 1ay chua (k¥ thuat kiém tra da noi ¢ trén). Néu sector khoi dong
d6 chua bi nhiém thi virus s& tao mot sector khoi dong méi véi cac tham sb twong ng

ctia doan ma virus roi ghi trd lai vao vi tri ctia nd trén dia. Con sector khoi dong vira doc
I&n cung vai théan cua virus (loai DB-virus) s€ dugc ghi vao vung Xac dinh trén dia. Ngoai
ra mot b virus con chiém ngét 21 cua DOS dé 1ay nhiém va pha hoai trén céc file ma ngat
21 lam viéc.

Viéc xay dung sector khoi dong c6 doan ma cua virus phai dam bao cac ky thuat sau day:

- Sector khai dong bi nhidm phai con chtra cac tham sé dia phuc vu cho qué trinh truy xuat
dia, d6 1a bang tham sé6 BPB cuia Boot record hay bang phan chuong trong truong hop
Master boot. Viéc khdng bao toan s& dan dén viéc virus mat quyén diéu khién hoac

khong thé kiém soat duoc dia néu virus khdng c6 mat trong moi truong.

- Su an toan cua sector khoi dong nguyen thé va doan than cua virus ciing phai duoc dit
l&n hang dau. Cac k¥ thuat vé vi tri cat gidu chlng ta ciing d4 phan tich & cac phan trén.

- K§ thuat nguy trang va gay nhiéu.

K thuat nay ra doi khd muon vé sau nay, do khuynh huéng chéng lai sy phat hién cua
nguoi sir dung va nhiing 1ap trinh vién ddi véi virus. Vi kich thudc cua virus kha nho bé
cho nén cac 1ap trinh vién hoan toan c6 thé do tirng bude xem co ché cua virus hoat dong
nhu thé ndo, cho nén cé4c virus tim moi cach lat 1éo dé chdng lai su theo ddi cua cac 1ap
trinh vién.

Céc virus thuong 4p dung mét sb ky thuat sau day:

- Cé tinh viét cac lénh mot cach rac rdi nhu dat Stack vao cac ving nhd nguy hiém,
chiém

V& X04 C4c ngat, thay d6i mot cach 14t 1éo cac thanh ghi phan doan dé nguoi do khong biét
dir liéu lay tir dau, thay doi cac gia tri cua cac 1énh phia sau dé ngudi st dung kho theo
doi.

- M4 hoé ngay chinh chuong trinh ctia minh dé ngudi sir dung khdng phat hién ra quy

luat, ciing nhu khong thidy mot cach rd rang ngay sy hoat dong cua virus.

- Nguy trang: Cach thu nhat 14 doan ma cai vao sector khoi dong cang ngan cang tot va
cang giong sector khoi dong cang t6t. Tuy vay cach tht hai van dugc nhiéu virus &p dung:
Khi may dang ném trong quyén chi phdi caa virus, moi yéu cau doc/ghi Boot sector
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(Master boot) déu duoc virus tra vé mot ban chuan: ban trude khi bi virus 12y. Diéu nay
danh lra nguoi st dung va cac chuong trinh chéng virus khong dugc thiét ké tét néu may
hién dang chiu su chi phdi cua virus.

- Ky thuat pha hoai.

Da 12 virus thi bao gio ciing ¢o tinh pha hoai. C6 thé phé hoai ¢ muc dua cho vui, cling co
thé 1a pha hoai & mic d6 nghiém trong, gy mat méat va dinh tré doi véi thong tin trén dia.

Can ct vao thoi diém phé hoai, c6 thé chia ra thanh hai loai:

- Loai dinh thoi: Loai nay luu gitt mot gia tri, gia tri nay c6 thé 1a ngay gio, s6 1an lay
nhiém, s6 gid may d4 chay, ... Néu gia tri ndy vuot qua mot con s cho phép, né s& tién
hanh pha hoai. Loai nay thu:()’ng nguy hiém vi ching chi pha hoai mot lan.

- Loai lién tuc: Sau khi bi lay nhiém va lién tuc, virus tién hanh pha hoai, song do tinh lién
tuc nay, cac hoat dong pha hoai cta né khdng mang tinh nghiém trong, chu yéu la dua cho
VUI.

1.4 Piac Piém Caa F-Virus:

So v&i B-virus thi s6 lwgng F-virus dong dao hon nhiéu, co 1& do cac tac vu dia v6i su hd
tro cua Int 21 da tro nén cuc ky dé dang va thoai mai, dé 1a dicu kién phat trién cho cac F-
Vvirus.

Thuong thi cac F-virus chi 1ay lan trén cac file kha thi (c6 dudi .COM hoac .EXE), tuy
nhién mot nguyén tic ma virus phai tuan tha 1a: Khi thi hanh mot file kha thi bi lay
nhiém, quyén diéu khién phai nom trong tay virus trude khi virus tra né lai cho file bi
nhiém, va khi file nhan lai quyén diéu khién, tit ca moi dir liéu cua file phai duoc bao
toan.

Dbi véi F-virus, c6 mot s6 ky thuat duge néu ra ¢ day:

a. Ky thuat lay lan:
Céc F-virus chu yéu st dung hai k¥ thuat: Thém vao dau va thém vao cudi

- Thém vao dau file.
Thong thuong, phuong phép ndy chi ap dung cho cac file .COM, tic la dau vao cua
chuong trinh ludn ludn tai PSPON. Loi dung dau vao c¢6 dinh, virus chén doan ma cua
chuong trinh virus vao dau chuong trinh dbi twong, day toan bo chuong trinh dbi tuong
xudng phia dudi. Cach nay c6 mot nhuge diém 1a do dau vao cb dinh caa chwong trinh
.COM la PSPO, cho nén trudc khi tra lai quyén diéu khién cho chuong trinh, phai day lai
toan bo chuong trinh 1én bat dau tir offset 100h. Cach lay nay gay kho khan cho nhiing
ngudi khdi phuc vi phai doc toan b file vao vang nhé 1ol M&i tién hanh ghi lai.
- Thém vao cudi file.
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Khac voi cach lay lan & trén, trong phuong phap ndy, doan méa cia virus sé& dugc gan vao
sau cua chuong trinh doi tugng. Phuong phdp nay dugc thay trén hau hét cac loai virus vi
pham vi lay lan cua nd rong rai hon phuong phap trén.

Do than cua virus khong ném dling dau vao cua chuong trinh, cho nén dé chiém quyen
dieu khién, phai thuc hién ky thuat sau day:

- Dbi véi file .COM: Thay céc byte dau tién cua chwong trinh (dau vao) béng mét 1énh
nhay JMP, chuyén diéu khién dén doan mé cua virus.

E9 xx xx JMP Entry virus.

- D6 véi file EXE: Chi cn dinh vi lai hé thong céc thanh ghi SS, SP, CS, IP trong Exe
Header dé trao quyén diéu khién cho phan ma virus.

Ngoai hai k¥ thuat lay lan cha yéu trén, c6 mot so it cac virus sir dung mot sé cac ki thuat
dic biét khac nhu ma hod phan ma ciia chuong trinh virus trude khi ghép ching vao file
dé nguy trang, hoac tham chi thay thé mot s6 doan ma ngan trong file dbi twong bong cac
doan mé cua virus, gay khé khan cho qua trinh khoi phuc.

Khi tién hanh lay lan trén file, ddi véi cac file duoc dit cac thudc tinh Sys (hé thdng),

Read Only (chi doc), Hidden (an), phai tién hanh ddi lai cac thudc tinh d6 dé cé thé truy
nhap, ngoai ra viéc truy nhap ciing thay doi lai ngay gio cap nhat caa file, vi thé hau hét

c4c virus déu luu lai thudc tinh, ngay gio cap nhat cua file dé sau khi lay nhiém s& tra lai y
nguyén thudc tinh va ngay gio cap nhat ban dau cua no.

Ngoai ra, viéc c¢b gang ghi lén dia mém c6 dan nhan bao vé ciing tao ra dong théng béo

15i cia DOS: Retry - Aboart - Ignored, néu khong xt Iy tot thi dé bi ngudi sir dung phéat

hién ra su c6 mit cua virus. Loi kiéu nay dugc DOS kiém soat bong ngat 24h, cho nén céc
virus muén tranh cac thong béo kiéu nay caa DOS khi tién hanh lay lan phai thay ngat

24h cua DOS trudce khi tién hanh 14y lan réi sau d6 hoan tra.

b. Ki thudt dém bdo tinh tén tei duy nhdt.

Ciing gidng nhu B-virus, mot yéu cau nghiém ngat dit ra ddi vai F-virus 1a tinh ton tai

duy nhét caa minh trong bd nhé ciing nhu trén file.

Trong ving nhé, thong thuong cac F-virus sir dung hai k¥ thuat chinh: Thar nhét 13 tao
thém churc nang cho DOS, bong cach sir dung mét chirc nang con nao do trong do dat chirc
nang lén hon chic nang cao nhat ma DOS c6. D¢ kiém tra chi can goi chiic nang nay, gia
trj tra lai trong thanh ghi quyét dinh su ton tai cua virus trong bo nh¢ hay chua. Cach thir
hai 1a so sdnh mot doan méa trong ving nhé 4n dinh véi doan ma caa virus, néu

¢6 su chénh 1éch thi c6 nghia 1a virus chua c6 mit trong ving nhé va sé tién hanh lay lan.
Trén file, c6 thé c6 cac cach kiém tra nhu kiém tra bong test logic nao d6 voi cac théng

tin cua Entry trong thu myc cua file nay. Cach nay khéng ¢am bao tinh chinh xéc tuyét doi
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song néu thlet ké tot thi kha nang trung 1ap ciing han ché, hau nhu khong ¢6, ngoai ra mot
vu diém 1a toc do thuc hién kiém tra rat nhanh. Ngoai ra co thé kiém tra bong cach do

mot doan ma dic trung (key value) cua virus tai vi tri 4n dinh nao do trén file, vi du trén
cac byte cubi cung cua file.

c. Ky thudt thuwong tri

Pay la mot k§ thuat kho khan, ly do 1a DOS chi cung cp chic nang thuong trd cho

chuong trinh, nghia 1a chi cho phép ca chuong trinh thuong tri. Vi vay néu sir dung chic
nang ctia DOS, chwong trinh virus muén thuong tré thi ca file d6i tuong ciing phai thuong
trd, ma diéu nay thi khong thé duoc néu kich thude cua file dbi twong qué 1on.

Chinh vi ly do trén, hau hét cic chuong trinh virus mudn thuong trd déu phai thao tac qua
mit DOS trén chudi MCB bong phuong phap "thi cong". Can ¢l vao viéc thuong tra
dugc thuc hién trude hay sau khi chwong trinh déi twong thi hanh, c6 thé chia k¥
thuat thuong trd thanh hai nhom:

- Thuong tra trude khi tra quyén diéu khién.

Nhu d4 néi ¢ trén, DOS khong cung cip mot chirc nang nao cho kiéu thuong tri nay,
cho nén chuong trinh virus phai ti thu xép. Céc céch sau day da duoc virus dung dén:

- Thao tac trén MCB dé tach mot khdi viing nhé ra khoi quyén diéu khién caa DOS,

rdi ding ving nay dé chira chuong trinh virus.

- Tu dinh vi vi tri trong bd nhd dé tai phan thuong trd cua virus vao, thuong thi céc
virus

chon & viing nh¢ cao, phia dudi phan tam trdi cua file command.com dé tranh bi ghi de
khi hé thong tai lai command.com. Vi khéng cap phat bo nhé cho phan chuong trinh virus
dang thuong trd, cho nén command.com hoan toan cé quyén cap phat vung nhé dé cho
céc chuong trinh khac, nghia 1a chwong trinh thuong trd ciia virus phai chap nhan sy mat
mat do may rui.

- Thuong trd bong chirc nang thudng tra 31h: Pay 1a mot k§ thuat phuc tap, tién trinh can
thuc hién dugc mo ta nhu sau:

Khi chuong trinh virus duoc trao quyén, né sé tao ra mét MCB duoc khai béo 1a phan tu
trung gian trong chudi MCB dé chira chuong trinh virus, sau dd lai tao tiép mot MCB méi
dé cho chuong trinh bi nhiém bong cach doi chuong trinh xuéng viing méi nay. Dé thay
d6i PSP ma DOS dang luu gitr thanh PSP ma chuong trinh virus tao ra cho chuong trinh
d6i twong, phai sir dung chirc nang 50h cua ngat 21h.

-. Thuong tra sau khi doat lai quyén diéu khién.

Chuong trinh virus lay tén chuong trinh dang thi hanh trong méi truong cua DOS, roi n6
thi hanh ngay chinh ban than minh. Sau khi thi hanh xong, quyén diéu khién lai duoc tra
vé cho virus, va khi d6 n6 mai tién hanh thudng tra mot cach binh thuong bong chirc
nang 31h cua ngat 21h. 3

c. Ky thudt nguy trang va gay nhieu

M6t nhugc diém khéng tranh khoi 1a file ddi tuong bi 1y nhiém virus s& bi ting kich
thude. Mot sé virus nguy trang bdng cach khi sir dung chire nang DIR cua DOS, virus
chi phdi chtic nang tim kiém file (chtic nang 11h va 12h cia ngat 21h) dé giam kich
thudce cua file bi 1ay nhiém xubng, vi thé khi virus dang chi phéi may tinh, néu sir dung
lénh DIR cua DOS, hoic cac Iénh str dung chac ning tim kiém file & trén dé c6 thdng
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tin v& entry trong bang thu muc, thi thdy kich thudc file bi lay nhiém van bong kich
thudc cua file ban dau, dieu nay danh lra nguoi sir dung veé su trong sach cua file nay.

M6t s6 virus con gdy nhiéu béng cach ma hoé phan 16n chuong trinh virus, chi khi nao

vao vung nhd, chuong trinh méi duoc giai mé nguoc lai. Mot s6 virus anti-debug bong
cach chiém ngét 1 va ngit 3. B&i vi cac chuong trinh debug thuc chét phai dung ngit 1 va
ngit 3 dé thi hanh teng bude mot, cho nén khi virus chiém cac ngat nay rdi ma nguoi 1ap
trinh dung debug dé theo ddi virus thi két qua khdng luong trude duoc.

d. Ky thudt pha hodi

Théng thuong, céc F-virus ciing sir dung céch thirc va k thuat pha hoai giéng nhu B-
virus. Co6 thé pha hoai mot cach dinh thoi, lién tuc hoac ngau nhién. Boi twong pha hoai
co thé la man hinh, loa, dia,...

1. Phong Chéng Virus:
bé phong chong virus c6 nhiéu cach khac nhau, cach phd bién nhat ngay nay 1a st dung

cac phan mém diét virus.
Symantec antivirus la mét trong nhirng phan mém diét virus pho bién nhat hién nay.

2.1 Cai bat Chwong Trinh Symantec Antivirus Server (Server Intall):

Chay file cai dat setup.exe ’
Mang hinh welcome .... xuat hién

{i# Symantec AntiVirus - InstallShield Wizard R x|

Welcome to the InstallShield Wizard for
Symantec AntiVirus

The InstallShield(R) Wizard will install Symantec Antivirus on
wour computer, To continue, click Mext,

WARNING: This program is protected by copyright law and
international treaties.

<>/

= Back I Mext = I Cancel I

Chon Next # mang hinh xac nhan ban quyén xuat hién & chon | accept ... dé tiép
tuc qua trinh cai dat
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i'é'u Symantec Anti¥irus - Installshield Wizard

g Pl
License Agreement

Please read the Following license agresment carefully, ’ Sylnantec“

SYMANTEC SOFTWARE LICENSE AGREEMENT 3

SYMANTEC CORPORATION ANDOR ITS SUBSIDIARIES (“SYMANTEC™) I3
WILLIMG TO LICENSE THE 30FTWARE TO YOU A5 AN INDIVIDUAL, THE
COMMPANY, OR THE LEGAL ENTITY THAT WILL BE UTILIZIMG THE S0FTWARE
(REFEREWCED EELOWY A3 “YOU™ OR “YOUR™) OMLY ON THE CONDITION

THAT ¥OU ACCEPT ALL OF THE TERMS OF THIS LICEMSE AGREEMENT.

READ THE TERWS AND CONDITIONS OF THIS LICENSE AGREEMENT

CAREFULLY BEFORE USING THE 20OFTWARE. THIS I3 A LEGAL AND
ENFORCEABLE CONTRACT BETWEEN ¥OU AND THE LICEN3OR. BY OPENING ;!

' 1 accept the berms in the license agreement

£~ 1 do ot accept the terms in the license agreement

IrstallShield

< Back, I Mext > I Cancel |

Chon Next # mang hinh chon lva phuong thtc cai dit xuat hién: client server

option & chon server intall.
{i? Symantec Anti¥irus - InstallShield Wizard ) x|

Client Server Options

Choose to install a Client or Server configuration , symantec"

Setup supports the Following installation scenarios:

Client - Choose this option if this computer is to be unmanaged or managed by a
computer running Symantec Antivirus Server Edition,

Server - Choose this option if this computer is to be a Symantec Antivirus Server and
will be managing other client computers.

Select the option you want ko use;

a'% ¢ Client Install

4 " Server Install
D%

—t

InstallShield

< Back I MNext = I Cancel |

Chon next # hop thoai setup type xuat hién # chon complete dé cai dat day du

cac tinh nang cta chuong trinh
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{i# Symantec Anti¥irus - InstallShield Wizard x|

Setup Type

Choose the setup type that best suits your needs. , Syrnantec"

Please select a setup type.

{* Complete

All program Features will be installed. (Requires the most disk
» space.)

" Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.,

InstallShield

< Back | MNext > I Cancel |

Chon Next @ hop thoai select server group xuét hién # trong hop thoai nay, khai
béo céc théng tin sau:
- server group: cho phép khai bdo nhom server
- username: khai bao user cho phép dang nhap server sau khi cai dat
- Password: cho phép khai bao password cua user dang nhap

|§ Symantec Anti¥irus - InstallShield Wizard ll

Select Server Group

Please enter information below , symanteCr-

A Server Group is a group of protected servers, You can set Server Group-wide
options for the servers in a server group.

You can type in a new Server Group name or accept the default name,

Server Group

Browse. ., |

Enter the username and password for the Server Group below,

Username ladmin

Password I

InstallShield

< Back I MNext = I Cancel
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) Xl
Install Options
Choose the install options that best serves your needs. symantec"'

{i# Symantec Anti¥irus - InstallShield Wizard

To make optimum use of Symantec Antivirus, you should enable Auto-Protect,

@ v Auto-Protect

‘We recommend that you run LiveUpdate at the end of the installation to ensure that you
have the most current protection available,

: @ v Run LiveUpdate

Installshield

< Back I MNext = I Cancel |

Chon next @ hop thoai ready to ... xuat hién dé xac lap lai qua trinh cai dat

! Xl
Ready to Install the Program
The wizard is ready to begin installation. SymanteC"-

Click Install ko begin the installation.

{i# Symantec Anti¥irus - InstallShield Wizard

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard.

InstallShield

< Back I Install I Cancel

Chon install dé bat dau qua trinh cai dat

2.2 Cai bat Chwong Trinh Symantec System Center:

a. Chirc nang:Pay la chuong trinh cho phép quan ly cac symantec antivirus server va
symantec

antivirus

Théng qua chuong trinh ndy chling ta ¢ thé thyc hién cac chtc nang quan Iy nhu:

- Cai dat antivirus va bao vé cac 16 hong bao mat trén may.
- Cho phép cap nhat symantec antivirus client defination
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- Cai dat cac chuong trinh bao vé trén may tram
b. Cai dit :
Céc budc cai dat ciing giébng nhu cai dat synmantec server.
Tai hop thoai select

) Symantec System Center - InstallShield Wizard @

Select Components

Please select from the list below. ’ SymanteCu

Toinstall a component, click the check box next to it. If the
check box is empty, that component will not be installed,

aAlert Management System Console
Symantec AntiVirus Snap-In
Symantec Client Firewall Snap-In

Symantec Endpoint Compliance Snap-in

Client Remote Install Tool

[ < Back ][ Mext = ] [ Cancel ]

Chon next .... # install dé bat dau qua trinh cai dat

i Symantec System Center - InstallShield Wizard

Installing Symantec System Center

The program features you selected are being , symantecm
installed.

[d] Please wait while the InstallShield Wizard installs Symantec System Center.
& This may take several minutes.

Status:

Sau khi qué trinh cai dat hoan tat chuong trinh s& yéu cau ching ta khoi dong lai
may :
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i Symantec System Center Installer Information

;" ‘You must restart your system for the configuration

% 4 changes made to Symantec System Center to take
effect. Click Yes to restart now or No if you plan to
restart later,

Chon ok dé khai dong lai may.

2.3 Cai bat Symantec Antivirus Client :

Cac budc cai dat symantec client gibng nhu cai dit symantec server chi khac tai hop thoai
client server option : chon muc client intall

i Symantec Anti¥irus - InstallShield Wizard N b4 |

Client Server Options

Choose to install a Client or Server configuration , Symantec,.

Setup supports the Following installation scenarios:

Client - Choose this option if this computer is to be unmanaged or managed by a
computer running Symantec Antivirus Server Edition.

Serwver - Choose this option if this computer is to be a Symantec antiVirus Server and
will be managing other client computers.

Select the option yvou want to use:

g = Client Install

Instalishield

< Back I Plext = I Cancel '

Chon next > hop thoai network setup type & chon ‘managed @ next

% Symantec Anti¥irus - InstallShield Wizard |

Network Setup Type
Choose the network setup type that suits your needs. Symantec'-

Setup supports the Following installation scenarios:

Managed - Choose this option if this computer is to be managed by a computer running
Symantec Antivirus Server Edition.

Unmanaged - Choose this option if this computer will not be managed by a computer running
Symantec AntiVirus Server Edition. For example, your home computer.

Select the option you want to use:
7« Managed

<" Unmanaged

Installstield

< Back I Mext > I Cancel I

Hop thoai select server :
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il? Symantec AntiVirus - InstallShield Wizard

Select Server

|

In a managed installation, you need to select a server. , Symantec_

Please specify the machine name of a Symantec AntiVirus Server. This server will set
the client's configuration and provide the client with virus definitions. *Mote - The Parent
Server Discovery process may take several minutes to Fully complete, depending on
network activity.

Server MName: I Browse...

Instalishield

< Back l Mext = I Cancel

Chon browse dé tim kiém symantec server ma client can két ndi dén :

Select Symantec Anti¥irus Server 3 XI

Please select the Symantec Antivirus server. This server will set
the client's configuration and share the virus definitions.

Server name: XP_CLIENT
Server | version |
=
,—,,c &> XP_CLIENT 10.02.2...

I OK I Cancel l

Chon server can két ni dén @ ok # chon next dé bat ¢au qua trinh cai dat

Khoa : Cong nghé thong tin - TCN Quang Trung

Trang 75



Tai Liéu Tham Khao

[1] Lam chu Windows Server 2003 tap 1,2,3 ctia nha xuat ban thong ké, Pham Hoang Diing
(chu bién).

[2]Tai liéu Qudn tri Windows Server 2003 cia trung tam tin hoc Pai hoc Khoa hoc
Tu nhién.

[3] Giao trinh Mang doanh nghiép ciia Pai hoc su pham k¥ thuat Hung Yén.

[4] Céc tai li€u va bai giang khac tham khao tir Internet.
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